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Abstract 

Smart health monitoring systems (SHMSs) have encountered resistance and limited adoption from 
various stakeholders, including consumers and healthcare professionals, primarily due to psychological 
and functional barriers to SHMSs. Drawing on innovation resistance theory and data governance 
mechanisms, this mixed-methods study aims to investigate the impact of data governance on the 
associated concerns and barriers, thereby shedding light on the resistance to SHMSs. The findings reveal 
that procedural data governance mechanisms are more influential than structural and relational 
mechanisms in reducing user resistance to SHMSs. Cultural and religious differences within procedural 
data governance significantly influence both privacy concerns and functional barriers to SHMSs. Gender 
differences also play a crucial role in how data governance mechanisms are perceived, with certain 
aspects showing significant effects on male users. 

Keywords innovation resistance theory, data governance, privacy, functional barriers, smart health 
monitoring 
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1 Introduction 

Smart health monitoring systems (SHMSs) epitomize innovative personal healthcare systems, 
integrating real-time surveillance technologies and sensor-based smart applications to monitor users’ 
daily health status and vital signs remotely (Almujally et al. 2023; Shen et al. 2020). The substantial 
growth of SHMSs in recent years can be attributed to the anticipated benefits stemming from the 
innovation of surveillance technologies. These benefits include facilitating communication between 
patients and healthcare providers, streamlining diagnostic and treatment processes, reducing costs 
associated with professional visits, and improving the quality of personal care (Akmandor and Jha 2018; 
Salehi-Amiri et al. 2022). These surveillance technologies encompass devices like blood glucose 
wearables and electrocardiogram (ECG) monitors, which are crucial for the functionality of SHMSs 
(Stavropoulos et al. 2020). The global SHMS market, valued at USD 190 billion in 2024, is projected to 
surge to USD 474 billion by 2032 (GlobeNewswire 2023). However, despite their significant advantages 
and ambitious investments, SHMSs have encountered resistance and limited diffusion from multiple 
stakeholders, including consumers and health professionals, due to various barriers such as resistance 
to change, concerns about trustworthiness, lack of ability to operate smart devices, and transition costs 
(Iyanna et al. 2022; Kamal et al. 2020; Talwar et al. 2023).  

Among the cited barriers, the negative impact of privacy issues caused by surveillance technologies 
stands out as a prominent obstacle. Multiple global reports (e.g., Accenture.com 2020; Capterra.com 
2021; Fortune.com 2023) emphasize privacy concerns of consumers related to the surveillance 
technologies integrated into SHMSs as the primary factor causing customers’ resistance to their 
adoption and reluctance to share health data with healthcare professionals. Such innovative 
technologies often raise confusion or uncertainty among SHMS consumers regarding the assurance of 
its proper protection and usage within the surveillance system. Additionally, there is ambiguity 
surrounding data regulation policies, which define responsibility in the event of health data loss 
(Duckert and Barkhuus 2022; Princi and Krämer 2020). All these underscore the importance of robust 
data governance practices since these practices are essential to diffuse the tensions surrounding privacy 
and data sharing, mitigate risks, and balance interests within the multidisciplinary contexts of health 
data sharing (Knoppers and Thorogood 2017). Data governance refers to allocating authority and 
control over data, and the exercise of such authority through decision-making in data-related matters 
(DAMA International 2009; Janssen et al. 2020; Plotkin 2020). Crucially, data governance functions as 
the vehicle for identifying, resolving, and managing several different types of data-related issues, 
including data privacy, confidentiality, and security issues (DAMA International 2009). Its role extends 
beyond individual organizations, as effective data governance both within and across organizations is 
pivotal in facilitating digital innovation and striking a balance between social, economic, and technical 
benefits and risks for individuals, organizations, and societies at large (Davidson et al. 2023). Given that 
SHMSs heavily rely on personal and sensitive data, with multiple stakeholders operating across 
organizations, concerns surrounding privacy emerge as paramount barriers behind resistance to SHMS 
(Lee 2020).  

Alongside privacy concerns, other potential barriers behind resistance to innovative technologies have 
been gradually explored, such as complicated environments of SHMSs, security issues, complexity of 
innovation, and lack of perceived value (Chouk and Mani 2019; Prakash and Das 2022). To dissect these 
barriers in SHMSs, we need to understand their origins and impacts to be able to mitigate them through 
effective data governance and other means. However, there is a lack of literature regarding the specific 
impact of data governance on mitigating privacy concerns and other barriers deriving the resistance to 
SHMSs (Chibuike et al. 2024; Davidson et al. 2023; Yaqoob et al. 2022). Effective data governance is 
essential for addressing privacy concerns and lowering resistance to technology adoption (Abraham et 
al. 2019). Drawing on innovation resistance theory (Ram and Sheth 1989) and data governance 
mechanisms, this study aims to explore the role of data governance toward concerns and barriers in 
relation to resistance to SHMS adoption to provide actionable insights for healthcare providers, 
technology developers, and policymakers. The research questions (RQs) are: (RQ1) What are the 
contributing factors of resistance to SHMS? And (RQ2) How and in what ways do data governance 
mechanisms influence individuals' concerns and barriers to SHMS resistance?  

This study enriches SHMS-based privacy research by proposing a framework that considers 
relationships between data governance-related factors and perceived concerns and barriers in relation 
to SHMSs’ resistance. It provides valuable insights that assist both service providers and policymakers 
in addressing privacy, complexity, and value barriers of personal health information in healthcare 
surveillance environments like SHMSs. The remaining sections are organized as follows: a theoretical 
background that informs our current understanding of concerns and barriers, data governance 
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mechanisms, and innovation resistance theory; the mixed-methods research design and results that 
inform our discussion. Limitations, conclusions, and future directions follow. 

2 Background 

This section focuses on the concerns and barriers causing users’ resistance to SHMSs, the role of data 
governance mechanisms in mitigating privacy concerns in the innovative technology-centered context. 
It also discusses innovation resistance theory, enabling an exploration of the concerns and barriers and 
their impact on users’ resistance to SHMSs. 

2.1 Concerns and Barriers Related to SHMSs 

Privacy has become one of the perpetual social issues associated with the development of innovative 
information technologies that enable pervasive surveillance, massive databases, and rapid distribution 
of information throughout the world (Nissenbaum 2010; Timan and Albrechtslund 2018). Privacy 
concerns are people’s perceptions of what happens with the data they provide to or share with others 
(Bélanger and Crossler 2011; Dinev and Hart 2006). These concerns have been seen as psychological 
barriers against undesirable instruction in the context of surveillance activities (Burgoon 1982; Solove 
2006). Due to the ability to capture detailed contextual information of individuals, the use of 
surveillance or monitoring applications without appropriate privacy protection mechanisms is likely to 
increase privacy concerns and, therefore, yield resistance to smart health applications by users (Pirzada 
et al. 2021; Prati et al. 2019). Privacy and surveillance are closely connected but distinct concepts: 
surveillance implies an entity (or entities) that accesses personal data through a discovery means like 
SHMSs, while privacy is a fundamental human right protecting individuals from unwanted intrusion by 
others (Solove 2002). It is imperative to study the issues contributing to the resistance of SHMSs, 
including individuals’ privacy concerns and barriers associated with surveillance innovation 
technologies (Dinev et al. 2008). For instance, the complexity of the barriers to usage of a new mobile 
payment solution may pose potential challenges for users with low technical skills or poor experience in 
using such innovation, contradicting conventional cash-based payment methods (Kaur et al. 2020). 
Moreover, users may reject this innovative payment solution because of value barriers, perceiving that 
the costs associated with using it outweigh the benefits it offers (Kaur et al. 2020). Aligning with these 
insights, several studies have explored privacy concerns and other barriers in terms of surveillance 
technology toward customers’ resistance to SHMSs environments (e.g., Chouk and Mani 2019; Prakash 
and Das 2022; Talwar et al. 2023).  

2.2 Data Governance for SHMSs 

Data governance pertains to the allocation of decision-making authority concerning data assets within 
an organization (Khatri and Brown 2010; Lis and Otto 2021). It helps manage the conflicts between 
privacy and data sharing, mitigate risks, and balance interests within multidisciplinary contexts at 
multiple levels of data sharing (Jain et al. 2016; Knoppers and Thorogood 2017). As an essential part of 
the data governance approach, data governance mechanisms refer to control mechanisms and 
procedures for data issues, including privacy, from the management perspective of collaborative 
stakeholders (Abraham et al. 2019; DAMA International 2009). These mechanisms ensure responsible 
data sharing by enabling access when required but blocking it when not (Janssen et al. 2020). Data 
governance mechanisms can be distinguished between structural, procedural, and relational 
mechanisms (Abraham et al. 2019; Borgman et al. 2016; Tallon et al. 2013). Structural mechanisms 
focus on the identification of key decision-makers and their roles and responsibilities regarding data 
ownership, cost management, and value analysis, among others (Tallon 2013). Procedural mechanisms 
aim to ensure that data is recorded reliably and accurately, used ethically and effectively, held securely 
and confidentially, and shared appropriately and lawfully (Borgman et al. 2016). Relational governance 
mechanisms facilitate collaboration between stakeholders, covering themes of communication, training, 
the coordination of decision-making, and so on (Abraham et al. 2019).  

In sum, privacy concerns and surveillance usage are deeply intertwined and tightly associated with the 
effectiveness of data governance mechanisms implemented by various stakeholders in personal data 
monitoring contexts (Janssen et al. 2020; Plotkin 2020; Rosenbaum 2010). In healthcare, data 
governance is the process by which the responsibilities of data stewardship are conceptualized and 
excised through approaches and policies enabling stewardship (Rosenbaum 2010). Given the 
importance of exploring antecedents or determination factors across multiple levels in order to address 
privacy issues leading to customers’ resistance, numerous scholars have delved into multi-level 
antecedents in their studies focusing on resistance in SHMSs. For instance, Iyanna et al. (2022) and Xu 
(2019) assessed organizational factors contributing to resistance in the adoption and effective use of 
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diverse e-health innovations. Park et al. (2022b) investigated technological issues such as technological 
complexity and ease of use that may negatively affect invasions of privacy that lead to resistance 
outcomes. Park et al. (2022a) studied perceived controllability as a critical individual-level factor that 
moderates the relationship between surveillance anxiety and the rejection of continuous monitoring of 
patient’s health. However, there is insufficient information on how these contributing factors can be 
mitigated through mechanisms such as data governance among collaborative stakeholders, 
underscoring the need for data governance-based solutions (Chibuike et al. 2024; Davidson et al. 2023).   

2.3 Innovation Resistance Theory 

Innovation resistance theory was developed by Ram and Sheth (1989) that explains the reasons behind 
customers’ resistance to adopt innovations despite their perceived desirability and necessity. It assumes 
that individuals resist adopting modern technologies either because these technologies require 
customers to potentially change from a satisfactory existing state or because they contradict customers’ 
belief structure (Park et al. 2022a; Ram and Sheth 1989). According to the theory, main reasons to 
innovation resistance are categorized as psychological and functional barriers (Ram and Sheth 1989). 
Psychological barriers such as privacy concerns, surveillance discomfort, and dependence (Lee 2020; 
Mani and Chouk 2017; Prakash and Das 2022; Talwar et al. 2023), emerge when the innovation conflicts 
with individuals’ existing beliefs derived from various sources (Park et al. 2022a; Ram and Sheth 1989).  

Functional barriers emerge when individuals perceive substantial changes resulting from adopting an 
innovation (Park et al. 2022a; Ram and Sheth 1989). Functional barriers include value barriers, 
complexity barriers of usage, and risk barriers (e.g., lack of endorsements and testimonials), among 
others. Value barriers refer to how customers perceive the performance of an innovation in relation to 
its cost, compared to other available options (Iyanna et al. 2022; Ram and Sheth 1989). Unless an 
innovation provides a compelling performance-to-price ratio compared to existing alternatives, there is 
little motivation for customers to adopt it (Ram and Sheth 1989). Complexity barriers refer to when 
users perceive the innovation as difficult to understand due to the complexity of the idea or challenging 
to use because of its complex execution (Friedman and Ormiston 2022; Prakash and Das 2022). Users 
may encounter complexity barriers when an innovative technology requires a significant change that 
conflicts with existing usage patterns and daily routines (Kaur et al. 2020; Ram and Sheth 1989). Such 
change includes the cognitive time and effort devoted to learning, impacting the usability of the 
innovation (Borraz-Mora et al. 2017; Orbaiz and Arce-Urriza 2024). Risk barriers involve uncertainty 
and unforeseen side effects associated with the timing of innovation adoption (Ram and Sheth 1989). 
Customers, mindful of these risks, may delay adopting the innovation until they are able to learn more 
about it (Ram and Sheth 1989). In other words, while risk barriers can influence when people adopt a 
product, it may not necessarily prevent adoption altogether. For example, customers might delay their 
purchases until a better product with a lower price tag will soon be on the market (Ram and Sheth 1989).  

Numerous scholars have applied innovation resistance theory to examine both psychological and 
functional barriers in SHMSs as a typical surveillance-based innovative application (e.g., Iyanna et al. 
2022; Mani and Chouk 2017; Park et al. 2022a; Prakash and Das 2022). For instance, Mani and Chouk 
(2017) developed a model drawn on the theory, exploring the factors that influence consumer resistance 
to smart products. The factors entail consumer characteristics (e.g., privacy concerns) from 
psychological barriers and innovation characteristics (e.g., perceived uselessness) from functional 
barriers. Therefore, this study explores the factors of data governance addressing the key barriers, 
including privacy concerns, value barriers, and complexity barriers in relation to resistance to SHMSs. 

3 Mixed-method Research Design and Results 

This study follows a post-positivist research paradigm (Creswell and Poth 2018). It uses a sequential 
two-stage mixed-methods design comprising both qualitative and quantitative analyses (Creswell and 
Plano Clark 2018). This specific methodology is selected for its three key methodological advantages. 
Firstly, a sequential mixed-methods design enables addressing exploratory questions in the same 
research inquiry (Venkatesh et al. 2013). Secondly, it facilitates a comprehensive understanding and 
synthesis of insights derived from qualitative and quantitative dimensions, thereby balancing depth and 
breadth (Venkatesh et al. 2013). Thirdly, a mixed-methods design is particularly beneficial for 
investigating new contexts where issues are challenging to elucidate or describe using existing 
perspectives (Ågerfalk 2013). Our mixed-methods approach is structured around a developmental 
purpose with two study phases (Study 1 and Study 2). Study 1 aims to use the findings of a qualitative 
study to develop a suitable set of constructs, establish relationships among these constructs in the form 
of a model, and propose a corresponding set of hypotheses. In Study 2, these hypotheses are tested using 
a quantitative method (Venkatesh et al. 2016). 
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3.1 Study 1: Qualitative Study Design 

Study 1 follows an explorative research approach (Creswell and Poth 2018). It uses a purposive random 
sampling strategy to target participants with knowledge and experience in specific SHMSs. The study 
includes 15 qualitative interviews with individuals from diverse stakeholder groups (individual users, 
healthcare providers, smart technology providers, and government health authorities).  Interviews 
covered various SHMS scenarios, from clinical trials to surveillance-based monitoring products 
available in the local market, e.g., glucose monitors.  Data collection ceased after 15 interviews as 
theoretical saturation was reached, ensuring that no new insights were emerging from additional 
interviews. The purpose of these interviews is to discuss and identify key contextual factors or theoretical 
considerations in terms of data governance mechanisms and innovation resistance theory and then use 
those insights to develop a research model and associated set of hypotheses. Guided by Taylor et al. 
(2016), the interviews were semi-structured, covering demographic information and exploring factors 
contributing to key barriers in relation to users’ resistance to SHMS technology. All interviews were 
audio-recorded and transcribed in full. The first author coded and analyzed the interview transcripts 
using NVivo v12 software, and the second author checked the coding and analysis work. Then, the 
authors used thematic analysis to study the interview transcripts and find important themes and 
patterns in relation to data governance mechanisms that mitigate users’ concerns in relation to 
resistance to SHMS. Thematic analysis is a common method for analyzing and reporting patterns or 
themes in qualitative data (Braun and Clarke 2006). 

3.2 Developing and Hypothesizing SHMSs’ Users’ Resistance Model 

From the literature on innovation resistance theory and interview results, we identified six key factors 
(antecedents) across three aspects of data governance mechanisms: responsibility (structural aspect); 
legislative protection, cultural and religious differences, and traceability (procedural aspect); 
transparency and trust (relational aspect). These factors address RQ1 and inform the development of 
the quantitative model to answer RQ2. Responsibility is the overall relationship of the system with all 
its stakeholders, which involves being accountable for actions and fulfilling obligations or commitments 
(Dahlsrud 2008; Ebrahim and Buheji 2020). It has crucial implications for addressing data-related 
concerns such as ethical dilemmas, fear, dependence, and trust in emerging technologies in healthcare 
(Someh et al. 2019). With respect to the responsibility factor of structural mechanisms, one participant 
(p#4: individual user) indicated, “the existence of accountability [responsibility] is necessary, but for 
us as ordinary users, at first we may not feel it, or even know it exists.” However, most non-individual 
user participants emphasized the importance of the responsibilities and roles from a management 
perspective in a SHMS context. For example, a participant (p#11: technology provider) stated that they 
complied with relevant laws and regulations (such as the General Data Protection Regulation) by 
assigning a data protection officer to oversee and supervise data-related issues within their 
organizations. Another participant (p#2, government health authority) stated, "We have mechanisms 
for responsibility in charge of privacy violations in a digital innovation context”. He explained that if 
an individual user had a concern, they should be able to make a complaint and direct that concern to an 
officer who should use the authority to resolve the concern. He added, “from the view of stakeholders’ 
collaboration, responsibility-based mechanisms help increase the entire quality of the service and 
simplify complicated processes among various stakeholders”. Thus, we posit the following hypotheses: 

H1a-c: Increased responsibility within structural data governance mechanisms is likely to decrease 
users’ (a) privacy concerns, (b) complexity barriers, and (c) value barriers in relation to SHMSs. 

Three factors were identified in the procedural aspect: legislative protection, cultural and religious 
differences, and traceability. Legislative protection strives for the right to information, restrictions on 
the use of data governance mechanisms, IT security legislation, and supports for the implementation 
(Weber 2010). Legislative protection mechanisms play a crucial role in addressing privacy concerns, 
preserving personal autonomy, and mitigating skepticism toward technical innovations. Robust 
legislative safeguards enhance trust in new technologies and bolster their perceived value (Gasser et al. 
2020; Nguyen et al. 2022; Princi and Krämer 2020). All the interviewees show a consensus on the 
importance of legislative protection for effective data management within SHMSs. Moreover, most 
participants from non-individual users have all presented their strong confidence in their familiarity 
with the local Privacy Acts and relevant codes (e.g., Privacy Act 2020 and Health Information Privacy 
Code 2003, and Good Medical Practice) or their capability to access the acts for more legal information 
to address the potential issues and concerns about personal data and the SHMS technologies. A 
participant (p#5: healthcare provider) expressed, “I am very familiar with the existing privacy acts and 
codes …[because] we were repeatedly mentioned all those acts when we have nursing courses.” She 
(p#5) added, “effective legislative protection mechanisms can influence how users look at the value of 
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the smart service…it is because robust health data protection mechanisms are critical for the overall 
value derived from data… and it is very helpful to simply the process of our data protection activities 
when complying with the GDPR framework.” However, a participant (p#2: government health 
authority) noted, “otential users may find it complex and time consuming in understanding 
complicated legislative terms…it’s quite often to be asked to give more consents…it could deter them 
from recognizing the potential value of a smart device.” An individual user (p#3) suggested that “a 
pipeline between privacy protection and access to data for a positive outcome should be established.” 
Thus, we posit the following hypotheses: 

H2a: Increased legislative protection from procedural data governance mechanisms is likely to 
decrease users’ privacy concerns in relation to SHMS. 
H2b-c: Increased legislative protection from procedural data governance mechanisms is likely to 
increase users’ (b) complexity barriers, and (c) value barriers in relation to SHMS. 

Different cultural and religious backgrounds lead to different interpretations and viewpoints on privacy-
related issues (Smith et al. 2011; Zhu et al. 2021). Nearly all interviewees highlighted the significance of 
cultural and religious factors in relation to associated concerns regarding SHMSs. One interviewee 
(p#10: healthcare provider), an SHMS project manager from the healthcare industry, stated, “We would 
get feedback from one of our cultural advisory groups before we go into these projects. We are just 
making sure that we’re not completely missing the issue [since] the device could be linked with some 
ethical considerations.” Different cultural and religious backgrounds are connected to how people value 
and understand a health network (Alashoor et al. 2015; Schwartz 2012). An interviewee (p#8: 
technology provider) who was a technical manager pointed out, “New Zealand has to respect to Māori 
culture, we need to obey to Māori data protection rights…also, different culture and religious 
background in our country should always be considered as it may link to citizen’s perceived value and 
difficulty when they use such innovative service.” Thus, we posit the following hypotheses: 

H3a-c: Cultural and religious differences from procedural data governance mechanisms are 
associated with users’ (a) privacy concerns, (b) complexity barriers, and (c) value barriers in relation 
to SHMS. 

Traceability allows for identifying the interconnectedness and enhancing analysis between SHMS 
devices and their data owners within SHMSs (Lomotey et al. 2017). However, improper use of 
traceability has limitations in health data management. This can lead to consumer concerns and anxiety 
when they realize they are being traced, as various service providers can access their sensitive health 
data  (Chouk and Mani 2019; Ismail et al. 2020). Our interview findings showed that traceability has 
emerged as a critical topic that potentially influences individuals’ concerns and barriers during data 
protection practices among stakeholders. A participant (p#10: healthcare provider) stressed, “To be able 
to use that device within New Zealand, we have to switch off the voice recognition part, but there were 
questions such as can I be listened or can I be tracked.” On the other hand, it is noteworthy to learn that 
traceability can contribute to the enhancement of health data protection practices and increase the 
service value of smart monitoring. One participant (p#4: individual user) thought, “They [traceability] 
will be able to monitor improper data transfer processes… this [traceability] can avoid or detect 
unauthorized behaviors and increases data protection ability of the system [SHMS]…in this sense, the 
tracing ability simplifies management and collaboration process among service providers and reduce 
a feeling that the service is too complex to understand.” Thus, we posit the following hypotheses:  

H4a-c: Increased traceability from procedural data governance mechanisms is likely to increase users’ 
(a) privacy concerns, (b) complexity barriers, and (c) value barriers in relation to SHMS. 

The interview findings also revealed transparency and trust as two critical factors in terms of relational 
data governance mechanisms that could mitigate concerns regarding personal data and barriers of using 
the SHMSs. Transparency involves making everything visible, indicating openness or open 
communication to establish trustworthiness (Kim et al. 2014). Transparency is closely associated with 
various issues in relation to users’ resistance to SHMS usage, including mistrust, control, perceived 
privacy and security concerns, and cultural considerations (Talal et al. 2019; Van Zoonen 2016). One 
interviewee (p#2: government health authority) supported the importance of transparency and 

indicated, “You should also be very clear in your privacy-related materials about what the information 
will be used for you can provide what we call a layered privacy statement…if you want more 
information go to this 3 pages, 5 pages, 10 pages, whatever it is that gives you the full explanation of 
the system. We wrote a probably 60 or 70-page privacy impact assessment associated with COVID 
tracer…so people who really wanted to know what's going on go and read the full document…but for 
the relatively small number of people that could read that code and understand it, they could go there 

and confirm that.” Moreover, one participant (p#5: healthcare provider) mentioned, “when we collect 
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personal data from customers, we need to clearly explain our aim, behaviors…why we have to use it. 
By making the whole data sharing process open and transparent…customers can better understand 
the benefit or value from using it [device] and reduce reluctance to cooperate with us.” Thus, the 
hypotheses are as follows:  

H5a-c: Increased transparency from relational data governance mechanisms is likely to decrease 
users’ (a) privacy concerns (b) complexity barriers, and (c) value barriers in relation to SHMS. 

Trust management in data governance focuses on handling security policies, credentials, and trust 
relationships. It has emerged as a promising technology to enable collaboration among entities in digital 
contexts where traditional security methods cannot be enforced due to decentralized control and 
incomplete knowledge of the context (Yan et al. 2011). Thus, trusting beliefs have been seen as a 
predictor that influence the forming of psychological obstacles, such as fear of technological complexity 
and discomfort when being monitored by service providers (Elahi et al. 2019; Puntoni et al. 2021). One 
interviewee (p#7: healthcare provider) remarked, “Overall, trust is an extremely important thing. It 
can even have a direct impact on the health index of the elderly…” Another interviewee (p#4: individual 
user) stated, “trust can boost users’ confidence in its potential value of the service and minimize 
perceived risks or difficulties, thereby encouraging users to give it a try.” Another participant (p#1: 
government health authority) stressed from the community perspective, “Trust is often regarded as a 
relational basis that can influence the entire population health development.” We posit two hypotheses: 

H6a-c: Increased trust from relational data governance mechanisms is likely to decrease users’ (a) 
privacy concerns, (b) complexity barriers, and (c) value barriers in relation to SHMS. 

Privacy concerns regarding personal data are the important psychological barriers that have contributed 
to users’ resistance to new information technologies (e.g., Hew et al. 2019; Zhu et al. 2022). Our 
interviews’ data underscored a potentially positive association between individuals’ privacy concerns 
and their resistance to adopting SHMSs. A typical quote (p#3: individual user) was that “There can be 
no movement along the journey…unless they [we] feel confident that their [our] data is going to be 
protected and respected…they [we] can be confident their [our] data is not going to be used for any 
reason.” Moreover, consistent with prior research showing value and complexity are functional barriers 
positively affecting resistance of innovative technologies (e.g., Mani and Chouk 2017; Prakash and Das 
2022), the interview results suggested that these two barriers are critical factors toward customers’ 
resistance to SHMSs. For example, one participant (p#12: healthcare provider) noted, “some patients 
found it challenging to remember to charge or set up a smart device…which could deter them from 
wearing it.” Another participant (p#4: individual user) indicated, “I find the appearance of the app 
looks a bit cluttered… I think it should have a simpler design…it is complicated for me to manage my 
health data properly, for example, uploading the records in the correct location and removing them 
after a period for my privacy purpose.” Thus, we posit the following hypotheses: 

H7: Privacy concerns are positively associated with users’ resistance to SHMSs. 
H8: Usage barriers are positively associated with users’ resistance to SHMS. 
H9: Complexity barriers are positively associated with users’ resistance to SHMS. 

Based on the extant literature and qualitative results, and the posited hypotheses, we propose a concern 
mitigation data governance model in relation to SHMS users’ resistance, as shown in Figure 1. 

 

Figure 1: Concern Mitigation Data Governance Model against Resistance to SHMS 
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3.3 Study 2: Quantitative Study Design 

Following the mixed-methods design, Study 2 aims to empirically test the proposed model among 
individuals familiar with an SHMS or currently using an SHMS technology. An online questionnaire 
survey webpage was developed using the Qualtrics platform. We launched the webpage link and handled 
participant recruitment using a professional agency–Prolific. Based on a statistical power analysis with 
G Power v3.1 software, a sample size of 208 is suitable for the complete model (Faul et al., 2007). Overall, 
277 valid responses were collected from October to November 2024 after filtering out incomplete and 
unqualified responses. The hypothesis-related measurement items were developed from sources 
examined in previous research. In detail, 5 items for responsibility adapted from Son and Kim (2008), 
3 items for legislative protection from Lwin et al. (2007), 4 items for cultural and religious differences 
from Karadag et al. (2019), 3 items for traceability from Wu et al. (2021), 3 items for transparency from 
Xu (2019), 4 items for trust from Chang and Fang (2013), 4 items for privacy concerns from Trkman et 
al. (2023), 3 items for complexity barriers from Prakash and Das (2022), 4 items for value barriers 
from Khanra et al. (2021), Laukkanen et al. (2007), and Prakash and Das (2022), and resistance to 
SHMS from Park et al. (2022a). These constructs of the model were measured via a five-point Likert 
scale spanning from 1 (strongly disagree) to 5 (strongly agree). All the constructs are first-order reflective 
constructs. The measurement and structural models were tested using Partial Least Squares-Structural 
Equation Modelling (PLS-SEM) SmartPLS v4 software. PLS-SEM is ideal for complex modelling 
because it has fewer constraints (e.g., the non-normal data distribution and sample sizes), making it 
advantageous when the data do not meet the strict assumptions required by CB-SEM (Hair et al. 2019).  

3.4 Quantitative Results 

3.4.1 Measurement Model Assessment 

We evaluated the reliability and validity of the measurement in the model through several criteria, 
including internal consistency, indicator reliability, convergent validity, and discriminant validity of the 
instrument items (Chin 2009). Indicator reliability (loadings > 0.7), internal consistency reliability (α > 
0.7, CR > 0.7), and convergent validity (AVE > 0.5) were all confirmed to be satisfactory, except for 
REPS2, CURE3, TRUS1, and TRUS2, which were removed from the model. Discriminant validity was 
evaluated using the HeteroTrait-MonoTrait (HTMT) criteria (Hair et al. 2023). When HTMT values 
exceed 0.9, it suggests a lack of discriminant validity between constructs that are conceptually similar. 
According to the assessment, all HTMT values between the constructs were below 0.9 and in line with 
the requirement. 

3.4.2 Structural Model Assessment 

A structural model assessment was assessed after evaluating the adequacy of the measurement model. 
This assessment aims to examine collinearity among the exogenous constructs (Hair et al. 2019). The 
Variance Inflation Factor (VIF) test was conducted to verify collinearity among the constructs. Most of 
the values were satisfactory, except for the PRIV3 item value in the construct of privacy concerns, which 
was then removed. We ran bootstrapping with 5000 subsamples at a 5% significance value to test the 
path coefficients’ statistical significance (Hair et al. 2019). The results of this assessment are shown in 
Figure 2. 

 

Figure 2: Structural Model Results (*p < 0.05, **p < 0.01 and ***p < 0.001) 



Australasian Conference on Information Systems  Zhang et al. 
2024, Canberra  Data Governance in SHMS Resistance 

  9 

In respect to tests of hypotheses H1a-c, the results do not support all of H1a (β =0.008, p = 0.902), H1b 
(β =0.089, p = 0.217), and H1c (β =-0.094, p = 0.104) showing that responsibility is not a significant 
factor regarding structural data governance mechanisms to affect privacy concerns and functional 
barriers in SHMS contexts. Despite not supporting the hypotheses, these test results are in line with our 
interview findings indicating responsibility was not a significant factor from the view of consumer 
participants. For Hypotheses H2a-c, the results support H2a (β =-0.224, p = 0.000) showing that 
legislative protection regarding procedural data governance mechanisms is a significant factor that 
negatively affects privacy concerns in SHMSs. This result is in line with many studies that suggest a 
negative influence of legislative protection on customers’ privacy concerns in various health informatics 
environments (e.g., Nguyen et al. 2022; Xu 2019). The results also support H2b (β = 0.118, p = 0.048) 
showing that legislative protection positively affects complexity barriers in SHMSs, aligning with our 
interview findings. However, the results do not confirm H2c (β = 0.044, p = 0.425) meaning that 
legislative protection is not a significant factor to affect value barriers in SHMSs. The results support all 
H3a (β =0.200, p = 0.000), H3b (β =0.391, p = 0.000), and H3c (β =0.423, p = 0.000), showing that 
cultural and religious differences are significant factors positively affecting privacy concerns, complexity 
barriers, and value barriers. These findings align with prior literature. For instance, Kulyk et al. (2020) 
confirmed the effect of cultural differences on privacy and security risk perceptions in smart health 
environments across three countries. Perry-Hazan et al. (2021) examined that different religious 
backgrounds affect the worldview and complexity of how people behave in the disparities. von Humboldt 
et al. (2020) explored the relationship between the value of smart technology and faith and belonging 
(religion). Regarding Hypotheses H4a-c, the results only support H4c (β = -0.157, p = 0.007), showing 
that traceability negatively affects value barriers in SHMS. The results do not confirm H4a (β = -0.072, 
p = 0.209) or H4b (β = -0.012, p = 0.844), showing that traceability is not a significant factor affecting 
neither privacy concerns nor complexity barriers. 

For the tests of hypotheses H5-H6 based on the factors from relational data governance mechanisms, 
the results provide support for H5a (β = -0.157, p = 0.007), indicating that transparency management 
in terms of data governance mechanisms is negatively associated with privacy concerns in relation to 
SHMS. This result aligns with previous research, which has explored and substantiated similar 
hypotheses from various angles. For example, Xu (2019) examined that organizational-level information 
transparency positively correlates with patients’ information privacy concerns in the context of health 
informatics services. However, the findings do not confirm H5b (β = -0.097, p = 0.149) and H5c (β = -
0.009, p = 0.879), suggesting that both value and complexity barriers are not significantly influenced 
by traceability-related data governance mechanisms. Finally, the results confirm H6a (β = -0.214, p = 
0.000) and H6c (β = -0.163, p = 0.005) that trust negatively affects privacy concerns and value barriers 
in SHMSs. However, H6b (β = -0.028, p = 0.662) is not confirmed, presenting that trust is not a 
significant factor in affecting complexity barriers.    

In terms of tests of hypotheses concerning the impact of psychological barriers on resistance to SHMSs, 
the results endorse H7 (β = 0.121, p = 0.017), indicating that privacy concerns exhibit a positive 
relationship with SHMS users’ resistance. This outcome is consistent with a great number of previous 
studies (e.g., Lee 2020; Xu 2019), which have demonstrated that privacy concerns have a positive impact 
on individuals’ rejection of various innovative technologies. For hypotheses concerning functional 
barriers, the results support H8 (β = 0.432, p = 0.000) and H9 (β = 0.189, p = 0.003), suggesting that 
both value barriers and complexity barriers positively affect users’ resistance to SHMSs. The findings 
are consistent with existing studies on a wide range of new technologies. For example, Prakash and Das 
(2022) has confirmed that value and complexity barriers are positively related to citizens’ resistance to 
using digital contact tracing apps.  

4 Discussion 

Drawing on innovation resistance theory and data governance mechanisms, the study employed a 
developmental mixed-methods research approach. The qualitative findings from Study 1 suggest five 
salient factors of data governance mechanisms partially influencing users’ privacy concerns, complexity 
barrier, and value barriers: legislative protection, cultural and religious differences, traceability, 
transparency, and trust. The findings also support the relationships of resistance to SHMSs with privacy 
concerns, complexity barriers, and value barriers. Then, a quantitative study was conducted in Study 2. 
Guided by Venkatesh and his colleagues (2013; 2016), three main findings were extracted and discussed.   

4.1 Theoretical Implications 

One of the main findings of this study is that procedural data governance mechanisms are found to be 
more influential than structural and relational mechanisms in reducing user resistance to SHMSs. While 
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improving users’ engagement, including control over data and transparency, procedural mechanisms 
provide users with the most immediate and tangible evidence to address their resistance. For example, 
clear information on how to opt out of data sharing or details about what data is collected and why it is 
necessary (legislative protection) can directly influence a user’s decision to adopt or reject an SHMS. 
These mechanisms are actionable and allow users to control their interaction with the system, hence 
playing a critical role in reducing resistance. Moreover, different cultural and religious groups may have 
distinct views on privacy, which are shaped by their unique values, norms, and historical contexts 
(Martin and Nissenbaum 2016; Miltgen and Peyrat-Guillard 2014). While structural mechanisms like 
responsibility and accountability are crucial for establishing the framework within which data 
governance is executed, their impact on user resistance may be less direct than procedural mechanisms. 
Structural mechanisms often operate at an organizational or system level and may not be as visible to 
end-users or consumers, as their primary roles are focused on reporting data-related issues and 
specifying requirements (Abraham et al. 2019). Although they underpin the overall governance of the 
system by defining roles and responsibilities, users might not directly perceive their impact on their day-
to-day interaction with SHMS. As a result, these mechanisms might not be as effective in immediately 
alleviating user concerns about privacy and barriers regarding SHMS technology. Moreover, relational 
mechanisms such as trust and transparency are essential for building long-term user engagement and 
confidence (Borgman et al. 2016; DAMA International 2009). Trust is fostered by consistently 
demonstrating transparency in actions and decision-making processes related to data use (DAMA 
International 2009). However, building confidence is a gradual process and might not have an 
immediate effect on reducing initial resistance to SHMS. Users might appreciate transparency and may 
be more willing to trust the system over time, but these mechanisms might not quickly overcome initial 
barriers posed by privacy concerns or skepticism towards new technologies. 

The findings highlight that cultural and religious differences within procedural data governance 
significantly influence both psychological and functional barriers in relation to SHMSs, suggesting the 
importance of integrating cultural sensitivity into governance frameworks. Different cultural and 
religious groups have diverse norms and expectations concerning privacy (Martin and Nissenbaum 
2016; Miltgen and Peyrat-Guillard 2014). For instance, in some cultures, there may be a greater 
expectation of communal sharing and less emphasis on individual privacy, which could influence how 
privacy is perceived and what privacy protections are expected in SHMS (Banville 2020; Chu et al. 2019). 
Certain religious practices might dictate specific privacy or data handling requirements that standard 
SHMS protocols could violate. Moreover, SHMS often involve complex interfaces that require a basic 
understanding of digital interactions, which can vary widely across different cultural backgrounds 
(Esmaeilzadeh 2023; Hatuka and Zur 2020). Users with limited exposure to technology, possibly due to 
educational or socioeconomic factors more prevalent in certain cultures, might find SHMS particularly 
daunting (Beaudin et al. 2006; Choi and Kim 2024). Regarding value barriers, cultures with a strong 
focus on holistic and preventive healthcare might see more value in SHMS that monitor long-term health 
trends and promote wellness, as opposed to systems primarily designed for reactive medical 
intervention. Considering the critical role of cultural and religious differences, procedural data 
governance must involve consent processes that are both legally sound and culturally appropriate 
(Khanna and Srivastava 2020). This includes providing consent forms and privacy notices in multiple 
languages and formats that are easily understandable, respecting literacy levels and linguistic norms. In 
addition, incorporating regular feedback mechanisms into the SHMS governance framework allows for 
continual assessment and adaptation of the system to meet evolving cultural needs. This dynamic 
approach can help maintain the relevance and efficacy of the system across diverse user bases (Khanna 
and Srivastava 2020; Zimmerman 2000). 

The findings suggest that gender differences play a crucial role in how data governance mechanisms are 
perceived, with certain aspects showing significant effects on male users, pointing to the need for 
gender-specific considerations in SHMS governance strategies. The findings reveal that different aspects 
of data governance have varying impacts on male and female users, highlighting the importance of 
incorporating gender-specific considerations into SHMS governance strategies. Transparency and trust 
are significantly associated with reducing privacy concerns among male participants. These suggest that 
men may value clear and explicit information regarding how their data is used and protected. Men may 
perceive transparency as an indicator of system integrity and legitimacy, which helps them to trust the 
system and directly address their privacy concerns. Men may require visible proof of reliability and 
credibility within the SHMS, such as certifications or endorsements, to feel comfortable with the privacy 
aspects of the technology (Alsyouf et al. 2021; Pirzada et al. 2021). The finding also shows that legislative 
protection is significantly associated with reducing complexity barriers for male users. Men may 
perceive legal safeguards as simplifying the technology's trustworthiness. Knowing that stringent laws 
govern data use and protection may help men better understand and navigate SHMSs (Zimmerman 
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2000), reducing the perceived complexity of using the system. Instead, women may focus more on the 
operational aspects or require different forms of support to overcome complexity barriers (Pirzada et al. 
2021). 

4.2 Implications for Research and Practice 

This study serves as a valuable resource for both further research and practical applications. It builds 
upon the existing framework on innovation resistance by integrating data governance, demonstrating 
how theoretical models can be tailored to address diverse needs within the HIT domain. From the 
findings, cultural and religious differences have been identified as significant precursors in prior 
research and in this study, contributing to privacy apprehensions and obstacles causing SHMS users’ 
resistance. Recognizing and incorporating these cultural nuances into the design and governance of 
SHMSs can help alleviate privacy concerns by aligning system operations with user expectations and 
comfort levels. Understanding these differences (e.g., digital literacy among different groups/cultures) 
can guide the development of user interfaces and support systems that are culturally and linguistically 
adapted to meet the specific needs of diverse user groups, thus reducing perceived complexity. Cultural 
and religious considerations should be integrated into the procedural aspects of data governance. For 
instance, healthcare providers can implement customized consent forms and privacy notices aligning 
with cultural norms about information sharing, to enhance trust and transparency. It shows respect for 
the user's cultural background, which can be crucial for systems like SHMS that handle sensitive 
personal health data. This level of customization not only mitigates privacy concerns but also addresses 
potential resistance due to cultural mismatches. Moreover, healthcare providers and technology 
providers can leverage insights from this study to collaboratively develop gender-sensitive 
communication strategies that address the different privacy concerns of male and female users. When 
developing data governance policies, the policymakers from government authorities can consider the 
differential impacts on male and female users. Policies should not only be equitable but also sufficiently 
flexible to address these varied impacts effectively. The findings also imply that factors deemed critical 
by non-user stakeholders (e.g., technology providers and government health authorities), including 
responsibility, may not resonate as strongly from the users' perspective. This discrepancy underscores 
the importance of incorporating diverse stakeholder inputs in the design and development of data 
governance mechanisms. Such an inclusive and user-centered approach ensures that the systems are 
tailored to address the specific needs and concerns of all parties and involved, thereby enhancing the 
likelihood of user adoption of SHMSs. 

5 Limitations, Conclusions, and Future Directions 

Drawing on innovation resistance theory and data governance mechanisms, the present study followed 
a mixed-method approach and explored the role of data governance to mitigate users’ privacy concerns, 
complexity barriers, and value barriers in relation to resistance to SHMS. We proposed a concern 
mitigation data governance model for SHMS users’ resistance and offered actionable insights for 
healthcare providers, technology providers, and policymakers. This study has a few limitations. For 
example, our survey findings may be affected by sample selection bias. People who participated in this 
survey were individuals from New Zealand and Australia at the time of the survey, which might limit the 
generalizability of this study. This limitation arises from the importance of geographical, regulatory, and 
cultural (localization) aspects in attitudes and behaviors responding to psychological and functional 
barriers. Another limitation is that we are focusing on the perspectives of potential SHMS users rather 
than the experiences of real users. The findings that challenge prevailing notions of concerns and 
barriers pave the way for new directions in future research. For example, while transparency emerges 
as a significant factor in addressing privacy concerns, its insignificance in functional barriers warrants 
further exploration from a dual perspective. 
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