TECHNIQUES FOR DEVELOPING
SECURE-BY-DESIGN INDUSTRIAL
CONTROL SOFTWARE

A THESIS SUBMITTED TO AUCKLAND UNIVERSITY OF TECHNOLOGY
IN PARTIAL FULFILMENT OF THE REQUIREMENTS FOR THE DEGREE OF

DOCTOR OF PHILOSOPHY

Supervisor
Associate Professor Roopak Sinha
Professor Stephen G. Macdonell

Dr. Matthew M. Y. Kuo
July 2021
By

Awais Tanveer

School of Engineering, Computer and Mathematical Sciences



Abstract

Industrial Control Systems (ICS) have significantly changed how we operate manu-
facturing plants, transportation systems, facility management and monitoring systems.
Reliance on modern ICS has significantly improved human lives but with a strong
caveat that their failure can sabotage and reset our technological journey. As a res-
ult, security has become a key concern in ICS that run highly distributed software
applications deployed on resource-constrained devices. The complex requirements of
highly distributed and heterogeneous ICS make them challenging to design and manage.
Current literature shows that most state-of-the-art approaches deal with validation and
verification of security requirements in ICS, lacking meaningful traceability across
the system development life-cycle of ICS. Security standards provide a consolidated
set of security requirements that are rigorously validated by the practitioners and aca-
demia. ICS security standard certified products ensure that the product has met the
security requirements and has been subject to rigorous testing. A common approach to
requirements traceability through design and implementation can help to improve the
time-to-market of the product since the vendors and certifiers aim to validate and verify
the same system. However, the lack of design guidelines for certifying ICS software
is detrimental for stakeholders to follow a standard process in ICS certification. IEC
61499 is an emerging standard for developing distributed ICS applications. IEC 61499
can also be used for ICS security components by automated security requirements

mapping techniques to help map security standards requirements link with the ICS



design. However, the current secure-by-design approaches for ICS are not entirely
aligned with security requirements engineering and security standards.

This research aims to fulfil the current gaps regarding integrating ICS security
requirements engineering, secure-by-design model and security implementation ap-
proaches to provide end-to-end traceability. The significant contributions of this research
include a novel “Secure Links” technique to develop secure-by-design IEC 61499 ICS
applications in a uniform, consistent, maintainable, traceable and reusable manner.
Another notable contribution of this research is a novel model of a security requirements
repository that stores labelled property graphs for cybersecurity requirements specifica-
tions and IEC 62433-4-2 security requirements in multiple partitions while emphasising
requirements structure and relationships. At the same time, this research also contributes
to fulfilling security goals such as confidentiality, availability and integrity in [EC 61499
ICS applications. The integration of the contributing artefacts such as secure links and
security requirements repository forms a comprehensive solution for end-to-end traceab-
ility of security standard requirements to produce certified ICS software. Experimental
results show that the secure links significantly reduce design and code complexity while
also improving application maintainability and requirements traceability. This research
also demonstrates the construction of the requirements traceability matrix that emerges

as a natural consequence of using a labelled property graph repository.
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Chapter 1

Introduction

1.1 Background

Industrial Control Systems (ICS) have signi cantly changed human life. The quest to
mechanise has led to increasing automation in industrial processes like manufactur-
ing plants, transportation systems, and facility management and monitoring systems.
Reliance on such technologies can potentially improve human lives but with a strong
caveat that their failure can sabotage and reset our technological journey. Ubiquitous
computing has converted the internet into a world-sized robot. Although this robot is
not smart enough to match human intelligence, it will get smarter, more intelligent, and
increasingly powerful. More importantly, it will also become more unreliable.

Security is a critical system quality, but its importance is often underestimated
in ICS (Y Imaz & Gonen, 2018; Zahid, Tanveer, Kuo & Sinha, 2021). Legacy ICS
were often contained in a controlled environment where all the components shared the
physical locations with no remote access. Modern industrial systems are not con ned
due to the advent of Industry 4(Dasi, Fettke, Kemper, Feld & Hoffmann, 2014). ICS
actively communicate with the outside world that makes them vulnerable to security

threats. Although the upper layers of ICS such as Supervisory Control And Data

17



Chapter 1. Introduction 18

Acquisition (SCADA) systems are secured using network security mechaf@mash

& Sampalli, 2019), devices within control and eld layers such as Programmable
Logic Controllers (PLC), remote terminal units, sensors, and actuators are often left
susceptible to attackers (Staggs, Ferlemann & Shenoi, 2017).

Figure 1.1 shows a generic con guration of devices in SCADA, control and eld
layers of an ICS. Control and eld layers contain resource-constrained embedded
devices that control and process inputs/outputs from sensors and actuators. Such
devices have minimal resources regarding computing power and memory because they
are designed to provide uncomplicated and reliable operations. Due to such restrictions,
cryptographic algorithms implementing security requirements are often not considered
viable in such devices, making them highly vulnerable to cybersecurity attBckdap,

Butts, Lopez, Rice & Mullins, 2016). Stuxnet, which speci cally attacked PLCs in
the Iranian nuclear infrastructure, is a signi cant example showing the extent of the
possible damage if such devices are improperly secured. A repQhirioreeva et al.,
2016) shows that more than 90% of hosts connected to Industrial control systems have
vulnerabilities ready to be exploited. The author recommends using security standards

and the need for security certi cation to provide cryptographic services in ICS.

Figure 1.1: A general con guration of ICS

The complex requirements of highly distributed and heterogeneous ICS make them
challenging to design and manage. Security requirements analysis and speci cations is

a laborious process in ICS due to the involvement of many stakeholders such as system
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users, administrators, maintainers, and government regulatory organigZng et

al., 2021; Mohamed, Challenger & Kardas, 2020; Green et al., 2017). Requirements
are traditionally documented using software requirements speci cation documents and
speci ed in natural languagéGiannakopoulou, Pressburger, Mavridou & Schumann,
2021). The misinterpretation of security requirements may result in severe consequences
if such requirements are implemented unchecked in the resource-constrained devices
(Pal, Hitchens, Rabehaja & Mukhopadhyay, 2020). Formal or semi-formal security
requirements speci cation techniques can be helpful to reduce the ambiguity of natural
language by using their inherent formal constructs. However, the recent research is
inadequate regarding the application of formal methods for Security Requirements
Engineering (SRE) of ICS as discussed in Section 2.2.9.2 of the thesis. Requirement
traceability is an existing challenge for IG&ahid et al., 2021). A survey of current
literature presented in Section 2.3.1 shows that the majority of the state-of-the-art
approachefavallieratos, Katsikas & Gkioulos, 2020; Varela-Vaca et al., 2020; Hansch,
Schneider & Brost, 2019; Kiveld, Golder & Furmans, 2018; Zhou et al., 2020) deal with
validation and veri cation of security requirements in ICS, also lacking meaningful
traceability across the system development life-cycle of ICS.

Several SRE approaches and methods have been used in the domain of inform-
ation technology that can also be applied to ICS. The prominent ones include Se-
cureUML (Lodderstedt, Basin & Doser, 2002), Secure TrofMdsuratidis, Argyro-
poulos & Shei, 2016), SQUARBVead & Stehney, 2005), SERFabian, Glrses,
Heisel, Santen & Schmidt, 2010), MSRMaskani, Boutahar & El Houssaini, 2016),
CORAS(Den Braber, Hogganvik, Lund, Stglen & Vraalsen, 2007). SEPP, KAOS +
anti-models, and CORAS partially support one or more security standards. However,
these approaches also do not cover the full spectrum of system development life-cycle
since they focus of requirements engineering phase.

Security standards provide a consolidated set of security requirements that are
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validated by industry practitioners and academia. ICS speci c and related security
standards include NIST SP 800-82touffer, Falco & Scarfone, 2011), IEEE 6189
(AGA-12), IEC 62351(Schlegel, Obermeier & Schneider, 2017), FIPS 140HST,
2016), IEC 1979(@Kusumah & Andriawan, 2019), IEC624482443-1-1, 2009), and
ISO/IEC 154081SO/IEC 15408-1:2009 Criteria, 2009). NIST SP 800-82 and IEC
62443 are speci c to ICS security.

ICS security standard certi ed products ensure that the product has met the security
requirements and has been subject to rigorous testing. Major ICS certi cation programs
include ISASecurd€lEC 62443 Conformance Certi catiorf019) and Achilles that
perform conformance of security requirements. The product certi cation process
requires extensive requirements speci cation, design and testing collaboration between a
vendor (product developer) and a certi er entity. Developers must provide development
artefacts to certi ers who carry out detailed validation and veri cation of security
requirements and associated artefacts of the end product. A common approach to
requirements traceability through design and implementation can help to improve the
time-to-market of the product since the vendors and certi ers aim to validate and verify
security requirements, design and implementation of the same product. However, the
lack of design guidelines for certifying ICS software is detrimental for stakeholders
seeking to follow a standard process in ICS certi cat{@mias, Serhrouchni & Vogel,
2015). Recent studig®latheu, Hernandez-Ramos, Skarmeta & Baldini, 2020; Ehrlich,
Gergeleit, Trsek & Lukas, 2020; Bicaku, Zsilak, Theiler, Tauber & Delsing, 2021) to
help produce security standard compliant ICS software also focus on veri cation of non-
functional requirements of already deployed ICS products instead of verifying functional
requirements during the development phase. Another recent &amgtante, Soares,
Pinto-Albuquerque, Méndez & Beckers, 2021) tries to solve this problem partially by
presenting a framework to integrate Continuous Integration and Continuous Deployment

(CI/CD) pipelines to security standard certi cation; however, it lacks the vital details of
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the development life-cycle phases.

IEC 61499(Vyatkin, 2009) is a standard for developing distributed ICS applications
seeking to replace legacy ICS development standards such as IEC 61131. Work has
been done to transform IEC 6118Ramanathan, 2014) legacy applications to comply
with IEC 61499(Peltola, Christensen, Sierla & Koskinen, 2007; Cabadini et al., 2019).
However, IEC 61499 still requires new design models to comply with the distributed
model provided by the standafidyu & Brennan, 2020). IEC 61499 can also be used
to alleviate the problem of distribution within ICS security components by automated
security requirements mapping techniq€brlich, Wisniewski, Trsek & Jasperneite,
2018) that can help map security standards requirements to link with the ICS design.
However, existing literature provides limited coverage for security design considerations
for scalable and distributed IQ&reen et al., 2017). Atthe same time, current secure-by-
design approaches for ICS, e(§1. T. Khan, Serpanos & Shrobe, 2017) are not entirely
aligned with SRE and security standards negatively affecting security requirements to

design traceability during the security certi cation process.

1.2 Research Questions

Research questions to proceed with this research after a detailed literature review

presented in Chapter 2 are listed below:

RQ 1. What is the current state-of-the-art use of formal methods for managing non-
functional requirements during the early-stage development of distributed embed-

ded systems?

RQ 2. How can formal methods help integrate the analysis, speci cation and manage-

ment of requirements from industrial security standards?
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RQ 3. How can security requirements from the security standards be integrated with

design activities using current ICS development standards?

RQ 4. What solutions can be applied to store and manage security requirements in
conjunction with security standards and ICS development standards for device

security certi cations?

RQ 5. How do the solutions proposed in this research provide scalability to support the

development of industrial-scale ICS that must conform to security standards?

1.3 Contributions

This research aims to address the current gaps regarding integrating ICS SRE, secure-
by-design modelling and security implementation approaches to provide requirements
traceability from requirements to veri cation and validation phase. The research con-
tributes to the knowledge base by developing novel SRE and design techniques that help
devices in ICS to conform to the requirements of ICS security standards. Signi cant

contributions of this research as follows:

1. Chapter 3 introduces a novel concept of Secure links—design-time abstractions

for IEC 61499 that allow designers to annotate secure communications.

2. A Con dentiality based Security Layer (CL4FB) for IEC 61499 applications and

its implementation to support secure links is discussed in Chapter 3.

3. The design of an intrusion detection and prevention system based on IEC 61499
service interface function block for preventing availability attacks presented in

Chapter 4.

4. A novel secure-by-design approach is proposed for developing ICS applications

called theSecure Links Development Meth@l.DM) presented in Chapter 5.
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5. A novel model of a security requirements repository presented in Chapter 6.
The repository stores labelled property graphs for cybersecurity requirements
speci cations and IEC 62433-4-2 security requirements in multiple partitions

while emphasising requirements structure and relationships.

6. A formal de nition of the IEC 62443-4-2 extended requirements structure dis-
cussed in Chapter 6 that helps select standard cryptographic primitives to guide

the implementation of IEC 62443-4-2 requirements.

7. Chapter 6 discusses a novel process to integrate the repository with ICS design
tools such as Secure Link$anveer, Sinha & Kuo, 2020) and TORUSinha,
Dowdeswell, Zhabelova & Vyatkin, 2018) from Chapter 5 in order to support

end-to-end requirements traceability.

The above contributions of the novel SRE and secure-by-design techniques for ICS
development lead to an integrated con guration of these techniques called Integrated
Techniques for Secure-by-Design ICS Software (ITSIS) that is discussed in detail in
Section 7.2 of this thesis. An implication of ITSIS is its application in the security
certi cation of ICS components due to its ability to produce conclusive end-to-end
traceable requirements. ITSIS adheres to the traditional phases of the development

life-cycle, e.g.:
1. SRE by including security requirements repository.
2. A design phase adhering to secure-by-design paradigm using secure links.

3. Implementation of security methods and algorithms through IEC 61499 security

function block library.

4. The use of TORUS for end-to-end traceability to help validation and veri cation

phase.
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Applying the novel secure-by-design techniques on case studies such as smart grid
protection system, industrial mixer control system, baggage handling system, and a
wind turbine system show an overall improvement across the ICS system development
life-cycle. Secure links signi cantly improve the system, design complexity, scalability,
and maintainability of ICS applications as shown in Section 5.7. In addition, the
security requirements repository in conjunction with secure links and TORUS enables
the production of intuitive requirements traceability matrix to map security standard

requirements with IEC 61499 function block cryptographic implementations.

1.4 Research Design

The thesis explores the relatively uncharted territory where the con uence of SRE,
security standards, and secure-by-design ICS throws new and exciting challenges. De-
velopment of secure-by-design techniques, design analysis, building prototype systems
based on security requirements and their evaluation are centric activities to this study.
Such methodology is essentially equivalent to the system development research method-
ology presented ifNunamaker Jr, Chen & Purdin, 1990) that also adheres to the Design
Science Research (DSR) Methodolofyeffers, Tuunanen, Rothenberger & Chatterjee,
2007) show that the system development methodology providéNinyamaker Jr et

al., 1990) covers major process elements of the DSR methodology.

Figure 1.2 shows the methodology and design of this thesis following DSR. A
generic approach to DSR has three phases: problem identi cation, solution design and
evaluation. Each phase is composed of several steps. DSR is a highly iterative process
having a continuous “evaluation and redesign” loop to improve the solution. Phases can
be sequential, but if required, they can be carried out in parallel. The processes may
refer to each other, and the execution of the processes produces results of DSR. The

procedure to carry out this research by DSR is discussed in the following sections.
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Figure 1.2: Research methodology and design
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1.4.1 Problem Identi cation

As the rst step of this phase, a Systematic Mapping Study (SMS) is conducted to
explore the state of formal requirements engineering methods in Distributed Embedded
Systems (DES). The rationale to choose DES as a broader scope area is the research
coverage in ICS-related adjacent elds. A signi cant advantage of carrying out SMS is
the identi cation of current research gaps and trends quantitatively. Moreover, the SMS
was instrumental in answering the rst Research Question (RQ). It has also helped with
the formation and re nement of subsequent RQs.

The results of the SMS can be seen in three different meanings, i.e. formal methods,
non-functional requirements and the type of DES. The most bene cial aspect of the res-
ults is identifying speci ¢ areas with a low concentration of research at the convergence
points of the focused domains. Speci c non-functional requirements, i.e. reliability,
performance, security, liveness, have seen insuf cient research, especially about cyber
physical systems and ICS. With the landscape lled with research gaps, it is infeasible
to focus on all areas demanding attention. A researcher must carefully select an area of
interest based on their knowledge and expertise in such a scenario. It can be based on
skills, familiarity with the current body of knowledge, and the selected domain's value
concerning contemporary research. Consequently, selecting SRE and ICS design as an
avenue for this research study is based on the gaps found in the SM study and according
to the researcher's expertise and interest and the potential for impact.

A subsequent literature survey explicitly focusing on SRE based on ICS security
standards and current ICS secure-by-design approaches was also carried out. Research
shows that there is very little evidence of formal frameworks that can support the devel-
opment of security manifested devices for ICS that can comply with the requirements

of international security standards. The researcher also had similar experiences while
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working on security-related projects where it was evident that traditional software de-
velopment methodologies cannot sustain such endeavours' demands. The primary issue
faced is the choice of requirement engineering strategies to comply with requirements
from international security standards. For example, the security requirements of a
particular system are challenging to map with security requirements from the standards
in current SRE frameworks. Although the security goals like con dentiality, integrity
and authentication still need to be speci ed at an abstract level, the detailed set of
requirements ful lling these goals come from the standards.

The security certi cation process involves vendors and third-party testers. The pro-
cess is often lengthy, time-consuming and expensive due to the extensive collaboration
required between the stakeholdérstz, 2020; Baldini et al., 2016; Fomin, Vries &
Barlette, 2008). Therefore, it is imperative to have a robust requirements engineering
process in place that is speci cally suited to such kinds of system development processes
where security requirements and their validation is of foremost concern. Such processes
frameworks can help in reducing the number of iterations for requirements validation
between the vendor and the external testing bodies especially in case of requirements
change (Baldini et al., 2016).

ICS development standards such as IEC 61499 provide mechanisms to distribute
the functionality of a software module across multiple ICS devices. There are gaps
related to security analysis, development and management opefr@iatis & Nett,

2014), therefore there is a need to use more security standards and approaches in the
context of distributed industrial control systems. The issues and challenges arising from
the ful Iment of requirements of a security standard in distributed environments are
still areas of much anticipation. Research in this direction has helped answer RQ3 and
RQ4, enabling us to develop integrated techniques for SRE and security standards such
as IEC 62443 and IEC 61499 ICS application development standards.

Scalability is a by-product of technology advancement that must be compulsory for
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the solutions produced for the industries with explosive growth. Rapid growth in the
technologies encompassing ICS demands solutions that can adapt to the ever-changing
requirements and dynamics of the indugi@reen et al., 2017). The solutions that
cannot keep up with the advancement are set to become obsolete relatively quickly
(Marali & Sudarsan, 2018), especially in the contemporary ICS domain due to rapid
automation with the advent of Industry 4.0. Therefore, solutions that integrate security
requirements with ICS design and implementation must have an inherent scalable
design. Consequently, RQ5 focuses on achieving the scalability of solutions produced

in RQ3 and RQ4, particularly for the industry adoption.

1.4.2 Design, Development and Evaluation

This research builds upon implementing minimum security requirements and sub-
sequently adding more complex functional security requirements also introducing the
distributed design, re ned after each subsequent iteration. An incremental approach is
followed concerning the artefact development starting with the basic security require-
ments and building upon these requirements after each evaluation phase. This process
follows the DSR methodology that is a choice for this research. It helps explore the
possible challenges and issues regarding resource constraints and demands of security
standards in ICS devices.

Solutions are produced during the design and development phase, generating arte-
facts to advance the research systematically. Research questions derived in the problem
identi cation phase are answered with each step of the research, as shown in Figure
1.2. Solutions are identi ed incrementally to achieve the overall goal of developing
integrated techniques for SRE and design for ICS applications that conform to ICS
security standards. Each solution adds to the body of knowledge and also to the overall

goal of this research. The evaluation is done using industrial case studies and matrices
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such as design complexity, program complexity, maintainability, and requirements
traceability. After carefully analysing a solution, the resulting artefact is improved by
extending the idea to produce an enhanced solution.

The rst step in the “design and development” phase of this research introduces
a secure link construct for ICS applications. An initial blueprint of a secure link is
designed, developed and evaluated. A secure link is a construct to specify security re-
guirements over IEC 61499 function blocks. These requirements include con dentiality,
integrity and availability. An ICS application developed using IEC 61499 can specify
security requirements over the data links of the function block. In IEC 61499, a function
block network can contain multiple function blocks distributed over multiple devices
that communicate with each other using data and event links. Secure links can also
provide encrypted data communication between a data link of two more function blocks
distributed over multiple devices. This approach is proposed as Con dentiality Layer
for Function Blocks (CL4FB) in this thesis. A case study of a smart grid protection
system is used to evaluate the solution against the performance requirements of the grid
when con dentiality requirements are applied to the secure links. A conference public-
ation (publication 1) helped to evaluate the secure link concept through the research
community. Furthermore, the concept also helps answer the parts of RQ3 that deal with
the integration of security with modern IEC 61499 ICS development standard.

The next phase of the research is to enhance and improve the secure link design
to support different cryptography goals. Cryptography support for availability goal is
developed and tested for ICS in this iteration since availability is the most important
goal for an IC§Knowles, Prince, Hutchison, Disso & Jones, 2015). Since secure links
are initially thought to be a design enhancement to IEC 61499, implementation for
all the main cryptography goals is desired to support the ef cacy of secure links. An

open-source Intrusion Detection and Prevention System (IDPS) was implemented and
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tested for IEC 61499 using Wago PLCs. The outcome helps in the feasibility establish-
ment of a lightweight IEC 61499 IDPS providing additional security mechanisms. It
also demonstrates that resource-constrained ICS devices can use security mechanisms
meant for large-scale ICS infrastructure. The concept of incrementally adding security
mechanism implementations forms a function block library concept that contributes to
securing communications within IEC 61499 ICS applications. The idea of the library

is later consolidated in the next phase of the research. Moreover, this phase assists in
answering RQ3. Publication 2 discusses the details of IDPS in IEC 61499 applications.

The subsequent iteration consolidates secure links by integrating them with require-
ment traceability mechanisms such as TORUS in Secure Link Development Methodo-
logy (SLDM). The methodology is a secure-by-design approach that is tested using an
extensive case study of an industrial mixer control system. Secure links and a function
block library are formalised that are the building blocks of SLDM. A compiler algorithm
is also proposed and implemented to transform the secure link abstractions into a de-
ployable distributed ICS application. In addition, TORUS provides the requirements
traceability support at the design and implementation stage. Therefore, SLDM is an
overall solution providing the secure-by-design approach to develop ICS applications in
IEC 61499.

A concept of security requirements repository is tested using a wind turbine case
study in the nal phase of this research. Security requirements repository contains
unique system-speci ¢ as well IEC 62443 security standard requirements in static and
dynamic partitions. This concept forms a novel solution that can provide end-to-end
traceability for the IEC 62443 security standard requirements. IEC 62443 provides a
set of requirements and provides a pathway to certify an ICS device/application.

The combinations of resulting artefacts of the DSR iterations help form an integrated
approach to developing secure-by-design security standard compliant ICS software.

The scalability of each artefact is discussed regarding system and design complexities,



Chapter 1. Introduction 31

maintainability and the overall effect of the proposed integration in security certi cation
of multiple ICS products. It helps to answer RQ4 and RQ5 related to the process of
integrating security requirements with ICS development standards and the scalability of

overall integration.

1.5 Thesis Organisation

The rest of the thesis is organised as follows: Chapter 2 presents a detailed systematic
mapping study and an extended literature survey regarding ICS security. Chapter 3
provides an initial concept of IEC 61499 secure links abstractions and an evaluation of
the con dentiality layer for function blocks. Chapter 4 extends the security requirements
implementation regarding the availability of IEC 61499 based ICS devices that provides
the prelude to a security library of function blocks. Chapter 5 proposes the Secure
link development methodology that consolidates the concept of secure links along
with requirements traceability using TORUS. Chapter 6 proposes a novel model of
security requirements repository and its integration with ICS design-time tools such
as secure links and TORUS. Chapter 7 discusses the implications and limitations of
integrating security requirements repository, secure links, security function block library
implementation and traceability using TORUS for ICS device certi cation. Finally,

Chapter 7 also provides the conclusions and future directions.



Chapter 2

Literature Review

2.1 Introduction

This chapter presents the background and state-of-the-art literature review regarding
requirements engineering methods, security standards and related design aspects in
ICS. The original goal of the researcher was to nd out the research gaps in the formal
methods of requirements engineering in the broad domain of Distributed Embedded
Systems (DES) that was the main research question at the inception of this research.
An extensive Systematic Mapping Study (SMS) presented in Section 2.2 is carried
out in the DES domain to answer the research que&alisted in Section 1.2. The
SMS covered 201 primary studies (Appendix A) selected through carefully designed se-
lection criteria. The SMS nds several trends and gaps regarding the formal methods for
requirements engineering in DES. Some prominent trends are the emergence of formal
frameworks in 10T and the emphasis on formalising in the automotive industry. Major
concerns are also discussed, including the practitioners' lack of application of formal
speci cation languages and inadequate formal Security Requirements Engineering
(SRE) in DES.

Among the research gaps listed in the SMS, the lack of formal SRE methods is

32



Chapter 2. Literature Review 33

a signi cant threat to ICS, a sub-domain of DES. ICS are gaining attention with the
emergence of the industry 4.0 phenomenon. Legacy ICS were con ned to a physical
location. However, the advances in network connectivity have compelled ICS to be
interconnected more than ever. Such concerns on ICS motivated the researcher to narrow
down the research to address the challenges in SRE of ICS. The researcher's practical
experience in the industry regarding the challenges in the requirements engineering and
development of security certi ed products also motivated and propelled to advance the
body of knowledge in this eld.

A further literature survey is also conducted by going through the current work in
SRE incorporating ICS security standards and their impact on the overall development
of security certi ed products. This part of the literature survey is divided into two major
parts:1) the need for SRE in ICS and the current challenges 2atioe state-of-the-art
research and the challenges in applying security standards with SRE methods in ICS.
Such an exercise helped the researcher forming research quésanskQ3, RQ4,
and RQA3listed in Section 1.2.

2.2 Systematic Mapping Study

Requirements of large-scale DES tend to be complex and tangled mainly due to the
heterogeneity of components. Formal methods (FM) that are mathematical techniques
provide a way to specify, validate and verify requirements that can remove ambiguity
arising from the use of natural language. As the emphasis on automating industrial
processes has become a growing trend, researchers and practitioners are keen to employ
FMs in the system development process's Requirement Engineering (RE) phases. A
wide variety of FMs are being used in RE and design phases of development of different
DES types such as Cyber-Physical Systems (CPS), Internet of Things (IoT) and Sensor

Networks, etc. As one size does not t all, the choice of appropriate FM of RE is
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essential according to the nature of an industrial DES applicéitiossak & Mashkoor,
2016). Such a choice can only be made after surveying the available information in
this area. Research on FM of RE in DES is growing with every passing year, yet there
is no instrument that researchers can use to have a bird's eye view of the con uence
of these three elds. Therefore, our motivation to conduct this study is to provide a
comprehensive map of the literature regarding FM, RE and DES. In order to achieve this
goal, the researcher carried out a systematic mapping process with 201 primary studies.
The researcher reports the results in the context of topic independent, i.e. bibliographic
mapping and topic dependent classi cations. The contributions of this mapping study
are the identi cation of research gaps and patterns from the last decade. After compiling
the lists of most focused: FMs, Non-Functional Requirements (NFR) and DES, the
researcher provides the quantitative summary of the combination of all entities in those
lists in the form of a heat map that can help researchers to identify the quantity of

research done in a particular combination of FM, NFRs and DES.

2.2.1 Introduction

Software is becoming an increasingly large and complex part of modern-day life. Chal-
lenges in developing software for large-scale systems such as intelligent transportation,
distribution systems, factory assembly units and other Industrial Control Systems (ICS)
have highlighted new problem areas such as resource consumption and system qual-
ities like distribution, reliability, safety, and security. The distributed nature of these
large-scale industrial systems lends an added layer of complexity in addressing these
challenges. In recent years, new DES paradigmsUikeer-Physical Systems (CPS),
Internet of Things (loT) and Wireless Sensor Networks (W@Ws3terman & Zander,

2016; Hinchey, Rash, Rouff & Geanin, 2006) have emerged, highlighting the need for

systematic development.
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Large-scale industrial DES contain many independent yet highly cohesive com-
ponents. These collaborating components must meet complex and heterogeneous
component-level and system-level requirements. RE involves gathering, analysing, spe-
cifying, and managing requirements for a system during its lifetime. Handling a growing
set of complex requirements for large DES like automated metro transportation systems
is too cumbersome and challenging for current RE tools and methods. Moreover, since
most requirements found in System Requirement Speci cation docur(ieoisque,
Dupuis, Abran, Moore & Tripp, 1999) are written in natural language, there is always
a risk that different people may interpret these requirements differently. These issues
highlight a clear need to provide scalable, systematic support for handling requirements,
especially for increasingly larger and more complex DES.

FMs are mathematical tools and techniques that can be used to specify the require-
ments more rigorousl{Campos, 2010). FMs have found extensive use in the design
and testing of sizeable safety-critical systeg(erry, 2016). While FMs have found
use in RE of some systenfBabin & Lustman, 2001; Martins & Gorschek, 2016),
their application across DES remains inconsistent and sporadic. There is evidence that
the industry practitioners have apprehensions about the use and value (K&38ak
& Mashkoor, 2016). High project costs due to increased demand for specialist skills,
lack of familiarity amongst engineers, and a perception that formal modelling and
analysis takes longer, are some contributing factors to the limited adoption of FM in
industry (Bjgrner & Havelund, 2014).

With CPS and loT systems becoming mainstream, new techniques and tools have
been introduced to hand requirements relating to communication and module security,
performance, fault tolerance. FMs have also found use in automating parts of system
design. For instance, model checking tools have found use in automatically testing
formally speci ed requirements on system desig@feminod, Bertolotti, Durante,

Sisto & Valenzano, 2006; N. K. Singh, Ait-Ameur, Pantel, Dieumegard & Jenn, 2016).
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Recent years have seen numerous formal speci cation languages which have paved the
way to the development of compatible model checking t¢Blsrcia-Ferreira, Laorden,
Santos & Bringas, 2014; tetinsky, 2016; L. Liu, Kong, Ando, Yatsu & Fukuda,
2013). Moreover, several new formal frameworks embrace the rapidly improving
technologies in the eld of DE$SManifavas, Hatzivasilis, Fysarakis & Papaefstathiou,
2016; Derhamy, Eliasson, Delsing & Priller, 2015). The rapid introduction of new
FMs over the years has posed a challenge around consoligBjmmer & Havelund,
2014). Criteria to select a suitable formal method for an industrial application has been
prescribed i(Kossak & Mashkoor, 2016). Experience and readily available knowledge
of existing FMs can aid researchers and practitioners in selecting the most appropriate
solutions for their projects. Unfortunately, no current work meets this need of providing
a vast landscape of FMs that can be used during the RE of DES.

An SMS (Petersen et al., 2008) of available FMs for RE in DES has been carried out,
resulting in 201 selected primary studies (Appendix A). A systematic mapping study is
a form of secondary study that lays out a map and provides an overview of the literature
in a selected area of researdtetersen et al., 2008). The focus is on presenting the
breadth of the research area by classifying related published articles and identifying the
latest research trends. An initial search over multiple online databases such as Scopus,
IEEE, ACM, SpringerLink and major conferences and journal publications resulted
in an initial pool of studies. This list is pruned by manually reading titles, abstracts,
introduction and conclusion sections of the articles. The nal selection was carried on
by consulting with experts in the eld. A comprehensive search for other secondary
studies was carried out to ensure the novelty of this study. To the best of the researcher's
knowledge, there appears to be no existing review or secondary study covering the
scope of this study. Some relevant literature review studies that are peripherally related
to this study have been discussed in Section 2.2.2.

The results of this SMS present a quantitative map of the FMs and tools. The primary
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studies are classi ed according to bibliography, phases of RE, types of requirements,
and target application areas. The mapping study also reports important patterns and
research gaps. For instance, while a sizeable chunk of existing research focuses on
safety and timing requirements, most studies target the requirements speci cation
phase of RE mainly because of the rapid rate at which new formal languages are
introduced. The mapping study nds an increasing need to formulate FMs to target
more requirement-types, such as security, that are becoming more prominent. A majority
of studies propose new formal frameworks, indicating that existing frameworks need
consolidation, stabilisation and standardisation. The mapping study also provides a
comprehensive heat map that shows the quantity of research concerning various aspects

of FMs, RE and DES.

2.2.2 Background and Related Surveys

This section clari es key terminology around FMs and requirements engineering used

in this mapping study.

2.2.2.1 Formal Methods

A formal method is a mathematical representation of a theory and its f(lb@avis

et al., 2013). FMs allow software and hardware systems to be rigorously speci ed,
analysed and veri ed against functional and non-functional requirements. Formal mod-
elling, speci cation and veri cation can facilitate the formalisation of requirements
engineering-related activities. Formal veri cation has also proven helpful in automat-
ically or semi-automatically nding bugs while providing comprehensive coverage
(Hierons et al., 2009). Model-checking and theorem proving are some well-known FMs,
and many tools for these frameworks exist. Model-checking is fully automated and can

verify if a system model satis es a given requirement. The requirement must be stated



Chapter 2. Literature Review 38

using a formal language, such as temporal Igbierons et al., 2009). Model-checking
suffers from the well-known state explosion probléBaier & Katoen, 2008), where
system models for real-time systems may become prohibitively large for the algorithm
to work within acceptable time frames. Theorem proving is semi-automated and allows
a user-guided and restricted exploration of a system's state space to characterise its
properties and satisfy given requirements. Using FMs early in the system development
life cycle, when system models are typically small and testing is focused on individual
components, can help overcome the state explosion problem to some extent. Hence,
FMs during requirements engineering, which is the rst phase of the development life
cycle, can potentially provide a high return on such an investment.

There are many formal tools and technigues for modelling and analysing software-
intensive system@jgrner & Havelund, 2014; Lecomte, 2009; Weyns, Iftikhar, De La Ig-
lesia & Ahmad, 2012). Most software products vary in their requirements; the most
suitable formal method or set of methods is always application or context-speci c.
There is limited research in helping practitioners to choose suitable FMs for their
software projects. After conducting a literature review and also drawing knowledge
from their experiences in the industi{ossak & Mashkoor, 2016) presents the criteria
and set of guidelines for choosing FMs suitable for a projégtModeling criteria
2) Supported development phas®sTechnical criteriad) Human/Social Criterid)

Industrial applicability

2.2.2.2 Use of Formal Methods in Industry

As the size of software-intensive systems increase, testing using conventional methods
like simulation-based testing is a laborious task and even impossible at times. The
rigour of FMs makes them more suitable for analysing large-scale industrial applications.
FMs have been around for more than 45 years. Yet, their usage in industrial-strength

software systems has been limited due to several const{@jmmer & Havelund,



Chapter 2. Literature Review 39

2014), including the state-explosion issue mentioned earlier. Despite their potential,
FMs have been an enigma for industry practitioners due to the high level of skill required
to use them. As FMs are complex and require a reasonable amount of expertise, there is
a caveat that they tend to become an overhead in developing small scale software or
hardware applications because of the required implementation efforts. This overhead can
become an overhead in the development of small scale software or hardware applications.
Despite these hindrances, the dependence on FMs in industrial-scale software has grown
over the year¢Davis et al., 2013; Fitzgerald, Bicarregui, Larsen & Woodcock, 2013;
Lecomte, 2009; Weyns et al., 2012). Industries like telecommunications have created
customised FMs for their domains (Ardis, 1997).

A survey conducted byfFitzgerald et al., 2013) reports FMs in industrial-scale
systems. The survey focused on 98 projects, with a majority representation from
transportation and nance-related projects. Most applications considered were real-time
and distributed. According to the ndings, more than 80 projects used formal techniques
in the speci cation/modelling phase, indicating that practitioners use these techniques
very early to ensure the correctness of requirements. Other signi cant phases of the
project where formal techniques nd use are execution, inspection and veri cation.
Regarding time, cost, and quality, respondents mainly were neutral about the time and
cost-effectiveness, but it was clear that product quality improved by applying FMs.
There was a general feeling of satisfaction amongst practitioners about using formal
tools and techniques in their projects. Results also tend to con rm that tool-support for
formalisation plays a vital role in the industrial sector. FMs tend to be applied more in a
lightweight manner to target speci ¢ subsystems and components.

A comprehensive survey of FMs' use in self-adaptive systems appe@igeiyns et
al., 2012). FMs use in this domain is low, especially for ensuring that requirements are
met. Embedded software systems were reported to have found the most application for

FMs. Regular algebra has been used as a formal modelling language in most studies,



Chapter 2. Literature Review 40

backing another nding that modelling languages are the favourite choice for property or
requirement speci cation/veri cation. While ef ciency and performance were primary
concerns, security, scalability, accuracy, availability, maintainability and portability of
self-adaptive systems have hardly been considered through FMs. Moreover, the primary
use of these methods is for modelling and reasoning purposes.

A survey of the barriers faced by the American government and private manufac-
turers of large systems in adopting FMs is presentg®avis et al., 2013). Results
indicate that the use of FMs in the subject organisations has increased gradually amid
some hurdles. One of the signi cant barriers reported is that individuals involved in
the system development process have very little or no education and training in the
use of formal tools and techniques, a sentiment also echo@jjdsner & Havelund,
2014). Other barriers such as tool support, industrial environment, engineering, certi c-
ation, misconceptions, scalability, evidence of bene ts and cost also hinder FMs in the
industry. Several mitigation schemes have also been identi ed in response to survey
guestionnaires, with education, tool integration and evidence of bene ts being the most
important ones.

FMs can potentially address some issues commonly encountered during require-
ments engineering of DES. Software requirements are generally speci ed in natural
language, which induces ambiguity and space for multiple interpretations. Large-scale
DES often have complex and meshed requirements, and ongoing clari cations from
stakeholders are often complicated and expensive to obtain. Formally speci ed re-
quirements can reduce ambiguity. Moreover, formal speci cations pave the way for
requirements to be validated and veri ed formally (Easterbrook et al., 1998).

However, effective use of FMs in requirements engineering requires specialised ex-
pertise and extensive validatighecomte, 2009). Semi-formal languages for modelling
requirements like UML(Latella, Majzik & Massink, 1999; Snook & Butler, 2006) and

SysML (Linhares, de Oliveira, Farines & Vernadat, 2007) are currently in wide use in
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industry. A systematic literature review on modelling languages for software product
lines (Sepulveda, Cravero & Cachero, 2016) shows the minimal adoption of formal
languages for requirements modelling. There is a clear need for active co-development
of such languages with industry, robust tool support, and empirical validation. Another
systematic literature review of 151 primary studies about requirements engineering
practices in developing safety-critical systems is presentéblantins & Gorschek,
2016). It stresses that requirements engineering and safety engineering processes need
to be better integrated as very few current approaches target both. Also, engineers tend
to favour traditional and established approaches like Fault Tree Analysis (FTA) and Fail-
ure Modes and Effects Analysis (FMEA) for safety analysis, rather than adopting newer
but less established formal approaches like Requirements State Machine Language
(RSML/RSML®) (Jaffe, Leveson, Heimdahl & Melhart, 1990; Leveson, Heimdahl

& Reese, 1999). It shows the widening gap between academic research and industry

practice.

2.2.3 Systematic Mapping Study Methodology

This study follows the systematic mapping study method proposéBétgrsen et al.,
2008; Petersen, Vakkalanka & Kuzniarz, 2015). An overall view of the process followed

Is shown in Figure 2.2, and an explanation of each step as follows.

2.2.4 Scoping and Formulating Research Questions

The scope of this research is con ned by three boundariemrmal methods, Re-
qguirements EngineeringndDistributed Embedded Systeras illustrated in Fig 2.1.
DES covers a range of systems, including control systems being increasingly used in
automotive, avionics/aerospace, industrial automation, telecommunication, consumer

electronics, intelligent homes and, health and medical equip(rimerich et al.,
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2005). In recent years, new paradigms lBgber-Physical Systems (CPS), Internet

of Things (loT)andWireless Sensor Networks (WSKaye emerged and absorbed
seamlessly into DES domafrlinchey et al., 2006; Mosterman & Zander, 2016; Yu &
Xue, 2016). The growing complexity and sizes of DES require more systematic and
automated tools and processes to keep up with time-to-market pressures while also
ensuring adherence to increasingly complex and larger requirements sets. Formal meth-
ods promise these much-needed features. This mapping study takes on the challenge
of discovering the convergence points of the three boundaries to identify the current

state-of-the-art within the chosen scope.

Figure 2.1: Research scope.

The identi ed scope leads to the following research questions:

SM-RQ1: Which formal methods are proposed or in-practice for requirements engineering
and further applied in DES? Answering RQ1 provides a broad overview of the

landscape and distribution of current works within the scope.

SM-RQ2: What formal methods target functional and non-functional requirements of DES?
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Functional and non-functional requirements are equally important for a system.
Functional requirements are related to system functions (what the system must
do), while non-functional requirements relate to system qualities (how well the
system should function). Hence, the functional/non-functional differentiation

gives us well-de ned categories for the surveyed works.

SM-RQ3: What are the latest research trends and the most investigated aspects regarding the
formalisation of RE in DES? What are the research gaps and the latest challenges?
This question highlights the most studied themes within the scope and the gaps

within the current state-of-the-art.

SM-RQ4: What type of publications constitute the realm, and which forums have been
more active in the last decade? This question calls for quantitative analysis of the

surveyed works, supplementing the ndings from answering SM-RQ3.

2.2.4.1 Searching

The search process leads to identifying primary studies to review and involves sev-
eral steps, as described below. Figure 2.2 shows the overall systematic process, and
subsequent steps are explained in the rest of this section.

Before searching, a preliminary step followed in this study is to con rm its novelty
by ensuring no other existing surveys overlap with the identi ed scope. Following a
comprehensive search using Scopus, 111 secondary studies published are found after
2010 containing references to the keywofdsnal andrequirement In addition to
carefully reviewing these articles, a manual search is conducted following consulta-
tion with experts. The researcher searched for articles in the following veltEs:
Transactions on Software Engineering, Spring&tequirements Engineering Journal,

Springers Formal Methods in System Design, Transactions on Parallel and Distributed
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Systems, IEEE International Conference of Requirements Engineering, IEEE Inter-
national workshop on Empirical Requirements Engineeriisfjer going through the
mentioned rigorous process, the researcher is con dent that no other SMS overlaps with
the scope of this SMS.

The rst step in searching i&keyword identi cationthat converts the research
guestions into speci ¢ keywords that are later used to form a search string. Keyword
identi cation followed the well-knownPopulation, Intervention, Comparisons and
OutcomegPetersen et al., 2015). The researcher also manually extracted candidate
keywords from known articles. Two keywords, formal and requirements, were chosen to
guantify two of the three boundaries of the research scope. Concerning the much more
fragmented domain of distributed embedded systems, after consulting with experts and
going through known papers, a list of keywords was created which relates more closely
to DES sub-domains. These keywords amgbedded, Internet of things, cyber physical
andsensor networks

Scopus, IEEE, ACM and SpringerLink databases for the online search datae
base selectiostep. Selecting multiple databases helps ensure a suf cient overlap to
balance out each database's shortcom{igganceschini, Maisano & Mastrogiacomo,
2016).

The keywords identi ed are combined to form a search string to identify candidate
articles from the target databases. In addition, the following broader search string was
used to minimise omissions and blind spots:

formal* AND requirement AND (embedded OR "internet of things" OR "cyber

physical" OR "sensor networks")

The keywordformalis annotated with the wild card character (*), which means the
use of relevant variations such as formal {methods, modelling, veri cation, speci cation,
formalism, formalization.}

In the searchingstep, the search string was restricted to the title, abstract and
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Figure 2.2: Search Execution. Processes in green boxes represent systematic mapping
process by Petersen et al. (2008).
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keyword sections in Scopus, “Metadata Only" in IEEE Xplore (command search),
full-text search for ACM digital library and Title-only search in SpringerLink.

The inclusion and exclusioncriteria are applied to chose only relevant articles
for this study. The inclusion criteria are restricted to include only those studies that
are from computer science and related disciplines, written in English, published in
a peer-reviewed journal, conference, workshop or symposium, and appeared online
only after 2006. The choice of 2006 as a cut-off year ensures the focus on the current
state-of-the-art. Also, searches on the selected databases revealed that research in DES
sub-domains, e.g. CPS gained momentum in or later than 2006. By creating an epoch
in 2006, a balanced view of the DES domain can be obtained, including generalized
literature on distributed embedded systems and newer developments such as loT, CPS
and WSNSs. The exclusion criteria are used to discount some studies by excluding books
and theses, non-peer-reviewed publications, secondary or tertiary studies, duplicates
of another study already included in this survey, and publications for which full-text is
unavailable.

Figure 2.2 shows the chronology of teearch executiostep. The latest iteration of
the search was conducted in April 2021. The initial search returned 3913 articles, out of
which 793 overlapping articles were removed. Another 63 secondary or primary studies
were removed due to the set exclusion criteria. Afterwards, the pool of 3111 papers
was rst screened by reading titles and keywords, resulting in 1027 papers which were
further reduced to 175 after a careful examination of their abstracts. Snowballing was
applied for articles referenced directly by each of the 175 articles (forward snowballing)
or those articles that directly reference any of the surveyed articles (backwards snow-
balling) (Jalali & Wohlin, 2012). As a result, another 26 articles were identi ed and

included, resulting in a nal tally of 201 primary studies (Appendix A) to be surveyed.
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2.2.4.2 Data Extraction

The data extraction process involves identifying keywords while reading abstracts
and the “introduction” and “conclusions” if the abstracts are not transparent or well-
written (Petersen et al., 2015). On the other hand, Open-coding enables the reviewers
to allocate a code or label to terms or phrases, not necessarily according to their literal
meaning but according to the concept behind the tg@wbin & Strauss, 2014).
Thus, it underpins creating a categorical and conceptual schema of the text or data in
focus. The author employed both key-wording and open coding for data extraction.
Key-wording followed the three-pass method describeg@kashav, 2007) where if an
article's abstract, introduction or conclusions seemed relevant, subsequently deeper
investigations were used o con rm the key-wording. A rubric shown in Table 2.1 is
developed to put a framework around the data extraction and classi cation process to

address the research questions.

Table 2.1: Framework Rubric for Data Extraction and Classi cation

T1. Paper Title T7. Publisher T13. Tool, Language, Frame-
work

T2. Authors T8. Year T14. Types of Requirements
Addressed

T3. University/ Research T9. Keywords or Concepts T15. Requirements Engineer-

Group/ Organization (Open coding) ing Phase

T4. Country T10. Research Type T16. Speci cation Language

T5. Publication Venue T11. Research Method T17. Type of Distributed Emt
bedded System

T6. Publication Type (Journal/ T12. Type of Formal Method | T18. Case Study

Conference/ Workshop/ Sym-

posium)

The synthesised data is analysed using text-mining techniques to retrieve quality in-
formation, patterns and trends from the data set. Recent req¢aictardo, Nakagawa,
Feitosa, Minghim & Maldonado, 2010) has also focused on developing text mining
tools principally for systematic mappings. The data extraction rubric contains inherent

features for implicit classi cation and categorisation. For tuple T9 of the rubric, a



Chapter 2. Literature Review 48

Figure 2.3: Number of studies by DES types

text-mining extension of RapidMiner to@Hofmann & Klinkenberg, 2016) was applied
on open-coded keywords and phrases to identify patterns, trends and facets within the
research area. The outcomes of this analysis are discussed in detail in the following

sections.

2.2.5 Classi cation of Distributed Embedded Systems

This section reports the distribution of the surveyed works based on the DES sub-domain
they target. While many works explicitly target one of the identi ed sub-domain,
including CPS, 10T, and WSNs, some are more generic or explicitly mentioned. For
works in the latter category, the researcher carefully read through case study sections, if
available, to extract this classi cation as per item T17 of Table 2.1. Figure 2.3 shows
the distribution of the selected primary studies according to this classi cation.

The number of unclassi ed studies that cannot be categorised into any of the identi-
ed sub-domains is 45. Another 60 studies related to CPS explicitly capture the cyber

(software) that typically runs on embedded computers to control physical processes.
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CPS have found extensive use in safety-critical applications like avionics, transportation
systems, ICS, where errors can cause catastrophic losses. As CPS becomes mature,
practitioners are moving towards systematic design and formalisation of development
processes. A good part of the 60 studies provides a formalisation of enabling solutions
for CPS. Some of this research has focused exclusively on several other technology
domains like communication, energy, manufacturing. that are part of CPS. Modern
automotive systems are perhaps the most used CPS in everyday life. Embedded com-
puters have taken control of several features such as braking, transmission or real-time
engine management, which used to be mechanical or electronic. A modern luxury car
typically contains more lines of code than a modern-day aircraft. This increase in size
and complexity of CPS also relates to the complexity of requirements to be handled,
adding more importance to handling RE phases more systematically. Out of 60 primary
studies within CPS, 27 touched upon the subject of formalisation of RE processes for
automotive systems.

IoT systems are closely related to CPS but differ due to an IoT system's exclusive
dependence on internet connectivity for orchestrating smart objects. 10T systems contain
networks of devices, some of which can be CPS too. Billions of devices are expected
to connect into the form proposed by the IoT paradigabbi, Buyya, Marusic &
Palaniswami, 2013). loT based formal solutions are part of 30 of the surveyed studies.
A pertinent pattern that emerges within the surveyed works is that 10 out of 30 propose
new frameworkgS[9], S[23], S[29], S[46], S[67], S[68], S[75], S[119], S[15&nd
S[192]) The mapping study further analyses this trend of novel frameworks in [0T in
Section 2.2.9.

Transportation systems have also moved towards automation in recent years. All 18
studies in this category provide solutions that relate to the highly regulated railway's
systems. Modern railway networks rely heavily on CPS for scheduling, switching

and crossing operations. Stud®®0], S[92], and[S179] provide formal modelling
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methods to verify the safety and liveness properties of railway crossing syss¢h3s.
proposes a novel idea of a Rail Internet of Things (RIoT). They design an architec-
tural platform that includes components of railways systems and data communication
interfaces, emphasising security management. Other important case studies on rail-
ways includes European Railway Traf c Management System (ERTER)7()) and
Route-based tramway control syster8§50]).

Automation of daily tasks has increased the reliance on sensor technology. Sensors
are an integral part of the DES domain having footprints in CPS, IoT, Avionics, Auto-
motive, and Robotics systems. Studi&§26], S[37], S[43], S[69], S[87], S[95], S[96],
S[115], S[131], S[166AndS[185) have exclusively discussed formal RE solutions in
sensor networks. These works generally target non-functional requirements such as tim-
ing, safety, liveness and dependability. Sensor nodes tend to be tiny devices with limited
battery and power capability, especially in wireless sensor networks; communication
security is an important requirement to be addressed. Analysis indicates that only one
study discusses security while no study looks at performance and power requirements

in sensor networks.

2.2.6 Formal Requirements Modeling

This section refers to the following research question:

SM-RQ1: Which formal methods are proposed or in-practice for requirements
engineering and further applied in DES?

The number and complexity of requirements in DES make it imperative to organise
and manage them systematically. Typically, requirements and later architectural details
are captured as views, where each view describes either some functional aspects or
speci c qualities of the system. As part of creating views, models are created to describe

the targeted functionalities or qualities. Models can encompass individual requirements
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as well as large sets of requirements.

Although easy to understand, requirements described in (or modelled using) natural
language are considered to be ambiguous due to the tendency for varying interpreta-
tions. With large-scale DES, ambiguity can become ampli ed due to a possibly large
number of interdependent requirements. Informal requirements models make it hard
to trace, manage and validate requirements. Formal modelling can alleviate some of
these problems. An essential advantage of a requirements model built using a formal
modelling language is the ability to automatically analyse multiple requirements models
or verify the satisfaction of a requirement on a system design or implementation using a
model checking tool.

Formal modelling has been the most studied concept in the surveyed primary studies.
More than 40% of the 201 studies have used the temmal modelto describe a
requirements model. In the other 60% of the studies, the majority have used a modelling
methodology to model or specify requirements, indicating that formal requirement

models are used although not speci ed explicitly.

2.2.6.1 Formal Requirements Modelling Techniques

Figure 2.4 shows the various formal modelling categories encountered in this SMS.

2.2.6.1.1 Logic Based Techniques

A method to formally express an argument is to specify it in terms of a formal logical
expression. Similarly, requirements may be expressed as sets of arguments that can be
formalised using formal logic. A testament to the importance of expressing or modelling
requirements in a logical form is a pertinent pattern found in the selected studies. As
Figure 2.5 shows, a total of 38 primary studies use temporal logic, rewriting logic, other
rst-order logics, or combinations of these logics.

The use of temporal logic to model requirements as logic formulas can be interpreted
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Figure 2.4: Formal methods used for requirement modeling

over time in 38 of 54 studies. Temporal logic-based requirements interlace time and
events using temporal operators built over other logic systems, such as rst-order logic.
Such requirements are pervasive in complex distributed systeisiser, 2011). It
is also observed that temporal logic nds most use within Cyber-Physical, IoT and
real-time systems.

First-order logic is also applied in other studies, such &{1®9] where the logic
is used as a part of ANSI C Speci cation language to annotate C source code for
veri cation purposes. Higher-order logic is used for WSN, smart grids and aircrafts
systems ir5[136], S[166] andS[189]respectively. Other works, such 8#7], S[56],
S[59] andS[93], use rewriting logic to model system requirements. Rewriting logic
can be used to express concurrent processing as well as logical dedMzgaguer,
2012).S[47] proposes reusable and frequently occurforgnal patterndor distributed
systems using rewriting logic as a semantic framework. A novel approach using the
Xtune formal framework has been discusse®j&6]for modelling and speci cation of
time/quality of service (QoS) properties of mobile embedded systems using concurrent

rewriting logic. S[59] and S[93] use real-time Maude speci cation language based
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Figure 2.5: Types of logics used

on rewriting logic for QoS and timing properties of distributed real-time embedded

systems.

2.2.6.1.2 Algebra Based Techniques

Algebraic techniques have been used to formally model requirements in 24 studies.
Evidence suggests that most algebraic methods have been used sporadically with a few
exceptions, such as Process Algebra. Process algebra provides formal description or
speci cation of concurrent or parallel procesgéseto, Ingolfsdottir, Larsen & Srba,
2007). For requirements modelling, it has been used in conjunction with other formal
techniques such as temporal logic or automata theory. Communicating sequential
processes is a variant of process algebra that has been WSE®INS[76] andS[152]

to specify temporal requirements of distributed real-time syste&{&7] proposes a
high-level speci cation language called Active sensor processes derived from process
algebra to specify and verify sensor networks formally. Other useful but sparsely
used descendants of process algebra inclu@alculusS[13], S[9] uent-Calculas

S[169]LOTOS for specifying abstract behaviour of multimedia stre&fi78]), PEPA
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as a modelling language for specifying concurrent protocol such as Alternating Bit
Protocol (ABS) 6[78]), E-Lotos standard based GRL domain speci cation language for

modelling and Globally Asynchronous, Locally Synchronous (GALS) syst&i&)(

2.2.6.1.3 Automata

FMs based on automata theory are used by 24 primary studies. Modern-day computer
science has bene ted from foundational work done in the theory of automata in the mid
20" century. Its close relationship with formal grammars makes it favourable to formally
describe a model of a system or requirement as a state mg¢toperoft, Motwani

& Ullman, 2001). Large distributed systems are composed of large requirements
sets. Automata-based methods enable us to model the relationships between system or
component states. In 16 studi€q1], S[11], S[19], S[89], S[90], S[91], S[94], S[114],
S[120], S[127], S[155], S[160], S[163], S[165], S[17&1d S[181) timed automata

are used to model the behaviour of real-time systems over(éoe & Dill, 1994).

Timed automata-based speci cations are used to formally specify controllers, wireless
communication protocols, asynchronous distributed systems for model checking and
veri cation purposes using automated tools. Evidence suggests that timed automata
scores favourable points for requirements veri cation due to tool support, such as the
UPPAAL model checker. Cellular automat@arkar, 2000) is used to model CPS

in three studies i.eS[50], S[52], S[19]andS[53]. Other related frameworks such as

message passing automata and constrained automata have been used in one study each.

2.2.6.1.4 Graph Theory

Graph theory is another formal technique adopted for system modelling being related
closely to automata and mathematical logic. For instance, graphs can be de ned as
automatg Sakarovitch, 2009). Also, the use of graph theory for expressing relationships

between components of automata is argue(Mointosh, 2009). The use of graph
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theory in four primary studies also includes other formal modelling techniques. Studies
S[5] and[S[131] use graph theory to generate with Vienna Development Method Spe-
ci cation Language. INS[30], graphs are used in conjunction with Event-B modelling
language to layout a formalisation process of wireless networked sys&663 dis-
cusses algebraic formalisation of the Ravenscar Computation NBdeis, Dobbing &
Vardanega, 2004) based on graph theory to prove safe termination in compliant systems.
Finally, studyS[89] uses Object-Based Graph Grammar for formal speci cation and
veri cation of real-time systems. An extension of this grammar for modelling time
constraints and a subsequent transformation of such constraints into timed automata is

proposed.

2.2.6.1.5 Petri Nets

A Petri Net (PN) is a bipartite graph and a formal mathematical modelling tool. Its
graphical representation enables visualisation of state changes in systems containing
parallel processing during run-time. Consequently, they are used to model event-driven
distributed computer systeni& Wang, 2007). PNs have been used for requirements
modelling. Seven studies$[4], S[57], S[72], S[73], S[81], S[92and S[180) use

some form of PNs mainly in real-time event driven systems including: satellite-based
and terrestrial train control system, vehicular ad-hoc networks (VANET), Industrial
manufacturing control systems, brake subsystems and pulse oximet&fd],lauthors
present an approach that synthesises the different scenarios depicted as UML sequence
diagrams into a hierarchical Colored Petri Net model. The apparent advantage of this
approach is that it allows early-stage model checking and state-space analysis. Similarly,
S[57]uses coloured PNs for formal simulation and veri cation of safety communication
protocol in the European Train Control System to satisfy safety requirements. Studies
S[171andS[185]also use coloured PNs for sensor networks. BRftH and S[57]

use ASK-CTL model checker for veri cation of operational requirements. Similar
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to the S[4], S[72] also uses UML MARTE sequence diagrams to describe system
requirements and maps them into Timed coloured PNs with Inhibitor Arcs for formal
analysis purposes. The study has implemented the proposed approach in a VANET-
based case study to validate the solutiBf 3] works with SysML and MARTE activity
diagrams and transforms them into timed PNs to formally validate the requirements
in early SDLC as SysML lacks formal semantics. The study presents a case study of
a pulse-oximeter that determines a patient's blood oxygen levels. Sj@®y uses

PNs with temporal logic formulas to formally model and verify a generalised railway
crossing platform by modelling a system controller using coloured PNs. At the same

time, requirements are speci ed using temporal logic formulas.

2.2.6.1.6 Semi-Formal Techniques

An emerging pattern that can be identi ed from stud&fd], S[57]andS[73] is the

use of semi-formal techniques in tandem with formal techniques such as PNs. The
transformation of semi-formal models to formal PN models has certain advantages,
as it reduces the time taken to develop complete formal models. UML and SysML
have widely adopted modelling techniques better understood by system designers
and developers than FMs due to their close relatedness to industry design standards.
Moreover, it is not always possible to formally describe all parts of a system and its
requirements, especially in large distributed systems. For this reason, lightweight
approaches have become more useful in requirements and system modelling at the
higher or system level. At the same time, more formal techniques are being used
more selectively at the component leyEitzgerald et al., 2013). Hence, semi-formal
methodologies provide a balance between rigour and effort in modelling, paving the
way to use traditional methods and FMs. For requirements modelling, 19 primary
studies §[21], S[22], S[23], S[25], S[31], S[36], S[43], S[82], S[100], S[105], S[110],
S[114], S[120], S[124], S[157], S[181], S[183], S[194}dS[201) use a framework
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Table 2.2: Semi-formal techniques in primary studies

Primary Study | Adopted semi-formal techniques
S[21] Development of semi-formal Requirement Speci ¢ Language (RSL) (RESA)
S[22] Semi-formalization of requirements speci cation, development of semi-formal RSL
S[23] Requirements description with SysML, UML/MARTE pro le for component view
S[25] Automatic generation of safety mechanism from semi-formally speci ed safety

requirement using RSL

S[31] Transformation of requirements in natural language to semi-formal notation
S[36] Semi-formalism with the use of UML MARTE and SysML
S[43] Use of EmotionML and SysML to specify cognition and affectivity requirements
S[82] Formal extension of UML with timing annotations (OMEGA kernel language
S[100] Semi-formalization using SysML-Sec environment
S[105] ASIL tailoring process for requirements analysis phase using SysML
S[110] Semi-formalization of SoC requirements using SysML
S[114] Extention UML and SysML for contract-based theory
S[120] Semi-formalism with the use of UML MARTE
S[124] Use of SysML-based CESAR requirements meta-model (RMM)
S[157] Use of JSON as requirements modelling
S[181] UML extension with timed-automata model chekcing
S[183] Semi-formal Simulink speci cations for CPS
S[195] SysML security requirements speci cation for CPS
S[201] UML/MARTE transformation into Event-B speci cations

with semi-formal techniques as the front-end and provide support to transform these
models automatically into formal models. Table 2.2 summarises the use of semi-formal

techniques in the selected primary studies.

2.2.6.1.7 Ontology

An ontology is a conceptualisation of entities, their attributes and their relationships.
Entity Relationship Diagrams (ERD) or UML class diagrams are forms of ontolo-
gies. Ontologies can be highly informal, semi-formal or rigorously forfakchold,
Gruninger et al., 1996). Domain-speci ¢ formal ontologies are used for requirement
modelling by four studies. Study[3] converts requirements speci ed in natural lan-
guage into more structured forms using formalised ontologies for further analysis. The
general idea is to extend an initial requirements ontology during subsequent phases

of the V-process modéForsberg & Mooz, 1991)S[21] presents an ontology-based
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semi-formal requirements speci cation language for automotive systems using an auto-
motive domain ontology. Stud$[67] presents a framework of several FMs such as
formal ontologies, ambient calculus, ambient logic, real-time temporal logic and a
design-by-contract technique to specify formal contracts. These methods are then
applied at different stages of the development of wireless and pervasive health care
applications. For the structural modelling process, this study uses a formal ontology to
specify all entities involved in the environment, which is then converted into a variant

of ambient calculus.

2.2.6.2 Formal Requirements Speci cation Languages

This section presents a map of formal speci cation languages. Requirements speci c-
ation languages (RSLs) provide a structured approach to writing requirements, often
through templates and patterns. RSLs can be informal, such as guided natural language,
or can be highly formal. This survey reveals the commonly encountered formal RSLs

in the surveyed works.

2.2.6.2.1 Architecture Description Languages

Requirements (especially non-functional) and a system's (software) architecture are
interdependent. Requirements such as performance, throughput, security, scalability
are often modelled in and addressed within the high-level archite(@aaque et al.,
1999). Earlier architectural descriptions carried in the manner of box-and-line diagrams
were hugely inconsistent and provided no support for formal analysis. During the last
two decades, researchers have overcome these limitations through formal architectural
descriptions using Architecture Description Languages (ADLSs) (Garlan, 2000).

ADLs can help document architectural views that de ne components, their rela-
tionships and primary requirements. The mapping shows that ADLs have been used

in 15 studies. Initially developed for avionics systems, Architecture Analysis and
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Design Language(Feiler, Gluch & Hudak, 2006) has also found use in Transport
and Cyber-Physical systems consisting of real-time embedded systems. Seven such
instances$[6], S[7], S[17], S[49], S[50], S[52], S[53ANdS[179) of AADL use were

found. Although many ADLs have been proposed over the years, none were able to
consolidate their standing in the indus{Randey, 2010). On the other hand, UML

has now been considered as the de facto standard to document architectures. Table 2.2

refers to the use of UML amongst the surveyed primary studies.

2.2.6.2.2 Temporal Logic

There are several formal RSLs derived from temporal logic. A total of 24 studl[&%, (
S[26], S[31], S[34], S[41], S[44], S[45], S[54], S[55], S[70], S[77], S[101], S[116],
S[121], S[126], S[129], S[137], S[140], S[145], S[152], S[167], S[180], S[1a8]
S[194) use Linear Temporal Logic (LTL). LTL allows reasoning over sequences of
system or component states called computational gathth & Ryan, 2004). Ir5[8],
authors argue that LTL falls short in adequately describing cyber-physical systems
constraints. Therefore, a new language FORM-L use®{121], S[143] and153is
introduced to describe temporal constraints that closely relates to LTR[./IA], LTL is
used to specify the requirements of the system while adaptation-base@hdng &
Cheng, 2006) helps specify requirements for the adaptive parts of the s\&itefsh.
extends LTL into reliability annotated LTL with special operators to specify reliability
requirements in safety-critical embedded systems.

Computation Tree Logic (CTL) presents a branching notion of time such that one of
several possible successor states may be reached from any state. The superset of these
logics is CTL, which provides much higher expressiveness by allowing any sequencing
of temporal and path quanti ers. A total of 10 primary studi&$4{, S[19], S[31],
S[41], S[55], S[57], S[59], S[94], S[102ndS[104) have used CTL or its variants for

requirements speci cations, especially for transport and avionics systems. ASK-CTL is
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a formal method to express state-space models. St&HgandS[57] have used ASK-
CTL mainly for simulation and model checking purposes, while Timed-CTL (TCTL)
has been used in studi8f19]andS[31]. Other variants of CTL such as Probabilistic
CTL (PCTL) and CTL* are used in one study each.

Figure 2.6: Formal speci cation languages

2.2.6.2.3 Communicating Sequential Processes

Contemporary real-time distributed systems are highly concurrent due to the critical
nature of operations performed by them. Communicating Sequential Processes (CSP) is

a formal language based on a calculus that deals with the communication of concurrent
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processegRoscoe, 1998). CSP has found its application in se8§#l,(S[35], S[49],

S[65], S[76], S[87]and S[96]) primary studies. Amongst these, four studies have
used Timed CSP (TCSP), which allows timing properties to be speci ed for real-time
systems. Like TCSP, a pattern can be seen to extend a language or modelling technique,
e.g. timed automaton, timed PNs or TCTL, to tin the timing aspects of real-time

distributed systems.

2.2.6.2.4 B Method and Z Notation

B method and Z notation are related formal, model-based RSLs derived from set
theory. Z is an established formal technique in academia, taught in universities for
some decadg¥ap & Holcombe, 1997). A comparison of both approaches in terms
of object orientation, concurrency, tool support, and industrial applications has been
reported in(Kaur, Gulati & Singh, 2012). The study nds that the main differences
between Z and B are the level of abstraction, with Z being able to provide a higher
level of abstraction than B. On the other hand, the B method can generate C code
directly, while Z notation does not provide this function. Moreover, Z can help design
object-oriented system designs, a capability that the B method lacks. St8{88§ (
S[65], S[83], S[85], S[87hAndS[147) apply Z notation as a formal RSL. Amongst
these, studys[65] uses Object-{Smith, 2012) which is an extension of Z notation that
includes object-oriented features. Studs€5]andS[87]use Timed Communication
Object-Z to integrate TCSP and Object-Z to get the best of both worlds - it blends the
concurrency-rich features of Timed CSP with the object orientation of Object-Z.

B method has been used in studi&2(], S[30], S[38], S[97], S[118], S[148],
S[174], S[187], S[197], S[198IndS[201). Event-B is derived from B method and is
used for modelling purposes. StudiesS§80], S[97]andS[118]before 2017. A trend
has been seen to prefer Event-B over B method in recent years. A signi cant amount

of studies 8[125], S[133], S[148], S[158], S[172], S[174], S[179], S[185], S[190],



Chapter 2. Literature Review 62

S[192], S[193], S[197], S[198hndS[201) can seen be applying Event-B after 2017.
It is important to note that although B and Event-B are related languages, they are
applied in different contexts. The B method is mainly used for formal speci cation and

validation of requirements, while Event-B is a system-wide modelling tool.

2.2.6.2.5 Domain Speci c Languages

Domain-Speci ¢ Languages (DSLs) have been introduced to accommodate domain-
speci ¢ requirements formally. Although DSLs have limitations in wider applicability,
they provide for repeatable use within their domains. Moreover, they are intuitive for
domain experts who may not have the necessary knowledge to use general speci cation
languages. This study found at least 10 stud®&8]; S[21], S[22], S[25], S[62], S[66],
S[71], S[87], S[144hndS[174) which propose or extend a DSE[8] presents FORM-

L mentioned earlier in this section. ReS8[R1]) is an ontology-based requirement
speci cation language built for the automotive domain. It uses requirements modelled
in EAST-ADL, which is an extended ADL for automotive real-time embedded systems.
Also, in studyS[22], a new DSL using Eclipse Xtext open-source framework has been
de ned, and a proof-of-concept implementation for automotive systems is presented.
S[65] designs a DSL for the formalisation of industrial standards with a case study to
implement their approach in European standard EN 1591. Figure 2.6. shows the overall

distribution of formal speci cation languages amongst primary studies.

2.2.7 Classi cation based on Requirement Types and RE phases

This section refers to the following research question:
SM-RQ 2: What formal methods target functional and non-functional require-
ments of DES?

According to the Software Engineering Body of Knowledge (SWEB@gurque
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et al., 1999), a software requirement can be either functional or non-functional. Func-
tional Requirements (FR) are the features that a software product will incorporate, while
Non-Functional Requirements (NFR) deal with the qualitative aspects of the software.
This section categorises the surveyed works based on their focus on FRs or NFRs.
Figure 2.7 provides this categorisation. 63% of the works target NFRs, 23% target FRs
while 14% are unclassi ed. For the others, a breakdown based on NFRs type is shown
in Figure 2.8. 27% of the primary studies targeting NFRs do not provide any further

classi cation.

Figure 2.7: Distribution of targeted requirements by types in primary studies.

2.2.7.1 Classi cation Based on NFR Types

Figure 2.8 shows that a majority of the effort in the surveyed works targets NFRs and
that most of this effort has been focused on safety and timing requirements. Timing
properties and safety requirements are tightly coupled together in DES as the safe
operation of a system are often time-critical and vice versa. Temporal logic forms

the basis of most of these works. Thirty primary studies use temporal logic solely
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Figure 2.8: Distribution of Non-Functional requirements

for specifying timing requirements. This study now discusses commonly encountered

requirement types.

2.2.7.1.1 Safety Requirements

A majority of DES nds application in the cyber-physical domain where they control
physical processes. From industrial automation to transportation systems to avionics,
embedded controllers command and control many physical components. The safety of
such systems is critical, and safety requirements have been emphasised in 74 primary
studies. Figure 2.9 shows the distribution of safety requirements according to the DES
sub-domains. Unsurprisingly, cyber-physical systems, in general, have been the focus
of most studies. Automotive, railways and avionics appear next in this list, followed by

loT, industrial and traf ¢ control systems.
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Figure 2.9: Classi cations of works targeting safety requirements in DES

2.2.7.1.2 Reliability

Reliability refers to the ability of a system to remain functional for an extended period
under speci ed operating conditions. The reliable operation of DES, especially in
the industrial domain, is a critical requirement in most cases. However, given the
cyber-physical nature of many DES, the operating environment is often too large and
complicated to capture, reliability requirements challenging to verify. Formal support
for specifying and verifying reliability requirements across various DES but mainly in

Automotive and transportation systems is found in 12 primary studies.

2.2.7.1.3 Security

Security is another critical aspect of DES, gaining increasing importance in DES as they
form and interact with 10T and Industrial loT systems. DES rely heavily on internal and
external communication between components and systems, and each communication
link is at the risk of being attacked. There is a wide belief that security should be an
integral part of the requirements and design process rather than an add-on. Although

security measures taken in distributed systems have increased with time, attackers
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are always nding new ways to breach the systems forcing researchers in this area
to evolve continuouslyAndreeva et al., 2016). The researcher considers that it is
rather unexpected to nd only 21 studies providing solutions to security requirements
especially considering the pool size (201) of primary studies. In fact, only 10 studies
(S[125], S[127], S[128], S[150], S[161], S[164], S[170], S[173], S[1261dS[197)

focus on the security of DES in last four years that is a signi cant concern.

2.2.7.2 Classi cation Based on RE Phases

Software Engineering Body of Knowledge (SWEBofpourque et al., 1999) is used

to classify the primary studies concerning phases in requirements engineering. The
following phases are chronologically orderd@asibility Study, Requirements Elicita-

tion and Analysis, Requirements Speci cation, Requirements ValiddEach phase

of the process takes inputs and produces speci ¢ outputs to be consumed in the next
phase. These outputs are essential artefacts that are helpful in later parts of the software
development life-cycle. Figure 2.10 categorises the surveyed works based on the RE
phases they target.

Requirements elicitation involves requirements discovery by consulting with stake-
holders. From a formal RE point of view, the elicitation process is not as imperative as
proceeding RE stages as stakeholders often describe requirements in natural language,
e.g. in S[1]) andS[31]. Overall, eight studies have addressed the requirements elicit-
ation phase as part of their solution, including sitkeictured object-oriented security
requirements frameworkamework inS[84].

A conceptual model for the requirements of a real-world problem can be developed
for further analysis during the requirements analysis phase. These models can contain
holistic requirements or chunks of them, comprising real-world components of a system
and their relationships in the respective domain. Formal analysis is also a part of

requirements analysis that affects requirements speci cation and model validation
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Figure 2.10: Classi cations of works according to RE phases

phasegBourque et al., 1999). The main focus in the analysis phase is put upon formal
modelling that has been applied in 86 primary studies. A detailed account of formal
modelling methods is discussed in Section 2.2.6.

During requirements speci cation, requirements are usually speci ed in natural
language and sometimes in semi-formal forms. In safety-critical DES, where it is
imperative to eliminate ambiguities in the speci cations, selecting appropriate formal
modelling tools or speci cation languages depends on the nature of the system and
environment. This SMS nds that 128 primary studies span over the speci cation phase,
a result that is not unprecedented due to the following reasgri®rmal RE process is
mainly dependent on the ability to specify or even modelling of requirements in a formal
way. There is no additional step de ned in RE that is only speci ¢ to induce formality
2) Focus on formal modelling and speci cation tools can cause an unintentional bias
with researchers that can affect the research methodology adoption. Section 2.2.10

discusses such factors in detail.
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The ultimate reason for formal requirement speci cation is the eventual validation
and veri cation process. The scope also goes beyond into implementation phase
resulting in trusted use of requirements. Requirements validation deals with checking
requirements according to validity, consistency, completeness, realism, and veri ability.
The idea of validating requirements before design and implementation can be useful in
the fact that the later an error is detected in the software development life-cycle, the more
the time and the cost it will incuiSommerville, 2011) to repair. Formal speci cations
also enable the validation process to be automated hence more reliable due to tools
that help in automated validation. Veri cation and validation process on formal models
or speci cations has been applied in 50 and 45 primary studies, respectively. Most
of these studies have taken advantage of automated tool support in the validation and
veri cation process. Model checkers are amongst the tools that are extensively used,
especially in the veri cation process. Although it resides at the boundary of the scope
of this study, it is still imperative to be able to judge the correctness of the system
according to the requirements. A model checker can verify the nite state systems
concerning the provided speci cations. UPPAABehrmann et al., 2006) and SPIN
(Holzmann, 1997) model checkers have found the most use according to this review.
The other model checkers that come up regularly in the solutions and discussions are
NuSMV (Cimatti, Clarke, Giunchiglia & Roveri, 1999), ASK-CT{Van der Aalst &

Stahl, 2011), ProBLeuschel & Butler, 2003), DiVinEBarnat et al., 2013) and Kronos
(Bozga et al., 1998).

2.2.8 Bibliographical Mapping

This section answers the following research question:
SM-RQ 4: What type of publications constitute the realm, and which forums

have been more active in the last decade?
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Figure 2.11: Articles published by year

Figure 2.11 presents the distribution of primary studies by publication year. The
early years, from 2006 to 2012, saw very few studies published within our scope. From
2012, there has been a steady rise in numbers, with 2017 being the summit point. The
gures for 2021 are lower because this survey covers only those articles that appeared
online by the cut-off date of April 2021. With accelerating research and industrial
interests in loT{Gubbi et al., 2013) and CR&vans & Annunziata, 2012), it is expected
to see even more research articles being published in this area in the future.

Concerning the qualitative value of primary studies, Figure 2.12 refers to the number
of articles according to publication types such as conferences, journals, and workshops
or symposiums. The author has constrained the scope to only peer-reviewed papers pub-
lished in reputed venues. About half of the studies (95) were published in conferences
showing that most works presented works with a relatively lower level of maturity. On
the other hand, 19 journal articles corroborate consolidated and admissible research

ideas and solutions. As there is no de nite global standard to evaluate the quality of a
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Figure 2.12: Articles published by venue type

publishing venue, assessing them is very subjective.

The research type classi cation scheme in this SMS is derived {i\deringa,
Maiden, Mead & Rolland, 2006). It divides requirements engineering papers into
six categories and lays down criteria to sort articles into these categories. It is the
relevant classi cation scheme for this study as the research scope also envelopes the
requirements engineering domain. Research type classi cation of primary studies is
depicted in Figure 2.13 in the form of a Venn diagram.

Figure 2.14 for research methods and the experimental setups carried out in the
primary studies. A distinction worth mentioning is between validation and evaluation
research. Papers classi ed as evaluation research tend to assess established techniques
used as an implementation strategy in the industry. In contrast, validation research
endorses new solutions that have not secured their place amongst practitioners. The use
of different research methods and experimental sef@ptersen et al., 2015; Wieringa

et al., 2006) shown in Figure 2.14 in the studies helped us in deciding the type of the
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Figure 2.13: Number of articles by research type

research.

Solution proposal papers contain novel ideas or techniques that are not fully val-
idated. Figure 2.13 shows that 38 studies presented new solutions with minimal ex-
perimental evaluation. Including overlaps, there were 178 solution proposals in total,
which is an overwhelming number in the context of this study. A considerable number
(52) of articles were characterised as solution proposals as well as validation research,
which is quite acceptable as a solution proposal study can present proper validation
(Wieringa et al., 2006). New conceptual and theoretical frameworks were presented
in 27 studies classi ed as philosophical papers. Ten of these studies either validate

or evaluate these frameworks, thus leaving 17 studies in the category describing new
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Figure 2.14: Research methods and experimental setups

concepts. There were 62 articles con ned to validation research only, although the total

number of articles classi ed in this category is 123.

2.2.9 Discussions

This section answers the following research question:

SM-RQ 3: What are the latest research trends and the most investigated aspects
regarding the formalisation of RE in DES? What are the research gaps and the latest
challenges?

Formal methods are used for validation and veri cation purposes throughout the
software development life-cycle of large-scale DES. Their use for the RE stage can be
invaluable, as early analysis and rigour can signi cantly help reduce ambiguity, incon-
sistencies and incompleteness of requirements. In addition to providing a contextualised
synopsis of the ndings, this section synthesises the data from the results presented

earlier to identify research trends and assessed gaps according to the research questions
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raised in Section 2.2.4.

Figure 2.15 presents the heat map showing the clustering of articles containing a
combination of sub-domains of FM, DES and NFRs. On the x-axis, the sub- elds of
DES are represented. Similarly, on the y and z-axes, sub- elds of NFRs and FMs are
represented, respectively. There is no speci c order in the arrangement of axes labels
other than the found articles related to that sub- eld. The heat map depicts the overall
patterns and gaps in the scope discussed in this section. The usefulness of heat map is
that it shows the suf ciencies and voids of the research area in a single view, with the
caveat that this map is open to multiple interpretations depending upon the researcher's
point of view and biases, as discussed later in Section 2.2.10. The fact that the maximum
number of studies found in a particular combination (e.g. CPS, safety requirements and
formal logic) is only six suggests that although the area may have a maximum number
of studies, it still needs more attention. The author expects a constructive discussion on
this subject matter in future research. Apart from that, some of the pertinent research

patterns that deemed important are discussed next.

Figure 2.15: Multiple views of a heat map showing the concentration of primary studies.
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2.2.9.1 Lack of Industrial Application of Formal Speci cation Languages

Several studies have focused on the requirements speci cation of DES. A requirements
speci cation is a technical artefact intended to help designers and developers for veri c-
ation purposes. Similarly, it can be helpful at later stages of SDLC, such as to make
testers aware of certain conditions under which a system should pasgHi¢eshs

et al., 2009). Formal requirements speci cation and analysis/modelling phases have
overlapped with vast concentrations of studies which give a promising indication that
solutions have spanned for most essential phases of the RE spectrum. It is observed
that the emergence of new speci cation languages and extension of legacy languages
have made this area gather fragmented efforts, which now needs consolidation. Similar
concerns are discussed(Martins & Gorschek, 2016; Sepulveda et al., 2016). The
study postulates that emerging formal languages need to show empirical evaluation
evidence, which is only possible when the industry practitioners apply them. The ab-
sence of such evaluation denies the opportunity for new solutions to mature, and hence
they can fade away into oblivion quite quickly. Lack of education of FMs amongst
software engineering students is also one of the obstacles to their adoption. Organisa-
tions have to induct FM specialists that increase the overall project cost. Inadvertently,
they become a tool only to be employed in large organisations working on large-scale
industrial projects with enough resources needed by o{B¢ssner & Havelund, 2014).
Reasonable criteria to measure the reach of a new language in academia and industry
can be the citation count. We nd that the six studies that present the new languages

have a total citation count of 6.

2.2.9.2 Concerns on Formal Security Requirements Engineering in DES

The lack of security requirements engineering is a noticeable area of concern because

of a de cient number of related studies in the overall sample size. DES, especially CPS,
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IoT and ICS, are composed of heterogeneous components distributed across networks.
These components constantly need to be in communication for 1/0O operations through
commonly agreed interfaces.

A signi cant gap concerning security applications in the DES domain is the lack
of studies providing modern solutions for ICS. For instance, the IEC-6{\g&kin
& of America, 2007) standard for distributed industrial automation systems provides
function blocks as basic components that can be distributed across multiple Program-
mable Logic Controllers (PLC) within the same application. This standard has been
used in four studiesy[58], S[81], S[132andS[160) for modelling and speci cation
of ICS. In a distributed IEC-61499 application, function blocks communicating over
a communication network (usually, TCP/IP stack) regularly need to send I/O para-
meters. An attacker can disrupt services by taking advantage of communication layer
vulnerabilities. Moreover, PLC is a low-level device often devoid of inherent security
mechanisms. Considering the low number of studies regarding ICS, there is still a
need for formal security frameworks for IEC-61499 based applications providing a full
range of cryptographic services. Further guidelines for security management in ICS are
provided in (Stouffer et al., 2011).

The importance of security in ICS has been highlighted in the literature. Stuxnet,
which speci cally attacked PLCs in the Iranian nuclear infrastructure, is a signi cant
example showing the extent of the damage possible if such devices are improperly
securedLangner, 2011). In an opinioWagner, 2016) cites a report ndreeva et
al., 2016) that shows that more than 90% of hosts connected to Industrial control systems
have vulnerabilities ready to be exploited. The author advocates the use of security
standards and the need for security certi cation to provide cryptographic services in ICS.
The FIPS 140-ZNIST, 2016) standard that de nes minimum security requirements to

validate a cryptographic device can also be considered for assistance in ICS devices.
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IoT has been the most consolidated area for the formalisation of security require-
ments compared to other DES technologies. One of the rationales behind this phe-
nomenon can be the abundant research work in internet security, yet; security require-
ments are not the primary focal point for most studies. Security in 10T is focused in 10
primary studies. The study{13]is unique in proposing a new architectural platform
for a novel Rail Internet of Things (RIoT) with its security management as a signi cant
area of concern. The RIoT system consists of trains, tracks, stations, passengers and a
control centre for management. Communication security between components or "smart
things" is highly desirable due to their limited computing capabilities. The potential
attacks and vulnerabilities on RIoT devices, such as side-channel attacks, privacy abuse,
DOS (Denial of Service), denial of sleep, wireless signal jamming and presence of
malicious devices in the network, are discussed along with their mitigation solutions.
Discussions on security concerns of loT systems are trivial and insigni cant in other
studies in which the terms "loT" and "security" are encountered. Moreover, the SMS
does not nd novel security framework or innovations for Industrial 10T in recent years.

Another signi cant pattern is the scarcity of selected primary studies that deal
with security and CPS. The concern stems from the ever-increasing use of CPS in
safety-critical ventures. The studi8§9], S[68], S[127], S[154], S[1824ndS[195]
discuss CPS security. The stugj68] proposes a solution that primarily deals with
the formalisation of security requirements for smart meters in the context of smart
grids. Such grids are considered a combination of physical components (such as smart
meters, generators, distributors, solar panels, storage) networked with cyber systems
through actuation and sensing technologies. Cybersecurity is a huge challenge in a
smart grid environment where reliance on public communication networks such as
telecommunication networks is likely to put sensitive data prone to cyber-attacks. The
attacks that come in the form of unauthorised access, DOS, and the network latency

during peak hours may cause the collapse of the whole smart grid infrastructure affecting
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millions of people(Yu & Xue, 2016). Therefore, this SMS suggests an increased focus

on formal solutions for smart grids is required.

2.2.9.3 Emergence of Novel Formal Frameworks in [oT

An interesting pattern of the emergence of many novel frameworks in the loT domain
was mentioned brie y in Section 2.2.5. This research trend can be attributed to the
fact that 10T is still a new but rapidly growing paradigm. It is estimated that nodes in
IoT may reach the trillion mark in the next decade, given that IPv6 is now set into full
motion(Gubbi et al., 2013; N. K. Singh et al., 2016). There is a need for established
frameworks or standards to solve diverse problems in this domain. For instance, the
need to develop the new framework for optimising bandwidth when the number of
sensor nodes increases in a network is discuss@d. iK. Singh et al., 2016). The other
challenges that are needed to be addressed are privacy and security for communication
between sensor nodes in such networks. Mored@irbbi et al., 2013) provides the
vision and motivation for 10T, deliberates on the same lines and discusses the viability of
several new frameworks that will help the more established technologies to be integrated
with the 10T. They also present a conceptual 10T framework with cloud computing at
the centre.

The studyS[9] pitches an integrated framework of FMs for interaction behaviours
of loT-based industrial equipment. It consists of two layers, i.e. speci cation and
veri cation. -Calculus is used for speci cation rules while veri cation is performed
through NuSMV model checker. A translator tool (piCal2NuSMV) was developed to
transform -Calculus to NuSMV according to the de nitions and rules speci ed in the
paper. Study5[29]is referred for a novel testing framework for Extensible Messaging
and Presence Protocol (XMPP) communication protocol extensively used in 10T devices
for data exchange. Another theoretical framework for formal requirements modelling

In pervasive computing systems is presentefl[irb] andS[158]proposes a framework
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to integrate model design with formal methods for embedded software development.
Although the overall numbers of studies for the formalisation of the IoT domain are
pretty low, the percentage of new frameworks targeting the formalisation process can

be considered an encouraging factor for the 10T future.

2.2.9.4 Shortfall in Sensor Networks Research

Sensor networks are one of the main branches of DES that is in the scope of this
mapping study (refer to Figure 2.1). The combination of sensor networks and the
internet has given rise to the IqD. Singh, Tripathi & Jara, 2014). Research on IoT
has now engulfed the sensor networks domain. However, standalone applications using
sensors have still their applicability in areas such as detection of earthquakes, nuclear
reactors, agricultural industry, military applicatiofi@enezer & Murty, 2015; Katyara,
Shah, Zardari, Chowdhry & Kumar, 2017; Pawgasame, 2016; R. Wang et al., 2016).
Such critical application areas for sensor networks should emphasise FM research
because only 15 primary studies out of 201 related to this eld. However, the areas of
applications found in these studies are pretty distinctive, i.e. ICS, automotive, network

protocols, radars, robotics and environment monitoring.

2.2.9.5 Emphasis on Formalisation in Automotive industry

The automotive industry has taken long technological strides during the last two and a
half decades to such an extent that driverless cars are now the talk of the(&dbeslel,

2008). Safety being the key concern in these systems, various manufacturers now seek
to incorporate new safety features in their vehicles. As more and more such features
involve using embedded systems, evolved risk levels are exp@tieds & Filip, 2014).

In the quest for safer modern vehicles, the automotive industry has agreed to adopt
the 1SO-26262 Road vehicles — functional saf@@yzerny, D'Ambrosio & Debouk,

2002) standard. It deals mainly with the safety requirements of electrical and electronic
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(E/E) systems in road vehicles, but it does not account for threats arising from non-E/E
systems, e.g. re, smoke, heat) in a vehicle.

A promising trend is seen amongst a signi cant amount (27) of selected primary
studies in the automotive domain that rely on 1SO-26262 for formal speci cation,
analysis and veri cation of safety requirements of components such as Fuel Level
Display (FDL) in trucks and Turn indicator system. Moreover, the standard also
advocates the use of semi-formal speci cations and analysis of such requirements.
AUTomotive Open System ARchitecture (AUTOSAMUrst et al., 2009) has been
coupled with the ISO-26262 standard to achieve scalable implementation of safety
requirements. In addition, it also deals with performance and usability properties
in automotive vehicles. It provides a comprehensive open software architecture that
must be implemented to make automotive software portable and transferable amongst

vehicles of leading industry manufacturers.

2.2.10 Threats to Validity

Several factors can affect the accuracy of the ndings of a systematic SMS. The
following section describes particular limitations, assumptions and factors that may
threaten the validity of this SMS.

The SMSs are intended to cover the breadth of a research area. As mentioned in the
earlier section, the mandate of SMSs is to quantify the relevant entities, unlike systematic
literature reviews where the main objective is to analyse the current work in the eld
regarding quality. The search string is devised in such a way that it could return the
maximum amount of papers from online databases to cover the breadth of the area. As a
result, more than 3500 studies were collected for further investigation. The rst criteria
to exclude a study was by title. It can be assumed that some relevant studies might have

been missed considering that title of the study is a minimum amount of information.
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Abstracts can also misinform a reader if they are poorly written. The standard SMS
process requires a reviewer to snip by reading titles, abstracts and keywords. To mitigate
issues arising from these constraints, the introduction, conclusion and in some cases,
the internal sections of a study to nd any missing information from titles and abstracts
were also read.

The number of selected primary studies is another factor that can affect the ndings
as the systematic mapping process aims towards quantitative analysis. A smaller sample
size can cause the loss of signi cant trends that may have formed the research gaps
ultimately. On the other hand, a bigger sample size can make it dif cult for researchers
to put things into perspective, risking the resulting data becoming redundant. Trivial
patterns may be taken as important ones, while the non-trivial ones may get lost due to
the "choice overload" phenomen{igengar & Lepper, 2000). The size of the primary
studies' population also depends on the scope and research area. In this SMS, the scope
of the research spans over three distinct but related domains and many areas needed to
be covered. The author has tried to keep the sample size in check due to time limitations
due to which it is possible to speculate over optimum pool size, considering the vast
research area this study had to cover.

Researcher bias is another factor that may have affected the validity. The researcher
can carry certain biases when dealing with several variables. For example, it can be
caused by the strengths of a researcher in a speci ¢ aspect of the research area, or he/she
may weigh one variable more than others. Multiple researchers working on the same
study may elevate this problem further. Especially during the early stages of article
screening, bias may affect the selection of a paper by reading abstracts, introduction
and conclusion sections. Regular consultation meetings between the supervisors were
carried to resist this problem. Domain experts are also consulted for validation of
the study after each milestone step, e.g. the development of research questions, the

formation of the search string and especially before the nal selection of the primary
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studies.

Another factor that must be discussed is the focus on CPS, IoT and Sensor networks
within the domain of DES. The researcher tried to introduce a balance between legacy
DES and CPS, IoT and Sensor Networks. It affected the formation of the search string,
resulting in a study output that may cause divergence from legacy DES. It can also be
assumed that the exclusion criteria of selecting studies published in/or since 2006 also
affected the tilt of results towards newer paradigms since they have been the target of
most of the research in the formal methods domain during this period.

Researchers' expertise is also a potential factor to the validity when considering the
research scope (Figure 2.1) that is an overlap of three domain areas. Over the years,
industry dependability on formal methods has increased, resulting in the introduction
of a wide variety of formal methods that are also evident from the results of this study.
Although the knowledge of this area is mandatory, it is inconceivable for a researcher
to be an expert at most of them, considering that education on the subject is still an
obstacle to the growth of formal metho@®jgrner & Havelund, 2014). The same is the
case regarding the DES domain and choices of sub-domains. The immunity against this
validity threat has come from the nature of the systematic mapping process, i.e. it does
not focus on qualitative aspects of the selected primary studies; instead, researchers

may still survey the research area without the comprehensive knowledge.

2.2.11 Conclusion

Large scale DES are rapidly growing in size and numbers and de ning new boundaries
using advanced communication technologies and novel heterogeneous components.
The complexity and decentralised nature of modern-day DES demands a formal way to
manage the requirements engineering process to reduce the ambiguity and confusion

related to requirement speci cation. Research activity around this problem area has
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surged with the advent of new paradigms such as IoT and CPS. Numerous formal
methods have been proposed during the last few years, but using correct formal methods
in a given scenario is still a problem for practitioners.

In this section, an SMS is conducted to use formal tools and techniques in the
requirements engineering process of DES. Based on 201 selected primary studies, the
detailed bibliographical mapping and topic-dependent classi cations in the research
scope are presented. In addition, a detailed discussion on signi cant patterns and
research gaps was carried out in the Section 2.2.9, also with the help of an elaborative
heat map (Figure 2.15). The primary concerns were found related to the lack of industrial
applications of formal speci cation languages and limited research on formal methods
for ICS and industrial I0T. Apart from security, the emergence of novel frameworks in

loT is a promising trend.

2.3 Survey on Security Engineering in ICS

A signi cant research gap in the systematic mapping study is the lack of formal security
requirements engineering in ICS. This section aims to survey the current state of the

literature regarding SRE and its integration with the design and implementation of ICS.

2.3.1 ICS Security Requirements Engineering

This section reviews the current state of work in the domain of Security Require-
ments Engineering (SRE) in ICS and related elds. The need for SRE and the current
challenges are discussed below.

An integrated safety and security requirements elicitation method for CPS called
“SafeSec Tropos™ is proposed {Kavallieratos et al., 2020). This method is based
on SRE-based Secure Tropgd4ouratidis et al., 2016). It contains ve stagescope

view, description validation and security and safety co-analysiShe work focuses on
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early integration of safety and security requirements that are inter-related properties of
ICS. Although the method is a viable solution to ensure the validity of requirements
for CPS within ICS, it is focused on the analysis of requirements traceability back to
the objectives. As a result, the SafeSec Tropos method lacks in forward traceability of
requirements to the design and implementation stage.

A security requirements speci cation method for CPS that can also be applied in ICS
is proposed irfVarela-Vaca et al., 2020). The method uses a feature model catalogue for
CPS to validate and diagnose device con gurations regarding security requirements. It
represents the security requirements in JSON, also categorising the requirements regard-
ing security features such asnstraints security level conditionsThe requirements
veri cation is automated using feature models contained in a catalogue. The proposed
approach is restricted to veri cation of already implemented requirements. Moreover,
it is unclear how the correct veri cation of cryptographic primitives can be achieved
using this method. Limited details are provided to ensure con dentiality in high-level
security requirements veri cation is listed in the case study, e.g. the measures are taken
to ensure correct implementation of an encryption algorithm.

A process to derive security requirements based on the impact analysis is proposed
for industrial 10T in(Hansch, Schneider & Brost, 2019). First, the process identi es the
assets and their security needs in a system using domain-speci ¢ language. It uses the
assessment to derive and categorise (based on security goals) the security requirements
using graphs. The process also proposes detection and monitoring of requirements
ful Iment using a catalogue. The monitored logs can analyse the requirements based
on a speci ¢ set of rules to raise violation alerts. The challenge with this approach is
its treatment of devices in industrial systems as a block box. While the process can
validate a device's compliance when added to the network, it lacks the veri cation of
correct requirement implementation during the development.

In (Hansch, Schneider, Fischer & Bottinger, 2019), an integrated architecture for
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open platforms communications in industrial 10T is presented. The solution uses
OPC-UA compatible security requirements speci cation to communicate and compare
requirements in diversi ed technological devices in ICS. The architecture model divides
the requirements intechnical functional andfunctionalrequirements types.Using the

uni ed model, the devices in ICS can communicate their security requirements and cap-
abilities using OPC-UA client-server architecture. However, the possible implications
of automatically communicating security requirements are not clear. For instance, OPC-
UA is a resource-intensive protocol that might not be suited to resource-constrained
devices in ICMahnke, Leitner & Damm, 2009). Moreover, the proposed model is
focused on requirements communication rather than SRE.

The lack of security requirements integration with the design and implementation
of ICS applications is evident in few studies. An approach to validating security
requirements after the deployment of a device in ICS is report@eaity, lacob, Al
& Ki-Aries, 2020). A comparison between STRIDE and eSTRIDE to derive security
requirements in ICS on a risk and threat analysis is present@aima et al., 2021).

A similar approach to specify security requirements based on threat modelling for
industrial 10T is discussed i@abangwe & Nguyen-Duc, 2020). (Kivela et al., 2018),

a risk reduction assessment and reduction process based on security requirements from
the security standards is proposed. Similg@ou et al., 2020) also presents an overall
risk-based uni ed architecture for ICS security requirements. Another early-stage
security requirements speci cation model that does not extend the requirement's use to
the ICS design and development phase is present@dstbakka & Troubitsyna, 2021).

The application of formal security requirements in CPS is also another area of
concern in this research(Fuchs, Girgens & Rudolph, 2010) proposes a solution
that primarily deals with the formalisation of security requirements for smart meters
in the context of smart grids (SG). SGs are considered a combination of physical

components (such as smart meters, generators, distributors, solar panels, storage)
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that are networked with cyber systems through actuation and sensing technologies.
Cybersecurity is a considerable challenge in a smart grid environment where reliance
on public communication networks such as telecommunication networks can leave
sensitive data prone to cyber-attacks. The attacks may come in the form of unauthorised
access, DOS, and network latency during peak hours, which may cause the collapse of
the whole smart grid infrastructure affecting millions of peofMe & Xue, 2016). The
security Modelling Framework used Ruchs et al., 2010) presents formal de nitions of
security requirements based on the European Union's Measuring Instruments Directive
2004/22/EC (MID).

(Preston, Duck, Finnegan & Munoz, 2019) suggests the bene ts of integrating cyber-
security requirements from the security standards into the design of power management
systems. It also suggests the collaboration between vendors and users to link the user's
requirements with security standards early on in the project to support the cybersecurity
security strategy in power management systems.

(Fernandez, Kantarcioglu & Thuraisingham, 2016) provide a formal secure logic-
based framework to collect and manage a large amount of data streaming from IoT
devices. The framework is a category-based layered meta-model. The rst layer is
governing data collection, and the second and third layers are mainly for storing and
sharing data. Rewriting logic is used for policy speci cation and analykisundinya,
Sharvani & Rao, 2016) also provides a framework for calibrated security measures for
loT-based ICS with the focus on smart grids.

A Conceptual framework for SRE is presentedfabian et al., 2010). This frame-
work classi es SRE methods mainly in four segments, i.e. stakeholder views, system re-
guirements, speci cation & domain knowledge and threat analysis. It then compares the
proposed framework with other SRE approaches by mapping the varied terminologies
of other SRE methods to their framework's segments. Compared methodologies include

Multilateral security requirements analysis, SRE methodology, UML-based approaches
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such as secureUML and UMLsec, Goal-oriented approaches, problem frame-based
approaches, risk analysis-based methods and CC-based approaches. Further details of
comparison can be examined in the referred study.

ICS can also be categorised as Cyber-Physical Systems (CPS), as they contain
software components running on computational nodes (PLCs) controlling physical
processes. A systematic mapping study(ByH. Nguyen, Ali & Yue, 2017) on Model-
Based Security Engineering for CPS (MBSE4CPS) shows that of all CPS-related
studies published in the last 15 years, most are academic case studies, resulting in a
signi cant gap between industry and academia. There is little emphasis on explicitly
addressing security concerns like con dentiality, integrity, and availability. They argue
that it could be because of missing the issue of integration between security and CPS.
Being a new eld, the main focus of MBSE4CPS research is upon requirements and
domain analysis. As CPS are highly distributed and heterogeneous, the introduction
of security requirements may introduce some uncertainties into the system behaviour.
(P. H. Nguyen et al., 2017) argue that they have found little evidence for analysing and
managing such uncertainty in CPS. Therefore, the research community should spend
more effort in resolving such issues. They also debate that the research is focused more
on security analysis based on threats, attacks or vulnerabilities. Overall, they report a

severe lack of security engineering solutions for the development of CPS.

2.3.2 ICS Security Standards

The notion of security is contextual to a system's operating environment and its stake-
holders. Security requirements vary with each system type, and there is no single
de nition of absolute security. Large requirements sets are often dif cult to manage and

prioritise in industrial systems, leading to missing requirements. Security standards put

forward sets of best practices that should be followed to achieve the maximum possible
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security. The advantages of following a standard ensure that the system implements a
rigorous, well researched and published set of security requirements. Security standards
provide the basis for system-wide assurance, risk assessment and mitigation through
policies and frameworks. For instan¢ani, Watson, Green, Craggs & Nurse, 2020)
recommends the use of security standards to evaluate the reliability of an ICS security
testbed.

(Srinivas, Das & Kumar, 2019) expresses the importance of cybersecurity standards
in improving the ef ciency of key processes and facilitate systems integration and
interoperability. However in case of ICERogowski, 2018) suggests that the main
focus of the ICS research is the application of safety standards and that the security has
been neglected.

A state-of-the-art evaluation of the security standard landscape in industrial 10T
is presented ifDhirani, Armstrong & Newe, 2021). It reviews the convergence of
security standards across IT and ICS domains and states the current cybersecurity
challenges in industrial 10T cybersecurity. The authors nd that improper understating
and implementing commercial security standards that are not suited to ICS lead to
vulnerabilities in communication security. It is because hybrid standards do not specify
environment-speci ¢ guidelines that can lead to incompatible security implementation.
Therefore, ICS must use related standards providing security speci cations suited to
current innovations in the domain.

A 2016 ICS vulnerability report byAndreeva et al., 2016) shows a grim picture
regarding ICS security. Their principal ndings show that the number of exploitable
vulnerabilities in ICS components are growing with time. Most of the vulnerabilities
(49%) found are of a high-risk level, and 5% of the vulnerabilities found in 2015 were
yet to be patched at the time of publishing this report. ICS components available
through the internet use insecure protocols such as Http, Telnet, SNMP, etc. Citing

(Andreeva et al., 2016)Wagner, 2016) raises concerns about the state of hardware
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security and the need for appropriate measures to be taken by vendors. The author
highlights the role of cryptography in securing hardware devices, but the ever-changing
landscape of ubiquitous computing demands a more comprehensive approach. It
includes robust architectures and frameworks with security requirements integrated
“by-design”. The author proposes fundamental guidelines for businesses to protect
their hardware modules. One of the signi cant recommendations is to have a system
of security certi cation that must ensure compliance with minimum security and legal
requirements before deploying the hardware or software components.

In addition, a comprehensive survey on cybersecurity management in ICS has
been undertake(Knowles et al., 2015). It provides an extensive list of information
security standards and guidelines. It also outlines security standards, guidelines and
best practices that are speci c to ICS. In this study, standards are categorised regarding
cross-industry publications, e.g. oil and gas, chemical and energy. Further analysis
of control system publications is carried out by an exhaustive criterion that includes:
risk management, asset identi cation and classi cation, threat assessment, vulnerability
assessment, risk level evaluation, the recommendation of countermeasures, change
management, etc.

Reliance on security standards should become obligatory in the opinion of the
experts. For exampléLitherland, Orr & Piggin, 2016) raises the alarm related to
security in nuclear plants. The authors argue that even though the international atomic
energy agency establishes the importance of nuclear safety and nuclear security, there is
no agreed standard set of policies and procedures amongst the licensees. There is also
a misconception that safety will automatically result in adequate security. Therefore,
there is a need to invest in resources to enhance assessment, management and assurance
of security requirements. To implement adequate security measures by the nuclear
licensees, the authors offer guidelines and a set of good practices in light of international

standards such as NIST SP 800-82, IEC-62859, IEC-62645.
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ISO/IEC-15408, also known as Common Criteria (CC), is a worldwide recognised
framework for evaluating information technology security products. Although it does
not guarantee absolute security, it assures that the system is evaluated rigorously. The
importance of CC certi cation gets even more highlighted due to speci ¢ legal bindings,
i.e. National Information Assurance Acquisition Policy, NSTISSP No. 11 (USA)
requires only certi ed CC security products to deploy in US governmental infrastructure.
It also affects modules within ICS.

Process Control Security Requirements Forum (PCSRF): a group of professionals
formed in 2001 whose main objective was to specify security requirements for the
process control system. They produced a system of various Protection Pro les (PP)
for ICS. A system protection pro I€Control, Process and Requirements, Security
and Bond, Digital, 2006) produced for CC mentions the security requirements for
eld devices such as PLCs and RTUs for Supervisory Control and Data Acquisition
(SCADA) systems in medium robustness environments. This PP requires that if Target
Of Evaluation (TOE) (Field devices) implements cryptographic functionality, it must
comply with FIPS 140-2 requirements.

In (Parvez, Ali, Ahmed & Farhan, 2015), authors present a framework for imple-
mentation of the AGA-12 standard for SCADA systems in the oil and gas industry.
Their implementation ow is composed of risk assessment, description of security goals,
compliance of hardware, compliance of software, cryptographic algorithm compliance,
implementation and post-implementation audits. They have also compared AGA-12
with other security standards against technical speci cations and coverage areas.

(Beckers, FalRbender, Heisel & Schmidt, 2012) maps the CF above to ISO-27001
standard Calder, 2013). They show the relation of CF terms with ISO-27001 terms
and relate some sections of ISO-27001 with SRE methods. The authors present similar
work to ours but within different scope. It provides the extension of SRE methods to be

compliant with 1ISO-27001, a security standard for Information security management
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systems. The research also presents a practical application of their work that integrates
the SRE methods to the 1ISO-27001 implementation process. Carrying forward the
research mentioned above(Beckers, 2015), the author has contributed to relations
from the previous study. In addition, this study discusses the ISO-27001 documentation
requirement for compliance and how SRE methods can con rm the production of such
documents. Both pieces of research are speci c to the ISO-27001 security standard.
Therefore, there is a need to explore frameworks that can integrate SRE methods with
ICS security standards.

Security certi cations based on standards are the way to move forward to develop
inherently secure modules. Security standards have been used in the industry for a long
time. Industrial control systems and especially automation systems, are at an early stage
of evolution. Hence standards are also in a re-alignment process for the needs of ICS.
Several standards are now targeting ICS and related control system architectures. Table

2.3 shows the list of some of the relevant established security standards for ICS.

Table 2.3: Security standards relevant to ICS

Security Standard Title

NIST SP 800-82 Guide to ICS Security (Stouffer et al., 2011).

IEC-62351 Information Security for Power System Control Op-
erations (Schlegel et al., 2017).

IEEE 6189 (AGA-12) AGA - Cryptographic Protection of SCADA Com-
munications

FIPS 140-2 Security Requirements for Cryptographic Modules
(NIST, 2016).

IEC-19790 Security techniques — Security requirements for cryp-
tographic modules (Kusumah & Andriawan, 2019).

IEC-62443 Industrial Network and System Secur{§2443-1-1,
2009).

ISO/IEC-15408 Common Criteria for Information Technology Se-
curity Evaluation(Mellado, Fernandez-Medina &
Piattini, 2007).
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2.3.2.1 Current Works in Security Standard Compliance

The abstract and extensive nature of requirements in security standards challenges
identifying and extracting speci ¢ requirements for a particular system. In a standard
certi cation process, multiple stakeholders are involved in checking the compliance
of security requirements for a product. The stakeholders include vendors and testers
who work together to validate and verify a product's compliance with a particular
security standard. These stakeholders follow independent processes regarding validation
and veri cation where coordination and understanding of each other's views can be
challenging. The researcher discusses some of the current works regarding security
standard compliance.

A novel approach of integrating IEC 62443-4-1 security standard into ICS Continu-
ous Integration/Continuous Delivery (CI/CD) pipelines is presenté@anstante et
al., 2021). The approach also describes how to integrate the security requirements with
the security tools in an automated way. Each stage of the security standard compliant
pipeline, such aplan, code, build, test, release, depisycompatible with IEC 62443-

4-1 practices such aecurity requirements, secure design, secure implementation and
security veri cation and validation testing (also including third-party veri catioffhe
approach is promising regarding building standard-compliant ICS products; however,
it is limited to mapping CI/CD activities to security standards. It is an umbrella ap-
proach that does not discuss an individual activity's details, e.g. integration of security
requirements with the secure design.

A state-of-the-art framework for Monitoring And Standard Compliance Veri cation
(MSCV) is presented iBicaku et al., 2021). The framework acts as a measurement
tool for automated and continuous security compliance for the System of Systems. The
framework is divided into three distinct phases. The rst phase is the identi cation

of requirements, relevant security standards and measurable metrics. The second
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phase involves the monitoring of the measurable metrics identi ed in phase one. The
third phase is the delivery of results containing standard compliance classi cation and
visualisation of results. The framework proposes integrating the Eclipse Arrowhead
framework to verify the real-time compliance of a device at the time of its connectivity to
the cloud. The degree of compliance of a device based on seven foundation requirements
of ICS speci ¢ IEC 62443 standard is shown in the results. The overall framework is
promising for ensuring standard compliance; however, it is limited to the onboarding
stage, i.e. a device can be accepted or rejected from the cloud-based on its compliance.
It does not provide a process to develop standard complying ICS devices or applications
from scratch.

A formal framework of compliance veri cation for cloud-connected SCADA is
presented ifKulik, Tran-Jgrgensen & Boudjadar, 2019). The study uses IEC 62443-3-3
ICS security standard as a target compliance standard. The system behaviour along
with the security requirements of IEC 62443-3-3 are modelled using LTS. The formal
veri cation of the requirements regarding the standard is enabled using the TLA+
language. The framework can verify the qualitative properties such as security and
liveness requirements of the system; however, it does not provide the ability to verify
the functional requirements. Moreover, it is also limited to the deployment stage to
verify a device as a black box. It lacks the functional requirement veri cation that is
necessary for security certi ed devices.

An IEC 62443 compliant threat analysis model is discuss€Backel et al., 2019).

The authors present a relationship between threats and standard's requirements based
on security levels. The study proposed a tool-based threat analysis approach integrated
into the application development process. This approach is a multi-stage process
that involves system architecture speci cation, threat analysis and countermeasure
requirements. The study proposes to specify countermeasure requirements as a general

security requirement to integrate threat analysis into development; however, it lacks
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further details and implications. For instance, the method to link a countermeasure
requirement to its mitigation implementation for traceability purposes, is not explained.

In (Ehrlich et al., 2020), &ec4ICSool to model security properties and architecture
using IEC 624443 standard structure is presented. The tool analyses the model produced
by TOSCA modelling language to obtain the application network topology and the
security level of the components, and the required security level regarding IEC 62443
foundation requirements. It can report whether the component is compliant with the
required security level from the standard. The study proposes inducing security into
design and implementation; however, it is not clear how it can be achieved using their
approach, which is restricted to evaluation based on IEC 62443 security levels.

Challenges to the automated mapping of security requirements in ICS are discussed
in (Ehrlich et al., 2018). The paper points to the lack of security standard conformance
for the legacy devices for communications. It is because legacy devices were not
designed to match the increasing demands of communication in the current industrial
landscape. Security modelling metrics are required in industrial automation to describe
the application requirements and capabilities.

(Baldini et al., 2016) highlights the current challenges in security certi cation of
0T products. The authors have mainly discussed Common Criteria and its issues when
certifying products. Issues such as certi cation time and costs, re-certi cation for a
new version of the product, incompatibility of user requirements with certi cation
requirements and requirements traceability etc., have been highlighted. This paper
introduces new security certi cation methods speci cally designed for 10T products.
This process is based on formal model-based testing. It introduces a new concept of
labelling, which identi es the level of security assurance of the product.

A comprehensive survey of cybersecurity certi cation for 10T is presented in
(Matheu et al., 2020). It proposes a certi cation framework to alleviate the chal-

lenges such as standardisation, harmonisation with semantic speci cation and, the need
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for the support for certi cate life-cycle for an IoT system. However, the framework

focuses mainly on risk assessment and security testing.

2.3.3 ICS Secure Design and Implementation

A secure-by-design methodology—ARMET for behaviour-based ICS is proposed in
(M. T. Khan et al., 2017). The methodology uses a deductive synthesis of the executable
speci cation to apply security properties in ICS applications. The authors also propose
monitoring and veri cation techniques of executable speci cations. Although the
methodology helps secure-by-design ICS application development and its veri cation,
it focuses on non-function properties of the system, such as security and safety. Lack
of emphasis on function requirements leads to a black-box system with the obscure
implementation of security.

A state-of-the-art literature review on the current IEC 61499 ICS application devel-
opment standard is carried out(ioyu & Brennan, 2020). The authors outline three
major issues. These includ¢ Industrial concerns}) Technical issues, ar®) Societal
aspects. A signi cant issue is the redesign of IEC 61131 legacy ICS applications with
modern IEC 61499 standard. The study argues that the research is still required to
enforce new design paradigms to ICS architecture modelling.

IEC 61499 can be used to alleviate the problem of distribution within ICS com-
ponents by automated security requirements mapping technigbdgh et al., 2018).
Distributed systems, especially Cyber-Physical Systems (CPS), IoT and ICS, are com-
posed of heterogeneous components distributed across the system. These components
constantly need to be in communication for I/O operations through commonly agreed
interfaces. For example, the IEC 61499 Stand&fiyhtkin & of America, 2007) for
developing distributed industrial automation systems provides function blocks as re-

usable software blocks that can be distributed across multiple PLCs within the same
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application.(Hirsch, Missal & Hanisch, 2008) ar{@licholas, Bhatti & Roop, 2012)
have used IEC 61499 for modelling and speci cation of ICS. In a distributed IEC
61499 application, function blocks communicating over a communication network
(usually TCP/IP stack) regularly need to send I/O parameters. An attacker can disrupt
services by taking advantage of communication layer vulnerabilities. Moreover, PLC is
a low-level device often devoid of inherent security mechanigiemay & de Sousa,
2016) proposes a solution by adding a Message Authentication Code (MAC) layer
for assurance of message integrity between IEC 61499 compatible devices but other
important aspects of security such as con dentiality and authentication are still desired.
Furthermore, there is still a need for formal security frameworks for IEC 61499 based
applications providing a full range of cryptographic services.

ICS, when seen in such a larger picture, is CPS using aspects of the 10T paradigm
(Fernandez et al., 2016). Therefore, it can be assumed that solutions produced for the
IoT issues can be more relevant to ICS and be adapted after minor adjustments. An
interesting pattern has been observed related to the concentration of novel frameworks
for 10T systems. It is estimated that nodes (or the interconnected “things”) in the
loT will reach the one trillion mark in the next decade, given that IPv6 is now fully
available(Gubbi et al., 2013; D. Singh et al., 2014). It also serves as evidence that
there is a need for established frameworks or standards to solve diverse problems in
this domain. For exampl€D. Singh et al., 2014) discusses the need to develop a new
framework for optimising bandwidth when the number of sensor nodes increases in a
network. The other challenges that need to be addressed are privacy and security for the
communication between sensor nodes in such networks. Moré@udypi et al., 2013)
deliberates on the same lines and discuss the viability of several new frameworks that
will help more established technologies to be integrated with the IoT.

A study regarding industrial Io{Eiza et al., 2015) propose an architectural platform

for a novel Rail Internet of Things (RIoT) with security management as a signi cant area
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of concern. The RIOT system consists of trains, tracks, stations, passengers and a control
centre for the management. Communication security between components or "smart
things” is highly desirable due to their limited computing capabilities. The potential
attacks and vulnerabilities on RIoT devices such as side-channel attacks, privacy abuse,
DOS (Denial of Service), denial of sleep, wireless signal jamming and the presence of
malicious devices in the network are discussed along with their mitigation solutions.
However, this methodology also focuses on non-functional security properties for RloT
such as run-time vulnerabilities and latency in resource-constrained devices.

(Deng, Ren, Yuan, Chen & Hua, 2015) presents an integrated framework of FM for
interaction behaviours of loT-based industrial equipment. It consists of two layers, spe-
ci cation and veri cation. -Calculus is used for speci cation rules while veri cation
is performed through the NuSMV model checkg€he & Maag, 2014) refers to a novel
testing framework for Extensible Messaging and Presence Protocol communication
protocol extensively used in 10T devices for data exchange. Another theoretical frame-
work for formal requirements modelling in pervasive computing systems is presented in

(Ishikawa, Suleiman, Yamamoto & Honiden, 2009).

2.4 Conclusion

After an extensive SMS and the subsequent literature survey in this chapter, a lack of
formal frameworks for security requirements, especially those from security standards
speci c to ICS, can be seen. The summary of limitations and challenges are listed

before:

1. The SMS indicates that there is little research work done on the SRE of ICS. For
instance, only ten studies in the last four years provide such solutions, whereas
only two (Lahbib, Wakrime, Laouiti, Toumi & Martin, 2020; Hailesellasie &

Hasan, 2018) are mainly related to ICS.
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2. SRE approaches for ICS are mainly concerned with veri cation and validation,
risk analysis and a general lack of traceability approaches can be seen. Few
of such patterns can be seen(Kavallieratos et al., 2020; Varela-Vaca et al.,
2020; Hansch, Schneider & Brost, 2019; Kivela et al., 2018; Zhou et al., 2020).
Chapter 6 of this thesis solves this problem by proposing a security requirements

repository connected to design-time tools to provide end-to-traceablity.

3. Similarly, current secure-by-design approaches for ICS are not entirely aligned
with SRE and security standards. In addition, there is a general lack of focus on
functional requirements and their integration with the design. Recent literature
also suggests that modern IEC 61499 ICS development methods still require new
design model$Lyu & Brennan, 2020). Secure links proposed in Chapter 5 aim to
bridge this gap by providing a secure-by-design model for IEC 61499 distributed
ICS applications.

4. The literature survey on the state of security standard implementation in ICS
provides some promising approaches to help in security standard compliance
in ICS. However, it can be observed that the majority of approaches focus on
the veri cation of security requirements in the end produ@atheu et al.,
2020; Ehrlich et al., 2020; Bicaku et al., 2021). None of the studies provides a
comprehensive solution to verify the standard compliance during the development
stages required in the security certi cation process. The only recent research that
discusses the integration of security standards with ICS product development
life-cycle stages i¢Constante et al., 2021). However, it also lacks the internal
details of security requirements, design and implementation stage. The lack of
work on these aspects can also be attributed to the fact that the security standards
for ICS are very recent, and their integration into the ICS development process

is in very early stages. Such a gap can be lled by the integration of security
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requirements repository, secure links, and TORUS as discussed in Chapter 7,

Section 7.2.



Chapter 3

Security Goals: Con dentiality in ICS

Applications

3.1 Prelude

The following chapter is published as a conference pap20i8 IEEE 16th Interna-
tional Conference on Industrial Informatics (INDIN)under the title ofOn Design-
time Security in IEC 61499 Systems: Conceptualisation, Implementation, and Feas-
ibility .

The chapter introduces security links in IEC 61499 applications and a Con dentiality
based Security Layer (CL4FB) for IEC 61499 applications and its implementation to
support secure links. The work results from the rst iteration of DSR methodology
in which the researcher explored the methods to achieve security goals in the IEC
61499 ICS application. The rst iteration regarding security goals is to investigate the

feasibility of providing the design-time concept of con dentiality in ICS applications.

99
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3.2 Abstract

Cyber-attacks on Industrial Automation and Control Systems (IACS) are rising in
numbers and sophistication. Embedded controller devices such as Programmable Logic
Controllers (PLCs), which are central to controlling physical processes, must be secured
against attacks on con dentiality, integrity and availability. The focus of this paper

is to add design-level support for security in IACS applications, especially around
inter-PLC communications. The author proposes an end-to-end solution to develop
IACS applications with inherent, and parametric support for security. Built using
the IEC 61499 Function Blocks standard, this solution allows us to annotate certain
communications as ‘secure' during design time. When the application is compiled,
these annotations are transformed into a security layer that implements encrypted
communication between PLCs. This paper implements a part of this security layer
focused on con dentiality, called Con dentiality Layer for Function Blocks (CL4FB),
which provides a range of encryption/decryption and secure key exchange functionalities.
We study the impact of using CL4AFB in IACS applications with real-time constraints.
Through a case study focusing on protection functions in smart-grids, we show that
varying levels of con dentiality can be achieved while also meeting hard real-time

deadlines.

3.3 Introduction

Industrial Automation and Control Systems (IACS) have signi cantly changed the
way we operate manufacturing plants, transportation systems, facility management and
monitoring system§GICSP, Assante & Conway, 2014). Subsequently, the advent of
the Internet of Things (IoT) has brought automation out of the industrial processes to

the daily human lives. Reliance on such technologies has the potential for signi cant
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improvement of human lives but with a strong caveat that their failure can sabotage and
reset our technological journey. Of the many requirements relating to system quality,
security is of chief importance in IACS. Legacy IACS were often con ned within
factory walls which is no longer the case. Now, they actively communicate with the
outside world, leaving them more vulnerable to the security threats than ever before.

Although the top layers of most IACS are secured using network security mechan-
isms, devices at lower levels such as Programmable Logic Controllers (PLC), Remote
Terminal Units (RTU), sensors and actuators are often left susceptible to attacks. Such
small embedded devices control and process inputs/outputs from sensors and actuators.
As they tend to have constrained resources and are designed to provide simple and reli-
able operations, cryptographic requirements for security purposes, like encryption and
authentication mechanisms, are often overlooked which makes them highly vulnerable
to attackgDunlap et al., 2016). Stuxn@étangner, 2011), which speci cally attacked
PLCs in nuclear infrastructures, is a major example showing the extent of the damage
possible if such devices are improperly secured. A vulnerability report on industrial
control system¢Andreeva et al., 2016) shows that more than 90% of hosts connected
to IACS have vulnerabilities ready to be exploited. The author advocates the use of
security standards and the need for security certi cation when it comes to providing
cryptographic services in IACS.

The IEC 61499 Vyatkin, 2009) is a standard for designing and developing IACS
applications. It is an event-driven architecture that uses Function Blocks (FB) connected
to each other to form a chain of events. An FB provides an interface consisting of /0
events and data ports. There is a steady ow of industry practitioners adopting IEC
61499 to develop distributed applications. Research on security considerations in IEC
61499 based distributed applications is in the very early stage. There is also a scarcity
of solutions that deal with full-scale security implementation regarding con dentiality,

integrity and authentication in IEC 61499 distributed applications. The solitary solution
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that we were able to nd is the proposed authentication Igi#Emay & de Sousa,
2016) which is more conceptual and is yet to be evaluated. The solution discusses the
importance of secure key exchange but falls short of providing the enabling implement-
ation. The contemporary research contains no solution providing con dentiality and
integrity services to IEC 61499 based applications, therefore exposing communication
between control devices make them susceptible to attackers. Also, existing solutions to
secure communication like OPC Uni ed Architecture or Secure Socket Layer demand
more processing power in small embedded devices which is not always available.

In this research, we propose a method where IEC 61499 distributed FB data links
can be annotated with security requirements at the design-time. Then, pre-con gured
security mechanisms, forming a security layer, are added automatically at compile
time to ensure secure communications between distributed slices of the application.
In this paper, we also discuss the implementation of a security layer focused only on
con dentiality. In the proposed layer, call€tbn dentiality Layer for Function Blocks
(CL4FB), we implement encrypted data communications using Advanced Encryption
Standard (AESJHeron, 2009). We also implement the Dif e-Hellman Key Exchange
(KE) algorithm for setting up and renewing secure communication sessions. These
features are encoded using IEC 61499 compatible composite and service-interface
function blocks. Furthermore, a study has been conducted to explore the feasibility of
the proposed CL4FB, and its impact on system functions with strict timing constraints.
Through a case study of protection functions in smart-grids, the study nds that while
the CL4FB does introduce latency, most real-time constraints can be met while also

ensuring some level of con dentiality. The key contributions of this paper are:

1. Secure linksa design-time mechanism that allows designers to annotate secure

communications.

2. A con dentiality based security layglCL4FB) and its implementation to support
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secure links.

3. A feasibility studyshowing how the security-performance trade-off can be man-

aged at design-time.

The rest of this paper is organised as follows: Section 3.4 presents background
and a review of related literature. Section 3.5 discusses the notion of secure data
links for an IEC 61499 application and subsequently proposes the CL4FB model and
implementation. Section 3.6 implements our solution on an IACS application for
protecting smart-grid power distribution networks. Section 3.7 presents the feasibility
regarding latency that is incurred by adding CL4FB to the case study. Finally, Section

3.8 provides the conclusions and future directions.

3.4 Background and Literature Review

3.4.1 Industrial Automation and Control Systems

IACS are highly distributed and heterogeneous systems. They are an integral part of
safety-critical cyber infrastructures around the wd#ahorr, 2013). These systems
contain technologically diverse sensors, actuators, controllers, communication channels
and monitoring systems which leads to high complexity of design and development.
Controller devices play the role of an arbiter between other components by collecting
data from sensors, processing it and subsequently driving the actuators. They also
interface with Supervisory Control And Data Acquisition (SCADA) Systems for monit-
oring purposegControl, Process and Requirements, Security and Bond, Digital, 2006).
Controller devices include PLCs and RTUs that are embedded devices often with limited
processing powefControl, Process and Requirements, Security and Bond, Digital,

2006).
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3.4.2 IEC 61499

Development of IACS is a dif cult task because of complexity and enormity of the scale.
IEC 61499(Vyatkin & of America, 2007) standard provides mechanisms to develop
applications for industrial distributed systems. It speci es distribution and management
models for compliant applications. It is an event driven architecture that uses Function
Blocks (FB) connected to each other to form a chain of events. An FB provides an
interface consisting of 1/0 events and data ports. It relies on Execution Control Chart
(ECC) to implement internal logic through associated algorithms. One major advantage
of IEC 61499 is the possibility of distributing the functionality of a software module
across multiple controller devices. Moreover, its helps in development of distributed
application by inducing quality attributes like re-usability and recon gurability while
proving an abstraction against the underlying hardware.

The standard speci es different types of FBs. A Basic Function Block (BFB) is a
simple FB. A Composite Function Block (CFB) is a network of FBs but it can not be
distributed across the multiple resources or devices in contrast to Sub-application type
that is also a form of CFB. Service Interface Function Block (SIFB) is like a device
driver that provides services to 61499 applications hiding the under-lying complexities

of hardware. Behaviour of SIFB is de ned through sequence diagrams.

3.4.3 IACS and Security

Increasing emphasis on automating industrial processes means that the security of
such infrastructures is of utmost importance. Several attacks (German nuclear plant,
Dragon y and Stuxnet) on IACS with devastating consequences have been reported in
the last decad@Chapman, Ofner & Pauksztelo, 2016). Researchers and practitioners are
facing a race against time to protect and secure critical infrastructure, as the automation

technology for industrial processes is taking giant strides in its scale and reach.
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The notion of security is contextual to a system'’s operating environment and its
stakeholders. Security requirements vary with each system type, and there is no single
de nition of absolute security. Industrial systems are often dif cult to manage and
prioritise which may lead to missing requirements. Security standards cater sets of best
practices that should be followed to achieve the maximum possible security. Following
a standard ensures that the system implements a rigorous, well researched and published
set of security requirements. They provide the basis for system-wide assurance, risk
assessment and mitigation through policies and frameworks.

A 2016 Industrial Control Systems (ICS) vulnerability report by Kaspersky Labs
(Andreeva et al., 2016) shows a grim picture regarding ICS security. Their main ndings
show that the number of exploitable vulnerabilities in ICS components are growing
with time. Most of the vulnerabilities (49%) found are of a high-risk level, and 5% of
the vulnerabilities found in 2015 were yet to be patched at the time of publishing of
this report. ICS components that are available through the internet are using insecure
protocols such as Http, Telnet, SNMP, etc. Most of these components can be accessed
externally and combining this phenomenon with the use of insecure protocols, has
resulted in 92% of hosts deemed to be insecure and vulnerable. The report also nds
out that a wide range of industries is affected by the lack of security measures taken
against exploitable vulnerabilities.

Citing (Andreeva et al., 2016 Wagner, 2016) raises concerns about the state
of hardware security and the need for appropriate measures to be taken by vendors.
These works highlight the role of cryptography in securing hardware devices, but the
ever-changing landscape of ubiquitous computing demands a more extensive approach.
It includes robust architectures and frameworks with security requirements integrated
“by-design”. Lack of resources (e.g. memory and processing power) in such devices
also means that they have to bank on lightweight security solutions which otherwise,

may lead to attacks such as denial of service where an attacker overwhelms its target.
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Therefore, robust measures should be taken when considering securing such controller
devices. A system Protection Pro le (PP) developed by the Process Control Security
Requirements Forum (PCSR{ontrol, Process and Requirements, Security and Bond,
Digital, 2006) speci es the minimum security requirements for eld devices such as
PLCs and RTUs for SCADA systems in medium robustness environments. The PP also
requires that if the Target Of Evaluation (TOE) (Field device) implements cryptographic
functionality, then it must comply with FIPS 140¢(RIST, 2016) requirements at certain
levels. One of the cryptographic requirement is the provision of encryption services
that are also being advocated in the British Standard for Industrial Communication
Networks — Network and system security (IEC-62443-3-3:2013) (62443-1-1, 2009).
An attempt to secure PLCs at the component level is madalires, Morris &
Yoo, 2017). The paper discusses the implementation of AES256 using the OpenPLC
runtime platform. It implements AES256 on the network layer in OpenPLC so that all
data leaving the PLC is encrypted. For decryption, a separate application that runs on a
SCADA device receives and decrypts packets. It also reports encryption-related latency
induced but is limited to communications between PLC and SCADA devices and lacks
more ne-grained support required for distributed architectures like IEC 61499.
Moreover, security solutions in most IT environments prioritise security goals in
order of Con dentiality, Integrity and Availability (CIA), but in IACS environments,
the system'’s priorities are the other way around. That is, IACS or SCADA systems put
importance on availability because of the real-time nature of the operation; therefore,
such kind of systems should consider these security goals in the order ¢KAfvles

et al., 2015).



Chapter 3. Security Goals: Con dentiality in ICS Applications 107

3.4.4 Security in IEC 61499 based Applications

The IEC 61499 standard provides mechanisms to develop applications for industrial
distributed systems. It speci es a distribution model for deploying an application on
multiple devices and a management model for managing resources within a device
for compliant applications. It is an event-driven architecture that uses interconnected
function blocks (FBs) to form chains of events. FB have interfaces containing I/O
events and data por(¥'yatkin, 2009). It relies on an Execution Control Chart (ECC) to
implement internal logic through associated algorithms. IEC 61499 allows distributing
the functionality of a software module across multiple controller devices. Moreover, it
helps in the development of the distributed application by focussing on re-usability and
recon gurability through design-time abstractions of underlying hardware.

The distribution model of IEC 61499 speci es that a sub-application type containing
multiple FBs can be deployed on one or more devices. The distribution is seamless
as far as the architecture is concerned, but the distributed FBs communicate using a
communication network. The standard speci es interfaces through communication FBs
(that are a type of SIFBs), but the underlying properties of a communication channel
are not in the scope of the standard. Securing such channels is very desirable as IACS
are susceptible to a variety of cyber atta@Rsinlap et al., 2016). In a distributed IEC
61499 application, FBs communicating over a communication network regularly need
to send I/O parameters. An attacker can disrupt the services by taking advantage of
communication layer vulnerabilities.

OPC UA (Mahnke et al., 2009) is a resource-intensive communication protocol
designed for IACS. Thus it is not always practised to deploy it for the security of small
embedded devices. It also provides a security model for communication between the
components of IACS. OPC UA is a resource-intensive protocol that works on a client-

server model. Itis not always possible to deploy such a protocol in a micro-environment
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where controller components of ICS communicate with each other. In the absence of a
secure channel, such devices must rely on end-to-end security mechanisms to be able to
get protected against attackers.

Security of IACS and its related domain such as Cyber-physical Systems (CPS)
or Internet Of Things (IoT) has been the focus of the academia and indg&igner,

2016; T. Lu et al., 2014; Kroto | & Gollmann, 2013). In contrast, research on security
considerations in IEC 61499 based distributed applications is very early. It can be
because IEC 61499 only mandates providing semantics for the design and development
of distributed applications in IACS.

A proposal to achieve integrity and authenticity in the context of IEC 61499 using
the Universal Message Authentication Code lightweight algorithm for message authen-
tication through an Authentication Layer has been describédamay & de Sousa,
2016). It utilises the publisher/subscriber model of IEC 61499 in multi-cast mode, i.e. a
publisher can communicate with multiple subscribers. It assumes that the keys have
already been transmitted securely before the start of the session. It proposes the use
of 4diac FORTHEclipse 4diatM - 4diac IDE and 4diac FORTE runtim2021) IEC
61499 runtime for the implementation purposes. A similar approach to protect message
integrity between PLCs hosting IEC-6113 Ramanathan, 2014) — a predecessor of
IEC 61499 — based applications is presente(Homay, Martins, de Sousa & Kashe ,
2016).

Although message integrity and authenticity are priorities in IACS environment,
lack of con dentiality in distributed controller communication can also disrupt the
services provided by these devices. The con dentiality goal is achieved by encrypting
the data. Encryption ensures that an unauthorised party does not get to read the
private information. In the absence of the encryption, an attacker can eavesdrop on
the data to alter it in ways that can lead to activities such as unauthorised monitoring

and traf c analysis. It is also true in case of IEC 61499 based applications. For
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example, unencrypted data exchange between two FBs deployed on multiple devices
in a sensitive environment can cause a breach of private data leading to the revelation
of critical parameters to the attacker. Although, an attempt to introduce con dentiality
in PLCs has been made (Alves et al., 2017) but it lacks the support for distributed
applications. In this research, we will largely focus on providing cryptographic services
to a distributed IEC 61499 based application that will help in achieving the goal of

con dentiality.

3.5 Secure SIFBs for IEC 61499 Applications

The IEC 61499 standard speci es different types of FBs. All FBs have unique interfaces
consisting of 1/0 events and data ports. The execution of a Basic FB (BFB) relies on
an ECC which is a nite state machine that implements internal control logic using
associated algorithms. Composite Function Blocks (CFB) contain networks of FBs to
achieve more complex functionalities. A Service Interface Function Block (SIFB) is
like a device driver that provides services to IEC 61499 applications, such as network
communication while hiding the underlying complexities.

Figure 3.1 shows how parts of an IEC 61499 application can be deployed over
separate PLCs, each hosted within a supported runtime. The communication SIFBs
may be inserted where needed to ensure event and data ow between these runtimes.
However, data transmitted by such SIFBs over a network is susceptible to attacks unless
the transmission medium is secure. Heavy-weight solutions such as IPSEC are often not
feasible due to the limited processing power of the P{Rislapally, Ravi, Raghunathan,

Lee & Jha, 2007). Also, leaving the selection of the communication medium until
deployment time is not ideal, especially as the con guration of the system over PLCs
can change. Currently, secure communications are treated no differently to any other

communication during design time.
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Figure 3.1: IEC 61499 application FB distribution concept

3.5.1 Secure Links for Distributed IEC 61499 based Applications

We propose a technique that allows designers to identify secure data links within an
IEC 61499 application during the design time. At the compile time, such links are
automatically translated into pre-con gured application logic and supporting SIFBs, to

make the links secure. Formally, a secure khks de ned as:

sl "d _con;secgoal;alg; paramse

whered_con >D_Conns is any link between the data ports of an FB application
(Vyatkin, 2009),sec goal >~ Confidentiality; Integrity; Availability < identi es
the type of security require@|g >Algs™sec goak is an available algorithm for the
type of security required, anghrams is a set of parameters required for con guring

algorithmalg. For instance, a data link requiring con dentiality can be annotated with
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a speci ¢ con dentiality algorithm and related parameters such as key size, encryption
mode etc. Similarly, if integrity is a required goal for a link, it can be annotated by
specifying algorithms such as HMAC and corresponding parameters. Secure data
links essentially translate to annotations on speci ¢ data-links in a FB application.
These annotations, hamedgc goal, alg, andparams are used by the compiler to
automatically include and con gure the required security code from an existing FB
library. This technique provides improved usability and abstraction by preventing the
need to include and con gure security blocks explicitly at design time. Figure 3.2
illustrates an example of secure IEC 61499 FB data l@secure is the keyword

to mark the secure data link. The rst parame@stands for Con dentiality that is

a security goal. The second paramei&Sis the name of the encryption algorithm.
The last parameter may accommodate varying numbers of arguments required for the
algorithm used in the second parameter. The event connectioMktp REQ does

not carry the data but only acts as a trigger. Therefore, encrypting event links is not

applicable especially in this case.

Figure 3.2: A secure FB data link with annotation

For the compiler to generate secure links, a set of enabling FBs and SIFBs must
be available, in the form of a library. In the following sections, we demonstrate an FB
library for proving security, focussed on con dentiality. The library can be extended in
the future to provide other security elements such as integrity, availability, authenticity

etc.
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3.5.2 Con dentiality Layer for Function Blocks (CL4FB)

All secure data links in an application are compiled into a logic that supports secure
communications. The logic, implemented using IEC-61499 FBs, ultimately forms an
independent layer whose chief aim is to secure data communications between distributed
parts of the application. In this paper, we propose a con dentiality-based security layer
built on the IEC 61499 distribution model. The library, called Con dentiality Layer for
Function Blocks (CL4FB), provides the services related to con dentiality. It can be
envisioned as a secure tunnel through which data from one FB is transmitted to another
FB over a non-secure medium.

An alternative way to ensure security is to secure the medium over which PLCs
communicate. It can be complex, especially in the case of con ned but critical industrial
networks. It may include deploying security protocols, e.g., a Transport Layer Security
(TLS) or IP Security (IPsec) if Ethernet-based communication is required, the set up of
which may not be feasible in the PLC network topology. Constraints like power con-
sumption and timing can limit the usage of this alternative approach. By incorporating
security within IEC 61499 distributed applications, we can avoid the overhead of using
a secure medium, and also make the application more self-contained and portable.

CL4FB consists of encryption and decryption logic implemented using FBs. Fig-
ure 3.3 shows the abstract con guration of FBs in a distributed application forming
CL4FB. The choice of implementation is the prerogative of the designer and the security
level they desire.

In this research, we assume that a block cypher is more appropriate in the current
context as the amount of data to be processed is known in most cases. In the case of
stream cyphers, the amount of data to be encrypted is usually unknown. When choosing
a block cypher, the primary criteria to consider is the trade-off between security and

performance. We choose to adopt the well-known and widely accepted AES algorithm
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Figure 3.3: Proposed Security layer in an IEC 61499 distributed application

for secure data communications.

Key expansion is an integral part of block cyphers. It is the foremost step per-
formed to expand a smaller key into a larger key that is used in a subsequent Feistel
network(Nyberg, 1996) that is common to block cyphers. It is a one time-operation
that is performed before an encryption session until the key is replaced. In the pro-
posed CL4FB, the key expansion process can be realised as a separate FB because
incorporating key expansion in each cycle of encryption induces unwanted latency in
the encryption/decryption process. A designer must make sure that the key expansion is
performed before the actual encryption process starts on all controller devices where

the FBs of an IEC 61499 application are distributed.

3.5.3 (SI)FBs for the CLAFB

The most common method to transfer data between distributed FBs is through pub-
lisher/subscriber SIFB8/yatkin, 2009). Two data transmitting FBs need a pair of

publisher-subscriber SIFBs to send data over the network. A publisher is used for
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an FB providing encryption services to send cypher text over the network. Similarly,
decryption FB uses a subscriber SIFB. Publisher/Subscriber pair may be conceived
as an implicit part of the CL4FB providing con dentiality services. A more detailed
view of CL4FB can be seen in Figure 3.4. In the case when a distributed application
needs to send secure data in a bidirectional manner, another set of publisher/subscriber
SIFBs along with encryption/decryption FBs can be used in a ipped con guration.
An alternate way of aiding a simpler design for an IEC 61499 distributed application

is to implement both encryption (publish/send) and decryption (subscribe/receive) al-
gorithms in a single FB. It can be ef ciently realised by adding a predicate variable to

the FB interface and subsequently incorporating relevant logic in the ECC of the FB.

Figure 3.4: An internal view of IEC 61499 distributed application with CL4FB

Figure 3.5 shows the event and data I/O interfaces of the FBs proposed for encryption
services and designed for the 1/0 requirements of the block cyphers. IEC 61131-3
data types are used to de ne I/O data. The service is started whétBQevent is
triggered, and triggering of @NFevent indicates that the services have been completed.
In the encryption FBpt is a 16-byte array which makes a block of plain tekdize

denotes the size of key to be used in a block cypher. The most common lengths are 128,
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192 and 256 bits. It is an important variable because the length of the key determines
the number of rounds to be executed in a Feistel network block cyekgekeyis the
expanded key that is the outcome of the key expansion process. Its size depends upon
ksize Finally, ctis the cypher text which is the output of the encryption process. All
the data 1/0 parameters described here remain the same for decryption FB except that
it takes cypher textat) as an input and decrypts it to produce the plain tpt (The

key expansion FB simply takes key and key size as input parameters and outputs an
expanded key which is then fed into the encryption and decryption FBs. Alternatively,
KeyExpFB can be disposed of by making key expansion an implicit step during the
initialisation of encryption and decryption FBs. It can be achieved by adding an IEC
61499-provided INT event and necessary logic in the ECCs. We believe that separating
the key expansion process from the main encryption/decryption process leads to a
modular approach inducing clarity and exibility that is the hallmark of the IEC 61499

standard.

Figure 3.5: CL4AFB event and data interfaces: (a) FB for encryption services (b) FB for
decryption services (c) FB for Key expansion process (d) Proposed Secure KE SIFB
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3.5.4 Secure Key Exchange

The security of an encryption algorithm depends upon its keys. An attacker can get
hold of the key if the medium used to transfer the key is not secure. There has been a
signi cant amount of research regarding methods of secure Key Exchange (KE) and
distribution(Canetti & Krawczyk, 2001). Participating controller devices must have
the same key for the encryption and decryption process if using symmetric key block
cyphers to secure the communication between distributed FBs. Therefore, we also
propose a supplementary secure KE process implemented in the form of an SIFB that
may be slotted in as a precursor to the actual encryption process.

Cryptographic KE protocols such as Dif e-Hellman KBif e & Hellman, 1976)
require a Random Number Generator (RNG) on each participant device, implemented
as a Pseudo-Random Number Generator or a True Random Number Generator. In either
case, an FB implementing KE protocols requires accessing the entropy pool for RNG.
Moreover, Dif e—Hellman KE also requires the transfer of public parameters over the
network. Therefore, an SIFB is used to implement the KE protocol as it can provide
underlying system services for RNG and network operations.

Figure 3.5 (d) presents proposed SIFB for secure KE in an IEC 61499 distributed
application. The SIFB can act both as an initiator and a responder.

A uni ed SIFB for KE reduces the design complexities induced by the use of
publisher/subscriber pair. Communication through publisher and subscriber SIFBs
is unidirectional which dictates that, for a well-de ned bidirectional communication,
two publisher/subscriber pair are needed. It is an undesirable design decision for an
IEC 61499 distributed application to guarantee a unique publisher/subscriber pair for
each thread of communication in each direction. It can overwhelm the topology of the
FBs with too many communication FBs. Even if input multiplexing/de-multiplexing

is used with the publisher/subscribe respectively, the design becomes unnecessarily
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complicated.

Events in KE SIFB are standalIT , INITO , REQandCNEFE INIT can be used
to initialise KE protocol's context structures and generate random numbers from the
entropy pool. Data inpu®I is used to determine the role of the particular SIFB, i.e.
initiator or responder. InpuD is a standard publisher/subscriber parameter that is used
to assign a unique pair of IP and port numb8TATUSshows the current status of
the service at each phase of KE process. A public value computed by each SIFB is
transferred to the participant peer SIFB using system's underlying network services. The
public value is used to compute the symmetric shared secret key in for Dif e—Hellman
KE. Finally, Keyoutput parameter is the generated symmetric key that can subsequently
be used by encryption/decryption FBs. A comprehensive data ow model involving

(SI)FBs of CL4FB along with secure KE can be seen in Figure 3.6.

Figure 3.6: An all-inclusive model of CL4AFB with key exchange

The proposed security (SI)FBs maintain secure sessions along with security policies
in an IEC 61499 environment. The encryption/decryption FBs and the KE SIFB offers
exible interfaces to implement a variety of block cyphers and KE protocols. Sessions
may be maintained by putting a time constraint on the usage of a particular key after

which, re-keying and secure KE must be performed, and a new key is distributed
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amongst participating devices. Moreover, multiple block cyphers may be implemented
in the proposed encryption/decryption FB encapsulations that opens up the possibility
of dynamic set of options to be used in each session. However, such mechanism is out

of scope for this paper.

3.6 Case Study: Secure Smart-Grid Protection

In this section, we demonstrate the applicability and viability of CL4FB using an IEC
61499 based solution for protection and control functions in electric power distribution
(Zhabelova, Yang, Vyatkin, Etherden & Christoffersson, 2016). Here, IEC 61499 is
used for three protection functions, earth fault, over-current protection and differential
protection. A similar concept of Intelligent Fault Management is also discussed in
(Zhabelova, Patil, Yang & Vyatkin, 2013) where trip signals from protection functions
are sent to circuit breakers using User Datagram Protocol connection.

The over-current protection function safeguards the system against issues like short
circuits or overloaded lines. It trips the circuit breaker when the currents surmount
a threshold value of 100A. It must trip the circuit within 600ms as speci ed in the
referenced research. Similarly, a differential protection function protects the power
transformer from internal malfunction when the difference between two currents in the
transformer exceeds 1A, triggered within 5ms of the fault occurrence. We use these
timing requirements as benchmarks to show the feasibility of CL4FB in this paper.

Electric power distribution requires high security due to its widespread utilisation
and pivotal role in critical infrastructures. The possibility and nature of cyber and
physical attacks on electric power delivery system have been discus&aolincil et
al., 2012).

Figure 3.7 shows IEC 61499 implementation scenario of three protection functions

described earlier, designed to be implemented in designated Intelligent Electronic
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Figure 3.7: An IEC 61499 system for implementing protection functions

Devices (IEDs). The IED sends a trip signal to a circuit breaker when an anomaly
occurs in current or voltage levels. Circuit break is perceived to be a separate IED as
well. All the devices on the left side of the gure communicate to circuit breaker using
the Ethernet. Each left-to-right link is annotated with security parameters assessed to

ful I the timing requirements. That is, AES128 with fewer rounds is appropriate for
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strict timing requirement of 5ms for differential protection function while AES192

or AES256 is well-suited for the slightly relaxed timing requirement of overcurrent
protection. As far as the annotations on the links are concerned, these are envisioned to
be part of an automated security framework for IEC 61499 based IDE and run-times
where annotations may help compilers to generate and con gure FBs according to the
provided security parameters. In this research, we have executed the same process

manually.

Figure 3.8: Implementation of CL4FB for protection functions

Figure 3.8 demonstrates a CL4FB implementation to secure the communication
between protection FBs and the circuit breaker. The dotted outline represents the domain
of the layer. It consists of two CFBs nam€&tlSender andCLRecv responsible for
sending and receiving the encrypted trip signal respectively. FBs deployed in an IED

are shown in corresponding colours. In this case, tRfe8ender FBs—deployed on
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designated IEDs—are required to carry the encrypted trip signal over the network from
respective protection function and deliver it to the circuit break2rin CLSender
andCLRecv input interfaces is the combination of multicast IP host group and the port.
Due to the timing requirements of protection functions described eaCliesSender
andCLSender_1 encrypt the trip signal with a 128 bit key (vieysizenterface), so

they share the same IP:Port combination. Th&kecv CFB receives the trip signal

and decrypts it before sending it to the circuit breaker. Simil&hSender_0 and
CLRecv_0 communicate at different IP:Port combination using a 256-bit key but they
can also use 128 or 196-bit keys due to the slightly relaxed requirements of overcurrent
protection. Theekeyparameter speci es the time interval after which a new key must

be negotiated between communicating IEDs.

Figure 3.9: CLSender CFB internal FB network

Figure 3.9 represents internal FB networkGQifSender CFB. DHinitiator
SIFB andAESKeyExp FB are executed once per session; the length of which is
determined byekeyinput parameter associated with CYCLEFB. Expanded key
from AESKeyEXxp is fed intoAESEncrypt while ConvertToArray is another

FB that converts the boolean value of the trip signal into an input plaintext block of
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Figure 3.10: CLRecv CFB internal FB network

16 bytes required by AES. Resulting cyphertext is sent to the circuit breaker over the
network using a publisher SIFB. Similarly, Figure 3.10 serves an internal FB network
of CLRecv CFB that is deployed in circuit breaker IED. Cyphertext sent over the
network is received by the subscriber SIFB and forwardeE&Decrypt FB for the
decryption. The resulting plaintext block is converted back to a boolean trip value.
Establishment of a secure channel in this case study is only the demonstration of the
capability of the proposed CL4FB. Having said that, using larger aliases for boolean trip
values may enhance the security. The next section tests the feasibility of our approach

by deploying and executing the FBs in an IEC 61499 runtime environment.

3.7 Feasibility Analysis

The trade-off between a system's performance, usability and functionality at the expense
of security has been a topic of interest in the research comm(Elapi & Yu, 2007).

The trade-off between the performance and security is well known, due to their com-

peting needs for the processing power. In this section, we evaluate how the proposed
security library affects the performance, characterised by latency, for the protection

system as discussed in section 3.6.
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Figure 3.11: Experimental setup

To realise the CL4FB (SI)FBs, we have used the 4diac Integrated Development
Environment (IDE) (version 1.8.4) that provides a platform to develop distributed
applications according to IEC 61499 speci cations. It also provides 4diac FORTE
which is an open-source portable Runtime Environment (RTE) for executing IEC 61499
applications. 4diac FORTE (version 1.9.0.M1) was used to deploy and execute FBs
on Raspberry Pi B+ boards to simulate IEDs. Figure 3.11 illustrates the experimental
setup. A Linux machine (CENTOS 7.2) runs the 4diac IDE that is used to design
and deploy IEC 61499 distributed applications. The deployment process consists of
sending FB constructs including the information related to distributed operations, to
4diac FORTE RTE instances each running on a separate Raspberry Pi. The distributed
FBs deployed on the 4diac FORTE RTE communicate with each other via Ethernet. A
Network Time Protocol (NTP) server was established in a LAN environment to ensure
the synchronisation of the systems clocks on each Raspberry Pi. A less than 1 ms NTP
offset was achieved due to little congestion in the LAN implemented only for the NTP

purposes. We deem NTP server and client con gurations to be out of the scope this
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paper. For latency measurement, an SThBeStampRecorder recording UNIX
timestamps in milliseconds was developed. A time stapas obtained by placing
TimeStampRecorder before theAESEncrypt FBin each of th&€€LSender CFB.
Similarly, time stamg, was obtained by puttinimeStampRecorder right after
theAESDecrypt FB in each of th&CLRecv. The time stamp, was sent over the net-
work to the Raspberry Pis havirgl. Recv CFBs using a separate publisher/subscriber
pair. The latencyl() is then calculated by t, t;. Using this setup, we measured
the latency of CL4FB to analyse their usability in IACS systems. AES block cipher is
implemented in encryption/decryption FBs using Electronic Codebook Mode (ECB). In
the proposed SIFB for secure KE, Dif e—Hellman KE method is implemented along
with necessary network communication using multicast mode. A stub application was

created to generate the plain text which is then fed into the encryption FB.

Table 3.1: Latency of FBs for the proposed CL4FB

Latency without encryption process 1-2ms
Con guration AES128| AES192 | AES256
Single controller device 2-3ms 3ms 3-5ms
FBs distributed on multiple IEDs| 5-6ms | 8-9ms | 10ms

Calculating delays is an important factor to consider when design distributed ap-
plications where response time to an event is critfgél Wang & Lu, 2013). Table
3.1 shows the latency induced by the CL4FB. The results are obtained by noting the
minimum-maximum latency values over 100 cycles for each scenario. The rst row of
the table shows the processing time taken by encryption and decryption FBs, i.e. time
taken from when encryption FBREQevent is triggered to the triggering ofGNF
event of decryption FB that outputs the decrypted plain text. Both FBs are deployed on
the same machine in this instance. However, the second set of results present the latency

of the encryption process when FBs are distributed on multiple devices. Resulting
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values are slightly higher due to network communication. The processing time for
key expansion is not included as it is a one-time process that is not required for the
encryption of each block.

The results in Table 3.1 indicate that AES with 128, 192 and 256-bit key may well be
suitable for overcurrent protection function because of its lenient timing requirements.
On the other hand, only AES128 may satisfy the requirement of differential and earth
fault protection functions in the current experimental setup. It can be seen that a
5 ms threshold value is barely achieved even by AES128 that may cause problems
and damage the equipment by not tripping the circuit in the required amount of time.
However, execution platforms more powerful than the deployed Raspberry Pi B+ may
produce better results to satisfy the timing requirements of differential and earth fault
protection functions. Therefore, a designer can consider these results as a clue to
assess the feasibility of introducing CL4FB into IEC 61499 distributed applications.
Subsequently, it will also help in the selection of appropriate cryptographic transform
to minimise the trade-off between security and latency. For example, a light-weight
encryption algorithm can greatly help to reduce the latency when security is a desired
feature. Also, we believe that selecting an IEC 61499 dedicated IED can eliminate the
overhead caused by the general-purpose operating system in a Raspberry Pi. The timing
constraints noted ifX. Lu, Wang & Ma, 2013) regarding smart-grid based Future
Renewable Electric Energy Delivery and Management (FREEDM) systems project, lie
within the range of results.

Similar to the key expansion operation, secure KE is involved whenever the key
needs to be updated, after a speci c interval of time depending on the security policy.
Latency induced by secure KE depends upon external factors such as generation of
random numbers and transferring of public value over the network. It results in a

variable delay for KE which is why latency values involving KE are not included.
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3.8 Conclusions

Securing embedded controller devices such as PLCs or RTUs against attacks by adding
security mechanisms to these resource and memory constrained devices can mean
sacri cing performance. Due to this trade-off, often security-related decisions are
delayed from early design and development phases to the later deployment phase.
This paper proposes an approach to make security related decisions. At the heart
of this approach is a con dentiality-based security layer for function blocks called
CL4FB, implemented using IEC 61499 FBs. This layer acts as a library for secure
communications and supports a variety of security algorithms varying in performance
overheads and levels of security provided. Through a case study of a smart-grid
protection system, we show that even for communications constrained by strict hard
real-time deadlines, some level of security can be incorporated.

Future directions for this research include the implementation of additional con d-
entiality, integrity and availability related mechanisms and algorithms to the library and
their benchmarking. Also, there is a need to incorporate mechanisms for authentication
and integrity, the two equally important pillars of security in industrial automation
systems. Finally, tool-support for automatically instantiating security blocks against
secure FB links required for any IEC 61499 application is another promising research

avenue that we are exploring.



Chapter 4

Security Goals: Availability in ICS

Applications

4.1 Prelude

The following chapter is published as a conference pap20i® IEEE 17th Inter-
national Conference on Industrial Informatics (INDIN)under the title oDesigning
Actively Secure, Highly Available Industrial Automation Applications

The work is conducted in the second iteration of DSR to advance the knowledge
by exploring the feasibility of an IEC 61499-based intrusion detection and prevention
system to achieve the critical security goal of availability. The result of this work helps
to extend the S-Lib security function block library rst presented in Chapter 5 and

further discussed in Section 7.5.

4.2 Abstract

Programmable Logic Controllers (PLCs) execute critical control software that drives

Industrial Automation and Control Systems (IACS). PLCs can become easy targets

127
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for cyber-adversaries as they are resource-constrained and are usually built using
legacy, less-capable security measures. Security attacks can signi cantly affect system
availability, which is an essential requirement for IACS. We propose a method to make
PLC applications more security-aware. Based on the well-known IEC 61499 function
blocks standard for developing IACS software, our method allows designers to annotate
critical parts of an application during design time. On deployment, these parts of the
application are automatically secured using appropriate security mechanisms to detect
and prevent attacks. We present a summary of availability attacks on distributed IACS
applications that can be mitigated by our proposed method. Security mechanisms
are achieved using IEC 61499 Service-Interface Function Blocks (SIFBs) embedding
Intrusion Detection and Prevention System (IDPS), added to the application at compile
time. This method is more amenable to providing active security protection from
attacks on previously unknown (zero-day) vulnerabilities. We test our solution on an
IEC 61499 application executing on Wago PFC200 PLCs. Experiments show that we
can successfully log and prevent attacks at the application level as well as help the

application to gracefully degrade into safe mode, subsequently improving availability.

4.3 Introduction

The fourth industrial revolution commonly knowns as Industry 4.0, critically relies on
networked automation systems with decentralized decision making and connectivity
beyond the con nes of the factory. Such an exposed posture attracts cyber adversaries
that may result in devastating effects if critical industrial processes get disrupted from
their normal behavior. Industrial Automation and Control Systems (IACS) enable the
automation and control of physical processes right from the factory oor to higher level
data analytics at the enterprise level. Communication between SCADA components and

the outside world forms a heterogeneous network comprising of different technologies



Chapter 4. Security Goals: Availability in ICS Applications 129

and protocols. The heterogeneity adds to the complexity of overall system design that
may limit protection against adversaries. Consequently, establishing robust security
solutions becomes a paramount requirement for SCADA systems.

PLCs are critical components of IACS. They control physical processes and provide
oor data to the upper layers for processing. PLCs read data from multiple sensors, pro-
cesses the data through installed software applications, and then either send messages
to other PLCs or drive actuators. A secure IACS needs robust PLC-level protection
from attacks on peripherals and networks. In the past, PLC-level security attacks,
such as StuxngifNourian & Madnick, 2015), have posed signi cant threats to crit-
ical infrastructure. An analysis of PLC protocols such as UMAS, S7Comm, and
Optocomme-Forth on Schneider PLCs revealed several vulnerabilities like user program
comprise and alteration, con guration compromise, authentication/access control vi-
olation, etc(Martin-Liras et al., 2017). In another instance, researchers successfully
carried out the replay, man-in-the-middle and stealth command modi cation attack on
PLC devicegGhaleb, Zhioua & Almulhem, 2018). Successful Denial of Service (DoS)
attacks were carried out on real PLC devices rendering them unrespvibinvez,
Ciylan, Gonen, Sindiren & Karacay Imaz, 2018).

IACS are meant to run for long durations. Itis desirable that the software controlling
physical processes in an IACS remains available with minimum downtime, which makes
systemavailability a principal goal. Availability attacks, such as DoS-type attacks, on
even a single PLC can sabotage the entire IA€I&az et al., 2018). In fact, for IACS,
availability is a more critical security concern than con dentiality and integktyowles
et al., 2015). PLCs are vulnerable to external availability attacks as well as internal
attackgYlmaz et al., 2018; Henrie, 2013). The resource-constrained nature of PLCs
makes it harder to provide absolute protection against sophisticated external and internal
attacks. Sometimes, an Intrusion Detection and Prevention System (IDPS) may be

used to detect and prevent attacks against RIAB&s & Morris, 2018). An IDPS
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continuously monitors traf c over a network and/or the internal le system or memory
footprint of its host. If anomalous or unexpected patterns are detected, it may take
preventative actions to secure the PLC. IDPS usually acts as a last line of defense for
PLCs in a network. However, even the most sophisticated IDPS may also fail to detect
an attack, especiallyero-dayvulnerabilities that are attacked for the rst tinfglmaz

et al., 2018).

In this paper, we investigate the case for providing security protection at the applica-
tion level of a PLC, such that attacks that circumvent an IDPS can be intercepted by
the software application running on the PLC. Application-level security needs to be
light-weight as PLCs are highly resource constrained. However, this additional layer
of security can provide active security protection against zero-day attacks, helping to
improve overall system availability. We rst study the most commonly-encountered
availability attacks on PLCs. For the mitigation, we use the IEC 61499 Service Interface
Function Blocks (SIFB) that implements IDPS-like functionality within applications.
IEC 61499 provides a highly modular application structure where large applications
can be constructed through the reuse of much smaller and pre-veri ed function blocks
from a library. We implement and evaluate a proof-of-concept distributed IEC 61499
function blocks application running over Wago PFC200 PLCs. The security functions
are provided through SIFB executing Snort, a well-known IB8ort - Network
Intrusion Detection and Prevention Systend.). It emulates availability related attacks
on the proof-of-concept application through multiple tools. Subsequently, performance
analysis of Snort in terms of packet dropped over a time interval, running in IEC 61499
environment, is provided. The results show that the Snort drops more packets with the
increasing intensity of attacks losing critical data for analysis purposes. At a certain
intensity, the PLC device also breaks down, resulting in total denial of service.

The primary contributions of this paper are:
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1. A summary of commonly-encountered availability attacks on PLC applications

in IEC 61499 environment, presented in Section 4.4.

2. The design of an IDPS-based SIFB for preventing availability attacks, described

in Section 4.5.

3. A sample implementation of a secure, distributed IEC61499 application and its

evaluation, presented in Section 4.6.

4.4 Availability Attacks on IEC 61499 Applications

This section presents the scenarios for IEC 61499 distributed applications in which
availability attacks might disrupt the operations of the system. We list the most common
and easily replicable availability attack vectors, mapped to IEC 61499 IACS applications.
A hypothesis is formed for each attack scenario that is tested in the subsequent section.
To map availability attacks on a real example, consider a scenario where two
cylinders controlled by two cooperating PLCs as seen in Figure 4.1. In Figure 4.1 (a),
both cylinders are initially at retracted state whildinder 2 is waiting for the box
to arrive at its plate. As soon as the box arrivesydinder 2 , the controlling PLC
detects it through a sensor and commands the cylinder to start extending. When the box
reaches at the top, as seen in Figure 4.1 (b), the PLC contraliligder 1  signals
it to extended until it pushes the box off the ledgecglinder 2 . At this point, both
cylinders are at the fully extended position. To get back to the original position, the
PLC controllingcylinder 1  issues a signal to the PLC controllioglinder 2
to retract as seen in Figure 4.1 (c).
Figure 4.2 shows the IEC 61499 implementation of case study described in Fig-

ure 4.1. The PLC that controtylinder 1  hostsThrustCtl  andIX Function
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Figure 4.1: lllustration of scenario in which the proposed SIFB has been implemented.

Block (FB)s. SimilarlyLiftCtl and QX FBs reside on the other PLC that actu-
atescylinder 2 . TheThrustCtl  FB extends the cylinder on receiving the sig-
nal from PLC throughX FB. When fully extended, th€hrustCtl  FB sends the
SharedVariable  to LiftCtl on the other PLC while retracting tloglinder

1. On receiving the&SharedVariable  data inputcylinder 2 starts to retract as

well.
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Figure 4.2: IEC 61499 implementation of case study in Figure 4.1

4.4.1 Attack with Malicious or Malformed Data

The application in Figure 4.2 (distributed amongst PLC1 and PLCZ2) transfers the
SharedVariable  using publisher/subscriber model using UDP multicast network.
We assume that there is no con dentiality or integrity support for standard or propriety
communication protocol used between the publisher and subscriber. The situation is
true for legacy PLCs operating in small to medium-sized industrial s¢dqgtsison,
2010). Multicast and unicast modes of communication are de ned in the HOLOBLOC
pro le for IEC 61499 standard. In this mode, any host can become a part of a multicast
group and send messages to the participants of the group. We construct the following
hypothesis for this scenario:

Hypothesis 1 (H1): An adversary can send malicious data to the subscriber or server
block by masquerading itself as publisher/client Communication Service Interface Block
(CSIFB), causing it to misbehave and subsequent disruption of the intended service.

Assumption(s):
1. There is no mechanism in place for con dentiality or integrity checks.
2. An adversary can send data to the participants in the multicast group.

The attack model is valid for unicast mode as well. IEC 61499 client/server CSIFBs

use the TCP mode of communication. Although spoo ng a packet is harder in TCP
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than UDP, an attacker may apply a replay technique to spoof a TCP packet to hijack the
session. In this caseiftCtl FB will act upon the instructions sent in the packet by
the attacker instead of the legitimate client.

TheThrustCtl  FB in PLCL1 is sending periodic data from a sensor to the instance
in PLC2 that is controlling an actuator based on the received information. The data
format can be as simple as presenting integers, in this case, a Boolean variable i.e.,
SharedVariable . An adversary may be able to intrude in the system and may
realize the importance of periodic messaging by observing the behavior of the system.
It can take advantage of non-existent security controls and may send malicious data to
LiftCtl in PLC2 using packet crafting techniques by masquerading as PLC1. The
subscriber or server block will receive out of sync messages to act on actuators that will
cause the system to misbehave or may even cause permanent damage to the machinery.
Figure 4.3 (a) illustrates the discussed scenario where an attacker sends a fake packet to
LiftCtl FB containingSharedVariable , forcing uncoordinated actuation from

both PLCs.

4.4.2 Application Level Flood Attack

Another scenario is the possibility of DoS as well as Distributed DoS (DDoS) attack
where multiple attackers can choke the system to stop or delay the response of ser-
vice. Figure 4.3 (b) depicts a situation where it is possible to suffdgétetl and
ThrustCtl  FBs by sending the ood of malicious traf ¢ from multiple attackers.
DDoS attacks are dif cult to manage if there are no appropriate security controls imple-
mented in the boundary network. In this case, the communication between publisher
and subscriber FBs will be rendered non-functional by the adversaries participating in
the DDoS attack as the legitimate traf c from the publisher will not able to reach the

subscriber.
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Figure 4.3: A subset of attack scenarios of IEC 61499 distributed applications
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Hypothesis 2 (H2): One or multiple adversaries can become a part of the multicast
group and ood the publisher/subscriber interface to make it unavailable or slow to
respond to legitimate traf c.

Assumption(s):
1. An adversary can send data to the participants in the multicast group or TCP port.
2. An adversary has been able to penetrate through the network rewall.

Again, in the case of an application using client/server CSIFBs, an attacker can
ood the port bound by the server CSIFB with invalid requests. TCP attacks such as
SYN ood attack is particularly famous for causing a denial of service for TCP sockets.
In this attack, repeated SYN packets are sent to the victim at a high rate. The victim
will send SYN-ACK packets back to the attacker and wait for the ACK that never
arrives, thus leaving the TCP session in a half-open state. If a large number of half-open
connections reach a tipping point, the victim will start denying legitimate connection
requests. Thus, a server CSIFB with a TCP socket is also vulnerable to such an attack.

The repercussions can be noticed if an attacker manages to ood the TCP/IP ports
bound byLiftCtl andThrustCtl . The application-level ood attack may over-
whelm the FB interfaces with legitimate traf c. Such a scenario may incur no or
out-of-sync communication between PLC1 and PLC2 that can halt the system or even
in ict irreparable damage to the equipment. Such attacks on PLCs are not unheard of,
at least in smart grids whe(&. Liu, Liu & El Saddik, 2013) has shown a model of
power systems with DoS attacks. It shows that communication channels leading to the
load frequency controller of a power system can be jammed, resulting in the loss of

telemetered measurements.
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4.4.3 Device Level Flood Attack

A PLC may become vulnerable to ood attacks at device level such as ICMP or
ping ooding. Such a type of attack inundates the device communicating through
TCP/IP stack with brute force i.e., sending a large number of ICMP packets at a rapid
rate by a single or multiple attackers. Inadvertently, the device starts consuming its
resources to process these packets, consequently denying the resources to legitimate
traf c. Although, the problem can be considered in isolation to IEC 61499 applications
as it affects the whole system. However, denial of services provided by an instance of
distributed IEC 61499 application will eventually affect the other instances running
on other PLCs. The distributed nature of IEC 61499 applications means that the
instances will be partially or entirely dependent on each other. Unavailability of the
services an FB under attack may cause the dependent FB unable to perform a critical
system functionality unless mechanisms are put in place in the design of a distributed
application by foreseeing DoS attacks. Figure 4.3(c) represents a scenario where a
PLC device acting as a server, may be swamped by ICMP ood attack so that it stops
responding to legitimate requests by a client device. Therefore, the security of the IEC
61499 distributed environment against device-level DoS attacks may not be considered
as a stand-alone problem. Corresponding to the case study in Figure 4.1, a device
level ood attack on either PLC1 or PLC2 may overwhelm the PLCs slowing down the
response time or may lead to an unresponsive state.

Hypothesis 3 (H3): One or multiple adversaries can ood the PLC running an
instance of IEC 61499 distributed application to make it unavailable for other dependent
instances.

Assumption(s):

1. An adversary knows the IP address of the PLC device.
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2. An adversary has been able to penetrate through the network rewall.

4.5 An SIFB based IDPS

Application and device level attacks can be prevented by a rewall. A rewall's main
goal is to block illegitimate traf c based on a packet's header information. On the other
hand, an IDPS is also able to analyze the packet's data to raise an alert. IDPS has a
distinct advantage over a rewall because it can detect the abnormal behavior of an
attacker once it gets in. Thus, an IDPS can essentially be considered as the last line of
defense to secure a communication system. Figure 4.4 shows a generic scenario of a

network con gured to have an IDPS.

Figure 4.4: A simple network con guration containing IDPS

In small to medium-sized industrial settings, a dedicated IDPS hardware solution
is not always cost-effective. The absence of intrusion detection controls puts such
environments at high risk. However, IDPS can be deployed in a PLC device, as
demonstrated ifAlves, Das & Morris, 2018). The modular structure of IEC 61499 FBs
allows the provision of deploying an IDPS module as an FB. In this section, we propose
an IEC 61499 distributed application model incorporating intrusion detection and
prevention capabilities. Moreover, we also discuss the interface design and utilization of
SIFB embedding IDPS services. IEC 61499 standard allows distributed instances of an
application to communicate through publisher/subscriber or client/server CSIFBs that
put or acquire the data to or from the network. Figure 4.5 illustrates our proposed model

of an IEC 61499 application comprising of an IDPS. A CSIFB provides an interface
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to the underlying network. It then transfers the data to or from the FBs providing the
application’'s business logic. In the case of Figure 4.5, the CSIFB is con gured to receive
an input from the network and pass it to the back-end logic component. Therefore,
the back-end component is dependent on the CSIFB. The proposed model places an
IDPS in between network interface and logic components so that it acts as a Boolean
switch. That is, if the IDPS component detects an attack, it shuts off the connection
between CISFB and logic components until the attack is on. The designer may decide
to suspend the application instance or completely shut down the process depending on

the requirements.

Figure 4.5: Proposed con guration of IDPS SIFB in IEC 61499 distributed applications

The model can essentially be realized by creating a SIFB that starts the IDPS process
in the background upon receiving thélT event. Thestop event is used to stop the
IDPS process. ThBARAMSilata input is used to provide the necessary con guration
parameters to the process. TREATUSdata output can be used to check the state
of the process. ThiDPS_SIFB is essentially an integral part of a composite FB
(CFB) calledIDPS_CFB. Figure 4.6 shows the internal FB networkIBiPS_CFB.

It includesIDPS_SIFB and anALERTCHECHK-B which continuously checks the
output of IDPS_SIFB to determine the occurrence of an attack by looking for alerts
generated by an IDPS. If the attack is &a,ERTCHECIB will raise a Boolean ag
throughQOvariable that is connected # data output of the CFB. The value can
subsequently be consumed by the encapsulating application to enable the appropriate
action if a PLC device or an application is under attack.

The most important point of reference in the system is the extended position of both
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Figure 4.6: A CFB containing IDPS_SIFB and associated ALERTCHECK FB.

the cylinders. At this stage, tiéhrustCtl  FB causes theylinder 1  to retract,

also switching on th&haredVariable = Boolean variable and sends itltdtCitl
controllingcylinder 2  on the other PLC. On the receivir@haredVariable

the LiftCtl FB signals the PLC to retracylinder 2 . Therefore, the only point

of interaction between two PLCs is the exchangS&loéredVariable . In the case

when Ethernet connects the PLCs, the data travels in TCP or UDP packets depending
on the mode selected i.e., client/server or publisher/subscriber model. In the case study,
the communication between two PLCs controlling the cylinders is vulnerable to the
availability attacks presented in Section 4.4. For example, an attacker can interrupt
the transmission dbharedVariable by rendering one of the PLC unresponsive
through a DoS or DDoS attack. In that case, the congruity of the system shall be affected
that may lead to irrecoverable physical damage to the equipment in focus.

However, the availability of a mechanism that can detect such attacks may enable
designers and developers of an IEC 61499 to pre-empt against such attacks. In the
case of IDPS, the attack can be prevented and blocked so that the system may continue
to perform its routine task. On the other hand, an Intrusion Detection System (IDS)

can report the occurrence of an attack, prompting the system to go into a defensive
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posture e.g., halting the system for a certain amount of time or any discretionary
actions. A possible solution is provided in Figure 4.7 to establish the application of the
aforementionedDPS_CFB. In an event of availability attack on the PLC controlling
cylinder 2 |, thelDPS_CFBis able to report on the attack. If the Boolean variable
Alis true, theLiftCtl FB is not able to receive the shared variable resulting in halting
the process. Such a mechanism is useful if an out of SyracedVariable  input

arrives due to an ongoing attack.

Figure 4.7: Application ofDPS_CFB with LiftCtl FB.

Moreover, the optionaE_ SWITCHFB in Figure 4.7 connects th®PS_CFB

to the application logic. In intrusion prevention mode, it performs an important job
to switch off the application logic during the occurrence of an attack. However, in
the intrusion prevention mode, whédPS_CFB is actively blocking the malicious
traf c, the E_SWITCHFB can be removed to create a direct connection between IDPS
and application logic. It will enable the designer to log the de ned attacks while the
application is performing its regular tasks. It will positively affect the availability in
a way that the application will have minimal downtime and also allows mitigation

measures simultaneously.
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4.5.0.1 Active Security Protection

An important factor in protecting against availability related attacks is to put the system
into a security posture that is active/proactive rather than reactive. Although organiza-
tions are investing more in security infrastructure as IACS are becoming more social,
attackers are also evolving armed with sophisticated attack techniques. The signature
or rule-based IDPSs, although convenient, cannot detect an innovative attack that does
not make part of their ruleset or signatures. A possible proactive approach is to use
anomaly-based IDPS using Machine Learning (ML) techniques to extract useful and
harmful patterns. Thus a model can be obtained for correct system behavior. Alarms
are raised when such an IDPS detects anything that de es the model. However, ML
techniques usually require more processing power that is a limitation for PLC devices
in IACS. Therefore, lightweight ML algorithms may be chosen to get the best of both
worlds in such devices. An advantage of using the ML-based approach, striving to
provide active security protection is its suitability for detecting zero-day attacks to
some extent. The method to use rule-based Snort IDPS with ML algorithms has been
discussed irffShah, Issac & Jacob, 2018). It uses ML-based intelligent plugin along
with Snort to classify good and bad traf c. The ML plugin runs parallel to Snort's
detection engine with the ability to set alarms for newly identi ed attacks. However, a
possible extension to this approach will be to feed newly detected attacks back to Snort
in the form of new rule sets. A proactive security posture can be achieved for IEC 61499

environment by using the proposH#aPS_SIFB using lightweight ML algorithms.

4.6 Implementation and Results

This section partially implements the case study described in Section 4.4. Two separate

Wago 750-8206 PFC200 PLCs control both cylinders. Each PLC has an ARM one core
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Cortex A8 600 MHz microprocessor with 256 MB main memory running real-time
Linux. The Wago PLC supports IEC 61499, which was used to develop the application.
The PLCs communicate over Ethernet connected via a switch. We used the 4diac IDE
and 4diac FORTEEclipse 4diaé" - 4diac IDE and 4diac FORTE runtim@021) to
develop the application logic, and then cross-compiled it to run on real-time Linux in
the Wago PLCs. Sensor input to PLC1 indicates tiyéihder 1 s fully extended.

In response, it sends tf&haredVariable  signal to PLC2. Consequently, PLC2
commandgylinder 2 to retract in the form of an actuator signal. In our set up, we
used a metallic proximity sensor as the sensor input to PLC1. Figure 4.8 shows the

experimental set up used to imitate the partial system behavior.

Figure 4.8: Experimental set up with Wago 750-8206 PFC200.

We have used the Snort IDFSnort - Network Intrusion Detection and Prevention
Systemn.d.) to implementDPS_CFB, the block that implements the IDPS at the
application level. Snort can run in IDS as well as IDPS modes, but we have so far only
implemented the IDS mode IDPS_CFB. We emulate DoS attacks using titging3
tool (hping - Active network security tqat.d.) which sends a large number of ICMP
and TCP packets to PLC1. TiIT event ofIDPS_CFB starts a new Snort process

externally to the 4diac FORTE runtime. Snort rules are con gured in a con guration
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le to detect availability attacks. Such rules enable Snort to detect any unwanted traf ¢
and raise alerts or block traf c in IDPS mode. As Figure 4.9 shavmriCFB sets

variableA when it detects traf ¢ violating the rules.

Figure 4.9: Snort basd®PS_CFB detecting attacks.

To prove hypothesi#il in Section 4.4, thé?ackETH (packETH n.d.) tool
is used to send a spoofed UDP packettyinder 2 containing the value of
SharedVariable . It causes out-of-sync actuation®flinder 2  at PLC2. For
hypothese$i2 andH3, hping3 is used to send a large number of packets to the PLC
host and its ports used by the 4diac FORTE runtime.

It is observed that the number of packets dropped by Snort as the packet frequency
increased. In high-intensity attacks, Snort fails to log the attack correctly. \Whieg3
was con gured with the-fasteroption to send packets each microsecond, the PLC
itself becomes completely unresponsive which halts the operation of the system. It

shows that a suf ciently powerful attacker can succeed even in the presence of an IDPS
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system embedded in the IEC 61499 application. However, the application-level IDPS
can be very useful in logging and/or ltering out illegitimate traf c that escapes other
mitigation strategies during low to medium intensity attacks.

The demonstrated behavior of IDPS shows the viability and applicability of PLC-
based solutions in industrial settings that may improve the overall availability of the
PLC and thus the system under consideration. [iRS_CFB is essentially the last
resistance in the path of an attacker if it can breach upper layers of an IACS. The ideal
choice in such a setup is an underlying lightweight IDPS to serve the balance between
security and other properties of the system that are affected by the PLC such as safety
and ef ciency. However, identifying the appropriate IDPS suitable to PLCs deployed in

different environments is a constraint on the solution provided in the research.

4.7 Conclusions and Future Work

In this paper, we have enumerated the most common attack vectors that may affect the
availability of distributed industrial applications. We propose an IEC 61499 SIFB based
IDPS solution to protect PLCs against such availability attacks. An implementation A
prototype application was built to implement this solution using Snort IDPS. Results
show that under low to medium attacks, the IDPS can successfully log illegitimate
traf c, providing the last line of defense against attackers. This work is a rst step
towards the use of more sophisticated detection and prevention algorithms to provide
active security protection at the application level. Future research directions include
formalizing the solution as a replicable design pattern in IEC 61499, creation of a
SIFB library for different detection and prevention algorithms, and the design of high
availability IACS through system-, PLC-, and application-level mitigation. Moreover,
we also plan to carry out the detailed comparison, evaluation, and benchmarking of

IDPS_CFB using multiple off-the-shelve IDPSs in the future.



Chapter 5

Secure Links: Secure-by-Design

Communications

5.1 Prelude

The following chapter is published as a journal articléBEE Transactions on Indus-
trial Informatics under the title ofSecure Links: Secure-by-Design Communications
in IEC 61499 Industrial Control Applications

This work improves and consolidates the concept of secure links rst initiated in
Chapter 3. Secure links are design-time abstractions proposed as an extension to the
IEC 61499 development standard. A novel concept of secure links' interaction with
the TORUS traceability tool is introduced for providing end-to-end traceability for the

security requirements.

5.2 Abstract

Increasing automation and external connectivity in Industrial Control Systems (ICS)

demand a greater emphasis on software-level communication security. We propose a
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secure-by-design development method for building ICS applications, where require-
ments from security standards like ISA/IEC 62443 are ful lled by design-time abstrac-
tions calledsecure links Proposed as an extension to the IEC 61499 development
standard, secure links incorporate both light-weight and traditional security mechan-
isms into applications with negligible effort. Applications containing secure links can
be automatically compiled into fully IEC 61499-compliant software. Experimental
results show secure links signi cantly reduce design and code complexity and improve

application maintainability and requirements traceability.

5.3 Introduction

Application-level communication security has become a key concern in Industrial
Control Systems (ICS) that control critical systems like smart grids, manufacturing
plants, and nuclear facilities. ICS run highly distributed software applications deployed
on resource-constrained devices. Combined with increasing automation and external
connectivity, these factors make ICS very vulnerable to security attacks. Malicious
disruption of ICS can be extremely expensf@ehibani & Mahmoud, 2017), which
necessitates the usesdcure-by-desigfMouratisis, 2010) approaches for developing
ICS applications. Modern ICS must adhere to security standards such as ISA/IEC
62443(62443-1-1, 2009), Common Criteria, and NIST SP 800-82. ICS in critical
infrastructure are increasingly being constructed through the reuse of certi ed secure
componentgLendvay, 2016). These trends mean that current methodologies for de-
veloping ICS applications must urgently move from a “security as an after-thought"
approach to a systematic, secure-by-design min@etham, Hieb & Naber, 2016).

ICS applications are deployed onto multiple devices and involve extensive communic-
ation between devices. Frequent recon guration is supported by standards like IEC

61499(Vyatkin, 2009), but current approaches lack a secure-by-design approach to
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communication security.

Industrial Mixer Control System (IMCS), shown in Figure 5.1, is used to highlight
the communication security challenge in ICS and subsequent concepts introduced
in this article. The IMCS is a distributed IEC 61499 application executing on two
Programmable Logic Controllers (PLCBLC1 andPLC2. The PLCs control the
sensors and actuators associated with tanks 1 and 2, respectively. Tank 2 is responsible
for maintaining a desired viscosity and level (volume) of a uid solution. The (part
of the) application running oR LC 2 controls the inlet valve 1V1 through which the
solution enters the tank, the mixer motor MM to carry out the mixing, and the outlet
valve OV1. The application uses readings from the level sensor FS2 and the viscosity
sensor VS to ensure correct operation. Tank 1 heats the uid solution to the desired
temperature. The application running BrLC1 controls the inlet valve and ow
restrictor IVF to allow the pre-mixed solution from tank 2 to enter tank 1, the cartridge
heater CH to heat the solution, and the outlet valve OV2. The application uses readings
from the level sensor FS1 and the temperature sensor to ensure correct operation.

Safe operation of the IMCS requires coordination between the applications running
on the two PLCs. WheR LC 1 detects that more uid is required in tank 1, it opens the
IVF valve and sends a uid acquisition requestrd.C 2 for it to release the OV1 valve.
When the uid in tank 2 is ready? LC 2 opens the OV1 valve to move the uid from
tank 2 to tank 1. It is vital that OV1 is only released after IVF to ensure that no uid is
left sitting in the pipe between tank 2 and tank 1. If the uid is not mixed or heated for
a prolonged time, it can harden and cause blockages. The PLCs also interact with an
HMI to provide a real-time view of the system.

The IMCS contains typical security vulnerabilities found in ICS. eplay attack
an attacker is able to replay messages between the PLCs. It can rEedu&3atto
open OV1 when IVF is still closed, causing the uid solution in the pipe to harden and

cause blockages. The IMCS is also vulnerable toam-in-the-middle attaciStaggs
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Figure 5.1: Industrial Mixer Control System.

et al., 2017), where an attacker intercepts the messages between the PLCs and/or the
HMI. It can starve tank 1 by blocking all OV1 release requests fRan€ 1to PLC 2.
Alternatively, the attacker can send sporadic false commands to the PLCs to cause
further disruptions or unsafe operation. Such attacks affect the safety and availability of
the IMCS, potentially causing physical damage to the system itself and disrupting other
systems dependent on the IMCS.

Traditional, widely-used approaches for communications security in other domains
are not well-suited for use in ICS due to the security-performance tradetodfan, Pic-
carreta, Group et al., 2018). Approaches like Transport Layer Security (TLS), Datagram
TLS, and Virtual Private Network (VPN) induce higher communication latency which
may prevent ICS applications from meeting real-time requirements. Secondly, methods
like TLS, for example, are point-to-point secure communication protocols more suitable

for client-server architectures. ICS, on the other hand, tend to use unidirectional and



Chapter 5. Secure Links: Secure-by-Design Communications 150

multicast communications between application slices. Thirdly, traditional methods may
require more resources than are available on resource-constrained PLCs. Subsequently,
maintaining a balance between the demands of communication security in ICS becomes
a key challengéMuller, Walz, Kiefer, Doran & Sikora, 2018). Hence, for an ICS
application developer, the only available option to protect against such attacks is to
include communication security mechanisms manually into the application. This ap-
proach does not allow applications to be easily recon gured, sacri cing a key feature
of ICS. For the IMCS, while one can use TLS to secure all communications between
the two PLCs, the overhead introduced by this approach may affect the safety of the
system, which is dependent on real-time responsiveness. For example, depending on
the use of a primitive traditional method, may result in missing the threshold time for
opening/closing of IVF and OV1 valves that may cause signi cant damage to the IMCS
by over lling tank 1.

Developing standards-compliant secure ICS applications has further challenges.
Standards like ISA/IEC 62443 provide security requirements that must be met by
certi ed systems. Certi cation requires a rigorous and expensive process of ensuring
the system has met each security requirement. The precise set of requirements to be
met depends on factors like target security levels and the security-performance trade-
offs. Hence, a one size ts all approach, such as TLS, is rarely a feasible solution.
Unfortunately, there is currently no systematic wayraze or link requirements from
standards to parts of code that they are addresséaPui3-4-1, 2018), making it
extremely dif cult to certify ICS applications that are often recon gured and have
real-time performance requirements.

A secure-by-design approach is proposed for developing ICS applications called the
Secure Links Development Meth(®.DM). SLDM, shown in Figure 5.2 as a UML
Component Diagram, is a systematic process to develop secure ICS applications com-

pliant to standards like IEC 62443. SLDM has been designed to adhere to two major
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Figure 5.2: An overview of the SLDM

security development lifecycles: Microsoft's security development metHoward

& Lipner, 2006) and the secure product development lifecycle requirements process
from IEC 62443-4-162443-4-1, 2018). To manage requirements from security stand-
ards, SLDM uses the Traceability Of Requirements Using Splices (TORUS) frame-
work (Sinha et al., 2018), presented in Section5.5.1, which provides a systematic way
to organise requirements from a system's Cyber Security Requirements Speci cation
(CSRS)(Gunter, Medoff & OBrien, 2018) and links them to application designs and
code that implement them. Next, we introduce design abstractions saltede links
presented in Section 5.5.2, which help include communication security mechanisms into
IEC 61499 applications in a uniform, consistent, maintainable, traceable, and reusable
manner. Secure links contain references to requirements from the TORUS repository
and reusable communication security mechanisms that can help meet these require-
ments. SLDM enables designersto exibly select the most suited secure communication
mechanisms for each part of their ICS applications, from lightweight cryptography to
traditional TLS based approaches, depending on target security requirements. It pre-
vents the need to manually code security mechanisms, resulting in signi cant reductions
in developing secure applications. SLDM is fully compatible with the traditional way of
constructing ICS applications so that security mechanisms can also be manually coded

into an application, in addition to using secure links when developing secure-by-design
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applications.

A secure link compiler, presented in Section 5.6, converts application designs into
fully IEC 61499-compliant code that can be deployed onto target devices like PLCs.
The compiler transforms secure links into code for the chosen security mechanisms
by using pre-veri ed implementations of these mechanisms from a security library.
The compiler considers the current con guration of the ICS application to secure only
those communications that happen between parts of the application that are deployed
over different devices. When the con guration changes, the compiler can re-generate
ef cient code that is suitable for meeting the updated communication security needs.
The code generated by the compiler retains its link to the requirements in the CSRS,
considerably reducing the effort required for certi cation. Experimental results, presen-
ted in Section 5.7, reinforce that updating, adding, and deleting secure links in an
application requires a negligible effort, and applications remain highly maintainable.
On the other hand, when the same systems are developed using a traditional approach,
each additional security mechanism introduced into the software causes a signi cant

increase in software complexity and a similar decline in maintainability.

5.4 Related Works

Recently updated security standards such as ISA/IEC 62443 have become important
cornerstones of ICS security in the industry. The recently-formed Global Cybersecurity
Alliance (GCA) comprising of leading industrial players like Schneider, Rockwell
and Honeywell Automation, has decided to use ISA/IEC 62433 as an interchangeable
medium to share security-related knowledge and expertise with end-users, manufac-
turers, and government agenc{€sivers & Controls, 2019). Certi cation schemes

for ISA/IEC 62433, such as Embedded Device Security Assurance and Component

Security Assurance, have also gained in popularity, resulting in several devices from
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large-scale industrial manufacturers being certi(#8C 62443 Conformance Certi ca-
tion, 2019). Moreover, the manufacturing industry is rapidly moving towards Industry
4.0 (Lasi et al., 2014) that extensively utilises ICS. Standardisation efforts of cyber
security requirements for such an environment have focused on the introduction of new
standards as well as the adaption of more generic standards like ISO 27001. Some
limitations of industry 4.0 and loT compatible security standards like ISO 27001, IEC
62443, ETSI TS 103 645, and the recommendations by the European Union Agency for
Network and Information Security, have been discuss€@uiot, Fattori, Podrecca &
Sartor, 2019). The study nds that the implementation of these standards is complex
and time/resource intensive, and requires better processes and frameworks in the future.
Several existing works support organising requirements in a systematic manner.
Microsoft's security development lifecyc{éloward & Lipner, 2006) provides a generic
approach to integrate security requirements into software development. IEC 62443-4-1
(Secure product development lifecycle requireme(@g%43-4-1, 2018) provides a
more ICS-speci ¢ approach. Other works like the Security Requirements Engineering
Procesg¢Mellado et al., 2007) use standards like Common Criteria for eliciting require-
ments. In(Morimoto, Horie & Cheng, 2006), relational databases are used to organise
requirements from standards for use during developmeriMétiado et al., 2007), a
security resources repository is integrated with requirements from Common Criteria.
In (Toval, Nicolas, Moros & Garcia, 2002), a repository is used for requirements reuse.
These existing approaches either rely heavily on textual requirements or do not specify a
storage method for requirements.(WW. Wang, Niu, Alenazi & Da Xu, 2018), a survey
of different mechanisms to create and maintain traceability in PLC and SysML models
is presented, which highlights the need for automatically creating and maintaining
traceability between requirements and system components. TQRbIs et al., 2018)
presents an ICS-speci ¢ approach towards requirements traceability, but it has not been

used for security.
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Several existing frameworks offer a structured approach to building ICS applications.
A design framework that inherently supports formal validation and veri cation of auto-
mation applications, through integrating Computer-Aided Design, Uni ed Modeling
Language, MATLAB/Simulink, and IEC 61499 is proposedMyatkin, Hanisch, Pang
& Yang, 2008). Another design and development framework, called “methodology for
industrial automation systemgAlvarez, Sarachaga, Burgos, Estévez & Marcos, 2016),
generates analysis and design documentation of functional and non-functional require-
ments as structured documents and use-case diagrams, subsequently used to generate
code structures. This framework, however, lacks traceability support. vug@mneson,

Vera & Ahmad, 2016) is an end-to-end IDE for developing Industry 4.0 applications, but

it does not support requirements or their traceabilityRay et al., 2015), a model-based
engineering work ow for IEC 61131-based distributed manufacturing automation sys-
tems is presented. Requirements modelled using SysML are traced through the design
and development phases. However, the overall approach does not support security
engineering.

Secure communication is of particular concern in IEC 61499 applications. Pub-
lisher/subscriber models for unidirectional communications use the multicast mode
of communication according to conformance pro les like HOLOBLOC and protocols
like PROFINET. Bidirectional communications using the client/server model may use
Transport Layer Security (TLS) between application slices deployed onto multiple
devices. However, secure multicast communication is challenging in ICS when using
Datagram TLS or IPSEC-based virtual private netwdMsller et al., 2018). Other
challenges of applying TLS may include performance trade-offs, channel multiplex-
ing, constrained components, time synchronization. There is a strong case of using
OPC-UA security for ICS communication; however, its implementation in an ICS is

not straightforward, mainly due to the large resource footprint and lack of real-time
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capabilities(\Veichtlbauer, Ortmayer & Heistracher, 2017). In an ICS, not all com-
munications need securing, with partial protection of data being suf cient for many
applicationyYang, Lu, Choo & Liu, 2015). Selective protection of “data of interest"
helps in better system performance while ensuring adequate security. In such cases, a
blanket approach like TLS may induce latency overheads (Muller et al., 2018).

Lightweight cryptographyincludes transforms for resource-constrained devices
featuring better memory footprints and performance than traditional cryptographic
primitives. Ongoing efforts to standardize lightweight security mechanisms include
NIST's new lightweight cryptography standardization selection profssn, McKay,

Cal k, Chang & Bassham, 2019). Mainstream IT system security solutions like TLS
and IPSEC do not contain lightweight ciphékogan et al., 2018). Lightweight VPNs
such as wireguar(Donenfeld, 2017) are expected to nd use in industrial settings in
the future.

Current security standards provide comprehensive sets of requirements. However,
in the absence of processes that integrates a security focus and the development process,
the implementation of such standards remains challenging. Standalone methods and
framework discussed above are disjointed and do not provide a comprehensive end-
to-end engineering solution for secure-by-design ICS applications. Current literature
reports gaps like a lack of security standard requirements speci cation, end-to-end
requirements traceability, and change management. Development standards like IEC
61499 do not inherently support secure-by-design constructs. Moreover, the IEC 61499
network communication models and constrained ICS environments pose a signi cant
challenge in balancing security and performance. This article proposes a process for
developing secure-by-design ICS applications, which alleviates several gaps in current

research.
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5.5 Secure Links for Application Design

5.5.1 Security Requirements Repository

IEC 62443-4-2 “Security for industrial automation and control systems - Part 4-2:
Technical security requirements for ICS compone(iSA/IEC, 2018) provides generic
requirements for achieving specisecurity levels Security requirements from pos-
sibly multiple standards are organized in a Cyber Security Requirements Speci cation

(CSRS). Consider, for example, two requirements for the IMCS case study:

» SR1: prevent disclosure of critical parameters to an unauthorized party during
transmission on external interfaceSR1 is linked toFoundation Requirement
4 of IEC 62443 relating to data con dentiality, and more speci cally to IEC
62443-4-2 Component Requirements (CR84.1(Information con dentiality)
andCRA4.3(Use of cryptography), for security level L4.

» SR2: ensure appropriate data integrity of critical parameters during transmission
on external interfacesSR2 is related tadcoundation Requirement 3, CR31L

IEC 62443-4-2 that deals with communication integrity.

The TORUSSinha et al., 2018) framework is used to organise security requirements
and achieve traceability (illustrated as phase 1 in Figure 5.2). Figure 5.3 shows how
requirements are organised in a TORUS-based CSRS repository. The cluster labelled
as “IEC 62443" shows how TORUS uses a graph structure to retain the hierarchy of
requirements from a security standard. The cluster labelled “CSRS" shows the refer-
ences to system requirements. Cross-linkagesplicesare used to connect generic
requirements from the standard, suctC&4.1landCR4.2 to system-speci ¢ require-

ments, such aSR1. Requirements engineers rst create these splices. A TORUS-based
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requirement repositoriRR can be seen as a set of requirememtsr,;::;rpe. For

Figure 5.3RR “SRI1;SR2..

Figure 5.3: A TORUS based CSRS repository

TORUS provides a number of useful features for traceability. Each requirement in
the repository can be annotated with additional meta-data includisgofse(system
or component) and the target security-level. SLDM is concerned only with commu-
nications security and therefore operates on a subset of the requirements in the CSRS.
These requirements tend to be component-level in nature as they relate to the interaction
between components. TORUS can automatically update splices when the documents
containing standard and/or the system-speci ¢ requirements change. TORUS provides
graph algorithms to determine important metrics like coverage, which are described
in more detail in(Sinha et al., 2018). As we describe later in Section 5.6, TORUS is
used to trace standards-based requirements all the way to the deployed code, which

signi cantly reduces security standard compliance costs.

5.5.2 Secure Links

Adding security mechanisms to an ICS application requires using the same constructs,
such as function blocks (FBs) in IEC 61499, that are used to build the control logic

and algorithms. While this provides familiarity, it can obscure the boundaries between
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security mechanisms and other parts of the application, affecting code maintainability,
application recon gurability, and standard certi cation costs. In this section, we propose
secure linkswhich are reusable design abstractions for building secure-by-design IEC
61499 applications. Secure links allow designersto exibly include both lightweight and
traditional methods like TLS to secure different parts of an ICS application, depending
on the target security requirements and considering the security-performance trade-off.

Secure links extenflinction block networks

De nition 1. FB Network An FB network is de ned as a pafton ="FB;C-
whereF B is a set of function block instances. For edbh> FB, we de ne the

following:
» fb:IE andfb:OE are sets of event inputs and outputs.
« fb:IV andfb:OV are sets of data inputs and outputs.

» An association functiofb:A fb:IV 8 fb:OV  fb:IE 8 fb:OE maps each

input/output variable to a unique input/output event associated With it

C is a set of connections. Each connectoonC is described as a pdisrc;trge such

that:

e CiSIC> “fb;:OV 8 fb;:OE*8"7j ¢ is the source.
i>5¥BS

e Citrg > “fbi:lV 8fb;:IE« 87 « is the target.
i>¥BS

j indicates an unconnected input or output. Furthern©ne, restricted as follows:

» For any connection >C, if c:srcis an event (var), thea:trg must also be an

event (var) of , and vice versa.

« C cannot contain a connectiop;j «.

lvariables can be associated with multiple events. Restricting to one-to-one associations is for
readability and does not affect the approach's generality.
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» For anydataconnectiong;;c, >C, c,:trg x ¢;:trg.

Figure 5.4 shows the FB network for the IMCS application containing four inter-
connected FB instances. The instam®nk of type MainTank contains input/out-
put events and variables lik&IT , ViscS , INITO andinReq. FBS contain associ-
ations, such as betweaTank.InReq andsSTank.IR (not depicted in network dia-
grams). Unidirectional event and variable connections incimdank.IR,STank.IR)
and(MTank.InReq,STank.InReq) . Open connections inclug®TankPub.MData, | ).
Note that top-level FB networks, such as in Figure 5.4,agmglications which can
be deployed onto multiple devices based on a con guration mapping. In Figure 5.4,
instancesviTank and MTankPub are deployed ont®LC1, and remaining blocks are
deployed ontd®’LC2, as illustrated by the coloring of the instances. Formally, given
an applicatiorfbn and a seD of available resources, the deployment con guration or
mappingis de ned asD fbn:FB D.

When using secure links, designers choose appropriate security mechanisms for

which pre-veri ed implementations are available isecurity library.

De nition 2. Security Library A Security LibrarySLib is a nite set ofsecurity

sm:S “cin; cout; params* where:
* cin is a variable connection wheogn:src  j .
 coutis a variable connection wheosut:trg | .

e params fbi:IV is a set of unconnected input variables or parameters.
i>¥BS

 sm:FB is partitioned into setsm:FB, andsm:FBy,. sm:FB, g implies a
receive  mechanism wheresm:FB, g implies asend mechanism. Other-

wise, the mechanism send-receive
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Figure 5.4: IEC 61499 implementation of IMCS including secure links. The blocks are
colouredwrt to device mapping.
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Figure 5.5 shows an example of a security mechanism implementing lightweight
secure hashing. The FB instances of the mechanism are partitioned into two sets
F B, andF By, each containing three blocks, indicated by the colouring of the blocks.
As bothF B, andF By are non-empty, this is send-receive mechanism, which
requires deployment into two separate devices, responsible for sending and receiving
the communications. This partitioning also makes security mechanisms distinctly
different fromcompositdunction blocks in IEC 61499, which contain networks that
must be deployed on treamedevice. This mechanism contains a set of parameters
params {datalen,Ql,ID} that can be con gured manually or be assigned default
values.

Key exchange is an integral part of many security mechanisms, but it becomes
increasingly complicated for larger sets of devices. In our case, where needed, each
security mechanism includes the required logic for key exchange, in the form of

additional FB instances, providing a dedicated (up to) two-device key exchange.

Figure 5.5: A send-receive security mechanism for lightweight hashing.

De nition 3. Secure Links For a FB networkbn “FB;Ce, SL "~ C is a set of

secure data links such that for easti»SL contains the followinginnotations

 slir >RR is a requirement from a repositoRR.



Chapter 5. Secure Links: Secure-by-Design Communications 162

* sl:sm is the reference to security mechanismndsl:pv are parameter assign-

ments needed to instantiatksm.

The use of secure links forms the second part of the SLDM process described in Fig-
ure 5.2. A possible approach, such as, with TORUS, may involve using a graph database
to store the requirement repositdRR and the security librargLib that allows de-
signers to interactively query these resources to identify security requirements and then
choose a suitable security mechanism to address each requirement. A secure link simply
annotates a variable connection of a FB network with two annotations: a requirement
from the CSRS stored in the repositd®R and a con gured security mechanism from
the secure librargLib. Figure 5.4 illustrates the use of secure links in the IMCS ap-
plication. Consider the data connection/secure $hk(MTank.InReq,STank.InReq)

Its annotations includsl:r  SR1 which is one of the security requirements in the
TORUS repository, discussed in Section 5.5.1. Additionally, the second annotation
sl:sm FBN _AEAD mentions the security mechanism chosen by the designer from
thesecurity library The assignment of parameteaigov allow the designer to con gure

the mechanism appropriately. Note that con gured parameters are not illustrated in
Figure 5.4 for readability.

SLDM depends on the availability of a comprehensive security library, which does
require initial effort to develop. Moreover, the inclusion of newer security mechanisms,
such as for active security protection, requires this library to be frequently updated and

maintained.
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5.6 Compiling Secure Links into IEC 61499-compliant
Software

Applications containing secure links can be transformed into IEC 61499-compliant
applications that can then be deployed to any PLC. Alg. 1 shows the steps involved in
this transformation. Overall, the algorithm replaces each secure link by a con gured
instance of the referenced security mechanism (lines 2-e2®,if the two ends of
the link connect FB instances deployed onto different devices (line 3). The chosen
mechanism is rst retrieved from the security library (lines 4—-7) and is added to the
application in lieu of the original secure link (lines 7-8). The device partittoBg and
F B, of the mechanism are mapped to be deployed onto the separate devices hosting
the communicating blocks in the input network (lines 10 and 15). The data connection
in the secure link is replaced by adding in the mechanism via connediorend
cout of the network (lines 11 and 16), with a similar adjustment in associated events
(lines 12 and 17). The parameters for the mechanism are adjusted according to the
values provided by the designer (line 19) or by fetching the stored default values for the
parameters. In line 20, the compiler signals to TORUS that the secure link has been
replaced by a con gure network for the security mechanism, for traceability purposes.
Figure 5.6 shows the fully IEC 61499-compliant network obtained via the com-
pilation of the application shown in Figure 5.4. The FB network added for every
security mechanism is illustrated by a bounding box annotated with the text of the
corresponding secure linEL1"FB,* andSL1 F B are the send and receive parts of
the security mechanism, respectively providing TLS based AEAD sec&iit®" F B ;¢
andSL2 FBye are the send and receive parts of the security mechanism respectively
providing lightweight AEAD securitySL3"F B ;» denotes only the sending part of a

lightweight hashing security mechanism. Key exchange server and the client are the
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Algorithm 1 Secure Link Compilation
input: Input networkfbn;, , Library SLib

output: Transformed networkbn oy

1. Initializefbngy  fbnijy,

2: for all sl >fbnj, :SL do

3 if "D"fb”sl:srcee x D"fb”sl:trg «* then

4 Retrievesl:sm from SLib

5: Instantiatesl:sm to networkfbn
6: Name each instandé in fbng asfb_sl
7
8
9

Addfbng to fbn gy
Removes| from fbn gt

: if sl:src xj then (receive mechanism)
10: mapfbng:FB, to D fb™sl:srcee
11: Seffbns:S:cin:src to sl:src
12: Replicate all associations fifn, :A"sl:srce in fbng:A"fbng:S:cin:srce
13: end if
14: if sl:trg xj then (send mechanism)
15: mapfbns:FBp to D fb”sl:trg e
16: Setfbng:S:cout:trg to sl:trg
17: Replicate all associations fifn;, :A"sl:trg « in fbng:A™fbng:S:cout:trge
18: end if
19: assigrfbns:S:params  sl:pv
20: Signal to TORUS thdtbn s replacessl
21: end if
22: end for

return fbn gy
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send and receive parts of a key exchange protocol provides key generation for both
SL2 andSL3. Generating common key exchanges for secure links distributed over the
same pairs of devices is a simple compiler optimization for faster perform&nhde.
consumes keys generated during TLS handshakes, and so it does not require dedicated
key exchange.

The compiler generates additional splices for TORUS to link the generated code
directly to security standards. Figure 5.7 shows how TORUS uses explicit references to
the requirements contained within secure links to automatically create splices between
requirements and secure links, shown as linkages between the clusters “CSRS" and
“Secure Links" in Figure 5.7. During compilation, additional splices between a secure
link and the function block instances added to the network are created (line 20 of Alg. 1).
More persistent linkages are created by naming the instances appropriately in line 6
of Alg. 1. As Figure 5.7 shows, during compliance checks, component requirements
CR4.1andCR4.2from IEC 62443 standard can be automatically and directly linked
directly to speci ¢ function block instances that address them.

Currently, we have developed and tested a Java implementation of the algorithm in

an IEC 61499 compliant Eclipse-based 4diac IDE plugin.

5.7 Experimental Results

Intuitively, using secure links allows for an easier way to construct complex ICS
applications with secure-by-design communications. In this section, we quantify the
impact of secure links on critical measures ldesign complexitgndmaintainability,

which measure the effort required to build and re ne secure ICS applications. We
perform this analysis over two case studies: the IMCS case study and a large Baggage
Handling System (BHS) application (Black & Vyatkin, 2009).

Currently, the SLDM design process and compilation are implemented as a single
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Figure 5.7: Tracing requirements from security standards to nal implementation using
TORUS

Eclipse plugin for the 4diac IDE. Designers can add secure link annotations over data
connections and then compile designs into fully IEC 61499 and 4diac FORTE compliant
applications. The security library is implemented as a resource library for 4diac FORTE,
and each security mechanism in the library is implemented using standard IEC 61499
features and is stored using the 4diac FORTE compatible XML format. SLDM is
independent of the IDE used and can be extended to other IDEs in the future. The
SLDM plugin also provides an interface to TORUS for end-to-end traceability between
requirements from standards and nal implementations. Currently, some manual effort
Is required to invoke TORUS when an artefact (requirement, application design, secure
link or security mechanism) changes. A fully automated interface with TORUS is
another important future implementation task for SLDM. All nal implementations
used in our experiments execute using the 4diac FORTE runtime environment and are
distributed over Wago PFC200 PLCs. For the IMCS application shown in Figure 5.4,
the FB instancesITank andMTankPub execute orP LC 1, andSTank andSTankOutPub
execute orP LC 22,

Measuring the complexity of IEC 61499 applications requires adapted measures that
provide more accurate results than generic measures like program length. Speci cally,
we calculate the following three measures, adapted for IEC 61499 and presented

in (Zhabelova & Vyatkin, 2015), to characterize the complexity of a function biock

2[Online]. Available: https://github.com/emsoftaut/securelinks-iec61499
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« Structural complexitys™ie f2,"ie wheref, is the number of outgoing con-

nections or afferent coupling.

 Data complexityDC~ie NI NO ~f2,%i* 1 whereNI andNO are the

numbers of data inputs and outputs, respectively.
e System ComplexityC"ie S"ie DCis.

Table 5.1 shows the complexity values for the IMCS and BHS applications (without and
with secure links) as well as for each of the security mechanisms we have implemented
into the security library. Table 5.1 contains the aggregated valugs€ , andC for

each network, represented®s DC*, andC* respectively and de ned as the sums of

all S"ie, DC"ie, andC"ie for each FB instance in the network.
Table 5.1: Complexities for applications and security mechanisms

Function block Network | foi: | NI | NO || S¥ | DC* | C*

IMCS 4 29 | 23 8 29.6 | 37.6
IMCS + secure links 4 41 | 23 8 41.6 | 49.6
BHS 48 | 133| 82 || 196| 37 | 233

BHS + secure links 48 | 217| 82 || 196 | 121 | 317
Design Complexities for security mechanisms

sm (Key Exchange (L)) | 29 | 54 | 64 || 69 | 29.8 | 98.8
sm (Key Exchange (TLS)) 4 | 11 | 8 8 3.8 | 11.8
sm (AEAD (L)) 17 | 46 | 43 || 27 | 30.1 | 57.1

sm (AEAD (TLS)) 7 | 14 | 17 9 | 14.3]23.3
sm (Hash/HMAC) 6 | 27 | 23 6 25 31

Figure 5.8 shows the cumulative increase in pre-compilation complexity when se-
curity mechanisms are successively added using secure links or through manual coding.
The bars labelled “IMCS” represent the base complexity of the system. “Secure Links”
represents IMCS system complexity when secure links are added for three mechan-

isms: AEAD(TLS), AEAD(L) and Hash. The groups “+AEAD(TLS)”, “+AEAD(L)",
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and “+Hash” show the complexities when the corresponding mechanisms are added

successively to the base design represented by the “IMCS" group.

Figure 5.8: Cumulative effect on the design complexity of IMCS and BHS after secure
links are processed by algorithm 1.

Using secure links has a negligible effect on application complexity. For IMCS,
system complexity rises 9.6 from 37.6. For BHS, system complexity increases
to 317from 233 On the other hand, when all three mechanisms are added manually,
the system complexit$* for the BHS and IMCS rises fror®7:6 to 2596:6 and233
to 11986, respectively. Note that the complexity, shown by the “+AEAD(TLS)”,
“+AEAD(L)”, and “+Hash” groups is the same as thest-compilatiorcomplexity of
the fully IEC 61499 compliant code generated by the SLDM compiler from the secure
links designs represented by the “Secure links" group.

Figure 5.8 shows a rise in complexity when (more) security mechanisms are ad-

ded manually. Mechanisms coded into an application can be either lightweight or



Chapter 5. Secure Links: Secure-by-Design Communications 170

traditional. Traditional methods like TLS need support through established protocols
such as openSSL which exist outside of the application. However, this is a blanket
approach and does not provide exibility afl inter-device communications are se-
cured instead of only the ones marked secure by the designer. It sacri ces performance,
especially in ICS where applications execute on resource-constrained PLCs. In contrast,
lightweight methods provide the exibility of securing a subset of inter-device commu-
nications which results in better performance. However, as Figure 5.8 shows, coding
the lightweight methods like AEAD(L) adds more complexity to an application than
traditional methods because of the larger number of FBs are required to implement such
mechanisms completely (and without external infrastructure). The lightweight Hash
algorithm is an exception because it causes a relatively smaller increase in complexity.
It is because hash functions are inherently simpler to implement, and only one (sending)

part of the mechanism is added to each network in our experiments.

Table 5.2: Pre-compilation program complexity and maintainability

Halstead's Metric (My) McCabe's Metric Maintainability

Name N n X PR Y; D E Valge | Vocte | My MI

IMCS (overall) 44 | 35 | 110.09 | 5.20 | 183.94| 11.50 | 1207.80 4 4 8 93.51
IMCS+secure links 62 53 | 12435 | 8.77 | 213.94| 14.50 | 1222.80 7 6 13 89.31
BHS (overall) 1632 | 272 | 1605.57| 8.17 | 12101 | 241.79| 2583135 60 11 71 42.19
BHS+secure links 1650 | 290 | 1619.83| 11.74| 12131 | 244.79| 2583150 | 63 14 7 42.07

Program complexity and maintainability index for cryptographic function blocks of security mechanisms

HydroKxKeyGen 51 33 | 106.06 | 4.76 | 217.43| 8.46 | 1351.38 7 3 10 82.66
HydroSignKeyGen 47 33 | 107.01 | 4.99 | 199.59| 6.68 930.90 6 3 9 85.76
HydroGenerateSessionKeyServer 70 40 | 148.31 | 4.87 | 326.07| 6.27 | 1490.13 8 3 11 77.07
HydroSignCreate 61 40 | 144.99 | 5.15 | 282.35| 7.41 | 1555.54 8 3 11 78.58
HydroGenerateSessionKeyClient 62 41 | 150.86 | 5.22 | 289.75| 7.13 1529.96 8 3 11 78.44
HydroSignVerify 70 46 | 178.07 | 5.36 | 342.35| 8.71 | 2322.81 8 3 11 76.10
HydroEncrypt 97 48 | 186.10 | 4.68 | 487.82| 16.83 | 7080.21 11 3 14 71.58
HydroDecrypt 113 | 52 | 209.57 | 4.63 | 586.42| 19.20 | 9914.63 13 3 16 68.68
HydroSecretBoxProbeCreate 7 43 | 160.08 | 4.84 | 369.59| 11.09 | 3319.27 7 3 10 76.65
HydroSecretBoxProbeVerify 89 45 | 170.85 | 4.67 | 436.50| 12.79 | 4658.63 7 3 10 74.72
HydroHash 121 | 59 | 251.02 | 4.88 | 654.53| 21.11 | 12320.04| 10 3 13 64.35
SlibTLSServerHandShake 123 | 57 | 246.33 | 4.80 | 658.76| 12.31 | 6911.19 11 3 14 65.91
SlibTLSClientHandShake 120 | 56 | 238.24 | 4.78 | 638.70| 13.86 | 7624.16 9 3 12 66.53
SlibTLSRead 54 | 38 | 132.34 | 5.23 | 243.81| 8.06 | 1457.61 4 3 7 83.68
SlibTLSWrite 55 40 | 143.72 | 5.43 | 253.20| 7.39 | 1373.46 4 3 7 84.47

Program-level complexity and maintainability can be measured by IEC 61499 relev-
ant measures proposed(ithabelova & Vyatkin, 2015). The Halstead's metric for static
source complexity involves computing measukes; N; PR; V; D andE correspond-

ing to the number of operators and operands, program vocabulary, estimated length,
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purity ratio, program volume, program dif culty, and program effort, respectively. Due
to space limitations, we include the formula used to compute program dif &jtgnd
refer to reader t¢Zhabelova & Vyatkin, 2015) for details on how other measures are
computedD is computed as

n
;D°fbe Q D"alge D"cfe
i1

n - ;e
D fbne w

D" fbne andD"fbe are the program dif culty of an application and a constituent
function block, respectively. Similarly, McCabe's cyclomatic complexity meWtig is

calculated as:

n e
My “fbns DriMm 10 1MnM o

n
Mwm “fbe Q V7alge V7 cfe
i1

My “fbne andMy, “fbe represent the cyclomatic complexity of an application and
a constituent function block, respectiveM.y “fbe calculations use the valué which
is the sum of the cyclomatic complexity of algorithitdSalge and the cyclomatic
algorithms of the control owV"cfe in a function block. M, “fbne is simply the
average of alM, "fbe values in the network.

Table 5.2 show#1, andMy, for the IMCS and BHS applications (without and
with secure links) and the security mechanisms we have implemented. To calMyjate
andM, for applications containing secure links, we consider each link as an operator
and its parameters as operands. For example, SL1 secure link annotation is considered
as an operator, and the paramet@RlandFBN_AEADare considered as operands.
TheMy andMy, values are integrated into a single value called the Maintainability
Index M1 )3. A higherMI value indicates a more maintainable program.

Program dif culty D is a vital metric that has a direct in uence on the overall imple-
mentation effort of a module. Figure 5.9, shows that nal cumulative program dif culty

and cyclomatic complexity increase sharply as security mechanisms comprising of

3Further details of all calculations can be found in (Zhabelova & Vyatkin, 2015).
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individual FBs from Table 5.2 are manually added to the IMCS and BHS applications.
When three security mechanisms are ad@edses froml11:5to 1787 for the IMCS
and from241:7 to 409for the BHS. Other measures Wiy andM,, show a similar

trend of sharp increases for manual coding.

Figure 5.9: Manual addition of security mechanisms vs the use of secure links: cumu-
lative program dif culty ©) and cyclomatic complexity{) comparisons.

Figure 5.10 shows a signi cant decline in maintainability when security mechanisms
are added manually. On the other hand, using secure links results in a minimal drop
in maintainability. Adding three secure links to the IMCS results in only a slight drop
in maintainability from93.5 to 893, which is also shown in Table 5.2. The BHS
application was tested for multiple security levels provided by IEC 62443-4-2 (CR
3.4). Security level L1 can be achieved by providing integrity, while L2 requires the

implementation of integrity and authentication mechanisms such as HMAC. L4 requires
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encryption for some component requirements. Overall, eight different secure links
corresponding to varying security levels were added to the BHS. Figure 5.10(b) shows
thatM| decreases from219to below20for L4 when mechanisms are added manually.

With secure linksMI sees only a minor drop frod219to 41:9.

Figure 5.10: Maintainability of IMCS & BHS with and without secure links.

As discussed previously, and illustrated in Figure 5.8, SLDM supports both light-
weight and traditional security mechanisms. Table 5.3 shows the average latency of
a hundred transactions between the two Wago PFC200 PLCs while using different
security mechanisms in the IMCS application. The clocks on both PLCs were syn-
chronized using the network time protocol. We libbydrogen  for lightweight

mechanisms andpenssl to support TLS. Both libraries use faGurve25519
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