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Abstract

This thesis investigates the facets of false information and its detection mechanisms.
Artificial Intelligence (Al) is currently employed in diverse tasks, such as social media
recommendation, object detection, and speech recognition. However, it also presents
challenges related to the spread of personal and misleading information. Such chal-
lenges encompass the manipulation of opinions, the birth of rumors, scaremongering,
and eroding trust in governments. The methods to combat false information include
fact-checking sites (which involve manual processes), automated fact-checking, and
user awareness. Large Language Models (LLMs) are neural networks with over a
million parameters that are pre-trained on large text datasets and fine-tuned on specific
tasks such as question answering, language translation and sentiment analysis. LLMs
are useful because they can be fine-tuned to classify and generate for specific tasks
without requiring large datasets. We make two kinds of contributions. On the technical
level, we have enhanced the accuracy of misinformation detection on a Twitter dataset
using LLMs and probed the explainability of such algorithms through Explainable Al
frameworks. On the knowledge level, we further investigated the societal aspects of
false information issues. We examined the role of social media algorithms in amplifying
false information and explored the potential of laws and regulations in addressing and

mitigating the associated challenges.
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Chapter 1

Introduction

Social media companies are using Al to generate more revenue by keeping users on
their platforms longer. As more users keep using their products, more information
is gathered from the users, thus improving the algorithm's performance and gaining
prot (Wong, 2019; Cobbe, 2020). The most popular social media platforms (Facebook,
Instagram, TikTok and Twitter) are all driven by Al algorithms to give personalised
feeds to each user. Most of these algorithms' inner workings are private, but there
is enough information on parts of the algorithms to show how much personal data is
collected. There is arisk of spreading false information via biases from recommendation
algorithms(Cinelli, Morales, Galeazzi, Quattrociocchi & Starnini, 2021; Chen, Pacheco,
Yang & Menczer, 2021). Thus in research on fake news from Twitter, Kumar and Shah
(2018) found that false cascades (broadcasting) are signi cantly more profound than
true cascades (peer-to-peer) and far more likely to spread faster. Novel information
tends to be retweeted, but one cannot claim it is the only cause. False information is
spread more because of human judgement than(Katear & Shah, 2018). Bots are

also a part of the problem, as they are part of a network of bots used by third parties
to post or retweet false information to in uence, gain pro t, and engage in malicious

activity (Kumar & Shah, 2018). With the spread of false information, users are going to

11



Chapter 1. Introduction 12

fact-checking websites, which is one of the most popular ways to inform themselves
whether the information they see on social media is false or true. Manual fact-checking
Is currently a time-consuming process, and this is where LLMs come in. With the rise
of data generation, sharing, and Al use, there is an increase in personal data stored and
analysed by tech and social companies. There are data protection acts, but are they
enough to protect personal data, and are the proposed Al laws enough to protect us

from data use and the spread of false information?

Research Questions In this thesis, the goal is to investigate false information and

its detection, the effects of social media algorithms, and data regulations. These three
parts are related to each other, and we wanted to mitigate the negative impact of false
information on society. Speci cally, we address three main research questions.

The rst question is on how to detect false information. This question includes false
information, its impact, determining whether the information we see is false or true,
and the methods to detect false information. There has been much research on false
information in recent years, and the rise of false information, especially in the 2016
US presidential election and the COVID-19 pandemic, has had a concerning effect on
society. False information detection is a relatively new area for Al research, and several
systems have been used to combat false information, including Claimigdsiesan et
al., 2017) and TOKOFOUWTziafas, Kogkalidis & Caselli, 2021). The objective is to
improve existing methods and provide a level of explainability to a method.

The second question is what are the insights of social recommendation systems on
the most popular social media platforms and their effects on society. The ne details of
social recommendation algorithms are usually hidden from the public, and users usually
do not know how much personal information is gathered and processed. The objective
is to analyse the different algorithms/systems used to recommend users' content and the

issues/dangers of its user's information.
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The nal question is how data and Al regulations can affect users and technology
companies. This question includes data protection laws, its issues, and personal data
and its protection. With the increase in Al and data use online, there is a huge increase
in personal information being stored and analysed by companies and governments
globally. The objective is to explore current and upcoming laws on personal data and
Al regulations. In addition, we analyse big technology corporations and their privacy

features.

Study Contribution In this thesis, we make two kinds of contributions:

1. Onthe technical level, we improved the multi-lingual capability of the TOKOFOU
false information detection system. We compared it with the latest Generative
Pre-trained Transformer 3 (GPT-3) and GPT-3.5 (ChatGPT) to determine whether
a tweet is false information. We also explored explainability of our detection
algorithms using LIMERIibeiro, Singh & Guestrin, 2016) and SHAPundberg
& Lee, 2017) framework.

2. On the knowledge level, we further investigated the societal aspects of false in-
formation issues. We examined the role of social media algorithms in amplifying
false information and explored the potential of laws and regulations in addressing

and mitigating the associated challenges.

Thesis Structure Chapter 2 is the background on false information and its detection
methods. Chapter 3 presents our work on false information detection in a task that
originated from the 2021 workshop on ghting the COVID-19 infodemic. We developed
TOKOFOU_T, which improved an existing algorithm (TOKOFOU) on its multilingual
capability. In addition, we managed to use the very recent GPT models (GPT3Ada with

ne-tuning and chatGPT3.5 Turbo without ne-turning) on the same task. Chapter 4
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discusses explainability using two common explainable models (LIME and SHAP).
LIME and SHAP are used to explain the output of TOKOFOU in some tweets and are
compared to each other to nd common keyword similarities. Additionally, LIME is
used to explain the ne-tuned GPT3 Ada. Chapter 5 discusses the algorithms used by
social media companies and their comparison. In addition, we explored the effects of the
recommendation system on society. Chapter 6 discusses the regulation of data and Al,
including privacy, content laws, surveillance capitalism, and the policies of technology
companies on personal data, such as Apple and Google. Chapter 7 concludes the thesis,

including limitations and future work.



Chapter 2

Background on False Information

In this chapter, we will present the ndings of false information, its impact and methods
to detect them. There have been several works on false information, from the type of
false information and how it affects society to the methods to detect it manually and

automatically.

2.1 False Information and its Impact

False information is categorised into misinformation and disinformation (distinguish-
ing them by their intent and content to their victims). False information can have
a destructive impact on our daily lives and change the outcome of an election (the
presidential election in the USA). Humans have poor judgement in identifying a range
of false information, whether trained or cau@@amar & Shah, 2018). Moreover, the
distraction of social media (paying no attention to the source) can enable the readers
to be tricked(van der Linden, 2022). According to Kumar and Shah (2018), the more
compelling the content is (e.g., referenced, written well, and long), the less we can

identify it from false or true information.

15



Chapter 2. Background on False Information 16

2.1.1 Types of False Information
Misinformation

Misinformation is a type of false information that tends not to deceive the victim but to
misrepresent content or mislead victims, e.g., when users share posts from someone

they know (Kumar & Shah, 2018; Ghanem, Rosso & Rangel, 2020).

* Rumours are stories that are not con rmed, spread through people, and can dam-
age reputation€Cho, Rager, O'Donovan, Adali & Horne, 2019; Vosoughi, Roy &
Aral, 2018). Depending on the intent, it can be misinformation or disinformation.
An example of this recently is "Did Betty White say she got COVID Booster 3
Days Before She Died'which is false and scared people not to take the COVID

booster shot.

» Fake/False News are new stories that look like real news and spread unreliable
information(Mosoughi et al., 2018). These include satire, parody, fabrication, and

photo manipulation (Karduni, 2019).

 Satire is content that uses humour, exaggeration, and irony. Although disclosed,
they can be shared on social media without disclosing as satire. This can be
seen in TheOnion content on social me@annettou, Sirivianos, Blackburn &

Kourtellis, 2019).

Disinformation

* Propaganda are stories to mislead and harm the victim in a political context. It
can lead to a change in history using visuals or sounds such as banners, music,

and posters (Kumar & Shah, 2018).

Thttps://www.snopes.com/fact-check/betty-white-covid-vaccine-booster/



Chapter 2. Background on False Information 17

* Clickbait uses misleading headlines/thumbnails to get victims to open the article
to gather more views or take it out of context. Although this is disinformation, it

Is the least severe type (Kumar & Shah, 2018).

2.1.2 Social Impact

False information affects our society, including not trusting the government, confusion,
and changing or swapping people's opini¢@siado, Sandoval-Almazan & Gil-Garcia,

2013; Skurnik, Yoon, Park & Schwarz, 2005; van der Linden, 2022). Events such
as natural disasters and terrorist attacks produce engagements, which increases false
information (Kumar & Shah, 2018).

Criado et al. (2013) found studies that show that having governmental of cials and
services on Twitter can improve the response to false information but can have the
opposite effect if they are not supervised (as seen in Trump's Twitter).

De keersmaecker and Roets (2017) found that people would have a lower response
to having learned that their answer to whether the information was true was false when
they have lower cognitive ability. Thus, their attitude changes less than that of higher-
cognitive people. This study concluded that false information can still have a lasting
effect even if the victim is told the true information, which depends on cognitive ability.

False claims can be misremembered as true when readers repeatedly see the same
claim because of the familiaritfvan der Linden, 2022). This is seen in the study in
Skurnik et al. (2005), where older individuals would more likely misremember false
information as true information when told three days later. Similar false information
can make individuals think they have already seen the information before, believing it
to be true. Results of the two experiment study showed that older individuals are more
at risk of claiming false information as true information than younger individuals. "false

memory not only depends upon the credibility of the source but also depends upon the
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credibility of the medium of presentatiofFenn, Grif n, Uitvlugt & Ravizza, 2014,
p. 1555). This result shows individual remembers from the medium (participants were
shown three images, two from Twitter and another type as seen in Figur@-2ri) et

al., 2014)

Figure 2.1: Tweets types
FromThe effect of Twitter exposure on false memory formgf@mn et al., 2014, p. 1553)

A study on hoaxes on Wikipedia shows that hoaxes last longer with fewer viewers but
gain more views as it stays up. This type is impactful as many individuals rely on/credit
Wikipedia, spreading further to other sit@sumar & Shah, 2018). Web Brigades
(Russian trolls/bots) and Click farms (groups of workers to click on advertisements)
attack Wikipedia by hijacking vulnerable wiki pages, such as wikis that do not have
enough information on a particular topic, political topic, or religious taj8eez-
Trumper, 2019).

False information in advertising is impactful because of its nature to deceive cus-
tomers. Nuseir (2018) found that customers will lose trust when they encounter false
advertisements for a well-known company/service. Thus, a company with a high market
share advertises truthfully. In 2016, Facebook banned false news advertisements via
links after concerns about false news about the US presidential eléCiioou &
Tucker, 2018). The ban had a 75% decrease in shared false news compared to Twitter,

which did not have a ban. Laws are put into place to stop false news, some examples
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are?;

* Political ads to be transparent (include authors and funders) in Australia.

» Bangladesh introduced a bill to imprison "propaganda”, "aggressive and frighten-

ing content " spreaders.

» The United States introduced a bill requiring social media to keep records of ads

and publicly pay attention to who is paying.

A Facebook group is one way to spread false information via an echo chamber. Chiou
and Tucker (2018) found that anti-vaccine groups exist to share information instead of
creating events and sharing activities. Most shared information links to "government
fact-based" sites but have misleading titles or conclusions. The posts are published by
several users in the group (1% of users) and shared by the members to other groups, thus
spreading it furthefChiou & Tucker, 2018). Schmidt, Salomon, Elsweiler and Wolff
(2021) surveyed Facebook users, and the results showed that they occasionally review
the post's comments but rarely check whether it is liked/shared by trusted sources.
Users sometimes unsubscribe from the publisher if they see false information and rarely

comment/share the post (Schmidt et al., 2021).

2.2 Fact Checking Information

Traditionally, fact-checking is a process where journalists hire fact-checkers to verify
and proofread claims in their articles. Modern fact-checkicansists of dedicated
websites to verify claims in social media. Two events raised fact-checking awareness

and sites, such as the 2009 Pulizer prize, which launched PolitiFacts, fake news'

2https://lwww.poynter.org/ifcn/anti-misinformation-actions
3https://www.poynter.org/fact-checking/2016/who-decides-whats-true-in-politics-a-history-of-the-
rise-of-political-fact-checking/
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and recently "COVID-19(Ireton & Posetti, 2018; Seaton, Sippitt & Worthy, 2020).
Fact-checkers help us understand misinformation, whether mistaken or intentional, by

explaining the reasons for the claim.

2.2.1 Fact Checking Websites

One easy way to check whether the information is false is to check fact checking
websites such as well known fact checking sites are Factcheck.org, Snopes, PolitiFact,
and Fullfact(Nakov et al., 2021). These websites are checked by creditable/primary
source$. An example of a source is the Library of Congress, the Congressional Budget
Of ce, the Congressional Research Service, the Kaiser Family Foundation on health
care data, and experts on a particular tqgiarduni, 2019). Fact checking sifeselect

topics from the greatest user requests or searches, such as trending social media topics,
and submit them on Twitter or Facebook. Some Fact checkef sitek with Facebook

to debunk links, images, and videos that users or systems have agged in Facebook
posts. Googlehas a tool that users can use to search for fact check topics. This is
similar to the regular Google search, but only for searches with publisher submitted

information.

2.2.2 Automated Fact Checking with Al

Due to the rise of social media and news, manual fact-checking can not keep up with
the amount of information being created/shared. Therefore, automated fact-checking is
important for detecting false information. Nakov et al. (2021) lists several needs of the
fact checkers, such as methods to nd worthy claims (ranking or prioritising claims),

detection of already debunked claims (speci cally complex claims), retrieval of evidence

“https://www.factcheck.org/our-process/, https://www.snopes.com/transparency/
Shttps://www.snopes.com/about/

SFactcheck.org

https://toolbox.google.com/factcheck/about
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(images and videos) and auto veri cation (for complex claims and reliability). False
information content, such as images, links, and text, provides fact-checkers and models
that can help determine whether the post's content is false or true. One such Al model is
called ClaimbustefHassan et al., 2017). This model uses Natural Language Processing
(NLP) and supervised learning to generate scores to help check for false information
in the publisher's content. Claimbuster was improved by using fact-checking websites
(Google fact check tools) to nd similar conte(€arduni, 2019; Hassan et al., 2017).
Another Al fact-checking algorithm is TOKOFOU, an LLMs-based model that answers

seven questions on COVID-19 tweets (Tziafas et al., 2021).

ClaimBuster

Hassan et al. (2017) explains ClaimBuster, which features monitoring live debates,
tweets, and news by using its repository and querying. This model was tested in the
live 2016 U.S. election debates, where it would pick up sentences from the candidates
and post a score based on their truthiness. ClaimBuster has ve modules in the system.
Claim Monitor is a module that collects and monitors various sources such as broadcast
media (TV programmes), social media (Twitter), and websites. Once there is a new
claim, it scans the content using the Claim Spotter module, which generates a score
based on the sentence's factual, subjective, and opinion levels (a lower score is more
opinionated and subjective). High-scoring sentences from the Claim Spotter are passed
to the claim matcher, where it searches for related claims via fact-checking websites
and its repository. If there is no matching claim, the claim is passed to the claim checker.
The claim checker generates questions based on the claim, which are searched in Google
and the Wolframe API. Once the claim is matched with the results, it is sent to the
Fact-Check Reporter. This module combines the two results from their social platforms

and repository with the claim checker score.
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Figure 2.2: The vote frame

FromModeling Factual Claims with Semantic Fram@sslan, Caraballo, Jimenez & Li, 2020, p. 2512)

Later articles of ClaimBuster researched improving claim spotting and claim match-
ing using semantic frames to model factual claims. Arslan et al. (2020) introduced an
extension of FrameNet, a theory that humans "understand things by performing mental
operations on what they already kno{Ridcully, 2003, p. 3). This knowledge creates
a structure to describe events and relationsfifidcully, 2003). A frame consists
of rule$: Examples, FEs (Frame Elements) and LUs (Lexical Units), which enable
sentences to be annotated. Figure 2.2 shows a vote frame that the author has made based
on PolitiFact claims and structur@&rslan et al., 2020). Semantic frames allow them
to nd patterns and group the claims into groups. Thus, improvements can be made
in claim spotter and matcher. Furthermore, it would make manual fact-checking more
ef cient by identifying "statements of fact" (sentence annotation), claim duplication,

and "translating claims to structured queri€atslan et al., 2020, p. 2518) to be

8https://www.nltk.org/howto/framenet.html
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veri ed by approved sources. This reduces the time it takes to research and con rm the

claim (Arslan et al., 2020).

TOKOFOU

Tziafas et al. (2021) introduced TOKOFOU, an algorithm that answers seven questions
from a COVID-19-related tweet and was created for the NLP for Internet Freedom 2021

(NLP4IF) workshop. The seven questions are:
1. Isit veri able factual claim?
2. Is it false information?
3. Interest to general public?
4. Harmfulness?
5. Need veri cation of claim?
6. Harmful to society?
7. Requires attention to government?

Further information can be seen in Table 3.7. TOKOFOU allows us to determine
whether the tweet contains false information based on the seven questions. TOKOFOU
uses three models and four ne-tuned models for speci ¢ questions. The outcome
is determined by majority voting (further detail in Figure 3.5). TOKOFOU ranked
top in the NLP4IF 2021 workshop in detecting COVID-19 for the English dataset.
TOKOFOU can be an aid/assistant for fact-checkers or an "annotation of Twitter data

for misinformation” (Tziafas et al., 2021, p. 122)
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2.2.3 User Awareness

Bringing awareness to misinformation is a crucial skill to learn to combat misinforma-
tion. One such way is by getting internet companies to show ways to detect and handle
misinformation. Verizob provides a guide to spot and combat false/fake news, such as
what is misinformation, misinformation vs disinformation, types of misinformation and
examples, recognising fake news and misinformation, and how to handle/report them
on social media. Teachéfan bring awareness of misinformation to their pupils by
creating posters and quizzes, thus teaching them to handle misinformation. These skills
are essential because a survey of Facebook users showed that they disregard sources,
spread posts if they are interested in a speci ¢ topic, and are reluctant to utilise tools to
help handle false information (Karduni, 2019).

Chang et al. (2020) surveyed a card game called LAMBOOZLED!, young students

play this game to identify misinformation. The skills they learn from this game is :
» Using evidence to handle bias.

» Looking at / questioning content to nd features (e.g., suspicious URL, modi ed

images).
 Fact-checking skills (collecting evidence, looking for sources).

The game was played either in playtesting workshops or classrooms. They found that
it reveals that the experience earned in the game can be applied well in the real world,
and students are also engaged/participate. Teachers who are well prepared, e.g., show
a video of the game and prepare lessons and resources, allow the students to play the

game easier, but on the other hand, when there is no preparation, students are lost and do

%https://www.verizon.com/info/technology/fake-news-on-social-media/

Pnttps://resourced.prometheanworld.com/ ghting-fake-news-modern-classroom/,
https://www.who.int/news/item/27-07-2021-raising-awareness-of-misinformation-among-children-in-
poland
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not engage with the game. Therefore, students would not bene t from playing the game
if the teachers did not explain the game adequately. Hodgin and Kahne (2018) surveyed
teachers who support students in handling misinformation at school and suggested three

approaches:

» Develop Nuanced Skills & Strategies: learning skills beyond looking at rules and

using a checklist by students doing analysis of sources and questioning the claim.

* Re ecton Though Processes: teaching students that their opinions and bias would

affect their evaluation of the claim and re ect on their judgement.

» Practice, practice, practice: students practice their learned skills through weekly

event topics or apply them to through school curriculum.

Having a routine allows students to apply their skills and be con dent in researching
and reading claims. The approach had success with teachers they collaborated with

using media learning (Hodgin & Kahne, 2018).

2.3 Methods to Detect False Information

In this section, we explore several methods to detect false information including content-
based, graph-based, social context-based, modelling-based and other methods.

The ndings in van der Linden (2022) show that the best practice to debunk misin-
formation is by rst giving victims easy and simple facts using sources, mentioning the
myth surrounding the claim once, explaining how and why the claim is false, and nally
ending with facts and alternative sources. These practices show better effectiveness

than other methods.
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2.3.1 Content-based Method

Content-based method uses the content of the post to determine whether it is false
information or not. One of the post's main content that models use is text, which
contains valuable information such as lexical features, syntactic features, topic features,
and semantic featuré&uo, Ding, Yao, Liang & Yu, 2020). Furthermore, URL links,
hashtags, and images can also be used to classify false information. Al, such as
Support Vector Machine (SVM) and decision tree classi ers, is used for content-based
detection. Two such examples of content-based method are ClaimBHstesan

et al., 2017) and TOKOFOUTziafas et al., 2021). Content feature detection is an
important method to detect false information, as humans use content to interact and
make decisions. Crowd intelligence detections use these features to collect social context
(user interactions), collective knowledge (user evidence), and collective behaviours

(groups of users' behaviours) (Guo et al., 2020).

2.3.2 Graph-based Method

Graph-based detection is an algorithm that uses the nodes of users to create a graph.
This is commonly used for fake reviews, which show a connection between users and
their reviews of different products (ratings, number of reviews, and ratio of singleton
reviews). This algorithm is not a critical technique because of pretending users that
camou age amongst real usdtsumar & Shah, 2018). Another graph-related model is
Graph Convolutional Network (GCN). This model is an extension of the Convolutional
Neural Network (CNN) that uses graph inputs that contain feature matrices (nodes and
features). Each layer is a feature that generates a feature represgiatignZheng,

Quoc Viet Hung, Su & Li, 2019; Guo et al., 2020). This can be applied to propagation

claims using social pro les and tweet contents (Dong et al., 2019).
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2.3.3 Social Context-based Method

Social context-based method uses social context (human interaction features) such as
likes, comments, and tagging. These methods use neural networks (RNN, CNN) and
Long Short-Term Memory (LSTM). Social context classi ers can nd the connection
between users and how the post can spread. This can be seen in a network graph or
tree. By gathering emotional context from false information content, it can adequately
categorise different types of false information by the emotions they dig@lhgnem et

al., 2020). Using emotional lexicon models, they discovered that clickbait displays more
emotions than the others. The emotions can easily separate the types of false information
into groups, although there is some overlapping of true informgtgimanem et al.,

2020).

* Clickbait tends to display "surprised” and "negative emotions”, e.g., "You Won't

Believe what happened next"

» Hoaxes are dif cult to classify as they do not have a pattern but seem to show

"like" emotions e.g., "COVID-19 spreads through petrol pumps".

» Propaganda information shows "joy" and "fear", interestingly "calmness" e.g.,

"Don't let tobacco take you breath away".

(Ghanem et al., 2020)

2.3.4 Modelling-based Method

Modelling based method is a technique to create the spread of false information models
and to prevent it. One example of this use is a propagation model creatéddayoglu,

Ozdaglar & ParandehGheibi, 2010). This model creates either normal or forceful nodes;
forceful nodes change (some) of normal nodes' beliefs while forceful nodes change to

some degree when they interact with each other. Thus "echo chambers" are formed.
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Acemoglu et al. (2010) concluded that when several forceful agents update their beliefs
from the information they obtained by individuals, they would have a greater spread of
false information. Furthermore, members in small groups are in uenced the same way

as other groups by forceful agents that are not linked together.

2.3.5 Others

Guo et al. (2020) surveyed detection models, the early detection model is an important
topic to be discussed as other models depend on situations that have already happened
or similar occurrences/patterns. Deep learning is used for this topic to extract context,
links, and hashtags to help classify the information. Another interesting model is to
present reasons why the claim is false to better understand the claim. One way to show
this is to visualise "attention degree" by using words such as post emotions, signal
words, and textual features.

Zareie and Sakellariou (2021) recommends two strategies to minimise misinform-
ation: one is to block it before readers read it (blocking-based), and two is to spread
awareness of the false claim (clari cation-based). Block-based methods have two types,
node blocking (blocking nodes taking account of misinformation) and edge blocking
(removing nodes by identifying critical edges). Clari cation-based has two types,
campaign-oriented and protection-oriented. The campaign-oriented method brings
truth campaigns to nodes with the most in uence from other nodes. In contrast, the
protection-oriented method protects users from misinformation that is not affected by

the campaign.



Chapter 3

Our Work on False Information

Detection

3.1 Introduction

In this chapter, we will present our work on false information detection. We pick a
task from the NLP for Internet Freedom (NLP4IF) 2021 workshop on ghting the
COVID-19 Infodemic and Censorship Detection.

There are two tasks in the NLP4IF workshop. The objective of Task 1 is to design
and create a system/method to answer (label) the seven questions (section 3.2) from a
tweet from a given dataset in three languages (English, Arabic, and Bulgarian) to study
"the problem from a holistic perspectivéShaar et al., 2021, p. 82) (How do the seven
questions provide the answer?). Task 2's objective is to predict what types of posts on
Sina Weibo (a Chinese blogging platform) are removed and what is saved. Task 1 is the
focus of our work.

The goal is to build an algorithm to answer the questions that humans would answer
(ground truth) using a set of inputs and several outputs (7 questions), as shown in Table

3.1. There are seven labels on which the human and the algorithm use tweet_text to

29
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answer the seven questions (description of the human to answer).

Table 3.2 shows the top 3 teams for the English track. Out of the four algorithms
that do all three languages, advex (no published article) has the best performing system
on average (3rd), as seen in Table 3.3 and 3.4. Compared to advex, HunterSpeechLab
(rank average of fourth), InfoMiner (rank average of fourth) and spotlight (rank average
of fth).

We aim to improve the TOKOFOU system to label all three languages (English,
Arabic, and Bulgarian), as TOKOFOU is the best performer for English but could
not classify Arabic and Bulgarian well and did not participate in those languages. In

addition, the top average rank in all three languagesli®x

Column Detall
Name
tweet_no Tweet number

tweet_text | Twitter Tweet

Veri able Factual Claim - Yes if there is claim which is supported |by
gl_label evidence such as statistics, veri able, factual information, examples or
personal testimony. No if there is no evidence

g2_label False Information - Yes if there is claim of false information

Interest to General Public - Yes if the claim relates to potential cures,
updates on number of cases, on measures taken by governments or

q3_label discussing rumors and spreading conspiracy thediiemfas et al.
2021)
Harmfulness, Yes if the claim is harmful to the society / person(s) /
g4_label
company(s) / product(s)
g5_label Need of Veri cation, Yes if a fact checker is needed verify the claim
g6_label Harmful to Society, Using the matrix in Table 3.6
q7_label Require attention, Yes if the claim needs to be looked by government

department.

Table 3.1: Training dataset columns
Note: Q2,Q3,Q4,Q5 would become nan if Q1 is no or "not sure"

TOKOFQU algorithm is a majority voting ensemble model that uses six pre-trained

transformers. The pre-trained transformers are BERTweet (RoBERTa base model
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trained on 850M tweets), CT-BERT (BERT large model trained on 160M COVID-19
related tweets), and TWEEETEVAL (RoBERTa base model trained on 60M tweets)
using their ne-tuned models (hate-speech, emotion, irony, and offensive). Training
"on 15 epochs on batches of 16 twegfFZiafas et al., 2021, p. 121) is done using the
AdamV optimizer (learning rate & 10 ° and weight decay of 0.01) on the provided
English dataset without URLs (Tziafas et al., 2021).

Rank| Team F1 P R

1 TOKOFOU 0.897 0.907 0.896
2 dunder_mif in 0.891 0.907 0.878
3 NARNIA 0.881 0.900 0.879
5 advex 0.858 0.882 0.864
8 HunterSpeechLab 0.736 0.874 0.684

Table 3.2: Top English: Evaluation

Rank| Team F1 P R

1 ROO 0.781 0.842 0.763
* iCompass 0.748 0.978 0.737
2 HunterSpeechLab 0.741 0.804 0.700
3 advex 0.728 0.809 0.753

Table 3.3: Top Arabic: Evaluation
* Jate submission

3.2 Dataset

There are three language datasets from the workshop: the English set, the Arabic set,

and the Bulgarian set. In addition, we made a fourth dataset that combines all three
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Rank| Team F1 P R

1 advex 0.837 0.86Q 0.861
2 HunterSpeechLab 0.817 0.819 0.837
3 majority_baseline 0.792 0.742 0.855

Table 3.4: Top Bulgarian: Evaluation

tweet ql_ | g2_ |qg3_ |g4_ | g5_ | g6_ | q7_
_no | weet text label | label | label | label | label | label | label

Corona Virus isn't real
the government just
wants everyone insid
for two weeks so they
can change the batter-
ies in the birds.

D

38 yes |[yes | no no no no no

Table 3.5: Tweet example

languages. Each language dataset contains training, dev, test, and gold sets. Training
and dev sets contain tweet no., text, g1 label, g2 label to q7 label. Test sets contain
tweet no. and text, while gold contains the same tweet no. and text of the test set and the
tweet question labels. Table 3.5 is an example of an English training dataset. Initially,
the dataset came froflam et al., 2020). The workshop creators added additional

tweets in Arabic and a new Bulgarian dataset.

Label Detall

No not harmful

No joke or sarcasm

Yes panic

Yes xenophobic, racist, prejudices or hate-speech
Yes bad cure

Yes rumor or conspiracy

Yes other

Table 3.6: Matrix
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English | Arabic | Bulgarian
Training | 755 2534 | 2998
Dev 53 520 350

Test 418 1000 | 357

Table 3.7: Dataset summary: Number of tweets

Figure 3.1 is the English training dataset, which contains 755 tweets and is prepro-
cessed (replaces links with "URL"), and tweet no. 385 is removed because the tweet was
long enough to crash the training (not enough RAM). The English dev dataset contains
53 tweets and is preprocessed. English test dataset contains 418 with no preprocessing.
Figure 3.1 shows unbalanced labels in all questions, the majority of question 1 is yes,
while question 2's yes is the majority. Thus, most veri able factual claims are not

claims of false information (if there is no evidence, it is more likely to be false).

Figure 3.1: English training set

Figure 3.2 is the Arabic training dataset containing 2534 tweets (originally 198
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tweets) and is preprocessed. The Arabic dev dataset contains 520 tweets and is prepro-
cessed. The Arabic test dataset contains 1000 tweets. Figure 3.2 shows unbalanced
labels in most questions. Most questions have the same pattern as the English dataset

except for question 7. Thus, most tweets in Arabic require government attention.

Figure 3.2: Arabic training set

Figure 3.3 is the Bulgarian training dataset containing 2998 tweets. Tweets 1769
and 2227 were removed because they were long enough to crash (not enough RAM).
The dev dataset contains 350 tweets with preprocessing. The testing dataset contains
357 tweets. Figure 3.3 shows unbalanced labels in all questions, the same as the English

dataset.



Chapter 3. Our Work on False Information Detection 35

Figure 3.3: Bulgarian training set

3.3 Methodology

This section aims to use LLMs to netune different tasks (in three languages).
The original TOKOFOU system uses six pre-trained BERT models in English to

perform the task and uses majority voting aggregation. These six models are:

* Model 1: BERTWEET is based on RoBERTa, which is trained on 850M tweets
and an additional 23M tweets (COVID-19 related) were traifidguyen, Vu &
Nguyen, 2020).

* Model 2: CT-BERT uses BERT large model and is trained on 97M tweets related
to COVID-19 from crowdbreak (collection tweets of a speci ¢ topic on Twitter)

(Muller, Salathé & Kummervold, 2020).

» Model 3-6: TWEETEVAL is based on RoOBERTa and is trained on 60M tweets.
TOKOFOU uses four ne-tuned TWEETEVAL models to detect: hate speech,
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emotion, irony and offensive. Itis ne-tuned by adding a dense layer (connec-
tion of the previous layer) and training on speci c classi cation tagRarbieri,

Camacho-Collados, Neves & Espinosa-Anke, 2020).

TOKOFOU is trained for "15 epochs on batches of 16 tweets, using the AdamW
optimizer with a learning rate & 10 ® and a weight decay of 0.01Tziafas et al.,
2021, p. 121). The TOKOFOU team proposed an ensemble model where the outcomes
are determined by a majority vote (6 models). Pre-processing is done by replacing URL
links (https:example.com) with "URL". Therefore, the URL links do not affect the
weight of the model. Post-processing involves using the question 1 result to determine

if questions 2-5 become nan (if g1 is no, then q2-g5 are nan) (Tziafas et al., 2021).

3.3.1 TOKOFOQU Architecture

Figure 3.4 shows the training of TOKOFOU. Step 1 of the process is that each pre-
trained transformer algorithm is trained/tested for 20 epochs (TOKOFOU_T) and
ne-tuned for each question with the AdamW optimizer. The nal algorithm models
use the best epoch model (based on the F1 score). Figure 3.5 shows Step 2 of the
process: the test dataset is inputted to each model and outputs a prediction. In step 3,
the outcome is determined by the predicted outcomes of each model by majority rule.

The majority-voted answer is then post-processed.

TOKOFOU_M

TOKOFOU_M is TOKOFOU with existing code (multilingual model) but did not

submit their score into the competition. Table 3.8 shows TOKOFOU_M models used.
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Figure 3.4: TOKOFOU training architecture
Training data is pre-processed, and a batch of 16 tweets each is trained and tested until the whole training
set is looked through (epochs). The prediction is post-processed, and the loss is calculated. This
sequence is completed 20 times (20 epochs).

TOKOFOU_T

TOKOFOU_T uses the same architecture as TOKOFOU, using 20 epochs instead of 15

and additional models.

« TOKOFOU_T Allis netuned for all three languages (trained on the combined

dataset).
« TOKOFOU_T English is netuned for English.

« TOKOFOU_T Arabic is netuned for Arabic.
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« TOKOFOU_T Bulgarian is netuned for Bulgarian.

Table 3.8 shows an overview of models used in TOKOFOU _T.

Model Type - Language Models

del-covid, vinai-covid, cardiffnlp-offensive, cardiffnlp-hate,

TOKOFOU - English cardiffnlp-emotion, cardiffnlp-irony

multi-bert, multi-xIm, multi-microsoft, multi-sentiment
multi-toxic

TOKOFOU_M - All

multi-bert, multi-xlm, multi-microsoft, multi-sentiment
multi-toxic, multi-xIm-roberta-base-snli-mnli-anli-xnli

TOKOFOU_T - All

del-covid, cardiffnlp-offensive, cardiffnlp-hate, cardiffnlp-

TOKOFOU_T - English emotion, cardiffnlp-irony, cardiffnlp-tweet, vinai-tweet

TOKOFOU_T - English| multi-xIm, multi-xlm-roberta-base-snli-mnli-anli-xnli, mult

(Multi)* verdict-classi er, multi-sentiment, multi-toxic
arabic-xIm-r-base, arabert, multi-toxic, bert-base-arabic,

TOKOFOU _T - Arabic multi-xIm-roberta-base-snli-mnli-anli-xnli, camelbert-mix-
msa

multi-bert, multi-xIm, multi-microsoft, multi-sentiment
multi-toxic, multi-verdict-classi er

TOKOFOU_T - Bulgarian

Table 3.8: Overview model
Each language in TOKOFOU_T uses different models and is trained by their respective language, *
TOKFOU_T English Multi is early model
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Figure 3.5: TOKOFOU testing architecture
Model (M) and Prediction (P). All testing set is sent to each model to predict the Q1-7. The outcome is
determined by majority rules which are then post-processed to output the nal labels. Example tweet:
"Corona Virus isn't real, the government just wants everyone inside for two weeks so they can change

the batteries in the birds." (Note: 1 is Yes and 0 is No).
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3.3.2 BERT

Bidirectional Encoder Representations from Transformer (BERT) is a semi-supervised
learning model researched by Google in 2QD&vlin, Chang, Lee & Toutanova, 2018).
BERT has two main steps: First, the models are trained on unlabeled data (pre-training)
for different tasks. The next step is using the labelled data to tune the pre-trained
parameters. Each task has different ne-tuned models. The pre-training involves two
tasks: masked Language Modeling (masking 15% of random tokens from the input) and
Next Sentence Prediction (to understand the relationship between sentences A and B by
choosing 50% of sentence B to be a random sentence). Fine-tuning involves each task’s
input and output parameters being tuned end to end (converting). BERT was trained on
BooksCorpus (800M words) and English Wikipedia (2,500M words - text only). Figure
3.6 shows how a general BERT works. The sentence is rst tokenized (the [CLS] token
is the beginning of the input, each word is a token, and new sentences start with the
[SEP] token). The tokens are changed to ids and sent to BERT (multiple encoders)
with segment embedding (distinguish different sentences) and position embedding
(numbered order(Devlin et al., 2018). For TOKOFOU, the output of BERT is sent to a

Neural Network ( ne-tuned NN), in which each question has its own parameters.
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Figure 3.6: BERT example
This is an example of how a general BERT works. First, the sentence is tokenized into ids (random in
this example) and sent to BERT (multiple encoders). The output of BERT is sent to a Neural Network

(' ne-tuned NN), in which each question has its parameters.

3.3.3 ROBERTa

ROBERTa is an improved version of BERT by training more data, bigger batches,
and longer sequences, removing Next Sentence Prediction (NSP) and modifying the
masking behaviour when trainir{giu et al., 2019). Dynamic masking is used in the
pre-training stage instead of a static mask. This is done by duplicating the training
data 10 times, each sequence with 10 maskings over 40 epochs. There is a slight

performance improvement by changing the model input format and replacing the NSP
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with Full-Sentences (each input is a maximum of 512 tokens long). The text encoding
is modi ed by training with a larger Byte-Pair-Encoding (BPE) size of 50K (without
pre-processing) instead of 30K (with pre-processing), which adds 15M-20M parameters

to the BERT base and BERT large (Liu et al., 2019).

3.3.4 Multilingual BERT

Multilingual BERT is used in the improved version of TOKOFOU: BERT base multilin-
gual cased (multi-bert) is from a BERT that is pre-trained on 104 languages from Wiki-
pedia (lowercased, undersampling large Wikipedia languages, and oversampling small
Wikipedia languageqBERT multilingual base model (cased)d.). The BERT-based
multilingual uncased sentiment (multi-sentiment) is based on BERT and RoBERTa. It
is trained to identify trolling, aggression, and cyberbullying on Twitter and Youtube
in English, Hindi, and BengaliMishra, Prasad & Mishra, 2020). XLM-RoBERTa
(multi-xIm) is a multilingual version of ROBERTa and is pre-trained on 2.5TB of ltered
CommonCrawl data containing 100 langua¢g@enneau et al., 2019). Multilingual
MiniLm (multi-microsoft) is based on the BERT architecture, uses the XLM-R token-
izer, and is trained on XML-R (Deep self-attention Distillatigiyang et al., 2020).
Multilingual Toxic XLM-RoBERTa (multi-toxic) is an XLM-R based model that is
trained to identify toxicity and pre-trained on Wikipedia comments (English, French,
Spanish, Italian, Portuguese, Turkish, and RusgjEianu & Unitary team, 2020).
XLM RoBERTa base snli mnli anli xnli is a XLM-R based model that is trained on the
Stanford Natural Language Inference (SNLI) Corpus, the Multi-Genre Natural Lan-
guage Inference (MNLI) corpus, the Adversarial Natural Language Inference (ANLI)
and the Cross-Lingual NLI (XNLI) Corpus{LM RoBERTa Base Snli Mnli Anli Xpli
n.d.). Multilingual Verdict Classi er is a ROBERTa model trained on 2,500 multilingual

verdicts from Google Fact Check Tools, which are translated into 65 languages using
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Google TranslateMerdict Classi er, n.d.).

3.3.5 Arabic BERT

In the improved TOKOFOU, several Single Language Transformers are used: BERT-
based Arabic (bert-base-arabic), which is trained on Arabic WikipE&hdaya, Ab-
dullatif & Yuret, 2020). Arabert is a BERT-based model that is trained on Oscar
unshuf ed and ltered, Arabic Wikipedia, the Arabic corpus (1.5B words), the Open
Source International Arabic News (OSIAN) corpus, and Assa r news art{@asoun,

Baly & Hajj, 2020). CAMeIBERT mix msa (Computational Approaches to Modelling
Language Lab BERT) is a collection of BERT models that were trained on Arabic data-
sets (modern standard Arabic, dialectal Arabic, and classical Ardbhm)e, Alhafni,
Baimukan, Bouamor & Habash, 2021). AdaSL (arabic-xIm-r-base) is an XLM-R-based
model that is trained on a 5 million Arabic tweet corpus (1 million per dial@dgkki,

Mahdaouy, Berrada & Khoumsi, 2022).

3.3.6 GPT-3

In this section, we tried using the testing data on Chatgpt 3.5 and ned tuned GPT-3
Ada using the training used in TOKOFOU _T. GPT-3 is a generative pre-training from
openAl and uses the same architecture as GPT-2. GPT-3 has 175 billion parameters and
Is trained on 499 billion tokens from Itered CommonCrawl, Webtext, Book1, Book2

and Wikipedia (Brown et al., 2020)

ChatGPT3.5

chatGPT3.5is a ned-tune version (supervised and reinforcement learning from human

trainers) of GPT3 from openAl.
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By using this following prompt: Here is a claim, "TWEET", can you answer the

following 7 questions in a very concise manner:

* Q1: is this Veri able Factual Claim? - Answer Yes if there is claim which is
supported by evidence such as statistics, veri able, factual information, examples

or personal testimony. No if there is no evidence.

* Q2: does this claim contain False Information? - Yes if there is claim of false

information.

* Q3: Is this claim of the Interest to General Public? - Yes if the claim relates to
potential cures, updates on number of cases, on measures taken by governments

or dis- cussing rumors and spreading conspiracy theories.

* Q4: is this claim Harmful? Yes if the claim is harmful to the society / person(s) /

company(s) / product(s).

» Q5: is this claim in Need of Veri cation? Yes if a fact checker is needed verify

the claim.

* Q6: is this claim harmful to society? No if not harmful; No if a joke or sarcasm,;
Yes if it can create panic; Yes if it has xenophobic, racist, prejudices or hate-

speech; Yes if bad cure; Yes if rumor or conspiracy; Yes if others.

* Q7: does this claim Require attention? Yes if the claim needs to be looked by

government department.
and with the following settings:
1. model = gpt-3.5-turbo
2. temperature =0

3. message =[role": 'user’, 'content' : PROMPT]
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Finetune GPT3 Ada

GPT3 Ada is one of four models that can be ne-tuned. Ada is suited for classi cation
problems. Although it scores slightly lower than the other three, it is the fastest and
cheapest model. The ne-tune of GPT3 Ada is using the existing training used in TOKO-
FOU and modifying the training data to t openAl requirements: {"prompt:":"TWEET

->" "completion™:" no\nnan\nnan\nnan\nnan\nyes\nno\n ###"} ("->" means prompt
ending separator and "###" means completion ending separator) additionally using
openAl's default parameters. The cost of training Ada is $0.0004 USD per 1K tokens,
and using it costs $0.0016 USD per 1K tokens. This is cheaper than chatGPT3.5 turbo
($0.002 USD per 1K tokens) and does not need to add questions in each tweet, as seen

in the chatGPT3.5 prompt.

3.4 Evaluation

All training and testing were done on a laptop with an Intel i7-8750h (6 cores, 12
threads) at 3.00 GHz and 16 GB of RAM. A few rows in some datasets were removed
due to limited RAM (explained in section 3.2). Table 3.8 is an overview of what models
we used in the TOKOFOU_T. In the analysis of the original TOKOFOU code, there was
experimental code for other languages: multi-bert, multi-xIm, multi-xnli (large model),
multi-microsoft, multi-sentiment and multi-toxic. In the TOKOFOU _T, additional
models were added: multi-xIm-roberta-base-snli-mnli-anli-xnli, multi-verdict-classi er,

arabic-xIm-r-base, arabert, bert-base-arabic and camelbert-mix-msa.

3.4.1 Results

Below are the key TOKOFOU types:

» TOKOFOU - Original TOKOFOU score.
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Model Name Training Parameters Languagel/s
499 Billion tokens (Com;-
Generative Pre. monCrawl, WebText2
GPT-3 turbo : Books1, Books2, Wikipedia) 175B 95
trained Transformer .
plus chat conversations
(chatgpt3.5 turbo)
340M
del-covid (CT-| COVID-Twitter- (BERT- :
BERT) BERT 97M tweets (1.2B words) Large English
base)
vinai- English tweets and Covid 110M
covid/vinai- BERTWEET tweets, 850 tweets (16B (BERT- English
tweet words) base)
355M
cardiffnlp-... | TweetEval 60M tweets (RObERTa-| English
base)
o 110M
multi-bert BERT multilingual |\ uyi00 i (BERT- | 104
base model (cased)
base)
XLM-RoBERTa 110M
multi-xIm (cross-lingual  lan; 2.5TB  ltered  common (BERT- 100
crawl data
guage model) base)
mult- MiniLM NAN 21M 16
microsoft
multi- 110M
. NAN 24.1K tweets and youtube | (BERT- NAN
sentiment
base)
Wikipedia talk page editg 550M
multi-toxic Detoxify and CivilComments (or an—(XLM' 7
o 9aN" ROBERTa-
isation)
base)
multi-xIm- 270M
roberta-base- NAN SNLI, MNLI, ANLI and | (XLM- 13
snli-mnli-anli- XNLI RoBERTa-
xnli base)
. 270M
multi-verdict- | Multilingual Verdict | 22K verdicts from Google ., ;.
. . Fact Check Tools API and 65
classier Classi er RoBERTa-
translated
base)
270M
arabic-xIm-r- (XLM- .
base AdaSL 5M tweets ROBERTa- Arabic
base)
8.6B words (OSCAR unt
shuf ed and Itered, Arabic
arabert AraBERT Wikipedia, 1.5B Arabic Cori 136M Arabic
pus, OSIAN Corpus and As-
sar news articles
bert-base- . 8.2B words (OSCAR, Arabig 110M .
. ArabicBERT P ' (BERT- Arabic
arabic Wikipedia, Other)
base)
multi- |
camelbert- CAMeLBERT Moq- 17.3B words and PATB datcl—NAN Arabic
Mix-msa ern Standard Arabic | set

Table 3.9: Model summary
NAN: does not specify or not found
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« TOKOFOU_M - Original TOKOFOU multilingual code that was not submitted.

* TOKOFOU_T - Improved TOKOFOU.

English

Table 3.10 shows the original TOKOFOU score as the top performing system by 0.6%
of the following best (dunder_mifin) and 1.6% (NARNIA) for second best. The
top-scoring questions were 4, 5, and 7 from TOKOFOU. Question 6 has a difference of
3.2% between TOKOFOU and dunder_mif in, which shows TOKOFOU's weakness
in determining whether the tweet harms society. Question 2 has a difference of 2.2%
between advex, majority _baseline and TOKOFOU, which shows some weakness in
labelling if there is a claim of false information in tweets. Question 3 has a 1.4%
difference between majority _baseline and TOKOFOU, which shows some weakness
in determining if the tweet contains interesting content for the public. In question 1,
TOKOFOU_T English performed 0.5% better than TOKOFOU. Overall TOKOFOU_T
English ranked fourth. TOKOFOU_All ranked fth, and in question 3, it performed
2.6% better than TOKOFOU_T English. TOFOKOU_M performed 10th out of 12

systems. Therefore, it was possibly not submitted because of the low score.
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Rank| Team Overall QL Q2 |Q3 |Q4 | Q5 | Q6 |Q7
F1 P |R |F1 |F1 |F1 |1 |1 |1 | R

1 | TOKOFOU| 0.897 0.907 0.896 0.835 0.913 0.978 0.873 0.882 0.908 0.889
dunder_

2| 0.891 0.907 0.878 0.807 0.923 0.966 0.868 0.852 0.940 0.884

3 | NARNIA | 0.881 0.900 0.879 0.831 0.925 0.976 0.822 0.854 0.909 0.849

4 | TOKOFOUI ) o84 0.803 0.887 0.840 0.915 0.961 0.834 0.853 0.886 0.873
_T English

s | ChAtGPT | 000 0,889 0.882 0.659 0.934 0.980 0.873 0.913 0.915 0.869
3.5 turbo

ok SrTngissr?da 0.872 0.890 0.880 0.843 0.900 0.975 0.805 0.833 0.900 0.848

5 TToiﬁFOU 0.871 0.894 0.887 0.798 0.912 0.982 0.821 0.851 0.884 0.848

ok (A;”PT?’ Ada| ;864 0.885 0.859 0.852 0.883 0.955 0.807 0.813 0.894 0.847

6 | InfoMiner | 0.864 0.897 0.848 0.819 0.886 0.946 0.841 0.803 0.884 0.867

7 | advex 0.858 0.882 0.864 0.784 0.927 0.987 0.858 0.703 0.878 0.866
Lang-

8 | Research-| 0.856 0.909 0.827 0.842 0.873 0.914 0.829 0.792 0.894 0.849
LabNC
TOKFOU

9 | _TEnglish| 0.855 0.884 0.869 0.833 0.904 0.961 0.773 0.811 0.879 0.824
(multi)

10 TI\CZKOFOU 0.854 0.878 0.870 0.819 0.910 0.950 0.774 0.827 0.878 0.820

* majority_ | 4 g3q 0.786 0.883 0.612 0.927 1.000 0.77d 0.807 0.873 0.821
baseline

* ngram_- | 5 go8 0.819 0.868 0.647 0.904 0.992 0.761 0.800 0.873 0.821
baseline
Hunter-

11 | Speech- | 0.736 0.874 0.684 0.738 0.822 0.824 0.744 0.426 0.878 0.720
Lab

12 | spotlight | 0.729 0.907 0.676 0.813 0.822 0.217 0.764 0.701 0.905 0.877

* random_ | ) /o4 0.707 0.389 0.552 0.480 0.457 0.473 0.423 0.563 0.526
baseline

Table 3.10: English: Evaluation
* baseline model, ** GPT model (later evaluation)
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Arabic

Table 3.11 shows the TOKOFOU_T Arabic has the best score by 0.2% of ROO (single
language), 3.5% of the best multilingual system other than TOKOFOU (iCompass)
and 2.6% of TOKOFOU_M. Advex, who came sixth, has the best question score than
TOKOFOU _T (1.4% in Q2, 3.7% in Q3 and 3.0% in Q4) and would have performed
better overall if Q7 had a higher score. TOKOFOU_T Arabic question 5 score performed
best by 5% of RO0 and 7.3% of advex. Question 5 and 7 performance in all systems
is low (Q5 best is 64.6% and 69.0% in Q7). TOKOFOU_T All, ranked third and in
question, performed better than TOKOFOU_T Arabic by 6.2%.
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Rank| Team Overall QL Q2 |Q3 |Q4 | Q5 | Q6 |Q7
F1 P |R |F1 |F1 |F1 |1 |1 |1 | R

1 | TOKOFOUl ) 204 0.833 0.779 0.725 0.787 0.944 0.829 0.646 0.888 0.659
_T Arabic

2 | ROO 0.781 0.842 0.763 0.843 0.762 0.890 0.799 0.596 0.912 0.663

3 T?iﬁ':ou 0.776 0.824 0.770 0.787 0.766 0.926 0.812 0.628 0.882 0.630

4 T,\c/’lKOFOU 0.757 0.813 0.763 0.757 0.756 0.925 0.782 0.556 0.870 0.651

5 | iCompass | 0.748 0.784 0.737 0.797 0.746 0.881 0.796 0.544 0.885 0.585
Hunter-

6 | Speech- | 0.741 0.804 0.700 0.797 0.729 0.878 0.731 0.500 0.861 0.690
Lab

7 | advex 0.728 0.809 0.753 0.788 0.821 0.981 0.859 0.573 0.866 0.205

8 | InfoMiner | 0.707 0.837 0.639 0.852 0.704 0.774 0.743 0.593 0.698 0.588

w | NQTAM_— 5 699 0.741 0.716 0.410 0.762 0.950 0.767 0.553 0.856 0.579
baseline

s | ChAGPT 1 wor 5800 0.696 0.73d 0.742 0.926 0.799 0.523 0.886 0.171
3.5 turbo

ok (ABHPT?’ Ada| ;671 0.793 0.643 0.785 0.702 0.865 0.722 0.516 0.837 0.270

9 ?j;nascus' 0.664 0.783 0.677 0.169 0.754 0.915 0.783 0.583 0.857 0.589

| MAJONY_ 1 seq 0,608 0.751 0.152 0.786 0.981 0.814 0.475 0.857 0.579
baseline

10 | spotlight | 0.661 0.805 0.632 0.843 0.703 0.792 0.647 0.194 0.828 0.620

ok SrzgiAda 0.608 0.768 0.574 0.732 0.617 0.774 0.634 0.435 0.850 0.212

s | random_ g jod 6719 0.412 0.51d 0.444 0.487 0.442 0.476 0.584 0.533
baseline

Table 3.11: Arabic: Evaluation

* paseline model ,** GPT model (later, evaluation)
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Bulgarian

Table 3.12 shows TOKOFOU_T Bulgarian is the second best performer by 1.5% by
advex. TOKOFOU_T Bulgarian and TOKOFOU_M are best at classifying question

1 by 1.2% compared to HunterSpeechLab and 6.2% compared to advex. Question
2 TOKOFOU_T Bulgarian came fourth out of 9 models or third out of 6 (teams) by
1.7% compared to advex. TOKOFOU_T Bulgarian's question 3 came third or tied with
HunterSpeechLab and performed 1.8% worse than majority _baseline and 1.2% worse
than advex. Question 4, TOKOFOU_T Bulgarian came third/tie with majority _baseline
and performed worse by 1.3% compared to HunterSpeechLab. TOKOFOU_T Bulgarian
performed second in question 5 by 1.5% compared to advex. TOKOFOU_T All ranked
5th and performed slightly worse than TOKOFOU_M by 0.4% and TOKOFOU_T
Bulgarian by 1.6%. TOKOFOU_T All performed better than TOKOFOU_T Bulgarian

in question 6 by 1.2%.



Chapter 3. Our Work on False Information Detection 52

Rank| Team Overall QL Q2 |Q3 |Q4 | Q5 | Q6 |Q7
F1 P |R |F1 |F1 |F1 |1 |1 |1 | R

1 | advex 0.837 0.860 0.861 0.887 0.955 0.980 0.834 0.819 0.678 0.706
TOKOFOU

2 | T Bul-|0823 0857 0.854 0.949 0.938 0.968 0.822 0.804 0.615 0.664
garian
Hunter-

3 | Speech- | 0.817 0.819 0.837 0.937 0.943 0.968 0.835 0.748 0.605 0.686
Lab

4 T,\OAKOFOU 0.811 0.829 0.850 0.949 0.938 0.968 0.815 0.761 0.606 0.643

5 T?iﬁ)FOU 0.807 0.844 0.821 0.921 0.914 0.944 0.820 0.766 0.627 0.657

* Majorty_ | 4 792 0.742 0.855 0.876 0.951 0.986 0.822 0.672 0.606 0.63d
baseline

* ngram_- 1 4 778 0.790 0.808 0.909 0.919 0.949 0.803 0.631 0.606 0.630
baseline

s | ChAtGPT 1 2ag 617 0.701 0.80d 0.761 0.895 0.653 0.655 0.667 0.642
3.5 turbo

s | GPT3Adal 214 5814 0.68d 0.799 0.80d 0.824 0.707 0.634 0.605 0.646
Bulgarian

6 | spotlight | 0.686 0.844 0.648 0.832 0.926 0.336 0.669 0.687 0.650 0.700

ok flrm Ada| o 677 0.818 0.627 0.729 0.742 0.754 0.658 0.610 0.605 0.640

7 InfoMiner | 0.578 0.826 0.505 0.786 0.749 0.419 0.599 0.55¢ 0.303 0.631

random__

. 0.496 0.768 0.400 0.594 0.502 0.47Q 0.480 0.399 0.498 0.528
baseline

Table 3.12: Bulgarian: Evaluation
* baseline model, ** GPT model (later evaluation)

All languages

Table 3.13 shows when TOKOFOU_T All is trained on All languages (combining
English, Arabic, and Bulgarian) and tested with the combined testing dataset. The

results show high scores in most questions and the F1 score. Questions 5 and 7 seem to
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Overall QL Q2 | Q3 | Q4 | Q5 | Q6 | Q7
F1 P R F1 F1 F1 F1 F1 F1 F1
0.823 0.850 0.819 0.812 0.863 0.946 0.812 0.732 0.834 0.759
Table 3.13: All language: Evaluation
be on the low side, as seen in Figure 3.11.
Swapping languages
Model Type - Learned Dataset Language
TOKOFOU_T | TOKOFOU TOKQFOU_T TOKQFOU_T TOKOFOU_T
: : English (multi) | Arabic Bulgarian -
All - Trained | - Trained on . . ;
All languages* | English - Trained on| Trained on| Trained on
English Arabic Bulgarian
Test language | F1 Score F1 Score F1 Score F1 Score F1 Score
English 0.871 0.884 0.855 0.726 0.847
Arabic 0.776 0.642 0.783 0.657
Bulgarian 0.807 0.683 0.703 0.823
All 0.823 0.713 0.755 0.744

In this section, the experiment compares if testing a model in a different language
dataset from its trained language dataset gives similar performance. In Table 3.14,
English performs best in most models except for TOKOFOU_T Arabic. When Arabic is
trained, the best F1 score is 78.3% compared to 64.2% in TOKOFU_T English, 65.7%

Table 3.14: Swap language: Evaluation
Bold is best model F1 score, Italic is learned language, * combined with three lanaguages

in TOKOFOU_T Bulgarian and 77.6% in TOKOFOU_T All. When Bulgarian trained,

the best F1 score is 84.7% compared to 68.3% in TOKOFOU_T English, 70.3% in

TOKOFOU_T Arabic, 82.3% in TOKOFOU_T Bulgarian and 80.7% in TOKOFOU_T

All. When All languages are trained, the best F1 score is 82.3% compared to 71.3%

in TOKOFOU_T English, 75% in TOKOFOU_T Arabic and 74.4% in TOKOFOU_T

Bulgarian.
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TOKOFOU_T Bulgarian produced their best score in the English dataset even if
the model was not ne-tuned further in English. This shows that the multi-language
model performs best in English because it has been trained in English more. The
ne-tuning of the English and Bulgarian datasets does change the performance, as seen
in 3.14. Fine-tuning English is 0.8% better than without ne-tuning. When ne-tuned
in Bulgarian, it is 14.9% better than without ne-tuned. In addition, when ne-tuned for
English or Bulgarian, they perform similarly (1.5% difference) when tested in Arabic.
This could be because of the different models used. TOKOFOU_T All has the second
best performance in different languages, by 1.3% worse in TOKOFOU English, 1.6%
better in TOKOFOU _T English, 0.7% worse in Arabic, and 1.6% worse in Bulgarian.

TOKOFOU_T All tested on the All language set to have a similar F1 score to TOKO-
FOU_T Bulgarian of 0.823 in All and 0.823 in Bulgarian test, which is a coincidence as

guestion F1 is different as shown in Table 3.15

Question | All F1 score Bulgarian F1 score
Q1 0.812 0.949
Q2 0.863 0.938
Q3 0.946 0.968
Q4 0.812 0.822
Q5 0.732 0.804
Q6 0.834 0.615
Q7 0.759 0.664

Table 3.15: All and Bulgarian F1 comparison

TOKOFOU_T All has the most robust F1 score, which came second in all three

languages.
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3.4.2 GPT3results
GPT3.5 turbo

In some tweets chatGPT 3.5 sometimes does not answer with a yes or no, but "potentially
... or "cannot determine without further information" or "yes, if...". These answers

would be modi ed according to Table 3.16

. Modied Q1 6
GPT answer Modi ed answer QL Q
and Q7 answer
not speci ed nan no
potentially... yes yes
not indicated nan no
not necessarily no no
as an ai language... nan no
no information
: nan no
provided
no,... no no
yes,... yes yes

Table 3.16: Result modi cation

Table 3.10 shows the result of the English test set with GPT models. ChatGPT3.5
is ranked fth and has better or identical individual scores as the best algorithm in
guestions 2, 4, and 5, but poor performance in question 1. Perhaps the understanding of
question 1 differs from human to LLMs, or the question is poorly written. Thus low
overall score. ChatGPT's performance was surprising to show a high overall F1 score in
English without any training from the dataset. When changing question 1 for chatGPT
to understand better, it performed lower. The chatGPT Arabic score showed lower
overall performance than other algorithms. Although most question F1 scores were
high on average, question 7's score is the worst out of all the algorithms (signi cantly

low overall score). Therefore, there could be a translation misunderstanding when using
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English questions. The chatGPT Bulgarian score showed low overall performance.

Questions 1 and 2 showed good performance, but others showed low performance.

Finetuned GPT3 Ada

The results from netuned GPT3 Ada in Table 3.10 showed lower performance than
chatGPT by 0.6%, but a signi cantly better F1 score in question 1 by 18.4%. Question
1in GPT3 Ada All scored 0.8% better than ne-tuned English and is the top score out
of the other algorithms in English. The netuned Arabic in Table 3.11 score showed the
worst performance of all algorithms (0.74% below chatGPT), especially in questions 5
and 7. Questions 1 and 7 showed some improvement over chatGPT. The Bulgarian in
Table 3.12 shows the netune Bulgarian. It ranked lower than chatGPT (by 0.21%) but
performed better in questions 2, 4, and 7. The netuned version of GPT3 Ada did not
improve the overall score. However, in some cases, it improved individual questions
such as question 1 in English, question 7 in Arabic, and question 4 in Bulgarian. GPT3
Ada All performed slightly worse than ne-tuned English by 0.8% and ne-tuned
Bulgarian by 4.1%. Surprisingly GPT3 Ada All performed better than ne-tuned Arabic
by 6.3%.

3.5 Discussion and Conclusion

Overall, TOKOFOU_T All is ranked one on average across all three languages (out of
8 multilingual methods in Table 3.17). TOKOFOU's weakness is in questions 2, 3, and
6, both seen in non-modi ed and modi ed models. This could be because of the type of

model used or trained on.
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Rank| Team English F1 | Arabic F1 | Bulgarian F1| Average
1 TOKOFOU_T All 0.871 0.776 0.807 0.818
2 TOKOFOU_M 0.854 0.757 0.811 0.807
3 advex 0.858 0.728 0.837 0.806
4 ChatGPT3.5 Turbo 0.878 0.682 0.739 0.766
5 HunterSpeechLab 0.736 0.741 0.817 0.765
6 GPT3 Finetuned Ada All 0.864 0.671 0.677 0.737
7 InfoMiner 0.864 0.707 0.578 0.716
8 spotlight 0.729 0.661 0.686 0.692

Table 3.17: Multilingual methods: Top average F1 score

Eight algorithms were tested in all three languages. Table 3.17 shows TOKOFOU_T
All and the seven other algorithms with F1 score and rank in each language. TOKO-
FOU_T All ranked nearly top in almost all languages except for Bulgarian, and it is the
best multilingual algorithm (average score). Advex ranked top for Bulgarian but fourth
for English and Arabic, TOKOFOU_M ranked fourth in English, second in Arabic and
third in Bulgarian. HunterSpeechLab ranked around third in almost all languages except
for English (sixth), InfoMiner ranked low in Arabic and Bulgarian except for English
(third), and spotlight ranked low in all languages.

In general, Q5 and 7 have low performance in most languages. This could be the
label's lack of clarity or the dataset it was ne-tuned on needed to be more balanced, as
seen in Section 3.2.

TOKOFOU_T All shows high scores in all languages. TOKOFOU ranked rst
in English but did not participate in Arabic and Bulgarian. This could be because
of their low scores when using the dev dataset, as there were planned multilingual
models. The TOKOFOU_T (3.8 overview of models) used ve extra models (multi-
xIm-roberta.., arabert, arabic-xIm-r-base, bert-base-arabic and camelbert-mix-msa) that

were ne-tuned on the given dataset. Of the three languages, Bulgarian performance
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was lower than the advex by 1.4% but 4.5% better in Arabic. Compared with other
models, TOKOFOU _T All scores have no weak performances in all three languages
shown in Table 3.17

ChatGPT's performance in the English test set was surprising because of the high
score ( fth rank and one rank below TOKOFOU_T English) without any training.
Question 1's score could have performed better. Therefore, changing how the question
Is written may improve the score, but after several attempts, there was no improvement
(lower score).

The ne-tuning of GPT3 Ada improved question 1 signi cantly but gave a slightly
lower score in other questions. To try to improve the score, the training hyperparameters
were modi ed (such as using the "babbge" model, changing the n_epoches and batch
size), and in addition, the training prompt was modi ed (including questions similar
to the chatGPT prompt). The changes did not improve the scores, resulting in a lower

overall score.



Chapter 4

Explainability on False Information

Detection

This chapter provides a study of explainability on the outputs of TOKOFOU and GPT3
system. Explainable Al (XAl) is a way for humans to understand/explain the results
of an Al system. By having XAl, it would bring forwards unexpected or undesirable
output, increase trust from users, follow the General Data Protection Regulation (GDPR),
improve the system over iterations, discover manipulation ef ciently, and know why
the system chose that res(Mdadi & Berrada, 2018; Confalonieri, Coba, Wagner &
Besold, 2020; Longo, Goebel, Lecue, Kieseberg & Holzinger, 2020; Meske, Bunde,
Schneider & Gersch, 2020; Das & Rad, 2020; Samek & Mduller, 2019). Thus, XIA
systems allow it to "explain what it has done, what it is doing now, and what will happen
next" (Gunning et al., 2019, p. 4)

Two main types of methods to explainability are: designing an algorithm built to be
already interpretable and creating a system to explain the unexplained model without
modifying the original model, called post-hoc explanat{éwadi & Berrada, 2018;
Confalonieri et al., 2020). The Al methods, such as decision trees, fuzzy logic, and

naive bayes, belong to the rst type as they are naturally explainable without additional

59
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system modi cation or performance degradati@ongo et al., 2020; Das & Rad, 2020;
Angelov, Soares, Jiang, Arnold & Atkinson, 2021). As Al models get more complex
and especially by using neural networks, it is harder to interpret/explain them and do
risk assessment/analy$Adadi & Berrada, 2018; Longo et al., 2020). We'll now review
two well-known post-hoc explanation methods.

The rst method is Local Interpretable Model-agnostic Explanations (LIM&peiro
et al., 2016), which explains the prediction from a model by nding the relationships to
words in sentences or patches of images. LIME shows the relationship by calculating
the weights for the prediction (positive) or against the prediction (negative), which
allows the user to understand the prediction from the model and whether to trust it. One
example of a model that predicts right, but the reason for the prediction is untrustworthy,
is shown in the example of Figure 4.1, which classi es whether the document is Chris-
tian or Atheism. Several words ("Posting”, "Host", and "Re") in the document made no
connection to Atheism because it was found that 99% of documents that have "Posting”

are Atheism.

Figure 4.1: Untrustworthy example
From“Why Should | Trust You?” Explaining the Predictions of Any Classi(Ribeiro et al., 2016, p. 2)

Additionally, LIME can explain images by using super-pixels (groupings of pixels)

to give weight to each class. This will give insights into what group of pixels in uences
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the model's outcome. An example of a model explaining whether the image is of a
husky or wolf, LIME showed that the model classi ed huskies when snow is in the
background and wolf when there is no snow (Ribeiro et al., 2016).

The second method is SHapely Additive exPlanations (SHAP), Lundberg and Lee
(2017) proposed SHAP which measures the importance of features in predicting black-
box systems. SHAP values are a measurement of each feature. This calculates the
value from the base value to an output ("They explain how to get from the base value
that would be predicted if we did not know any features to the current output” (p. 5)).
There are several types of approximation methods: Linear SHAP (linear model), Low-
Order SHAP, MAX SHAP, Kernal SHAP (LIME + SHAP values), and Deep SHAP
(DeepLIFT + SHAP values).

4.1 Explainablity in TOKOFOU

In this section, we use LIME and SHAP to explain four tweets in the test dataset for
TOKOFOU. We only do this for English because we are unfamiliar with the other two

languages.

4.1.1 LIME

A tweet is inputted to LIME, LIME masks the tweet, and it is sent to TOKOFOU, and
the nal probability of each question is sent back to LIME (to calculate) to explain
TOKOFQU's prediction.

Here we list four examples and discuss their interpretations in LIME.
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Tweet ID: 927 The original text: "The media and Republicans are trying to give
Trump credit for the coronavirus vaccine, but the truth is the vaccines were in devel-
opment months before Operation Warp Speed. https://t.co/6gOnyCGf2H via @politic-

ususa”

Q6 Q7

Republicans Republican

Q1

1)

Republicans Trump Trump

months months

Trump

Trump

Republicans were are coronavirus media coronavirus

Republican Republican

Y0.87N0.13 Y 0.37,N 0.63

Republican

Y 0.97 N 0.03 Y 0.02,N 0.98 Y 0.62N0.38 Y 0.18,N 0.82 Y 0.33,N 0.67

Table 4.1: Tweet ID: 927 Top 5 keywords LIME
Italic is ground truth, Cyan is negative keywords

Table 4.1 showsan overview of the predictions of 7 questions and the top 5
keywords associated with the prediction according to LIME. In this case, TOKOFOU
predicted it with 100% accuracy.

Question 1's probability of yes is 97% because of several positive keywords:
'months' 0.15, 'were' 0.14, 'Trump' 0.13 and 'Republicans' 0.12. The keywords
show that if 'months’, ‘were’, "Trump' and 'Republicans’ were removed (0.97 - 0.15 -
0.14-0.13-0.12 =0.43). TOKOFOU would have predicted a question 1 yes probability
of 43% vs 97%. It is seen similarly in questions 3, 4, 5 and 6. In most questions, if
"Trump' and 'Republican’ were in the tweet, it would be a more highly predicted Yes
to the questions. ‘vaccines' and ‘'development' affect its probability for questions 6
and 7 no's. However, the rest has 'the' (stop word) as a negative, which does not give
an insightful explanation. Question 2 has no explanation, possibly because there is a

probability of only 0.2% of being yes. More keywords are found in the Appendix A

Figure B.1 in page 156 has the original output from LIME.
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Figure 4.2: Tweet ID: 927 Spearman's rank correlation coef cient

Figure 4.2 shows Spearman's rank correlation coef cient of questions in tweet 927.
This compares the top 20 keywords in each question with each other and shows any
similarities between the questions. The highest coef cient is in questions 1 and 3 at
0.965, the second highest in questions 3 and 5 at 0.875, and the third is in questions 1
and 5 at 0.845. Questions 1, 3, and 5 have high similarities in their top 20 keywords.
The questions may relate to each other. Question 4 has some relation (0.5 above) to
most questions. Thus, there are some key relationships. Question 6 has the lowest

average coef cient of most questions.

Tweet ID: 1020 The original text: "Why vaccine nationalism can't work for most
people, in one graphic. The stuff needed to make, distribute &amp; administer vaccines
comes from around the world. Trade barriers make scaling up harder. From paper

by @SorescuSilvia, @jlopezgonzalezl &amp; Andrenelli https://t.co/6 IHWWOImy7
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https://t.co/c3szOeDyiq"
Q1 Q3 Q4 Q5 Q6 Q7
Trade Trade can can can can
work vaccines| Trade work Why Why
vaccine vaccine | barriers | Trade Trade
barriers work work t work
vaccines barriers | t barriers | nationalism| t
Y 0.79,N0.21 Y 0.01,N 0.99 Y 0.61,N 0.39 Y 0.09,N 0.91 Y 0.05,N 0.95 Y 0.02,N 0.98 Y 0.10,N 0.90

Table 4.2: Tweet ID: 1020 Top 5 keywords LIME
Italic is ground truth, Cyan is negative keywords

Table 4.2 showsan overview of the predictions of 7 questions and the top 5
keywords associated with the prediction according to LIME. In this case, TOKOFOU
predicted it with 71% accuracy (assume nan as no).

Question 1 probability of yes is 79%, and question 3 is 61%. Both questions’
keywords are: "Trade', 'vaccines', 'vaccine' and 'work'. Questions 4, 5, 6 and 7 have
‘can’ and 'Why' as top keywords. Question 2 does not show enough information to give
meaningful word insights because of the low Yes probability. Due to question 1 being
yes, question 3 did not change to nan, thus resulting in 71% accuracy and not 100%
accuracy.

Figure 4.3 shows Spearman’s rank correlation coef cient of questions in tweet 1020.
This compares the top 20 keywords in each question with each other and shows any
similarities between the questions. The highest coef cient is questions 1 and 3 at 0.929,
the second highest is questions 4 and 7 at 0.595, and the third is questions 5 and 7 at
0.561. Questions 1, 3, and 4 have high similarities among their top 20 keywords, as seen
in tweet 927. In addition, the output of questions 1 and 3 is misclassi ed. Questions 4,

5, and 7 have some relation (0.5 above) to each other, so there is some relation to the

2Figure B.2 in page 157 has the original output from LIME.
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Figure 4.3: Tweet ID: 1020 Spearman’'s rank correlation coef cient

question. Questions 2 and 6 have the lowest average coef cients of most questions.

Tweet ID: 1066 The original text: "The media are doing everything they can to erase
any and all contributions the Trump administration did to create and distribute the
COVID-19 vaccines in record time. https://t.co/gxDPjmDBZB"

Table 4.3 showsan overview of the predictions of 7 questions and the top 5
keywords associated with the prediction according to LIME. In this case, TOKOFOU
predicted it with 57% accuracy (assume nan as no).

The most common keywords are ‘record’, 'erase’, "'Trump' and 'media’. The
keywords are seen in all questions except for question 2 (low yes probability). Questions
5, 6 and 7's output is wrong, which could mean the weights of the keywords were lower

even though they have the exact common positive keywords.

3Figure B.3 in page 158 has the original output from LIME.
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Q1 Q2 Q3 Q4 Q5 Q6 Q7

record erase record erase erase erase erase

erase | media | erase | Trump | record | media | Trump

Trump | record | Trump | media | Trump | Trump | to

doing Trump | doing record | doing administration

are are are did

Y0.89N0.11 | Y0.04,N0.96 | Y0.61N0.39 | YO0.7QN0.30 | Y0.23NO0.77 | Y 0.4QN 0.60 Y 0.34N0.66

Table 4.3: Tweet ID: 1066 Top 5 keywords LIME
Italic is ground truth, Cyan is negative keywords

Figure 4.4: Tweet ID: 1066 Spearman's rank correlation coef cient

Figure 4.4 shows Spearman's rank correlation coef cient of questions in tweet 1066.
This compares the top 20 keywords in each question with each other and shows any
similarities between the questions. The highest coef cient is questions 1 and 3 at 0.898,

the second highest is questions 3 and 5 at 0.889, and the third is questions 1 and 5 at
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0.844. Questions 1, 3, and 5 are highly similar to their top 20 keywords, as seen in tweet
927. In addition, the output of questions 5, 6, and 7 is misclassi ed. Questions 4, 5, and
7 have some relation (0.5 above) to each other and are seen in tweet 1020. Questions 2

and 6 have the lowest average coef cient of most questions, as seen in tweet 1020.

Tweet ID: 962 The original text: "The US has a signi cant interest in sharing the
outcomes of successful Covid vaccine research to protect both global health and our own
health security. Here's how the Biden administration can expand global manufacturing

of vaccines. https://t.co/HtmBOKwY00"

Ql Q2 Q3 Q4 Q5 Q6 Q7
us

has

manufacturing
health

Y 0.77, N
0.23

Y 001 , N
0.99

Y 0.83,N 0.17 Y 0.01,N 0.99 Y 0.01,N 0.99 Y 0.01,N 0.99 Y 0.03,N 0.97

Table 4.4: Tweet ID: 962 Top 5 keywords LIME
Italic is ground truth, Cyan is negative keywords

Table 4.4 showsan overview of the predictions of 7 questions and the top 5
keywords associated with the prediction according to LIME. In this case, TOKOFOU
predicted it with 71% accuracy (assume Nan is no).

Since most questions have a low yes probability, there is insuf cient information to
give insights into questions 2, 4, 5, 6 and 7. Questions 1 and 3 have similar keywords
but different weights: ' US', 'has’, 'expand' and 'health’. Questions 1 and 3 differ
because 'interest’ (negative) is a higher rank in question 1. If question 1 were right, it

would have 100% accuracy. 'manufacturing' and ‘expand' are positive in question 1

“Figure B.4 in page 159 has the original output from LIME.
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but negative in other questions. Thus the model may misclassify these keywords (also

seen in question 3).

Figure 4.5: Tweet ID: 962 Spearman's rank correlation coef cient

Figure 4.5 shows Spearman's rank correlation coef cient of questions in tweet 962.
This compares the top 20 keywords in each question with each other and shows any
similarities between the questions. The highest coef cient is questions 1 and 3 at 0.967,
the second highest is questions 4 and 5 at 0.657, and the third is questions 2 and 6
at 0.567. Questions 1, 3, and 4 have high similarities among their top 20 keywords,
as seen in tweet 1020. Additionally, the output of questions 1 and 3 is misclassi ed.
Questions 2, 4, 5, and 6 have some relation (0.5 above) to each other. Questions 2 and
6 have the lowest average coef cient of most questions, also seen in tweets 1020 and
1066. Questions (1,6), (3,6), (1,2), and (2,3) have a high negative coef cient, meaning

that the ranking of keywords is the opposite.
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4.1.2 SHAP

A sentence is inputted to SHAP, and SHAP then outputs masked words in sentences to
TOKOFOU. TOKOFOU's prediction is sent back to SHAP to create an explanation of
TOKOFOU.

Tweet ID: 927 The original text: "The media and Republicans are trying to give
Trump credit for the coronavirus vaccine, but the truth is the vaccines were in devel-
opment months before Operation Warp Speed. https://t.co/6qOnyCGf2H via @politic-

ususa"

Q3 Q4 Q5 Q6 Q7

months be

fore Republicans Republicans Republicans Republicans Republican

[2)

vaccines are are are are

months be-

vaccines
fore

Trump Trump Trump

Republicans

Table 4.5: Tweet ID: 927 Top 5 keywords SHAP
Italic is ground truth, Cyan is negative keywords

Table 4.5 showsan overview of the predictions of 7 questions and the top 5
keywords associated with the prediction according to SHAP.

Questions 4, 5, 6, and 7 have identical top keywords: 'Republican’, 'are' and
Trump'. Question 1 and 3 has identical keywords (‘months before’, 'Republicans’,
'vaccines', 'are' and 'were') and similar weights to them. Question 2 negative keywords

are stop words such as 'and’, 'but’, 'via' and 'co’ (part of a link).

SFigure B.7 in page 162 has the original output from SHAP.
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Tweet ID: 1020 The original text: "Why vaccine nationalism can't work for most
people, in one graphic. The stuff needed to make, distribute &amp; administer vaccines
comes from around the world. Trade barriers make scaling up harder. From paper

by @SorescuSilvia, @jlopezgonzalezl &amp; Andrenelli https://t.co/61IHWWOImy7

https://t.co/c3szOeDyiq"
Q1 Q3 Q4 Q5 Q6 Q7
vaccines vaccines | can can can can
from from
comes administer t t t
Trade bar comes work work world
riers
administe vac.cme. Silvia work

nationalism for

Y1,NO YO,N1 Y1,NO YO,N1 YO, N1 YO, N1 YO,N1

Table 4.6: Tweet ID: 1020 Top 5 keywords SHAP
Italic is ground truth, Cyan is negative keywords

Table 4.6 showsan overview of the predictions of 7 questions and the top 5
keywords associated with the prediction according to SHAP.

Question 1 and 3 has similar top positive keywords: ' vaccines', 'from’, ‘comes’,
‘administer’, and the top similar negative is 'graphic’. Question 2 is primarily neg-
ative: the top keywords are 'full stop', ‘barriers’, 'Trade’ and 'graphic’. Questions
4,5,7 similar positive keywords are 'can/t' and ‘work’, while question 6 does have
'work' as a keyword. Question 5 does not have ‘vaccine' and 'nationalism’ to affect
the prediction. Seeing question 6 keywords, we see that some of questions 1 and 3
(‘vaccines' and ‘administer') are positive, while question 6 is negative. These keywords

may be misclassi ed (positive should be negative).

SFigure B.8 in page 163 has the original output from SHAP.
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Tweet ID: 1066 The original text: "The media are doing everything they can to erase
any and all contributions the Trump administration did to create and distribute the

COVID-19 vaccines in record time. https://t.co/gxDPjmDBZB"

Q1 Q2 Q3 Q4 Q5 Q6 Q7

record erase record erase | erase | erase erase

media | erase media | media | media to

are to are media
in Trump
vaccines| to
YLNO YLNO

Table 4.7: Tweet ID: 1066 Top 5 keywords SHAP
Italic is ground truth, Cyan is negative keywords

Table 4.7 showsan overview of the predictions of 7 questions and the top 5
keywords associated with the prediction according to SHAP.

Most questions' top keywords are 'erase’, 'media’, and 'COVID'. However, question
1 and 4 has '-19', 'vaccines', record' and ‘administration did' as top keywords. The
tokenisation in SHAP splits COVID-19 into two words which can impact the nal
verdict of keyword weight. Question 5, 6 and 7 is wrong, and this is because of low

keyword weights.

Tweet ID: 962 The original text: "The US has a signi cant interest in sharing the
outcomes of successful Covid vaccine research to protect both global health and our own
health security. Here's how the Biden administration can expand global manufacturing
of vaccines. https://t.co/HtmBOKwY00"

Table 4.8 showsan overview of the predictions of 7 questions and the top 5

keywords associated with the prediction according to SHAP.

"Figure B.9 in page 164 has the original output from SHAP.
8Figure B.10 in page 165 has the original output from SHAP.
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Q1
us

expand

manufacturing

has

Q3

expand us

Q5

has

Table 4.8: Tweet ID: 962 Top 5 keywords SHAP
Italic is ground truth, Cyan is negative keywords

Most questions have 'US' as a positive except for questions 2 and 6. Questions 1

and 3 have the exact top 4 keywords and rankings. Therefore, they may have some

correlations with each other. Questions 1, 4 and 5 have 'sharing' as a top negative

keyword and signi cantly affect the outcome. Similar to question 1 in LIME, 'expand’

could have been misclassi ed, resulting in a low negative weight to the overall outcome.

4.1.3 Comparison

The comparison of LIME and SHAP on Tweet 927 (100% accuracy) and 962 (71%

accuracy).
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Tweet ID: 927 Comparison

Question 1 Question 2 Question 3
LIME SHAP LIME SHAP LIME SHAP
months be- months Republicang
months fore
were Republicans |
vaccines fore
Republicang
Trump were were are
Republicans are Republicans were
Question 4 Question 5 Question 6
LIME SHAP LIME SHAP LIME SHAP
Trump Republicang - Republicans| Republicans Republicansg
Republicang are Trump are Trump are
months Trump months Trump
are coronavirus media
media Republicang months
Question 7
LIME SHAP

Republicans Republicans

Trump are

coronavirus

months

Table 4.9: Tweet 927: Comparison LIME and SHAP
Cyan is negative keywords

Table 4.9 shows a comparison of LIMBnd SHAP® keywords of tweet 927.
In question 1, three keywords: 'months' (SHAP includes 'before'), 'Republican’
and ‘were' are both found in LIME and SHAP, although two in different ranks. 'months’

seems to affect question 1, the most and seen in LIME and SHAP at the identical rank.

SFigure B.1 in page 156 has the original output from LIME.
1OFigure B.7 in page 162 has the original output from SHAP.
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One negative keyword found from LIME to have an effect in question 1 is 'the’, which
is ranked higher in LIME than SHAP ('is the’).

In question 2, two keywords: 'but' and 'Republicans', are both found in LIME and
SHAP, although in different ranks. 'but' is the top rank in LIME and affects negatively,
but SHAP has 'co’, which is part of a link. Additionally, part of the same link is seen
in rank 2 in LIME. LIME ranks "Trump' as the top 3, but SHAP ranked it low. SHAP
seems to have letters in the link to be the most in uential negative and stop words such
as 'and', 'but' and 'via'.

In question 3, three keywords: 'months' (‘'months before' in SHAP), 'Republicans'’
and 'were' are both found in LIME and SHAP, although in different ranks. 'the' is seen
in LIME as second rank, while ranked low in SHAP. ‘'vaccines' is ranked 11th while
3rd in SHAP.

In question 4, three keywords: 'Trump’, 'Republicans' and 'are' are found in LIME
and SHAP, although in similar ranks. LIME ranks "Trump" higher than 'Republican’ in
LIME, while the opposite in SHAP.

In question 5, two keywords: "Trump' and 'Republicans’, are both found in LIME
and SHAP. However, in different ranks, especially 'Republicans' is ranked much lower
in LIME verse SHAP. 'the' is a negative word ranked highest in LIME while 'co’ is
ranked 4th in SHAP. 'coronavirus' is ranked 4th while SHAP does not have it ranked.

In question 6, three keywords: 'Republicans’, "Trump’, and 'vaccines' are both
found in LIME and SHAP, both LIME and SHAP ranked 'Republicans' top in u-
ential but ranked 'Trump’ and ‘'vaccines' higher in LIME verse SHAP. 'media’ and
'development’ is ranked 6th and 7th in SHAP.

In question 7, two keywords: 'Republicans' and "Trump', are found in both LIME
and SHAP, 'Republicans’ is both ranked top and 'Trump' is ranked one rank different.

From these comparisons, SHAP tends to use the letter ('co’) from the link to a

higher negative rank, putting more stop words higher than LIME. LIME's top negative
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words are 'the' while ‘co’ for SHAP. Both 'Trump’ and 'Republicans' are seen in the
top 5 more in LIME than SHAP, and SHAP tends only to have 'Republicans’ in the top

5 ranks.

Tweet ID: 962 Comparison

Question 1 Question 2 Question 3
LIME SHAP LIME SHAP || LIME | SHAP

us us us us
has expand expand
expand manufacturing expand manufacturing

manufacturing has has has

ean |G heath
Question 4 Question 5 Question 6

LIME SHAP
us us

has

LIME SHAP

Question 7

LIME SHAP
us

Table 4.10: Tweet 962: Comparison LIME and SHAP
Cyan is negative keyword

Table 4.10 shows a comparison of LIMEand SHAP? keywords of tweet 962.

Figure B.4 in page 159 has the original output from LIME.
12Figure B.10 in page 165 has the original output from SHAP.
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Questions 1 and 3 outputs are misclassi ed. We can see that 'manufacturing’ and
‘expand' is seen negatively in other questions. These keywords might affect the outcome
if the weights of the keywords were signi cant.

In question 1, four keywords: 'US', 'has’, 'expand’ and 'manufacturing’ is found
in both LIME and SHAP with similar/same ranking. 'sharing' is ranked higher in
SHAP (5th) than LIME (7th) although not signi cantly. Overall, it is a better insight to
question 1.

In question 2, there is not enough information in LIME to be reliable, but it has
similar top keywords: 'US' and 'expand’, which affect the most in question 1. SHAP
shows that a full stop is the most in uential to No, while LIME does not include it.

In question 3, there are three keywords: 'US', 'expand’ and 'has' in both LIME and
SHAP. 'US' and 'has' are in the same ranking, while 'expand’ is one rank below in
LIME. 'interest' is ranked signi cantly higher in LIME than SHAP, while 'how' is the
opposite. ‘'manufacturing' is ranked lower in LIME (7th) than SHAP (3rd), which is
the opposite for 'interest'. 'health’ is not included in SHAP and is the 5th in uential
keyword.

In question 4, there are four keywords in both LIME and SHAP: 'US’, 'sharing’,
'successful' and ‘vaccine. There are similarly ranked. Therefore, it is highly certain
that these keywords are in uential to Yes in question 4. 'has' on SHAP is ranked
signi cantly higher than LIME (19th), and the opposite appears on '‘outcomes'.

In question 5, there are three keywords: 'US', 'has' and 'sharing’ both in LIME
and SHAP. Those words are similarly ranked or ranked the same. LIME does not
show insightful weights due to low yes probability. SHAP shows how in uential each
keyword is, although it is agreeable that 'US', 'sharing' and 'has' in uence the most.

In question 6, three keywords: ‘'expand’, 'vaccines' and 'US' are ranked top 5 in
both LIME and SHAP. Words like 'global’ and 'and' are ranked much lower or bottom
in LIME than SHAP.
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In question 7, four top 5 ranked words are found in LIME and SHAPE: ' vaccine',
'successful’, 'expand’, and 'sharing’. These words have a similar ranking. 'US' is
ranked top in SHAP while 6th in LIME and is the top positive word.

Overall, there are more agreeable keywords seen in both LIME and SHAP. SHAP
tends to rank stop words higher than LIME but did not see links or part of links in LIME
and SHAP this time. 'US' tends to be the most in uential keyword in LIME and SHAP

in most questions.

4.2 Explainability of Finetune GPT3 Ada

The comparison of LIME and SHAP TOKOFOU and LIME GPT3 Ada
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4.2.1 TOKOFOU and GPT3 Ada Comparison

Tweet ID: 927 Comparison

Question 1 Question 2
LIME LIME Ada | SHAP LIME LIME Ada | SHAP
months months months before
were development Republicans
- were vaccines
Trump in were g
Republicans coronavirus | are
Question 3 Question 4
LIME LIME Ada | SHAP LIME LIME Ada | SHAP
months months Republicans || Trump Republicans
- development vaccines Republicans Republicans are
Trump were months before|| months months Trump
were in are trying
Republicans coronavirus | were were
Question 5 [ Question 6

LIME Ada | SHAP LIME LIME Ada | SHAP
months Republicans icans Republicans
Republicans are

Trump

LIME

Trump
months
coronavirus
Republicans coronavirus| months

Question 7
LIME Ada

coronavirus | coronavirus
months and

Table 4.11: Tweet 927 Comparison LIME, SHAP and LIME Ada
Cyan is negative keywords

Table 4.11 shows the comparison of TOKOFOU (LIME and SHAP) and the netune
GPT3 Ada (LIME). TOKOFOU had a 100% accuracy, and Ada had 86% accuracy
(question 4 is misclassi ed).

Question 1 has two common keywords: 'months' and 'were'. Both Ada and
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TOKOFOU show 'month' as the top keyword. Thus, it is the most likely word to help
determine the outcome. 'were' is ranked in the middle, lower than TOKOFOU LIME
and higher than SHAP.

Question 2, there is one common keyword in TOKOFOU SHAP and Ada LIME
which is 'co’, which is part of a link including 'https' (Ada) and '6q0nyGf2H' (TOKO-
FOU LIME).

In question 3, two common words are the same as in question 1, and Ada (LIME) is
ranked the same as in question 1.

Question 4, Ada output is misclassi ed but has two common keywords: 'Republic-
ans' and 'months’, seen in Ada LIME and TOKOFOU LIME and ranked the same.

Question 5 has three common keywords: ‘'months’, 'Republicans’ and ‘coronavirus'.
'months' is ranked higher than both TOKOFOU LIME and SHAP, but 'Republicans' is
ranked higher in LIME and lower in SHAP.

Question 6, there are two common keywords which are ‘vaccines' and 'Republicans'.
‘vaccines' is ranked higher than TOKOFOU, but 'Republicans' is one rank lower than
TOKOFOU.

Question 7 has three common keywords: ‘vaccines', 'Republicans' and ‘coronavirus'.
Similar to question 6, 'vaccines' is ranked higher in Ada LIME, while 'Republicans’ is
ranked lower than TOKOFOU. 'coronavirus' is ranked the same in TOKOFOU LIME
and Ada LIME.
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Tweet ID: 962 Comparison

Question 1 Question 2

LIME LIME Ada SHAP LIME LIME Ada SHAP
expand | US

manufacturing | expand
manufacturing

expand

manufacturing | can
health The
Question 3 Question 4
LIME LIME Ada SHAP LIME LIME Ada
us expand us us
- vaccine expand
expand| US manufacturing
has manufacturing | has
health | The how |

Question 5 Question 6

LIME LIME Ada SHAP LIME LIME Ada SHAP

| Question 7
LIME LIME Ada SHAP

Table 4.12: Tweet 962 Comparison LIME, SHAP and LIME Ada
Cyan is negative keyword

Table 4.12 shows the comparison of TOKOFOU (LIME and SHAP) and the netune
GPT3 Ada (LIME). Both algorithms had the same outcome and are 71% accurate
(question 1 and 3 is misclassi ed).

Question 1 LIME Ada has two keywords in the top 5 of TOKOFOU: ' expand' and
manufacturing'. Both are ranked higher than TOKOFOU (LIME and SHAP) and in the
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same order. Thus, the keywords will most likely determine the outcome of question 1.

Question 2 Ada has two top 5 keywords opposite to TOKOFOU: 'expand' and ‘'man-
ufacturing', although it answers correctly. The other three keywords (‘co’, 'vaccines'
and 'https')are outside the top 5 TOKOFOU LIME and SHAP lists.

Question 3 Ada has three common keywords with TOKOFOU SHAP and two for
LIME. 'expand' is ranked higher than TOKOFOU LIME and SHAP but lower for 'US'
and 'manufacturing'.

Question 4 Ada has three common keywords 'US', 'vaccine' and 'vaccines'. ‘'vac-
cines' is higher ranked than TOKOFOU LIME and lower ranked for 'US'. In addition,
the TOKOFOU SHAP keyword 'vaccine' is negative, while Ada LIME is positive.

Question 5 Ada has three common keywords ‘vaccines', 'US' and 'sharing'. ‘vac-
cines' is the top keyword, while 'US' is lower in Ada LIME than in TOKOFOU LIME
and SHAP.

Question 6 Ada has two common keywords (one in LIME and one in SHAP),
'vaccines' and ‘vaccine'. Ada LIME seems to have a link as the top keyword to
determine the outcome rather than other questions and does not show in the top 5 in
TOKOFOU.

Question 7 Ada has four common keywords ‘vaccines', 'vaccine', 'US', and 'ex-
pand'. ‘vaccines'is top in TOKOFOU LIME and Ada LIME, also 'vaccine' has the
rank in both TOKOFOU SHAP and Ada LIME. Question 7 has the most common top 5
keywords in Ada and TOKOFOU.

4.3 Discussion and Conclusion

LIME and SHAP have shown insights into what keywords are associated with each
guestion. LIME and SHAP often have the exact keywords, although at varying rankings,

from a few to several rankings above or below. Most of the top positive and negative
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keywords are the same in most questions. Questions 1 and 3 tend to have the exact
keywords and similar rankings to each other, and the Spearman rank correlation coef -
cient shows this. Thus, there must be some relationship between the question and the
answer. Additionally, questions 4, 5, and 7 have similar keywords and rankings but are
less frequent than questions 1 and 3. However, question 7 differs from questions 4 and
5, although they are similar to the question (harmfulness and harmful to society).

Stop words are ranked higher in SHAP than LIME because the tokenization of the
sentence may have various effects on the results. Additionally, tokenization in LIME
and SHAP has different outcomes, such as the links in tweets that can be multiple words
seenin Table 4.1, 4.5 and 4.7 or words are combined shown in 4.5.

The examples show no clear correlations between stop words and question results
(Yes or No), as both can be negative or positive.

For future work, removing stop words in the tweet may have better results because
stop words are frequently seen in LIME and SHAP's top 5 keywords. Using LIME

tokenization on SHAP may also result in fairer outcomes and the exact keywords.



Chapter 5

Algorithms and Effects of Social Media

This chapter provides a review of the algorithms used by social media companies and
their effects on society. Firstly, we explore the algorithms from four main social media
services, including Facebook, Instagram, Twitter and Tiktok and their key features.
Such algorithms can increase the spread of false information, and a better understanding
of their inner working would be useful in mitigating the negative effects on society.
Secondly, we review four main topics related to social effects: misinform@tasoughi

et al., 2018; Fernandez, Bellogin & Cantador, 2021), censo(s¥st, 2018; Patty,
2019), bias (such as echo chamber eff¢Ciselli et al., 2021) and political biases
(Chen et al., 2021)), and addictigD'Arienzo, Boursier & Grif ths, 2019; Nazire

Burcin Hamutoglu & Gezgin, 2020).

5.1 Algorithm Comparison of Social Media Companies

In this section, we compare the algorithms from four main social media services
including Facebook, Instagram, Twitter and Tiktok and their key features. We rst look
at individual services and then provide a comparison in terms of their key features (see

Table 5.1).

83
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5.1.1 Facebook News Feed Algorithm

Facebook's news feéds a tool that shows personalised stories from their social
network (friends, family, interests, and current affairs). News feeds allow the user to see
"meaningful and informative stories". Therefore, the user gets what they want and will
likely react to the stories, thus staying on the platform longer. Adjustments can be made
to the feed to suit users' preferences by adjusting favourites, follows, and snoozing.

As of 2022, Facebook has the following main features:

Home: The feed from user friends and following groups, see Figure 5.1a.

Watch: Personalised Videos from friends, following groups and TV sRpsee

Figure 5.1b.

Marketplace3: A place people trade things, see Figure 5.1c.

Noti cation : Show friend suggestion, friends likes and recommended stories, see

Figure 5.1d.

EdgeRank

Facebook previously used EdgeRank algorithm for the news feed. EdgeRank has three

components which are:

» User af nity score: The relationship between the user and the content/users
content, such as commenting, liking and tagging, which generates a score based

on those features.

https://www.facebook.com/formedia/tools/news-feed
2Launch in 2017
30riginally launched in 2007 (closed in 2014), later relaunched in 2016
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(a) Home (b) Watch (c) Marketplace (d) Noti cation

Figure 5.1: Facebook

» Content/Edge weights: The weight of each type of edge (feature/content), e.g.,
commenting has a higher weight than liking content. Thus higher weight contents

are shown more often in the news feed.

« Time Decay: New content holds more value than older posts. Therefore, new

posts are shown more.

A simpli ed version of the EdgeRarfkalgorithm was presented as:

Q UeWele
edge e
where
* U IS user af nity.

* W, is how the content is weighted.

* de is a time-based decay parameter.

“https://en.wikipedia.org/wiki/EdgeRank
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Edge ranR is more sophisticated and optimised than what is shown publicly. The
public EdgeRank inner workings are a business-oriented presentation that shows a basic
understanding of the algorithm but does not release detailed work. The formula states
that if the user interacts with a speci c user, e.g., by commenting and liking, they will
appear more often or at the top of the news feed. This can also be done with group

posts, events, or news stories and topics (Birkbak & Carlsen, 2016).

Machine learning ranking algorithm

In 2017, Facebook used a machine learning ranking algorithm. One research publication
into the feed algorithm is feature selection using a group-sparsity-regularised training
algorithm for the Facebook feed ranking syst@net al., 2019). The regular news

feed ranking system has four stages
1. Inventory, which collects stories from friends and followed topics.

2. Signals contain who posted it when it was posted, reactions (likes, comments),

and current internet connections.

3. Prediction, selecting features using an algorithm to generate probability to share,

like and comment on the post.
4. The relevancy score is generated by the selected post using a ranking algorithm.

Ni et al. (2019) proposed a method that focuses on feature selection (step 3). The
algorithm is called Group Lasso Follow The Regularised Leader. This method adds
a group sparsity regularizer (insert method working) to the optimizer in Follow The
Regularised Leader (FTRL), allowing for zero feature weight. The research aims to

develop an ef cient feature selection method for better scalability without losing the

Shttp://edgerank.net/
Shttps://about.fb.com/news/2018/05/inside-feed-news-feed-ranking
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performance of the original method. The experiment consists of a Facebook News
Feed dataset that contains many feeds with features to extract. The experiment used
the proposed method and FTRL to predict users liking of posts using a two 4-layer,
fully connected NN. The results showed that their proposed method performed better
than the traditional Gradient-Boosted Decision Trees (GBDT) feature selection method.
GBDT generates multiple decision trees one at a time (feed-forward learner) and
combines the results of each decision tree after each iteration. The result of the feature
importance shows that GL features all (no feature has zero weight) while Group Follow
The Regularized Leader (G-FTRL) features 5.12%. Next, they tested the algorithm's
selected features for the AUC and NE metrics. The results of AUC and NE show similar
or better performance with signi cantly fewer features, thus improving scalability and

ef ciency.

In 2018, Facebook experimented with not using their news feed algorithm in .05%
of users on their platform The results showed that users would spend more time on
Facebook to nd interesting stories, thus increasing ad viewing and hiding post requests.
Group content was displayed more frequently because friends would comment on group

posts that the user did not follow (uninteresting to the user).

Facebook blog

Facebook shares articles on what has changed in the algorithm relating to current affairs,

technology improvement and tests. Major changes include:

 In 2013, Facebook improved its new fédxy showing older stories that users
had not seen before that may interest them. The results showed an increase in

likes, comments, and shares by 5% and a 70% increase in stories read.

https://bigtechnology.substack.com/p/facebook-removed-the-news-feed-algorithm?s=r
8https://www.facebook.com/business/news/News-Feed-FYI-A-Window-Into-News-Feed
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 In 2014, Facebook introduced Trendinghich shows current affairs topics to
discuss. Topics are shown to the user when they follow a topic or a topic that
their friends follow or like. Facebook introduced more ways to coHttbleir
news feed, such as quick access to unfollow or refollow, not interested requests,

and reports.

 In 2016, Facebook added a reaction systemreact (Wow, Angry, Sad, Love,
and Haha) to stories. This system will affect the type of content displayed in
the user's news feed depending on the stories' reactions. Facebook also reduced
clickbait storie$? in users' news feeds by introducing an algorithm that identi es
clickbait headlines by their common patterns and features and checking links
to the headlines. Additionally, in 2017, they improved the algorifhoy using
it in other languages, checking whether the headline tells the information or

exaggerates it, and video clickbait.

* In 2019, Facebook introduced a way to see why stories are shown to the user's
news feeét called "Why am | seeing this post?". This allows the user to under-

stand why the stories appear on their news feed.

* In 2021, Facebook removed "transparent authorship as a signal to rank news
content®". Transparent authorship is a system that reduces the likelihood of news
articles that do not have a published editorial staff list (not creditable information)

being shown on the user's feed. This was removed because of the lack of effect

Shttps://about.fb.com/news/2014/02/news-feed-fyi-showing-stories-about-topics-you-like

Phttps://about.fb.com/news/2014/11/news-feed-fyi-more-ways-to-control-what-you-see-in-your-
news-feed/

Unttps://about.fb.com/news/2016/02/news-feed-fyi-what-the-reactions-launch-means-for-news-
feed/

Phttps://about.fb.com/news/2016/08/news-feed-fyi-further-reducing-clickbait-in-
feed/,https://about.fb.com/news/2017/05/news-feed-fyi-new-updates-to-reduce-clickbait-headlines/

Bhittps://about.fb.com/news/2017/08/news-feed-fyi-taking-action-against-video-clickbait

Yhttps://about.fb.com/news/2019/03/why-am-i-seeing-this/

Bnttps://about.fb.com/news/2020/06/prioritizing-original-news-reporting-on-facebook/
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it provided. Furthermore, Facebook added more control to the news feed by
introducing lters and favourite$. The lIter allows access to the algorithm feed

or the newest feed, and friends in favourites are ranked higher in the algorithm.

Facebook changes and public outage

Some signi cant changes were made because of public outrage or privacy concerns.
In 2016, Facebodk was criticised for misinformation on the 2016 US presidential
electiori®. In response to the criticism Facebook reduced clickbait, as explained in
the major news feed update section. Another response to the criticism was in 2018
when Facebook introduced Keyword Snotizé&eyword Snooze allows users to mute
keywords or phrases in stories from other users (pages, groups, and friends). Most
changes occur because of user feedback directly from the app, surveys, privacy concerns

from governments, and regulations/lawsuits.

5.1.2 Instagram Home and Suggestion Feed Algorithm

Instagram home feé8lis a core feature of Instagram where an algorithm nds posts
(media with comments, likes, and captions) that the user would be interested/care about
from a list of accounts that the user follows. In addition, suggested content is displayed
via the user's interactions with followed account's posts in the suggestion feed when
the user views all the posts the algorithm nds.

As of 2022, Instagram has the following main features:
» Home: following feed and suggested post, see Figure 5.2a.

» Search Users search for posted images, see Figure 5.2b.

8https://about.fh.com/news/2021/03/more-control-and-context-in-news-feed/
nttps://www.facebook.com/zuck/posts/10103269806149061
Bhittps://www.businessinsider.com.au/facebook-settlement-ftc-billion-privacy-2019-7
Pnttps://about.fb.com/news/2018/06/keyword-snooze-a-new-way-to-help-control-your-news-feed/
2https://help.instagram.com/1986234648360433



Chapter 5. Algorithms and Effects of Social Media 90

» Reelg!: Short videos (Up to 60 seconds), see Figure 5.2c.

» Shop’?: Business's sell their products, see Figure 5.2d.

(a) Home (b) Search (c) Reels (d) Shop

Figure 5.2: Instagram

Instagram? was the solution for people wanting to share photos and socialise on
their mobile phones because there was no other solution.

In 20164, Instagram started using a machine learning algorithm from a reverse
chronological order feed. In a 2018 reporting conference, the Instagram algorithm's

inner workings were revealed. The feed is determined by these factors (signals):

1. Interestin the type of post, e.g., visually, tags that the user interacts.

2. The recency of the post.

3. Relationship of the user and the user's post, e.g., the user tagging, commenting

and liking.

21 aunched in 2020

22Tab launched in 2020
Znttps://www.youtube.com/watch?v=alBBP2Vz0Uc
24https://techcrunch.com/2018/06/01/how-instagram-feed-works
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Moreover, how Instagram suggest posts is determined Below
1. The user activity: Signals(following, likes, comments).
2. User connection: Connecting to other/similar accounts.
3. Postinformation: Interactions of the posts.
4. Account information: Interactions to the account.

Instagram introduced the Signals Platfé?nwhich takes Many to Many relationship
pros and centralises them. Signals are metadata that tells us that a photo has an object,
e.g., does the photo contain birds, people, or food? This tells Instagram what signals
users like in photos to show more personalised posts.

Figure 5.3 is an overview of the relationship between signal producers and con-

sumers and the role of the signals platform.

Figure 5.3: Signals platform
Signal Consumer is the algorithm input and Signal Producer is the detector

Below are the signal platform areas:

1. Flow Initiation/Back lling Signals delay the calculation or calculate the signal
at a different time to provide an entry point (signal) to use a key to the ow or a

recently uploaded media.

Zhttps://help.instagram.com/381638392275939
Zhttps://about.instagram.com/blog/engineering/designing-a-signals-platform-for-instagram
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2. Model Cascades, machine learning output relies on other models' output, mak-
ing initiating the ow initiation component challenging. Thus they created an

interface to wait for a callback from other models.

3. Signal Post Processing, after the ow initiation is complete, the signal is sent
to storage or “pushed to a real-time stream”, depending on the user's requests.
In Figure 5.4, the user uploads a photo that will be processed through multiple
algorithm methods and signals platforms until it reaches post-processing and

surface.

Figure 5.4: Signals ow

A way to overcome scalability issues (an increase in user traf c and a complex
method) is to migrate the post-processing storage from bespoke storage to cross-team
storage (shared storage). This solution has up-to-date infrastructure, is reliable, and is
thus ef cient and scalable.

Instagram introduced the Suggest Post system inZ@@@&llow users to explore
other accounts' posts that interest them. After the user views all of their feed, Instagram

suggests relevant posts to the user. This system uses:

» K-nearest neighbours (KNN) Embeddings-based similarity, which uses account
datato nd similar accounts to a seed (“An author or media that one has shown

explicit interest towards”).

» Co-occurrence-based similarity, which nds patterns to create a list of media that

the user interacts with and the frequency of the media pair similar to association

2"https://about.instagram.com/blog/engineering/designing-a-constrained-exploration-system
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rule mining.

From these methods, it generates the top-N list from a seed. The Instagram ranking
is determined by the user's engagement with posts and media via reactions such as
liking, commenting, and saving, generating value. The weight value is determined by
"of ine replay over user sessions" and Bayesian optimisation. The choices of models
are MTML (Multi-Task Multi-Label Spare Neural Nets), GBDT, and LambdaRank.
Instagram solves the cold start problem (not enough user data) in two ways, fallback
graph exploration (gathering data from liked user accounts as seeds) and popular media

(showing popular media for users to create a pro le preference).

5.1.3 Twitter Timeline Algorithm

A Twitter timeline?® is a feed that shows personalised tweets from people whom the user
follows. The timeline can be personalised or shown in reverse chronological order and
shows follows, liked tweets, retweets, and tweets. Additionally, the timeline shows the
other users followed accounts in the user followed list that the algorithm recommends
following.

As of 2022, Twitter has the following main features:

Timeline: Personalised tweets and topics from user followings, see Figure 5.5a.

» Search For you, Trending hashtags, COVID-19, News, Sports and Entertainment

tweets, see Figure 5.5b.

Spaced®. Spaces (live voice conversation), see Figure 5.5c.

» Noti cation : liked tweets, retweets and comments from users, see Figure 5.5d.

Zhttps://help.twitter.com/en/using-twitter/twitter-timeline
2%Launched in 2020
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