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Abstract

ZigBee is a wireless technology standard for connecting Internet of Things (IoT)
devices based on the IEEE 802.15.4 specification. Similarly to other IoT protocols, ZigBee
faces numerous security issues that threaten the confidentiality, integrity and availability of its
networks and services. ZigBee is implemented with a variant of the 128-bit Advanced
Encryption Standard with symmetric keys for node authentication and data confidentiality.
However, ZigBee’s technology incorporates certain constraints, such as low cost and low
power into its design, which has allowed certain security issues to persist across the protocol
revisions over the years. These constraints raise concerns because ZigBee is often deployed in
data-sensitive applications.

Although previous studies have addressed the main security issues found in the earlier
protocol revisions, limited studies have been conducted on the latest ‘ZigBee 3.0’ standard.
Therefore, this research contributes to addressing this research gap by investigating the impact
of the identified and prevalent security issues against ZigBee 3.0 networks. Three core issues
were investigated in this study based on the findings in the related literature: (a) ‘Security of
Symmetric Keys’, which relates to how an attacker could obtain ZigBee’s symmetric keys
through exploiting known vulnerabilities and whether the implemented security mechanisms
are sufficient to protect the keys; (b) ‘Compromised Symmetric Keys’, which concerns the
breach against a network’s confidentiality if one or more of its symmetric keys have been
exposed by an attacker; and (c) ‘Insufficient Denial of Service Protection Mechanisms’, which
enables the protocol to be susceptible to specific denial of service attacks.

The research was conducted as a practical undertaking against real ZigBee 3.0 networks
comprising XBee 3 radio modules and ZigBee-compatible hardware. Attacks associated with
each issue were performed to determine their impact, and where necessary, both security

models provided by ZigBee 3.0 were evaluated separately. In addition, the study outlined the



security controls within the device’s configuration, as well as best practices that can be applied
to address or mitigate the attacks considered in this study and strengthen the network’s security
over symmetric keys. The compiled results revealed that certain attacks under each investigated
security issue continue to affect the confidentiality or availability of ZigBee 3.0 networks.
However, the enhancements made to the protocol’s security controls combat the elements of

each security issue, reducing their overall impact compared with its earlier revisions.
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Chapter 1: Introduction

1.1 Background and Motivation

The Internet of Things (loT) is a fast-growing, increasingly popular technological
domain. ZigBee, part of this revolution, provides a standard for wireless personal area networks
(WPANS) to enable connectivity between a wide range of 10T devices through its supported
mesh, star and tree topologies. The standard is built upon the IEEE 802.15.4 specification. Its
data rates, power consumption and cost are low in order to accommodate a full range of devices,
including battery-operated wireless sensor nodes with potentially years of battery life (Dini &
Tiloca, 2010). ZigBee currently holds a moderately competitive market share for its smart
home, industrial and healthcare applications (Mordor Intelligence, 2020).

The demand for ZigBee’s smart home applications has been steadily increasing, and its
protocol has become a primary standard used in home automation. Major manufacturers,
notably Amazon, Samsung and Phillips, have developed household appliances with the ZigBee
protocol for lights, thermostats, door locks, motion sensors and alarms, which can be remotely
monitored and controlled by devices on the internet (Carlsen, 2021). Within ZigBee’s other
domains, the protocol is used for wireless sensor nodes (WSNSs) to monitor and collect data
from their environmental surroundings (Matin & Islam, 2012).

ZigBee has various security controls to comply with the security requirements of its
applications. For example, it monitors and collects patient data in healthcare and personal data
in smart homes. Therefore, it often deals with sensitive and private data (Zillner & Strobl,
2015). While it is evident that data confidentiality is a concern, measures are also required to
protect the integrity and authentication of its networks. ZigBee achieves these requirements
through its security architecture that employees a simplified version of the 128-bit Advanced
Encryption Standard (AES) for encryptions and the built-in elements of the IEEE 802.15.4

standard. These provide security services at each protocol stack layer via symmetric key



cryptography (X. Fan, Susan, Long, & Li, 2017). ZigBee’s representative security services
include data confidentiality, authentication and integrity; device authentication; and replay
protection (Rudresh, 2017b).

Since ZigBee’s first public release in 2005, it has gained unwanted attention around its
security issues that are predominately enabled by its technology’s low-cost, low-power design.
As a result of its low-cost and low-power trade-offs, the ZigBee protocol is vulnerable to
various network attacks that threaten its networks’ and services’ confidentiality, integrity and
availability (Zillner & Strobl, 2015). Researchers over the years have expressed their concerns
and have conducted practical experiments to understand these security issues further. Notably,
in a Black Hat conference in 2015, Zillner and Strobl (2015) demonstrated the exploitation of
several vulnerabilities and highlighted weaknesses they found in ZigBee systems. Additional
research has been performed to create frameworks designed for exploiting ZigBee networks.
In particular, Wright (2009) authored the KillerBee framework, which contains an arsenal of
python-based attack scripts to exploit and sniff ZigBee networks.

Although efforts have been made to address security issues through ZigBee’s protocol
iterations over the years, specific issues are challenging to address owing to factors inherent in
loT devices and the compliance with ZigBee’s low-cost, low-power design (Zillner & Strobl,
2015). This issue motivates the current study to determine ZigBee’s current status in terms of
its security issues and the likely impact of these issues on its networks.

The latest version of ZigBee is ‘ZigBee 3.0, which was publicly released in 2016.
ZigBee 3.0 improves on several aspects from the earlier ‘ZigBee PRO’ release and contains
additional security services and reinforcements for its existing mechanisms (Texas
Instruments, 2019). Therefore, this research is oriented towards the ZigBee 3.0 protocol and its

stance against prevalent security issues.



1.2 Aims and Objectives

This thesis aims to conduct an up-to-date assessment of the ZigBee 3.0 protocol against
security issues prevalent in the earlier protocol revisions. It aims to assess the impact of their
associated attacks, and overall, ZigBee’s current stance against these security issues. These are
achieved through the following objectives:

e Survey prevalent security issues in ZigBee Systems.

e Construct and deploy appropriate testbed ZigBee 3.0 networks for evaluation.

e Perform practical attack experiments by exploiting weaknesses or concerns

associated with each security issue and determine/measure their impact.

o Identify security measures to address or mitigate specific demonstrated attacks and

strengthen the security of symmetric keys in ZigBee 3.0 networks.

e Combine results to determine the overall impact of each assessed security issue.

1.3 Thesis Structure

The thesis consists of six chapters. First, this chapter introduced and outlined the
background and motivation behind the research topic. Second, it presented an overview of the
aims and objectives that are the focus of this study.

Chapter 2 presents a literature review that builds a body of knowledge on the ZigBee
protocol and its security concepts. It introduces WSNs and IEEE 802.15.4 technology concepts
and provides an overview of ZigBee’s technological workings. The main security components
of ZigBee are thoroughly analysed, as well as how the protocol upholds security and its known
security issues and weaknesses. The chapter identifies and discusses the security advancements
made to the ZigBee 3.0 protocol. Last, it summarises five related studies in which researchers
have analysed the ZigBee protocol against its main security issues through practical

undertakings.



Chapter 3 outlines the research design and methodology. It identifies a research
question and five supporting sub-questions that are formulated from the literature review. The
research phases are outlined, describing the physical security testing approach for investigating
ZigBee 3.0 and gathering the necessary data to answer the research questions.

Chapter 4 presents the findings and results gathered from the executed research
approach. These relate to the impact inflicted against the testbed ZigBee 3.0 networks resulting
from each practical attack associated with the security issues under analysis. Additional
findings present security controls that can be applied to the device’s security configuration to
address or mitigate certain attacks and strengthen the security over symmetric keys.

Chapter 5 further discusses and analyses the findings and results gathered in Chapter 4.
Each sub-question is answered based on the results. The answers for the sub-questions are
ultimately combined to answer the primary research question.

Chapter 6 concludes the thesis. The research is summarised, and the adopted approach’s
potential limitations are identified and discussed. Last, it discusses future research that could

be conducted to continue this research.



Chapter 2: Literature Review

2.1 Introduction

This chapter provides a literature review intended to build a body of knowledge on the
ZigBee protocol and its security concepts. The literature review aims to survey the related
literature to grasp the technical workings of the ZigBee protocol, its security features and the
security issues that have been identified in the specification over the years.

The literature review is divided into six main sections. In the first two sections, 2.2 and
2.3, the concepts of WSNs and the IEEE 802.15.4 standard are introduced. These sections
provide a brief overview of their technical workings and their associated security challenges.
Then, Section 2.4 provides an overview of the ZigBee protocol, discussing its technology,
ongoing advancements and real-life applications, and the different device types and their
responsibilities in the various network topologies. Section 2.5 extensively analyses the security
concepts of ZigBee, including how security is applied to each layer of ZigBee’s protocol stack,
the different security models and symmetric key types, the included security controls and
countermeasures, and its known security issues and vulnerabilities. In Section 2.6, the security
advancements made to the protocol’s latest version ZigBee 3.0° are discussed. Section 2.7
summarises five related studies of practical undertakings against ZigBee’s security issues. Last,

Section 2.8 concludes this literature review.
2.2 Wireless Sensor Networks

WSNs are interconnected and infrastructure-less networks consisting of one or more
sensor nodes that monitor the surrounding physical or environmental conditions for various
applications (Matin & Islam, 2012). The development of WSNs is considered one of the most
rapidly evolving technological domains, with its use expanding across a growing number of
applications (Kandris, Nakas, Vomvas, & Koulouras, 2020). Sensor nodes are deployed to

collect different types of data wirelessly, such as the temperature, vibration, sound, pressure
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and motion. The collected data are then cooperatively routed to their primary destination for
further observation and analysis. In a WSN topology, data are usually collected through a
gateway. This information is then forwarded onto the parent/leader node or base station, termed
a ‘sink’ (Carlos-Mancilla, Lopez-Mellado, & Siller, 2016). WSNs are deployed across many
industries through several application fields. Some of the most relevant and common
application fields for WSNs include the environmental, industrial, health and military fields,
each containing extensive subcategories (Kandris et al., 2020).

WSNs are vastly scalable networks that usually comprise thousands of connected
sensor nodes across a single network. Once a node connects to the network, it becomes
responsible for self-organising its network infrastructure to adapt to its surrounding network
environment and routing data between nodes (Matin & Islam, 2012). As part of their defining
characteristics, WSN nodes are designed to meet specific requirements that allow them to be
mobile, conservative and scalable (Ahmed, Huang, Sharma, & Cui, 2012). Sensor nodes are
typically low cost and designed with resource constraints, including limitations to processing
speeds, storage capabilities and communication bandwidth. These limitations allow devices to
conserve and maximise battery life (Ahmed et al., 2012). Furthermore, the low-power design
of these sensor nodes can allow for years of operation on a single battery. In a WSN, sensor
nodes can be programmed to sleep when idle for extended periods and power back on when
their function is required. This feature allows devices to be deployed in outdoor environments
for great lengths of time with little need for physical maintenance (Engmann, Katsriku,
Abdulai, Adu-Manu, & Banaseka, 2018).

Inherent in all forms of WSN technologies are problems that cannot easily be addressed.
Security is an issue prevalent across all WSN technologies. In some instances where data
confidentiality is crucial, for example, in health care, the security of the WSN devices used

must be considered carefully before deployment. Security challenges are relevant to WSNSs,



both in logical and physical aspects. Logical security challenges primarily relate to ensuring
secure data transmission between nodes. Cryptographic techniques, including symmetric and
asymmetric keys, are implemented to establish confidential communications between devices.
However, specific WSN devices can only use less secure cryptography implementations owing
to resource constraints (Shanmugapriya, Kousalya, Rajeshkumar, & Nandhini, 2019). In
addition to ensuring secure data transmission, measures should be established to prevent
unauthorised or compromised devices from joining a network.

The physical security of WSN devices is another prevalent security challenge. Physical
security relates to the physical protection of a node against unauthorised access to its software
or hardware integrity. Sensor nodes are commonly deployed in hostile outdoor environments;
therefore, measures are often required to prevent unauthorised individuals from physically
accessing these devices. A physically compromised device could introduce numerous security
issues across a WSN. For instance, if an attacker can extract the data from a compromised
device, then the confidentiality of all data transmitted across the network is at risk (Barbareschi,

Battista, Mazzeo, & Venkatesan, 2014).

2.3 IEEE 802.15.4 Standard and Networks

IEEE 802.15.4 is a standard defined in 2003 for the operation of low-rate wireless
personal area networks (LR-WPAN). This standard defines the physical (PHY) and media
access control (MAC) layers of LR-WPAN devices and is maintained by the IEEE 802.15.5
working group (Lu, Krishnamachari, & Raghavendra, 2004). The requirements defined by this
standard include specifications for low-data rate wireless connectivity for fixed, portable and
moving devices with no battery or very little battery consumption. Moreover, this standard
defines the PHY layer for devices operating in various geographical locations (Lu et al., 2004).

IEEE 802.15.4 provides the fundamental network infrastructure and the lower layers

for technologies that incorporate this standard, including ZigBee, ISA100.11a, WirelessHART,



MiWi, 6LoWPAN, Thread and SNAP. These technologies all extend the standard by
developing their own upper layers and implementing security mechanisms in addition to those
IEEE 802.15.4 provides (Adams, 2006).

Two main network topologies are supported by IEEE 802.15.4, which may be used for
various applications. One is the star topology, which consists of one central node through which
all other nodes communicate. The other is a peer-to-peer topology. This network still consists
of a central node; however, the other nodes may communicate with each other directly rather

than through the coordinator (Salman, Rasool, & Kemp, 2010).
2.4 ZigBee Technology Overview

First, this section discusses the technical workings of ZigBee and its developments over
the years. ZigBee’s real-life applications are identified and discussed. Next, it presents a
discussion of each ZigBee device type, including the ZigBee coordinator, router and end
device, which includes a description of their roles and responsibilities in a ZigBee network.
Last, the three different possible ZigBee network topologies are analysed.

2.4.1 ZigBee Technology

ZigBee is an loT technology designed to address low-cost, low-power industrial
requirements. Its physical radio operates on the IEEE 802.15.4 specification with signal bands
including 2.4 GHz, 900 MHz and 868 MHz. ZigBee’s specification protocol suite allows its
devices to communicate through various network topologies, and its battery life is optimised
to last up to several years (Ramya, Shanmugaraj, & Prabakaran, 2011).

ZigBee technology is commonly used in applications where low bandwidth is adequate.
ZigBee’s low power consumption limits its physical range from 10 to 100 meters depending
on various factors, including the power outlet and environmental conditions. However, ZigBee
can transmit over long distances by routing data through intermediate devices over a mesh

network. ZigBee can accommodate up to 65,000 nodes over a single network. Among ZigBee’s



three licensed signal bands, its most common signal, 2.4 GHz, can transfer data at up to
250 kbps, whereas 915 MHz transfers at 40 kbps and 856 MHz supports up to 20 kbps (Ramya
etal., 2011).

The ZigBee protocol was created after the ratification of IEEE 802.15.4 in 2004. It has
since been developed and maintained by member companies of the ZigBee Alliance. The
ZigBee Alliance membership consists of more than 300 semiconductor manufacturers,
technology firms, original equipment manufacturers and service companies that have provided
ongoing advancements to ZigBee’s technology and has improved its capabilities (Digi
International, n.d.-c). ZigBee’s specification has had several releases since 2004 and can be
profiled as follows (Lea, 2018, p. 156):

e 2005: ZigBee 2004 released.
e 2006: ZigBee 2006 released.
e 2007: ZigBee 2007 released. This is also known as ZigBee PRO, and it introduced

cluster libraries and backward compatibility constraints with ZigBee 2004 and 2006.
ZigBee 3.0 is the current standard of the ZigBee protocol that is implemented into the ZigBee
PRO 2015 (or newer) specification and was released to the public in December 2016 (Morgner,
Mattejat, Benenson, Miiller, & Armknecht, 2017). The major updates to ZigBee 3.0 include a
child device management feature, improvements to existing and additional security features
and support for the optional DSM (ZigBee Alliance, n.d.-b).

2.4.2 ZigBee Applications

ZigBee is a standard for personal area networks (PAN) used in a wide range of
applications. Its design incorporates low-cost, low-power consumption, and reliability set to
fulfil the requirements of many industrial standards (Digi International, n.d.-c). ZigBee is not
used in situations that require high mobility among nodes. However, it is deployable in

geographically challenging areas. ZigBee’s primary applications include:



e Smart home: ZigBee is used in households to provide home automation. Its smart
devices are controlled through a central hub over a network designed to improve
comfort and convenience in households. Common ZigBee smart home devices include
smart lightbulbs and security/motion cameras that can be remotely controlled through
a smartphone or tablet (Wheeler, 2007).
e Commercial: ZigBee is used in commercial applications in a variety of industries,
including medical, hospitality, education, retail and manufacturing industries. ZigBee’s
significant use is building automation to provide connected lighting, efficient energy
control, climate and HVAC control, daylight and window blind systems, access control
and safety (ZigBee Alliance, n.d.-b).
o Utility: ZigBee is used in utility applications to monitor, control, inform and automate
the delivery and use of water, gas and energy for households and buildings (ZigBee
Alliance, n.d.-a).
2.4.3 ZigBee Devices

The ZigBee protocol consists of three types of logical devices: the coordinator, the
router and the end device. Each device has specific roles and responsibilities that differentiate
it from its counterparts. Furthermore, the behaviour of each type of device towards routing data
packets and communicating with other devices on the network differs (Ramya et al., 2011).
2.4.3.1 Coordinator Node

ZigBee coordinators are parent nodes responsible for establishing the network, setting
network parameters and managing the overall network. A coordinator has all the routing
capabilities of a ZigBee router; however, it is the only ZigBee device that can form a network
(prior to ZigBee 3.0). Some of its key responsibilities include selecting the channel and the

Personal Area Network Identifiers (PAN-IDs) and managing the network’s security model. A
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ZigBee network must always consist of one and only one coordinator for centralised networks
(Aju, 2015). However, a distributed network model has no coordinator present.

Coordinators are required to operate consistently; therefore, they cannot be battery
operated or enter a sleep mode. Once a coordinator creates a network, other correctly
configured devices can join the network (Digi International, 2017). The coordinator keeps an
up-to-date list of currently associated devices and facilities each device into its routing table as
they join the network. Furthermore, it supports an orphan scan that enables previously
associated devices to rejoin the network (Rudresh, 2017a). Coordinators route network traffic
and can communicate with other devices on the network.

The coordinator begins by establishing a network. This process chooses an operating
channel and generates two unique PAN-IDs, 16-bit and 64-bit, standard across all network
devices. Depending on the security configuration, a device must either be preconfigured with
PAN-IDs or discover nearby networks and select the PAN-ID to join the network (Digi
International, 2017). When the coordinator chooses its operating channel and PAN-ID, it
performs a series of scan functions to ensure that other nearby devices do not use these.
Furthermore, it has a ‘PAN-ID Conflict” mechanism, a frequency agility feature that migrates
the network to a new PAN-ID when it detects the same PAN-ID in a broadcast request
(Mukherji & Sadu, 2016). Part of the coordinator’s functionality is to manage the security
model of the network. This function includes setting the encryption options and
updating/distributing the network key used for end-to-end encryptions across the network. By
default, the coordinator is configured as the ‘Trust Centre’, an application on a ZigBee device
that manages and distributes the network key. Depending on the chosen security model, the
coordinator can elect another router node on the network to act as the trust centre (Rudresh,

2017a).
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2.4.3.2 Router Node

A ZigBee router is an intermediate node responsible for routing traffic between the end
devices and the coordinator on the network. Routers require permission to join the network
from the Trust Centre or the coordinator, and in addition to their routing capabilities, they can
also serve as end devices. There is no limitation to the number of routers that can operate on a
ZigBee network. Similarly to coordinators, routers must be operating consistently; therefore, it
is not suitable for them to be battery operated, and they cannot enter a sleep mode (Rudresh,
2017a).

A router’s routing capabilities allow it to transmit/receive data packets and
communicate with other devices on the network. In specific ZigBee network configurations,
routers can allow other routers or end devices to join the network. They also maintain a list of
all currently associated devices and support the orphan scan to allow previously associated
devices to rejoin the network. Routers are also responsible for storing packets on behalf of their
sleeping children (Tomar, 2011).
2.4.3.3 End Device Node

A ZigBee end device is a child node with limited networking capabilities and is most
commonly a low-power, battery-operated device. End devices can join existing networks and
can send, receive and route information. However, unlike coordinators or routers, end devices
cannot act as intermediate nodes between devices or allow other devices to join the network.
Moreover, given their inability to relay messages, end devices can only communicate within
the network through their parent nodes (X. Fan et al., 2017).

Standard ZigBee end devices include sensor nodes used to collect and monitor
environmental data and smart lightbulbs used in smart home applications. Because these
devices are not required to relay information between nodes consistently, end devices can be

configured to enter a non-responsive sleep mode to conserve battery temporarily. End devices
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can receive packets sent from the parent device while they are asleep and are responsible for
finding a new parent node if the link to their old parent is lost through a network rejoin
(Gislason, 2008, pp. 234-235). ZigBee networks do not have a limitation regarding the number
of end devices.
2.4.4 ZigBee Network Topologies

ZigBee supports three types of PAN topologies: star, tree and mesh. Each topology
varies in complexity, and the topology choice may reflect on the network requirements. These
could include the amount of network traffic required, the latency requirements and the solution
cost (Rudresh, 2017a). Every ZigBee network topology must consist of only one coordinator.
2.4.4.1 Mesh Topology

A mesh topology (see Figure 2.1) consists of one coordinator and multiple routers and
end devices and allows complete peer-to-peer communication. The nodes in a mesh network
are interconnected and can therefore communicate through multiple pathways. The pathways
between the nodes are dynamically updated and optimised through the built-in mesh routing
table (Digi International, n.d.-c). In a mesh topology, the coordinator establishes the network
and sets specific networking parameters. Routers extend the network coverage and route traffic
between the source and destination within the network. Furthermore, routers can serve as end
devices but cannot emit beacons (Rudresh, 2017a). Figure 2.1 shows the structure of a typical

ZigBee mesh topology.
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Figure 2.1. ZigBee mesh network. Adapted from ‘ZigBee Topology: A Survey’, by T. Kumar
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 NON

and P. Mane, 2016, 2016 International Conference on Control, instrumentation,
communication and Computational Technologies (ICCICCT), p. 165. Copyright 2016 by
IEEE.

The advantage of mesh topologies is that the pathways between the nodes are self-
healing. If a link failure occurs, devices transmitting messages will find an alternative path to
reach their destination, eliminating redundancy. ZigBee devices operating in a mesh network
are equipped with a discovery feature that determines the best route for exchanging messages.
Moreover, the failure of the coordinator does not result in a single point of failure (Khanji,
Igbal, & Hung, 2019). Mesh networks are ideal for medium to large-scale networks based on
robust multi-hop communication, scalability and latency. However, its complexity is a
drawback for it is more difficult to set up, and nodes have additional overheads (Rudresh,

2017a).
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2.4.4.2 Star Topology

A star topology (see Figure 2.2) has one coordinator and several end devices. The end
devices communicate directly with the coordinator, for there are no routers. In this topology,
the coordinator is solely responsible for routing packets and establishing and managing
network devices. End devices can only communicate through the coordinator (Kumar & Mane,

2016). Figure 2.2 shows a simple ZigBee star topology.

Zigbee Coordinator

Zighee End Device

Figure 2.2. ZigBee star topology. Adapted from ‘ZigBee Topology: A Survey’, by T. Kumar
and P. Mane, 2016, 2016 International Conference on Control, instrumentation,
communication and Computational Technologies (ICCICCT), p. 165. Copyright 2016 by
IEEE.

Star topologies are an effective solution for small-scale networks for they are simple to
deploy and manage, and all packets must only go through a maximum of two hops to reach
their destination. However, this topology is impractical for large-scale networks based on some
of its distinct drawbacks. The main disadvantage is that the whole network can shut down if
the coordinator fails and goes offline. Furthermore, the coordinator’s bandwidth may become
bottlenecked because of the lack of an alternative path between the network traffic source and

destination (Kumar & Mane, 2016).
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2.4.4.3 Tree Topology

A tree topology (see Figure 2.3) consists of one coordinator and multiple routers and
end devices. In this topology, the coordinator is the central (root node) responsible for
establishing the network and setting the network parameters (Rudresh, 2017a). Coordinators
can be a parent node to routers as well as end devices. The primary function of routers in this
topology is to extend the network coverage and to move data and control messages across the
network using hierarchical routing strategies (Elahi & Gschwender, 2009). Figure 2.3 shows

the structure of a basic ZigBee tree topology.

Zighee Coordinator

®

Zighee Router

® o ®
o0 O
‘ “ . Zigbee End Device

Figure 2.3. ZigBee tree topology. Adapted from ‘ZigBee Topology: A Survey’, by T. Kumar

and P. Mane, 2016, 2016 International Conference on Control, instrumentation,
communication and Computational Technologies (ICCICCT), p. 165. Copyright 2016 by
IEEE.

Tree topologies are practical for larger-sized networks based on their high scalability
and centralised monitoring. The disadvantage of this topology is that when a parent node
becomes inactive, all the child nodes connected to that parent node become unreachable (Elahi

& Gschwender, 2009).
2.5 ZigBee Security Overview

The ZigBee protocol defines several security services to maintain the confidentiality,

authentication and integrity of its data between devices. ZigBee was built with security in mind,
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by adopting the secure 128-bit AES-based encryption suite and implementing essential security
services. However, its low-cost and low-power design comes as a trade-off to its overall
security (Zillner, 2015).

This section discusses how security is applied to each layer of ZigBee’s protocol stack.
The traditional security model and ZigBee 3.0’s alternative security model is then analysed.
Next, the symmetric keys used by the ZigBee devices for encryption are discussed, followed
by ZigBee’s primary security controls and countermeasures. Last, this section analyses the
known security issues and vulnerabilities of ZigBee that are prevalent in the protocol.
2.5.1 Security Architecture

In ZigBee’s protocol stack, the Network (NWK) and the Application (APL) layers are
built on top of the IEEE-defined PHY and MAC layers. ZigBee’s APL layer consists of the
Application Support Sublayer (APS), the ZigBee Device Object (ZDO) and the Application
Framework, each having its own security services (Vasseur & Dunkels, 2010, p. 297). ZigBee
uses an open trust model in which each layer shares trust; therefore, cryptographic protection
only exists between devices and not the different layers of the protocol stack. This allows the
same symmetric key to be used across all layers of a device. The IEEE 802.15.4 standard sets
the encryption algorithm used by ZigBee, which is AES with 128-bit key lengths; however,
ZigBee’s upper layers define the ways in which the keys are managed or the authentication
policies that are applied (Gascon, 2009). Figure 2.4 illustrates the layers of ZigBee’s protocol

stack:
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Figure 2.4. ZigBee’s protocol stack. Adapted from ‘Time sensitive IEEE 802.15.4 protocol’,
by A. Koubda, M. Alves and E. Tovar, 2006, Sensor Networks and Configurations:
Fundamentals, standards, platforms, and applications, p. 21. Copyright 2007 by Springer-
Verlag Berlin Heidelberg. Adapted with permission.

ZigBee’s security architecture includes security mechanisms incorporated into the
MAC, NWK and APL layers (Fan et al., 2017). The next sections discuss the application of
security to each layer of the stack.
2.5.1.1 MAC Layer Security

In ZigBee, the MAC layer’s security is based on the IEEE 802.15.4 standard, which
implements several features used by the upper layers in the ZigBee protocol. The MAC layer
is augmented with a version of CCM (counter with cipher block chaining message
authentication code) called CCM*, which offers encryption and integrity capabilities only
(Rudresh, 2017a). ZigBee’s MAC layer uses one key for all CCM* security levels (the MAC,

NWK and APS layers). The upper layers of the protocol stack determine whether the MAC
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layer should use security services, and they provide the keying information and information on
the security level to use (X. Fan et al., 2017). Figure 2.5 outlines the security of an IEEE

802.15.4 MAC frame, which has specific fields related to its security controls.

Security in the IEEE 802,15.4 MAC FRAME
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Figure 2.5. Security in the IEEE 802.15.4 MAC Frame. From Gascon, 2009. Security in
802.15.4 and ZigBee networks. Retrieved from
https://www.libelium.com/libeliumworld/security-802-15-4-zigbee/

A ZigBee MAC layer frame is composed of the MAC Header, the MAC Payload and
the MAC Footer. An IEEE 802.15.4 MAC frame has three fields that control how security is
processed in ZigBee. These are the Frame Control, the Auxiliary Security Header (ASH) and
the Data Payload. The Frame Control field in the MAC header has a ‘Security Enabled’
subfield, which determines whether the outgoing frame has security controls enabled (Gascon,
2009).
2.5.1.1.1 Auxiliary Security Header

The ASH is a field located in the MAC header, which is only enabled if the Security
Enabled subfield of the Frame Control is set to 1. This field has three subfields related to

security. Its Security Control subfield determines the type of protection that is used, including
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whether encryption is enabled, and the integrity level used to protect a frame. This is controlled
through its Security Level subfield with eight different values that determine the frame’s
security (Gascon, 2009). Moreover, the ‘Key Identifier Mode’ is a subfield of Security Control
that sets the type of key (implicit or explicit) used by the sender or receiver. The Frame Counter
subfield of ASH is a counter value set by the current frame source to prevent the frame from
being replayed on the network. Last, the Key Identifier is another subfield of ASH that specifies
the keying information needed to communicate with other nodes on the network (Gascon,
2009).
2.5.1.1.2 Data Payload

The IEEE 802.15.4 Data Payload field is located in the MAC payload and can have
three different configurations that determine how AES is applied to the frame to protect data.
This is dependent on the previously defined security fields, and the configurations include
AES-CTR, AES-CBC-MAC and AES-CCM (Gascon, 2009). However, as previously
discussed, ZigBee applies AES-CCM*, a slightly modified version of AES-CCM.
2.5.1.1.3 Access Control List

The MAC layer maintains an Access Control List (ACL) to prevent unauthorised
devices from participating in the network. An ACL list is stored in the MAC PAN Information
Base (PIB) and contains specific fields that allow devices to verify whether a packet’s source
or destination is trusted or not (Rudresh, 2017b). When a device is sending or receiving a
packet, it looks up its ACL. Appropriate security measures will be applied if the associated
node is trusted, and the packet will be sent/received. Otherwise, the packet will be dropped
(Gascon, 2009). Each IEEE 802.15.4 device is responsible for storing the following fields into
its ACL:

e Address: the MAC addresses of network nodes;
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e Security Suite: the security suite in use; for example, AES-CCM* for ZigBee and AES-
CTR, AES-CCM, AES-CBC-MAC for other IEEE 802.15.4 technologies;
o Key: the 128-bit key used in the AES algorithm; and
e Last Initial Vector (IV) and Replay Counter: The last IV is used by the source address
and the Replay Counter with the destination address to prevent replay attacks (Gascon,
2009).
2.5.1.2 Network Layer Security
The ZigBee standard defines the NWK layer responsible for the processing steps
required to transmit and receive frames securely. ZigBee uses a frame protection mechanism
to secure frames originating from the NWK layer, such as broadcast frames intended to be
received and processed by every node on the network. Moreover, AES-CCM* with 128-bit key
lengths are applied to the NWK layers’ frame protection mechanism to provide security to its
frames. ZigBee’s upper layers manage the NWK layer security by setting up the active and
alternative network keys and the frame counter and by establishing the security level to use
(ZigBee Alliance, 2017, p. 412). Figure 2.6 shows the security fields that are included in an

NWK frame:

Application of security suite adds auxiliary header
and also an integrity code

o N

PHY | MAC | NWK Auxiliary
HOR | HOR | HDR HDR Encrypted NWK Payload MIC

Y —T
All of the above NWK frame is integrity-protected

Figure 2.6. ZigBee NWK layer security frame. Reprinted from ‘ZigBee Specification

SYNC

(Document No. 05-3474-22)’ (p. 410), by ZigBee Alliance, 2017. Copyright 2017 by ZigBee

Alliance.
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2.5.1.2.1 Network Layer Outgoing Frame Security

For outgoing frames, security is processed when its corresponding security headers

indicate that the frame requires protection. The NWK layer’s critical security processing steps

for outgoing frames are as follows (ZigBee Alliance, 2017, p. 412):

1. The NWK layer obtains the active network key, the outgoing frame counter and the key

sequence number from the Network Layer Information Base (NIB). If the outgoing
frame counter is equal to 2*32-1 (Max Value), or the key cannot be obtained, the
security processing will fail and no further security processing on the frame will be
performed.

After these values are obtained, the auxiliary header is constructed. CCM* is processed
on the frame for encryption and authenticity based on the security level set.

Last, the outgoing frame counter is incremented by one. At any time, if a security

processing step fails, then all security processing will be stopped for that frame.

2.5.1.2.2 Network Layer Incoming Frame Security

When the NWK layer receives a secured frame as indicated by the security subfield of

the NWK header Frame Control field, it will perform the following critical security processing

steps to ensure that the frame is securely received (ZigBee Alliance, 2017, p. 413):

1.

2.

The NWK layer will determine several attributes for the incoming frame, including the
security level, the sequence number, the sender address and the received frame count.
If the received frame count is equal to 2732-1, then the frame will be flagged with a
‘bad frame counter’ to the upper layers, and no further security processing will be
performed for that frame.

The NWK layer will then obtain the appropriate security material, including the key
information and other attributes, by matching the frame’s sequence number to any key

in the nwkSecurityMaterialSet attribute in the NIB.
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3. CCM* is then processed on the frame for the decryption and authentication checking
operation.
4. Last, the frame counter is set to the received frame counter +1 and is stored in the NIB
along with the sender address.
5. Ifasecurity process fails at any time for these steps, then no further security processing
will be conducted for that frame.
2.5.1.3 Application Layer Security
The APL layer defined by the ZigBee standard contains the ZDO, the Application
Framework and the APS. The ZDO is responsible for initialising the APS layer, the NWK layer
and the Security Service Provider (SSP). However, the security mechanisms of the APL are
handled by the APS sublayer.
2.5.1.3.1 ZigBee Device Object
The ZDO comprises applications that employ the NWK and APS layer primitives to
implement ZigBee coordinators, routers and end devices. The ZDO assembles the
configuration information from end applications to determine and implement functions to the
device. These include service discovery, security manager (transport key, request key, update
the device, remove a device and switch key), network manager, blinding manager, node
manager and group manager (ZigBee Alliance, 2017, p. 201). Furthermore, the ZDO manages
the security policies and security configurations of a device (B. Fan, 2017).
2.5.1.3.2 Application Support Sublayer
The APS layer security protects frames originating from the APL layer using frame
security based on the link keys or the network key. Unlike the NWK layer security, the APS
layer security is optional and provides end-to-end security between devices using an APS link
key known by only the source and the destination devices (Silicon Labs, n.d.). Furthermore,

the APS layer provides an interface between the NWK and APL layers and provides services
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for establishing and maintaining security relationships (Rudresh, 2017a). The APS layer is
responsible for the processing steps required to securely transmit and receive outgoing and
incoming frames and to establish and manage the symmetric keys. Figure 2.7 shows the

security fields included in an APS frame:

Application of security suite adds auxiliary header
and also an integrity code

v N\

PHY | MAC | NWK | APS Auxiliary
HDR | HDR | HDR | HDR HDR

Y —T
All of the above APS frame is integrity-protected

Figure 2.7. ZigBee APL layer security frame. Reprinted from ‘ZigBee Specification

SYNC

Encrypted NWK Payload MIC

(Document No. 05-3474-22)’ (p. 410), by ZigBee Alliance, 2017. Copyright 2017 by ZigBee
Alliance.

The APS layer’s frame security processing steps work similarly to the NWK layer’s
frame protection. CCM* is applied to an outgoing frame for the encryption and authentication
operation and to an incoming frame for decryption and authentication checking. If any security
processing step fails, no further security processing will be performed for that frame (ZigBee
Alliance, 2017, p. 418). Among its other security services, the APS layer is responsible for
providing the ZDO and applications with keying services and device management services. Its
keying services offer a secure solution to establish, transport, request, switch, verify and
confirm the symmetric keys over the network. Furthermore, its device management services
provide a secure means to update and remove devices from the network (ZigBee Alliance,
2017, pp. 410-411).

2.5.2 Security Models
With the introduction of ZigBee 3.0, the ZigBee protocol supports two models for key

management: the Centralised Security Model (CSM) and the Distributed Security Model
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(DSM). These security models differ in device authentication and message protection
mechanisms (X. Fan et al., 2017).
2.5.2.1 Centralised Security Model

A CSM is the traditional security model used in ZigBee and has been improved in
ZigBee 3.0, in which security is organised through a single node known as the trust centre. The
trust centre is responsible for maintaining the network’s overall security, and its primary role
is to authenticate devices joining the network and distribute the symmetric keys. Furthermore,
it has a view of every authenticated device on the network (NXP Semiconductors, 2017). Some
of its other core security roles include establishing and managing the symmetric keys used for
encryption on the network. The trust centre can be configured to revoke and generate a new
network key when required or at set intervals, reducing the impact of a compromised network
key. Another responsibility is to set a link key to authenticate devices and securely exchange
the network key (NXP Semiconductors, 2017).

When creating a ZigBee network and choosing to implement a CSM, electing the trust
centre and its security policy is crucial, depending on the network’s security requirements. By
default, the coordinator node is selected as the trust centre since it is already a centralised node
responsible for forming the network and setting symmetric keys for encryption. A CSM is
complex; however, it is the most implemented security model for ZigBee networks. It is also
considered the most secure model because all security preferences and symmetric keys are
managed and distributed by a single node (Rudresh, 2017b).
2.5.2.2 Distributed Security Model (ZigBee 3.0)

Introduced into the ZigBee 3.0 protocol is support for DSM networks. A DSM is
considered a less secure security model and has no centralised coordinator or single trust centre
to maintain security. Instead, all ZigBee routers in the network act as trust centres and are

responsible for authenticating and joining other router nodes or end devices into the network
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as their child nodes. Router nodes also distribute the network key to the newly joining devices,
given that they are correctly configured with the link key (NXP Semiconductors, 2017). DSM
networks have a lifetime of approximately 4.3 billion packets for the network key is fixed and
cannot be updated (Texas Instruments, 2019). Moreover, a DSM incorporates a simplified
security structure, which makes it non-ideal for networks containing highly sensitive
information.
2.5.3 Symmetric Keys

The ZigBee standard supports the two primary 128-bit symmetric keys, including the
‘Link Key’ and the ‘Network Key’ along with a ‘Master Key’ to establish the link key. These
keys are used in a ZigBee network to ensure that the devices can securely communicate using
AES 128-bit encryption to maintain the confidentiality of exchanged messages. Next, ZigBee’s
symmetric keys are discussed.
2.5.3.1 Link Key

The link key is a secret session key used to secure unicast communications and is
applied by the APS. This key is only shared between two devices, the trust centre/coordinator
and the router/end device and is acquired through key transportation, key establishment or pre-
installation (Zillner, 2015). ZigBee has two types of link keys, global and unique. A global link
key is a known key used by all nodes on the network and is created by the ZigBee Alliance or
otherwise defined by the manufacturer of specific ZigBee devices. The link key defined by the
ZigBee Alliance is applied when no other link keys are specified by the APS when a device
joins the network. This key is known as the ‘default global trust centre link key’ (Zillner, 2015),
and its default value in hexadecimal equals ‘5A6967426565416C69616E63653039°, which has
a corresponding char value in ASCII (American Standard Code for Information Interchange)
as follows:

ZigBeeAlliance09
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Other specific ZigBee devices are factory preconfigured with a global link key defined by their
manufacturer, allowing interaction between devices of the same manufacturer (Rudresh,
2017b). The trust centre is usually configured to encrypt the 128-bit network key using the link
key in a CSM network before transmitting it to pairing devices. On DSM networks, nodes are
typically factory-programmed with a manufacturer global link key or preconfigured with a link
key (NXP Semiconductors, 2017).

2.5.3.2 Network Key

The network key is used in a ZigBee network to secure broadcast communications and
is applied by the NWK and APL layers of the protocol stack. This key is shared between all
devices on the network to secure transmitted frames between devices. The network key is the
minimal requirement for establishing security on a ZigBee network. It protects transmitted
frames and prevents both unauthorised joining and illegitimate ZigBee devices from using the
network (Masica, 2007). A ZigBee network can have one of two types of networks keys:
standard and high security. The key type generally defines how the network key is distributed
over the network—that is, whether it is encrypted or not. A standard network key is distributed
to pairing devices unencrypted, whereas the trust centre encrypts a high-security network key
with the link key before key transport (X. Fan et al., 2017).

In a CSM, the trust centre is responsible for generating the network key and distributing
it to all devices on the network. Moreover, devices can acquire the network key through key
transport or pre-installation (Rudresh, 2017b). The ZigBee standard supports the trust centre
storing multiple network keys for key rotation and key update purposes. However, only one
network key can be active at one time, which is identified by a sequence number (Zillner,
2015). On a DSM, the routers distribute the network key to newly joining routers and end

devices.
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2.5.3.3 Master Key

The APS uses the master key to establish long-term security between two devices.
Devices use the master key to generate the link key and to ensure that the link key exchange
between two nodes is confidential. ZigBee’s Symmetric-Key Key Establishment Protocol
(SKKE) uses the master key to create a secure key exchange, which increases ZigBee’s overall
security (Radmand et al., 2010).
2.5.4 Security Controls and Countermeasures

The ZigBee standard and its security specification have built-in security controls to
ensure the confidentiality, authentication and integrity of its data and devices. In this section,
ZigBee’s primary security controls and countermeasures are discussed.
2.5.4.1 Data Confidentiality, Authentication and Integrity

ZigBee achieves data confidentiality, authentication and integrity through the AES-
CCM* security suite, which uses 128-bit key lengths. In a ZigBee network, frames are
optionally encrypted on the NWK and APL layers. ZigBee devices use the symmetric keys to
encrypt frames through security steps using AES-CCM* on the NWK and APS layers. The
device on the receiving end applies AES-CCM* and the shared 128-bit symmetric key for
decrypting and authenticating the frames (YYang, 2009). Figure 2.8 shows the operation of AES-

CCM* to provide data confidentiality and authentication:
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Figure 2.8. AES-CCM* operation in ZigBee. Reprinted from ‘ZigBee and IEEE 802.15.4
Protocol Layers’ (p. 126), by S. Farahani, 2008b, in S. Farahani (Ed.), ZigBee Wireless
Networks and Transceivers, Burlington, MA, Elsevier. Copyright 2008 by Elsevier. Reprinted
with permission.

As shown in Figure 2.8, the transmitter encrypts the data through the AES-CCM*
operation. ASM-CCM* uses three inputs: the data to be encrypted, the security key and the
nonce. The nonce is a 13-octet string consisting of the auxiliary headers’ security control, frame
counter and source address fields. AES-CCM* encrypts the data using the security key and
generates an associated Message Integrity Code (MIC) sent to the receiver along with the frame
(Farahani, 2008b). The receiver then decrypts the data using the AES-CCM* operation and the
security key. A MIC is generated from the received frame and is compared with the received
MIC. If the generated MIC is equal to the received MIC, then the frame is authentic. Otherwise,
if the values are not equal, the frame is unauthentic and dropped (Farahani, 2008Db).
2.5.4.2 Authentication

One of ZigBee’s primary features is device and data authentication. This process
involves ensuring that new devices joining the network are confirmed to be authentic. As
discussed in section 2.5.4.1, authentication is processed through the CCM* operation; however,

the trust centre/coordinator manages the process. Devices are authenticated by the trust centre
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and receive the network key and other specific networking parameters before being admitted
into the network (Rudresh, 2017b). Authentication is essential for it prevents unauthorised
devices from joining the network and hacked devices from impersonating legitimate devices.
The first level of authentication uses the standard 128-bit network key to provide authentication
on the network level. This process prevents outside attacks with lower memory costs.
Authentication can also be achieved on the APS layer between two devices by using unique
128-bit link keys. Establishing authentication between two paired devices prevents both inside
and outside attacks but results in higher memory costs (Reddy, 2005).
2.5.4.3 Message Integrity

ZigBee provides message integrity to prevent an attacker from modifying a packet in
transit. This step is achieved through the MIC or Message Authentication Code and is
processed through the CCM* operation. The MIC or Message Authentication Code is
embedded into a frame before it is sent to ensure the integrity of the MAC header and payload
data (Farahani, 2008b). Integrity can be applied through the 0, 32, 64 or 128-bit integrity code
(defaulting at 64 bits). The integrity option can be set while specifying the ZigBee network’s
security policy; however, higher integrity options offer a trade-off between message protection
and message overhead (Reddy, 2005).
2.5.4.4 Security Levels

The ZigBee standard has eight defined security levels that are applied to the NWK and
APS layers to indicate how an outgoing or incoming frame is secured. An identifier represents
the security level and determines whether the payload of the transmitted frames is encrypted.
Furthermore, it determines the amount of data authenticity provided over a frame, which is
reflected by the MIC length (ZigBee Alliance, 2017, p. 425). Table 2.1, from ZigBee Alliance

(2015), links each of the security levels applied to the NWK and APS layers:
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Table 2.1

ZigBee’s Security Levels

Security Level | Security Level Security Data Frame
Identifier Sub-Field Attributes Encryption Integrity
(length M of
MIC, in
Number of
Octets)
0x00 ‘000’ None OFF NO (M=0)
0x01 ‘001° MIC-32 OFF YES (M=4)
0x02 ‘010’ MIC-64 OFF YES (M=8)
0x03 ‘o1r MIC-128 OFF YES (M=16)
0x04 ‘100’ ENC ON NO (M=0)
0x05 ‘101° ENC-MIC-32 ON YES (M=4)
0x06 110° ENC-MIC-64 ON YES (M=8)
0x07 ‘111° ENC-MIC-128 ON YES (M=16)

Note. Reprinted from ‘ZigBee Specification (Document No. 05-3474-22)’ (p. 456), by ZigBee Alliance, 2017.

Copyright 2017 by ZigBee Alliance.

2.5.4.5 Replay Protection

ZigBee has a replay protection mechanism that prevents replay attacks, in which an
attacker retransmits previously captured frames across a ZigBee network. ZigBee frames are
embedded with a 32-bit (default) incoming and outgoing counter that determines the packet
freshness. When a legitimate device receives a packet with an unsynchronised counter (equal
or less than the previously received frame), the packet will be dropped (Ocenasek, 2009). The
maximum value of a frame counter is OXFFFFFFFF, and when the counter reaches this value,
then no frame transmission is possible. However, it is unlikely that devices will reach this value
in their lifetime. In a ZigBee network, the frame counter is only reset to 0 when the network
key is updated, or when the network is reinitialised (Rudresh, 2017b) and has since been

reinforced in ZigBee 3.0 (see Section 2.6).
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2.5.4.6 Frequency Agility

ZigBee is implemented with a frequency agility security mechanism that is designed to
protect the network availability in case of an interference problem, a jamming attack or specific
denial of service (DoS) attacks. This process enables the ZigBee network to migrate to a new
frequency channel to address these problems (Sarijari, Abdullah, Lo, & Rashid, 2014). As part
of the coordinator’s core functionality in establishing a network, it conducts a proximity scan
to detect existing ZigBee networks and devices within its vicinity and to determine its
frequency channel. The coordinator dynamically continues this process after the network has
been established by consistently monitoring for signals that could indicate a threat to network
availability (Wagh, More, & Kharote, 2015).

Frequency agility is very relevant to ZigBee applications that could potentially endure
much harmful interference. For example, ZigBee smart home applications generally operate
near various wireless technologies that can operate on the same 2.4Ghz frequency as ZigBee
devices, particularly Wi-Fi and certain home appliances (Sarijari et al., 2014). ZigBee uses the
frequency agility mechanism as an interference mitigation technique to improve network
performance and address potential jamming attacks. This mechanism actively monitors the
network for interference on its current operating frequency channel and other channels within
its vicinity. If needed, ZigBee will migrate to a new frequency channel with the least level of
interference (Sarijari et al., 2014).

Frequency agility is also used in preventing PAN-ID conflicts in ZigBee networks.
PAN-ID conflicts can occur naturally when two existing separate ZigBee networks are within
each other’s range or can result from a DoS attack (Sajjad & Yousaf, 2014). The network
manager/coordinator responds to a PAN-ID conflict through a process that migrates the
network to a new 16-bit PAN-ID when it detects the same PAN-ID within its vicinity (Farahani,

2008a).
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2.5.5 Security Issues and Vulnerabilities

ZigBee’s security features have been enhanced since its introduction in 2005. However,
its low-cost, low-power design comes at a trade-off that makes it more susceptible to various
network attacks (Zillner, 2015). This section discusses concerning security issues and
vulnerabilities in the ZigBee protocol. These can be identified as prevalent security issues
across the different ZigBee releases.
2.5.5.1 Symmetric Key Issues

Various weaknesses regarding the security of ZigBee’s symmetric keys have been
identified. ZigBee deploys the AES algorithm with CCM* encryption mode, which is
considered adequate. However, because of its memory and processing speed constraints
resulting from its low-power design, ZigBee simplifies the encryption process by reusing the
same key at each level of the ZigBee protocol stack. Therefore, the exposure of a single
symmetric key could compromise the entire network’s security (Khanji et al., 2019).

Each network node uses the same active network key. Although secured ZigBee
networks are configured to encrypt the network key by using a preconfigured link key before
transmitting it, the link key is likely of the ‘global’ type and is susceptible to exposure (NXP
Semiconductors, 2017). The ZigBee standard uses a default value for the link key, which
ensures interoperability between ZigBee devices from different manufacturers. However, this
aspect introduces the vulnerability of an attack authenticating an unauthorised device onto the
network using a default global link key (Zillner, 2015).

The security of ZigBee’s symmetric keys is based on the assumption that the keys are
securely stored and that devices are preconfigured with the keys so that they are not sent over
the network unencrypted (ZigBee Alliance, 2017, pp. 407-408). However, there are
exemptions to this assumption. Depending on the security policy, specific ZigBee devices may

not be configured with a preconfigured link key, which means a single network key may be
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transmitted over the network without protection. This causes a brief moment of vulnerability
because an attacker could intercept the network key as it is transported to a pairing device.
Although the timing of the pairing phase is narrow, techniques can be applied to trick a user
into resetting a device to cause the key to be resent over the network unprotected (Zillner,
2015). Another exemption reflects on the low-cost, low-power design of the nodes, which
makes them susceptible to physical attacks for it cannot always be assumed that the hardware
is built to be tamper-resistant. Therefore, an attacker with physical access to a ZigBee device
may be able to extract its keying material or other privileged information (Zillner, 2015).
2.5.5.2 Denial of Service Issues

ZigBee is known to be susceptible to a range of DoS and distributed denial of service
(DDoS) attacks because of its lack of protection mechanisms to mitigate these attacks. These
attacks can be targeted towards the different layers of ZigBee’s protocol stack and depend on
whether the attacker is part of the network (internal) or outside the network (external)
(Radmand et al., 2010).

DoS attacks inside the network can be targeted towards the APS/INWK/MAC/PHY
layers. For example, an insider attacker could target the APS layer by flooding the network
with legitimate messages to interrupt message processing (Chaitanya & Arindam, 2011).
Against the NWK layer, DoS can be achieved by eliminating the routing path between nodes,
causing alterations to the routing protocol or data loss. Insider attacks are difficult to prevent
for the protocol provides limited internal security features once a device joins the network
(Radmand et al., 2010). External DoS attacks target the MAC and PHY layers of ZigBee’s
protocol stack. ZigBee’s MAC layer, defined by the IEEE 802.15.4 standard, contains inherent
properties that are susceptible to a range of attacks. For example, the IEEE 802.15.4°’s MAC
layer mechanism’s Carrier Sense Multiple Access/Collison Avoidance (CSMA), guaranteed

timeslot (GTS), and PAN-ID conflict can be exploited to achieve DoS (Stelte & Rodosek,
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2013). DoS can be performed on the PHY layer through selective jamming techniques and the

physical destruction of nodes (Radmand et al., 2010).
2.6 ZigBee 3.0 Security Advancements

ZigBee 3.0 introduces additional security features and improvements over those
included in the previous ZigBee specifications. The ZigBee 3.0 specification is implemented
into ZigBee PRO 2015 (or newer) models and provides child device management, a DSM
option (discussed in Section 2.5.2) and improved and added security features (Texas
Instruments, 2019). ZigBee 3.0°s noticeable security updates relevant to this study are
discussed next.

2.6.1 Trust Centre Link Key Updates

Introduced into ZigBee 3.0 is an overhaul to the security procedures that request and
change keys when a device joins the network. As discussed in Section 2.5.1, encryption is
applied on the NWK layer and the APS sublayer. For previous ZigBee standards, devices were
not required to update their APS layer encryption key (Link Key) after joining the network.
However, ZigBee 3.0 mandates that all devices be updated with a trust centre link key on CSM
networks. Upon joining, devices are required to request a randomly generated trust centre link
key for encryption of all ongoing APS layer encrypted communications (Silicon Labs, n.d.).
This improved feature adds an additional layer of security to the network because a device will
not compromise the network key when it leaves the network and rejoins. Moreover, ZigBee
3.0 coordinators have a configurable feature that enables them to accept or reject legacy ZigBee
devices that do not initiate the trust centre link key update (Texas Instruments, 2019).

2.6.2 Link Keys Derived from Install Code

ZigBee 3.0 has an additional security feature that provides the option to authenticate

with a link key derived from the joining device’s install code. In this configuration, the install

codes, consisting of 16 bytes of random data + 2-byte cyclic redundancy check, are passed
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through a hash function to generate a random trust centre link key (NXP Semiconductors,
2017). Every device supporting ZigBee 3.0 is required to have an install code. Furthermore, it
currently provides the most secure method for generating link keys. It allows the user to
individually identify joining nodes to the trust centre and guarantees that each joining device
has a random link key (Digi International, 2018). Link keys derived from the install code also
increase the security of the overall network by eliminating the use of global link keys, which
are well known to be vulnerable to exposure (NXP Semiconductors, 2017).
2.6.3 Additional Relay Protection

ZigBee 3.0 has undergone improvements to its NWK frame counter to prevent replay
attacks. The protocol now has a persistent NWK frame counter that does not reset its value
during a standard or factory reset over the air (OTA). This additional layer of security to the
frame counter mechanism prevents an attacker from initiating a network reset to perform a
replay attack (Texas Instruments, 2019).

2.7 Related Studies

This section summarises related studies that have been conducted on the security of
ZigBee and its revisions over the years. In these studies, researchers have investigated the
ZigBee protocol by performing a range of symmetric key- and DoS-related attacks to assess
their impact.

A total of five studies were identified that are relevant to this thesis. In Sections 2.7.1—
2.7.4, practical studies on the main security components of ZigBee are discussed. Section 2.7.5
analyses a study conducted on the exploitation of ZigBee’s remote AT commands to achieve
DoS.

2.7.1 X. Fan, Susan, Long and Li (2017)
X. Fan et al. (2017) demonstrated known symmetric key and DoS attacks against the

ZigBee protocol. For their experiments, they formed a simple network consisting of three
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ZigBee devices, a Samsung SmartThings Hub v2 (coordinator), a Centralite Smart Outlet
(router) and an Iris Contact Sensor (end device), each configured with a standard security
configuration and default symmetric key values. The researchers used the ZigBee exploitation
framework ‘KillerBee’ and an Atmel Razen RZUSB stick to conduct practical security
experiments against their constructed ZigBee network.

In their first experiment, X. Fan et al. (2017) attempted to capture the network key
through a man-in-the-middle attack over Wireshark as it was sent to the Centralite Smart Outlet
and Iris Contact Sensor OTA. In Wireshark, they captured the encrypted APS command frame
sent from the coordinator node containing the network key. Knowing that the network
authenticates with a default global link key, they decrypted the encrypted payload of the APS
frame using an AES decryption tool to obtain the plain-text network key. The compromised
network key could then be applied to decrypt NWK layer communications and interact with
the legitimate devices on the network.

In their second experiment, X. Fan et al. (2017) attempted to cause devices to crash
through an association flooding attack using the KillerBee framework. As the attack was in
motion, they used the SmartThings iOS application to assess how the attack would affect the
network’s functionality by accessing data from the Iris Contact Sensor powering the Centralite
Outlet on and off. Although numerous association request packets were transmitted to each
device, the network’s functionality did not suffer and it operated as expected.

In their last experiment, X. Fan et al. (2017) attempted to induce a network key
transport. They created a spoofed data packet for this attack based on an associated request
packet captured from a previous experiment. They inserted the MAC address of their RZUSB
device into the extended source field and the corresponding hex values of their malicious
packet and sent it over the network. However, because of a hardware limitation they could not

verify that the attack worked. The instant response to the spoofed packet did not leave enough
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time to transition the single RZUSB stick from a transmitting state to a listening state to capture
the induced network key.
2.7.2 Vidgren, Haataja, Patino-Andres, Ramirez-Sanchis and Toivanen (2013)

Vidgren et al. (2013) evaluated several vulnerabilities found in the main security
components of ZigBee technology. They proposed two practical attacks that can be performed
against ZigBee based on these vulnerabilities, the latter of which they undertook in this study.
That is, their practical undertaking was to demonstrate their second proposed attack, the
‘ZigBee network sniffing attack’, that exploits the unencrypted network key transport
vulnerability found in ZigBee networks configured with a standard security level. The
researchers aimed to raise discussion on this vulnerability through their attack scenario in the
hope of removing the standard security level from the ZigBee specification altogether.

Vidgren et al. (2013) devised an experiment using freely available software tools and
cheap ZigBee hardware to keep their experiment practical and straightforward. While a ZigBee
coordinator was deployed, they captured the network traffic as an end device joined to the
network using a Texas Instruments CC2531 USB dongle. After capturing the joining session,
the data were converted from PSD-format (Packet Sniffer Data) to PCAP (Packet Capture) so
that the KillerBee tool ‘zbdsniff’ could interpret the data. The researchers then passed the
PCAP file into the zbdsniff tool to search and extract the APS key transport command frame
containing the network key. They successfully extracted the unencrypted network key,
concluding that the standard security level provides insufficient security and should be avoided
in security-critical ZigBee-enabled systems.

2.7.3 Olawumi, Haataja, Asikainen, Vidgren and Toivanen (2014)

Olawumi et al. (2014) conducted a practical study on the security of ZigBee by

undertaking three attack experiments using the KillerBee framework. Their experiments

focused on exploiting several vulnerabilities found in ZigBee technology and on networks that
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do not employ encryption mechanisms to protect their data. They used an Atmel RZ Raven
USB stick and KillerBee firmware for sniffing and injecting on ZigBee networks.

In their first experiment, they conducted an information gathering attack to discover
ZigBee networks within range and the configuration details of the corresponding ZigBee
devices. They used KillerBee’s ‘zbstumbler’ tool with the RZ USB to scan ZigBee channels
and discover their ZigBee network constructed in the laboratory. The victim ZigBee networks
operating channel, PAN-IDs and stack version were discovered through this attack, providing
a foundation for future exploitation.

Then, in their second experiment, Olawumi et al. (2014) moved on to actively capture
network data across the discovered operating channel. In this attack, they used KillerBee’s
‘zbdump’ tool to capture packets over a period and save the output capture file for further
analysis in Wireshark. Their observation determined that an attacker could decode sensitive
captured data over an unencrypted network.

In their final experiment, they used the previously captured data to conduct a simple
replay attack. They used the KillerBee tool ‘zbreplay’ to perform the replay attack by reading
the capture file and retransmitting the frames at a pre-specified delay. As their network was
unencrypted, the frames did not undergo integrity checking and were therefore acknowledged
by the devices on the victim network. The researchers concluded that replay attacks are a
straightforward process because an attacker could easily manipulate capture files to retransmit
only the necessary frames.

2.7.4 Azzi (2016)

Part of Azzi’s (2016) research investigated known vulnerabilities related to the ZigBee
symmetric key and DoS through practical experimentation against a constructed XBee/ZigBee
network. The attacks performed by this researcher were based on a combination of attacks,

which led to various other attacks from the acquired information. The experiments performed
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were against a testbed ZigBee network consisting of three nodes, a coordinator, a router and a
‘compromised’ router node. The ZigBee hardware chosen included three XBee S2 modules
that are integrated with the ZigBee PRO version of the protocol.

In the first attack experiment, Azzi (2016) connected the XBee module of the
‘compromised’ router node to XCTU software and read the AT parameters stored in memory.
Azzi performed this attack as a physical information gathering technique to acquire the device
and network configurations and potentially keying material. After accessing the device’s
configuration through XCTU, Azzi found that all configuration parameters, including the
security configuration, could be read apart from the symmetric key values, which were ‘write-
only’. The information gathered in this attack was applied to the subsequent experiments.

Then, Azzi (2016) conducted an attack experiment that exploits the unencrypted
network key vulnerability in unsecured ZigBee networks. For this experiment, the researcher
deliberately left the link key unconfigured and set the encryptions option as 0 on an XBee
module to force the coordinator to send the network key unencrypted OTA to joining nodes.
Furthermore, while security is enabled in this configuration, the network is open, allowing
specific devices to join without requiring the link key for authentication. Azzi configured a
dummy node with a similar security configuration and the matching PAN-ID of the coordinator
and placed it within proximity of the ZigBee network. As expected, the attacker’s node
successfully detected and received the unencrypted network key from the coordinator and
joined the network. The attacker’s node could then be positioned to perform internal attacks
against the network.

In the final attack experiment, Azzi (2016) conducted an internal flooding DoS attack
against a victim node. The researcher created a packet within the XCTU console with random
data as its payload for this attack. The packet was then injected into the network every 100

milliseconds over 2 minutes, causing the entire network to freeze over the duration of the
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attack. Although the nodes came to a standstill, they could operate normally immediately after
ending the attack. Azzi concluded that these attacks could be applied to real-world applications,
which could have unforgivable consequences.

2.7.5 Vaccari, Cambiaso and Aiello (2017)

Vaccari et al. (2017) conducted a study on the exploitation of ZigBee’s remote AT
commands. The focus of their research was to cause DoS against a ‘target’ sensor node using
remote AT commands sent from an internal ‘attacker’ node. They formed a testbed ZigBee
network for their experiment, which contained one coordinator node, two end device nodes and
one malicious ‘attacker’ node. Each node functioned on an XBee S2 module integrated with
the ZigBee PRO version of the protocol. The coordinator and attacker nodes were connected
to a PC through a Raspberry Pi 3 and an XBee USB board, while the sensor nodes were
remotely operating on an Arduino UNO R3 and XBee shield. This hardware implementation
allowed the researchers to perform the attack experiment and monitor the impact against the
targeted sensor nodes.

In their experiment, Vaccari et al. (2017) sent remote AT command packets to a single
sensor node to disrupt its ability to transmit readings every 35 seconds to the coordinator
without affecting the other nodes. An external ZigBee device captured data over the same
channel to measure the attack’s impact for a total of 120 seconds over two phases, passive and
active. The passive phase monitored the network traffic flow over 50 seconds before initiating
the attack against the targeted sensor node. In the active phase, the traffic flow was monitored
for 70 seconds while the attack was in motion. The researchers found that shortly after
transmitting the malicious remote AT commands, the targeted sensor node became
disconnected from the network, and its communication with the coordinator came to a complete
halt. However, the other devices on the network could continue to operate normally without

any detected interference. Vaccari et al. concluded that the number of packets sent from the
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attacker was minimal; therefore, it is not easy to detect a remote AT command attack without

undertaking a deep packet inspection.
2.8 Conclusion

This chapter has built a body of knowledge on the ZigBee protocol and its security
concepts. It identified how the protocol applies security and cryptographic mechanisms to
protect its data, and the prevalent security issues that threaten the confidentiality, integrity and
availability of its network and services. The literature review revealed limitations in the
research conducted on the latest revision of the protocol, ZigBee 3.0. Although the literature
has widely documented prevalent security issues found in the earlier revisions of the protocol,
limited studies have reviewed these security issues against ZigBee 3.0, especially as a practical
undertaking. Security issues related to the symmetric key and DoS were identified among the
prevalent issues found in the main security components of ZigBee.

Therefore, the direction of this study is to investigate the ZigBee 3.0 protocol against
these security issues found in the earlier revisions of ZigBee. The research methodology
adopted for this study is outlined and presented in Chapter 3. Chapter 3 defines the research
questions and approach for investigating the ZigBee 3.0 protocol against the identified

prevalent security issues.
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Chapter 3: Research Design and Methodology

3.1 Introduction

Chapter 2 surveyed a range of relevant literature on the security concepts of ZigBee
and its security issues. In addition, five similar studies through which researchers have
undertaken practical approaches to investigate the security of ZigBee against security issues
related to the symmetric key and DoS were summarised. The aim of Chapter 3 is to establish
an effective research design and methodology to investigate the security of ZigBee 3.0 against
the protocol’s prevalent security issues.

In Section 3.2, a research question and five supporting sub-questions are outlined that
are formulated from existing literature and related studies. Section 3.3 describes the research
design that consists of four main phases to answer the proposed research questions. Section 3.4
outlines the security testing design components that apply to the research design to investigate
the ZigBee 3.0 protocol as a practical undertaking. This section outlines each security issue
and the associated attacks to be tested against ZigBee 3.0, the processes of the utilised security
testing framework, the testing environments, the data collection and procedures and the data
analysis activities. Section 3.5 concludes the chapter.

3.2 Research Questions

The focus of this study is based on a primary research question formulated through the
existing literature and related studies discussed in Chapter 2. It was identified that the ZigBee
protocol has security issues that threaten the confidentiality, integrity and availability of its
network and services. The most significant concerns prevalent against earlier revisions of
ZigBee were the lack of, and limitation to, security services resulting from the low-cost, low-
power design of its technology, which make ZigBee-enabled systems susceptible to several
symmetric key and DoS attacks. While existing literature has widely covered security issues

on ZigBee’s earlier revisions, it was identified that limited research has been conducted on the
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protocol’s latest revision, ZigBee 3.0, particularly in a practical undertaking. Furthermore, the
ZigBee 3.0 protocol has improvements to its security services and includes additional security
features (NXP Semiconductors, 2017). This research contributes to addressing this limitation
in the literature by investigating the impact of symmetric key and DoS security issues on
ZigBee 3.0 networks. Thus, the primary research question is as follows:

Research Question 1 (RQ1): What impact do symmetric key and denial of service
security issues that are prevalent against earlier revisions of ZigBee pose against ZigBee 3.0
networks?

e Research Sub-Questions

To extensively analyse the impact of security issues related to the symmetric key and
DoS against ZigBee 3.0 networks, five sub-questions have been derived from the primary
research question. These sub-questions, designed to evaluate and explore the security services
and features included in the ZigBee 3.0 protocol, are as follows:

Sub-Question 1 (SQ1): What impact do the exploitation of ZigBee and IEEE 802.15.4 s
known symmetric key vulnerabilities pose against the security of symmetric keys in ZigBee 3.0
networks?

Sub-Question 2 (SQ2): What impact do the exploitation of ZigBee and IEEE 802.15.4 s
known denial of service vulnerabilities pose against the availability of ZigBee 3.0 networks?

Sub-Question 3 (SQ3): What impact do compromised ZigBee and IEEE 802.15.4
symmetric keys pose against the confidentiality of ZigBee 3.0 networks?

Sub-Question 4 (SQ4): What methods can be applied to strengthen the security of
symmetric keys on ZigBee 3.0 networks?

Sub-Question 5 (SQ5): What are the security limitations regarding the security of
symmetric keys for ‘Distributed Security Model ’ networks compared with ‘Centralised Security

Model’ networks in ZigBee 3.0?
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3.3 Research Design

The ZigBee 3.0 protocol is investigated against the proposed sub-questions to answer
RQL. Four research phases have been established to achieve this aim, as shown in Figure 3.1.
In addition, this research uses a combination of qualitative and quantitative analysis techniques.
Qualitative analysis techniques are applied as a primary method to identify, interpret and
explain a phenomenon that occurs by exploring the issues that each sub-question attempts to
investigate (Creswell & Creswell, 2018). Quantitative analysis is utilised as a secondary
technique to select and analyse data sources, predominantly in experiments that attempt to
measure an effect numerically on a dependent variable (Morgan, 2014). Primary data are
collected through experimentation in this study and are analysed through these research
methods to interpret the underlying impact of the identified symmetric key and DoS security
issues on ZigBee 3.0 networks. Figure 3.1 represents the research phases applied to this

research:
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In the first research phase, a preliminary investigation is conducted based on the

Figure 3.1. Research phases.

findings of other researchers to identify and analyse the protocol’s prevalent symmetric key
and DoS security issues. In this phase, the security issues are expanded and categorised with
their associated attacks, attack surface and potential impact based on a defined scope. This
phase aims to establish an attack model of these security issues that can be implemented into
the design and execution of the security testing strategy.

A security testing strategy is created in phase 2. This phase outlines how the security
issues and associated attacks will be tested against ZigBee 3.0 as practical experiments. The
ZigBee 3.0 hardware and supported software that will be used to undergo analysis for the
experiments are identified. In this phase, ZigBee 3.0 networks are designed and constructed as

a testbed, and their base configuration using manufacturer-provided documentation is created.
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Moreover, the hardware and software tools utilised to perform the security testing experiments
are identified.

In phase 3, security testing experiments are performed against ZigBee 3.0 networks
following the security testing strategy established in phase 2. Qualitative and quantitative data
are collected through conducting these experiments, and findings are generated and
documented to interpret the data and prepare for analysis in the next phase.

The acquired data and documented findings are analysed and presented in phase 4.
Qualitative and quantitative analysis methods are applied to the gathered data and findings to
produce written reports or graphical displays of data that describe the impact inflicted by the
security testing experiments against ZigBee 3.0. Last, the findings related to each sub-question
are combined to support the main research question and determine the overall impact that

prevalent symmetric key and DoS security issues pose against ZigBee 3.0 networks.
3.4 ZigBee 3.0 Security Testing Design

A series of security tests are performed against ZigBee 3.0 networks to gather the
necessary data to answer RQ1 and each sub-question. These tests are designed to evaluate the
impact of symmetric key- and DoS-related attacks on ZigBee 3.0 that were prevalent against
the earlier revisions of the ZigBee protocol. Practical attacks are performed against testbed
ZigBee 3.0 networks, and in necessary symmetric key experiments, both security models (CSM
and DSM) are evaluated. The data and findings gathered through these tests will be used to
investigate how the security configuration of each security model type can mitigate or address
the symmetric key security issues and increase the overall security of symmetric keys across
ZigBee 3.0 networks. Furthermore, the security limitations of the symmetric keys can be

compared across the two ZigBee 3.0 security models.

47



A

Attacker

Network Sniffing Physical Attack

External Internal

Ojil

Information
Gathering

k
Attacks Against
Zigbee 3.0 | *|  Symmetric Keys »  Network Sniffing

v

Denial of Service
Attacks

v 3 . 1

Eavesdropping/
Network Sniffing

[ cCompromised
Symmetric Key |
Attacks

g il

’ Impersonation

External DoS ‘ Internal DoS ‘

v ] (1 i

Association Flooding Network Realignment Protocol Flooding

Flooding

‘ PAN-ID Conflict

Blackhole Attack ‘

Figure 3.2. ZigBee symmetric key and DoS attack model.

Figure 3.2 portrays an attack model derived from the analysis of security issues in
Section 3.4.1. The model shows the different types of attacks and their surface resulting from
the symmetric key and DoS security issues in the ZigBee protocol.

3.4.1 Scope of Security Testing Experiments

The following scope has been established to define the extent of attacks to be tested
against ZigBee 3.0 in the security testing experiments. This scope applies to the analysis and
categorisation of associated attacks listed under each security issue in Section 3.4.2:

e In-scope attacks are

o attacks that target known symmetric key and DoS vulnerabilities,

o internal and external attacks that are within the capabilities of the exploitation

hardware and software outlined in Section 3.4.4.3, and

o security testing experiments, which are to be limited against the ZigBee 3.0

hardware outlined in Section 3.4.4.1.
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e Qut-of-scope attacks are
o physical attacks that risk damaging the equipment (node destruction, firmware
extraction),
o replay and similar attacks that have knowingly been addressed/reinforced in the
ZigBee 3.0 protocol, and
o attacks beyond the capabilities of the utilised hardware and software (radio
jamming/interference attacks).
3.4.2 Security Issue Analysis
By examining the existing literature and related studies in Chapter 2, the symmetric key
and DoS security issues prevalent in the ZigBee protocol could be defined and categorised. The
security issues are separated into three categories, ‘Security of Symmetric Keys’,
‘Compromised Symmetric Keys’ and ‘Insufficient Denial of Service Protection Mechanisms’.
Each security issue categorises the possible attacks within the defined scope that can be
performed against ZigBee networks.
3.4.2.1 Security Issue 1: Security of Symmetric Keys
It was identified that an attacker could maliciously obtain the symmetric keys in several
ways by exploiting known vulnerabilities in unsecured networks. Table 3.1 outlines each of
the known attacks and vulnerabilities that pose a threat to the security of ZigBee’s symmetric
keys.
Table 3.1

Attacks Against Symmetric Keys

Attack Vulnerability ~ Description Possible
Impact

Unauthorised Default link Networks that authenticate using Compromised

network access: key values default link-key values are network data

Authenticating an vulnerable to unauthorised network

unauthorised joining. An attacker could

device
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Attack Vulnerability ~ Description Possible
Impact
authenticate a rogue device using a
default link key (Zillner, 2015)
Network sniffing:  Default link The network key is generally Compromised
Intercepting and  key values encrypted with the link key during  network key
decrypting the the authentication process before
network key transmitting OTA to joining
devices. An attacker could capture
and decrypt the network key as it is
sent to a joining device using a
default global link key (NXP
Semiconductors, 2017)
Network sniffing:  Unencrypted ZigBee networks that do not havea Compromised
Intercepting the network key link key configured by the trust network key
unencrypted transport centre pose a threat to the security
network key (OTA) of the network key. The network

key will be sent unencrypted to
devices joining the network with a
matching PAN-1D and the channel
on which the network is operating
(Vidgren, Haataja, Patino-Andres,
Ramirez-Sanchis & Toivanen,
2013)

Note. OTA = Over the Air, PAN-ID = Personal Area Network ldentifier.

3.4.2.2 Security Issue 2: Compromised Symmetric Keys

If an attacker were to obtain ZigBee’s symmetric keys through one or more

techniques, the confidentiality of the network could be breached (Zillner, 2015). Table 3.2

outlines each of the identified attacks that could be inflicted against a ZigBee network using

compromised symmetric keys.

Table 3.2

Compromised Symmetric Key Attacks

Attack

Compromised Description

Key

Possible Impact

Eavesdropping/Network  Network key

sniffing

ZigBee encrypts broadcast
messages with the network
key shared between all
devices on the network.

Compromised
broadcast/NWK
layer
communications
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Attack Compromised Description Possible Impact
Key

An attacker with this key
could capture and decrypt
all communications
broadcast on the network
(Radmand et al., 2010)

Eavesdropping/Network  Link key ZigBee encrypts unicast Compromised
sniffing data with the link key that  unicast/APS layer
is shared between two communications
devices. An attacker with
the link key could capture
and decrypt unicast
communications between
devices (Radmand et al.,
2010)

Impersonation Network key  An attacker could Compromised
impersonate the identity of network data
a legitimate node by
spoofing broadcast
messages with the network
key (Radmand et al., 2010)

Note. APS = Application Support Sublayer, NWK = Network.

3.4.2.3 Security Issue 3: Insufficient Denial of Service Protection Mechanisms

Researchers have identified that ZigBee is susceptible to several DoS attacks owing to
its lack of protection mechanisms. DoS attacks can be performed against the different layers of
ZigBee’s protocol stack and depend on whether the attacker is part of the network (internal) or
outside the network (external; Radmand et al., 2010). Table 3.3 outlines various DoS attacks
that are applicable to ZigBee networks and their possible impact against network availability.
Table 3.3

Denial of Service Attacks

Attack Internal/External Description Possible Impact
PAN-I1D External Exploiting ZigBee’s frequency e Affects
conflict agility mechanism by coordinator and
flooding manipulating PAN-ID changes. router node
(KillerBee In this attack, the network is capabilities
attack) flooded with found PAN-IDs e Crashes nodes

to trigger PAN-ID changes on
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Attack Internal/External Description Possible Impact

the network manager (River
Loop Security, n.d.-b).

Association External Repeatedly transmitting o Affects
flooding spoofed association request coordinator and
(KillerBee packets to the target PAN-ID router node
attack) (River Loop Security, n.d.-b). capabilities

e Crashes nodes
Network External Spoofing an IEEE 802.15.4 e Disconnects
realignment realignment frame from the victim node
(KillerBee coordinator to a target device (resets PAN-
attack) (River Loop Security, n.d.-b). ID/Channel)

e Causes data loss
Protocol Internal Flooding a victim node with e Leads to unfair
flooding legitimate messages from network resource

inside the network (Chaitanya consumption

& Arindam, 2011). e Causes data loss

e Crashes victim

node
Blackhole Internal Paralysing a victim node’s e Causes data loss
Attack ability to relay or receive e Disconnects
(Exploiting packets from its neighbouring victim node from
Remote AT nodes. This attack can be the network
Commands) performed by exploiting

e Change the

remote AT commands from g
routing structure

inside the network (Vidgren,
Haataja, Patino-Andres,
Ramirez-Sanchis & Toivanen,
2013).

Note. AT = Attention, NWK = Network, PAN-ID = Personal Area Network ldentifier.

3.4.3 Security Testing Framework

The processes of the security testing framework of the National Institute of Standards
and Technology (NIST) have been adopted in this research as a guideline to ensure validity in
testing and reporting. Among the different security testing frameworks, that of NIST was
chosen because it provides a simple foundation for security testing that can be applied to

ZigBee through its four stages (see Figure 3.3).
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Figure 3.3. Four-stage penetration testing methodology. Adapted from ‘Technical Guide to
Information Security Testing and Assessment’, by K. Scarfone, M. Souppaya, A. Cody, and A.
Orebaugh, 2008, National Institute of Standards & Technology Special Publication, 800(115),
p. 37.

The details of the four phases are as follows:

e Planning: In this phase, the groundwork for the security test is established. The test to
be performed on ZigBee is planned and outlined, and the steps of engagement are
defined. The ZigBee network is deployed and configured in a manner that is suitable
for the test. No actual testing is performed in this phase.

e Discovery: In this phase, information is collected from an attacker’s perspective that is
required to perform the attacks. Information gathering techniques are applied in this
phase against the victim network to gather:

o the network’s operating channel,
o PAN-IDs,
o device MAC addresses, and
o keying material (where applicable).
e Attack: In this phase, the attack is executed using the information collected in the

discovery phase. Network analysis tools will assist in verifying that the attack was
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successful. Where necessary, solutions can be identified to mitigate or address the
attack.
e Reporting: Reporting is an ongoing process that is performed simultaneously with
the three other phases. The report will outline each step of the test and the impact
caused by the attack.
3.4.4 Testing Environments

The security testing experiments are performed against a ZigBee 3.0 network, and
where necessary, against the two security models: CSM and DSM (see Figure 3.4), which differ
in device authentication and message protection mechanisms (X. Fan et al., 2017). For this
research, it is appropriate to perform symmetric key-related experiments against both security
models. Moreover, the number of nodes for each experiment type will vary to control the
amount of generated traffic and network data.

In this section, the ZigBee hardware and software used to construct the testbed ZigBee
3.0 networks are identified, and their base configuration that is applied to each experiment is
outlined. The exploitation hardware and software tools to perform the security testing

experiments are then outlined and discussed.
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Figure 3.4. ZigBee 3.0 security models shown in XCTU network scan.
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3.4.4.1 ZigBee Hardware and Software Setup

This section outlines the hardware and software used to construct the testbed ZigBee
3.0 networks supporting the CSM and DSM security models. A general overview of their
workings is provided in the next sections.
3.4.4.1.1 ZigBee Hardware Setup

The following hardware selected for this research is appropriate for it allows devices to
be configured and programmed to suit each experiment. Table 3.4 provides an overview of the
hardware used to build each node.
Table 3.4

ZigBee Node Hardware

Coordinator Node Router Nodes End Device Nodes
e XBee 3 Pro Module e XBee 3 Pro Module e XBee 3/XBee 3 Pro Modules
e XBee Development ¢ XBee Development e Waspmote v1.5 Development
Board Board Board
e Antenna e Antenna e Antenna

The details of the hardware used are as follows:
e Computer (Windows 10):

A desktop computer hosting Windows 10 is used to configure, monitor and maintain
the ZigBee 3.0 testbed networks. The coordinator and router nodes connect to the computer’s
USB ports to establish a gateway between the ZigBee network and the PC.

o XBee3:

A total of five XBee 3 Pro (XB3-24Z8ST) and three XBee 3 (XB3-24Z8PT-J) modules
are used to construct the testbed ZigBee 3.0 networks. These radio modules allow the supported
hardware to operate as a coordinator, a router or an end device node on the network through
the configured Application Programming Interface (API) mode. XBee 3 modules are integrated

with the ZigBee 3.0 protocol and operate on the ISM 2.4 GHz frequency (Digi International,
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n.d.-a). Furthermore, they are compatible with several third-party devices that support the
ZigBee protocol, including the end device’s Waspmote v1.5 development boards used in this

research.

Figure 3.5. XBee 3 modules.

The gateway (coordinator and router) nodes utilise the pro series of XBee 3 for optimal
range and data throughput. However, the security specification of ZigBee 3.0 between the pro
and standard models are the same and include 128-bit AES encryption over 16 channels (Digi

International, n.d.-a).

e XBee Development Board:

Three XBee Grove Development Boards are used to construct the gateway nodes for
this research. These boards allow the data flowing between the ZigBee network and PC to be
collected through a standard USB port. Furthermore, they act as a data bridge or access point
between the ZigBee network and receiving equipment (Libelium, n.d.-a). The XBee 3 modules
connect to the boards through the grove connectors, which can then be evaluated through the
XCTU software on a PC. Each node is initially configured with the XBee development boards.
During the experiments, the gateway nodes consistently operate on the XBee development
boards connected to the computer’s USB port, allowing the network data to be collected

through the XCTU software.
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Figure 3.6. XBee development board and gateway nodes.
e Waspmote v1.5 Development Board:

The Waspmote v1.5 is hardware designed to integrate with several 10T technologies,
including the ZigBee protocol (Libelium, n.d.-b). These boards operate on a battery pack and
contain a program uploaded through the Waspmote IDE software, which allows them to run
completely autonomously. The ZigBee 3.0 testbed networks of this research contain up to five
end device nodes that are created with a Waspmote v1.5 board and an XBee 3 module, as

shown in Figure 3.7.

Figure 3.7. End device (Waspmote) node.
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3.4.4.1.2 ZigBee Software Setup

The software implementation of this research is used to work alongside the ZigBee
hardware to construct, maintain and monitor the ZigBee 3.0 networks. The utilised software is
as follows:

e XCTU:

Digi XCTU is a configuration and test utility software used extensively in this research
to update, configure and manage the XBee 3 radio modules. XCTU is used to set the node’s
parameters, including the network’s security configuration and policy, along with other
essential settings that determine how nodes communicate. XCTU locally connects the XBee 3
modules via the USB interface of the XBee development boards.

The XCTU software has a network scan function that is used to monitor the network
internally with its graphical display of nodes, pathways and their respective signal strengths
(see Figure 3.8; Digi International, n.d.-b). In each experiment, the XCTU mapping function is
initially used to verify that the network is correctly formed. The mapping function will then be
used in specific experiments from gateway nodes to assess changes to the network over time.
Another function of XCTU used in this research is the frames generator tool, which creates and
sends custom API frames from locally connected XBee 3 modules. This tool can be used to
create any frame supported by the ZigBee 3.0 protocol and is used in specific experiments to

verify the security of a sent frame or initiate an internal attack.
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Figure 3.8. XCTU locally connected modules and network scan.
e Waspmote IDE:

The Waspmote IDE software is used to programme functionality onto the Waspmote
v1.5 development boards allowing the end device nodes to be autonomous. The IDE contains
a library of example codes that can be easily modified and uploaded to the Waspmote boards.
3.4.4.2 ZigBee Base Configuration

The testbed ZigBee 3.0 networks are configured with an initial base configuration that
does not change throughout the experiments (see Appendix A for the complete device
configuration). The security configuration and security model type (CSM and DSM) are not
included in the base configuration since these will be configured to suit each experiment.
Furthermore, features that are exclusive to XBee 3 or are not part of the ZigBee 3.0 protocol

are excluded from the base configuration. In detail:

e Firmware:
The XBee 3 modules in this research are programmed with the following firmware:
o product family: XB3-24,
o function set: Digi XBee3 ZigBee 3.0 TH, and

o firmware version: 100D.
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e XBee 3 Base Configuration:

The base configuration enables nodes to operate in AP Mode With Escapes (AP =[2]),

allowing every node to send and receive data. The end device nodes can enter a cyclic sleep

(SM = [4]) when their operation is not needed, and sleep modes are disabled on gateway nodes

(SM = [0]). The baud rate for the end device nodes is adjusted to 115200 (BD = [7]) for

compatibility between the Waspmote v1.5 development board and the XBee 3 module. Older

generation devices are unable to join the network (C8 = 0).

Table 3.5

XBee 3 Base Configuration

Forming Node

Joining Node
(Gateway)

Joining Node (End
device)

Networking:

CE = Form
Network [1]

ID=0
CR=3
JV = Disabled [0]
DC=0
C8=0

CE = Join Network
[0]

ID = (ID from
Forming Node)

CR=3
JV = Disabled [0]
DC=0
C8=0

CE = Join Network [0]

ID = (ID from Forming
Node)

CR=3
JV = Disabled [0]
DC=0
C8=0

Discovery options:

NI = (Node Name)

NI = (Node Name)

NI = (Node Name)

Security: - - -

Sleep settings: SM = No Sleep SM = No Sleep SM = Cyclic Sleep [4]
(Router) [0] (Router) [0]

API configuration: AP = APl Mode AP = APl Mode AP = APl Mode With
With Escapes [2] With Escapes [2] Escapes [2]

UART interface: BD = 9600 [3] BD = 9600 [3] BD = 115200 [7]

Note. Adapted from XBee3 802.15.4 RF Module User Guide, by Digi International, 2020.

The forming node creates the network (CE = [1]) and generates a random 64-bit

extended PAN-ID (ID = 0) that other radio modules will join. The joining nodes join (CE =

[0]) the network of the defined PAN-ID (ID) set by the forming node.
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3.4.4.3 Security Testing Setup

This section identifies the hardware and software used to perform the security testing
experiments against the testbed ZigBee 3.0 networks (see Table 3.6). A general overview of
their workings is given.
Table 3.6

Security Testing Hardware and Software

Component External Attacks/Network Internal Attacks
Analysis (Compromised Node)
Hardware e Laptop (Kali Linux) e XBee 3 Pro
e 2x ApiMote (Flashed o XBee Development Board
Antenna
e 1x CC2531 USB Dongle
(Flashed with ZBOSS)
Software e Kali Linux 2018-3 e XCTU
o KillerBee
e Wireshark (ZBOSS)

3.4.4.3.1 Security Testing Hardware
The following hardware is used alongside the software to perform the security testing

experiments against the testbed ZigBee 3.0 networks:

e Research Laptop:
A generic research laptop powered by Kali Linux OS (see Figure 3.9) is used to conduct
external attacks. The laptop hosts the required software to perform the security tests and

monitor/analyse the ZigBee networks.

e ApiMote:

ApiMote is a ZigBee security research hardware and exploitation tool designed to
evaluate the security of ZigBee/IEEE 802.15.4 networks. ApiMote is developed and designed
by River Loop Security and is pre-flashed with the python-based KillerBee framework. This
hardware can sniff and inject on ZigBee/IEEE 802.15.4 networks (River Loop Security, n.d.-
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a). This research utilises two ApiMote v.4 BETAs to simultaneously capture and inject packets
against the ZigBee 3.0 networks. Each ApiMote has a screw-on antenna for optimal range and

connects to a computer powered by Kali Linux via a mini-USB (see Figure 3.9).

i

e

Figure 3.9. ApiMote v4 and research laptop.

e (CC2531 USB Dongle:
The ZigBee network traffic is externally captured over Wireshark using a CC2531 USB
dongle. With a Texas Instruments CC Debugger, the CC2541 USB dongle was initially flashed
with ZBOSS sniffer firmware to support packet capturing over ZigBee channels through

Wireshark.

Figure 3.10. CC2531 USB dongle and Flashing ZBOSS Firmware with CC Debugger.

e Compromised Nodes:
In specific experiments, attacks are initiated inside the network (internal) from a
compromised node. The nodes consist of an XBee 3 module and an XBee development board
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(see Section 3.4.4.1) and already contain the network and security configuration of the victim
network, allowing it to be easily tampered with to perform internal attacks.
3.4.4.3.2 Security Testing Software

The following software is used alongside the hardware to perform the security testing

experiments against the testbed ZigBee 3.0 networks:

e Kali Linux 2018-3:
The external attack experiments are initiated from a single Kali Linux virtual machine.
Kali Linux was chosen because it is preconfigured with the software dependencies required to
run the KillerBee framework. Moreover, it includes the packet analysing software Wireshark
that assists in evaluating ZigBee 3.0 networks. This research uses Kali Linux 2018-3 release

for its stability with the KillerBee framework.

o KillerBee Framework:

KillerBee is a python-based, open-source framework and software tool designed for
exploring and evaluating the security of ZigBee and IEEE 802.15.4 networks (River Loop
Security, n.d. -b). The framework, first authored by Wright (2009), has since had contributors
over the years, who have improved the framework and added further capabilities to the
KillerBee arsenal (River Loop Security, n.d.-b). The requirements to use this framework

include a Linux system and a transceiver compatible with KillerBee, including ApiMote.

e Wireshark:

Wireshark is software that is extensively used in this research for network and packet
analysis. This software is an open-source packet analysing tool capable of actively capturing
packets across ZigBee/IEEE 802.15.4 specified channels through a ZBOSS flashed CC2541
USB interface. The capture sessions can be saved as a ‘.pcap’ file for later analysis.

3.4.5 Data Collection
The primary data collected through experimentation consist of:
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External Network Data: Wireshark Capture Sessions
Internal Network Data: XCTU Network Scans and Gateway Console Logs
The external network data consist of the network traffic captured from outside the

network using the hardware and software described in Section 3.4.4.3. The internal network
data consist of observational findings shown in XCTU network scans and console logs
retrieved from XCTU on the gateway nodes. The data collection procedures conducted in each
experiment to ensure valid data collection within their respective NIST framework phase are
outlined in Table 3.7.
Table 3.7

Data Collection Procedures

Phase Procedure

Planning ¢ Reset XBee modules: Ensure hardware does not contain pre-existing data.

¢ Configure XBee modules: Apply base configuration and appropriate
security configuration to suit the experiment.

¢ Deploy and monitor nodes: Ensure the network is operating correctly
through XCTU network scanning.

Discovery e Gather information: Acquire necessary network information to execute the
attack.

e Start data collection: Externally/Internally capture network data.

Attack ¢ Execute attack: Start the attack with the acquired data from the discovery
phase.

e Monitor network: When necessary, perform an XCTU network scan to
monitor changes to the network and nodes.

¢ End data collection: Save the captured data for later analysis.

Reporting e Report findings: Evaluate the acquired data and ongoing processes of each
phase.

e Check validity: If errors occur at any stage, the experiment will be reset to
the planning phase to ensure valid data collection.

3.4.6 Data Analysis
The data collected through the security testing experiments are analysed through a
combination of qualitative and quantitative methods. Qualitative methods are applied to

produce written findings, primarily through the direct observation of the experiments, and are
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applied to each security issue under assessment. In addition, quantitative analysis methods are

used to create graphical data displays of experiments that attempt to measure the impact of a

DoS attack numerically. Table 3.8 summarises the connection between the applied research

method and the security issue, and it shows the activities and outputs during data analysis.

Table 3.8

Data Analysis Methods, Activities and Outputs

Security Issue

Qualitative Analysis:

Quantitative Analysis

Activity Output Activity Output
Security of e Observing the Written N/A N/A
symmetric keys processes that leadto  findings
symmetric key
compromise through
externally captured data
Compromised e Observing the external ~ Written N/A N/A

symmetric keys

network data that findings
becomes exposed

resulting from a

compromised

symmetric key

e Observing the impact of
an attack through
internal network data

Insufficient denial
of service
protection
mechanisms

e Observing the Written
processes of an attack findings
through external
network data

e Observing the impact of
an attack through
internal network data

Measuring the  Graphical
impact of an findings
attack through
internal network
data

3.5 Conclusion

Chapter 3 presented the research methodology and design that applies to the research

components of this study. A primary research question and five supporting sub-questions were

established to undergo investigation using the proposed methods. The chapter discussed the

security testing design components that outlined how ZigBee 3.0 will be tested against the
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prevalent security issues through practical experimentation. Next, Chapter 4 presents the

research findings of the security testing experiments against the ZigBee 3.0 testbed networks.
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Chapter 4: Research Findings

4.1 Introduction

Chapter 3 outlined the research methodology and security testing strategy for evaluating
ZigBee 3.0 against the identified and prevalent security issues affecting the earlier revisions of
ZigBee. A primary research question was established, along with five supporting sub-questions
that are based on the review of relevant literature and similar studies conducted in Chapter 2.

In Chapter 4, the findings gathered from the security testing experiments that analyse
the impact of prevalent security issues on ZigBee 3.0 are presented in a graphical and narrative
format. Section 4.2 provides an overview of each experiment, showing the relevant research
sub-questions that each experiment investigates. The first set of preliminary experiments is
presented in Section 4.3, which demonstrates the information gathering techniques performed
in the discovery phase to acquire the necessary information for the future exploitation of
ZigBee 3.0. In Section 4.4, the findings regarding the security of symmetric keys are presented,
after investigating known symmetric key vulnerabilities, and a method to secure the keys in
ZigBee 3.0 is proposed. Section 4.5 presents findings on the impact of compromised symmetric
keys on ZigBee 3.0 networks. Last, Section 4.6 presents the results of several DoS attacks
performed to investigate ZigBee’s lack of DoS protection mechanisms.

4.2 Overview of Experiments

A series of security testing experiments are conducted against ZigBee 3.0 networks in
accordance with the research methodology and security testing strategy outlined in Chapter 3.
The experiments of this study analyse each of the identified security issues by performing
attacks against ZigBee 3.0 through various tests (see Appendix B for individual security test
processes). Furthermore, the number of nodes and the security model vary between

experiments and the security issue under assessment.
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The tables in this section provide an overview of each experiment presented in this
chapter to analyse the identified security issues. Moreover, the relevant sub-question (SQ) that
each experiment attempts to investigate is linked to the experiments.

4.2.1 Discovery Phase: Information Gathering

The discovery phase consists of preliminary experiments to set the foundation of this
study (see Table 4.1). These demonstrate information gathering techniques that can be applied
to all post experiments to gather vital network information required to exploit ZigBee 3.0
networks:

Table 4.1

Discovery Phase Experiments

Experiment Section Relevant Research
Question(s)

1. External Information Gathering 43.1 N/A

2. Internal/Physical Information Gathering 4.3.2 N/A

4.2.2 Security Issue 1: Security of Symmetric Keys

Table 4.2 outlines the experiments to analyse the security of symmetric keys in ZigBee
3.0, which are described in detail in Section 4.4. Experiments 3 and 4 are attack experiments
that exploit known vulnerabilities on unsecured ZigBee 3.0 networks to compromise their
symmetric keys. Experiment 5 demonstrates a method that can significantly improve the
security of symmetric keys in ZigBee 3.0.
Table 4.2

Security Issue 1 Experiments

Experiment Section Relevant Research
Question(s)
3. Unencrypted Network Key Attacks 44.1.1 SQ1
SQ5
4. Default Link Key Attacks 4.4.1.2 SQ1
5. Securing Symmetric Keys with Install Codes 442 SQ4
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Experiment Section Relevant Research
Question(s)
SQ5

4.2.3 Security Issue 2: Compromised Symmetric Keys

As outlined in Table 4.3, a series of experiments are performed against ZigBee 3.0
networks in Section 4.5 based on the assumption that an attacker has already obtained one or
more of the victim network’s symmetric keys. These experiments analyse the likely impact of
a compromised symmetric key on the confidentiality of ZigBee 3.0 networks.
Table 4.3

Security Issue 2 Experiments

Experiment Section Relevant Research
Question(s)

6. Key Sniffing (Eavesdropping) 451.1 SQ3
SQ4
SQ5

7. Packet Decryption (Eavesdropping) 45.1.2 SQ3
SQ4
SQ5

8. Node Impersonation Attack 45.2 SQ3
SQ4
SQ5

4.2.4 Security Issue 3: Insufficient Denial of Service Protection Mechanisms

Table 4.4 outlines the DoS attack experiments in Section 4.6 against a ZigBee 3.0 CSM
network. These experiments attempt to exploit ZigBee’s lack of DoS protection mechanisms
from outside (external) and inside (internal) the network to evaluate their impact on ZigBee

3.0.
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Table 4.4

Security Issue 3 Experiments

Experiment Section Relevant Research
Question(s)

9. PAN-ID Conflict Flooding (External 46.1.1 SQ2

DoS)

10. Association Flooding (External DoS) 4.6.1.2 SQ2

11. Network Realignment Attack (External  4.6.1.3 SQ2

DoS)

12. Protocol Flooding (Internal DoS) 4.6.2.1 SQ2

13. Blackhole Attack Using Remote AT 4.6.2.2 SQ2

Commands (Internal DoS)

4.3 Information Gathering on ZigBee 3.0

Among the five phases of the NIST framework, information gathering is conducted in
the discovery phase. Information gathering involves applying techniques to actively interact
with the victim ZigBee network to gather as much information as possible, including its
operating channel, PAN-IDS, MAC addresses and network configuration. The network
information collected in this phase can be used for future exploitation of the network.
Furthermore, the information gathering techniques demonstrated in this section are applied to
each experiment performed in this research. The experiments of this section are preliminary
and were performed against a ZigBee 3.0 CSM with encryption enabled:

Table 4.5

Information-Gathering Experiment Descriptions

Test Network Test Description
ID

Experiment 1: External Information Gathering

TO1 CSM Externally interacting with the victim network to gather information
for future exploitation

Experiment 2: Internal/Physical Information Gathering

T02 CSM Reading AT parameters stored in the memory of compromised
ZigBee devices

70



4.3.1 External Information Gathering

External information gathering attacks are performed outside of the network against
the victim ZigBee 3.0 network. The techniques displayed in this section are initiated from a
Kali Linux powered laptop, two ApiMotes (flashed with KillerBee firmware) and a CC2531
dongle (flashed with ZBOSS firmware).
4.3.1.1 Experiment 1: External Information Gathering
4.3.1.1.1 Network Discovery and Operating Channel

The first stage in the active information gathering phase is to discover the victim
network and its operating channel. In ZigBee, channels can range from 11 to 26. The KillerBee
tool ‘zbstumbler’ is used with the ApiMotes to discover the operating channel of the network
set up in the lab. The tool ‘zbstumbler’ works by actively sending out beacon requests across
a channel, and then waiting momentarily for a response. After a defined interval, the tool hops
to the next channel and repeats this process (River Loop Security, n.d.-b). The attacker will
know the operating channel when a ZigBee device responds to a beacon.

Figure 4.1 show the execution of the tools ‘zbid” and ‘zbstumbler’ in the Kali Linux
terminal. The tool ‘zbid’ is executed first to identify the interfaces of locally connected
ApiMotes. A response on an ApiMote is then received through ‘zbstumbler’ on channel 13,

indicating that a ZigBee network is active on that channel:
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Figure 4.1. Discovering ZigBee network’s operating channel with KillerBee.
4.3.1.1.2 Network Sniffing

Wireshark can actively capture packets over the discovered ZigBee network operating
channel using the CC2541 dongle flashed with ZBOSS firmware. Figure 4.2 shows the ZigBee
broadcast communications captured originating from the coordinator and router (gateway)
nodes. When inspecting the contents of a broadcast packet, the source and extended MAC
addresses and 16-bit PAN-ID can be extracted. Moreover, it is shown within the security header

that the payload is encrypted with a network key:

72



. Tne Souce Destranen Powcl  legh  wh

1 0.000000 0x0000 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: 0x0e00
2 3.989902 0xe83d Broadcast ZigBee 53 Command, Dst: Broadcast, Src: Oxe83d
3 10.813670 0xb6d9 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: @xb6d9
414.876944 0x0000 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: 0x0000
518.320249 Oxe83d Broadcast ZigBee 53 Command, Dst: Broadcast, Src: @xe83d
6 26.693734 0xb6d9 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: Oxb6d9
7 32.464741 0x0000 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: 0x0000
8 33.772885 Oxe83d Broadcast ZigBee 53 Command, Dst: Broadcast, Src: @xe83d
9 44.352046 0xb6d9 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: Oxb6d9
10 48.518065 0x0000 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: 0x0000
11 49.664214 Oxe83d Broadcast ZigBee 53 Command, Dst: Broadcast, Src: Oxe83d
12 61.026273 0xb6d9 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: @xb6d9
13 62.560271 0x0000 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: 0x0000
14 67.211972 Oxe83d Broadcast ZigBee 53 Command, Dst: Broadcast, Src: Oxe83d
15 76.888401 9x0000 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: 0x0000
16 77.665843 8xb6d9 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: @xb6d9
17 83.283331 0xe83d Broadcast ZigBee 53 Command, Dst: Broadcast, Src: Oxe83d
18 92.210074 0x0000 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: 0x0000
19 94.281212 0xb6d9 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: @xb6d9
20 97.625086 Bxe83d Broadcast ZigBee 53 Command, Dst: Broadcast, Src: Oxe83d

Frame 1: 53 bytes on wire (424 bits), 51 bytes captured (408 bits) on interface \\.\pipe\zboss_sniffer_COMIS, id @
v IEEE 802.15.4 Data, Dst: Broadcast, Src: 0x0000
Frame Control Field: ©x8841, Frame Type: Data, PAN ID Compression, Destination Addressing Mode: Short/16-bit, Frame Version: IEEE Std 802.15.4-2003, Source Addressing Mode: Short/16-bit

sequence Number: 230
etEAncion m: 16-Bit PAN-ID
Destination: @xfff

Source: 0x0000
[Extended Source: MaxStrea_00:41:d1:c2:77 (00:13:a2:00:41:d1:¢2:77)]

v ZigBee Network Layer Command, Dst: Broadcast, Src: 8x0000
Frame Control Field: 0x1209, Frame Type: Command, Discover Route: Suppress, Security, Extended Source Command

Destin, n: Oxfffc
Source MAC Address (Coordinator)
AT

Sequence Number: 46
Extended Source: MaxStrea 00:41:d1:c2:77 €00
v ZigBee Security Header
Security Control Field: 0x28, Key Id: Network Key, Extended Nonce
Frame Counter: 24976
Extended Source: MaxStrea 00:41:d1:c2:77 (00:13:a2:00:41:d1:c2:77)
Key Sequence Number: @
Message Integrity Code: 5e50fbos

[Expert Info (Warning/Undecoded)¢ Encrypted Payload]

Data (8 bytes)

Extended MAC Address (Coordinator)

0000 41 88 e6 fc 52 ff ff 00 00 GEJEE fc ff 00 00 01 A - R
2e 77 €2 d1 41 00 a2 13 00 28 90 61 00 00 77 €2 .w--A
d141 00 a2 13 00 00 60 3 ed 98 27 7f 41 80 Se ‘A REREERDY Y
50 fb 98 [

Figure 4.2. Obtaining network information over Wireshark.

The MAC addresses of end devices can be discovered in various data packets sent from

the device, as shown in Figure 4.3.

~ IEEE 802.15.4 Data, Dst: @xb6d9, Src: @xaclb
Frame Control Field: 0x8861, Frame Type: Data, Acknowledge Request, PAN ID Compression, Desti
Sequence Number: 157

Destination PAN: 0x52fc
Destination: Oxb6dg Source MAC Address

(End-Device)

[Extended Source: MaxStrea ©0:41:d1:7a:9
Origin: 45

~ ZigBee Network Layer Data, Dst: @xb6d9, Src: Oxaclb
Frame Control Field: ©x3a48, Frame Type: Data, Discover Route: Enable, Security, Destination,
Destination:DESt\'nat\'OH Source
Source: @xaclb MAC address (Router)
Radius: 30
Sequence Number: 211 Destination
Destination: MaxStrea_00:41:d1:cc:94€(00:13:a22:00:41:
Extended Source: MaxS;r‘ea_BB:tll:d]:?aﬂ TIYTEITOeTHTTIL: /a: 9b) Extended MAC
ZigBee Security Header address (ROUter)
Data (74 bytes)

00:13:a2:00:41:d1:7a:9b)] Extended MAC Address (End-Device)

88 9d fc 52 d9 b6 1b ac 48 3a d9 bb 1b ac le
94 cc dl 41 00 a2 13 00 ELREN RSN RErANE
28 6d 30 0@ 00 9b 7a dl 41 @0 a2 13 00 00 b2
2f 94 07 €9 7e a2 5@ 7f 6e f3 67 91 fd a7 45
80 d6 68 07 89 %9a f8 5d @c d4 22 33 7d 97 78
b 09 3f 4a 80 48 e3 el 92 91 21 69 cf 1b 92
42 a7 f9 35 9b 57 9a 60 af @9 92 e0 15 b0 29
©ob 8d 49 a8 79 5c af b5 4d 6¢c do 6b

Figure 4.3. Capturing end device MAC addresses.
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In ZigBee networks, the extended PAN-ID (64-bit PAN-ID) is transmitted over the
network when a beacon request is sent from a device attempting to join or rejoin the network.
This can be manipulated with the zbstumbler’ tool by transmitting beacon request packets over
the channel from an ApiMote and capturing the beacon response packets through Wireshark

(see Figure 4.4).

10.000000 0xb6d9 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: 8xb6d9

2 2.408457 0x0000 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: 8x0000

32.907795 oxe83d Broadcast ZigBee 53 Command, Dst: Broadcast, Src: @xe83d

4 14.846353 Oxb6d9 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: Oxb6d9

519.232373 00000 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: 8x0000

6 19.435246 Oxe83d Broadcast ZigBee 53 Command, Dst: Broadcast, Src: Oxe83d Beacon Request Sent from
< 737.199730__ Broadcast TEEE 8 10 Beacon Request ————> L2

232.217509 %0000 7ighee 28 Beacon, Src: 0x0000, EPID: bd:83:fd:b6:69: ApiMote

9 32.251020 Oxe83d ZigBee 28 Beacon, Src: 0xe83d, EPID: bd:83:fd:b6 i8¢ Beacon Response

10 32.311019 Oxb6d9 ZigBee 28 Beacon, Src: Oxb6d9, EPID: bd:83:fd:b6:69:
11 32.576686 0xb6d9 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: Oxb6d9

12 35.563155 oxe83d Broadcast ZigBee 53 Command, Dst: Broadcast, Src: @xe83d Nodes)
13 36.591294 0x0000 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: @x0000

14 48.433691 oxb6d9 Broadcast ZigBee 53 Command, Dst: Broadcast, Src: @xb6d9

15 £o_oc1on: 034

nnnnnnnnnnnnnnnnnnnnn

Packets (Gateway

1EEE 802.15.4 Beacon, Src: 0x0000
ZigBee Beacon, Network Specific, EPID: bd:83:fd:b6:69:8c:98:be

Frame 8: 28 bytes on wire (224 bits), 26 bytes captured (208 bits) on interface \\.\pipe\zboss_sniffer_COM18, id @
1EEE 802.15.4 Beacon, Src: 0x0000
v ZigBee Beacon, Network Specific, EPID: bd:83:fd:b6:69:8c:98:be
Protocol ID: @

Beacon: Stack Profile: Network Specific, Router Capacity, End Device Capacity Extended PAN-ID
Extended PAN ID: bd:83:fd:b6:69:8c:98:be (bd:83:fd:b6:69:8c:98:be)
Tx Offset: 16777215

Update ID: @

(Beacon Response)

0000 00 80 79 fc 52 00 00 ff 4f 00 00 00 20 ac IR yR 0 - |
o010 THENTRTIEENY ff ff ff 0o

Figure 4.4. Capturing extended PAN-ID.
4.3.1.1.3 Monitoring Join Window

By default, XBee 3 and the ZigBee 3.0 protocol do not support an open joining model
where devices can join the network at any given time. Instead, XBee 3 specifies a default join
window (NJ) of 254 seconds, which allows devices to join the network within this timeframe.
The join window can be opened on XBee 3 only when the commissioning button is pressed
twice on a gateway node or by issuing a CB2 AT command (Digi International, 2018). The
join window can be monitored externally using the ‘zbstumbler’ tool with two ApiMote devices

transmitting beacon requests and listening for a response (see Figure 4.5).
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Closed Join Window

root@Kkali: ~

File Edit View Search Terminal Help

# DEBUG Clearing overflow

# DEBUG Clearing overflow

Received frame.

Received frame is not a beacon (FCF=4188).

Received frame.

Received frame is not a beacon (FCF=03608).

Received frame.

Received frame is a beacon{- not accepting new associations
Received frame.

Received frame is a beacon - not accepting new associations
Received frame.

Received frame is not a beacon (FCF=4188).

Received frame.

Received frame is not a beacon (FCF=03608).

Received frame.

Received frame is a beacon - not accepting new associations.
Received frame.

Received frame is a beacon - not accepting new associations.
Transmitting beacon request.

Received frame.

Received frame is not a beacon (FCF=4188).

Received frame.

Received frame is not a beacon (FCF=03608).

Open Join Window

root@Kkali: ~ (-}

File Edit View Search Terminal Help

Received frame is not a beacon (FCF=0308).

Received frame.

Beacon represents new network -%### Permitting new associations ###.

New Network: PANID ©x52FC Source ©0x000U
Ext PANID: bd:83:fd:b6:69:8c:98:BE Stack Profile: Network Specific
Stack Version: ZigBee 2006/2007
Channel: 13

Received frame.

Beacon represents new network - not accepting new associations

New Network: PANID 0x52FC Source ©xB6D9
Ext PANID: bd:83:fd:b6:69:8c:98:BE Stack Profile: Network Specific
Stack Version: ZigBee 2006/2007

Channel: 13
Received frame.
Beacon represents new network - not accepting new associations
New Network: PANID ©x52FC Source OXE83D
Ext PANID: bd:83:fd:b6:69:8c:98:BE Stack Profile: Network Specific
Stack Version: ZigBee 2006/2007
Channel: 13

2c
1 packets transmitted, 7 responses.
= |

Figure 4.5. Monitoring ZigBee join window.

Figure 4.5 indicates that the network’s join window is closed on the gateway nodes.
After pressing the commissioning button twice on the coordinator node to open the join
window, ‘zbstumbler’ captures the beacon response, which indicates that the join window is
open on the coordinator node (source: 0x000) and closed on the router nodes.
4.3.2 Internal/Physical Information Gathering

The following experiment assumes that an attacker can physically compromise an XBee
3 device and connect it to the XCTU software. When XCTU detects the device, the XBee’s AT
parameters stored in memory are read and displayed. This experiment demonstrates the

network information that an attacker would obtain through a compromised end device or router
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node and by remotely connecting to a coordinator. The main points of interest that would be
useful to an attacker are presented next.

4.3.2.1 Experiment 2: Internal/Physical Information Gathering

4.3.2.1.1 Compromised End Device Node

When connecting the compromised end device XBee 3 to XCTU software, it was found
that an attacker has access to every configuration parameter apart from the keying material and
trust centre configurations. The symmetric keys ‘KY’ and ‘NK” cannot be read in the security
configuration because their parameters are ‘write-only’ values to protect the keys. The
encryption options (EO) is set to 2, indicating that the network uses a centralised trust centre
and does not permit default link keys. Since this device is not a trust centre, the other security
configuration parameters are of no relevance.

When initiating an XCTU network scan from the end device node, no network nodes
could be discovered for end devices are child nodes and cannot relay messages between
devices.
4.3.2.1.2 Compromised Router Node and Remote Coordinator

Similarly, an attacker can access every configuration parameter apart from the keying
material and trust centre configurations on a compromised router node. However, because a
router is a parent node, network nodes will appear when initiating an XCTU network scan.
Furthermore, the default configuration of XBee 3 allows devices to be remotely configurated
with AT commands. The compromised router node can remotely read and configure each node

in the network, including the coordinator node (see Figure 4.6).
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@ Radio Modules O @ - | £t radioconfigurstion Coordinator - 001342004401C277]
Name: Router 01 x
! - D 1
B Function: Digi XBee3 Zigbee 3.0 TH . (I/ iy == ‘O. . Q Pararte |
Port: COM12 - 9600/8/N/1/N - API 2 & TR J':: orofi
MAC: 0013A20041D1€C94 A <2 e oy peate retie
) ol ~ Secu
EEBLT= x Set initial security parameters used during form/join. Changing these parameters after association may cause the device to leave the netwo
Name: Router 02 i EE Encryption Enable Enabled [1] ~ ‘
Function: Digi XBee3 Zigbee 30 TH x
7B A omsacseepiceac i EO Encryption Options Bitfield
Name: End-Device 01 iKY Link Key [ |
Function: Digi XBee3 Zigbee 30 TH x :
ZB i NK Trust Center Network Key [0 ]
MAC: 0D13420041D17A98
Name: Coordinator i RK Trust Center Network Key Rotation Interval x days
@1 Function: Digi XBee3 Zigbee 3.0 TH x i KT Trust Center Link Key Registration Timeout 12c x1sec
MAC: 0D13420041D1C277
| 12 Install Code B11EIDCECCCABCFASTCOAGOOFOTF30680AT7
i DM Disable Device Functionality o bifen
i US OTA Updste Server [o ]
| SA Secure Access Options [o et
i Secure Session Authentication Configure

Figure 4.6. Remotely accessing coordinators’ configuration.

In Figure 4.6, the compromised router remotely connects to the coordinator node and
accesses its security configuration. The parameters only configured on the trust centre are
displayed, including the network key rotation (RK) that specifies that the network key is rotated
once per day. All other parameters in the trust centre’s security configuration remain at their
default values.

4.3.3 Summary of Information Gathering Findings
4.3.3.1.1 External Information Gathering

Section 4.3.1 demonstrated the techniques that an attacker can apply to gather vital
network information for future exploitation of ZigBee 3.0 networks. The information obtained
in this phase could be discovered without prior knowledge of the network and configuration
and did not require key compromise. The information gathered externally through KillerBee
tools and network sniffing against encrypted ZigBee 3.0 networks are as follows:

e operating channel,
e PAN-IDs,
e MAC addresses, and

e Network Join Window Open/Close State.
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4.3.3.1.2 Internal Information Gathering

Section 4.3.2 demonstrated the information an attacker would obtain from a physically

compromised device residing inside the network by connecting the device to XCTU and

reading the AT parameters stored in memory.

In addition to information that could be externally captured, an attacker can read the

device’s configuration parameters, including its security configuration. However, the keying

material is write-only and cannot be displayed through reading the module’s AT parameters.

The information that was extracted internally is as follows:

operating channel,

PAN-IDs;

MAC addresses;

security configuration (excluding keying material); the parameters read off a trust
centre differ those from an end device or router node;

routing structure (through initiating an XCTU network scan from router and coordinator
nodes); and

device configuration.

4.4 Security Issue 1: Security of Symmetric Keys

First, the security of symmetric keys on ZigBee 3.0 is analysed by exploiting known

vulnerabilities on a deliberately unsecured network. Second, a method to secure symmetric

keys in the ZigBee 3.0 protocol is identified and demonstrated.

Table 4.6

Descriptions of Security of Symmetric Keys Experiments

T03

Test ID Network Test Description
Experiment 3: Unencrypted Network Key Attacks
CSM Capturing the unencrypted network key through Wireshark on a
CSM network
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T04 DSM Capturing the unencrypted network key through Wireshark on a
DSM network

Experiment 4: Default Link Key Attacks

TO5 CSM Intercepting and decrypting the network key through Wireshark
using a default link key
TO6 CSM Authenticating an unauthorised device onto a CSM network with the

well-known default link key

Experiment 5: Securing Symmetric Keys with Install Codes

TO7 CSM Securely registering a joining node to the trust centre using an install
code

4.4.1 Attacks Against Symmetric Keys

In this section, attacks are performed against the symmetric keys of ZigBee 3.0
networks to compromise the keys. For the following experiments, the network is configured to
contain symmetric key vulnerabilities existing in earlier revisions of ZigBee. These
vulnerabilities are possible in ZigBee 3.0 networks; however, in XBee 3, the default encryption
options (EO=2) prevent these vulnerabilities. ZigBee vendors highly discourage enabling these
encryption options shown in this section, because these significantly affect the security of the
symmetric keys and network (Digi International, 2018).
4.4.1.1 Experiment 3: Unencrypted Network Key Attacks

In ZigBee networks, the network key can be transported from a trust centre to a joining
device OTA in plain text. This vulnerability can be enabled in the security configuration of
XBee 3 through the encryption options and is tested on both security models:
4.4.1.1.1 Security Configurations

The following security configurations shown in Figure 4.7 are applied to the CSM and

DSM networks to enable the unencrypted network key transport vulnerability.
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i EO Encryption Options ‘ 3 | Bitfield A
Range: [0x0 - 0xff] (Default: 02)
Bit O - Send/receive NWK keys in the clear (unsecure) ~
Bit 1 - Use Centralized Trust Center v
i KY Link Key | bbf5820052d0a57173cchcfd623723d1 4
i NK Trust Center Network Key ‘ 5a69674265654e6574776f726b4b6579 “
i EO Encryption Options ‘ 1 ‘ Bitfield A
Range: [0x0 - 0xff] (Default: 02)
Bit O - Send/receive NWK keys in the clear (unsecure) I ~
Bit 1 - Use Centralized Trust Center v
i KY Link Key o | 4
i NK Trust Center Network Key ‘ 5a69674265654e6574776f726b4b6579 |‘

Figure 4.7. Unencrypted network key configuration on XBee 3.

On the CSM network, Encryption Options (EO) is set to 3 to enable bit 0, allowing the
network key to be sent/received unencrypted, and to bit 1 to use a centralised trust centre. The
link key (KY) is preconfigured on each node (a requirement for device authentication in CSM
networks), and the network key (NK) is preconfigured on the coordinator node with the ASCI|I
char value ‘ZigBeeNetworkKey!” for demonstration purposes.

The DSM network sets EO=1 to allow the network key to be sent/received unencrypted.
No preconfigured link key (KY) is set.
4.4.1.1.2 CSM Network Findings

The router node successfully joins the network when the join window opens and
receives the network key. However, it is found that the network key was encrypted with the

preconfigured link key, despite EO bit 0 being enabled (see Figure 4.8).
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3 Time Source Oestration Protoca Lt I
13 14.333069 TEEE 8. 5 Ack

14 14.534149 98:13:22:00:41:d1:7.. 9x0008 IEEE 8. 18 Data Request

1514.535108 IEEE 8. 5 Ack

16 14.538648 @0:13:22:00:41:d1:c.. @0:13:a2:00:41:d1:7.. TEEE 8. 27 Association Response, PAN: @xfcl7 Addr: @x74f7

17 TEEE 8. 5 Ad]

18 14.545584 %0000 2x74f7 ZigBee 73 APS: Command TranSport
18223 TEEE 8. 5 Ack Key Frame

20 14.559748 7T Broadcast o 5 Uata, Dst: Broadcast, Src: @x74f7

21 14.564615 ox7af7 Broadcast ZigBee 50 Command, Dst: Broadcast, Src: @x74f7

2214.574113 2x0000 Broadcast ZigBee 51 Command, Dst: Broadcast, Src: @x0000

23 14.602203 oxT74F7 Broadcast ZigBee 65 Data, Dst: Broadcast, Src: @x74f7

Frame 18: 73 bytes on wire (584 bits), 71 bytes captured (568 bits) on interface \\.\pipe\zboss_sniffer_cOM18, id @
IEEE 802.15.4 Data, Dst: @x74f7, Src: @x@800

ZigBee Network Layer Data, Dst: @x74f7, Src: 0x@000

ZigBee Application Support Layer Command

<

| Frame Control Field: Command (@x21)
Frd Counter: 165
1EH v ZigBee Security Header
7ig Security Control Field: @x38, Key Id: Key-Transport Key, Extended Nonce
7ig Frame Counter: 4896

Extended Source: MaxStrea_88:41:d1:c2:77 (80:13:a2:00:41:d1:c2:77)
Message Integrity Code: Bc6420c4 .
[Expert Info (Warning/Undecoded): Encrypted Payload]:

~ Data (35 bytes) —_—

Data: 2e6120fbashfa674c14384492471¢247e9¢635177862e9F3022866490b7adFA397F793

61 88 63 17 fc f7 7400 00 08 0@ f7 74 0@ 00 le a-c-- -t t

el 21 a5 30 @0 18 00 @8 77 c2 dl 41 @0 a2 13 @@
VRO 61 20 fb a5 bf 46 74 c1 43 8d 49 24 71 2 47

e9 e6 35 17 78 6a e9 f3 82 28 66 49 Ob 7a df 43
EAMREAEE Oc 64 20 c4

Figure 4.8. Encrypted transport key packet on CSM network.
4.4.1.1.3 DSM Network Findings

When the join window is opened on a gateway node, the router joins the DSM network
and receives the unencrypted network key from a trust centre. An unencrypted ‘Transport Key’
packet is captured, and the plain-text network key can be extracted from its unencrypted

payload (see Figure 4.9):

No. Time. Source Destination Protocol Length Info
7 8.728549 Broadcast IEEE 8. 10 Beacon Request
8 8.767765 2x8450 ZigBee 28 Beacon, Src: 0x845@, EPID: 8c:fc:cc:c8:9e:90:bc:69
9 8.822529 2x13be ZigBee 28 Beacon, Src: 0x13b@, EPID: 8c:fc:cc:c8:9e:90:bc:69
10 8.830413 Oxc126 ZigBee 28 Beacon, Src: Oxcl26, EPID: 8c:fc:icc:c8:9e:90:bc:69
11 8.870718 00:13:a2:00:41:d1:7.. 0x8450 TEEE 8. 21 Association Request, FFD
12 8.871773 TEEE 8. 5 Ack
13 9.068526 90:13:a2:00:41:d1:7.. 0x8450 IEEE 8. 18 Data Request
14 9.069485 IEEE 8. 5 Ack
15 9.073592 ©0:13:a2:00:41:d1:c.. 80:13:a2:00:41:d1:7.. IEEE 8. 27 Association Response, PAN: @x85a4 Addr: @xe6cd
16 9.074839 IEEE 8. AC
17 9.077592 0x8450 oxe6ed ZigBee
18 9.079767 IEEE 8. A
19 9.089941 oxe6cd Broadcast ZigBee.. 65 Device Announcement, Nwk Addr: @xeécd, Ext Addr: MaxStrea_00:41:d1:7a:9b
20 9.093930 oxebcd Broadcast ZigBee 50 Link Status
21 9.110997 oxebcd Broadcast ZigBee.. 65 Device Announcement, Nwk Addr: Oxebcd, Ext Addr: MaxStrea_00:41:d1:7a:9b
229.113982 2x8450 Broadcast ZigBee.. 54 Network Update Request
23 9.118065 Oxe6cd Broadcast ZigBee.. 65 Device Announcement, Nwk Addr: 8xe6cd, Ext Addr: MaxStrea_00:41:d1:7a:9b
< >
Frame 17: 56 bytes on wire (448 bits), 54 bytes captured (432 bits) on interface \\.\pipe\zboss_sniffer_COM18, id @
TEEE 802.15.4 Data, Dst: @xebcd, Src: 0x8450
ZigBee Network Layer Data, Dst: Oxe6cd, Src: ©x8450
ZigBee Application Support Layer Command
61 88 68 a4 85 cd e6 50 84 08 00 cd €6 50 84 le a P
16 01 cd @5 01 5a 69 67 42 65 65 4e 65 74 77 6f Zig BeeNetwd Plain_text
72 6b 4b 65 79 @@ 9b 7a dl1 41 00 a2 13 00 ff ff rkKey--z -A
Ff Ff ff £ FF f Network key

Figure 4.9. Unencrypted transport key packet on DSM network.
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4.4.1.2 Experiment 4: Default Link Key Attacks

The following experiments evaluate how default link key values pose a threat to the
network’s security. These experiments are performed against a CSM network, and it is assumed
that the attacker has knowledge of the trust centre authenticating with the well-known default
link key.
4.4.1.2.1 Security Configuration

The security configuration shown in Figure 4.10 is applied to the CSM network to allow

joining via default link keys.

i EO Encryption Options 12 Bitfield

Range: [0x0 - 0xff] (Default: 02)
Bit 0 - Send/receive NWK keys in the dlear (unsecure)

<Pt 1 - Use Centralized Trust Center ____—=»

Bit 2 - Use EUIb4-hashed link keys (centralized TC only)
Bit 3 - Emit joi ificati jized TC only)
it 4 - Allow joining using default link keys (unsecure

i KY Link Key 00

1 - 32 hexadecimal characters. (Default: ")

4) is required for devices to join.
Joining Node: Pre-configured link key. If set to 0, an unsecure default key will be assigned (EO bit 4 must be set on the

< 0>

Figure 4.10. Default link key configuration.

The EO is set to 12 to enable bitfield options 1 and 4. The network utilises a centralised
trust centre and permits the use of default link keys. The KY parameter is set to 0, enabling the
trust centre to fall back to the default link key for authentication. The trust centre will generate
a random network key (NK = 0) and encrypt it with the well-known default link key ‘5A 69 67
42 65 65 41 6C 69 61 6E 63 65 30 39°.
4.4.1.2.2 Network Sniffing

With the well-known default link key added to ZigBee’s protocol preferences in
Wireshark, the frames as the router join the network are captured. Among the captured frames

is the ‘Transport Key’ packet encrypted with the default link key (see Figure 4.11).
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| Wireshark . Packet 20 . \\\pipe\zboss_sniffer_ COM18

Frame 20: 73 bytes on wire (584 bits), 71 bytes captured (568 bits) on interface \\.\pipe\zboss_sniffer COM18, id 0
TEEE 802.15.4 Data, Dst: 0x1113, Src: 0x@000
ZigBee Network Layer Data, Dst: 0x1113, Src: 0x0000
v ZigBee Application Support Layer Command
Frame Control Field: Command (@x21)
Counter: 48
v ZigBee Security Header
Security Control Field: @x3@, Key Id: Key-Transport Key, Extended Nonce
Frame Counter: 8192
Extended Source: MaxStrea 00:41:d1:c2:77 (00:13:a2:00:41:d1:¢2:77)

Message .
Key: 5a6967426565416c6c69616e63653039] -
¢ [
ey Label: Default Link Key] DefaU|t Llnk Key

~ Command Frame: Transport Key

Command Identifier: Transport Key (8x@5)

ey Type: Standard Network Key (0xD Decrypted Network
q Key: ba5d96100d1887ab2dd3935a03b3386d
Sequence NumeT— Key

Extended Destination: MaxStrea_@@:41:d1:7a:9b (00:13:a2:00:41:d1:7a:9b)
Extended Source: MaxStrea 00:41:d1:c2:77 (00:13:a2:00:41:d1:¢2:77)

.Y i lha 5d 96 10 @d 18 07 ab 2d d3 93 5a 03 b3 Ry A
o010 EENEE 08 Sb 7a d1 41 @0 a2 13 00 77 c2 dl 41 @0 {3 z-A w--A
a2 13 o0

Frame (71bytes)  Decrypted ZigBee Payioad (35 bytes)

el

Figure 4.11. Decrypting network key with well-known default link key.

Figure 4.11 shows the contents of the ‘Transport Key’ packet. The default link key used
to encrypt the payload is within the APS layer’s security header, and the network key can be
extracted from the decrypted APS payload.
4.4.1.2.3 Unauthorised Network Joining

An unauthorised device is configured with the victim network’s extended PAN-ID and
security configuration. In the device’s security configuration, the KY parameter is set to the
value of the well-known default link key ‘5A 69 67 42 65 65 41 6C 69 61 6E 63 65 30 39°.

Optionally, the KY can be set to 0 to assign a default key (see Figure 4.12).

i EE Encryption Enable Enabled [1] V4

i EO Encryption Options ‘ 02 Bitfield

iKY Link Key [ 56967426565416C6C69616E63653039 | ! [‘)‘Zz"‘_’”kt‘f’i‘:&ev
i NK Trust Center Network Key ‘ 0 |“

Figure 4.12. Unauthorised XBee 3 device with default link key.
The configured unauthorised device can join the network once the join window opens
on a gateway node opens. The ‘zbstumbler’ tool can be utilised to monitor the network until a

gateway node permits new associations. Once the join window opens, the unauthorised device
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is successfully authenticated into the network and can remotely access network nodes by

default (see Figure 4.13).

m Radio Modules @ @ v 0 :;.. Unauthorised Router - 0013A20041D1CC2C
MName: Unauthorised Router ™ am
L e
Function: Digi XBee3 ..gbee 3.0 TH @ am - Q - === - v 100 2 %%
Port: COM12 - 96../N - APl 2 5 — Tod 7 =
MAC: 0013A20041D1CC2C o top ade ools ayout ilters
3 remote modules X
: Router 01
ion: Digi XBe..e 3.0 TH X
: 0013A20041D1D108 C] ®
i Be13A2008 eg13A2e8
: End-Device 01 41010277 41010188
: Digi XBe...e3.0 TH x 0000 ABT3

: 0013A20041017ASE

: Coordinator
: Digi XBe...e 3.0 TH x
: 0013A20041D1C277

.........

(€]

2a13A288
41D17ASE

S91BE

gg13Azee
4101ccac

SDAD

b 4 nodes [PAN ID: DCE0C154CD273FFB] [CH: 10] <5canning>

Figure 4.13. Remotely connecting to network nodes from unauthorised device.
4.4.2 Securing Symmetric Keys in ZigBee 3.0

ZigBee 3.0 devices have the option of joining the network securely with an install code.
Device registration via install codes provides a high level of security level to symmetric keys.
It guarantees that each joining device has a random link key (Digi International, 2018) and
eliminates authenticating with a global link key.
4.4.2.1 Experiment 5: Securing Symmetric Keys with Install Codes
4.4.2.1.1 Install Code Configuration

The configurations shown in Figure 4.14 are applied to the joining node and trust centre

to enable joining via install codes.
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Trust Centre

— Security
~ Security
Set initial security parsmeters used during form/join. Changing these parameters sfter association may cause the device to leave the network.
EE Encryption Enable Enabled [1] Y 4 [$]
EO Encryption Options ] Bitfield %] EO =2 (Centralised Trust-Center)

KY =0 (Random Link Key)

KY Link Key
NK =0 (Random Network Key)

375

NK Trust Center Network Key

0
0
RK Trust Center Network Key Rotation Interval x days A

©
KT Trust Center Link Key Registration Timeout 120 %1 sec (5]
12 Install Code B1ESDCECCCABCFASTCOAGOOFOTFIZ6R8ATT (5]
DM Disable Device Functionality [o st =] (5]
US OTA Update Server [o 9
&) Szsre s s o |bitfied (5]

Secure Session Authentication

Joining Node
[ | Bitfeld H 4—— DC=1(Bit0)

— Networking

i DC Joining Device Controls

Range: [0x0 - OxFFFF] (Default: 0)

Bitfield of options which affect joining devices ~
Bitfield options
it 0 - Join using a ink key derived from the install code (KY value will be ignored)]

Bit 1 - Ignore NWK leave requests after joining v

— security
- Securi
Set nitial security parameters used during form/join. Changing these parameters after association may cause the device to leave the network.
EE Encryption Ensble Enabled [1] Y 4 (5]

EO Encryption Options B Bitfield -|-6— EO = 2 (Require Link-Key Exchange)
KY Link Key [0 | 4 (5]

NK Trust Center Network Key [o ‘ A (3]

@

RK Trust Center Network Key Rotation Interval

KT Trust Center Link Key Registration Timeout 12¢ x1sec

I? = Device's Install Code
for Registration

SDOFDDOAA 34E916F

(5]
Bitfield (5]
(5]
($)

12 Install Code

|

DM Disable Device Functionality

=

US OTA Update Server

Bitfield

|

SA Secure Access Options

Secure Session Authentication

Figure 4.14. ZigBee 3.0 install code joining configuration on XBee 3.

In the security configuration, the encryption options (EO) is set to 2, enabling the
network to use a centralised trust centre. The link key (KY) on the trust centre is set to 0 to
increase the security further, for this generates a random link key that cannot be read and
requires every node to be individually registered to the trust centre. In the networking
configuration on the joining node, ‘Device Controls’ (DC) is set to 1 (bit 0) to enable
authentication with a link key derived from its install code.
4.4.2.1.2 Registering Joining Device with Install Code

On the trust centre, a 0x24 (Register Joining Device) frame is created that contains the
joining node’s install code and MAC address. When transmitted from the trust centre, the
joining node receives the 0x24 frame and successfully joins the network. The node securely

receives the network key from the trust centre (see Figure 4.15).
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Figure 4.15. Creating and sending 0x24 frame with install code.
4.4.3 Summary of Security Issue 1 Findings

4.4.3.1 Attacks Against Symmetric Keys

The findings of the experiments that exploited symmetric key vulnerabilities on ZigBee

3.0 networks are summarised as follows:

Unencrypted Network Key:

The unencrypted network key vulnerability can only exist in DSM ZigBee 3.0 networks

when EO=1 (bit 0) is set. With the setting enabled, the network key is sent to the joining device

in plain text and can be externally captured with a packet sniffer. On CSM networks, the

network key is encrypted with the preconfigured link key despite having EO bit 0 enabled.
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e Default Link Key:

The vulnerability of a trust centre authenticating devices with a default link key can
exist on both security models when EO bit 4 is enabled. A default link key could allow an
attacker to capture and decrypt the network key or authenticate an unauthorised device when
the join window opens, as demonstrated in Section 4.4.1.2.
4.4.3.2 Securing Symmetric Keys in ZigBee 3.0

As demonstrated in Section 4.4.2, a joining node can be individually registered to the
trust centre with a random link key derived from the device’s install code. This method provides
the highest level of security to symmetric keys for it ensures the link key is completely random
on each device and protects the network key from being exposed from a compromised global

or default link key.
4.5 Security Issue 2: Compromised Symmetric Keys

The experiments related to security issue 2 are a study based on the assumption that an
attacker has compromised ZigBee’s symmetric keys. Where necessary, these experiments are
conducted against both security models to evaluate the impact of a compromised symmetric
key on the confidentiality of ZigBee 3.0 networks.

Table 4.7

Compromised Symmetric Key Experiment Descriptions

Test  Network Test Description
ID

Experiment 6: Key Sniffing/Eavesdropping Attacks with Compromised Link Key

T08 CSM Capturing and decrypting symmetric keys transmitted to a joining router
on a CSM network with a compromised link key

T09 CSM Capturing the network key rotation on a CSM network

T10 DSM Capturing and decrypting symmetric keys transmitted to a joining router
on a DSM network with a compromised link key
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Experiment 7: Packet Decryption/Eavesdropping Attacks

T11 CSM Capturing and decrypting network layer (broadcast) communications on a
CSM network

T12 CSM Capturing and decrypting APS layer (unicast) communications on a CSM
network

Experiment 8: Node Impersonation Attacks

T13 CSM Impersonating a legitimate Coordinator: Attempting to realign the victim
node to the attacker’s network using compromised symmetric keys on a CSM
network

T14 DSM Impersonating a legitimate Coordinator: Attempting to realign the victim
node to the attacker’s network using compromised symmetric keys on a
DSM network

e Security Configuration and Setup:

Two separate ZigBee 3.0 networks were constructed for the compromised symmetric
key attack experiments with three gateway nodes. The networks are restricted to three nodes to
reduce the overall amount of traffic and unwanted data generated.

o CSM Network Configuration:

The CSM network consists of one coordinator and two router nodes. The coordinator
is configured as the centralised trust centre and is responsible for managing and setting the
security policy on the network. The security configuration of the trust centre and router nodes

are shown in Figure 4.16.
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T ety et e i e i, Chaning thse e socistion oy s e deic o e hernetso. Trust-Centre/Coordinator Node
i EE Encryption Enable Enabled [1] 49 EE =1 (Encryption Enabled)
i EO Encryption Options Bifeld B2 |9 EO =2 (Centralised Trust Center)
iKY LinkKey [ bbrs2005240057 1 T3 cc5crds23 TR | 46— KY =non-zero (Pre-Configured)
i NK Trust Center Network Key [0 |40 NK =0 (Random Network Key
i RK Trust Center Network Key Rotation Interval [ ks (5] RK =1 (Rotate Network Key once
i KT Trust Center Link Key Registration Timeout (I () per day
i I Install Code BI1ESDCECCCABCRASTCOAGOOROTF39688AT7 (5]
i DM Disable Device Functionality [o e (5]
i US OTA Update Server [o 5]
i A SerureAccess Options T @ o
i Secure Session Authentication Configure
T security parameters used during form/join. Changing these parameters after association may cause the device to leave the network. ROUtET Nodes
i EE Encryption Enable Enabled [1] v [$] EE = 1 (Encryption Enabled)
[P GO Cregpen@yians 2 |swew =] EO = 2 (Required Link Key Exchange)
iKY LinkKey bbf5820052d08571 T3ccScfd6237e3d1 | 9 KY = KY From Trust Center
i NK Trust Center Network Key [0 | 4 [$]
i RK Trust Center Network Key Rotation Interval [0 |xdas [$]
i KT Trust Center Link Key Registration Timeout x1sec (5]
i 12 Install Code 61A9300866FSDOFDDOAASEFBOBEESSAES16F (5]
i DM Disable Device Functionality [o  lsitied B S
i US OTAUpdste Server [0 | &
i 5A SecureAcces Opions T g ©
i Secure Session Authentication Configure

Figure 4.16. CSM security configuration for Security Issue 2 experiments.

o DSM Network Configuration:

The DSM network consists of three router nodes. Each router node acts as a trust centre
and contains a copy of the network key to authenticate joining devices. The security

configuration of the DSM trust centre/router nodes is shown in Figure 4.17.

i SSZE\U;:& ecurity parameters used during form/join. Changing these parameters after association may cause the device to leave the nenwork. 1 TUSt-Centre/Router Nodes
i EE Encryption Enable | Enabled [1] -] 40 EE = 1 {Encryption Enabled)
i EO Encryption Options o |sitfie (3] EO =0 (Distributed Trust Center)
iKY LinkKey [ bbfSE20052d0a57173ccScfdB237e3d 1 | 49 KY = non-zero (Pre-Configured)
i NK Trust Center Network Key B | 4O NK = 0 (Random Network Key)
i RK Trust Center Network Key Rotation Interval 0 x days 6
[ (0 s Bl g (g o T 12¢ x1sec o
i I? Install Code B11E9DCECCCABCFASTCOAGODFOTFIO688ATT S
i DM Disable Device Functionality [0 |sitfield (5]
i US OTA Update Server [0 e
i SA Secure Access Options l:| Bitfield 6
i Secure Session Authentication Configure

Figure 4.17. DSM security configuration for Security Issue 2 experiments.

In the DSM network, encryption is enabled (EE=1). To prevent using a centralised trust
centre, the EO is set to 0 (no bitfield options). Devices are preconfigured with a unique link
key for authentication. The NK is set to 0 to generate a random network key (key generated on

Router_01), and the other nodes will obtain a copy of the key upon joining.
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4.5.1 Eavesdropping Attacks

The following experiments are eavesdropping (network sniffing) attacks against the
ZigBee 3.0 networks. These attacks involve actively capturing traffic on the victim network
operating channel and using the compromised symmetric keys to decrypt sensitive network
information.
4.5.1.1 Experiment 6: Key Sniffing/Eavesdropping Attacks with Compromised Link Key

In ZigBee networks, the network key is encrypted and transmitted to joining devices
configured with the correct link key. Key sniffing is an attack against a network involving the
interception of symmetric keys as they are shared to joining devices or otherwise when the
keys are rotated. For the key sniffing experiments, it will be assumed that the attacker has
already compromised the preconfigured link key through various techniques.
4.5.1.1.1 Wireshark Preparation for Key Sniffing

The compromised link key is initially added to ZigBee’s protocol preferences in
Wireshark. The security level for decryption is set to AES 128-bit encryption and 32-bit
integrity protection. Once compromised, the other symmetric keys can be added to Wireshark

for further network decryption (see Figure 4.18).

A

WILS “ ZigBee Network Layer
WP
X25 Security Level | AES-128 Encryption, 32-bit Integrity Protection
xn Pre-cont figured Keys Edit.
X2AP
XDMCP
XMCP
XML
XMPP Key Byte Order  Label
XnAP bbf5820052d0a57173cc5cfd6237e3d] Normal  Link-Key
XoT
XYPLEX
VAMI
YMSG
739.50
ZEBRA
ZigBee
ZigBee APS
ZigBee Gre
zI0P
ZRTP
T

RSA Keys

Statistics

Advanced

. s Y| [+] [=] [m] & ¥ B ctses ister |ApnDits Raaming Wireshark zighee_pc keys
Copy from Cancel Help

Figure 4.18. Adding a compromised symmetric key to Wireshark.
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4.5.1.1.2 CSM Network Findings
The findings related to the CSM network are as follows:
e Capturing Network Join:
When the join window on the CSM network opens, the router joins the network, and
two “Transport Key’ packets are sent to the device originating from the trust centre/coordinator

node. Each ‘Transport Key’ frame contains a symmetric key (see Figure 4.19).

" s Tlephor Tocls Help
{ = LS E an

= e Source Oestratun Fool lewh i
2315.504375 80:13:02:00:41:d1:cci.. Bx0000 LEEE 80, 21 Association Request, FFD
24 15.585430 LEEE 88. S Ack
25 15.783883 8@:13:a2:80:41:d1:cc 0x8088 LEEE 8a. 18 Data Request
26 15.784842 LEEE 86. 5 Ack
27 15.709340 00:13:a2:00:41:d1:¢2:.. 00:13:82:00:41:d1:ccx.. [EEE 80, 27 Association Response, PAN: @xbl39 Addr: Oxddge
28 15.710587 TEEE 89..
20 15.716965 ox0000 @xd30e Zighee 73 Transpart Key Network Key
30 15.719684 IEEE 84.. #
3115.733012 oxd e Broadcast Zighee . 65 Device Announcement, Mk Addr: Gxd30e, Ext Addr: MaxStrea B9:41:d1:cc:Zc
32 15.738241 Bxd30e Broadcast ZigBee 58 Link Status
33 15.748287 BxDB08 Broadcast ZigBee 51 Many-to-One Route Request, Dst: @xfffc, Src: @xBOOA
34 15.76@557 Bxd38e Broadcast ZigBee 65 Device Announcement, Nwk Addr: Bx43@e, Ext Addr: MaxStrea_B@:41:d1:cc:2c
35 15.777673 o0 Broadcast Zighee .. 65 Device Announcement, Mk Addr: @xd30e, Ext Addr: MaxStrea_B9:dl:dl:ccilc
36 15.820382 00000 Broadcast Zighee 51 Hany-to-One Route Request, Dst: @xFFfc, Src: OxDood
37 15.826223 0x0000 Broadcast Zighee 51 Many-to-One Route Request, Dst: @xFffc, Src: OxDaoR
38 16.027530 ox0000 Broadcast Zighee 51 Many-to-One Route Request, Dst: @xfffc, Src: 0xpao0
39 16.120460 Bx0000 Broadcast Zighee 51 Many-to-One Route Request, Dst: Oxfffc, Src: 0xBaoe
48 16.179585 Bx0a08 Broadcast Zighee 51 Many-to-One Route Request, Dst: @xFffc, Src: GhB0oa
41 16.181315 Bxd30e Broadcast ZigBee 65 Device Announcement, Nwk Addr: Bx43@e, Ext Addr: MaxStrea 88:41:d1l:cc:2c
42 16.339354 Bx0808 Broadcast ZigBee 51 Many-to-One Route Request, Dst: @xfffc, Src: @xB80a
43 16.480617 0x0000 Broadcast Zighee 51 Many-to-One Route Request, Dst: OxFffc, Src: @xpoon
44 16.496483 040000 Broadcast Zighee 51 Many-to-One Route Request, Dst: @xFffc, Src: @xe00a
45 16.636793 308 Broadcast Zighes .. 65 Device Announcement, Muk Addr: @xd30e, Ext Addr: MaxStrea_dd:dl:di:cc:lc
46 16.701450 ox0000 Broadcast Zighee 51 Many-to-One Route Request, Dst: @xfffc, Src: Oxpao0 Router 02
47 17.730942 Bxa30e ) ZigBee 55 Route Record, Dst: ©x0080 .
48 17.733084 TEEE 89.. 5 Ack C5M N
49 17.777760 A 308 @x0000 Zighes .. 48 Node Descriptor Request, Mwk Addr: 0x0000
50 17.770619 IEEE 80.. 5 Ack
5117.786265 Bx0000 xa30e Zighee .. 62 Node Descriptor Response, Rev: 22, Mk Addr: 0x8000, Status: Success
52 17.788632 LEEE 8. 5 Ack
53 17.791285 D008 Ox438e ZigBee 45 APS: Ack, Dst Endpt: @, Src Endpt: @
54 17.793115 LEEE 8a. 5 Ack
55 17.795529 Bxd38e Bx0088 ZigBee 58 Request Key
56 17.797771 LEEE 80 5 Ack
57 17.806713 308 0x0000 Zighee 45 APS: Ack, Dst Endpt: @, Src Endpt: @
58 17.802537 TEEE 80.. 5 Ack
59 17.807849 ox0000 x430e Zighee @snam Key Trust Centre Link Key
60 17.811112 IEEE 84..
6117.819265 B30 ©x0080 Zighee 65 Verify Key
62 17.821727 LEEE 88. S Ack
63 17.838195 Bx0B00 Ox438e ZigBee 39 APS: Ack
64 17.831826 LEEE 86. 5 Ack
65 17.833859 040000 exade Zighee 67 Confirm Key, SUCCESS
66 17.836386 TEEE 80.. 5 Ack
67 17.846904 oxd30e 0x0008 Zighee 48 APS: Ack
68 17.848823 IEEE 84.. 5 Ack
69 17.851680 B30 0xB060 Zighee 58 Extended Address Request, Nuk Addr: @xee00
78 17.853583 LEEE 88. S Ack
71 17.859429 Bx0808 Bxa3de ZigBee 57 Extended Address Response, Status: Success, Mk Addr: 8x8088 = MaxStrea_8@:41:d1:c2:77
72 17.861636 LEEE 88. 5 Ack
7317864658 0x0000 oxdde Zighee 45 APS: Ack, Dst Endpt: 0, Src Endpt: @
74 17866480 TEEE 89.. 5 Ack
75 17.875331 oxd30e @x0000 Zighee 45 APS: Ack, Dst Endpt: @, Src Endpt: @
76 17.877154 IEEE 84.. 5 Ack
77 19.561530 xd e Broadcast Zighee 53 Link Status

Figure 4.19. Capturing symmetric keys on a CSM network.

In the joining process on the CSM network, the joining router first received the
encrypted network key. The router then requested and received an updated trust centre link key
from the trust centre/coordinator for all future unicast communications. A key hash was
generated and sent from the router as a ‘Verify Key’ frame to verify the integrity of the received
trust centre link key. The trust centre/coordinator checked the key hash in the ‘Verify Key’

frame and confirmed with a ‘Confirm Key’ frame (see Figure 4.20). Both the captured

91



“Transport Key’ frames contained the symmetric keys, which are encrypted with the initial

preconfigured link key known to the attacker.

Verify Key (Joining Router)

Frame 61: 65 bytes on wire (520 bits), 63 bytes captured (584 bits) on interface \\.\pip
TEEE 882.15.4 Data, Dst: 8x8@08, Src: @x43ee
ZigBee Network Layer Data, Dst: 8x@@@@, Src: @9x43@e
Frame Control Field: @x@2@8, Frame Type: Data, Discover Route: Suppress, Security Data
Destination: ©x0@08

i

Source: 8x438e

Radius: 3@

Sequence Number: 24@

[Extended Source: MaxStrea_@@:41:dl:cc:2c (@@:13:a2:008:41:dl:cc:2c)]

Origin: 31

ZigBee Security Header
Security Control Field: @x28, Key Id: Network Key, Extended Monce
Frame Counter: 11
Extended Source: MaxStrea_®@:41:dl:cc:2c (@@:13:a2:08:41:dl:cc:2c)
Key Sequence Number: &

<

MEssage Inte

Integrity Code: fe9821a8
< ? S75d8968af279d9665928df{717895d3] 37 Network Key
Key Origll

ZigBee Appli:ation Support Layer Command
Frame Control Field: Command (@x41)
Counter: 22
« Command Frame: Verify Key
Command Identifier: Verify Key (@xef)
Key Type: Trust Center Link Key (8x@4)
Extended Source: MaxStrea @@:41:dl:cc:2c (8@:13:a2
(@Iash 935e48bd365682784cbbdfa7212387b
—

2000 41 16 of 84 2c cc dl 41 00 a2 13 o0 :ENECRECNN Ao, - -A
ZCHCR3c 65 68 27 84 cb bd fa 72 12 38 7|

B

Frame (63 bytes)  Decrypted ZigBee Fayload (28 bytes)

Close Help

Confirm Key (Trust Centre/Coordinator)

Frame 65: 67 bytes on wire (536 bits), 65 bytes captured (528 bits) on interface \\.\pip«
IEEE 802.15.4 Data, Dst: @x43@e, Src: 0x0000
ZigBee Network Layer Data, Dst: ©x43@e, Src: 8x0008
v ZigBee Application Support Layer Command
| Frame Control Field: Command (@x61)
Counter: 3
v ZigBee Security Header
Security Control Field: @x28, Key Id: Link Key, Extended Nonce
Frame Counter: 208483
Extended Source MaxStrea_e@:41:d1:c2:77 (©9:13:a2:00:41:d1:c2:77)

< [Key (4dda2h239f3dd66ad6259a6hh549392] Trust Centre Link Key

| v Command Frame Confirm Key, SUCCESS
Command Identifier: Confirm Key (8x18)
| Status: SUCCESS (0x@9)
| Key Type: Trust Center Link Key (@xe4)
| Extended Destination: MaxStrea @:41:dl:cc:2c (@@:13:a2:00:41:d1:cc:2c)

eeea 61 3 50 8@ @0 77 c2 dl1 41 @@ a2 13 0@ 65
99 78 2b 95 ad 71 94 ad 2f 13 39

Frame (65 bytes)  Decrypted ZigBee Payload (30 bytes)  Decrypted ZigBee Payioad (11 bytes)

Figure 4.20. Symmetric key verification on CSM Network.
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The captured symmetric keys can then be used for further decryption of network data

on the CSM network (see Figure 4.21).

Network Key

ark - Packet X

Counter: @ ~
v ZigBee Security Header
Security Control Field: 0x3@, Key Id: Key-Transport Key, Extended Nonce
Frame Counter: 20481
Extended Source: MaxStrea_00:41:d1:c2:77 (00:13:22:00:41:d1:¢2:77)

Message Integrity Code: fbd81762
< [Key: bbf5820052d0a57173cc5cfd6237e3d1] Preconfigured Link Key
[Key Label: Link Key

v Command Frame: Transport Key
Command Identifier: Transport Key (@x@5)
Key Type: Standard Network Key (@x81)
4 Network Key
Sequence Number: @
Extended Destination: MaxStrea_0@8:41:dl:cc:2c (@@:13:a2:00:41:d1:cc:2c)
Extended Source: MaxStrea_00:41:d1:c¢2:77 (00:13:32:00:41:d1:¢2:77) v

[-o}-x57 5d 89 68 af 27 9d 96 65 02 8d fc 71 78

ee1e 2¢ cc dl 41 88 a2 13 80 77 c2 dl1 41 @e
a2 13 09

Frame (71bytes)  Decrypted ZigBee Payload (35 bytes)

Updated Trust Centre Link Key

Frame Control Field: Command (©x21) o
Counter: 2
v ZigBee Security Header
Security Control Field: ©x38, Key Id: Key-Load Key, Extended MNonce
Frame Counter: 20482
Extended Source: MaxStrea_00:41:d1:c2:77 (00:13:22:00:41:d1:c2:77)
Message Integrity Code: 52dcelaf
Precunﬂgured Link key
[Key Label: Link Key]
v Command Frame: Transport Key
Command Identifier: Transport Key (@x@5)
Key Type: Trust Center Link Key (@x@4)

ey: _cAdda2b23ef3dd@6ad bb 2 Trust Centre Link Key

Extended Destination: MaxStrea 00:41:dl:cc:2c (00:13:a2:00:41:d1:cc:2c)

Extended Source: MaxStrea_86:41:d1:c2:77 (00:13:22:00:41:d1:c2:77) v
< >
0000 05 [l c4 dd a2 b2 3e f3 dd @6 ad 62 59 a6 bb ad - ---> bY

9a 92 2c cc d1 41 80 a2 13 @0 77 c2 dl 41 8@ a2 LA we A

13 00

Frame (88bytes)  Decrypted Zighee Payload (53bytes)  Decrypted ZigBee Fayioad (34 bytes)

Figure 4.21. Decrypting symmetric keys on a CSM network.
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e Capturing Network Key Rotation:
The network key rotation was captured roughly 26 hours after the network started. The
trust centre/coordinator broadcasts ‘Transport Key’ packets containing the updated network
key and notifies network nodes to ‘Switch Key’. However, the updated network key is

encrypted with the old network (compromised) network key (see Figure 4.22).

File Edit View Go Cepture Aralyze Stotistics Telephony Wireless Tools Help
amie REG /Res==FLs 35 =Saaan
[MTooy o dispiy fier  <cut /> O+
o Tme: Source Destination Protocol Length  Info 3
17434 93045.342015 axd3e7 Broadcast ZigBee 53 Link Status
17435 92846.674089 ax0e000 Broadcast ZigBee 53 Link Status
17436 92057.694035 ax43ee Broadcast ZigBee 53 Link Status
17437 92062.757737 axd3e7 Broadcast ZigBee 53 Link Status
17438 93064.692907 2x00680 Broadcast ZigBee 53 Link Status —
17439 93070.279018  @xP860 Broadcast ST Z1gBee 74 Transport Key
17446 93670.306590  OXBOAO Bro " ZigBee 74 Transport Key
17441 53070.344239 axeeee Broadcast ZigBee 74 Transport Key
17442 93070.734492 axeeee Broadcast ZigBee 74 Transport Key
17443 93071.227787 ax0060 Broadcast ZigBee 74 Transport Key
17444 93073.318659 ax438e Broadcast ZigBee 53 Link Status
17445 93078.319982  oxd367 Broadcast ZigBee 53 Link Status Network Key
17446 93082.600449  OXB0H0 Broadcast ZigBee 53 Link Status Retation
17447 93089.138639 ox438e Broadcast ZigBee 53 Link Status
17448 93090.271337 ax8e68 Broadcast ZigBee 41 switch Key
17449 93090.307022 @x0080 Broadcast ZigBee 41 switch Key
17458 93090.333845 0x0080 Broadcast ZigBee 41 Switch Key
17451 93@90.737030 2x0080 Broadcast ZigBee 41 Switch Key
17452 93091.239342 9x0000 Broadcast ZigBee 41 Switch Key
17453 92094, 996365 axd3e7 Broadcast ZigBee 53 Link Status -
17454 93100.196038 9x0000 Broadcast ZigBee 53 Link Status
17455 93106.555337 @x438e Broadcast ZigBee 53 Link Status
Frame 17439: 74 bytes on wire (592 bits), 72 bytes captured (576 bits) 3
IEEE 802.15.4 Data, Dst: Broadcast, Src: @xeeee
ZigBee Network Layer Data, Dst: Broadcast, Src: exeeee v
c9 b5 7e 25 d9 98 8c a7 ea le 8d eff 2
21 00 0 60 00 90 00 00 @0 77 c2 di W .
Frome (72 bytes)  Decrypead ZigBee Payload (37 bytes)
© 7 eypsaiffng peap Packets: 17772 - Displayed: 17772 (100.0%) Prafle: Default

Frame 17439: 74 bytes on wire (592 bits), 72 bytes captured (576 bits)
TEEE 802.15.4 Data, Dst: Broadcast, Src: @x0e00
~ ZigBee Network Layer Data, Dst: Broadcast, Src: @x@eee
Frame Control Field: @x@2@8, Frame Type: Data, Discover Route: Suppress, Security Da.
Destination: exffff
Source: @x@e0a
Radius: 3@
Sequence Number: 193
[Extended Source: MaxStrea_©@:41:d1:c2:77 (@8:13:22:00:41:d1:¢2:77)]
Origin: 3
~ ZigBee Security Header
Security Control Field: @x28, Key Id: Network Key, Extended Nonce
Frame Counter: 26417
Extended Source: MaxStrea 0@:41:d1:¢2:77 (00:13:a2:00:41:d1:¢2:77)
Key Sequence Number: @

Message Integrity Code: Rr7R92ac
Key: 575d8968af279d9665028dfc717895d3] Old Network Key
[Key Label: NetworR Key]

~ ZigBee Application Support Layer Command
Frame Control Field: Command (@xe9)
Counter: 29
v Command Frame: Transport Key
Command Identifier: Transport Key (@xe5s)
Key Type: Standard Network Key (8x81)
ey: (Ob57e25d0988caTeale8de6ofaceBal Updated Netwark Key
Sequence NOmDErT
Extended Destination: ©6:00:00_00:00:00:00:00 (20:00:00:00:00:00:00:060)
Extended Source: MaxStrea_00:41:d1:c2:77 (00:13:a2:608:41:d1:c2:77)
0606 69 1d 85 01

ae1e EINCTSN-CREP] 01 @0 00 0@ ©0@ 00 0@ @8 00 77 c2 dl W
41 0@ a2 13 @@ A

Frame (72bytes)  Decrypted Zigbee Payload (37 btes)

Figure 4.22. Capturing network key rotation on a CSM network.
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4.5.1.1.3 DSM Network Findings

When the join window on the DSM network opens, the router joins the network, and a
single symmetric key is sent to the device originating from a trust centre/router node. The
‘Transport Key’ frame containing the symmetric key is encrypted with the preconfigured and
compromised link key. The captured symmetric keys can be used for further decryption of

network data on the DSM network (see Figure 4.23).
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Figure 4.23. Capturing symmetric keys on a DSM network.
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4.5.1.2 Experiment 7: Packet Decryption/Eavesdropping Attacks

After an attacker has compromised a ZigBee network’s symmetric keys, the network
data can be externally captured and decrypted. In ZigBee, the NWK layer (broadcast)
encryptions are encrypted with the network key, and APS (unicast) communications are
encrypted with the link key (Radmand et al., 2010). This experiment assumes that an attacker
has obtained each of the victim network’s symmetric keys through techniques shown in Section
4.5.1.1. This experiment is only performed on a single CSM network because encryption works
similarly on a DSM network.
4.5.1.2.1 Decrypting NWK Layer/Broadcast Communications

Broadcast packets are transmitted on the network from gateway nodes. These packets
can be decrypted with the network key. When sending a generic transmit request packet from
the coordinator to a router node, encryption is applied on the NWK layer using the network

key (see Figure 4.24).
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Figure 4.24. NWK layer decryptions on ZigBee 3.0.
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4.5.1.2.2 Decrypting APS Layer (Unicast) Communications

A transmit request frame with APS encryption enabled is created in the XBee API
Frames Generator on the coordinator node and transmitted to a router node. After the frame is
sent, the packet is captured in Wireshark and decrypted with the updated trust centre link key

(see Figure 4.25).

S
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Figure 4.25. APS layer decryptions on ZigBee 3.0.
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On a DSM Network, APS secured frames are encrypted with the preconfigured link
key because devices do not receive an updated trust centre link key upon joining.
4.5.2 Node Impersonation Attack

A node impersonation attack can be performed against ZigBee 3.0 networks using the
compromised symmetric keys. For this experiment, an attacker impersonates a legitimate
coordinator node configured with the captured network information and the symmetric keys of
the victim network. The attacker will attempt to realign a victim node to the attacker’s network
using a spoofed coordinator realignment frame. A successful attack would unwillingly cause
the victim node to join the attacker’s network, resulting in data compromise or DoS. For the
following node impersonation attack experiment, it is assumed that the attacker has already
obtained the network information and compromised the symmetric keys.
4.5.2.1 Experiment 8: Node Impersonation Attacks
4.5.2.1.1 Attack Setup and Execution

A coordinator (attacker) node is configured with the obtained victim network

information and symmetric keys (see Figure 4.26).

~ Networking
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~ RF Interfacing
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i SCScan Channels Victim Operating Channel
i SD Scan Duration exponent

Figure 4.26. Configuration of attacker node for impersonation attack.
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Figure 4.26 shows the configuration of the impersonated coordinator, for targeting a
CSM network. The device is configured with the extended PAN-ID and compromised
symmetric keys to match the victim network’s configuration. Moreover, its channel scan is
limited to match the operating channel of the victim network.

The attack is initiated from Kali Linux using the ‘zbrealign’ tool to create and send a

spoofed coordinator realignment frame to the victim network (see Figure 4.27).

v -f 13 -1 y 0 277 D1CC2C -& B435 newchannel 13 newpanid 3354

0000 to be the

Figure 4.27. Executing ‘zbrealign’ script from Kali Linux.
4.5.2.1.2 CSM Network Findings

Figure 4.28 shows the victim router node (Router_02) targeted in this attack and the
networking parameters established on the attacker node. A network is formed on the attacker

node using the same channel and extended PAN-ID as the victim node:
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41picc2c

Router 01 Router 02

Attacker
0 - . .
Matching Victim
::m@ Extended PAN ID
=} Matching Victim
i NC Number of Remaining Children 14 Operating Channel

Victim 'Router_02'
i Al Association Indication 0

i OP Operating PAN ID BI0FFAC0AS960815

i Ol Operating 16-bit PAN ID 7A27

Target Parameter
i CH Operating Channel D

i NC Number of Remaining Children 14

Figure 4.28. Pre-attack network scan and operating parameters for node impersonation attack
(CSM network).

While the attacker node is idly waiting with its join window open, the Kali Linux
machine transmits a spoofed coordinator realignment frame to the victim node. It is found that
the victim node’s operating parameters are realigned to match the attacker’s parameters but it

does not join the attacker’s network (see Figure 4.29).
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Attacker
i Al Association Indication ]
i OP Operating PANID B10FFACOABI60B15
i Ol Operating 16-bit PAN ID 3354
i CH Operating Channel D
E i NC Number of Remaining Children 14
eal3n2ee) 282134208
21017258 4101cC2C
0000 8435 Victim 'Router_02'
Attacker Victim i Al Association Indication 0
i OP Operating PAN ID BIOFFACDAZI60B15
i Ol Operating 16-bit PAN ID Realigned PAN
i CH Operating Channel D
i NC Number of Remaining Children 14

Figure 4.29. Post-attack network scan and operating parameters for node impersonation attack
(CSM network).
4.5.2.1.3 DSM Network Findings

On the DSM network, Router_03 is the victim node for this attack (see Figure 4.30).

RS

©013A200
41D1C277

Router_01

Target

® @

@013A200 00134200
41D1CC94 41piccac
Router_02 Router_03

Figure 4.30. Pre-attack network scan for node impersonation attack (DSM network).
With the attacker node idly waiting with its join window open, the spoofed coordinator
realignment frame is transmitted from the Kali machine to ‘Router_03’. It is found that

immediately after launching the attack, ‘Router_03’ leaves its initial network and joins the
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attacker’s network. The other nodes of the victim network appear when initiating an XCTU

network scan from the attacker node but do not join the network (see Figure 4.31).
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Figure 4.31. Post-attack network scan and operating parameters for node impersonation attack
(CSM network).

4.5.3 Summary of Security Issue 2 Findings

4.5.3.1 Eavesdropping Attacks

The findings of the experiments that investigated eavesdropping attacks using
compromised symmetric keys on ZigBee 3.0 networks are summarised as follows:

e Key Sniffing:

A compromised link key can be used to decrypt the symmetric keys sent to a joining
device on secured ZigBee 3.0 networks, as shown in Section 4.5.1.1. The compromised link
key was used on the CSM network to capture and decrypt the network key and the updated
trust centre link key. Furthermore, when the trust centre initiated a network key rotation, the
network key was encrypted with the previous (compromised) network key. In contrast, only a
single symmetric key (network key) was sent to the joining device on the DSM network. The

network key was decrypted with the compromised link key. Once the symmetric keys of the
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DSM network are obtained, the network is indefinitely compromised because the keys are fixed
and cannot be changed or rotated.
e Packet Decryption:

In the ZigBee protocol, broadcast/NWK layer communications are encrypted with the
network key (Radmand et al., 2010). If an attacker obtains the network key, these
communications can be decrypted, as demonstrated in Section 4.5.1.2. Furthermore, when a
generic ZigBee packet, including a transmit request, is sent from one device without APS
encryptions, encryption is applied to the NWK layer using the network key.

The ZigBee protocol encrypts unicast/APS layer communications with the link key. On
the CSM network, it is found that the updated trust centre link key was used to encrypt ongoing
APS encrypted packets after the device joins the network. However, the DSM network
continues to encrypt with the preconfigured link key since there are no additional symmetric
keys upon joining.
4.5.3.2 Node Impersonation Attack

The node impersonation attack utilised the compromised symmetric keys (excluding
the updated trust centre link key) to configure an impersonated coordinator and hijack a victim
node from a targeted network, as discussed in Section 4.5.2. A spoofed coordinator realignment
frame was sent to a victim node while the join window of the impersonating coordinator was
open. Against the CSM network, the victim node left its initial network but did not join the
attacker node. On the DSM network, the victim node left and joined the impersonated

coordinator network.
4.6 Security Issue 2: Insufficient Denial of Service Protection Mechanisms

The experiments of security issue 3 analyse the sufficiency of DoS protection
mechanisms on ZigBee 3.0 through executing a series of attacks and evaluating their impact

against the availability of the network and services. The DoS attack experiments are performed
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against a single CSM network internally and externally, and the impact is evaluated through
observational (qualitative) findings and numerical (quantitative) findings.
e Security Configuration and Setup:
The DoS attack experiments are performed against a single ZigBee 3.0 CSM network

consisting of eight nodes, including three gateway nodes and five end device nodes (see Figure

4.32).

Figure 4.32. End device nodes for DoS experiments.
o Security Configuration:
The network uses a centralised trust centre (EO = 2), and each device is initially

authenticated with a preconfigured link key (see Figure 4.33):

Trust-Centre/Coordinator, Routers, and End-Device Nodes
~ Security
Set initial security parameters used during form/join. Changing these parameters after association may cause the device to leave the network EE =1 (Encryption Enabled)
zz:y;:;:::rm ?:bhd m st ;“ EO = 2 (Centralised Trust Centre)
I—I KY = non-zero (Pre-configured)
iKY Link Key | bbfs820052d0257173¢c5cid6237e3d1 | NK = 0 (Random Network Key
I NK Trust Center Network Key |0 |4
i RK Trust Center Network Key Rotation Interval [o ke
i KT Trust Center Link Key Registration Timeout [2c xtsec =]
| I? Install Code 26012503FE833505EC3D646835E1CF2FBADE
T —— R @
i US OTA Update Server [0 J
i SA Secure Access Options 0 Bitfield @
i Secure Session Authentication Configure

Figure 4.33. Security configuration for Security Issue 3 (DoS) experiments.
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o End Device Functionality:

Each end device node is programmed to report its battery level by generating and
transmitting a packet to a router (gateway) node every 3 seconds. The programme uploaded to
each Waspmote v.1.5 Board is a modified ‘XBee’ communications example code found in the
Waspmote IDE (see Appendix C for end device code). Each end device transmits a packet to
the following router node:

1. End-Device _01: Sends a Packet to Router_01 every 3 seconds.
2. End-Device_02: Sends a Packet to Router_01 every 3 seconds.
3. End-Device_03: Sends a Packet to Router_01 every 3 seconds.
4. End-Device_04: Sends a Packet to Router_02 every 3 seconds.
5. End-Device_05: Sends a Packet to Router_02 every 3 seconds.

o Gateway Functionality:

The gateway nodes idly relay the messages between nodes across the network. In
specific experiments, a router node is configured to send packets to the other router node at
defined intervals (see Appendix D for packet creation in XCTU).

4.6.1 External DoS Attacks

The external DoS attacks are externally performed against the network using the Kali
Linux machine and ApiMote hardware to exploit the functionality of the ZigBee protocol and
attempt to affect the availability of the testbed network and services. The first two experiments
(Experiments 9 and 10) are flooding attacks that utilise KillerBee tools and ApiMote hardware
to rapidly generate and transmit spoofed packets using the obtained network information across
the victim network’s operating channel. The third experiment (Experiment 11) exploits the
protocol with a spoofed realignment packet in an attempt to isolate a victim node from its

network.

106



Table 4.8

External DoS Experiment Descriptions

Test  Network Test Description
ID

Experiment 9: PAN-ID Conflict Flooding (External)

T15 CSM Measuring the number of successfully received packets on router
nodes sent from the end device nodes

T16 CSM Measuring the number of successfully received packets by Router 02
sent from Router_01

T17 CSM Testing XCTU (software) functionality and the trust centre’s ability to
authenticate nodes

T18 CSM Testing the impact of an extended PAN-ID Conflict Flooding attack
against a ZigBee 3.0 network

T19 CSM Testing whether adjusting the network’s PAN Conflict Threshold will
mitigate and reduce the number of PAN conflict reports

Experiment 10: Association Flooding (External)

T20 CSM Measuring the number of successfully received packets on router
nodes sent from the end device nodes

T21 CSM Testing XCTU (software) functionality and the trust centre’s ability to
authenticate nodes

Experiment 11: Network Realignment Attack (External)

T22 CSM Realigning the PAN-ID of a victim node to halt its ability to
route/receive data and leave the network

4.6.1.1 Experiment 9: PAN-ID Conflict Flooding

In ZigBee networks, when a node receives a beacon request frame with the same 16-bit
PAN-ID, it responds by reporting a PAN-ID conflict to the network manager (Coordinator).
This function is exploited on the ZigBee 3.0 network using the KillerBee tool
‘zbpanidconflictflood’ along with two ApiMote interfaces.
4.6.1.1.1 Attack Execution

Figure 4.34 shows the syntax and execution of the KillerBee script
‘zbpanidconflictflood’ to trigger PAN-ID changes on the ZigBee 3.0 network. After launching
the attack, the coordinator receives a PAN-ID conflict report and migrates the network to a new

16-bit PAN-ID (see Figure 4.34).
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root@kali: ~ @ ® 0

File Edit View Search Terminal Help
:~# ./zbpanidconflictfloed -h
usage: zbpanidconflictflood [-h] -f CHANNEL [-i DEVSTRING]
[-1 LISTENINTERFACE] -p PANID -e EPANID -s
COORDINATOR [-w SLEEP]

optional arguments:
., --help show this help message and exit
CHANNEL, --channel CHANNEL, -c CHAMNNEL
i DEVSTRING, --interface DEVSTRING
LISTENINTERFACE, --listen LISTENINTERFACE

PANID, --panid PANID
-e EPANID, --epanid EPANID

ed PAN ID
5 COORDINATC rd COORDINATOR

Figure 4.34. Executing ‘zbpanidconflictflood’ script in Kali Linux.

Frame details

Modem Status (AP 2) [

7E B8 82 BA 3F 36

Start delimiter

7E

Length

Be @82 (2)

Frame type

84 (Modem Status)

Status

3F (Coordinator changed PAM ID due to a conflict)
Checksum

36

Figure 4.35. Coordinator PAN-ID change.
4.6.1.1.2 Impact on Received Packets (Router Nodes)
Figure 4.36 shows the number of successfully received packets on router nodes sent

from the end device nodes over 15 minutes.
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Router_01: Number of Received Packets (PAN-ID Conflict Flood)
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Figure 4.36. Number of received packets on router nodes (PAN-1D flooding).

After launching the attack, the router nodes continued to receive packets from the end
devices without significant delays or dropped packets. On Router_02, packets sent from End-
Device_04 experienced slight delays during the attack.

When sending packets (sent at 3-second internals) from one router to another over 15
minutes, noticeable effects were detected on the packet receive rate when the attack started (see
Figure 4.37). The intervals where the router nodes undergo a PAN-ID change show the delays

in receiving packets.
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Router_02: Number of Received Packets (PAN-1D Conflict Flooding)

oo 0 n ' ' R n '
Attack Starts r

Passive Phase /

Router_01

Mumber of Received Packet:
=

100 200 300 400 500 600

Time (Seconds)

Figure 4.37. Number of received packets on Router_02 (PAN-ID conflict flooding).
4.6.1.1.3 Impact on XCTU Functionality and Device Authentication

When the join window opened with the attack in motion, End-Device_01 was able to
rejoin the network, and End-Device_02 could successfully authenticate and join the network
through the coordinator node. In addition, the coordinator can discover and map nodes without
delays when initiating an XCTU network scan. However, the router nodes were able to discover

nodes in the network only once the PAN-ID changes took effect (see Figure 4.38).
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Figure 4.38. XCTU network scan from gateway nodes (PAN-ID conflict flooding).

4.6.1.1.4 Impact of an Extended (12 Hours) Attack

Figure 4.39 shows XCTU network scans performed on the coordinator node before and

after the 12-hour PAN-ID conflict flooding attack.
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Figure 4.39. XCTU network scans before and after extended attack (PAN-ID conflict

flooding).
The extended attack caused no change to the network’s initial routing structure, and

each node continued to operate without crashing. Throughout the attack (12 hours), the

coordinator changed the PAN-ID a total of 1,517 times.
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4.6.1.1.5 Mitigating PAN-ID Conflict Flooding Attacks

PAN-ID conflict flooding can be addressed or mitigated on ZigBee 3.0 networks by
adjusting the ‘PAN Conflict Threshold’ (CR) on the Coordinator/Network Manager node (see
Figure 4.40). The CR determines the number of PAN-ID conflict reports that must be received

within one minute in order to trigger a PAN-1D change, and its default value is 3.

i CR PAN Conflict Threshold | Aj

Range: [0x0 - 0x3F] (Default: 3)

Set/read threshold for the number of PAN ID conflict reports that must be received by the network
manager within cne minute to trigger a PAN ID change. If set to zero, detected PAM ID conflicts will not
cause a PAN ID change.

Figure 4.40. PAN conflict threshold on XBee 3.

Increasing the CR to A (10) significantly reduced the number of PAN-ID changes over
a 10-minute interval. The coordinator changed the PAN-ID only once after 5 minutes into the
attack and caused minimal disruption to the router nodes. Alternatively, the CR can be set to 0
to disable the PAN-ID change feature.
4.6.1.2 Experiment 10: Association Flooding

Association flooding is an attack that attempts to overwhelm a ZigBee device from too
many connecting stations. This attack works by repeatedly sending association requests to the
discovered PAN-ID of a victim network (River Loop Security, n.d.-b). In ZigBee 3.0, the join
window must be open for the devices to respond to the attack, and the default join window of
XBee 3 is 254 seconds (NJ=FE). The commissioning button is pressed on a gateway node to
open the join window after the attack commences. Association requests are injected from both
ApiMote tools to maximise the number of requests with the utilised hardware.
4.6.1.2.1 Attack Execution

Figure 4.41 shows the syntax and execution of the KillerBee script ‘zbassociationflood’

to inject association requests against the target 16-bit PAN-ID.
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root@kali: ~ 2 ([ X
File Edit View Search Terminal Help
:~# zbassocflood -h

zbassocflood: Transmit a flood of associate requests to a target network.
jwright@willhackforsushi.com

e: zbassocflood [-pcDis] [-1 devnumstring] [-p PANID] [-c channel]
[-5 per-packet delay/float]

zbassocflood -p 8xBAAD -c
:~# zbassocflood -p OX7E4A -c 22 -i /dev/ttyUSBdD
root@kali: ~

File Edit View Search Terminal Help
:~# zbassocflood -p Ox7E4A -c 22 -i /dev/ttyUSB I

Figure 4.41. Executing ‘zbassocflood’ in Kali Linux.

4.6.1.2.2 Impact on Received Packets (Router Nodes)

Figure 4.42 shows the number of successfully received packets on router nodes sent

from end devices over 15 minutes.

Router_01: Number of Received Packets (Assocation Flooding)

Attack Starts

Passive Phase

——End-Devicz 01

]
Ed

400 500 600

Time (Seconds)

Router_02: Number of Received Packets (Association Flooding)

Attack Starts

o ctve Pk /

——End-Device 04

End-Device_05

Number of Receiv

400 500 600

Time (Seconds)

Figure 4.42. Number of received packets on router nodes (association flooding).
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Throughout the experiment (900 seconds), the number of received packets grew at a
linear rate on both router nodes. This result indicates that the association flooding attack had
no impact on the rate of received packets, even after opening the join window.
4.6.1.2.3 Impact on XCTU Functionality and Device Authentication

After opening the join window during the attack, End-Device 01 could rejoin the
network, and End-Device_02 could successfully authenticate and join the network through the
coordinator node. Fake association requests appeared in the XCTU network scan from gateway
nodes after opening the join window (see Figure 4.43). However, it did not affect the nodes’
functionality. Once the join window closes, the fake association requests are dropped, and the

gateway nodes do not respond to the requests.
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Figure 4.43. XCTU network scan from gateway nodes (association flooding).
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4.6.1.3 Experiment 11: Network Realignment Attack

The network realignment attack targets a single node and realigns its operating
parameters to isolate it from its network, resulting in DoS. This attack aims to realign the target
node ‘Router_02’ to a new PAN-ID to prevent its ability to route/receive data and cause its
connected child nodes to leave the network. Figure 4.44 shows the target node (Router_02) and

its four connected end device nodes.

20134200
4101C277
_d Y-
0000

255/255_~ 255255
@ . LR
00134200 2554255, » 89134200
21D1CC54 41p1CC2C
an E9BD

€ (E) e e L.

80134208 2 aa13a288 41CC6398
41CC639E pei3Azee) 09134200 41010108
21CC3FIF 41D17A98 8435
9DAD

086A 008D FARE

Figure 4.44. Pre-attack scan on XCTU (network realignment attack).
4.6.1.3.1 Attack Execution

Figure 4.45 shows the KillerBee tool ‘zbrealign’ used to create and transmit a spoofed
coordinator realignment frame to the MAC address of Router_02. The spoofed frame is sent

and captured in Wireshark, showing the realignment commands issued to Router_02.
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root@Kali: ~ e ® 0

File Edit View Search Terminal Help
# zbrealign -h
usage: zbrealign [-h] -f CHANNEL [-z SUBGHZ PAGE] [-i DEVSTRING] -p PANID -s
COORDINATOR -1 LONGCOORD -d DEVICE -e DEVICESHORT [-q SRCSEQ]
[-b SRCSEQZBNWK] --newchannel NEWCHANNEL --newpanid NEWPANID
[--numloops NUMLOOPS]

optional arguments:
-h, --help show this help message and exit
-f CHANNEL, --channel CHANNEL, -c CHANNEL
-z SUBGHZ PAGE, --subghz page SUBGHZ PAGE
-i DEVSTRING, --interface DEVSTRING
PANID, --panid PANID
The current PAN ID of the victim PAN
COORDINATOR, --coordinator COORDINATOR
Realignment packet coordinator short address
LONGCOORD, --longcoord LONGCOORD
The long address of the coordinator
DEVICE, --device DEVICE
Destination device long address
DEVICESHORT, --deviceshort DEVICESHORT
Realignment packet device short address
SRCSEQ, --srcseq SRCSEQ
SRCSEQZBNWK, --srcseqzbnwk SRCSEQZBNWK
ewchannel NEWCHANNEL
The channel to re-align the PAN with
-newpanid NEWPANID The new PANID to re-alight the target PAN with
--numloops NUMLOOPS
# zbrealign -f 22 -i /dev/ttyUSBe® -p BxOFF9 -s 0000 -1 ©013A20041D1C277 -d ©013A20041D1CC94 -e A651 --newchannel 26 --newpanid 1234 | |

a

Am:@ REexmTiEEaaan

P T py P o L o
1 0.000000 0x0000 Broadcast ZigBee 53 Link Status
2 5.286698 2xa651 Broadcast ZigBee 53 Link Status
3 11.521517 9x8a46 Broadcast ZigBee 53 Link Status
4 14.660832 0x0000 Broadcast ZigBee 53 Link Status
5 19.638078 oxa651 Broadcast ZigBee 53 Link Status
6 26.954662 0x8ad6 Broadcast ZigBee 53 Link Status
7 31.659634 0x0000 Broadcast ZigBee 53 Link Status
8 32.481595 00:13:22:00:41:d1:c2:.. 00:13:22:00:41:d1:cc:.. IEEE 80.. 33 Coordinator Realignment, PAN: ©x1234, Coordinator: @x080@, Channel: 26, Addr: @xa651
9 35.157752 2xa651 Broadcast ZigBee 53 Link Status
10 42.833123 0x8ad6 ZigBee 53 Link Status

Frame 8: 33 bytes on wire (264 bits), 31 bytes captured (248 bits) on interface \\.\pipe
« TEEE 802.15.4 Command, Dst: MaxStrea_@@:41:d1:cc:94, Src: MaxStrea_0@:41:d1:c2:77
Frame Control Field: @xcc@3, Frame Type: Command, Destination Addressing Mode: Long/64

Sequence Number: 1
Destination PAN: Oxffff

Destination: MaxStrea_0@:41:d1:cc:94 {@0:13:a2:00:41:d1:cc:94)
Source PAN: @xoff9

Extended Source: MaxStrea_@:41:d1:c2:77 €@
Command Identifier: Coordinator Realignment (X
< Coordinator Realignment
PAN ID: ©x1234
Coordinator Short Address: ©x2008
Logical Channel: 26
Short Address: @xa651

ination (Router_02

Spoofed Coordinator

Addres

Realignment Instructions

03 cc 01 ff ff 94 cc d1 41 @0 a2 13 @@ 9 ef 77 A W
0010 c2 d1 41 00 a2 13 @0 [J§ 34 12 00 00 1a 51 a6 ABaQ

Close Help

Frame 8: 33 bytes on wire (264 bits), 31 bytes captured (248 bits) on interface \\.\pipe\zboss_sniffer_COM18, id @
IEEE 802.15.4 Command, Dst: MaxStrea_00:41:d1:cc:94, Src: MaxStrea_0:41:d1:c2:77

Figure 4.45. Executing ‘zbrealign’ script and frame capture.
4.6.1.3.2 Impact on ZigBee 3.0 Network

Immediately after launching the attack, Router_02 leaves the network and changes its
PAN-ID to match the realignment instructions contained in the spoofed coordinator

realignment frame (see Figure 4.46).
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Figure 4.46. Network realignment attack on ZigBee 3.0 network.

End-Device_01 and End-Device_04 did not change parent nodes after launching the
attack and only rejoined the network after opening the join window. Router_02 remained
separated from the coordinator’s network and could only rejoin after resetting its networking
parameters and re-registering the device.

4.6.2 Internal DoS Attacks

In this section, internal DoS attacks are performed against the ZigBee 3.0 network using
a compromised router node (Router 02) that is already part of the network. The first
experiment (Experiment 12) is a flooding attack that spams a single node with legitimate
messages containing the largest supported payload size. In the second experiment (Experiment
13), remote AT commands are exploited to cause DoS against the victim coordinator. These

experiments evaluate internal attacks that target the availability of the network.
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Table 4.9

Internal DoS Experiment Descriptions

Test  Network Test Description
ID

Experiment 12: Protocol Flooding (Internal)

T23 CSM Measuring the number of successfully received packets on Router 01
sent from the end device nodes

T24 CSM Testing the impact of an extended protocol flood against a ZigBee 3.0
network

Experiment 13: Blackhole Attack Using Remote AT Commands (Internal)

T25 CSM Sending a remote AT network reset (NR) command to a victim device
to halt its ability to route/receive data and leave the network

4.6.2.1 Experiment 12: Protocol Flooding

Protocol flooding is an internal attack that involves flooding a victim node with
legitimate messages from inside the network (Chaitanya & Arindam, 2011). This attack
attempts to hog network resources and disrupt the victim node’s ability to send or receive data.
4.6.2.1.1 Packet Creation for Attack

A legitimate packet is created within XCTU’s console, which contains the maximum
payload size to be transmitted from Router_02 to Rouer_01. The frame is rapidly transmitted

on an infinite loop from Router_02 with the transmit interval (ms) set to ‘0’ (see Figure 4.47).
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Figure 4.47. Creating and sending protocol flooding packets.
4.6.2.1.2 Impact of Received Packets (Router_01)
Figure 4.48 shows the number of successfully received packets sent from the end device

nodes to Router_01 over 15 minutes:

Router_01: Number of Received (Protocol Flooding)

Attack Starts)

r
=

Passive Phase —— End-Device 01
End-Device_02

End-Device_03

=
1=
5]

Number of Received Packets
.
T

100 200 300 400 500 600 700 BOO

Time (Seconds)

Figure 4.48. Number of received packets on Router_01 (protocol flooding)
Immediately after launching the attack, the rate of received packets sent from the end
device nodes significantly dropped. Router_01 could not receive most packets while the attack

was in motion.
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4.6.2.1.3 Impact of an Extended (12 Hours) Attack

Figure 4.49 shows the XCTU network scans taken from the coordinator node before

and after the protocol flooding attack.
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Figure 4.49. XCTU network scans before and after extended attack (protocol flooding).

The extended protocol attack caused no changes to the network’s initial routing
structure. Moreover, none of the nodes became disconnected from the network. Over 12 hours,
the compromised router (Router_02) flooded the victim node (Router 01) with 151,374

packets.
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4.6.2.2 Experiment 13: Blackhole Attack Using Remote AT Commands

Remote AT commands are used in the ZigBee protocol to configure devices remotely.
In this experiment, the functionality of remote AT commands is exploited to cause DoS on a
ZigBee 3.0 network. The objective of the attack is to reset the victim coordinator’s networking
parameters to eliminate the routing path of its child nodes and thus cause their sent packets to

be discarded.

Target

siccesse 101770

Figure 4.50. Pre-attack XCTU network scan (blackhole attack).
4.6.2.2.1 Packet Creation for Attack

A remote AT command frame is created in the XCTU console on the compromised
router node (Router_02) containing the ‘NR’ (Network Reset) AT command. The coordinator’s

MAC address is inserted as the 64-bit destination address (see Figure 4.51).
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@ AT Command NR (Network Reset)
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0 256 bytes

F Cherksum 40
Generated frame:

7E 08 ©F 17 01 00 7D 33 A2 B9 41 D1 C2 77 FF FE 62 4 52 48

Copy frame Close ok

Figure 4.51. Creating a malicious remote AT command.
4.6.2.2.2 Impact on ZigBee 3.0 Network.

After transmitting the malicious remote AT command from the compromised router
node to the victim coordinator node, its networking parameters, including its 16-bit PAN-ID,
64-bit PAN-ID and operating channel, are reset. This causes the coordinator to form a new
network on its changed parameters. Furthermore, the end device nodes initially connected to
the coordinator before the attack follow the coordinator to the new network. A blackhole effect
is created as the packets generated from the end device nodes intended for Router 01 and

Router_02 are discarded because there is no routing path to these nodes (see Figure 4.52).
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Figure 4.52. Post-attack XCTU network scan (blackhole attack).
4.6.2.2.3 Mitigation

XBee 3 ZigBee 3.0 supports Secure Remote Password (SRP) authenticated remote
access (Secure Session), which can be applied to prevent the exploitation of remote AT
commands on ZigBee 3.0 networks. In the security configuration on the XBee 3 modules,
‘Secure Access Options’ (SA) can be enabled to require SRP authentication against remote AT
commands (see Appendix E for SRP configuration). The SRP must be individually configured

with a unique password for secure session authentication.
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When attempting to connect to an SRP-secured XBee 3 module, the user is prompted
for the secure access password before a connection can be established to read and write AT

commands remotely (see Figure 4.53).

Frames log O e @ @ Q Frame details
D Time Length Frame Frame type ~
B 0 18:02:12.511 15 Remote AT Command Request 97 (Remote Command Response)
* 1 19:02:12.672 15 Remote Command Response Frame ID
a1 (1)

64-bit source address
@8 13 A2 88 41 D1 C2 77

™. Secure session password

16-bit source address

Communication with the remote XBee device is 88 60

e i e deietomabrics (88 AT Conmand
4E 52 (NR)
Status
Enter the password to log in with device '0013A20041D1C277". 8B (Mo Secure Session Connection)
Password: || Checksum

BC

Figure 4.53. SRP-secured node on XBee 3.
4.6.3 Summary of Security Issue 3 Findings
4.6.3.1 External DoS Attacks

The findings of the external DoS attack experiments against a ZigBee 3.0 (CSM)
network are summarised as follows:
4.6.3.1.1 PAN-ID Conflict Flooding

PAN-ID conflict flooding was performed, as described in Section 4.6.1.1, and was
shown to have only a small to moderate impact against the network. T15 and T16 measured
the number of successfully received packets on router nodes, and the results showed that only
slight delays to the received rate occurred. Furthermore, packets were not dropped but were
received at delayed intervals when a PAN-ID change occurred. When testing the attack against
XCTU’s functionality and device authentication in T17, an effect on the router node’s ability

to perform an XCTU network scan was detected. The router nodes could issue the scan only

126



after the PAN-ID aligned with the coordinators. Device authentication on the trust centre
remained undisrupted. T18 showed that an extended (12 hours) attack caused no changes to
the initial routing structure or node/network crash. The final test (T19) showed that the ‘PAN
Conflict Threshold’ setting can be used to address or mitigate the attack. By adjusting this value
to A (10), the coordinator changed PAN-ID only once after 5 minutes, which caused minimal
disruption to the network and nodes. Alternately, the setting can be set to 0 to disable the PAN-
ID change feature.
4.6.3.1.2 Association Flooding

Association flooding was performed, as described in Section 4.6.1.2, and was found to
have no noticeable impact on the performance or availability of the network. Furthermore, the
ZigBee 3.0 protocol mitigates this attack through its limited join window (default 254 seconds),
because devices would respond to this attack only when the join window is open. T20 measured
the number of successfully received packets on router nodes from end device nodes. However,
the results showed that the number of received packets grew at a linear rate on both router
nodes. In T21, XCTU’s functionality and device authentication was tested against this attack.
It was found that fake association requests appeared when issuing an XCTU network scan on
gateway nodes, but these requests dropped once the join window closed. Furthermore, the
attack had no noticeable impact on device authentication.
4.6.3.1.3 Network Realignment Attack

The network realignment attack discussed in Section 4.6.1.3 targeted a single node with
a spoofed coordinator realignment frame containing realignment instructions causing
significant DoS against the victim node. As shown in T22, when the victim router node
received the spoofed frame, it immediately left the network and changed its 16-bit PAN-ID to
match the realignment instructions. Furthermore, two out of four of its initially connected child

end device nodes were forced to leave the network and could rejoin only after the join window
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opened. The victim router node remained isolated from its network and could rejoin only after
resetting its networking parameters and re-registering the device.
4.6.3.2 Internal DoS Attacks

The findings of the internal DoS attack experiments against a ZigBee 3.0 (CSM)
network are summarised next.
4.6.3.2.1 Protocol Flooding

Protocol flooding was performed, as described in Section 4.6.2.1, in which a victim
router node was bombarded with legitimate packets sent from a compromised router node
containing ZigBee’s maximum payload size. The attack was found to cause significant
processing and routing interruptions against the victim node. T23 measured the number of
successfully received packets from end device nodes on the router (victim) node. The results
showed that the attack caused a significant delay in receiving the sent packets, with the majority
of packets unable to be delivered while the attack was in motion. However, when performing
an extended attack (12 hours) in T24, it was found that the attack caused no change to the
network’s initial routing structure or any node crash.
4.6.3.2.2 Blackhole Attack (Exploiting Remote AT Commands)

As described in Section 4.6.2.2, a remote AT ‘network reset” command was used to
perform a blackhole attack, which caused significant DoS against the ZigBee 3.0 CSM
network. As demonstrated in T25, a network reset AT command was created on a compromised
router node and transmitted to the victim network’s coordinator node. When the coordinator
received the malicious AT command, its networking parameters, including its 16-bit and 64-
bit PAN-IDs, and operating channel were reset. This attack caused the coordinator to create an
entirely new network and its initially connected child end device nodes to follow it.
Consequently, the packets sent from the connected end device nodes intended for the router

nodes had no routing path and were therefore discarded. It was found that the XBee 3 modules
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can mitigate unauthorised remote AT commands through SRP. Nodes can be configured to
enable SRP authentication to establish secure sessions for reading and writing AT commands
remotely.

4.7 Conclusion

Chapter 4 presented the findings gathered through the security testing experiments that
analysed ZigBee 3.0 against the three identified prevalent security issues. The experiments
investigating the security of symmetric keys demonstrated a reduced impact against the ZigBee
3.0 protocol and XBee 3 modules in comparison to the earlier protocol revisions. The
experiments investigating the second security issue, compromised symmetric keys, identified
the significance of each key type and revealed the more complex device authentication
mechanisms of a CSM network. The final set of experiments that exploited ZigBee’s lack of
DoS protection mechanisms showed that the ZigBee 3.0 protocol mitigates specific known
DoS attacks. It was determined that the positioning and type of the DoS attack plays a
significant role in the overall impact against the network availability.

The findings are further analysed and discussed in Chapter 5. Each of the sub-questions
and the primary research question is answered based on these findings. A discussion of

evidence is included for each research question answered.
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Chapter 5: Discussion

5.1 Introduction

The findings and results of this research were presented in Chapter 4 through a series
of security testing experiments performed against testbed ZigBee 3.0 networks. These
experiments were conducted following the research design and methodology approach outlined
in Chapter 3.

Chapter 5 provides a further discussion and analysis of these findings and is separated
into two parts. Section 5.2 presents the answers to each of the research sub-questions posed in
Chapter 3 using the results gathered from the experiments. The answers are followed by a
discussion linking them to relevant Chapter 4 findings. Last, the primary research question is
answered in Section 5.3 based on the compiled conclusions for the sub-questions. Section 5.3
includes a discussion that analyses the tested security issues and assesses their overall impact
against ZigBee 3.0.

5.2 Research Sub-Questions

The five sub-questions established in Chapter 3 are answered in this section. These sub-
questions were designed to evaluate the ZigBee 3.0 protocol against the identified symmetric
key and DoS security issues prevalent in earlier revisions of ZigBee and assist in answering
the primary research question.

5.2.1 Sub-Question 1

SQ1: What impact do the exploitation of ZigBee and IEEE 802.15.4 s known symmetric
key vulnerabilities pose against the security of symmetric keys in ZigBee 3.0 networks?
Answer

The results indicate that exploiting known symmetric key vulnerabilities can cause the

symmetric keys to be exposed, but only on unsecured ZigBee 3.0 networks.
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Discussion

One of ZigBee’s security assumptions was that the security of symmetric keys is based
on the assumption that the keys are securely stored, and devices are preconfigured with the
keys to prevent unsecured transmission (ZigBee Alliance, 2017, pp. 407-408). It was found
that the XBee 3 ZigBee 3.0 modules have default security measures that prevent the tested
known symmetric key vulnerabilities from occurring. However, the vulnerabilities can still be
present on ZigBee 3.0 networks if the trust centre enables them through its encryption options.
Two known symmetric key vulnerabilities were tested against ZigBee 3.0 as follows:

e Unencrypted Network Key Transport:

The unencrypted transmission of the network key is a well-known vulnerability that
can occur when ZigBee devices are not preloaded with symmetric keys (Zillner, 2015). In the
experiment against ZigBee 3.0 described in Section 4.4.1.1, it was found that this vulnerability
could only occur in DSM networks. Moreover, the EO bit 1 had to be set in the trust centre and
joining nodes’ security configuration to allow unencrypted network key transport.

On the CSM network, it was found that the network key was still encrypted with the
preconfigured link key and sent OTA to the joining device, despite having the EO bit 1 set. It
is assumed that this was the case because nodes must be preconfigured with the trust centre
link key on a CSM network before joining the network. Otherwise, the trust centre would have
to register nodes individually with an 0x24 registration frame (Digi International, 2018).

The nodes were not required to be preconfigured with a link key on the DSM network.
It was found that when a joining node is not configured with the link key, a trust centre will
send the network key unencrypted to this node. Therefore, an attacker could externally capture
the unencrypted network key if forwarded to a joining device on a DSM network while EO bit

1 is enabled. This vulnerability can be addressed on a DSM network by ensuring all devices
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are preconfigured with the link key before joining and optimising the trust centre’s security
configuration to enable encryption.
e Default Link Key Values:

Default link key values can be vulnerable when no link key is specified by the APS
when a device joins the network. The global default trust centre link key can be the well-known
key defined by the ZigBee Alliance or a preconfigured link key defined by the manufacturers
of certain ZigBee devices (Rudresh, 2017c). When testing this vulnerability against XBee 3, as
described in Section 4.4.1.2, it was found that default link key values can only be allowed when
the trust centre’s security configuration is adjusted from its default configuration to enable EO
bit 4. It was demonstrated that an attacker would be able to maliciously capture and decrypt
the network key with a default link key when a device joins the network. Moreover, an attacker
could authenticate an unauthorised device onto the network when the join window opens. This
vulnerability can be addressed on ZigBee 3.0 networks by configuring the trust centre and
joining nodes with a unique preconfigured link key.

5.2.2 Sub-Question 2

SQ2: What impact do the exploitation of ZigBee and IEEE 802.15.4’s known denial of
service vulnerabilities pose against the availability of ZigBee 3.0 networks?
Answer

The results revealed that ZigBee 3.0 had mitigated a few of the tested DoS attacks;
however, it is still susceptible to network realignment, protocol flooding and remote AT
command exploitation (blackhole) attacks. The overall impact on the availability of the
network of these attacks was data loss.

Discussion
ZigBee is known to be vulnerable to DoS attacks based on the lack of DoS protection

mechanisms (Radmand et al., 2010). In the experiments described in Section 4.6, different DoS
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attacks were performed against a ZigBee 3.0 CSM network externally and internally. The
results measuring the impact on the availability of the network for each attack varied:
e External DoS on ZigBee 3.0:

A total of three external DoS experiments were performed against the ZigBee 3.0
network, as described in Section 4.6.1. The first two experiments were flooding attacks that
spammed the network with spoofed packets to manipulate core functionalities of the ZigBee
protocol. These attacks were overall found to cause only slight disruptions on the network. The
third experiment exploited the ZigBee protocol with a single spoofed coordinator realignment
frame, causing significant DoS to the victim node and the connected child nodes.

PAN-ID conflict flooding, described in Section 4.6.1.1, targeted the frequency agility
mechanism that enables the network manager (Coordinator) to migrate the network to a new
PAN-ID when it detects or receives a PAN-ID conflict report (Mukherji & Sadu, 2016). It was
found that this attack was successful in triggering multiple PAN-ID changes against the default
PAN Conflict Threshold (3) on the coordinator; however, there were only slight disruptions to
network availability. The router nodes could continue to send/receive packets without
significant delays, and network nodes could keep up with the frequent PAN-ID changes while
the attack was in motion. The PAN Conflict Threshold (CR) can be adjusted on the coordinator
to increase the number of PAN-ID conflict reports required to trigger a PAN-1D change.

The association flooding attack, described in Section 4.6.1.2, flooded the victim
network with spoofed beacon request frames containing the victim network PAN-ID in an
attempt to overwhelm gateway nodes from too many connecting stations (River Loop Security,
n.d.-b). However, it was found that this attack caused no disruptions on the network, and the
gateway nodes did not register the spoofed beacon requests. In addition, the join window was
required to be open for gateway nodes to respond to the spoofed packets, but it did not increase

the attack’s impact while in motion.
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A network realignment attack was performed against ZigBee 3.0 using a spoofed
coordinator realignment frame, as described in Section 4.6.1.3, which caused significant DoS
to a victim router and its connected child nodes. Immediately after sending the spoofed frame
against the network, the victim router changed its PAN-ID, causing it to be isolated from its
network. Two out of four of its initially connected child end device nodes were also
disconnected. The end device nodes could not rejoin the network until the join window was
opened, while the victim router could only rejoin after its network settings were reset. The
findings of this experiment demonstrated that an attack of this nature could potentially cause a
significant impact on the availability of network data. The attack entirely disrupted the victim
router’s ability to send and receive data and affected its connected child nodes.

Replaying previously captured data (replay attack) is an attack that can be crafted and
executed externally to achieve DoS against ZigBee networks. For example, an attacker can
capture packets at one point of the network and then retransmit the packets at another point to
paralyse the network functionality (Rudresh, 2017c). However, the ZigBee 3.0 protocol
implements a reinforced NWK frame counter preventing it from being reset from a standard
factory or OTA reset (Texas Instruments, 2019). This additional protection mechanism makes
it difficult to initiate replay attacks against ZigBee 3.0, and therefore, this attack to achieve
DoS was deemed infeasible and not investigated in this study.

e Internal DoS on ZigBee 3.0:

Two internal DoS experiments against the ZigBee 3.0 network, which are discussed in
Section 4.6.2, targeted ZigBee’s APL and NWK layers (Radmand et al., 2010). Internal DoS
attacks were found to inflict a greater level of impact on the network’s availability than external
DosS attacks. The attacks conducted were protocol flooding and a blackhole attack using remote

AT commands.
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In the protocol flooding experiment, described in Section 4.6.2.1, a victim node was
flooded with legitimate packets containing ZigBee’s largest payload size sent from a
compromised router node. After initiating the attack, the victim node began to receive the
flooded packets at a rate slower than the number of packets sent. Furthermore, the packets sent
from the end device nodes intended for the victim node were received at significantly delayed
intervals or otherwise dropped. The protocol flooding attack was shown to be effective in
unfairly consuming the processing capabilities and networking resources of the victim node.

A blackhole attack, described in Section 4.6.2.2, was performed against ZigBee 3.0 by
transmitting a remote AT command instruction from a compromised router node to initiate a
‘network reset” (NR) on the victim coordinator node. It was found that when the coordinator
received the malicious AT command, it created an entirely new network on its reset networking
parameters. Furthermore, the end device nodes that were initially connected to the coordinator
also migrated to the new network, causing their packets intended for its old network router
nodes to be discarded. This singular example of remote AT command misuse demonstrated a
method to achieve significant DoS against a ZigBee 3.0 network and the necessity to enforce
internal security to prevent unauthorised use. On legacy XBee equipment with earlier revisions
of ZigBee, remote AT commands do not have robust internal security mechanisms to prevent
unauthorised use. Internal security is generally upheld with the symmetric keys, allowing only
devices that are part of the network to send remote AT commands to other devices (Vaccari et
al., 2017). However, SRP authentication, introduced on XBee 3 and supported by the ZigBee
3.0 protocol, can be configured on individual nodes to protect them against unauthorised
remote AT commands. Alternatively, OTA updates, including remote AT commands, can be

entirely disabled on nodes to prevent unauthorised use.
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5.2.3 Sub-Question 3

SQ3: What impact do compromised ZigBee and IEEE 802.15.4 symmetric keys pose
against the confidentiality of ZigBee 3.0 networks?
Answer

The results revealed that compromised ZigBee and IEEE 802.15.4 symmetric keys
would significantly affect the confidentiality of a ZigBee 3.0 network and its data. Moreover,
the overall level of impact on the network’s confidentiality is determined by the type of
symmetric key exposed.

Discussion

As discussed in the literature review in Section 2.5, ZigBee networks encrypt
communications with the AES-128 bit encryption suite using two primary symmetric keys,
namely, the ‘Link Key’ and the ‘Network Key’. Furthermore, ZigBee 3.0’s supported security
models, CSM and DSM, differ in device authentication and message protection mechanisms
(X. Fan et al., 2017). Section 4.5 presented experiments conducted based on the assumption
that an attacker has acquired the symmetric keys. The experiments were performed against the
ZigBee 3.0 security models configured with an appropriate security configuration that
employed encryption and preconfigured link keys. The findings revealed that the overall impact
on network confidentiality varied by the type of key exposed.

e Compromised Link Key:

The APS layer applies the link key to secure unicast communications on ZigBee
networks, and this key is shared between only the trust centre and router/end device (Zillner,
2015). The eavesdropping experiments described in Section 4.5.1 revealed that if an attacker
were to obtain a ZigBee 3.0 network’s link key, then the security of the other symmetric keys

would be at risk in addition to compromised unicast communications.
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A compromised link key was first evaluated against a CSM network. It was
demonstrated how a device receives two symmetric keys from the trust centre upon joining,
that is, the network key and the updated trust centre link key. Both keys are encrypted with the
initial (compromised) link key. The device first received a copy of the network key and then
the updated link key to encrypt/decrypt all ongoing APS secured frames. In contrast, the DSM
network only shared a single symmetric key (network key) to the joining device. The network
key and all APS secured communications are encrypted with the initial (compromised) link
key. From an attacker’s perspective, it is shown that a compromised link key could enable them
to capture and decrypt the symmetric keys of both ZigBee 3.0 security models. Therefore, an
entire ZigBee 3.0 network could become compromised from an exposed link key.

e Compromised Network Key:

ZigBee secures transmitted frames and broadcast communications with a network key
shared between all network devices and applied to the NWK and APL layers of the protocol
stack (Rudresh, 2017b). As shown in the eavesdropping experiments discussed in Section 4.5.1,
an exposed network key affects network data confidentiality and the security of future key
rotations.

On ZigBee 3.0, it was found that a compromised network key can be used to decrypt
all NWK layer communications, including broadcasts or any non-secured APS frames, while
the key is valid. On CSM networks, the trust centre can regularly issue network key rotations
to invalidate the old network key. The key rotation works by broadcasting the updated network
key to nodes at defined intervals (in days). However, it was found that the updated network
key was encrypted with the old (compromised) network key and could, therefore, be decrypted
by an eavesdropping attacker. In contrast, the network key is always valid on DSM networks

as these do not support key rotations.
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e Additional Attacks with Compromised Symmetric Keys:

Radmand et al. (2010) claimed that impersonation and spoofing attacks are possible if
an attacker compromises a ZigBee network’s symmetric keys. In Section 4.5.2, it was
investigated whether ZigBee 3.0 has this issue by launching an impersonation attack against
the different security models, which found DSM networks more susceptible to the performed
attack.

In this attack, a malicious device was configured to impersonate a legitimate
coordinator node using the stolen symmetric keys and the network information of a victim
network. While the impersonated coordinator was deployed with its join window open, a
spoofed coordinator realignment frame was transmitted to a victim node in an attempt to cause
it to realign and join the malicious network. This attack was unsuccessful on CSM networks,
for it is determined that the victim node is already registered to a centralised trust centre and
could, therefore, not join a new trust centre. However, the victim node was caused to join the
impersonating coordinator’s network when tested against a DSM network.

The techniques demonstrated in Section 4.5.2 are a first-hand example of how
compromised symmetric keys can be used to initiate spoofing and impersonation attacks
against ZigBee 3.0 networks. An additional impersonation attack could be performed by
deploying a spoofed coordinator node with stolen symmetric keys close to a ZigBee application
and waiting idly with the join window opened for legitimate nodes to join. This attack, in
theory, would work against both ZigBee 3.0 security models as the nodes are likely not to be
pre-registered to a trust centre.

5.2.4 Sub-Question 4
SQ4: What methods can be applied to strengthen the security of symmetric keys on

ZigBee 3.0 networks?
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Answer
The security of symmetric keys can significantly be strengthened on ZigBee 3.0
networks by registering devices in out-of-band methods, using securely generated keys and
following best security practices to ensure the keys are safely exchanged and cannot be
exposed. The primary methods incorporate:
¢ individually registering nodes to the trust centre with link keys derived from the joining
device’s install code (high-security applications);
e configuring nodes with a global preconfigured link key in out-of-band methods for
device authentication (moderate security applications);
e employing the Centralized Security Model for Key Management.
Discussion
As discussed in the literature review in Section 2.6, the ZigBee 3.0 protocol contains
additional mechanisms and improvements to its security features, ultimately providing
additional layers of security to its symmetric keys. These additional mechanisms include both
optional and mandatory security services, which can be applied depending on the security
requirements and the ZigBee application in use. In addition, several security practices should
be employed to ensure that the link key’s safekeeping, loading and commissioning are secure,
given that it was identified that this key could be used to expose the other symmetric keys.
Moreover, establishing a high level of security in device registration with the link key is vital.
The methods identified to strengthen the security of symmetric keys on ZigBee 3.0 networks
are as follows:
e Link Keys Derived from Install Code:
In ZigBee 3.0, every device supporting the protocol contains a unique install code
factory-programmed into the node (Digi International, 2018), which can be used to create the

link key to authenticate nodes into a network and securely receive the network key (NXP
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Semiconductors, 2017). This method is suitable for ZigBee applications requiring the highest
security level. It ensures each node has a unique and random link key and is identified to the
trust centre (Digi International, 2018).

Furthermore, it significantly reduces the chances of the symmetric keys being exposed.
As demonstrated in Section 4.4.2, nodes can be registered to the trust centre(s) using an 0x24
registration frame containing the install code of a joining device. The trust centre uses the install
code, inserted through out-of-band methods, with a hash function to create a random link key.
Subsequently, the trust centre and node use this link key to join the network and securely
exchange the network key (NXP Semiconductors, 2017). In a DSM network, devices can be
registered with an install code. However, the 0x24 registration frame must be issued from the
router adjacent to the joining device since registration information is not shared between nodes
(Digi International, 2018). Registering nodes with install codes significantly increases the
security of symmetric keys but requires devices to be individually and manually registered to
the trust centre. Therefore, this authentication method may not be ideal on larger-scale
networks that have high scalability requirements.

e Preconfigured Link Keys:

Authenticating nodes with a preconfigured global link key can be an effective solution
to incorporate a moderate level of security into the symmetric keys in larger-scale networks
and allow easy network deployment. This solution can be accomplished by configuring the
joining nodes with a link key using out-of-band methods to match the key established on the
trust centre, as shown in the CSM security configuration in Figure 4.16. When a device
attempts to join the network with an association broadcast request, the preconfigured link key
will be used to authenticate and receive the network key sent from the trust centre.

Using preconfigured global link keys eliminates the need for networks to authenticate

with the well-known default link key, which is susceptible to exposure (NXP Semiconductors,
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2017). However, since the key is of the global type, every node contains a copy of the key,
making it less secure than link keys derived from install codes.
e Centralised Security Model for Key Management:

In ZigBee 3.0, CSM networks have distinct advantages in terms of key management
and the security of symmetric keys, compared with DSM networks. The literature review in
Section 2.6 discussed how CSM networks have an added security mechanism that mandates
every device to be updated with a trust centre link key upon joining for all ongoing APS layer
encryptions (Silicon Labs, n.d.). This security mechanism prevents the network key from being
compromised when a device leaves and rejoins the network and provides additional security to
APS layer communications. Furthermore, ZigBee 3.0 coordinators can reject legacy devices
that do not initiate the trust centre link key update (Texas Instruments, 2019). Another
advantage is the CSM trust centre’s ability to initiate network key rotations at regular intervals.

CSM trust centres have more robust, secure device registration mechanisms. Device
registration is only authorised through the trust centre and is transient. Therefore, registered
devices are only authorised to join for a specific time interval separate from the join window
(defined by the KT parameter on XBee 3). If a device fails to join within this time, it will need
to be re-registered to the trust centre (Digi International, 2018). In addition, the key entry tables
to authorise devices are stored in the trust centre’s RAM and do not persevere across power
cycles (Digi International, 2018).

Earlier revisions of the ZigBee protocol required networks to contain only a single trust
centre, similar to ZigBee 3.0 CSM networks. A single trust centre has distinct advantages. It is
the only node responsible for establishing and managing symmetric key distribution and for
allowing other nodes to join the network based on its join policy. Therefore, the trust centre
has an overview of all network nodes, symmetric keys and security policies. Accordingly, this

thesis recommends that in ZigBee applications with high-security demands, the CSM model
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should be implemented into the network’s design and architecture. The additional mechanisms
and advantages strengthen the security of its symmetric keys and provide an additional level
of control over security policies and management.
5.2.5 Sub-Question 5
SQ5: What are the security limitations regarding the security of symmetric keys for
‘Distributed Security Model ’ networks compared with ‘Centralised Security Model " networks
in ZigBee 3.0?
Answer
The security limitations of a DSM network result from the simpler mechanisms
implemented for device authentication that favour simplicity over security. The primary
security limitations to symmetric keys on a DSM network compared with a CSM network
include the following:
e The network key is fixed and cannot be changed/rotated once the network is formed.
e Any router node can authorise and authenticate joining nodes and distribute the network
key.
e Devices are not updated with an additional symmetric key for APS layer encryptions.
e Network joining options are limited. Individual registration with an 0x24 frame can
only be performed on router nodes adjacent to the joining device.
Discussion
As discussed in the literature review in Section 2.5.2.2, DSM networks were introduced
into ZigBee 3.0 and are a security model that enables networks to be formed without a
coordinator or single trust centre (X. Fan et al., 2017). DSM networks employ simplified
security mechanisms, allowing their networks to be easily deployable and scalable instead of
the more complex and secure CSM model. The security limitations in DSM networks that

reduce the security of its symmetric keys were identified as follows:
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e Network Keys in DSM Networks:

The security of network keys is limited in DSM networks, and the keys are more
susceptible to exposure. A single router node is responsible for forming the network and setting
the key for all NWK layer encryptions between every device in a DSM network. Once the
network key is established on the forming router, it cannot be changed or rotated unless the
entire network is reset (Digi International, 2018). This feature poses a security concern for
NWK layer communications are indefinitely compromised if an attacker obtains the network
key.

e Device Authentication in DSM Networks:

The device authentication mechanisms are less secure and complex than those in CSM
networks. In DSM networks, device registration is persistent because every registered device
is authorised to join the network provided the join window is open. Every router node can
authenticate and add nodes to the network and distribute the shared network key. Moreover,
joining nodes preconfigured with the global link key will receive the network key from their
adjacent router (Digi International, 2018). As demonstrated on XBee 3 in Section 4.4.1.1, on a
DSM network, the network key transmitted OTA unencrypted to a joining device can be
vulnerable when the device is not configured with a link key and EO bit 0 is set in the security
configuration.

Unlike CSM routers, distributed routers act as trust centres, and each contains a key
table stored in flash memory that remains persistent across power cycles (Digi International,
2018). Distributed trust centres can individually register nodes with an 0x24 registration frame.
However, since registration information is not shared between nodes, registration must occur
on the router adjacent to the joining node. Another distinct limitation to device authentication
compared with CSM networks is the reduced level of security on APS/unicast communications

after a device joins the network. Nodes in DSM networks are not updated with a trust centre
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link key to encrypt all ongoing APS secured frames. Instead, nodes will continue to secure APS

frames with the preconfigured link key.
5.3 Primary Research Question

The primary research question was the overall focus of this study and was created to
analyse the ZigBee 3.0 protocol against the identified security issues. The answer and
discussion to the following RQL1 are based on the findings gathered for the sub-questions:

RQ1: What impact do symmetric key and denial of service security issues that are
prevalent against earlier revisions of ZigBee pose against ZigBee 3.0 networks?

Answer

Prevalent symmetric key and DoS security issues in earlier revisions of ZigBee affect
the confidentiality and availability of ZigBee 3.0 networks. However, ZigBee 3.0’s improved
mechanisms and added security features have reduced the overall impact of these security
issues compared with the earlier protocol revisions.

Discussion

Based on the Chapter 4 findings and answers gathered for each sub-questions, the

overall impact of each identified prevalent security issue could be determined as follows:
e Security Issue 1—Security of Symmetric Keys:

The security of symmetric keys was a security issue identified to be prevalent in the
earlier revisions of ZigBee, with existing literature widely covering this topic. This security
issue concerns how an attack could obtain the symmetric keys and whether the implemented
security mechanisms are sufficient to protect the keys. The ZigBee Alliance (2017, pp. 407-
408) stated that the security of symmetric keys depends on their safekeeping, the protection
mechanisms employed and the proper implementation of cryptographic mechanisms and

associated security policies involved. The ZigBee 3.0 protocol stays true to this assumption.
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Moreover, its advancements have enabled the protocol to maintain an overall increased level
of security for the symmetric keys over previous versions of ZigBee.

In Section 5.2.1, SQ2 was answered, which evaluated the impact of well-known
symmetric key vulnerabilities that could compromise the keys if exploited. The known
vulnerabilities that were tested included unencrypted network key transport and default link
key values. It was concluded that the XBee 3 modules with the ZigBee 3.0 protocol address
these vulnerabilities through their default security configuration (with security enabled). In
addition, XBee 3 employs the CSM model for key management through its default
configuration, which has ultimately proven to uphold a moderate to high level of security for
its symmetric keys.

Section 5.2.4 answered SQ4, which identified the methods that could be applied to
strengthen the security of symmetric keys on ZigBee 3.0 networks. Three methods that are part
of the ZigBee 3.0 protocol were identified and are dependent on the network’s scalability
requirements. The first method is registering nodes to the trust centre using install codes, a new
mechanism introduced in ZigBee 3.0 for device authentication. This method was concluded to
provide the highest level of security because each node is guaranteed a random link key, and it
enables the network key to be securely passed to a joining node with a low risk of exposure.
The second method is preconfiguring nodes with a global link key in out-of-band methods as
an alternative to registration with install codes for networks with higher scalability
requirements. The third method, employing the CSM model for key management, has distinct
advantages, more complex security mechanisms and additional security features over the
alternative DSM model, as identified by exploring SQ5 in Section 5.2.5.

The findings to SQ2 and SQ4 indicate that the ZigBee 3.0 protocol upholds security

over its symmetric keys to a greater extent than the previous versions of ZigBee. The protocol
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has addressed the known symmetric key vulnerabilities discussed in SQ1 and has additional
security features and mechanisms as outlined through answering SQ4.
e Security Issue 2—Compromised Symmetric Keys:

Compromised symmetric keys is a security issue identified in previous revisions of
ZigBee. This issue concerns the impact against a ZigBee network’s confidentiality due to one
or more of its symmetric keys being compromised by an attacker and the attacks that could be
inflicted with them.

In Section 5.2.3, SQ3 was answered, which evaluated the different impacts that each
type of symmetric key poses against the network’s confidentiality. It was concluded that the
link key is the most crucial for it can be used in eavesdropping attacks to expose the other
symmetric keys and compromise unicast/APS secured communications. Second, a
compromised network key can be used to decrypt all NWK layer communications, including
broadcasts, non-APS secured packets and future network key rotations. Another result revealed
that impersonation and spoofing attacks are possible if an attacker obtains both symmetric keys.
An impersonation attack was performed, which confirmed that DSM networks are susceptible
to joining an impersonating coordinator’s network with stolen keys. Furthermore, an
impersonation attack was suggested in Section 5.2.3, where a malicious coordinator configured
with stolen keys is deployed in proximity to a ZigBee application while idly waiting for nodes
to join. This attack, in theory, would work against both security models since it is likely that
the victim nodes have not been registered to a trust centre.

The results for SQ3 determined that compromised keys significantly affect the
confidentiality of the network and its data, but the impact is dependent on the type of key

exposed.
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e Security Issue 3—Insufficient Denial of Service Protection Mechanisms:

Insufficient DoS protection mechanisms were a security issue identified to be prevalent
in earlier revisions of ZigBee, making the protocol susceptible to several DoS attacks. This
issue was investigated by performing a series of DoS attacks externally and internally against
ZigBee 3.0.

Section 5.2.2 provided the answer to SQ2, obtained through analysing the impact of
each DoS attack performed against ZigBee 3.0. It was concluded that the protocol mitigated a
few of the tested attacks but remains susceptible to specific attacks. Moreover, the positioning
of the attack (external/internal) was the most prominent contributing factor to the overall level
of impact against the network’s availability.

Three external DoS attacks were tested against a ZigBee 3.0 (CSM) network. These
attacks attempted to exploit the functionality of the ZigBee protocol through flooding and
spoofing techniques. PAN-ID flooding and association flooding were among the external
flooding attacks, and neither caused any significant DoS against the network. While the PAN-
ID flooding attack was in motion, network nodes could keep up with the frequent PAN-ID
changes, causing minor processing delays on router nodes. Furthermore, association flooding
was recorded to cause no impact, and gateway nodes would only respond to the flooded
broadcast request packets when the join window opened. The final external DoS attack used a
spoofed coordinator realignment frame to isolate a victim router node from its network. This
attack was confirmed to disconnect the victim node and two out of four of its connected end
device nodes from the network, causing data loss.

Two internal DoS attacks that targeted ZigBee’s APL and NWK layers were tested.
The first attack, protocol flooding, was confirmed to unfairly consume a victim router node’s
processing capabilities and network resources. While the attack was in motion, the majority of

packets sent from the end device nodes to the victim router node were received at significantly
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delayed intervals or otherwise dropped, causing data loss. The second internal attack achieved
significant data loss by exploiting the functionality of remote AT commands. The attack caused
the victim coordinator node to create and migrate to a separate network and cause the packets
sent from end device nodes to be discarded. It was identified that remote AT commands could
be internally secured through SRP authentication supported by the ZigBee 3.0 protocol or by
disabling the function entirely to prevent misuse.

The findings for SQ2 confirm that the ZigBee 3.0 protocol is vulnerable to network
realignment attacks (external), protocol flooding (internal) and remote AT command misuse
(internal) if not secured. The primary impact of these attacks was data loss.

5.4 Conclusion

Chapter 5 discussed and analysed the findings presented in Chapter 4. This chapter
answered each of the sub-questions and the primary research question that were established as
the focus of this study. The prevalent security issues from earlier revisions regarding symmetric
key and DoS issues were analysed against the ZigBee 3.0 protocol. Overall, it was determined
that these issues affect ZigBee 3.0 to a lesser extent than they did the previous versions because
of its improved security mechanisms and added security features. This chapter discussed the
impact of each of the performed attacks, addressed solutions where necessary to mitigate these
attacks and suggested methods that can be incorporated to increase the security of symmetric
keys in ZigBee 3.0 networks.

Chapter 6 concludes this thesis with a summary of the research, a discussion of the

research limitations and recommendations for future studies as a continuation of this research.
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Chapter 6: Conclusion

6.1 Introduction

Chapter 1 introduced and outlined the background and motivation behind the research
topic. It provided an overview of the aims and objectives, and last, it outlined the structure of
this thesis. In Chapter 2, a literature review was presented that built a body of knowledge on
the ZigBee protocol and its security concepts. The review outlined each of the main security
components implemented into the protocol and analysed its security issues that have remained
prevalent across the revisions of ZigBee over the years.

The security issues found from surveying existing literature and related studies were
used to formulate a research question and five supporting sub-questions to investigate the
ZigBee 3.0 protocol. Chapter 3 devised an appropriate research methodology and design for
testing ZigBee 3.0 against the identified prevalent security issues. The research phases were
outlined, which entailed a physical approach to investigating the protocol and gathering and
analysing the necessary data to answer the proposed research questions.

Chapter 4 presented the findings and results gathered through the security testing
experiments. These findings outlined the impact inflicted against the testbed ZigBee 3.0
networks resulting from the attacks associated with each security issue. The findings and results
were further discussed and analysed in Chapter 5. Each sub-question was answered based on
the findings gathered in Chapter 4, and where necessary, the claims were supported by relevant
literature from Chapter 2. Last, the five sub-questions were compiled to answer the primary
research question.

This chapter presents a conclusion to this thesis over three parts. First, Section 6.1
summarises the research. Section 6.2 discusses the limitations identified in the adopted research
approach. Last, Section 6.3 discusses research that could be conducted as a continuation of this

research.
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6.2 Summary of Research

This research was conducted to analyse the ZigBee 3.0 protocol and networks against
the prevalent security issues found in the earlier revisions of the protocol. Three security issues
were identified and investigated: ‘Security of Symmetric Keys’, ‘Compromised Symmetric
Keys’ and ‘Insufficient DoS Protection Mechanisms’. These issues were further analysed
through reviewing existing literature and related studies to determine their associated attacks
that can be performed against ZigBee networks.

The study used a practical security testing approach to investigate the ZigBee 3.0
protocol against the prevalent security issues related to symmetric keys and DoS. As part of
this approach, ZigBee 3.0 networks were constructed in the laboratory using XBee 3 equipment
to create an environment in which realistic attacks scenarios could be performed against the
networks, and their impact verified. Furthermore, the networks were flexible and adjustable to
suit each experiment, as regards the total number of nodes and the security configuration. The
study utilised the KillerBee framework and ApiMote hardware along with a CC2531 USB
dongle to perform external network attacks and a compromised XBee 3 module to perform
internal network attacks.

The first prevalent security issue that underwent investigation concerned how an
attacker could obtain ZigBee’s symmetric keys by exploiting known vulnerabilities and
whether the implemented security mechanisms are sufficient to protect the keys. Overall, it can
be claimed that the ZigBee 3.0 protocol upholds a greater level of security for its symmetric
keys than its previous versions based on the following findings:

e The well-known symmetric key vulnerabilities that were tested included the
unencrypted network key transport and default link key values. These vulnerabilities
were found to have been addressed on XBee 3 by default through the device’s security

configuration (with security enabled). They could exist only when deliberately enabled
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through the device’s encryptions options. In addition, the unencrypted network key

vulnerability was found to only be possible on DSM networks when the encryption

options were unsecured and no link key was set.

e Specific security features and mechanisms are included in the ZigBee 3.0 protocol that
the previous versions do not offer. The security feature in ZigBee 3.0 allows devices to
be registered individually to the network by a trust centre using a link key derived from
the joining device’s install code. This feature ensures that the generated link key is
random and prevents the link key from being exposed and used to compromise the
network key. Moreover, the protocol’s updated security mechanism mandates that
devices joining a CSM network are updated with an APS trust centre link key to be
used for all ongoing APS layer encryptions.

The second prevalent security issue concerned the breach against a ZigBee network’s
confidentiality if one or more of its symmetric keys were exposed by an attacker. The study
found that the type of key exposed was the most prominent factor determining the overall
impact. A compromised link key was demonstrated to allow an attacker to acquire the other
symmetric keys and compromise APS communications. In contrast, the network key could be
used to expose broadcast and NWK layer secured communications and future network key
rotations. Moreover, the compromised keys could be used to initiate impersonation attacks.
This study demonstrated an attack that successfully hijacked a router node from a DSM
network using stolen symmetric keys and network information configured onto an attacker
node impersonating as a legitimate coordinator.

The last security issue was based on the ZigBee protocol’s lack of DoS protection
mechanisms. Ultimately, the study revealed that ZigBee 3.0 remains vulnerable to specific
internal and external DoS attacks that were tested, resulting in data loss and disturbance to the

network availability. The external flooding attacks, including PAN-ID and association
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flooding, were shown to cause only minimal to unnoticeable disruptions on gateway nodes.
However, the results for network realignment (external), protocol flooding (internal) and
remote AT command misuse/exploitation (internal) demonstrated that these significantly affect
the ZigBee 3.0 network, primarily resulting in data loss.

This study has presented ZigBee 3.0’s stance against the security issues prevalent in the
earlier revisions of ZigBee as a practical undertaking. It demonstrated attacks that can be
performed against ZigBee 3.0 networks using easy-to-acquire hardware and software tools,
along with a first-hand impersonation attack. Last, it recommended incorporating methods that

are part of the protocol to strengthen the security of symmetric keys in ZigBee 3.0 networks.
6.3 Limitations of Research

Several possible limitations can be identified in the research design components
through the course of this research. The experiments of this research were designed to be
replicable in a laboratory using similar hardware and software. However, notably, changes to
specific experimental design decisions could have influenced the collected findings and
conclusions. The potential limitations that apply to this research are discussed as follows:

e Researcher’s Bias:

The researcher was solely responsible for deciding each research design component and
its adopted security testing approach to evaluate the ZigBee 3.0 protocol. Consequently, the
researcher’s bias could be factored in. Despite the processes followed to penetrate the protocol
and design elements outlined, an argument may be presented that the testing could have been
conducted differently or more effectively.

e Scope:

The scope for the security testing experiments outlined in Chapter 3 (see Section 3.4.1)

defined the extent of testing to be done on ZigBee 3.0. However, the scope had to comply with

the capabilities of the utilised hardware and software. As a result, specific attacks associated

152



with each security issue under assessment were excluded from this research. Moreover, the
scope restricted the security testing experiments to only include attacks that target known
vulnerabilities in the main security components of ZigBee. Therefore, unknown vulnerabilities
for each security issue were not addressed in this research.

e Selection of ZigBee 3.0 Hardware:

The ZigBee 3.0 protocol is implemented into a wide range of products from different
manufacturers; however, this research was limited to Digi International’s XBee 3 modules.
Although the security specification is consistent between ZigBee 3.0 enabled devices, the
power and processing capabilities can differ. This does not affect the eavesdropping attacks
performed in this research but does present the possibility of the device enduring different
levels of DoS from specific attacks. As a result, the DoS attacks performed in Chapter 4 (see
Section 4.6) could affect other manufacturers’ devices differently.

e Number of Nodes:

The ZigBee protocol supports up to 65,000 nodes per network (Digi International, n.d.-
c), and specific applications are built on large-scale networks. This factor could influence the
DoS experiments performed in Chapter 4 (see Section 4.6) for the attacks could be investigated
only against a small-scaled network consisting of eight nodes. Therefore, it is possible that if
specific DoS attacks were performed against a larger-scaled network, the impact against the
network’s availability would be different.

e Exploitation Hardware and Software:

The external network attacks conducted in this research were limited to the CC231 USD
dongle (packet sniffer) and two ApiMote transceivers with the KillerBee framework.
Consequently, specific attacks could not be performed, including DDoS and
jamming/interference attacks. In addition, most of the external attacks were limited to the attack

scripts found in the KillerBee framework. Although this is the most widely recognised and
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utilised framework for penetrating ZigBee (River Loop Security, 2019), there are other testing
frameworks, including Z3sec and ZigDiggity, that potentially have additional testing
capabilities.

6.4 Future Research

A few research areas have been identified that can be conducted as a continuation of
this research. While this study has outlined ZigBee 3.0’s stance against the prevalent security
issues related to symmetric keys and DoS found in the earlier revisions, additional studies could
be performed to expand the overall knowledge on ZigBee 3.0’s security posture. The relevant
future research areas are as follows:

e Additional Testing:

As mentioned in the limitations, certain attacks were excluded from the study primarily
owing to hardware limitations. It would be relevant to explore additional attacks associated
with the security issues to evaluate the ZigBee 3.0 protocol further. For example, DDoS attacks
could be performed to exploit ZigBee’s ‘Insufficient DoS Protection Mechanisms’. In
particular, volumetric and protocol-based flooding attacks, including the PAN-ID flooding and
association flooding attacks that were performed in Chapter 4 (see Section 4.6.1). These and
similar attacks could have a more significant impact if distributed from multiple external
sources.

e Integration of Legacy Equipment on ZigBee 3.0 Networks:

The ZigBee 3.0 protocol is designed to allow for interoperability between ZigBee 3.0
devices and legacy equipment, predominantly in ZigBee Light Link and Home Automation
devices (Silicon Labs, 2021). This design may expose ZigBee 3.0 networks to specific
weaknesses that threaten the security of its symmetric keys. For example, the demonstrated
well-known symmetric key vulnerabilities were shown to be addressed on the ZigBee 3.0

devices; however, adding legacy equipment onto a network may re-introduce these
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vulnerabilities. Another weakness is against the updated APS link key mandated in ZigBee 3.0
CSM networks. ZigBee 3.0 devices must request and receive the updated link key, but legacy
devices may not initiate the key update procedure (Moorthy, 2019). As a result, the integration
of legacy equipment raises security concerns that require consideration before implementing
them into a ZigBee 3.0 network. Research could further investigate the impact that introducing
legacy ZigBee devices would pose against the security of symmetric keys in ZigBee 3.0
networks.
e Future Revisions of ZigBee:

The study of prevalent security issues found in the earlier revisions of ZigBee can

continue beyond the ZigBee 3.0 protocol. Future protocol releases are likely to inherit specific

issues related to symmetric keys or DoS, which would necessitate investigation.
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Appendices

Appendix A: XBee 3 Base Configuration

~ Networking
Parameters which affect the Zigbee network

CE Device Role

Form Network [1]

Forming Node

Joining Node

Coordinator Node

Router Node(s)

MV
i 1D Extended PAN ID [0 |
i ZS Zigbee Stack Profile ‘ 0 ‘
i CR PAN Conflict Threshold 3 |
i NJ Node Join Time x 1 sec
i NW Network Watchdog Timeout I:l x 1 minute =)
i JV Coordinator Verification Disabled [0] »
i JN Join Notification Disabled [0] »
i DO Device Options Bitfield
i DC Joining Device Controls I:l Bitfield =)
i €8 Compatibility Options o lgitfiewd
~ Networking
Parameters which affect the Zighee network
i CE Device Role Join Network [0] b
i 1D Extended PAN ID ‘ CF5CD1B91664DBCE “
i ZS Zigbee Stack Profile ‘ 0 ‘
i CR PAN Conflict Threshold 3 |
i NJ Node Join Time x1 sec =]
i NW Network Watchdog Timeout I:l x 1 minute
i JV Coordinator Verification Disabled [0] 7
i JN Join Notification Disabled [0] 52
i DO Device Options Bitfield =)
i DC Joining Device Controls l:| Bitfield
i €8 Compatibility Options I:l Bitfield =)
~ Discovery Options
Configuration of network discovery options
i NI Node Identifier [ coordinator |4
i DD Device Type Identifier [ 120000 \
i NT Node Discovery Backoff x 100 ms ]
i NO Node Discovery Options [0 sitfield
~ Discovery Options
Configuration of network discovery options
i NI Node Identifier | Router |4
| DD Device Type Identifier 120000 \
| NT Node Discovery Backoff X100 ms =)
i NO Node Discovery Options o |sitfield
~ Discovery Options
Configuration of network discovery options
I NI Node Identifier | End Device |4
i DD Device Type Identifier 120000 |
i NT Node Discovery Backoff ¥ 100 ms =]
i NO Node Discovery Options l:l Bitfield "]

Figure A.2. XBee 3 Discovery options base configuration.

166

End Device Node(s)



~ Sleep Settings

Configure low power options and enable end device support

SM Sleep Mode

SP Sleep Time

ST Wake Time

SN Number of Cydlic Sleep Periods

SO Sleep Options
WH Wake Host

PO Poll Rate

ET Child Table Timeout

No Sleep (Router) [0]

20 x 10 ms

1388 x1ms

Coordinator/Router Node(s)

Bitfield

x1ms

|

E E B

x 100 ms

2 minutes [1]

<

~ Sleep Settings

Configure low power options and enable end device support

SM Sleep Mode

SP Sleep Time

ST Wake Time

SN Number of Cyclic Sleep Periods

SO Sleep Options

WH Wake Host

PO Poll Rate

ET Child Table Timeout

Figure A.3. XBee 3 sleep settings base configuration.

= API Configuration
Change APl mode configuration

i AP API Enable
i AO AP| Output Mode

i AZ Extended API Options

Cydlic Sleep [4]
x 10 ms

1388 x1ms

n
=}

| ¥

1

x1ms

x 100 ms

ﬂﬂ

2 minutes [1]

APl Mode With Escapes [2]
o st

End Device Node(s)

<

<
A

Coordinator/Router
/End Device Node(s)

8| -

Figure A.4. XBee 3 API configuration base configuration.

~ UART Interface
Configuration options for UART

BD UART Baud Rate

NB UART Parity

SB UART Stop Bits

RO Transparent Packetization Timeout

9600 [3]
No Parity [0]

One stop bit [0]

<

Coordinator/Router Node(s)

~ UART Interface
Configuration options for UART

BD UART Baud Rate

NB UART Parity

SB UART Stop Bits

RO Transparent Packetization Timeout

115200 [7]
No Parity [0]

One stop bit [0]

= End Device Node(s)

Figure A.5. XBee 3 UART interface base configuration.
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Appendix B: Individual Security Test Processes

Table B.1

Test 01 Processes

TO1: External Information Gathering

Nodes Test Processes

1x Coordinator 1. Execute zbstumbler tool (Obtain Operating Channel,
2% Router PAN-IDs and Source MAC addresses)

1x End Device 2. Perform Network Sniffing using Wireshark (Obtain

MAC addresses, and PAN-IDs)
3. Execute zbstumbler tool (Monitor Join Window)

Table B.2

Test 02 Processes

T02: Physical/Internal Information Gathering

Nodes Test Processes

1x Coordinator 1. Read AT Parameters (Compromised End Device)
2x Router 2. Read AT Parameters (Compromised Router)

1x End Device 3. Remotely Connect to Coordinator Node

(Compromised Router)

Table B.3

Test 03 Processes

T03: Capturing Unencrypted Network Key on CSM Network

Nodes Network Information Test Processes
1x Coordinator Operating 25 1. Start Wireshark
1x Router Channel: Capture
1x Router PAN-ID: O0XFC17 2. Open Join
(Joining) o Window
Extended PAN-  05:2D:ED:79:4F:84:28:BC
ID-: 3. Capture Network
) Key
4. End Wireshark
Capture
5. Save Wireshark
Capture
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Table B.4

Test 04 Processes

T04: Capturing Unencrypted Network Key on DSM Network

Nodes Network Information Test Processes
2x Router Operating 14 1. Start Wireshark
1x Router Channel: Capture
(Joining) PAN-ID: 0x85A4 2. Open Join Window
Extended PAN-  8C:FC:CC:C8:9E:00:BC:69 o Capture Network
ID: Key
4. End Wireshark
Capture
5. Save Wireshark
Capture
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Table B.5

Test 05 Processes

TO05: Capturing and Decrypting Network Key (Default Link Key)

Nodes Network Information Test Processes
1x Coordinator Operating 14 1. Start Wireshark
1x Router Channel: Capture
1x Router PAN-ID: 0X85A4 2. Open Join
(Joining) OO C8OE-00 B Window
Extended 8C:FC:CC:C8:9E:90:BC:69
PAN-ID: 3. Capture
: Network Key
69616E63653039 Capture
5. Save Wireshark
Capture
Table B.6

Test 06 Processes

T06: Unauthorised Network Joining (Default Link Key)

Nodes Network Information Test Processes

1x Coordinator Operating 16 1. Configure the

1x Router Channel: unauthorised

1x End Device PAN-ID: 0x3D49 device with

captured network

1x Router Extended DC:60:C1:54:CD:27:3F:FB  information and

(Unauthorised) PAN-ID: default link key
Link Key: 5A6967426565416C6C 2. Monitor Join

69616E63653039 Window

Table B.7

Test 07 Processes

TO7: Securely Registering Device to Trust Centre

Nodes Test Processes

1x Coordinator 1. Configure trust centre (Coordinator) and Joining Node for secure
1x Router device registration.

(Joining) 2. Issue 0x24 frame from trust centre (Coordinator)
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Table B.8

Test 08 Processes

T08: Capturing Symmetric Keys on a CSM Network

Nodes Network Information Test Processes
1x Operating 14 1. Start Wireshark
Coordinator Channel: Capture
1x Router PAN-ID: 0xB139 2. Open Join
1x Router B E A G o Window
(Joining) Extendet_j 98:FC:6B:56:15:D8:D7:9A 3. Capture
PAN-ID: .
Symmetric Keys
Link Key:  bbf5820052d0a57173cc5cfd6237e3d1 4. End Wireshark
Capture
5. Save Wireshark

Capture

Table B.9

Test 09 Processes

T09: Capturing Network Key Rotation on CSM Network

Nodes Network Information Test Processes
1x Operating 14 1. Start Wireshark
Coordinator ~ Channel: Capture
2X router PAN-ID: 0xB139 2. Capture Network
Ao Key Rotation
Eﬁ\tﬁnldgd 98:FC:6B:56:15:D8:D7:9A 3. End Wireshark

Link Key: bbf5820052d0a57173cc5cfd6237e3d1 4
Network  575d8968af279d9665028dfc717895d3
Key:

Trust c4dda2b23ef3dd06ad6259a6bbad9a92
Centre
Link Key:

Capture

Save Wireshark
Capture
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Table B.10

Test 10 Processes

T10: Capturing Symmetric Keys on a DSM Network

Nodes Network Information Test Processes
2x Router Operating 12 1. Start Wireshark
1x Router Channel: Capture
(Joining) PAN-ID: OxCABO 2. Open Join
. . . . . . . WindOW
Extendeq 72:98:AF:48:D2:71:9E:D7 3. Capture
PAN-ID: .
Symmetric Keys
Link Key: bbf5820052d0a57173cc5¢fd6237e3d1 4. End Wireshark
Capture
5. Save Wireshark
Capture
Table B.11

Test 11 Processes

T11: Decrypting NWK Layer/Broadcast Communications on ZigBee 3.0 (CSM)

Network
Nodes Network Information Test Processes
1x Operating 11 1. Start Wireshark
Coordinator  Channel: Capture
2X router PAN-ID: OxEBOA 2. Capture NWK
o Layer/Broadcast
IE,)A(\tISInIdS(-j 5E:7B:03:F8:3E:25:0F:09 Communications
Rt 3. Send Transmit
Link Key: bbf5820052d0a57173cc5cfd6237e3d1 Request frame
Network  a2a70bfc9631223d81c55fhc5d6acd4f from Coordinator
Key: to Router_01
Trust  99f17ffS0f3750674dct8Tbscoeeadzd  + EN0 Wireshark
apture
Centre )
Link Key 5. Save Wireshark

Capture
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Table B.12

Test 12 Processes

T12: Decrypting APS Layer (Unicast) Communications on a ZigBee 3.0 (CSM)

Network
Nodes Network Information Test Processes
1x Operating 11 1. Start Wireshark
Coordinator  Channel: Capture
2X router PAN-ID: OXEBOA 2. Send Transmit
Request frame
Extended 5E:7B:03:F8:3E:25:0F:09 from Coordinator
PAN-ID: to Router_01
Link Key: bbf5820052d0a57173cc5cfd6237e3d1 (EWIth APS
ncryption
Network  a2a70bfc9631223d81c55fbc5d6acd4f yp. )
Key- 3. End Wireshark
ey:
Capture
Trust 99f17ff50f37506744cf87b5c0ee442d 4 save Wireshark
Centre Capture
Link Key
Table B.13

Test 13 Processes

T13: Node Impersonation Attack on CSM Network

Nodes Network Information Test Processes
1x Operating 13 1. Configure
Coordinator  Channel: Coordinator-
2xRouter  pAN-ID:  Ox7A27 Alttacker node
1 ded 5E:7B:03:F8:3E:25:0F:09 Wlth N
Coordinator Ef\m S- :7B:03:F8:3E:25:0F: YI?tlm ntgtwork
(Attacker) ; in orma.lon.
Link Key: bbf5820052d0a57173cc5cfd6237e3d1 2. Opeg Join
Window
Network  5292a3edf70e3e42f35be2eedecOb074 (Coordinator-
Key: Attacker)
Trust 8b074b2a4f7475dc658f5€9d251e6074 3. Execute PAN-ID
Centre realignment attack
Link Key from Kali Linux

Test attack results
in XCTU network
scan from
Coordinator
(Attacker)
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Table B.14

Test 14 Processes

T14: Node Impersonation Attack on DSM Network

Nodes Network Information Test Processes

3x router Operating 13 1. Configure
Channel: Coordinator-

] Attacker node
PAN-ID: 0x27E9 with obtained
Extended A82CEAEE6189AEEB victim network
PAN-ID: information.
Link Key: bbf5820052d0a57173cc5cfd6237e3d1  2- OloegI Join
Window

Network  0aa412f225e15e9be8eb5a9a6f74bccf (Coordinator-
Key: Attacker)

3. Execute PAN-ID
realignment attack
from Kali Linux

4. Test attack results
in XCTU network
scan from
Coordinator
(Attacker)
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Table B.15

Test 15 Processes

T15: Received Packets on Router Nodes from End Device Nodes (PAN-ID Flood)

Network Information Experiment Measurement  Test Processes
Times Criteria
Operating 16 Passive 5 e Measure 1. Start
Channel: Phase: Minutes Number of Passive
Received Phase
Packets on 00:00
PAN-ID:  0x654A Attack  0:05:00 Router 01 ( )
Start _ 2. Execute
Time: e Measure Attack
Number of (0:05:00)
Extended  35:DF:33:9E:09:A0:F6: Attack 0:15:00 Received 3. End Attack
PAN-ID: B2 Stop Packets on (0:15:00)
Time: Router 02 4 gave
Total 15 e Measure Router 01
Time:  Minutes Number of console
PAN-ID 5. Save
Changes Router 02
console
6. Save
Coordinator
console
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Table B.16

Test 16 Processes

T16: Received Packets on Router Node (Router to Router PAN-ID Flood)

Network Information Experiment Measurement Test Processes
Times Criteria
Operating 23 Passive 5 e Measure 1. Start
Channel: Phase  Minutes Number of Passive
Received Phase
Packets on 00:00
PAN-ID: 0x31B3 Attack  0:05:00 ( )
Router_02 2. Execute
St_art ) sent from Attack
Time: Router_01 (0:05:00)
Extended 58:8E:F4:B6:00:53:C5:A3 Attack 0:15:00 o Measure 3. End Attack
PAN-ID: St_Op Number of (0:15:00)
Time: PAN-ID 4. Save
Total 15 Changes Router_02
Time:  Minutes console
5. Save
Coordinator
console
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Table B.17

Test 17 Processes

T17: Network Authentication and XCTU Functionality (PAN-ID Flooding)

Network Information Experiment Times  Testing Criteria  Test
Processes
Operating 24 Passive 5 e Test End 1. Start
Channel: Phase Minute Device Passive
S Network Phase
PAN-ID:  O0xE741 Attack  0:05:00 gi{?i'cr;(ggj ) S);ZS{'J?S)
Start - '
Time: e Test End Attack
Device (0:05:00)
Extended EF:65:6F:2D:D8:00:D Attack 0:21:00 Network Join 3. Open Join
PAN-ID: 8:E5 Stop (End- Window
Time: Device 02) 4 power
Total 21 e Test XCTU End-
Time: Minute Network Device 0
S Scan from 1
Gateway 5. Power
Nodes End-
Device 0
2
6. Perform
XCTU
Network
scan from
gateway
nodes.
7. End
Attack
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Table B.18

Test 18 Processes

T18: Extended Attack (PAN-ID Flooding)

Network Information Experiment Times Testing Criteria Test Processes

Operating 11 Passive 5 Minutes e Test Network 1. Perform Pre-
Channel: Phase Crash/ Attack XCTU
Realignment Scan

PAN-ID:  0xC964 Attack Start  0:05:00 o Test Changesto 2. Start Passive
Time: Routing Phase

Structure (0:00:00)
Extended 62:AA:4A:76:1  Attack Stop 12:05:00 3 Execute

PAN-ID:  AF2:64:4F Time: " Attack

Total Time: 12 hours (0:05:00)
and 5 4. End Attack
Minutes (12.05:00)

5. Perform Post-
Attack XCTU
Network Scan

6. Save

Coordinator
console

Table B.19

Test 19 Processes

T19: Mitigation Test (PAN-ID Flooding)

Network Information Experiment Testing Test Processes
Times Criteria
Operating 12 Passive 5 e Adjust 1. Start Passive
Channel: Phase  Minutes PAN Phase
Conflict (0:00:00)
Threshol
PAN-ID:  Ox2EE3 Attack  0:05:00 reshold 2. Execute
St (CR) Attack
art 0:05:00
Time: e Measure (0:05:00)
Number 3. End Attack
Extended 36:C8:EE:22:8E:8E:7A:81 Attack 0:15:00 of PAN- (0:15:00)
PAN-1D: Stop ID "
Time: 4. Save
' Changes Coordinator

Total 15 console
Time: Minutes
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Table B.20

Test 20 Processes

T20: Received Packets on Router Nodes from End Device Nodes (Association Flooding)

Network Information Experiment Times Join Window Measurement Criteria ~ Test Processes
Operating 17 Passive 5 Open: 0:06:01.8 e Measure Number of 1. Start Passive
Channel: Phase: Minutes Received Packets on Phase (0:00:00)

Router_01 2. Execute Attack
_ . _ _ e Measure Number of (0:05:00)
PAN-ID: Ox3FB1 é\tt;e;::k 0:05:00 Close: 0.10:15.8 Received Packets on 3. Open Join
Time: Router_02 Window
4. End Attack
Extended  48:8C:8E:F7:05:DC:65:E3 Attack 0:15:.00 - - (0:15:00)
PAN-ID: St_op ) 5. Save Router 01
Time:
console
Total 15 Total Join 4 Minutes 6. Save Router 02
Time: Minutes  Window: and 14 console
Seconds 7 Save
Coordinator
console
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Table B.21

Test 21 Processes

T21: Network Authentication and XCTU Functionality (Association Flooding)

Network Information Experiment Join Window Testing Criteria Test Processes
Times
Operating | 12 Passive | 5 Open: 0:11:01.9 e Test End Device 1. Start Passive Phase
Channel: Phase: | Minutes Network Rejoin (0:00:00)
(End-Device_01) | 2. Execute Attack (0:05:00)
PAN-ID: | 0x4C26 Attack | 0:05:00 | Close: | 0:15:15.7 | ©® TestNetworkJoin | 3. Open Join Window
Start (End-Device_02) | 4. power End-Device 01
Time: o Test XCTU 5. Power End-Device 02
{COOE-TCRA 1A EE- 17 Network Scan
Extended | 5A:C0:9E:7C:6A:14:E5:AF | Attack | 0:17:00 | - - from Gat 6. Perform XCTU Network
PAN-ID: Stop om fateway scan from gateway nodes.
. Nodes
Time: 7. End Attack
Total 17 Total 4 Minutes
Time: | Minutes | Join and 14
Window: | Seconds
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Table B.22

Test 22 Processes

T22: Network Realignment Attack

Test Processes

Network Network Information
1x Coordinator Operating 24

2x Router Channel:

3x End Device PAN-ID: 0x7385

Extended 04:D9:82:E3:98:DA:03:4E

PAN-ID:

1. Execute ‘zbrealign’

tool

2. Perform XCTU
Network Scan from

Gateway Nodes

Table B.23

Test 23 Processes

T23: Received Packets on Router_01 (Protocol Flooding)

Network Information Experiment Times Measurement Test
Criteria Processes
Operating 21 Passive 5 e Measure 1. Start
Channel: Phase:  Minutes Number Passive
of Phase
PAN-ID: 0 . Received (0:00:00)
-ID: OxCFBD é\ttack 0:05:00 Packets 5 Execute
tart on Attack
Time:
Router_01 (0:05:00)
Extended 78:88:9A:AD:CF:77:B1:A2 Attack  0:15:00 3. End
PAN-1D: Stop Attack
Time: (0:15:00)
Total 15 4. Save
Time: Minutes Router 01
console
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Table B.24

Test 24 Processes

T24: Extended Protocol Attack

Network Information Experiment Times Testing Test Processes
Criteria
Operating 17 Passive 5 Minutes e Test 1. Perform Pre-
Channel: Phase Network Attack
PAN-ID:  OXF56F Attack Start  0:05:00 Crash/ XCTU Scan
Time: Realignme 2. Execute
. . . . . . nt AttaCk
E')‘f\tﬁlnldgd E[;FBEEF5856FE ,_?_\.ttac.k Stop 12:05:00 o Test (0:05:00)
Bt Ime- Changes 3. End Attack
Total Time: 12 hours to Routing (12:05:00)
and 5 Structure 4 perform
Minutes Post-Attack
XCTU
Network
Scan
Table B.25

Test 25 Processes

T25: Blackhole Attack Using AT Commands

Network

Network Information

Test Processes

1x Coordinator

2x Router

3x End Device

Operating
Channel:

PAN-ID:

Extended
PAN-ID:

17

0x3B50
16:09:12:6D:5B:0B:71:F8

1. Send Remote AT

Command

2. Initiate network scan

(XCTU)

3. Configure SRP
Authentication
(Mitigation)
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Appendix C: End Device Code

Table C.1

End Device Sender Code

End Device Code (End-Device_01)

O

frame. (asc1I);

( , “néw sensor frame);

( , PWR.get 0)i

( xbeeZB.

(2000) ;

): xbeeZB.get AN()

frame.

( RX_ADDRESS

( WASPMOTE_ID ); USB. (E(" rror")); xbee

PAN ID: "));
01
mn;

L (E("
on;
mn;
2n;
31);
“n;
s1);
[61;
7
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Appendix D: XCTU Packet Creation for External DoS Experiments

4 XBee API Frame: o x
XBee APl Frames Generator - .' o)
This tool allows you to generate any kind of AP| frame and copy its value, Just fill in the required fields, N O-=
O-&
N an
Protocol: Zighee 3.0 ~ | Mode: APl 2 - APl Mode With Escapes
Frame type: | (x10 - Transmit Request ~
Frame parameters:
|
i Start delimiter TE ~
i Length 0013
i Frametype 10
i FramelD |01 |
i B-bit dest, address ¢ 0013 420041 D1 CC2C ™ ] Destination Addres:
(Router_02)
i 16-bit dest, address |FFFE | -
i Broadcast radius ‘OD |
i Options ‘OD |
i RFdat AsCl
2 HEX Packet
HELLO
Y Payload
Generated frame:
7E 8@ 7D 33 10 91 @0 7D 33 A2 @0 41 D1 CC 2C FF FE 60 6o 48 45 4C 4C 4F BE
Byte count: 23
Copy frame Close I 0K |

Figure D.1. Frame creation in XCTU for router functionality (external DoS).
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Appendix E: SRP Configuration
XBee 3 Secure Access Options:

Bitfield 2 of the Secure Access Options (SA) can be enabled to require SRP

authentication for Remote AT commands:

i SA Secure Access Options 2

Bitfield ‘

Range: [0x0 - 0x1F] (Default: 0)
Bit 0 - Reserved
Bit 1 - Remete AT Commands
Bit 2 - Serial Data

All reserved and unused option bits must be set to 0 v

i Secure Session Authentication Configure

Secure Session Authentication

Configure Secure Session authentication with a password or an SRP salt/verifier.

Figure E.1. XBee 3 secure access option for SRP authentication.

A password should also be configured in the Secure Session Authentication setting:

=*. Configure Secure Session Authentication

The Secure Sessicn is based on the Secure Remote Password

protocel. To configure the authentication, you can either enter a ("_
password, so the SRP salt and werifier will be computed ""*S

automatically, or enter them manually (only for advanced users),

(®) Basic configuration

i Password: | sesssssssssssnsssns o

() Advanced configuration
9076362C

461B13194A29C534018FFE7B85DBE7BBC22937
B961A4BFF21EAS4BBIEBAFF31ABF@3E2Co10D88E
2C72C13DF485916C1186A798B65 FE/ES7B@
2ABSBCADT7ABEB45C1681CVECSEZ D581399
SBAEESBBAT2E73D476339FOCREFBABAS1S2CE1
S5CAB593CDABAFTC4A4395848885488FFD1ADDL
D72553ACTELIFCABF4441CFES7968

OK Cancel

Figure E.2. XBee 3 secure remote password.
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