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 I 

Abstract 

Privacy preservation on social media is a societal issue nowadays. In recent years, 

with the continuous occurrence of the privacy leaks of user information and file, privacy 

and security issues have received unprecedented attention. Albeit a slew of mechanisms 

one available in protecting sensitive individual data, there are inadequate solutions to the 

critical concerns on privacy violations. Furthermore, the approaches of evaluating the 

potential privacy risks on social networking activities have not been yet paid enough 

attention.  

In order to preserve privacy effectively, the content is released safely on social media. 

This thesis introduces the necessity of protecting the image privacy and effective 

protection methods. The problems to be investigated that need to be solved urgently are 

put forward. The key factors affecting privacy are probed in depth. Also, the computer 

vision technology plays an essential role in the image privacy. Moreover, the theory of 

differential privacy is adopted, which can protect the image analysis data for broader 

research and cooperation. We combine qualitative method with AHP (Analytic Hierarchy 

Process) model to provide a more reasonable measure of privacy weights. Resultant 

analysis of the survey also provides metrics for evaluating privacy accuracy. The 

experimental results demonstrate that the model of image privacy evaluation proposed in 

this thesis can effectively and accurately measure the level of image privacy. Thus, the 

degree of picture privacy can be intuitively measured and the privacy can be adequately 

protected. 

 

Keywords: privacy preservation, image privacy scale, privacy concern, privacy scale, 

Analytic Hierarchy Process modelling, Convolutional Neural Network, differential 

privacy 
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Chapter 1  

Introduction 

   The introduction sets the stage by emphasising the relevance 

on the research topic. The first chapter of this thesis is divided 

into five parts. To begin with, we will provide a concise 

background and motivation for the preservation of image privacy. 

This chapter also includes the details of this study. Then, the next 

section lists the main topics we will discuss. In Section 2, we will 

illuminate the contributions. Finally, we will summarise the 

structure of this thesis in Section 4. 
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1.1 Background and Motivation 

In recent years, with the advances in social networking platform and the rapid growth 

of graphical data, various innovations of image processing applications and techniques 

are continually emerging. The growing amount of online personal content sharing 

exposes users to a series of privacy issues (Ahern, Eckles, Good, King, Naaman, & Nair, 

2007), including general privacy issues and identity information disclosure concerns. The 

term privacy constellates the combination of public attitudes, technical affordances and 

legal arguments (Houghton, & Joinson, 2010). The potential security threats caused by 

the abuse of sensitive information in the user-generated content remained an overarching 

privacy concern for more and more people (Ren, 2016). Without appropriate privacy 

protection, shared images can uncover user's individual and social situations, as well as 

their private lives, since pictures can outwardly tell when and where a particular moment 

happens, the participants, and their relationships (Yu, Zhang, Kuang, Lin, & Fan, 2017).  

Because of the sharing nature of social media, preserving privacy is vitally important 

for the widely accessible shared content such as user-generated graphics (Ahern et al. 

2007). The prominence of photo-sharing social networking services like Flickr and 

Instagram reaps the benefits of the increasing performance of smartphone’s 

photographing function (Sun, Luo, & Sun, 2017) and the popularisation of wearable 

devices (Yan, Lu, & Zhang, 2015) so that people can take pictures and share them anytime 

and anywhere. Users enjoy the advantage of sharing content conveniently (Sondhi & 

Sloane, 2007). Wearable equipment empowers users to make the photo-taking process 

more covert (Yan et al., 2015). Once a photo containing sensitive information posted to 

the Internet without processing, it is easy to invade the owners’ private data. Facebook, 

for example, aroused controversy in 2010 by introducing image recognition technology 

into its social networking platform (Litt, Spottswood, Birnholtz, Hancock, Smith, & 

Reynolds, 2014). The reason is that users' photos which contain faces and the license plate 

number can be automatically recognised and recorded by the system, and can be caught 

by various image search engines (Litt & Hargittai, 2014). Although it led Facebook to 
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suspend its facial recognition service in 2012, it restarted the service as there was 

high demand for image search afterwards.  

On the contrary, they worry about the risks of the personal information leak. Once 

personal privacy spreads malicious, it may bring threats to personal property safety also 

(Rajpoot, & Jensen, 2014; Mohamadi, 2013). It is unquestionably beneficial for users to 

intuitively get the hint to know the privacy risk rating on the shared content before they 

publish a new post. Assessing the privacy risk could assist data holders to know about 

whether they should share it or take extra actions to protect the privacy information. With 

this motivation, the method for evaluation privacy of social media could provide the users 

with intuitive value of the privacy risk level of the user-shared images. 

1.2 Research Questions  

As we mentioned, the goal of this thesis is to develop a method for the evaluation of 

the privacy of digital images. It is the core of this method to build a privacy scoring 

mechanism using the technology of image processing. The privacy evaluation 

investigates the issue of the antithesis of privacy preservation and the topic of utilising 

the differential privacy to protect the metadata which generated by image analysis. It aims 

to answer the following research questions: 

Question 1: How are image processing methods implemented to identify and analysis 

objects? 

The process of image recognition technology is divided into information acquisition, 

pre-processing, feature extraction and selection, classifier design and classification 

decision-making. Proper methods should be applied to get the metadata for the privacy 

evaluation. 
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Question 2: How to design scoring algorithm influenced by multiple factors? 

Since the scores of each influence condition are different, it requires adjusting the 

score of each condition first and multiplying it by the percentage of each condition. The 

proportion can be adjusted according to the weight coefficient. 

1.3 Contributions 

Different from the traditional post-processing of the privacy part of pictures, letting 

users recognise the privacy degree of pictures in advance so as to interfere with the users' 

publishing of pictures can more effectively protect the privacy of pictures. In this thesis, 

we address the evaluation problem of digital image privacy. 

Consider the two kinds of privacy protection solutions for post-processing, one is the 

direct image processing on the sensitive content, including image encryption and pixel 

replacement. Nevertheless, this is an irreversible process, and the image quality is also 

degraded. The second is the privacy preference of social networking websites. Yet, setting 

those privacy options is both time-consuming and unfriendly. In this thesis, we present a 

novel mechanism of scoring the privacy of pictures to give users an intuitive privacy 

evaluation before releasing digital images in order to preserve the privacy from the source. 

We provide the specification and implementation of the algorithms.  

The second contribution is the strategy for evaluating complex problems. The logic 

of the image privacy scoring mechanism is relatively complicated. The convoluted 

problems are subdivided into major influencing factors. The weight of the factors is 

scientifically measured. An exclusive APH privacy scoring model is designed, which has 

great reference value. Therefore, among the results obtained, the higher the score, the 

more sensitive the privacy is. 

The third contribution is the adoption of the cryptograph method, that is, differential 

privacy, in the analysis results of privacy. This thesis makes a detailed analysis and 

research on differential privacy. Whereas differential privacy is still being explored in 
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scientific research and has not been widely adopted, we have implemented it in this 

project. The data generated by our privacy rating of pictures are processed by the Laplace 

mechanism that injects noise. This makes the data to be published cannot be traced to any 

identity, thus so as to protect the privacy of pictures. 

1.4 Structure of This Thesis 

In this dissertation, we mainly study the method of privacy assessment on social 

media. The structure of the thesis is as follows: 

The first chapter summarises research background and discusses the characteristics, 

function modules and general workflow of privacy protection based on object recognition 

technology; then it introduces the research content and the organisational structure of this 

thesis. 

The second chapter studies research status of the privacy on social media, analyses 

the main research direction corresponding characteristics of privacy and object 

recognition technology.  

The third chapter is the key technology of the privacy protection evaluation scheme, 

focusing on how to combine object recognition to achieve privacy scoring algorithm and 

specific programs. Additionally, differential privacy is applied to protect the privacy of 

related analysis data generated by graphics. 

The fourth chapter is the privacy scoring function test and performance test. The 

function test includes the comparison of the results and the accuracy analysis with ROC 

curve. The application of anti-privacy and differential privacy is discussed again. 

The fifth chapter is the summary of full text and the prospect of future work. 

Finally, a reference list is given. 
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Chapter 2  

Literature Review 

  On the basis of in-depth analysis of research problems and 

review of previous studies, the focus of this thesis is on the 

overview of previous research based on the image privacy. It is 

essential to set the context of literature review work by firstly 

introducing the factors affecting privacy, which is the primary 

focus of the study described in this thesis. Moreover, the theory 

and applications of object detection will be discussed, as well as 

the advantages and disadvantages behind each technique. The 

state-of-the-art face recognition and license plate recognition 

methods will be reviewed in this chapter. The last part we 

introduce a significant approach to privacy protection, that is, 

differential privacy.   
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2.1 Introduction 

In this chapter, we briefly review the most relevant research on privacy preservation 

measures, the factors of privacy scoring standard and privacy object detection methods. 

2.2 Privacy Preservation Measures 

Nowadays, mainstream solutions to image privacy protection on social media 

focus on the post-processing of user-shared content.  In general, there are two main 

genres of the post-processing on privacy preservation strategies. One is the 

direct image processing on sensitive content which includes image encryption and 

pixel substitution. The other is privacy preferences in social networking sites.  

Initially, many research studies have been carried out on the direct image 

processing. The first way is to substitute the private section of the photo directly 

(Duan, Du, & Phuoc, 2005; Ling & Fend, 2011). The drawback of this approach is 

inefficient and the replacement field is irreversible. The second one is to remove the 

privacy filed, and a watermark will be embedded into the back scene. The restrict 

information is erased from the photos. Besides, image quality has been affected as 

watermarks embedded. The third kind is the method to scramble or blur the sensitive field 

with the encryption process (Zhang, & Cheung, 2005; Cheung, Paruchuri, & Nguyen, 

2008). It is an irrecoverable process so that the image quality has dropped as well. An 

image classification method with the consideration of privacy protection and Bag-of-

Features algorithm on feature extraction (Liu, Shang, & Tang, 2016). A system 

named Cyptagram is designed to preserve online image privacy 

(Tierney, Spiro, Bregler, & Subramanian, 2013). Encoding and encryption methods as 

well as recoverability are applied to this system. It encrypts the whole JPEG image which 

allows sharing between end-to-end users only. The process also led to instability and 

compatibility problems among other social networking sites.   
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Internet privacy deals with the control right over how personal data is collected, kept, 

used and deleted (Sen, 2014). Privacy management settings are designed to restrict the 

flow of personal information which users shared on social networking profiles 

(Boyd, & Hargittai, 2010). Social media sites take their politics privacy policies and 

settings exceptionally seriously and have been keeping updating all the terms and 

regulations. Those settings rules are predefined so that it aims to reduce the risk of privacy 

leaks from the setup of access right permission. This mechanism provides the users with 

the opportunity to choose and meet their personal privacy need to preserve sensitive 

information. However, half of the social networking users said they had difficulties in 

managing privacy controls (Min, & Kim, 2015).  

Database of social networking sites needs data input from data holders, while on the 

other hand, it harms users when it fails to protect the data with a safe release to the public. 

The new Internet technology may cause unexpected issues when it comes to privacy 

(Wicker, 2013). Although the users choose to share online is controlled under privacy 

settings, it still could not entirely protect users’ shared content from malicious usage by 

the content holders or someone with harmful attempt or unjustified spying. As a proverb 

says, a picture is worth a thousand words. An image may reveal things effectively and 

can also pose risks to personal data and assets. It is vital that users need to realise that 

they should keep the routine of identifying the hidden privacy threats in every single post 

social networking websites and mobile apps to avoid leaking private information without 

realising it. It goes without saying that it is time-consuming and user-unfriendly which 

may also against the sharing nature of social media.   

Social networking sites are great places for staying connected with family and friends 

and letting the public know what the status. To keep users’ private information safe, 

always think before user share online (Lopez, Huang, & Sandhu, 2013). In order to 

preserve private information in the first place, users ought to evaluate the content before 

it exposed to the public. Albeit users may consider whether there is any possibility of 

disclosing identifying information when they are going to publish a post, as long as the 

personal information exposed in the public space, there is the possibility of being 
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compromised. The problem of privacy security boils down to the privacy risk caused by 

the internet users’ active sharing (Ananthula, Abuzaghleh, Alla, Chaganti, Kaja, & 

Mogilineedi, 2015). The ability to manage and control the personal information can 

effectively reduce the probability of privacy leakage. The protection by the law is 

generally the remedy and reparation afterwards. To be avoid the losses caused by privacy 

disclosure, privacy preservation measures should be taken in advance (Gulzar, Abbasi, 

Wu, Ozbal, & Yan, 2013). Whereas, so far, there has not been any application that can 

reveal the privacy level of pictures. The method for evaluating privacy of social images 

indicates the rating of privacy risk on the photo. The rating is intuitive, and it lets the user 

know what the risk level should be so as to assist users to make more reasonable and safer 

decisions so that it is better to evade the problems that may arise. 

2.3 Factors of Privacy Scoring Standard 

Privacy rights and scope have always been a significant problem in law, network 

technology and industry norms (DeVries, 2003). With the rapid development of social 

media, the operational definition and measurement of data privacy are becoming more 

and more difficult (Hwang, 2015). A variety of factors causes the privacy intrusion in 

social media. Generally, researchers will transfer the privacy analysis to specific 

influencing factors. 

The first factor is the detection accuracy. Seeing that an object must be identified 

from a scene image containing multiple items, the difficulty of object recognition rested 

with several factors like camera parameters, location and illumination (Jain, Kasturi, & 

Schunck, 1995). Those factors influencing camera perspectives and video images affect 

the performance of object detection and analysis. In addition, the accuracy of face 

detection can be interfered by many aspects, such as the problem of image acquisition 

equipment, the problem of face posture, the problem of intentional or unintentional 

occlusion, which will affect the result of face detection. When people deliberately do not 

want to be exposed, they will obscure and pixelize the easily exposed parts of the private 

information. This is a conventional method for people to protect their privacy. When the 
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accuracy rate of system detection drops, at the same time, the amount of information that 

can be found easily will be reduced, and the leakage of privacy will also be decreased. 

According to the result of Euler Angles calculation, when the angle of an object is not 

ideal, the information available to the object detection system will become less (Fanelli, 

Weise, Gall, & Gool, 2011). Hence, the accuracy of detecting the object will be decreased. 

Therefore, the higher the angle the object shows, the more information it will have and 

the higher its privacy higher will be. 

The second factor is the object rectangle ratio. Image alignment transforms a source 

image to the coordinate system (Hui, Zhi, & Ahmad, 2018). As many detection algorithms 

depend on the positioning of an object into a rectangle, the position of features related to 

a fixed coordinate system can be measured (Davison, 2003). The rectangle is in the form 

“left, top, width, height” in pixels. Hence, the rectangle region to the image area ratio 

could be achieved. According to visual attractiveness research and visual merchandising, 

people are effortlessly attractive and remembered by the presence of bright colours and 

the accurate visual information. The eye has two axes; one is the optical axis, the other is 

the visual axis of sight during observation. The intersection of  retina and visual axis can 

be divided into central fovea, sub-central fovea and peripheral vision from inside to 

outside. With the increase of distance between the central concave and the centre, the 

visual acuity decreased significantly, and the ability to extract the information reduced 

significantly too (Hu, Bai, & Yan, 2010). Therefore, similarly, if the proportion of objects 

in the same picture gets smaller or the position becomes biased, the exposure rate will 

decrease. Since in the visual effect, when the proportion of the object is smaller, the less 

intuitive information provided to the viewer, the lower the memory point of people. The 

less privacy can be exposed. 

The third factor is sensitivity. The facial attribute is a technique to identify the 

attribute values of a person's face such as sex, age, posture, expression, and so forth. The 

input of facial recognition algorithm is the face map and the key point coordinates of 

facial features (Yang, Luo, Loy, & Tang, 2017). Moreover, the output is the 

corresponding face attribute value. Face attribute recognition algorithms generally align 

faces according to the coordinates of key points of facial features and then perform 
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attribute analysis (Mahbub, Sarkar, & Chellappa, 2018). It is a general designation for a 

class of algorithms, including gender recognition, age estimation, attitude estimation and 

expression recognition. Hereinafter, the privacy protection for the minors ought to be 

highlighted. Under the United Nations Convention on the Rights of the Child and New 

Zealand's relevant child convention law, minors are before the age of 17 (Lundy, 2007). 

However, when children do not have independent discernment until the age of 10, parents 

need to act as guardians of their children's privacy rights. When a child is more than 14 

years old when he has enough knowledge and discernment, even parents cannot publish 

any child-related photos without the consent of the child, which also violates the child's 

right to portrait and information. In law, the right protection law of minors is more severe. 

Hence, in our privacy protection, if a minor was detected in a photo, the risk of privacy 

violations in this photo is even higher. 

Moreover, in the end, it is the factor timeliness. According to the Ebbinghaus 

Forgetting Curve, people’s memory has a forgotten curve. People tend to forget about a 

word, a picture or a video, usually after 20 minutes and 42% were forgotten, 58% were 

remembered; one hour later, 56% were forgotten, 44% were remembered; one day later, 

74% were forgotten, 26% were remembered; one week later, 77% were forgotten and 23% 

were remembered, one month later, 79% were forgotten just 21% were remembered 

(Ebbinghaus, 1985). Thus, when photos or videos are published on social media, over 

time, the less likely those are to be remembered, and the less privacy level it can expose. 

 

Figure 2.1 The Ebbinghaus forgetting curve 
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2.4  Object Detection Methods 

In this section, we briefly review the most relevant research on geometric feature-

based method and the convolutional neural network. 

2.4.1 Geometric Feature-Based Method   

The geometrical feature is firstly used to describe and recognise the profile of the 

human face. First, some salient points are determined according to the profile curve. From 

these salient points, we derive a set of feature metrics for identification, such as distance, 

angle, and so on. The geometric features of the frontal face recognition are generally 

based on the extraction of position of the critical characteristic points such as human eyes, 

mouth and nose, and the geometrical shapes of essential organs such as eyes (Pun, Yuan, 

& Chen, 2011). The deformable template can be regarded as an improvement of the 

geometrical feature method. The basic idea is to design a model with adjustable 

parameters to define an energy function. The energy function is minimized by adjusting 

the model parameters.  

However, this method has two shortcomings. Firstly, the weighting coefficients of 

the various costs in energy function can only be determined by experience, which is 

challenging to public. The second is that the energy function optimisation process is time-

consuming and demanding to be applied in practice. The human face representation based 

on parameters can achieve an efficient description of the characteristic of the face. 

Nevertheless, it requires a lot of pre-treatment as well as a fine selection of parameters. 

At the same time, the general geometrical features are used to describe only the basic 

shape and structure. It ignores local nuances and causes some loss of information. It is 

more suitable for coarse classification. At present, the existing feature point detection 

technology is far from satisfying the requirement in precision rate, and the computation 

quantity is also considerable (Korobiichuk, I., Podchashinskiy, Shapovalova, Shadura, 

Nowicki, & Szewczyk, 2016).  
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2.4.2 Convolutional Neural Network 

According to the way that neural networks are constructed, a relatively simple change 

can make larger images better processed (Goodfellow, Bulatov, Ibarz, Arnoud, & Shet, 

2013). The result of the change is the CNN (Convolutional Neural Network). The 

extensive adaptability of neural networks is one of its advantages. Contrary to what would 

be expected, this advantage becomes a burden when image processing. The convolutional 

neural network has made a particular compromise on this. If a network is specially 

designed to process images, some adaptabilities need to compromise on more feasible 

solutions. 

For any images, the distance between pixels has a healthy relationship with their 

similarity (Zhong, Squicciarini, Miller, & Caragea, 2017). In addition, the design of a 

convolutional neural network makes full use of this feature. This means that for a given 

image, two pixels that are closer to each other are more similar than those that are farther 

apart (Levi, & Hassner, 2015). Whereas in general neural networks, each pixel is 

connected to a single neuron. In this case, the additional computational load makes the 

network less accurate. 

Convolutional neural network solves this problem by eliminating a large number of 

similar unimportant connections. Technically, CNN filters through the connections 

between neurons based on similarity, making image processing controllable at the 

computational level (Liang, & Hu, 2015).). For a given layer, the CNN does not connect 

each input to each neuron, but it restricts the connection explicitly. It allows any neuron 

to accept a fraction of the input from the previous layer. Therefore, each neuron is 

responsible for processing only a specific part of an image. 

2.5 Differential Privacy  

Individuals are accustomed to the thought that they are sending a significant amount 

of individual data to a range of applications they utilise in their daily lives. Numerous 

users rest on machine learning and information collection for everything from tagging the 
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uploaded photos of friends on social networking to keep shopping selections. Even 

though this can be useful and handy, it can be a personal privacy disaster as well 

(Bannister, 2005). Aggarwal and Philip (2008) found that surveys indicate that users are 

beginning to feel anxious and powerless that individual user data may be abused. The 

preservation of personal privacy data is a bottleneck restricting the development of big 

data. Nevertheless, from time to time there are strong demands for collecting usage 

statistics data. The essential security issue for companies that they are not permitted to 

use the majority of personal records in the database (Shokri, & Shmatikov, 2015). It needs 

more privacy-respecting ways to offer these sorts of services and gather the related 

individual user data. If a data set is to be published, merely removing sensitive 

information such as an Id is not safe enough to protect privacy. 

Differential privacy, generally speaking, is a method for analysing large-scale 

databases both accurate and anonymous (Yang, Soboroff, Xiong, Clarke, & Garfinkel, 

2016). Differential privacy could assist companies to get insight into their users in general 

statistical analysis without leaking sensitive and identifiable information of an individual.  

Differential privacy could solve the two flaws of traditional privacy protection model. 

First, the differential privacy protection model assumes that attackers can obtain 

information from all other records except the target one (Aldeen, Salleh, & Razzaque, 

2015). The sum of this information can be understood as the maximum background 

knowledge that attackers are able to collect. Under that assumption, differential privacy 

protection does not need to consider any potential background knowledge of the attacker, 

because these background knowledge cannot provide richer information than the 

maximum one (Naghizade, Bailey, Kulik, & Tanin, 2017). On this account, differential 

privacy gives an additional shield against re-identification arbitrary queries and attacks 

which utilises additional information from the user’s other online activity records (Li, 

Qardaji, & Su, 2012). When the third part accesses user’s data, they find another user 

who has the similar properties and compares his data with users. Thus, users are 

represented by a cluster, rather than an individual, without personal privacy compromised. 

Therefore, they analyse the group of users with whatever extracts the most significant. 
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Whether a user exists in the dataset ought to make small deviations of analytical results 

(Dwork, 2006). 

Secondly, differential privacy is on a solid mathematical foundation basis. It defines 

privacy protection strictly and provides a quantitative evaluation method (Mashima, 

Serikova, Cheng, & Chen, 2018). This makes it possible to compare the privacy 

protection level of datasets provided by different parameter processing. The academic 

community has proposed various methods of privacy protection and measures to measure 

privacy disclosure, such as k-anonymity, l-diversity, t-closeness, ε-differential privacy, 

homomorphic encryption and zero-knowledge proof (Abdalaal, Nergiz, & Saygin, 2013). 

These methods measure the privacy of public data from an intuitive point of view. Thus, 

the use of cryptography, statistics and other tools ensure the privacy of the data. As a strict 

mathematical definition of privacy protection framework, differential privacy has 

theoretical research significance. Differential privacy can also delete personal 

information without affecting the output of the result. It neither leaks any information nor 

allows people to find anything associated with it through the information released. 

There are two methods that are commonly used at present. One is the Laplace 

mechanism. Adding Laplace distribution noise to the query results is suitable for the 

numerical output (Sarathy, & Muralidhar, 2011). The other is the exponential mechanism. 

In the query result, the exponential distribution is used to adjust the probability, which is 

suitable for the output of nonnumeric type. In the study of this thesis, we are more suitable 

for the Laplace mechanism. 

Differential privacy balances the feasibility and privacy of data. Users can adjust the 

feasibility and privacy of data by setting their privacy budget. However, the differential 

privacy is not omnipotent, in which many of these algorithms of adding noise needs to be 

applied to a large number of datasets (Domingo-Ferrer, & Soria-Comas, 2015). In 

addition, adjusting the proper setting of privacy budget is also a problem. These are the 

problems and challenges faced by differential privacy. Moreover, as the requirement of 

differential privacy for background knowledge is too strong, it is necessary to add a 

significant amount of randomisation to the results, resulting in a decline in the utility of 

the data. Especially for those complicated queries, sometimes randomised results almost 
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conceal the real results. However, like an exquisite mathematical tool, differential privacy 

is a future development direction of privacy protection research.   
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Chapter 3  

Methodology 

  This chapter summarises the research methods followed in this 

study. The main content of this chapter is to clearly explain the 

methods applied to meet the objectives of this thesis. In this 

chapter, we give the design view of this project and some essential 

block diagrams that must be followed in the implementation 

process. It also gives an account of the methods used for data 

collection and the procedures followed in carrying out the study. 

Besides, we proposed the methods used to analyse the data. 

Finally, we expound the method of protecting the data generated 

by using image analysis with differential privacy. 
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3.1 Introduction 

The mechanism for evaluating privacy of social images is designed to let users be 

recognised what the privacy level is on the shared images by evaluating the privacy risk 

automatically and intelligently. The features of image privacy in this project are limited 

to the scopes of face and car plate number detections. The dataset contains 26 videos 

which generate 7648 images were divided into two groups according to the domains in 

which they belong. The records of privacy evaluation on each image are marked manually 

on the worksheets in Microsoft Excel firstly. Qualitative research of the savvy method 

carried through the assessment to collect the weights of scoring image privacy and the 

privacy levels of 20 images. 52 participants took part in the survey and completed 

questionnaires online. According to marking records as well as by comparing the 

summarisation on the savvy result, scoring criteria of image privacy level was decided 

with the modelling of Analytic Hierarchy Process (AHP).  

3.2 The Criteria of Image Privacy 

Defined features will be counted and examined based on each criterion. Five main 

factors defined in this project are accuracy, ratio, angle, sensitivity and timeliness. If there 

are no sensitive objects detected, the system will show no privacy issue.   

In this rating standard, a feature that meets the privacy requirement should be picked 

up. When the associated privacy feature is identified, the privacy score goes high. If there 

is no one which matches the criterion, this picture is marked 0 which shows there is no 

privacy risk for this system. 

The high exposure, located typically at the centre of the photo, draws more attention. 

People could not get all the details of the picture, and the edge area may get low exposure.  

Detection angle is also one of the essential parts of privacy concern. Angle diversity 

mainly refers to rotation of the detected object due to different shooting angles and 

rotation. Changes in the angle of the shot also lead to different contours of the object. 
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Also, due to the change of angles, some features of the object cannot be extracted 

correctly, which leads to detection error. 

Every photo has own timeliness. Generally, as time goes by, an image posted online 

will gradually lose attention and reduce exposure. People often observe a photo only at 

this moment when it was just published. However, sometimes, a social event may draw 

attention to previous posts, and many others may mine it. According to human psychology, 

the current happening events get the highest degree of attention. Over time, public 

attention will gradually decline.  

Facial region is the most sensitive part of image privacy. Children and adults are the 

two different aspects of this assessment. According to the child protection law, child's 

privacy is much more critical. So, their privacy ratio will be higher than that of an adult.  

3.2.1 Factor Accuracy  

OpenFace is an open source library. It has the performance and accuracy of a patent 

model. The library was created with the consideration of mobile performance. 

Consequently, the library has a fast and accurate internal structure (Baltrusaitis, Robinson, 

& Morency, 2016). In this project, OpenFace is applied to achieve the accuracy of face 

detection. 

There is a pipeline for face recognition in OpenFace, as illustrated in Figure 3.1. The 

pipeline is a basic framework for dealing with face problems using convolutional neural 

networks. The existing face detection methods of dlib and OpenCV are used inside 

OpenFace. These methods have nothing to do with deep learning. HOG and Haar features 

are employed to the traditional methods of computer vision. 
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Figure 3.1 The flowchart of pipeline for face recognition in OpenFace 

The next step is called face alignment process. For the output of original image in the 

first step with the bounding box, the thing to do in this step is to detect the key points in 

the face, then, aligning and calibrating the face according to these key points. The key 

points are usually located at the corner of eyes, nose, the contour points of the face, and 

so on so forth. With these key points, we can align the faces. Hence, human face is 

uniformly set with an Affine transformation to eliminate the errors caused by different 

posture. This step is also used in the traditional method, which is characterised by a 

relatively fast speed (Kazemi, & Sullivan, 2014). 

 

Figure 3.2 The flowchart of the layers of the convolutional neural network 

This step is to use the convolution neural network. In CNN, there are often many 

different network layers that are alternately composed, mainly including convolutional 

layer, pooling layer, ReLU layer, fully connected layer, and so on. Its structure is shown 

in Figure 3.3. The input face image is converted into a vector representation. The vector 
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used in OpenFace is 128×1, which is a 128-dimensional vector. The VGG-16 network 

architecture is a relatively simple and basic model in deep learning, as demonstrated in 

the figure below. The input of this neural network is the image. After a series of 

convolution, the complete classification will generate the category probability.  

 

Figure 3.3 The flowchart of the VGG-16 network architecture 

Under an ideal circumstance, the distance between vector representations can directly 

reflect the similarity of human faces. For face images of the same person, the Euclidean 

distance of the corresponding vector should be relatively small. For face images of 

different people, the distance between corresponding vectors should be relatively large. 

In the original VGG16 model, Softmax loss was applied. Nonetheless, there is no 

requirement for the distance between the vector representations of each class. Therefore, 

it cannot be used directly as a face representation. Centre loss actually adds another loss 

to the Softmax loss, which sets a centre point for each category (Wen, Zhang, Li, & Qiao, 

2016). Each category of features should be closer to this centre point, while the centres 

of different categories are far away. 

In this thesis, we use an open source library called OpenALPR which has low-pass 

filtering in spatial domain. From the knowledge of signal spectrum analysis, the slow part 

of the signal is one of the low-frequency parts of the frequency domain. Moreover, the 

fast variable part of the signal is the high-frequency parts in frequency domain. For the 

image, its edge and noise frequency components are in the higher frequency part. Hence, 

the low-pass filter method can be used to remove the noises. Filtering operations can be 

conducted from spatial domain to reduce noise. Suppose an image 𝑓(𝑥, 𝑦), the filtered 

image is 𝑔(𝑥, 𝑦).       

 
   

(3.1) 

The 𝐻 matrix is a small-size convolution kernel: 
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   𝐇 = 
1

16
[
1 2 1
2 4 2
1 2 1

] (3.2) 

The fundamental principle for the system of vehicle license plate recognition is as 

presented in Figure 3.4. Firstly, the image containing a vehicle license plate captured by 

the camera is input into the computer through video card to be preprocessed. Then, the 

license plate is detected and located by using the retrieval module. Thirdly, the rectangular 

area containing license plate character is segmented. Figure 3.5 illustrates the frames of 

car plate detection in different angles. At last, the license plate is binarized and segmented 

into single characters; finally the segmented characters will be used as input for 

recognition, the recognized results will be output.  

 

Figure 3.4 The flowchart of the license plate identification 

 

 

Figure 3.5 Video frames for car plate detection in various angles 
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Figure 3.6 The best view of the car plate 

The input image contains rich colour information. It takes up more storage space and 

processing, which may slow down the execution response time of the system. Therefore, 

image recognition and other image processing usually convert the original image into 

greyscale images so as to speed up the processing. License plate locating uses greyscale 

image processing, edge extraction and morphological methods. The specific steps are as 

follows: firstly, greyscale conversion and binarization processing are carried out on the 

original images, then 4×1 structural elements are adapted to corrode the image so as to 

remove image noises. Using the 25×25 structural element, the image should be turned off 

to connect the license plate area. Morphological filtering is performed to remove other 

regions. 

Throughout the Gaussian blurring step, the image becomes blurry. The purpose of 

this step is to eliminate the added noises by using Sobel operator. The image is converted 

to grayscale, whether pro or con, this step is a watershed, meaning that all subsequent 

operations are no longer based on colour information (Saglam, & Baykan, 2017). The 

first order horizontal derivative of the image is obtained by applying a Sobel operator. 

After this step, the license plate will be clearly distinguished. 

This step is to find contour of the license plate. When figuring out the shapes of all 

the objects in the picture, we should filter out all the rectangles that are not suitable for 

detection. After this step, only the rectangles with six yellow borders passed the filter. 
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Figure 3.7 Image after processed 

 With regard to viewpoint and rotation for plate detection, we discard the rectangle 

whose tilt angle which is higher than the threshold (30 to -30). The first, second, third 

and fifth rectangle on the left are discarded. The remaining rectangle is rotated slightly to 

make it in horizontal. 

    After normalised the size of images, the size obtained in the previous step is not same. 

With the intention of matching machine learning models, a uniform size is required. The 

standard width of the uniform size is 136, and the length is 36. This standard is a typical 

value of test plates obtained after the average.  

These licenses have two primary functions. First, it is accumulated as a training set 

to train a license plate judgment model. Secondly, in real license plate detection, these 

candidate license plates are judged by using a well-trained model. If the license plate 

judgment model recognises that it is a license plate, it will enter the next step, i.e., the 

character recognition process; otherwise, it will be abandoned. 

The pseudo code for this algorithm to get the detection accuracy for face and plate 

number is outlined in Algorithm 3.1. 
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Algorithm 3.1 The algorithm of factor accuracy 

3.2.2 Factor Ratio 

The purpose of this section is to calculate the proportion of face-detected region to 

this photo. Since we are unable to get coordinates for facial feature points from OpenFace, 

we need to use another tool to measure this part. The coordinates of the facial region are 

obtained from Face++ which is a service provider for face recognition. It consists of a 

group numbers with four integers, separated by commas. It sequentially represents the 

ordinates of the upper left corner of the facial bounding box, abscissa value of the upper 

left corner, width of the face frame and height of the face frame. The high exposure 

typically at the centre of the photo draws more attention, and the edge area may get low 

exposure. Table 3.1 illuminates the scores we defined based on the exposure rate. 

 

Table 3.1 Different positions for the factor ratio 

0.3 0.5 0.3 

0.5 0.8 0.5 

0.3 0.5 0.3 
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Since the given points are coordinates related to the origin, each point can be treated 

as a vector to the origin. The coordinates of the known 4 points are (𝑥1, 𝑦1) , 

(𝑥2, 𝑦2), (𝑥3, 𝑦3) and (𝑥4, 𝑦4). If the area of face-detected region is 𝑺𝒇, the area formula 

of 𝑺𝒇 shows as below:  

𝑆𝑓 = ∑ 𝑠 =
1

2
∑ (𝑥𝑘𝑦𝑘+1 − 𝑥𝑘+1𝑦𝑘)

4
𝑘=0

4
𝑘=1                (3.3) 

The area of the photo S is easily obtained in MATLAB. As a result, the proportion of 

face-detected region is 𝑷=
𝑆𝑓

𝑆
. The pseudocode for the ratio algorithm is outlined in 

Algorithm 3.2. 

 

 

Algorithm 3.2 The algorithm of factor ratio 

3.2.3 Factor Angle 

The first step is to detect the feature points within the bounding box of the face from 

the input image or video, then align the detected face according to feature points on the 

face. The so-called feature points are the yellow key points shown in Fig 3.8. Those 

detected key points usually include the corners of the eyes, the locations of the nose, the 

contour of the face, and so on (Valstar, Martinez, Binefa, & Pantic, 2010). With these key 
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points, we can get face calibration or facial alignment. The original face may be rotated 

at different angles and relatively twisted. According to the feature points, the use of Affine 

transformation will analyse it just like the front face to eliminate the failure rate of the 

different head postures. Figure 3.9 demonstrates the snapshots of face detection in 

different head postures. 

 

Figure 3.8 Different head postures 

 

 

Figure 3.9 Snapshots of face detection in different head postures 

Euler angle is made up of three angles: yaw, pitch, and roll. The angles are used to 

measure the angular relationship between the face and the camera. Roll represents the 

angle α that rotates around the z-axis. Yaw indicates the angle β of rotation around the y-

axis. Pitch indicates the angle γ of rotation around the x-axis. These three rotations can 

obtain any rotation angle in sequential order. Rotate around the correlation axis  

multiplies the correlation matrix. In other words, Euler angles will eventually be 

converted into matrix multiplication. 

 Rotation around z-axis: R𝑧(α) = [
cos α sin α 0
−sin α cos α 0

0 0 1
]            (3.4) 

 Rotation around y-axis: R𝑦(β) = [
cos β 0 −sin β

0 1 0
sin β 0 cos β

]            (3.5) 
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 Rotation around x-axis: R𝑥(γ) = [
1 0 0
0 cos γ sin γ
0 − sin γ cos γ

]            (3.6)  

Hence, the transformation matrix for Roll-pitch-yaw representation would be 

R𝑧(𝛼) · R𝑦(𝛽) · R𝑥(𝛾). 

Detectable range of facial poses spans from -30˚ to 30˚ in pitch, from -20˚ to 20˚ 

in roll, and from -40˚ to 40˚ in yaw (Saeed, Al-Hamadi, & Ghoneim, 2015). If the angle 

of facial gesture activity is within this range, the possibility of privacy exposure is 

relatively high. The pseudocode for the angle algorithm is outlined in Algorithm 3.3. 

 

Algorithm 3.3 The algorithm of factor angle 
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3.2.4 Factor Sensitivity 

The convolutional activation feature is extracted through the CNN. The colour, 

texture, shape and other information of a person's face is extracted as a feature 

representation. Then the feature is set as an input to the age estimation model. The age 

estimation model uses the extracted face feature representation and specific age labels or 

age groups. The age estimation model is learned through machine learning. By using this 

model, through several steps, age estimation of the face image can be carried out. Figure 

3.10 illustrates the facial age estimation flowchart. 

 

Figure 3.10 The flowchart of facial age estimation 

The pseudo code for the sensitivity algorithm is outlined in Algorithm 3.4. 

 

Algorithm 3.4 The algorithm of factor sensitivity 
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3.2.5 Factor Timeliness 

Everyone has a forgetting curve of user’s himself (Averell, & Heathcote, 2011). A 

particular knowledge point of learning is not different to give itself an incentive. 

Nevertheless, the incentive is not immutable and will gradually decrease as time goes on. 

If we do not give this knowledge an incentive for a long time, it will become less till it is 

forgotten and then filtered out (Feriyanto, Saleh, Badri, Deros, & Pratama, 2015). Some 

people may have a good memory; others may have a poor memory. The forgetting curves 

between different people are dissimilar. However, this does not fundamentally affect 

human's cognition. That is to say, if there is a forgetting function, it is first in exponential 

form and then in practical process. The pseudocode for this timeline algorithm is outlined 

in Algorithm 3.5. 

The forgetting curve can be applied to Newton’s law of cooling (Emmons, 2016). If 

M is the memory value at time t, 𝑴𝒔 is the forgotten threshold value, 𝑴𝟎 is the initial 

memory value and 𝑘 is the super parameter. Then the differential equation defined as 

below. 

                   (3.7) 

 

Algorithm 3.5 The algorithm of factor timeliness 
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3.3 APH-Based Privacy Scoring Hierarchy 

Analytic Hierarchy Process is abbreviated to AHP. It is a simple method for making 

decisions on some complicated and fuzzy problems. It is especially suitable for those 

problems that are difficult to be analysed quantitatively. AHP deals with complicated 

and often lacks quantitative data problems composed of many interrelated and mutually 

restricted factors. It is a flexible and practical method of multiple criteria decision 

making. AHP is used to determine the weight of factors. The necessary steps of the AHP 

modelling are clarified as follows:  

(1) Conceptualizing the complex problem and finding out the main factors involved in 

the research object. 

(2) Analysing the subordinate relationship of each factor and constructing the ordered 

hierarchical structure model.  

(3) Establishing the judgment matrix which compares the relative importance of each 

factor at the same level to a particular criterion at the previous level. 

(4) Calculating the relative weights of the compared factors to the criterion at the upper 

level by using the judgment matrix. Moreover, the consistency test is carried out.  

(5) Calculating the synthetic weights of each level which are related to the primary 

objective of the system and the hierarchical levels.  

 

Figure 3.11 The flowchart of the necessary steps of the AHP modelling 

When AHP is used to analyse the decision problem, the problem is organised and 

layered, and a hierarchical structure model is constructed (Bevilacqua, & Braglia, 2000). 

In this model, complex problems are decomposed into components of criteria. These 

factors are from numerous levels according to their attributes and relationships. The 
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factors of the previous level play a dominant role in the relevant derived factors of the 

next level. These levels can be divided into three categories the goal layer, the criteria 

layer and the sub-criteria layer (Baby, 2013). The ladder hierarchy model is shown in the 

diagram. 

 

Figure 3.12 The ladder hierarchy model 

The weight of privacy scoring hierarchy is divided into three levels. As the target of 

the picture's privacy score G belongs to the goal layer, the criteria layer contains five 

elements of the privacy score of the picture. There are Accuracy C1, Ratio C2, Angle C3, 

Sensitivity C4 and Timeliness C5. The sub-criteria layer is the specific indicator item in 

this scoring system, including the Age S1 of the face recognition module and the License 

Plate Number S2 of the plate number recognition module. Hierarchical structure model is 

constructed to explain the subordinate relationship between the structure and factors 

(Schnetler, Steyn, & Van Staden, 2015). The hierarchical model is shown in Figure 3.13. 

 

Figure 3.13 Weights of privacy scoring hierarchy 

The hierarchical structure reflects the relationship between factors. However, the 

proportion of each criterion in the criteria layer in the measurement is not necessarily the 

same. Each criterion should have a certain proportion. 
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Suppose there are 𝑛 factors in X = {𝑥1, 𝑥2, … , 𝑥𝑛}, how to derive the influence of 

these factors on a factor Y? The pairwise comparison of factors can be adopted to 

establish a pair comparison matrix method. This step is a key process in the AHP method. 

To evaluate the relative importance of each relevant element in the hierarchy, the 

judgment matrix is evaluated for an element in the previous level. Its form is elaborated 

in equation 3.8. Two factors x𝑖 and x𝑗 are taken at a time. The ratio of the impact of 

x𝑖and x𝑗 to Y is expressed in x𝑖𝑗. All comparison results are expressed in matrix 𝐀 =

(a𝑖𝑗)𝑛×𝑛. A is called the pairwise comparison judgment matrix between Y and X. It is 

easy to see that if the ratio of x𝑖 to x𝑗 affects Y is a𝑖𝑗. Then the ratio of x𝑖 to x𝑗 to Y 

should be a𝑗𝑖 =
1

a𝑖𝑗 
 .   

 

   

(3.8) 

Regarding how to determine the value of a𝑖𝑗, numbers 1 to 9 and their reciprocal 

value are used as scales. Table 3.2 lists the meanings of scales 1 to 9. 

Table 3.2 The meanings of scales 

Scale Descriptions 

1 It indicates that the two factors are of the same importance. 

3 It indicates that the former is slightly more important than the latter. 

5 It indicates that the former is apparently more important than the latter. 

7 It indicates that the former is much more important than the latter. 

9 It indicates that the former is extremely more important than the latter. 

2, 4, 6, 8 It indicates the intermediate value of the adjacent scales. 

reciprocal 

value 

If the ratio of the importance of factor i to factor j is a𝑖𝑗, the ratio of 

the importance of factor j to factor i is a𝑗𝑖 = 1 a𝑖𝑗
⁄ . 

 

In the hierarchical analysis process, the relative importance weights between factors 

are computed by a single judgment matrix. The hierarchy sequence is obtained by solving 
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the following eigenvalue problem, 𝑨𝑽 = 𝜆𝑽. In the equation, 𝐕 is a vector and 𝐕 =

(𝑉1, 𝑉2, … , 𝑉𝑛)′ , λ  is the eigenvalue of judgment matrix 𝐀 . 𝐕  is the eigenvector 

corresponding to the eigenvalues. The equation which gets the maximum eigenvalue of 

judgement matrix is shown as the eq.(3.9), where (𝐀𝐕)𝑖 represents the i-th factor of the 

vector 𝑨𝑽. The component 𝑉𝑖 of 𝐕 is the weight value of the corresponding factor. 

 

 

(3.9) 

With the aim of testing the consistency of the judgment matrix, it is necessary to 

calculate the consistency index: 𝑪𝑰 =
λ𝑚𝑎𝑥−𝑛

𝑛−1
, Check Coefficient: 𝑪𝑹 =

𝐶𝐼

𝑅𝐼
. 

When 𝑪𝑰 = 0, the judgment matrix is fully consistent. Conversely, the larger the CI 

will be, the worse the consistency of the judgment matrix is. In order to verify the 

satisfactory consistency of the judgment matrix, it is necessary to compare CI and mean 

random consistency index RI. To define the mean random RI, there are 500 pairwise 

comparison judgment matrixes, 𝐴1, 𝐴2, … , 𝐴500 and the respective consistency index CI, 

𝐶𝐼1, 𝐶𝐼2, … , 𝐶𝐼500. Hence, 𝑹𝑰 =
𝐶𝐼1+𝐶𝐼2+⋯+𝐶𝐼500

500
=

λ1+λ2…+λ500
500

−𝑛

𝑛−1
 and it shows in Table 

3.3. 

Table 3.3 The values of mean random consistency index 

 

When 𝑪𝑹 < 0.10, it is considered that the consistency of the judgment matrix is 

acceptable. Otherwise, when 𝑪𝑹 > 0.10, it is necessary to adjust the judgment matrix 

until it is satisfied. 

After calculating the eigenvector of each judgment matrix, the synthetic weights of 

each level for the leading factor can be calculated from top to bottom, and the formula 

shows as follow. Total sorting weight of lower layer B is shown in Table 3.4. 

 

 

(3.10) 

Table 3.4 Total sorting weight of the lower layer B 

 𝐴1, 𝐴2, … , 𝐴𝑚 Total Sorting Weight Value 
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𝐵1 𝐵11, 𝐵12, … , 𝐵1𝑚 

∑𝑉𝑗𝑏𝑗

𝑚

𝑗=1

 

𝐵2 𝐵21, 𝐵22, … , 𝐵2𝑚 

∑𝑉𝑗𝑏2𝑗

𝑚

𝑗=1

 

… … … 

𝐵𝑛 𝐵𝑛1, 𝐵𝑛2, … , 𝐵𝑛𝑚 

∑𝑉𝑗𝑏𝑛𝑗

𝑚

𝑗=1

 

 

The pseudocode of the AHP-Based model for computing privacy scoring weights is 

outlined in Algorithm 3.6. 

 

Algorithm 3.6 APH-based method for privacy scoring weights 
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AHP is an effective method for calculating weights on the privacy scoring system 

influenced by the five privacy factors. It is suitable for this multiple criterion scoring that 

is intractable to be analysed quantitatively. Hence, we got the score and weight ratio of 

the five factors from Algorithm 3.1 to 3.6. The pseudocode for the mechanism of privacy 

evaluation algorithm is outlined in Algorithm 3.7. 

 

Algorithm 3.7 The scoring schema of image privacy 

3.4 Differential Privacy 

Hashing and subsampling along with noise injection are the three commonly used 

research methods to make the query results anonymised (Geng, & Viswanath, 2016). 

Hashing is a cryptographic method with the intention irretrievably converts records into 

a unique data of random codes. Subsampling takes merely a segment of records from data 

sets. For noise injection, it inserts arbitrary data that obscures the original, sensitive 

identifiable individual information. 

Let 𝓐 be a randomized algorithm on two neighboring datasets D and D', let 𝓞 be 

a random collection of likely outputs of 𝓐 (Dwork, 2011). Algorithm 𝓐 fulfils ε-

differential privacy when it meets:  

 𝑃𝑟[𝒜(𝐷)𝜖𝒪] ≤ 𝑒𝜖𝑃𝑟[𝒜(𝐷′)𝜖𝒪] (3.11) 

Throughout this project, image processing like face detection and car plate 

recognition produces a significant amount of data. The application, named as diffpriv, is 
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an anonymisation tool with Laplace mechanism which fulfils ε-differential privacy 

(Rubinstein, & Alda, 2017).  

 

 

Figure 3.14 Flowchart of Laplace mechanism 

The most common method to accomplish differential privacy is the Laplace 

mechanism which includes autonomous noise to the export of a numeric function 𝑓 to 

satisfy ε-differential privacy of discharging 𝑓 (Prasser, Kohlmayer, 2015). 

 Δ𝑓 = 𝑚𝑎𝑥𝐷,𝐷′||𝑓(𝐷) − 𝑓(𝐷′)||1. (3.12) 

It is sufficient to publish 𝑓(𝐷) + 𝑿 where 𝑿 is drawn from Lap (
Δ𝑓

𝜖
). 

The weakness of differential privacy is apparent. Due to the assumption of 

background knowledge, we need to add a significant amount of randomisation to the 

aggregate results, leading to a sharp decline in the usability of analysing data. The answers 

might not be particularly valuable. Especially for those complex queries, sometimes the 

results of randomisation almost cover up the real results. This may be the reason why 

differential privacy is not much applied nowadays. The pseudocode for the algorithm of 

differential privacy is outlined in Algorithm 3.8. It introduces a differentially-private 

mechanism for releasing database. The algorithm takes advantage of the Bernstein 

polynomial of 𝑭𝑫 as the noise injection of Laplace mechanism (Alda, & Rubinstein, 

2017). This approximation consists of linear combination of the Bernstein polynomial. 

Its coefficients are evaluations of 𝑫 on a cover 𝑷. 
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Algorithm 3.8 Differential privacy for image privacy scoring  
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Chapter 4  

Results 

This chapter presents the findings, analysis of data gathered, 

the primary objective is to accomplish the goal of this study by 

comparatively evaluating the experimental results. The findings 

which relate to the research questions guided our study. The data 

for each stage in privacy scoring will be detailed. Furthermore, 

data collections with the experimental environment will be 

articulated in this chapter, as well as the results of image privacy 

level will be clarified. The results and findings will be evaluated 

as well as the limitations of this thesis will be pointed out at the 

end of this chapter.  

 

 

 

 

 

 

 

 

 

 

 

 

 



40 

 

4.1 Privacy Factors 

We investigated what the importance of each key factors of image privacy protection 

throughout an online questionnaire. This survey received 52 answer sheets. The interview 

questions are on a scale of 1 to 9 where nine indicates extremely important, and one is 

not at all critical. In this part, five charts will be present. Each chart represents the result 

of the corresponding question and followed by some explanations. 

The factor accuracy is about whether an object can be accurately identified. Figure 

4.1 shows nearly 80% believed that it plays a significant role in revealing image privacy. 

The average of the ratings is 7.29%. 

 

Figure 4.1 Survey result of factor accuracy 

The factor ratio indicates the position and area ratio of an object. Figure 4.2 shows 

73% of them thought that it is comparatively unimportant for this factor to determine the 

level of privacy disclosure. The average of these ratings is 3%. 

 

Figure 4.2 Survey result of factor ratio 

The factor angle means the detected angle. According to the figures shown in the 

diagram, we see that Figure 4.3 shows 84.5% of them believed the detected angle is on 

the relative importance. The average of these ratings is 4.5%. 

https://www.bing.com/dict/search?q=importance&FORM=BDVSP6&mkt=zh-cn
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Figure 4.3 Survey result of factor angle 

The factor sensitivity which represents whether the detected age is less than or equal 

to 17 or whether the car plate number is accurately recognised. The chart in Figure 4.4 

reveals that more than three-quarters of respondents would opt for the factor sensitivity 

which is of great importance. The average of the ratings is 7.83%. 

 

Figure 4.4 Survey result of factor sensitivity 

The duration of time between the photos taken and published will affect the level of 

privacy. As we see in Figure 4.5, there is 32.7% who believed the factor timeliness is not 

at all critical. 48% of participants also praised for the factor being unimportant. The 

average of the ratings is 2.63%. 

 

Figure 4.5 Survey result of factor timeliness 
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The questionnaire determined the score of each criterion in the judgement index. 

According to the principle of analytic hierarchy process, the results of each criterion are 

obtained, as illustrated in Table 4.1. 

Table 4.1 The score of each criterion in the judgement index 
 

Accuracy Ratio Angle Sensitivity Timeliness 

Accuracy 1 5 2 1 7 

Ratio 1/5 1 1/3 1/4 2 

Angle 1/2 3 1 1/3 4 

Sensitivity 1 4 3 1 7 

Timeliness 1/7 1/2 1/4 1/7 1 

 

The matrix corresponding to this privacy scoring schema is shown as below: 

 𝐂 =

[
 
 
 
 

1 5 2 1 7
1/5 1 1/3 1/4 2
1/2 3 1 1/3 4
3 4 3 1 7

1/7 1/2 1/4 1/7 1]
 
 
 
 

 

 

(4.1) 

 

Table 4.2 Weights of the privacy scoring schema 

Names Weights 

Accuracy 34.43% 

Ratio 7.55% 

Angle 17.21% 

Sensitivity 36.33% 

Timeliness 4.48% 

 



43 

 

 

Figure 4.6 Weights of the privacy scoring schema 

 

  Privacy scoring method makes the privacy level of photos on a scale of 0 to 

1.0, factoring in the five criteria, 1.0 indicates the maximum risk of privacy and 0 means 

there is no privacy issue. Then, each factor will be explained how to get their percentage. 

Factor Accuracy C1 takes 34.43% in this privacy scoring method. OpenFace provides 

the confidence rate in percentage which is the input for the factor accuracy. The sample 

records show in Table 4.3. Confidence rate, between 0 and 1.0, is for the estimated 

detection rate.  

Table 4.3 Sample records with confidence level value 

 

 

34%
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36%
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 For the factor Ratio C2 which shares 7.55% of the privacy scoring method, the 

proportion of the face-detected region in percentage to the photo could get from the 

method we proposed in previous chapter.  

 For the factor Angle C3 which shares 17.21% of the privacy scoring method, there are 

three kinds of rotations to be considered. The angle results are the output of OpenFace 

which are in radian. It needs to be converted into a degree. By definition, 360 degrees 

equal 2π radians. Hence, 1-degree equals 
𝜋

180
. As we mentioned previously, the 

detectable range of facial poses spans from -30˚ to 30˚ in pitch, from -20˚ to 20˚ 

in roll, and from -40˚ to 40˚ in yaw. Privacy level reaches its maximum value 1.0 as face 

turns roughly close to 0˚. Privacy level reaches its minima 0 when the face turns closely 

to the limit of this range. There are three linear equations listed as below:  

Rotation in roll: y(𝛼) = {
0

−
9

𝜋
· |𝛼| + 1        

α∉(−
π

9
,   

π

9
)

α𝜖[−
π

9
,   

π

9
]
             (4.2) 

Rotation in pitch: y(𝛽) = {
0

−
6

𝜋
· |𝛽| + 1        

β∉(−
𝜋

6
,   

𝜋

6
)

β𝜖[−
𝜋

6
,   

π

6
]
            (4.3) 

Rotation in yaw: y(𝛾) = {
0

−
9

2𝜋
· |𝛾| + 1   

γ∉(−
2

9
𝜋,   

2

9
𝜋)

 

γ𝜖[−
2

9
𝜋,   

2

9
𝜋]

             (4.4) 

 The factor sensitivity C4 shares the most essential 36.33% of the privacy scoring 

method. The age which is less than or equal to 17 has the most sensitivity whose privacy 

level at 1.0. Through comparisons, the detected age which is greater than 17 owns a 

normal sensitivity whose privacy level is at 0.5. Likewise, the privacy level is one as the 

confidence rate of car plate number detection is higher than 90% and otherwise it will be 

0. 

 The factor Timeliness C5 shares the lowest 4.48% of the privacy scoring method. 

According to the Ebbinghaus Forgetting Curve, people tend to memorize 58% of the 

content after 20 minutes; one hour later, 44% was remembered; one day later, 26% were 

remembered; one week later, 23% were remembered, one month later, just 21% were 

remembered (Roediger,1985). By this rule, the interval of current time of the published 
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time can be mapped to the privacy level. At the moment when user shared a photo, the 

score is 1.0; after 20 minutes, the score is 0.58; one hour later, it is 0.44; one day later, it 

is 0.26; one week later, it is 0.23; one month later, it is 0.21. 

4.2 Image Privacy 

As the focus of this thesis is on implementing a method which can detect and analyse 

the object from an images to achieve the privacy level. In the experiment, the dataset of 

this project is a benchmark of 7648 frames of 26 recorded videos with variations of 

horizontal or vertical angles from -90 º to 90º. For each video, it is 10 seconds long and 

ranges from 20 FPS to 30 FPS. The size of the videos has 1280 pixels width and 720 

pixels height. The data rate is 14560 kbps. The camera was set at a distance of 2 meters 

from the person. All videos were recorded by using this method. The background of these 

videos is relatively white and clean in order to focus on facial movement. There is a 

unique combination of face movement and camera location or angles in each video, as 

listed in Table 4.4.  

Table 4.4 All the combinations of facial movements and position 

Event 
Face Movement 

and Direction 

Face 

Position 

Camera Angle 

Relative to Face 

Number 

of Frames 

1 
Move horizontally from left 

90° to the right 90° 
Centre Frontal position 203 

2 
Move horizontally from left 

90° to the right 90° 
Top Frontal position 225 

3 
Move horizontally from left 

90° to the right 90° 
bottom Frontal position 252 

4 
Move horizontally from left 

90° to the right 90° 
Right Frontal position 220 

5 
Move horizontally from left 

90° to the right 90° 
Left Frontal position 200 
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6 
Move horizontally from left 

90° to the right 90° 
Top-right Frontal position 311 

7 
Move horizontally from left 

90° to the right 90° 
Top-left Frontal position 314 

8 
Move horizontally from left 

90° to the right 90° 
Bottom-right Frontal position 310 

9 
Move horizontally from left 

90° to the right 90° 
Bottom-left Frontal position 303 

10 
Move vertically from upward 

90° to downward 90° 
Centre Frontal position 315 

11 
Move vertically from upward 

90° to downward 90° 
Top Frontal position 330 

12 
Move vertically from upward 

90° to downward 90° 
Bottom Frontal position 332 

13 
Move vertically from upward 

90° to downward 90° 
Right Frontal position 305 

14 
Move vertically from upward 

90° to downward 90° 
Left Frontal position 309 

15 
Move vertically from upward 

90° to downward 90° 
Top-right Frontal position 315 

16 
Move vertically from upward 

90° to downward 90° 
Top-left Frontal position 296 

17 
Move vertically from upward 

90° to downward 90° 
Bottom-right Frontal position 326 

18 
Move vertically from upward 

90° to downward 90° 
Bottom-left Frontal position 316 

19 
Move horizontally from left 

90° to the right 90° 
Centre 

Move up and 

downwards by 30 
312 
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20 
Move horizontally from left 

90° to the right 90° 
Centre 

Move down and 

upwards by 30 
325 

21 
Move horizontally from left 

90° to the right 90° 
Centre 

Move left and tilt by 

30 towards the right 
324 

22 
Move horizontally from left 

90° to the right 90° 
Centre 

Move right and tilt by 

30 towards the left 
303 

23 
Move vertically from upward 

90° to downward 90° 
Centre 

Move up and 

downwards by 30 
293 

24 
Move vertically from upward 

90° to downward 90° 
Centre 

Move down and 

upwards by 30 
328 

25 
Move vertically from upward 

90° to downward 90° 
Centre 

Move left and tilt by 

30 towards the right 
291 

26 
Move vertically from upward 

90° to downward 90° 
Centre 

Move right and tilt by 

30 towards the left 
290 

 7648 

 

The sensitivity in the video for face detection is fixed; the age is higher than 17 years 

old. All video shooting time is from 10:08 14 March 2018 to 10:51 14 March 2018, and 

the experimental testing time is 25 April 2018 at 15:08. The time difference is more than 

one month, and the specific gravity value is 0.21. Therefore, from Event No. 1 to Event 

No. 26, sensitivity and timeline are fixed. We need to consider the influence of accuracy, 

specific gravity and angle on the privacy evaluations.  

From Figure 4.7 to Figure 4.12, it shows the privacy level of the events at different 

angles and locations. By studying the differences of privacy of the faces in different 

directions in the same position or in different positions in the same direction, the 

comparisons were made and then analysed by comparing the data and then adjusting the 

weight ratio. 

Figure 4.7 presents a comparison of horizontal and vertical face movements of Event 

No. 1 and Event No. 10 when the face is centred on the video frames. In Event No. 1, the 

left side was unstable with an extensive range of fluctuation. In Event No. 10, when the 
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face rose, its privacy was higher than the privacy when the face was at low positions. We 

had noted from the graph that when the face moved to the detectable angles, the privacy 

values of both events maintain at a high level. It rises to above 0.65, up to 0.73. 

 

Figure 4.7 The comparison of the horizontal and vertical 

face movements when the face centred on the images 

 

Figure 4.8 shows the collection of horizontal and vertical face movements of Event 

No. 2, Event No. 3, Event No. 11 and Event No. 12 when the face sites on the top and 

bottom of the images. It is noteworthy that the curve has fallen off from 0.64 to 0.67 when 

the face is being moved within the detectable range. The diagram shows a marked decline 

at the level of privacy when approaching to the end of those facial movements compared 

with that at the beginning of each movement.  
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Figure 4.8 The collection of horizontal and vertical face movements 

when the face sites on the top and bottom of the images 

 

Figure 4.9 displays the collection of horizontal and vertical face movements of Event 

4, Event 6, Event 8, Event 13, Event 15 and Event 17 when the face sites on the right 

third of the images. According to the points shown in Figure 4.9, when the face is on the 

right third of the picture, the face is tilted to the left or tilted upwards, which is lower than 

the privacy level on the right side of the face. By comparing with Events 6, 8, 15 and 17, 

Events 4 and 13 have a higher privacy level. The highest privacy level for Events 4 and 

13 is between 0.63 and 0.68, while the highest privacy level for Events 6, 8, 15 and 17 is 

between 0.6 and 0.63. 
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Figure 4.9 The collection of horizontal and vertical face movements 

when the face sites on the right third of the images. 

 

Figure 4.10 presents the collection of horizontal and vertical face movements of 

Events 5, 7, 9, 14, 16 and 18 when the face sites on the left third of the images. We see 

from the statistics when the face is on the left, it is almost opposite to the curve shown in 

Figure 4.9. The privacy level of the right side and bowed face is slightly lower. By 

comparing with Event 5 and 14, Events 7, 9, 16 and 18 have a higher privacy level. The 

highest privacy level for Events 5 and 14 is between 0.64 and 0.68, while the highest 

privacy level for Events 7, 9, 16 and 18 is between 0.61 and 0.64.  
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Figure 4.10 The collection of horizontal and vertical face movements 

when the face sites on the left third of the images 

 

Figure 4.11 displayed the collection of Events 19, 20, 25 and 26 when the face was 

at the centre of the images. As the face was moving horizontally from left to right, the 

camera followed up and tilted down by 30° in Event 19, and the camera moved down and 

tilted up by 30° in Event 20. As the face was moving vertically from upward to downward, 

the camera was being moved left and tilted right by 30° in Event 25, and the camera 

moved right and tilted left by 30° in Event 26. When the face was shifting horizontally, 

the camera tilted up and down, and the image shows a lower privacy level curve on the 

left and right sides. Similarly, when the face was rising vertically, the camera tilted to the 

left and right, and their curves slide down at the upper and lower ends. The graph shows 

that it does not have much influence on the privacy level curve when the face looks 

horizontally, the camera tilted up and down; when the face rotated vertically, the camera 

tilted left and right compared with when the camera was at the frontal position. Besides, 

their highest value is between 0.61 and 0.69. 
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Figure 4.11 The collection of events 19, 20, 25 and 26 

when the face was centred on the images 

 

Figure 4.12 shows the collection of Events 21, 22, 23 and 24 when the face was at 

the centre of the images. As the face turned horizontally from left to right, the camera 

moved left and tilted right by 30° in Event 21, and the camera moved right and tilted left 

by 30° in Event 22. As the face moved vertically from upward to downward, the camera 

looked up and tilted down by 30° in Event 23, and the camera rotated down and tilted up 

by 30° in Event 24. When the face turned horizontally, the camera tilted to the left, 

showing that the privacy level on the left was always high. Even though the angle of the 

left side of the face is smaller than that of the right face; the high value of its privacy level 

was always on the left. Similarly, when the face moved horizontally and the camera tilted 

to the right, the higher privacy level was always on the right. When the face turned 

horizontally and the camera tilted downward, its privacy level is the highest. When the 

camera leaned upward, the privacy level is the highest one when the head was lowered. 

Their highest priority level is between 0.69 and 0.73. 
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Figure 4.12 The privacy evaluations of the collection 

consisting of Events 21, 22, 23 and 24 when the face was 

centred on the images 

 

Figure 4.13 is the privacy level curve of the car. According to the chart, the privacy 

level of the vehicle is more apparent when the vehicle is moving. When the angle is over 

45°, the privacy of the vehicle does not exist. The privacy level of the license plate is 

between 0.58 to 0.61. 

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0 250

Event 21

Event 22

Evemt 23

Event 24



54 

 

 

Figure 4.13 The result of privacy level in car plate detection 

 

 

Figure 4.14 Privacy of a car and an adult.  

Adult: 0.6137. Car plate number: 0.6112 

Table 4.4 Privacy proportion of the adult on Figure 4.14 

Adult Privacy Weight Score 

Accuracy 0.975 0.3443 0.3356925 

Ratio 0.3 0.0755 0.02265 

Angle 0.3736 0.1721 0.06429656 

Sensitivity 0.5 0.3633 0.18165 

Timeliness 0.21 0.0448 0.009408 

Privacy level 0.61369706 
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Table 4.5 Privacy proportion of the car plant number of Fig 4.14 

Adult Privacy Weight Score 

Accuracy 0.9493 0.3443 0.32684399 

Ratio 0.8 0.0755 0.0604 

Angle 0.6132 0.1721 0.10553172 

Sensitivity 0.3 0.3633 0.10899 

Timeliness 0.21 0.0448 0.009408 

Privacy level 0.61117371 

 

 

 

Figure 4.15 Privacy of family image. Child: 0.849; Adult No.1 at the middle: 0.7102; 

Adult No.2 at right side: 0.596 

 

Table 4.6 Privacy proportion of the child on Figure 4.15 

Child Privacy Weight Score 

Accuracy 0.975 0.3443 0.3356925 

Ratio 0.5 0.0755 0.03775 

Angle 0.5844 0.1721 0.10057524 
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Sensitivity 1 0.3633 0.3633 

Timeliness 0.26 0.0448 0.011648 

Privacy level 0.84896574 

 

Table 4.7 Privacy proportion of the adult No.1 on Figure 4.15 

Adult No.1 

Female 
Privacy Weight Score 

Accuracy 0.975 0.3443 0.3356925 

Ratio 0.8 0.0755 0.0604 

Angle 0.7021 0.1721 0.12083141 

Sensitivity 0.5 0.3633 0.18165 

Timeliness 0.26 0.0448 0.011648 

Privacy level 0.71022191 

 

Table 4.8 Privacy proportion of the adult No.2 on Figure 4.14 

Adult No.2 Male Privacy Weight Score 

Accuracy 0.975 0.3443 0.3356925 

Ratio 0.5 0.0755 0.03775 

Angle 0.1907 0.1721 0.03281947 

Sensitivity 0.5 0.3633 0.18165 

Timeliness 0.26 0.0448 0.011648 

Privacy level 0.59955997 

 

We analysed and evaluated the pictures through the experimental results. The sample 

result of privacy level. The sample results for 20 pictures are shown in Figure 4.16. 
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Figure 4.16 The sample result of privacy levels 

4.3 Differential Privacy  

Differential privacy protection is a mechanism of preprocessing and disturbance 

processing of raw input data. Table 4.9 presents a sample of the original input data for the 

image privacy scoring mechanism. A record of the PhotoId column is generated when a 

new image added. The confidence rate of factor accuracy is the output from OpenFace 

and OpenALPR. The factor ratio is the score of the bounding box of the recognised face 

or license plate in the position of the picture. The factor angle is the measured radians of 

the pitch, yaw, and roll. There are two types and their respective values in the factor 

sensitivity. The last factor is the time when the image was taken. 

As shown in the Table 4.10, the score of each factor in [0,1] range is calculated 

according to 3.2. The privacy score is calculated based on the proportion of each criterium 

of section 4.1. 
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Table 4.9 The sample of the original input data for 

the mechanism of the image privacy scoring 

 

Table 4.10 The sample output data for the mechanism of the image privacy scoring 

 

Since the privacy scores of this picture directly reveal the privacy degree of the 

picture without complicated picture processing. It is easy to obtain high-privacy pictures 
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by looking at critical scoring parameters and privacy scoring. In order to protect the 

privacy of the picture and consider the future of the extensive application of third-party 

cooperation, the output data also need privacy protection. The three columns of PhotoId, 

Sensitivity and Privacy Level are processed by adding Laplace noise. As a consequence, 

the following output results are obtained so that we could safely release a differentially 

private dataset, as shown in the Table 4.11.  

Table 4.11 The samples of the dataset for calculating differential privacy 
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Chapter 5  

Analysis and Discussion  

  In this chapter, the discussion and resultant analysis with 

respect to outcomes of the experiments are demonstrated and 

presented. In this chapter, we will discuss the two parts of the 

statistical analysis from the results of previous chapters. The first 

part will highlight the results that support the primary goal of the 

thesis. More specifically, comparisons regarding the performance 

of various classifiers will be discussed in this chapter. The clear 

demonstration of outcomes from image privacy will be addressed. 

Finally, the significance will also be stated through analysing the 

outcomes.  
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5.1 Analysis of Expected Results and Actual Results 

It is the survey result to test the responses on rating the privacy concerns of a lady’s 

picture which is the adult No. 1 as shown in Figure 4.15. Most people care about preserving 

lady’s privacy as Figure 5.1. According to the survey results, the average privacy is 0.6534. 

The result of our experiment is 0.7102. The difference between the two results is 0.0568. 

The result calculated by the system is 5.68 % higher than the result of the questionnaire 

survey and exceeds 0.68 %. Therefore, we will carry out the relevant weights of the female 

privacy scores again. Also, due to limitations of the questionnaire survey, when the 

expected result is significantly different from the result calculated by the actual system, 

we need to collect and debug the relevant data again and control the difference to 5 %. 

 

Figure 5.1 Privacy level for the lady in the image 

It is the survey result to test the responses on rating the privacy concern of a child’s 

picture which is shown in Figure 4.15. In Figure 5.2, the calculated average privacy is 

0.8667. The experimental result is that the privacy is 0.849. The difference between the 

two results is 0.0177. The questionnaire is 1.77 % higher than the result calculated by 

using the algorithms. The difference between these two is within 5 %, which shows that 

the results calculated by the algorithms are relatively accurate. 
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Figure 5.2 Privacy level for the baby in the image 

Figure 4.15 shows the responses on rating the privacy concern of a gentleman’s picture 

(adult No. 2). As shown in the Figure 5.3, the privacy for men is at an intermediate value. 

The average privacy calculated by the chart is 0.58. The result from the experimental 

calculation is 0.5996. The difference between the two values is 0.0196, and the difference 

remains within 5%. It shows that the results calculated by the system are relatively accurate 

in the process of men's privacy calculation. 

 

Figure 5.3 Privacy level for the gentleman in the image 

Figure 5.4 is a comparison of the results shown the privacy scores for 20 test pictures. 

The comparison is between the expected results and the results calculated by the 

algorithms. This histogram can generally show that these two results are very close each 

other and the difference between them is very minor. The specific difference will be 

analysed by using ROC curves. 
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Figure 5.4 Privacy levels v.s. survey results 

The data difference between the calculated results and the expected results was 

statistically analysed in Figure 5.5 and Figure 5.6. There was not significant difference in 

accuracy. 

 

Figure 5.5 The results of variance analysis between survey score and privacy level 
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Figure 5.6 The results of variance analysis 

The ROC curve has an excellent characteristic. It remains unchanged as the 

distribution of positive and negative samples in the test set changes. Class imbalance often 

occurs in real datasets. There are more negative samples than positive samples or vice 

versa, and the distribution of positive and negative samples in the test data may change 

with time. The area of the ROC curve is Area Under the Curve, referred to as AUC. AUC 

is used to measure the performance of machine learning algorithms for two classification 

problems. Since the ROC curve is generally above the y=x line, the range of values for 

AUC is generally between 0.5 and 1. The reason why AUC is used as the evaluation 

criterion is that the ROC curve often does not indicate which classifier has better effect, 

while as a value, the classifier with the larger AUC has the better effect. The greater the 

AUC values, the more the current classification algorithm is to rank positive samples 

ahead of negative ones. 

Figure 5.7 is the ROC curve of the expected results and the actual calculated results 

from Figure 5.4. The ROC analysis shows that the AUC of the ROC of the calculated 

results is approximately 0.726, indicating that its accuracy is very high, nearly 73 %. The 

detected results are verified by the expected results, and the P value is greater than 0.05. 
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Figure 5.7 ROC metric to evaluate privacy level 

The objective of this experiment was to test the results of the attacker's node 

identification attack on the published social network with different background. An 

attacker carries out node identification attack by querying the published network to obtain 

a candidate set that matches the target object. The larger the matching set, the smaller the 

identification probability, and vice versa. 

Figure 5.8 is a comparative diagram of the PhotoId in the original data of Figure 4.10 

and the PhotoId data in Figure 4.11 after the noise has been added. When coupled with 

the graphics information in Figure 5.8, the data of the PhotoId is injected with noise to 

ensure that there is no duplicate Id. It indicates that the perturbed data in turn hides the 

identifiable information. Therefore, when the noisy photo with PhotoID is made public, 

it is effective to avoid retrieving and raw data through identity information, which is the 

meaning of the calculation of differential privacy. 
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Figure 5.8 The original PhotoId vs the published one 

 

Figure 5.9 shows the comparison of the protected privacy level with the original data 

from Figure 4.10 and Figure 4.11. The diagram depicts that the released dataset is in a 

more regular interval. When the results of the experiment are released by injecting noise, 

the viewer does not find the corresponding experimenter in the picture through the results. 

The analysis of this graph can clearly show that this differential privacy can avoid the 

disclosure of privacy. 

 
Figure 5.9 The original records of privacy level vs the published one 
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Likewise, the sensitivity has also been done in the same process as shown in the 

Figure 5.10. Figure 5.10 is a comparative analysis of sensitive data from Figure 4.10 and 

Figure 4.11. This diagram shows that the data, added the noises, does not coincide with 

the original data, which securely avoids the data breach caused by the index being 

recalculated after the data is published, thus the user's privacy information is protected. 

 

Figure 5.10 The original records of sensitivity vs the processed one 

5.2 The Significance of the Experimental Results 

With the rapid development of the social network, more and more experts from data 

mining, sociology, database and other fields have been attracted to conduct in-depth 

research and analysis on it. Social networks usually contain some sensitive personal 

attributes, relationships between individuals, graphic structures and other information. 

The privacy may be leaked or destroyed in the process of analysis and research. We 

expect that this research would allow users to maximise their privacy protection before 

publishing information on social networks and minimise their privacy leakage and 

damage to their interests. 



68 

 

Throughout the analysis of the questionnaires, we can make a clear comparison and 

analysis of the experimental results. Then through the ROC curve, we can understand the 

results of our experiments well, we can promptly change weights to ensure the accuracy 

of the privacy scores. The comparisons and analysis of these results before and after 

adding noises make the data having a more reliable results after analysis. 

Through the experimental results of this paper, we can accurately analyse the privacy 

scores of each picture, so that the publisher can clearly know the degree of privacy of the 

pictures or videos they post. When the publishers release their own pictures, they could 

protect their own privacy. Similarly, we encrypt the corresponding data, or we can 

effectively prevent data breaches caused by data indexing and re-analysis. Publishers 

enjoy sharing information while also protecting their privacy information, which is the 

purpose of this research project. 
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Chapter 6  

Conclusion and Future Work 

  In this thesis, in-depth articulation of the techniques was 

discussed which can be utilised to analyse the privacy scoring on 

media images. The main findings concerning the research 

questions are summarised; general conclusions based on the 

findings of the studies presented in this research are revealed. 

The similar approaches for each step have been implemented as 

the results of this thesis. In this chapter, we emphasise the 

strengths and limitations of the thesis. However, there are some 

considerations as well as suggestions for further research at a 

scholarly level, and conclusions are highly organised and 

integrated into the context. Meanwhile, the future work will be 

pointed out by the end of this thesis. 
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  The mechanism for evaluating privacy of social images is implemented to let users be 

recognised what the privacy level is to affect user’s published privacy information on the 

shared images by evaluating privacy risk. With the progress of data computing ability, the 

conflict between privacy and interpersonal relationship and human nature can be used to 

locate the individual by analysing the gender, age, education level, consumption 

behaviour, social activity, activity position, economic status and so on. Even a more severe 

situation is that privacy will always exist, the problem is that human daily and social life 

will be affected probabaly by the data, including both positive and negative.  

  For privacy protection, information security and surveillance abuse, in the context of 

massive data, these factors are intertwined. How to use computing technology to identify 

better illegal content and privacy content is the need for further development of technology 

to solve the breakthrough problem. 

  In this study, our differential privacy by injecting the data with Laplace noise to 

achieve the privacy protection of picture data release. The proposed method can ensure 

that privacy and security do not limit the attacker's background knowledge. It can resist 

various forms of privacy attacks and obtain acceptable publishing quality. There are still 

some problems with the method proposed in this dissertation for differential privacy, 

which needs to be further studied. On the one hand, our algorithm is still rudimentary. 

How to optimise the algorithm, reduce the error as well as improve the effectiveness of 

the published data remains to be further studied. On the other hand, though the proposed 

privacy protection method has realised the privacy protection to the weight, the attacker 

cannot infer the connection strength among the social individuals according to the 

published social network. However, this method only is taken of considerations of the 

anonymity of the weight itself. It does not think about the importance of the anonymity of 

the weights and the correlation between the weights. Subsequential research will conduct 

how to maintain the weight attribute in the published social network. 

  We work for this research project and hope that while people enjoy the convenience 

brought by social media, they can share their pictures and videos without revealing their 

privacy as much as possible. Because there is no absolute privacy in the world, and all 
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privacy will not be wholly protected from disclosure. This research hopes to protect 

people's privacy. In this thesis, there are many categories of privacy that are not considered. 

In future, the classification of privacy will be further subdivided to make the privacy 

scoring system more comprehensive and accurate. 
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Appendix II: Questionnaire of Evaluation of Image Privacy 

 
 

  

 

 

 

 

 

 

 



89 

 

  

  

 

 

 

 

 

 

 

 



90 

 

 

 

 


