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Abstract

The evolution and popularity of Online Social Networking Sites (OSNSs) has
produced a new platform for communications and collaborations. Features provided
by OSNSs allow users to share information in different types of digital forms such as
pictures, text messages, audios, and videos, and for different purposes of use such as
social communication, advertisements, online dating, and learning. Due to the public
space that OSNSs offer, many users have become psychologically attached to the
continuous use of these sites, as they can freely share information about themselves
including opinions, feelings, beliefs, locations, and relationships. Thus, OSNSs hold a
vast amount of information about individuals, organizations, and governments.

OSNSs unfortunately are getting used for crime and illegal activities, including
drug dealing, fraud, terrorism, child pornography and so on. Consequently, they have
become a source of forensic evidence that can be used in courts of law. However, there
is insufficient research that is focused on extracting forensic evidence from OSNSs,
and also there are no forensic tools that are designed exclusively for OSNSs forensic
investigation. Moreover, several digital forensic tools may have the ability to extract
OSNSs artefacts but remain untested. Thus, it is crucial to review and evaluate the
capability of these tools in extracting admissible forensic evidence.

The purpose of conducting this research is to evaluate three digital forensic
tools in terms of recovering forensic evidence from Facebook, Twitter, Instagram,
Bayt, and LinkedIn; and to identify the scope of evidence using three different
browsers. This research also aims to identify the location and sources that store OSNSs
forensic evidence. The testing research was conducted in a laboratory environment
based on an exploratory approach. In the preliminary test, functions, and types of data
acceptable in each OSNS are identified. Two separate case scenarios were used to
generate data using three browsers and to populate the respective test sites. Digital
forensic investigation was carried out using three digital forensic tools, which are
validated using the SWGDE approach for tool validation testing. Browser files stored
in the hard drive, RAM, and pagefile.sys were all examined by the three tools in order
to assess the scope and the capabilities. Advice for forensic investigators and
guidelines for forensic investigation of OSNSs were developed based on the data
collected.



Vi

The findings from this research showed that extracting forensic evidence from OSNSs
is difficult, as artefacts are stored in different locations that are variable. The choice of
a web browser used to investigate OSNSs directly influences the scope of digital
evidence obtained. Moreover, vital forensic evidence such as Facebook messages,
Tweets, and wall posts can be recovered only from RAM and pagefile.sys. It was
discovered that the selected digital forensic tools cannot extract the entire evidence
available. This is due to the fact that OSNSs activities are not guaranteed to be stored
on the computer system. However, the selected digital forensic tools have succeeded
in reconstructing sufficient evidence that determines the possibility of illegal, and
criminal activities through OSNSs. The findings show that some tools can recover
private messages sent and received on Facebook, LinkedIn, and Bayt, and some tools
can also recover the message metadata such as unique message 1D, sender and receiver
names and IDs, date and times of the messages.

The findings of this research provide a comprehensive understanding of the
capability, strengths, and weaknesses of the selected tools, and the recoverable OSNSs
forensic evidence, which can assist forensic investigators, and law enforcement
personnel when conducting similar investigations. Opportunities for future research

and development in the area of online social network forensics are also listed.
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Chapter 1

Introduction

1.0 BACKGROUND

Online Social Networking Sites (OSNSs) have become very popular among people all
over the world. They have become indispensable to many online users to be connected
with others through OSNSs. There are many different online social networks with
different purposes of use but all communicate information about the individual and
their networks of association. Many users of these sites have become psychologically
attached to the interaction and the self-promotion to a point where they freely post
information about themselves, including pictures, status, comments, likes, locations,
beliefs, opinions, and feelings. Some of these communications may be exaggerations
or fabricated using information tools but many users are simply conveying stories in
various forms about themselves and their communities. Moreover, Users tends to share
information for different purposes, such as for communication with others,
advertisements, business promotions, and so on. According to Cheung and Lee (2010),
“Participation and continuance in online social networks represents a new social
phenomenon that depends largely on the interactions with other users in a personal
network” (p.24).

There are many cases where people have used OSNSs to reveal their admission
of committing offenses. Often the motivation is to brag or to seek popularity. Zainudin,
Merabti and Llewellyn-Jones (2010) indicated that the emergence, and growth of
online social networks have resulted in an increase in their use for cyber-criminal
activities. Evans (2015) from “The Telegraph” reported that more than 16000 alleged
crimes involving Twitter and Facebook social networks were reported to the British
police during 2014. This indicates that OSNSs have become a host to many criminals
for their illegal activities, and crimes. From a forensic point of view, OSNSs are a
potential source of forensic evidence that can help during investigations (Mulazzani,
Huber &Weippl, 2012). This is due to the vast amount and types of data that can be

found from each OSNS. However, due to dynamic nature of OSNSs, obtaining



evidence can be challenging. The recovering of forensic evidence from OSNSs
depends on several variables, such as the web browser used by the suspect, the status
of the computer when seized, the acquired sources to be investigated, and the digital
forensic tools that are used for examinations and analysis.

The literature reviewed in this research shows that there is no standardized
model, or forensic tools specified for OSNSs forensic investigation. The aim of this
research is to test, evaluate, and compare the capabilities of three digital forensic tools
in extracting forensic evidence from five OSNSs, which are Facebook, Twitter,
Instagram, LinkedIn, and Bayt. The research also aims to identify whether the
recoverable evidence using the selected forensic tools, may vary depending on the
browser used by the suspect. Recovering OSNSs artefacts is difficult, because the
artefacts can be stored in different locations such as the hard drive and in browser files,
RAM, and the pagefile.sys. In this research, these sources are to be examined and
analysed using three digital forensic tools, in order to answer the research questions
and hypotheses presented in Section 3.2.3. The main research question proposed for
the research is:

What evidence can be extracted from online social networking sites when using

different forensic extraction tools?
1.1 MOTIVATION FOR RESEARCH

In criminal cases, such as homicide, Fraud, Sexual assaults, possession of drugs,
terrorist attacks and so on, digital devices owned by the suspect such as Desktop
Computers, laptops, mobile phones, and PDAs are target objects for forensic seizure,
and examination for forensic evidence. According to Al-Zaidy, Fung, Youssef, and
Fortin (2012) examining a digital device may help in finding crucial evidence related
to a case. They may also provide important data about the suspect’s OSNSs activities,
and communications, in which other suspects involved in the criminal case may be
identified. Moreover, OSNSs are currently used as a tool by several law enforcement
agencies in order to collect forensic evidence such as pictures, wall posts, GPS
locations, messages, and videos. Law enforcement use OSNSs such as Facebook in
order to run a search on a particular suspect using search engines (Hayes, 2011).
However, what would happen if criminals do not use their own names for their OSNSs

accounts, and they disabled search results for their accounts? Law enforcement



agencies will no longer be able to retrieve any information about them using a search
engine. When a criminal is detained, and denies that they have any association to a
crime, neither relations with other criminals, and denies that they have any accounts
on OSNSs, it is still possible to prove or disprove these allegations by examining their
machines. Further examinations of suspect’s devices can recover suspicious, illegal,
or criminal activities performed on OSNSs, including recovering private messages sent
to other suspects, photos, videos, wall posts, and shared links. Thus, the requirement
for a forensic investigation of OSNSs is necessary.

Moreover, forensic investigators are relying on digital forensic tools, which are
developed to acquire, process, examine, and analyse forensic evidence from general
digital devices. Although, digital forensic tools can examine and recover digital
evidence from digital devices, there are not any digital forensic tools that are
exclusively specified for OSNSs forensic investigation. This is because OSNSs is
relatively new area, and OSNSs artefacts and activities are not stored on the digital
devices like typical files, such as PDF and documents files which are stored on the
hard drive. Moreover, most of the data posted and activities performed, are stored on
the OSNSs provider’s servers. There are few digital forensic tools that may extract
OSNSs artefacts from different sources of evidence such as from the hard drive,
browser files, RAM, and pagefile.sys (Swap file).

The prime motivation for conducting this research is to identify and evaluate
three digital forensic tools, and their capabilities in terms of recovering forensic
evidence from OSNSs. It is to also explore the scope of evidence available in the
selected online social networks, and the source location of each type of evidence that
is posted online. The researcher is motivated to gain a better understanding of what the
selected digital forensic tools can offer to the forensic investigator during a forensic
investigation of OSNSs. Tools performance is of interest when similar cases happen
in real life scenarios where Facebook, Twitter, Instagram, LinkedIn, and Bayt are used

for committing crimes.
12 RESEARCH APPROACH AND FINDINGS

In order to answer the main research question proposed for this thesis, and to ensure
that the proposed research is conducted with an appropriate and effective

methodology, exploratory research is proposed. The research methodology has been



developed from a review of five relevant studies that have been previously published.
Six associated sub-questions that are related to the investigation environment and
problem area were developed. Four hypotheses have been developed for the purpose
of verifying the validity of the research findings, and to assist in answering the main
research question.

The proposed research phases are developed based on the exploratory
approach, and designed to evaluate the selected digital forensic tools in a systematic
and forensically trusted manner. The investigation and analysis of the collected data
forms a major part of the research. This research consists of five phases. In the first
phase, a preliminary test of OSNSs is conducted in order to identify their
functionalities (Definition of term: The range of operations that can be run on a
computer or other electronic system), capabilities, and to recognize the types of data
that are allowed to be posted on each OSNS. Based on this phase, case scenarios are
then developed which are designed to be as similar as possible to real world scenarios.
Prior to posting data on OSNSs, the target machine was wiped (Zeroed) using Darik’s
Boot and Nuke (DBAN) in order to ensure that any previous artefacts were fully
removed. Subsequently, data is placed using three different browsers on the selected
OSNSs, and documented as controlled data. The second phase was developed using a
method of tool validation testing proposed by SWGDE. In this phase, test plans were
developed which include the purpose of the test, the scope, requirements to be
achieved, expected results, and the test scenarios. In the third phase, the computer
forensic guidelines methodology proposed by Noureldin, Hashem and Abdalla (2011)
was adopted for conducting the experiential forensic investigation. In the fourth phase,
the data is reconstructed on the previous phase to conduct a comparative analysis
between the controlled data generated in the first phase with the forensic evidence
reconstructed from each tool. The method recommendations are delivered in the fifth
phase.

The research found that extracting forensic evidence from OSNSs is a complex
task, and that OSNSs artefacts are typically not stored on the target’s hard drive. This
research showed that the selected tools have succeeded in reconstructing crucial
forensic evidence from the selected OSNSs. In addition, the results showed that the
recoverable OSNSs evidence varies depending on several factors. These factors are:
which browsers have been used by the suspect, the source of evidence acquired and

examined by the investigator, and the tool used for data examination and
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reconstruction. The research findings show that certain activities cannot be recovered
at all. However, most of the activities simulated in both case scenarios can still be
recovered. In this research, it has been proven that private messages sent to another
person on Facebook, LinkedIn, and Bayt are recovered, but cannot be recovered on
Twitter.

The research found that Belkasoft Evidence Center is the most efficient tool
among the other two tools when conducting a forensic investigation on Twitter,
LinkedIn, and Instagram, followed by Internet Evidence Finder (IEF), and then
Internet Examiner Toolkit (IXTK). For Facebook and Bayt activities, IEF is the most
efficient tool, followed by Belksoft Evidence Center, and then IXTK. Although IXTK
succeeded in recovering some artefacts from Facebook, Twitter, and Instagram. It was
not satisfactory in recovering forensic evidence from Bayt and LinkedIn. There were
several concerns regarding recovering forensic evidence using IXTK. The most
notable issue is that the activities performed using Chrome, and Firefox were
recovered, but the source of evidence was incorrectly presented in Internet Explorer
(IE) browser files. This is because IXTK has only included IE files artefacts to be
carved. In addition, the researcher also discovered a software bug that directly affects
the bookmarking evidence process, and notified the software vendors. The bug has
been confirmed and fixed by the software vendor in their newer release.

The research found that Belkasoft scored 1st in terms of identifying and
presenting the locations of evidence, IEF scored 2nd and IXTK 3rd. Moreover, IEF
scored 1st in terms of recovering accurately the evidence metadata including date/time
of the evidence (activities) posted by the suspect, Belkasoft 2nd, IXTK 3rd. The
findings of this research show that OSNSs artefacts can be recovered without help
from the OSNSs’s providers. In addition, the scope of forensic evidence will vary
deepening on the status of the machine when seized, and depending on whether the
investigator was able to acquire RAM and pagefile.sys from the system. Other crucial
evidence such as Facebook messages, Tweets, and wall posts can be recovered only

from RAM and pagefile.sys.
1.3 STRUCTURE OF THESIS

This thesis is organized into 6 Chapters: 1. Introduction 2. Literature Review 3.

Research Methodology 4. Research Findings 5. Discussion of Findings 6. Conclusion.



Chapter 1 introduces the area of research, and gives a brief introduction about OSNSs
and digital forensic investigations, and tools. Moreover, the Chapter introduces the
importance, the background, and the motivations for this research, along with the
research approach.

Chapter 2 presents a comprehensive literature review of recent research studies
in the area of digital forensic investigation relevant to online social networks. Areas
reviewed by Chapter 2 include digital forensics, digital evidence, online social
networking sites (OSNSs), forensic evidence in OSNSs, digital forensic tools, and a
review of investigation process that is related to the research area. Chapter 2 concludes
by summarizing the issues and problems that are encountered when conducing a
forensic investigation for OSNSs.

In Chapter 3, five approaches that are similar to the chosen research field are
studied and evaluated, in order to assist the researcher in developing and adopting a
suitable research method for the proposed research. Furthermore, the research sub-
questions, hypotheses, data requirements, and the limitation of the proposed research
are presented in this Chapter.

Chapter 4 presents the research findings. The first section in this Chapter is to
identify and discuss the changes encountered during the field-testing. The changes to
data collection, data processing, data analysis and presentations are reviewed. The
second section presents the findings of the OSNSs preliminary test, the environment
setup for conducting the experiment, and the created case scenarios. The third section
presents the results of data collection, processing examination, analysis and
presentations for the first case scenario which involves Facebook, Twitter, and
Instagram, the results from each digital forensic tool, and the comparative analysis.
The fourth section presents the findings results of the second case scenario where
LinkedIn and Bayt are involved in the digital forensic investigation, Comparative
analysis were also given for the second case scenario.

Chapter 5 discusses the key findings presented in Chapter 4, answers the
research sub-questions, tests the asserted hypotheses with arguments for and against,
and ultimately answers the main research question. Chapter 5 also presents a
comprehensive discussion based on the findings presented in Chapter 4, from each
digital forensic tool, and provides each tool’s capabilities, strength and weaknesses,
and limitations. Chapter 5 also delivers a critical reflection on the thesis, where the

experiment results presented in Chapter 4 are reconciled with the reviewed literature
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in Chapter 2. Finally, the Chapter concludes with method recommendations for OSNSs
forensic investigation.

Chapter 6 concludes the thesis as a whole. In this Chapter, a summary of
research findings is presented, followed by an analysis of the limitations of the
conducted research and investigation environment. The Chapter then concludes with
providing recommendations for further research opportunities and development in the
area of online social network forensics. The suggestions provide for future research in
and around the gaps identified in the discussion of findings, and the evaluated
limitations. In addition, the references and Appendices are presented after this Chapter
as supplementary information. The Appendices include the controlled data, forensic
image acquisitions and verifications, test plans, generated forensic reports from three
digital forensic tools, and additional results gathered from the conducted

experimentations.



Chapter 2

Literature Review

2.0 INTRODUCTION

The greater use of online social networking sites (OSNSs) has produced many different
ways of communication between people. Features provided by the online social
networks enabled users to be more interactive, and more interested in sharing their
daily lives experiences. However, they provide evidence for law enforcement, since it
is getting widely used for suspicious activities including drug dealing, terrorism,
cybercrime activities and knowledge distribution. According to Zainudin, Merabti and
Llewellyn-Jones (2010) cyber-criminal activities have been increased due to the rapid
increase of users who interact with online social networks. According to Lau, Xia and
Ye (2014, p.32) OSNSs have played a role in distributing cyber-attack information
between hackers. Thus the motivation for other hackers may increase the number of
attacks by following links, downloading distributed plans, and using these resources
by either using the downloaded tools, or redistributing information to others. The tools
and information that are visited or download from OSNSs may be stored within the
computer which can be presented as evidence in courtrooms.

The objective of this Chapter is to gain a comprehensive understanding of the
recent literature on digital forensics investigation, and the digital evidence that can be
found in OSNSs. To define the scope of this Chapter, the area of focus in this literature
review will be based on digital forensics, digital evidence, online social networking
Sites (OSNSs), digital forensic tools, and a review of investigation process that is
related to the topic. This literature review will also provide a summary of issues and
problems that are identified in order to produce areas of focus for possible research.

Chapter 2 consists of 7 sections. Section 2.1 discusses the past and present of
digital forensics, its definition, what are the goals of digital forensics, and reviews the
processes of digital forensic investigations. Section 2.2 discusses digital evidence, its
characteristics, and when digital evidence can be acceptable and admissible in court
rooms. Section 2.3 introduces online social networks, their usage across different

countries, their characteristics, impacts on modern societies, and discusses online
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social networks forensics. The issue of OSNSs use for committing crimes is followed
by a review of how to collect digital evidence from OSNSs. Section 2.4 and 2.5
discuses and evaluates a number of well-known digital forensic tools, and tools that
can be used for investigation of OSNSs. Section 2.6 presents a summary of issues and
problems that are related to OSNSs forensic investigations. Section 2.7 concludes the
Chapter.

2.1 DIGITAL FORENSICS

Dictionaries defined the term forensic as collecting or obtaining evidence that can be
suitable to be presented in courts of law and public debates. It is also defined as the
process of obtaining information and knowledge by revealing rudimentary evidence
(Civie & Civie, 1998). The consistency between the practices of modern forensic
specialists and these two concepts is explicit, as forensic specialists may use suitable
tools and procedures in order to extract evidence that may not be found by a regular
observation. Hence, finding evidence from a crime scene may not constitute a forensic
achievement. For example, when finding a man covered with a blood in crime scene,
and identifying a knife at the same crime scene as the weapon used for committing the
crime may not be a forensic act. In fact, it should be derived from comparing the
samples of the blood on the knife and the body by conducting DNA test, thus gaining
a knowledge and evidence based on revealing rudimentary evidence is called a forensic
activity.

The early use of forensic techniques dates back to 2000 B.C. where the
Babylonians used fingerprints as a brand marked on cuneiform tablets and clay pottery
to identify the person who made them. The Babylonians were the first civilization that
used fingerprints for the purpose of identifying criminals in 1792-1750 BC (Ashbaugh,
1991). Forensic Science has different branches including forensic anthropology,
entomology, biology, and computer forensics. Computer forensics mainly deals with
crimes related to computers. However, with the rapid development of technology, and
digital world that allow users to perform different types of activities, including
activities that may be treated as evidence or a trail of evidence, computer forensics has
been extended to cover many types of digital technologies that are currently being
used, and hence, is now called digital forensics. Moreover, there are different areas

that digital forensics covers which include web and internet forensics, mobile



forensics, network forensics, and the new areas which recently emerged which are
social networking forensics and cloud computing forensics (Chen, Xu, Yuan &
Shashidhar, 2015).

2.1.1 Definition of Digital Forensics

As computer forensic services is limited to dealing with traditional computers, digital
forensics is a more contemporary expression and more comprehensive in description.
Caloyannides, Memon and Venema (2009) stated that computer forensics only
performed a static analysis on one single compromised computer whereas there is other
dynamic information that is not obtainable such as connecting to networks and
performing a live forensic investigation. There are many devices that have been
merged into new technology such as smartphones, IPads, PDAs, printers, and digital
cameras. Currently, the term digital forensics represent the recent state of the IT
forensics environment as it refers to investigations of any recent digital device. Palmer
(2001) defined digital forensics as:
“The use of scientifically derived and proven methods toward the
preservation, collection, validation, identification, analysis, interpretation,
documentation and presentation of digital evidence derived from digital
sources for the purpose of facilitating or furthering the reconstruction of
events found to be criminal, or helping to anticipate unauthorized actions
shown to be disruptive to planned operations” (Palmer, 2001, p.16).
There are many other definitions of digital forensics according to leong (2006). This
is because each definition is restricted to the perception of the individual who is
involved in an investigation. However, some common elements may be found in
different definitions to exhibit the meaning of digital forensics. Venter, Labuschagne
and Eloff (2007) stated that digital forensics is determining potential evidence through
the application of computer investigations, analysis and techniques. Willassen and
Mjolsnes (2005) defined digital forensics as:
“The practice of scientifically derived and proven technical methods and
tools toward the preservation, collection, validation, identification,
analysis, interpretation, documentation and presentation of after-the-fact
digital information derived from digital sources for the purpose of
facilitating or furthering the reconstruction of events as forensic evidence”
(Willassen & Mjolsnes, 2005, p.92)
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2.1.2 Goal of Digital Forensics

Generally, Digital Forensics aims to identify any type of evidence stored in any type
of digital media. Evidence may have different formats whether if it is stored as pdf,
pictures, emails, logs and so on. However, any investigations must follow an
investigation process and scientifically proven methods for collecting evidence
whether it is physical or digital evidence in order to draw conclusions that can be
presented in courts of law (Carrier, 2009). Digital forensics is used in many types of
investigations including unauthorized access to corporates computers, child
pornography, and any typical crime that involves the use of computers. The goal of
digital forensics is not only identifying evidence, but also keeping that evidence in its
original form when it has been collected. The following section discusses the
development of digital forensic investigation processes, and reviews recently proposed
models. A further discussion on digital evidence, and credibility of evidence will be
given in Section 2.2

2.1.3 Digital Forensics Investigation Process

Throughout the years, many digital forensic investigation frameworks have been
proposed. Each of these investigation processes have a different number of phases or
steps. However, the objective remains similar, which is ensuring that the phases will
assist in evidence that can potentially be accepted in legal courts.

Digital Forensics Research Workshop (DFRW) recommended seven phases
for digital forensics process which are: identification, preservation, collection,
examination, analysis, presentation, and decision. (Palmer, 2001). Reith, Car and
Gunsch (2002) have expanded the DFRW model to 9 phases: Identification,
preparation, Approach Strategy, Preservation, Collection, Examination, Analysis,
Presentation, and Returning Evidence (Reith, Car & Gunsch, 2002, p.6).

The integrated digital investigation process proposed by Carrier and Spafford
(2003). The proposed model has applied investigation procedures used in the crime
scene to the examination of computers. The proposed model consist of 17 phases,
which are organized into 5 groups: phase 1: Readiness, phase 2: Deployment phase,
phase 3: Physical crime scene investigation phase, phase 4: Digital crime scene
investigation and the lastly phase 5 which is Reviewing. Beebe and Clark (2005)

proposed a hierarchical objective based framework which consists of six phases:
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preparation phase, incident response, data collection, analysis of data, presentation of
the findings, and the last phase which is incident closure, where legal actions are taken.
National Institution of Standards and Technology (NIST) published a guide to internet
forensic techniques for incident response. They stated that regardless of the situation,
there are four basic phases that are included in forensic process, which are 1.
Collecting, identifying and labelling data from possible sources, 2. Examination of the
collected data with keeping integrity, 3. Analysing the result of the examination and 4.
Reporting the result of analysis, including the actions, methods used, and explaining
how to procedures and the tools used during the investigation were selected and used.
Similar process proposed by the National Institute of Justice (N1J, 2008) which consist
of four core phases 1.Collection, 2.Examination, 3: Analysis, and 4: Reporting (NIJ,
2008).

Recently, several digital forensic investigation processes have been proposed,
such as the systematic digital forensic investigation model that was proposed by
Agarwal, Gupta, Gupta and Gupta (2011). The proposed model consists of 11 phases.
These phases include identifying processes such as communication shielding, and
differentiating between volatile and non-volatile evidence in the collection phase. The
phases consist of: “1. Preparation 2. Securing the scene 3. Survey and recognition 4.
Documenting the scene 5. Communication shielding 6. Evidence collection 7.
Preservation 8. Examination 9. Analysis 10. Presentation 11. Result and review”
(Agarwal, Gupta, Gupta & Gupta, 2011, p.127).

One of the most recent digital forensic investigation processes proposed by
Shrivastava and Gupta (2014). They recommended a model for forensic investigators,
which they stated that it will help them to accomplish the investigation in an
appropriate structured manner that ensures evidence will not be lost during the
investigation. The proposed approach consists of several process which are organized
into five phases, the outcome of each current phase will become an input to the
following phase. This ensures that each phase of the investigation has to be successful
in order to continue with the next phases of the investigation. The recommended model
starts with Requesting an audit. In this phase, the infected organization request
conducting a forensic investigation from police, forensic team, or assessment team
working in the organization. Secondly, a Bureau of Investigation should respond to
the request on whether the audit or forensic investigation will take place or not, based

on the event description. The benefit of this phase is to build a foundation of the event
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before continuing for investigation. The second phase is (planning) where a
comprehensive plan is made of the activities, and steps that will be conducted during
the investigation. The third phase is (Investigation) which has four processes to be
accomplished: 1. Identify all the evidence that are collected from the crime scene. 2.
Probing, where investigators search any data that are relevant to the case from the
collected data. 3. Sieving, where the investigator dispose any irrelevant or unnecessary
data and focus on the relevant ones. Irrelevant data includes any data that does not hold
or provide any clues about what the forensic investigators are looking for (Beebe &
Clark, 2007). 4. After discarding irrelevant data, the rest of the data are preserved in
order to provide integrity, and confidentiality to the data. The next phase (Analysis)
where the data are examined with reliable tools. After the data is examined and
analysed, a report containing scrutinised data is prepared, which includes evidence,
and suspects involved in the case. Phase 5: Presentation is the last phase of the
investigation, which is presenting the document prepared in the previous phase to the
jury, judge, or the higher authority of the organization if it is an internal investigation.
As shown above that each digital investigation process has its own phases and

frameworks. Throughout the years, the proposed models are getting expanded in terms
of the number of phases that should be considered. However, they all share the same
distinct goals (Beebe & Clark, 2005) which are:

1 Achieve scientific consistency and relevance;

2 Facilitating to understand the underlying structure by simplifying complex

processes;

3 Keep an adequate amount of granularity; and,

4 Precisely describe standards, practices and concepts.
Despite the number of phases proposed by many authors, there are some common
phases in digital forensic investigations which are: 1. Preparation of the case, phase 2.
Collection and preservation, 3. Examination and Analysis 4. Presentation and
reporting, and 5. Incident closure. A summary of several digital forensic investigation
processes frameworks are presented in Table 2.1 The summary shows the phases

proposed by each model.
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Table 2.1: Previous & Current Digital Forensic Investigation Process Models (Adapted

and updated from Mumba & Venter, 2014, p.85)

Process model name Reference Phases

A Road Map of Digital Forensics Research DFWRS (2001) 7 Phases

Electronic Crime Scene Investigation- A Guide for | DOJ (2001) 8 phases

First Responders

An examination of Digital forensic models Reith et al (2002) 9 phases

Incident Response & Computer Forensics Mandia et al (2003) | 11 phases

Getting Physical with the Digital Investigation Carrier & Spafford 5 Groups,

Process (2003) 17 Phases

An Extended Model of Cybercrime Investigation | Cuardhuain (2004) 12 phases

A Hierarchical, Objectives-Based Framework for Beebe & Clark, 6 phases

the Digital Investigation Process (2005)

NIJ Investigation process: a guide for first NIJ (2008) 4 phases

responders

Good Practice Guide for Computer-Based ACPO (2008) 13 phases

Evidence

A Chapter in Forensic Analysis, in: Handbook of | Casey et al (2010) 4 phases

Digital Forensics and Investigation

Fundamentals of Digital Forensic Evidence, Cohen (2011) 11 phases

Chapter in Handbook of Information and

Communication Security

systematic digital forensic investigation model Agarwal, Gupta, 11 phases
Gupta & Gupta, 2011

Harmonized Digital Forensic Investigation Valjarevic and 14 phases

Process (HDFIP) model Venter (2012)

An Encapsulated Approach of Forensic Model for | Shrivastava & Gupta, | 5 phases

Digital Investigation (2014)

Table 2.1 shows a review of a number of previous digital forensic investigation
approaches. Each model consists of different number of phases, but they all share the
same common phases. To conclude, it is clear that a standardized scientific approach
for digital forensic investigation has not been established yet, which makes it one of
the challenges that forensic investigators encounter. Thus, an additional work on
standardization is required in order to conduct a successful investigation. Section 2.2
present an overview of digital evidence, its definition, characteristics, and discuses
admissibility of evidence.
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2.2 DIGITAL EVIDENCE

In the past, when a murder crime occurred, forensic investigators collected as much
evidence that relates to the cause of death as possible, and putting valuable evidence
together may lead to the perpetrator. However, collecting evidence from the crime
scene used to be limited to traditional evidence, such as papers, photographs,
calendars, personal mail letters, notebooks, and collecting messages stored in the
answering machine. With the rapid growth of digital technology, the type of evidence
that are collected in crime scenes has also changed. Forensic investigators are now
more aware of digital evidence that indeed may reveal much information which may
be used against the offenders. Thus, digital evidence has increased the scope of
investigation, and it can be valuable for developing theories of how the crime happened
(Casey, 2004).

There are many sources that can be crucial for finding digital evidence,
including computers, hard disk drives, flash drives, Emails, smartphones, websites,
database, and online social networks. Schofield (2007) stated that the explosion of
modern technology and digital devices improve both security and forensic capability
and with these technologies and the information collected from new digital devices,
the evidence can be used in courtrooms. Recently, there are number of crime cases
where digital technology and information presented as evidence in courtrooms has led
to convictions (Tipping, Farrell, Farrell & Woodward, 2014). Digital evidence has
many forms that can be presented as reliable evidence. However, there are some types
of digital information that may not be relevant to the investigation. The following
sections will review multiple definitions of digital evidence, and discuses digital

evidence sources and types.

2.2.1 Definition of Digital Evidence

There are several definitions of digital evidence that has been previously proposed.
Casey (2011) defined digital evidence as “any data stored or transmitted using a
computer that support or refute a theory of how an offence occurred or that address
critical elements of the offence such as intent or alibi” (Casey, 2011, p.7) The
Scientific Working Group on Digital Evidence (2013) defined digital evidence as “any
information of probative value that is stored or transmitted in binary form” (SWGDE,
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2013). However, these definition put a full concentration on using the transmitted and
stored information as a proof rather than using it to further an investigation.

Another Definition for digital evidence proposed by the National Institute of
Justice (2008) and stated that “Digital evidence is information and data of value to an
investigation that is stored on, received, or transmitted by an electronic device. This
evidence is acquired when data or electronic devices are seized and secured for
examination” (N1J, 2008, p.ix). Carrier (2005) proposed a more general definition of
digital evidence. He stated that digital evidence is “Digital data that contain reliable
information that support or refute a hypothesis about the incident being investigated”
(Carrier, 2005, p.3). This means that digital evidence can be collected from a wide
range of sources, but not all sources are admissible in courts due to the characteristics
of the digital information. In order to accept digital evidence as admissible and reliable
evidence, it has to follow several criteria. Section 2.2.2 will discuss these
characteristics and when digital evidence can be considered admissible in courtrooms.

2.2.2 Characteristics of Digital Evidence

In order to accept digital evidence in courts, it has to go to several tests and assessments
to make sure that the evidence is accurate. This is because the integrity of digital
evidence can be lost, which leads to losing the acceptability of the evidence. This may
happen because of the volatility or handling of the digital evidence. The issue is
discussed in this section.

Digital evidence may be fragile, which means that the evidence may be
tampered, altered, or even destroyed. There are many reasons that may change the
evidence from its original state, such as by inappropriately handling and collecting the
evidence, or by performing mistaken examinations of the evidence. Digital evidence
also may be effected by the way it is stored. Digital forensic investigators are aware of
this matter and follow best practices in order to keep the evidence in its original state.
As Carrier (2003) stated that digital evidence is hard to keep in its original form, and
it is easy to copy the evidence and to modify it.

Digital evidence can be collected from many types of electronic devices, and
each device may contain multiple types of stored data such as a recoded video, images
and pictures, audios, messages which may be received as a text or as an email, saved
maps, and digital notes. Cohen (2010) stated that that digital evidence has many forms

that can be used as an evidence, these types are also subject to challenges that may
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affect the admissibility of the evidence. Digital evidence share a same characteristics
as DNA evidence or fingerprints. Which is the latency of the evidence (NIJ, 2008,
p.ix), However, DNA evidence or fingerprints do not change from its original state as
digital evidence may. Digital evidence is a time sensitive. For example, investigating
files stored in a hard disk, and last access to the files, or investigation involves
videotaping a crime being committed.

Digital crimes do not have a fixed area. It can happen anywhere in the world,
because a digital forensic investigation may be conducted at one place, and the
evidence can be found in different jurisdictions (NIJ, 2008, p.ix). Thus, cross
jurisdictional borders will make digital investigation much harder, as each country has
different laws for digital forensics, which is indeed one of the many current challenges
and issues faced by the digital forensics community. These characteristics of digital
evidence has an effect on the integrity of the original evidence, and it affects the
admissibility of the evidence in courts of law. Section 2.2.3 will discuss the

admissibility of digital evidence in courts.

2.2.3 Admissibility of Digital Evidence

Admissible evidence is the evidence presented to the trier of fact to support those
taking decisions in court case. The evidence must meet several requirements to be
admissible. These requirements are based on two major guidelines for deciding
whether the evidence are admissible or not. The first guide is Daubert Standard, which
is an applied test of five criteria for deciding whether to accept the evidence presented
by expert witness or not (Daubert v. Merrell Dow Pharmaceuticals, Inc., 1993, p.1).
The Daubert test criteria are:
e Testing: the procedure or technique used by expert witness have been tested
e Publication: has the procedure or the technique been published and they are
subject to peer review?
e Error rate: what is the possible or error rate for the procedure/technique used?
e Acceptance: has the procedure/technique been accepted by the relevant
scientific community?
e Standards and Control: is there any standards used in the procedure/technique?
And how it is controlled and maintained?
The second significant U.S. guide for evaluating the admissibility of evidence is Rule
702 of the Federal Rules of Evidence, which supported Daubert guidelines and
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transformed it into the form of law. In rule 702, there are three requirements that make
evidence presented by expert witness admissible. The requirements are:

e The testimony is based on sufficient facts or data,

e The testimony is the product of reliable principles and methods

e The principles and methods has been applied reliably to the facts of the case.
2.3 ONLINE SOCIAL NETWORKS

The use of social media has become a pervasive activity in the lives of many users.
There are many different online social networking sites with different purposes of use.
Users of these sites have become more attached psychologically to these sites and they
post much information about themselves, including pictures, status, comments,
locations, and feelings.

From a forensic point of view, OSNSs are a potential source of evidence that
can help during a forensic investigation. There are many cases where criminals use
these OSNSs to reveal their admission of committing a crime in a way of bragging.
Others are seeking popularity by getting attention from the public. In Saudi Arabia, a
hacker has admitted unauthorized access to a governmental website, a couple of hours
later, the post was deleted. If the post was extracted by a proper tool, and best practises
were applied, then the post would be admissible evidence against him. OSNSs
especially Facebook, are becoming a source of crimes according to United Kingdom
Police Mostyn (2010). These crimes include illegal firearms trade, fraud cases, identity
theft, and harassment.

The following sections will give an overview of online social networks, by
providing comprehensive definitions, features and characteristics of OSNSs. Current
popular OSNSs, and their data features are presented. A review is made regarding the
social impact of OSNSs on societies. Finally a comparison of online social network

usage is made between three countries.

2.3.1 Overview of Online Social Networks

Online social networks are basically online forums that provide easiness and
effectiveness for unlimited amount of users to share information in digital forms such
as images, texts, links, audios, and videos. Users tend to share information in different
forms for different purposes, such as for communications with others, advertisements,

chatting with friends, and learnings, or sometimes just to post their thoughts regarding
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feelings, economy and politics. There are many definitions of online social networks.
Cheung and Lee (2010) have defined online social networks as;

“Sites that provide online spaces where individual can create a profile and

connect that profile to others to create personal network” (Cheung & Lee,

2010, p.24)
Another definition made by Boyd and Ellison (2007) who stated that an online social
network is;

“Web-based services that allow individuals to construct a public or semi-

public profile within a bounded system, articulate a list of other users with

whom they share a connection, and view and traverse their list of

connections and those made by others within the 