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Summary

Internetof érhing (IoT), an extension of localisedVireles® Sensor Networks (WSN)
has been employed to realize a multitude of smart, intelligent and pervasive Cyber Physical
System (CPS) infrastructureEPS encompasses a host of technological and architectural
challengedike low-power communication, protocol meersions, data transport and the ability
to interoperate with other 10T technologies. This makes CPS significantly complex and reduces
its flexibility to adapt. A typical loIbased sensor network may to a certain extent, lack key
softwarizatiorenabled oprational drivers that may introduce significant constraints on its
ability to flexibly engage with its external surroundings

Flexible reorchestration of such complex Iddased sensametworks,however, is vital
towards aligningsystemdynamic® with that of amonitored@hysicab phenomean while
operating in dynamic physical environmer{ter example WSNs d@loyed for outdoor
applications such as forest fire monitoringyguably, considerable levels of operational
flexibility can be achieved through a clobdsed architectural framework that hosts the
required operating tools to allow for softwatefined network virtualizatiorthat enable
suitable reorchestrationsf the related physicahetwork.

In a nutshell, research work documented within this thesis endeavours towards rendering a
sensor network capable of undergoing desired flexibgakestrations via converging upon a
novel architectural proposition inclwse of modularization, cloudbased virtualization,
software contqoli venarécommagdrabilityad, and
additional firmware modules (for each of the nodes at the physical level), among others. Other
equally noteworthy ah innovative contributions of this thesis pertain to outlining of a
seemingly logical strategy for the sensor netwielorchestratiofprocess (that spans across
dhreédphaseof,6 Dat a Anal yIsd en tainfdi -cEehbstrediorfdl, a nbnRlren g6 an
0 RarchestratiorE x e ¢ u asiwellmbpth determining and formulating a generic model for
the latency associated with the same.

The approach adopted hereio allow for the underlying physical layer to undergo desired
node and networlevel (including topological) rerchestrations (based on the outcomes
derived from the cloud) in a flexible and expeditious manner duringimeathrough a
60 Co mma mid v ecordigurabiity approach. This relatively simplistic yet expedient
approach involves | oadjomge @fnca mpwursisfi ingd t fhier m
definedbé software modul es) onto nodes (assu
executng the corresponding functional roles owing to the enhanced capabilities ushered in by
the advancements attained in the field of SoC and Embedded Systems technologies) to allow

for conditional execution of the $aummentr emot e
the flexibilities that could be offloaded by the node over time based on the service requirements,
a |ibrary of o6éreusable firmware modul esd (wi

could be integrated from tirrte-time) could be maimatned to be readily accessible by the main
firmware.

In regardto the above contexit is deemed worthy teeiteratethat thethesis undersces
the key preequisitesfor the aboveprior to laying the concepin chapter fourFirstly, this
includesidentifying andclearlydefining the core functional components (constituting any loT



based sensor network organizatieni z . 0l eaf 6, router)and 0G:

dnodules The second prerequisite pertains moodularization of the core functiah
componentsthat have beendentified and defined. Mtualization of the core functional
modules so identifiecand thereby the entire network (essentjalijoudlevel Network
Virtualization i.e., NV@ that 6 | o g i cea lfrdmy & softivare standpointhimics the
operational dynamics of the underlying physical network functwaik form the third
prerequisite. As alluded to earlier, thmurth prerequisiteefers to the libraryof reusable
6f i rmwar e modullfmdugnented flexilglityn ode | eve

The thesis is sectioned into seven different chapters, each accounting for a specific element
of the overall work. The first chapter provides an overview of the various technological
domains and aspects associatgth this research work, whilst laying out the necessary
background, vision and motivation behind the same. The second chapter accounts for a review
of the existing literature pertaining the various elementsssociatedvith this research viz.,

WSN virtualization, softwarization, rerchestration and associated network downtime (as well
as other architectural frameworks designed with relatively similar motives in mind).
Information pertaining to the tools employed for virtualization and hardware implementation
purposes are provided in the third chapterelaborated abov€hapter firstly spelk out the

key perquisites for the proposed architecture prideszribinghe samegalong withits internal
componentslt thenoutlinesthe strategy adopted fdine re-orchestration process, including
formulation of a generic model for tha&tency thathe networkmay experienceas a result of
thesame By means of certain parent example cases of softwatefined sensor network-re
orchestrations, chapter 5 details the specifics of both virtual and physical implementations,
conducted via utilizing the ContHariented virtual platform of the Cooja simulator as well as
the Coniki-ported Texas Instruments CC2538 wireless transceivers respectively. It also brings
to the fore the practicability of employing Contiki as a tool for software development that
allows for precise replication of the codes employed for physical motes atrthal level,

whilst leveraging on the same to better analyse and conduct more accurate performance
evaluations pertaining to the -oechestration process. As a means to demonstrate the
workability of the proposed concept with respect to alfEsakcenario, chapter 6 deals with

the use case pertaining to forest fire monitoring wherein dynarucchestration of sensor
network so deployed could significantly aid (aeptive) rerouting of network dataflow
and/or maintenance of network connectivityhe event of network fragmentation emanating

out of rapidly spreading uncontained fire outbreaks. Chapter 7 puts forth the conclusion of this
thesis work, along with the future course of work to be undertaken.
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Chapter 1

Research Motivation, Direction and Thesis Organization

1.1 Introduction

This chapter commences with a generic overview of wireless sensor networks and the
typical ounderl yingo structur al approach
implementations for the same. It then delves into the analysis of certain such semedt net
implementations, mainly from a topological standpoint, besides highlighting ebrtiee
variances at the functional lev@ased on this analysis, the core functional components that
constitute any sensor network organization are identified and it Tdhe motivation behind
driving towards formulation of a dynamically flexible WShat could have the ability tore
orchestrate its operational behavior at the node and network, lsv@s to cope with dynamic
service and r@rchestration demand$ias been emphasized by means of an example
application of forest fire monitoring. Certain factors associated with conventional WSN
architectures which tend to hinder their flexible operation are stated before laying the research
guestion. Subsequently, themaof the research work along with the relevant objectives to be
pursued towards execution of the same are stated. The latter stages of the chapter are devoted
towards brief discussions on the objectives so specified towards realization of a Software
Defined Wireless Sensor Network (SDWSN) organization. These include modularization of
the core WSN functionalities so identified, virtualization of the functions so modularized, re
usabilty of the modul ar f un econfignrabd taysd aa prmpea aom
and finally, mai nt ai n e n c e-usabfe madoles ¢owavds furthérl e 6 |
augmenting the flexibility that could be offerred by the proposed WSN organization. This is
followed by the conclusion of the chapter.

1.2 ANireless Sensor Networké

AVireless Sensor NetworB@/NVSNs) are typically castituted of powerconstrained sensor
devices that may be deployed in low, medium or high volume for capturing requisite
environmental.e., physical data from its surroundisid-10]. Each such independent sersor
transceiver node consists of anbilt wireless (transceiver) communication module or
interface, enabling it to communicate and exchange the acquired sensed data with other
constituent noded heindividual sensor nbes constitute a network amongst themselves so as
to perform or execute a WSN monitoring or sensing task in a collaborative manner. The logical
operation executed by a wireless transceiver depends on the function (or software code) with
which it (.e.,themicrocontroller within it is) is configured.

Continual advancements in the fields of digital IC and SoC technology have considerably
contributed to conceiving more powerful microcontroller chips, capable of wirelessly
communicating the sensed radiata packets over thimternet This major technological
breakthrough has paved the way for incorporation of 10T as a prospective solution for pervasive
WSN monitoring[1115]. This serves as the basis for {bdsed sensor networks, wherein



Gateways, vigperforming the requisite protocol conversion, could escalate the sensed data to
a remotely governing cloud server, wirelessly overibernefl6-20].

1.3 Typical WSN Implementations (Structural Standpoint)

WSN deployments, in general, tend to adhere ¢coramon structural formation but may
differ from a topological standpoint depending on factors such as the application for which
they are employed [21to a certain extent,), the nature of deployment (dense or sparse).

Largescale WSN organizationsych as those deployed for forest fire monitoring tend to
encompass a multayered hierarchical architecture, involving aspects such as clustering
(including multiple levels of clusters, especially within tieesed topological orientations),
multi-hopping such as on depicted in figurell
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Figure X1 Underlying structural approach adopted for practical WSN implementations.

6
‘ZEE D

Herein, spatially distributed nodes (denoted in blue) that are equippetiatiiteensing
and communication capabilities capture the physreallworld data from their surroundings
and transmit it over to an upper layer node, in accordance with the protocol employed. These
nodes ar e r ebhoeles ang dre gemerally gpmab(mastly based on geographical
vicinity) to form 6clustersd within the over

Each such 6cl ust erlbay er gads thatdnds tdact bsyaclaster up per
head for the constituent nodes within its cluster and rou¢eddta acquired from them either
to the gateway or higherlevel router node.

The network depicted in -Hogarretlworsk asii rxea r
packets emanating from a leaf node traverse through multiple nodes, includimenhesels
of O6routingd nodes prior to reaching the gat



Nodes configured wi senveasasnkdior@e ineomiageensed nct i o

datarelayed byall the routersnodespresent within the networldfter the requisite protocol
conversion, the gatewayode then escalates the sensed data over to the remote cloud server
over thelnternet In other words, it serves as an access point to the remote cloud server via
acting as dridge between the leaf sensors and the cloud platform (for both upstream flow of
the sensed data and downstream reconfiguration of PSC end devices tviertied.

A large-scale WSN may consist of more than one node configured as a gatewaytiMee m
behind having in place multiple gateway nodes emanates from multiple network perfermance
associated aspeciBhe pesence of multiple gateways allsfor distributed flow of data over
the Internet thereby significantly mitigating the perennial isswé excessive communication
overhead and data congestion and/or collision, detrimentally plaguing the perforaiance
largescale loT sensor networks. Besides preventing rapid energy consumption of the gateway
configured nodes, it improves the reliabilf\a eliminating the risk associated with a singular
(or small number of) points of failure.

It can be argued that structural formations¢veinthe flow of data originating from leaf
nodes reach the gateway node via the respective router nodesandty the remote cloud
server) depicted in figure-1 canbe genericallyapplied to any WSN implementations for
fulfilling any sensor network monitoring or service requiremexaamples of allied structural
formations,varying in theirtopological standpoirthat have been adopted for practical WSN
implementations are describedth their pros and coriselow.

Certain precision agricultiigased sensor network implementations, suchhasone
deployed by[22], adopted a staopological approach for monitoring and control of
environmental parameters. Herein, light, temperature and humidity data captured by the leaf
nodes are forwarded to a centrally locatedrintliate routenode, which in turnforwards
the data to @Gateway n, asdskeown in figure-2 [22] below.

-Remote cloud
server

\Q \Q -IP (GLoWPAN)-

enabled Gateway
node

- Router node

\Q - Non-IP leaf

sensor node

Figure 12 Star topologypased WSN implementation for precision agricukiased
application
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As compared to a star topological framework, a-top®logy based network tends to offer
increased coverage owing tlte presence of multiple routers acting as cluster heads for their
respective cluster of leaf nodes. By means of madp communicabn amongst routers
present at the various levels of the istreicture (with the router closest to the Gateway being
the upper or primary level router, second closest to the gateway being the middle or secondary
level router, lower level router and so ¢B2], data sensed by the leaf nodes are escalated to
the gateway node. This topological arrangement, however, suffers from the disadvantage of
heightened complexity and greaterneegy consumption [23]. Such topological
implementations are well suited for applications requiasgeable area to be monitored.,
forest fire monitoring. Ammar and Souissi[24] adopt a Zigbebased tre¢opological
framework for their realife testbed to detect forest fire outbreak(s), as shown in figide 1
[24].
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Figure 13 Tree topology based WSN implementation for forest fire detection
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It is important to bear in mind that all leaf nodes may or may not be endowed with
6LOWPAN or allied IP capability (depending upon the resources encompassed within their
hadware and/or software architecture). Figuré firesents example of mesipology based
network wherein certain leaf nodes capable of communicating directly with the cloud over the
Internetcould do so by virtue adhe6LoWPAN protocol (embedded withingm). The noAP
based sensor nodes could forward their data to such 6Lo\Aé@pabled counterpart leaf nodes
so that their sensed data toould be escalated over to the cloud overibernet

Q - BEemote cloud
y sefvVer
\Q. 1P

L (6LoWPAN)-
.I enabled leaf
nods

\,& - MNon-IP sensor

nods

Figure 24 An example of a mesiopology based WSN with certain 6LoWPAN enabled sensor
leaf nodes.

Based on the above account, it can be quite discernibly stated that regardless of the
topological variations, any WSN organization tends to be composed of the three key
fundamental, stadalone functional componentsamely the Gatewayfunction, Router
function and Leafunction [2526].

1.4 Motivation for Driving Towards a Dynamically Flexible WSN

WSNSs are employed for a variety of applicatiorig., environmental, industrial, healthcare
monitoring [2736], etc. The nature of service requirements entailed by such applications
dictates the nature of WSN deployments with respect to factors sisckiolume, density,
topology, among otherssuchaschannel access method, routing mechanism, sensing and data
acquisition requirements. Each of the applicaspecific service requirements, however,



along the dynamics of the monitored physical phenomenmy vary dynamically in an
unpredictable manner necessitating duly responsive monitoring capabilities on part of the WSN
employed. Furthermore, network fragmentation events arising out of events such-deatbde
caused by low battery power (or say, aepre of a mobile node away from thetwork
connectivity chain) that could adversely impact the flow of data within network or result in
loss of data, must be resolved in a seamless manner. WSNSs, thus, ought to be able to undergo
flexible reorchestratios so as to adequately cope with the diverse service requirements
emanating out of variable dynamics of the monitored phenomesowell as network re
organizational requirementshilst engaging with physical environments.

Consider the example dpmation of forest fire monitoring wherein flexible operation of the
largescale WSN deployment is crucial towards +ale response to a fire outbreak event so
as to prevent its uncontrolled spread. Flexiblenghestration of such implementations fram
topological standpoint is also of critical value towards overcoming network fragmentations that
may be encountered from time to time. Upon detection of a fire outbreak, the leaf nodes
deployed in vicinity must be able to undergo requisiterahestratn with respect to their
nodeoperational parameters viz., data buffering size, data communication rate, amongst
others to be able to capture vital information during very initial stages. Besides these node
intrinsic adjustments, the entire cluster offleades within that particular location of the
monitored region, along with their respective rowteister head node, could switch to a
favourable channedccess methotike sensordatapolling or a multiple access schertike
time division multiple access (TDMA)ased channel accesSuch a networkevel re
orchestration could further expedite the flow of data to the remote cloud server via the gateway.
In the event of network fragmentations caused either due to depdétiattery power of any
of the intermediate router nodes or as a result of any of them suffering fire damage, the most
suitable node nearby must be able to undergo functiomathestration to take up the role as
a replacement router. If need be, theBremetwork as a whole, may need to dynamically adapt
to a different topological orientation to maintain network connectivity. The aforementioned
possible scenarios that the WSN deployed for forest fire monitoring may be required to adapt
to, from time totime, highlight the demand for flexible t@chestration across multiple levels
within the network.
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Figure 15 Scope for flexible r@rchestration across multiple levels within a WSN.



Depending on the scenario necessitatingraestration, a WSN must be able to undergo
flexible re-orchestration at the nodmerational, nodéunctional (leaf, router, gateway or
functional), network operationdédvels (e.g.,channel acceswethod$ and topological levels
(star, mesland tree topological formationamongst others), as depicted in figurg.1

Nodelevel reorchestrations imply manipulation of solely the intrinsic rogerational
parameters pertaining to a given WSN fiimt (via software control) which neither implicate
in any way on the functional role being executed by it nor at the network or topological levels.
For example, nodeperational parameters pertaining say, a leaf node that could be re
orchestrated viaoftware control include selection of the requisite sensor (provided the node
has multiple different sensors at its disposal, acquisition of the sensed data, buffering,
computation, allocation of requisite channel, (radio) transmission power and -data
comrmunication rate.

Reorchestration at the nodenctional level could be facilitated through reconfiguration
(e.g.,transformation of leaf node either to a router node or gateway node eveviga or
execution of multiple functionalities simultaneousluring running condition, provided the
hardware is capable of accommodating for and executing them). In certain cases, such node
functional transformatiomesultsin the topological re@rchestration of the network including
its inherent dataflow. Figurg6 [25-26] depicts some of the topological variations of a given
9-node WSN, emanating as a result of softwdened reorchestrations. Consider figure 1
6a. Nodefunctional reformulation of node 4 via software control to that of a router, rexidts
in overall network topological rerchestration (of the lobased sensor network) from being
a starnetwork (asshownin figure 6a to a treaetwork (as illustrated in figure-@.b). In a
similar fashion, the 10T based network could (be made to) undergo certain other software
defined reorchestrations to assume mesh and rindp network topologies, aspreseted by
figures 16¢ and 16d, (respectively. In all the topological orientatienthe three core functions
remain an integral (consistent) part of the WSN in consideration.
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Figure 16 Certain example topologies an &sed sensor network could beorehestrated
to, by means of software control: (a) Statwork&opologya (b) Treenetwork topology; (c)
Meshnetwork topology; (d) Multhop-networktopology.

Networklevel reorchestrations do not implicate in any way on the topological orientation
of the network but tend to significantly alter the nature of flow of data taking place within the
network. For example, manipulation of the releyaatameters residing within the MAC layer
may cause the network to switch its operation in accordance with a different channel access
method €.9.,switching to a TDMAbased channel access method from a CSidged one).



Traditional WSN architecturesrid to suffer from a plethora of deficiencies ranging from
lack of operational flexibility, complex maintenance and management-comsuming
implementation processes, amongst certain other fatdars scope for remote configurability
owing to lack of entralized control [25]. Besides these, time and labour costs associated with
manual reconfiguration, along with network downtime arising out of such disruptions render
such a prospect infeasible [37].

With regard to the above, flexible operationsaich WSN deployments, backed by the
intelligence and softwarization offered by a cloud platform, \gtaf importance as it engages
with its physical surroundingsncorporation of the ideology proffered by the emerging
softwarization paradigm of SDN tdsto be prospective in this regard. Owing to the separation
of the data plane froncontrol plane as well as provisioning focentralized controbnd
intelligence, certain principle advantages offered by the SDN include flexible configuration
control, timeefficient implementation and operation and low maintenance and management
costs, couplewvith remote configurability[26,389].

By means ofrelying upon a software solution, as opposed to hardware solutions through
incorporation of an enabling technology such as virtualization, (including provisioning for
pertinent softrialling of numerous r@rchestration scenarios,) an SDWSN could leselfitas
a viable solution towards seamlessly resolving dynamarcbestration and service demands
in reattime.

1.5 Research Questions, Aims & Objectives

The above account leads to the following question that has acted as the driving force for this
paticular research work:

What wouldbethe architectural organization for a typical largeeale WSN that offer flexible
re-orchestration(s) and able to react to dynamic service demands?

The &aimb of this Gesearchwo r k , t h €orcenfvenge aponi apudbased software
defined sensor network organizationo

The (research) objectives towards executing the aforementioned aim are as follows:

A To identify and define the generic WSN functional componeatstsaender them as
software modules that could constitute a firmwdeiher individually or as a
combination of multiple such software modules)

A Tovirtualize the software modules so define

A To identify, justify and implement the approach (or method) that is probably the best
suited for realizing flexible WSN-@chestration at both physical and virtual levels in
a responsive manner.

A To establish a cybephysical architectural organization that could facilitate for the
necessarysoft trials of the virtualizel software modules so as to converge upon and
implement the most suitable-oechestration onto the physical WSN



1.6 Thesis Organzation

The thesis comprises of a total of seven chapters, each offering information pertaining to a
specific aspect of the research work. Chapteayks the necessary backgroundsion,
motivation and direction behind the research work undertakerreiew of the related
literature pertaining to the important elements associated with this research viz., WSN
softwarization, virtualization, rerchestration (including the downtime associated with the
same) as wel |l as si mi |lo&ks (designbdewith rélaivelg similare c t u r
objectives in mind) have been documented within chapter 2. Chapter 3 offers inforamation
thevirtualization and hardware tools employed towards concept simulation, (implementation)
and testing purposes. Chapterdel ves around the devel opment
Defined Wireless Sensor Networ ko (r&DESN) col
for the same prior to delving into the key aspects of the core modular WSN functional
components, SDWSN apm@oh adopted and virtualization, among others. The proposed
architectural organization is described heraifier which the strategy adopted for the re
orchestration process (including formulation of a generic model for the latency that the network
may experience as a result of the same) is laid out. Based on certain example cases of (node
and networlevel) sdtware-defined reorchestrations depicted in chapter 4, chapter 5 offers
information on aspects pertaining to the physical and virtual implementations of the same.
Contiki-oriented pseudo codes of the firmware developed and employed for configuring both
the reallife Contiki-ported Texas Instruments CC2538 wireless transceivers as well as the
virtual Coojamotes within theCooja virtualization platform (offered by Contiki) have been
put forth. The intention herein was to put forth the viability of emplo@agtiki as a firmware
development tool that caters for virtualization as well, thereby enabling convergence of suitable
re-orchestrations via conduction of stfials (at the virtual level). Chapter 6 puts forth a use
case related to forefite monitorng in an attempt to demonstrate the applicability of the
proposed concept in a reabrld setting or situation. Herein, it is elaborated that re
orchestration demands arising out network fragmentaiants couldoe resolved via re
orchestration (in accdance with the reonfigurability approach) of the requisite constituent
node(s). The conclusion of the research work, along with a section devoted to the future work,
is documented in chapter 7.

1.7 Research OutcomesPublications Based on the Thesis Wk

A total of six papers haveeenpublished over the course of this PhD research work. Five
of these have been published within conference proceedings of reputed international publishers
such as IEEE, ACM, SciTePress while one of them was publsitleh the prestigious IEEE
dnternetof Things6é journal. The conceptual basi s
research work (that of driving towards a clehaksed softwardefined sensor network
organization as well as aspects pertairtm@s implementation and performance)seeen
reflected within these publications. The conference publication presented remotely within the
online streamindbased event of th@" International Conference on Smart Cities and Green
ICT Systems (SMARTGREENS 202@)as adj udged to be the Obest
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The list is provided below:

Journal Publication:

1. Ezdiani, S., Acharyya |., Sivakumar, S., andA&buky, A., "Wireless Sensor dtwork
Softwarization: Towards WSN Adaptive QoS" IEEENTERNET OF THINGS
JOURNAL, VOL. 4, NO. 5, OCTOBER 2017, PE5171527.

List of Conference Publications:

1. Acharyya, |. and AlAnbuky, A., "SoftwareDefined Wireless Sensor Networks: WSN
Virtualization and Network Rerchestration," 9 International Conference on Smart Cities
and Green ICT Systems (SMARTGREENS), Online StreamidgiViay 2020 Received
the 6Best St udtéhaedonfdPeagger 6 Awar d

2. Acharyya, |, AtAnbuky, A. and Sivakumar, S., "SoftwabDefined Sensor Networks:
Towards Flexible Architecture Supported by Virtualization,” 2019 Gldbtdrnet of
Things Summit (GIoTS), £21 June 2019, Aarhus, Denmark.

3. 1. S. Acharyya and A. AAnbuky, "Towards Wireless Sensor Network Softwarization"
2016 IEEE International Workshop on SDN and 10T, June 6, 2016, Seoul, South Korea.

4. S. Ezdiani, I. S. Acharyya, S. Sivakumar and A-Albuky, "An loT Environment for
WSN Adaptive QoS," 2015 IEEE Internatidr@@onference on Data Science and Data
Intensive Systems, Sydney, NSW, 2015, pp-588.

5. Syarifah Ezdiani, Indrajit S. Acharyya, Sivaramakrishnan Sivakumar, and Adran Al
Anbuky. 2015. An Architectural Concept for Sensor Cloud QoSaaS Testbed. In
Proceedingsof the 6th ACM Workshop on Real World Wireless Sensor Networks
(RealWSN '15). ACM, New York, NY, USA, 158.

1.8 Conclusion

Flexibility i s cri ti cal to any WSN organizationos
resource. WSNs ought to be able to satisfactorily adapt to the dynamic service requirements
whilst engaging with a given monitored phenomenon necessitating flexible operabibth at b
node and network levels, including that from a topological standpoint. Development of-a cloud
based softwardefined sensor network organization that allows for virtualization and soft
trialling of numerous r@rchestratiorscenarios habeen deemed asviable solution in this
regard. Besides obviating the requirement of the underlying physical network for testing
purposes (and thereby eliminating any disruption to the ongoing sensing and data acquisition
process ensuing within the physical layer),hsaccloudsupported WSN organization could
also offer information pertaining to the implications of imposition of a certaomaieestration
outcome on the physical network, prior to the actual implementation. Prior to realization of the
proposed organizain, the three functionalities integral to any WSN organization are identified
through relevant literature analysis of structural approadopted for typical WSN
implementation. The key pmequisites entailed by the aforementioned proposition viz.,
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modudarization, virtualization, approach adopted for flexible-orehestrationi.e., Re-
configurability and maintenance of a library of software modules (for augmenting the
flexibility of the given WSN) are laid out.
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Chapter 2

Literature Review

2.1 Introduction

Lack of software control, coupled with dic mode of operation may exacerbate-non
adaptive operational dysfunctionalities leading to significant performance degradation in
conventional Wireless Sensor Networks (WSNSs), especially wherating within a dynamic
loT environment. Flexibility of complex Ig€nabledsensor network infrastructures is an
important requirement as it engages with its physical surrounf#bg89340]. As discussed
in chapter 1, WSNs deployed for dynamic outdoor applications such as forest fire monitoring
ought to not only detect and swiftly react to fire outbreaks but also adaptively resolve network
fragmentation events that it may encounter frometim time.In orderto adequately comply
with such demanding service requirements, WSN organizations ought to be able to flexibly re
orchestrate their operational behaviour both at the node and neiper&tional levels,
including their topological orieation. As a means to achieve this, it is imperative to exert
software control over the operational parameters available at the node and network levels. To
a certain extent, lobased cloud computing platforms tend to act as a viable solution in this
regardsince it encompasses a multitude of softw@ased configuration capabilities, including
virtualization, data storage, data analytics,, &bich can potentially facilitate optimal remote
configuration of the loapower nodes over tHaternet25-26, 4151]. A cloud-based solution,
inclusive of virtualization and requisite software control can significantly lean out the WSN
network configuration process, thereby nimaka worthy contribution towards the flexibility
and swiftness of the network in reacting and capturing random physical pErE255].

This chapter offers an account of the existing stétine-art pertaining to related aspects
like virtualization, softwarization, and+@chestration (as appli¢d Cloudbased architectural
frameworks) that a typical softwadefined sensor network organization may tend to entail.
Specific focus is laid on the aspects of flexibility proliferation and latency reduction brought
about via incorporation of such clot@acilitated technological assets, whilst attempting to
scrutinize the extent of their effectiveness. Based on the analysis, the novelty of the proposed
paradigm in advancing the staiethe-art is highlighted including identification of certain key
consttuent elements/conceptual prequisites.

2.2 WSN Virtualization

The term Virtualization implies abstraction of the underlying physical functionalities into
logical or virtual functionalities, allowing them to be utilized in an efficient manneb}36
This technological asset tends to offload numerous signiflsamefits when incorporated or
applied within both wired and wireless networking environments viz., increased flexibility,
running multiple applications at the same time on the same infrastructurB9]57
manageability, etc. [59]. Within the context of Wy virtue of allowing for exact replication
of the logical facet of the underlying physical function, it opens the door for conduction of
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nearaccurate softrials, thereby virtually completely obviating physical hardware nodes for

testing purposes. Thiserves towards easing out of the complexities associated with conduction

of testing or trials involving redife networks besides reducing the service and/or operational

costs, time, and labour associated with WSN reconfiguration, in general to ecaigrektent.

Khan et. a[57-58] duly highlight the need for virtualization of WSNs deployed for-weatld
applicationssuch adorest fire monitoring, citing the aforesaid reason pertaining to enabling

mul tiple users to access the common Oresour c
Certainstatof-t he art tools avail abl ebasedbCo@asktavgrks s uc h
simulator can be utilized as virtualization platforms, albeit for selected target hardware (motes
eg,Texas I nstrumentsé CC2538 Evalwuation Modul
could b e classified into t he tobwo andd f fieeel®e wo r kc
virtualization [5960].

2.2.1 &Node-LeveldoWSN Virtualization

Nodelevel virtualization involves enablement of multiple applications, operating in a
virtualized environment, in isolation from the physical node [60]. Herein, the envddé
provisions for creation of such multiple software instances at the virtual level based on the
capabilities possessed by the physical node [60]. This has parallels with the concept of Sensor
Function Virtualization and has been looked at to availléfsirable features pertaining to multi
serviceability, flexible operability and concurrency. However, the work is not supported by any
virtual or physical implementation.

Akram and Gokhale [61] highlight a host of prospective advantages that camibeeakc
through virtualization of the sensor functions. These include concurrent multitasking
capability, scalability, elasticity, elimination of hardware requiremamnd most importantly,
flexibility. The aut ho iSesodynction¥i rtthuaal isz antcieo ncéo
within a virtualization environment allows for flexible trialling of the various software
instances of the virtual functions, the proceksxecution a variety of sensing operations, as
well as sensing service alteration, becomes quite straightforward.

In a bid to enhance distributed processing and intelligence capabilities of network systems
operating in 10T environment¥an denAbeek et. al[62] harness the concept 8FV. The
authors advocate enhancement of distributed processing by means of transferring functionality
of the low power nodes to either a single virtual entity, such a virtual gateway, or to the access
network. A shiftof functionality to the unconstrained domain of cleudualization results in
the advantages of scalability and elasticity. The concept is harnessed by the authors within their
proposed flexible architecture wherein-thre-fly deployable, modularized ssor virtual
function packages enable real time re configurability. SFV has also dugatedby Van
denAbeele et. a[62] to alleviate deficiencies such as lack of eggecessing capability and
low scalability affecting DTLS.e., Datagram Transport Laye Secur ity wi thin
| o T 6 -baseddSRN. The authors, however, do acknowledge that incorporation of SFV for
the reallife physical nodes may result in limited flexibility.
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Within their multitier architectural system, Li et. al. [63] eraplthe concept of SFV to
virtualize the physical level so as to project a single physical component as being capable of
offering a multitude of services.

2.2.2 ANetwork-LeveldoWSN-Virtualization

While nodelevel virtualization allows for severaapplications running their tasks
concurrently on a given node [64] (based on the resources encompasgda3jynetwork
level virtualization allows for multiple VSNs (Virtual Sensor Networks) to run on the
underlying network, each VSN running a dedechapplication at a time [66]. Netwol&vel
virtualizationmay be hosted within the cloulindng itself as a viable avenue for planning and
testing of various (types of netwevkide) WSN reorchestration scenarios such as MREger
based manipulation$0] or topological manipulations [60, 67] (which tend to considerably
impact the flow of data within the entire network, as a wh{#2&)41-42]. Cloud based
virtualization has been adopted in many works and resd&maséd projectsOur research
publicatiors (Acharyya, I. et.alAcharyya, I. and AlAnbuky, A.and Ezdiani, S. et al[25, 41,
50] leverage upon this advantageous feature in the pursuit of edging towards a flexible and
responsive sensor network system. Within their multitier cloud architetiewe;Garcia and
Tizghadam [68] highlight the role of clodzhsed virtualization in realization of scalahled
flexible applications. Moreover, such virtualization framework also accounts for heterogeneity
within their architecture. Besides entirely obingtthe requirement of physical sensor nodes
to run tests on, such network virtualization technology (when operated in conjunction with
other softwarizatiotbased resources present within the cloud) could also play a key role in
exploring the degrees ofefedom or modes of operation available for networbrohestration.
The ability offered by virtualization environments towards foreseeing the implications of each
reor chestrati eamisaddreareidaadldsgo flotvniinte experienceoly
the network as a result of the same) alldwdgrelatively) quickly converge upon the most
suitable reorchestration [226, 6370] to be applied onto the underlying WSN.

2.3 Viability of WSN dvirtualization 6

The advantageoffered by virtualization as a technique or avenue for testing netwerk re
orchestration scenarios (in a more accurate manner) to be applied on to physical networks over
conventional modelling and simulation tools can assessed from Faldeldw. Virtualzation
however has certain shortcomings viz., inability to account for real world dynamics, physical
factors, etc., besides not necessarily mimicking the processes occurring within the underlying
network in reattime. Such deficienciesan only beovercomeby employing more advanced
technologies such as oDigital Twinbo.

On comparing the technological assets of virtualizationdagithl twin, it was noted that
while simulation conducted on a virtual platform accurately mirr@smimics the logical
componets of a physical object, it may not necessarily take into account thevosll factors
affecting the physical network sensing and monitoring (since it is not feasible to model or
simulate realvorld condition$. This tends tantroduce significant deviations within the
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simulations so conducted and render it unable to represent prevailingoréghloperational
characteristics of the device in real time.

Table 21 outlines certain key demarcating aspects in regard toettienalogies of
modelling, virtualization and network digitaivin.

Table 21 Distinctions between Modelling, Virtualizatiand NDT

Conventional Modelling

Virtualization

Network Digital Twin

1 No exact replication o| § Exact (oneto-one) logical| 1 Exact twin of the
the logical functionality replication of the underlying network
of the underlying physicg  underlying network resulting in  precise
network leading to ¢ resulting in  precisel mapping (or mimicking
somewhat rougl  mapping (or mimicking] of network behaviou
estimation of the networ| of network behaviou| from both logical ang
behaviour from the logical| actual (physical

standpoint behavioural standpoints

1 Significant aspects ma 1 Follows wup with the
not be represented leadil process (continuousl
to inaccuracies ensues upon capturing tf

system process behavio
during runtime)

1 Typically network| § Typically network| I Reflects the redime
behaviour is not mappe  behaviour is not mappg behaviour [71] of the
in reattime in reattime underlying system in rea

time.

Typically, does not accour

for the

1 real world data

1 realworld dynamics

1 physical factors
influencing the behaviou
of the underlying physica
network

Typically, does not accour

for the

1 real world data

1 reatworld dynamics

1 physical factors
influencing the behaviou
of the underlying physics
network

Typically, does account fg

the

1 real world data

1 realworld dynamics

1 physical factors
influencing the behaviou
of the underlying physica
network

Incapable of predicting
the network behaviou
accurately

Capable of predicting th
behaviour of the networ
accurately from a logics
standpoint

Capable of forecastin
system or network
behaviou nearaccurately,
from both logical ang
actual (physical
behavioural standpoints

While simulation results obtained via conventional modelling tools cannot be said to
accurate, Network Digitalwin (NDT) is quite an advanced technology entailing considerable



16

costs, time and much involved and/or complex tools, debilitating itdfigsior the proposed

solution at this stage. In contrast these to technologies, availability of aisopee tool (such

as Contikibs Cooja) allowing for seamless |
converge upora cloudbased softwardefined WSN organization. Through obviation of
hardware requirement for trialling -e¥chestrations to be applied to the physical world,
network virtualization serves as a ceéfiective and timeefficient platform to softrial

network scenarios and obsertie implications of a variety of softwadefined alterations

within the virtual environment as well as explore the degree of freedom procurable from each

of the functionalities.

2.4 WSN Softwarization

The paradigm of O6Softwarizationd tends to
involves running a particular functionality in software rather than hardware) and tladesy
environment that allows for sefftialling or softre-orchestratias. The core aspect herein
involves decoupling of functions from the physical layer and creation of abstracted or logical
instances of the same. Needless to say, there exists plenty of scope for virtualization technology
in this regardli Bgt meadsobftibei phvaical fun:i
based reorchestrations could be ensued upon in a rather seamless way, considerably reducing
OPEX and CAPEX72]. The two technologies of SDN and NFV that enable softwarization
have been employddr numerous WSN implementations [78]

2.4.1 SDWSN NodelLevel Re-orchestrations

A plethora of works have leveraged on the technological paradigms of network
virtualization, SDN, SDR, etc. to render WSNs dynamically reconfigurfgile 7778].
Realization of softwareefined reorchestration at an individual node level (within SDWSNSs)
typically tends tanvolve (a) decoupling of control plane from the data plane, (b) a centrally
| ocat ed O SdjtNat mag oonhsistoof d certain number of programmable controller
nodes) directing the operation of SDN switches, (c) rendering it open to flexible mamigem
Vi a requi site (programming) interfac-e and
programmabl ed via &6wir el es spatfodhamthisuagardcsachi on |
as the ongproposedn [61, 80, 81] alsotake into accourfieatures such as network topolegy
discovery, memory, data transmission, data acquisition, etc.

The SDNoriented solution of SDNSensor propodsayl Akram and Gokhal¢6]] is
directed towards opt-iamyei dgpit d@ rmpmmayle silgi Y | @
tabl eso. However, the study | ays emphasis ot
proof of conceptZeng et. al antiyazakiet. alput forth a clouebased architecture wherein a
central server presides over the task of generating customized programs for each of the
constituent softwardefined nodes as well as -peogramming them via wireless
communication with the san{82, 83]. Geneation of the customized programs takes place in
accordance with the specifications containe
banking on a library of certain basic functionalities. The aspect of virtualization, however, for
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soft-trialling of network reorchestrations at the cloud prior to implementation has not been
considered herein. Moreover, both the watksnotspecify the strategy adopted whilst going
about reorchestrating the behaviour of the physical nodes (and the network as a whole,
including that from a topological perspective) nor focus on the latency or downtime experienced
by the network (during rerchestration).

2.4.2 SDWSN Topological Reorchestration

In essence, the ideology of SDN revolves around separation of the control apdadats
to allow for flexible network management from a centrally located SDN controde87B
Such an approach involving abstraction or logical decoupling of the functionalities from the
underlying physical hardware devices has been adopted for a good number dfadisN
research works as a means to solve the problem of dynamic netwandhesration. In their
pursuit of exercising control over the topological orientation of their netwtaue et. gi88]
ensue upon devising a logi@ased controller (that is centrally located within tf&dSense
network architecture) which not only hosts tequisite routing, scheduling and other control
modules but also allows for uséefined assembly and disassembly of software modules.

Jemal et. a[89] target dynamic network rerchestration through a rather conventional
approach involving inclusion ahiddleware components as a means to adaptively manipulate
the operational behaviour of clustered WSNs. Within their approach, the aspect of planning of
the desired r@rchestrations is dictated by means of a-gefned ruleset. A relatively
simplistic cas of network fragmentation resulting from mobile sensor(s) has been included
within their work wherein network rerchestration occurs as a result of the pertinent sensor
node(s) undergoing relevant adaptations and connecting with the gateway once twithin i
communication range. The aspect of networknehestration has been almost wholly limited
to clustered WSNs. Rerchestration from the viewpoint of network topology ,hstsictly
speaking, not been considered within this paper. Neither performanagatewal results
indicating any i mprovement in the ndefinedor kos
re-orchestrations nor analysis pertaining to the downtime experienced by the network as a result
of the same have been documented within the paper.dvierethe potential benefits of
aggregating functional (both core and rmmre) as well as requisite knowledge components
within a common readily accessible repertoire withindloaid layer, as a means to enhance
network flexibility, have not been consided.

Kipongo et. al[80] ensue upon formulation of a softwatefined architecture for WSNs
wherein the SDN controller is equipped with the capability of both visualizing and managing
the topological orientation of the network. The proposition is ngiatied by means of any
evaluation results. The need to develop a protocdfmology discoverywhilst keeping the
associated latency to a minimuimas been duly acknowledged, followed by a review of the
prevailing stateof-the-art for the sameGallucco et. al[90] propose SDNWVISE, an SDN
centric solution for topological management of WSNs wherein a particular layer within the
controller responsible for managing network topology is equipped with virtualization (of
underlying physicafunctions) and (the layerédtack management capabilities, besides the
ability extracting crucial information of the physical nodes such as their battery power levels,
radio signal strength, battery capac®SSI| (Received Signal Strength Indicatioadkiress,
etc. from theunderlyingddevices andrelaydthem over to the controller(s) and c) exert control
over thestacklayers denoted by the controller(s). In furtherance to fixloimaleki[81]
incorporats a fuzzy logicbased network topology discayeprotocol that reportedly leads to
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prolonging of the lifetime of the WSN as well as packet loss reduction. In their efforts to
address the issue of managing node and netojpekational aspects of ledased sensor
networksBera et. aJ]91] design an SN controller inclusive of both network and nesigecific

rule-based control policies (an approach which enables them to manage the format of their
respective packetslheodorouand Mamatag92] developCoral-SDN architecture within

which the management tfe flow of data within the network is presided over by CORAL
centrally located controller. Comprising of a modular subsystem (that hosts certain
6al gorithmsdéd and o&érul esd) me ant f orbasece ci si o
networkroutingad t opol ogi cal adaptations. 't al so c¢
model |l ingbd purposes. This par t-based viewroftmeodul e
physical network and hosts RSSI and Link Quality Estimabased information.

2.4.3 SDWSN Architectural Frameworks

Ndiaye et. al[39] vie to achieve greater flexibility and efficient management of WSNs
through formulation of SDNMM, an SDHNased management framework that provides an
avenue for swift testing and deployment of modular management entities. The proposed
modular manageménframework is supported by a controller hosted context data
knowledgebasewvorking in conjunction with Management Service Interface (MSI).

The proposed architectural framework is divided into three -BBd¢d abstraction planes,
namely thedApplicationbplane,&Controbplane and théDatadplane. The Application plane is
dedicaied for enduser applications, monitoring of netwerkde energy levels and network
status with respect to fault detection. Desired configuration of nodes and issuance df contex
based network policies are actioned through this plane. The Control Plane is subdivided into
two parts. WSNcentric management modules (such as those pertaining to network topology,
QoS, energy consumption and security) reside within the upper Globablemcluster
whereas the cluster manager units responsible for execution of tasks (in their respective
clusters) are hosted by the 6Local controll e
plane is accountable for provisioning of APIslioth the application and data planes and
administering of policies and flow commands (based on context) to serve application requests.
The Data plane is composed of the clustered, physical,-&ialled sensor nodeise(, a
combination of SDNenabled switc and sensing end device). Sensed data packets (generated
by the SDNenabled node) are relayed over to the sink nodes, which in turn allows for data
linking with nearby cluster manger units. Infganar relaying of sensor information,
network/context infamation, etc. is provisioned by means of APIs. The element of
Management Service Interface (MSI) employed for this work has been considerably
emphasized, along with the aspects pertaining to contexts. Simulations have been performed
to evaluate and justifthe proposed SDNMM framework.

Herein, although the role and mechanism (or working) of the Management Service Interface
(MSI) has been elaboratethe aspect of modularity (in terms of having in place distinct
functional components as well as commatimn APIs) and that the various such modular
management entities pertaining to the key management areas of WSN viz., network topology,
QoS, security, energy,eter e st ored within the 0GI obal Con
have been well emphized (and realized), there lacks a clear definition of the basic functional
roles of the core network components and the scope of additional functionalities which can be
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dynamically undertaken/assumed by them, keeping the mind the operational limitbsiocis o
low-power transceivers.

The aspect of tbedsetpalboiyleidtéy oorf Ootihmep | Getnrent edo
entities (or network policies), prior to deployment by means of a virtualized setup has mostly
been underpl ayed. ledgabea sbecéo nht aesx tb edeant ameknntoiwo n e d

Inclusion of a pseudo code pertaining to the controller and-8iled nodes employed
for conducting the Cooja simulation could have offered more insight as to how the simulation
and thus, the proposdhmework delivers. Moreover, although the monitoring management
section details thécontext datéaapproach as well as the program structure, a satisfactory
explanation as to how a singular node can undertake responsibilities of MSI (Management
Servicednterfacg, in addition to handling the understandatnéeasibleGontext datdaspect
in reatlife has not been provided. There is no specificity with regards to which management
entity was invoked (and which exact parameters with such broad netwastigement aspects
o rdontain®were tweaked) for each of the three simulations undertakart,fegm the context
baserelated aspects. Moreover, how network topology can be influenced through SDNMM
framework is unclear (since no results pertaining to this aspect have been documented).

Jemal et. a[89] pursue a similar objective of achievisgladaptation within WSN by
means of adopting a somewhat similar approach. While certain key requisites towards devising
an adaptive architectuyreiz., adaptive middleware, control elements, simulation aspect, etc.
are taken into account, the authoosnit lay emphasis on the aspect of adaptive network re
orchestration from a topological point of view. No results pertaining to any improvement
obtained as a result of softwadtefined topological rerchestration have been presented within
the paperTheaut hors state that the aspect of o6pl an
on the basisf ore-definedset of rulesThe authors consider a case of network fragmentation
caused by the event of a mobile sensor node drifting away from its origoadion. As a
means to resolve this O6network fragmentatior
and connect to the gateway node within its communication range. Investigation pertaining to
the 6network downtimed aspect is not undert a

In contrast to this, the router clustezad election oreplacemenbasedexample case
considered (and explained) in chapter 5 seeks to demonstrateditob@stration process (in
its entirety) as welasoffer information pertaining to the downtime incurred.

Although some of the aforementioned research work conceptually inddrresemblance
to the proposed researahg.,inclination towards modularity, aspects such as-ts@iling of
various reorchestration scenariogithin a virtual environment,as well as exploring the
downtime associated with suchaorchestration hg to the best of our knowledge, gatrnered
asignificantamount ofattention.

While certain drawbacks such as large memory space requirement, coupled with lack of
requisite programming interfaces tend to hinder implementation of SDN protocokssskictv
Sensor and Sensor Open Flow for power and mefamgtrained sensor nodéd], SDR {.e.,
SoftwareDefined radiojpased approaches entail higher degrees of signal processing
requirements rendering them equally unsuit§@®e94].

Our approach towards realization of softwdedined reorchestration too involves
decoupling of functionali¢s from the underlying physical WSN and subjecting thesofb
trials or virtual reorchestrations via software control. From the standpoint of implementation
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of the reorchestrations, the feonfigurability approach has been preferred as opposed to the
re-programmability as a means to attain greater flexibility, reliability and swiftness-(of re

or c hest r at-coofigusdility-baked approaBh¢ also tends to potentially allay the

problem of the node going into resettisigte[37].

Re-configurability approach firstly, however, necessitates rendering the functionalities as
modul es that can be ¢iti®aorsideded reasdnable koermapeon n g  wi t
formulation of an architectural organization wherein the key functionalities are firstly identified
and subsequentlglearly definedso as to render them aeadily-available and reusable
modules (since it can be argued that vaguely defined opeaahtioles of the basic most
constituent components seldom offer an avenue for encompassment of the softwarization
paradigm). In respect to the above context, it is considered worthwhile to identify and clearly
discern the three key functions (that formblsédding blocks of any lobased sensaretwork
organization in the underlyinghysicallayer), namely the Leaf node function, Router node
function and the&sateway node function. These wdkfined core functionalities can then be
i ncl uded a ¢inaunibied firhwaare @along vith requisite auxiliary WSN modules)
with which the hardware node (capable of accommodating for and executing those tasks) could
be configured. The desired modules could thefiexibly enabled via external commands.
These aspects are elaborated in chapter 4. In regard to the above, it is also important to clarify
that owing to the advent of SoC technology, coupled with the advancements attained within
the same domain, certaindienced) Sothased wireless microcontrolleumtransceivers
may offer adequate scope towards incorporation of softwarization paradigm.

2.4.4 NFV-WSN Merger

Despite itsseeminglyineluctableprospects, limited proposals have been put forth to utilize
NFV-based softwarization capability to improve the performance or to enhance
programmability of wireless sensor network.

Two of the following attempts to incorporate NFV oriented approaches in WSN focus on
virtualization of WSN gateways. Mouradian al.[95] put forth an NFVbased architecture
wherein the virtualization is restricted only to the WSN Gatewaye main role of this
virtualized WSN gatewaynvolve conversion of protocols and processing of information
model. The network functions possess multiple VNF instances and the VNFs are stored in a
centralized VNF store. Each and every VNF is managed via Element Management System
(EMS) and a static chain isployed for executing them in order to deliver a service. Selection
and deployment of a VNF for providing a service is undertaken by NFV Management and
Orchestration (MANO) which consists$ Virtualized Infrastructure Manager (VIM) as well as
the VNF managr. Two separate virtualized networks are catered for by designing four VNFs.
Service requests are accepted by one of the virtualized network Gateways and the required
VNFs are deployed. The second virtualized network notifies the end user. Virtual Mdbhine
instancesi(e., particular conversions of protocols and processing of information model) of
Virtualized Gateway 1 and 2 get migrated to different physical sensors employed by the authors
in their setup. In another of their papers, Mouradstral. [96] employ almost the same
infrastructural framework is whereithe virtual gateway handles and operates the VNF
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instances. Two separate approaches are adopted by the authors. In the first app\sETs,

are chained within the virtual gateway and migrated to Virtual Wirelessd Network
(VWSN) whereas in the second approa¢NFs are chained within the VWSN and are then
migrated to virtual gateway. Control interfaces present within the control plane conttol end

end engagement and negotiation activities of VWSN and vidatsdway present in the
application layer to ensure selection of the required parameters for deploying the correct VNF
(to the end users). Luo et §87], on the other hand, employ NFV, in conjunction with SDN,

to exert control over the sleep modes of the sensors employed in industrial WSNs as well as to
manoeuvre network topology. An SEsed logic controller unit decides upon the VNF
instances to be run over the physical sensors.

2.5 Re-orchestration Latency

The latency or downtime experienced by a software defined sensor network is an interesting
research topic that has been focussed upon imesearch publicatiof26] on the proposed
research topic. Herein, an example networkonghestration scenario arising out of
fragmentation event caused by departure dhabiled router node away from theetwork
connectivity chain is considered. The thetage strategical appach (viz., Data Analysis and
Eventldentification phase, RerchestratiorPlanning phase and the Reorchestration
Execution phase) that a network undergoes towards recovering from the network fragmentation
event is laid out, indicating clearly the finaltbe three phase., re-orchestration execution
phase as the main phase accounting for the latency experienced. Thatdhehestration
latency refers to the duration of time from the instant at which the normal flow of data within
the network getsidgrupted (as a result of the commencement of teeakeestratiorexecution
pr oces s fordoueto themetvgoek fragmentation event itself) up to the instant of time of
restoration of normal networkide flow of datais clearly specified. An estimapertaining to
such downtime could be gained beforehand in SDSN architectures encompassing virtualization
environments (such as the Cordilased Cooja) catering for saftals, prior to actual physical
implementation. In regard to the above, it is deemvedhwhile to state that the downtime
experienced by the network is influenced by host of factors viz., number of hops, number of
messages exchanged amongst the nodes while the networ&hestration process is in
progress, the channel access methogtediofor the network, the data communication rate set
for the nodes, the topological orientation of the network, etc. Although a host of WSN
deployments (typically those deployed for detalerant, nordynamic applications) may not
be significantly impa&d by reorchestration process accompanied by small amount of
downtime, it may cause substantial amount of loss of data in WSNs deployed for highly
dynamic, latencysensitive applications (such as those involving mobile sensor nodes).

2.6 Conclusion

A host of research works have addressed the issue of WSN flexibility in recent years [77,
78, B, A, 98100]. Considerable efforts have been undertaken towards harnessing of the
softwarization technologies of SDN and NFV as a means to enhance WSN flexibihtyt
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the node and netwotilevels. However, certain key operational and performaealeted
baspectso, a |l o n grequisiteshor theosaree, tloaf cart be eonceivee to be
majorly foundational towards establishing a softwdeéined sensor nebrk, have not been

adequately focussed and worked upon. Broadly speaking, the key operational and performance
related aspects include

(a) development of an approach for enabling dynamic, softdlefi@ed reorchestrations
both at the node and netwedvels,

(b) establishment of a cloddosted library of reusable core and auxiliary firmware modules,

(c) provisioning for trialling of such rerchestration scenarios within a clelevel virtual
environment (whilst operating in conjunction with the library of reusable and
auxiliary firmware modules so formulated) prior to physical implementation,

(d) outlining a strategy for the 1@rchestration process, (catering for identification of events
necessitating network 4@rchestration, planning the necessaryomehestrabns,
including extraction of realorld information for computation purposes, and finally
i mpl ement ati on or -oréheswation plariniogn dutcomd onto the r e
physical layer, etc), and finally,

(e) analysis of the network downtime or latency associated with suzitthestrations (, it

being a key performance indicator of the
service requirements), etc.

The prerequisites on the other hand (deemed logalllow for the above) relate to

(a) identification and definitioformalization of the core functional elements constituting
any sensor network (paving the way for),

(b) modularization of the core functional components so identified so that they can be
rendeed as reusable firmware modules

(c) virtualization of the reusable firmware modules (to be harnessed fotriatiihg
purposes within the virtualization environment).

The aforementioned aspects tend to form a logically structured basis towards converging
upon a novel virtualizatiorequipped architectural framework for softwaefined sensor
networks that is capable of tackling dynamic sensor network operational-archestration
demands in a flexible manner [25].
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Chapter 3

Concept Development Testbed and relad Tools

3.1 Introduction

The objective of thiparticularchapter is to offer insight into the research methods adopted
for this work as well as the hardware and software tools employed towards construction of the
proposed testbedlhis involves tools relevant to physical sensor network, virtual sensor
network, Cloud based data management and visualization, and relevant analytical and
operating system tools used for software development. The chapter justifies the relevancy of
toolsemployed, whilst putting forth certain limitations, towards testing the experiments related
to various aspects of the developed condegit isin-line with theresearch methods outlined
in the following section

3.2 Research Methods

The aim of the reseeh work involves converging upon a softwalefined sensor network
organization that caters for its flexible-oechestration towards coping with dynamic service
requirements. This necessitates formulation of a clmaskd architectural framework
consistng of both physical and virtual environments. In keeping with this, the research methods
adopted herein firstly involvednalyzingthe literature revolving around clodmhcked WSN
architectures that offer dynamic operational flexibility. Secondly, it atastablishment of
a physical WSN system by means of employing a hardware controller capable of provisioning
the necessanprocessingmemory andcode storage memory to host tipeotocol for
incrementally trialing the re-orchestration scenarios across thedeoperational, node
functional, networkoperationgl as well as networkopological levels. Dealing with
virtualization of the physical WSN so implemented so as to conductrsdét of the re
orchestrations (at the virtual leysb as to converge ap the most suitable ones) formed the
third method of conducting this research towards solving the problems hindering dynamic
WSN flexible reorchestration.

The latter two of the aforementioned three research methods necessitated identification of
the relevansoftware and operating system to buildlategrated Development Environment
(IDE) for configuration of both physical and virtual nodes. The opens ¢c e -Gontikis t a n't
2.706 I DE running on the Conti ki OS, an oper e
and poweiconstrained WSN nodes [14DZ, presents itself as a viable tool towards
implementation and testing of the proposed concept aas ith this regard, primarily owing
to two main reasons. Firstly, the embedded firmware employed for the Contiki-Q2&%38
hardware could be configured or programmed using the Contiki OS tool. Sectrally,
61 nsComikiri2 . 76 al | o wspecficpvirtuabzatignWiS/ikonment wherein virtual
sensors (essentially configured with the same hardware as their physical counterparts) could
be created and t@rchestrated for softialingpur poses (thereby O6obvi at
for testing reorchestration scenarios).
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3.3 General Organization of the Test System

The general organization of the overall system implemented for the same is as depicted in
figure 31. The physical WSN system or testbed implemented within the lab shows the spatial
di stribution of the physi Olm$s) asresstheopresiises ase p | o0 )
well as the gatewaprovisioned connectivity to the remote cleserver over thénternet The
remote cloueserver, on the other hand, hosts the necessary data storage facility and database
interfaces along with configuration, tualization, data visualization, and-oechestration
management resources.

General Organization of the Test System

Remote Cloud Server

Data Repository  Configuration Unit Virtualization Unit Data Visualization Unit
‘ Re-orchestration &
Managegent Unit
Database 5
lnterface oa:

Server % 3 nodes eln “;“
. . insi:e refﬂ:;ﬁﬁ - Physical Implementation
s no

j (WSN Testbed Implemented within the
lab space)

3 hanging nodes

Coordinator
d
3 nodes facing window| JE R B
s

Figure 31 Generabrganization of the tegsystent

3.3.1 Physical WSN Implementation

As shown in figure 2 [41-42][50], a 9node Texas Instruments (Contported) CC2538
SoGhbased (physical) sensor netwevksimplemented within our lab premises. Herein, eight
of the nine wireless CC2538 sens@nsceivers were configured using Contiki to act as end
devices capturing anrent light, temperature and radio signal strength data in their respective
timeslotsand repoiihg them to a centrally deployed CC253&ially connected toRaspberry
Pi unit which acts as the 0Gat eway trtanamasd e . By
the sensed data so receiesim the end device® our local server, over theternet



25

3nodes hange
from ceiling

Figure 32 Physical implementation of arfbde TI CC253®&asd sensor network within our
laboratory premises

As depicted in figure -2 [41-42][50], nodes 016 and 0626 were pl
facing outside (the lab) so as to capture the ambient light during theedaycident sunlight

falling on it. Nodes 06606, 0676 and 06806 were h
Node& &% o, was hung from the | ab ceiling at
figure3-2a b ov e. Nodes 636 and 0646 were deployed

present at one particular location in the room, as shown in figr&Be sesing requirements

of the physical sensor network so established within the lab premises merely involved
monitoring of the indoor environmental parameters of ambient light and temperature, along
with the radio signal strength.

3.3.2 Remote Cloud Server Compaents and Associated Implementation

As alluded to earlier, the remote cloud serkiests the requisite storage, virtualization,
visualization and configuration resources to ensue upon the necessary monitoring and re
orchestration demands that may beaintered by the underlying physical WSN system from
time to time. It has three main components associated withaitme | yMySQL Databaée
Serverd6, the O6Webserverdé and |l astly, the O0Ap
sub-componentsf Contiki OS, Reorchestration Management Unit as well as the Gbaged
virtualization environment. The ssdomponent of Contiki IDE serves to configure both the
physical and virtual sensor networks. The most suitabbeaieestrations derived from tie-
orchestration Management Unit, are directly fed to the Contiki Configuration Interface, which
in turn ensues upon-@chestration of both physical and virtual networks. Lastly, the function
of theMySQL Database Server is to write queries to the daldadoes so by means of PHP
script which (also) fetches data obtained from the physical leaf nodes. This incoming data gets
timestamped and stored in rows. A block diagram illustrating the-aotamections amongst
the various constituent componentsiod remote cloud server is as shown in figu#[31]

[50] below.
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Figure 33 Block diagram depictingemote server implementation and the wrdation among
its various componest

Firstly, sensor data emanating from the physical leaf nodes are received by loT Cogrdinator
i.e., the Raspberry Pi as depicted in figi& [41] [50], which in turn is escalated to the
webserver which serves as the entry point for all the inconeingos data. It does so by using
REST API. Usage of REST API serves to exchange the necessary information between the
database and the application server, besides fulfilling the important enegunit of
communicating with users. By means of GET and POSTheamas, users can select the nodes
they wish to view the data for. The client side consists of the python script residing within the
Raspberry Riwhich pushes the data over to the Webserver. This data gets forwarded over to
the MySQL database (via REST APIs) for statistical and data processing purposes pertaining
to each of the individual CC2538sed node. For scripting purposes, the PHP script is
employed by the server. Optimizations foreseen within therBlegestration Managemenniy
serve as inputs to the walerver component wherein the resident Contiknfiguration
Interface performs the function of applying., implementing them on to both virtual and
physical nodesSensed data received within the server database getampesd and stored in
rows assigned for each individual node [50]. These data packets so received can be accessed
throughthe PHPdMyAdmindtool.

The virtual implementation facilitated by means of the Cofitdsed Cooja virtualization
platform is as depicted in figure4[41-42]. Herein, Contiki has been employed to create
virtual Cooja motes configured with same program code as that emglmytdee hardware
nodes (with the exception of the functions enablingweald sensing). Onéo-one replication
of all the logical facets of the operational behaviour of the virtual nodes corresponding their
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physical counterparts, coupled with the simiflawith respect to their arrangement within the
virtualized environment, enables precise mimicking, and thereby monitoring, of the network
behaviour at a virtual level (typically) hosted within the cloud.

Figure 34 Virtual implementation of the physicatritode TI CC253&ased sensor network
within the ContikiCooja simulator.

Within our server, Google data visualization has been employed for Data visualization
purposes. By means of a .php file residing withim server, the sensed data stored within the
server database, can be viewed in graphical format (as depicted in figydd-32] [50]).
Historical stored sensed data can be accessed for replaying a past event 3¢engraphical
representation of thstored data (so collected from the physical network) provisioned via our
server database is sisownin figure 3-5 [41-42] [50].

Light
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Figure 35 Graphical trend of sensor data (ambient light, temperature and RSSI) captured by
the 8 leaf nodes, retrieved from Server database.
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As is evident from figure -3 , nodes 0106 and 626 placed ne
sunlight during daytime reflestastly higher ambient light sensor readings as compared to the
other 6 leaf nodes. Furthermore, the same two nodes report somewhat higher temperature
values as well during the same daytime period, as compared to the other leaf sensor nodes.

In regardto such trend of data as monitored via the physical sensor network, it is deemed
worthwhile to assert that even under normal circumstances, considerable variations of the
sensed values are observed (within a span of two days). Such an observation aen\eed f
albeitsmall, but reatworld WSN deployment fortifies the motivation behind driving towards
a softwaredefined sensor network organization that possesses the requisite operational
flexibility to cope and efficiently capture any significant dynamassociated with the
monitored environmental phenomendine following sections delve deeper into the specific
tools employed for this research work.

3.4 Contiki OS

Typical wireless sensdransceiver node devices tend to be characterized by severe
constaints with respect to battery capacity, memory, computational resources, etc. As a means
to mitigate the impact posed by such limitations on the operational performance as well as to
prolong 6node |l ongevityo, i t rnemsentiensdsseance i a | t
resources available within a typical WSN node. In this regard, selection of a suitable operating
system (OS) (on which network protocols are implemented) is an important consideration. This
consideration becomes even more acute in chkeldased sensor networks wherein nodes
incur theadditional overhead associated with the 6LoWPAN protocol, on top of the existing
network protocol, necessitating a lean OS that exerts minimum overhead on the low power
sensofcumtransceiversAs mentioned earlierContiki is an operating system specifically
developed for the wireless microprocessors [102]. The Instant Contiki IDE offers support for
firmware development for a large number of different low power wirdiesdware target
platforms viz., 8051, ARM CortexM3, MSP 430, AVR, z80etc, [102], thereby enabling the
possibility of formulating heterogenous networks, if required.

From this perspective of this research work, an operating system, endowedsiviblde
characteristic features such asattime scheduling capability, portability, whilst being
lightweight, flexible [102]and open sour¢és well suited for the hardware nodes to run on.

The Contiki Operating system fulfils the aforementioneatabteristic requirements owing
to

- enabling dynamic program loading (as well as unloading) and concurrency of node
tasks (whilst operating in complex, dynamic and concurrenbesed sensor network
environments).

- exerting lesser memory overhead, with RAM and ROM requirements of 2 kBGand 4
kB respectively [103], on the target hardware platform for which it is employed.

- Employing the |l ightweight, hybrid prograr
the multithreaded programminlg a s e d model , aelvemtd g i vwei ntoh
mechanism) whica | | ows f o kb | doccokni diniaged opeadidrt, paving the
way for sequential control flow [10205].
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Developed as an open sourceadily availableOS specifically for loThased low power
WSN devices, Contiki O8ffers support for the requite IP standards of 6LoOWPAN, CoAP,
RPL, etc. It also encompasses a {laiyered stack of lightweight communication protocols
known as the RIME stack allowing for code reuse and simplification of network protocol
implementation [106]. Numerous largeale reatlife implementations have employed Contiki
OS [107] for applications such as wildlife monitoring, intrusion detection, surveillance, road
tunnel fire monitoring, etc.

3.4.1 Comparison of Contiki with other Operating Systems

Comparison amongst the various operating systems used for WSN nodes (with respect to
parameters such as memory requirements, real time support, protocols, etc.) has been provided
in Table 31.

Table 31 Comparison table of operating systems used $NsV

Operating Systems
Parameters | Tiny Contiki | Linux | RIOT | Mantis | Nano | t- SOS
OS RK Kernel
Minimum 20
ROM 3.4 kb 38kb |~1MB |~5kb |14kb |10kb |28.2kb | kb
Memory
Minimum ~1.5 | 500 2000 | 2000 1.16
RAM 230 bytes [<2kb |~1MB | kb bytes | bytes | bytes | kb
Memory
C Support | No Yes Yes Yes Yes Yes No Yes
Modularity | Yes Partial | No Yes Yes Yes | __ Yes
support

Real Time
Support Yes Yes No Yes No Yes Yes No

B-
MAC MAC
Protocol B-MAC, Contiki | TDMA | - X- & Yes -

S-MAC MAC MAC MAC CSM

A -

CA

Zigbe
Other RPL, CTP | pIPv6, | - - - eand | Yes SOS
Protocol RPL OLE

AND
Wireless
Re
programmin| Yes Yes No Yes Yes No Yes Yes
g
Dynamic
Memory Yes Yes Yes Yes Yes No Yes Yes
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Contiki OStends toserve as a bettatternative (OSyhen low power nodes such as the
Texas Instrument@C253& SoCsneedto undergo frequerfirmware updates for HBased
experiments. MoreoveGontiki supports dynamic replacement gira-existingapplication
within a given nodeds firmware (as a means
Tiny OS, wherein the application along with the operating system has to be replaced
completely[108].

Contiki OS is a lightweight and flexible OS which is specifically designethe power
and memonyconstrained WSN nodes. It consists of its own layered NETSTACK, which has
been devised to fulfil the requirements of 0T nodes. It is emeagoge of thepreferred
OSfor loT devices owing to some of the desirable characteisiicompassed by it viz.,
portability, concurrency, low memory occupancy, {tdale support, @anguage support (for
programming) etc., besides being readily availabiee.( an opensource OS). Besides
offering support for 6LOWPAN, it consists of the tara MAC protocol of ContikiMAC,
and the lowpower IETFRPL whichtends tcensure noddifetime longevity [109] making it
highly suitable to be employed as an OS for both physical and virtual WSN implementations
in the proposed project.

3.4.2 Contiki Netstack

The Contiki Netstack is a layered stack of protocols specifically designed towards
overcoming the shortcomings associated with the conventional OSI model in fulfilling the
requirements pertaining to the IoT domain [110]. The various protocol implatoest (files)
available across the various layers of the Contiki are as shown in fiUEL3].

The protocol mofdud @ s6 Rd d i Isi@dgede . ¢c foand col
60Duty Cycasi nwed |l dayse ro & M AnGe@vailableyattie lowar three layers
of the stack are utilized forcusteenonf i guri ng the 6Radi od, 6éDuty
[111]. RoussehndSong[112] state that separation of layers forms the basis of the stack design.
This is evident from the partitioning of the MAC layer into two separate layers of MAC and
Radio Duty Cycling (RDC)geven though the statd-the-art MAC protocols are meant to
manage aspects pertaining to both the layers.

websocket.c, http- ' Application
socket.c, coap.c
Higher layers
udngilg.i‘ tcp- involving Transport
i 6LoWPAN for
. Web-based ;
Uip6.c, rpl.c ";" i:i‘:" Network, routing

sicslowpan.c ! Adaptation
csma.c ‘ MAC

General WSN stack

nullrde.c, contikimac.c (non-IPv6 layers)

Duty cycling

cc2538-rf.c Radio

Figure 36 Contiki Netstack depicting protocols available across the various.layers
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3.5 Texas Instruments CC2538 Target Hardware

The physical lagr of a Clouggoverned, loTbased sensor network is generally composed
of a number of wireless sensimansceiver target platforms, typically configured with either
the sensing, routing or gateway functionalities. Communication operations executed by these
hardware nodes are defined by the protocol with which they are configured. Keeping in mind
the dynamic service requirements a physical sensor network needs to comply with, a plethora
of factors need to be taken into account whilst converging upon alswtahce for setting up
an loT-based physical sensor network testbed. These include current consumption, sensing
capability, OS, processor or Micfontroller Unit (MCU) features, memory size, protocols
supported, cost, 10T capability, logical complianeith corresponding virtual entity, form
factor, etc.

The Contikiported (natively supported) Texas Instruments CC2538 Evaluation Module
(EM) (SoC mote), as shown in figure73 is an advanced wireless transceiver with IP
configurability. It consists of the 3@t ARM Cortex M3 microcontroller providindor
memory requirements of up to a maximum of 32 KB and 512 KB of RAM and flash
respectively [113]. Its salient features include small footprint, low dynamic current
consumption, low co$i14] and various power modes that could be leveraged upon to prolong
6noded6 | ifetime (via conserving battery powe
mode when appropriate). It suppaZigBee IP Mesh ZigBee PRO MeshZigBee RFACE,
advanced¥igBee profile§ 6LoWPAN, and 2.4 GHz 802.15Bksed solutions. tonsists of
theonchi p O0temperatured and RSSI (Received Sic¢
from the above, it exhibits excellent receiver sensitivity and programmable output power. Such
highly desirable feature®.Q.,the support for Zigbee ptocol that was employed for setting
up of the physical testbed within the lab premises) render it to be highly favourable for physical
sensor cloud (PSC) testbed implementation.

Figure 37 CC2538 Evaluation Module.

The CC2358 EM is used in conjunction with the SmartRF 06 Board (as shown in figure 3
8) for programming purposes. It consists of thetwdbomar d sensors of OAcc
the O0Ambient Light Sensord.
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Figure 38 SmartRF 06 Evaluation Board.

3.5.1 Power Modes and Current Consumption Profile

CC2538 motes are characterized by low current consumption and can be switched to
different operational modes (to conserve power depending upon the prevailing operational
requirements) Current consumption ddts of two of the sleepmodes as specified (by
Venkatesh, G.in [115], have been summarizeddhable 326below.

Table 32 @Currentconsumptiodvalues of TI CC2538 for thisvo sleepmodes.

Power modes Current consumptiofl15]
PM2 1.3uA
PM3 0.4pA

In an attempt to study the current consumption of the CC2538 motes, the current profile
consumption profile for the CC2538 hardware, operating in different power modes was
obtained via oscilloscope as shown in figur@ Below. Herein, initily the CC2538 mote is
subjected to the power mode PM2 after which it was woken up by means of an external
interruptie,hard reset (via pushing the O6RESETO® but

Upon Owaking upo6, it madeimeekeautingthytraesmissmmand an 6
reception operations in the 6dactive stated.
upd6 period are executed, the node 1is again

battery power.



33

Tek Al ® Stop M Pos: —1.740s SAVE/REC

Action

File
i — Format
state

—, ldle About
state Saving
Imaages

Select

<«— Sleep Mode PM2 — Lot iy 1 Folder

Save
TEKDD33.JPG

M 500ms
S-Nov-14 11:11

Figure 39 Current consumption profile of TI CC2538 hardware obtained via oscilloscope.

3.5.2 Contiki as a Tool for TI CC2538 Configuration

Contiki IDE forms the environment for the development of ftrraware with which the
CC2538 chips have been configured. Bynseano f wr i ti ng programs i n (
could be configured with the Leaf sensing, Routing or thebaJed gateway functionalities.
Owing to certain key enhancements allowing for ample memory, processing computation
capabilities, etc., coupled thi a (robust and) powerful microcontroller unit (MCU), the
CC2538 devices could either be manfigured (via Contikbased software control) to execute
single or multiple functionalities at a time or dynamicallyorehestrated via software control
to assime or repeal additional functionalities. Reason being, Contiki allows for development
t he O modul iaeradfirmivare desigaed & such a way that it consists of numerous
requi site 0 4 &dch swch coestitnent dafitwaee snodule exeautrtain given
function or task (owing to encompassment of the necessary variables and source code),
allowing for reusability of code. This in turn opens the door for adoption of the
reconfigurability approach. In addition to this, Contiki IDE provisiocims necessary
reconfiguration of the various no@perational parameters available for manipulation at the
various layers within the communication stack viz., sensor selection, channel allocation,
(sensed) data buffering, radio transmission power, chaagelks method, etc. (elaborated in
chapter 5). Using Contikiased software configuration control as a service, the CC25@8 mo
used in this research can be configured asolifigured or noflP configurednotes, by means
of enabling or disabling the 6Lo®AN protocol modulgrespectively, available within it.

Contiki IDE facilitates for the compilation and error checking for the C program written
within it. Prior to configuring the CC2538 hardware platform with the successfully compiled
0Cd6 <code, the oUnifl ashd sof e magusie executabteal | e d
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formatie.,t he 0. el fé6 (Executable Linkabl eTIFor mat
CC2538 EM consists of the annip ADC (Analogto-Digital) temperature and RSSNhen

used in conjunction with the SmartRF06 boauel (vhen tle EM is mounted over the SmartRF

06 board with the help of the EM pin connectipiiise CC2538EM can access the Osram SFH

5711 O0Ambient Light Sensord present on the ¢
necessary header files as well as respederesor functions within the Conttkia s ed 6 C6
programs so written and compiled to configure the CC2538 SoCs as leaf nodes, three sensor
variables have been extensively used for physical data collection and testing puiifaaes

this research.

In real-life sensor network applications, especially the ones involving mobility, RSSI
sensotbased data could be of high importance. Events wherein a mobile router node happens
to venture beyond the communication range of its children or neighbouring rodésr could
result in isolation of that respective part of the network. In this regard, -afeetst, albeit
incremental, was performed within our lab premises using CC2538 chips with the intention of
testing the RSSI values reflected by a mobile roubele with respect to a stationary leaf node.
Table 33 depicting values recorded for the departing router as its distance from the stationary
leaf node increases is as shdveatow.

Table 33 Real RSSI values recorded for the departing router ¢eshect to the stationary
leaf node) via physical experimentation.

Distance of the departing router with| RSSI value of the departing router with
respect to the Gateway (m) respect to the Gateway (dBm)
-48
-57
-59
-61
-65
-66
-78 (Outside lab premises)

N[O |OARWIN(F

Although the light, RSSI and temperature sensor values cafiityiteeé TICC2538 sensors
may not be precisely accurate, they can be used for nominal demonstration and research
prototyping purposes.

3.6 Raspberry Pi SoC

The inexpensive and 4@nfigurable singldoard computer of Raspberry Pi SoC, as
depicted in figure 40, endowed withinternet connectivity capability, is a widely used
component that can be seamlessly inomigr at ed
for research and prototyping purposes [116]. A Raspberry Pi board consist of RAM memory,
the CPU (Central Processing Unit), power supply connector, USB ports (wheré&ii-tie
USB dongle or adaptor can be attached), ethernet ports, GPU (Grapltiessirg Unit, the
lower-level peripherals of General Purpose Input Output (GPIO) pins that can be utilized for
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I2C, UART, SPibased serial communication buses or interfaces, etc. Advancements over the
recent years have resulted in a number of enhancemigimt®spect to memory capacity, CPU,
GPU, etc.ice.,in the Raspberry Pi 4 version) [116]. It consists of a slot for an SD card, enabling
it to be usal either for storingalarge amount of data or for datalogging purposes (in cases of
Internetoutage). Experience available within the lab rendered Raspberry Pi as an automatic
choice towards its employment as a gateway. This, coupled with provisions for being battery
powered, renders it to be used as a portable device. A host of operating systemssearnde

run Raspberry PsoCssuch as Raspbian, NOOBS, etc.

Figure 310 Raspberry Pi SoC.

Being equipped with bothVi-Fi and ethernebased connectivity to access timernet
coupled with ample computational and processing power, the Raspberry Pi SoC has been
employed as a gateway within our research wherein it performs its function as a protocol
converter and transmits the CC283&8sed sensed data over thiernetto the renote server.

3.7 Contiki-based Cooja as a Virtualization Platform

Advancenentsin software and modelling technologies hasheredhe developmenbf
tools such as Contiki that enable same programs to be used for both hardware and simulation
envirormentsC o nt i -builtfagabials e d t o o[l17-D18](preserminoi jt dirfstant 6
Contiki 2.7 IDE) can be used feirtualizationof 10T based netwosdoth at the hardware as
well as thedess detailedlevels. Within our research, Cooja serves as a virtualization platform
wherein thedContiki O generatedirmware employed forcompiling andconfiguing the
physical target hardware platform of TI CC2538 are the ones used for compiling and creation
of virtual nodes. This on¢o-one reciprocity with respect to the configuration of the nodes
enables an accurate virtual representation of the logical (software code) facetperttenal
dynamics of the physical environment
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It is deemed worthwhile to alledto the saliencies as well as limitations when employing
Cooja as a virtualization tool for this research work. Since this research work entails usage of
the same Contikgenerated software codes fmompilingdand configuring both the virtual
Cooja mots as well as the physicdll CC2538 nodes (as alluded o chapter 3),re-
orchestrations with respect to

1 (certain) logical facets of operational behaviour of the physical node (by means of
wresting softwaralefined control over the Contiki firmware fedtd it) such as the
aforementioned flexibilities (viz., sampling rate, buffer size, MAC layer manipulations,
etc.),

1 nodelevel functional reorchestration from an existing function to a different function
(e.g.,leaf to router) via switching over to thedftware

to be imposed on the underlying physical layer consisting of (Ceudited CC2538 hardware
nodes) can be accurately represented, trialled and analysed within the virtual environment
beforehand via Contikdbased software control. By means obyding an avenue for such
precise and unambiguous replication of logical facets of the operational behaviour and re
orchestrations, Cooja serves as an as an extremely desirable tool for virtualization.

3.7.1 Node Mobility

Cooja supports node mobility. Uppatching the mobility plugin within Cooja, it is possible
to exert fine tune control over the traversal paths as well as spegzhdicular virtual node
or agroup of nodeslsingarewr i t abl e or editable O6positions
as the corresponding timestants of a node or a group of nodes can belefieed with Cooja
to set the path (in terms obordinatesand hopefully speed, if possible) of a particutebile
node.

3.7.2 In-built RSSI Model

Coojaconsistsofanibui 't RSSI or ORadi o Propagati on¢
radio signal strength of a particular node with respect to another node can be obtained. This
feature (denoted as Radio) withinGoa i s avail abl e within the 06N

that can be accessed via right clicking on any of the motes created. The RSSI values obtained
from this model are mostly distance dependent and the practicalities associated withriceal
are notaccounted for within this model.

Consider the following example wherein a virtualizeeh(@le) pointto-point network has
been implemented within Cooja. The purpose of thisexampleiéteed d, refl ecti ng
i n radi o propaghtiacsn trmoededrobad i wgh featur e
virtualization tool. Herein, node 1 is a mobile node configured with the router function whereas
node 2 has been configured with the leaf function which transmits the data packets sensed by
it to the depamg router (till the time the mobile router is within its communication range
Once the mobile router moves beyond the communication range of the leaf node, it goes
without saying that no communication ensues between the two, even though the leaf node may
continue to transmit data packets meant for the (departed) router.

The mobile router node traverses through arpeelitated path of traversal (as per by the
coordinates and their correspondi ng Figureme i ns
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3-11 a depicts the (initial) case when the two nodes are in (close) proximity of each other. The
RSSI value of the mobile router leaf node 1 with respect to node 2 (as obtained from the radio
propagation model feature) for this casasslepictedn figure 311 b.

2 Network Qa v Mote Interface Viewer {Contiki 1} )=

[x

View Zoom | Select interface: | Radio

|«

[ | Listening
Last event: RECEPTION_FINISHED
Signal strength (not auto-updated): -35.0 dBm

Update 5SS |
Current channel: 26

54.41,17.55
54.41, 32.42

100.0%

(@) (b)

Figure 311 Radio propagation model feature within Cooja (a) Network window within Cooja
wherein the mobile router and the statioy leaf nodes are initially in close proximity of each

ot her; (b) &6éMote Interface Viewerd window wi
router with respect to the | eaf node can be
list).

As the distance between the two nodes increases owing to departure of the leaf node, the
radio signal strength between the two nodes degrades as per thie pugftagation model, as
depicted by the figuresB2 a and b.

Network =JOIX

= s [+ Mote Interface Viewer {Contiki 1} oj(x
View Zoom ) (=)[E3
Select interface: Radio v
Listening

Last event: RECEPTION_FINISHED

Signal strength (not auto-updated): -55.0 dBm

| Update SS

Current channel: 26

54.41, 44.20
100.0%

(?54,41. 17.55
)

() (b)

Figure 312 Radio propagation model feature within Cooja (a) Network window within Cooja
wherein the mobile router has moved away from the stationary leaf nadeettain extent;

(b) 6Mote Interface Viewerd window within C
mobile router with respect to the leaf node (as compared to the earlier case) can be viewed
(within the Radio option in its dropdown list).

Uponfurther increasing the distance between the two nodes as shown in fij8re, 3he
RSSI signal value of node 1 with respect to node 2 drops further, as reflected byptiie in
model 6hownin figure 313 b).
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Current channel: 26

> Network D=3 ™ Mote Interface Viewer {Contiki1})  [_|[3)(X)
View Zoom Select interface: Radio |>
LTstEnlng -
Last event: RECEPTION_FINISHED
Signal strength (not auto-updated): -84.0 dBm
Update SS

(?54‘41‘ 17.55
(%54.41. 61.55

100.0%

() (b)

Figure 313 Radio propagation model feature within Cooja (a) Network window within Cooja
wherein the mobile router has moved quite far away from the stationary leaf node but is still

withinits communi cati on range; (b) &éMote Interfa
the further degraded RSSI value of the mobile router with respect to the leaf node (as compared
to the earlier case) can be viewied (within t

Once the departing leaf node ventures out of the communication range of the router (as can
be seen from figure-34a), radio communication messages between the two nodes cease to
transpire. The ibuilt radio propagation model reflects a valde-t00 dBm asdepictedin
figure 314 b.

(+] Network @a 5 Mote Interface Viewer {Contiki1) | _ /(0%

B
il Gedelalul ‘ Select interface: Radio )

‘ Listening
Last event: RECEPTION_INTERFERED
Signal strength (not auto-updated): -100.0 dBm

|
| Update SS |
| N Current channel: 26

(@)55.03, 18.17

(D544, 71.15

(a) (b)

Figure 314 Radio propagation model feature within Cooja (a) Network window within Cooja
wherein the moite router has moved beyond the communication range of the stationary leaf
node resulting in | oss of connectivity; (b)
wherein RSSI value (of the mobile router with respect to the leaf node) pertaining tlocislaarti
case of loss of connectivity is reflected by an RSSI valud@dBm (as viewed within the
ORadi o6 option in its dropdown | ist).
Theprovision of begettingnstantaneous values of RSSI signal of one node with respect to
another isa handy featre available within thepensourcetool of Cooja, which could prove
to be somewhat beneficial both in terms of setting up the virtual implementation (cfitereal
physical network) in for remote monitoring purposes, as well as during runnirgiaisftof
networkre-orchestration scenarios within it.
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373 6 Povwearaced Featur e

Another feature associated with Coojdhe softwarebasedpowerprofilingdmechanism
of OPowertraced whi ch k ed@pendituréoheadh seasornbdb e e st
without any additional hardwarequirementThe @ owertrackdsfeature within Cooja can be
accessed from within the Teosolisms tmaenntua nderooupsd 0G
(ie,Radi o Transmisse,Radi o 0Radeé pt IRXn)(6 and 6éRac
constituent virtual nodes as well as theeragéof theoverallnetwork,aspercentages

The 6 ®wertracé feature has been elueittd by mean®f an example experiment
conducted within Cooja. Herein, andde virtual statopological network consisting of one
routercoordinator and 4 leaf nodes are initially configured to operate under a CSMA (Carrier
Sense Multiple Access) scheme, as depictedguréi 315a. The sampling rate of the four of
the leaf nodes was deliberately set to a very high value of 250 samples per second. From figure
315b, it is clear that the O6RX06 and O06TX06 va
nodes are considerafhigh.

Network 2= () PowerTracker: 5 motes (=JOx)
View Zoom Mote Radio on (%) | Radio TX (%) |Radio RX (%)
Contiki 1 100.00% 24.47% 0.01%
Contiki 2 100.00% 25.16% 0.01%
Contiki 3 100.00% 23.82% 0.01%
Contiki 4 100.00% 24.84% 0.01%
Contiki S 100.00% 0.01% 30.42%
AVERAGE 100.00% 19.66% 65.09%

| Print to console/Copy to clipboard || Reset |

() (b)

Figure31 5 Powertrace feature within Cooja (a) Ne
t o p o |-basgd/Ehode virtual network witm Cooja operating under CSMA mode and (b)

Screenshot of the O6Powertrackerd window sh
On( %) 6, O6Radi o RX(%) 6 and O6Radi o TX( %) 6 val

Upon reorchestrating the network to operate under the TDMA scheme, it wasvel that
the percentage values of O6RX06 and 6TX6 of ¢t
can be seen from figuresl® a and 3L6b.
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@ Network (=[5 X] 2 PowerTracker: 5 motes =3l
| view Zoom Mote Radio on (%) | Radio TX (%) | Radio RX (%)
‘ Contiki 1 100.00% 0,00% 0.00%
————— Contiki 2 100.00% 0.00% 0.00%
‘ Contiki 3 100.00% 0.00% 0.00%
@ @ Contiki 4 100.00% 0.00% 0.00%
Contiki 5 100.00% 0.00% 0.01%
1
00 % qu'O% AVERAGE 100.00% 0.00% 0.00%
100.0% IOOT%
‘ | Print to console/Copy to clipboard || Reset |

Figure 316 Powertrace feature within Cooja (a) Network window within Cooja showing the
same 0 st abasetl mguevirtwabngtwork within Cooja operating under TDMA mode

and (b) Screenshot of the OPwmweirmalacaRadi ovi @
O0Radi o RX(%) 6 and O6Radio TX(%) 6 val ues.

By means of serving to indicate the power ¢
obtained from Cooja could be useful for gaining an estimate of the (pmmeumptiorbased)
performance characteristics of the (nodes and the entire) netvearia (whole).

3.7.4 Provisioning for Virtual 6LOWPAN -Based Network

UIPv6 stack within Cooja provides IPv6 networking. Cooja offers support (in terms of
creation of virtual nodes) for multiple target hardware platforms, one of which is the Sky mote.
The folowing examples illustrates how Cooja can be utilized to create a virtualized
6LOWPANb ased net wor k conrsdwttarndg (odr ohkEd goeB orr awetr
0 Eexamples er ver 6 nodes, -1As shown in figure 3

(+)] Network (2[S][X]

View Zoom

S aaaan2l2:
|aaaai21 2:7405:5:505

a?::zlz: 403:3:303
2:2106/282:2:202

'aaaa:212:7401:1:101 /

=

404:4:404

2

~J

Figure 3176LoWPAN-based virtual network consisting o
example serverd® nodes created within Cooj a.

Herein, the Edge router or border router node (created using SKY mote also supports
6LOWPAN), acts as a bridge between 802.1®#vork and thénternet(facilitating for serial
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tolnterneti nt er f ace) . T-dxamplésceu rv evw i6r tnwadle sO Err epr eser
colour motes) have beampesenVYéegucédpuegngmt bae
18 depictstpguwted oOwottlei nouCooj a s matesiare gettinghe ad
printed.

ﬁ Mote output a@ﬁ
File Edit View
Time Mote | Message

03:30.044 1ID:1 D@tP§oHPO<html><head=<title>ContikiRPL</title></head=<hod"@tP.$0IPOQy>

03:30.189 1ID:1 “D@tPl$oI<POpNeighbors<pre=fe80::212:7402:2:202

03:30,937 1ID:1 </pre>Routes< @tPa$oIQPOpre>"D@tPe$oIQPOaaaa: :212:7402:2:202/128 (via fe80::212:7402:2:2 @:@t9I\t

03:31.090 1ID:1 1"#4%6" ()*+, - . /01234567 "@tP$oIQPO: [02) 16711338

03:31.293 ID:1 "D@tP$oIQPOaaaa::212:7403:3:303/128 (via feB80::212:7402:2:2" " @tP$0IQP09&02) 16711240s

03:31.699 1ID:1 D@EtP$oIQPOaaaa::212:7405:5:505/128 (via fe80::212:7402:2:2 "@tP$0IQPOB0O2) 167112405

03:32.090 ID:1 "DEtP$oIQPOOaaaa::212:7404:4:404/128 (via fe80::212:7402:2:2 "@tP0$0IQPO902) 167113395

03:32,558 1ID:1 °@tP]$oIQPO</pre>"#@tPc$oIQPOWS</body=</html>

03:35.605 ID:1 “@tPr$oIQPO°@tPs$oIRPO” @: @1INF{

03:42.417 1ID:1 1"#4%6&" ()*+, -, /01234567 @: @t*I\z

03:51.542 1ID:1 1"#4%6" ()*+, - /01234567 @: @tF' I\

04:00.456 1ID:1 1"#3%6" ()*+, - . /01234567s1ip-bridge: Destination off-link but no route src=aaaa::100:101:180:f8:fal6:2 dst=c7b2:49f6:5c07:2e06:8:90a:h0c:dOe
04:00.469 ID:1 slip-bridge: Destination off-link but no route src=aaaa::1 dst=aaaa::Scc9:ea06:8:90a:b0c:d0e

04:00.544 1ID:1 “0:@ttpVj tpVI\E

04:00.564 ID:1 slip-bridge: Destination off-link but no route src=aaaa::la:1600 dst=2d6:c149:f65c:477f:800:809:a0b:c0d

04:00,577 1ID:1 slip-bridge: Destination off-link but no route src=aaaa::1 dst=aaaa::212:7401:c:dOe )
04:00.660 ID:1 slip-bridge: Destination off-link but no route src=aaaa:74:100:101:180:b1:7516:2 dst=e3ce:49f6:5c2f:170a:8:90a:b0c:d0e
04:00.673 ID:1 slip-bridge: Destination off-link but no route src=aaaa::l dst=aaaa::5c79:570a:8:90a:b0c:d0e

04:00.747 1ID:1 “0:@ttD tI\

04:00.767 ID:1 slip-bridge: Destination off-link but no route src=aaaa::la:8el6:2 dst=f2dd:49f6:5ch5:efob:8:90a:boc: doe

04:00.780 1ID:1 slip-bridge: Destination off-link but no route src=aaaa::1 dst=aaaa::212:740a:b0c:d0e

04:00.875 1ID:1 slip-bridge: Destination off-link but no route src=aaaa::1 dst=aaaa::d3:900c:8:90a:h0c:doe

04:00,950 ID:1 ~0:@ttDU tI\G

04:00.970 1ID:1 slip-bridge: Destination off-link but no route src=aaaa::1600 dst=30e:f949:f65c:8f90:c00:809:a0h:cOd

04:00.983 1ID:1 slip-bridge: Destination off-link but no route src=aaaa::1 dst=: ::212:7401:1:d0e

04:01,065 ID:1 slip-bridge: Destination off-link but no route src=aaaa::101:180:1d:c416:3 dst=1hb06:4af6:5c88:900c: 8:90a:boc: doe
04:01.077 ID:1 slip-bridge: Destination off-link but no route src=aaaa::1 dst=aaaa::c:8:90a:b0c:doe

04:01.153 ID:1 ‘p:@ttc @ (J\

Filter:

T

¥

Figure 318 Mote output window of the-Bode 6LoWPANbased virtual network within Cooja
showing the addresses of the constitumoites are getting printed.

The termindwindow within Contiki wherein the server IPv6 address is getting printed is as
shown in figure 319.

% - o user@instant-contiki: ~/contikifexamples/ipv6/rpl-border-router
File Edit View Search Terminal Help
Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00

inet addr:127.0.1.1 P-t-P:127.0.1.1 Mask:255.255.255.255
inet6 addr: fe80::1/64 Scope:Link

inet6 addr: aaaa::1/64 Scope:Global

UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:® errors:0 dropped:0® overruns:0 frame:0

TX packets:0 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:500

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Rime started with address 0.18.116.1.0.1.1.1

MAC 00:12:74:01:00:01:01:01 Contiki-2.6-900-ga6227el1 started. Node id is set to
1.
CSMA ContikiMAC, channel check rate 8 Hz, radio channel 26, CCA threshold -45
Tentative link-local IPv6 address fe80:0000:0000:0000:0212:7401:0001:0101
Starting 'Border router process' 'Web server'

*** Address:aaaa::1 => a3aa:0000:0000:0000

Got configuration message of type P

Setting prefix aaaa::
Server IPv6 addresses:
3334::212:7401:1:101

Figure 319 Terminal window within Contiki wherein the server IPv6 address is getting
printed.



Successful establishment of connection is verifieg¢
command, as shown in terminal window depicted in figug®.3

means

of

B — O

=

user@instant-contiki: ~/contiki/examples/ipv6/rpl-border-router

File Edit View Search Terminal Help

user@instant-contiki:~/contiki/examples/ipv6/rpl-border-router$ ping6 aaaa::

7401:1:101

PING aaaa::212:7401:1:101(aaaa::212:7401:1:101) 56 data bytes

2212:
22123
:212:
s 212
2212:
y212:
22123
s212:
2212:
v212:
22123
s212:
:212:
v212:

7401:
7401:
7401:
7401:
7401:
7401:
7401:
7401:
7401:
7401:
7401:
7401:
7401:
7401:
:212:7401:
:212:7401:
17401:
17401:
17401:

181:
+101:
=101
:101:
1181:
:101:
:101:
:101:
:161:
:101:
:101:
:101:
5 - 3
+101:
:101:
:101:
5101s
:101:
:101:

from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

aaaa:
aaaa:
aaaa:
daaaa:
adaa:
adaaa:
adaa:
daaaa:
adaaa:
daaaa:
adaa:
aaaa:
adaa:
daaa:
daaa:
daaaa:
daaa::
daaaa

daaaa::

ttl=64
ttl=64
ttl=64

icmp_seq=10
icmp_seq=11
icmp_seq=12
icmp_seq=73
icmp_seq=74
icmp_seq=75
icmp_seq=662
icmp_seq=698
icmp_seq=699
icmp_seq=700
icmp_seq=701
icmp_seq=702
icmp_seq=703
icmp_seq=706
icmp_seq=707
icmp_seq=708

ttl=64

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
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icmp_seq=1 ttl=64 time=7047 ms
icmp_seq=8 ttl=64 time=128 ms
icmp_seq=9 ttl=64 time=15.1 ms
time=19.4 ms
time=11.6 ms
time=19.4 ms
ttl=64 time=10.9 ms
time=7.81 ms
time=31.9 ms
time=35976 ms
time=65.5 ms
time=34.
time=41.
time=28.
time=50.
time=26.
time=48.
time=21.
time=35.

ms
ms
ms
ms
ms
ms
ms
ms

QU NOWNO W

42

SSui

Figure 320 Terminal window within Contiki wherein the server IPv6 address is pinged to

ascertain successful establishment of connection with the server.

Using 6LOWPAN analyzer with PCAP, details pertaining to the 6LoWPAN pattiatare

being transmitted by the nodes can be vievasdgshown in figure-21.

ﬁ Radio messages: showing 42/135 packets

=[5]%]

File Edit Analyzer View

No. | Time From | To Data

1 01:12.596
02:00.020

tf = 3 nhc = false hlim = 2 ¢id = 0 sac = 0 sam = 3 MCast = 1 dac = 0 dam = 3

IPv6 ICMPV6 TC =0 FL: 0

From FE80:0000:0000:0000:0012:7403:0003:0303 to FF02:0000:0000:0000:0000:0000:0000:001A
Type: RPL Code: DIO

InstancelD: 30 Version: 240 Rank:1226 MOP: 2 DTSN -11

Payload (64 bytes)

11110011 00000000 00000000 00001100 040E0008
0C0AO700 01000001 OOFFFFFF 0BLE4040 00000000 ..
00000000 00000000 AAAAGOO 00000000 06000000
00000000

4 3 97: 15.4 D 0012:7404:0004:0404 FFFF|IPHC|ICMPVG RPL DIO|11110011 06006600 00660000 00001100 G40E0008 OCOAGTO0 6100, ..
1 97: 15,4 D 0012:7401:0001:0101 FFFF|IPHC|ICMPvG RPL DIO|11110011 06006600 00060000 00001100 G40E0008 OCOAO700 6100, ..
3 ;15,4 D 0012:7403:0003: 0303 FFFF| IPHC| ICWPv6 RPL DIO|11110011 00600000 60006000 00001160 040EG008 OCOAG7A0 0100 ..
2 [3d]  76: 15,4 D 0012:7402:0002:0202 0012:7401:0001: 0161 | IPHC|ICMPv6 RPL DAO|1E4000F5 11110011 00000000 66006000 0006110, ..
4
3
2
g

02:04,055
] 02:05,846 3 76: 15,4 D 0012:7404:0004: 0404 0012:7403:0003: 0303| IPHC|ICMPv6 RPL DAO|1E4000F5 11110011 00000000 66000000 0006110, ..
37 02:05.859 2,4 76: 15,4 D 0012:7403:0003:0303 0012:7402:0002: 0202| IPHC|ICMPv6 RPL DAO|1E4000F5 11110011 00600000 66000000 0006110, ..
38 02:05,873 [3d] 76: 15.4 D 0012:7402:0002:0202 0012:7401:0001: 0161 | IPHC|ICHPvG RPL DAO|1E4000F5 11110011 00000000 60000000 0006110, ..
W M14110 2 Q7. 15 A N_0A17: 7405 0ANS. AS05_FFEELTPHCLTCMPYA RPL_NTAL1111AAT1_ANAAAAOA_ANOAOAAN.NAAATTAN. AANEANNR. ACARATAN. A1AN
IEEE 802.15.4 DATA 11
From ABCD/0012:7403:0003:0303 to ABCD/FFFF
IPHC HC-06

Figure 321 6LoWPAN analyser within Contiki wherein details associated witBltb®/PAN
packets being transmitted by the nodes can be viewed

ng
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Upon pasting the IP address of the server within Mozilla Firefox web browser, information
pertaining to the only neighbour (Node ID 2) and all the routes can be viewed (on the local
web), as shown in figure-22.

& - o ContikiRPL - Mozilla Firefox

File Edit View History Bookmarks Tools Help

I contikirRPL % | [ [aaaa::212:7402:7:707]/ 8|0

& [2aaa:212:7401:1:101] ~@| B~ Q & 6
Neighbors

fe80: : 212:7402: 2: 202
Routes

aaaa::212:7402:2:202/128 (via feB80::212:7402:2:202) 16711353s
aaaa::212:7403:3:303/128 (via fe80::212:7402:2:202) 16711254s
aaaa::212:7405:5:505/128 (via fe80::212:7402:2:202) 16711254s
aaaa::212:7404:4:404/128 (via feB80::212:7402:2:202) 16711349s

Figure 322 Upon entering the server address withinMlezilla Firefox web browser, etails
pertaining to neighbours and routesde viewed.

3.7.5 Scalability

Another salient feature offered by Cooja whiehderst desirabléor this research work is
the aspect of scalabilitiye., its ability to test the behaviour of algorithms and protocols on
scaledup networkq119].

3.7.6 Limitations or Challenges Associated with Cooja as a Virtualization
Platform

Although Coojaarguablyserves as a viabl@pensource and readily availabl&ol for
WSN virtualization ands equipped with quite a few desirable capabilitiesfaaturescertain
reallife factors restrict its scope as an infallible virtualization tool. For example, the radio
signal strength or O6RSSI O signal v a&adnment bet we
is difficult to model. which cannot be represented accurately within a ®asgd virtual
environment. Cooja has anlilt model that computes the RSSI of a virtual node with respect
to another node. The variations in RSSI between the two maaese clearly observed when
a particular node is moved apart from the neighbouring node. However, these variations are
merely distance dependent and does not consider dynamics in the environmeiife Real
factors (pertaining to the physical environmeaftgcting RSSI do not figure within the virtual
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Cooja environment (since they cannot be catereddgmodelled within it). Attempting to
inaccurately model these environmental factors within the virtual environment of Cooja may
inevitably tend to inwduction of undesired inaccuracies (implicating on any focussed
performance measures viz., packet loss, latency, etc.) rendering it ineffective as a virtualization
tool. Asa crude optional workaround around this deficiency, random sensor values could be
generated usi ng t heavailableidtbhe® programcHowewen, thi§ teradsr d ( ) 6
to inevitably result in inaccurate virtualization outconféseding of such real world sensed

data onto Cooja for simulation purposes is therefore an importarntenatgon to be taken into

account whilst ensuing upon testing and determining the besthestrations to be applied to

before implementation.

3.8 Conclusion

This chapteprovides an insighhto the research methods as well as the tools used for this
research work. The viability of employing the opsurce OOperating Systems) @ontiki
and Integrated Development Environment (IDE) as a tool for both software development and
for sensor network modelling are discussed. It tthecuments informatiopertaining to the
Contiki-ported hardware platform of the Contjdrted Texas instrumentmsed CC2538 as
wel | as -Bultmetwolk virfualization platform of Coojah€ necessary justification
towards choosing them for implementing gg/sical and virtual sensor network environments
(respectively), of our proposed architectural organization has also been provided.

While certain salient features of these tools have been put forth by means of example cases
of implementations, some tfe challenges associated with these tools have also been brought
to the fore. Besides, the significance of the database developed for storing and visualizing of
the sensed data has been discussed.
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Chapter 4
Softlhafened WSN Concept Devel opmen

4.1 Introduction

This chapter offers insight into the concept developed towards designing an approach for
0Software Defined Wireless Sensor Networ ks?o
of O6noveltyd of this r eGeerehestrdtionael sendor ngtveorkt ai n
functions via modularization and softwarentrolled virtualization of the same, and b)
determining the latency or downtime associated with such dynarmoichestration. For the
former, emphasis has been laidtbeaidenificationand consolidatin basednthe definitions
of the core functional components integral to any Wireless Sensor Network (WSN) formation
It also included outlining certain intrinsic operational parameters that can be subjected to
software manipulation. This paves the way for modularization of the firmware with which a
WSN node is configured, thereby allowing for virtualization of the same.

A simplisic yet viable modular approach for flexible WSN functionabrehestratiorthat
has beenadopted here i s 0 Re c o n f Angintegeated bri unified . firmware,
accommodating all the necessary functional modiddsaded ontothe hardware nodes,
dependig on their ability to accommodate for t he
then either be invoked andodified individually, or in combination of one anothérhese
interactions occuin a dynamic manner by means of external messages actingiasods to
realize the desired 1@chestrations. The proposed architectural solution for SDWSNs takes
into cognizance the potential offered by the cloud towards planning of the necessary re
orchestrations at the virtual level. By means of allowing for ingrsofttrials of re
orchestration scenarios, clepdovisioned virtualization forms an important component of re
orchestration mechanism in regard to a) obviating the requirement for hardware for testing
purposes, b) expediting derivation of theorehestrations to be applied onto the physical WSN
and c) enabling foreseeing of the implications of doing so to some extent. The latter sections
of this chapter revolve around theaer chest rati on process itseldf
associated with theame. For this purpose, at the foremost, the viable strategical phases a
network is deemed to go through from the instant of detection of an event necessitating re
orchestrationot he subsequent O&6gndtarenirregd nfpari otnd eo fs annoe
or dataflow post r@rchestration implementation, is outlined. Secondly, formulation of a
generic model for the latency entailed solely byrehestration process is ensued upon. This
is followed by the chapteroés conclusi on.

4.2 WSN Softwarization: Key Pre-requisites

The term@oftwarizatiodhas been referred to as utilization of softwlaased solutions,
as opposed to proprietary, dedicated hardswased solutions to offer network service solutions
[120]. In the context of WSN, it can bdnterpreted as a paradigm that lernitdelf towards
enabling running of a certain WSN function in software, rather than on conventional low power
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hardware devices P1]. By means of allowing for functions to be manipulated via software
control, the princife advantages offered by softwarization include increased flexible
configurability, timeefficient implementation and operation, low maintenance and
management costs, etc., coupled with remote configuraldii®123].

Establishment of a SDWSN orgaation that is capable of undergoing desired flexible re
orchestrations in a seamless manner necessitates logical consideration in regard to certain
essential preequisites it may entail. From a formalization standpoint, identification of the core
WSN furctionalities viz., Leaf, Router and Gateway functionaljtissleemed to be the first
prerequisite herein. Clear definition of the aforementioned three essential functionalities so
identified forms the second prequisite that paves the way for theirdadarization. Ought to
be regarded as a major component of (any) flexible organization, modularization tends to form
the third prerequisite within our approach. Configuring a sensor device with modular
firmware comprising of requisite functional modulasuld allow for seamless invocation of
any Oreusabled | ogical software modul e pres
given WSN node. Creation of library of functions within the firmware employed could also
contribute towards augmenting the dsgg of freedom encompassed by the individual
o6network functionsd, and thereby the overall
clearly discerning the 6cored roles that <cou
that fordmimnhlye bdblbeiksé6 of any WSN organizatio
Besides catering for reusability of software functions and thus, overall flexible customizability,
modularity opens the door for their virtualization and conduction of pertinentiatgtwithin
the cloud. Such virtualizatiea i d e d 0 p | a rorchiestrgtions  be rdalized withie the
physical layer could offer itself towards significantly expediting the overall process (of network
re-orchestration) and hence deserves emphasisa key component within SDWSN
organizations. These are conceived to be importantr@oasites) from the flexibility
standpoint. The aforesaid (organizational) elements are deemed to be critregjusées that
would enable the sensor network argation to smoothly undergo the process of software
defined reorchestration.

4.3 Key Modular Components for Flexible WSN

Any WSN organization is perceived to be composed of devices statically configured with
either of the three core functialities namely the Sensing, Routing and Gateway functions [25
26] . Each of these standal one functions ough
used to (pre configure a given physical sendaansceiver, defines its functional role within
the overallnetwork process or operation. Based on their respective classical definitions, each
of these primary core functions tend to be characterized by a set of certain operational
components or tasks which they are meant to exechte. example, the key opei@tal
components of a physical sengi@nsceiver node configured with the leaf functional module
include Sensing and Data Acquisition, Data Management and Computation and Communication
(with sink node). Similarl y,Imadulencordpesesobtimef i gur
basic operational components of Data Reception and Storage, requisite MAC Layer
Manipulation(s) and Data Forwarding or routing data packets to either other leaf nodes or other
routers or to the higher layer of the Gateway. Lastlgevice configured with the Gateway
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functional module discharges the core responsibilities of acting as a sink for the physical data
received from all its constituent router nodéke system then performs treguisite protocol
conversion (rendering it suitable for transmission or communication oventérae) and

finally transmitsthe data over thiterneti.e., serving as an access point to the cloud over the
Internet All the possible tasks pertaining éach of the identified core WSN functions are as
outlined within the following subsections, along with their associated descriptions.

4.3.1 WSN Leaf Function

The operational role executed by Physical
funci ond6 can broadly be cl assi fi-£dquindDataithm & e
Management and Comput at i ofithe senseddadta to a sink hodey c on
as depicted in figure-4. Each of these tasks ensasertain nodeoperational parameters that
can be presided over by software control. Commonly referred to as end devices, the leaf nodes
typically tend to have limited battery power.

Sensing and Data Acquisition

The first and foremost stage of theafdunctionality pertains to Sensing and Data
Acquisition. This level entails the two nedperational parameters of sensor selection and data
acquisition rate(s), as depicted in figuré.4

WSN nodes may be mounted with multiple sensors allowingdosing heterogeneity.
Each such sensor has a particular sensing function associated with it within the leaf firmware
employed for configuring the nodes. Such {eahware sensor nodes could be configured to
acquire data from either one or all of its s@m simultaneously. Prevailing sensing
requirements may dictate the criteria for selection of the sensors available at the disposal of the
hardware employed within the WShhcluding configuring the sampling rate for each of the
sensos (on an individual basis) within the firmware.

Data Management and Computation

The data sensed by the leaf node needs to be stored and preferably subjected to a certain
degree of processing prior to transmission (to a sink node). These tas&stonstitute the
operational task of Data Management and Computation wherein data sangdessed by
the nodeandbuffered (typically within an array of a certain size defined within the firmware
used for configuring the node). The size of such an dorayatabuffering purposes could be
increased or decreased via exerting software control over the firmware. The extent up to which
the buffer size may be increased via software control would be dependent on (or constrained
by) the hardware employed as thensoitransceiver. A separate array could be defined for
each sensor variable, in case the leaf node possesses multiple sensing capabjlsrsing
heterogeneity, as discussed above).

Secondly, the data so stored could then be subjectezttionccomputation algorithms
such as averaging ,gay, every ten samples so as to generate and schedule a single averaged
value to be transmitted as opposed to all the ten sample values. Alternatively, a query processor
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may be included as part bfe a f nodeds firmware in the forn
scheduling of transmission of only those data samples which meet the condition specified within

t he 0 c o red.jallowing ordylthose (lata samples to be scheduled for transmission that

are equal to or greater than a certain set threshold, and filtering the rest). By effectively reducing

the number of samples to be transmitted, such data management techniques can reduce the
communication overhead a leaf node may be subjected to, thergiypating towards battery

power conservation and prolonging node lifetime.

Data Communication

Advancements made in the field of embedded SoC systems have enabled development of
WSN hardware nodes that could be configured to operate on different channels. Each type of
hardware may have a range of frequency channels with which it could beucedfighe
desired channel needs to be specified in the pertinent section of the firmware (within the
appropriate header or configuration file) during firmware configuration or update process. This
tends to open the door for frequerzysed clustering.é., multi-channel assignment) within a
given WSN, allowing for parallel transmission of data, aodld therefore be resorted to as
solution towards alleviating interference in dense WSN deployments.

The RF (Radio Frequency) transmission power outpatride refers to the power that is
produced by it at its output during transmissid24] . |t i's typically sg
Exertion of software control over the output power of radio transmission of the constituent
nodes tends forms an essential poment in WSN operations towards either overcoming poor
signal quality issues (that may arise owing to physical and/or environmental factors viz.,
obstructions, adverse weather conditions, etc. or long distances) amongst nodes or simply for
the sake of ineased reliability (via ensuring better signal quality receptien RSSI at the
receiving node) of radio communication amongst them.

It is however worthwhile to keep in mind that the proces®orfmunication or transmission
of radio message data by a node to another node tends to entail a significant amount of battery
power. Higher the radio transmission power, greater is thentwomsumption of the node
(resulting in decreased batdifetime, more so if the node transmits data frequently) as well
as increased interferenck2p].

Dynamic manipulation of the radio transmission power output of the node through software
control is therefore of significant importance towards striking a t@fi®etween the battery
power expended (given the limitations in regard to the battery power available to the node) and
the reliability of communication amongst the nodes (that may be yplan harsh
environments or spaces accounting for low RF penetration or at distances faraway from each
othep[126].

Data Communication rate of a WSN node (,,saypode configured with a leaf function)
refers to the reporting interval of the datasashby it to another node (say a node configured
with the router function). Configuration of this nedperational parameter within the firmware
employed is critical as regards to its battery lifespan, contention of the wireless medium being
utilized for ransmissions, etc1p7] . Whil e nodes may be configu
data communication rates, it is importanperformsoftware manipulation upon the same (in
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a dynamic manner) so as to ensure that significant dynamics pertaining éxténeal
monitored phenomenon are not lost.

The data sensed (or received) and stored by a WSN node is transmitted to another node by
means of the requisite transmission function. The communication usually takes place through
the radio module 128] and is in accordance with the configuration with respect to the
aforementioned node operational parameters within the firmware.

Sensing and Data Management C cati \
S OnC . ommunication
Data Acquisition and Computation
L e et T e e o S et g e e I
I~ Sensor Data 1} Buffering of . i Radio Data
' Selection Acquisition I} sensed data [.)ata Lonpuletion ': Chann'el Transmission Communication
(Sizeof array)  Algorithm Query Processor I Allocation Power rite

Figure 41 Operational tasks and associated components pertaining to Leaf function.

As a means to put the above in thateat of a realvorld example, consider the case of
forest fire monitoring and detection via WSNs. As discussed in the introductory cliaetstr,
fires may occur as a manmade hazard or as a natural climatological phenom®rt3i]12
uncontrolled spread of which could result in widespread incineration of forest vegetation and
destruction of animal habitat. Besides, it may prove to be detrimental to the surrounding
environment(via worsening the quality of air and posing increasattheisks to all nearby
wildlife). Monitoring of forest areas through deployment of V¢3bhd to provide a viable
avenue [B2-136] towards not only detecting a sudden fire outbreak and localizing its epicentre
but also prevent it from spreading to neighidg areas, where possible. Flexile functioning of
the WSN so deployed however, forms a desirable operational requiresmastto effectively
capturing the dynamics associated with fire outbreak and tsesfréad. For example, if a fire
were to sudddy erupt in a certain area of a forest region monitored by a dynamically flexible
WSN, the leaffunction-configured sensor nodes deployed closest to the localized area engulfed
by the fire (in its initial stages) could firstly respond via undergoing soédefined re
orchestration to select or enable the desired sensor(s) viz., temperature, humidity, precipitation
and windspeed [13144]. Secondly, the respective data acquisition rate(s) could be increased
(for capturing the significant dynamics assaaihtvith occurrence of such awent ina more
accurate manner) whilst amplifying the internal buffering capacity (to accommodate for the
copious amount of sensed data). Thirdly, the sensed data so acquired could be subjected to data
computation for data copression purposes, if required. Finally, the data could be transmitted
to the governing router node at a higher (than normal) data communication rate as well as at an
increased radio transmission power output (, if required). While these dynamiopeatsonal
re-orchestrations occur simultaneously across a certain number of nodes in close proximity to
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the region lit by the fire, the WSN must also be capable of responsivelghestrating its
operational behaviour from the overall network standp@igt,(fresorting to contentichased
channelaccess method, if configured to operate in accordance with a schedel channel
access method under normal circumstances), including that from a topological perspective,
especially during times of network fragntation events caused during such calamities. The
former aspect (MAcbased channel access method manipulation) is discussed secidn

4.3.2 while the latter (topological -w¥chestration and ensuant network performance
improvement) is elaborated upgia examples in section 4.4.2.

4.3.2 WSN Routing Function

In WSNs, sensor nodes configured with the routing function execute the role of relaying the
sensed data from tldmafonodes to either other routers or the Gateway andwacsa, via the
most suitable route, or in accordance with the routing prbtuployed €.g.,mesh protocol)
as well aplaying the rolef a clusterhead (and thereby as a temporary sink) for its constituent
group of I eaf nodes. The routing function fi
Reception asdnSedrdgéea (eteived from the | ea
|l ayer manipul ationd and é6Ce&mmunicationdé as d

ﬁ)ata Reception & Storage MAC Layer Manipulation Data Forwarding\
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Figure42 Oper ati onal components and associated
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Leaf Leaf ™" Leaf ‘

As partofitsroleohct i ng as a 6cluster headd for the
its cluster, the router node firstly accommodates for the data transmitted byithethe
constituent leaf nodes). By means of provisioning for multiple buffer arrays. As mehtione
earlier, the sizes of these buffer arrays can be adjusted as per requirement via software control
but within the constraints imposed by hardware limitations.

Software manipulations of the MAC layer protocols could be ensued as a means to exert
contol over the channel access methods whilst multiple nodes share the same wireless
transmission medium to communicate their data.

Radi o communication operations accounts f g
consumption [18], thusnecessitating conscientious manageno¢tie radio Moreover, data
collisions may significantly impact radio communication operations taking place within dense
WSN deployments, especially when a large quantity of the constituent nodes share the same
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chanrel for data communication at the same time. MAC layer protocols provision for channel
access mechanisms and can be presided over through relevant software control as a means to
regulate the utilization of the shared communication medilwo of such channeaccess

met hods are refebaseadd oariba H&DINeE kot @2 omel acc
| mpl ement at i oma soefd 660 Socrh edfuil xedd assi gnment 6 <ch
0 P o | results op 6ach node transmitting its data only whele@dl46], virtually resulting in

6col freedncommunication. This channel access
service requirements (involvingpidly changingsignificant dynamics within the monitored

external phenomenon) necessitating theviant nodes to communicate data aigherthan

normalrate sans predetermined time sic.(contentionbased channel access methods).

The Data Forwarding task entails the two operational parameté&tadib Transmission
PowerOutputand Data Communication Rate. As explained earlier within section 4iBdse
operational parameters refer to signal strength and rate of transmission of data (to another sink
nodei.e.,another router node or gateway node) and can be flexibly manipulated to suit service
requirements in redlme.

4.3.3 WSN Gateway Function

The Gateway unit acts as a loGihkdfor the entire incoming sensed data transmitted by
the connected leaf nodes and router nodes and caters for the requisite protocol conversion and
relay the sensed data to temote cloud-served over thelnternef41-42, 5Q using the
transport layer. The three core tasks encompassed by the Gatewaydumct na mel y , 0 /
as a Sink Noded (entailing reception and sto
Conversiond and O6Pushi ng Iotérneflaee aisadepictedirHiguneot e S
4-3.

The data relayed by the routerde is accommodated for within the gateway by means of
one or multiple buffer arrays of certain sizes (declared within the firmware and dependent on
both number of types of incoming sensed variables, as well as the total number of leaf nodes).
This datahen undergoes the requisite protocol convergtonthis we extracted the data from
the packet received on the gateway and created a new packet with destination and source IP
added. This enabled data to be sent to and received from the virtual laydrdmogie server.

For pushing thelatato the6 r e rsoetrev er 6 we coswaamd of theeRESTAEIT 6

/ . . ) Push Data
Acting as a Data Sink Protocol Conversion via Internet
L Lo —C o

Leaf Leaf .. Leaf

Node1 Node2 Node ‘n’ O O “ \ :
s o /O ~—o "\\

Figure 43 Oper ati onal components and associated
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Owing to the availability of relatively high computation power and memory space possessed
by these units, certain other core functions (somewhat tantamoetgda@omputing) prior to
transmission over to the cloudpnctpbpahddal b D

In the context of the forest fire monitoring example, data pushed by the Gateway node over
theInternetto a remote cloud server could be used for continual monitoring of the key sensor
parameters pertaining to forest fire moning viz., temperature, humidity, precipitation and
windspeed[136-143] under normal circumstances and for triggering an alert to notify
firefighting rescue team stationed closest to the area in the event of a sudden fire outbreak.

4.4 WSN Reorchestration

In order to adequately cope with the wide variety of dynamic service requirements, a WSN
organization ought to be able to tap into any and all of such aforementioned operational
flexibilities (outlined in section 4.3) in a responsive manBaftiwaredefined flexible WSN
operation offers itself as a viable solution in this regard since it renders the system capable of
undergoing flexible r@rchestration at both the node and network levels in a dynamic manner.

Nodelevel reorchestrationsrefer to manipulation of the intrinsic nodeerational
parameters (of an individual WSN node) t hr
executed by the node being unaffected, sudarebestratioado not influence the topological
orientation of tle network. Certain of such nodperational parameters that could be subjected

to software manipulation include 6Sensor Sel
Dat ab, 6Data Computationé, 6Channel fal | ocat
Communication Ratedé, as el aborated in sectio

Re-orchestrations at the netweldvel, on the other hand, maither impact the nature of
the dataflow transpiring withina WSK.g..def i ni ng d& diee D hraentnledd 6 a't
layer through software) aesult in alteration of the topological orientation of a given WSN
(al bei t, the change may be restricted merel"
constituent node). Although such-gechestrations may not invariably result in a different
topological formation altogether, they tend to offer a viable avenue towards converging upon
desired topological orientations (albeit, possibly in an iterative way). This section attempts to
elucidate thebove assertions by means of a simple example wherein network topology and/or
the flow of data within the network gets altered as a result of subjecting a couple of constituent
nodes to such netwoitkvel reorchestrations. Another example focusses orntipéication of
such topological rerchestration (caused as a result of such netlewd reorchestrations) on
the performance of a relatively bigger network.

4.4.1 Simple Network Reorchestration: Topological Flexibility

Through an incremental examgiase, network rerchestration(s) brought about by requisite
software control, resulting in alteration of the topological orientation of atiwée WSN setup
has been demonstrated herein. The network shown in figdiae[26] below is initially
configurel to operate as a muhiop WSN network wherein data sensed by the leaf hede
node 1 reaches nodei., the sink node (configured with the gateway function) via the
intermediate nodee.,node 2 (configured with the router function).



Dynamic reorchestration of node 2 (via software control), effectuating it to execute the role
of a leaf node (as opposed to its original functional role of a router node) ceases the existing
multi-hop operation offered by the network. Furthermore, invocan
access
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to node 3 only when polled by node 3) at the same time instant transforms the same network to

act as star topologgased networlkasdepided in figure 44 b[26].
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.) Router node (Node 2)
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Leaf node (Node 2)
(Re-orchestrated)

\Q Gateway function \\\\; Router function \Q Leaf function

Figure 44 Example topological rerchestration from (a) muttiop network to (b) star network
brought about by simple network manipulation.

This simple example highlights the impabgat such minor reorchestrations may have

towards altering the topological orientation of a given WSN, whilst reflecting the saliency of

exertion of software control for the same.

4.4.2 Example Network Topological Re-Orchestration Towards

Network Performance

Improved

Software defined topological+@chestration of sensor networks is essential towards

as an operational mode contributing to adaptive reconfiguration of the sensor network
as it interacts with giamonitored physical phenomena (in order to deliver better network

performance)

re-orchestration in the event of network fragmentation or a sensor network service to

an enduser

The following example deals with an example simulatadna case toanalyse the

improvement in network performance as a result of sensor network topological re

orchestration. Herein, a®ode network, consisting of 7 routers represented byehew-
colourednodes (capable of turning into leaf nodes), deaf node (representieby the blue
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coloured nodeand one gateway nodeepresented by the rambloured node)thereby offering

multi-hop topologicabehaviouryis considered. As shown in figurés4a[26], nodes 06206 t
within this network forward t he dadrectionabt ai ne
fashion. Such an arrangement could not only result in relatively greater amount of delay in
traversal of the data sensed by the only ertténe., node 1 to thésink nodéi.e.,node 9 but

also packet loss, to certain extent.

Upon subj ec tcionngf itghuer edrbo untoedre s , excepbSth node
[26]) t o O s o f-tt wiag geerchestrédtionodirecting thera execute the role of leaf
nodes and communicate their data to node 7, the network ceases to behapmstiwork and
begins t o etpoeproalliasgdyadisvorko Bhis topological arrangement offers the
advantage of faster data communication withihe network (owing to singleop
communication from the all the leaf nodes to the router node), mitigating the loss of packets
during the same, whilstccommodatindor greater sensing coverage area.

Dynamic reorchestrations pertaining to the chahaccess methods.{.,from contention
basedchannel access method to polibgsed channel access method) could offer further
mitigation {.e., minimization) of packet losses during the ongoing network operation.

& ) X
1&“ 1\

& Gateway function K’& Router function & Leaf function

(@) (b)

Figure 45 Example topologicalrientationsa WSN can adapvely re-orchestraté¢o as a result
of softwaredefined reorchestration: (a) Mukhop Topology andb) Star Topology26].
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4.5 SDWSN Design Approach

Broadly speaking, both reonfigurability and regprogrammabilitybased approaches need
to be looked at and adopted (as suited) in the pursuit of attaining considerable degree of desired
dynamic and flexible SDWSN operational behaviour.

In regardto above account, it is deemed worthwhile to reiterageatqument advanced
towards undermining the ability of hardware sehgansceivers to switch to a different
functional role or assumption of multiple functional roles is based on the generalized (an
narrow) premise that sensors are rigidly characterized by highly integrated and specialized
design, are bound by memory and resowmastraints and are not particularly wellited for
executing multiple tasks simultaneously.

This argument is, hower, relative. Advancements made in the field of embedded (SoC)
technology have ushered in resouriod devices encompassing enhanced memory capacity
and ample computational capabiliSuch progressions coupled with the modern trend of edge
or fog compuing enables either dynamic reformulation of the prevailing functional role being
executed by the wireless chip or integration of multiple functionalities onto such a single
wireless microcontroller chip.

Thus, based on the resourcefulness of the tdrgelware platform employed, either the
prevailing i.e., existing elementary, modular standalone function could be replaced with
another core functionality or two or more of the aforementioned elementary, modular
standalone function could be conflatedhntthe same hardware device (by means of software
control), enabling mukfunctional capability.

4.5.1 Re-configurability -based Approach: Realization via Unified Firmware

Commanddriven Reconfigurability-based approach, for example, could be realizad v
conditional execution of the clearly defined, logical software modules present within the code
(with which a node is configured}., via employing ifconditional statements or switclase
statements within the codd)epending upon the capability chtdware to accommodate for
and execute muHiunctional roles, the WSN nodes are configured with either a unified
firmwarei.e., one consisting of multiple necessary functional modules (viz., leaf and router,
including additional modules) or with a firmvearesponsible for execution of any one
functional role only €.g.,either leaf, router or gateway functions).

Such a unified firmware so loaded onto a particular node allows it to switch over to another
distinct operational mode, the functional module of which is already defined within it. For
example, if a WSN node is configured with a firmware comprisidgadf router and gateway
modules, it can rerchestrated to execute either of such discrete, unique functional roles. Such
flexible re-orchestration of the functional role executed by the resourceful WSN nodes could
be brought about by meansasf approgate external command signal frame or message that
is issued to it from the cloud layer (, as explained in section 4.4), resulting in execution of only
the desired proaded software modules present within the code, whilst disabling the
inessential modute during rurtime. For example, rerchestrating the functional role of a
device from leahode to that of a routerode would involve disabling the operational modules
pertaining uniquely to the leaf noded.,sensing function) as stated within its pde codegut
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forthin figure4-6) and enabling the operational modules pertaining uniquely to the router node,
by means of an external trigger signal message. Such allowance for assumption of desired
configurational status isowever subjedb the vital @sumption that the requisite distinct, core
functional software modules of for example leaf and router are present within the code

employed for configuring the FFQ.e., Fully Functional Devicellevices.

An example integrated firmware consisting eéfl and router modules is as depicted in

figure 46 below.

Example of a unified firmware used for configuring a node that is capable
accommodating for and executing operational activities pertaining to both router an
functional roles

Initializa tion of arrays: Declare and initialize one or multiple arrays (if neg
be, depending upon the number of types of incoming sensed variables)
certain size (depending upon the number of leaf nodes within its cluste
receive all the incoming sensedalaariables

If external radio message flag received directing execution of the leaf functien
modules

Sensor selection:Execute the desired sensor function(s) (one or more)
acquire the sensor readings

If external radio message flagceived directing execution of the router function-sy
modules

Receive sensed dataReceive and store incoming sensed data from
constituent leaf nodes on a neolgnode basis

Buffering of data variables to be transmitted: Store received data within ar
array of requisite size

| f external radi o message flag r ece-i
modules

Channel Allocation: Set the node to communicate using (one of the availe
and) desired channel(s)

Buffering of sensed data:Store the sensed data within an array of requis
size along with node ID
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Radio Transmission Power:Set the node to transmit data using (one ef 1
available and) desired channel(s)

Setting data communication rate:Set the desired rate of transmission of d¢
(via specifying the particular numerical value within the requisite fungction

Transmission of sensed datalransmit the array afensed data to a sink nod
(via entering the name of the array variable to be transmitted within
requisite function)

Enabling a channel access methodEnable a particular channel acce:
method viz., CSMA, TDMA, etc.

If external radio message flags equal t o fARO

Relay (requisite) stored data:Transmit the array of sensed data to requis
sink node (via entering the name of the array variable to be transmitted w
the requisite function)

Figure 46 Example unified firmware consisting of opéoatl components pertaining to both
Leaf and Router functions.

Herein, operational activities highlighted in yellow refer to leaf functional modules
whereas those highlighted in édgreend pertain

As alluded to previously in chapter &loption ofthe Re-configurability-based approach
allows for WSN organizations to undergeaehestrations in a more flexible, reliable, and
swift manner as compared tReprogrammabilitybased approach.Reprogrammability
involves transportation of part(s) or complete section of the program to theetegadeover
the air Suchtransportationtends toentail number of hops through which the data packet
(containing the completer part of thecode may need to traversenaking it susceptible to
packet loss as well as increased delay (latemdgjeover, the problem of the node going into
state wherein it maiendto reset continuously, potentially also gets allevia8dl [

It is worthy to concede that the above appro#@t involves presiding over a unified
firmware using software contrls may account for certain drawbacks. These include
requirement of a microcontroller with a large flash memory space as well as possible inefficient
utilization of the program memory space (in case certain of thelgimreed operational
components withinhe unified firmware were to be rarely invoked). However, the same
approach caters for WSN-ogchestration in a rapid fashion, rendering it better equipped to
cope with the dynamic service requirements. It also eliminates certain challenges associated
with re-programmabilitybased approaches including delay, unreliability of the wireless
medium (it being prone to packet collisions, interference, etc.) leading to loss of (portions) of
program codes during transmission (esp. when multiple nodes scattereitheoiEployed



58

region are to be rerchestrated) and overhead (caused during writing of the program codes
onto the flash memory) [74. The justification behindconsidering forest fire detection and
monitoring for the case study portrayed in chapter 6 of this thesismernely highlight the
saliencyoffered by th& rceo n f i g u r a b itdwardsgsuringtpap &/SNexpériences

as low packet loss and netwaidelay as possible (as compared to other approaches such as
0 Rmogrammability, OTAP, etcyvhilst undergoing r@rchestrationThis approach could

also be regarded as more viable when the volume of data flowing across the network is high
(without havingo flexibly manipulate certain elements the design of the W.38Nbuffer size,

delay tolerance capabilityetc. towards equipping the system to cope with the higad
conditiors, unless necessary

4.5.2 Library of Software Modules: Towards Incorporation of Additional
Functions

As a means to flexibly incorporate additional (hithaertmlefined) WSN functions, a library
of 0reusable firmware modulesdé could be cr¢
illustrated by the generic block diagram structepicted in figure 4. Although the physical
nodes would require manual firmware reconfiguration as a means to execute the newly
acquired WSN functions, the frequency of undertaking such processes could be largely limited
owing to theadvantagesffered ly virtualization technology towards testing various node and
network level reorchestration scenarios beforehand. The followingsadtion (suksection
4.5.3) offers information on the saliency of virtualization towards abetting the proposed
SDWSN design.

Header files
(.h files)
Main firmware file Header file 1
(.c file)
Header file 2
Module 1 .
Header file ‘'n’
Module 2
R Addltolonal modul.es
(predefined or otherwise)
E Additional module 1
» Additional module 2
Module ‘n’ -
Additional module ‘n’

Figure 47 Generic firmware block diagram towards allowing for inculcation of additional
functions with time.
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4.5.3 Virtualization: Tool for Running and Testing Soft-Re-orchestration Trials

As alluded to earlier, virtualization refers to abstraction of the functions from the physical
environment and ensuing upon their @4o®@ne representation in the virtual environment.
Typically, this process involves decoupling of ki physical finctions by means of
replicating the software program fed within the physical entities (physical sensor nodes) and
running them over corresponding virtual entities (virtual sensor nodes), typically within a
centrally located remote cloud server. Advancemaccomplished within the technological
domain of software application development have led towards development of certain
Integrated Development Environments (IDE) that tend to not only allow for firmware
development, compilation and configuration foypical nodes but also for their virtualization.

Depending on the process requirement, either a single node, enpsyticular process
(taking place in a certain portion of a network) or the entire network as a whole can be
virtualized. While virtuakation of a single node entity may merely entail creation of a virtual
node configured with same O6firmwared (there
network virtualization involves creation of virtual model of the underlying physical network,
reflecting the same (albeit typically proportional) structural or topological representation, etc.

This allows for mimicking the physical network. Moreover, owing to the reciprocity of the
codes employed for both physical and virtual nodes (as faéeditay certain IDEs as mentioned
earlier), the virtualization environment serves as a more viable avenue for testing various
network reorchestration scenarios (resulting from softwdeéined manipulations), as
compared to a mere simulation environmenithdugh virtualization provisions for the
aforementioned advantages, it may not directly be capable of catering for the replication of
dynamics associated with the physical environment (for examplevoell factors affecting
the quality of the RSSI sighbetween two physical nodes may not be catered within the virtual
environment).

4.6 Proposed System Architectural Organization

Figure 48 [25-26] shows the proposedoud-based sensor network organization. It is
composed of the cloud and physical eamments. The stratagem herein consists of interactive
collaboration between both the layers towards facilitating for the necessary identification,
planning and execution of the-oechestration process as necessitated by prevailing service
requirements

4.6.1 Physical Layer

The Physical layer accommodates for the underlying physicabds&d sensor network
wherein each of the core constituent standalone functionalities are entrusted with the
responsibility to execute a unique role within the overall network operation. &ompé, the
leaf function is responsible for sensing and acquisition of physical data whereas the Router
node function executes the role of forwarding the sensed data to its desired destination within
the network and/or to the Gateway. Finally, the ggfavay function performs the task of
transporting the sensed data toéhe e roloud-& e r wverrthéinternet(in accordance with
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the embedded IP protocol). Some of the hardware sensehardware transceivers
employed (such as the TI CC2538) are capatflebeing configured with multiple
functionalites(e.,t hey can perform the roles of both
if required). Moreover, they are also capatisensing heterogeneous data. By virtue of one

of its corecololesnwaesr taecrédp,r otttoe | oT Gat eway
physical and the cloud layers. The gateway units are typically resourde and
computationally powerful, al | o-besed gasks Vize m t

compression, queueingtc.

Re-orchestration Operational Software

Management Unit

Data Analysis &
Event Identification

['Rmchemﬁonmming']

Data Storage &
Visualization
Unit

[ ‘Re-orchestration Execution’ J

Cloud layer

Physical layer

- Flexible communication

- Flexible sensing

- Flexible topology

- Flexible function formulation
- Possible edge computing

Figure 48 Proposed loased sensor network organizatjab-26].

4.6.2 Cloud Layer

As shown in figure 8 [25-26], the cloud layer encompasses three components for
managing the flexible rerchestration of the underlying physical layera me | y, &6 Dat a

Unit éo,r chRRest rati on Management Unitd and the

data received from the underlying physical layer is stored within the database offered by the
6Data Storage and Vi suwtdided far aatai visualizadtion iag well as T h i
both historical reatime data accessibility. The constituent virtualization and software
resources prove to be instrumental not only towards working out suitadreh@strations via
soft-trialling prior to atual physical reorchestration but also foreseeing the implications of the
same.

The O6Operational Softwared refers to the

platform that allows for development and implementation of the firmware to be emptwyed f
physical nodes. As alluded to earlier, certain modiynIDES also provision for virtualization
i.e.,creation of virtual nodes compiled with the exact same firmware as that employed for the
corresponding hardware. By means of allowingdiearly defned modular sensor network
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components that can be virtualized, the two constituent elements hosted by the Operational
Software unit form the basis of the proposed SDWSN framework.

By means of mimicking the flow of data occurring within the physicalt wor k, t he 06\
Net wor k6 serves as a means to remotely monit
same. This renders it as a platform to soft trial various netwedkcteestration scenario(s)
prior to actual implementation. By means of @itvag the hardware requirement (for both
debugging as well as testing ofoechestration scenarios), clohdsted virtualization not only
aids towards leaning out the network configuration process but also significantly expediting
the same. It could alsmnsist of certain functionalities such as display of serial output of the
messages emanating from the virtual nodes along with their respective timestamps, allowing
for gaining an estimate of the time period associated with various network operatitors and
delay associated with network-oechestrations, if any, beforehand.

The OFirmware Devel opment and Configuratior
source codes and compilers and offers the environment for development of the desired
firmware files. It also consists of the necessary file conversion and configuration software that
allows for uploading the code to the physical embedded node devices (and virtual nodes for
IDEs that offer support for virtualization, as alluded to earlier).

The i dea behi nd-ohracvhiensgg rian ipolna cMa naa géeRee nt Un
fragmentation in a premptive manner (, if possible) and resolve it (fesgmentation) in
accordance with a strategy involving the three different phasesocofrc hest r ati on, v
Analysis and Evenat d ent i f i coachestmtior® | a nonRien g 6orchastration 6 Re
Execut i on @.e. The Reorchedtratian Management Urfipuses the three suwimits,
namely each of which house the respective dedicated knowledge components required for the
corresponding phases ofoechestration, elaborated within the following séztion (section
4. 7. 1) . The O6Dat a IiAfmiad g tsiinisis despahsiliiE Yoe detecting d e n t
deviations from the normal service dataflow pattern (caused by occurrence of any network
fragmentation event) and trigger the-Behestratiol | anni ng6é phase-into
orchestratiorfP | a n n i -Hourgt,6on e @ther hand, is responsible for both initiation of
measures towards gathering of information from the physical network tegaired for
planning the necessary-cer chestrations as well as-for t
orchestrationsth e assumed by the phyosricchaels tlraayteiro.n Faxr
unit is responsible for implementation of the outcomes of the planning process onto the actual
physical network (via the aforemention@éd=i r mwar e Devel opmernth)and (
These phasemreelaborated within the following section (section 4.7).

4.7 Strategy for Network Re-orchestration

Cloud-governed Softwardefined reorchestration play(s) a key role in resolving sensor
network fragmentation arising out events such as -ded¢h, unforeseen node device
malfunction, departure of a mobile router node beyond the communication rantge o
&childrerdnodes, resulting in loss of connectivity to some parts of the netwaskdeemed
viable toGplitdtheo v e rreaotrchestratiobprocessnto threedifferentphases viz.,
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1. Data analysis anBventldentification phase: analysis i@al time network status data
ard tracking of important events. ,

2. ReOrchestration Planning phase: upon identification of a significant event, follow
working a plan for reacting to the event through possible softwarechestration and
lastly,

3. ReOrchestration Execution phase: execution ebrehestration plan.

These are brieflglaboragd upon in the following paragraph but describedn detail with
the help of an example using Cooja network simulator in section 5.7.2 within chapter 5.

4.7.1 Three-Phase WSN Reorchestration Strategy

Realtime monitoring of the underlying physical WSN via the ckasted virtual network
may help reveal any important event that could potentially result in partial or complete
disruption of the WSMNperation. Events such as drifting of a mobile router node away from
the WSN connectivity chain or any (static) router node on the verge of dying owing to depleted
battery levelsnecessitate requisite networkaechestration to maintain network conneityiv
and ensure the continuity of flow of data across the same. Such potential network fragmentation
events are continuously monitored by a dedic
and Knowledged repository) -ldeninfji taei obat ph
any event requiring network-achestration is detected by the said knowledge component, an
alert or alarm is triggered so asitm i t i a torehegtratierPlanmngdphase.

The Re-orchestratiorPlanning phaseentails ollection of the required information from
the underlying physical WSN in a proactive manner. These pieces of information are utilized
within the election process to determine the most suitable replacement router. Via delivering
the outcome of the electigmocessi(e.,identifying the suitable router node to take up the role
of a replacement routgrthe Re-orchestratiorPlanning phasesets the stage for the-re
orchestration of the physical WSN. Progression of the overalrateestration process in
accordance with this particular strategy enstimasthe downtime or r@rchestration latency
experiencedvy the network, if any, is comfed solelyt o RdwoechegiratiorEx ecut i on 6
phase

The process of softwaidefined sensor network -@chestration may entail a certain
unavoidable amount of | atency. This | atency,
pertains solelytd he ti me consumaedchestirmgi bhe E&GBReut i c
however, worthwhile to analyse and formulate a generic model for the overall-tw-end
re-orchestration process, taking into account the latencies incurred in all of the thses ph
re-orchestration viz., Data Analysis and Ewentification phase, RerchestratiorPlanning
phase and the RarchestratiorExecution phase.

While latency incurred on account of tRe-orchestration Planninghase tends to relate to
the number of messages that need to be exchanged amongst the relevant nodes (in accordance
with the reorchestration strategy derived and set apart duringgime) the latency associated
wi t h tohrech®Rd r at i ose dépenels antai hosh 6f fagdnsaincluding the
topological organization of the sensor network and related paths for communicating and
confirming the necessary changes.
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4.7.2 Formulation of Generic Model for WSN Reorchestration Latency

The key constituergarameters, along with their respective notations (wherever necessary),
that in some way or the other, could influence the latency associated withattehestration
process, are aggregated, and enlisted as below:

Notation Parameter represented
S number of radio messages transmitted (by the node) per second

m No. of radio message transmissions exchanged amongst various
(involved in the reorchestration process) throughout theorehestration
execution process.€., until the resumption of normal dataflow)

Psize Size of the packet being transmitted by a node

n number of nodes involved

h average number of hops or hop count

tinterval Predefined fixed time interval between two consecutive time slots (\
0 s ¢ h eldhsed ahahnel access method is adopted)

trr Transmission time

torop Propagation time

tsw Time required for network node to switch over from one functional ro
another

L hop Single hop latency
Latency entailed by a singlkadio message to traverse frahe sender of

Lsr Otransmit t ededivennmdd@uringanultthbperadio messag

transmission)

Herein, it is assumed th#te networkoperates under relatively lelwad conditionsi(e.,
the volume of data flowing across the system remains low at all times). Since the system as a
whole does not get overloaded to an extent that exceeds beyond its capacity (to cope with the
same) under ancircumstances (even when operating in CSMA mode or under the influence
of anyrandomaccesgprotocol),the actual channel throughput has not been taken into account.

z

Also, it is assumed that thiehodi s a |l wdngnas 6 han 06

Consider atreetopological sensor network organization, composed of the three core
functionalities {.e., Gateway, Router, and leaf node), as shown in fige®el4t us suppose
that owing to a special 6opdeseon, wkbegment &ah e
to irreversibly move away from its neighbouring routers and its constituent leaf member nodes.
Unless the network were to undergeorehestration to replace the departing router with a new
one (prior to it venturing out of communication rangéoth the leaf nodes within its cluster
as well as the immedialewer-levelrouteri.e.,'R>"), the rest of the dependent network clusters
would be rendered disconnected from the gateway ned&' and thereby the cloud server.
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Figure 49 Generic schematic of a Typical WSN.

In the face of such imminent router departure, the network ensues upon undergoing the
aforesaid three rerchestration phases to pgenpt and avert such a massively disruptive
network fragmentation evenilso, letus suppose that the outcome of the election process
requi r es rli@muhdergoofuheional ksrchestration (to say, take up the role of a

replacement router).

As a means to gauge the impact of the abox@akestration on the networkt@erms of the
|l atency entail ed, the time el apseddnddrgoesm t he
functional change (to say, take up the role of a replacement router) to the instant of time at
whi ch dat arfbr omarcdhees & IGH J anaevkda yn gn acke udnpt i or
service dataflow within the network), is measured.

First and foremost, latency entailed during a single hop must be delved into. Typically, it
could be expressed as the summation of transmission, processingngguaacess,
propagation, forwarding and reception times.

Herein, for the sake of simplicity, only transmission and propagation times are taken into
account. Thus, the mathematical equation to determine the delay incurred during a single hop
Ontpd  td beuexpressed as below.

Lhop= tr + tprop,
where, & = (PsizdS),

A radio message transmission emanating from a sender or transmitter node may have to
traverse through a number of nodes prior to
entaling multiple hops. In case of such mtiiop radio message transmission, latency entailed
by a single radio messagetraverse fronthe sender or transmitternobd he Or ee®i ver
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Lsr=h X Lnop
where, h = No. of hops and
Lhop = Single hop latency

Number of hops.e.,6 h 6 , in turn, depends on the numb
sender or transmitt erd tobedraversed throughhby thed naddoc e i v €
transmission message. Mathematically

h=nl
Therefore, lsr = (1) X Lnop

Herein, the progression of the-oechestration process is based the premiseor
assumption that all the messages get exchanged in a sequential fashion (only one message at a
time), regardless of the chanraglcess method adopted. Now, the time interval between two
sequential message transmissions depends on the channel access method in place. While it is
equivalent to the duration of time interval defined between the time slots allotted for two
consecutive ndes for schedulbased channel access methods (such as TDMA or polling), it
corresponds to the message (or -bDmastead)d6 ccohnanmunr
access methods (such as CSMA).

Thus, the cumulative latency entailed by the totainher of sequential radio message
transmissions exchanged amongst various nodes involved in -tirehestration process,

LCumuIative

=(Lsr+tnenva) | méé. . é ( fboar s @usinehagcess math@dsich as TDMA)
=(Lsrl s T m) éé é éertidnb m s &marinel access meth@dsich as CSMA)

Finally, the total reorchestration latencye., the latency entailed by the-oechestration
execution process is the sum of the cumulative latency and the time required for odie(s) (
10in this case as assumed earlteryndergo functional rerchestration.

Mathematically, it can be expressed as below.

LReorch_Exec: L cumulative+ tsw

Lreorch_ExedVhen schedukdased channel acce| Lreorch Exec  When  contentiorbased
method (such as Polling or TDMA) is adopte| channel access method (such as CSI
is adopted
= [(Lsr + tinterva) X M| + tsw
= (LsrX S XM +tsw
= {[(h % Lhop) + tinterva] * M} + tsw
={[(h x Lnop) xs x m] + tw
= {{[(n '1) X Lhop] + tinterval}>< m} + tsw
={[(n-1) X Lnop] XS X M} + bw
= {{l(n-1) x (& + tprop)] + tinterval}x M} + tsw
={[(n-1) % (& + tprop)] XS X M} + w
= {{{(n '1) x [tll’ + (Psizels)]} + tinterval}>< m} + tow

= {(n-l) X [ttr + (Psizels)] XS X m} + bw
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Albeit at ahigh level, this model could offer an estimate of the downtime that may be
experienced by a sensor network during therohestration. Certain limitations associated
with this model include assumption that each message tick represesdasiamount of time
duration. The exact time associated with any computation ensuing within the cloud during the
Re-orchestration Planning phase may only be through simulation environments that have
provision for message timestamps (so that the actualdémgulfed for computation purposes
could be worked out) within a simulation or actual physical hardware.

4.8 Conclusion

It is anticipated that the proposed approach will significantly aid the accrual of network
flexibility via optimizing the process ofetwork reorchestrationby curtailing the time
associated with testing (via exploiting all the possible accessible node opernaéiarakters
to derive the necessary-oechestrations)One of the key aspects associated with the proposed
organization pertains to the collaborative engagement between a software library of reusable
modulesie.,6 Dat a and Knowledge Repositorycibudand vi
layer (of the proposk architecture) could facilitate for the necessary softwargrolled
switching, reassembly and disassembly of the requisite software modules onto the virtual
nodes. Furthermore, the operational metrics pertaining to any of the software modules could
alsobe subjected to manipulation prior to offloading onto a virtual node. This, in effect, opens
the door for interacting with various scenarios related to off the shelve components or complete
solutions to evolvable components and solutions that dynamresiiges within the existing
repository at the cloud.

This, in turn, can be accomplished via exercising dynamic software control over the several
operational parameters available for software manipulation at both the node and network levels.
Cloudlevel virtualization and its flexible manipulation through software control offers an
avenue for such flexible reformulation of core sensor network functionalities.

Softwarecontrolled virtualizationworking in conjunction with aforementionésbftware
libraryg offers an avenudor soft-trialling of network performanceprior to implementation
onto the Physical layeBy means of observing the implications of numerous softdafimed
alterations within the virtual environment, the most su@dbinctional configuration to be
implemented on the node can be adaptively converged upon whilst exploring the degree of
freedom procurable from each of the functionalities.

In essence, the proposed research work envisages an organization thaalkpntionitors
the operational dynamics of the underlying sensor network and identifies any (potential)
situation necessitating H@chestration beforehandlyring theé Dat a Anal ysi s an
|l dentificationd phase). Up o nnarfooir engagesitheg o f
virtualization unit to proactively interact with the Physical layer so as to gather the information
required fort h e Ssubsequen-br cphheasster ad f Dunih@gr hé @aR@ i ng o .
orchestratiofP | a n n i n, thé prgpdsed organizan ensuesvorks out the most suitable
0 roer ¢ h e s ttorbadpplied mrgodthento the Physical layer.

Such an organizational workflow aimed at{eraptive planning of the ferchestrations to
be applied onto thehysical layer would tend to confine the downtime suffered by the network
t o onl yrchediratiolB Recuti ond phase.
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Chapter 5
SDWSN Concept Sinulation and Testing

5.1 Introduction

This chapter details information (on the efforts undertaken) towards implementation and
testing of the proposed SDWSN concept to render sensor networks capable of undergoing
flexible network reorchestrations. By means of delving into the specifgitief
implementations entailing certain example cases of softdefieed reorchestrations and
offering incremental results in some of those cases, this chapter also reflects the viability of
Contiki as a tool for the necessary software development arardyneorchestration for both
the physical as well as virtual environments within the proposed architecture.

Performanceelated aspects arising out of theorehestration process viz., improvement
with respect to a certain performance (such asgidoks mitigation), downtime suffered by
the network have been highlighted within this chapter. The role of Contiki IDE to allow for
programming of the Contikported Texas Instruments CC2538 hardware nodes as well as the
Cooja virtual motes in a modulavay, enabling dynamic flexible 1@rchestration (of their
functional role) via software control has been discussed.

5.2 Contiki Tool for WSN Softwarization Pre-requisites

By means of allowing for both firmware development as well as virtualizatioQ dhiki
software, as a tool, tends to seemingly meet the keyeprgsites outlined in chapter 4. The
firmware for each of the wetlefined, core functional components (viz., Leaf, Router and
Gateway functions, encompassing their respective operationalooemis) so identified can
be developed within the IDE (Integrated Development Environment) offered by the Instant
Contikii 2.7 software and rendered as aisable module. These-usable firmware modules
so developed could then be compiled and usedoiaiiguring both physical and virtual nodes
viaContkib ased software. By means of facilitatin
Cooja network O6simulation tool 6 fulfil-s the
orchestration sc®rios to converge upon the most suitablenghestrations to be applied onto
the physical WSN.

5.3 Contiki-Based Pseudo Codes for Key Modular WSN Components

5.3.1 Contiki-Based Pseudo Code for WSN Leaf Function

The pseudo code for the firmware for the WSNflfeaction is as depicted in figure b
below. It consists of the various subodules,consisting of their respective constituent
operational parametersThese operational parametecsuld be subjected to software
manipulationin a bidto realizethe desied nodeoperational reorchestrations (pertaining to
the leaf function). The design of the pseudo code model adopted herein encompasses the
various operational activities catered to by the leaf function in a chronological order (ranging
from selection oflie desired sensor to the transmission of the data sensed by it in accordance
with the channel access method adopted).
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Manipulation of the nodeperational components via the Corildsed firmware used
for configuring the TI CC2538 node toexecaté eaf 6 f uncti onal

1:

Sensor selection:Execute the light, temperature and RSSI sensor functiol
individually (one at a time) or together (multiple at a time) and acquire the de|
sensor readings

light_dbl=adc_sensor.value(ADC_SENSOR_ALS); //Light sensing function
temp = adc_sensor.value(ADC_SENSOR_TEMP); //[Temperature sensing fun
rssi=packetbuf attr(PACKETBUF_ATTR_RSSI); //RSSI sensing function

Buffering of sensed data:Store the dat sensed viz., light temperature and RS

variables within an array variabl e
c[0]=node_ID; // Assigning the ID of the node to the first element of the array
declared

c[1]=light; //Assigning the light value sensed to the selcelement of the array
declared

c[2]=temp; //Assigning the temperature value sensed to the third element of thi
array declared

c[3]=rssi; //Assigning the RSSI value sensed to the fourth element of the array
declared
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3: Channel Allocation: The TICC2538 nodes could be configured to communicate
through one of the available channels from 11 to &6 entering thedesired
numerical value within the following line of code

#define CC2538_RF_CONF_CHANNELRequired value from 11 to 26

4: Radio Transmission Power:The desired radio transmission power mode (of t
available power modes) can be set via entering the hexadecimal value corresponi
that power mode (refeto Table 51 ) within the follow
function

cc253_rf_power_set(uint8_t new_power)
{
REG(RFCORE_XREG_TXPOWER) = new_power;
return (REG(RFCORE_XREG_TXPOWER)<hexadecimal_value);

}

5: Setting data communication rate:The desired data communication rate can be
via specifying the particulamalue (say,) x within the etimeicé.,6 e ve nt t i m

etimer_set(&et, CLOCK_SECOND*(1/x));

6: Transmission of sensed datatn order to transmit the array of data over to a
CC2538 SoC configured as a router node acting as a sinkathe of the array
variable has to be specified within the following function(s):

packetbuf copyfrom(&c, sizeof(c); //c is the array variable to be transmitted to
sink node

broadcast_send(&bc);
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7. Enabling a channel access methodVhilst sensing data, the leaf node continuous
checks if the counter value broadcasted by the governing sink node is the s
its node ID. Ifit is thesame, a variabjesay, Transmit_Flag (initially assigned witl
t he val ueieadsighd ivsa ldusee t01 §)

if(received_node_ID[0] == node_ID_of_receiver_node) // Check if incoming
counter value is the same as node ID

{
Transmit_Flag=1; /]
}
else
{
Transmit_Flag=0;
}
For o6Pol:!linDblhe mpdaet us of the Trans
6setd, the array to be sent is tra
PROCESS THREAD(cc2538 demo_process, ev)data
{
while(1) {
i f(Transmit_ Flag==1) /| | Fol
{
packetbuf _copyfrom(&c, sizé(); //where c is array of senseq
data variables to be
transmitted
broadcast_send(&bc);
Transmit_ Fl ag=0; I | Re s
}
}
}

For 6CSMAOGT hmeodset at us o f idbleis nobcheckad Bhe
array to be sent is transmitted regardless of the existing status of
60Transmit Flagdé variabl e.

while(212) { // 1 f o6Transmit fl ag
message directing it to execute inNIS mode is received,
{
packetbuf_copyfrom(&c, sizeof(c);
broadcast_send(&bc);
}
}

Figure 51 Pseudaode for the (Contikbased) firmware used for configuring TI CC2538 with
the WSN Leaf function.
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5.3.2 Contiki-Based Pseudo Code for WSN O6Routing

The pseudo code for the firmware for the WSN Routing function is as depicted in figure 5
2. It consigs of the various sulmodules, operational parameters within which could be tapped
into towards realizing the desired nealgerational reorchestrations (pertaining to the
0routingé function). The design of tthee pseu
various operational activities catered to by the routing function in a chronological order
(ranging from initialization and reception of the incoming sensed data up to relaying it another
router or a Gateway node).

Manipulation of the constituent ogional components via the Contikased firmware
used for configuring the TI CC2538 ng

1: Initialization ofarrays: Dec |l ari ng and initializing
sensed data variables, say, light, temperature and RSSI,
var_1_light[r] =00, é.0r } ;

var_2_temperature[r]={00;, é . Or } ;
var_3_rssi[r] ={00;, €. 0r } ;

from all the leaf nodes within its cluster)

2: Receive sensed datdReceiving and storing the incoming sensed values emang
from the leaf nodes on a netig-node basis.
intl6_t *temp_data_pointer;
temp_data_pointer= (int16_t *)packetbuf_dataptr();
X =temp_data_pointer[0]; /ReceidrO | D , say &éx2©d
i ght [ x] =temp_data_po

temperature[x] =temp_data_pointer[2]; //Receive temperature value variable
transmitted by node

rssi[x] =temp_data_pointer[3]; [/ / Recei
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3: Enabling a channel access methodihe firmware used for configuring a CC253
SoC to act as a Opollingd6 router colf
gets i ncremented (in accor dan cd&uncwant |
After each such increment, this value is broadcasted by the router node to all th
nodes within its cluster. The counter variable ceases to increment once @ssve
equal to the number of leaf nodes within its cluster-gatned within its firmware).

while(1) {

PROCESS_YIELD();
if(ev == PROCESS_EVENT_TIMER)

{

countebt+;

a [O]=counter;

a [1]=TIME_IN_SEC- 1;
a [2]=1;

etimer _set (&et, CLOCK_SECOND*®

[*Packets are transmitted (broadcasted) using this function*/

packetbuf copyf o m( &a, si zeof (a)); [ W
containing the counter values to
be broadcasted as one of its
elements.

broadcast_send(&bc);

if(counter==Number of leaf nodes within its cluster)

{
}

counter=(counter % Number of leaf nodes within its cluste

4: Channel Allocation: The TI CC2538 nodes could be configured to communicate
one of the available channels from 11 to 26 entering thelesired numerical value
within the following line of code

#define CC2538 RF_CONF_CHANNELRequired value from 11 to 26
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5: Buffering of data variables to be transmitted:Buffering the sensed data receive
within an array variable say, 'e' (of four elements)

e[0]=node_ID_number;
e[1]= light_v;
e[2]= temperature_v;

e[3]=rssi_v;

6: Radio Transmission Power:The desired radio transmission power mode (of {
available power modes) can be set via entering the hexadecimal value corresponding
powermode (refer TableA) wi t hin the foll owing 6cc

cc2538 rf_power_set(uint8_t new_power)
{
REG(RFCORE_XREG_TXPOWER) = new_power;
return (REG(RFCORE_XREG_TXPOWER)<hexadecimal_value);

7. Setting datacommunication rate: The desired data communication rate can be
via specifying the particularal ue (say, ) O0xé&,6evehtnti mi

etimer_set(&et, CLOCK_SECOND*(1/x));

8: Relay (requisite) stored datain order tatransmit the array of data over to the CC25;
SoC configured as a gateway node, the name of the array variable has to be sg
within the following function(s):

packetbuf copyfrom(&e, sizeof (e); [/
sink node

broadcast_send(&bc);

Figure 52 Pseudo code for the (Contiased) firmware used for configuring TI CC2538 with
the WSN Router function.
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5.3.3 Contiki-Based Pseudo Codr WSN Gateway Function

Implementation of the gateway unit involved utilizing a TI CC2538 Evaluation module
(EM) in conjunction with the Raspberry Pi 3 (Model B V1.2) device, as depicted in fighire 5
Herein, the CC2538 EM was configured with the gateway firmware allowintp i
accommodate for the data relayed by the rectefigured nodes. The Raspberry Pi 3, on the
ot her hand, has a oO60pythond script running wi
t he oOGfaitremmvaayr e confi gur ed T llocalCser2eb.IBt&netn o d e)
connectivity is provisioned to the Raspberry Pi unit via ethernet. The python script firstly reads
the data acquired by CC25338 EM connected to it via USB over serial communication. It then
checks for the integrity of the data veading for instances of the data read and posts it to the
local server using the REST API. Besides the advantages pertaining to cost and form factor
i.e., compactness, such a RaspberrypRiovi si oned gateway setup
portabl et smne bxtentigoen,the multitude of interfaces for availirigrnet
connectivity (ethernet, onboaki-Fi, Bluetooth, etc.)

TI CC2538 Evaluation Module |

Python

Figure 53 Gateway unit realized using TI CC2538 Evaluation module (EM) in conjunction
with the Raspberry Pi 3 (Model B V1.@gvice.

The pseudo code for the firmware for the WSN gateway function is as depicted in figure 5
4.1t consists of the various subodules, operational parameters within which could be tapped
into towards realizing the desired nealgerational reorchestrations (pertaining to the
Gateway function). The design of the pseudo code model adopted herein encompasses the
various operational activities catered to by the Gateway function in a chronological order
(ranging from initialization and reception diet incoming sensed data up to subjecting it
through the requisite protocol conversion so as to relaying it over to the remotesetvad
over thelnterne).
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Implementation of the operational components within the Cehtiked firmware and the
python scipt developed for TI CC2538 and Raspberry Pi 3 Model B V1.2 respective

Texas Instruments CC2538 Evaluation Module (EM)

1: Initialization of arrays: Dec |l ari ng and initializin|
receive all sensed data variables, say light, temperature and RSSI, relayed
intermediate CC2538 router node

var_1_light[m] =00, €., 0m} ;
var_2_temperature[m]=f00;, ¢ . , 0 m} ;
var_3_rssi[m] =00, é. , 0m} ;

(depending upon the number of leaf nodes within its cluster)

2. Receive sensed datReceiving data from C2538 router nodes and staythem in

a specific format (nodby-node basis for all the leaf nodes)
intl6_t *temp_data_pointer;

temp_data_pointer= (int16_t *)packetbuf_dataptr();
X = temp_dat
i ght [ x] = temp_data_p

temperature[x] =temp_data_pointer[2]; //Reedemperature value variable
transmitted by node

rssi[ x] = temp_data_p

3: Channel Allocation: The TI CC2538 nodes could be configured to communicate
one of the availale channels from 11 to 26aventering thalesired numerical value
within the following line of code

#define CC2538 RF_CONF_CHANNELRequired value from 11 to 26

4: Read data over serial communicationReceive data from node acting as gatew,
over serial communication via python script

5: Check data integrity: Check integrity of received data via comparing lengths
certain number of O6stringsé of the

6: Push data to remote serverPush data over to a remederver usinghe 6 GE
commandalong with requisitéJRLOof (server) webpage

Figure 54 Pseudo code for the (Contiased) firmware used for configuring TI CC2538 with
the WSN Gateway function.
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Thepyt hon script within Raspberry Pi using t
CC2538 and escalate data to the remote cloud server is as depicted in-Bigure 5

Python script within Raspberry Pi using the REST API to read serial data from Tl
CC2538 and escalate data to the remote cloud server

import serial
import 0s

import urllib

import urllib2
import webbrowser

while True:
ser = serial.Serial('/dev/ttyUSB1',baudrate=115200)
print ser
v1=ser.readline()
v2= ser.readline()
v3= ser.realihe()
v4= ser.readline()

i1=len(vl)
i2=len(v2)
i3=len(v3)
i4=len(v4)

ser.close()

if i1==i2:
x=vl
elif i2==i3:
X=V2
elif i3==i4:
x=v3
elif i1==i3:
X=v3
elif i1==i4:
X=v4
elif i2==i4:
X=V2
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elif i1<220 and i2<220 ani3<220 and i4<220:

continue
else:
continue
print x
b=x
print b
url = 'http://sense.aut.ac.nz/MAC/TI/Ethernet/Tl_12Augl8_ T1.php'
b="+b

values = {TheString' : b}

data = urllib.urlencode(values)
req = urllib2.Request(url,data)

response = urllib2.urlopen(req)

the_page = response.read()
print "Data Sent to Server Successfully!!"

Figure 55 Python scriptwithiiRa s pber ry Pi us i

ng the OREST AP
CC2538 and escal ate data to the

remote o6cl ou

5.4 Node and NetworkLevel WSN Reorchestrations

Specificities pertaining to the exertion of software control oestatn constituent roe
operational parameters present within the typisay, leafnode firmware such a8 Sensor
Selectioné, 6Data Acquisitiond, 6Buffering
Al l ocationbo, 60Radi o Transmissi onaCeéntkwibE 6 and
(Integrated Development Environment) are elaborated below. Prior to delving into the
discussions pertaining to each such nogerational parameter, an integrated pseudo code
encompassing for the same has been depicted in figréf'be compdte code is available
within sectionA.1 of the appendix. As a means to reflect the proceéftivaredefinedde-
orchestratiod through examples involving the aforementioned parameters, two incremental
examples cases (pertaining to node and network levels) are discussed.

5.4.1 Integrated (Contiki-Based) Pseudo Code

Example unified firmware used for configuring a node that is capéllecommodating
for and executing oper at i on alkaffanctibnalvoles
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| f

If external radio message flag received directing execution of the router function
modules

external radi o message flag r ece-i
modules

Initializa tion of arrays:

Declare and initialize one or multiple arrays (if need be, depending upor
number of types of incomirggnsed variables) of a certain size (depending uj
the number of leaf nodes within its cluster) to receive all the incoming se

data variables

Declamtionand initialzationof arrays of a certain
variables, say, light, temperature and RSSI,

var_1_light[r] =00, é. 0r } ;
var_2_temperature[r]={00;, é . Or } ;
var_3_rsdr] ={0,0, €. O0r } ;

from all the leaf nodes within its cluster)

Sensor selection:

Execute thalesired sensor function(s) (one or more) and acquire the se
readings

light_dbl=adc_sensor.value(ADC_SENSOR_ALYS); //Light sensing functior

temp = adc_sensor.value(ADC_SENSOR_TEMP); //Temperature sensing
function

rssi=packetbuf_attr(PBKETBUF_ATTR_RSSI); //RSSI sensing function




e[1]= light_v;
e[2]=temperature_v;
e[3]=rssi_v;
|l f external radi o message flag r ece-i

modules
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Receive sensed dataReceive and store incoming sensed data from
constituent leaf nodes on a nelgnode basis

intl6_t *temp_data_pointer;
temp_data_pointer= (int16_t *)packetbuf_dataptr();

X = t emj
leaf node

light[x] = temp_data_pointer[1]; //Receive light value transmitted [
node 0x6

tempeature[x] =temp_data_pointer[2]; //Receive temperature value varial
transmitted by node &6x2©d

rssi[x] = temp_data_pointer[3]; /Receive RSSI value transmitte|
node 06x06

Buffering of data variables to be transmitted:Store received data within af
array of requisite size

Buffering the sensed data received within an array variable say, 'e' (of fou
elements)

e[0]= node_ID_number;

Channel Allocation: Set the node to communicate using (one of the availg
and) desired channel(s)

#define CC2538 RF_CONF_CHANNELRequired value from 11 to 26

Buffering of sensed data:Store the sensed data within an array of requig
size along with node 1D

Storethe data sensed viz., light temperature and RSSI variables within an
variable (of four el ements) say,
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c[0]=node_ID; /I Assigning the ID of the node to the first element of the al
declared

c[1]=light; //Assigning the light value sensed hetsecond element of the
array declared

c[2]=temp; //Assigning the temperature value sensed to the third element
the array declared

c[3]=rssi; //Assigning the RSSI value sensed to the fourth element of the
array declared

Radio Transmission Power:Set the node to transmit data using (one of 1
available and) desired channel(s)

The desired radio transmission power mode (of the available power modes
be set via entering the hexadecimal value corresponding to that poder(rafer
Table51) within the following 6cc253/{

cc2538 rf_power_set(uint8_t new_power)
{
REG(RFCORE_XREG_TXPOWER) = new_power;
return (REG(RFCORE_XREG_TXPOWER)<hexadecimal_value;

Setting data communication rate:Set the desired rate of transmission of d¢
(via specifying the particular numerical value within the requisite function

The desired data communication rate can be set via specifyiqaittieular
value( say, ) O6x6 wiet/de werthet ibrad ri )mefrdn g

etimer_set(&et, CLOCK_SECOND*(1/x));

Transmission of sensed dataT r ansmit t he array
node (via entering the name of the array variable to be transmitted withil
requisite function)

packetbuf copyfrom(&c, sizeof (c) |
to the sink node

broadcast_send(&bc);
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Enabling a oO0chanmkelabbecas p@rmefch
method viz., CSMA, TDMA, etc.

Whilst sensing data, the leaf node continuously checks if the counter value broad;
by the governing sink node is the same as its node ID. If same, a variabl¢
0Transmit_Flago6 (initiall y.e.,assignedgaue
a o)
if(received_node_ID[0] == node_ID_of_receiver_node) // Check if incoming
counter value is the same as node ID

{
Transmit_ Flag=1; /1

}

else

{

Transmit_Flag=0;

}

For o6Pol:!l i nOlbe motdeet us of the O6Tr an|

0 s et 0 aytotbdsent ia transmitted.

PROCESS_THREAD(cc2538_demo_process, ev, data)

{
while(1) {
i f(Transmit_ Flag==1) /| I Fol
{
packetbuf copyfrom(&c, si zc¢€
sensed dateariables to
be transmitted
broadcast_send(&bc);
Transmit_ Fl ag=0; I | Re s {
}
}
}

For CSMAmode The status of the O6Transnm
array to be sent is transmitted regardless of the existing status of
O0Transmit_ Flagdé variabl e.

while(1l) { [/ 1 f 6Transmit fl ag




82

message directing it to execute in CSMA mode is receive

{
packetbuf_copyfrom(&c, sizeof)ic
broadcast_send(&bc);
}
}
| f external radi o message flag is eqy(

Relay (requisite) stored data:Transmit the array of sensed data to requis
0si nk 6 enteridgahe fame & the array variable to be transmitted wij
the requisite function)

In order to transmit the array of data over to the CC2538 SoC configured
gateway node, the name of the array variable has to be specified within t]
following function(s):

packetbuf copyfrom(&e, sizeof(e); //e is the array variable to be transmit
to the sink node

broadcast_send(&bc);

Figure 56 Example pseudo code for a (Conikised) unified firmware.

Certain such nodeperational parameters present at the various layers of the communication
stack viz., sampling rate, sensor selection, buffer size etc. present within the physical layer,
communication protocols, channel allocation, ,gtcesent witin the MAC layer and so on
could be manipulated by means of tweaking the relevant functions of the firmware fed within
the node as elaborated (for some of such operational parameters) below. As a means to reflect
the saliency of Cooja in facilitating fasoft trialling of various network rerchestration
scenarios, certain incremental example implementations (involving manipulation of certain
parametric flexibilities discussed below) are provided.

5.4.2 Sensor Selection

Tl CC2538 hasa number of ADC (Amlogto-Digital) sensors associated with it such as
those for light, temperature, RSSI, elw.f f er i ng f or heterogeneity
codes written within Contiki IDE, each such sensor could be accessed via including the
necessary header filed.,"dev/adesensor.h)'and invoking the respective sensing functional
module. For example, in order to measure ambient light, the functional module
06adc_sensor . val ue ( ADBeinSoBpda&dd Br refaine within thadet o
Similarly for seleton of onchip temperature and RSSI sensing variables, the functions
6adc_sensor.value( ADC_SENSOR_TEMP) 6 and
O6packetbuf attr ( PACKETBUF_ATTR_RSSI )6 ought
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of retaining the desired sensor functional modules and regptvenunwanted sensor modules,
software control could be leveraged upon to dynamically select and/or activate only the
required sensing capabilities offered by the node. As a means to reflect the implementation
pertaining to the above, relevant sectionsatfe are provided as below.

Light = adc_sensor.value(ADC_SENSOR_ALYS);
temperature = adc_sensor.value(ADC_SENSOR_TEMP);
rssi = packetbuf_attr(PACKETBUF_ATTR_RSSI);

5.4.3 Buffer Size

A buffer could be created within tm®de via declaring an array of the desired (initial size)
within the code fed into the node. Example declarations of such array variables of siee 16 (
capable of accommodating for 16 elements) within a code that has been used for configuring a
sink nale is provided below.

short signed lighf16] ={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0}
short signed temperatufd 6] ={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};
short signed rssj16] ={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};
Herein too, the o6#defined directive coul d

definition with a certain (initial) constant value associated with it. Since such macros so
defined allow forthe (prga s si gned constant val ues-bdsed get
program present within the node, the size of the array could be dynamically manipulated via
tweaking that particular value at fime and subsequently-tompiling and reconfiguring

the cale. For example, the size of an array named uintl6 t
arrlighttARRAY_LENGTH_RT_LIGHT]; declared within the codeould be dynamically
manipulated via tweaking the value to the macro ARRAY_LENGTH_RT_LIGHT defined
within the code.

In regard tahe parametriélexibilities of sampling rate and buffer size available within the
physical layer that could be wrought through Comrpiovisioned software control, an
incremental example case of Qb&sed dynamic nodevel reorchestréion, depending upon
the prevailing network conditions, is put forth.

5.4.4 Data Communication Rate

t

Via exerting software <control over the 6e
functional module,
wher e, ONO is eitrhaetreotdpro tgommmeidc athitem v al

interval(and could either be a decimal or an integer value),

the sampling rate and/or data reception rate of the node can be configured and/or dynamically
manipulated as per the prevailing service requirement. Forpd&aim order to configure a leaf

node to transmit the data sensed by it to a nearby sink node at the rate of four packets/second,

the 6etimerd function would need to be invok

etimer_set(&et, CLOCK_SECOND*(1/4))g.,etimer_set(&et, CLOCK_SECOND*0.25);
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w

constant values (associated with it) throughout the program. Changing this value to another
value results in changing threporting time interval of the node to the new constant value

wherever

this O6eti

mer 6

function has

above ways, the code has to be&oenpiled and rded into the node.

been i n

As a scenarip consider avirtual pointto-point network running within the Cooja
virtualization unit wherein an end device transmits the sensed data (represented by the
randomly generated values of the light, temperature and RSSI) to a coordiegtaruger or
sink) node. In he event of occurrencef éignifican® dynamics within the monitored
¢gphenomenodwith respect to any of the parameters (say, occurrence of an event causing heavy
fluctuations within the RSSI signals or significant deviation from the usual RSSI values), data
intensive sensing requirements necessitate higher sampling rates to capwiracouwate
informationi.e., data pertaining to that particular unusual event. FigtirebBlow shows the

impact of exerting software control over negjgerational parameteo f

rated or

6reporting

t he

6communi
I n trenning a tesh wheréin tleeisame Vireia f

no

network is run for two different communication rates (for comparison purposes). Screenshot

of the mote output window when the network is run at a low data communication rate is as
depicted in figure & a. Herein, drge time intervals between the ongoing communication
amongst the two nodes (as can be observed from the timestamps associated with both the nodes
at various instances of time) reflects the lower frequency of data communication between the
two. However, upn reorchestrating the individual nogep er at i onal
within the firmware to run the network at a much higher communication rate (as indicated by
the timestamps associated with both the nodes at various instances of time within-figure 5
more accurate information pertaining to the monitored event can be captured.

par amet e
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Mote output

Message

Contiki 2.7 started, Node id is set
Rine ted vith address 2.0

MAC 0 00:00; 06:00:00:00 Riwe/CSMA/nullrde, channel check rate 1000 Kz

10 2,

Starting 'cc2538 demo process’

Contiki 2.7 started, Node id is set to 1

Rine started vith address 1.0

MAC 01:00:00:00;08:00:00:00 Rine/CSMA/nullrdc, channel check rate 1600 Hz

Starting 'cc2533 demo process’

This is end device with node_IDs1 transaitting the following values to the Coordinator
1, Anbient rav light = '2624,48' lux

2, Temperature value = ‘25.48' degree celsius

3, rssi = *-60.0' dBa,
Values reported by the end devices are as follovs

Node 1: 2624,0.48, -60|

This is end device with node_TD=1 transmitting the following values to the Coordinator
1. Anbient rav light = '17504.48" lux

2, Tenperature value = 19.48' degree celsius.

3, rssi = '-74.0' déw
Values reported by the end devices are as follows

Node 1: 2624,0.48,-74|

This is end device with node_ID=1 transmitting the following values to the Coordinator
1. Anbient rav light « 12432.48' lux

2, Temperature value = '8.48' degree celsius.

3, rssi = '.70.0' dém

Values reported by the end devices are as follows
Node 1: 2624,8.48,-70|

[E[E[]

(@)

(b)

Figure 57 Dynamic reorchestration of sampling raterough Contikiprovisioned software
control to sample data at an increased rate for improved accuracy of (critical) data captured
(a) Lower data communication rate and (b) Higher data communication rate.
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545 0 Arali&w and 6Serviced Rat es

Similar to that of the sampling rate, exer
CLOCK_SECOND* ( 61/ NO6))O6 functional modul e,

where, ONO is either the oO6arrival and/ or
(and could either be a decimal or an integer value),
also enables dynamic configurability over data arriva.,(data transmission rate of the
transmitter node) and data servicing.(reception rate of the receiver node in consideration)
rates. Thee t oo, could also be defined as a dédmacr ¢
of constant values (associated with it) throughout the respective programs to be fed the
transmitter and receiver nodes. Changing this constant value to another tcasistamesults
in changing the data arrival of data servicing (reception) rates of the respective pertinent nodes
(as per the new constant value entered) wher
the code. As mentioned earlier, both processevitably involve code reompilation and
feeding the executable format of the code so compiled into the respective nodes.

Equipping the I0ofWSN architectures to better regulate the flow of datsyimc with the
dynamics of the physical phenomenon necessitates-timeal manipulation i.e.,
Geconfiguratiod of the keyd Rysical SensorNetworkd (PSN) data acquisitiofparaneter®
such as buffer size and sampling rate. In this regard, an experiment involving a simplistic (two
node) pointo-point network was conducted within the virtual Cooja simulation platform, as
shown in figure 83. Herein, one node was programmed toasch transmitter whereas the
other one was programmed to act as the receiver node (entrusted with the responsibility of
servicing the data packets received from the transmitter node). Exertion of such software
control of (either) the service rate (or th&fer size) of a receiver nodeg(,a node configured
with a dominant routing or gateway function) is key to avoid packet loss of incoming data
transmitted by a node configured with the 6I
whilstcontroling t he fl ow of sensed dat a. Herein, t
within 6eti mer _s-baseffirmwam et i6€Crd @fo d@o mwtaiskivar i e
subsections.4.4)via software control to gradually increase the service rates obthrdinator.

@ Leaf function @ Gateway function

Figure 58 Virtual 2=node poirtto-point network depicting the Cooja nodes 1 and 2 configured
as the Leaf function and Gateway function nodes respectively.
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The relevant section of ti@ontiki code associated with the transmitter nisdgrovided as
below. Herein, the sensed dqtackets are transmitted to the receiver node along witindle
IDbas well as the total number of packets sent.

while(1) {
etimer_set(&et, CLOCK_SECOND*(1/N));
sentcounter+;
totalsentcounter=sentcounter;

cl-1] =t ot al sentcounter; [/ where 06cbd is
the numerical value corresponding to the size of the
buffer array

printf("Total number of packets sent ='%d' padkétsentcounter);
printf("Total number of packet elements sent = '%d' padkéfmtalsentcounter);
packetbuf_copyfrom(&c, sizeof(c));

broadcastsend(&bc);

The relevant section of tHéontiki code associated with the receiver node is provided as
below. Herein, packet loss is determined via subtracting the received sensed data packets from
the total number of packets sent (sent by the tratesmode).

static void
broadcast_recv(struct broadcast_conn *c, const rimeaddr_t *from)
{
X =received_node_|ID;
data_variable_1[x] =dataptr_temp1[1];
data_variable_ 2 [x] =dataptr_temp1[2];
ééeéeeéééeé
data_variable_n[x] =dataptr_temp1[n];
packetsent[x]=dataptr_templ[n+1];
if (x==node_ID_of _receiver_node)

{ recv_counter++;
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packetrecix] = Packetgeceived.

packetloss[x]=packetsentpdacketrecv[x];

Complete codes for both transmitter and receiver are placed within sécBoof the
appendix.

The main intention of thiparticular exercise was to study the effect of varying the service
rate (SR)i(e.,the number of incoming data packets served per second) of the Cooja Gateway
node 2 on the number of packets serviced, packets lost and its buffer usage, keepinglthe arriva
rate (AR)i.e.,the sampling rate of the Cooja leaf nodednstant. The service parameter value
used for configuring the gateway node was incrementally vamedl, 2, 4, 6, 8 and 10
packets/second whereas its buffer size was kept constant at@&lspd he end device was
configured to transmit its data to the gateway at a constant rate of 10 samples per second.

Effect of different service rates against
constantarrival rate. (Buffer capacity =350 packets)
Packets sent Vs Packets Serviced

3500

3000 Servicerates: T el
—- P

2500 e —— T

2000 || 5P herseeond oor

1500 = - 8 packets/second PP - ot

e - 10 packets/second

t'e’
.,’.
po

1000
500

""""

Packets serviced m——jp

0 500 1000 1500 2000 2500 3000
Packets sent ee———fp

Figure 59. Impact of service rateased noddevel reorchestrations on total incoming data
packets serviced.

Effect of different service rates against
constantarrival rate. (Buffer capacity =350 packets)
Packets sent Vs Packets lost
2500
Service rates:
2000 w1 packet/second -
-2 packets/second
-4 packets/second
g 1500 s - 6 packets/second
— e - 8 packets/second
8 1000 .10 packets/second b
L - ¢~q~"""'ow.
‘é 500 0“,.".““*‘
o 0 neoaeaewo&i;:ooeoewﬁﬂth’e:::::oowoeoomﬂﬂmm
0 500 1000 1500 2000 2500 3000
Packets Sent el

Figure 510. Impact of service ratbased noddéevel reorchestrations on total incoming data
packets lost.
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Effect of different service rates against
constant arrival rate. (Buffer capacity =350 packets)
Packets sent Vs Buffer filled
400
350 e ﬂO#e’.*ﬁ'Oo#Q@O‘l000‘;‘€'0¢00000009000OO.#OGOQOO
y B /’

300 . - >

250 g e ’»/ Service rates:
© / ¥y wews - 1 packet/second
=I) 200 J 2 " r/ 2 packets/second
= P / -4 packets/second
b= 150 s - w6 packets/second
3 » o~ —_— 3 Sackets/second
E 100 g/ o o 'i/ w-10 packets/second

50 /[ ,"/
o A
R | NS Wa— SISO S REREEDe Brps—
0 500 1000 1500 2000 2500 3000
Packets sent ee————{iip

Figure 511. Impact of service ratgased nodéevel reorchestrations on the gateway node
buffer filled.

From figures 89 [42], 5-10[42] and 511[42], it can be clearly observed that when SR=AR,
all the data packets are serviced, and none are lost. As the service rate is decreased
progressively via implementation of the pertinent niedel reorchestrations, lesser number
of packets are serviced leadito faster buffer occupancy and a greater number of packets are
lost.

In this particular experiment, the neldvel reorchestrations were first tested on the virtual
environmentoffered by Cooja simulator. In this way, the most suitable ntElel re
orchestrations can be determined so as to reconfigure the physicalsstesoover thiternet
to prevent packet losses and rapid buffer saturation.

5.4.6 Radio Transmission Power

The RF transmission power of tlmntiki-ported CC2538 module can be manipulated via
exerting  software control over the 'TXPOWER'register within the
cc2538 rf _power set(uint8_ t new_ profwecrd ffiulnec)t
means of Contiki. The relevant section of the for the same is as provided below.

return (REG(RFCORE_XREG_TXPOWER)0x42):

Although a host of different register value settings can be specified to adjust the
transmission output power (to avail transmission powers ranging from 7.5 dBm to 228lBm
depicted in Table & below, it is recommended that the CC2538 transceiver be configured to
operate only on certain recommended (‘'TXPOWER' register) settings amongst those.



89

Table 51 Table showing the transmission powers that can be selected taucertlig Tl
CC2538 wireless transceiver and their corresponding hexadecimal values to be used within
relevant section of the code for the same.

RF Output Transmission Power (dBm) Hexadecimal Value (TXPOWER)
22 OxFF
215 OxED
20.9 OxDF
20.1 0xC5
19.6 0xB6
19 0xBO
17.8 0xAl
16.4 0x91
14.9 0x88
13 0x72
11 0x62
9.5 0x58
7.5 0x42

5.4.7 Channel Access Method

Channel access methods available at the MAC Iagief DMA or polling, CSMA, TDMA-
CSMA hybrid, etc. could be flexibly switched via software control for purposes such as
controlling the access to a shared medium of communication, energy efficient operation, etc.,
as necessitated by the prevailing operaticarad/or service requirements. For example, a
CSMA-based statopology network expending sizable amount of energy could be switched to
polling mode so as to mitigate both power and packets loss (suffered as a result of data
collision). Similarly, astarnetwr k operating in oOopollingd mode
as per CSMA mode to enhance throughput and make better utilization of (the slots within) the
communication medium. Polling and CSMA channel access methods have been imbibed
within theContiki-based software C code fed within #rd devices by means of incorporating
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anbi f 6 condi twithmhak &babvbaecthemst opendé function.

mode, the specified 061 fd conditi onendudevichhi n t h
transmits packets in their respective set time slots. On the other hand, CSMA mode gets
executed independent of this particular oIf

pseudo codes along with pertinent explanation below.

The cale with which the centrally placed coordinator (node 9) is configured consists of a
counter which i ncrements in accordance with
number of leaf nodes within its cluster (eight in this case) before repeh@ngotinting
sequence over again. It also broadcasts these counter values as it goes. The psudo code relevant
to this is as below.

while(1) {

PROCESS_YIELD();

ifev == PROCESS_EVENT_TIMER) {
leds_on(LEDS_PERIODIC);
counter++;
a[O]=counter;
a[1]=TIME_IN_SEC- 1;
a[2]=1;

etimer _set(&et, CLOCK_SECOND*O6NO) ;

[*Packets are transmittedrf@iadcasted) using this function*/

packetbuf copyfrom(&a, sizeof(a)); [/ wh
counter values to be broadcasted as one of its
elements.

broadcast_send(&bc);

if(counter==Number of leaf nodes within its cluster)

{

counter=(counter % Number of leaf nodes within its cluster);

Each of the leaf nodes are configured with their own unigque addregseapdctivenode
IDs. The codes with whichéhy ar e configured firstly check
(broadcasted by the coordinator node) matche

flagdb gets set. Only if this é6Transmide FI| agé
get executed, allowing it to transmit the data sensed by it over to the coordieatarrf - 6 | f

conditional 6 statement is used to check if t
of the data). In order to flexibly switch overtooperatg i n CSMA mode, t he ¢
sectiond of the code 1is writt en-codiditodae pende
statement 6 involving the OTmedniganiexterndlfadigg 6 v a |

signal messagedganviaad i f f e-c e nd i ©diemenp | This Isas been expressed by
means of a pseudo code as below:
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static void
broadcast_recv(struct broadcast_conn *c, const rimeaddr_t *from)
{
uintl6_t *received_node_ID;
received_node_ID = (uintl6_t *)packetbuf dataptr();

if(received_node_ID[0] == node_ID_of _receiver_node) // Check if incoming
counter value is the same as ndde |

{

Transmit_Flag=1,; /'l Set OT
a[O]=dataptr_temp[0]; //Receive polling counter values
a[l]=dataptr_templ[1];
a[2]=dataptr_temp[2];

}
else
{
Transmit_Flag=0;
}
}
PROCESS THREAD(cc2538 demo_process, ev, data)
{
while(1) {
if(Transmit_Flag==1) //For Polling mode
{
packe buf copyfrom(&c, sizeof (c); [/ wher
variables to be transmitted
broadcast_send(&bc);
Transmit_ Fl ag=0; /|l Resetting the
}
}
}
and

/'l ForiefdCdSemda st i ng moded mode
while(1) { // If Transmit flag =0 or if a requisite external command message
directing it to execute in CSMA mode iieceived,

{
packetbuf copyfrom(&c, sizeof(c);
broadcast_send(&bc);

}

}

Complete codes for both leabdes and sink node or coordinator node are placed within
sectionA.3 of the appendix.
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With regard to the above MAC laybased parametric flexibilities, a simulation based
experiment was performed on the virteavironnmen offerred byCooja simulator to evaluate
the impact of reorchestrating the-@ode star topological network (discussed in section 5.2 and
depicted in running condition in figurel®) from CSMA to polling protocol on the total packet
loss sufferred by the network. Thata rate of each of the end devices in the thede VSC
(Virstual Sensor Cloudyetwork, depicted in running condition in figurel3, was set td¢a
high value of)200 samples per second for both the experimental cases.

(] Network 2E8

View Zoom

3 nodes hanged from the ceiling

1 hanging node

(e
100.0%

2 nodes
facing

10 % 100% 100.0% 100.0%
WINGOW 2 nodes on pallet

Figure 512 9node virtual nevork in running condition within the Cooja simulator.
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Figure 513 Graphical comparison of CSMA and TDMA network protocol instances with
respect to packet loss for the virtuah@de star network implemented withdBoojaa

From figure 513, it is evident that the packet lossfferred by the network upon
implementation ofTDMA channel access method semewhatlesser than when CSMA
channel access method is adopted the scenarioconsidered)From this, it can be infeed
that implementation of TDMA channel access metteodls tdead tavardssomewhat greater
network reliability (more so if the data communication rasgnges fromlow to normal)
Moreover, similar flexiblenodeoperational as well aglAC layer parametric manipulations
could further mitigate the problem of packet losses, especially in network operations involving
communications taking place ahmh data rate.
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From the above account, it is evident that

- Softwaredefined switching from CSMA channel access method to TDMA channel
access method curtails the overall packet loss sufferred by the networéettaia
extent. From this, it can be inferred that implementation of TDMA channel access
method would leadbtsomewhat greater network reliabilfty this network architecture
(especially for networks wherpacket losss are eitherto beredued to the extent
possiblewhen data communication rate is highbetter yet, eliminategrovidedhigh
rates of data gomunication are not requiredMoreover, similar functionalnpde
operationalMAC layer parametric, topological, etc.) manipulations could potentially
further mitigate the problem of packet losses, especially in network operations involving
high data ratéransmissiongof the order of 200 samples per second as depicted in the
above exmple). Topological manipulations resulting out of softwaedined functional
reformulatios could alleviate unequalized load distributions as alluded to through the
second simulation based example.

- by virtue of a having a virtualization environment in place, the impact of software
defined functional manipulations can be dotilled prior to implementation on the
physicallayer (thereby justifying the proposed idegyd.

5.4.8 Channel Allocation

The MAC layer could also be accessed to exert control over allocation of channels to nodes
as a means to regulate traffic within the shared medium of communicationfr&gegncy
based clustering that could resultr@alizing/cration of multichannel sensor networksuld
be accomplished through software reconfiguration of a certain desired @rsepsor nodes
with a different channdlout of the original single network). Alterations pertaining to channel
assignment can be acuplished via alteration of the numeric value associated with the
GHdefineCC2538 RF_CONF I CHiANNELI6hi-aonfh.eh 66 cloend d &ri
assign the desired channels to the néde.example, in order to configure a TI CC2538 node
to transmit (at one of channels available from 11 to 268agtchannel6, the following section
ofthecodewul d be requi r ecdo mwfi.thhdi nf itlhee, 6cont i ki

#define CC2538 RF_CONF_CHANNEL 26

Within the Coojaprovisioned virtual environment, channels allocated to the virtual Cooja
motes may be altered through software contral altering the pertinent macro definition
ORF_Channel 6 wit hi n ie.,licentki-cers.lf elaceédiwithin the €omja e r f |
directory within the Contiki.

The incremental example implementations discussed above have been preseritesl with
sole intention of reflecting the role of Contikased software control in manipulation of certain
basic parameters t hat -oclesirations ®© de imgemented ahar i v e
wider scale (throughout a particular Corvikinfigured sensonetwork). Such software
controlled manipulations could significantly contribute towards the fluid interaction of the
sensor network with the monitored external phenomenon. On a significanturotang soft
trials of the various clustéormation possibilities within the virtual simulator of Cooja present
within Contiki can facilitate converging upon the optimal or near optimal cluster formations
and network configuration parameters in an expedited manner, without interrupting the PSC
data collection process.



5.4.9 Network (Topology)-Operational (Functional) Re-orchestrations

The Contiki software has been used to {ym@nfigure physical CC2538 nodes with
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either leaf, router or gateway functions. However, in order to allow for dynsofiware
defined reorchestration, Contikbased software control could be used for

generating and cboanspeid 6 nQy ptrhoeg réathosn tiinkcil u s i\

leaf, router an@jateway functional components

pre-configuring the network CC283nodes with such C codes (comprising of all the

three key functionalities, albeit may only beinitialized with the main or dominant

functional role whilst others remain dormant.)

switching to the other (initially dormant) functional moduégsbedded within a node
(by means of selecting the pertinent functional module within the) cétes could be

reali zed by means of

c a s e pwhicheduld be triggered by means of extermgdulse radio signal message

whenever required.

having i-Bl p¢é &@,c-ed Awicto

activating multiple functional modules simultaneously.

A generic schematic reflecting the various possible functional roles that could be undertaken

by CC2538 nodes when peenfigured {.e., loaded) wih the Contikib a s e d

modules catering for those functionalities, is as depicted in figare 5

Figure 514 Schematic representing the various core and ffwrgtional capabilities that can
be assumed by the TI CC2538 device owing to Cobtised software control.
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The above account is key to how Contiki Software control forms the basis for flexible
switching or augmenting the functional capabilities of a rifultictional capable device (such
as the TI1 CC2538).

The flexibility of selecting and activating a particular function offered by the Contiki
software, including the ability to execute miflinctional roles simultaneously (provided the
hardware is capable of accommodating for that multiple such functions) opens the door for a
plethora of network r@rchestrations, thereby vastly augmenting the degree of freedom.

As alluded to in chapter &e inbuilt simulation platform of Cooja within Contiki allows
for virtualization of such physical implementations and soft trialling of varicosateestration
scenarios. This is in keeping with the ideology of SDN whereirtlihed layer (acting as ¢
control plane) provisioning for,

- virtualizing the functionalitiesi.€.,decoupling them from the underlying physical data
plane) and

- exertion of software control over suelbstracted form of these functionalitie®.,
virtual functions (so as to deteine suitable r@rchestrations beforehand)

forms the basis of organising (remote and dynamic) flexible control ovehgtsecallayer.

5.5 Example WSN System Implementation

As a means to reflect our proposed ideology of a softdefieed sensor network operating
under the aegis of a clotdmhsed organization allowing for virtualization and soft re
orchestration of the underlying (physical) layer, a hybrid sensor netsystiemi.e., one
consisting of both physical and virtual environments haen implemented (within our
laboratory premisesgas already alluded to in section 3.3 of chapter 3

5.5.1 Physical Implementation

Figure 515[41-42][50] depicts a Shode Texas Instruments (Contjorted) CC2538 SoC
based (physical) sensor network implemented within our lab predils42[5(Q. Herein, eight
of the nine wireless CC2538 sens@nsceivers wereonfigured using Contiki to act as end
devices capturing ambient light, temperature and radio signal strength data in their respective
timeslotsand repoihg them to a centrally placed ledased CC2538umRaspberry Pi unit.
By means of a python scrigRaspberry Pi escalates the sensed data so received from the end
devices, to our local server, over théernef41-42, 5Q.

As depicted in figure 845 [41-42][50]a b o v e, nodes 0616 and 062560
window to facing outside (the lab) s to capture the ambient light during the ,dag,
incident sunlight falling on it. Nodes 66606,
from the | ab ceiling. Node 656 too, was hun
lab as demited in figure 515[41-42][50]a b o v e . Nodes 636 and 06406 w
empty wooden pallet structure present at one particular location in the room, as shown in figure
5-15[41-42][50].

C
€
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~RE W

rI 3 nodes hanged

from ceiling

Figure 515 Physical implementation of arfBode Tl CC253®&ased sensor network within our
laboratory premises.

The sensing requirements of the physical sensor network so established within the lab
premises merely involved monitoring of the indoor environmental parameters of ambient light
and temperature, along with the radio signal strength (roughly indidaim@n presence and
movement)As already alluded to isection 3.3.2 within chapter the graphical representation
of the stored data (so collected from the physical network) provisioned via our server database
is asshownin figure 5-16 [41-42][50].
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Figure 516 Graphical trend ofsensoddata (ambient light, temperature and RSSI) captured
by the 8 leaf nodes, retrieved from server database.
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As is evident fronbothfigures 5-15 as well a$-16 [41-42][50], nodes 616 and
near thevindow facing direct sunlight during daytime reflect vastly higher ambient light sensor
readings as compared to the other 6 leaf nodes. Furthermore, the same two nodes report
somewhat higher temperature values as well during the same daytime periodpasedam
the other leaf sensor nodes.

It is deemeadvorthwhile tore-assert(via repetition of the figure-3 in figure 516 within
this section}that even under normail€., routine or predictable) circumstances, considerable
variations of the sensedhlues are observed (within a span of two daygg intentThis
necessitates establishment of sensor network system endowed with requisite operational
flexibility to cope and efficiently capture the significant dynamics of monitored environmental
phenomeon, if it were to occur.

5.5.2 Implementation of the Virtual Environment Within the Remote Server

As alluded to in chapter 3, Coepmsed virtualization allows for the precise replication of
the logical operations occurring withthe physical network. It is, however, not possible to
replicate the physical data sensed by the (corresponding)ifeeaensor nodes (without
external, typically clougbrovisioned, support). Moreover, it does not provision for modelling
of the physical envanment. Owing to such inherent limitations, sioils conducted on such
a platform may result in significant deviation from a desirable accurate outcome. As a step
towards alleviating this deficiency to a certain extent and attain a somewhat moré realist
representation of the dynamics transpiring within the physical WSN, a process facilitating for

incorporation the of el ement of reality with

as explained below.

Realworld data acquired from tHeaspberry Pi gateway over theernetis stored within
the data repository within the server. By means of the relevant database interface, data from
the most recent physical run (from the database) is extracted and fed into the Contiki

configuration unit Equipped with such reéli me O0sensed datad inform
upon necessary compilation and configuratior

within the Cooja WSN simulation platform resulting in virtualization of the physical sensor
network. A generic model reflecting the practicable implementation undertaken towards the
same is as depicted in figurel3.

(Virtualization within Remote Cloud Server [ ] | s | " Virtual Network | )
T ¢ o 3
Data itory ] o é- s J
=" | B | e 2
o 2
\ edo
\ e

w/év\w
la b
o

..k\ / ), / ™~
B .!. A '. Q\,);-lor Gateway
[ | [ 3 i

. |
iEN

- Leaf node

Figure 517 Overview of the setup devised towafdseilitating for incorporatiorof the element
of reality within the clouebasd virtualization platform in real time.
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As a means to further elaborate upon the above, a more detailed block diagram is presented
in figure 518[41][50]and discussed as below.

Physical Sensor

Cloud

| 4

= [t Webserver 2 Cloud

> | ;

e [[=2 <2 i Application Server
o § Contiki : . Contiki

§ 3 i - 0s Performance
% § Interface ) Modelling
& '8 N Environment
3 | = Cooja based r

B “ § . Virtual Sensor ‘!

4. 1 8

Figure 518 Block diagram depicting Remote server implementation and theratdgion
among itsvarious components.

The remote server implemented for data storage, data visualization, configueation
purposes has three main comMpSQeDdtsalmasseo c3 art v
the 6Webserverdé and ragb6bDy, The Apppl c-attt ban

components of O6Conti ki 0S o, 6Performance Mo
based virtualization environment. The stdmponent of Contiki IDE serves to configure both

the physical and virtual sensothn&wor ks. Tool s such as MATLAB hc
Model |l ing Environmentd serve to evaluate th
obtained from which are directly fed to the

Configuration Interfae utilizes these suitable-oechestrations to rerchestrate both physical

and virtual net wor k sMySQLD=satt layp,a steh &S efriwvrea tdi ors d
to the database. It does so by meana BHP script which (also) fetches data obtdifi®m

the physical leaf nodes. This incoming data gets timestamped and stored in rows.

Certain specificities pertaining to the server implementation are provided below[50]:

1 To start with, sensor data emanating from the physical leaf nodes are ddugtie I0T
Coordinatori.e., the Raspberry Pi as depicted in figuré®[41-42][50], which in turn is
escalated to the webserver which serves as the entry point for all the incoming sensor data.
It does so by using REST API. Usage of REST API servesxthange the necessary
information between the database and the application server, besides fulfilling the important
requirmentof communicating with users. By means of GET and POST commands, users
select the nodes they wish to view the data for. Thatcliele consists of the python script
residing within the Raspberry Pi which pushes the data over to the Webserver. This data
gets forwarded over to thRlySQL database (via REST APIs) for statistical and data
processing purposes pertaining to each ofridevidual CC253&ased node. For scripting
purposes, the PHP script is employed by the server.

T Optimizations foreseen within the O0Perfor ma
the Webserver component wherein the resident Cor@i&nfiguration Interface performs
the function of implementing them on to both virtual and physical nodes.
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5.6 Example WSN Reorchestration Scenarios

Implementations of certain example-aehestration scenarios have been realized via
exerting Contikbae d soft ware control over titegleaf,hree 0
Router and Gateway functions. Suckorehestrations have resulted in changes pertaining to
network topology, network dataflow (direction), performance, basides serving asmeans
to clearly define the rerchestration phase (as well as the phases preceding dhalydets
implications on the network, in terms of network downtime.

5.6.1 Simple Network (Function) Manipulation: Function Swapping Case

Consider the following simdtic case of network rerchestration wherein Contikiased
software control has been employed to
- (initially) pre-configure three nodese.,node ID: 1, node ID: 2 and node ID: 3 within
Cooja to execute the Ol eaf 6,, respeciivei, er 6 a
constituting a thre@odednulti-hop network asshownin figure 519a[26].
- manipulate to functional roles being executed by two of the three nadesode ID:
2 and node ID: 3, as depicted in figur@@a[26].

Figure 519 a[26] illustrates the initial network setup wherein the flow of data is such that
the data sensed by the virtual node (with Node ID: 1) configured with the leaf funaion (
light, temperature and RSSI values as sensed by its phgsigaterpart) is relayed to the
virtual node (with Node ID: 3) configured with the Gateway function, via the intermediate
virtual node (with Node ID: 2) configured with the Router functblh e O mot e out put 6
within Cooja for this initial network corguration is as depicted in figurel® b[26].

(@)}

Upon modifying within the 0brbasadircwaseto op en
enable the desired (pexisting but initially dormant) functional module(s) (andai#ivating
the existing functinal module), a separate Contiki functional module is generated, which when
implemented onto the same virtual node results-orcbestration of the operational behavior
of the same node (in this case;orehestration of a virtual node to a router rotaran end
device role and vicgersa). Such individual node-cgchestrations tend to contribute to the re
orchestration of the entire network as a whole, including its inherent dataflow. This aspect is
elaborated below.

o Network =]ox]

End device (Node ID: 1)

(@)



| File Edit View

Time | Mote | Message

00:02.382 1ID:1 End device with Node ID 1 transmitting random value of light = 23832 lux to Router node
00:02,385 1ID:2 Router (Node ID 2) received random light value data = '23832' lux from end device (Node ID 1)™
00:02.385 1ID:3 Gateway(Node 10 3 received random light= '23832' lux relayed by the router node (Node I...
00:03.382 1ID:1 ml transmitting random value of 11ght = 160 lux to Router node

00:03.384 1ID:2 Router (Node_ID 2) received random light value data = '160' lux from end device (Node_ID 1)
ID:3 Gateway(Node ID 3) received random light= '160' lux relayed by the router node (Node ID 2).

Fitter:

(b)

Figure 519 (a) Virtual threenode multithop network implemented within Coojéy) dMote
out putd window within Cooj a -hophewerk.t i ng

the d

As depicted in figure £0 a[26], activation and due implementation of the (relevant and
intial 'y dormant) 061 eaf & fexistiogtiunabiama ¢doderfed tb uddee wi t
ID: 2 (initially configured to act as a router) through Conpkovisioned software control+e

orchestrates its functional role to that of a leaf node.

Wl

File Edit View

Time | Mote | Message |
00:03.236 ID:2 This is end device with node_ID=2 transmitting random value of light = 5312 lux to the Gatevay when polled.
00:05.382 1ID:1 This is end device with node_ID=1 transmitting random value of light = 880 lux to the Gatewaywhen polled.
00:05.899 1ID:3 Gateway(Node_ID 3) received following random values of light from:

00:05.899 ID:3 End device (Node_ID 1): 880 lux.

00:05.899 ID:3 End device (Node_ID 2): 5312 lux.

00:06.236 ID:2 This is end device with node_ID=2 transmitting random value of light = 2512 lux to the Gatewayvhen polled.
00:08.382 1ID:1 This is end device with node_ID=1 transmitting random value of light = 3776 lux to the Gateway vhen polled.
00:08.899 1ID:3 Gateway (Node_ID 3) received following random values of light from:

00:08.899 ID:3 End device (Node_ID 1): 3776 lux.

00:08.899 1ID:3 End device (Node_ID 2): 2512 lux.

00:09.236 ID:2 This is end device vith node_ID=2 transmitting random value of light = 5632 lux to the Gatewaywhen polled.
00:11,382 1ID:1 This is end device with node_ID=1 transmitting random value of light = 20656 lux to the Gatewaywhen polled.
00:11.899 1ID:3 Gateway(Node_ID 3) received following random values of light from:

00:11.899 1ID:3 End device (Node_ID 1): 20656 lux. :
00:11.899 ID:3 End device (Node ID 2): 5632 lux. M

Filter:

-

(b)

Figure 520 (a) Star topology post rerchestration of the muttiop network depictedin Fig.
4); (b) Star topologybehaviourof thereor chestrated net wor k
window within Cooja.

depict
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This, coupled with r@rchestratinghie operation of the gateway node.(Node ID: 3) via
similar software control to enable polling of its two end devices results in dastad
topological organization wherein the flow of data is such that the data sensed by end devices
(Node ID: 1 andNode ID: 2) is received by the Gateway node acting as sink for the two nodes.
The note output screenshot pertaining to thioorehestrated network is as depicted in figure
5-20 b[26].

Example cases of softwadefined reorchestrations such as the above could be

instrumental in resolving cases of network fragmentation caused by departure of a mobile
(router) node beyond the communication range of the Gateway.

5.6.2 Demand for Flexibility: Topology Related-Case

@ Gateway function Router function @ Leaf function

() (b)

Figure 521 Certain topologicabrientations that ayiven loT-enabledsensor networkould
flexibly re-orchestrateto as a result ofsoftwaredefined reorchestration: (a) Multi-hop
Topology and (b) Star Topology.

The network is initially configured to operate under a rrutip topologicahrrangement
asshownin figure 521 a[26]. Herein, the sampling rate or reporting time imé of each of
the nodes is gradually increased from one to twéingy samples per second (increasing 5
samples per second at a time). Overall packets lost by the network (for these sampling rates)
has been focussed upon as a performance measure Betesequently, via software control,
it is re-orchestrated to operate as a-$tguological network as shown in figure2d b[26].

Thedata communicatiorate ofthedata being sensed by the end device is incremented (in
steps of five samples psecondfrom dléd sample per second to 25 samples per second) for
both the sensonetwork topologtal arrangements in a bih observe the implications. The
packets lost(parametér has been considered #&ke performance measure wiith this
experiment
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Table 52 The impact of increasindata communicatiorates on the packet losgperiened
by the networkconsisting of eighhodes forvariousscenarios.

Data Packets lost
Communication Packets lost  Packets lost (Star
rate (GVulti-hopd  (StarCSMA)  TDMA)
Packet/Sec PPS

1 0 0 0

5 3 0 0

10 5 0 0

15 8 0 0

20 10 4 0

25 12 -- 0

Table 52 [26] clearly depicts the considerable mitigation of packet loss experienced by
the sensor network when-oechestrated from mutiop to a CSMAbased statopological
arrangement, as shown in figuse21 b while the network experiences loss of twelve data
packes when run on muHinop topological configuration at 25 samples per second. The Cooja
simulator ceases to offer any data when the same network is run on -6&4 star
topological configuration at the same 25 PPS. On switching to a Tbas&d star topody,
no packet losses are observed (at least till the sampling rate is increased to 25 samples per
second). This experiment aptly demonstrates the benefit of incorporating a virtual environment
to test and foresee the implications of software manipulafiomdovidual network functions
on the overall network performance.

5.7 Example Network Reorchestration Scenarios with Focus on Re
orchestration Latency

5.7.1 Simple Network Manipulation: Function swapping case

Although softwaredefined re-orchestartion allows for flexible nod®perational
manipulatioms and thereby, if necessary, topological reorganizations, it might be accompanied
by service disruption issues. Service disruption refers to the latency associated with the re
orchestratioprocess, and may temporarily render the network partially (or fully) disconnected.
It is, therefore, of relevant research interest to explore the impact of the reorchestration process
on service delivery. In order to preliminarily investigate the oveatdhicy associated with the
di sruption suffered by the net wor-kwa pap isnigndp I
among two network nodes (belonging to a thmede network) has been again performed on
the virtualenvironemt offerred b ooja.

Herein,a three node stationary network, consisting of end device, router and Gateway node,
is considered, as shown in figure28 a. The leaf node continuously transmits sensed data
(temperature and RSSI) to tlreutel®node, which relays this data overthe Gateway node,
along with its battery level. These are indicated by messades, M\r nitai and 21i.e.,
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Mrc_mnitia Fespectively, as depicted in figure22. Owing to the continuous routing operation

and prohibition f r onrbatteryléevel ofithe guted is hoend { depleted d e
rapidly. It is also assumed that the Gateway node is programmed to initiate the swapping
process once the battery level of the router node falls below the set critical threshold, with that
of the leaf node. &h a simplistic case of automated, quleaged softwareefined re
orchestration aids extension the overall network lifetime, to a certain extent. It also serves a
means to investigate the lateragsociatedvith the reorchestration process, at an eleargnt

level.

The simplisitc function swap process of network reorchestration involves certain
communication transactions (amongst the three node functions) initiated by the Gateway node
as depicted in figure-32. Description pertaining to the ensut@nmunication messages are
provided as below.

Gateway node  Router node Leaf node

O ‘ Initial state

© Msc i (DMIR hisa Tick 1
) RG_Imtial Tl(‘l’ 2
" 3 A\‘IGRiR(L,R) i ‘ Tl(‘k 3
(DML 1w Tick 4

L Gateway node” ~ Rouierl node  Routér node
1 Intermediate state
_Tick S

Routert node

. Final state

©®MIR Fina  Tick 6

MRG Final Tick 7

Figure 522 Communication messages exchanged amongst the constituent network elements
to fulfil the desiredror chestrati on process of o6functi on
router nodes.

1. Upon detecting the f al | -ddirfed thrésieold teveluThe r n o
loT based gateway node transmits messdge,81cr_r-Rr) to the router node, which, in turn,

transmits messagei£., MrL-L(-r) tO the leaf node, notifying to turn into a router node. By

means of invoking the routirgentric software functional modules (and masking the
previously defined leafentric modules), the reception of these messages paotphomous
transformation to a router node.

2. The Gatewy node then issues message5Mcr(rL) to the leaf node so as to invoke leaf
centric software functional modules whilst disabling its routtegtric modules. Thus, the
router node now turns into a leaf node, releiving it from its routing operatiegairements
and thus, conserving battery power, to some extent.
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3. Owing the swapping of amongst the leaf and router nodes, the dataflow within the network
is altered asdlepictedn figure 523b.

(b)

Figure 523 Initial state of the threeode network wherein nodes 1, 2 and 3 arecprdigured
to behave as leaf node, router node and Gateway node respectively; b) Ferafl tsathree
node network wherein the network has undergorerekestration owing to swapping of
functions amongst node 1 (now a router node) and @i@ow adeafd node) causing the
dataflow within the network to get altered.

Normal operation resumes in thisaechestrated network as the rodtiegmed leaf node

transmits its sensrd) ovatd its legtunmed wueg eunt@rpad, M
which in turn routes this data over to the Gateway node (message:ML), as depicted in
figure 5-23 b Upon summation of time intervals of

(obtained through the timestamps sergice from
di sruption timed or éolclkestratiorcpyoéessiumilnarmal datdflowd ur i n
resumes within the network was found to be 2.56 seconds. This disruption time is considerable
(even in the case of this simplen8de network), given thindividual tick messages for an
unperturbed network are of the order of certain milliseconds each. This is illustarted in figure

5-24 as shown below.

Instance at which normal
service (dataflow)
resumes/gets restored

Instance at which
disruption commences

| | | | | I | ;
! Tick1 Tick 2 | Tick3 Tick4 Tick5 Tick 6 I Tick 7!
J
!
LATENCY
Latency = 0.002 ms + 0.852 ms + 0.852 ms + 0.002 ms + 0.852 ms
Latency = 2.56 seconds

Figure 524 Overall latency (associated with the funciswappingbased reorchestration
process) deéuced through summation of time intervafghe individual message ticks.
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As a means to gauge the extent of the downtime experienced in case of a slightly more
involved scenario, an example clegdverned sensor network system due to undergo the
process of phased dynamicarchestration (as documented in secdon2within chapter 4)
as a result of an impending network fragmentation event has been congégréte virtual
representation of this network running within the Cooja simulator has been depicted in figure
5-25 [26] wherein as a result of a certain special wnstance, the mobile routeum
clusterhead nodee.,node 5, tends to irreversibly drift away from the Gateway nicglern(ode
6). As a means to prempt an eventuality wherein the flow @ensed dateemanating from
thedeaf noded(represented by éhnodes 1, 2, 3 and 4) over to the Gateway node (through the
inte-mediate router node in a muhop fashion) ceases (as a result of such fragmentation
scenario), it is required that the ensuing phaseafraleestration process concludes wiitle
electionof the most suitable of the four leaf nodes (which are capable of assuming the role or
function of a router) to switch to a role of that afeplacemerdtrouter, before théleparting

router

ventures

out

of t he

citdhams hexic dssumad that

ranc

the leaf nodes cannot transmit sensed data over to the Gatewagverdé it happens to be
within (any of) their communication rangbut only through an intermediate router node.
However, if need be, the Gateway node is fodpable of establishing direct connectivity with

any of the leaf nodes.

(¥] Network

B8=0

View Zoom

Gateway (que 6)

i®
Router (Node 5) 1
departure trail * &)
6

=
®

/ (Nodes 1,2,3 and 4)

o

4 end devices

Figure 525 Coojabased virtual representation of-wéde network facing impending network
fragmentation owing to departure of a mobile router node away from raragméctivity

[26].
During
dedi cated

t he

first
knowl edge

component

phasel deefntéDatcat Anaby piha s

h dgdpasitbry wi t hi

continually monitors the strength of radio signal messagesaageld between the Gateway

node {.e.,node 6) and the router nodee(,node 5). By means of continuouslpalysingthe
historical data of the strengths of the radio signals so exchanged between the gateway and the
router nodes (example representationvbfch has been presented in Tabid)5it identifies

the patternof departureof the router and subsequently ensues upon triggering an alert to

proactivel yoornhesatatt ba

®Ranni ngo

phase.
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Table 53 Example representation of mobitaiter communication strength.

o RSSI

Time instants (dBm)

m -13

m+1 -16

m+2 -27

m+3 -44

m+4 -61

m+5 =77

m+6 -94

Wit hin -otrhcehedRe ati on Pl anningdé phase, anott

ensues upon figuring out the most suitable leaf node that can replace the departing router. For
the example network in consideration, it has been assumed that only leafwitd IDs 1, 2

and 3 are capable of assuming router functionality, barring the leaf node with node ID 4 from
being a part of the election process (refer to fig&@% [26] and 526 [26]). The election
process involves computation of a fitness mddeleach of the three participant nodes as a
means to determine (and subsequently compare) their normalized weights. The three factors
that have been identified as the key requisite parameters for the fithess model in consideration
are as follows:

1 Radio sgnal strength of each of the participant leaf nodes with respect to its counterpart
(both participant and neparticipant) leaf nodes.

1 Radio signal strength of each of the participant leaf nodes with respect to the gateway
node.

1 The battery power level @ach of the participant leaf nodes.

In this particular case, each of the above three parameters have been assigned equal
weightage so as to enable the dedicated knowledge component to compute the normalized
weights of each of the participant leaf ned8uch assumptions (pertaining to the assignment
of weightages for the different parameters) however, are subject to change, depending either
upon the case for which they are being stated, or as per the knowledge derived through a process
of long-term leaning.

The fitness model (encompassing the aforementioned three parameters) is expressed
mathematically as below:

Whw = [XRSSEps_avg + [a+1XRSSk-ep] + [a+2%BPepg [26],

where,

g=L x (M), a1 = L x (Mj+2) and a2 = L x (Mj+2) denote therespective equalized or
normalizedweightages assigned for each of the three param@tbeese M;, Mj+1 and Mj+2
represent theepresent the fiddle factor associated with each parameter

0 R S&& hvcddenotes the average of the RSSI values for any given participant node with
respect to its counterpart (both participant andpamicipant) leaf nodes,

0 R Scsdddenotes the RSSI value for any given participant leaf node with respect to the
dGatewapand

OB denot es t o datterppowendevel@ohatgi@emdpadicipanbleaf node.
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Her ei n, the oO0fiddled factors acensidered ot ed wi
formulated) in such a way that they are completely independent of each other. The intention
behind this approach was to ensure that equal (and uniform) weightages are assigned to each
and every variablaVeightages assigned to each ofplaeameterhowever may be skeweuh
favour of a parameter that may deserve more weightage as compared to other (A more
dominant parameter may be identified through experience of the application being dealt with).
As a means to elaborate upon the fithessehsal formulated, a sample router fithess calculator
tablefor a given participant node towards electing replacement router (to replace the departing
router nodehas been provided in sectiondAn the appendixFigure 526 [26] presentsan
abstracteccommunication sequence diagraepresenhg the various messages (he order
of occurrence being exchange@mongst the various nodes over the three phases- of re
orchestrationA more elaborateommunication sequence diagramowingall the messages
transpiringamongst the various nodes over the three phasesoofmestratiorprocess, along
with the associated description, has bieetudedin section A5 of the appendix.

S
Gateway node 6 Routernode5 Leafnodel Leafnode2 Leafnode3 Leaf node 4 (is not capable of taming into a router)

) oy O ® O INITIAL STATE ‘Data Analysis
& Event

M Gateway node continually transmits radio Identification’
GR message to the router node to gauge its radio
signal strength as well as its battery level phase.

MRG ! value v
— — = -— o -- = — a=rs = L] o L] L] = —_— = == =
M . Each leaf node A

M messages with their

Leaf broad counterparts.

Each  leaf  nodes

A ¢ 7 | 4 i respond to received
M, s [ —— | broadcast  messages

lleaf recv €

& with their RSSI signal
values.
Each leaf node relays ¥ .
the average of the | Re-orchestration

M M received RSSI sum to Pl.umjng’ phase.
LR_R

RG_RSSILAVG. !g _RBSI the Gateway node.

Gateway node communicating with each

M GL_RSSI| broad participant node to obtain their (respective)
= %F RSSI values with respect to it as well as their

LRI T, U A . AU R g ot
Computatipn of Computation of normalized weight of each
Normalized Weights leaf node.
for cach Ehd Device. v

Notification to elected node 1 to become routerf*
Notification to node 5 to resign

Notif Global notification to leaf nodes that node 1 ‘Re-orchestration
is the new router Execution’
teway node 6 Leaf node 5 Routernode 1 Leafode 2 Leafnpde 3 Leaf riode 4 {is not capable of tuming into a router) phase
l v
M LR Rdsume >< Leaf nodes 2, 3, 4 and 5 transmit sensed dalaA y :
= to router node 1. Resumption of
hﬁ normal network
Router node transmits this data to the dataflow.
RG_Resume Gateway node

Figure 526 Abstracted squence diagram showing tireessages transpiring over the three re
orchestration phases in pursuit of electing the most suitable leaf node to take up the role of the
replacement router.

As can be seen from figureZb,th e -6 Rehestration Pl anningdé p
exchanges of communication messages amongst all the constituent network nodes so as gather
the requisite information for the computation of the fithess models for each of the nodes and
reaches its conclusion upon figuring out the leaf node with the highesiditine final phase
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of -oRehestration Executiond commences with e
Gateway node which include notifying the leaf node with the highest fithess value of its new
Golebas adeplacement routérnotifying all tre nodes regarding the outcome of the election
processi(e.,the elected leaf node would act as the new retltesterhead for them), directing

the departing router to relieve itself of its role as a router, if need be, etc. It concludes with all

the consituent nodes of the network in consideration operating in accordance with their
respectiveposteor chestrationdé roles, thereby resumi.|

At the initial stagédrefer figure 526), node 6 (.e.,the gateway node&pntinuously transmits
messag® MrO t 0 neqttleerouter ngde) to gauge its radio signal strength and battery
levelas partofth@ ngoi ng 6éData Analysis and Event | d e
router node transmits this informationtdagaway node 6 rcdi aThhessdgeéacd
escalated and stored within the cloud where it is monitored by the requisite knowledge
componentThes econd phasehedt réaRe on Pl anningd pha
messag® M. posigd br oadcast ed b yfundiandades6.,nddel, motlel2 t he |
and node 3 (once it is detected and ascertained that the departing router is set to move out of
the networkdéds connectivity chain). &wichs mes s
over to the routefunctional role, if they are capable of turning into router nodes. These nodes
then broadcash series of messages denotedideach other (including leaf node 4 that is
incapabl e of transf or miradp signal valuesarThedmessagésane 6 ) t
responded to by the le&drned router nodes to the other laafnhed router nodes with their
resp. radio signal strength values, as denoted by messagerdMo . Each | eaf no
transmit s rmeb s(aigimy oftthd averages of their resp. radio signal strength
values with respect to their counterpart leaf nodes) to the departing (node 5) router, which in
turn is relayed by node 5 rctrés addg a(t eovmasyi) s tniondge
combired information pertaining to the RSSI values).

Subsequent | w,rssmead S@agedbrobdcasted by node 6
fetch their radio signal strength with respect to itself as well as their resp. battery values.
Me s s ag@eerssiGeM Trepresents the responses transmi
gateway node. Equipped with all the requisite information, the gateway node 6 ensues upon
computation of normalized weight of each of the participant leaf nodes (in accordance with the
fitness model explained and specified earlielpon receiving all the parameters from the
differentparticipatingnodesn the election process, the relevant knowledge component ensues
upon computation and comparison of the normalized weights of all the nodes patrticipating in
the router election process. The leaf node with the greatest normalized weight value of all the
paticipant nodes receives a message frongtieway node directing it to assume the role of
replacement router. A screenshot of the mote output win@ofeature availabl&yithin Cooja
reflectingthe outcome of the election process (computed withirgétewayi.e., node 6) is
depicted in figure 27.

Mote output (B8]

File Edit \View

Time Mote | Message

00:02,384 ID:6 FRHRKkkbkkRXKRKRRERRKKRRRRRRRKKKE FITNESS MODEL COMPUTATION®H##kbdbbbkbrts A
00:02,384 ID:6 The Gateway 1s computing the normalized weight of the participant nodes..... ?

00:02,384 ID:6 MNormalized weight of end device 1 = 68
00:02,384 1ID:6 R R R R R R R R

00:02.384 ID:6 Normalized weight of elected end device 1 = 68
00:02,384  TN:A R R R R R R RS RS v

Filter:

Figure 52 7 Messages related to the outcome of tt
OMote out g26)t &6 wi ndow
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The -ORehestration Execution phased is the
denoted message it Z (in figure 526) get transmitted by node 6, notifying node 1 to turn
into a router, directing node 5 to resign from its role of a rezuerclugerhead and informing
rest of the (participant as well as Rparticipant) nodes about the outcome of the electien (
node 1 is the new router node) and reverting back to their original roles as leafrnoalgs.
normal flow of data resumes withihd network wherein all the leaf nodes transmit their data
to the newly elected router nodewRrkesumda g all sr e
involving node 5 as well once it traverses back to a position that falls within the communication
rangeof the gateway), and the newly elected router node, in turn relaying this information to
node 6 Vi &acr@8 sage OM

The screenshot of Cooj abds 0 n28 depotepthetinstant 6 wi |
of time of node (dlfronsthefralerotcatleafmodatb thag of & routehnode 1
and subsequently commencing upon its duty of gathering sensed data from the leaf node
devices.

Mote output E=e3
File Edit View
‘Tnne | Mote | Message

|
02:04,382 1ID:1 R SRR R R R R R R SRR R R R R R R R R R R SR R S R R R R R R SRR S SRR R R | A

02:04,382 ID:1 This leaf node with node ID=1 has now transformed into a router.
02:04,382 1ID:1 PR EER SRS R R R SRR L EE RS EL SRS SR EEEEEELEEEEEEELEEEEEEEEEE S

02:04.382 1ID:1 Values reported by the end devices (to the router) are as follows:

02:04.382 1ID:1 |Node 2: Battery value = 74 percent, RSSI = -28 dBm|
02:04.382 1ID:1 |Node 3: Battery value = 63 percent, RSSI = -43 dBm|
02:04.382 1ID:1 |Node 4: Battery value = 52 percent, RSSI = -57 dBn| M

Filter:

Figure 528 Screenshot of Coojabs O6Mote Outputod
functional transformation from the role of a leaf node to that of a router node and subsequent
data acquisition from its constituent leaf nof2g].

For scenarios where the implementation outcomes arerppéively derivedi(e., before
the flow of data within the network gets disrupted as a result of network fragmentation), this
phase accounts for the actual network downtime experienced byysiegdmetwork within
the physical layer. For this particular example scenario of networdorohestration, the
downtime experienced by the network equals the time consumed for a total of six messages to
getéexchangedamongst the relevant constituent asdThe overalfre-orchestratioflatency,
on the other hand, takes into account the latencies incurred during each of the-three re
orchestration phasesd., the summation of latencies incurred during all of the three phases).

It is, however, imprtant to acknowledge that results such as the one obtained above are
relative in nature. More exact values of network downtimes can be extiactalling into
account the realvorld factors that accompany the communication processes, in additien to
node networkevel operational parameters viz., sampling rate, number of nodes, topological
orientation, etc.
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The above example, however, brings to the fore the significance of having in placd a
layer (consisting of a virtual platform anditseare knowledge components) for ggmptively
deriving suitable r@rchestrations to be applied onto the physical network. The software
knowledge components could, however, also reside atthe devegsa bl e of execut
c o0 mp u-based gctiitiese., the router and gateway nodes (facilitated by softwarization).

In order to include the element of reality in one of the example processes depicted, the
physical RSSI has also been characterized (with respect to increasing) (for the given
environnent) and used within the virtualization process to reflect the mobility dynamics for
the given virtual process. This reflects the saliency of the virtualization platform in
accommodating for real data emanated from the physical network towards offenimgtacc
control information for manipulating it.

As part of the physical implementation pertaining to the above exampleo@etnetwork
has been implemented within our ALBeNSe lab as depicted in figur9. Here, Raspberry
Pi has been employed detGateway node whereas the router node and end device nodes are
comprised of the Texas Instruments CC2538 node. Data gathered from the end devices is
escalated by the Raspberry Pi (acting as protocol converter) to our remote local server over the
Internet Via the data visualization service provisioned by the cloud layer, a graphical
representation of this data can be viewed online.

Emergency ddor
- Workbench ”\—‘:

End device (node 2) ‘ Kitchen =

duenu3 uepy

End device (hode 1

Display tables -

| Router (node 5) i

Demo and physical
modelling space

Storage Cabinets H:

o T@ IP@ ‘

Figure 529 Physical implementation of the mtitdp network (corresponding to figure 9)
established within the SeNSe lab.

Being continually fed with regime data or information pertaining to the of the underlying
physical network, any change in the topological status (including aspects such as connectivity
pattern, data flow, etc.) or operational dynamics of thesighi/network is reflected within the
virtual network As the router (node 5) moves away from the Gateway (node 6) the radio signal
strength value between the departing rougernode 5 and thgatewayi.e., node 6 gradually
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decrease Herein, aparticular dedicated knowledge component (which is a part of the
monitoring software) continually measures the radio signal strength values of the Gateway with
respect to the departing router.

The trend recording of the communication signal strengfleats the degradation of the
RSSI signals of the departing mobile router as it moves away from the gateway as shown in
figure 530.

® Not secure | sense.aut.ac.nz/MAC/T|/plotgraphs_comparison31 S1.php Q v

RSSI (dBm)

Zoom: [ (4] [5a] [iw] [Tm] (3] [Em] [y [ -31 @¥ods 3 --17 @Nods 426 @Node_5 - -92 1 16:31 September 17, 2019

>
@

Figure53 0 Data retrieved from SeNSe Labbés serve
of the departing router (ned) as it moves away from the Gateway node.

In this particular case, virtualization of the process of detecting the event of departure of a
mobile routing node moving away from the head router (or Gateway) (that could result in
isolation of that parcular part of the network) is focussed upon.

Both Table 54 and figure 81 incrementally refledhe synchronicity of the virtualization
environment in (terms of) mimicking the dynamics occurring within the physical network in a
similar way.

Tabe 54 Real RSSI values recorded for the departing router (with respect to the gateway)
via physical experimentation.

Distance of the departing router with respeg RSSI value of the departing router with resp
the Gateway (m) to the GatewaydBm)

1 -48

2 -57

3 -59

4 -61

5 -65

6 -66

7 -78 (Outside lab premises)

8 -92 (Outside lab premises)
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7] Mote output BE=8
File Edit View

| Time | Mote | Message

10:49:46.382 ID:1 RSSI value of the departing router (with Node ID 4) with respect to the IoT-based gateway =-48 dBm Al
10:49:47.236 ID:2 RSSI value of the end device with node_ID=4 with respect to the IoT-based gateway = - 48 r
10:50:42,382 1ID:1 RSSI value of the departing router (with Node ID 4) with respect to the IoT-based gateway =-57 dBm

10:50:43.236 ID:2 RSSI value of the end device with node_ID=4 with respect to the IoT-based gateway = -57

10:51:38.382 1ID:1 RSSI value of the departing router (with Node ID 4) with respect to the IoT-based gateway =-59 dBm

10:51:39.236 1ID:2 RSSI value of the end device with node ID=4 with respect to the IoT-based gateway = -59

10:52:34.382 1ID:1 RSSI value of the departing router (with Node ID 4) with respect to the IoT-based gateway =-61 dBm

10:52:35.236 ID:2 RSSI value of the end device with node ID=4 with respect to the IoT-based gateway = -61

10:53:30.382 ID:1 RSSI value of the departing router (with Node ID 4) with respect to the IoT-based gateway =-65 dBm

10:53:31.236 ID:2 RSSI value of the end device with node ID=4 with respect to the IoT-based gateway = -65

10:54:26.382 1ID:1 RSSI value of the departing router (with Node ID 4) with respect to the IoT-based gateway =-66 dBm

10:54:27.236 ID:2 RSSI value of the end device with node ID=4 with respect to the IoT-based gateway = -66 >
10:55:22.382 ID:1 RSSI value of the departing router (with Node ID 4) with respect to the IoT-based gateway =-78 dBm

10:55:23.236 ID:2 RSSI value of the end device with node_ID=4 with respect to the IoT-based gateway = -78 M
Filter:

Figure 531 Cooja nodes configured within the Cooja simulator with the real values obtained
from physicalexperimentation.

The environment offered by Cooja to allow for the virtualization (for the router departure
process in this case) is conducive for softwdeéned reorchestration (at the virtual level)
owing to the Contikprovisioned configurabily of virtual nodes using the modular functional
components present within thie Bta and Knowledderepository (as worked out by the
pertinent knowledge components).

As alluded to earlier, dynamic softwedefined reorchestration to turn the electeaf node
to router within the virtualization environment involves Conbkised software control to

switching the functionality embedded within the successfully elected leaf node to that of a

router node by means of implementing or activating the pettfaactional module within the
code. The Contiki codes for the nodes have been included in the Appendix (within Aebtion

The sensed data (emanating from the physical network that is) stored within the Data
repository

Anal ysi sé6
also for further examination and instantaneous influencing of the virtual network itself.

wi t hin t he

purposes

server can not onl

In this particular case, when the monitoring knowledge component detects thdeéipeed
threshold RSSI value has been reached betweerepeatohg router and Gateway, it raises a
trigger to initiate the process of electing a new router.

The

network reorchestration. Available knowledge on such process at the cloud level offers the

number of
p h a s thésamesas that of the virtual implementation. Téwsample considers a case of
rupture arising within a clouthonitored sensor network owing to the gradual departure of the
mobile router node away from the gateway node. This scenario necessitates one of the
constituent leaf nodes among others that is misable to replace the departing router. This
undergoes softwardefined reorchestration and assumthe role of a router to maintain
network connectivity. The example clarifies a dynamic situation within the dooasility
whereas network rupture magke place. Detection of such occurrence prartig need for

communi

cat i o n-orchestratienax@dutiom n s

virtual service of recording tHeehaviouof such process and hsip monitoring and planning
for required action on the physical network. While this offarsimplistic illustration in

y

thd atorementioned rauéet depere event) sut s u c h

e

n
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facilitating the virtualization for given process (the physical organization and related
dynamics), it reflects the possibility of developing virtual counterparts foowsprocesses

either at the early stages of the design or later and as further learning is introduced. On the other
hand, the virtual network may represent a process, or it might cover complex case of various
processes reflecting both the physical netwairkomponents (or nodes) and their dynamic
interconnectivity. It has also put forth our notion of defining the process of demand for network
re-orchestration intthreed i f f er ent phases vitdendébDédi-aalnal
orchestratiofPlan n i n g 6 -ohestratiorRee cut i on o .

Such segregation is directed towards @mdeavourto clearly define the proposed
organi zationds <capacity to det eanptivenfashionor k fr
and O0pl anni ngd -ofchestrations e tha lkackgreusdawithout disgrupting the
physical data collection process beforehand by means of relying on thibased virtual and
software resources. Furthermore, it also aids towards identification of the actual (physical)
network dowtime while implementing the last phase of&ehestration Execution.

5.8 Conclusion

The role played by Contidbased software control in -grchestrating both node and
net work | evel operations at the virtual envi
resource of Cooja simulator has been put forth through a number of entegnexample
implementations. By means of an example case of network fragmentation (caused by departure
of a mobile router node away from the Gateway node implemented within Cooja), efforts
towards studying the aspect of downtime incurred by the netwailstwundergoing re
orchestration were pursued. Prior to this, classification of the various phases involved in the
process of cloudjoverned reorchestration was ensued upon (using this router replacement
case as an example). The entireorehestration pcess was broadly classified into three
phases namely the dDeaetnd i An lehesdraienrdlaa wnREV @G t a n
0 RachestratiorEx ecuti ond phases.

Besides, this particular example was also used to put forth certain effortdaleder
towards incorporating the element of reality into virtualization (by mebtfeedng real world
data obtained from physical nodes into the corresponding virtual nodes) as an attempt to boost
the accuracy of theoft reorchestrationsFinally, the mpact of varying three significant
parameters on the overall-oechestration latency was analysed by means of conduction of
simulationbased experiments within Cooja.
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Chapter 6

Use Case: Dynamic R@rchestration of WSN Deployed for Forest
Fire Monitoring Purposes

6.1 Introduction

WSNs deployed for forest fire monitoring purposes ought to cope with the dynamic network
service and operational requirements that may emanate as a result of sudden fire outbreaks and
potential network fragmentation events. The proposed ideologgaffvmare defined wireless
sensor network (SDWSNpacked bynetwork virtualization offers good potential towards
meeting the dynamic +erchestrationrdemands osuch networks. This chapter attempts to
incrementally demonstrate the above by means of considan example case of network
fragmentation (involving noddeath of a router node caused by dead batteries) conducted on
a preliminarily working virtual model.

Results indicate consistency of the clusteomganizational outcomes, albeit accomipdn
by significant packet losses (for both-igraled and downscaled network scenarios). While
this may be an early stage of laying the ground for this attempt, there exists a significant
potential for this direction of research as it links the two emgrggohnologies in identifying
a potential solution that could contribute to the autonomous W&&d forest fire monitoring
solutions.

6.2 Demand for Dynamic Reorchestration: Setting the Scene for the
Example Case of Network Fragmentation in Consideration

A variety of factors tend to influence WSN deployments meant for forest fire monitoring
purposes (both from the perspective of spatial distribution of nodes across the monitored region
as well as the overall topological orientation of the same). Tiaegge from efficient energy
consumption, distance amongst neighbouring nodes, prediction, rapid detection and location
estimation of a fire outbreak, channel access or contention method, etc. [136].

Certain implementations tend to adopt the fgegyeer topological approach [140, 148]
whereas certain others have opted for a-lased topological distribution of sensor nodes
across the monitored region [137].

A schematic representing a clebdsed forest fire monitoring WSN deployment is as
depcted within figure6-1.
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Figure 61 A schematic representing a clobdsed WSNorganization for forest fire
monitoring purposes.

Dynamics associated with forest fire monitoring may tend to involve of events of network
fragmentation arising out ofteer nodes suffering damage as a result of fire or natural hazards
or as a result of dying batteries from thteetime. Sudden death of a router node acting as a
cluster head of its particular group would masbbally result in immediate and abrupt
disruption ofthee | u st er 6sensed datafijpw i n g

Certain dependent children members nodes, (of the dead or dying router node) might
possibly, get disconnected from the group and thus, render that portion oédioa
unmonitored. Furthermore, such an event may also adversely impact the flow of sensed data
emanating from the lowdevel clusters present within the connectivity chain and vice versa
(Refer figure 61).

Softwaredefined Wireles§ensor Networks (SDWSNS), in conjunction with virtualization
could be conceived to be a highly prospective solution towards satisfying such transitory nature
of re-orchestration demands in a dynamic manner. As emphasized throughout the course of
this reseech work, cloudenabled virtualization could play a significant role towards offering
improved and flexible management of such lasgale deployments, whilst lending itself for
data analysis, remote monitoring as well as prediction (of potential netvagkéntation)
purposes[149150].

It is deemed worthwhile to reiterate the assumption that nodes considered here-are (pre
configured) with the requisite functional mo
of the defined functional roleés a dynamic manndre., a leaf node may assume the router
functional role (and cease to act as a leaf node upon receiving the requisite external signal or
commangl.
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Figure 62 Example schematic of WSN deployed for forest fire monitoring purpsbesan
acertain primary levalouter issuffering from low battery voltage and is about to die (requiring
the network to undergo 4@ chestration).

In keeping with this context, we direct our focus towards a typicatase example of a
router nodegactingd as a clustehead for its group of member leaf nodes, dying owing to
depleted battery levels (Refer figurelh This would tend to rendés dependeritchildren
(i.e.,leaf) nodes unconnecteHence, a new router nodeight tobe electeds its replacement.

This replacement router node should alscabke to accommodatany ofthe unconnected
nodesNetwork reorchestratiorio recover fronthis situatiorcould involve the virtuahetwork

residing within the cloudnd elect &potential replacemed(i.e., thefittest possibldeafnode),

which will then take over the routing rol&lecting a replacement router dependstlos
necessary measurements that are conducted by the relevant nodes and communicated through
asequence of messages among the main nodes in the netwptkestying router, Gateway

node, leaf nodes within theaeh of the gateway node, leaf nodes beyond the reach of the
gateway node and lastly, the routers of other clusters. A router fithess model for each such
eligible candidateodeought to be formulated §1].

6.3 Formulation of Fithess Model

6.3.1 Description of Election Parameters

In order to clearly discern how the parameters would comeeplay,an attempt has been
made to classify them as per two different sta@es, re-electiord and auring electiod
stages
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1) Pre-election parameters
a) (Threshold) Battery level of (the dying Router) node

Information pertaining to depleted levels of battery power of any of the router nodes (by
means of setting a threshold, below which any battery voltage value reportedund itrigger
an alert) could be instrumental in offering an estimation as to which router node may stop
functioning. Such information introducesn option of delay tolerance and thus, aids
improvement of QoS.

Also, this data will offer information ptining to the particular region monitored by the
cluster of nodes of the dying router that may get disconnected and battery voltage level above
the critical level.

b) Rate of battery depletion of (the dying Router) node

This data, in conjunction with the battery level data could be usedmputethe time
available before the node ceases to function. Alternativelypibie ofinformation ould be
used to ompuethe criticalbattery levelalue at whichnformation pertaining to initiating the
election be broadcasted.

c) A repository of addresses of nodes (encompassed by the dying router node)

The dying router has an updated repository or list of its constituent member leaf nodes that
would be rendered disconried from the rest of the network (upon its death). These nodes, if
falling within the communication range of the gateway node, ought to be informed by it to
partake within the process of electing a replacement router node from amongst them. If
unsuccessfulthey are to search for a new parent.

Within the framework of an Oawared6 networKk
could be useful in terms of acquiring gaeowledge of
1 the eventuality of a particular parent router about to die [so adytonitiate (preemptive)

router election process].
1 the estimated time at which router will cease all communication operations

Utilization of such prior knowledge to activate the election process will either prevent loss
of network connectivity or mitigat the time for which the affected leaf nodes remain
unconnected.

2) Election-based (Decisive) parameters
a) Radio Signal Strength of a potential router node from the gateway node

Herein, radio signal strength values of each of the participant nodiésr@spect to the
gateway) are taken into account (eliminating the need to take into consideration the calculation
of respective distances from it). All participant leaf nodes communicate their respective RSSI
values to the gateway node reflecting a ma®ueate estimate of their connectivity with the
gateway node A1].

b) Radio Signal Strength between the potential replacement router node and the
constituent leaf nodes of the cluster that may be deprived of network connectivity

The router eligible to ptake within the election process, along with the leaf nodes falling
within the communication range of the gateway node as well as routers acting asheladter
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for other clusters of leaf nodes as well as eligible routers in the election process, aitempt
establish connectionith leafnodes (that may be rendered disconnected as a result of the dying
cluster head node) that fall outside the communication range of the gateway. This aids
identification of such unreachable leaf nodes would have tacbemmodated by a nearby
routercluster-head node, ensuring its connectivity within the overall network.

c) Ability of potential replacement router to act as a clustethead for maximum number
of leaf nodes that may be rendered disconnected from thmetwork

This parameter has been considered herein on the premise that the replacement router ought
to caterto able to act as a clusteead for as many leaf nodes that may drop out of the
connectivity chain ( as-deaalabedsfaginantationfeventlhhas e n s L
possible. This may also divulge information pertaining to the number of children that may
establish connecti@with the prospective replacement router. Any participant leaf node with
RSSI value below a certain reliable thresholdelevould refrain from forming a connection
with a given participant router node.

d) Number of existing children nodes already connected to the potential router node

Each router node has a certain maximum capacity of connected children leaf nodes. For
exanple, a maximum of 3 nodes may be specified. Lesser the number of children connected to
a potential router, greater would be tressibility of it winning theelection process.

e) Level of battery power of the potential replacement router node

Prevailing evelsof batterypower of the participant nodesveaalso been taken into account
here. This factor ought toe given due weightage along with the aforementioned parameters
owing to its significance towards ensuring reliable connectivity over theting

Figure 62 showshe screenshot of thertual network showing only the region around the
cluster affeatd by the dying router nodélere, the affected leaf nodes participate in the
election process. |If successful, they will assume the functional role of a router node (upon
being remotely invoked via requisite external commands, for the same)

Figure 63 Screenshot of the virtual network showing only the area of the overall WSN
consisting of the cluster wherein member leaf nodes are affected by the dying router node.


































































