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Abstract—TIn this article, a secret image sharing (SIS) scheme
for general access structures (GAS) is designed for distributed
multi-user scenario. In the proposed distributed multi-user SIS
(DM-SIS), multiple secret images are encoded into shadows which
are then distributed to the corresponding storage nodes of a net-
work. By collecting the shadows from nodes, each user is capable
of decrypting the corresponding secret image. Fundamentally,
we utilize an invertible target matrix, which is initially obtained
from the GAS and a base matrix with Vandermonte coordinates,
to construct shadows. To deal with the case of non-invertible
target matrix, three matrix-adjusting procedures are further
introduced. Theoretical analysis, numerical examples, and ex-
periments are provided to verify the feasibility of the proposed
technique. When compared to previous methods, the proposed
approach can implement GAS sharing strategy in distributed
multi-user environment. Meantime, significant improvements on
storage overhead and sharing capacity are also achieved.

Index Terms—Secret sharing, secret image sharing, distributed
multi-user, general access structure.

I. INTRODUCTION

With the exponential rise of multimedia infrastructures, bulk
amounts of image data are captured, stored, and processed.
Regarding data security, sensitive images need to be protected
in these data-intensive ecosystems. To secure confidential
images, techniques such as steganography [1], [2], reversible
data hiding [3]-[5], and encryption [6] were usually adopted.

Secret image sharing (SIS) [7] and visual secret sharing
(VSS) [8]-[11], both derived from secret sharing [12], [13],
have also emerged as effective methodologies for visual data
protection. The well-known (k,n)-SIS splits a secret image
into n random-looking images, called shadows or shares, in
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such a way that any collection having k or more shadows
can recover the secret. Whereas, any subset with (k — 1) or
fewer shadows cannot attain any clue about the secret. With
the pioneer work in [7], various SIS techniques with different
functionalities, such as SIS with steganography and authentica-
tion [14], scalable SIS [15], essential SIS [16], [17], SIS with
privileged sets [18], SIS for intelligent traffic management
[19], SIS for image authentication [20], transform domain-
based SIS [21], and SIS against fake and dishonest participants
[22], were developed. Another essential component of secret
sharing for safeguarding sensitive images is VSS. Differing
from SIS, VSS encodes a binary secret into n shadows such
that any k& or more shadows are capable of visually recovering
the secret without using computational devices. Easy-decoding
property is provided. With the fundamentals of VSS proposed
in [23], numerous VSS schemes were investigated. Most
schemes focused on solving some critical problems, such like
minimizing pixel expansion [24], improving image quality
[25], and providing a flexible sharing strategy [11].

Most SIS methods consider the scenario for sharing one
secret, where a dealer has direct and secure channels to all the
users. Once the shadows are produced, they are readily deliv-
ered to the users by using these channels. However, in many
real-world applications, the direct and secure channel from the
dealer to each user might be not available. More suitably, the
communication between dealer and users can be accomplished
via several intermediate nodes. Based on this assumption, the
distributed multi-user secret sharing protocol (DSSP) [26] was
introduced. In DSSP scenario, multiple secrets are encrypted
into shadows. The dealer is considered as a master node that
transmits the shadows to n storage nodes of a network. Each
user has independent access to a specific subset of k£ nodes so
that he can collect k£ shadows from nodes to recover a specific
secret. The three methods in [26] mainly depend on Shamir’s
secret sharing. By randomly predetermining the values of some
shadows, the coefficients of polynomials are calculated and
then reused to compute the remaining shadows. When the
shadows are significantly overlapped, the storage overhead is
reduced as a result. Improved DSSP was discussed in [27],
where a circulant matrix is adopted for realizing a (k,k + 1)
scheme. The (k,k + 1) method serves as a central building
block to constitute the (k,n) scheme. Their construction is
a step-by-step approach. Given any ¢t > k + 1, a (k,t + 1)
scheme is obtained from the (k,t) approach. By repeating
this procedure for (n — k — 1) times, the (k,n) scheme is
built. However, previous DSSPs [26], [27] are not designed
for images and suffer from the drawbacks, such as restricted
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access structure, high storage overhead, unsatisfactory sharing
capacity, and indirect shadow construction.

In this paper, we investigate the distributed multi-user
SIS (DM-SIS) for general access structures (GAS). Sensitive
images can be protected in distributed multi-user environment.
Meanwhile, the weaknesses in previous methods are improved.
Contribution of this paper is summarized below.

o A DM-SIS scheme suitable for GAS is presented. Dis-
tributed multi-user scenario is extended to image domain
for safeguarding multiple secrets among different users.
When generating shadows, a base matrix with Vander-
monte coordinates is constructed. Based on the GAS, an
initial target matrix is obtained by linearly combining the
vectors of base matrix. Once an invertible target matrix
is achieved, the shadows are constructed accordingly.

o Three matrix-adjusting procedures for constituting the
proposed DM-SIS are introduced. These algorithms are
utilized to alter the initial target matrix when it is not
invertible. The main concept for the modification is to
randomly append additional column vectors or/and row
vectors to the initial target matrix.

o Experiments and comparisons are conducted to show
the effectiveness and benefits of the proposed approach.
When compared with existing DSSPs that are confined
to (k,n) threshold, the proposed technique is suitable for
GAS, which means complicated sharing strategies can be
implemented. Improved storage overhead and enhanced
sharing capacity are also provided. Furthermore, we can
directly create shadows in an efficient manner.

The organization of this paper is given as follows. Section
IT provides traditional SIS and the definition of GAS. The
proposed technique is formulated in Section III. Section IV of-
fers theoretical analysis and numerical examples. Experimental
results and comparisons are shown in Section V. Concluding
remarks are given in Section VI.

II. PRELIMINARIES

The technique of traditional SIS is described in this section,
as well as the basic concept of GAS.

A. Traditional Secret Image Sharing

The (k,n) SIS utilizes Shamir’s method [12] to conceal k
secret pixels into the & coefficients of a (k — 1)-degree poly-
nomial f(z) = (ao—i-Z;:ll ajz’) mod p where p is a prime.
The k coefficients are replaced by £ secret pixels. By choosing
n NON-zero Ii,--- ,Tn, n shadow pixels f(z1), -+, f(ay,)
are constructed and delivered to n participants. Any k shadow
pixels can recover the (k—1)-degree polynomial via Lagrange
interpolation. So that k secret pixels are decrypted. Usually,
the secret image should be permuted [7] in a prior to enhance
the security. Moreover, p = 251 is commonly adopted for
calculations. As a result, the pixels within [251, 255] must be
truncated to 250, and this will lead to image distortion. To
avoid distortion, finite field GF(2%) is usually employed [28].

B. General Access Structure

Suppose 2 = {1,2,--- ,n}is a set having n elements called
participants and denote 2% as the set of all subsets of €.
Definition 1 lists the concept of GAS for conventional SIS
schemes. Additionally, define I'y as the collection consisting
of all the minimal qualified subsets:

g ={Ber®ua.p ¢r@a forall B c B}. (1)

A participant i € € is essential if there exists a set B’ such
that B’ U {i} € T@u! but B’ ¢ T@u! 1In the case where
I'Qual is monotone increasing, I'*°"® is monotone decreasing,
and TQual yTForb — 992 the GAS is said to be strong, and
I’y is termed a basis of the GAS.

Definition 1. (GAS) Let T@" ¢ 29 and TForb € 29 where
reualnrrord — (. Members of T2 are defined as qualified
sets and members of T'T'°T% are classified as forbidden sets. The
pair ([Qual TForb) s called the general access structure.

In contrast to traditional SIS, our method is designed for
distributed multi-user scenario. In our environment, there are
multiple users and several storage nodes. Each shadow is
distributed to a corresponding storage node, and every user
recovers a specific secret from certain nodes. A qualified
subset, which indicates a collection of nodes that can decode
a secret, is correlated with a user. The access structure in our
scheme is somewhat different from the conventional one [29].
The limitations, “the collections of qualified subsets I'gyai
is monotone increasing” and “the collections of forbidden
sets I'orp 1s monotone decreasing”, are removed. The access
structure is not strong and the nodes are essential.

III. THE PROPOSED SCHEME
A. Analysis and Motivation

Most SIS methods focus on the scenario in which the dealer
has direct and secure communication channels with all the
users. Meantime, only one secret image is shared among all
users. These schemes are not suitable for the distributed multi-
user environment. When designing a distributed multi-user
SIS, the following aspects should be carefully considered.

o Access structure. Previous DSSPs and most SISs are
constrained to (k,n). Especially for the DSSPs in [26]
[27], each secret is encoded into k shadows which are
distributed to k storage nodes. Complex sharing strategy
cannot be realized. A scheme for GAS is preferred.

« Storage overhead. The storage overhead for each node is
expected to be as low as possible. However, a node in [26]
[27] might store multiple shadows. Moreover, the number
of shadows assigned to a node would be remarkably large
for some cases.

« Sharing capacity. More secrets are expected to be en-
crypted within the shadows. Existing DSSPs [26] [27]
encode only m = (}) secrets for the (k,n) threshold.
Sharing capacity is anticipated to be higher.

o Way of shadow construction. The shadows of the (k,n)
scheme in [27] are generated in a step-by-step manner.
A (k,t + 1) case is constituted from a smaller (k,t)
method. Such a construction is repeated for (n — k — 1)
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times to accomplish the (k,n) scheme. Their step-by-
step construction [27] is inefficient. A technique that can
directly produce all the shadows is required.

We are motivated to design a DM-SIS such that it provides
solutions to the four mentioned aspects. For access structure,
not only (k,n) threshold but also GAS policy can be realized.
Complicated sharing strategy is provided. To improve the
storage overhead, our approach delivers one shadow for each
storage node. The number of shadows for a node is dramatical-
ly decreased. To enhance the sharing capacity, the maximum
number of encoded secrets is increased to Z?: & (7;), which is
larger than existing DSSPs. For the way of producing shadows,
differing from the DSSP [27] with a step-by-step construction,
the proposed technique outputs all the shadows directly.

(b-1)

(b-2)

(b-3) (b-4)

Fig. 1. A (3,4) scheme by using the method in [27]. (a) Four secret images,
(b) four generated shadows.

In addition, not all secret sharing methods can be directly
applied to images. There exists a security concern when
utilizing the DSSP in [27] for protecting images. A (3,4)
scheme by [27] is realized to illustrate the weakness, as shown
in Fig. 1. To process 8-bit images, ¢ = 251 is adopted. The
circulant matrix M ! for this experiment is given as

83 84 84 84

84 83 84 84 @
84 848384 |°

84 84 84 83

M~ =

Four secret images and four generated shadows are demon-
strated in Figs. 1 (a) and (b), respectively. The secret informa-
tion is disclosed on shadows. Directly applying a DSSP [27]
to images would result in secret leakage. Their approach is not
suitable for images. On the other hand, the proposed approach
can address this security concern by the skillful design.

B. Overview

Transmission of shadows via trustworthy and safe channels
is necessary for secret sharing. However, both dealer and
users are typically connected via a large public network (e.g.,
the Internet) in many real-life situations. Consequently, a
direct and secure channel from dealer to user might be not
available. Distributed secret sharing takes into account the
application scenario that uses indirect secure channels between
dealer and users. The dealer can directly distribute shadows
to all storage nodes through some error-free, reliable and
secure links. Every user can access to a specific subset of
storage nodes, called a qualified subset, with secure channel-
s. Delivering shares allows indirect secure connections. As

compared with conventional techniques, the methods using
indirect connections would require more secure links. But the
overhead of dealer would be reduced since the dealer only
distributes the shadows to the nodes and will not interact with
the users. It is still practical. As secure connections between
dealer/users and storage nodes are utilized, the shadows can be
securely distributed to the user for recovering the respective
secret image. On the other hand, it might be beneficial for
many real-world applications. Consider the Internet of Things
(IoT) scenario, where the dealer assumes the role of an IoT
gateway which manages several servers (i.e., storage nodes).
Every device, acting as a user, has the ability to access and
download resources from a subset of controlled servers.
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Fig. 2. Application scenario of the proposed DM-SIS.
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TABLE I
NOTATIONS USED IN THIS PAPER.

Notation Description
P, , Py m users
O1,--+,0m m secret images
Om+1, cee ,On (n — m) random images
Ny,---,Np n storage nodes of a network
SHy,--- ,SH, n shadows
o1(+), - ,03(-) three target-matrix-adjusting strategies
M a (n X n) base matrix whose row vectors have
nn Vandermonde coordinates
) a (1 X n) row vector with the 3" element being 1 and
i the remaining (n — 1) elements being 0
£ (z) a (1 X n) row vector comprised by bi")s
eE") the 4*" target vector having n elements
E an initial target matrix comprised by target vectors
E an invertible target matrix
S§m) the j”‘ secret matrix having m elements
H; the " temporary shared matrix
Amn a (m X n) coefficient matrix for generating E
Comn an indication matrix to record non-zero elements of A, »
U a collection having different row matrices
14 a collection having different column matrices
R(") a function outputs a random integer within [1, 255]
det(-) the determinant of the input matrix

In the proposed system, there exists a trusty party called
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dealer, n storage nodes of a network, m users, and m secret
images. Let P = {Py,---, Py} be the set of users and
let N = {Ny,---,N,} be the collection of nodes. Our
method is separated into two phases: shadow construction
and image recovery. In shadow construction, m secret images
O1,---,0,, are encrypted into n shadows SHi,---,SH,
which are distributed to n nodes Ny, - -- , N,, of a network. In
image recovery, any user P;, 1 <14 < m, can disclose a secret
image O; from the shadows belonging to a specific subset
of storage nodes. Such a subset is described by a qualified
subset I'; = {iy,---,4:}. The application scenario of the
proposed technique is depicted in Fig. 2. The dealer encodes
m secret images into n shadows by using shadow construction
procedure. Then the n shadows are transmitted to n storage
nodes. Every user is capable of decoding a secret image by
gathering certain shadows from nodes. For example, P; can
download the 1°* and (n — 1)** shadows to decode O;.

All subsets of nodes that can reveal the secret images
form the collection of qualified subsets I'gyqi. The GAS
(TQuat> ' Fors), described in Section II-B, is used to specify
the sharing policy. To guarantee the image data can be well-
processed, finite field GF(28) is utilized. Shadow construc-
tion, matrix-adjusting procedures, and image recovery, which
constitute the proposed system, are described in the next three
sub-sections. For better comprehension, Table I summarizes
the notations used in this paper.

C. Shadow Construction

Based on m secret images O1, - - - , Oy, the dealer generates
n shadows SHy,---,SH,, which are then distributed to n
storage nodes Ny, ---, N,. The main steps are given below.

(1) Build a (n x n) base matrix M,,,, whose row vectors
have Vandermonde coordinates. Let f(™)(z) be a (1 x n)
row vector defined by (™) (z) = 1" | 215" where b\"”) =
[0---010---0] is a (1 x n) row vector with the i*" element

i—1 n—i
being 1 and the remaining (n — 1) elements being 0. Given n
distinct x1,- -+ ,x, € [1,255], a (n X n) base matrix M,,, is
constituted by

£ ()

£ (@)

Actually, M,,,, is a matrix whose row vectors have Vander-
monde coordinates.

(2) Derive an initial target matrix £ based on the
collection of qualified subsets I'g,,; and the base matrix
M. Let T'guar = {T'1,--- ,I'n }. For each qualified subset
r; = {iy,- - ,z’t;, 1 < i < m, calculate the corresponding
target vector e\ by e = S0y ai i f™ (x;) where the
coefficient a; j, 1 < j < n, is generated by

- [R(), itjeT,
g _{0, ifj g, @
R(-) outputs a random integer within [1, 255]. Essentially, egn)

is the linear combination of rows f()(zy),---, f(z,) of

M,,,,. When having m vectors e§"), e

target matrix E is built by

(n)

,em’,a (mxmn) initial
egn)

E= : . )

)

(3) Based on the initial target matrix F, construct
an invertible target matrix E (i.e., det(E) # 0 where
det(E) denotes the determinant of £ over G F'(2%)). For the
following three cases of m and n, three target-matrix-adjusting
strategies o1(-), o2(+), o3(:), given in the next sub-section,
would be employed accordingly to obtain E.

(i) m = n. The target matrix FE is obtained by

(6)

5o B ifdet(E) £0,
T N o1(B), if det(E) = 0,

where o1 (F) turns E into an invertible matrix by randomly
adding one row vector and one column vector into £. When
o1(-) is adopted, the size of E is altered to (n+1) x (n+1),
and the base matrix is accordingly modified to

f(”’+1)(m1)

Mnt1)y(nt1) = (@)

f(n+1.)(mn)
FOD (z41)
(i) m > n. The target matrix is accomplished by E =
09(E) where 02(E) randomly appends (m — n) additional
column vectors to E to form an (m x m) invertible target
matrix E. Similar to case (i), the base matrix is altered as

£ (1)
Mpym = : . (8)

f(7n)‘(l'm,)

(iii) m < n. E is derived by E = o3(E) where o3(E)
randomly adds (n—m) additional row vectors to E to construct
a (n x n) invertible target matrix .

(4) Generate shadows based on the invertible target
matrix £ and m secret images O, - - - , O,,. Suppose each
secret image O;, 1 < i < m, consists of W x H pixels. We
denote the j** (1 < j < W x H) pixel of the i*" secret image
as O; ;. Let E~! be the inverse of E. The following three
situations are employed to create shadows.

(i) m = n. Two situations are considered for generating
shadows: (a) det(F) # 0, and (b) det(E) = 0. For the first
situation, since det(E) # 0, according to Eq. (6), the target
matrix E is the same as the initial one. For 1 <j<WxH,
a secret matrix Sj(.m) having m elements is constructed by

[ O11
O21
s ifj =1,

Om,1
O1,; +1101,51
Oz, + 1202 ;1

S; m) _ - (9)

L ifj > 2,

L Om,j + 7mOm j—1

where 7y, -, 71, are m non-zero random integers. Then, a
temporary shared matrix is built by H; = E~! x S](.m). The
j'" pixel of the i'" shadow SH; ; is produced as SH;; =
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f(”)(:vi) x Hj;, 1 <1i < n. As all the secret pixels have been
processed, n shadows SHy,--- ,SH, are obtained. These n
shadows are transmitted to n storage nodes.

For the second case, the size of E is altered as (n+1)x (n+
1) by o1(+). Accordingly, (n+1) secret images are required to
create (n+ 1) shadows. Note that, a (W x H) random image
On+1 is regarded as the (n+ 1) secret image. Therefore, we
achieve (n + 1) secret images Oy, -, Oy, On+1. The secret
matrix Sj(.”ﬂ) with (n 4 1) elements is obtained by

[ O11

; Lifg =1,

On,1
10)

g+ _ ) L Ong1a 10

7 O1,j +7101,51 10

. , ifj > 2,
On,j +700nj-1
L Ont1,j + 7"n410n41,5—1

where r1, -+ , 7y, "ny1 are (n+1) non-zero random numbers.
Similarly, we can obtain the shadow pixel SH; ; by SH; ; =
FOD(2) x Hj, 1 < <n+1, where H; = E~1 x SJ(-"+1 )
Finally, we have (n + 1) shadows SHy,---,SH,,SHp41.
The n shadows SH4,--- ,SH, are delivered to n nodes. The
(n + 1) shadow SH, . is referred to as a virtual shadow
which is made public. Herein, the concept of virtual shadow
is employed. When the adjusting procedures are used, the
column size of the target matrix might increase. Additional
shadows might be produced as a result. These additional
shadows are called virtual shadows. As virtual shadows would
be required in image reconstruction, they are made public once
these shadows are constructed.

(i) m > n. According to o5(-), E is a (m x m) matrix.
Since m > n, (m —n) random images On+1, e ,Om are re-

quired to form m secret images O1,--- ,0,,0n41,- -, O
At this time, the secret matrix S](-m) is derived by
[ O11
On,1 .
A ,ifj =1,
Ont11 J
S;wn) _ L Om,,l an

O1,5 +7101,51

R On,j+ Tn,olb,j—l Cifj> 2
Ont1,j +Tn410n41,5-1

Om,j +T™mOm,j—1

By using the same approach, we constitute SH; ; by SH; ; =
fO () x Hj, 1 < i < m, where H; = E~' x Sf’”).
Finally, m shadows SHy, ---, SH,, SH,11, --+, SH,, are
achieved. Among them, the n shadows SHy,---,SH, are
distributed to n nodes, and the remaining (m — n) shadows
SHy,4+1,--+,SH,, are made public.

(iii) m < n. When m < n, (n — m) rows are randomly
added to E to obtain a (n x n) invertible target matrix
E by procedure o3(-). In this case, we derive (n — m)

random images O,,4+1, -+ ,0, to form n secret images

O1,++ O, Omy1,- -+, Oy. The corresponding secret matrix
5™ with n elements is given b
p given by
[ O11
Om 1 g e
A ,ifg =1,
Om+1,1 J
sm — L Ona (12)

J O1,5 +7101,j-1

Om,j +7mOm -1

. " ifj>2
Om+1,j + Tm4+10m+1,5-1 |’ ’

On,j +7nO0On,j-1

Similarly, shadow pixel SH; ; is built by SH; ; = F) (2;) x
H;, 1 <i<n, where H; = E-1x S;"). Finally, we have n
shadows SHy,---,SH, which are given to n nodes.

In summary, when all shadows are produced, the first n
shadows are distributed to the n nodes and the virtual shadows
are made public. Meanwhile, the random integers used for
building the secret matrix are kept by the users.

D. Strategies for Adjusting Target Matrix

Three adjusting procedures are proposed to derive an in-
vertible target matrix £ from the given matrix E. Prior to
introducing the algorithms, the analysis of initial target matrix
E is provided below.

Given any row vector egn) (1<i<m)ofE, e§”) is the lin-

ear combination of the row vectors f(™)(z1),---, f")(x,,) of
the base matrix M,,,, as represented by e§” = ai71f(”)(331) +

oo+ @ f™(z,). Denote a (m x n) coefficient matrix for
generating E' as

ai,1 a2 a1,n
a2 1 az 2 az,n

Amn = . . . . (13)
Am,, 1 Am 2 Am,n

Then E is rewritten as £ = A,,,, X M,,. The inverse of
E can be accomplished by E~! = M} x A L. M,, is
actually a (n x n) Vandermonte matrix. M,,,} always exists.
Hence, if A,,, is invertible, we can calculate £~! via the
foregoing equation. It also implies if det(A,,,) # O then
det(E) # 0. Based on the coefficient matrix A,,,, we
introduce an indication matrix C,,,, to record the non-zero
items of A,,,, as represented by

C1,1 C1,2 C1,n

C2,1 C2,2 C2,n
Comn = . . . . (14)

Cm,1 Cm,2 Cm,n

where
17 if Qs 5 75 0,

cij = > 15
“J {O, otherwise. as

According to the analysis, three target-matrix-adjusting pro-
cedures o1(+), o2(-), and o3(-) are given as follows.
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1) Procedure o, (-): For the case of m = n with det(F) =
0, o1() is utilized to add one row vector and one column
vector to F for obtaining a (n+1) x (n+ 1) invertible matrix
E. The following four steps describes o7y (-).

(1) Let u; = [Ci’lci’g . "Ci,n]9 1 <4 < n, be the ith row
of the indication matrix Cp,,. Then C,, is represented as
Chn = [ugug - - -u,]T. Generate a collection U having (2" —1)

different (1 X n) row matrices by

177 017 117
0 1 1

U= . s . . . (16)
0 0 1

Note: the all-0 row matrix is not included in U. Construct a
row matrix collection U by U = U\{uy, - ,un}.

(2) Randomly select one row matrix @ from U. Append @
to Cpy, to build a (n + 1) x n matrix C(;,41),. as denoted by

ul C1,1 C1,2 Cl,n
ug c2,1 C2,2 C2,n
Cinyiyn = : = : : : .an
Unp Cn,1 Cn,2 Cn,n
u Cn+1,1 Cn+1,2 Cn+1,n

(3) Suppose that v; = [c1 2+ cpy1 )7 is the j7 (1 <
J < mn) column of C(,41),. Then, C,41), is represented as
Cint1)n = [v102 - - - v,]. Derive a collection V' with (2" — 1)
different (n + 1) x 1 column matrices by

1 0 1
0 1 1
1
V= 0 ) 0 . 18)
1 1 1

For each column vector in V/, the (n+ 1)”‘ element must be 1,
and the remaining n elements cannot be all Os. Then, achieve a
collection V by V = V\{vy,--- ,v,}. Randomly choose one
column matrix # from V. Build a (n + 1) x (n + 1) matrix
Clnt1)(n+1) by concatenating v to C'(,, 1), as given by

C(n+1)(n+1) = [viva -+ - v, D)

c1,1 c1,2 Ci,n Cl,nt1
c21 c22 Cc2n C2 i1
(19)
Cn,1 Cn,2 Cn,n Cn,n+1
Cn41,1 Cn41,2 Cn+1,n Cn+1,n+1

(4) According to Steps (2) and (3), (2n+1) elements ¢, 41 1,

“, Cpt+lmt1s Clntls *°°» Cnnt1 are added into C, to
obtain C,,11)(n+1)- Then, we achieve (2n + 1) new elements
“, Qpopt1 Via

Ap4+1,15 * 5 Qp4lnt+1s Al n+1s

R(), if Cq i = 17
i = ’ 20
@i {0, otherwise. 0

By adding these (2n+1) elements to A,,,, a (n+1) x (n+1)
coefficient matrix A(,{1)(n41) is provided by

a1 a2 ail,n a1 ,n+1
a1 a2 2 az n a2 n41
Aty (nt1) =
an,1 an,2 Gn,n nnt1
An+1,1  QAn41,2 An+tl,n  Onil,n+tl

1)
(5) Calculate det(A(,41)(nt1))- If det(Ami1ym+1)) # 0,
accept this matrix. Otherwise, repeat Steps (2)-(4) until the

condition det(A(,41)(n+1)) # 0 is met. At this time, an
invertible coefficient matrix A, 41)(n4+1) i obtained. The
invertible target matrix E is achieved via F = A(nt1)(nt1) X
M(n41)(n41)- Since one additional column vector is appended
to the indication matrix, the qualified subsets should be
updated accordingly. For the i*" (1 < i < m) row, add (n+1)
to 1—‘1 if Cin+1 7é 0.

2) Procedure o3(-): When m > n, o3(-) is adopted to
modify the initial target matrix by adding (m — n) column
vectors, as accomplished by the following steps.

(1) Denote the indication matrix as Ci,, = [v10g - - - Uy]
where v; = [c1 jcaj -+ m ;)T is the j (1 < j < n) column
of matrix C,,,,. We build a column matrix collection V' by

1 0 1
0 1 1

V= I N IR . (22
0 0 1

Collection V' contains (2" — 1) different column matrices
whose sizes are (m x 1). The all-0 column matrix is not
included in V. Produce a collection V = V\{vy, - ,v,}.

(2) Randomly select (m — n) different column matrices
V1, ,Um_pn from f/, and concatenate them to C,,,. The
newly formed matrix C,,,, is expressed by

Crm = [U1 - UpD1++ Dm—n]
€11 o Cin Cl,n+1 C1,m
€21t C2nm C2 41 C2,m ©23)
Cm,1 Cm,n  Cm,ntl Cm,m

(3) Essentially, m x (m —n) elements ¢1 41, - *» Crmont1s
Clyms ***» Cm,m are added for achieving C,,,. The
corresponding m X (m — n) elements a1 p41, =+, Gmontis
© @1,m, ", Gm,m are used to constitute A,,,,, where the
mx (m—n) elements are determined by Eq. (20). The (mxm)
coefficient matrix A,,,, is represented as

ai,1 ai,n ai,n41 at,m
a1 a2 n a2, n+1 az,m

Amm = . . . . . . G2
Am 1 Am,n Am ,n+1 Am ,m

(4) Compute det(Amm). If det(Amm) # 0, accept

this matrix. Otherwise, repeat Steps (2)-(3) until we have
det(Amm) # 0. Finally, we achieve an invertible coefficient
matrix A,,,,. The target matrix E is then constructed by
E = Apm X Mpm. Update the qualified subsets based on
the new elements of C,,,,,. That is, for the i*" (1 < i < m)
row, put ¢ to I'; if ¢;; # 0, where n+1 <t < m.

3) Procedure o3(-): When m < n, procedure os(-) is
employed to alter the initial matrix by appending (n — m)
row vectors. The alternation is given as follows.

(1) The row vector u; = [¢;1Ci2 - Cinl, 1 <1 < m, is
used to denote the indication matrix Cy,,, = [ugtia - - - Up, )T .
Build a set U having (2" — 1) different row matrices by

117 o717 117
0 1 1

U= . . FEEERI . (25)
0 0 1
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The size of each row matrix in U is (1 X n), and the all-0
rpatrix is not included. Then, obtain a matrix collection U by
U=U\{u1, - ,um}
(2) Randomly choose (n — m) different row matrices 1,
-, Up—m from U , and append them to C,,,, for building a
(n x n) new matrix Cp,,, as represented by

u1 c1,1 c1,2 Cl,n
C _ Um _ Cm,1 Cm,2 Cm,n (26)
nn = ~ =
ul Cm+41,1 Cm+1,2 Cm+1,n
Up—m Cn,1 Cn,2 Cn,n

(3) Based on the n x (n — m) new elements cp,41,1,

5 Cm+41ms " Cnds "*» Cnpp in Cpy, we calculate the
corresponding n X (n —m) coefficient elements @, 411, - -,
m+1,ms " On,1> - > Gnpn by Eq. (20). Thus, the (n x n)
coefficient matrix A,,,, is determined as

ai,1 ai,2 ai,n
A _ Am,1 am,2 Am ,n @7
nn =
Am+1,1 Am+1,2 Am+1,n
an,1 an,2 Qn,n

(4) Compute det(Apy,). If det(A,y,) # 0, accept this matrix.
Otherwise, repeat Steps (2)-(3) until det(A,,) # 0. As a
result, an invertible coefficient matrix A,,,, is obtained. The
invertible target matrix F is constructed via F = Apn X Moy,

For the coefficient matrix and indication matrix, they only
involve in calculating the target matrix. Once the target matrix
is constructed, these two matrices are no longer utilized. The
coefficient matrix and indication matrix will not be kept.
On the other hand, the base matrix and target matrix are
adopted for image recovery. To facilitate the process of image
reconstruction, both matrices are made public. The user can
access these two public matrices while decoding the secret
image. Even though the two matrices are crucial, the security
of secret depends on the shadows. According to the proof
of Theorem 2, only when all the shadows correlated to the
qualified subsets are collected, the secret image is revealed.
Publishing both the base matrix and target matrix does not
compromise the security.

E. Image Recovery

In image recovery, a secret image is revealed by a user from
the corresponding nodes. Note that, one user decodes only one
secret image. Any single user cannot recover multiple secret
images. Each user P;, 1 < ¢ < m, is correlated with a qualified
subset I'; = {iq, - A AT ,Eq},where SH;,,--+,SH;
are the ¢ shadows from nodes and SH%tH, e ,SH;Q are the
(¢ — t) virtual shadows that are publicly accessible. Secret
image reconstruction for P;, 1 <1¢ < m, is depicted below.

First of all, P; retrieves ¢t shadows SH;,,---,SH,;, from
t nodes of the network, and obtains (¢ — t) public shad-
ows SHEHN"' ’SHiq' Then, achieve the i*" target vec-
tor ¢; from the target matrix E. Calculate the revealing
vector w; which satisfies the condition €; = w; x M,

where Mp, is a matrix constituted by selecting the relat-
ed rows 41, -- ,it,it+1,-~- ,iq of base matrix M. A tem-
porary pixel s;;, 1 < ¢ < m, 1 < 57 < W x H,
is calculated by s;; = w; x SHr,; where SHr,; =
[SHi, j, -+ ,SH;, ;,SH; . ,SH;q,j]T. The secret pix-
el is achieved by

it41,]" ’

28
si,; — 104,51, otherwise. @8

When all secret pixels have been decrypted, secret image O;
is recovered.

IV. THEORETICAL ANALYSIS AND NUMERICAL EXAMPLE
A. Theoretical Analysis

The correctness and security of the proposed scheme are
evaluated theoretically. Theorem 1 shows that the shadows
correlated to a qualified subset can recover the corresponding
secret image. The security of the proposed scheme is analyzed
in Theorems 2 and 3.

Theorem 1. The shadows correlated to a qualified subset I'; €
T'Quai can reveal the corresponding secret image.

Proof. Let O; (1 <1i < 'm) be the secret image correlated to a
qualified subset I';. According to Eq. (28), the j*" secret pixel
O;,; can be decrypted when the corresponding temporary pixel
s;,; is correctly recovered by s; ; = w; X SHr, ;.

Let SHQ_’]‘ = [SHl,j SHQJ' s Sanj]T be a (]. X ’fL) col-
umn vector having n shadow pixels, where Q@ = {1,2,--- ,n}.
Since SH; j = f™(x;) x H;, SHg ; can be derived by

SHq j = Mup x Hj = My x B~ x S

= My, x M, x AL x 88 = A7) x 56

nn

(29)

(n) _ T :
where S} = [s1; 82,7 -+ Sn;]" is a column vector having

n temporary pixels. For SHq ; = A} x S J(n) by multiplying
a matrix A, on both sides, we obtain A, x SHq ; = App X
ASl x SJ("). That is S](H) = Apn X SHg ;. As a result, the
it element of SJ(-n) is obtained by s; ; = [a; 102 i) ¥
SHq j where [a;1 a; 2 -+ a;n] is the it" row of 4,,,,. For a
qualified subset I';, since A,,,, is a coefficient matrix, we have
a;; #0if j € T'; and a; ; = 0 if j ¢ I';. Thus, we achieve
[ai71ai,2~--ai7n] X SHQ,J' = w; X SHF“j where w; is the
revealing vector satisfying e; = w; x Mp, and SHy, ; is the
vector containing the ;' pixels of the shadows correlated to
I';. The above analysis confirms that the temporary pixel s; ;
can be correctly revealed by s; ; = w; x SHr, ;. Afterwards,
the j*" secret pixel O;, j can be successfully decoded. One can
decode secret image O; by the shadows belonging to I';.

O

Theorem 2. The shadows correlated to a subset T' ¢ T gy
cannot give any clue about the secret images.

Proof. According to the proof of Theorem 1, a secret pixel
0;,; is decoded only when the corresponding temporary pixel
84,5 1s successfully recovered. Given any qualified subset I';,
the corresponding temporary pixel is recovered by s; ; = w; X
SHr, ;. SHr, ; is the vector having t; pixels of the shadows
correlated to I';, where ¢t; = |I';|. It implies the temporary pixel
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can be reconstructed only when all the ¢; shadows belonging
to I'; are obtained. For each qualified subset I';, it is actually
a (t;,t;) secret sharing scheme. For any subset I' ¢ I'gyq
and Tguar = {T'1,T2,--- , I}, we have T #£ Ty, T # Ty,
, and I" # T,,,. Consequently, the shadows correlated to I"

cannot give any clue about the secret images.
O

Theorem 3. The virtual shadows cannot reveal any informa-
tion about the secret images.

Proof. According to shadow construction, when m = n with
det(E) = 0 or m > n, there exist virtual shadows. The proof
of this theorem is accomplished via the two situations.

For the situation of m = n with det(E) = 0, C(y41)(n+1)
is achieved by adding one row matrix and one column matrix
to Cppn. As a result of this, a virtual shadow SH, ;1 is
created and n qualified subsets might be updated. Actually,
for 1 < i < n, the i** row of Clnt1)(n+1) TEpresents
a qualified subset I'; that can reveal the i*" secret. More
concretely, if ¢; p41 = 1, I'; = {i1,---, 4} is updated as
Iy = {i1, -+ , iy, n+1}. For the (n+1)"" row of C(y41)(nt1)»
it also denotes a subset. However, the revealed image by this
subset is a random image On+1. For each subset correlated to a
row of C(,,41)(n+1), We prove that the virtual shadow SH,, 1
cannot reveal the corresponding secret image. (i) For the first
n rows of C(,L+1)(n+1), when ¢; 41 =1 with 1 < ¢ < n, the
virtual shadow pixel SH, 1 ; involves in recovering the i*"
secret pixel O; ;. According to the proof of Theorem 2, the
updated qualified subset T'; = {41, ,i¢,n + 1} correlates
to a (¢t + 1,¢ 4 1) secret sharing scheme containing (¢ + 1)
shadows pixels SH;, j, -+, SH;, j, SHy41,5. Thus, SHy 4 5
cannot disclose any clue about O; ;. (ii)) When ¢; 11 = 0
with 1 < i < n, the qualified subset remains the same (i.e.,

; = {i1,--- ,4¢}). The virtual shadow pixel SH, 1 ; is not
respons1ble for decrypting the *" secret pixel O;.;. Hence,
SHp41,; gives no clue about O; ;. (iii) Furthermore, for the
(n+1)*" row of C(nt1)(n+1), the revealed image is a random
image On+1. SHp 41,5 cannot provide any information about
the other secret pixels. According to cases (i)-(iii), the virtual
shadow SH,,;1 discloses no clue about the secrets.

For the situation of m > n, (m — n) column matrices
are appended to C,,, to obtain C,,,,. Thus, (m — n) virtual
shadows SH, 1, , SH,, are produced. Meantime, an
updated qualified subset I'; corresponding to the i*" row of
C,m is used to recover the " secret where 1 < i < m.
For every qualified subset, we verify that the (m — n) virtual
shadows SH, 11, - -+, SH,, cannot decode the corresponding
secret image. Let I'; = {iy,--- ,4;} be the i'” initial qualified
subset where 1 < i <m. (i) When 1 < ¢—t <m—n, gt+1 #*

-#i4 € {n+1,---,m}, the subset T; corresponding to the
it" row of Cyy, is updated as Ty = {iy, - -+ ,ig,dpp1, - ,iq)-
Essentially, T'; correlates to a (g, q) secret sharing approach
having ¢ shadows pixels SHi1 g» sy SHy, g, SH;t NUTREED
SH; .. Note that, SH;, g . SH; . arethe (¢— t) virtual
shadow pixels mvolved in decodmg secret pixel O; ;. Only
when all the ¢ shadow pixels are employed, O;; can be
decrypted. These (¢ — ¢) virtual shadow pixels give no clue
about O; ;. Further, the remaining (m — n — ¢ + ¢) virtual

shadow pixels are not responsible for reconstructing the secret
pixel. Hence, all these (m — n) virtual shadow pixels cannot
reveal the secret pixel. (i) When g—t = 0, I'; keeps unchanged
(e, Ty = {i1, -+ ,it}). All these (m — n) virtual shadow
pixels do not involve in recovering the secret pixel. They
cannot disclose the secret pixel. Based on cases (i) and (ii),
we conclude that the (m — n) virtual shadows SH, 1, - - -,
S H,, provide no clue about the secrets.

O

B. Numerical Example

Numerical examples are provided to understand the pro-
posed algorithm. Example 1 depicts the shadow construction
and image decryption of the proposed method. Examples 2-4
mainly show the three target-matrix-adjusting procedures.

Example 1. Consider the shadow construction and im-
age recovery of the proposed DM-SIS for T Quai
{{1,2},{1,3},{1,4},{2,3,4}}. Four distinct variables are
T1 =2, 20 =7, 3 =9, and vr4 = 11. The base matrix
Myy and coefficient matrix Ayy are given as

12 4 8 66 13 0 0
17 21 107 244 0 87 0

Mas=| 1 o 6 115 ["2=] 714 0 o ¢ | O9
1 11 69 221 0 39 24 103

The initial target matrix E is achieved by

79 167 252 143
163 32 196 69
E=1 116 222 86 67 Gh

88 155 185

Since det(E) = 91 over GF(28), E = E. The inverse of E
is calculated as

207 217 92 76

.1 | 124 25 115 199

B = { 130 250 190 40 32)
207 175 9 230

Suppose the first and second pixels of four secret images are
01’1 = 211, 0271 = 29, 03’1 = 156, 04’1 = 8 and 0172 =
199, Og.2 = 40, O35 = 177, Oy 2 = 15, respectively. Let the
four random numbers be r1 = 143, ro = 5, r3 = 39, and
rq = 212. Two secret matrices S£4) and 554) are obtained by

211 199 + 143 x 211 243
(4) _ 29 (4) _ 40 +5 x 29 _ 65

St = 156 } Sy = { 7T 4+39% 156 | = | 40 G3)
8 15 + 212 x 8 225

Two temporary shared matrices Hy and Ho are generated as

162 0

a1 (4) _ 241 _ A1 (4) _ 126
Hy =FE " x8; |:190 ,Hy = E ~ xSy = 148 |- (34)

187 118

As a result, the first shared pixel of the first shadow is
calculated by SH; ; = f*)(2) x Hy = 46. By using the same
method, the first shared pixels of the remaining three shadows
are SH271 = 98, SH371 = 58, and SH471 = 42. Similarly,
the second shared pixels of the four shadows are computed as
SHLQ = 1, SHQ’Q = 139, SHS’Q = 208, and SH472 = 27.
The shadow pixels are distributed to 4 nodes of the network.

Py is correlated with T'1 = {1,2}. By collecting the first
and second shadows from the first and second nodes, Py can
reveal the first secret image. Since P is the first user, the first
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row of E is selected as target vector, as denoted by e; =
[79 167 252 143]. By choosing the first and second rows of
Myy, the partial base matrix M{l’g} is obtained as

2 4 8} 35)

M2y = [ 17 o2 107
The revealing vector wy satisfying e; = wy X My 9} is com-
puted as wy = [66 13). When SH;y 1 = 46 and SHy1 =98, a
temporary pixel sy is calculated as 51 = [66 13] x [46 98]T =
211. Then we have Oy = sy = 211. When SHy 3 = 1 and
SHy.5 = 139, we obtain sy = [66 13] x [1 139]T = 243. Then
O12 =52 —11 x 01,1 = 243 — 143 x 211 = 199. The two
secret pixels of Oy are successfully reconstructed. By using
the same approach, P>, Ps, and P, are able to recover the
secret pixels as well.

Example 2. Consider the target-matrix-adjusting procedure
o1(+) for the proposed DM-SIS with T guu={{1,2}, {3,4},
{1,2,3}, {1,2,3,4}}. Four distinct variables are ©1 = 1,
To = 2, x3 = 3, and x4 = 4. The base matrix My, and
coefficient matrix Ayy are obtained as

111 1 3 3 0 0
1 2 4 8 0o o0 22 1
M44[1 305 15}"444[6 6 18 0 (36)
1 4 16 64 12 12 2 2
As a result, the initial target matrix FE is generated by
0o 5 15 27
23 62 94 146
b= [ 18 60 68 216 1 : SO
0 26 22 242

Since m = n = 4 and det(E) = 0 over GF(2%), procedure

o1(+) is adopted to generate E. The indication matrix Cyy is

1 1 0 0
00 1 1
11 1 0 |-
11 1 1

We can derive the row matrix collection U. Then, randomly

choose a row vector & = [0 1 1 0] from U. By appending i

to Cyq, we have Csy as below. Moreover, the column matrix

collection V' is generated. We can randomly select a column

vector = [10001]7 from V and add it to Cs4 to constitute
Css, as given below.

Cyy = (38)

5 055 = (39)

&

IS

Il
O == O -
O
=== O
O OO
O~ = O
=== O
O
(=R el =]
O OO

Based on the 9 added elements of Css and Ay, the (5 X 5)
coefficient matrix Ass can be determined as

3 3 0 0 121
0 0 22 1 o0

Ass=| 6 6 18 0 0 (40)
12 12 2 2 0
0 98 210 0 33

At this time, det(Ass) = 195 # 0. We accept this coefficient
matrix. Meanwhile, based on My, and a random non-zero
variable x5 = 5, the base matrix Mss is achieved as

11 1 1 1
1 2 4 8 16

Mss=|1 3 5 15 17 A1)
1 4 16 64 29
1 5 17 85 28

9
The target matrix E is finally constructed by
121 133 181 115 230
) 23 62 94 146 118
E=Assx Mss = | 18 60 68 216 73 42)
0 26 22 242 212
145 10 35 202 166
Additionally, the inverse of E is
76 21 243 217 46
) 159 116 116 71 227
E™'=| 18 52 231 177 150 43)
233 219 225 131 13
166 116 70 209 156

The collection of the qualified subsets is updated as I gyq1 =
{{1,2,5},{3,4},{1,2,3},{1,2,3,4}}, where the 5! shadow
in {1,2,5} is a virtual shadow. Note that, a row [0 1 1 0 1]
is added to the indication matrix Css, but the corresponding
subset {2,3,5} is not added to T gyq since {2,3,5} only
reveal a random image.

Let the first and second pixels of five secret images
are (151,237,119,19,238) and (72,90,160,110,64), re-
spectively, where 238 and 64 are the pixels from random
image. Five random numbers used in sharing phase are
(172,57,48,94,227). Two secret matrices S£5) and Sés) are
calculated by

151 72 4151 x 172 169
237 90 + 237 x 57 22

s® =] 119 |,8 = | 1604+119x48 | =| 197 44)
19 110 + 19 x 94 5
238 64 + 238 x 227 236

Two temporary shared matrices Hy and Hy are generated by

111 140
91

Hi=E1'x8® =| 43 | Hy=E"'x8® =] 99 (45)
161 102
126 157

As a result, the first and second shared pixels of five
shadows are calculated as (201,181,242,96,186) and
(79,153,19,81,57). For Ps withT's = {1,2,3}, P can reveal
the third secret image by collecting the first, second, and third
shadows from the corresponding nodes. The target vector for
P5 is e3 = [121 133 181 115 230). The partial base matrix
My ,2,3) is obtained by
111 1 1

Mz =|1 2 4 8 16
13 5 15 17

(46)

Then, the revealing vector w3 satisfying e3 = w3 X My 23y
is computed as ws = [6 6 18]. When SHy 1 =201, SHy1 =
181 and SH3z, = 242, a temporary pixel sy is calculated
as s = [6 6 18] x [201 181 242]T = 119. Then we have
03’1 = 81 = 119. When SHLQ = 79, SHZQ = 153 and
SHso =19, we obtain s3 = [6 6 18] x [79 153 19]7 = 197.
Then 03)2 =89 —T3 X 0371 =197 —48 x 119 = 160. The two
secret pixels of Oz are successfully reconstructed. Similarly,
other secret pixels can be revealed by the correlated users.

Example 3. Consider the target-matrix-adjusting procedure
o2(+) for the proposed DM-SIS with T'g.q.={{1,2}, {1,3},
{2,3}, {3,4}, {1,2,3}, {2,3,4}}. Herein, m = 6 and n = 4.
Four distinct variables are x1 = 1, o = 2, x3 = 3, and
x4 = 4. The base matrix My, over GF(QS) is obtained as

11 1 1
1 2 4 8

[ 1 38 5 15 } “n
1 4 16 64
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Coefficient matrix Agyq and indication matrix Cgy are given by

20 148 0 0 1 1 0 0
56 0 33 0 1 0 1 0
0 59 144 0 01 1 0
Asa=1| o o 4 92 ['%1=1 0 0 1 1 “8)
65 172 8 0 1 1 1 0
0 13 119 60 0 1 1 1
By adding two randomly selected column vectors v, =

[100100]T and v =[01000 1)7 t0o Ces, we have
Cées, as given below.

1 1.0 0 1 0
1 0 1 0 0 1
o 1 1 0 0 o0
Ceo=10 0 1 1 1 0 “9)
1 1 1 0 0 0
0 1 1 1 0 1
Based on Cgs and Agy, we generate Agg as
20 148 0 0 8 0
56 0 33 0 0 180
0 59 144 0 0 0
Ase = (50)

0 0 4 92 155 0
65 172 8 0 0 0
0 13 119 60 0 251

Since det(Agg) = 145 # 0, we accept Ags. With x5 =5 and
ze¢ = 6, the base matrix Mgg is generated as

11 01 1 1 1
1 2 4 8 16 32
1 3 5 15 17 51

Mes =11 4 16 64 20 116 Gh
1 5 17 8 28 108
1 6 20 120 13 46

Finally, the target matrix E is constituted by

214 50 33
173 196 248 137
171 219 6 230
195 172 99 35
229 28 227 48
189 83 165 174

254 103
164
242
185
219

233

154
112
156
160
224
131

E = Ags X Mgs = (52)

Meanwhile, the inverse of E is calculated by

113 28 4 0 41 32

164 46 86 2 18 217

Bl 150 118 36 163 254 190
B 123 189 1 131 14 70

198 197 229 72 65 199

215 131 126 206 179 38

(53)

The collection of qualified subsets is updated as I'qua =
{{1,2,5}, {1,3,6}, {2,3}, {3,4,5}, {1,2,3}, {2,3,4,6}}.
The 5" and 6" shadows are virtual shadows.

Ler (151,237,119,19,147,2) and (72,90,160,110, 8, 38)
be the first and second pixels of six secret images. (164, 238,
181, 233, 100, 180) are the six random numbers. Two secret

matrices S%G) and SéG) are obtained by

151 72 4+ 151 x 164 101

237 90 4 237 x 238 139

) _ | 119 ) _ | 160+119x 181 | _ | 118
SiU=1 19 [%7 =] 10+19x233 | = | 126 4

147 8 + 147 x 100 218

2 38 42 x 180 83

Then, two temporary shared matrices are achieved as

156 44

89 69

_ g1 (6) _ 221 _ g1 (6) _ 72
Hi=E'xs{¥=| 13, | Ho=E"'xs{® =] /' (55

109 29

50 100

The first and second shared pixels of six shadows are derived
as (193,169,164, 102,41, 42) and (242, 115, 176, 239, 188,
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195), where the 5" and 6" shadows are virtual. The first
four shadow pixels are distributed to four nodes. P, with
Ty = {1, 3,6} is supposed to decrypt the second secret image
by accessing the first, third and sixth shadows. As the target
vector for P is obtained by e5 = [173 196 248 137 164 112],
the partial base matrix M, 3¢y is achieved as

1 1 1 1 1 1

Mapsey=|1 38 5 15 17 51 (56)

1 6 20 120 13 46
The revealing vector is calculated as wy = [56 33 180).
With SHl,l = 193, SHg’l = 164, and SH671 = 42, a

temporary pixel sy is calculated as s; = [56 33 180] x
[193 164 42]T = 237. Then we have Os1 = s; = 237.
When SHLQ = 242, SH372 = 176 and SH6)2 = 195,
sy = [56 33 180] x [242 176 195]T = 139. Then Os5 =
Sg — g X Oz1 = 139 — 238 x 237 = 90. The two secret
pixels of Oy are successfully reconstructed. The remaining
users are capable of decoding the secret pixels based on the
same technique.

Example 4. Consider the target-matrix-adjusting procedure
o3(+) for the proposed DM-SIS with Tq.a = {{1,2}, {3,4},
{1,5,6}}. Herein, m = 3 and n = 6. Six distinct variables
are t1 =1, 29 =2, x3 = 3, x4 = 4, x5 = 5, and g = 6.
The base matrix Mgg, coefficient matrix Asg, and indication
matrix Csg are given by

11 1 1 1 1
1 2 4 8 16 32
Me— | L 3 5 15 17 51
1 4 16 64 29 116
1 5 17 85 28 108
1 6 20 120 13 46
64 165 0 0 0 0 G
Asg=| 0 0 8 218 0 0 |,
92 0 0 0 38 146
101 0 0 0
Css=|0 0 1 1
1 0 0o 1 1

We randomly choose 3 row vectors 1i; =[1 0100 0], up =
[011001])and iz =1[01110 1], and append them to Csg
to obtain Cgg, as represented by

1 1.0 0 0 0O
000 1 1 0 0
1 0 0 0 1 1
Ces=11 0 1 0 0 0 %)
01 1 0 0 1
001 1 1 0 1
Based on Cgg and Asg, Agg is constructed as
64 165 0 0 0 0
0 0 8 218 0 0
92 0 0 0 38 146
A6=131 0 9o 0 0 0 9
0 123 222 0 0 26
0 3 8 191 0 77

Since det(Aes) = 22 # 0, we accept Agg for building the

target matrix E, which is calculated by

229 23 238 1 194 89
137 186 35 130 32 182

_ 232 169 135 56 183 48

E=Acs x Mes = | 99 4 50 104 134 169 (60)
191 213 165 165 254 236
169 155 155 130 96 97
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Finally, the inverse of E is computed by

144 189 119 112 156 24

136 196 163 147 189 190

Bl = 205 197 131 156 113 176
- 250 59 68 12 179 179

253 95 233 9 188 102

171 214 250 74 237 112

(61)

The collection of qualified subsets are updated as I'gua =
{{1,2},1{3,4},{1,5,6},{1,3},{2,3,6},{2,3,4,6}}, where
the 4th 5% and 6" shadows are virtual ones.

Suppose the first and second pixels of five secret images
are (151,237,119,154,152,132) and (72, 90, 160, 171, 179,
166). With six random numbers (175,163, 14,231,29,100),
two secret matrices 5’%6) and 5'56) are generated by

151 72 4 151 x 175 13

237 90 + 237 x 163 11

© | 119 © | 160+119x14 | | 16
SUU=| 1sa |92 = | 1rit+isax231 | = | 59 62)

152 179 + 152 x 29 176

132 166 + 132 x 100 91

Two temporary shared matrices are achieved as

126 117

62 97

_ gt (6) _ | 204 _ A1 ) _ | 113
Hi=E"'x8"=| - | Ho=E"" x5 =| |37 (63)

227 60

175 99

The first and second shared pixels of six shadows are calculat-
ed by (23,49,241,196,187,57) and (179, 73, 38, 114, 240,
88). Since I'y = {1,2}, the first secret image correlated with
P is decoded by collecting the first and second shadows. With
the target vector e; = [229 23 238 1 194 89), the partial base
matrix My 2y is obtained by

11111}. 64)

M{lﬂ}:[ 12 408 i6 a3
The revealing vector is calculated as wy = [64 165]. When
SHyy = 23 and SHy 1 = 49, a temporary pixel sy is
calculated as s; = [64 165] x [23 49]7 = 151. Then
we have O = s; = 151. When SHyo = 179 and
SHy o = 73, we obtain sy = [64 165] x [179 73]T = 13.
Then 0172 = SS9 — 11 X 01’1 =13 — 175 x 151 = 72. The
two secret pixels of Oy are decoded. Other secret pixels can
be disclosed in a similar manner.

V. EXPERIMENTAL RESULT AND DISCUSSION
A. Demonstration Example

To illustrate the effectiveness of the proposed technique, 49
test images with 512 x 512 pixels from USC-SIPI and CVG-
UGR image databases are regarded as secret images for exper-
iments, as illustrated in Fig. 3. The first experiment of the pro-
posed DM-SIS with I'g.a = {{1,2},{1,3},{1,4},{2,3,4}}
is shown in Fig. 4, where m = 4 and n = 4. All pa-
rameters for this experiment are given in Example 1. The
4 test images with IDs 1 — 4 are used as secret images.
Based on the proposed method, 4 shadows are constructed
and delivered to 4 storage nodes, as given in Figs. 4 (a)-
(d). Py recovers the first secret image from nodes N7 and
Ny, as shown in Fig. 4 (e). Based on the qualified subsets
{1,3},{1,4},{2, 3,4}, P5, P; and P, reconstruct their corre-
sponding secret images as well, as demonstrated in Figs. 4
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(f)-(h). The second experiment of the proposed DM-SIS with
Foua = {{1,2},{1,3},{2,3}, {3,4},{1,2,3},{2,3,4}} is
demonstrated in Fig. 5, where m = 6 and n = 4. Parameters
for this experiment can refer to Example 3. The 6 secret
images are chosen from the test images with IDs 5 — 10. 6
shadows generated by the proposed scheme are illustrated in
Figs. 5 (a)-(f), where the first 4 shadows are distributed to 4
nodes and the last 2 shadows are virtual shadows that are made
public. The corresponding shadows are capable of decoding
the secret images, as depicted in Figs. 5 (g)-(1).

Fig. 3. 49 test images (IDs from 1 to 49) from USC-SIPI and CVG-UGR

image databases.
_ @ () © @
?_ ; ; AT

Fig. 4. Experiment of the proposed DM-SIS with I' .41 = {{1, 2}, {1,3},
{1,4}, {2,3,4}}. (a)-(d) 4 shadows for 4 nodes, (e)-(h) recovered secret
images by the corresponding 4 qualified subsets.

More experiments by using the 49 test images are given
in Table II. Various access structures are used, as described in
Table III. Correlation coefficient (CC) and structural similarity
(SSIM) are adopted to evaluate the security of the shadows,
while the visual quality of recovered secret images is measured
by PSNR. According to the experiments, the values of CC
and SSIM are sufficiently small to guarantee that the shadows
cannot disclose the secrets. Meanwhile, the PSNRs are oo
which means all the secret images are losslessly reconstructed.
Furthermore, an experiment using color secret images is shown
in Fig. 6. The effectiveness of the proposed method for color
images is verified as well.

Authorized licensed use limited to: Auckland University of Technology. Downloaded on September 09,2025 at 00:15:37 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Dependable and Secure Computing. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TDSC.2025.3603223

'"?

Fig. 5. Experiment of the proposed DM-SIS with I' .41 = {{1, 2}, {1,3}.
{2,3}, {3,4}, {1,2,3}, {2,3,4}}. (a)-(d) 4 shadows for 4 nodes, (e)-(f)
2 public shadows, (g)-(1) recovered secret images by the corresponding 6
qualified subsets.

Fig. 6. Experiment of the proposed DM-SIS with I' .41 = {{1, 3}, {2,4},
{1,4,5}} for color images. (a)-(¢) 5 shadows for 5 nodes, (f)-(h) recovered
secret images by the corresponding 3 qualified subsets.

B. Applicability for Various Access Structures

Table III shows various access structures used in this paper.
Some commonly used thresholds (IDs 1 — 6) and GASs (IDs
7 — 20) are adopted. For IDs 1 — 6, the collection of qualified
subsets is represented by (k,n). The quantity of qualified
subsets of a (k, n) threshold is the number of combinations of
any k nodes, as calculated by (7). Therefore, the number of
users m is (}) as well. Take the (2,4) threshold of ID 2 for
example. The qualified subsets of (2,4) threshold are {1, 2},
{1,3}, {1,4}, {2, 3}, {2,4}, and {3,4}. The number of users
m is computed as (,) = 6. We can pre-determine the number
of qualified subsets of a GAS. Then, several storage nodes
are selected, at random or according to the requirement, to
create a qualified subset. Each qualified subset should stick to
the GAS definition outlined in Section II-B. Apart from the
fundamental definition, there is no additional restriction on
GAS. The comparison of applicability among related schemes
[26] [27] and our method is provided in Table IV. Existing
approaches are confined to (k,n) threshold, while our method
is applicable for GAS, where threshold schemes are the special
cases of GAS. Complicated sharing policy can be implemented
by our DM-SIS. The application scenario is further enriched.
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TABLE 11
EXPERIMENTS USING 49 TEST IMAGES FROM USC-SIPI AND CVG-UGR
IMAGE DATABASES.

Access Secret Shadow
Structure ID ID PSNR No. CC SSIM
1 00 1 —2.27 x 1072 8.66 x 1072
1 2 00 2 —6.42 x 10°%  8.83 x 1073
3 00 3 —1.50 x 1072 7.88 x 102
4 oo 1 8.67 x 10~ 1 8.77 x 10~3
5 00 2 8.46 x 10~ 4 1.04 x 1072
9 6 oo 3 —6.19 x 107%  9.44 x 1073
7 oo 4 9.34 x 1074 8.81 x 1073
8 00 5 2.48 x 1073 9.73 x 1073
9 00 6 —2.14 x 107>  8.83 x 1073
10 oo 1 —5.94 x10-T 893 x 1077
8 11 oo 2 —1.20x 1072  6.52 x 1073
12 oo 3 3.23 x 1074 6.99 x 1073
13 o 1 —1.72x107°% 9.04 x 107
9 14 oo 2 8.37 x 1074 8.79 x 1073
15 oo 3 —1.72x107%  5.83x 1073
16 oo 1 —6.75x 10-F  9.21 x 10~°
17 oo 2 —2.66 x 1073 7.82x 1073
18 oo 3 —1.98 x 1072  6.98 x 1073
11 19 oo 4 —1.88x 1072  6.98 x 1073
20 oo 5 1.44 x 1073 9.71 x 1073
21 oo 6 —1.57x 1072 7.84 x 1073
22 oo 7 —1.94x107% 8.61 x 1072
23 1 5.66 x 10~ 1 8.32 x 10~ 3
12 24 oo 2 —8.82x107% 878 x 1073
25 oo 3 —5.12x107%  9.45 x 1073
26 oo 1 1.06 x 103 9.30 x 10°3
27 oo 2 4.17 x 1074 7.43 x 1073
13 28 oo 3 3.78 x 1074 9.97 x 1073
29 oo 4 —4.41x107%  6.47 x 10~
30 oo 5 —1.56 x 107°  7.35 x 1073
31 oo 1 —1.75x 10-% 824 x10°°
32 oo 2 —2.79x 1073 6.68 x 1073
33 oo 3 —3.15x 1072  7.49 x 1073
14 34 oo 4 —5.11x 107*  8.01 x 1073
35 oo 5 2.29 x 1073 1.02 x 1072
36 oo 6 1.27 x 1073 7.38 x 1073
37 oo 7 1.71 x 1073 8.43 x 1073
38 oo 8 3.46 x 1073 8.81 x 1073
39 oo 1 7.13 x 10~ 1 8.92 x 10~3
40 o 2 4.27 x 1073 1.09 x 1072
16 41 oo 3 —7.69 x107*  9.50 x 107°
42 4 1.28 x 1073 9.16 x 1073
43 5 —2.50 x 1072 7.10 x 1073
4 6 2.04 x 1073 9.94 x 1073
45 o 1 —1.44x10"% 9.03x10°°
46 oo 2 1.23 x 1073 8.07 x 1073
18 47 3 1.25 x 1073 9.80 x 1073
48 4 1.66 x 1073 9.51 x 1073
49 oo 5 7.06 x 10~4 9.62 x 1073
Average - 00 - —2.70 x 10°%  8.54 x 10~

C. Storage Overhead

Storage overhead of a node, indicating the amount of
shadows assigned to a node, is expected to be as low as
feasible. The size of a shadow is the same as the secret for
the related methods [26] [27] and our scheme. For a fair
comparison, we adopt the number of shadows delivered to
a node to evaluate the storage overhead.

The comparison of storage overhead for each node is
depicted in Table V. Three methods in [26] and the improved
approach in [27] are included. For each item in Table V, there
are five values. From left to right, we have the results produced
by the first, second, and third methods in [26], the improved
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TABLE V
COMPARISON OF STORAGE OVERHEAD (FOR EACH ITEM, LEFT THREE: [26], MIDDLE TWO: [27] AND RIGHT: OUR).

No. of shadows for each node
Access structure

™ N N Ni N No N~ N

(2,3) LLLLL 2001 30,111 - . . . N

(2.4) L1211 21211 32121 42131 - - . B}

2.5) L1211 21211 32211 43231 53241 - - -

(2,6) L13,1,1 21311 32311 43231 54241 64251 - -

2,7 L13,0,1 21311 32311 43331 54341 65351 7.53,6.1 -

2.8) L1411 21411 32411 43431 54341 65351 7,6,3.6.1 8,6,3,7.1
(3.4) LIl LLLLl 21,111 411,11 - - - -

(3.5) L1211 LI2L1 21211 43211 74261 - - -

(3,6) L14,1,1 L1411 21311 43311 76361 1183101 - -

(3,7) L1511 L1511 21511 43511 76561 11,105,101 16135151 -

(3.8) 117,01 L1711 21711 43701 76761 11,107,101 16,157,151  22,19,7.21,1
45) L1111 LLLLl o 1,111 2L111 SLLLL - - -

(4,6) L1311  L13L1 11311 21211 54211 1172101 - -

4,7) 1L1,51,1 L1511 LLSLI 21511 54511 11,105,101  21,17,520,1 -

(4,8) 1L191,1 11911 L1911 21911 54911 11,109,101 2120,820,1  36,32,8,35,1
(5.6) L1111 LLLLl o 11,1 LLLLl o 2,LLL1 61,111 - -

(5.7) L1311 L1311 11311 L1311 21311 65311 16,113,151 -

(5.8) L1,7,11  LL7L1 1,171 LL711  2L7L1 65711 16,157,151  36,31,7.35,1
(6,7) 1L1,1,1,1 L1111 LLLLI 11,11 LLLL1 21111 7.1,1,1,1 ;

(6,8) L1411 LL4Ll 11411 LL4ll L1301 213,11 7,6,3,1,1 22,16,3,.21,1
(7.8) L1 Ll 11,1 i1l LLLLL o 1,100 2,1,1,1.1 8,1,1,1,1

TABLE III TABLE IV

THE ACCESS STRUCTURES AND THE PARAMETERS USED IN THIS PAPER.

ID m n  Collection of qualified subsets

1 3 30(2,3)!

2 6 4 (2,4)

3 10 5 (3,5)

4 15 6 (4,6)

5 35 7 (4,7)!

6 21 7 (5,7)

7 2 3 {1,2},{2,3}

8 33 {1,2}{1,3}{1,2,3}

9 34 {1,2}{3,4},{1,2,4}

10 4 4 {1,3},{1,4}. {1,3,4}, {2,3,4}

7 4 {12} {1,3} {1,4}, {2,3}, {1,2,3},
{1,2,4},{1,2,3,4}

12 3 5 {1,2},{1,3},{2,4,5}

135 5 {1,2},{2,3},{2,4}, {1,2,3}, {3,4,5}

14 8 5 {1,3},{1,4}.{2,3}. {1,3,4}. {2,3,5}.
{1,2,3,5}, {1,3,4,5}, {2,3,4,5}

15 4 6 {1,5},{1,3,4}, {2,4,5}, {3,5,6}

16 6 6 {1,2,3},{2,4,5}, {3,5,6}, {1,2,3,4}
{1,3,4,6}, {2,3,5,6}

17 9 6 {1,3}, {1,6}, {1,3,5}, {2,4,6}, {4,5,6}, {2,3,4,5},
{3,4,5,6}, {1,2,4,5,6}, {2,3,4,5,6

18 5 7 {1,3}{2,4,5},{3,4,7}.{1,2,5,7}.{2,3,5,6,7}

19 7 7 {3,6},{1,2,3},{2,4,7},{1,5,6,7},{2,3,4,5}
{1,2,4,5,7} {2,3,4,5,6, 7}

20 10 7 {1,3,4}, {1,4,5}, {2,3,6}, {3,4,7}, {1,2,3,4},
{3,4,6,7},{1,3,5,6,7}, {2,3,4,5,6}, {1,2,3,4,5,6},
{1,2,4,5,6,7}

1: Use (k, n) threshold to represent the collection of qualified subsets. The number
of users mn is therefore (}7).

DSSP in [27], and our DM-SIS. Consider the item of node
Ny for the (3,8) case. The three schemes in [26] would store
22, 19, and 7 shadows in this node, and the improved method
in [27] has 21 shadows. Nevertheless, our method delivers 1
shadow to node Ng. According to Table V, our scheme obtains
improved storage overhead for each node, where the number
of shadows for each node is always 1. Whereas, multiple
shadows might be transmitted to a node by the techniques

COMPARISON OF APPLICABILITY FOR VARIOUS ACCESS STRUCTURES.

Access
Structure ID

Scheme
Ref. [26]

Ref. [27] Our

NelieCREN e Y S S

=
R R R R R R R R R RS TN SN N NN
WX XXX XXX XXX XXXANNNN N
SASNKNSNNSNANSNNSNSNSNSNANSNANSNASNS

in [26] and [27]. For some special cases, such as (4, 8) and
(5,8), the number of received shadows for a node (e.g., Ng)
would dramatically increase.

D. Computation Complexity

For the first approach with nearly optimal storage overhead
in [26], the sharing phase consists of preprocessing and
encoding, where the preprocessing includes the generations
of D! and a'. Since D is (k—1) x (k—1), the computation
complexity of D~! using Gaussian elimination method is
O((k—1)3). With a® = [y, 7? --- 7 ']|D~, the complexity
of calculating a’ is O((k — 1)?). Therefore, the complexity
of preprocessing is O((k — 1)3 + (k — 1)?) = O(k?). The
encoding complexity for generating m = (Z) shadows 1is
O(mk). In recovery phase, every user recovers the secret using
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Lagrange interpolation with complexity of O(klog® k). In this
case, the complexity of reconstructing m secrets is therefore
O(mklog® k). The authors also introduce another method for
recovering the secrets. In this situation, the recovery phase
comprises preprocessing and decoding. In preprocessing, D!
and a' are required. So that the complexity is O(k3). Then,
each secret is decoded with complexity of O((k — 1)). Since
there are m secrets, the total complexity is O(mk) if D~}
and a® are calculated in a prior. For the second approach
with optimal storage overhead in [26], the preprocessing of
sharing phase consists of the calculations of A=, E, D~! and
a®. The corresponding computation complexities are O(k*n?),
O(kn?®), O((k — 1)3), and O((k — 1)?). Thus, the total
complexity of preprocessing is O(k3n3). When encoding the
first n secrets, the complexity is O(n?). For the remaining
(m —n) secrets, the same encoding procedure used in the first
approach is adopted. Hence, the complexity is O((m — n)k).
The recovery phase of this approach is the same as the first
method. For the third technique in [26], both the sharing and
recovery are identical to those of the second method.

For the scheme in [27], the preprocessing of sharing phase
is to calculate M ~1, where M is a circulant matrix. M !
can be obtained via the form given in [27] with complexity of
O(1). When encoding the m = (}) secrets, the first (k + 1)
secrets are encrypted with complexity of O(k+1), and then the
remaining (m — k — 1) secrets are obtained via the iterative
shadow construction. For each iteration, a (k,n’) scheme is
converted to (k,n’ + 1) by creating (kﬁll) new shadows. The

complexity of each iteration is O( (k71l1)) As there are (n—k—
1) iterations, the complexity of encrypting the remaining (m—
k — 1) secrets is O(31_, 1 (,,",))- The total complexity of
encoding is O(k+ Y7, ., (,",)) as a result. When decoding
the m secrets, the corresponding complexity is O(m).

For the proposed scheme, the preprocessing of sharing
phase includes the calculations of M,,,, F, E, and E~!. The
complexities of achieving M,,,, and E are O(n?) and O(mn),
respectively. Let

n+ 1, if m = n and det(E) = 0, (65)

n, if m = n and det(E) # 0orm < n,
A=
m, if m > n and det(E) = 0.

The complexities of generating an invertible E and obtaining
E~! are both O(7n3). Consequently, the complexity of prepro-
cessing of sharing phase is calculated as O(n? + mn + 73 +
n3) = O(n3). Note that, E and E~, which can be derived in a
prior, are calculated only once and used to encode all the secret
pixels. When encoding 7 secret pixels, H; = E~! x S](.") is
computed and then used in f"(z;) x H; to obtain the shared
pixels. To facilitate the encoding efficiency, f™(z;) x E~
is only computed once during the preprocessing stage for all
secret pixg:ls. Then, the result is multiplied with the 7 secret
pixels SJ(") to retrieve the shared pixels. In this case, the
complexity of encoding 7 secret pixels is O(7?). In recovery
phase, the revealing vector w; for each qualified set can be
calculated in advance in preprocessing with complexity of
O(l%ﬁ), where k is the average number of nodes in a qualified
subset. Note that, the revealing vector only needs to be solved
once and then it is directly applied to all shadow pixels. The

total complexity of obtaining m reveal vectors is O(ml%fz).
Moreover, the decoding complexity of recovering m secret
pixels is O(mk).

E. Amount of Data Transmission

The amount of data transmitted is discussed. For a fair com-
parison, a secret number is encoded for the (k,n) threshold.
We calculate the quantities of shadows that are delivered in
sharing and recovering phases. For the proposed method, the
total number of shadows used in sharing phase is

n+ 1, if m = n and det(E) = 0, (66)

n, if m = n and det(E) # 0 or m < n,
A=
m, if m > n and det(E) = 0.

Among the n shadows, the first m shadows are delivered
to the nodes and the remaining (7 — m) shadows are made
public if 7 > m. In recovering phase, k£ shadows from
nodes are required to decode a secret. Note that, additional
public shadows would be needed for recovering. Since these
shadows are publicly accessible, there is no need to transmit
them. As m users are engaged, the total number of shadows
being transmitted in recovery phase is mk. In summary, the
quantities of shadows that are sent in sharing and recovering
phases are m and mk, respectively.

On the other hand, the numbers of shadows that are trans-
mitted in [26] and [27] are also evaluated under the same
configuration, as provided in Table VII. When sharing secrets,
the proposed method delivers fewer shadows than the first
method of [26]. When recovering secrets, all the mentioned
techniques transmit the same number of shadows.

TABLE VII
COMPARISON OF DATA TRANSMISSION FOR (k, n) THRESHOLD.

Phase Scheme
) Method T of [26]  Methods 2, 3 of [26]  [27]  Our
Sharing m-+n m m m
Recovering mk mk mk mk

F. Sharing Capacity

Sharing capacity refers to the amount of secret information
that was encoded by a sharing technique. Current DSSP
methods are designed for numerical secrets, while the pro-
posed method is suitable for image data. To fairly compare
our technique with previous methods, we adopt the number
of secrets that are encrypted by a sharing scheme as the
measurement of sharing capacity.

For existing (k,n) DSSPs [26] [27], a secret is encoded
into a corresponding collection having k nodes. There are
totally (Z) different k-node collections. Thus, the numbers of
shared secrets by the approaches in [26] [27] are (Z) On
the other hand, the proposed technique can implement the
same type of (k,n) scheme as [26] [27]. At this time, the
number of encoded secret images is (Z) as well. Further, our
method can adopt any collection that contains k, k+ 1, - ,n
nodes to share a different secret image for the (k, n) threshold.
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TABLE VI
COMPARISON OF COMPUTATION COMPLEXITY.

Scheme Sharing Recovery
Preprocessing  Encoding Preprocessing ~ Decoding

Ref. [26], Method 1 O(k®) O(mk) O(k®), - O(mk), O(mklog? k)

Ref. [26], Methods 2, 3 O(k®n?) O(n? + mk) ‘ O(k?), - O(mk), O(mklog? k)

Ref. [27] o(1) Ok + i pin (24 - O(m)

Our o(n?) O(n?) O(mkn) O(mk)

TABLE IX
FEATURE COMPARISON AMONG RELATED SCHEMES.
Feature
Scheme Type of Secret  Distributed Multi-User ~ Access Structure  Storage Overhead  Sharing Capacity ~ Shadow Construction
Ref. [7] Image No (k,n) Direct
Ref. [18] Image No (k,n) - - Direct
Ref. [26]  Numerical Yes (k,n) High Low Direct
Ref. [27]  Numerical Yes (k,n) High Low Step-by-Step
Our Image Yes GAS Low High Direct
TABLE VIII number of shadows is still n since the virtual shadows are

COMPARISON OF SHARING CAPACITY.

Number of secrets

Scheme  — S Threshold — GAS
Ref. [26] " N/A
Ref. [27] i N/A

Our ()2 (7)) m

Therefore, the maximum number of encrypted secrets grows
0 () + () 4+ (1) = iy (7). For any k < n, we
have >, () > (}). Our method offers enhanced sharing
capacity for the (k,n) case. Moreover, the proposed scheme
is applicable to GAS. The number of encrypted secret images
for GAS is m, where m is the number of qualified subsets.
Table VIII summarizes the above analysis.

G. Influence of GAS structure

We examine the influence of GAS structure on the sharing
capacity of a shadow and the dimension of target matrix.
The GAS structure is represented by the qualified subsets. As
the quantity of authorized subsets in GAS grows, the GAS
structure becomes more complex. The sharing capacity of a
shadow is evaluated by C = m/n where m is the number of
secrets (i.e., number of authorized subsets in GAS) and n is
the quantity of shadows.

When m increases (i.e., a more complicated GAS structure
is employed), the sharing capacity of a shadow and the
dimension of target matrix are analyzed from the following
two scenarios. (1) For the case of m < n, (i) when m rises to
m with T < n, the sharing capacity of a shadow grows from
m/n to T /n, and the dimension of target matrix remains the
same (i.e., n X n). On the other hand, (ii) when m increases
to m with m >= n, we have n shadows delivered to the
nodes and (7m0 — n) virtual shadows that are made public. The

not considered. As a result of this, the sharing capacity of a
shadow also goes up to m/n. If m = n and the corresponding
initial target matrix is invertible, the dimension of target matrix
keeps unchanged (i.e., n xn). If m = n and the corresponding
initial target matrix is not invertible, or m > n, the dimension
of target matrix grows to (n + 1) X (n + 1) or m x ™,
respectively. (2) For the situation of m >= n, when m grows
to 7, the sharing capacity of a shadow increases to m/n
since the (7@ — n) virtual shadows are not regarded, and the
dimension of target matrix becomes m X m.

H. More Comparison and Discussion

When compared with existing SIS techniques [7] [18] and
DSSP methods [26] [27], the proposed method achieves the
following benefits, as depicted in Table IX.

e Oriented for distributed multi-user environment. Ex-
isting SIS methods mainly consider the scenario that the
dealer has direct and secure channels with users. Addi-
tionally, only one secret image is shared. The distributed
multi-user scenario cannot be implemented. However, the
proposed method is suitable for this scenario.

o Suitable for GAS. Previous DSSP approaches [26] [27]
are limited to (k, n) threshold. Complicated sharing strat-
egy, such as GAS, cannot be implemented. Whereas, the
proposed technique is designed for GAS.

o Improved storage overhead. Existing DSSP methods
[26] [27] would store multiple shadows in a node. For
some special cases, the number of shadows delivered to
a node would be dramatically large. However, only one
shadow is distributed to each node by our technique.

o Enhanced sharing capacity. For the (k,n) threshold,
the maximum number of secrets can be increased to
ik (7) by the proposed technique. While existing
methods [26] [27] only encrypt (Z) secrets. The sharing
capacity is boosted.
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o Direct shadow construction. The DSSP in [27] gener-
ates shadows in a step-by-step manner. A smaller scheme
is iteratively employed to build a larger scheme. Whereas,
the proposed approach can directly create all desired
shadows.

VI. CONCLUSION

A DM-SIS was introduced to safeguard sensitive images
for distributed multi-user scenario. To produce shadows, a
base matrix with Vandermonte coordinates is constructed.
Based on the GAS, an initial target matrix is built by linearly
combining the vectors of base matrix. To ensure the target
matrix is invertible, three matrix-adjusting procedures were
presented. The shadows are generated and delivered to the
corresponding nodes of a network. Every user is able to
reveal a secret from specific nodes. When compared with
previous DSSPs [26], [27], benefits, such as GAS sharing,
improved storage overhead, enhanced sharing capacity, and
direct shadow construction, were provided by our method.
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