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1 INTRODUCTION

Secret sharing is a popular technique for safeguarding a secret among a set of participants (or users). The well-
known (k, n) secret sharing scheme [16] encodes a secret into n pieces of private information called shares or
shadows. By gathering any k shadows, the secret can be unlocked. Whereas, the set having less than k shadows
gives no clue about the secret. Secret sharing is now frequently utilized as a fundamental component in numerous
security applications [5, 9, 12, 14, 15, 31, 32, 34, 37]. Visual cryptography scheme (VCS) [10, 11, 18, 24, 26], also
called visual secret sharing, is a special category of secret sharing that can protect binary images based on human
visual system. Differing from secret sharing, VCS recovers the secret in a visual manner by printing the shadows
on transparencies and stacking them together. As a result, VCS enjoys the benefit of easy decoding.

With the fundamentals of VCS [13], various techniques with different functionalities were introduced. Some
basic properties of VCS (i.e., pixel expansion, contrast, sharing capacity, and access structure) are usually discussed.
In VCS, a secret pixel is encoded into m > 2 sub-pixels for each shadow where m is referred to as pixel expansion.
The created shadow is m times of the secret. With pixel expansion, the overhead for storing and sending shadows
grows as a result. Probabilistic VCS (PVCS) [35] and random grid-based VCS (RG-VCS) [2] were presented as
solutions to the pixel expansion problem. On the other hand, integer linear programming (ILP) can be incorporated
to achieve minimum pixel expansion [6, 22]. The visual performance of VCS is usually evaluated by the contrast
of recovered image. A high contrast is anticipated to enable human eye to easily distinguish the reconstructed
information. Consequently, approaches for enhancing the contrast [10, 28] were developed. When more shadows
are stacked to recover the secret, the background of the overlay result will be noticeably darker. To provide brighter
background for decrypted image, XOR-based VCS [8, 19, 27] and reversing-based VCS [25] were employed.

Multi-secret VCS (MVCS) is designed to enhance the sharing capacity by encoding numerous secrets into
shadows. There exist two types of MVCS. In order to reveal distinct secrets, one category [20, 21] permits one
or more extra operations (e.g., flipping or rotation) before the stacking operation. The other class [3, 23, 27]
superimposes different numbers of shadows directly to reveal various secrets. Keep in mind that the former only
encrypts a particular number of secrets, whereas the latter provides a general approach to deal with multiple
secrets.

An access structure specifies the collection of subsets of participants which can decode the secret. One of
the most commonly-used access structures is the (k, n) threshold. To implement complicated sharing strategies,
general access structure was investigated. However, current VCS cannot efficiently deal with the scenario that
new users are frequently added. Usually, putting new participants into an already-existing access structure makes
the current scheme unworkable. A withdraw-and-rebuild procedure would be employed if adding a new user
is absolutely necessary. In this situation, the current shadows will be withdrew and then new shadows for the
updated access structure will be created and distributed for each participant, including the new user. However,
such a withdraw-and-rebuild process becomes inefficient when new users are frequently required.

In this research, we initiate a systematic investigation of evolving VCS (EVCS) which enables the efficient
modification of access structure. The access structure of EVCS is denoted as (k, c0). There is no predetermined
restriction on the number of users, and it might potentially be infinite. More importantly, the access structure can
be changed dynamically upon the arrival of new participants. In this case, the withdraw-and-rebuild process is no
longer applied: Instead, only new shadows are constructed and delivered to the new users. Main contribution of
this paper is given below.

o A general method for implementing the (k, co) EVCS is introduced. First of all, a basic (2, c0) EVCS is
developed. By the recursive usage of the (2, 2) VCS with the (2, o) EVCS, a (k, 00) method is accomplished.
Properties of the (2, 00) and (k, c0) schemes are theoretically analyzed.

e When k increases, the number of shadows that the proposed (k, co) scheme delivers to a new participant
grows dramatically. The overhead for storing and transmitting the shadows burdens as a result. In order
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to lower the number of shadows, an improved (k, o) EVCS is investigated. Based on the concept of
generation, the improved method is constituted by the multi-secret VCS (MVCS) and a series of EVCS
schemes with thresholds of (1, c), - - -, (k — 1, 00). Theoretical verification is provided for the improved
method as well.

e To enable XOR decryption for the improved method, a novel access structure partition algorithm is
presented. The partition approach solves a security issue in existing multi-secret XOR-based VCS (MXVCS).
So that a more secure MXVCS can be integrated into the improved scheme to offer XOR decoding.

2 PRELIMINARY
2.1 VCS and PVCS

Two (n x m) base matrices B® and B! constitute a (k, n) VCS [13]. In this paper, digits 0 and 1 represent the white
and black pixels, respectively. For any white (resp. black) secret pixel, a distribution matrix is randomly chosen
from the collection C° (resp. C'), and the i-th (1 < i < n) row is given to the i-th shadow. Collections C° and
C! are obtained by randomly permuting the columns of B® and B!, respectively, in all possible ways. Definition
1 shows the properties of B” and B! [36]. Suppose B, s € {0, 1}, is the base matrix for sharing a secret pixel s.
Given a set of involved participants X, (B*|X) represents a | X| X m matrix which'chooses the rows corresponding
to the participants in X from the matrix B®. Additionally, the OR-ed result of all rows.in (B°|X) is denoted as
OR(B?|X), and the Hamming weight of OR(B*|X) is calculated as H(OR(B*|X)). In Definition 1, the number
of white pixels (i.e., brightness) in a recovered sub-pixel block correlated to a black (resp. white) secret pixel is
represented as [ (resp. h). The first property in Definition 1 is called the correctness condition which ensures the
secret is visually revealed from k or more shadows. The second property is referred to as the security condition
which guarantees any collection having (k — 1) or fewer shadows cannot disclose any clue about the secret. The
visual performance of VCS is evaluated by contrast, as calculated by a = (h —1[)/m.

DErFINITION 1. A (k,n) VCS can be built by two (n X m) base matrices B® and B', which satisfy the following
conditions.

(Correctness): For any qualified subset X (i.e., |X| > k), H(OR(B!|X)) > (m — ) and H(OR(B°|X)) < (m — h),
where0 <l <h < m.

(Security): For any forbidden subset X (i.e., |X| < k), H(OR(B!|X)) = H(OR(B|X)).

Conventional VCS utilizes m > 2 sub-pixels to replace a secret pixel. The shadow is m times of the secret. We
refer to this as pixel expansion. To solve the drawback of pixel expansion, PVCS [35] was developed. Instead of
expanding a secret pixel to m sub-pixels, the primary concept of PVCS is to adopt the probability of a white pixel
appearing in a secret pixel. When sharing a secret pixel, a column vector, randomly chosen from the base matrix
of a conventional VCS, is employed to produce n shared pixels. In this scenario, the shadow has the same size as
the secret. Note that, the contrast in a PVCS is the same as that of a conventional VCS.

2.2 MVCS

A (k,n, h) MVCS [3, 23] encrypts h secrets into n shadows in such a way that the stacked results by k, k+1,---,n
shadows can gradually disclose the 1-st, 2-nd, - - -, h-th secrets where h = n — k + 1. Furthermore, a more general
scheme, called (k, n, h, R) MVCS, was also presented in [23]. Differing from the (k, n, h) approach, a revealing
list R = {rx, "1, »rnf withk <u <nandr, € {0,1,2,-- -, h} controls the decoding of secrets. In addition,
the number of secrets h in (k, n, b, R) MVCS can be any number between 2andn—k+1(ie,2 <h<n-k+1).
Two types of rys (k < u < n) are employed in the revealing list: zero and non-zero items. When a zero item is
used (i.e., r;, = 0), the superimposed result by any u shadows cannot reveal any information about the secrets.
On the other hand, with the usage of a non-zero item (i.e., r, # 0), the correlated secret can be disclosed by
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any collection having u shadows. Note that, for the h non-zero items rj,, - - -, r;, with j; < --- < jp, they should
satisfy rj, <--- <rj,. fh=n—-k+1landry =11k =2,--- ,ry = n—k +1, the (k,n, h, R) MVCS is reduced to
a (k,n, h) MVCS.

3 THE PROPOSED METHOD

Initially, analysis on existing methods and motivation of this paper are presented in this section. A scheme for
(2, c0) threshold is then developed. By combining the (2, o) method with the (2, 2) VCS, a (k, o0) technique is
established. Theoretical analysis on both schemes is presented at the end of this section.

3.1 Analysis and motivation

As the quantity of participants is pre-determined, current VCS is unable to handle dynamic access structure well.
In this paper, we discuss the scenario that the access structure of VCS is modified frequently. One alternative
solution for updating the access structure efficiently is to let the number of users be infinite. As new users arrive,
we just simply derive and deliver new shadows for these incoming participants. The withdraw-and-rebuild process
is no longer adopted. Nevertheless, developing a VCS with infinite participants is challenging due to the way
of constructing shadows in existing VCS. Conventional techniques usually employ base matrices to generate
shadows. The amount of users determines how many rows a base matrix has. It implies the number of users
must be determined in advance so that the shadows can be generated. Even though the base matrices are no
longer used in RG-based VCS, the number of users is still required for shadow generation. According to the above
analysis, a novel EVCS with infinite users is preferred. The objective of having infinite participants in VCS is to
update the access structure efficiently when new users are added.

3.2 The (2, o) scheme

Given a binary pixel s = S(x,y) from a W X H secret image S. The generation of shadow pixels for the proposed
(2, 00) EVCS is described as follows. A shadow pixel r; for the 1-st participant P; is randomly generated, as
depicted by r; = R(-) where procedure R(-) randomly outputs a black or white pixel. Then, record r; as the
auxiliary information for this location (i.e., A(x, y) = r1). Let the t-th (¢t > 2) participant P; be an incoming user.
A corresponding shadow pixel for P, is achieved based on the secret pixel s and the auxiliary information A(x, y):
if s =0, r; = A(x, y); otherwise, r; = R(+). When all secret pixels have been processed, the corresponding shared
pixels form the shadow image.

3.3 The (k, o) scheme

Based on the proposed (2, o) approach, a general (k, co) scheme is presented. Differing from the (2, co) technique
with each participant holding one shadow, a user in the (k, co) approach might receive multiple shadows. The
(2,00) and (2,2) schemes are used as primitives to constitute the (k, o) technique We denote the shadow
constructions of the (2, ) and (2,2) schemes as VCSSC (s I) and VCS(22 (s, r), respectively, where s is a
secret pixel, I is the additional information required for the (2 o0) scheme (e.g., the order of the current shadow
and the auxiliary information which records the first shadow pixel), and r is a shared pixel of the (2,2) case.
Herein, the (2, 2) method is implemented by PVCS [35] without pixel expansion. The following describes the
shadow construction of the proposed (k, co) EVCS. Given a secret pixel s, the shared pixels belonging to the ¢-th
participant P; are generated based on the two cases of t: (i) 1 <t <k —2,and (ii) t > k — 2.

ACM Trans. Multimedia Comput. Commun. Appl.
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(i) 1 <t < k — 2. The following random pixels are generated and assigned to P;.

el,
e{lt, forall0 < j; <t,

e{ljzt, forall 0 < j; < j, < t, (1)

ef"'j"lt, forall0 < j; <-+- < j;_q <t.

In the above formula, the subscript of j;_; of the last random pixel e{l'”j 1" should satisfy £ — 1 > 1. These random
pixels are the shadow pixels of s for P;.

(ii) t > k—2. Two types of shadow pixels are derived: (a) the random pixels and (b) the shared pixels constructed
through the (2, 2) and (2, o) schemes. For the first type, the random pixels are achieved by

el,

e{lt, forall0 < j; <t,

ei”zt, forall 0 < j; < jo < t, (2)
e{"”jk’st, forall0 < j; < -+ < jpasz < t.

Note: the subscript of jx_3 of the last random pixel e{lmj 3" should meet the condition k — 3 > 1. Additionally,

Formula (2) is different from Formula (1). The last random pixel.in Formula (2) is e/t 3! while the last random

"'jk*lt

t

element in Formula (1) is e{l . In the next step, construct the second type of shared pixels tjl'”jk’z for all

0<ji <:+<jra <tby

f;jl---ij y Vcsfzc"w) (éjl“‘jk—z’ltjl'”jkfz) (3)
where I{l"'j"‘z is the additional information required for the (2, ) method and é/*""/k-2 is achieved by using
the (2,2) scheme recursively: e/t k-2 = VCS5C (g/ k=3, eji:;]k'z), elvdies = VCSSC (@ kea @1 Ry L

] (2,2) (2,2) Jk-3
Si SC j
e = VCS(z,z) (s, ejll).

Herein, ftjl"'j"’2 is the shared pixel generated via the (2, c0) scheme. The superscript j; - - - jx—z of ftjl”'jk’2
confirms the corresponding secret é/1" k-2, Remember that, the subscript ¢ indicates that ftj k2 belongs to Py.
It does mean it is the t-th shared pixel in the (2, 00) scheme. When generating the shadow pixel, the order of
ﬁj 17Jk=2 in the (2, 00) method should be specified in the additional information I{l'"j"’z. When the same secret
e/ k-2 i utilized, different shared pixels are produced for different participants with the corresponding values
of t. For example, with the same secret /1" */*-2, we can obtain ftjlmj"’2 and f[j_:lmjk’z for P; and P;,; from the
(2, 00) approach with I/ /< and Ifjr'l"j’“‘z, respectively.

In summary, the first type of pixels: e}, e{‘t forall 0 < j; <t, eiljzt forall0 < j; < jo <t,---, e{l'”jk‘ﬁ for all
0 < j; < -+ < jr_3 < t, and the second type of pixels: tjl"'jk‘z forall 0 < j; < -+ < jr_y < t are assigned to
P;. For any participant, the first type of pixels is collaborated with future users to decrypt the secret, while the
second category of pixels is interacted with previous participants for secret recovery. Once a new user arrives,
new shadows are generated by the above-mentioned steps.
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3.4 Theoretical analysis

Properties of the proposed (2, o) and (k, o) approaches are analyzed theoretically. The number of shadows
delivered to the t-th participant is provided in Theorem 1. Theorems 2 and 3 prove that both the techniques are
valid constructions for dynamic access structures.

THEOREM 1. The number of shadows assigned to the t-th participant of the proposed (2, 00) and (k, co) schemes is
L ifk =2,
Ny =127 ifk >3, 1<t<k-2 (4)
RE(Y, ifk =3 t> k-2

1

Proor. According to the (2, o0) scheme, each participant receives only one shadow. The case of k = 2 holds. For
the (k, o0) method with k > 3, two situations, (i) 1 < ¢t < k—2 and (ii) t > k — 2, are considered. For 1 < ¢ < k — 2,

only the random shadows are given to the t-th user. We have ¢ different categories of random items ef X e{lt, ce
and e{lw]”lt whose quantities are (’61), (tzl), -+, and (;:}) respectively. Thus, the total number of random

shadows is calculated as (*5") + (‘7") +---+ ((7}) =271

For t > k — 2, two types of shadows, namely the random shadows and the shared images constructed from
the (2,2) and (2, o) approaches, would be distributed to the ¢-th participant. For the random shadows, there

are totally (k — 2) kinds of random items: e}, e{lt, e e{f”jk*t. Specifically, the quantities of e, e{'lt, ..., and
eilmjkfst are (tgl), (tzl), -+, and (,:13), respectively. As a result; the number of the first type of shadows is
estimated as (tgl) + (tzl) +oee 4 (i:;) = i‘:os (tzl). For the second type of shadows, the shadow pixels fthmj"’2

forall 0 < j; < -+ < jk—p < t are built for each secret pixel. The quantity of shared images from the (2, 2)
and (2, o) methods is (iilz) Finally, the number of shadows assigned to the t-th participant is computed by

(5 + M )= k22 (*7')- According to the above analysis; the case of k > 3 holds. This theorem is proved.
O

THEOREM 2. The proposed (2, o0) scheme is a valid VCS for the (2, o) threshold.

Proor. We demonstrate that the security and correctness requirements are satisfied. For the security condition,
no single participant can learn any information about the secret. For the correctness requirement, any collection
having 2 participants can decrypt the secret.

For any single shadow, when the secret pixel is white, the corresponding shadow pixel is black or white
randomly. The average gray-level of the area correlated to the white secret pixels is 1xX0.5+0X 0.5 = 0.5. Similarly,
for a black secret pixel, the shared pixel is black or white randomly as well. The average gray-level of the area
correlated to the black secret pixels is 1 X 0.5+ 0 X 0.5 = 0.5. As a result, any single shadow gives no clue about
the secret. The security condition is met.

When having 2 shadows, we calculate the average gray-levels of the stacked areas correlated to the white
and black secret pixels. If the secret pixel is white, the two shadow pixels are the same. Both the two shadow
pixels are black or white. Hence, the average gray-level is 1 X 0.5 4+ 0 X 0.5 = 0.5. If the secret pixel is black, the
two shadow pixels are randomly generated. Only when the two shadow pixels are all white, the stacked result
is white. Thus, the average grayness is 1 — (0.5 X 0.5) = 0.75. Since 0.75 > 0.5, the stacked area correlated to
the black secret pixels is darker than the one correlated to the white secret pixels. The secret can be visually
decrypted. The correctness condition is satisfied.

0O

THEOREM 3. The proposed (k, 00) scheme with k > 3 is a valid VCS for the (k, o) threshold.

ACM Trans. Multimedia Comput. Commun. Appl.
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Secret Pixel

(22)-vCS

(2,2)-VCS

(2,2)-VCS

(2,0)-VCS

Fig. 1. A (k, co) structure with shadow pixels distributed to a qualified subset {Py, P2, - <+, Px_5, Pj, Pj} where k -1 < i < j.

Proor. We introduce the (k, o) structure to describe the shadow pixels derived from a secret pixel s, as
depicted in Fig. 1. The (k, co) structure is a (k — 1)-layer tree structure. From layers 1 to (k — 2), the nodes are
obtained based on the (2, 2) scheme. Whereas, the nodes in layer (k =1) are constructed by the proposed (2, co)
technique. According to the proposed (k, o) scheme, all shared pixels distributed to participants are the leaf
nodes of the (k, co) structure. To be more concrete, the random pixels are obtained from the leaf nodes of the first
(k — 2) layers, while the shadow pixels of (2, o) scheme are achieved from the (k — 1)-th layer. As illustrated in
Fig. 1, the leaf node of the 1-st layer is e% for Py, the leaf node of the 2-nd layer is eéz for P,, and so forth. In the
(k — 1)-th layer, the first leaf node fkl;'l'k_z obtained from the (2, o) scheme is distributed to Px_;, and the second

one fkl"'k’2 is delivered to Py, and so on. There exist various (k, co) structures. The structure depicted in Fig. 1
distributes the leaf nodes of the 1-st, 2-nd, -« (k — 2)-th layers to Py, Py, - - -, Px_,, and delivers the 1-st, 2-nd,
-+ -, leaf nodes of the (k — 1)-th layer to P_, Py, - - - . For simplicity, we use Q;,;,...} with iy < iy <iz <--- to
represent the pixel set generated from the (k, co) structure, where the subscript {i;izi3 - - - } denotes the sequence
of participants involving in this structure. For example, the pixel set given in Fig. 1 is denoted as Qy;3...3.

Based on the (k, o) structure, we prove the security condition that any less than k participants give no clue about
the secret. For any participant P,, we have e € Q(;...y, el € Qjir .- el 7 € Quijuury, 172 €
Qjejisjogt - Since {t -~ - {jit -+ }, -+, {j1- - jk—st -}, and {ji - - - jk—3jk—2t - - - } are different from each
other, the shadow pixels distributed to P; belong to different (k, oo) structures. When recovering the secret,
according to the (k, o) structure, at least (k — 2) leaf nodes of the first (k — 2) layers and 2 leaf nodes from the
(k — 1)-th layer should be collected. However, for any less than k participants, at most (k — 1) leaf nodes are
obtained. The secret cannot be decrypted. The security condition is met.

The correctness condition can be obtained via Fig. 2, where any k participants P; , P;,, - - -, Py, with i; < iy <
+++ < i) can recover the secret. In this case, P;, has e}, P;, has ¢!, -+, P;,_, has elf;:z‘”"z, Py, has fi:;;'lk’z, and

gy
with the recovered €' -2 to decrypt é" -3 via the (2, 2) approach. By recursively using the (2, 2) scheme with
P; .-+, Py, the secret pixel s can be recovered finally. Any k participants can decrypt the secret. The correctness

condition is satisfied. Consequently, the proposed (k, o) technique with k > 3 is proved to be a valid VCS.

P;, has £V P, and P;,_ can reconstruct &' -2 via the (2, ) scheme. Then, P;_, can combine e;’
k ik k-1 k k-2 ix

O
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Secret Pixel

(2,2) -VCS
—6
(2,2)-VCS

(2,2)-VCS
Pik_z - @
(2,2)-VCS
Pik_l @ @

Py

k

Fig. 2. Secret recovery of the proposed (k, o) scheme by a qualified subset {P;{, P;,, :--, P;, } where iy < iy < -+ < i.

4 THE IMPROVED SCHEME

Theorem 1 states that as k increases, there will be an increasing number of shadows delivering to new participants.
Herein, we introduce an improved technique to reduce the quantity of shadows. In essence, the improved scheme
is established by combining the concept of generation, MVCS with monotone property, and a series of EVCS
methods with thresholds of (1, ), (2, 00); - -, and (k — 1, 00) together.

4.1  MVCS with monotone property

In previous (k, n, h) MVCS [3, 23], h secrets are revealed by stacking exactly k, - - -, n shadows. h must satisfy
h=n—k+1. Whenh < n—k+1, such a scheme is implemented by a more general (k, n, b, R) MVCS [23] with a
revealing list R = {rg, rg41 -+ , 'n}- As mentioned in the previous (k, n, b, R) MVCS, we have two categories of
items in R. For a non-zero item (i.e., 1y, # 0, u € {k, - - - ,n}), the r,-th secret is revealed by overlaying u shadows.
For a zero item (i.e., r, = 0), the stacked result by any u shadows cannot learn any information about the secrets.

Herein, we consider the (1,1, k) MVCS with k < n. Such a scheme is implemented by the (1, n, k, R) MVCS
withR={r; =1,--- ,rg =k, rg41 = 0,- -+ , 1, = 0}. When stacking k shadows, the last secret (i.e., the k-th secret)
is reconstructed since rg = k. On the other hand, as ri4; =0, - - -, r, = 0, the superimposed resultsby k+1,---, n
shadows give no clue about the secrets. The last secret cannot be obtained by the stacked results with k + 1, - - -,
n shadows. The previous (1, n, k) MVCS with k < n is non-monotone.

We introduce a (1, n, k) MVCS with monotone property, indicating that the last secret can still be revealed by
stacking more than k shadows. The base matrices of this monotone MVCS are produced via the non-monotone
VCS (NVCS) [3, 27]. In a (k, n) NVCS, only the result by exactly k shadows can disclose the secret. The stacked
result by more than or less than k shadows gives no clue about the secret. Let B °* be the base matrix for

(1,n,k)
encrypting k secret pixels s, - - -, sk in a monotone (1, n, k) MVCS. It is constructed by

BS

(lnk)_ (1n)|| ”B(llcc_—ll,n)“B(kn) ©)
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where || denotes the matrix concatenation, lel PREES B;’,‘C’_ll n) are the base matrices of the (1,n), ---, (k- 1,n)

NVCSs for secrets sy, - - -, si—1, respectively, and Bz’;c n) is the base matrix of (k, n) VCS for s. Since the (k, n) VCS
is monotone, the proposed MVCS is monotone as well.

4.2 Shadow construction

The improved (k, o0) technique adopts the concept of generation for shadow construction. Similar to [7], a
generation is defined to be a collection of several consecutive participants. Let G;, i > 1, be the i-th generation
having n; consecutive participants. All users in a (k, ) scheme can be partitioned into the following infinite
generations: Gy = {P1, Py, -+, Pn, }, Go = {Pny41, Pnys2, -+ s Pryany }» G3 = {Pryang+ts Pryangezs 5 Pryangins b - -
There is no additional restriction on n; except that n; > k. The value of n; might be determined by taking
into account the application scenario, shadow size, visual performance, and other factors. As an illustration
for application scenario, when 4 new participants are required for the (3, c0) scheme, we can set n; = 4 to
accommodate these 4 new users in one group at one time. In order to minimize the shadow: size, it is anticipated
that n; will be as large as possible. One can refer to Table 3. The shadow size of P;; is 17 for the (4, o) when
ny = nz = n3 = 4. However, we can set n; = 12 to include all these 12 participants in' G;. At that time, the shadow
size of Py; is 1. Nevertheless, when taking into account the visual performance (i.e., contrast), we should have n;
to be as small as possible. For the majority of VCS techniques, larger value of n; resultsin worse image quality.
This relationship can be observed in Table 5. For the (2, o) (resp. (3, o0)) scheme, when n; grows from 2 to 4
(resp. from 3 to 4), the contrast reduces. As a result of this, we can set n; = k to obtain good visual performance.
In conclusion, determining the value of n; might consider the above-mentioned factors.

In the improved scheme, the shared pixels are constructed from the following two cases of generations: (1) Gy,
and (2) G; with i > 2.

(1) Gy. For the 1-st generation G; = {Py, Py, - -+, Py, }, construct (k — 1) random pixels d}, d;, - - - ’d11<—1 and

obtain (k — 1) intermediate shared pixels via the (2,2) VCSzd! = VCS(SZCZ) (s,d)), d} = VCS(SZCZ) (s,d}), -,

lelc—l = VCSfZCz) (s, d/lq)' These (k — 1) intermediate information is responsible for producing shared pixels

in future generations. Let d, - - - ,d]i_l, s be the k-pixel input of (1, ny, k) MVCS. We derive n; shadow pixels
Ll oo ml b
my, My, ==+, My, DY

(mia m;a T mrlll) = MVCS?fnl’k) (dl’ R djlc_l’s)’ (6)

These n; pixels m}, ..., m} are distributed to n, participants Py, - - -, Py, respectively. According to the (1, ny, k)

My,
MVCS, any 1 participant in G; can reveal the 1-st secret d}, any 2 participants can decrypt the 2-nd secret d}, - - -,
and any k or more users can recover the k-th secret s.

(2) G; with i > 2. For the i-th generation G; = {Py,+...4n;_1+1>* * * > Pnyt--tn;_1+n; } With i > 2, two types of shared

pixels are produced by the following operations. First of all, randomly generate (k — 1) pixels d’, - - -, d,i_l. Then,
obtain (k — 1) intermediate shared pixels cZi, e Jl’;_l via the (2, 2) scheme, as represented by
di = VCSiy, (s,d)), -+ di_, = VCSTy, (s,d}._). (7)

These (k — 1) shared pixels ai;, e di

i, take charge of deriving shadow pixels in subsequent generations.
Remember that we have (i — 1) groups of intermediate pixels from the previous (i — 1) generations:

(jl,... sd~11<71)’ .. ’((ji‘—l, ... "z/i111)- (8)

Generally, for the j-th participant of G;, the shared pixel ci’y‘ with1 <x <i-1,1<y < k-1 from the previous
generation G, is considered as the secret of a (k — y, o0) scheme. Consequently, the (k — y, c0) method outputs a
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shadow w’yc (gt 4mpit]) for this participant, as denoted by
_ e x 7
Wytnrsnire) = ¥ Ok yo0) (D Lynyaom o)) ®)

Jx x
where dj, is the secret and Iy(n2+~~~+ni,1+j)

shadow pixel and the random pixels of the previous participants) needed in the (k — y, o) approach. For any

indicates the additional information (e.g., the order of the current

ci’yc the same (k — y, o0) scheme is utilized to produce shadows for the participants in different generations. For
example, a (k — 1, c0) method with cill is utilized to build the shadows w],, Wll(n2+1)’ Wll(n2+n3+1)’ .-+ for the 1-st
participants in G,, Gs, Gy, - - -, respectively. Meanwhile, the (1, n;, k) MVCS is adopted to construct n; shared
pixels mi, .. ,mili by

(o my) = MVCSE, o (d oo diy,9) (10)

i

where di, «o.,dl | sarethek input pixels. These n; pixels m, - -

k-1’
P +..ctn;_y+n; of Gj, respectively.

i .
-, m, are then delivered to Pp,4...m; 41, " *»

P, m}
Pe— |m)
Gy
Ppie— my pemmmmmmmmmm IR poTTT T S
— [/ (L,o)—VCSwithdi, v [/(k—1,00)—VCSwithdth
[t It et a
' - IR = \
Prsi «——|mi]| Wi—1)1 I Wi ]
1 1
Privz «— [m3| | Wik-1)2 i ! Wiz i
G, 1 I |
' ' 1 !
1 1 1 1
1 ' 1 !
P, +n 211 P H | 1 i
w, w
12— | M| (k=1)n: i ! in, i ____________
i ' Pt N . -
H ! ] o Sie -~ N
HE i ! : [ (Loo) —VeSwithdiy \  {k—1,00) —VCS with di1y
' 1 ettt - Immmmm—mmmm - mmm - 1
2] ' T ! ' T ! -1 ! ! =1 '
Prytoimiy41 < mi ! W(lk—n(n etmga |1 | Wimptamgen | ) W(k—ln(n dotmgg41) |} ) Wl(q detnggbl) |
= =
Pysini_g+z M5 | WD opttng32) [0t Witptstn+2) |1 | WeeDmpran 2y |1 ) | Wit +2) '
1 |
Gy 1 ! i ! H 1 i |
' 7 oo Peee !
; P 4 - b !
1 T ' | T ! 1[T=1 i ! -1
Py bt nisy +n; 4 ! Wk-1)(npt-tnigtn) | | ' Witngttmiog4mp |1 ! Wk=1)(ngt-tnyg+mp) | | ! Witng4etng_4n) |1
\ 1 1 1 \ 1 \ !

M

O (1,ny, k) — MVCS with e, by, s [0 (1,ny,k) — MVCS with d2, -+, d2_,s [ (L k) — MVCS with dl, -, d}_y, s

Fig. 3. Shadow pixels for participants in the improved (k, o) scheme when sharing a secret pixel s.

In summary, when sharing one secret pixel s, the j-th participant Py ...4n,_,+; of the i-th generation G; receives
the following shadow pixels.

i
m’,
wl el

(k=1)(ng+---+nj_1+j)’ > T1(ng+e-+niog+j)°

2 2
Wik=1) (ng-4ni4j) 2 Wi(npteetni_y ) (11)

i-1
s Wy np+-+n;_1+j) "

i—-1
(k=1) (ng+---+nj1+j)’

Fig. 3 illustrates the shadow pixels distributed to different participants in the improved scheme. Note that, the
probabilistic method is utilized to implement all mentioned MVCS and VCS methods.
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4.3 Theoretical analysis

The improved method is verified to be a valid (k, ) method by Theorems 4 and 5, where the security and
correctness requirements are proved to be satisfied. The number of shadows assigned to a participant by the
improved technique is provided in Theorem 6.

THEOREM 4. The improved (k, o) scheme is secure: any less than k participants cannot learn any information
about the secret.

Proor. According to Formula (11), each participant holds multiple shadows coming from different schemes.

For the j-th participant Py ...4n,_,+j of G;, m3 belongs to the (1, n;, k) MVCS with secrets di, d]’c S while
1 1

Wiko1) (ngtetnist) 0 Wingtertmy_y4+j) SOTE from the (k — 1,0), - - -, (1, o) schemes with secrets dl, . d}c »

respectively. Generally, w é;il)(n2+---+n,-_1+j)’ - ;(;2+ wn,_,+j) Delong to the (k — 1,00), - -5(1,00) schemes

with secrets cii_l, x d]‘C 11, respectively. Any participant does not have two or more shadows coming from one
scheme.

Let P, - -, P;_, withi; <--- <ix_; be the (k — 1) participants in the improved (k, c0)scheme. A secret pixel
s can be recovered from the two situations: (1) using shadow pixels all from an MVCS, and (2) the combined
use of some shadow pixels from an MVCS and the other ones from an EVCS. We prove the (k — 1) participants
cannot recover the secret from these two situations.

For the first case, suppose all the (k — 1) participants belong to a generation G,,. These (k — 1) participants hold
(k — 1) different shadows from the (1, n,, k) MVCS with secrets d%, - - -, dzfl, s. Based on the (1, ny, k) scheme,
these participants can decrypt dY, - - -, di!_, but not the secret s since they do not have k shadows. For the second
case, suppose (k — 1) participants are involved. Let ¢ participants come from generation G, and the remaining
(k —1—c) participants arrive from the future generations Gy41, Gy+2, - - -, where 1 < ¢ < k — 1. Additionally, when
¢ = k — 1, it is the first case. For the ¢ participants of Gy, they canrecover the random pixels d¥, - - -, d¥ through
the (1, n,, k) MVCS with secrets d¥, - d;: S If any one of the pixels ci”, . ci” can be revealed from the
remaining (k — 1 - c) participants, secret's can be disclosed via the (2, 2) scheme by using the two shared pixels:
(d¥, d”) or---,or (dY, d”) However, for the rernamlng (k=1-¢) partlclpants of Gyy1, Guya, - - they can utilize
their EVCS shadows to decrypt pixels dgﬂ, = dZ—1 via the (k—1—¢, ), -, (1, 00) schemes. d , J}j cannot
be achieved. Secret s is not able to be decoded as a result. In summary, we prove that any (k — 1) participants
are not capable of recovering the secret. The same conclusion also holds when the numbers of participants are
(k—=2),---, 1. The improved (k, o) scheme is secure.

]

THEOREM 5. The secret of the improved (k, o0) scheme can be decrypted from any k users.

Proor. Let P;, -- -, P, with iy < --- < ir be the k users for revealing the secret s. Two cases are examined: (1)
the k participants from the same generation G, and (2) the first ¢ users from G,,, while the remaining (k — c)
users from future generations Gy41, G2, - - -, where 1 < ¢ < k.

For the first case, the k participants hold k different shadows from the (1, n,, k) MVCS with secrets d¥, - - d,l; .
s. According to MVCS, these k shadows can directly recover the secret s. For the second case, the ¢ participants
of G, hold c different shadows belonging to the (1, ny, k) approach with secrets df, - - -, di!_ . s. They can decode
dY from these ¢ shadows. On the other hand, for the remammg (k — c) participants of G,41, G4z, - they hold
(k — c) different shadows of the (k — ¢, o) EVCS with secret d“ Thus, these (k — ¢) users can reconstruct d” Since
d¥ and d}j are the two shadows of the (2, 2) scheme, the secret s can be decrypted. Based on the two mentioned
situations, any k users are capable of decoding the secret. This theorem is proved.

O
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THEOREM 6. The number of shadows assigned to the t-th participant P, of the improved (k, co) method is estimated
as

,ifl<t§n1,
t= (12)

(y,) .
1+ y= th—Zj_l nx, lfl > 2, ni-1 <t <n;

where Nt(y’oo.) . is the quantity of shadows constructed from the proposed (y, 00) scheme for the (t — Z nx) -th
n

user, as calculated by Theorem 1.

Proor. The shadows assigned to P; of generation G; are separated into two categories: (1) the shadows from

MVCS, and (2) the others from the (1, ), - - -, (k — 1, 00) schemes. We use Nt(l) and Nt(z) to record the number of
shadows from the first and second categories. For the first category, only 1 shadow of MVCS is provided to P;. We

have Nt(l) = 1. For the second category, when 1 < t < n; (i.e., P; belongs to the 1-st generation G;), the (1, ),
-, (k — 1, 00) methods are not used to produce shadows. The quantity of shadows from the second category is 0

when 1 < t < n;. That is Nt(z) =0for1 <t <ny.Whenn;_; <t < n; (ie, P; coming from the i-th generation G;

where i > 2), the (1,00), -+, (k — 1, 00) schemes are employed for (i — 1) rounds to generate the corresponding

shadows. For the j-thround (1 < j <i-1), Nt(loo), N(k_l’oo) shadows are constructed by the (1, 0), - - -,

(k — 1, 0) schemes, respectively, where a; = ZX 1Mo N, t(l;o) is 1, and N(y with 2 <y < k — 1 is evaluated by

Theorem 1. Thus, we have Nt(z) = Zk 1 N(y;o) fori > 2, nj=y < t < n;. In summary, we can compute
o Mx

the number of shadows assigned to Pt by

1,if1<t<n1,

1+Z ZklN:y;) ,ifi > 2,4 <t <.

Ne=N"+N? = { (13)

4.4 Extension for XOR decryption

We further enhance the recovered image quality by using Boolean XOR decryption. The proposed (k, n) approach
can decode the secret with XOR operation while the improved approach cannot since the MVCS [23] [3] is not
an XOR-based scheme. If a multi-secret XOR-based VCS (MXVCS) is applied in the improved scheme, the XOR
decryption can be provided. Thus, we develop a non-monotone XVCS (NXVCS) using a novel partition algorithm
in order to establish the MXVCS.

4.4.1 Analysis on existing NXVCS. We adopt Construction 2 of NXVCS in [27] for building an MXVCS. For
a (k,n) NXVCS, only the XOR-ed result by exactly k shadows can reveal the secret. While other results by
more than or less than k shadows cannot attain any information about the secret (i.e., the security condition).
Nevertheless, the approach in [27] might suffer from a security flaw in which some forbidden subsets with more
than k participants would reveal the secret. Note that, a qualified subset is the subset of participants that can
recover the secret, while a forbidden subset is the one that does not leak out any information. Additionally, a
qualified subset is called minimal if any proper subset of it is a forbidden subset. We first provide a brief overview
of Construction 2 and then highlight the security flaw with an example.

In Construction 2, all minimal qualified subsets of the (k, n) threshold are separated into several parts by Shen
et al’s access structure partition approach [17]. Participants in each part are classified into three categories:
kernel, related, and non-related participants. A related participant i is connected with a kernel participant j (i.e.,
an equivalent relationship, as denoted by i < j). Both of them are then assigned the same rows of the (k, k)
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VCS base matrices. For a non-related user, a row having binary random numbers is given. By concatenating the
corresponding matrices of each part, the base matrices of (k, n) NXVCS are produced.

We discover that the usage of Shen et al’s algorithm [17] in Construction 2 [27] might compromise the security
condition. Consider the (2, 5) NXVCS. The base matrices by Construction 2 using Shen et al’s partition technique
are achieved as

1010 * * 1010 * *
101010 011010
X0 X0
B(z,s) =] 1010 * = ’B(z,s) =1 011001 . (14)
101010 011001
1010 * * 1001 * *

where * denotes a binary random number. When XOR-ing the first 4 rows of Bi(z’(;) and Bég ) the results are
(0000 * %) and (1111 * *), respectively. The recovered block correlated to the black secret area is darker than
the one corresponding to the white secret area. The secret is revealed by 4 participants which compromises the
security condition of (2,5) NXVCS.

Shen et al’s method [17] is not suitable for NXVCS since it cannot guarantee each user is equivalent to one
participant at most in each partition. Once a participant is connected with two‘or more users (e.g., 2 &> 3 < 4),
the XOR-ed result by more than k shadows might be reduced to the one by k shadows. Consequently, the security
condition is damaged. Take the partitions of (2, 5) threshold given in Table 1 for example, we have 2 & 3 < 4
(i-e., 2, 3 and 4 are equivalent) for the first partition by Shen et al’s method [17]. In this case, the XOR-ed result
by participants 1, 2, 3, and 4 is reduced to the result by participants 1 and 2 for the first partition.

Algorithm 1 L = Rel(R, Q).

Input:Two sets R = {iy,---,ix} and Q = {j1,- - , jk }-

Output:Set of equivalent relationships L.

(1) Achieve the set of common participants between Rand Q: C =RN Q = {cy, -+ ,cq} where 0 <d < k- 1.

(2) R and Q can be rewritten as R = {cg,»+* , €a, Ixps ** Sy} and Q = {c1,++ ,¢as jyi»** *» Jyp_q}- The set of

equivalent relationships L is established as L'= {l; : iy, < jy, " ,lk—d : ix,_; © Jy,_,}- Output L.

4.4.2 Novel partition algorithm for NXVCS. A novel access structure partition algorithm is introduced to
provide suitable divisions for NXVCS. Three procedures, Algorithms 1-3, are adopted to constitute the partition
method (Algorithm 4). Algorithm 1 shows the steps for establishing the equivalent relationships between two
minimal qualified subsets R and Q of the (k, n) threshold, as represented by L = Rel(R, Q), where L denotes the
set of equivalent relationships.
Algorithm 2 (L, C) = OnePartition(T).
Input:A set of qualified subsets I'.
Output:Set of equivalent relationships L and set of common participants C.
(DLetQ={1,---,n},G=T={0Q1,---,0;},j=1and L = 0. Compute u = min(n — k, k).
(2) If t = 1, then suppose Q; = {iy, - -, i} and randomly select u different elements jy, - - - , j, from Q \ Q;.
Build u equivalent relationships by Iy : iy & ji, -+, 1, : iy & j,. Output L = {ly,--- ,[,} and C = {iy41, - - , i }-
Algorithm ends.
(3) If t > 2, then let R = Q; be the reference set and repeat Steps (4)-(6).
(4) Compute j = j+ 1. Select Q; € G and calculate ¥ = Rel(R, Q;) (i.e., Algorithm 1). All participants in ¥
forms a set A.
BG)FACQand|L|+|¥| <u,thenL=LU¥and Q=Q\A.
(6) If [IL] = u or j = ¢, output L and C = Q and algorithm ends. Otherwise, repeat Steps (4)-(6).
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By utilizing Algorithm 2, we can extract one partition from a given collection of minimal qualified subsets I', as
denoted by (L, C) = OnePartition(T'), where L is the set of equivalent relationships and C is the set of common
participants. With L and C, all related minimal qualified subsets can be achieved via Algorithm 3, as indicated
by I' = GenSet(L, C). Finally, Algorithm 4 outlines the processes for separating all minimal qualified subsets
of (k, n) threshold into t parts 1"0(1), s l"o(t) . The corresponding ¢ pairs of sets of equivalent relationships and
sets of common participants (L(1),C(V), ... (L) C®*)) are provided as well. With the partition results by our
algorithm, a more secure NXVCS is accomplished via Construction 2 of [27].

Algorithm 3T = GenSet(L,C).

Input:Set of equivalent relationships L and set of common participants C.

Output:A set of qualified subsets T'.

(DIC=0,then L ={l; : iy & ji,- -, Ik : i & ji}. Select every element from every equivalent relationship

to form 2% different k-tuple subsets: {iy, io, - -, ik}, {i1s 02+ 5 JkJ» - *s {J1s Joo =+ + 5 jk p« These 2k subsets forms

T.

(2)IfC # 0, suppose C = {c1, -+ ,cq}. L={l1 : iy & ji,- - ,lk—q : ix—a < Jr—d}- Select every element from

every equivalent relationship to form 2k=d different (k — d)-tuple subsets: {i1, - ,ix—a}, {it," s jk—d}> ">
{j1,*** » je—a}. Add the d elements c;, - - - , cg of C to every (k — d)-tuple subset to obtain 25~¢ different k-tuple
subsets: {c1, * ,Cq i1, »lk—d}s {C1, " s Cdy i1, "+ 5 Jhed)s ** > €1 "t s Cds J1st ¢ jr—d ). These 2k=d gubsets
formsT.

(3) Output T.

Algorithm 4 Partition the set of all minimal qualified subsets of (k, n) threshold.
Input:Set of minimal qualified subsets I} of a (k,n) threshold.

Output:t partitions T()(l), S I’O(t) and ¢ pairs of sets of equivalent relationships and sets of common participants
(LD, cMy ... (LW, c®),

(1) Let i = 1 and u = min(n — k, k).

(2) Compute (L, ) = OnePartition(Ty) (i.e., Algorithm 2).

(3) Calculate l"o(i) = GenSet(L),CD) (i.e., Algorithm 3).

(4) Update Ty by Ty = Ij \ 1“0(” andi=i+1.

(5) When I # 0, repeat Steps (2)-(5): Otherwise, output 1"0(1), - I“O(t) and (LOW,cW), ... (L"), c®),

According to Step (5) of Algorithm 2, the participants engaged in an equivalent relationship are selected from
the set Q. Once a relationship is established, the involved users are deleted from Q. It guarantees that each user is
equivalent to a maximum of one participant in a single partition. Consequently, the security issue is solved. For
example, our method yields 3 partitions for the (2, 5) threshold, as provided in Table 1. By using Construction 2
of [27] with our partition results, the base matrices of (2,5) NXVCS are achieved as

1010 * = 1010 * *
101010 011010
Bfios) =| 10«10 ,Béfs) =| 01%x01 |. (15)
101010 100101
* % 1010 *% 0110

By using the following steps, we can verify that the secret information cannot be revealed by the XOR-ed results
of any 3, 4, or 5 rows of the base matrices. Remember that, the secret information cannot be decrypted if the

ACM Trans. Multimedia Comput. Commun. Appl.



EVCS-DAS: Evolving Visual Cryptography Schemes for Dynamic Access Structures « 15

average gray-levels (i.e., Hamming weights) of the recovered white and black pixels are the same. In the above

(2 5) NXVCS, the average Hamming weight of the XOR-ed result by any 3 rows of B, oy 5) is the same as that of

(2 5) Take the first 3 rows of B(2 5) and B(2 5) for example. Both the XOR-ed results are (10 # s ). Note that, the

XOR-ed result of a random element * and a determined element is still a random element *. The correspondlng
average Hamming weights are the same. More results of different combinations of 3 rows of B S 5) and B S 5) can
be verified by the readers. By the same way, we can examlne that the average Hamming weight of the XOR-ed
result by any 4 (or 5) rows of B Y 5) is the same as that of BX; Y 5) Since the recovered white and black pixels have
the same average Hamming weights, the secret information cannot be revealed. We also require the MXVCS to

be monotone. The base matrix of a monotone (1, n, k) MXVCS is obtained by

X517+ Xs 5X,S XS,
Bt =Bl B B (16)

i(lsl), ey Bé’s_"l‘;) are the base matrices of the (1,n), - - -, (k — 1,n) NXVCS schemes, and B ) is the

base matrix of (k, n) XVCS with monotone property [19, 30].

where B

5 EXPERIMENTAL RESULT AND DISCUSSION

Experimental results of the two proposed methods are demonstrated. Meantime, discussions and comparisons on
access structure partition, shadow size, contrast, and functionality are provided, illustrating the benefits of the
proposed schemes.

5.1 Visual example

Two (3, c0) experiments by the proposed scheme with stacking decryption (i.e., OR recovery) and the improved
method with XOR decryption are depicted in Examples 1 and 2, respectively, where 3 participants are involved.
Detailed information is illustrated as below.

ExampLE 1. Consider a (3, 00) EVCS by the proposed technique with stacking (OR) decryption. When sharing a
secret pixel s, for the 1-st participant, only a random pixel e is produced. For the t-th (t > 1) participant, we generate
random pixels and shared pixels from the (2, 00) and (2, 2) methods. Thus, for P;, a random pixel €2 is provided, and

meantime a shadow pixel le is obtained by the (2, 0) method: f;} = VCS(SZCOO) (é',I,) where &' is the shared pixel

of a (2,2) VCS derived by & VCszcz) (s, e}). For P3, we produce a random pixel e and 2 shadow pixels f;', f?

constructed by é% = VCS?ZCZ) (s.e), fi = VCSfZCOO)(”, L), ff= VCSSC )(~2 IZ). When all secret pixels have been
processed, the corresponding shared pixels form the shadows. Fig. 4 shows this (3, o0) experiment, where the secret
image is given in Fig. 4 (a) and the shadows distributed to Py, P,, P3 are described in Figs. 4 (b)-(d). The secret recovery
is listed below. For Py, Py, and Ps; the secret can be reconstructed by using stacking (OR) decryption based on E; of Py,

F, of P,, and F; of Ps, as depicted in Fig. 4 (e).

@ O

) (d3) ©

) ()

(d-

Fig. 4. A (3,00) experiment by the proposed technique with stacking (OR) decryption. (a) Secret image, (b) E] ,(c) EZ and F;,

(d) E3, F31, and F2 (e) stacking (OR) decryption by El, le, and F1
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@ b © @ @

Fig. 5. A (3, ) experiment by the improved technique with XOR decryption. (a) Secret image, (b) M}, (c) ML, (d) M, (e)
XOR decryption by M}, le, and M;.

ExAMPLE 2. Consider a (3,00) EVCS by the improved technique with XOR decryption. To constitute a (3, co)
scheme, the (1, 00) and (2, o) methods are utilized. Let the number of participants in generation G; be ny = 3. For
G, the (1,3,3) MXVCS is adopted and the base matrix is built by

X,515253 _ X, X, X, S
B(1,31,32) ' = B(1,31)||B(2,3Z)”B(3,33) (17)

where BXS1 and BX% are the base matrices 0f (1,3) and (2,3) NXVCS schemes (note: the (2, 3) scheme is accomplished

(1,3) (2,3)
by [27] with our partition algorithm), and Bﬁ’s;) is the base matrix of (3, 3)-XVCS. All base matrices are demonstrated

in Appendix A.
Given a secret pixel s, for Gy, we generate 2 random pixels d} and d, and construct 2 intermediate shared pixels d}

and Jé by cﬂ = XVCS?ZCZ) (s,d}) and cf% = XVCS?ZCZ) (s, d}). With the(1,3,3) MXVCS, 3 shadow pixels m}, m}, m;

are derived by (m!, ml, ml) = MXVCSSC, .. (d!,dl,s) and then delivered to Py, Py, Ps of Gy, respectively. When all
Y (my, my, my (133) 2 P Y.

secret pixels have been processed, the corresponding shared pixels form the shadows. The secret image is depicted in
Fig. 5 (a), and the shadows belonging to Py, P,, P3 are shown in Figs. 5 (b)-(d). They can use their MXVCS shadows

Mll,le, M3l to reveal the secret, as decoded in Fig. 5 (e).

(@1) (@2) (a-3) (a-4) 1) (©-2) (©-3)

Fig. 6. Adding a new participant P4 to an existing (3, o) scheme by the proposed technique with stacking (OR) decryption.

(a) Ei, Fi, Ff, Ff for Py (b) stacking (OR) decryption by {P1, P2, P4}, {P1, P3, P4}, and {P2, P3, P4}.

5.2 Dynamic access structure

When a new participant P4 is required in the (3, o) experiment of Example 1, we can utilize the proposed
technique with OR decryption to generate 4 shadows Ej, F;, Fi, F; for P,, as depicted in Fig. 6. Detailed
information of constructing the 4 shadows is provided. When a new participant Py arrives, for each secret pixel s,
we randomly generate a pixel ej and 3 shared pixels f}, fZ, and f via the (2,2) and (2, %) schemes, as given
by &3 = Vcsfgz) (s,€d), fl = Vcsfz‘fw)(él,lg), fi= VCSffw)(Ez, I2),and f} = Vcsfgoo)(éS, I?). As all the secret
pixels have been processed, we receive the 4 shadows Ej, F,, F2, F; for P4. By using F, of Py with F) of P, and E;
of Py, the secret can be decrypted via OR operation, as shown in Fig. 6 (b-1). Similarly, Py, P; and P4 (resp. P,, P3
and P;) can also decrypt the secret with OR operation by their shadows E], F; and F; (resp. E3, FZ and F?), as
shown in Fig. 6 (b-2) and (b-3).
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(a-1) (a-2) (a-3) (- (b-2) (b-3)

(c-1) (c-2) (c-3) (d-1) (d-2) (d-3)

Fig. 7. Adding 3 new participants Py, P5, and Pg to an existing (3, 00) scheme by the improved technique with XOR decryption.

(@) MZ, W}, W}, for Py, (b) M2, W,,, W, for Ps, (c) MZ, W, W}, for Pg, (d) XOR decryption by {Pq4, Ps, P¢}, {P1,P3, Pg}, and

{Py, P3, Ps}.

We consider adding 3 participants Py, Ps and P of generation G; into the (3,00) scheme of Example 2. In this
case, the improved method is utilized to construct shadows for the 3 new users. Detailed information of generating
shadows for the new participants P4, Ps and P is illustrated. The base matrices for G, are the same as those
given in Example 2. For each secret pixel s, we construct 2 random pixels d* and d2 and generate 2 intermediate
shadow pixels d? and d? via d? = XVCS?ZC,Z) (s,d?) and d? = XVCS?ZC:Z) (s,d2). By using the (1,3,3) MXVCS, 3
shared pixels m?, m2, m? for Py, Ps, Ps, respectively, are obtained by (m?, m%, m3) = MXVCS(SI%S) (d?,d%,s). By
taking the intermediate shared pixel cill of G, as secret, we utilize the (2, 00) scheme to derive 3 shadow pixels
wi,, wi,, and wi, for Py, Ps, and P, respectively. Similarly, based on J; of Gy, the (1, 00) approach is adopted to
achieve w%l, W%z’ and wéS for Py, Ps, and Pg, respectively.

Finally, when all the secret pixels have been shared, P4 receives Mlz, Wzl1 and Wlll, Ps has Mzz, WZI2 and Wllz,
and Pg obtains M,f, W'Zl3 and W'113, as shown in Figs. 7 (a)-(c): P4, Ps and Ps can decode the secret by using M2, Mz2
and M?, as given in Fig. 7 (d-1). For other cases, such like the collection of Py, P3, Pg (using M}, M}, W,;), or the
collection of P, P3, Ps (using My, M;, W,,), the XOR-ed results also disclose the secret, as illustrated in Fig. 7 (d-2)
and (d-3).

5.3 Discussion and comparison

5.3.1 Access structure partition. A novel access structure partition algorithm is introduced to deal with the
security concern of NXVCS in [27]. The partition results by the proposed algorithm for some commonly-used
thresholds (e.g., 2 < k < n < 5) are provided in Table 1, as well as the ones derived from Shen et al’s method
[17]. According to Table 1, the (2,5) and (3,5) thresholds by Shen et al’s method are not suitable for NXVCS
[27] since one user is equivalent to two participants in one partition (e.g., 2 <> 3 < 4 in the first partition of
(2,5),3 > 4 & 5 in the first partition of (3,5), 1 > 2 <> 3 in the third partition of (3,5)). Whereas the proposed
partition technique offers appropriate divisions for each threshold. We can adopt the proposed partition method
to build a more secure MXVCS [27], enabling the XOR decryption for better visual quality.

5.3.2 Shadow size. Shadow size indicates the amount of shared bits that are delivered to a participant. Shadow
size is expected to be as small as possible so that the overhead for storing and transmitting the shared bits would
be reduced. For the proposed (2, c0) scheme, the shadow size for each participant is 1 bit if a 1-bit secret is
encoded. However, as more participants are added, the shadow size for both the proposed schemes grows as a
result. The shared bits assigned to a newly-added participant by the two proposed scheme can be evaluated via
Theorems 1 and 6.
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Table 1. Comparison of partitions of various thresholds.

(k) |_Ref. [27] using Shen et al’s method [17] | Our
’ l Partition [ Equivalent [ NXVCS [ Partition [ Equivalent [ NXVCS
@3y | (L2 | 2o3) oo s /
{12}, {13}, {{1.2}, {13},
s | 2434 {263,164}, y {2,4}, {3,4}}, {263,164}, y
@9 | (23}, (L4)) (12304} ({13}, (1,4}, (102304,
{2,3},{2,4}}
({1,2},{1,3},{1,4}, {1 5, {{1,2},{1,3},{2,4}, {21—)3,1 1—»4},
25 | (251355 {45}}, 2636 4), (B L4 (1L5), | (4os1e2) |,
@9 1 (151,123}, 3.4)), | (1o204 X (2.4),{25)), ({23}, | 25304
{{2,4}} 35} {2,4},{3,5},{4.5}}
o | UL23L(124]), 2o 4], S, 23} (124, Bod), P
G | (134 {1.34}} (102} ({1.3.4).{2,3.4)) (102}
{{1,2,3},{1,2,4}, {{1,2,3},{1,2,4),
{1,2,5}},{{1,3,4}, {3<—>4<—>5}, {1,3,5},{1,4,5}}, {31—?4,24—)5},
3.5 {2,3,4},{1,3,5}, {12465}, X {{1,2,5},{1,4,5}, (264163}, /
G (23,5} ), {{2.4,5), (1o203) {2.3,5), (3.4,5} ), (12305}
(3,4,5},{1,4,5}} {(1,3,4}, {2,3,4},
{1,4,5},{2,4,5}}
{{1,2,3 4},{1,2,3,5}}, {44—)5}, {{1,2,3,4},{1,2,3,5}}, {4(—)5},
45 | {{1,245},{1,345}}, | {23} v {{1,2,4,5},{1,3,4,5}}, | {23}, v
{{2,3,4 5}} {{2,3,4,5},{1,3,4,5}} {2<—>1}

Table 2. Comparison of shadow size (measured by bits) when sharing a 1-bit secret for the (3, o) threshold.

| Ref. [4] | Our

Participant | Ref. [13] ‘ Ref. [33] ‘ Ref. [10] ‘ Ref. [29] I MIJ Nz [ Proposed | Tmproved
P 22 1 1 1 1 6 |1 1
P, 22 1 1 1 2 6 2 1
P 22 1 1 1 1 7 3 1
P, 22 1 1 1 7 7 4 1
Ps 22 1 1 1 11 14 5 3
Pg 22 1 1 1 16 14 6 3
Py 22 1 1 1 22 15 7 3
Pg 22 1 1 1 29 15 8 3
Py 22 1 1 1 37 23 9 5
Py 22 1 1 1 46 | 23 | 10 5
P 22 1 1 1 56 | 24 | 11 5
Py 22 1 1 1 67 | 24 | 12 5

Table 3. Shadow size of the improved scheme for (4, o) threshold when a 1-bit secret is encoded.

Gen. | Participant MVCS (k, ©0)-VCS with 1 < k < 3 for the (4, ) improved scheme Total
: (1,44) [ (Leo) [ (220) [ (30) [ (Leo) [ (200) [ (3,00)]
P, 1 - f B - B B 1
P, 1 - - B - B - 1
& P3 1 E E 1
Py 1 - - - - 1
Ps 1 1 1 1,1 E 4,4
G Ps 1 1 1 2,1 E 5.4
2 P, 1 1 1 3,1 - - 6,4
Ps 1 1 1 41 - B - 7,4
P, 1 1 1 5.3 1 1 1,1 11,9
G 127) 1 1 1 6,3 1 1 2,1 13,9
3 P 1 1 1 7.3 1 1 3,1 15,9
P2 1 1 1 3.3 1 1 4,1 17,9

1: Left: using the proposed (3, ) scheme. Right: using the improved (3, ) scheme.
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Table 4. Shadow size of the improved scheme for (5, o0) threshold when a 1-bit secret is encoded.

Gen. | Participant MVCS (k, 00)-VCS with 1 < k < 4 for the (5, c0) improved scheme Total
. (1,5,5) | (1,00) [ (2,0) [ (3,00)T [ (4,00)T [ (1, 0) [ (2,0) [ (3,00)T [ (4,00)T
Py 1 - - - - - - - 1
P, 1 - - - - - - 1
G Py 1 B = B B B - B 1
P, 1 B = - B - - 1
P 1 - - - - - 1
P, 1 1 1 1,1 1,1 B B E 55
p; 1 1 1 2,1 2,1 - - 7,5
G, Py 1 1 1 3,1 4,1 - - - B 10,5
Py 1 1 1 4,1 7,1 - - - - 14,5
Pro 1 1 1 5.1 11, 1 B B - - 19,5
P 1 1 1 6,3 16,4 1 1 1,1 1,1 29, 14
Py 1 1 1 7.3 22,4 1 1 2,1 2,1 38, 14
Gs Pi3 1 1 1 8,3 29,4 1 1 3,1 4,1 49, 14
Py 1 1 1 9,3 37,4 1 1 4,1 7,1 62, 14
Pys 1 1 1 10,3 46, 4 1 1 51 11,1 77,14

1: Left: using the proposed (3, o) or (4, o) scheme. Right: using the improved (3, o) or (4, o) scheme.

Comparison of shadow size among related methods is illustrated in Table 2, when a 1-bit secret is shared for
the (3, o) threshold. D’Arco et al’s two (3, o0) approaches (M1 and M2)[4] and Wu et al’s size invariant (k, co)
method [29] are included for comparison, as well as three traditional (k,n) VCS schemes [10, 13, 33]. As the
methods in [10, 29, 33] are size invariant, the shadow size is therefore 1. For Naor and Shamir’s VCS [13], as 12
users are utilized, we evaluate the shadow size based on the (3, 12) scheme. So that we achieve the shadow size
as 22.

D’Arco et al’s second method (M2) is a CRT-based technique that improves their first approach (M1). The
concept of generation is also utilized in their secondapproach. For a fair comparison, we use the same numbers of
participants in generations (e.g., n; = nz = ns = 4) for both our scheme and their second method [4]. In D’Arco et
al’s first approach, when one bit is encoded, the amount of shared bits assigned to the ¢-th participant is calculated
as (t;) + t (bits). For their second method, the shared information for the j-th participant of the g-th generation
G, is divided into 5 pieces: (1) the g-th shadow from the proposed (3, c0) scheme, (2) for each previous generation
G; (1 <i < g—-1), aforward shadow from a (3, N?) CRT-based scheme, totally (g — 1) shadows, (3) for the
current generation Gy, the (j + 1)-th shadow from a (3, N (9)) CRT-based scheme, (4) a backward shadow from a
(3,N (9)) CRT-based scheme, which is later masked with a random number RS’ from each previous generation
G;, totally (g — 1) masked shadows, and (5) a random number RSY. Herein, the number of each generation is
set to be 4 (i.e., ny =ny = --- = 4). Since N) = n; + 2 according to [4], we have N = 6 for 1 < i < g. When
encoding a 1-bitsecret, the (3,6) CRT-based scheme [1] is constructed based on the following parameters: py = 2,
p1=3,p2=5,p3=7,ps =11, ps = 13, ps = 17. With such a configuration, we can calculate the shadow size for
each participant by D’Arco et al’s second approach. For example, the 5 pieces of shared information delivered
to Ps (i.e., 1-st participant of G,) are: (1) the 2-nd shadow of the proposed (3, o) scheme (2 bits), (2) a forward
shadow from a(3, 6) CRT-based scheme of G; ([log,(17)] = 5 bits), (3) the 2-nd shadow from a (3, 6) CRT-based
scheme ([log,(5)] = 3 bits), (4) a backward shadow from a (3, 6) CRT-based scheme of G,, masked with RS' of
Gi ([log,(3)] = 2 bits), and (5) RS® of G, ([log,(3)] = 2 bits). As a result, the shadow size of Ps is obtained as
2+ 5+ 3+ 2+ 2 = 14 bits. By using the same way, more results on shadow size by D’Arco et al’s second method
are provided in Table 2.

Based on Table 2, our two methods obtain smaller shadow size for the (3, c0) threshold when compared
with D’Arco et al’s techniques [4]. When using our improved technique, improved shadow size is provided.
Furthermore, the shadow sizes for the (4, c0) and (5, o) thresholds by our improved approach are demonstrated
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in Tables 3 and 4, respectively. Remember that, for the (4, o) case, we can employ the proposed (3, o) scheme
or the improved (3, o) scheme to build the desired threshold. Hence, we provide two different shadow sizes.
The (5, 0o) threshold is similar to the (4, o) case. As observed from Tables 3 and 4, the improved method offers
smaller shadow size.

Table 5. Comparison of contrast among related schemes.

Case | Stacking | XOR-ing [ CRT
l [13] [ [33] [ [10] [ [29] [ Proposed [ Improved1 [ [29] [ Proposed [ Impmvecl1 [ M1 [4] [ M2 [4]
22 | 05 0.5 0.5 (0.25, 0.125)2, (0.5, 0.25)%,
(2,50) | 0.02 0.2551 | 0.2502 | 0.251 | 0.25 (0.125,0.0625)% | 05 05 (0.125, 0.0625)* N/A N/A
(2,00) [ N/A N/A N/A
(3,3) 0.25 0.25 0.25 (0.0769, 0.0385, (0.3636, 0.3636
(3,50) | 0.0102 0.0590 | 0.0558 | (0646 | 0.1250 0.0096)3, ' 01264 | 05 (0.1818)°,0.0455)%, | 1
5. | NA NA NA (0.0455:100227, (0.1667,60.1667 s
0.0057) (0.0833)°, 0.0208)
(4, 4) 0.125 0.125 0.125 (0.0250, 0.0125, (0.3333, 0.1667,
(4,50) | 23x10° 7 | 00132 | 0.0118 | 0.0191 | 0.0625 0.0031,0.0016)* | 0.0477 | 05 0.1667(0.0417)8, N/A N/A
(4,00) | N/A N/A N/A 0.0208)*
(5,5) 0.0625 0.0625 0.0625 (0.0083, 0.0041, (0.2540, 0.2540
(5,50) | 38X10™° | 0.0029 | 0.0025 | (0003 | 0.0313 0.0010, B 00155 | 05 (0.1270)2, 0.0952 N/A N/A
G | NA NA NA 5.2 ><1074,5 (0A0517)6, 0404765
2.6 x10™%) (0.0159)°, 0.008)
1: From left to right: contrast by k shadows from one generation, contrast by (k — 1) shadows from one generation and 1 shadow from another, - - -, and contrast by k shadows from k

different generations.

2: The number of participants in each generation is 2. 3: The number of participants in each generation is 3.
4: The number of participants in each generation is 4. 5: The number of participants in each generation is 5.
6: Two different contrasts in MXVCS result in two different contrasts in the improved scheme.

5.3.3 Visual performance. Contrast comparison among related methods [4, 10, 13, 29, 33] is provided in Table
5. All contrasts are calculated theoretically: For VCS, the results are roughly divided into two segments: contrast
by stacking decryption and contrast by XOR decryption. Note that, D’Arco et al’s schemes are not VCS such
that they cannot recover the secret by stacking: Their two approaches [4] are employed for comparison as well.
As it turns out, their two techniques would make use of XOR decryption (the first method, M1) and arithmetic
computation for CRT decryption (the second method, M2). The secret would be perfectly decrypted. As a result
of this, the contrast is 1. D’Arco et al’s schemes, however, are confined to (3, o). The traditional VCS [13], Yan
et al’s method [33] and Liu et al’s approach [10] are only applicable for (k, n) threshold. The (k, o0) threshold
cannot be implemented.

The base matricesused for constituting the improved scheme are provided in Appendix A. Theoretical estimation
of contrast for the two proposed techniques is depicted in Appendix B. For the improved scheme, different numbers
of participants in generations introduce different contrasts. For instance, we have (0.25,0.125) and (0.125, 0.0625)
for the (2, 00) threshold when the numbers of participants in each generation are 2 and 4, respectively. In addition,
we also have diverse contrasts calculated from different combinations of shadows. For example, we obtain 3
different contrasts (0.0769, 0.0385, 0.0096) for the (3, c0) case, which are calculated from the results by stacking 3
shadows from 1 generation, 2 shadows from 1 generation and 1 shadow from another, and 3 shadows from 3
different generations, respectively.

Referring to the results by stacking decryption in Table 5, the proposed technique offers higher contrast when
compared with [29]. On the other hand, while comparing to the (k,n) schemes [13] [33] [10], the proposed
approach exhibits better visual performance when n increases. XOR decryption is provided by both the proposed
and improved schemes for enhancing the visual quality. According to the results by XOR decryption, the proposed
method can achieve a contrast of 0.5 for all cases, which greatly outperforms existing VCS methods. For the
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improved scheme, the best contrast for each threshold is offered by the result of XOR-ing k shadows from a single
generation. The best contrast of the improved scheme is also much better than the other VCS schemes.

Table 6. Feature comparison among related schemes.

Scheme Feature

(k, c0) Efficient generation  Lossless recovery Easy decoding Shadow size
Ref. [13] X v X v (stacking) Expanded
Ref. [33] X v X v (stacking) Non-expanded
Ref. [10] X v X v (stacking) Non-expanded
Ref. [29] V X X v/ (stacking, XOR-ing) Non-expanded
Ref. [4] X (3,0) v X(XOR-ing, CRT decoding)  Expanded
Our v v X(better than [10, 29, 33])  v/(stacking, XOR-ing) Expanded(less than [4])

5.34 Feature comparison. Feature comparison is illustrated in Table 6. When comparing to existing methods,
our methods obtain the following merits.

Dynamic access structure. Our methods can implement the (k, co) threshold. The number of participants
is not determined in advance and might potentially be infinite. The access structure is allowed to be updated
dynamically by adding new users. While the traditional techniques [10, 13, 33] are only applicable for (k, n) case.
They cannot efficiently deal with the scenario that new users are frequently added. Once a new user is required,
the withdraw-and-rebuild process would be utilized. For example, when the (n + 1)-th new user is needed in the
(2, n) scheme, the current n shadows holding by n participants should be discarded, and (n + 1) new shadows are
generated via the (2, n + 1) technique and delivered to (n+ 1) users. But for the proposed (2, o) method, only
one shadow should be constructed and then transmitted to this new participant. Furthermore, the method in [4]
is a (3, 00) scheme, which is limited for applications.

Improved contrast and reduced shadow size. Our schemes can offer enhanced performance on contrast
when compared with [10, 29, 33]. When XOR decryption is utilized, the improvement on contrast is more
significant. For the aspect of shadow size, the participants would receive less shared information by the two
proposed techniques when comparing to [4].

Easy decoding by both stacking and XOR-ing. Easy recovery of secret is provided by the proposed
methods. Both stacking operation and Boolean XOR operation can be adopted to decode the secret. Usually, when
computational devices are not available, the secret recovery can be accomplished by printing the shadows on
transparencies and stacking them together. If a lightweight computational device is available, the secret can be
reconstructed via Boolean XOR operation.

Efficient shadow generation. For the approach in [29], they model the (k, c0)-VCS as a contrast-maximizing
problem and develop a simulated annealing-based algorithm to solve this problem. The simulated annealing-based
method is computationally expensive. However, we can implement the (k, o) scheme easily by using the two
proposed methods.

However, the proposed methods might be not competitive with the size invariant VCS methods [10, 29, 33], as
the proposed techniques assign multiple shadows to a participant. The overhead for storing and delivering the
shadows burdens as a result.

6 CONCLUSION

Two techniques of (k, 00)-EVCS were presented in this paper. The first method implements the (k, co) threshold
by using the (2,2) and (2, c0) methods, while the second approach utilizes MVCS and a series of EVCSs with
thresholds of (1, ), - - -, (k — 1, ) to reduce the shadow size. Further, a more secure MXVCS is developed to
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enhance the visual quality. Experiments and comparisons were demonstrated to show the effectiveness and

advantages of the proposed techniques.

APPENDICES

A BASE MATRICES FOR THE IMPROVED SCHEME

Base matrices of related VCSs are given as follows.

[ 10 10
0 _ 1 _
Bao =1 10 ]’B<&D - [ 01 ]’
[ 1000 1000
1000 0100
0 _ 1 _
Blowy = 1000 Baa) = 0010
| 1000 0001
[ 01110001
g _ | 01001101
(44) — | 00101011 |’
| 00010111
[ 0111100000011110
0100011100011101
B(s5) = | 0010010011011011 |,
0001001010110111
| 0000100101101111

Base matrices of related XVCSs are demonstrated below.

B3y = Blosy Bigyy = Blozy
By = Blusy Bias = Blasy
[ 101010000000
X0 _ | 100000101000
(24) 001000100010 |’
| 000010001010
[ 0110011001100000
X0 _ | 0101010100000110
(3.4) 0011000001010101
| 0000001100110011
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[ 0110 1100
0 _ 1 _
Blyy = | 0101 |, Biy, = | 1010 |,
| 0011 1001
[ 011100 100011
g | 101100 | o0 010011
(34) 110100 |’ (34 001011
| 111000 000111
[ 10001110
Bl _ | 01001101
(44) 00101011 |’
| 00010111
[ 1000011111100001
1011100011100010
B{ss5y = | 1101101100100100
1110110101001000
| 1111011010010000
X,0 _ pno X,1 _ pl
B(3,3) - B(3,3)’B(3,3) - B(3,3)’
X0 _ pno X,1 _ pl
Biss)y =B(ss)Biss) = Biss):
[ 101010000000
pX1 _ | 010000101000
(2.4) 000100010010 |’
| 000001000101
[ 1001100110010000
pX1 _ | 0101010100001001
(3.4) 0011000001010101
| 0000001100110011




Base matrices of related NVCSs are provided as follows.
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- [ 011 111
0| |1 - o
o1 ],B(LD = [ i ], Blyy = | 101 |, B4 =| 111
S | 110 111
[ 101011 101011 ?éii 1111
nl _ n0 nl _
e |- =| 01580 |+ B =] sor |- =}
: | 1110 1111
[ 101010111111 [ 101010111111
101111101011 At 011111101011
111011101110 |’ (24) 7| 110111011110 |’
| 111110111010 | 111101110101
[ 0110011001101111 [ 1001100110011111
0101010111110110 At 0101010111111001
0011111101010101 |’ (34) 7| 0011111101010101 |’
| 1111001100110011 | 1111001100110011
[ 01111 [ 11111
10111 11111
.
11011 |, B{,s5 = [ 1111 |,
11101 11111
| 11110 11111
[ 01010101111111111111 [ 01010101111111111111
01111111010101111111 10111111010101111111
11011111011111010111 |, B}zﬂ =| 11101111101111010111
11110111110111011101 11111011111011101101
| 11111101111101110101 | 11111110111110111010
[ 0110011001100110011001101111111111111111 |
0101010101011111111111110110011001101111
3?3@ =1 0011111111110101010111110101010111110110
1111001111110011111101010011111101010101
| 1111111100111111001100111111001100110011 |
[ 1100110011001100110011001111111111111111 |
1010101010101111111111111100110011001111
B}3$ =] 1001111111111010101011111010101011111100
1111100111111001111110101001111110101010
| 1111111110011111100110011111100110011001 |
[ 0111000101110001011100010111000111111111 |
0100110101001101010011011111111101110001
B?4w ={ 0010101100101011111111110111000101001101
0001011111111111001010110010101100101011
| 1111111100010111000101110001011100010111 |

>
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1000111010001110100011101000111011111111
0100110101001101010011011111111110001110
124’5) =|( 0010101100101011111111110100110101001101
0001011111111111001010110010101100101011
1111111100010111000101110001011100010111

Base matrices of related NXVCSs are illustrated below.

[0 * % 1% %%
~X0 *0 X1 1% ~X0 *( * sk ~1 _ *] % %
Biia) = 0*]’302)_[ £1 y Bin=| weos "B =] swute |
x % %0 B |
—0****- —1****-
[ 1010 | [ 1010 | *0 % %% %1 % %%
BYS =] 1010 |, BYL =] 0110 |, BYY = | #x0xx |Bl o= | xxlsx |,
| I 1010 ] ' I 0101 ] | * % %0% sk k%
* k% % () %k ok ok 1
r e r e [ 0101 # = ] [ 0101 = * |
0101 1010
0101 0110 010101 100101
»X,0 _ ol _ »X,0 _ nX,1
Bin =\ o101 |"Beo = o101 |@ Biasy =| 0101 [\Bi5 = | 1010 |,
o101 1001 010101 011010
L - L 4 _**0101‘ _**1001<
0w ] Lk ] [ 01100110 11001100
S0 1 ~xo0 _ | 01010110 | ~; | 10101100
Biis) = :2?0 Biis) = :ifl > By = oot10101 |>B6 = | 10011010 |°
] . ] | 00110011 10011001
[ 011001100110 [ 110011001100
010101010110 101010101100
Bi%%) =] 001101100101 |, Bigg) =| 100111001010 |,
| 001101010011 | 100110101001
| 010100110101 | 101010011010
011100010111000101110001 100011101000111010001110
010011010100110101110001 010011010100110110001110
Biig):: 001010110100110101001101 ,Bfig)zz 001010110100110101001101
; 000101110010101100101011 | 000101110010101100101011
000101110001011100010111 000101110001011100010111

B THEORETICAL ESTIMATION OF CONTRAST FOR THE TWO SCHEMES

Let s and s’ be the secret pixel and recovered secret pixel. We denote Lj;o (resp. Lg;l) as the average brightness
(i.e., probability to be white) of the recovered result s* when the secret pixel is s = 0 (i.e., s = 1). Hence, the
contrast can be evaluated by o = Li,:o - Li':l.

For the proposed (2, c0) scheme, when s = 1, the 2 shared pixels are randomly generated. The average brightness
of the recovered result by stacking 2 random shared pixels is computed as Lg/:l =(1/2)x(1/2) =1/4. When s = 0,
the 2 shadow pixels are the same. We achieve Lj,:o = 1/2. Thus, the contrast of the proposed (2, c0) scheme is
calculated by & = 1/2 — 1/4 = 1/4. Similarly, when employing the XOR decryption, we have L*_ = 1/2 (because
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the 2 shadow pixels are random) and L?:o = 1 (since the 2 shared pixels are the same). Consequently, the contrast
of the proposed (2, c0) scheme using XOR operation is achievedasa =1 —-1/2 = 1/2.

For the proposed (k, o) method, the base matrices of (2, 2) VCS [13] are used, as given in Appendix A. The
secret recovery of the proposed (k, o) scheme can refer to Fig. 2, where 2 shared pixels from the (2, c0) scheme and
(k—2) shadow pixels belonging to the (2, 2) methods are involved. When s = 1 (resp. s = 0), the average brightness
of the recovered result by stacking these k shared pixels is calculated by Lj;l = (1/2) (resp. Lil:o = (1/2)k1). As
a result, the contrast is obtained by & = (1/2)k~! — (1/2)* = (1/2)*~1. For the proposed technique using XOR
decryption, the same base matrices are used for the (2, 2) method. If s = 1 (resp. s = 0), the average brightness of
the recovered result by XOR-ing the k shadow pixels is achieved as L§;1 =(1/2) X0+ (1/2) x (1/2) = 1/4 (resp.
Lg;o =(1/2) x 1+ (1/2) x (1/2) = 3/4). The contrast using XOR decoding is calculated by &« =3/4 - 1/4 = 1/2.

For the improved method using stacking decryption, the base matrices of NVCS and VCS are achieved from
Chen’s approach [3] and Naor and Shamir’s method [13], respectively. When using XOR decryption, the base
matrices of NXVCS are derived based on Construction 2 of [27] using our proposed partition algorithm. While
the base matrices of monotone XVCS are constructed from [19]. All base matrices are illustrated in Appendix A.
As different base matrices would introduce different contrasts, the theoretical value is evaluated case by case.
Generally, for any k participants, suppose the first ¢ (1 < ¢ < k) participants come from the same generation G,
and the remaining (k — ¢) participants belong to future generations Gy41, Gy+2, - - -. Theoretical estimation is
provided as follows. When ¢ = k, all the k participants are from the same generation, the contrast of secret s is
directly evaluated based on MVCS. When ¢ < k, secret s is recovered based on the two shared pixels d¥ and Jz‘
from the (2, 2) method, where d¥ is decrypted by the first ¢ participants via MVCS and cig is reconstructed by the
remaining (k — c) participants via the (k — ¢, o) scheme. Once the average brightness values of d and (i’c‘ are
obtained, we can derive the contrast of s. The contrast using XOR decryption can be estimated by the same way.
Remember that, we might have different contrasts due to different values of ¢ are utilized.

We demonstrate the contrast estimation via the improved (2,00) scheme using stacking operation. Suppose
the number of participants in each generation is 2. The (1,2) NVCS and (2, 2) VCS are adopted to build a (1, 2, 2)
MVCS. (1) When 2 participants come from the same generation, secret s is directly decrypted from the (1,2, 2)
MVCS. The average brightness of the recovered result is Lg/:l = 0 (resp. Li’:o = 1/4) when s = 1 (resp. s = 0).
Hence, the contrast of s is computed as @ = 1/4. (2) When 1 participant comes from G, and 1 user belongs to
future generation, we can obtain d} from the (1,2, 2) MVCS and cji‘ from the (1, o) scheme. For d¥, according

4 _1/4

to the (1,2,2) MVCS, the average brightness of the reconstructed result d}’ by one shared pixel is L et
u=

us
dl

guco = 1/2) when'd} = 1 (resp. d = 0). For d“, each shared pixel from the (1, o) scheme is the same
=

(resp. L
as cii’ We have LZZ_I = 0 (resp. ng—o = 1) when J}‘ = 1 (resp. (i}‘ = 0). Moreover, d} and J}‘ are derived
1~ 17

from the (2, 2) scheme based on s. When s = 0 (resp. s = 1), we achieve cii‘ =d} =0or oi;‘ =d} = 1 (resp.
d =1,df =0ord{ =0,d{ = 1). Therefore, when s = 0, the average brightness of the result by stacking

w Gur i 5 d’ di di 4 _ _
the recovered d}’ and d}’ is L{_, = (1/2) x Lai;*:o X Ld;‘:o +(1/2) x Ld;ﬂ:l X Ld;‘:1 = 1/4. When s = 1, we
. , ‘;ul dw [;u/ dw .
achieve Lj_, = (1/2) x Ldi X Ly +(1/2) X Ldi‘ o X L u_, = 1/8. Consequently, the contrast is computed as
1= 1= 1= 1=

a=1/4—-1/8=1/8.
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