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ABSTRACT 
This study applies Technology Threat Avoidance Theory (TTAT) to examine how panoptic 
surveillance in organizations induces avoidance intentions among professionals, with re- 
sponses varying by occupational background. By employing an online 2x2 between-sub- 
jects factorial design, this study manipulated two conditions: the nature of the surveil- 
lance technology threat (panoptic vs. non-panoptic) and the efficacy of threat protection 
(high vs. low). This approach facilitated robust data collection on avoidance intention, the 
dependent variable, from 173 information technology professionals and 65 finance pro- 
fessionals, who were randomly allocated to distinct experimental conditions. This study 
found a strong primary effect (H1), showing that professionals across occupational back- 
grounds exhibit significantly higher avoidance intentions when faced with complex pan- 
opticon surveillance than with simpler surveillance methods. However, findings regard- 
ing the role of perceived protection effectiveness remain mixed, suggesting limitations in 
complex work environments. The originality of this study lies in its exploration of how 
technology design configurations in management control affect employees' perceptions, 
particularly on privacy, and its expansion of technology threat avoidance theory into the 
field of business. These findings provide preliminary evidence regarding the impact of 
surveillance on perceptions, while the mixed moderation results open up opportunities 
for further exploration in tailoring electronic surveillance. 
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INTRODUCTION 
Organizations can now supervise their employees more flexibly by monitoring and eval- 
uating their performance from anywhere, at any time (Leclercq-Vandelannoitte, 2019). 
These technologies, often referred to by the acronym MELT (metrics, events, logs, and 
traces ), enable organizations to easily collect and store large volumes of data for extended 
periods (Csapo & Brisan, 2014) and exchange information within the company instanta- 
neously and continuously (Lemieux, 2018). Application of such advanced IT for employ- 
ee supervision has proven to increase organizational efficiency, optimize managers’ time 
(Leclercq-Vandelannoitte et al., 2014), enhance openness, and create work environments 
that are objective, fair, respectful, collaborative, and harmonious (Liew, 2015). Further- 
more, a recent research on Indonesia's digital landscape indicates that technological ad- 
vancements are expected to boost employee engagement, which, in turn, is a key driver of 
overall job satisfaction (Azmy, 2024). Accordingly, employees may also be more inclined 
to share their ideas and feedback. 

However, at the same time, the increased use of technology for supervision is not 
an unalloyed good (Dinev et al., 2008; Hartman, 1998; Holt et al., 2017; Thiesse, 2007; 
Vorvoreanu & Botan, 2000). This is especially the case when new technologies, such as 
GPS tracking, RFID presence monitoring, and social media analysis, have the potential 
to shift supervision toward pervasive surveillance rather than detached oversight. The in- 
creasing availability and embeddedness of such technologies allow companies to monitor 
their employees by recording and continuously analyzing their activities and behavior in 
real time. This practice is akin to panoptic surveillance (Poster, 1990; Seele, 2016), where 
surveillance targets are ignorant as to whether they are being monitored, hence causing 
them to assume that they are constantly being watched by other parties (Brivot & Gen- 
dron, 2011) . 

Amazon uses a panopticon surveillance system for its delivery staff (Royle, 2023). 
Cameras placed in their vehicles keep close track of various actions, such as the number of 
times seatbelts are buckled and unbuckled (called "seatbelt violations") and when mobile 
phones are connected or disconnected from Bluetooth (an indicator of driver distrac- 
tion). Many Amazon drivers find this monitoring extremely intrusive and are displeased. 
This widespread practice of panopticon-style surveillance has given rise to the “Big Broth- 
er” metaphor, a term derived from Orwellian literature that serves as a synonym for an 
all-seeing authority that suppresses individual freedom through constant surveillance 
(Power, 2016). In this context, organizations assume the role of Big Brother, where they 
continuously monitor their operations through digital traces. 

The implementation of panoptic surveillance, while ostensibly intended to en- 
hance organizational efficiency and compliance, frequently engenders substantial adverse 
consequences, including heightened work pressure, stress, anxiety, fatigue, diminished 
creativity, and diminished job satisfaction (Ball, 2010; Bao et al., 2022; Dawood, 2023; 
Samaranayake & Gamage, 2012; Vorvoreanu & Botan, 2000). This pervasive monitoring 
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creates an unblinking organizational gaze akin to Big Brother, as it often conflicts with 
employees' well-being and autonomy. We conceptualize the resulting resistance as “blink- 
ing back,” defined as the intentional disruption of this surveillance through the intent 
to avoid it. Just as a physical blink temporarily breaks visual contact to protect the eyes, 
employees “blink back” by using strategies to bypass or neutralize intrusive technologies 
that threaten their sense of privacy. The inherent tension between constant surveillance 
and employees’ drive to blink back provides the impetus for this study’s investigation of 
employees' intention to avoid technological threats. 

This tension motivates this study, which explores how panoptic surveillance in an 
organization may prompt its employees to respond by avoiding the technologies involved 
and engaging in other negative behaviors. From a legal perspective, employee surveil- 
lance can occur if it is reasonable, disclosed, and proportionate (Charbonneau & Do- 
berstein, 2020). However, these considerations are less relevant when the second-order 
consequences of monitoring, i.e., impaired employee well-being and a work environment 
lacking trust, are examined. As organizations digitize their work processes, a key aspect of 
their transformation is how they supervise their employees. 

New technologies allow employees to work remotely or encourage firms to hire 
contractors to be more responsive to changes in their marketplace. However, the default 
managerial stance of using technology to replace face-to-face supervision may lead digi- 
tal transformation initiatives to encounter employee resistance, as employees are leery of 
their privacy being invaded (Kensbock & Stöckmann, 2021). This resistance often occurs 
during the critical phases of technological innovation—particularly the diffusion phase— 
where user feedback and acceptance determine whether a technology can be successfully 
scaled within an organization (Aldianto et al., 2021). If innovation management fails to 
address employees’ concerns, the intended digital transformation may be rejected rather 
than adopted. It is thus important for IS managers and decision-makers engaged in such 
IT projects to examine whether they are in conflict with or comply with employers' obli- 
gations to act in good faith (Galliers et al., 2017). 

The theoretical framework guiding this research is the technology threat avoid- 
ance theory (TTAT) (Liang & Xue, 2009). Avoidance refers to refraining from, or escaping 
from, an action, person, or thing. TTAT asserts that users' avoidance intention starts with 
assessing the threats that arise and the precautions feasible to adopt. Once threat assess- 
ment and safeguard identification have been conducted, a motivation to avoid the infor- 
mation technology threat emerges, leading to avoidance intention. Using a sample of 173 
IT professionals, an internet-based experiment found that avoidance intention was greater 
when monitoring was using the panoptic surveillance rather than with non-panoptic sur- 
veillance. A greater avoidance intention was also observed when protection effectiveness, 
defined as a protection system's ability to withstand an attack and deter an adversary (Vin- 
tr et al., 2012), was high, especially in panoptic surveillance contexts. In the final section 
of this paper, we attempt to test the instrument using a sample of respondents with non-IT 
occupational backgrounds (i.e., finance respondents). This is to better understand how 
background knowledge affects the manipulation. The results show differences between 
respondents with IT backgrounds and non-IT backgrounds. 

This study makes two major contributions to management control literature. It 
recontextualizes TTAT by shifting its traditional focus from external malicious risks to 
threats originating from within the institution and embedded in the management control 
system. By exploring how panoptic surveillance triggers inherent psychological resistance, 
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this study reveals the phenomenon of threat-assessment dominance. Under these condi- 
tions, the fear of losing freedom and the invasion of autonomy is far stronger than logical 
calculations regarding how effective various forms of protection are in avoiding threats. 
Consequently, when selecting control instruments for digitalizing supervision, organiza- 
tions should carefully balance operational efficiency with the preservation of employee 
privacy, rights, and trust (Christ, 2013; Fähndrich, 2023). This explains why traditional 
risk assessments fail when workplace monitoring becomes excessively intrusive. 

Beyond theoretical considerations, this study investigates the important social and 
practical issues of workplace surveillance. This study contends that the choice of man- 
agement control instruments should not be regarded merely as a technological option 
but rather a strategic alignment with global privacy rules and frameworks, such as the 
General Data Protection Regulation. This study provides a framework for organizations 
to navigate the delicate balance between operational surveillance and the erosion of or- 
ganizational trust by investigating the varying influences of different professional back- 
grounds, particularly IT and non-IT employees, on their avoidance intentions (Mulvaney, 
2019). Ultimately, this study emphasizes the need for job-specific, transparent, and ethi- 
cally sound digital controls that safeguard organizational stability and promote employee 
psychological well-being. 

This study provides evidence that employees in finance or information technology 
(IT) will avoid the threat posed by panopticon-based surveillance technology, one with a 
very complex design, and real-time surveillance technology implemented in a simple or 
non-panoptic manner. This study also provides empirical evidence that employees with 
an IT background have greater avoidance intention when protection effectiveness is high 
than when it is low. A deep understanding of existing safeguards means that IT employees 
are more evasive than finance employees. Finally, this study demonstrates that IT employ- 
ees are more likely to avoid surveillance when protection effectiveness is high, rather than 
low, in situations involving panoptic surveillance technology. 
The following section provides a literature review and hypothesis development on existing 
studies on the threat of panopticon surveillance. Section 3 describes the research methods 
applied to collect and analyze the data. Section four discusses the test results, followed by 
a discussion of the results. The next section is Study 2, testing with different respondents. 
The last section is this research's conclusion, limitations, and future studies. 

 
BACKGROUND LITERATURE AND HYPOTHESIS 
DEVELOPMENT 
The Threat of Surveillance Technology by Panopticons 
Jeremy Bentham conceptualized the panopticon, a prison design, in the late 18th century 
(Bentham, 1791). Bentham's panoptic architecture consists of two structural elements. 
The first building on the outskirts was circular, with expansive windows leading to the 
center and windows for outward lighting. Meanwhile, the other building sits in the center 
of a circular-shaped building and has an open window to enable guards to watch the pris- 
oners. This design allows guards to monitor all detainees consistently and without the 
detainees knowing that they are constantly being watched. This concept of physical archi- 
tecture was subsequently adopted by Foucault (2008) as a profound philosophical meta- 
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phor to describe the dynamics of pervasive surveillance and disciplinary power in modern 
institutions. 

The panopticon concept has been applied in information systems research to cap- 
ture the implications of IT's growing ubiquity and embeddedness. Poster (1995) proposed 
the concept of "superpanopticon" surveillance, in which data on surveillance subjects can 
be extracted from their phone call history, internet activity, and other technologies. As 
IT capabilities have grown, supervisory data can be collected from the history of actions 
employees perform as part of their jobs, as well as from incidental activities, such as social 
media engagement. 

The shift from basic data gathering to this ubiquitous "superpanopticon" neces- 
sitates a reevaluation of how people perceive and respond to the risks associated with 
technology. While traditional TTAT focuses on risks posed by malware or system mal- 
functions (Boysen et al., 2019; Chen & Liang, 2019; Young et al., 2016), this study extends 
that theory by framing management surveillance as a deliberate, human-caused threat 
and creating a productivity-versus-privacy paradox. By shifting the focus from unintend- 
ed technical faults to deliberate instruments, we gain a better understanding of how sur- 
veillance becomes a tool of control that employees must deal with. At the center of this 
response lies the Privacy Calculus (Dinev & Hart, 2006), wherein individuals engage in a 
cognitive analysis of potential costs and benefits. Within the confines of the panopticon, 
the perceived costs—including the erosion of privacy and the relinquishment of control 
over personal data—frequently outweigh any benefits the organization provides, thereby 
engendering a heightened sense of threat. 

When supervision is carried out in a complex, layered, and real-time manner and 
the data relevant to supervision are collected from various sources, employees are likely 
to have a negative perception of their supervision, considering it as an activity that runs 
the risk of invading their privacy or at the borderline between being fit for purpose and 
inappropriate (Ciocchetti, 2011). Examples include monitoring text messages, GPS and 
RFID surveillance, IT-enabled physical surveillance, and AI-powered surveillance. 

This kind of surveillance will trigger a shift in social order and values across soci- 
ety (Fontes et al., 2022). Employees may perceive surveillance using these technologies as 
scary, which can trigger their sense of threat. In addition to the fear of invasion of privacy, 
employees may also be concerned about getting penalized for unintentional violations of 
workplace rules or norms. The sanctions they may face include demotion, being assigned 
a job that exceeds their abilities (Callahan & Bok, 1980), elimination of benefits, job loss, 
and degradation of their work environment (Mesmer-Magnus & Viswesvaran, 2005). 

From a psychological standpoint, this perceived threat stems from the potential 
loss of freedom. According to Psychological Reactance Theory (Brehm & Brehm, 1981, p. 
35), when people experience psychological reactance due to surveillance restricting their 
behavioral freedom, they may develop a desire to regain that freedom. While this study 
mainly focuses on threat-avoidance intents as described by the TTAT, noting the psycho- 
logical need to regain autonomy provides a core perspective for understanding employees' 
instinctive responses to panopticon surveillance. 

Protection Effectiveness 
When employees encounter IT that poses a risk, they often seek effective solutions to 
protect their interests. According to Liang & Xue (2010), protection effectiveness is the 
evaluation of measures put in place to prevent the appearance of any incoming risks. This 
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rating is based on the predicted outcomes when these protective measures are implement- 
ed. Traditionally, TTAT views protection as an individual cognitive process in which an 
individual follows protection recommendations provided by others with a better under- 
standing of information technology (Dodge et al., 2023). 

However, this study expands on TTAT by incorporating the social dimension of 
protection effectiveness. We argue that in a panopticon environment, where surveillance 
and resistance are collective, the decision to avoid surveillance extends beyond an isolated 
cognitive process and functions as a socially reinforced protection mechanism (Schoen- 
herr, 2020). In this context, the perceived effectiveness of protective actions increases 
when they are shared or observed in peer groups, thereby transforming individual avoid- 
ance into a collective strategy (Penić et al., 2024). 

Examples of protective activities that employees can perform to protect their in- 
terests and distance themselves from panoptic surveillance include not using an ID card, 
lowering their voice when chatting, writing criticisms on social media and the web, and 
sabotaging and hacking surveillance technology (Ball, 2010; Martin & Freeman, 2003). 
Employees assess the effectiveness of these protections and decide whether the surveil- 
lance technology can be bypassed. 

Notably, an employee's capacity to analyze and apply protective measures varies; it 
is heavily influenced by their professional background and technical expertise (Hooper & 
Blunt, 2020). For instance, deploying technical countermeasures such as system evasion 
or sabotage requires a thorough IT architecture understanding. As a result, people with 
strong technical backgrounds, such as IT personnel, tend to have different appraisals of 
the efficacy of protections and a more optimistic outlook on appraising technology-related 
risks than non-IT employees. This variation in core capabilities relates to different assess- 
ments of their resistance to extensive surveillance (Fatoki et al., 2024). This comparative 
perspective is crucial in behavioral research for identifying how specific contextual back- 
grounds, such as organizational or professional environments, shape different mindsets 
and behavioral intentions (Cao & Ngo, 2019). Recognizing these professional distinctions 
is critical for understanding how different groups of employees assess their ability to with- 
stand broad observation. 

 

The Threat of Surveillance Technology in Panopticons and 
Avoidance Intention 
Technology-based management control can make organizations transparent, open, trace- 
able, and accountable entities (Brivot & Gendron, 2011; Csapo & Brisan, 2014). IT-based 
management control can provide qualified controls to monitor employee work activities. 
Their use will make employees aware that they are being watched and are constantly being 
seen, thereby changing their behavior (Brivot & Gendron, 2011). 

IT-based management controls may improve employees' behavior but may also 
worsen it. The practice of supervision is perceived as excessive and is associated with nega- 
tive employee behavior in three distinct circumstances (Ball, 2010): i) when supervision is 
deemed unreasonable, for example, supervision extends to the employee's personal life; ii) 
when supervision is carried out to know precisely how much time is spent by employees 
in the company; and iii) when supervision harms employee autonomy and trust. When 
supervision is carried out using simple IT, it does not lead to these three conditions, and 
the supervisory technology will be perceived as ordinary. Such conditions in this study 
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are referred to as “non-panoptic surveillance”. Non-panopticon supervision will not create 
negative employee perceptions because it is simple and considered regular supervision. 

Unlike non-panoptic surveillance, surveillance using continuous, complex, lay- 
ered, and real-time IT encourages the appearance of three conditions described by Ball 
(2010), which is called the “panoptic surveillance” (Holt et al., 2017). Panopticon surveil- 
lance will be considered malicious because it threatens privacy, ethics, and human rights. 
Employee privacy and human rights are threatened because surveillance technology can 
monitor their activities in detail. This surveillance technology can record in detail when 
they leave the table and the time they spend using the telephone or cell phone. Surveil- 
lance technology is also considered a threat due to loudspeakers and voice recorders in 
every room, as well as the monitoring of computer logs to track employee activity. Threats 
can also arise from panoptic surveillance, which may interfere with employees' privacy 
through radio frequency identification (RFID) sensors placed at various points (Ciocchet- 
ti, 2011). 

Liang & Xue (2009, 2010) state that perceived IT threats are similar to those of 
human health. Threats and disruptions from IT systems specifically designed for surveil- 
lance can lead to privacy violations, decreased creativity, and financial losses (Ball, 2010; 
Liang & Xue, 2010). Posey et al. (2011) explain that supervisory procedures that threaten 
or invade employee privacy will backfire on the organization. Thus, increasingly excessive 
supervision will intensify the perceived threat to privacy, thereby increasing individuals' 
motivation to avoid it. Also, increasingly intensive surveillance will lead to resistance from 
those affected (Munn, 2024). Resistance can take the form of identifying and exploiting 
weaknesses in the system, distorting data, and developing an anti-compliance attitude 
towards the system. 

Drawing on Technology Threat Avoidance Theory (TTAT), this study argues that 
panopticon surveillance causes significant discomfort and technological stress, manifest- 
ed in behavioral tensions such as decreased productivity and increased turnover (Cooper 
et al., 2001; Jex & Beehr, 1991). Although the current application of TTAT focuses on re- 
active avoidance of unintended threats (e.g., malware), this study develops the theory by 
applying it to the dynamics of intentional structural power in a panopticon environment. 
By presenting surveillance as not only a technical risk but also a management control 
mechanism, this study shifts the focus from risk mitigation to opposition to institutional 
transparency. This viewpoint will provide a better understanding of how control paradox- 
ically causes widespread employee avoidance. 

Thus, the first hypothesis for the study is as follows: 

H1: The degree of employee avoidance intention will be higher when the surveil- 
lance is implemented in a panopticon than in a non-panopticon setting. 

Protection Effectiveness and Avoidance Intention 
Liang and Xue (2010) define protection effectiveness as the extent to which a security 
measure prevents emergent threats. Protection effectiveness reflects how much employees 
can control threats using various types of protection. The effectiveness of protection in the 
technology threat avoidance theory (TTAT) is based on expected outcomes that measure 
the benefits of protection implemented to avoid objectively dangerous information tech- 
nology (Liang & Xue, 2009). 
 The effectiveness of protection in the technology threat avoidance theory (TTAT) 
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is based on outcome expectancy, which measures the benefits of protection undertaken to 
objectively avoid harmful information technology (Liang & Xue, 2009). The better the es- 
timate of the results obtained when using existing safeguards or circumvention measures, 
the more likely an employee will see the protection as effective. Estimates are made based 
on the benefits and costs of providing security. 

Forms of protective activities that need to be considered for their effectiveness 
when faced with a threat, including not using an ID card, not using an ID card with a bar- 
code when leaving their work desk, lowering their voice, sabotaging supervision practices, 
and posting on the counter, institutional web (Ball, 2010), hacking surveillance technolo- 
gy (Martin & Freeman, 2003), generating distrust, and attempting to resign (WorkTime, 
2019). These activities carried out by employees are a form of coping behavior aimed at 
avoiding problems that cause them stress (Folkman et al., 1986). 

The more employees who perform these activities, the more other employees will 
perform the same or other actions with the same purpose. This, in turn, will increase the 
effectiveness felt by everyone, as Kim and Kankanhalli (2009) explained that colleagues' 
opinions influence the acceptance and rejection of technology implemented in the work- 
place. Therefore, employees will be more motivated to avoid panopticon surveillance if 
many of their colleagues use these activities and successfully avoid them. Simply put, the 
protection activities will be effective. In line with the process-based approach in manage- 
ment, this suggests that employees’ subjective interpretations of organizational practices 
constitute a critical psychological process that directly shapes their behavioral intentions, 
such as the intention to leave the company (Tandung, 2016). 

This avoidance intention reflects employees' coping assessments, in which per- 
ceived response efficacy (the effectiveness of protection) is particularly important in pre- 
dicting the intention to act (Dodge et al., 2023). This response efficacy increases in line 
with collective actions taken by employees against surveillance. Accordingly, individuals 
perceive this as a social reward (rather than a compliance reward) that strengthens their 
motivation to engage in avoidance. This reward reinforces their perception that the pro- 
tective actions taken are effective. 

Thus, the second hypothesis states that: 

H2: Employees' avoidance intention will be greater when the level of protection 
effectiveness is high than when it is low. 

 

The Threat of Surveillance Technology in Panopticons, Protec- 
tion Effectiveness, and Avoidance Intention 
The relationship between the threat of panopticon surveillance and protective effectiveness 
can be understood as an employee's capacity to act when confronted with conflicts arising 
from the company's strategy (Carls, 2009). When panopticon surveillance is implement- 
ed, some areas of employee flexibility of interest will be taken over by it, with technology 
further increasing the supervisor's supervisory power. This occurs because sophisticated 
IT enables supervisors to conduct surveillance that collects and stores comprehensive data 
on employees' activities during working hours. Furthermore, such technology can facili- 
tate continuous, real-time supervision (Zuboff, 1988). As employees are usually aware of 
such surveillance technologies in their workplaces and their capabilities, the growing use 
of these technologies has increased the openness and transparency of supervision (Liew, 
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2015) and potentially reduced human-derived bias during supervision. 
At the same time, such technology-centric supervision may make employees feel 

their privacy is threatened (Martin & Freeman, 2003) and prompt them to seek ways to 
evade surveillance. As part of this threat-avoidance process, employees will assess the ef- 
fectiveness of protection measures that allow them to circumvent surveillance technolo- 
gies (Liang & Xue, 2010). Employees avoid technology-based threats by taking the most 
effective protective measures (Arachchilage & Love, 2014). However, when employees as- 
sess the effectiveness of protective measures as low, or their capacity to act is low, they will 
be reluctant to avoid surveillance technology. This discussion leads to the third hypothe- 
sis, which is: 

H3: Employee avoidance intention in response to the panopticon surveillance is 
moderated by protection effectiveness, which will be greater when protec- 
tion effectiveness is high than when it is low. 

 
METHOD 
Design 
This study employed an internet-based experiment with a 2x2 between-subjects factorial 
design. The initial variable manipulated in this study is the threat of surveillance technol- 
ogy, which is examined by contrasting panoptic (coded as P) versus non-panoptic (N) 
surveillance. The second variable investigated is the effectiveness of protection against 
surveillance threats, with high (H) and low (L) effectiveness distinguished. Respondents 
in the Jakpat app—an Indonesian-based independent survey service company with a da- 
tabase of respondents from various backgrounds (Jakpat, 2025)—were randomly sent an 
instrument with two different manipulations. In particular, they were presented with one 
of the following manipulations: either a panopticon and high effectiveness protection (P- 
H), a panopticon and low effectiveness protection (P-L), a non-panopticon and high effec- 
tiveness protection (N-H), or a non-panopticon and low effectiveness protection (N-L). 

Participants Study 1 
Participants in Study 1 were information technology (IT) workers with at least one year 
of professional experience. They were selected because they were more familiar with new 
surveillance technologies and were expected to be more familiar with the research instru- 
ment. Only 199 of the 208 participants met the criteria of IT workers. Furthermore, 26 
participants were excluded for failing to answer the manipulation check question correct- 
ly, leaving 173 for analysis. Male respondents comprised 86% (148) of the total respond- 
ents, and their average age was 30 years old. 
Before the study, a pilot test was conducted on individuals with characteristics similar to 
those of the actual participants. The first trial was conducted with four accounting mas- 
ter's students at a university in Yogyakarta, Indonesia, to validate the questionnaire's ma- 
nipulation and content. The second trial was conducted on 29 respondents to test whether 
the online media functioned properly and the experimental procedure ran smoothly. In- 
put regarding the content of the experimental instrument to be tested was obtained from 
both trials. 
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Independent Variables 
The first independent variable is the threat posed by surveillance technology, manipulated 
by distinguishing between panoptic and non-panoptic surveillance technologies. Pano- 
ptic surveillance in this study includes monitoring data extracted from phone call histo- 
ry, internet usage history, time spent during working hours, fingerprint machines, RFID, 
GPS, and other technologies that can be used simultaneously. Meanwhile, non-panoptic 
surveillance relies solely on fingerprint attendance data for employee monitoring. Manip- 
ulation for surveillance technology was adopted from Holt et al. (2017). 

The second independent variable is protection effectiveness, which refers to the ef- 
fectiveness of various actions performed to avoid surveillance technology. The protection 
actions include reporting the company for violating privacy, sabotaging surveillance prac- 
tices, posting articles protesting online or on social media platforms, hacking surveillance 
technology, creating distrust in the company, and encouraging resignations. Protection 
effectiveness in this study is divided into high and low effectiveness. The report indicates 
high protection effectiveness, with an 80% success rate in taking action to avoid surveil- 
lance threats in these ways. Conversely, a success rate of 20% indicates low protection 
effectiveness. The manipulation of protection effectiveness was developed using Chen & 
Liang's (2019) instrument. 

Dependent Variables 
The dependent variable in this study is avoidance intention. In compliance with Technol- 
ogy Threat Avoidance Theory (TTAT) (Liang & Xue, 2009), this study measures avoid- 
ance intention as the dependent variable by analyzing the questionnaire answers given to 
respondents. The measurement scale for the dependent variable was adapted from Liang 
& Xue (2010) using a 7-point Likert scale from 1 (strongly disagree) to 7 (strongly agree). 
The dependent variable score was calculated by averaging the scores for the five state- 
ments given. A high mean indicates that participants tend to have the intent to avoid 
supervision, while a low one indicates the opposite. 

Pearson Correlation testing was used to test the validity of the constructs. The re- 
sults for 22 respondents (7 of 29 pilot respondents did not pass the manipulation check) 
showed a significant p-value (p < 0.01) and a calculated R-value above the R table value of 
0.537 (n=22, df=20). Furthermore, Cronbach's alpha was used to assess reliability, yielding 
a value of 0.944, exceeding the 0.7 threshold. Overall, the constructs in this study have 
good validity and reliability. 

Task and Procedures 
Participants in this experiment were obtained using the Jakpat app. Jakpat's database is 
similar to the online labor market, which, according to Horton et al. (2011), provides a 
diverse pool of workers for conducting experiments and has great potential to support 
laboratory research. 

Jakpat app users who meet the criteria as participants in this study are randomly 
sent a case containing a manipulation treatment. Each respondent will receive only one 
condition and cannot choose or see any others. At the beginning, each participant is given 
a pre-treatment question to eliminate those who do not meet the criteria, ensuring the 
experiment's randomization is correct. Participants are then asked to complete the task as 
instructed. Participants will then complete two manipulation check questions to ensure 
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they understand the case provided. 
All participants received a case explaining that they are employees of PT Sarana 

Global Computer and that the company has implemented an employee surveillance tech- 
nology. Each participant is assigned to one of four different experimental conditions: Con- 
dition 1: panoptic surveillance technology and high protection effectiveness (PH), which 
is a case with panoptic surveillance and high protection effectiveness (80%); Condition 2: 
panoptic surveillance technology and low protection effectiveness (PL), which is the case 
with panoptic surveillance and low protection effectiveness (20%); Condition 3: non-pan- 
optic surveillance technology and high protection effectiveness (NH), which is the case 
with non-panoptic surveillance and high protection effectiveness (80%); or Condition 4: 
non-panoptic surveillance technology and low protection effectiveness (NT), which is the 
case with non-panoptic surveillance and low protection effectiveness (20%). Details of the 
four manipulations are as follows (Figure 1): 

 

Figure 1. Manipulation for each condition in Study 1 

Statistical analysis 
Hypothesis testing was performed using two-way ANOVA. ANOVA was selected for the 
2x2 factorial experimental design, which aimed at comparing mean differences across dis- 
tinct treatment groups. ANOVA remains an effective standard for experimental research 
because it isolates the causal impact of manipulated variables and their interactions. 

 
RESULTS 
Manipulation Check Study 1 
To ensure each participant understood the manipulation given, a manipulation check was 
conducted by asking two questions at the end of the assignment session. The first question 
is, "Based on the information provided at the beginning of the case (in the case explana- 
tion section), what kind of surveillance technology is applied at PT Sarana Global Com- 
puter?". The second one is, "Based on the information provided at the beginning of the 
case (in the case explanation section), what is the effectiveness percentage of the methods 
that circumvent surveillance technology?". 

One hundred ninety-nine participants who correctly answered the pre-question 
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were randomly assigned to four manipulation conditions. In the first manipulation (P- 
H), 86% (44 of 51) answered the check-manipulation questions correctly. Similarly, in the 
second manipulation (P-L), 81% (42 of 52) answered correctly. In the third manipulation 
(N-H), 88% (44 of 50) answered correctly, and in the fourth manipulation (N-L), 78% (43 
of 55) answered correctly. In total, 173 participants answered both questions correctly. 

Descriptive Statistic Study 1 
Table 1 shows that the average age of participants is 30.06 years (σ = 6.64). The youngest 
participant is 18, and the oldest is 49. Most respondents are male (85.5%). The shortest 
and longest working periods are 2 and 4 years, respectively, with an average of 3.02 (σ = 
0.88). Bachelor's degree (57.8%), high school (31.2%), a 3-year diploma (4%), master's 
degree (3.5%), junior high school (1.7%), 1-year diploma (1.2%), and elementary school 
(0.6%). 

 

Table 1. Descriptive Statistics Study 1 
Variable N Minimum Maximum Mean SD 
Age 173 18 49 30.06 6.647 
Working Period 173 2 4 3.02 0.882 

To ensure adequate randomization, examinations were conducted for each demo- 
graphic information, including age group, gender, length of service, and education level. 
Results showed no differences among age (χ2=0.403, df=180, p>0.05), gender (χ2=0.202, 
df=30, p>0.05), working period (χ2=0.059, df=60, p>0.05), and education level (χ2=0.991, 
df=180, p>0.05), based on the assignment. This result indicates that the randomization 
was effective. 

Hypothesis Testing 
The first hypothesis in this study predicts that employee avoidance intention will be higher 
when supervision is panopticon than when it is non-panopticon. The ANOVA hypothesis 
test presented in Table 2 shows p<0.05 (F = 52.2). It indicates that panopticon supervision 
influences employee avoidance intention. This influence is evidenced by the higher aver- 
age score for employee avoidance intention when the supervision is panopticon supervi- 
sion (24.81) than when it is non-panopticon (16.12), as shown in Table 3. Therefore, this 
finding supports the first hypothesis in Study 1. 

Table 2. ANOVA Test Results Study 1 
Source Type III Sum of Squares df Mean Square F Sig. 

Corrected Model 3514.007a 3 1171.336 18.862 0.000 
Intercept 72308.940 1 72308.940 1164.415 0.000 
Surveillance 3241.562 1 3241.562 52.200 0.000 
Protection 216.952 1 216.952 3.494 0.063 
Surveillance * Protection 33.978 1 33.978 0.547 0.461 
Error 10494.722 169 62.099   

Total 86323.000 173    

Corrected Total 14008.728 172    

a. R Squared = .251 (Adjusted R Squared = .238)     



Afif et al 

225 

 

 

Table 3. Descriptive Statistics Results on Avoidance Intention Dependent Variables 
Variables Manipulations N Mean SD 

Surveillance Panopticon 86 24.814 8.081 
Technology Threats Non-Panopticon 87 16.126 4.271 
Protection High 88 21.658 9.433 
Effectiveness Low 85 19.282 8.481 

The second hypothesis predicted that employee avoidance intention would be 
higher when protection effectiveness is high than when it is low. Table 2 presents a val- 
ue of p=0.063 (F=3.49), indicating a weak effect of protection effectiveness on avoidance 
intention. The mean also shows this in Table 3, with a higher score for high effectiveness 
(21.65) than for low effectiveness (19.28). Therefore, it can be concluded that H2 is not 
supported in Study 1. 

H3 predicts that the effectiveness of protection will moderate employee avoidance 
intention when panopticon surveillance is applied. Meaning to say, when organizations 
implement panoptic surveillance technology, employees with high protection effective- 
ness will have greater avoidance intention than those with low protection effectiveness. 
Table 2 shows p=0.46 (F=0.547), indicating that the variable does not moderate the causal 
relationship. Thus, the third hypothesis in Study 1 is not supported. 

In evaluating the fit of the model presented in Table 2, the analysis yielded an 
Adjusted R² value of 0.238, indicating that the independent variables explain 23.8% of the 
variance in employee avoidance intention. Although this explanatory power is regarded 
as moderate, it is consistent with an experimental strategy that prioritizes theoretical sim- 
plicity (Ozili, 2023). This is because the study focuses on isolating the specific impacts of 
panopticon manipulation rather than accounting for all possible determinants of avoid- 
ance intentions. This value provides a solid and appropriate basis for assessing the hypoth- 
esized causal link. 

 
DISCUSSION 
The results of the first hypothesis show that panopticon surveillance significantly increas- 
es employee avoidance intentions relative to non-panopticon surveillance. These findings 
are consistent with the threat assessment in TTAT, indicating that employees perceive 
panopticon surveillance as a potential threat to their privacy and autonomy (Liang & Xue, 
2009). In contrast to traditional surveillance, the everlasting visibility inherent in the pan- 
opticon creates a condition of continuous active surveillance, hence eroding organization- 
al trust and employees' ethical perceptions (Holt et al., 2017). As a result, employees' drive 
to avoid the system serves as a response to both surveillance and the perceived systemic 
threat. 

These findings provide empirical support for the Big Brother metaphor, which 
holds that persistent digital surveillance produces a perceived power imbalance (Pow- 
er, 2016). In this study, avoidance intention was manifested as blinking back: a method 
used by a group of employees to defend themselves from the unwavering panoptic gaze. 
While panopticon monitoring aims for absolute and continuous visibility, blinking back is 
a coping technique for regaining a sense of privacy and autonomy in a heavily monitored 
setting. 
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In contrast to Liang & Xue's (2009, 2010) conceptualization of threats in the use 
of active technology (such as malware), our findings demonstrate that intrusive technol- 
ogy—integrated into an organization’s infrastructure—elicits analogous defensive moti- 
vations. Specifically, this study extends the Threat Threat Avoidance Theory (TTAT) by 
elucidating that threat avoidance can be initiated by institutional technology that does not 
necessitate direct user interaction. This refines the theory by shifting the focus from us- 
er-technology interaction to the implementation of institutional technology (Potts et al., 
2025). This underscores the inherent, non-negotiable nature of panopticon surveillance, 
making it a stronger predictor of avoidance intentions than interactive threats. 

The second hypothesis yielded a marginal trend indicating a protective effect on 
employee avoidance intention, but it did not reach statistical significance. Although H2 
is not supported, the observed impact direction is consistent with the coping evaluation 
process in the TTAT framework, notably the function of response effectiveness. This sug- 
gestive pattern shows that the perceived efficiency of protective interventions significantly 
motivates avoidance intention, albeit not as strongly as the actual threat itself. In theory, 
this means that when employees believe specific countermeasures are effective in decreas- 
ing the threat of monitoring, they are more likely to participate in increases (Carpenter et 
al., 2019; Liang & Xue, 2010). This suggests a rationalized response in which individuals 
do not merely react impulsively to surveillance but instead attempt to assess the feasibility 
of their countermeasures (Chen & Zahedi, 2016). 

Although the statistical evidence is inconclusive, the findings indicate that effec- 
tive mitigation strategies can help employees regain their privacy and autonomy (Young et 
al., 2016). (Ásványi, 2022) emphasizes the importance of properly selecting control devic- 
es to protect employee privacy and rights. The implications of these findings suggest that 
theoretical advances in protection efficacy may not be limited to institutional instruments 
but may potentially include strategies devised and adopted independently by employees. 
Even without strong statistical significance, this trend suggests that, in the face of inva- 
sive managerial controls, employees may shift from passive subjects to active agents who 
strategically consider self- and group-initiated protection (Taylor & Dobbins, 2021). Thus, 
although not a primary determinant in this study, the effectiveness of coping measures 
remains a factor worthy of further exploration in the context of invasive surveillance. 

The results for the third hypothesis show that the interaction between the per- 
ceived threat of panopticon surveillance and protection effectiveness is not supported. 
That is to say, although the supervision variable affects the dependent variable, and the 
protection effectiveness variable affects it moderately, the protection effectiveness (high- 
low) does not affect the causal relationship between panopticon supervision and avoid- 
ance intention. From a theoretical perspective, this unexpected result prompts a further 
theoretical review of the internal dynamics of the TTAT framework, in which the phe- 
nomenon of threat appraisal dominance emerges as an interpretive explanation for under- 
standing these findings (Liang & Xue, 2010). When faced with panoptic surveillance—one 
perceived as an extreme and invasive threat to privacy—the motivation to avoid the threat 
becomes so overwhelming that it bypasses the evaluation of coping effectiveness. In such 
high-pressure environments, employees prioritize reclaiming their autonomy through 
avoidance regardless of whether their protective measures are technically superior or lim- 
ited (Lowry & Moody, 2015). 

This study proposes that employees' behavior in avoiding panoptic surveillance 
technology is not influenced by the effectiveness of existing protective measures, but rath- 
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er by the inherent nature of the threat itself. These findings imply that organizational de- 
cisions regarding the adoption of control tools should reflect not only technical issues but 
also the psychological impact of surveillance (Junqueira et al., 2016). According to Psy- 
chological Reactance Theory (Brehm & Brehm, 1981, p. 60), severe surveillance can elicit 
an innate desire to fight perceived risks or loss of freedom, independent of the perceived 
effectiveness of defensive measures. By integrating this theory, we manage to see it as a 
fundamental response to perceived loss of freedom (Graupmann et al., 2016; Rosenberg 
& Siegel, 2018). In this case, the threat of surveillance to employees' privacy and rights 
is a better predictor of avoidance than technical achievement metrics. This reframes the 
study's contribution by demonstrating that when surveillance reaches a panoptic scale in 
institutional settings, the typical balance between threat assessment and coping appraisal 
shifts toward a sole, overwhelming focus on threat avoidance. 

Since the use of Psychological Reactance Theory is intended as a retrospective at- 
tempt to explain the lack of statistical significance in H3, we present this finding as an ex- 
ploratory idea for future empirical testing. This idea provides a crucial theoretical bridge, 
suggesting that a psychological need to blink can override rational assessments of safety 
precautions in high-pressure monitoring contexts; further thorough deductive inquiry is 
required to confirm. 

 
STUDY 2 
To more firmly integrate findings of Study 1 and explore the boundary conditions of the 
TTAT framework within an institutional setting, we conducted Study 2. This study was 
conducted by testing and comparing the experimental instrument from Study 1 with re- 
spondents from non-IT professional backgrounds. This study was conducted to explore 
how IT and non-IT employees' technological skills and understanding affect their percep- 
tions. Previous research has found differences in the most important work values between 
IT and non-IT employees (Toskin & McCarthy, 2019). 

IT employees seek more meaningful, challenging, and thought-provoking work 
than non-IT employees. Regarding supervision with advanced technology, employees with 
non-IT backgrounds may feel disturbed by a mismatch between their abilities, knowledge, 
and personal values and the company's supervision culture (Zhang et al., 2012). In the 
digital era, employees with opportunities, motivation, and rationalization are unlikely to 
commit fraud when they lack the capability to use digital platforms (Othman & Ameer, 
2022). 

Study 2 involved respondents with financial backgrounds who worked in the fi- 
nance department at a university in Yogyakarta, Indonesia. Study 2 uses financial staff for 
non-IT participants because the wage differential between financial-sector workers and 
others is greater (Luo & Zhu, 2014; Sum et al., 2008). Data from the Indonesian Central 
Bureau of Statistics show that the financial sector ranks first in wage receipts, while the 
information and communication sector ranks fourth (BPS, 2024). 

This reason is based on previous research that concluded that salary affects em- 
ployee job satisfaction (Hasin & Omar, 2007; Kothalawala & Samarakoon, 2018). Another 
reason for using finance staff is that the financial sector, particularly accounting and audit- 
ing in public accounting firms, is identified as a highly stressful area of specialization. This 
ultimately results in performance issues and a subsequent intention to leave the organiza- 
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tion (Hasin & Omar, 2007). 
The Study 2 sample comprised 74 participants, but only 65 (87.8%) were included 

in the analysis because 9 participants failed the manipulation check. Fifteen participants 
were in the first manipulation (P-H), 19 participants were in the second manipulation (P- 
L), 13 participants were in the third manipulation (N-H), and 18 participants were in the 
fourth manipulation (N-L). Figure 2 summarizes the distribution of samples for each ma- 
nipulation. The majority of the participants were female (60%). Forty-three participants 
had a bachelor's degree (66%), a 3-year diploma (20%), a master's degree (11%), and a 
high school degree (3%). 

 

Figure 2. Manipulation for each condition in Study 2 

Randomization testing was also performed for each demographic. The results 
demonstrated that the randomization was adequate, indicating there was no difference 
between the age (χ2=0.943, df=483, p>0.05), gender (χ2=0.238, df=21, p>0.05), work- 
ing period or tenure (χ2=0.523, df=441, p>0.05), and education level (χ2=0.529, df=63, 
p>0.05). 

Study 2 also tested the hypothesis using ANOVA, which showed a statistically sig- 
nificant difference (F = 17.3, p < 0.05), as presented in Table 4. The results also indicate 
a tendency for financial staff to evade when confronted with supervisory pressure. This 
result is corroborated by the higher mean score for avoidance intention in the panopti- 
con condition (19.64), as evident in Table 5, compared to the non-panopticon condition 
(10.6). Therefore, H1 is supported. 

Table 4. ANOVA Test Results for Study 2 
Source Type III Sum of 

Squares 
df Mean 

Square 
F Sig. 

Corrected Model 1404.517a 3 468.172 6.704 .001 
Intercept 14561.961 1 14561.961 208.515 .000 
Surveillance 1210.315 1 1210.315 17.331 .000 
Effectiveness .910 1 .910 .013 .909 
Surveillance * Effec-tiveness 79.063 1 79.063 1.132 .292 
Error 4260.036 61 69.837   

Total 20957.000 65    

Corrected Total 5664.554 64    

a. R Squared = .248 (Adjusted R Squared = .211)     
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Table 5. Descriptive Statistics Results on Avoidance Intention Dependent Variables 
Variables Manipulations N Mean SD 

Surveillance Panopticon 34 19.6471 8.97431 
Tech-nology Threats Non-Panopticon 31 10.6129 7.49078 
Protection High 28 15.2500 8.83019 
Effectiveness Low 37 15.4054 9.94278 

H2 test results involving finance staff participants are presented in Table 4. They 
indicate no statistically significant correlation between protection effectiveness and avoid- 
ance intention (F=0.013, p=0.909). Although the mean scores in Table 5 is nearly identical 
(High: 15.2; Low: 15.4), this non-significant finding should be interpreted with caution. 
Given the small sample sizes in each cell, the analysis may lack the statistical power to 
detect smaller effect sizes, potentially leading to a Type II error. 

The interaction effect for respondents in the finance field was also found to be 
insignificant (F=1.132, p=0.292). Although these results are consistent with the trend ob- 
served in Study 1, the small sample size in Study 2 reduces the statistical power available 
to detect interactions. Thus, although H3 is not statistically supported in this group, the 
small sample size in each condition may mask interaction effects that could be observed 
in a larger sample with higher statistical power. 

Interestingly, despite the limited cell sizes, H1 in the finance group yielded a signif- 
icant result (p<0.05, F=17.3). This suggests that the main effect of panoptic surveillance on 
avoidance intention is strong enough to be detected even in a limited sample. In contrast, 
the interaction effect (H3) may require a larger sample size. 

After these results, t-tests were performed to better understand the differences. 
The t-test results in Table 6 were significant (t=4.02, df=245, p<0.05); there are differences 
in perceived threat avoidance across the two groups of respondents (Study 1 and Study 2). 
Employees with IT background are more likely to shy away from panoptic surveillance 
technology compared to those with finance background. This avoidance intention esca- 
lates when the protection provided is effective. 

The first possible reason for this difference in the results is that employees with 
an IT background have greater intrinsic motivation than non-IT workers (Thatcher et 
al., 2006; Toskin & McCarthy, 2019). Thatcher et al. (2006) explained that intrinsic moti- 
vation, influenced by employee autonomy, ability variation, and supervisory satisfaction, 
will indirectly affect IT employees' intention to leave the company. Thus, in the context of 
this study, when IT workers are faced with an uncomfortable level of surveillance, they 
may decide to change jobs to avoid panoptic supervision—unlike financial employees 
who may choose to stay and adapt to the new surveillance climate. 

Table 6. Independent Sample t-test 
t-test for Equality of Means 

  t df Sig. 
(2-tailed) 

Mean 
Difference 

Std. Error 
Difference 

 
Different Test of 

Avoidance Intention 

Equal variances 
assumed 4.023 245 0.000 5.067 1.260 

Equal variances not 
assumed 3.997 136.114 0.000 5.067 1.268 
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In addition to professional background, the observed variations in avoidance in- 
tention may be influenced by other factors associated with organizational sector. Indi- 
viduals from the financial sector originate from public-sector universities, which are fre- 
quently characterized by enhanced job stability and risk-averse culture (Bellante & Link, 
1981; Buurman et al., 2012). On the other hand, respondents from the IT sector represent 
a variety of private-sector businesses where monitoring systems are both obtrusive and 
flexible, and a performance-driven work atmosphere is more prevalent. 

Although this dual difference (IT/Private Sector vs. Finance/Public Sector) adds 
complexity, we believe it effectively represents the regulatory landscape. In the public sec- 
tor, job security may reduce the temptation to deliberately evade or engage in evasion 
since employees may prioritize long-term stability over privacy concerns. Conversely, in- 
creased evasion among IT/private-sector professionals is likely roots from a combination 
of great technological proficiency and a low tolerance for technologies that limit their 
autonomy. As a result, the outcomes of this study should be viewed as a reflection of pro- 
fessional knowledge and the socio-technical environment in which people work. 

Furthermore, differences in avoidance intention can be ascribed to variations in 
technological self-efficacy and domain-specific expertise. In contrast to IT professionals, 
financial professionals may experience a significant gap in their understanding of the core 
mechanisms of panoptic surveillance (Zhang et al., 2012). This lack of technical proficien- 
cy is commonly manifested as technophobia (Firk et al., 2024), in which the focus turns 
from avoiding hazards to just tolerating the deployment of unfamiliar work practices. 
From a TTAT standpoint, whereas IT experts have the necessary security knowledge to 
evade and prevent surveillance, financial staff may be overwhelmed by the complexities of 
the systems, hence leading to passive compliance rather than proactive evasion. 

These results have implications for control practices in an organization, especially 
because they provide evidence that the same type of surveillance technology can affect 
the perceptions and behavior of two groups with different characteristics. Tomczak et al. 
(2018) explain that electronic surveillance systems should be tailored to each organiza- 
tion. Employees with IT and other professional backgrounds have different job charac- 
teristics and tasks. Compared to employees from other backgrounds, IT employees who 
prioritize freedom and autonomy in their work need a more flexible supervisory system 
(Thatcher et al., 2006; Tomczak et al., 2018). 

 
CONCLUSIONS 
This study develops the Theory of Technological Threat Avoidance (TTAT) by demon- 
strating that panoptic surveillance functions as a powerful institutional threat triggering 
sophisticated avoidance intention. Our findings provide robust support for the primary 
effect (H1), confirming that panoptic monitoring elicits significantly higher levels of resist- 
ance than non-panoptic controls due to the lesser ethical commitment among employees 
to the company (Holt et al., 2017). These findings support expanding TTAT's traditional 
focus on external technical risks into the realm of internal management control systems. 
However, the main effects on protection effectiveness and the interaction between threat 
and protection effectiveness were statistically insignificant. This demonstrates the ubiq- 
uitous influence of threat evaluations in panopticon surveillance settings. Notably, the 
perceived threat posed by invasive systems is so great that it significantly outweighs rea- 
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sonable assessments of countermeasure effectiveness, goes beyond organizational ethical 
standards, and transcends specialized professional backgrounds. This is a psychological 
reaction that leads to basic resistance, often overlooking technical considerations regard- 
ing the likely success of countermeasures. 

This study makes two contributions to the literature. The study's findings shed 
light on the practical and societal ramifications of deploying technology surveillance, 
highlighting the importance of properly selecting control measures. Aside from opera- 
tional efficiency, the priority should be on employees' psychological well-being, privacy 
rights, and trust. Panoptic surveillance occurs in an increasingly stringent worldwide reg- 
ulatory environment, and its deployment is not unique. Frameworks such as the European 
Union's General Data Protection Regulation (GDPR) require workplace monitoring to 
adhere to the principles of proportionality and data minimization. Invasive monitoring 
that disregards these boundaries is no longer just an internal policy blunder; it is a breach 
of fundamental human rights with serious legal and societal ramifications. 

When organizations fail to follow ethical and regulatory guidelines, the conse- 
quences for employees can be disastrous. As previously reported, the adoption of severe 
surveillance fundamentally affects the psychological contract, resulting in undesirable 
outcomes such as increased stress, job dissatisfaction, impression of being overused, and 
emotional exhaustion (Noreen et al., 2021). However, possible conflicts resulting from 
the incorrect use of monitoring techniques are frequently underestimated (Chenhall & 
Moers, 2015). To reduce these risks, managers could consider digitalizing management 
control in accordance with current privacy standards (Abernathy et al., 2019). Overreli- 
ance on panoptic control instruments, along with a lack of open communication, results 
in a systemic loss of organizational confidence. When confidence is eroded, employees 
shift from collaborative stakeholders to defensive actors, threatening the organization's 
long-term stability and effectiveness (Christ, 2013). 

This study broadens the scope of the TTAT by shifting the threat area from exter- 
nal technical risks to internal institutional technology threats under management control. 
While TTAT is often used to address external threats, our findings show that it can also 
be applied to organizational monitoring when the institution itself becomes a threat. This 
study identifies the predominance of threat assessment, demonstrating that in extremely 
intrusive panoptic conditions, the perceived threat to privacy becomes so overwhelming 
that it overshadows the appraisal of countermeasure performance. This proposes a hier- 
archy within TTAT elements, in which traditional linear correlations between danger and 
coping appraisals are disturbed as monitoring scales up. 

Furthermore, this study demonstrates that the relationship between employers 
and employees is stretched not only by technology but also by breaches of professional au- 
tonomy, with occupational background functioning as an important boundary condition 
for TTAT. According to Goebel & Weißenberger (2017), strengthening control mecha- 
nisms does not always increase control; our empirical evidence suggests that digitalization 
can lead to significant employee unhappiness and poor organizational influence outcomes 
(Chenhall & Moers, 2015; Mulvaney, 2019). While practical implications suggest that 
managers would benefit from communicating openly to bridge information gaps (Malmi 
& Brown, 2008), the primary theoretical contribution lies in framing avoidance intention 
as a fundamental psychological defense of privacy that transcends the technical efficacy of 
control instruments. 
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LIMITATIONS AND FUTURE STUDIES 
There are some limitations to this study. Firstly, it should be noted that this study does not 
discuss the distinguished features between human-operated and fully automated surveil- 
lance technology. As a matter of fact, it focuses on the distinction between surveillance 
with multiple technologies and surveillance with a single technology. As Raveendhran & 
Fast (2021) explain, people tend to accept tracking technology in organizations when it is 
implemented automatically without human intervention. This is because subjective judg- 
ment is possible when human intervention is involved. This distinction will be crucial to 
investigate further in future studies, focusing on the performance, trust, and well-being of 
individuals within the organization concerning implementing human-operated and fully 
automated surveillance technologies. 

Secondly, the proposed hypothesis does not address the potential influence of 
psychological factors on employees' decisions to take avoidance actions. Consequently, 
further research is required to incorporate either independent or moderate psychological 
variables. In particular, when panopticon-like surveillance is implemented, it is essential 
to understand how employees are willing to accept it. 

Thirdly, the present study was limited to Jakpat users who met the specified criteria 
and came from diverse organizations. This may affect how they perceive the threat posed 
by surveillance technology. In future studies, we recommend investigating our findings in 
the context of real-world tasks and situations with participants under the same organiza- 
tion. This could be achieved through longitudinal research, enabling the measurement of 
real employee behavior. 

Fourthly, the sample size for each cell in Study 2 involving finance staff is relatively 
small. This reduction in statistical power increases the risk of error, particularly regarding 
interaction effects. Future research is advised to use a larger sample across various occu- 
pational sectors to confirm whether interactions between the type of supervision and the 
effectiveness of protections are indeed absent among non-IT staff. 

Finally, there are methodological considerations to note regarding our experimen- 
tal design. To ensure that strong internal validity and a clear causal contrast are achieved, 
the non-panopticon condition was created using only attendance monitoring via finger- 
print machines. While this maximizes internal validity, it sacrifices some ecological va- 
lidity. This is because, in practice, most organizations have implemented a moderate level 
of electronic surveillance, rather than no monitoring at all. As a result, this pronounced 
distinction may have contributed to an overestimation of the observed effect size. 

Because this work specifically focused on causal links, more advanced analytical 
tools, such as Structural Equation Modeling (SEM), could be used in future research. SEM 
could be used to broaden the existing paradigm as it helps examine multi-layered medi- 
ation paths—such as the role of perceived organizational justice or psychological reac- 
tance—that were not included in the core causal research. 

Furthermore, while our quantitative results are strong, we recognize that a 
mixed-methods approach could enhance the findings. Subsequent research could include 
qualitative components, such as in-depth interviews, to highlight nuanced contextual el- 
ements and distinctive employee coping techniques that a standardized experimental in- 
strument may not fully capture. This would provide a more specific "lived experience" of 
digital panopticism in various organizational settings. 
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