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Abstract

The tactile Internet (TI) is poised to be evolutionary to the Internet of Things (IoT), enabling
real-time immersive interactions by transmitting a sense of touch and actuation over remote
distance with audio or visual haptic feedback. A few of the stringent requirements of TI are
achieving a round-trip time (RTT) of 1 ms, ultra-high reliability and availability. Addressing
these challenges, the emerging TI can bring a plethora of applications, such as Industry
5.0 (industry automation), teleoperation frameworks (self-driven vehicles), augmented and
virtual reality (AR/VR) related applications and Healthcare 5.0 (telesurgery, telediagnosis
and telerehabilitation). Whilst these applications have been promising, TI is still in the
nascent stage of development. The potential enablers of TI, such as the fifth-generation
(5G) framework, software-defined networking (SDN), edge/fog computing (EC/FC), network
slicing (NS), and an appropriate multiple access (MA) scheme, can meet these TI applications’
requirements and their challenges. The ultra-low latency and high data rates of 5G provide
a foundation for real-time communication. SDN enables dynamic traffic management and
efficient resource allocation, reducing network congestion. EC/FC brings computation closer
to end-users, minimising transmission delays. NS allows for isolating TI traffic, ensuring
dedicated resources for critical applications. Finally, an MA, specifically the Non-orthogonal
Multiple Access (NOMA) scheme, enhances spectral efficiency, supporting multiple users
with minimal latency overhead. Collectively, these technologies address core requirements,
mitigate round-trip time and enhance the responsiveness of TI systems.

This PhD research aims to study the RTT performance in TI communication infrastructure,
employing a multilevel cloud structure with FC and SDN. Moreover, NS and an appropriate
MA scheme are incorporated to meet the stringent demands or requirements of TI. Firstly, a
comprehensive survey on TI is presented, focussing on design architecture, crucial application
areas, current issues and challenges with potential enabling technologies. To emphasise the
novelty of the survey, the brainstorming mind map is presented, covering all the discussed
topics. In addition, an extensive literature review of the mentioned potential enablers of TI is
explored.

Secondly, a novel fog-based traffic flow framework is proposed, employing FC and
SDN to address the TI challenges of having an RTT of 1 ms and ultra-high reliability for
establishing haptic communications. An effective traffic flow algorithm is developed to route
the traffic in a multilevel cloud structure efficiently. The combined SDN and FC approaches

with the developed algorithm provide an effective solution to reduce extra processing and



iv

waiting times at each level of the cloud-based structure. Hence, the RTT is also reduced when
traffic flows from master to slave sections and vice versa. The performance metrics such
as throughput, RTT, energy consumption, and reliability are evaluated using the iFogSim
simulator. The simulation results for the proposed system outperform those of the existing
edge, cloud, and cellular networks.

Thirdly, a novel NS mechanism based on TI communication infrastructure is proposed,
leveraging SDN with Open vSwitch (OVS) to resolve the issue of provisioning and controlling
the network slices on demand. Hence, the network slicing algorithms are developed for
three different scenarios: topology slicing, service slicing, and emergency slicing, to have
tailored and customised slices according to network requirements. This communication
infrastructure is sliced under diverse traffic such as UDP, TCP and other traffic packets using
pre-designed slice configurations. The system performance is evaluated with metrics such as
throughput and RTT by Vagrant environment and Mininet. The simulation results align with
pre-designed slices’ configurations, i.e., the preset allocated spectrum and RTT constraint
values, and show the efficacy of the proposed NS algorithms, thus validating these algorithms
with existing algorithms.

Fourthly, a novel downlink power domain Single-Input Single-Output (SISO) NOMA
communication scenario for TI is proposed, employing multiple sensors and actuators
collectively treated as users and a base station. An analytical system model is mathematically
derived under the NOMA scheme, incorporating signal-to-interference and noise ratio (SINR),
sum rate, and fair power allocation (PA) coefficients. Considering two-user and three-user
scenarios, the system performance is analysed and evaluated bit error rate (BER) and sum
rate between NOMA and orthogonal multiple access (OMA) by varying path loss exponent
and fixed PA coefficients using MATLAB. Moreover, the outage probability and achievable
sum rate are analysed by varying fixed and fair PA coefficients in the NOMA scheme. For
higher SNR, the achievable sum rate for the proposed NOMA system outperforms OMA,
thus maximising spectral efficiency, minimising latency and promoting dynamic PA and user
fairness. Finally, 4 x 4 Multiple-Input Multiple-Output (MIMO) NOMA performance is
analysed by incorporating zero forcing-based beamforming and a round-robin scheduling
process with SISO-NOMA concerning achievable sum rate and latency.

Lastly, the proposed models in this research have been validated against state-of-the-art

models, proving performance superiority, resource efficiency and scalability.
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Chapter 1
Introduction

“Tactile Internet” (TI) broadly refers to a communication network that delivers real-time
control, touch, and sensing or actuation with or without audio or visual haptic feedback in
the physical and virtual world [1]. The TI is an emerging research area that is still in the
nascent stage and facing many issues and challenges. Ensuring the ultra-low end-to-end
delay or round-trip time (RTT) and ultra-high reliability required by TI are challenging.
Specifically, the main problem that needs to be resolved and to realise the full potential of
TI is encapsulated by the ‘1 ms challenge’. That means the RTT in the TI system should
be ‘1 ms’ or below. Otherwise, the TI system would introduce motion sickness (lag) in
latency-based TI applications.

TI envisages the smooth integration of physical and virtual applications or services,
enabling the end-users to communicate with the other end without noticeable delay as if
they were happening in real time. Moreover, it paves the way for potential applications
or services such as healthcare 4.0, Industry 4.0, education and entertainment sectors. For
instance, imagine a world where telerobotic surgery is performed by a surgeon at one location
while operating on a patient at a remote location. Moreover, a student experiencing an
immersive virtual reality will perform a virtual lab instead of investing in buying goods or
being physically present.

In addition, to achieve the stringent demands of TI, such as ultra-low latency (<1 ms),
high reliability (99.999% availability), and massive connectivity to support mission-critical
applications such as remote surgery, autonomous systems, and industrial automation, the
communication infrastructure requires some key technological enablers including Fog Com-
puting (FC), Software-Defined Networking (SDN), Network Slicing (NS), and an appropriate
Multiple Access (MA) scheme. While other technologies, such as network coding and
caching techniques, offer certain advantages, they were deemed less suitable for the real-time,
low-latency requirements of TI. The rationale behind selecting these technologies over others
is detailed below.

SDN enables flexible and intelligent network management by decoupling the control plane

from the data plane. This separation allows centralised network control, optimising routing



and resource allocation dynamically. SDN provides a more adaptive approach to traffic
management by enabling real-time adjustments to network parameters based on demand,
thereby ensuring ultra-reliable low-latency communication (URLLC). The programmability
of SDN further enhances resource efficiency by prioritising mission-critical data flows while
minimising unnecessary network overhead. Its interoperability with other technologies, such
as FC, NS, and Non-orthogonal Multiple Access (NOMA), ensures that TI applications
receive the required service guarantees across the communication infrastructure.

FC plays a crucial role in reducing latency and enhancing processing efficiency by
bringing computational resources closer to end-users. Instead of relying on centralised cloud
computing, which introduces delays due to distant data centres, FC distributes processing
power to edge nodes, reducing transmission delays and supporting real-time decision-making.
This capability is significant for applications such as haptic feedback in TI, where even
minimal delay can significantly impact user experience. By handling data at the edge,
FC also reduces network congestion and mitigates the risk of bottlenecks in high-traffic
environments. Additionally, the decentralised nature of FC makes it well-suited for mobility-
driven applications, as it ensures seamless service continuity across different edge nodes. On
the other hand, cloud computing (CC) is unsuitable for TI due to its reliance on centralised
data centres, which can result in significant delays and hinder real-time interactions. The
long round-trip time to access cloud resources makes it less effective for latency-sensitive TI
applications, where low latency and quick response times are critical.

NS enables the customisation of network resources to meet the specific needs of dif-
ferent applications. Through virtualisation, multiple network slices can be created, each
optimised for particular latency, bandwidth, and reliability requirements. This capability
ensures that TT applications such as remote surgery, industrial automation, and immersive
haptic communication operate within dedicated network environments free from interference
by other services. The isolation of network slices prevents congestion and performance
degradation while allocating resources on a per-slice basis guarantees quality of service
(QoS). Enabling end-to-end network slicing ensures that TT applications receive predefined
performance guarantees necessary for real-time operations.

MA techniques play a crucial role in managing connectivity in TI, where a massive
number of devices must communicate with minimal latency and interference. Traditional
multiple access methods, such as Time Division Multiple Access (TDMA) and Frequency
Division Multiple Access (FDMA), introduce excessive latency and fail to utilise spectrum
resources efficiently. To address these limitations, NOMA was selected as the preferred MA

scheme for TI. Unlike conventional orthogonal access techniques, NOMA allows multiple



users to share the same time and frequency resources by distinguishing them through power or
code domains. This approach enhances spectral efficiency and significantly improves network
capacity. Additionally, by overlapping transmissions, NOMA reduces scheduling delays and
optimises spectrum utilisation, making it ideal for latency-sensitive T1 applications.

While network coding and caching techniques are widely used in various networking
scenarios, they do not fully align with the requirements of TI. Network coding techniques
such as Linear Network Coding (LNC), Random Linear Network Coding (RLNC), XOR-
based coding, and Physical Layer Network Coding improve throughput and reliability in data
transmission. However, these techniques introduce additional processing overhead due to the
computational complexity of encoding and decoding operations. This increased burden on
intermediate nodes results in added processing delays, making network coding unsuitable
for ultra-low latency applications. Furthermore, network coding is primarily designed to
optimise network throughput in high-bandwidth, packet-switched environments rather than
minimising latency, which is a critical requirement for T1.

Similarly, caching techniques, including cache placement strategies and cache replace-
ment policies, enhance data retrieval by storing frequently accessed content closer to users.
However, caching is optimised for static content and is not well-suited for applications that
require real-time, bidirectional communication. While caching reduces retrieval time for
pre-stored data, it cannot replace the need for instant processing and real-time updates, which
are essential for TI applications such as remote control systems, haptic feedback mechanisms,
and live sensor data processing.

The enabling technologies selected for this research, viz. SDN, FC, NS, and NOMA
were chosen because they best satisfy the three core requirements of TI. Ultra-low latency,
which is essential for real-time applications, is achieved through the combined use of FC,
SDN, and NS, as they collectively reduce processing delays, optimise routing, and allocate
resources dynamically. High reliability, defined as 99.999% availability, is ensured by NS
and SDN, which provide dedicated network resources and intelligent traffic management
to maintain service continuity. Massive connectivity, a fundamental requirement for large-
scale TI deployments, is managed efficiently through NOMA, which maximises spectrum
utilisation while minimising access delays.

By integrating these technologies, this research establishes a robust framework for
deploying TT applications, ensuring they meet the performance requirements for real-time,
mission-critical scenarios. The selection of these technologies reflects their ability to deliver
the necessary balance of minimised latency, improved reliability, and scalability, all of which

are fundamental to the success of TI in future communication infrastructure.
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1.1 Research background

The background of this PhD research is provided and discussed for TI and its potential
enabling technologies, such as FC, SDN, NS and NOMA, in the following subsections.

1.1.1 Tactile Internet

Tactile Internet (T1) is a new concept in Internet technologies where human beings interact
with each other, thus allowing us to transmit the sense of touch and actuation over a long
distance in real-time.

Mobile Internet usage has tremendously increased among people of all ages globally.
Everyone can be connected wirelessly without any difficulties in location and time. The
tremendous research and improvements in networking and communication have led to a
remarkable development in internet usage, thus creating a space for companies to produce
and build up the next-generation gadgets and enhance the client experience. Depending on
the Internet, communication is comprised of people communicating with single or multiple
devices. There is a requirement for a communication interface where humans will interact
with other humans by touch and actuation. Subsequently, this requirement has been in great
demand; however, it has not been accomplished on a bigger scale.

Subsequently, mobile Internet can be used as a medium of communication between
two or more people without being physically present. The mobile Internet has been an
entirely dependable and comfortable mode of communication with constant upgrades through
research and advancements to improve the end-user experience by minimising latency and
improving data speeds. The most recent upgrade in communication technologies is 5G
technologies [6], which overpassed the 4G technology.

Furthermore, the Internet of Things (IoT) has emerged as another dimension where
physical and/or virtual devices are interconnected over the Internet and cloud, enabling them
to collate, process and compute the data. The applications related to 10T are investigated
more as they offer umpteen chances to ease the way of life.

However, TI exists at the conceptual stage, and much research is still needed to revolu-
tionise it. TI illustrates the next evolutionary step: integrating a sense of touch and actuation
with real-time haptic feedback in Figure 1.1. This figure shows the evolution of TI from
mobile Internet and IoT.

To have a communication medium for transferring sense or actuation, touch and con-

trolling information in real-time, the TI must possess competencies such as high reliability,
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Fig. 1.2 Potential innovative applications enabled by TI [2].

responsivity and cognitive behaviour. The high accessibility, ultra-fast response times, and
carrier-grade reliability of the TI will add another feature to human-machine communication
by making continuous intelligent frameworks [1]. The TI is imagined to empower phenome-
nal applications that will change almost every fragment of the world. Figure 1.2 shows the
graphs between the delay incurred in TI and the bandwidth/throughput required to carry out
the functionality of TL.

1.1.2 Software-defined networking

Software-defined networking (SDN) is a relatively new concept in networking that facilitates

a dynamic, flexible and cost-effective system structure by the physical partition of the data
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Fig. 1.3 A switch: 1) asks a controller if it knows how to handle a packet. 2) gets a rule
installed by the controller if not, and 3) uses the standard to forward the packet towards the
destination [3].

forwarding plane and control plane. The suitable choice to deal with traffic [7][8][9] is
handled by the control plane, whereas the job of forwarding the traffic in reacting to the
control plane is taken care of by the data plane. SDN grants permission to the system operator
to design, configure, control and deal with the system through programming software such
as Application programming interfaces (APIs). SDN is mainly utilised to disentangle the
system hardware and increase network adaptability [10].

Moreover, SDN is recognised as bringing a change in how the Internet is curbed, and
this is the one we need to leap forward towards TI. Referring to Figure 1.3, in SDN, the
switches only execute data plane functionality, which is for packet forwarding, and depend
on a controller infrastructure that facilitates the control plane functionality, that is, the
intelligence like processing the forwarding rules and dumping them in the switches. In
contrast, conventional networking equipment includes both features in one physical device.
The decoupling of the data and control plane within SDN ensures edge-cutting decisions on
the stream of per packets and facilities guaranteed quality of service (QoS), compared to the
best-effort service, for example, in terms of latency.

The main potential of SDN lies in enabling modular network configuration through the
use of network abstractions, just as operating systems for PCs rely on abstractions over

multiple levels to manage their hardware resources.
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Consequently, the controller’s properties empower the framework by increasing the
system efficiency regarding bit rate and end-to-end latency. Since the fundamental thing of
the TI framework is to meet 1 ms RTT, i.e. ultra-low latency, the cognitive control ought to be
conveyed at the central network to accomplish the desired end-to-end latency. Subsequently,
the interest in SDN [11] has risen to shape an envisioned architectural design. Hence, SDN
facilitates an architectural system wherein the control plane and data plane are decoupled,

thus empowering the software coding of the network through its controllers.

1.1.3 Fog computing

The origin of fog computing was first proposed by Flavio Bonomi, vice president of network
device manufacturing organisation Cisco, in 2011 [12][13]. Fog computing can be explained
as the higher virtualised platform where an enormous number of heterogeneous, pervasive
and decentralised devices connect and correspond to other devices to provide computation,
storage, process tasks and facilitate networking services between devices and conventional
cloud centres, but not precisely at the edge of the networks, without the interference of the
third parties. The capabilities of cloud computing and services are extended to fog computing,
where routers, gateways, switches and other network devices can also be a part of the network
and have all the properties of fog computing. It is fundamentally utilised for automating
types of equipment since fog computing has a background in IoT.

Moreover, fog computing has a decentralised computing structure dependent on fog
computing nodes (FCNs). It can be fixed between the end-user device end and the cloud at
any architecture location. For FCNs that utilise devices like machine-to-machine (M2M)
gateways and wireless routers, fog computing is used as a computing layer between the end
device layer and the cloud layer. These FCNs are utilised to process and store information
from end-user devices before sending it to the cloud.

Consequently, TI is a developing idea that spotlights supporting high-fidelity, ultra-
responsive, and generally accessible machine-to-human communications. To minimise the
transmission delay and reduce Internet conditions, fog computing has been posted as a
significant part of the TI.

The capabilities and competencies of fog computing that are beneficial for TI are as

follows:
* It has location awareness and can be located at the network’s edge.

* It incurs low latency, which supports large-scale complex sensor networks and storage

capabilities in a wide-area distributed network.
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Fig. 1.4 Tllustration of network slicing for 5G network [4].

* Itis widely geographically distributed.
* It can support the mobility and heterogeneity of the fog nodes.

It empowers wireless access and real-time communication with end-users and the

cloud.

* Any fault in the network can be analysed online and is integrated with backend cloud

computing.

1.1.4 Network slicing

Network slicing (NS) is one of the topics most discussed when structuring 5G systems. It
is planned to empower operators to slice a single physical network into numerous virtual
networks designed according to explicit services and application objectives.

Even though several research initiatives have been carried out on the 5G framework, there
is no consistent concurrence on its architectural design. However, the general consensus
is that the 5G framework needs to be planned in an adaptable way with the end goal that
one network, based on typical physical infrastructure, is productively shared among various

vertical applications. Here, the concept of network function virtualisation (NFV) is taken
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into consideration, where the network is sliced according to the requirements of the particular
application.

The capacity to make various intelligently isolated network segments over a solitary
physical network was one of the fundamental drivers of the industry development towards
SDN long before the term ‘slicing’ appeared in the literature. The enthusiasm around 5G
has restored the idea of NS to the point of making it a trending term. NS can be viewed as
another complex type of virtual private network (VPN) innovation.

The idea of 5G network slicing was first depicted in a white paper on 5G, created by
the next generation of mobile networks (NGMN) partnership [14]. Figure 1.4 explains this
idea by demonstrating diverse network slices tending to various sorts of applications with
multiple degrees of functionality, execution and dependability.

Figure 1.4 illustrates an example of network slicing with three networks. The first slice is
proposed to help with the regular traffic created by smartphones. A broad scope of network
function (NF) was enacted, and higher limits on virtual connections were started to help the
assortment of broadband services through which smartphones can access their applications.
The second slice is committed to self-driven vehicles. Self-sufficient driving requires an
exceptionally low end-to-end delay and unwavering high quality to trade traffic information
and warning messages with the network and different vehicles. The third slice is proposed
to help ‘massive IoT’ supported applications, where smart metering equipment irregularly
creates a minimal volume of information and is not expected to move. In contrast to the
two past cases, the arrangement of NFs to be incorporated into the third slice is somewhat
constrained. According to the publication of the white paper, NGMN facilitated increasingly
in-depth definitions and terminologies to comprehend various parts of the slice [15].

As illustrated in Figure 1.5, abstracted from [15], the three layers can be recognised:

* The service instance layer signifies the end-user administration or undertaking admin-

istrations to be bolstered by a slice.

* The network slice instance layer, which has all network slice instances, handles the

mentioned end-user administrative work.

* The resource layer signifies all resources (virtual or physical) from the hidden network

architecture accessible to the network slice instance layer.
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Fig. 1.5 Schematic of layers of network slicing [4].

1.1.5 Multiple access technique

The mobile Internet has become a source of connecting various global networks for informa-
tion and resource sharing. In such a scenario, IoT associates smart gadgets like smartphones
with home equipment using different communication standards. Such services demand reli-
able, low latency, and end-to-end data security, influencing the system’s spectral efficiency.
Nonetheless, multiple access (MA) strategies are utilised for productive spectrum utilisation,
which permits the sharing of accessible bandwidth among an enormous number of clients.
These strategies upgrade the system’s limit by facilitating a superior quality of services (QoS)
to the end clients.

Using the client-specific spreading arrangement, numerous clients are served by code
division multiple access (CDMA) from the same resource block. The clients of CDMA
cannot recover the original information because of the loss of orthogonality code by more
flickering. In the orthogonal multiple access (OMA) strategy, the bandwidth loss happens
because clients use the orthogonal resource block. Conventional MA strategies cannot give
services to different clients simultaneously, so these are not reasonable for the 5G network
[16][17]. It can provide services to various clients from one orthogonal resource block by
shrewdly promoting clients’ particular channel conditions.

Nevertheless, it is fit to give clients services according to their QoS necessity by dis-
tributing dynamic power levels. In non-orthogonal multiple access (NOMA), a superposition

coding is executed at the transmitter side. On the receiver side, successive interference can-
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Fig. 1.6 Comparison between OMA and NOMA [5].

cellation (SIC) is performed to diminish the shared interference by utilising non-orthogonal
resources. NOMA is categorised into two types: code-domain NOMA and power-domain
NOMA. Figure 1.6 shows the RTT and bandwidth analysis for NOMA and OMA, where
OMA facilitates low latency for lower bandwidth, but if bandwidth increases, then NOMA is

a better option.

1.2 Rationale and significance

TI is imagined to make a change in perspective from content-oriented communications to
steer/control-based communications by transmitting real-time haptic information, such as
touch, actuation, friction, vibration, and motion over the Internet along with the existing audio-
visual data traffic. This developing T1 innovation, additionally considered as the following
next phase of 10T (as shown in Figure 1.1, is required to make various open doors for
innovative markets in a wide assortment of applications, including teleoperation frameworks
(automation industry), augmented reality/virtual reality (AR/VR) related applications, and e-
health services (telesurgery, telediagnosis and telerehabilitation). Nevertheless, the realisation
of TI over wireless medium in the era of 5G technology and next-generation networks makes

different non-traditional communication challenges and stringent demands as far as RTT
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Fig. 1.7 The research gap that is unaddressed in TI.

of 1 ms, ultra-low latency, ultra-high dependability, high data-rate connectivity, dynamic
resource allocation, multiple access (MA) techniques, and quality-latency rate trade-off are
concerned.

Therefore, this research aims to study the RTT performance in the TI communication
infrastructure, enabling the system to function smoothly with cyber or motion sickness (lag).
There are many challenging solutions to reduce the delay over the network. Hence, the
potential enablers of TI, such as FC, SDN, NS and NOMA techniques, can be employed to
address the challenges incurred in TI, thus viewed as promising paradigms for aiding the TI

applications for 5G and next-generation networks.

1.3 Research gap identification

In order to meet the stringent demands or requirements of TI, the incorporation of the
proposed multilevel cloud structure with traffic flow framework, Fog Computing (FC),
Software-defined Networking (SDN), Network Slicing (NS) and NOMA techniques will
resolve the issues related to the low-latency based TI services/applications. Figure 1.7 depicts
the unaddressed area (intersected area), which will fulfil the needs and improve the system

performance of TI.
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1.4 Research questions

The main research question is formulated below to achieve the ultimate aim mentioned in
Section 1.2.

“What framework can be developed to reduce the round-trip time (RTT) in the tactile
Internet system?”

To address our main research question, the following sub-questions are framed to accom-

plish our TI research.

RQ 1 What framework can be proposed to manage the traffic flow efficiently by adopting a
multilevel cloud structure in the tactile Internet?

RQ 2 What strategies can be employed to improve the RTT of tactile Internet incorporating
SDN and NS approaches?

RQ 3 What multiple access technique, such as NOMA, can be developed to support low-

latency tactile Internet applications/services?

1.5 Research methodology adopted

Design science research methodology (DSRM) [18] is a systematic, robust and flexible
methodology that facilitates a structured approach for creating and evaluating artefacts to
resolve practical issues and challenges, thus building a research bridge between theory and
practice. We have modified DSRM to accomplish our work in TI. In addition to modified
DSRM, analytical modelling and system simulation methodologies are adopted in this
research to comprehend the network’s behaviour, optimise the network’s performance, and
provide valuable insights into potential bottlenecks to address research questions.

The graphical representation of the adopted DSRM is illustrated in Figure 1.8 to explain
its flow and the iterative processes/activities that were conducted and contributed through
Manuscripts 1, 2, 3, 4 and 5 individually in this PhD research. This adopted method
consolidates standards, practices, and strategies to determine the research and meet the
following four objectives. Firstly, the research starts consistently with the prior extensive
literature/knowledge base and analysis. Secondly, it characterises a minimum procedure
model to conduct the research. Thirdly, it facilitates and emphasises the wholistic modelling

of research to present, demonstrate, implement and evaluate, supported by a knowledge base
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Fig. 1.8 The adopted research methodology.

and design model. Finally, the research is summarised and communicated through scholarly
articles (Manuscripts 1, 2, 3, 4 and 5).

In this research, the analytical modelling method employs mathematical equations to
build models that represent and predict the network’s behaviour and performance, thus
providing a theoretical framework to derive performance metrics and evaluate the impact
of performance metrics under different traffic loads. This modelling methodology includes
network topology models, which represent the design layout of the network and performance
metrics, which evaluate network performance. Moreover, the system simulation method
includes creating a software-based network model to critically assess its behaviour under
different traffic conditions, thus offering a flexible strategy to test multiple complex scenarios
that might be challenging for real-time deployment. This methodology includes adopting
various system simulators and emulators and validating the network model to mimic the
functioning of real-world networks.

Furthermore, the modified DSRM methodology comprises six phases: problem identifi-
cation and motivation, solution objective, design-development-refinement, demonstration

and implementation, implementation and evaluation, communication and contribution. Each
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phase comprises the list of tasks attempted to accomplish particular objectives. The entry
point of the proposed research work is problem-centred initiation.
The various six phases of the adopted DSRM are discussed below. The analytical

modelling and system simulation methodologies are also incorporated in Phases 3, 4 and 5.

¢ Phase 1: Problem identification & motivation.

In this phase, we have conducted an extensive literature review of TI, SDN, FC, NS,
and MA techniques that are needed to maintain haptic communication between master
and slave environments. We have also explored existing methodologies and techniques
to minimise RTT, which is crucial to avoiding motion sickness (lag). Hence, this explo-
ration has helped to comprehend the research status, challenges, and future directions.
Besides, we have also identified the research loopholes (gaps) and formulated research
questions (RQ 1, RQ 2 and RQ 3) that need to be addressed in the TI communication
infrastructure. The TI-based applications have motivated us to research the TI system
and investigate and propose a few methods/strategies to reduce RTT to help avoid a

system lag.

* Phase 2: Objective of the solution.

We have conducted an in-depth literature review to assess the existing research related
to TT and how it possibly meets the challenge of 1ms RTT. We have also explored
potential methods/strategies to minimise the haptic communication RTT.

One of the methods to minimise the haptic communication delay is to reduce the delay
in the network domain by pushing all the computing parts to the cloud (FC) to avoid
processing and storage limitations. Other techniques can also reduce delays in the

network domain, such as incorporating the SDN, NS, and multiple access techniques.

* Phase 3: Design, development & refinement.

First and foremost, we have composed an extensive survey on TI’s design, issues,
challenges and applications to acquire in-depth comprehension. The mind map is
created to brainstorm ideas on the survey’s design, applications and challenges. A
comparative analysis is done using existing contributions in the fields of IoT and TI.
Moreover, we have designed and analytically modelled a TI communication framework
to meet the demands of the different applications of TI and proposed an efficient traffic
flow framework by adopting the multilevel structure of cloud units through a credible

simulation environment. This framework incorporates SDN and FC approaches,



1.5 Research methodology adopted 16

avoiding unnecessary processing and waiting times at each cloud unit. It depends upon
the priorities and requirements of the TI, thus resulting in less network congestion,

better traffic/task/request flow and RTT minimisation.

On similar grounds, SDN and NS have been employed in the TI communication
framework to cater to a diverse requirement of applications/services. Efficient network
slicing algorithms are proposed and tested to meet the fluctuating demands of the
end-user with real-world traffic scenarios. Finally, we have adopted an MA technique
(NOMA) to improve the spectral efficiency and minimise RTT. Our proposed system
model is represented mathematically and tested with a downlink power-domain com-
munication scenario, signal-to-interference ratio analysis, sum rate analysis and fair

power allocation analysis.

* Phase 4: Demonstration & implementation.

After developing the TI framework or model with proposed methods/techniques/
algorithms, we have demonstrated and implemented our proposed methods in potential
simulation packages such as iFogSim, Mininet and MATLAB to minimise RTT and
address our research questions (RQ 1, RQ 2 and RQ 3), thus meeting the objectives
stated in Phase 2. For each contribution of our research, we have identified and recorded

various key performance indicators (KPIs) influencing the proposed TI system.

* Phase 5: Implementation & evaluation.

In this phase, we have conducted simulations in various environments to evaluate KPIs,
perform result analysis, and validate our proposed system model. Upon performance
evaluation of the recorded simulation results for each research contribution, the KPIs
have shown the efficacy and effectiveness of our proposed approaches. Thus, it provides

insight into the potential areas for future directions.

¢ Phase 6: Communication & contribution.

The communication section is a crucial part of the research. We must keep in touch
with researchers in academia, labs and industry. Our research is summarised and
communicated in journal/conference publications to authenticate and validate our work

globally.

This phase will also include documenting and collating all main contributions that
are addressed by research questions (RQ 1, RQ 2 and RQ 3) in the form of a PhD

thesis. During PhD research studies, we plan and emphasise publishing at least
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Fig. 1.9 The schematic representation of this thesis structure.

four scholarly articles, including conferences and journals, in highly ranked peer-
reviewed publications such as IEEE, ScienceDirect, and MDPI. The research artefacts
resulting from this study included a designed framework or mathematical model and
evaluated various KPIs. These artefacts provide a valid and effective measure for use in
development practice at the organisational and project level in assessing and evaluating

the effectiveness and performance of the system.

1.6 Structure of the thesis

The schematic representation of this PhD thesis structure is shown in Figure 1.9. This thesis
follows the manuscript-based thesis format and is organised as follows. Chapter 2 provides
a comprehensive survey of TI, mainly focussing on design aspects, potential applications,

related issues and challenges, thus identifying research gaps. Chapters 3, 4 and 5 present the
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manuscripts specifically addressing RQ 1, RQ 2 and RQ 3. These chapters comprehensively
discuss the proposed system model, evaluate the network model and simulation results,
and summarise the work. Chapter 6 provides a conclusion summarising the contributions,
research findings, future research direction, and system implication and deployment. Finally,

Appendix A lists the abbreviations used in this thesis and their explanation.



Chapter 2

A Survey of the Tactile Internet: Design
Issues and Challenges, Applications, and
Future Directions (Manuscript 1)

2.1 Manuscript 1 prelude

The tactile Internet (TT) is an emerging area of research involving 5G and beyond (B5G)
communications to enable real-time interaction of haptic data over the Internet between tactile
ends, with audio-visual data as feedback. This emerging TI technology is viewed as the next
evolutionary step for the Internet of Things (IoT) and is expected to bring about a massive
change in Healthcare 4.0, Industry 4.0 and autonomous vehicles to resolve complicated
issues in modern society. This vision of TI makes a dream into a reality.

Manuscript 1, entitled “A Survey of the Tactile Internet: Design Issues and Challenges,
Applications, and Future Directions!” [19], aims to provide a comprehensive survey of TI,
focussing on design architecture, key application areas, potential enabling technologies,
current issues, and challenges to realise it. To illustrate the novelty of our work, we present a
brainstorming mind map of all the topics discussed in this manuscript. We emphasise the
design aspects of the TI and discuss the three main sections of the TI, i.e., master, network,
and slave sections, with a focus on the proposed application-centric design architecture.
With the help of the proposed illustrative diagrams of use cases, we discuss and tabulate
the possible applications of the TI with a 5G framework and its requirements. Then, we
extensively address the currently identified issues and challenges with promising potential
enablers of the TL.

Moreover, a comprehensive review focusing on related articles on enabling technologies
is explored, including Fifth Generation (5G), Software-Defined Networking (SDN), Net-
work Slicing (NS), Network Function Virtualisation (NFV), Cloud/Edge/Fog Computing
(CC/EC/FC), Multiple Access (MA), Network Coding (Net. Cod.) and Machine Learn-

1V, Fanibhare, N. I. Sarkar, and A. Al-Anbuky, “A survey of the tactile Internet: Design issues and challenges,
applications, and future directions,” MDPI Electronics, vol. 10, no. 17, p. 2171, 2021.
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ing/Artificial Intelligence (ML/AI). Finally, we conclude the survey with several research
issues that are open for further investigation. Thus, the survey provides insights into the TI
that can help network researchers and engineers contribute further towards developing the
next-generation Internet.

In addition, this manuscript mainly covers the systematic literature review of the TI along

with the description of design, application and related challenges/issues.

2.2 Introduction

The tactile Internet (TI) is an innovation that facilitates interaction between human beings
(possibly over a distance) with visual presence and haptic feedback [1]. In June 2015,
the Technical Activities Board Future Directions Committee launched the most current
activity for the Institute of Electrical and Electronics Engineers (IEEE) Digital Senses
Initiative (DSI). The DSI is devoted to propelling advancements that catch and recreate
human activities such as sense, touch, hearing, taste, and sight from the external world. These
human activities are received and reacted to by machines and humans differently.

In a meeting held in 2013, a future financial “golden age” of technological association
was considered during the 2020s, when robots might progressively carry out a significant
amount of regular day-to-day work [20]. For example, the alluring chance of monitoring is
imagined by sitting at one site and reacting remotely through the Internet at another site far
from the original one. However, the conception of the Internet as T was broadly announced
by Fettweis in mid-2014 [21, 22], where he mentioned that the TI has the potential for a
plethora of use cases that influence our lives and the world economy.

One of the requirements of real-time Cyber-Physical Systems (CPSs) is to have a round-
trip time (RTT) of below 1 ms. A significant example is the CPS model for the smart
grid and the requirement of rapid reaction time in situations with power-network failures.
Recent cellular and wireless local area networks (WLANSs) fail to achieve this objective
by a considerable order of magnitude. By achieving an RTT of 1 ms, the user can explore
the new era of the TI by changing the experience of current mobile broadband applications.
Along with voice and data communications, current fourth-generation (4G) systems empower
continuous access to massive data for applications, such as machine-to-machine (M2M) or
machine-type communication (MTC). The next major step is to associate multiple machines
together and control them from a far distance. Therefore, for control communication,

this will create another approach to guide and control factors of our environment and its
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conditions [21]. With the help of carrier-grade robustness and accessibility, the demand for
an RTT of 1 ms will empower the TI for guiding and controlling real and virtual objects [22].

However, the T comes with a warning that it should be able to tell the difference between
humans and machines. This should be applicable where there is a large requirement for
machines and less interference from humans. Machines should complement humans instead
of acting as a substitute for them [23].

Ultimately, features such as delivering up to 1000 times more capacity, maximum data
rates at 10 Gbps, and interconnections of at least 100 billion end-user devices are expected to
be realised for the 5G communication system, compared with 4G. The primary purpose of
5G systems is to construct and handle novel machine-driven applications that are not tended
to by cellular networks. Compared to the past four generations, the vision of 5G will be
considerably flexible in integrating with cellular and wireless-fidelity (Wi-Fi) technologies
and their standards. Furthermore, the crucial part of the envisioned 5SG communication sys-
tems is transforming the distributed core infrastructure into a device-based infrastructure and
employing Artificial Intelligence (Al) at the end-user device location or on user equipment

(UE) with assisted mobility and device-to-device (D2D) communication.

2.2.1 Vision of the TI

For a wide range of application areas such as Industry 4.0, smart e-learning and education,
and Healthcare 4.0, TI envisions the interaction of human-to-machine (H2M) and relies
upon it to add another paradigm to see its influence on society. The envisioned TI desires to
meet the stringent design requirements by empowering a suitable communication framework.
First, it needs to give an extremely low round-trip time (delay) of 1 ms or below and possible
ultra-high reliability to avoid motion sickness. It likewise needs to guarantee data security
and high availability of a framework without compromising the ultra-low latency requirement.
These crucial design goals of TI can be achieved by placing tactile devices close to each
other, which is often based on distributed or decentralised architecture dependent on recent
technological advancements such as Edge/Fog Computing, Software-Defined Networking
(SDN), and Network Coding, Network Function Virtualisation (NFV), and suitable multiple-
access (MA) techniques. Moreover, adaptable techniques at all protocol layers are expected
to minimise the RTT from sensors to actuators.

Significantly, the TI will establish vital prerequisites for next-generation access networks
as far as latency, availability, and reliability are concerned. Wired access networks are

ultimately fulfilling these prerequisites already, and wireless access networks are not yet
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Mobile Internet Massive loT Tactile Internet

Fig. 2.1 The evolution of TI from mobile Internet.

proposed to fulfil these prerequisites. As per the International Telecommunication Union—
Telecommunication Standardisation Sector (ITU-T) Technology Watch Report on the TI [1],
research in these areas will need to speed up substantially, introducing new thoughts and
designs to promote access network characteristic redundancy and a decent variety to resolve
RTT issues and reliability constraints of T1 applications.

As TI is going to serve critical applications of society, it should have competencies such
as ultra-reliability [24], very low latencies, and be able to connect to numerous devices for
communicating with each other simultaneously and autonomously. Interacting with ongoing
and conventional wired Internet, mobile Internet and the IoT should also be feasible, thus

forming a network of entirely new possibilities and opportunities.

2.2.2 Evolution of the TI

With regard to TI, Figure 2.1 depicts the progressive evolution of TI, as indicated by an
ongoing ITU-T Technology Watch Report [1]. According to the definition given by the
ITU-T Technology Watch Report, the Internet that comprises ultra-low latency, ultra-high
availability, ultra-high reliability, ultra-responsive, fast reaction times, scalability and security
is referred to as TI. On the other hand, the interconnection of physical devices with the
Internet with requirements such as power efficiency, surveillance and data security, reliability,
good energy management, relatively low throughput and effective low latency is referred
to as the Internet of Things (IoT). In contrast, the Internet, which transmits voice and data,
video-streaming content, web browsing, and telephony, is referred to as mobile Internet.
Mobile communication contribution is crucial to the modern telecommunication infras-
tructure. In the 1990s, various versatile computers such as laptops, pagers, cell phones

and personal digital assistant (PDA) phones were announced. Generations of mobile com-
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munication, i.e., 2G, 3G, 4G and 5G and their wireless communication services, such as
Universal Mobile Telecommunications Service (UMTS), General Packet Radio Services
(GPRS), and Enhanced Data Rates for GSM (Global System For Mobile) Evolution (EDGE),
have profited businesses as well as delivered comfort to the end user. These services have
effectively linked tonnes of end users to physical devices. The 5G framework permits
human-to-human (H2H) communication to trade multimedia content such as audio and
video information. The primary centre of attention for the mobile Internet is facilitating the
integration between end-user devices and machines, thus implied as the 10T.

After the evolution of the mobile Internet, the IoT is a concept that involves the communi-
cation of two or more devices that integrate the Internet and the cloud. Applications related to
IoT have been investigated more as they offer considerable chances to ease life. They depend
on H2M and D2D communication [25]. However, the IoT has a few demerits, such as low
data rate, decent latency, surveillance and security, low compatibility, and privacy. Hence,
the shortcomings of the IoT could be overcome by TI, which is the progressive evolution of
the ToT that manages networks in a real-time environment.

The TI currently exists at the conceptual stage, and a lot of research is still needed
to revolutionise it. The idea of the TI is becoming broader, where a human can interact
with another human, allowing us to transmit a sense of touch and actuation over a long
distance in real-time with or without audio/visual feedback. These requirements in TI permit
tactile end devices to sense and actuate in real-time transmissions over distance/remote
communications. It will reform all aspects of society, culture, and use cases, such as those
related to e-healthcare, industry, and much more.

Thus, information-delivery networks can be fundamentally transformed into skillset-
delivery networks. Low-power massive connections, ultra-responsive, ultra-reliable and
ultra-fast reaction times of the TI will enumerate another H2M interconnection paradigm
by empowering haptic features. Conversely, 5G and beyond should be able to manage the
extraordinary increment of mobile data traffic and the immense proportion of information
from intelligent devices that will energise [oT applications. Each evolution step states some

features that are required for an accessible mode of communication.

2.2.3 Recent advances in the TI

Recently, because of the emergence of the TI, a remarkable amount of research has been
substantially carried out. These studies are generally inspired by several applications such as

self-driving vehicles, augmented reality (AR), virtual reality (VR), Industry 4.0, Healthcare
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4.0, immersive virtual reality (IVR), teleoperation systems, telementoring, remote driving,
and tactile robots. The existing system models and architectures are still theoretically and
technically inadequate for realising the arising TI applications. Due to the non-traditional
requirements and demands for TI in future B5G networks, factors such as Fog/Edge clouds,
sensors and actuators at the master and slave sides, RTT, reliability, system models, and
architecture are taken into consideration.

In addition, the speed of light is 3 x 108 m/s, i.e., light travels 300 km in 1 ms. To meet
the requirements of the TI’s RTT, the control server and tactile ends can be at a maximum of
150 km. Thus, the limiting parameter, i.e., the speed of light, also affects the speed of human
interaction with humans/machines.

Furthermore, considering the stringent demands and requirements of TI involving ultra-
low latency and ultra-high reliability features such as data integrity, security, encryption,
and network availability need to be established with fewer trade-offs between these. However,
the existing centralised infrastructure is not adequate to meet these features. Therefore, more
distributed infrastructure based on Fog/Edge computing should be adequately examined to
bring TI applications nearer to end users [26].

Fog computing and Edge computing are emerging paradigms designed to address the
limitations of cloud computing by bringing computational resources closer to end devices.
Fog computing extends cloud services to the network edge, providing distributed computing,
storage, and networking capabilities to enhance efficiency and reduce latency. It enables
real-time data processing by leveraging intermediate nodes, such as gateways and routers,
before transmitting data to the cloud. A closely related concept, Edge computing processes
data directly at the source or near-end devices, minimising dependency on centralised cloud
infrastructure. This paradigm is crucial for ultra-low latency applications such as autonomous
systems, industrial automation, and the TI. While Fog computing enhances distributed
processing, security, and scalability, additional network hops may pose challenges for time-
critical T1 applications. Both approaches optimise network bandwidth usage, enhance
security, and improve scalability. By decentralising computation, Fog and Edge computing
play a significant role in enabling next-generation technologies, including 5G, SDN and TI
applications.

Additionally, it is crucial to refresh next-generation wireless access networks by exploring
novel resource allocation in network slicing, feedback mechanisms of the sensors/actuators,
interference management and multiple-access techniques to satisfy the potential demands

and requirements of TI applications [1].
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Moreover, considerable research has been carried out on haptic devices such as tactile
gloves, etc., and kinematic devices such as capacitive-based, magnetic-based, piezoelec-
tric and image sensors, and tactile support engines with Al compatibility for information
integration and decision boxes [27].

The demand for interdisciplinary research is crucial in planning and designing intel-
ligent tactile sensors considering fabrication techniques/technologies, the material of sen-
sors/devices, intelligent signal processing and machine-learning algorithms to analyse the
behaviour of the sensing device and process complex data coming to the sensors. Several
factors are necessary to realise the TI, such as security, reliability, availability, and latency in
wireless transmission of tactile sensing data, thus giving the experience of remote real touch
feeling and control. A few standardised works are forecasted to collaborate between the TI’s
use cases and improve current wireless sensor networks.

Considering ongoing standardisation, a new IEEE standard family has been defined for
the TI, i.e., IEEE P1918.X [28, 29]. IEEE P1918.X describes the architecture technology
and assumptions in the TI, whereas IEEE P1918.X.1, IEEE P1918.X.2 and IEEE P1918.X.3
are focussed on codecs, Al and MAC for the TI, respectively. In addition, a considerable
amount of work has been done to develop a working group for low-latency Industrial IoT

(IToT), such as intelligent transportation systems, Industry 4.0, and Health 4.0 [30].

2.2.4 Research motivation

One of the reasons for carrying out the research is TI’s emerging research area, where
there is a need to improve the round-trip time (RTT) and reliability of the system. This
improvement will ensure and enable the smooth functioning of the system without cyber or
motion sickness (lag). The crucial challenge to achieve a tolerable RTT of 1 ms is essential
to facilitate the services and applications related to the TI. Still, there are many challenging
solutions to reduce the RTT over the network. Therefore, we have been motivated to adopt TI
technology to incorporate technological advancements such as SDN, NFV, Network Coding,
physical MAC-layer protocols and cloud networking technologies, which promise to serve

the requirements of the TL.

2.2.5 Main contribution

Although quite a few survey papers have talked about the overview of the TI, they are not

mainly focussed on the design architecture, applications, and current issues. Thus, they
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do not provide illustrative diagrams for the reader to comprehend the gist of the research

altogether. Here, we briefly highlight the following main contributions of this survey.

* We emphasise the TI design aspects with the proposed application-centric design
architecture, where the main sections of the architecture, i.e., master, network, and

slave sections, with their functions, are explored.

* We identify the key application areas and provide discussions with proposed illustrative
diagrams of use cases. Moreover, the multiple application scenarios with required TI

competencies and their performance metrics are tabulated.

* We provide an in-depth discussion of the identified current issues and challenges with
potential enablers of the TI. In addition, some possible future research directions are

provided to give researchers insight.

* We present a comprehensive review focussing on the related articles on enabling
technologies such as 5G/B5G, SDN, NFV, NS, CC/EC/FC, MA, Network Coding and
ML/ALI to realise the TI. Here, the contribution of the related articles is summarised

according to enabling technologies.

2.2.6 Structure of the manuscript

Figure 2.2 shows a graphical overview of all the topics covered for design, applications,
and challenges related to the TI in the form of a mind-map. The remainder of this manuscript
is structured as follows. The design aspects of the TI are discussed in Section 2.3. The appli-
cations of the TT are elaborated in Section 2.4. The current issues and challenges in realising
the TT are discussed in Section 2.5. Section 2.6 thoroughly reviews related articles, and a
summary of research challenges is presented in Section 2.7. Finally, Section 2.8 concludes

the manuscript along with future research directions.

2.3 Design aspects of the TI

TI has some features that are not apparent on the traditional Internet. The traditional Internet
facilitates audio and visual communication, whereas the TI facilitates transmitting a sense of
touch and actuation along with haptic feedback.

TI depends on haptic and non-haptic control to communicate between end-to-end opera-

tions. Figure 2.3 is the pictorial representation of the architectural design of the TI, which



2.3 Design aspects of the TI 27

consists of three sections, i.e., master, network, and slave sections. With haptic command and
haptic feedback signals, the master and slave sections communicate via the network section.

There is a two-way exchange of information between the master and slave sections.

2.3.1 Master section

The master section is located at the front end of the TI system. It comprises a human operator
with a tactile human—system interface (HSI). The input a human gives is then converted into
tactile input by HSI. HSI is a master machine or robot which acts as a haptic device. A user
is permitted to touch, feel, and manipulate in the real world. Through the command signals,
the operation of the slave is controlled by the master section. It ought to be noticed that
numerous operators can cooperatively curb the activities of the slave section in most of the
applications. The audio and visual feedback features are essential for haptic and non-haptic
control of the slave section. Thus, it is crucial to increase perceptual performance as the
human brain coordinates typically diverse with tangible approaches [31].

There are some haptic devices on the market that are accessible to merchants, such as
Phantom Premium [32] and Geomagic [33]. These are meant for structuring a linkage-
based framework comprising a robotic arm linked to a stylus. The robotic arm follows the
movement of the stylus and is fit for applying force on its tip. To genuinely understand the
vision of the TI, further advancements in haptic devices are required, especially in expanding
the Degree of Freedom (DoF) to fulfil the needs of future applications. These haptic devices
need to be interfaced with the network to communicate with the core network.

2.3.2 Slave section

The slave section comprises a teleoperator (slave robot) and is legitimately constrained by the
master section through numerous coding techniques and haptic input command (instruction)
signals. The teleoperator performs multiple actions as instructed by the master section in
the remote environment. In addition, the slave section does not have previous information
about the surroundings. Subsequently, a global control loop is formed when communication
is initiated between the master and slave sections through feedback and command signals.
Here, the Da Vinci telesurgical system [34] example involves robotic arms being manipulated
by a surgeon sitting at one console (master section) with video monitoring and a joystick

controller, which is approved by the United States Food and Drug Administration (FDA).
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2.3.3 Network section

This section is typically situated in the middle of the master and slave sections and acts as
a medium for two-way communication, thus interfacing the operator with the teleoperator
(remote) environment.

It comprises routers and gateways, which facilitate a medium for two-way communication.
The haptic input command signals are sent from the master section. Thus, the input signals
pass through routers, switches, gateways, base stations, access points, database servers and
tactile support engines equipped with Al and reach the slave section. Al is also facilitated by
a tactile support engine and plays an essential job in processing latency-critical applications.

For real-time haptic communication, the network should have ultra-reliable and ultra-
responsive connectivity, which reduces RTTs. To understand the requirement and vision of
the T1, the foundation of 5G connectivity is required in the architecture of the TI system,
which is composed of eNBs nodes (radio access network) and a core network.

Even though many kinds of research have been carried out on the 5G framework, there
is no consistent concurrence on its architectural design. However, the consensus implies
that the 5G framework must be planned in an adaptable environment. The end goal of
having one network based on typical physical infrastructure is productively shared among
various vertical applications. Here, the concept of NFV is taken into consideration, where
the network is sliced according to the particular application’s requirements.

Subsequently, interest in NFV [35] and SDN [11] has risen to shape an envisioned
architectural design. NFV facilitates the detachment of network functions from the hardware
system; hence, network slicing programming can be done and deployed in any standard
distributed computing framework. On the contrary, SDN facilitates an architectural system
wherein the control plane and data plane are decoupled, thus empowering the network’s
software coding through its controllers.

2.4 Applications of the TI

In various scenarios, communication will be enhanced through the TI, leading to increasingly
reasonable social interaction. A portion of the imagined 5G-enabled tactile applications
requires competencies such as RTT (1 ms or below), ultra-high availability and ultra-high
reliability, whose reliability should be significantly higher orders than in the current radio
access network. It is also seen that existing wireless or cellular networks do not yield

anything to accomplish an ultra-low latency of 1 ms and ultra-high reliability of 99.999%,
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Table 2.1 Possible applications of the TI with 5G framework and their requirements.

Application/Scenario TI Competencies Performance Requirements
 Self-driving Vehicles  Ultra-high Reliability ¢ RTT (>1 ms)
* Remote Driving * Low Latency * Reliability (99.999%)
* Industrial Automation » Date Rate (<250 Mbps)
* Virtual and Augmented Re-
ality (AR and VR)
* Unmanned Ariel Vehicle
(UAVs)

* Smart Grids
* E-learning

* Serious Gaming

» eHealth (Telesurgery) * Ultra-low Latency RTT (=2 ms)

¢ Human-to-Machine Inter-
action

* Immersive Virtual Reality
(IVR)

» Telementoring

* Cloud-based Telemedicine e« Ultra-high Reliability

* Industry 4.0 or Industrial < Ultra-high Availabil-
Internet ity

RTT (<1 ms)
Reliability (< 99.999%)
Availability (=~ 100%)

* Artificial Satellite Commu- ¢ Ultra-high Availabil- < Coverage and Excellent Ser-
nication for Emergency ity vice

* Frequency (IGHz to
50 GHz)

which are essential for TI applications. In this way, grasping all the possible emerging tactile
applications at the early stage of 5G development is troublesome. It could play a crucial role
in eradicating the socio-economic boundaries of society [1]. Once the challenges are fulfilled,
numerous applications can be explored and achieved with 5G mobile communications. Hence,
the taxonomy of possible applications of TI with the 5SG framework and their requirements
are presented in Table 2.1. However, TI can support various applications as some of the ideas

are shared below.
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Fig. 2.4 The platooning of self-driven vehicles maintaining a fixed distance ‘D’ between them.

2.4.1 Self-driving vehicles

Self-driven vehicles are broadly classified as designed and constructed, along with advance-
ments in technological fields. Most of them can be partially driven or fully self-driven.
The highlights of self-driven vehicles are that they will deliver a new driving experience.
By incorporating the unique features of autonomous vehicles, the consumer will take some
time to have hands-on and manage those features. The highlights of such vehicles can be
electronic braking systems with emergency braking, automatic parking, and versatile cruise
control, where a driver can put his/her vehicle on autopilot mode. Most of these highlighted
features are present in selected applications of the controlled environment. The futuristic
thought of a fully self-driven vehicle is no longer just a thought. Different organisations are

already working on the driving features that enable a vehicle to drive itself.
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The benefits of a self-driven vehicle are nominally reduced accident rates, self-parking,
and less time consumption. Other highlights of the autonomous vehicle are having access to
entertainment and digital media and more relaxation time, which will significantly impact
the financial budget. Nonetheless, implementation of all the features of the autonomous
vehicle comes at the expense of satisfying a few challenges, which further require enormous
improvements in (1) communication technology, (2) infrastructure for the sensor domain,
and (3) communication between the vehicles to fetch significant information [36].

To encourage completely self-driving competencies, the development of the Intelligent
Transport System (ITS) [37] has been enabled because of technological advancement in
5G wireless communication to connected and communicating vehicles. Hence, wireless
communication technologies will significantly impact Vehicle-to-Vehicle (V2V) and Vehicle-
to-Infrastructure (V2I) communication.

Considering enhanced security, there would be a manageable reduction in traffic jams
and road accidents by adopting fully automated driving. In today’s world, the time required
to avoid any collision for the safety of the vehicle is 10 ms [38]. To serve the purpose of a
bidirectional data exchange for automated vehicles, the RTT of communication should be in
the order of milliseconds [39]. This can be acknowledged by the T1 and its RTT (latency)
of 1 ms. Figure 2.4 illustrates the platooning of self-driven vehicles by maintaining a fixed
distance ‘D’ between them. All vehicles establish a connection to the nearest base station,

thus reaching a fog network to execute the complex computation of the traffic.

2.4.2 Industrial automation

For the TI, a steadily developing application field is in automation for the industry. It
not only boosts the overall production of infrastructure but also increases efficiency. One
of the requirements of automation in industry is having RTT underneath 1 ms per sensor
for industrial robots, where the sensitivity of control circuits matters the most when the
controlling gadgets are moving quickly. Executing this entire base concept would require
high-speed connectivity of millimetre-wave technology.

Due to the global requirements for intelligent robots, smart devices, sensors, etc., tra-
ditional industries are transforming into digital ones. There were been previously three
generations in the Industrial Revolution, which resulted in profitable products in the indus-
trial market [40].

A real-time empowered cyber-physical system creates a paradigm shift in the coming

fourth industrial revolution (Industry 4.0). It comes with prime modifications in assembly, de-
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Fig. 2.5 An automated production assembly line where the user is giving instructions wire-
lessly on a tablet in industry.

sign, material usage and inventory networking, thus prompting adaptable and self-composed
smart factories [41]. With increased features and adaptability, Industry 4.0 will empower
individuals to individualise any item and transform it according to market needs. Figure 2.5
illustrates an automated production assembly line where the machine and user communicate
through a wireless access point. The user is equipped with a tablet that controls the machines

present on the industry premises.

2.4.3 eHealth

eHealth is a significant concern for human health and safety. A large portion of the TI sector is
networked wirelessly to propel and provide proper services to humans. An efficient way could
be found where information-based healthcare services can make superior use of information
to upgrade patient security. Furthermore, competencies such as efficiency, robustness and
reliability of the healthcare system’s services in teleservices (rehabilitation, surgery, and
diagnosis), TI infrastructure and IEEE wireless standards need improvement [42]. It is
observed that any delay in a non-real-time system can prompt a mistake in patient behaviour
in the case of remotely assisted (robotic) telepresence surgery [43].
To overcome distant geographic places and increase access to medical services, telemedicine

uses the TI infrastructure with wireless communication. A time could come when medical ex-

perts could be present (virtually) anywhere and without paying attention to doctors’ location
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Fig. 2.6 Robotic telesurgery with a master as ‘operator’ and slave as ‘patient’.

using advanced tele-diagnostic tools. Hence and so forth, without a doctor physically present
at the patient’s location, a telerobot can treat the patient operated by a doctor (remotely).
Additionally, audio and visual information will be provided, along with haptic feedback. This
will improve the possible future application of TI in health care, incorporating telediagnosis,
telesurgery and telerehabilitation.

It is fundamental to see that the capabilities of machines are growing. Therefore, the TI
should aid humans rather than find a replacement for them. This emergence of the TI should
facilitate new options that enable humans by providing a hike in their career based on yields.
Figure 2.6 illustrates robotic telesurgery with a master (operator) and slave (patient), which
are physically present in remote locations. The patient’s image is extracted from MicroSurge
— Institute of Robotics and Mechatronics [44]. The operator’s location will be equipped with
a high-quality camera and controlling devices with haptic feedback. Therefore, the user

(doctor) would feel physically present in the patient’s location.

2.4.4 Virtual and augmented reality

The availability of the TI can significantly aid by virtual reality (VR) and augmented reality

(AR) applications. VR is a common, haptic virtual condition in which a few clients are
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Fig. 2.7 The user experiencing virtual reality of touching the wild animal.

physically coupled through software tools to mutually/cooperatively execute an operation by
virtually seeing physical objects, not only by audio and video but also with a sense of touch.

The actual real view of this world is envisioned by incorporating computer-produced
objects in AR. The significant objective of future AR applications is the representation
of dynamic substance and up-to-date data. For high-dependency conversations happening
between devices, haptic feedback in VR is essential. Exceptionally, depending on the sense
of touch, many applications rely on object size and precision. This must be acknowledged if
the RTT between users and VR is a couple of milliseconds.

There is a need to improve numerous assistance systems requiring the augmentation of
extra information into the client’s field of view, e.g., maintenance and education. The objects
in AR can be dragged from static to dynamic with the help of the TI. This offers a clear
picture of real-time objects so that dangerous events such as car accidents can be distinguished
and avoided.

Based on the 5G user experience along with AR and VR, there are six types of expected
experiences: behavioural, emotional, social, cognitive, sensory, and basic. Each experience

impacts the constituent elements of AR and VR related to the TI. The constituent elements
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Table 2.2 Mapping of types of AR and VR experience with the constituent components that
influence the 5G User Experience (UX).

Types of Experience Influential Constituent Elements of AR  References
and VR

Behavioural Experience  Interactivity, Context-aware, Portability
and Wearability, Information Embedding

Emotional Experience Visual Enhancement (Input), Information
Embedding and Context-aware

Social Experience Context-aware, Information Embedding
and Visual Enhancement (Input) [45-49]
Cognitive Experience Information Embedding, Content Creation
and Visual Enhancement (Input)
Sensory Experience Portability and Wearability, Geolocation
and Visual Enhancement (Input and con-
trol)
Basic Experience User and Technical Guidance, Context-

aware, Information Embedding, Visual En-
hancement and Interactivity

of AR and VR include Visual Enhancement (Input and Control), Context-aware (Initiative),
Environment and Familiarity, Information Embedding, Content Creation, Interactivity, Geolo-
cation, Portability and Wearability, and User and Technical Guidance. Table 2.2 will provide
the constituent elements of the AR and VR experiences. Figure 2.7 shows that the user is
experiencing the virtual reality of touching a wild animal with haptic feedback. The educa-
tion industry will also benefit if VR-based study-related applications are incorporated into a
learner’s curriculum. The learner would feel the animals, creating a high sense of immersive

tactile learning.

2.4.5 Education

The TI will empower enhanced learning dependent on the haptic overlay of the educator and
learner. By consolidating TI with VR and AR, comprehension-based learning will boost
learners’ interests and surpass traditional learning methods. Subsequently, the learner will
pursue an opportunity to adapt generally through exploring and discovering the content
available. A plus point will be that there will be less interference from the educator and
no educator pressure on the learner to study. With the incorporation of VR-based study-
related applications in the learner’s curriculum, the learner would be fully immersed in tactile

learning by touching virtual things provided with haptic feedback, as illustrated in Figure 2.7.
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2.4.6 Serious gaming

Serious gaming is an activity intended for a reason other than entertainment. For example,
these activities incorporate fun with critical thinking challenges and target-oriented activities.
In other terms, serious games also influence various application fields that are imperative to
the general public, including health, education, and training.

What restricts its advancement is the RTT of the communication frameworks, as the
recognisable RTTs legitimately impact the apparent authenticity of applications. Thus, the
task could be made conceivable, e.g., designing a game application for a learner to simulate
the dental care of a patient. The intended purpose will be to promote knowledge about oral

care and how to interact with haptic devices.
2.4.7 Other TI applications

Another TT application includes the unmanned autonomous framework. For instance, indus-
trial manufacturing products lined up for assembly line-based production require mobile
robots to help deliver the assembly parts on demand. This process requires a highly reliable
tactile communication framework to carry out the operation. These frameworks are now
extensively used in hard-to-reach situations and provide support to humans in dangerous
environments. For example, a drone with a high-precision remote control and with minimised

RTT operated by a human can be significantly used as a TI application.

2.5 Current issues/challenges of realising TI

The two most challenging objectives for accomplishing communication features are to
achieve ultra-low latency (1 ms or below) and ultra-high reliability (99.999%, i.e., a one-in-
one-million chance of failure). There are numerous challenges related to the requirements
for TT communication. These requirements focus on Quality of Experience (QoE) [50]
to improve user experience. The following is a list of requirements needed for the TI.
In addition, Table 2.3 provides a discussion on open challenges with descriptions and

potential enablers/solutions.
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Table 2.3 Open challenges with descriptions and potential enablers/solutions.

Challenges

Description

Potential Enabler and Solution with References

Ultra-low
Latency
(1 ms RTT)

To avoid noticeable
motion sickness

(lag).

* Emerging Passive Optical Local Area (POL) tech-

nology. [51]
Employing short frame transmission structure. [52]

Needing physical layer and control (MAC) layer
techniques.

Relating to core network: SDN-based methods,
NFV-based methods, Fog/Edge-based designs and
Directory-based architectures. [53-60]

Transparency
with  the
User

Action performed in
real time must be the
same in the remote
scenario to have de-
sired feedback to the
end user. Experience
a specific level of im-
mersion to perform
desired activities.

Faultless simulation needed when dealing with
physical interaction of virtual scenario emulating
the remote scenario. [61]

To overcome “1 ms challenge”

Improved multiplexing model for video and audio
together.

Enhanced perceptual performance in haptic telep-
resence system that improves transparency require-
ments.

Ultra-high
Availabil-
ity and
Reliability
of  Infor-
mation
/Connec-
tion

To ensure a consis-
tent stream of in-
formation between
server and end user.
Relying on the data
of the end user and
its feedback.

Making use of concurrent connections with several
links. [62]

Using multi-path communication to avoid a single
point of failure.

Relies on dynamics of the Channel State Informa-
tion (CSI).

Need for re-exploring the control layer, transport
layer protocols and session layer. [63, 64]
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Table 2.3 Cont.

Challenges Description Potential Enabler and Solution with References
Network Trade-off between )
Slicing the three generic * Non-orthogonal allocation resources among the het-
services of 5G. viz erogeneous services through slicing of radio access
<MBB mMTC, and network (RAN). [65]
URLLC. * Dynamic network slicing for facilitating network
in demand functionalities. [66, 67]
* Integration of network-aware and control-aware for
maximising Quality of Experience (QoE).
* Need for dynamic control switching methodologies
for TI telepresence applications. [68]
Wireless Usage of application- o . . .
Resource specific wireless Need for joint uplink and downlink symmetric re-
Customisa-  resources allocation source allocation with constant rate. [69]
tion techniques. * Radio resource slicing, i.e., Flexible resource al-
location techniques with network slicing [67] and
adaptive flow management for traffic.
Easy Incor- Incorporation of ) ) o
poration wired and wireless Incorporation of haptic communications in the 5G
system, i.e., hybrid T system.
systems. * Incorporation of Haptic codecs involving the ki-
naesthetic and tactile data.
Unlicensed  Undependability of .
Band freely available unli- * To determine the trade-off between the RTT (delay)
censed band and energy efficiency in unlicensed band.
* A traffic balancing scheme and scheduling
needed. [70]
* Collaborating licensed and unlicensed access keys
in 5G unlicensed. [71]
Safety and Regarding the ) . )
Security data integrity and * Imbibe the trade-off for the required security level
Concern accountability with the increment in RTT (delay). So distinct lev-

els of security would be opted across broad range
of tactile applications. [21]
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Table 2.3 Cont.

Challenges Description Potential Enabler and Solution with References

Haptic De- Dealing with Haptic
vices Sensor and Haptic
Actuators.

* Optimising the spatial resolution, sensitivity, scan
time and placements while selecting haptic sensors.

* Designing a lightweight haptic display that gives
an excellent feeling to user as similar as it would
feel in the real-world context.

Kinematic Dealing with Kine-
Devices matic Sensors and
Kinematic Actuators

* With regard with post-processing time of reading
data from sensors, algorithms are needed to be
devised which will dynamically select the sensor
and read the data.

* Computational work is needed to push to the cloud
for those with high orders of post-processing time.

* Choosing physical actuators and driver circuits ac-
cording to the use cases that help to minimise the
RTT.

2.5.1 Transparency with the user

Reliable and susceptible communication is required when executing a task at a remote
distance. Therefore, the user needs to experience a specific level of immersion to deliver
the desired activities when communicating remotely. These desired activities must be
user-friendly in real time and be effectively executed in the remote environment to create
the appropriate acknowledgement to the user. Without this non-cognitive transparency,
the efficiency and authenticity of this communication loop cannot be guaranteed [72][73][74].
When a measurable round-trip time delay appears, complete transparency becomes nearly
impossible. Additionally, there is a need for correct simulation of physical interaction when
the user tries to mirror the virtual environment with the remote environment.

Another challenge is the transparency of the system being affected by lossy haptic data
compression and communication delay. Thus, the perceptual dead-band-based kinaesthetic
data compression approach could be used to improve the quality of learning for haptic

teleoperation in a TI environment [75].
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2.5.2 Round-trip time of 1 ms

To have an option to guarantee a transparent experience, the most challenging factor is to
achieve a round-trip time (RTT) of 1 ms [76, 21]. The motion sickness delay that occurs
while performing any activity in one place, where another person perceives it in another, is
called lag [77]. For haptic communication, various examinations demonstrate that lag will be
observable if RTT is greater than 1 ms [78, 79]. If this lag is noticeable, it influences trans-
parency.

One of the crucial factors affecting the smooth flow of any haptic communication in a
network is RTT. However, RTT is significantly affected by queuing and processing delays at
the intermediate nodes and packet transmission times. The speed of light is among the most
constraining elements for RTT. Suppose the propagation time taken by the packet to reach a
destination is more than 10 ms. Therefore, considering the 1 ms challenge, the propagation
time taken by the packet should be less than 1 ms. With a 1 ms time delay constraint, it is
workable for short-range communication.

With the availability of 4G mobile cellular networks, the RTT for short-range commu-
nication incurs a 15 ms delay, which cannot accomplish the necessity of 1 ms for a tactile
response [78]. Furthermore, due to the evolution of 5G cellular networks, the RTT will incur
a < 5 ms delay, which supports the necessity of haptic communication [79].

For haptic data communication, the packet size required should be less than 1500
bytes [74]. Taking all parameters, such as transmission and processing delays, into consider-
ation, the RTT can be further minimised for smaller packet-size data [76]. This is a step that
we take closer to achieving haptic data communication with the challenge of 1 ms.

In addition, the essential point of interest is executing the T1 concept, which supports
infrastructure or architecture with RTT below 1 ms. 5G technology is still being explored
and is not available to consumers. To satisfy the conditions of 1 ms, the control server and
end-point device should not be placed at distant places as the end-user information needs
to be executed immediately, and acknowledgement must be sent to the origin. Therefore,
to avoid any delays, the control servers should be profoundly reliable and process all the
end-user information.

Subsequently, when encountering the design concern for 1 ms RTT, one-way physical-
layer transmission is empowered. Thus, the one-way transmission must have a minimum
packet size and around 100us duration. To accomplish this necessity, every packet cannot
surpass a 33us packet duration [80]. The explanation for this is the need for additional
structural delay that demands encoding, detection, and decoding at the transmitter and
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receiver ends. This restricts the packet size to less than 0.33 times the desired delay. Using
the current LTE cell framework, the modulation used is not a feasible proposition, as the
length of one OFDM symbol is nearly 70 us long. A total round trip of the cellular physical

layer is essential for the TI, possibly with 5G cellular networks.

2.5.3 Availability and reliability of information

It is expected that control servers must process and execute the end-user information fre-
quently without any communication breakdown. Additionally, the communication path opted
should ensure a reliable stream of information between the servers and end users. To en-
sure that there is no corruptive information, the processed data ought to be exemplified to

guarantee that any threats or vulnerabilities will not have any access to the information [22].

2.5.4 Reliability of connection

Communication reliability relies on the data received from the end user and feedback to the
remote place. If the data received is incorrect, then the same is carried forward to the remote
place. The TCP and UDP protocols have their drawbacks, which are not reliable for this type
of communication. Sadly, this protocol algorithm leads to undesired propagation delay, and
it is not acceptable to have a communication based on real-time information [81]. Therefore,
there is a need to design a highly reliable infrastructure that will support audio and video
data, with a packet loss probability of a maximum of 0.001% [22]. Therefore, modifications
are required for existing protocols [81], or a new protocol should be created that goes with
the requirements of 5G [26].

2.5.5 Network slicing

A network slicing technique is essential in accomplishing the framework for supporting
the prerequisites of various applications. This technique arose with 5G mobile systems,
but other application systems can also adopt this technique. Slice-specific customisation and
performance isolation of resources could be done to effectively empower various applications
and guarantee the effective usage of resources. Using these techniques, it is necessary to
slice the network with core network resources and radio access.

Regardless of a lot of research on network slicing, various issues related to slicing require
further analysis, including productive virtualisation of the network framework, applying

services to network slice, the disintegration of network function, end-to-end network orches-
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Fig. 2.8 The three generic services offered by 5G.

tration, and management mechanism [82]. Without depending on the tedious architecture
and protocol-level alternations [83], radio/remote resource slicing must be accomplished
dynamically, which is an essential part of any network slicing resolution.

In addition, mission-critical IoT (mc-IoT) services have different requirements in terms
of latency, availability, reliability, network resources, etc. The work done in [84, 85] does not
considered the network infrastructure that caters to mc-IoT’s strict requirements. To address
the above challenges, a flexible network infrastructure based on NFV was designed [86].
Depending upon the need for different mc-IoT applications, the services that guarantee
slicing are deployed, and the network resources are distributed based on the shared physi-
cal infrastructure.

According to the 3GPP releases, three generic services under the 5G — New Radio
(NR) framework address new verticals and scenario deployments, as shown in Figure 2.8.

The generic services are:

* Enhanced Mobile Broadband (eMBB): Mainly focuses on faster speeds for applications
demanding higher rates.

* Massive Machine-Type Communication (mMTC): Mainly focuses on sensing and

monitoring systems.
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Table 2.4 The three generic services under 5G framework and their attributes.

Attributes/Generic eMBB mMTC URLLC
Services
RTT Moderately Low Moderately Low Extremely Low
Throughput Moderately Moderately Low Moderately
High/High Low/Moderate/
Moderately High
Availability Moderate Moderate Extremely High

Frequency of Data Moderately High  Moderately Low Moderately High
Transfers

* Ultra-reliable Low-Latency Communications (URLLC): Mainly focuses on providing

very low latency for mission-critical systems.

In network slicing, the 5G framework is relied upon to oblige most devices that will
interface with the network with a different Quality of Service (QoS) and Quality of Experience
(QoE). It incorporates round-trip time (RTT), throughput, nature of information shared
between the end devices and application servers, and frequency of data transfer [87, 88].

The three generic services and their attributes are mentioned in Table 2.4.

2.5.6 Control co-design

Two reciprocal standards are used to acknowledge controlling applications over the wireless
system, i.e., network-aware control design and control-aware network design. Previously,
the objective was to improvise network layer protocols to upgrade real-time execution. This
modification holds as evidence that we can advance the word towards the TI. Subsequently,
the design and configuration of control feedback codes match the shortcomings of the commu-
nication medium. For the teleoperation framework, the structure of adaptive controllers [89]
is a classic case of this modification. Thus, this modification needs to be closely associ-
ated with networks to mutually improve control-aware network design and network-aware
control design.

To consolidate the dynamic nature of BSG networks, RTT minimisation will always be a
concern while having communication between master and slave sections. The rising timing
requests are put on the control loop, thus causing a new challenge to reduce the overall
RTT of the system. Hence, new approaches are needed to solve these RTT issues. However,
the decoupling of the control loops can be done to make the two sections independent of

each other by employing parameter weights on each side. Hence, Hence, incorporating
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machine learning or prediction models would potentially resolve the RTT issues in B5G
networks [90].

2.5.7 Wireless resource customisation

To customise wireless resources, network slicing techniques can be used as an open door.
Wireless resource customisation alludes to the usage of streamlined application-specific
wireless resource allocation techniques within the assigned slice. Either human-related
or machine-related communications mostly depend on the traditional wireless resource
allocation strategies. Such strategies may not be helpful for a TI application, but these
traditional strategies mainly concentrate on configuring of the uplink and downlink of tactile
communication. Nevertheless, combined uplink or downlink configuration is alluring for an
application considering the control loop [91]. Except for a few ongoing types of research [92,
93, 69], there are still loopholes (unexplored areas) in wireless resource allocation for
TI applications.

A few works have been done to allocate resources to emerging technologies such as SDN,
NFV, MA techniques, etc. The work in [94] focuses on understanding the traffic requirements
of the TI environment, wherein strategies are discussed to control and allocate the bandwidth
of the network. The standard FibreWireless (FiWi) infrastructure is merged with SDN to
mobilise the bandwidth allocation. The SDN controller programmatically allocated the
required resources based on the current global traffic status. Hence, the required QoS was

also achieved under different TI environments.

2.5.8 Easy incorporation

Regardless of the accessibility of high-end specifications of the wireless protocols, some
hybrid systems probably exist, ranging from small to medium geographical areas. The goal
of hybrid systems is to easily incorporate wired and wireless systems without affecting
performance and efficiency. This kind of incorporation is accomplished through particular
Internet-enabled devices. The problem of consistent incorporation has been researched
in a few past investigations [95], coinciding with the introduction of wireless for modern
systems. Nevertheless, a concise methodology is required to research this problem, as prior
research may not be straightforwardly good with continuous tasks regarding Time-Sensitive
Networking (TSN) and 5G - New Radio (5G-NR).
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A teleoperation system was proposed based on the SG-NR to examine and study the
performance of haptics over Internet protocols [96]. The feasibility of the proposed system

ensured reliable communication and did not violate the requirements of QoS.

2.5.9 Unlicensed band and more

A significant number of wireless technologies work in the unlicensed band, i.e., 2.4 GHz
to 5 GHz. There is a crowded situation regarding wireless technology’s reliability within
these freely available unlicensed bands. Because of this reliability, an examination was
initiated to check for the substitute-free spectrum for T1 applications. With the availability
of enormous bandwidth, millimetre waves (mm-wave) are especially appealing for TI [97].
Although mm-wave technology comes with a set of limitations and challenges for shorter-
range communications, these issues also need to be taken care of [98].

Several finger augmentation devices are wired and aim to recover lost human senses
wherein the user has lost the ability to feel objects. Because of the wired system, it limits
the free mobility of hand gestures and creates a feeling of being tied to some objects. These
devices have an electronic surface and should be worn on the tip of the fingers. In [99, 100],
the radio-frequency finger-augmented device (wireless) is considered to be a promising
enabler for TI. . This wireless system, comprising a reader worn on the wrist and a sensing
tag worn on the fingertip, makes use of an ultra-high frequency band ranging from 860 MHz
to 960 MHz.

Additionally, there is a chance of impedance mismatch between the transmitting antenna
and the electronic circuit, thus affecting the communication link. Self-tuning microchips ad-
dress this issue. However, the concern remains regarding the distance between a transmitting
antenna and an electronic circuit. If the distance is large between them, the tag will be discon-

nected and disrupt the normal functioning of the radio-frequency finger-augmented device.

2.5.10 Safety and security concerns

Safety and security issues have been significant concerns for a wide range of information
regarding the T1 and its applications. Data integrity, reliability, and accountability must be
catered for if we rely on the TI to facilitate daily applications and avoid any harm if it does
not work appropriately. Depending upon the application and various types of information,
various dimensions of security are required. If we consider the latest security advancements
available today, haptic communication can take place over the network. However, there has

been a significant increase in RTT when using the current security implementation.
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Moreover, the security requirement exclusively constrains access to information and
restricts the RTT. It entirely depends on the application and whether priority is given to
security or RTT. For instance, in a military organisation, information requires high privacy.
On the contrary, some VR applications require minimal latency and lower requirements for
data security. Subsequently, it can be concluded that there is always a trade-off for security
and latency requirements depending on the type of application.

Furthermore, to provide network coverage to catastrophically affected areas following
events such as earthquakes, tsunamis, etc., potentially emerging technologies such as 5G,
blockchain and drones can be adopted in a TI environment. Therefore, drones can be mounted
with small cellular base stations to provide cellular services in affected areas. The main
challenge is to have data security in such flying cellular base stations. To tackle the concerns
about data security, the blockchain-based framework [101] was used to provide a security

layer in the communication between (1) drone to drone and (2) user to the drone.

2.5.11 Challenges related to haptic devices

There are also challenges related to the sensors and actuators at the operator and teleoperator
ends. Related to haptic devices, haptic sensors and actuators are used for communication.
These sensors are usually mounted at the teleoperator end, which is used to sense the tactile
data. It also senses the activity going on at the teleoperator end and relays it back to the
operator/user end as feedback. The haptic actuators handle the feedback process, often

known as haptic feedback devices.

Haptic sensors

Haptic sensors are useful for detecting pressure for a delicate body, body control, and for
the worst-case control scenario of <10kPa, 10kPa to 100 kPa and 325 kPa, recognisable
to humans [102, 103]. There are different methods to measure pressure. The most famous
methods are resistive and capacitive. In the resistive method, the material used is pressure-
sensitive and is used to create a sensor [104]. In the capacity method [102], the capacitance
difference is noted using a dielectric material between two conducting plates. Then, the
difference in capacitance is converted and digitised to measure pressure.

The dielectric material used for capacitive haptic sensors is the elastomer polydimethyl-
siloxane (PDMS), famously called silicone. PDMS features include (i) excellent dielectric
constant, (i1) low Young’s modulus, and (iii) very flexible placement of sensors. However,

there are some different non-idealities in PDMS pressure strain sensors, thus making the
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structure complicated. The non-idealities include creep unwinding, hysteresis, and so on.
Thus, the need to design the capacitive weight sensor is taken into account by considering all
non-idealities of PDMS.

Another vital parameter to consider when building the capacitive sensor is sensitivity.
Sensitivity comes into play whenever there is a change in pressure. When the sensor’s
sensitivity is high, the sensing process, conversion time and the sensor’s estimation scope
are reduced because of saturation effects. Therefore, the trade-off is that if the blend of the
high and low-sensitive sensors is considered, the fabrication process becomes more tedious
and thus increases its fabrication cost. In addition, PDMS can also be modelled to adjust the
sensor’s sensitivity range. Nevertheless, the model will also add complexity and cost to the
fabrication.

When it comes to designing the haptic framework, a commonly neglected factor in the
literature is the placement of sensors. There are two ways in which haptic sensors can be
fabricated: (1) single-element sensor and (2) multiple-element sensor arrays [105-109].

However, single-element and array sensors are commonly expensive. Therefore, these
sensors must be placed in the detection zone to increase the coverage radius using the correct
placement techniques. The increase in array size is directly proportional to the scanning rate
of the number of sensors. Thus, the overall consumption of power and the time required for
sensing are incremented. There will always be a trade-off between spatial resolution and the
coverage area. Subsequently, the chances of collaborative design of the single-element and
array sensors are more likely achievable. However, these designs could make the placement
of sensors tedious.

There is an advancement issue to investigate [108] about the conceivable arrangement to
have various sensing circuit-handling sensors in different areas of the array sensor. Hence,
finishing up the construction of a haptic sensor for applications of the TI is not a straightfor-
ward process. There are many challenges that need to be resolved, including scanning time,

placement of the sensors, spatial resolution and sensitivity.

Haptic actuators

There are two types of haptic feedback present in the TI system [110, 111]: (1) tactile touch
and (2) kinaesthetic touch. Tactile touch is touch perceptible by human skin, for example,
pressure, force, friction, vibration, texture, and skin temperature. In contrast, kinaesthetic
touch is the feeling of a neighbouring body part’s general position and pressure related to

muscle tension.
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Throughout the years, there has been a tremendous increase in the research on haptic
feedback, where it is challenging to construct or design a haptic feedback framework. This
challenge expects a sense of touch to be delivered to the user as they feel it in reality. However,
it should be noted that haptic feedback does not fundamentally convey the realistic sense of
touch, and a limitation is that it does not imply actual touch.

In [112], the authors performed an experiment where users tried identifying texture using
tactile gloves and a custom-built haptic device. The experiments showed that tactile gloves
reasonably recognised the texture. Depending on the desired use, haptic feedback can be
conveyed in numerous forms. Experimentation has been done on numerous haptic displays
with user and haptic feedback. The results vary from the non-contact tactile display, e.g.,
displays using the radiation effect on ultrasound [113], to feeling vibrations on fingertips
using vibrotactile gloves [114—117]. However, there is a limitation with non-contact displays
where the display area is barely movable. Hence, this limitation gives rise to a scalability
problem where the end user is restricted from moving around freely in a given area.

There is another dimension for research regarding the dependency on gloves-based
displays. This display type is non-grounded, meaning it can freely move around. It is not
tied to any heavy equipment to limit the free movement of the display. However, this display
lacks kinaesthetic feedback.

In remote operating systems, instead of the virtual system and because of limited ki-
naesthetic force feedback, the user will virtually experience holding, thumping, squeezing,
or moving objects. This happens because of excessive force at the remote system. This might
result in a limitation or complete prevention of the movement. There is another dimension
for perceiving the object’s weight [118].

The recent implementation of glove-based haptic displays includes kinaesthetic feedback
often restricted by the region of working space. This happens due to the glove being linked
to the user’s arm or the entire system being grounded, e.g., in [118]. In addition, ungrounded
trails are carried out with a glove-based haptic display where the system algorithm makes
gloves too heavy for further testing. Thus, this process is more time-consuming.

Based on the examination, as mentioned earlier, there is no fixed or total solution for
kinaesthetic feedback yet. A trial demonstration is mentioned in [116], where tests have
recognised friction, weight, pressure, smoothness, and hardness with the help of gloves with
only vibrotactile feedback. Nonetheless, it was quite different to make identifications in one
place compared to achieving the same with a remote object. Because of these adverse effects,

we require sensible recognition to create real kinaesthetic feedback.
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The design of a real kinaesthetic display will have current challenges, including tactile
and kinaesthetic feedback, where displays are not attached to any ground and can move
around freely. Another idea is to have a lightweight system at the same time. For some
applications, such as telesurgery, a haptic display would not be helpful. In such cases,
a replica of the remote and the real-life scenario could be developed so that realistic feedback

mechanisms will solve the problem.

2.5.12 Challenges related to kinematic devices

There are different types of sensors available for capturing or tracking the movements at the
operator’s end. They catch or track the movements of the operator and reproduce the same at
the teleoperator end. Based on these devices, there are also kinematic sensors and kinematic
actuators. Kinematic sensors capture the movements at the operator end, while kinematic

actuators reproduce the same at the teleoperator end.

Kinematic sensors

There are different types of sensors available for capturing or tracking the movements at the
operator end. We will discuss a few of the approaches that are being used to devise kinematic
sensors. Simple mechanical frameworks are adopted to capture the moment and are generally
equipped with some connections and electrochemical transducers, such as a potentiometer, to
follow the motion. There are also other methods for tracking the movements of the body, such
as [119-124]: (a) Magnetic-based strategy is used wherein magnetic sensors are deployed
at different parts of the body and as the body moves, the sensor tracks the movement of the
body and records its position; (b) In radio-frequency identification (RFID)-based strategies,
the radio-frequency tags and sensors are used to gather the movements of the body; (c) Image
sensors are also strategised to catch an image at stipulated period, and then it is processed
to evaluate the position/motion of the body; (d) Capacitive-based techniques are also used
to capture the body movement with the deployment of capacitive sensor arrays, placed in
proximity to the body. Here, a parallel plate of the capacitance concept is used between the
body and sensors, noting a change in capacitance as the body moves and many more. Many
recent techniques have been developed to sense and track the movement of the body at the
operator’s end.

Despite possessing such techniques, there are always some limitations regarding the
recreation of the movements at the teleoperator end. Moreover, many are helpful in catching

just motion [123, 125, 126]. This is not helpful in haptic frameworks where the operator
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movement is to be steadfastly followed and replicated. Even though these strategies can
be used to track movements, such attempts will give coarse information focusing on the
movement being detected.

Although these strategies execute admirably in a few haptic cases, they fail when the
user handles the duplication of the remote activity. There will also be a limitation for image
sensors, which demands the operator focus on the sensors and restricts the user’s working
zone. This imaging strategy also experiences the blockage of the blood vessel, resulting in
the loss of free movement, gripping, etc.

Notwithstanding a couple of exceptional cases, there are a few strategies such as capaci-
tive, magnetic and RFID-based strategies, which request the operator to connect sensors as
wearable gadgets. Wearable gadgets such as tactile gloves can be developed with necessary
sensors to track or capture the operator’s motion using such strategies. In addition, a similar
glove can likewise consolidate haptic actuators to facilitate haptic feedback. On the contrary,
it can be awkward to wear glove-based gadgets in certain use cases.

Another significant consideration is the output time or scanning time. This additionally
incorporates the time it takes to scan and track the operator’s kinematic movement. If multiple
sensors are present in the TI system, each individual sensor will have its scan time constraint,
and processing it could be a challenge to achieve a 1 ms TI constraint. Because of the
limitations of sensors that support low-baud rate embedded protocols to transfer the sensor
information, the master section seeks sensor information, each in turn. This seeking time can
add up to the general output time of the kinematic strategy. A solution here is for the device
calculation to powerfully pick the sensor of intrigue and dynamically read the information
instead of scanning the sensor one at a time or in a stipulated sequence. Therefore, more
research is required to solve this problem.

As discussed above regarding processing time or scanning time, still kinematic strategies
adopt refined kinematic algorithms to capture movement. These algorithms contribute to
more processing time. Therefore, conceivable arrangements can be adopted by computing

all the information in the cloud.

Kinematic actuators

Kinematic actuators are used at the teleoperator end. Here, a robot will be placed at the
teleoperator end to copy the action from the operator. However, there could be a variation
in the Degrees of Freedom (DoF) of movement between an operator and a robot. In such

instances, the reverse version of kinematic equations is applied. These equations calculate
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the link angle of the robot to guarantee that the final stance of the robot intently resembles
that of the operator.

The reverse versions of kinematic equations are responsible for solving basic kinematic
conditions for robot links. If the number of robot links increases, these kinematic equations
fail and become tedious to unravel. Therefore, numerical solvers are computationally con-
centrated, which can increment the activation time and the RTT. Subsequently, one solution

could be to transfer all the computational work to the cloud and save computational time.

2.6 Review of related articles

To formulate this survey manuscript, relevant TI-related articles contributing to 5G/B5G,
SDN, NFV, Network Slicing (NS), Cloud/Edge/Fog Computing (CC/EC/FC), Multiple
Access (MA), Network Coding (Net. Cod.) and Machine Learning/Artificial Intelligence
(ML/AI) are reviewed and investigated to realise TI. These articles are selected from several
refereed journals, conference proceedings and white papers obtained from credible and
well-known databases such as IEEE Xplore, ScienceDirect, Springer, and ACM. We carried
out an extensive analysis and synthesis of research findings to make a meaningful conclusion.

Table 2.5 provides a review of the related articles on the TI for enabling technologies.

2.6.1 The potential of the TI

In a characteristic advancement to various Internet encapsulations, thoughts of the TI [22] are
rising in which ultra-responsivity and ultra-reliability will empower the remotely operated
real-time control and physical haptic communications. The TI will include a new area of
measurement of human and machine interaction through constructing interactive and intelli-
gent frameworks. The TI will facilitate a genuine change in outlook from content-delivery to
skillset-delivery networks and, subsequently, change every part of society. As of now, the In-
stitute of Electrical and Electronics Engineers (IEEE) and European Telecommunications
Standards Institute (ETSI) [127] standards are also incorporating standardised activities for
the TI.

Furthermore, at the wireless edge, 5G mobile communication systems are essential to
support the TI. A research project has been carried out at the Mobile and Wireless Com-
munications Enablers for the Twenty-twenty Information Society (METIS) [79] along with

the telecommunication industry Next-Generation Mobile Networks (NGMN) alliance [14]
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regarding the early evaluation of 5G scenarios. Dealing with the TI, there has been an
increase in new requirements and challenges for designing a 5G network [128].

As of late, thoughts of the TI [22] have risen, which is imagined to give a change in per-
spective by empowering wireless networks for ongoing steering and control communications.
The working group with a standard as IEEE P1918.1 [29] refers to the TI as a metadata set of
networks, mainly for accessing the data wirelessly, receiving, manipulating, or managing real
and virtual data, thus processing in perceived real-time. Abd El-Latif et al. [129] explored
deep learning, specifically long short-term memory (LSTM) networks, for predicting delays
in M2M networks. It highlighted the integration of SDN and NFV to enhance network
efficiency. It also discussed NS, EC/FC, and network coding to optimise data transmission.
ML/AI techniques were applied to improve the performance and reliability of TI and other
networks, addressing challenges in delay prediction and network management. On the other
hand, Chaudhari [130] explored the potential of 6G technology to enable the TI, emphasising
its stringent requirements, such as ultra-low latency, high reliability, and high data rates. It
discussed the integration of SDN, NFV and EC to meet these demands. It highlighted the
role of Al in predicting user actions and optimising network performance. Key applications
like remote surgery, autonomous vehicles, and virtual reality were examined, focusing on
their specific requirements and the design considerations necessary for 6G networks.

Moreover, Schulz et al. [131] proposed the concept of negative latency in TI to enable
global Metaverse immersion. It addressed the challenge of ultra-low latency communication
below 1 ms, which is crucial for haptic interactions. By predicting user actions with high
confidence, they demonstrated that several hundred ms negative latencies are achievable.
The proof-of-concept involved smart sensor gloves for grasping tasks. This approach, lever-
aging advanced technologies in TI, aimed to support seamless, immersive, and interactive
experiences in the Metaverse, enhancing human-machine cooperation on a global scale.
Patil et al. [132] developed a simulation and assessment system for T1, focusing on control
mechanisms and predictive Al. It evaluated proportional-derivative (PD) and model pre-
dictive control (MPC) controllers for reference signal tracking, with PD showing superior
performance. They explored a Smith predictor and an AutoRegressive with eXogenous
inputs (ARX) neural network for predictive modelling, enhancing prediction within a 200 ms
horizon. Despite processing limitations introducing delays, the system demonstrated effective
control performance. This work laid a foundation for future TI, robotics, teleoperation, and

Al research, accommodating new technologies and control approaches.
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Table 2.5 Review of related articles on T1 for enabling technologies (SG/B5G, SDN, NFV/NS,
CC/EC/FC, MA, Net. Cod. and ML/AI).

Authors Year 5G/ SDN NFV/ CC/EC MA Net. ML/
B5G NS /FC Cod. Al
Chaudhari [130] 2025 VvV v v v X X v
Sun et al. [133] 2025 Vv v v v X X v
Dubey et al. [134] 2025 Vv v v v X X v
Hornik et al. [135] 2024  x X X v X X v
Arbaoui et al. [136] 2024  x v v X X X v
Okello et al. [137] 2024 vV v v X X X v
Otieno et al. [138] 2024 v v v X X X v
Silva et al. [139] 2024 v v v v X X v
Hamdi et al. [140] 2024 v v v v X X v
Goiz et al. [141] 2024 v X v X X X v
Liem et al. [142] 2024  x v X X X X v
Alnajar and Barnawi [143] 2024 v v v v X X v
Patil et al. [132] 2024  x X X X X X v
Shaik et al. [144] 2024 v v v X v X v
Sthankiya et al. [145] 2024 v v v X v X v
Belmekki and Alouini [146] 2024 v X X X v X X
Ahmed et al. [147] 2024 v v v v v X v
Clerckx et al. [148] 2024 v v v v v X v
Luo et al. [149] 2024  x X X X v X X
Mayarakaca and Lee [150] 2024 v X X X v X v
Abd El-Latif et al. [129] 2023 X v v v X X v
Cheng et al. [49] 2020 Vv X X v X X X
Mekikis et al. [151] 2020 Vv v v X X X X
Sharma et al. [152] 2020 VvV v v v v v X
Gokhale et al. [153] 2020 Vv v X X X v X
Na et al. [154] 2020 vV X X X X X X
Zhani and ElBakoury [155] 2020 VvV v v v X X X
Meshram and Patil [156] 2020 Vv v v v X X X
X. Wei et al. [157] 2019 x X X v X X X
I. Budhiraja et al. [158] 2019 Vv X X X v X X
Vora et al. [159] 2019 Vv X X v X X X
Ge et al. [86] 2019 vV X v X X X X
Aggarwal and Kumar [160] 2019 v v v v X X X
Fanibhare et al. [161] 2019 Vv v X v X X X
Maier and Ebrahimzadeh [162] 2019 X X v X v X
Arshad et al. [163] 2019 v X X v X v X
Jinke Ren et al. [164] 2019 x X X v X X X
Kim et al. [24] 2018 Vv X X X v v X
Grasso and Schembra [67] 2018 Vv X X X X v X
Alextian et.al [165] 2018 Vv v X X X X X
J. Cabrera et al. [166] 2018 Vv v v v X v X
Dmitry et al. [167] 2018 x v v X X X X
Y. Xiao et al. [168] 2018 x X X v X X X
Ateya e al. [169] 2018 Vv v v v X X X
S. Troia et al. [170] 2018 x v v X X X X
C. Grasso et al. [67] 2018 Vv X X X X X X
Lietal. [128] 2018 Vv X X X v X X
M. Gharbaoui et al. [171] 2018 Vv v v X X X X
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Table 2.5 Contd.

Authors Year 5G/ SDN NFV/ CC/EC MA Net. ML/
B5G NS /FC Cod. Al
Popovski et al. [65] 2018 Vv X X X v v X
Chatras et al. [4] 2017 v X v X X X X
Yi-Wei Ma et al. [172] 2017 x v v v X X X
T. Theodorouan et al. [173] 2017 x v X X X X X
K. Wang et al. [174] 2017 x v X X X X X
Ateya et al. [175] 2017 vV X X v X X X
Feng et al. [176] 2017 v X X X v X X
Pilz et al. [177] 2016 Vv v X X v X X
Athmiya et al. [178] 2016 x v X X X X X
Intharawijitr et al. [179] 2016 v X X v X X X
Simsek et al. [180] 2016 Vv v v v v v X
Maier et al. [26] 2016 Vv v v v v v X
Tong et al. [181] 2016 Vv X X v X X X
N. Truong et al. [182] 2015 x v X v X v X
P. Iovanna et al. [183] 2015 Vv v X X X X X
D. Szabo et al. [184] 2015 Vv v X X X v X
F. Bonomi et al. [12] 2011 x X X v X X X
Cuervo et al. [185] 2010 x X X v X X X

2.6.2 SDN-based design

While the widespread adoption and application of SDN are relatively recent, it facilitates
a dynamic, flexible, and cost-effective system structure by physically partitioning the data
forwarding and control planes in networking. The control plane handles a suitable choice to
deal with traffic, whereas the data plane takes care of forwarding the traffic according to the
control plane. SDN grants permission to the system operator to design, configure, control
and deal with the system through programming software such as application programming
interfaces (APIs). SDN is mainly used to disentangle the system hardware and increase
network adaptability.

Gharbaoui et al. [171] presented a service-chaining orchestration framework comprising
dynamic virtual function (VF) selection and intent-based traffic-steering control competencies
to upgrade Management and Orchestration (MANO) framework parts with latency-minimised
and self-adaptive service-chaining highlights over geographically distributed SDN-based
cloud data-centres (DCs) interconnected through a SDN Wide-Area Network (WAN).

Furthermore, Yi-Wei Ma et al. proposed a software-defined infrastructure (SDI) [172]
with NFV, which is then deployed in an Industry 4.0 network environment. This infrastructure
uses the technological concepts of SDN and NFV, which enhance the overall activities of the

network environment, the rate of information transmission, and the QoS provided.
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On similar lines, Sebastian Troia et al. [170] presented their work on the SDN/NFV
Orchestrator, a new service orchestrator called SENATUS. It facilitates a service orches-
tration for network segments deploying Openstack as infrastructure manager and Open
Network Operating System (ONOS) as SDN controller. Moreover, Theodorouan et al. [173]
proposed an SDN solution for wireless sensor networks (WSNs) which (i) uses intelligent
centralised control mechanisms to adjust the protocol operations dynamically, (ii) underpins
versatility to difficult prerequisites of the WSNss, (iii) keeps an adapted architecture, and (iv)
shows enhanced network management and operation regarding execution and resource use.
In addition, Christian Grasso et al. [67] proposed an architecture for unmanned aerial vehicle
(UAV)-based video surveillance with TI constraints, where the drone-based Markov chain
model is examined.

Various methodologies talk about using SDN at the central network of the cellular
framework. In addition to working towards the T1, the need to code the system is incorporated
with SDN to minimise the RTT in the 5G framework. A software router within the network
is encrypted and acts as a virtual network function (VNF). They are mainly worried about
coding and SDN but have not considered mobile-edge computing (MEC). This framework is
predominantly presented for 5G and IoT [158].

A 5G-based SDN infrastructure is presented in [174] with the massive deployment
of small cells. Therefore, having an idea of small cells incurs difficulties of continuous
handover and delay during the handover process. Here, the authors have facilitated a
framework to defeat these difficulties by incorporating an SDN controller in the central
system. By deploying an SDN controller, the framework is ready to anticipate that the end
user or a client is moving and subsequently can deal with the handover process in less time
by characterising three sorts of program interfaces. Since the fundamental thing of the TI
framework is to meet 1 ms round-trip time, i.e., ultra-low latency, cognitive control ought to
be conveyed at the central network to accomplish the desired RTT.

Taking SDN architecture into consideration for ultra-reliable and ultra-low-latency com-
munication, Alextian et al. [165] have introduced Residue-Defined Networking Architecture
(RDNA) as a unique strategy for enabling critical competencies of micro-datacentre networks.
This architecture is built on the concept of SDN to meet complex and stringent demands
from next-generation networks.

In addition, the work in [166] by Juan Cabrera et al. featured the significance of SDN
and NFV for 5G communication along with TTI applications. It describes that SDN and NFV
complement each other and facilitate empowering technologies to have facilities such as

computing, storage, and networking functions. Furthermore, Dmitry et al. [167] proposed
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an effective algorithm and software for virtual slice formation in SDN dependent on the
information of base network and links connectivity information.

In addition, Liem et al. [142] proposed an Al-driven resilience mechanism for Next-
Generation Ethernet Passive Optical Networks (NG-EPONSs) to enhance TI reliability. It
integrated the ML/AI and SDN-Enabled Broadband Access (SEBA) platform to detect and
localise fibre faults, using Radio Frequency over Glass (RFoG) for backup communication.
The Al model, validated through 5-fold cross-validation, achieved an average accuracy of
81.49%. The system ensured uninterrupted, high-quality network service by automatically
establishing backup links during faults. Simulation results confirmed the mechanism’s
efficacy in managing delay, throughput, packet drop rate, and bandwidth waste, meeting

stringent QoS requirements for critical TI applications.

2.6.3 FC-based design

FC was originally proposed by Flavio Bonomi, vice president of a network device manufac-
turing organisation called Cisco, in 2011 [12]. FC can be explained as a highly virtualised
platform where an enormous number of heterogeneous, pervasive, and decentralised de-
vices connect and correspond to other devices. These devices provide computation, storage,
and networking services between devices and conventional cloud centres, but not precisely at
the edge of the networks, without the interference of third parties.

The capabilities of cloud computing and services are extended to FC, where routers,
gateways, switches, etc., can also be a part of the network with all properties of FC. It was
fundamentally used for the automation of types of equipment since FC has a background
in [oT.

In [168], Xiao et al. focussed their research on an energy-efficient design of a fog
network that helps to have low-delay-supported TI applications. Here, they have explored the
performance parameters, such as the service reaction time of the end clients and the power
use efficiency of fog nodes. Additionally, a novel cooperative FC concept is presented with
fog nodes with various processing and energy resources to coordinate with one another. This
led to fulfilling the objective of balancing the workload or the request executed by multiple
fog nodes.

The idea of edge-assisted cloud computing and its connections is related to the developing
area of FC. Such frameworks use low-power and efficient embedded computers to facilitate

nearby processing close to end users or the cloud. The Fog of Things (FoT), analogous to Fog
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Computing (FC), alludes to the amalgamation of various fog nodes that could be connected
and communicated with each other with IoT.

The FC has a decentralised computing structure dependent on FC nodes (FCNs) and can
be fixed at any architecture location between the end-user device end and the cloud. With
FCNs that use M2M gateways and wireless router devices, FC acts as a computing layer
between the end device and the cloud layers. These FCNs are used to process and store
information from end-user devices before sending it to the cloud.

Nonetheless, the hypothetical establishments for advancing distributed FC systems to
satisfy TI needs are still deficient. Specifically, computationally escalated services needing
low delay usually consume more energy from fog nodes. Simultaneously, many TI applica-
tions include lightweight equipment such as drones, robots, and vehicles with constrained
power supplies.

The International Telecommunication Union (ITU) and Next-Generation Mobile Net-
works (NGMN) alliance recognise FC as one of the crucial factors for the TI to accomplish
ultra-low service delay for clients [26, 14, 180]. Rather than cloud data centres (CDCs),
fog nodes can be deployed near the end clients so that the task transmission delay can
be substantially diminished. However, because of each fog node’s limited computational
or processing ability, carrying out a considerable number of tasks to fog nodes will bring
about a high processing delay. Therefore, previous works have discussed the most efficient
resource provisioning of fog nodes to decrease the processing delay. For instance, a virtual
machine (VM) synthesis technique is presented to enable each end client to rapidly arrange
the resources of neighbouring fog nodes and make the required VM images achieve the
desired TI application.

Furthermore, Cuervo et al. [185] presented a framework that permits fine-grained energy-
aware offloading of client mobile codes to the system. Therefore, the topic of tactical
cloudlets is explored for resource provisioning, and the provisioning component is introduced
for the system to help with processing, offloading, and data staging at the tactical edge.

As far as the architectural aspects of FC are concerned, Bonomi et al. [12] exhibited one
of the primary tasks of FC surveying the appropriateness of FC for the IoT. They mention the
necessities of developing the application regarding real-time user communication, awareness
of the location and the requirement for geo-distributed end nodes, and FC attending to these
problems.

The authors have contributed more knowledge into the appropriateness of FC for 1oT
applications with a couple of use cases, including smart wind farms and intelligent traffic

light systems, in the accompanying paper [186]. Furthermore, V. Fanibhare et al. [161]



2.6 Review of related articles 60

proposed a multi-level cloud structure where the traffic flows over the cloud units efficiently
to reach the slave section from the master section in the TI system to reduce unnecessary
waiting times.

Along similar lines, a multitier infrastructure [181] is introduced in which edge cloud
servers are differentiated into various levels as per their separations from the edge. If the task
on the edge cloud server of a given level surpasses its computational limit, the additional
outstanding task is sent to a higher-level service. One of the FC areas is that many fog nodes
are distributed and deployed over vast geographical territory. Nonetheless, this can bring
about a noteworthy increment in energy consumption.

Moreover, Truong et al. [182] influenced the distributed approach of fog nodes to enhance
awareness of the location in Vehicular Ad hoc Networks (VANETSs). They tested their
framework for the application case of lane-changing assistance. Additionally, they used the
fog layer’s services to execute and find an optimal parking spot, where the aggregated data
were gathered from different fog devices, demonstrating the concept of the distributed idea
of fog devices.

In [187], an adaptive energy scheme was developed for fog nodes to work at various
transmit powers with variable data rates. Jalali et al. [188] correlated the energy consumption
of applications using centralised (CDCs) with applications employing nano data centres
under the FC infrastructure. Xuejiang Wei et al. [157] proposed a new fog-based sensor
cloud architecture for [oT. They facilitated the fundamental ways for physical sensor virtuali-
sation, dynamic provisioning of virtual sensor groups and service instances for key issues.
Furthermore, Jinke Ren et al. [164] explored the joint communication and computation
resource allocation to minimise the weighted-sum delay (RTT) of all devices in a cloud-edge
collaboration system.

Moreover, Hornik et al. [135] explored the integration of FC-enabled Al to enhance smart
marketing management. It examined how FC and EC improved data processing by reducing
latency and decentralising computational tasks, making them valuable for IoT applications.
ML and Al were utilised to analyse consumer behaviour, optimise decision-making, and
enhance marketing strategies. It demonstrated how Al-driven fog computing could improve
network efficiency, responsiveness, and intelligence in next-generation IoT networks and
applications by leveraging distributed intelligence. Alnajar and Barnawi [143] proposed
TactiFlex, a flexible Tactile Internet of Things (TIoT) architecture in 6G networks, integrating
federated learning (FL), blockchain, SDN, NFV, and MEC. It emphasised in-content aware-
ness for precise resource allocation based on user intent. The architecture dynamically scaled

resources, optimised bandwidth, and ensured low-latency, high-reliability communication.
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FL enabled collaborative model training without compromising data privacy. They evaluated
lightweight DL methods as local models in FL and analysed various FL algorithms. These
advancements aimed to revolutionise TIoT applications, enhancing intelligent, context-aware,
and efficient communication in 6G networks.

In summary, the advantages of FC compared to traditional cloud computing are featured
in [189, 190]. In [191], the programming framework is designed to deliver resources to
numerous [oT end-user devices by considering mobile FC. Therefore, at the primary level
within FC, the examination of resource allocation has been accomplished using the FC
framework.

Finally, FC has its capabilities and competencies as follows. It has location awareness
and can be located at the edges of a network. It incurs low latency, which supports large-
scale complex sensor networks and storage capabilities in a wide-area distributed network.

Network faults can be analysed online and integrated with the back-end cloud system.

2.6.4 NS-based design

NS was initially proposed as a key enabler for 5G networks, allowing the creation of
multiple virtual networks on a shared physical infrastructure. NS can be explained as a
highly virtualised platform where an enormous number of heterogeneous, pervasive, and
decentralised devices connect and correspond to other devices. These virtual networks, or
slices, provide customised computation, storage, and networking services tailored to specific
applications and user requirements without the interference of third parties.

The capabilities of traditional network infrastructures are extended to NS, where routers,
gateways, switches, and other network elements can also be part of the network with all
properties of NS. It was fundamentally used to optimise resource utilisation and provide
dedicated resources for different types of services, such as enhanced mobile broadband
(eMBB), ultra-reliable low-latency communication (URLLC), and massive machine-type
communication (mMTC).

NS enables network resource automation and dynamic management, ensuring that each
slice meets its associated services’ specific performance, security, and reliability requirements.
This approach leverages technologies such as SDN and NFV to create and manage these
virtual networks efficiently, providing a flexible and scalable solution for the diverse needs of
modern communication systems.

Arbaoui et al. [136] reviewed the implementation of NS in the Internet of Vehicles (IoV)

networks, emphasising its role in fulfilling diverse V2X communication needs. It highlighted
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how SDN and NFV enhanced network slicing to provide ultra-low latency, high reliability,
and mMTC. It categorised research into management and orchestration, NS mechanisms, and
challenges, showcasing ML and blockchain integration for improved performance, security,
and resource optimisation in IoV networks. Okello et al. [137] investigated the 5G core
network performance enhancement using network slicing and deep reinforcement learning
(DRL). It demonstrated how SDN and NFV facilitated dynamic and efficient resource
allocation. By modelling the problem as a Markov Decision Process (MDP), this work used
DRL to optimise User Plane Functions (UPFs), improving QoS and throughput. The results
showed that sliced networks with DRL achieved better performance, reduced delays, and
enhanced load balancing compared to unsliced models.

Moreover, Otieno et al. [138] systematically reviewed deploying and managing intelligent
end-to-end network slicing in 5G and B5G networks. It addressed challenges in integrating
ML for network slice lifecycle management, emphasising the roles of SDN and NFV. It
highlighted the lack of comprehensive datasets and practical implementations, proposing
solutions using open-source tools and Commercial-Off-The-Shelf (COTS) devices. It also
explored the potential of unsupervised ML techniques in designing network slice templates
and managing network resources dynamically. Sun et al. [133] surveyed the role of Explain-
able Al (XAI) in 6G communications, focusing on network slicing, SDN, NFV, and ML/AL
It highlighted how XAI enhanced transparency and reliability in resource management, fault
diagnosis, and real-time decision-making. It emphasised the integration of XAI with FC,
EC, and IoT to optimise network performance and meet the stringent requirements of T1
applications. Real-world use cases demonstrated XAlI’s potential in improving resource
allocation and ensuring ethical Al deployment in complex, dynamic networks.

Subsequently, Dubey et al. [134] reviewed Al-based resource management for 5G network
slicing, focusing on SDN, NFV, and EC. It discussed how ML/AI techniques were employed
to optimise traffic classification, admission control, resource allocation, and scheduling in
dynamic network environments. It highlighted the deployment of network slicing in various
industrial use cases, including smart transportation, healthcare, and Industry 4.0, emphasis-
ing the need for efficient resource management to meet diverse QoS requirements. It also
identified research gaps and future directions for Al-driven network slicing. Silva et al. [139]
proposed an ML-based inter-slice load balancing control for proactive offloading of virtual
services in 5G networks. It utilised SDN and NFV to manage network slicing, ensuring
QoS by predicting and mitigating Quality of Network-Slice Service (QoNSS) degradation.
Artificial Neural Networks (ANN), k-Nearest Neighbors (kNN), and Support Vector Ma-
chines (SVM) models are evaluated for predicting throughput and packet loss, demonstrating
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superior performance over rule-based methods. The approach enhanced resource utilisation
and service quality in dynamic network environments, highlighting its potential for BSG, TI,
IoT, FC, and EC applications.

In addition, Hamdi et al. [140] reviewed the integration of NS and ML techniques for the
Internet of Vehicles (IoV) in 5G and B5G networks. It discussed the role of SDN, NFV, FC,
and EC in enabling dynamic and efficient resource allocation. It highlighted the benefits of
network slicing in addressing the diverse QoS requirements of IoV applications. Additionally,
it explored the use of ML/AI for optimising network performance and enhancing security
in 10T and TI environments. Finally, it provided insights into future research directions for
NS-IoV integration. Goiz et al. [141] used ML techniques to analyse IP traffic classification
for network slicing in 5G networks. It focused on identifying key attributes influencing IP
traffic classification and proposed a Smart Network Slicing Manager (SNSM) for dynamic
resource allocation. The simulation results demonstrated that the Random Forest model,
trained with five statistical features, achieved high accuracy and performance. The SNSM
utilised ML models to classify and group network flows, predicting resource demands for

each network slice enhancing network management and efficiency in 5G environments.

2.6.5 MA-based design

MA techniques have been fundamental in enabling efficient communication in wireless
networks by allowing multiple users to share the same resource block. MA can be defined
as a highly optimised method where numerous heterogeneous, pervasive, and decentralised
devices connect and communicate while minimising interference. These techniques provide
access to transmission, reception, and network resources among users and base stations,
ensuring efficient spectrum utilisation. The evolution of MA has extended beyond traditional
methods to advanced techniques such as Orthogonal Multiple Access (OMA) and Non-
Orthogonal Multiple Access (NOMA), which enhance spectral efficiency and support massive
connectivity.

With the emergence of the TI, MA techniques have become even more crucial in enabling
ultra-reliable low-latency communication (URLLC) and haptic feedback applications. The
integration of MA with NS, EC, and Al ensures seamless connectivity for mission-critical
applications such as remote surgery, industrial automation, and immersive virtual reality.
Originally designed for cellular and IoT applications, MA has now evolved to meet the TI’s
stringent latency and reliability requirements, making it a key enabler for future intelligent

networks.
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Taking MA with ML/AL strategies into account, Shaik et al. [144] surveyed AI/ML-aided
strategies for capacity maximisation in URLLC within 5G/6G systems. It focused on resource
allocation, MA techniques, and beamforming with massive MIMO. They highlighted the
role of ML/AI in optimising URLLC performance, addressing challenges like latency and
reliability. Techniques such as NOMA, SDN, NFV, and NS were explored. This work
emphasised the importance of dynamic resource management and the integration of ML/AI
to enhance system efficiency and meet stringent URLLC requirements in TI and other IoT
applications. Sthankiya et al. [145] surveyed Al-driven energy optimisation strategies
in terrestrial Next Generation Radio Access Networks (NG-RANSs), focusing on 5G and
B5G networks. It reviewed power consumption models and categorised energy-saving
techniques by time, frequency, power, and spatial domains. It highlighted the role of ML/AI
in optimising energy efficiency and addressing challenges like latency and computational
complexity. Techniques such as SDN, NFV, network slicing, and NOMA were explored.
This work emphasised the need for consistent reporting of Al energy costs to balance energy
savings and operational costs in TI and other IoT applications.

Furthermore, Belmekki and Alouini [146] investigated the integration of NOMA with
nonterrestrial networks (NTN) for next-generation multiple access (NGMA) in 6G systems. It
explored how NOMA, combined with NTN, addressed connectivity challenges by enhancing
spectral efficiency and enabling massive connectivity. This work also examined the interplay
of NOMA with emerging technologies like millimetre-wave (mmWave), terahertz (THz)
frequencies, reconfigurable intelligent surfaces (RIS), and integrated sensing and communica-
tion (ISAC) systems, highlighting their potential to meet 6G requirements and improve NTN
functionality. Ahmed et al. [147] explored the potential of NOMA as a key MA technique
for NGWNs, particularly in the context of 5G and B5G. It highlighted NOMA'’s ability to
enhance spectral efficiency, connectivity, and energy efficiency. It reviewed various NOMA
variants and their integration with advanced technologies such as SDN, NFV, FC, EC, and
ML/AL It also addressed the challenges and future research directions for implementing
NOMA in IoT and TI networks, emphasising its role in achieving massive connectivity and
low-latency communications.

Moreover, Clerckx et al. [148] provided a comprehensive overview of MA techniques
for 6G, emphasising their role in optimising wireless systems. It covered the evolution
from 5G to beyond 5G (B5G), highlighting the integration of SDN, NFV, NS, FC, EC and
ML/ALI This work focused on NOMA and other MA schemes, discussing their applications
in the 10T and TI and their potential to enhance network performance and multi-functionality.

Luo et al. [149] proposed a distributed control strategy for semi-grant-free (SGF) NOMA
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to address the excessive control signalling in IoT uplink transmission. By leveraging dis-
tributed control, the SGF protocol provided services for multiple grant-free (GF) devices
while ensuring reliable communications for grant-based (GB) devices with minimal control
signalling. This study introduced the service outage probability (SOP) concept and derived
its exact and approximate expressions. Simulation results validated the theoretical findings
and demonstrated the protocol’s advantages over existing SGF protocols.

Finally, Mayarakaca and Lee [150] surveyed the application of NOMA in Unmanned
Aerial Vehicle (UAV) networks, emphasising the integration of ML techniques to enhance
UAV communication in 5G and B5G networks. It explored how NOMA improves spectral
efficiency and supports diverse UEs in UAV-enabled networks. This study also highlighted
the role of ML in optimising resource allocation, interference management, and trajectory
planning for UAVs. Various ML methods, including Supervised Learning (SL), Unsupervised
Learning (USL), Semi-Supervised Learning (SSL), and Reinforcement Learning (RL), were

discussed for their potential to enhance NOMA performance in UAV networks.

2.7 Summary of challenges

TI applications such as self-driving vehicles, augmented reality (AR), virtual reality (VR),
Industry 4.0, immersive virtual reality (IVR) and eHealth are the hot topics of research, and a
remarkable amount of research is being carried out. Still, existing network infrastructures
are finding it hard to cope with the stringent requirements of the TI. Moreover, the speed of
light also hampers the speed of TI communication as tactile ends can be at a maximum of
150 km from each other; otherwise, there would be noticeable motion sickness, also referred
to as lag.

As TI applications mentioned earlier, the demand for core competencies such as ultra-low
latency, ultra-high reliability, ultra-high availability, ultra-responsive and ultra-fast reaction
times shows that current cellular infrastructure cannot support these competencies. It is wor-
risome to fulfil all the requirements of TI applications at the early stage of 5G development.

The challenges related to haptic devices such as Phantom Premium [32] and Geo-
magic [33] in the market have a robotic arm attached to a stylus, which restricts the free
movement of the arm. Thus, it reduces the Degrees of Freedom (DoF) required to realise
the TT truly. Since the 5G framework has not developed significantly, the consensus implies
adapting one network and sharing the resources among various vertical applications.

Challenges are also experienced with the transparency of the user. An action executed in

one location must be replicated in remote locations with a specific level of immersion. If the
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RTT becomes noticeable or measurable, the transparency of the user is affected drastically.
The RTT of haptic communications should be 1 ms or below. If this RTT is not achieved, it
again influences the transparency of the user. There is another challenge between the control
server and the user to have a reliable data stream so that any vulnerabilities cannot mess
with the original data. The reliability of the connection also relies on the end-user data and
its feedback.

Furthermore, there is a need for qualitative and quantitative research on network slicing,
including the productive virtualisation of the network framework, applying services to the
network slice, the disintegration of network function and end-to-end network MANO. Here,
the concept of SDN and NFV would be helpful as potential enablers to address the challenges
of TI communication. Network slicing can be used to customise wireless resources. However,
human-related or machine-related communications rely on conventional wireless resource
allocation strategies focusing on uplinking and downlinking communication. Therefore, more
research is needed for wireless resource allocation for applications, considering the global
control loop required for TI applications. Thus, incorporating hybrid systems, including
wired and wireless systems, could solve the challenges of examining and studying the
performance of haptics over Internet protocols.

Because of the freely available unlicensed band, there was a crowded situation sur-
rounding the reliability of wireless technologies. To address this issue, research should be
conducted to find the substitute free spectrum for TI applications. Though a mm-wave could
solve the TT’s problems, it comes with a set of limitations for the shorter range of commu-
nications. In addition, there is always a trade-off between security and RTT requirements.
A few applications require high data privacy, and others rely on low RTT. Hence, emerging
technologies, such as 5G, Blockchain, etc., can be adopted in the TI scenario to resolve
security issues.

Regarding haptic devices, there are challenges related to dielectric material used in
fabricating sensors, power consumption, the placement and the sensitivity range of the sensor,
scanning time, spatial resolution and much more. Moreover, there are challenges surrounding
the realisation of the realistic sense of touch through haptic feedback. Since haptic devices
cannot move freely and are grounded, scalability would annoy users in a given area. More
work is also needed to increase the DoF. Regarding kinematic devices, there are always some
issues in replicating fast actions from master to slave sections. Therefore, refined kinematic
equations or algorithms are required to capture the activities of the master section. On the
other hand, applying reverse kinematic equations becomes more complex for unravelling and

following the master’s actions at the slave sections.
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2.8 Summary and open research problems

A comprehensive review of the TI is provided in this manuscript. This research has explored
TI design aspects with the proposed application-centric design architecture and applications.
In addition, an in-depth discussion of key applications with proposed illustrative diagrams
of use cases and current issues and challenges with potential enablers of the TI is provided.
Finally, an extensive review of the related articles on enabling technologies such as 5G/B5G,
SDN, NFV, NS, CC/EC/FC, MA, Network Coding and ML/AI is presented, keeping in mind
that the importance of 5G network design, EC/FC, 1 ms RTT, compatible tactile gadgets,
core software networking and artificial intelligence competencies come at the leading edge
of research challenges.

The various epitomes of the Internet will be predominated by the rise of the TI, which
will probably bring real-time control and tactile experiences operating from a remote distance.
TI facilitates a new transformation and development in wireless communication for real-time
and virtual applications. It will transform pretty much every portion of the general population
so that they become familiar with TT services. It is forecasted that cutting-edge 5G network
frameworks will support the TI at the wireless edge.

Three possible future research directions and open issues regarding TI are outlined below:
(1) Traditional cloud-based computational techniques are adding up to the communication
delay in wireless links due to the non-presence of cloud infrastructure near the end user.
Therefore, the concept of Edge/Fog computing could be used to bring computational capa-
bilities nearer the end user and thus would be proved as a promising technology to reduce
the RTT compared to the traditional cloud-based infrastructure; (ii) Due to requirements of
high data rates and dynamic orchestration of resources in the core network and radio access
network (RAN), the concept of network softwarisation in 5G networks would be the potential
technology to guarantee end-to-end reliability and meet the less than 1 ms RTT requirement.
Thus, to further improve RTT, emerging latency minimisation techniques such as SDN-based
and NFV-based design could be the enabling technologies for the core architecture of RAN;
and (ii1) In a wireless system, various protocol layers take part in the overall RTT. Some
fundamental delay components, such as transmission and queuing, should be considered in
TI implementation. Therefore, effective physical and MAC-layer techniques are needed to

improve RTT in the wireless transmission system.



Chapter 3

Towards a Fog-Based Traffic Flow Frame-
work for Tactile Internet (Manuscript 2)

3.1 Manuscript 2 prelude

Empowered by sufficient robotics and haptic hardware at the edges of a communication
network system, tactile Internet (TT) is the upcoming transformation that will empower the
control of the Internet of Things in real-time and facilitate a true paradigm shift in making a
dream a reality. However, one of the most crucial challenges in realising TI is to achieve a
round-trip time (RTT) of 1 ms or less. This RTT includes transmission, queuing, processing
(operator’s end), and acknowledgement times (controlled end). Another challenge is to
achieve ultrahigh reliability for establishing haptic communications for TI.

Manuscript 2, entitled “Toward a Fog-Based Traffic Flow Framework for Tactile Inter-
net!” [192], proposes a novel fog-based traffic flow framework employing software-defined
networking (SDN) and fog computing (FC) to address these challenges. An efficient traffic
flow algorithm is developed to effectively manage complex and critical traffic in the network
and reduce extra processing and waiting times at each level of the cloud-based structure.
The SDN and FC approaches provide an effective solution to route the traffic efficiently in
the system. Hence, the traffic flow paths from the master to slave sections are reduced, and
consequently, RTT is also reduced. The performance of the proposed system is evaluated by
an iFogSim simulator in terms of throughput, RTT, energy consumption, and reliability. The
simulation results obtained show that the proposed system outperforms the existing edge,
cloud, and cellular networks.

Furthermore, the preliminary work? done in [161] and this manuscript1 introduce how

SDN and FC in TI can help improve the proposed system’s performance, followed by

V. Fanibhare, N. 1. Sarkar, and A. Al-Anbuky, “Toward a fog-based traffic flow framework for tactile
Internet,” IEEE Internet of Things Journal, vol. 9, no. 13, pp. 10 718-10 731, 2021.

2V. Fanibhare, N. I. Sarkar, and A. Al-Anbuky, “A cloud-based traffic flow framework for tactile Internet
using SDN and fog computing,”in IEEE 29'" International Telecommunication Networks and Applications
Conference (ITNAC), pp. 1-6, 2019.
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existing works, design choices and the proposed system design description with results and
discussions. Specifically, the first research question (RQ 1) and partially second research
question (RQ 2) are addressed in this manuscript as follows: “RQ 1. What framework can be
proposed to manage the traffic flow efficiently by adopting a multilevel cloud structure in the
tactile Internet?” and “RQ 2. What strategies can be employed to improve the RTT of tactile
Internet incorporating SDN and NS approaches?”.

3.2 Introduction

The term “Tactile Internet” (TT) is defined as a new communication network where machine-
to-human (M2H) communication takes place, which allows delivering a real-time sense
of touch and actuation information with or without audio/video content over a significant
distance. The TI is a development that encourages communication between human beings
(preferably over a distance) with visual presence [1]. The two most challenging objectives
for accomplishing the communication are to attain a round trip time (RTT) (1 ms or less)
and ultra-high reliability (i.e. one-in-one-million chance of failure). These requirements
will ensure smooth haptic communication between tactile ends and enable human-machine
(real-time) interaction.

The fifth-generation (5G) is the next-generation communication framework with x10 or
even x20 faster speeds than current 4G communication, with greater bandwidth, much faster
upload and download speeds & more stable connections. As a result, the features of 5G
open up new rays of opportunities with connected devices, including real-time interaction
in ways that have not been possible before. Thus, the demands for TT are fulfilled by 5G,
which has previously been difficult due to the number of data requirements and the need for
ultralow RTT connections for real-time interactions. Once these demands are met, various
practical implications can be investigated and accomplished with 5G and beyond mobile
communications. However, TI can be utilised to reinforce multiple impacts in areas such
as ICT, military service, the healthcare industry, e-learning and pedagogy. It could play a
pivotal role in demolishing society’s financial limits [1].

The usage of mobile internet has tremendously increased in people of all ages and
nationalities. Everyone can be connected wirelessly without facing any difficulties of place
and time. The tremendous research and improvements in networking and communication
have led to a remarkable development in internet usage, thus creating a space for companies
to produce and build up the next generation of gadgets and enhance the user experience.

Depending on the Internet, communication is comprised of human beings communicating
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Fig. 3.1 The evolution of TI highlighting its key competencies.

with single or multiple devices. There is a requirement for a communication interface where
humans interact with other humans by touch or actuation. Subsequently, this requirement
has been in great demand; however, it has not been accomplished on a larger scale.

Ensuring transparency in the system, the most crucial objective is to attain the RTT
of 1 ms. When the first person executes any task at one location and the second person
recognises it at another location/s with some latency, it is called motion sickness or lag.
Numerous analyses exemplify that motion sickness will be noticeable if RTT is more than
1 ms in haptic communication [63]. If this motion sickness is observable, it adversely affects
transparency.

The factors contributing to the RTT are queuing, processing and transmission times.
These are the fundamental elements that influence haptic communication in the network.
However, the most compelling component of RTT that restricts smooth haptic communication
is the speed of light. To reduce the RTT up to 1 ms, the transmission times should be limited to
< 1 ms and are appropriate for short-range communication. Figure 3.1 depicts the evolution
of TI from mobile internet to massive Internet of Things (I0T) and eventually to TI. Each
evolution step states some key competencies that are required for an accessible mode of
communication.

After the evolution of mobile Internet, [oT is a concept that involves the communication
of two or more devices through the integration of the Internet and cloud. The applications
related to IoT are investigated more as they offer ample opportunities to ease the way of life.

However, TI exists at the conceptual stage, but much research is still needed to revolutionise it.
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Nevertheless, as 10T is a promising cutting-edge technology, adding tactile sensors increases
human-machine (real-time) interactions in the TI paradigm. Hence, features such as ultralow
latency, ultrahigh reliability, high security, and many more [193] are achieved.

Therefore, to have traffic flow in the network, RTT, reliability, and other performance
metrics depend on the aggregation of nodes, such as sensors and actuators available in the
network. Hence, the nodes should be located near the end-user devices and server stations,
and thus, the distance between them should be minimised. Subsequently, the task can be
processed quickly, and acknowledgement can be sent to the source. TI technology depends
on cloud computing (mobile-edge or fog computing) for sensory and haptic controls. It will
add a new paradigm to human-machine interaction by providing a low latency enough to
implement real-time interactive systems [194]. Thus, by utilising the leading technologies
such as Mobile Edge Computing (MEC), Fog Computing (FC), Software-Defined Networking
(SDN) along with Network Function Virtualisation (NFV) and 5G communication framework,
these technologies facilitate practical solutions to overcome the challenge of 1 ms.

Although the previous studies looked at embedding and implementing cloud and SDN
based solutions precisely for TI systems, they are not focused on efficiently routing the user’s
workloads (requests) through multi-path communication. Also, the mathematical model
includes the wait and processing times that further add to the overall RTT of the system.
Furthermore, the existing works do not discuss and evaluate crucial performance metrics
such as ultra-high reliability and energy consumption. Here, we briefly summarise the main

contributions that will resolve the shortcomings of the existing works as follows.

* We propose a fog-based traffic flow framework for realising TI by employing SDN
and FC approaches.

* We develop an efficient traffic flow algorithm to reduce extra processing and waiting

times at each level of cloud in the system.

* We implement the proposed TI framework in the iFogSim simulator and perform an
extensive simulation study to compare the system performance with the existing edge,

cloud, and cellular networks.

3.2.1 Structure of the manuscript

The rest of the manuscript is structured as follows. Section 3.3 discusses motivation and
provides a review of the literature on TI. The design choices and description of the proposed

TI system are discussed in Section 3.4 and 3.5, respectively. The performance evaluation of
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the proposed system is discussed in Section 3.6. Finally, a brief conclusion in Section 3.7

ends the manuscript.

3.3 Motivation and background

3.3.1 Motivation

One of the reasons for carrying out the research is the TI’s emerging research area, where
there is a need to improve the RTT and reliability in the system. This improvement will
ensure and enable the smooth functioning of the system with cyber or motion sickness (lag).
The crucial challenges to achieving tolerable RTT (1 ms) and ultra-reliability (99.999%) [24]
of communication are essential to facilitate the services and applications related to the TI.
Still, there are many challenging solutions to reduce the delay over the network. Therefore,
we have been motivated to adopt the TI technology by incorporating one of the technological
advancements, SDN and cloud networking technologies, with the 5G framework, which
promises to serve the requirements of T1.

As TI will serve critical applications in society, it will ensure connectivity to numerous
devices for communicating with each other simultaneously and autonomously. Interacting
with ongoing and conventional wired Internet, mobile Internet, and IoT should also be

feasible, thus forming a network of entirely new possibilities and opportunities.

3.3.2 A review of literature

The potential of T1

In a characteristic advancement to various internet encapsulations, the thought of TI [22] is
rising in which ultra-responsive, ultra-reliable, and perception of the connectivity of network
will empower the remotely operated real-time control and interpersonal haptic communi-
cations. The TI will include a new area of measuring human and machine interactions
by constructing interactive and intelligent frameworks. The TI will facilitate a genuine
change in outlook from content delivery to skill-set delivery networks and, subsequently,
change every part of society. As of now, the Institute of Electrical and Electronics Engineers
(IEEE) and European Telecommunications Standards Institute (ETSI) [127] standards are
also incorporating standardised activities for the TIL.

Furthermore, 5G mobile communication systems are required at the wireless edge to

support TI. The research project has been carried out at Mobile and wireless communications
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Enablers for the Twenty-twenty Information Society (METIS) [79] along with the telecom-
munication industry Next Generation Mobile Networks (NGMN) alliance [14] regarding
the early evaluation of 5G scenarios. Dealing with TI, there has been an increase in the new
requirements and challenges for designing the 5G network [128].

Moreover, content delivery such as voice and video communication, instant messaging,
etc. and data accumulation applications are being utilised in the era of wireless communi-
cation. Lately, the thought of TI [22] has risen, and it is imagined that it will change the
perspective by empowering wireless for ongoing steering and control communications. The
working group having a standard as IEEE P1918.1 [29] refers to the TI as a metadata set
of network, mainly for wirelessly accessing the data, receiving, manipulating, or managing
the real and virtual data, thus processing in perceived real-time. To have a communication
medium for transferring sensing or actuation data, touch and controlling information in
real-time, T1 must possess competencies such as high reliability, responsivity and cognitive
behaviour. The high accessibility, ultra-fast response times, and carrier-grade reliability of
the TI will add another feature to human-machine communication by making continuous

intelligent frameworks [1].

SDN-based design

While the widespread adoption and application of SDN are relatively recent, it facilitates
a dynamic, flexible, and cost-effective system structure by physically partitioning the data
forwarding and control planes in networking. The control plane handles the suitable choice
to deal with traffic, whereas the data plane takes care of forwarding the traffic according to
the control plane. SDN grants permission to the system operator to design, configure, control,
and deal with the system through programming software, such as application programming
interfaces (APIs) or controllers. SDN is mostly utilised to disentangle the system hardware
and increase network adaptability.

Taking existing literature into account, M. Gharbaoui et al. [171] have presented a
service-chaining orchestration framework comprising dynamic virtual function (VF) selec-
tion and intent-based traffic steering control competencies to upgrade Management and
Orchestration (MANO) framework parts with latency-minimised and self-adaptive service
chaining highlights over geographically distributed SDN-based cloud data centres (DCs) in-
terconnected through SDN Wide Area Network (WAN). Furthermore, Yi-Wei Ma et al. have
proposed a Software-defined Infrastructure (SDI) [172] with NFV, which is then deployed in

an Industry 4.0 network environment. This infrastructure uses the technological concept of
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SDN and NFV, which enhances the overall activities of the network environment, the rate of
information transmission and the Quality of Service (QoS).

Along similar lines, Sebastian Troia et al. [170] have presented their work on the
SDN/NFV Orchestrator, a new service orchestrator called SENATUS. It facilitates a service
orchestration for network segments, deploying OpenStack as infrastructure manager and
Open Network Operating System (ONOS) as SDN controller.

With a vast arrangement of small cells, a 5G-based SDN framework is introduced by
K. Wang et al. [174]. However, there are some challenges to constant handover and delays
incurred through the handover procedure. Therefore, they found a solution by providing
a design that introduces an SDN controller at the core system. However, the framework
is mainly concerned with latency incurred through a handover procedure and is prepared
to track the movement of end users, not allocating radio access resources. Nevertheless,
cognitive control should be deployed at the core system to attain the desired RTT of 1 ms in
the TI framework. In addition, an unmanned aerial vehicle (UAV) based video surveillance
with TT requirements is designed by Christian Grasso et al. [67], where the drone-based
Markov chain model is examined.

Taking the SDN architecture into consideration for ultrareliable and ultralow latency com-
munication, Liberato et al. [165] have introduced a residue-defined networking architecture
(RDNA) as a unique strategy for enabling critical competencies of micro-DC networks. This
architecture is built on the concept of SDN to meet complex and stringent demands from
next-generation networks.

In addition, the work in [166] by Juan Cabrera et al. have featured the significance of
SDN and NFV for 5G communication along with TT applications. Moreover, they have also
described a testbed to create 5G infrastructure. It describes that SDN and NFV complement
each other and facilitate empowering technologies for facilities such as computing, storage,
and networking functions. Furthermore, Perepelkin et al. [167] have proposed an effective
algorithm and software for virtual slice formation in SDN dependent on the information
of base network and links connectivity information. This research focuses on utilising the
proposed approach for addressing the issue of adaptive routing in SDN dependent on the

OpenFlow protocol.

FC-based design

Considering the evolution of FC, Flavio Bonomi [12] has envisioned the key characteristics of
FC with new services and applications. FC can be referred to as a highly virtualised platform

used to facilitate a significant proportion of computation, storage, and networking resources,
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where a huge number of end devices communicate with traditional cloud DCs. However,
the end devices are not exclusively located at the edge of the network. The end devices
comprise routers, switches, gateways, etc., and are equipped with all FC functionalities that
are expanded to traditional cloud computing and its services.

TI is a developing idea that spotlights on supporting high-fidelity, ultra-responsive and
generally accessible machine-to-human (M2H) communications. Having a foundation of
IoT for FC, it is primarily used to control the end devices remotely. FC has been posted as a
significant part of the TI to minimise the RTT and transmission times. The FC nodes (FCNs)
are based on the FC decentralised structure and can be placed between the traditional cloud
and end-user devices at various positions. Before pushing it to the cloud, it processes and
saves data from devices like wireless routers and machine-to-machine (M2M).

Xiao and Krunz [168] have focussed their research on an energy-efficient design of fog
network that helps to have low latency supported TI applications. Here, they have explored
the performance parameters such as the service reaction time of the end-users and the power
utilisation efficiency of fog nodes. Also, a novel cooperative FC concept was presented with
a set of fog nodes with various processing and energy resources that can coordinate with
one another. This led to the fulfilment of balancing the workload or the request executed by
multiple fog nodes.

Furthermore, the idea of edge-assisted cloud computing and its connections is related
to the developing area of FC. Such frameworks use low-power and efficient embedded
computers to facilitate nearby processing close to end-users or the cloud. FC becomes
feasible by moving some of the computation and decision-making units to the edges, either
close to the end-user layer or cloud backend. The Fog of Things (FoT), analogous to Fog
Computing (FC), alludes to the amalgamation of various fog nodes that could be connected
and communicated with each other. All the extensive processing data, long-haul storage, and
investigation could happen in the cloud layer as the last destination.

FC has been acquainted with a bright arrangement to hold the extreme necessities of the
TI. It supplements the cloud framework by including an enormous amount of low-cost, often
decentralised equipment, usually alluded to as fog nodes. Fog nodes epitomise the numerous
devices or equipment between end-users and cloud DCs, including routers, access points
(APs), routers, base stations (BSs), and also light weighted gadgets such as robots, drones,
and vehicles with processing and storage capabilities. The achievement of the TI will rely on
the extensive deployment of fog nodes with high processing capabilities and a reliable energy
supply. Nonetheless, the hypothetical establishments for advancing distributed FC systems to
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satisfy the needs of the TI are yet deficient. Specifically, computationally escalated services
needing low delays usually request more energy consumption from fog nodes.

The International Telecommunication Union (ITU) and Next Generation Mobile Net-
works (NGMN) alliance have recognised FC as one of the crucial factors for the TI to
accomplish ultra-low service delay for users [26, 14, 180]. Rather than CDCs, fog nodes
can be deployed near the end-users so that the task transmission delay can be substantially
diminished. Notwithstanding, because of each fog node’s limited computational or pro-
cessing ability, carrying out a considerable number of tasks to fog nodes will bring about a
high processing delay. Hence, previous works have discussed the most proficient method
for resource provisioning the fog nodes to decrease the processing delay. For instance, a
virtual machine (VM) synthesis technique was presented to enable each end-user to rapidly
arrange the resources of neighbouring fog nodes and make the required VM images to help a
particular application.

Taking the architectural designs of FC into consideration, Bonomi et al. [12] have
demonstrated one of the essential jobs of FC, examining the usefulness of FC for IoT.
Therefore, FC managed the issues related to the prerequisites of emerging information on
the site, real-time user communication, services, and its application for IoT. When FC (edge
computing-based) applications are considered, the philosophy of distributed computing is
connected to different developing innovations and IoT applications that exploit various merits
offered by edge computing. Also, V. Fanibhare et al. [161] proposed a multi-level cloud
structure where the traffic flows over the cloud units efficiently to reach the slave section
from the master section to reduce unnecessary waiting times. However, the authors did not
include the mathematical model and extensive performance evaluation in their research.

Along similar lines, a multi-tier infrastructure [181] is introduced in which edge cloud
servers are differentiated into various levels as per their separations to the edges. If the task
on the edge cloud server of a given level surpasses its computational limit, the additional
outstanding task is sent to the higher-level service.

In addition, Xuejiang Wei et al. [157] have proposed a new fog-based sensor cloud
architecture for IoT, in which they have facilitated the fundamental ways for physical sensor
virtualisation, dynamic provisioning of virtual sensor groups and service instances for key
issues. Furthermore, Jinke Ren et al. [164] have explored the joint communication and
computation resource allocation to minimise the weighted-sum delay (latency) of all devices
in a cloud-edge collaborated system.

FC has its capabilities and competencies as follows. It has location awareness and can be

located at the edges of the network. It incurs low latency, which supports large scale complex
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sensor networks and storage capabilities in a wide-area distributed network. Any faults in

the network can be analysed online and integrated with backend cloud computing.

Challenges and requirements related to TI

The software-defined network and fog/edge computing are a few potential enablers that can
be leveraged to tackle the anticipated challenges related to computation and communication
between end devices. If these potential enablers are combined, more benefits can be achieved
by tackling the challenges such as RTT, high reliability, an excellent exchange rate between
the end devices and fog/edge computing components in the TI system. However, the
effectiveness of these enablers is limited to a maximum distance of 150 km between the end
devices, as the speed of light restricts them. To address the challenge of 1 ms RTT, prediction-
based algorithms (Al) [64] are required to be utilised in local and remote environments
along with the current potential enablers. Seemingly, the achieved 1 ms RTT can deliver a
real-time user experience, eradicate the 150 km limitation and maximise the communication
distance beyond the limit. In addition, there is a further requirement to increase the network
bandwidth, which improves RTT and ensures QoS user requirements through the adoption of
SDN and FC.

Since an SDN controller and switches are mainly responsible for efficiently routing the
traffic between fog (cloud) units and end devices, dynamic network slices can be created
to cater for the requirements of multiple applications. For instance, one network slice can
be used to improve the RTT criterion, and another can be used to optimise the throughput
or reliability criterion depending on the tactile user’s requirements. Thus, it helps conserve
the network bandwidth, minimise RTT, achieve high reliability, and enhance the QoS of the
system. Furthermore, fog/edge computing carries out a substantial amount of computing
and storage in T1, offering significant minimisation in RTT. However, resource allocation in
fog/edge computing is also another challenge to meet the stringent requirements of TI. A
feasible option of offloading the computational task closer to the wireless end devices could

be considered.

3.4 Design choices for TI system

In the context of haptic communication, TT mainly demands competencies such as ultra-low
RTT and ultra-high reliability. To reduce the motion lag, RTT has to be < 1 ms. This RTT

arises due to processing, communication, queuing and transmission times. Therefore, the
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tactile action and tactile feedback should be within the limit of 1 ms. Hence, this limit enables
smooth haptic communication, which is relatively less than human reaction time [1].

For smooth, haptic communication between master and slave sections, we surveyed
the existing literature review. After identifying and analysing the existing work, the main
technologies such as 5G, cloud computing, fog computing and SDN; will ensure effective
communication between the master and slave sections. The following are the few design

choices that the proposed system can adopt.

3.4.1 Cloud computing with 5G framework

This is the first design choice that the proposed system can adopt. By adopting cloud
computing, all the computationally complex operations will be carried out in the cloud.
Cloud computing has several benefits such as reduced IT costs, ease of implementation,
scalability and flexibility for growth. However, cloud computing incurs some demerits
such as network connectivity dependency, downtime in cloud services, high dependency
on the internet connection, higher bandwidth requirements, more latency while transferring

information to the cloud.

3.4.2 Fog computing with 5G framework

This is the second design choice that the proposed system can adopt. Fog Computing (FC)
serves as merit over traditional cloud computing (CC). FC provides a decentralised computing
infrastructure where the processing costs such as system response time and CPU-memory-
bandwidth utilisation, storage cost, operational costs such as maintenance & configuration
costs are considered. In addition, FC is an extension of CC services. It comprises numerous
fog nodes which are associated with physical end devices. These nodes are located very
near the end devices, so nodes offer better services than CC. Also, the fog nodes possess
better processing power to execute complex & faster computational tasks and utilise the node
resources of CC. Thus, it has a more secure infrastructure than CC. In order to realise FC,
the fog nodes are deployed physically closer to the end devices instead of directing data from
the centralised server to the cloud. However, all the computational processing will be carried
out in a decentralised FC infrastructure, leading to more computational load. Depending
upon the nature of the data, various levels of cloud structure might be needed to process and

execute the complex data, which might require higher computing resources.
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3.4.3 Fog computing with multilevel cloud structure and 5G framework

This is the third design choice that the proposed system can adopt. Here, we can opt for
the multilevel cloud-based structure for TI, keeping an idea of fog nodes. The multilevel
cloud-based structure comprises three levels, i.e. micro clouds, mini clouds and a central
cloud. This multilevel cloud-based structure employs the working of a decentralised FC
infrastructure. In addition, three micro clouds are clustered, which are referred to as a group
of fog nodes, present at the first level. In contrast, mini clouds can also serve as fog nodes
located at the second level of the cloud-based structure. These fog nodes get attention and
are flexible to comply with the varying availability and performance demands of critical
applications. As fog nodes, they can reduce reliance on centralised cloud data centres,
improving speed, security, and scalability in the TI system. They can share the workload
(task) and centralised storage. Even if one node fails, it provides failover (backup) or isolates
services. They improve performance by moving the task from one server to another, and they
support horizontal scalability, non-failure reliability, and ease of maintenance.

Based on the geographic locations, the clusters of microclouds are deployed at the first
level of the cloud-based structure. The microclouds have a relatively low task computational
capacity to compute, store, communicate, and process the information within a single cellular
BS range. In other words, micro clouds are small, localised computing units deployed at the
edge to process real-time sensory and haptic data, ensuring minimal latency. This information
is received from user equipment (UE) connected to BS.

At the second level, the mini clouds are deployed at the cellular aggression point and
process the information from BSs present in the proximity if the tasks are left unprocessed
at the micro cloud’s level. In other words, mini clouds aggregate data from multiple micro
clouds, acting as regional processing hubs before forwarding critical data to the central
cloud. As shown in Figure 3.2, a cluster of three micro clouds is associated with one mini
cloud. Both micro and mini clouds serve as fog nodes, thus reducing latency and enhancing
reliability.

Finally, the unprocessed tasks will be passed further to the central cloud level (i.e. main
server) following the hierarchy of the multilevel cloud structure. The central server has
a relatively higher computational capacity than the mini clouds and is followed by micro
clouds. Being a central cloud at the core, it is deployed at a distant location from end-user

devices. Some controllers still need to direct/route the data into the central cloud.
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3.4.4 Fog computing with multilevel cloud structure and SDN with 5G

framework

This is the fourth design choice that the proposed system can adopt. With the functions of
central, mini, and micro clouds in a multilevel cloud structure, we can opt for a decentralised
SDN controller and Vswitches to efficiently control and route the traffic (task) in the 5G
framework. Such design allows efficient use of computing resources, such as servers,
memory, storage, etc. The resulting system can achieve the following merits by integrating
the multilevel cloud-based structure for TI along with SDN and FC.

* Minimises system load due to distributed decentralised framework. Hence, reduces the

congestion and RTT issue.
* Enhances flexibility and, therefore, control over traffic flow in the system.
* Boosts up the performance and security of the system.
* Implements new services through cellular networks.

* Achieves better system efficiency because of dynamic task offloading from end users.

3.5 Description of the proposed system

To develop a system by looking at the design choices for the TI system, it is crucial to
distinguish between the merits and demerits of each design choice. After analysing each
design choice, the fourth design choice, i.e. the multilevel cloud-based structure along with
SDN and FC, is adopted as the proposed system for TI, as illustrated in Figure 3.2. This
manuscript aims to facilitate insight into design choices for the proposed system, which will
ensure smooth haptic communication between two tactile ends.

In the proposed system, the SDN controller administers the flow of traffic and routes
the traffic according to the proposed traffic flow algorithm, as shown in Algorithm 1, for
enhanced system management and efficient service performance. Constructing the cluster of
micro clouds, the excellent utilisation of cloud space is made. Most of the cloud vendors such
as Microsoft Azure [195], Amazon Web Services (AWS)[196], Google Cloud Platform [197],
IBM Cloud [198] and Alibaba Cloud [199], have an optimum value of around 70%-80% for
cloud CPU capacity (upper threshold) while configuring/deploying the cloud and its services.

Therefore, every cloud in the proposed system is limited to use up to 80%, referred to as
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Fig. 3.2 The proposed fog-based framework for TI.

cloud capacity. Hence, the traffic routing rate and cloud capacities are managed by the SDN
controller and Vswiches. Ultimately, the primary purpose is to reduce the extra processing
and waiting times at each level of the cloud-based structure. Figure 3.3 presents a flowchart
depicting efficient traffic flow patterns to enhance understanding and analysis of the proposed
TI system.

In a multilevel cloud-based structure, the following explanation is for level-wise paths

followed by traffic (task) from master to slave sections, as represented in Figure 3.4.

« At 1*¥ level: The master section allocates the task to the slave section. The task from
the end-user first reaches the first level of the cloud-based structure, where a cluster
of three micro clouds is deployed. Here, the incoming task checks the condition of
cloud capacity (i.e. 80%). If the existing micro cloud is busy executing its previous
task and operating at < 80%, then the task is forwarded to the next micro cloud within
the same cluster with the help of a task (load) balancer, and so on. In a situation where
all the micro clouds are busy executing their previous task and operating at < 80%, the
task balancer forwards the incoming task, which skips the first level of micro clouds to

the mini cloud, i.e. the second level. If this cloud level is busy executing its previous
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Fig. 3.3 A flow chart for efficient traffic flow patterns in the proposed TI system.

task and the cloud capacity condition is not applied, the new incoming task will have
to wait and queue up at that level. Therefore, the new task will wait for its turn to get

processed. Consequently, this waiting time will add delay to the processing of the task.

« At 2™ Jevel: The incoming unprocessed and skipped task from the first level reaches
the mini cloud, where it again checks for the condition of cloud capacity. If the
particular mini cloud is operating at < 80% cloud capacity, the task is processed, and
the acknowledgement is sent back to the master section. Moreover, if the condition of
cloud capacity is not satisfied, the task skips the second level of the mini cloud with the
help of the task balancer and reaches the central cloud, i.e., the third level. Suppose the

task is getting routed from one level to another of the multilevel cloud-based structure
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Fig. 3.4 Illustrating the traffic flow paths in multilevel cloud structure of fog-based framework.

(for instance, from micro cloud to mini cloud) depending on the condition of cloud
capacity. In that case, the waiting and processing times are saved significantly at the
existing level of the cloud-based structure. Also, by moving to the upper level of
the cloud-based structure, the task will be processed faster as it would have higher
computational capabilities. The principle objective of skipping from one level to

another is to reduce RTT and improve system efficiency.

« At 3 level: Finally, the task that is left unprocessed and skipped the first and second
levels of the cloud-based structure reaches the central cloud to handle complex pro-
cessing. Hence, after each processing and completion of the task at any level, the slave
section will be teleoperated, and acknowledgement will be sent back to the master

section.

3.5.1 Mathematical model

For the proposed system for multilevel cloud-based structure in the FC environment, we
develop a mathematical model for improving RTT (i.e. end-to-end delay). Let ¢ be the

incoming task or workload from the master section where the user equipment (UE) is present.
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This task is a set of i independent tasks sent to the cloud as follows:
t=[t1,t2,..., 1] (3.1

Let Uciouds Meioua and cjouq denote the micro, mini and central clouds, respectively. Here,
we are mathematically representing the model for just one section having three [l.;,,q4, One
Meiouq and one c¢y,,q. Hence, this model can be iterated across the remaining paths for other
sections.

When particular cloud processes the task (¢;), let 7. be the task completed at that level of
the cloud-based structure and ACK be the acknowledgement sent back to the master section.
Based on the user’s (UE) demand, the rate of tasks (#;) generated by UE coming to the L.ouq
varies. Therefore, according to the poison’s process with a poison rate of A;, we assume that
the tasks are randomly coming to the Ujouq-

The RTT in our proposed system is comprised of a task’s response time and a communi-
cation delay. The average response time is given by the sum of waiting (queue) time and the
processing time for tasks at U.jouq and mjouq-

For the calculation of processing time (P(t;)), we are adopting a multi-server queuing
model M/M/s [200], wherein Sy, and §,, represent the number of servers in Ujpuq and mejoq.
Thus, the average processing time is given by a function of arrival rate (1), based on the
Erlangs’ C formula derivated in [201, 202].

The average processing time for U.;y,q 1 given by,

l.
C(Sj7 _j)
Pu(t) = —H" (3.2)
SRRy
The average processing time for m;,,q 1S given by,
C (s, 2
P(t;) = ——Fn= 3.3

where, A; and A,, are the arrival rates of Uy, and mouq, respectively, whereas (1 and Uy,
are the corresponding service rates of U¢,,q and mgj,,q, respectively.
Hence, if the task (;) is processed at ¢j,,q, then the total RTT is given by,

RT T, = ty(wait) + Py (t;) + dug—p,,,, (3.4)
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where, RTT), t;, (wait) and dyg represent the RTT, waiting time and communication delay
from UE to Meioud at Ueloud-
Secondly, if the task (z;) is processed at m.;,4, then the total RTT is given by,

RTTm - l'm<Walt) + P/J (tl) + Pm (tl) + dUE + d,ucloud%mcloud (35)

where, RT Ty, t,y(wait) and dyy ,,, ,—sm,,,,q TePresent the RTT, waiting time and communication
delay from Ucjouq 10 Mejoua at Mejoud-
Thirdly, if if the task (#;) is processed at c.j,uq, then the total RTT is given by,

RTTC = ZC (Walt) + PIJ (tl) + Pm (tl) + PC (tl) —I_ dUE + d,ucloudﬁmcloud + dmcloudﬁccloud (36)

where, RT T, t.(wait) and d,,

delay from mi¢jy,q tO Coloua at Celoud-

ond—caona YEPTESENE the RTT, waiting time and communication

3.5.2 Proposed traffic flow algorithm

The existing traffic-flow algorithms [203, 175, 184, 169] mainly focused on the total latency
of various cloud levels. It is not clear how the workloads (requests) from users can be
routed to get processed in the cloud capacity threshold. Our proposed traffic-flow algorithm
efficiently reduces the waiting and processing times at every cloud level, which Vswitches
and an SDN controller thus manage. Hence, the multipath communication further decreases
the RTT and increases the throughput and resiliency of the system.

The proposed efficient traffic-flow framework algorithm is shown in Algorithm 1, where

the algorithm is iterated across all paths (p) having three U.,,q4, One mjy,q and one ¢ rouad
C80%

sections of the multilevel cloud-based structure. To set the threshold of all cloud units, C;;
(cloud capacity) was set to 80%. The traffic flow algorithm has been developed to reduce
extra processing and waiting times at each level of the cloud-based structure in the system.
The proposed traffic flow algorithm demonstrates the flow of traffic between the master
and the slave sections. The master section receives the incoming task (#;) as input. Firstly,
we have initialised the count () as zero. This algorithm iterates over all end-user devices
(UE) to the central cloud (c,;y,q) 1n the physical system simulation model and places ¢ on
each UE for each such path. For each UE in a path (p), the ¢#; that can be placed on it is
identified and reaches [ ,,q. Firstly, the algorithm first executes the For Loop, where the
variable individual l1.,,4(j) is given the value of < 2. Secondly, the #; is assigned to the

variable individual lL.1,,4(j) and processes the task P(t;) only if all individual thejpuq(J) is
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Algorithm 1: Proposed traffic flow algorithm

Input: Incoming task (#;) from master section.
Output: Efficient flow of traffic in proposed framework that optimises the cost in FC
environment.

1 Initialise: j =0,¢
2 for p € across all PATHS do

3 for individual U jpuq(j) <2 do
4 if all individual ejoug < Cyy then
5 individual Uejouq(j) <t
6 P (l‘,') =1
7 if . =1, then
8 ‘ master <+ ACK
9 else

10 | goto step 17

11 end

12 else

13 J+1l«j

14 goto step 3

15 end

16 end

17 if respective m.jpuq < CEC?ZJ then
18 Meloud < 1i

19 P (l‘i> =1

20 if 7. = t; then

21 ‘ master <+ ACK

22 else

23 | goto step 26

24 end

25 end

2% | i cooua < Choyt then

27 Celoud < li

28 P (l‘i) =1

29 if 7. = t; then

30 ‘ master < ACK

31 end

32 end

33 end

< Cfg?. If the condition is true, the algorithm checks whether #; is completed (z, = t;), and
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then an ACK is sent to the master section. Otherwise, the incomplete task will be forwarded

to the respective m.jy,q.

80%
Ccapo

(j) is incremented, i.e. j+ 1 and the execution process is jumped to the initial step where

Considering a individual L¢jpuq(j), if < condition is not fulfilled, then the count

the task is allocated to the next individual ll.jp,4(j). Again, the condition of < CESZ" is
checked. If true, the #; is assigned to the current individualli j,,(j) within a cluster
of three individualll.;,,q(j). For each subsequent time, the algorithm is executed when
the loop variable individualll ;,,q(j) is incremented by 1, i.e. j+ 1 until the condition
individual Ue1p,4(7) < 2 satisfies. When the individual ll.1,,4(j) exceeds the value 2, the
particular For Loop is no longer executed.

In a case where the 1% .4 is busy processing its previous task, the incoming task 7; is
directed to the 2" ;,.q Within the same cluster. Moreover, #; will not have to wait for its

turn to be processed. Therefore, the Equation 3.4 will deduce to the following equation.

RTTy = Pyu(t:) +dvuE— o (3.7

In a case where all individual l1.;,,4(j) are operating at > nggb , the incoming task ¢;
will skip the t.j,,q level and reaches m;,,q. Hence, the waiting time, processing time and
communication delay from U¢,,q t0 mqouq Will not be contributed to the calculation of RTT.

Consequently, the Equation 3.5 will deduce to the following equation.
RTT,, :Pm(li)—f—dUE (3.8)

When the forwarded (incomplete) task reaches the respective m ;s from teouq, it checks
for < nggo condition. If the condition is true, then #; is assigned to mj,,q, processes P(t;),
checks for the completion status (f, = ¢;) and an ACK is sent to the master section.

In a case where both individual ll.;,,4 and m;,,q are busy processing their previous task

C80%

and operating at > C,’,

the incoming task #; will skip U.jouq and m;,q levels, and reaches

Ccloud and thus processes t;. Similarly, the Equation 3.6 will deduce to the following equation.
RTT. = P.(t;) +dyk 3.9

Overall, the proposed traffic flow algorithm saves waiting times, processing times, and

communication delays between each level of the fog-based framework.
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3.5.3 Computational complexity

The computational complexity of the proposed traffic-flow algorithm is low in terms of CPU
time/utilisation to process user’s requests/tasks.

To analyse the computational complexity of the proposed algorithm (Algorithm 1), let
us break the algorithm into fragments. Consider the first fragment having an ‘If” statement
starting from steps 7 to 11. This fragment will always run a constant amount of time of
order 1. Hence, the computational complexity for the first fragment is O;(1). For the ‘If’
statement starting from steps 4 to 15, we consider these steps as the second fragment. Here,
the condition is checked to determine whether all individual micro clouds are operating under
80% of cloud capacity. This second fragment will also have a constant time of order 1, and
thus the computation complexity of the second fragment is O (1).

Assuming ‘For’ loop starting from steps 3 to 16 as the third fragment, the loop will always
run precisely 3 times. Since ‘For’ loop is running for a constant time, the computational
complexity of the third fragment is O3(1). Similarly to the second fragment, the fourth
and fifth fragments, starting from steps 17 to 25 and steps 26 to 32, the computational
complexities are O4(1) and Os(1), respectively.

Therefore, when you have ‘For’ loop and multiple ‘If’ statements from steps 3 to 32,
the equivalent computational complexity can be obtained by multiplying the individual
computational complexities, i.e. O (1 x1x1x1%1) = 0,(1).

However, the outer ‘For’ loop (from steps 2 to 33) consist of the inner ‘For’ loop and two
‘If’ statements. As paths p increase, you can multiply their computational complexities of
‘For’ loop having paths p as O,(P) and equivalent O, (1) to achieve the overall computational
complexity. Hence, the (worst case) overall computational complexity becomes O, (P * 1) =
O,(P) for the complete block of code. Therefore, it is easy to implement in practical

scenarios.

3.6 Performance evaluation

3.6.1 Simulation environment

We evaluate the efficacy of the proposed system using the iFogSim simulator, a Java-based
high-performance open-source toolbox. This simulator is built upon the CloudSim framework,

which is comprehensively used for cloud-based scenarios. We opted to use the iFogSim
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Fig. 3.5 The system simulation model.

simulator since it is feasible and available to carry out our simulation tasks of IoT networks
with more TI requirements.

The simulation results from the proposed system showed steady-state behaviour with a
relative statistical error of < 5% at the 95% confidence level. A relative error of < 5% will
be introduced because of the placements of the fog nodes in the network. Besides, there
might be a chance of not attending to the task when coming to the cloud levels. On the
contrary, a 95% confidence level signifies the reliability of the estimation procedure of traffic
flow in the framework but not to a specific interval. This confidence level represents that
the task coming to the clouds are successfully routed according to the proposed traffic flow
framework. The length of the simulation is set to 60 minutes, where an initial transient period
is concise. Also, no observations are made during the first minute of the transient period and,

therefore, excluded from the final simulation results.

3.6.2 Modelling the network

The simulation model of the proposed system is composed of a multilevel cloud-based
structure along with SDN and Fog Computing competencies. The hierarchy of the proposed
system is shown in Figure 3.5. It comprises one central cloud (core) at the top, followed by
three mini clouds. Each mini cloud has a cluster of three micro clouds, so nine micro clouds
are connected to nine open Vswitches and subsequently to eighteen end-user devices.

We have evaluated the performance of the proposed system and compared it with edge,
cloud, and cellular networks. To simulate the cellular network, we consider a long-term

evolution (LTE) cell tower for communicating between the master and slave sections. To
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simulate the cloud network, we consider a database server, switches, access point (AP), and
a gateway with all cloud computational compatibility such as storage and accessing the data
over the internet. To simulate the edge network, we use a model similar to the cloud network
model with edge computing abilities that extend the cloud computing services to the edges
of the network.

After a comparative analysis, we emphasise that the proposed system outperforms the
edge, cloud, and cellular networks with respect to the selected performance metrics discussed
in the upcoming Section 3.6.4. Table 3.1 lists the simulation parameters used in the system
simulation.

Considering the small working scenario, the simulation parameters of interest are kept at
optimum values to achieve the possible lowest latency and optimise the performance of the
system. For instance, the cloud units are kept less to analyse the preliminary data generated
from the simulation. Also, the computing resources of VMs such as bandwidth, memory and
storage are chosen to meet the requirements of expected workload demands in our simulation
environment. It is noted that for the slower arrival rate, the micro clouds may remain idle and
increase waiting times for the arrival of the incoming task in the system. Thus, the time taken
to complete the task will also increase. So, the optimised value for an arrival rate of 10 Mbps
is chosen. The service rate is chosen on the higher side (3 Mbps for micro cloud and 5 Mbps
for mini cloud) to lessen the completion time of the incoming task since the service rate is
inversely proportional to service time. All the expected processing times are preset for an

open Vswitch and an SDN controller.

3.6.3 Cost considerations

While considering the cost in the FC environment, the services or resources are allocated
to the users, and accordingly, users execute their tasks. In addition, access to services
or resources relies on the active fog nodes and consistently includes the cost of services
or resources. Few works [204, 205] have considered the several approaches for FC costs
which involve both fog nodes (equipment) and execution of the task for resource allocation,
provisioning and scheduling. The cost is determined per equipment or task. It encapsulates
various types of costs, such as communication, processing, cloud-network, and power costs,
which are considered to evaluate the performance of the proposed system. The cost metrics

used in the proposed system are as follows:

1. Communication cost: It is directly dependent on the number of requests coming to the

cloud.
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Table 3.1 Simulation parameters.

Parameters Values
No. of micro cloud units 9
No. of mini cloud units 3
No. of central cloud units 1
No. of users 18
No. of VMs (micro, mini and central) 13
Open Vswitch processing time Sus
SDN controller processing time 0.5 us
Communication latency inside BS 80 us
Micro-cloud unit arrival rate 10 Mbps
Micro-cloud unit service rate 3 Mbps
Mini-cloud unit service rate 5 Mbps
Downstream transmission speed 1.5Mbit/s
Upstream transmission speed 512 Kbit/s
Bandwidth of micro-cloud units 1000 Mbps
Bandwidth of mini-cloud units 2000 Mbps
Bandwidth of central-cloud unit 4000 Mbps
Micro-cloud RAM, Storage 512Mb, 1 Gb
Mini-cloud RAM, Storage 2048 Mb, 2 Gb
Central-cloud RAM, Storage 4096 Mb, 4 Gb
Radio propagation Large-scale propagation
Network area 15Km x 15Km
Simulation time 60 minutes

2. Processing cost: It is dependent upon the total number of desired resources, CPU
utilisation and executed tasks and their failures. This cost is associated with the user’s

demands for either local or virtual processing of the task.

3. Cloud-Network Cost: This cost is involved when there is communication between
cloud (fog) units. Here, the task is directed/forwarded to another cloud to execute a

particular task and its respective delay.

4. Power Cost: This cost is related to the energy consumption of all fog nodes present in

the FC environment while executing the tasks.

3.6.4 Results and discussion

To evaluate the performance of the proposed system, we consider the following performance

metrics as they are appropriate in our system performance study: throughput (communication
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Fig. 3.6 Throughput versus number of requests.

cost), round-trip time (cloud-network cost), jitter (cloud-network cost), bandwidth utilisation
(processing cost), energy consumption (power cost), cloud capacity (processing cost), and
reliability (processing cost).

Throughput Performance: Throughput signifies how many packets arrive at the destina-
tion or how much data has been successfully transferred from source to destination. Figure
3.6 depicts the outcome of throughput performance with increasing number of requests.
When the number of requests is set to 200, the throughput is approximately 22 Mbps for
all networks. For a number of requests Ng = 380, the throughput of the proposed system,
edge, cloud, and cellular networks are 180 Mbps, 165 Mbps, 160 Mbps, and 155 Mbps, re-
spectively. We observe that the throughput of the proposed system is about 8%, 11%, and
14% higher than the edge, cloud, and cellular networks, respectively.

RTT Performance:RTT is the time required by the packets to travel from source to
destination and its acknowledgement back from destination to source. In Figure 3.7, we plot
the number of user equipment against RTT. As a number of equipment (Vg) is incremented
from 3 to 18, the RTT for the proposed system started with 9 ms and ended with 25 ms,
respectively. We observe that the proposed system offers 11%, 41%, and 43% lower RTT
than the edge, cloud, and cellular networks, respectively.

Jitter Performance: Jitter is referred to as the variance in packet delay. In Figure 3.8, the
jitter in ms is plotted against the number of user equipment (Ng). The jitter for the proposed
system started from 0.04 ms for 3 pieces of equipment and reached 0.49 ms for 18 pieces of
equipment. As Nf is varied, it is observed that the proposed system has approximately 11%,

43%, and 47% lesser jitter than the edge, cloud, and cellular networks, respectively.
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Bandwidth Utilisation: It is defined as the total amount of bandwidth actually used to
maximise the rate of data transmission in the system at a specific time. Here we have varied
Ng from 10 to 70 and have analysed the bandwidth utilised for the networks as depicted in
Figure 3.9. We have compared the utilised bandwidth with an increasing Ng. We observe that
the proposed system has used around 6 Kbps for 10 requests and utilised up to 25.2 Kbps
for 70 requests. The proposed system has utilised lesser bandwidth than the edge, cloud,
and cellular networks, with around 39%, 62%, and 71%, respectively. We observe that the
proposed system used less bandwidth than the other three existing networks.

Energy Consumption: It is the amount of energy used in the network. Figure 3.10

compares the energy consumption of the proposed system, edge, cloud, and cellular networks.
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We observe that the proposed system consumed less energy than the other three existing
networks. Initially, the energy consumption is almost the same as 500 joules for 10 requests.
However, when Ny, 1s increased from 10 to 70, the proposed system consumed approximately
32%, 59%, and 51% lesser energy than the existing edge, cloud, and cellular networks,
respectively.

Cloud Capacity: It measures and concerns how much workload the network can hold
and process. The measurement of cloud capacity is needed to make excellent utilisation of
cloud space in the network. It is calculated by evaluating how much percentage of particular
cloud-capable networks are operating. In Figure 3.11, we plot cloud capacity (in %) against

the number of user equipment. One can observe that the proposed system used less cloud
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capacity than the existing edge and cloud networks. For instance, for Ng = 18 user requests,
the proposed system used about 11.4% and 15% less cloud capacity than edge and cloud
networks, respectively.

Reliability Performance: Reliability refers to the accessibility of a specific level of
communication service. It is measured by the frequency of failure, i.e. the time it takes to
recover from failure, which refers to the network’s robustness. The factors can help measure
the reliability of a network such as downtime, which means the required time to recover;
catastrophe effects like fire and earthquake; and failure frequency when it fails to work the

way it is expected.
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Mathematically, if R and F denote the overall probability of reliability and failure in

micro, mini and central clouds, then R with respect to time (t) is given by,
R=1-F =¢4) (3.10)

where, A = overall failure rate in the system.

Figure 3.12 compares the reliability (in %) of the proposed system, edge, cloud, and
cellular networks. We observe that the reliability of the proposed system, edge, cloud, and
cellular networks are 98%, 84.5%, 84%, and 77%, respectively.

3.6.5 Model validation

iFogSim enables the modelling and simulation of FC to evaluate and define infrastructure,
resource management and scheduling policies across fog, edge and cloud resources under
different computing environment scenarios. In spite of the fact that iFogSim is one of the
extraordinary simulation toolboxes, it might deliver irrational outcomes if the simulation
parameters are inaccurately specified. To guarantee the smooth running of the system
simulation model, the simulation log files were verified to confirm that there were no errors.
Also, to ensure the proper working of the proposed system, the simulation results were
compared with similar related works [206, 207].

In [206], H. Gupta et al. have proposed a simulator called iFogSim to model and
simulate resource management techniques in IoT, edge and FC environments. Here, they
have demonstrated two case studies of an [oT environment and the effectiveness of the
iFogSim simulator. Furthermore, they have evaluated the first case study on “A Latency
Sensitive Online Game” and the second case study on “Intelligent Surveillance through
Distributed Camera Networks”. Moreover, the scalability of the simulation is also verified.
In [207], R. Mahmud et al. have discussed several fog environment scenarios that can be
simulated through iFogSim. Subsequently, the critical features of iFogSim are highlighted
by facilitating the instructions to install and simulate the Fog environment. They have
demonstrated “loT-enabled Smart Healthcare” as a case study using iFogSim.

We have set the system parameters correctly while modelling the multilevel cloud-based
structure. Our results demonstrate that iFogSim is a potential open-source simulator that can

carry out end-to-end modelling and simulation in the context of 10T (TI) and FC.



3.7 Summary 97

3.7 Summary

In this manuscript, we have proposed a fog-based traffic flow framework employing SDN
and FC approaches to realise TI. Furthermore, an efficient traffic flow algorithm has been
developed to reduce extra processing and waiting times at each level of the cloud-based
structure in the system. Finally, the proposed system is implemented in an iFogSim simu-
lator (a Java-based high-performance open-source modelling toolbox). Also, the impacts
of increasing the number of user equipment and the number of flow requests on system
performance are analysed. The results obtained from the simulation have demonstrated
that the proposed system offers up to 14% higher throughput, 43% lower RTT, 47% lower
packet jitter, and 51% lower energy efficiency than the cellular networks. The proposed
system also consumes about 71% less bandwidth to run haptic applications. Based on the
reliability study, we found that the proposed system is about 21% more reliable than the
existing cellular networks. These research results deliver a clear vision in realising TI that
can support network researchers to impart further towards building up the next-generation
(xG) Internet. Incorporating network function virtualisation and multiple access techniques

in the proposed system is recommended for future research work.



Chapter 4

TINetS3: SDN-driven Network Slicing en-
abling Scenario-based Applications in Tac-
tile Internet (Manuscript 3)

4.1 Manuscript 3 prelude

Network slicing (NS), a key enabler, plays a crucial role in implementing tactile Internet
(TT). This TI promises scalable, customisable, isolated, and logical end-to-end networks (i.e.,
network slices) by offering dedicated and tailored networking solutions on demand to meet
the customer’s need. Research in NS for TI is essential to realise haptic communications to
achieve ultra-low latency, high throughput, and high reliability for real-time immersive and
interactive environments in fifth-generation (5G) and beyond 5G (B5G).

Manuscript 3, entitled “TINetS3: SDN-driven Network Slicing enabling Scenario-based
Applications in Tactile Internet'” [208], proposes a novel network slicing mechanism based
on TI communication infrastructure for three different scenarios (TINetS3) leveraging
software-defined networking (SDN) with Open vSwitch (OVS) to resolve the issue of provi-
sioning and controlling the network slices on demand. This communication infrastructure
is sliced under various traffic/application loads using pre-designed slice configurations. We
develop algorithms for three scenarios, i.e., topology slicing, service slicing, and emergency
slicing, to have a tailored slice for the physical infrastructure according to the network
requirements.

Moreover, we validate the system performance by measuring the key performance
indicators (KPIs), such as throughput and round-trip time (RTT), to optimise the network
resources by network emulator. These KPIs show the expected experimental results aligned
with the preset allocated spectrum for slices and RTT constraint values in various scenarios.

The simulation results show the efficacy of our NS algorithms in designing tailored and

V. Fanibhare, N. L. Sarkar, and A. Al-Anbuky, “TINetS3: SDN-driven network slicing enabling scenario-
based applications in tactile Internet,” IEEE Transactions on Network and Service Management, vol. 21, no. 4,
pp- 4639-4654, 2024.
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customised slices as per the network-required KPIs. Finally, we validate our algorithms by
comparing them with state-of-the-art algorithms.

Furthermore, this manuscript focuses on implementing NS under the TI communication
infrastructure to improve the network KPIs with proposed slicing algorithms. SDN with OVS
is also incorporated to manage the network slicing behaviour. Specifically, this manuscript
addresses the second research question: “RQ 2. What strategies can be employed to improve

the RTT of tactile Internet incorporating SDN and NS approaches?”.

4.2 Introduction

The concept of the tactile Internet (TI) has revolutionised the way we see how human
operators and remotely present robots can be connected and carry operational information
over the Internet. The area of real-time applications has served a new level of immersive
experience due to an emerging concept of TI [22]. The recent advancements in haptic
and kinematic sensors and actuators [19], along with artificial intelligence (Al) in TI, have
risen beyond the traditional audio and visual feedback [209][210]. Particularly, TI can be
defined as a new communication framework that allows remote access, perception, reception,
analysis, manipulation, control, sense and/or touch the real and virtual bodies with or without
audio and visual content over a significant distance [1].

The progression of TI started with mobile Internet and moved through the massive
Internet of Things (I0T), which has stringent requirements such as ultra-responsiveness,
ultra-reliability, ultra-low latency, and ultra-high availability [192]. To achieve such stringent
criteria, the fifth-generation (5G) communication framework that offers better speed (up to
x20), latency (with a target of 1 ms or less), capacity and bandwidth support of connected
devices, and engineered to support a diverse range of applications such as augmented reality
(AR)/virtual reality (VR), autonomous vehicles and factory automation, when compared to
fourth generation (4G) communication framework [211]. Hence, the TI stringent require-
ments are fulfilled by 5G, which were challenging to meet the need for high data speeds and
ultra-low latency communications for real-time applications. Once these requirements are
met, umpteen practical implications can be explored and accomplished through 5G and B5G.
[212].

In addition, TI technologies such as software-defined networking (SDN), network func-
tion virtualisation (NFV), network coding (NC), mobile edge computing (MEC), network
slicing (NS), etc., aim to facilitate a digital closed-loop communication between human-

to-human (H2H) or human-to-machine (H2M) real-time communication, providing new
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Fig. 4.1 lustrating designed and dedicated E2E network slices.

avenues for haptic (multisensory) with VR and AR experiences. Therefore, AR, VR and
mixed reality solutions can bring a plethora of practical use cases and their implications, such
as e-health (tele-medicine, tele-surgery, tele-diagnosis and tele-rehabilitation), platooning of
vehicles, smart homes, Industry 4.0 and many other use-cases. Thus, TI will form a new era
of possibilities and opportunities for such use cases.

As in 5G networks, the 3"¢ Generation Partnership Project (3GPP) Release 15 [211]
formally mentions NS with logical and end-to-end (E2E) networks. In particular, NS is made
possible through the incorporation of key enablers such as SDN, cloud computing (CC),
and edge computing (EC) [213]. Moreover, according to [214], the predicted market size of
NS globally is expected to grow from $759.0 million in 2023 to $13,662.9 million by the
year 2030, showcasing a compound annual growth rate (CAGR) of $51.1% over the forecast
period.

NS is introduced to meet and deliver the stringent and distinctive traffic demands related
to 5G generic services such as enhanced mobile broadband (eMBB), massive machine-type

communications (mMMTC) and ultra-reliable low latency communication (URLLC) [19].
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These traffic demands include customisable bandwidth, round-trip time (RTT), throughput,
and high availability or reliability for specific services. This is achieved by creating multiple
logical and virtualised networks that are built on the shared physical infrastructure. Each
logical network (slice) is designed and tailored to dynamically serve a set of users, networks,
applications, and services by network managers. Because of the aforementioned technologies,
a single and shared physical infrastructure can facilitate several services according to the
user’s demand. Figure 4.1 depicts the designed and dedicated E2E network slices tailored to
meet the stringent requirements of the services or applications. In this figure, for instance,
URLLC-based use cases require high reliability and extremely low latency, whereas mMTC-
based use cases can support up to 1 million devices per square kilometre and require low
energy and bandwidth. However, eMBB-driven use cases focus on speed, capacity and
mobility and thus require high bandwidth. Consequently, a slice can be designed and tailored
to the network service that demands and enhances quality of service (QoS) and quality
of experience (QoE), having low latency and high availability, and another slice having
high throughput with efficient bandwidth consumption. Furthermore, it helps the network
manager to efficiently reduce capital expenditure (CAPEX) and operational expenditure
(OPEX), enhancing the efficacy of the delivery of network services.

On the other hand, SDN centralised architecture simplifies and intelligently manages the
traffic flow of the extensive networks by decoupling the data (forwarding) plane and control
plane (where the SDN controller resides). Thus, SDN provides several advantages, such as
increased control over the network with great speed and agility, deeper and centralised net-
work management, customisable network infrastructure, and programmatical configuration.
As the demand for agility, flexibility and customisable services rose, network architecture
started incorporating SDN technologies. SDN creates umpteen opportunities to meet the
deployment requirements in 5G and beyond, where it was not possible and achievable in
4G. The market for SDN is estimated to achieve approximately USD 73M by 2027, with an
expected CAGR of 28.2% between 2020 and 2027 [215].

4.2.1 Research challenges

The aforementioned use cases in T1 are predominantly latency-dependent. One of the research
challenges is to attain the latency required to realise tactile and haptic communication, which
must have an RTT of around 1 ms [216]. The RTT varies depending on the use cases but is
mostly latency-aware/sensitive. Furthermore, to realise the full potential of TI, the challenges

also lie in creating and designing effective and dynamic E2E network slices, allocating and
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managing the resources, ensuring and guaranteeing required QoS, and isolating created
network slices. The exponentially ever-increasing devices and the demand for multimedia
services have led to the scarcity of radio resources and difficulty in their allocation.
Moreover, the scalability of network slices created will pose a challenge due to the
increasing number of TT applications. Thus, more network slices will be needed in a given
service area to offer critical services with TI’s stringent requirements. So, the network
slice controller should mitigate the difficulties related to managing and orchestrating created
network slices. Creating and designing a customised and completely new network slice
each time is tedious. However, the recursive network slices concept can be used where
a new network slice is created using an existing slice in a hierarchical manner. In other
words, sub-slices within a network slice can be implemented. Nevertheless, its practical
implementation can be highly complex and challenging. Implementing multi-tenant network
slicing can also be challenging as the resources will be shared from one network slice to
another. However, dynamic resource sharing can solve this issue. While resource sharing
brings advantages to infrastructure providers, it brings additional challenges, such as slice

isolation, which hinders QoSs.

4.2.2 Research contributions

Although the previous studies based on 5G are well-defined with their vision and objectives,
some underlying unexplored solutions based on SDN and NS would potentially need to enable
effective haptic communication in T1. The research is still developing, as previous studies
did not explicitly focus on specific types of slices, such as topology, service, and emergency
slicings. Hence, novel slicing approaches must be proposed for the TI communication
framework to design and optimise a dedicated slice to meet the stringent and diverse demands
of applications or services. The contributions of this manuscript are briefly summarised

below.

1. We propose novel network slicing mechanisms (topology, service and emergency

slicings) based on TI communication infrastructure by employing SDN with OVS.

2. We develop an efficient topology slicing technique that focuses on the division of the

proposed infrastructure’s physical topology in TI communication infrastructure.

3. We design an efficient service slicing technique that focuses on designing, tailoring
or customising slices to facilitate distinct services and meet the specific demands of

customers.
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4. We design an automated/dynamic emergency slicing method to support critical and
immediate communication requirements during disaster or emergency scenarios and
effectively prioritise the network resources and services without intervention. To this
end, we evaluate the network’s KPIs to exhibit the efficacy of our developed algorithms

and draw meaningful insights for TI communication infrastructure.

4.2.3 Structure of the manuscript

The rest of the manuscript is structured as follows. Section 4.3 reviews the existing work
on deploying network slices with SDN. Section 4.4 describes the proposed system of TI
communication infrastructure. This section also proposes algorithms for deploying NS
in three different scenarios. Section 4.5 presents simulation results. Finally, Section 4.6

provides a brief conclusion with future directions.

4.3 Motivation and related work

4.3.1 Motivation

One of the motivations to conduct research on NS is the need to create an efficient, dynamic,
adaptable, flexible and optimised slice(s) to cater for the tailored network requirements.
Moreover, the slice(s) can support a broad spectrum of distinguished services and applications
over 5G infrastructure in an ever-increasing connected and data-driven world, specifically
enhanced mobile broadband (eMBB), IoT and low to very low latency required services and
applications. It seemingly addresses the difficulties or issues related to enhancing QoS and
managing network resources. Thus, this opens the opportunity to increase the client base and

facilitate tailored network services and applications.

4.3.2 Related work

Several research studies have been carried out and focussed on achieving an efficient, dynamic
and optimal slice(s) and supporting a diverse range of application and service requirements
in 5G networks.

With regards to 5G NS incorporating network softwarisation technologies such as SDN,
Network Function Virtualisation (NFV), cloud computing (CC) / Edge computing (EC) / Fog
Computing (FC), commercial off-the-shelf (COTS) hypervisors, and so on, the authors in
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[217] provide a comprehensive survey and recent solutions. Furthermore, this survey dis-
cusses several industrial initiatives and projects adopting network softwarisation technologies
to speed up the growth of 5G NS. This research compares several SG architectural strategies
concerning real-world implementation, technology integration and deployment strategies.

Moreover, Botex et al. [218] present an innovative approach for NS in 5G backhaul
networks, explicitly focusing on low and very low latency communications between user
equipment (UE). The authors have worked on a heuristic algorithm that outperforms Dijkstra’s
algorithm concerning network QoS and real-time network congestion management. Also, the
SDN is incorporated in their algorithm with the Ryu controller to perform the computation
and calculate the path delay incurred. Wijethilaka and Liyanage [219] provide another
survey on NS to realise IoT applications in 5G. In addition, the emerging techniques, such as
artificial intelligence (Al) and blockchain along with SDN, NFV and CC, are discussed to
explore the possible answers to implement NS and integrate [oT applications in 5G and B5G.

In [220], the article presents the simplistic survey of 5G network slicing to a first-time
reader of their interest, reviews the existing state of the art, discusses the NS architectural
components and challenges, and allows identifying the umpteen open research questions.
On the other hand, Li et al. [221] talk about the challenges and opportunities of NS for
5G. Moreover, the aforementioned emerging technologies will enable service-oriented 5G
network infrastructure.

Another research conducted in [222] provides a comprehensive overview and analysis of
NS with the necessity of slicing automation and management and orchestration (MANO)
architectural components in 5G. Also, it addresses commercial NS, focusing on several
recent industrial projects related to Al and machine learning (ML), leading to open research
problems and possible solutions to guide network researchers.

Considering NS implementation, the authors in [223] incorporated blockchain technology
into B5G to efficiently monitor, share and utilise the resources in a controlled manner. They
have proposed a Blockchain-Enabled Network Slicing Model (BENS) incorporated into NS
architecture to handle the spectrum resource allocation. This model delivers better energy-
efficient performance and transmission success rate when compared with other decentralised
and centralised learning approaches. Moreover, this article introduces dynamic spectrum
sharing and discusses the 5G-CORE architecture and collaborative learning-based algorithms.

In [224], the MANO framework is presented for automating 5G E2E NS along with
the integration of core network (CN) and transport network (TN) slices. This framework
includes the 3GPP NS management, 5G core NS mechanisms, novel bandwidth management

techniques, and recent work on cloud-native technologies. Moreover, it showcases the
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effectiveness of the proposed framework by evaluating the resource overhead and service
throughput under bandwidth policies. Another solution in [225], an open-source 5G NS
architecture, was developed and deployed automatically. The authors utilised the OpenStack,
free5SGC, UERANSIM and Tacker modules to execute various functions such as virtualisation,
managing the 5G core network, simulating gNB (base station) and user equipment (UE), and
deploying slicing environment. Hence, this proposed architecture created automatic NS with
dedicated functions, the registration of dedicated slices into 5G, and the connection of UE
with the corresponding slice. Thus, the experiment’s outcomes depict the viability of the
proposed architecture and guarantee the QoS for each slice.

Considering the 5G mobile backhaul networks for the URLLC module, Hefele and Costa-
Requena [226] introduce and achieve the NS based on SDN for URLLC communication.
The authors outline the design of the modules and algorithms that execute NS competencies
and illustrate their practical application in an emulated mobile backhaul environment. On
the contrary, in [227], monitoring the NS KPIs is demonstrated in a 5G testbed. The authors
have explained and deployed an operational 5G testbed by utilising the amalgamation of
open-source frameworks and tools to configure several programmable network slices based
on the network requirements. They have also considered the cloud-gaming application to
depict the viability of monitoring and visualising the NS KPIs. In [228], the authors have
focused on and proposed an effective way of reducing service-based dedicated provisioning
time for an E2E NS framework in physical and virtual environments. They have developed an
intricate NS provisioning framework by applying Dijkstra’s and A* strategies, and the results
depict a linear scaling and reduction in provisioning time concerning nodes and slice-request
volumes.

To enable different vehicle applications, the authors in [229] have presented a common
framework for assigning resource slicing and associating vehicles in drone-supported vehicle
networks. This framework facilitates spectrum partitioning among heterogeneous base
stations (BSs) and implements the slicing for better spectrum utilisation. The simulation
results show that the proposed framework and its algorithm incur better throughput than
existing ones.

Taking Al into account, Al-native network slicing architecture for the sixth generation
(6G) network is presented in [230] to support emerging Al services. This architecture helps
to foster a synergy between Al and network slicing, thus envisioning to improve intelligent
network management, referred to as Al for slicing.

Furthermore, AlQahtani [231] proposes an adaptive slice allocation approach for a 5G

cloud-based radio access network (C-RAN) to dynamically allocate resources according to
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the evolving network environment, manage traffic delay tolerances to meet QoS requirements,
and optimise network resources efficiently. It integrates slice admission control and dynamic
resource allocation to meet QoS requirements and optimise the network resource efficiently.
The authors in [232] work on creating network slices in a 5G virtualised core by optimising
the virtual network functions (VNFs) sharing to reduce costs using the Integer Linear
Programming model and propose a Heuristic Backtracking Algorithm for NS to address
scalability issues and predict UE requests using a deep learning model to meet dynamic
service level agreement (SLA) requirements for a user. Moreover, they propose a Heuristic
Backtracking Algorithm for NS to address scalability issues and a deep learning model to
predict user equipment requests to meet dynamic service level agreement (SLA) requirements
for a user.

In addition, a model and algorithm are proposed in [233] on dynamic selection slicing-
based offloading for vehicular tasks to mitigate network congestion and time delay using the
Markov decision process and deep reinforcement learning and integrate network slices within
the edge server. It adopts a directed acyclic representation for vehicular task dependencies
and integrates network slices within the edge server. Along similar lines, Dangi and Lalwani
[234] adopt ML models to optimise and accurately predict the optimal 5G network slices by
gathering distinct datasets and applying feature selection algorithms.

A summarised related work with authors’ key findings or contributions is tabulated in
Table 4.1, where they have focussed on implementing and deploying NS employing SDN,
NFV, cloud computing (CC)/mobile edge computing (MEC)/fog computing (FC), machine
learning (ML)/artificial intelligence (Al) and their proposed algorithms to achieve efficient

slicing.



107

4.3 Motivation and related work

"SWYILIOF[B UONIJAS

€c0¢
arnjeo) 3utA[dde pue sjasejep j1ounsip 3unyies AQ SAIIS JI0MIU DG ‘

N a X X X A [v€2]
rewndo ayy 101pard A[91eIndoe pue asrundo 0) sopow SuruIed AUIYIRIA
"TOAJAS 93P Y} UIYIIM SIII[S JIOMIU SIJeIZAUI pue Jul

-UIed] JUAWAdIOJuIaI doop pue ss3001d UOISTOOP AONIRA AU} Sulsn Ae[op £20¢

QW) puE UONISATUOD JI0MIAU JeINIUWI 0) SYSB] JB[NOIYIA J0J SUIPLOPJO N N v X VA N ‘[ege]
Paseq-3UIdI[S UONIJ[AS JTWRUAP U0 wuog[e pue [opowr pasodoid vy
"A[IUAIOYJS 90In0SaI yJomidu Ay dstundo pue sjuowaannbar §of) j1eow 03

SQOURID[O] AB[Op Oyjen) AU) 9SeUBW PUE JUSWUOIIAUD JIOMIIU SUTAJOAD £€20¢

9y} 0] SUIPIOIIB SAOINOSAI AY) ABIO[[€ A[[EITWRUAP 01 (NVY-D) YIomiau N X s N s s ‘l1eed
§SQ00® OIpel Paseq-pnod H¢ 1oj yoreoidde uoneoo[re 201]s aandepe uy

"(sSg) suonels aseq snoaua3oralay Suowe Suruonnred €702

wnodds Suneoey Aq SYI0MIAU I[OIYA pajioddns-ouolp ur S[OIYA y v % y % y ‘l67z]
3uneroosse pue SuIdI[S 92IN0SAI SUIUSISSE JOJ JIOMIUWRI] UOWWOD Y
WL

-o3e s, ensyliq swojradino jeyy wiypuoge onsunay pasodoid e ym €20

(A) uawdinba 1asn usamIaq suoneIIUNWUWOD AJUAR] MO[ U0 SUISNI0J N X X X s s ‘[812]
Aprordxa ‘syromiau [neyyoeq HG ur SN Joj yoeoidde saneaouur uy

o4
ur IV
1051V | /TIN \WOWWZ AAN | NdS | SN
suonNqQLI)u0d/SFUIpUYy A3y NUIIY

PISSNISIP/PIA[OAUL SAIFo[oUYII],

SI0M PIJe[RI JO ArewIwung [ 9[qelL




108

4.3 Motivation and related work

*ased-asn e se uonedrdde Surwes-pnojo sure[dxd pue paqisd) HS [euoln (44114

-e1ado ue sAo[dop ‘paqisal HS & Ul FULIOJTUOW SIS SN SIeIISUOWA( x X X N X N ‘[Leed

romawresy pasodoid ay3 JO SSAUAATIIIIYQ ) 7202

Surseomoys pue sa21[s (N.L) JIomiau odsuen; pue (ND) JI0MIAU 10D JO y y y y y A ‘Ivzz]
uoneI3auI Ay} M Suofe SN zd DS Sunewioine J0J JIomawely ONVIN
"SWYILIOS [ PIseq-SuruIed] 9ANBIOJR[[0d pue AIn)

-09)YOIe TYOD-DHS SASSNISIP pue JuLIeys wWnioads dSTweuAp saonponur (44114

‘UONBIO[[B 92IN0SAI WNNOAds a[puey 03 9IM)0AIYdIL SN Ol pajerod N N X N VA s ‘[ece]
-100Ul (SNHAE) [PPOIA SUIDI[S JI0Mm)aN po[qeur-ureyoyoorq e sesodoid
TV PUe TIA 03 pPaje[al SUWLIOJ [eLnsSnpul pue saAnda[qo 309foad

JUQDAI [BIJAIS SASSNISIP pue ‘D¢ ul Juauodwod [ernjoangdre (ONVIN) (44\14

UONBIJSAYIIO PUB JUSWISEUBW pUB UOHBWOINE SUIDI[S JO AJISSAOU ®B X N X X X N ‘[ceed
YIMm SN Y3 JO SISA[BUR PUB MIIAIIAO [BIDIOWIWIOD PUe JAISUAYaIdwod y
“19SN & JOJ sjuawalnbar y 1S orwreuAp 100w 03 [opowr 3urured] dosp

& 3ursn sysanbax sgN 101pa1d pue sonsst AJ[Iqe[edS SSAIppe 0 SN J0J €702

wyog[e sunjoenyoey ousLUNay e sesodoid ‘[opowr Jurwwei3ord Je9 ‘

I ! ST - M M X X X N [zeT]
-ur 19393uy oy 3uIsn s3s0d 9onpal 03 SuLreys (SHNA) suondunj JIomjou
renaia 9y) Surstundo £q 2109 pasI[eniIiA HG Ul AOI[S JI0M)AU $JBAL))

o4
ur IV
108V | /TIN \WOWWZ AAN | NdS | SN
suonNqQLI)u0d/SFUIpUYy A3y NUIIY

PISSNISIP/PIA[OAUL SAIFo[oUYII],

‘pruo) 'y 9lqBL




109

4.3 Motivation and related work

“JUSWUOIIAUD

Surorys Surkordop pue ‘g pue (uonels aseq) NS SunenuIs “YIomlou 1202

9100 H¢ JureuewW ‘UONBSI[BNIIA SB YONS SUONOUNJ SNOLIBA 9)INIIX y y y y y y ‘Iezz]
0) SA[NPOW I9YJE], pue WISNVIAN ‘DD driguadQ Suisinn
IMOAIYIIE SN HS 201n0s-uado ue sAofdaop Aqeonewoine pue sdofoad(
"DSd pue DS U ) pue ‘AN ‘NAS “UrYNI0[q TV

se yons ‘sanbruyo9) SurSIows uo uoIssNOSIp € YIm s1amsue dqissod pue 120T

PAAJOSaI 9q UBD Jey) SOSU[[RYD [BI1UY9) Surpuodsariod yiim suonedrd X A A A A N ‘l612]
-de 01 as11ea1 01 SN JO UONNQLIIUOD AY) JO SISA[eUR dAISUYAIdWOD
‘SN PUE [V Uoam)aq

A319UAS ® 19150J d[oy pue s201A19s [y Sursiowd jroddns 03 yromjou ‘ cehe

X A X A A N logz]
(D9) uoneIauad YIXIS Y} J0J AINJOANIYIIE JUIDI[S YI0MIAU ATIRU-[Y
‘S9139)R)S 4V pue

s ensyiq Suifjdde Aq st yr0mawresy Suruorsiaoid N 2eornur ue dojoAdp (44114

0) pue SJUSWIUOIIAUD [eNMIA pue [ed1sAyd ur yiomourely SN gz ue 10J X X X A A N ‘[8cc]
owin) SuruoIsIaoid pajedIpap Paseq-adIAIdS ONPAT 0] AeM QATIOIYO UY

o4
. aﬁ-%-ﬂ_\ \%Ma \WO”YMZ AAN | NdS | SN
suonNqQLIJU0d/SIUIpUY A3y UIIRJIY

PISSNISIP/PIA[OAUL SAIFO[oUYII],

‘pruo) [y 9lqeL




110

4.3 Motivation and related work

"SAO YIm NS Surkofdwa £q 21njonnseijur uon
-BOIUNWIWOD [ ], UO PIseq ‘SUIDI[S Aoua3Iouwa pue ‘901AIas ‘A3o01odoy o1

M X M X M M | yaom mQ
‘SOLIBUQDS JUAIQJJIP 991 J0J SWISTUBYIIUW SUIDI[S JI0MIU [9A0U Sasodoid

“QIMIONISBIJUL JI0MIAU DG /102

POIUALIO-ITAIIS JOJ JO[QRUD UB PUB (SBEN) 9JIAIIS B SB JIOMION © Se y y y y y A ‘I1zz]
SOAJAS YOIYM ‘D)S 10 SN JO senrunizoddo pue sa3ud[[eyd ay3 Inoqe sy[e],
‘suonsanb yoreasar uado uaoydwn

o) SUTAJNIUAPT SMO[[E Pue ‘Sa3U[eyYd pue sjuauodwod [eINdAIYdIIe SN L10T

AU} SISSNISIP “}IE Y} JO 18IS SUIISIXD Y} SMAIAI }SAIUI JIAY} JO JOPBAI X X X Va N V ‘loced
QuIn}-1SIy 9y} 0} JUIDI[S JI0MIAU DG JO AdAIns dnsiidurs ay) sjuasaAlg
's100l01d pue soAnEnIUI [RLSNPUI [BIOAJS UO UOISSNISIP YIIMm

‘uo 0s pue ‘s10SIAIAAY (SLOD) JRYS-9yI-}JO [erdIowwod ‘O4/DA/DD 020¢

‘AAN ‘NdS Se yons sa130[ouyod) uonesLemljos spomiu Junerodioour Vs X A A A A ‘[L12]
SN DG 01 SpPIe3aI IIM SUONN[OS JUIDAI PUB AJAINS IAISUYRIdWOD

"$Q1oud}adwod N AINOAXA 1By} SWYILIOF[E PuB SO[Npow 0202

9} JO uIISAP AY) SUIUIINO AQ SYIOMIAU [NBYNIRQ J[IqOW HG UT UOIIBD y y y y y y ‘l97z]
-Tunwwod DTN 10F NS UO paseq SN U3 SIAIYIE pue sa0nNponuf

o4
ur | Iv
108V | /TIN \WOMMZ AAN | NdS | SN
SuonNQLIJU0I/SFUIpUY LY NUIIY

PISSNISIP/PIA[OAUL SAIFo[oUYII],

PHIOD T J1qRL




4.4 Description of the proposed system 111

SDN

Controller Host Q g Host
e 2 A

\ N ~ ~ R~
RN \\ NN \\\\\ ovs \\\ / ovs
vy \\:\\ SN~ -~/ Edge
! \\ g NN TS0 X ..
\\ \ N\ DR ~ \\\ S~a
Host \\ N SN Nl ~~
\ \ N ~ S o ~<
\ \, N SO ~¥ >~ S~ Host
N -~

i'\\‘e\ N \\\ ~ Ny g

Hos\ \ N N - <«

=~ Host

- / ovs
-

e

er

Central Server :\\‘\\\ ~<
(core) ~o_
S -—
« o~ < ﬂag
ovs \\ / ~
\ N ovs\ JHost

\ AN = -
N[ S

=W
Host

Host Host

Fig. 4.2 Proposed TI communication infrastructure.

4.4 Description of the proposed system

To propose a TI communication infrastructure that meets the requirements of the services
or applications existing on a shared physical network, it is crucial to design and deploy the
services according to the customers’ needs. By incorporating NS and SDN, the proposed
infrastructure provides the following benefits.

* Flexible network management as the slices can be provisioned, E2E customised and

deleted on demand.

* Slice isolation guarantees the service level agreements (SLAs) to enhance KPIs; thus,

the performance of one slice does not impact the other.

* Optimised consumption of network resources by minimising the wastage of resources

and maximising the network capacity.

* Network elasticity automatically permits scaling up or down to use network resources

effectively.



4.4 Description of the proposed system 112

SDN Host Host )
Controller g g Host Slice 3','

SDN| ===-= ps‘ f Q Host ;
HEETE A =
RSN K
RSN - / K
LAY o

Central Server
(core)

I V-
= 1

Fig. 4.3 Illustrating topology slicing scenario with three slices.

* Programmability, as the network traffic behaviour can be altered through an SDN

controller, network manageability and congestion reduction.

Depending on the need for customised network services, the proposed TI communication

(Figure 4.2) is envisioned in the following three scenarios.

4.4.1 Topology slicing

Topology slicing refers to the logical division of infrastructure’s physical topology into slices
individually having their own distinctive network structure, as depicted in Figure 4.3, to
support a wide range of use cases. In simpler words, network slicing (NS) is achieved based
on slicing the physical topology. This type of slicing is especially important in scenarios

where various services or applications coexist on the same physical infrastructure or network

but have dedicated strict networking needs.
Moreover, this slicing offers the following advantages.
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Algorithm 2: Proposed topology slicing algorithm

Input: d: datapath, i: incoming port, ovs_id: OVS ID number.
Output: Efficient topology slicing of the TI communication infrastructure.

import SDN controller, OpenFlow (OF) protocol and traf fic libraries.
class Topologyslicing
def ropo_slicing[ovs_id|[i]
def ovs_characteristics
Find and add the missing flow_entries in the OV S.
def packetOut_ovs(payload, d, i):
sent_data =0
if the payload has no buf fer then
‘ sent_data < payload
end
PacketOut < d, sent_data, i
ovs < Packet Out
def packetln_ovs (payload, d, i):
extract payload, d, i, ovs_id
flovs_id,i) = topo_sclicing[ovs_id|[i]
add flow_entries to OVS directing all future
incoming packets with the same i
packet Out_ovs

o 0 NN N Ut R W N =

L <
N QA R W N =S

o
=)

* Customisable and unique network topology where the network managers can fragment
and create network segments with distinct arrangements concerning network devices,

such as routers, switches, interface links, and other devices.

* The network slices created through topology slicing can have their own dedicated

resources, including the physical infrastructure and network KPIs.

Considering Figure 4.3, three topology slices are created where the physical infrastructure
is virtually segmented to meet the specific demands of the different services or applications.
The three distinct network slices can serve or handle different network traffic or services, such
as data, voice and video traffic. The individual traffic has its unique network requirements.
Hence, each slice with three different traffic running into it will lead to a customised virtual
network environment. Subsequently, the efficient allocation of network resources and the
optimised performance and management of each traffic will be achieved. Moreover, the
SDN controller is used to code the programmable and flexible virtual switches, called open
virtual switches (OV Ss), to manage traffic. Furthermore, the working of topology slicing is
explained and proposed in Algorithm 2.
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Fig. 4.4 Illustrating service slicing scenario with three slices.

topo_slicing[ovs_id|[i] is a dictionary that is defined to slice the physical topology accord-
ing to the three different traffic, i.e., traf fic_1, traf fic_2 and traf fic_3. This dictionary
maps i and directs to the o (outgoing port) with the identified ovs_id. The ovs_characteristics
represent the OVS connection to the controller, set the OF protocol and extract the informa-
tion such as d, PacketIn, Packet Out, FlowMod, priority and actions. The packet Out_ovs is
used to send the messages to OVS. Finally, the packetIn_ovs is used when the controller
gets a payload from an OVS. The function f(ovs_id, i) determines the output to o based on i
and ovs_id. Overall, the controller is designed to configure OVS to direct the inbound traffic

based on the slicing rules created in f(ovs_id,i).

4.4.2 Service slicing

Service slicing refers to creating multiple virtual networks or slices designed or tailored
within a single physical infrastructure to facilitate dedicated services, as illustrated in Figure
4.4. Each slice is customised to meet the stringent demands of several applications or end-
users. In other words, the network manager(s) can create service-based slices according to
customer’s demands on the same physical infrastructure. This slicing is specifically crucial

in scenarios where the heterogeneous services or applications share the common physical
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infrastructure to acquire the desired and customisable networking resources and guarantee
SLA.

In addition, this type of slicing showcases the following benefits.

* Customised service where the network manager can design and create virtual service-based

slices mainly meant for the diverse needs of different applications or service categories.

* Optimised network resource utilisation and enhanced QoS for various types of applications

and services in normal operating conditions.

The three service slices are formed, as shown in Figure 4.4, where each slice can be
configured to meet the KPIs of the application or end-user, such as bandwidth allocation,
latency constraints, QoS customisation, and other network parameters. Hence, these slices
create a dedicated service environment within the same physical infrastructure. As mentioned
earlier regarding different traffic, each service slice can handle dedicated traffic at a time
and, thus, isolate other service slices to avoid traffic congestion. Moreover, the physical
infrastructure will route different types of traffic and direct or forward them to the appropriate
service slices with the help of the SDN controller. Algorithm 3 is proposed to explain how
service slicing is done.

service_slicinglovs_id][mac] is a dictionary that is defined to create and customise the
service-based slices according to the three different traffic, i.e., traf fic_l, traf fic_2 and
traf fic_3. This dictionary maps mac addresses and directs to the o (outgoing port) with
the identified ovs_id. Also, it maps the serviceslice_number to o with ovs_id. Furthermore,
each traffic and traffic destination_port number is conditionally checked and compared with
preset slice_port_numbers. 1f the condition holds true, the traffic is assigned to dedicated
serviceslice_number accordingly. The function f’(ovs_id, serviceslice_number) determines

the output port to o based on ovs_id and serviceslice_number.

4.4.3 Emergency slicing

Emergency slicing refers to the significantly designed network slices from a common physical
infrastructure to support critical networking or infrastructure needs during unforeseen and
emergency situations, as shown in Figure 4.5. These dedicated and designed slices guarantee
that the crucial networking services stay effective and functional even if the network exposes
to high traffic congestions and other interruptions. Therefore, the emergency slices are like
contingency plans for the network to continue utilising the services or applications in case of
man-made or natural disasters. These slice creations offer a business continuity and disaster

recovery strategy. Some of the key characteristics of this type of slicing are as follows.
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Algorithm 3: Proposed service slicing algorithm

Input: d: datapath, i: incoming port, ovs_id: OVS ID number, mac: MAC address of
the hosts.
Output: Efficient service slicing of the TI communication infrastructure.

import SDN controller, OpenFlow (OF) protocol and traf fic libraries.

class Serviceslicing

def service_slicing[ovs_id][mac]:
set the slice_port_numbers for traf fic_l, traf fic_2 and traf fic_3
map the ovs_id with serviceslice_number and i
set end_ovs

def ovs_characteristics

Find and add the missing flow_entries in the OV S.

def packetOut_ovs(payload, d, i):

sent_data =0

if the payload has no buf fer then

‘ sent_data < payload

end

PacketOut < d, sent_data, i

ovs < PacketOut

def packetln_ovs (payload, d, i):

extract payload, d, i, ovs_id

set source

set destination

D=2 - BN N I N

[ O L = T~ T " N Y
S @ X N N N AW N =S

if ovs_id in service_slicing then
if destination in service_slicing[ovs_id|[mac] then

154
—

22 f(ovs_id,destination) = service_slicing[ovs_id|[destination|

23 add flow_entries to OVS directing based on
desired f(ovs_id,i) with mapped destination

24 packetOut_ovs

25 else

26 traf fic_(1,2 or 3) and traf fic_(1,2 or 3).destination_port =
slice_port_numbers for traffic_(1,2 or 3)

27 serviceslice_number = 1,2 or 3

28 f'(ovs_id, serviceslice_number) =
service_slicing[ovs_id|[serviceslice_number]

29 add flow_entriesto OV S directing based on desired f(ovs_id,i) with mapped destination

30 packetOut_ovs

31 end

32 else

33 ovs_id is not in end_ovs

34 add flow_entries to OVS directing based on
desired f(ovs_id,i) with mapped destination
35 packet Out_ovs

36 end
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SDN Host
Controller ﬁ g g Host

Fig. 4.5 lllustrating emergency slicing scenario with three slices (including emergency slice).

* Emergency slicing needs high-priority, dedicated and immediate access to network-
ing resources or services for the first responders, critical workers and emergency

management organisations to function optimally.

* In case of an emergency, the emergency slice created may consume a portion of the
physical infrastructure to respond to critical situations and isolate emergency services

from other portions of the infrastructure.

* The network abilities, such as resilience, redundancy and special QoS guarantees,
can be obtained from these emergency slices, thus implying the network’s failover or

backup communication mechanism.

In this scenario, the emergency slice is particularly configured to segregate the critical
traffic from the non-critical ones and meet the requirements accordingly. This slice prioritises
the critical traffic and guarantees optimised QoS in emergencies to ensure reliable commu-
nication. During emergencies, the pre-designed emergency slice will be rapidly activated
and deployed. In Figure 4.5, the two slices, i.e., Slice 1 and Slice 2, are for non-critical pur-

poses, and the third slice, viz. emergency slice, is for critical purposes. The SDN controller



4.4 Description of the proposed system 118

Algorithm 4: Proposed emergency slicing algorithm

Input: d: datapath, i: incoming port, ovs_id: OVS ID number, mac: MAC address of
the hosts.
Output: Efficient emergency slicing of the TI communication infrastructure.

import SDN controller, OpenFlow (OF) protocol and traf fic libraries.
class Emergencyslicing
def emergency_slicing[ovs_id][mac]:
set the source mapping for the ports
set end_ovs
def ovs_characteristics
Find and add the missing flow_entries in the OV S.
def packetOut_ovs(payload, d, i):
sent_data =0
if the payload has no buf fer then
sent_data <— payload
end
PacketOut < d, sent_data, i
ovs < PacketOut
def packetln_ovs (payload, d, i):
extract payload, d, i, ovs_id
set source
set destination

o 0 NN N R W N

e L O = T - Y
R N N B W N =S

if ovs_id in emergency_slicing then
if emergnecy == 0 then

N -
=2

21 create a slice for traf ficslice_1 and traf ficslice_2 based on
emergency_slicinglovs_id|[mac]

22 else

23 emergnecy ==

24 if destination in emergency_slicing[ovs_id] then

25 flovs_id,i) = emergency_slicinglovs_id||destination]

26 add flow_entries to OV S directing based on

desired f(ovs_id,i) with mapped destination

27 packet Out _ovs

28 end

29 add an emergency_slice along with traf ficslice_1 and traf ficslice_2
based on emergency_slicinglovs_id][mac]

30 end
31 end
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will handle and route the different types of traffic through emergency and non-emergency
slices. This controller will ensure that critical traffic is routed to the emergency slice while
non-critical ones are routed to non-emergency slices (Slices 1 and 2). Configuring these
slices assures the highest level of reliability and isolation, thus meeting desired network KPIs.
Consequently, emergency slicing is achieved and configured as proposed in Algorithm 4.
emergency_slicinglovs_id][mac] is a dictionary defined to create and customise the traffic
slices according to the three different traffic, i.e., traf fic_1, traf fic_2 and traf fic_3. This
dictionary maps mac addresses and directs to the o (outgoing port) with the identified ovs_id.
During normal situations (emergency == 0), traf ficslice_1 and traf ficslice_2 will be
created based on the traffic rules set in emergency_slicing|ovs_id][mac] dictionary. If an
emergency has occurred (emergency == 1), emergency_slice along with traf ficslice_1
and traf ficslice_2 will be created, and the available resources will be allocated among

themselves according to the pre-designed traffic rules in the controller.

4.5 Performance evaluation

4.5.1 Simulation environment

To evaluate the TI communication infrastructure concerning NS, Vagrant is used as a simu-
lation environment. Vagrant [235] is an open-source tool used for building and managing
virtualised development environments, i.e., virtual machines (VMs). It is easy and quick to
create, configure and administer the reproducible virtualised environment to maximise the
productivity and flexibility of reconfiguration for testing purposes. It uses a command line
interface (CLI) to define and configure the VMs. To define the simulation environment in
Vagrant, the configuration file, called ‘VagrantFile’, must specify the environment parameters
such as base operating system (OS), CPU and memory allocation, and other network config-
urations. We used Linux-based OS in a Vagrant box as a base image and Oracle VirtualBox
as a virtualisation platform provider to deploy a virtual machine. In our simulation model,
six cores of CPU and 4096 Megabytes of memory were allocated to a Linux-based VM.
Moreover, the network emulator Mininet [236], an open-source tool, is used to create
a virtual network topology comprising programmable virtual switches, hosts, links and an
SDN controller for NS experimentation using Python3 script. The TI topology uses Open
vSwitch (OVS), a Linux kernel-based software switch designed and deployed to provide
network switching capabilities to manage the traffic slices based on the aforementioned NS

scenarios. OVS is integrated with an SDN controller that facilitates the overall management
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Fig. 4.6 Simulation model to enable scenario-based network slicing with SDN.

s5

and control and defines forwarding rules in the TI communication infrastructure. Hence, this
integration enables the dynamic NS configuration.

The simulation results obtained from the proposed infrastructure demonstrated stable
performance validated at a 95% confidence level with an error margin of less than 5%. The
95% confidence level represents the efficient slices created for three different scenarios. The
slices are tested in each scenario by generating three different traffic according to the proposed
algorithms. On the other hand, a 5% error margin might arise because of inadequate resources
and traffic congestion. Furthermore, the simulation is iterated for 30 trials to achieve stable,

robust and optimised results in terms of throughput and round-trip time (RTT).

4.5.2 Modelling the network

The exploration of TI communication infrastructure with SDN and NS has a pivotal contribu-
tion to understanding real-world network dynamics. This subsection explains the proposed
simulation model comprising one central server (core) and three edge servers. Each edge
server is connected to one OVS. Subsequently, each OVS is connected to two hosts. There-
fore, the TI communication infrastructure is designed with network resources, i.e., central
cloud, three edge servers, three OVS and eighteen hosts, as represented in Figure 4.6. The
SDN controller is also included in the infrastructure where it oversees, defines the forwarding
rules and pushes to OVS. These configured forwarding rules are efficiently applied to the
network traffic and managed based on the customised slicing scenarios. Table 4.2 lists the

slicing configuration parameters used in the TI communication infrastructure.
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Table 4.2 Slicing simulation parameters.

Parameters Values
No. of hosts 18
No of central server 1
No. of edge server 3
No. of OVS 9
SDN controller processing time 0.5 us
OVS processing time Sus
Central server’s memory and storage 2048 Mb and 2 Gb
Edge server’s memory and storage 1024 Mb and 1 Gb
Amount of spectrum allocated to slice 1 1000 Mbps
Amount of spectrum allocated to slice 2 100 Mbps
Amount of spectrum allocated to slice 3 10 Mbps
Amount of spectrum allocated to emergency scenario 10 Mbps
Before an emergency, amount of spectrum allocated 7 Mbps and 3 Mbps,
to slice 1 and slice 2 respectively
During an emergency, amount of spectrum allocated | 4 Mbps, 2 Mbps and 4 Mbps,
to slice 1, slice 2 and emergency slice respectively
Simulation trials 30

Considering the small complex physical topology, the simulation parameters of interest
are chosen to have optimum values to achieve the robust and optimised performance of the
network traffic slices. The amount of spectrum for traffic slices is set in order to meet the
desired performance of configured slices. The effectiveness of configured network slices is

assessed with the help of simulation parameters and proposed Algorithms 2, 3 and 4.

4.5.3 Results and discussions

To critically analyse the performance of configured slices in the proposed TI communication
topology, we observe and measure the KPIs, such as throughput and RTT, for topology
slicing, service slicing, and emergency slicing scenarios. In each scenario, three slices
are designed and customised, and thus, the simulation is carried out using three different
traffic, viz. UDP, TCP and other traffic packets. Diverse types of mentioned traffic are
considered for simulation to imitate and create a realistic environment, thus allowing us to
evaluate the performance of different protocols under different conditions. For example,
real-time applications such as video conferencing calls may utilise UDP, whereas file transfer

applications such as email conversations may rely on TCP. Specifically, based on the chosen
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Linux-based VM (Linux distribution), TCP Cubic [237] is used as a default TCP variant in a
Mininet simulation. However, UDP does not have the notion of a variant.

Furthermore, the traffic packets through the topology slicing scenario having slices 1,
2, and 3 are routed and designed with RTT constraint values of 5.5ms, 7.5ms and 11.5ms,
respectively. In contrast, for the service slicing scenario, slices 1, 2 and 3 are routed and
designed with RTT as 6.5ms, 8.45ms and 13.35ms, respectively. For an emergency slicing
scenario, RTT equals 4.5ms and 6.75ms for slices 1 and 2 before an emergency. During an
emergency, the traffic packets are routed with RTT equal to 8.35ms, 14.25ms and 7.55 ms,
respectively. During simulation, the throughput for the mentioned traffic slices is measured
using “iperf3”. “iperf3” is a tool used to measure network throughput by generating UDP,
TCP, and other traffic between hosts. The RTT for each traffic slice is measured using “ping”,
which includes SDN controller processing time and pre-designed links’ RTT constraints.
Another way to calculate RTT is the difference between sent and received timestamps for
a traffic packet from source to destination, which can be aggregated to achieve average,
maximum and minimum values. The mentioned traffic was generated for 20 seconds in an
interval of 1 second for all three slicing scenarios. It was chosen to measure throughput and
RTT for 20 seconds because the values were saturated afterwards. It reflected a reasonable
time frame for observing and recording the trends in throughput and RTT. The proposed
algorithms provide stable results in the first 20 seconds.

Based on our simulation results, it is observed that throughput in service slicing scenarios
is recorded higher than topology slicing scenarios for the mentioned traffic because of better
utilisation of available/allocated amount of spectrum to slices and reduced congestion, leading
to slightly higher throughput. Conversely, RTT for service slicing scenarios has also been
recorded to be higher than that for topology slicing scenarios. This is because of designed

RTT constraint values (in ms) for topology slicing and service slicing scenarios.

Measurement and comparison of throughput and RTT - UDP traffic slice 1 in topology

and service slicing scenarios

Considering topology and service slicing scenarios, the throughput and RTT are measured
for slice 1 running UDP traffic. The amount of spectrum allocated to slice 1 in both scenarios
is 1000 Mbps. It is observed that, in topology slicing, the throughput for UDP traffic slice 1
attains an average value of 992.8 Mbps with a minimum value of 950.2 Mbps and a maximum
value of 1050.2Mbps. On the other hand, in service slicing, the throughput accounts for an
average of 996.1 Mbps with a minimum of 950.6 Mbps and a maximum of 1100.3 Mbps. By

comparing the throughput in both scenarios with the same spectrum allocation, the average
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Fig. 4.7 Measurement of throughput and RTT for UDP traffic slice 1 in topology slicing and
service slicing scenarios.

throughput in service slicing is approximately 3 Mbps more than topology slicing, as shown
in Figure 4.7a. In other words, the average throughput in service slicing is slightly 0.33%
higher than in topology slicing.

Moreover, concerning RTT in topology slicing scenario, the average RTT is measured
as 6.17ms with 5.16ms and 7.25ms as minimum and maximum RTT values. But, in the
service slicing scenario, the average, minimum and maximum RTT is observed as 7.19ms,
6.3ms and 8.43ms. It is observed that the RTT in both scenarios is almost the same, with a
difference of 1.02ms, which is 16.57% higher in the service slicing scenario than in topology

slicing (see Figure 4.7b).

Measurement and comparison of throughput and RTT - TCP traffic slice 2 in topology

and service slicing scenarios

To measure the throughput and RTT, slice 2 is considered to have TCP traffic running in it.
The amount of spectrum allocated to slice 2 in both scenarios is 100 Mbps. In the topology
slicing scenario, the average throughput is recorded to be 92.9Mbps and has minimum
(65.8 Mbps) and maximum (115.2Mbps) values. However, for the service slicing scenario,
the average, minimum and maximum throughput are observed as 93.96 Mbps, 65.6 Mbps
and 120.1 Mbps, respectively. By contrasting the throughput in both scenarios with the same
spectrum allocation, as shown in Figure 4.8a, the average throughput in the service slicing
scenario is slightly higher than the topology slicing scenario by 1.06 Mbps. There is a 1.14%

higher throughput in service slicing than in the topology slicing scenario.
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Fig. 4.8 Measurement of throughput and RTT for TCP traffic slice 2 in topology slicing and

service slicing scenarios.
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Fig. 4.9 Measurement of throughput and RTT for other traffic slice 3 in topology slicing and

service slicing scenarios.

For RTT in the topology slicing scenario, the average, minimum and maximum are
measured as 8.06ms, 7.07ms and 9.41 ms, respectively. On the other hand, 8.95ms, 8.02ms

and 10.5ms values are observed as average, minimum and maximum RTT values in service

slicing scenario. Hence, there is a slight difference in RTT between both scenarios with

0.95 ms (11% higher in the service slicing scenario compared to topology slicing), as depicted

in Figure 4.8b.
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Fig. 4.10 Measurement of throughput and RTT for UDP slice and TCP slice before an
emergency scenario.

Measurement and comparison of throughput and RTT - other traffic slice 3 in topology

and service slicing scenarios

The throughput and RTT are measured for slice 3, which is reserved for traffic other than
UDP and TCP. In slice 3, only 10 Mbps resource spectrum is allocated in both scenarios. Con-
sidering the measurement for throughput, 8.93Mbps, 5.5Mbps and 12.5Mbps are observed
as average, minimum and maximum values, respectively, in topology slicing scenario. While
in service slicing scenario, the average (9.43 Mbps), minimum (6.4 Mbps) and maximum
(11.2Mbps) values are observed. As depicted in Figure 4.9a, the throughput in service slicing
is 1.05x greater (i.e., 5.6% higher) than topology slicing.

For RTT, the average value in topology slicing scenario is measured as 11.56 ms with
minimum (10.28 ms) and maximum (12.72 ms) values, whereas in the service slicing scenario,
average (13.79ms), minimum (12.32ms) and maximum (15.20ms) RTT values are observed.
To compare the RTT values, there is a difference of 2.23 ms in RTT values in both scenarios,
where RTT in the service slicing scenario is 19.29% higher when compared to topology

slicing (see Figure 4.9b).

Measurement and comparison of throughput and RTT in an emergency scenario

In emergency scenarios, the total amount of spectrum allocated is 10 Mbps. Before an emer-
gency, only two slices (slice 1 with UDP traffic and slice 2 with TCP traffic) were designed

with a spectrum allocation of 7Mbps and 3 Mbps, respectively. During an emergency, two
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Fig. 4.11 Measurement of throughput and RTT for UDP slice and TCP slice during an
emergency scenario.

slices (slice 1 with UDP traffic and slice 2 with TCP traffic) along the emergency slice are
created with the spectrum allocation of 4 Mbps, 2 Mbps and 4 Mbps, respectively, with a total
of 10Mbps.

Throughput and RTT before an emergency and during an emergency are depicted in
Figures 4.10a, 4.10b, 4.11a and 4.11b, respectively. The average, minimum and maximum
values of throughput and RTT are tabulated in Tables 4.3 and 4.4. From these tables, it can
be inferred that the network can guarantee performance when dedicated traffic packets flow

through the configured slices before and during an emergency.
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4.5.4 Algorithm evaluation and validation

This section evaluates and validates our proposed algorithms with existing relevant published
algorithms presented below.

According to [238], the authors have proposed an algorithm based on the Markov decision
process to have a dynamic network slicing in fog computing network powered harvested
energy using BSs location deployed in an environment. It is managed by an orchestrator
to energy and computational resources based on service demands to guarantee a specific
QoS. A game theory strategy is being developed to optimise resource allocation, improving
workload processing capacity. Similarly, another dynamic slicing approach in [239] has
been developed for TI-based cyber-physical systems by proposing a clustering algorithm
for network flow slices, mainly focusing on tactile telesurgery. These slices are managed by
SDN and programmable switches to facilitate hard QoS guarantees required for TI-based
cyber-physical applications, thus optimising resource utilisation.

Furthermore, in [232], integrated linear programming is formulated to create network
slices in the 5G virtual core to minimise virtual network function instances and resource
consumption. To address the scalability and dynamic traffic, a heuristic backtracking algo-
rithm integrated with a deep learning model is proposed for network slicing to predict user
requests, thus meeting users’ service level agreement requirements. In [231], an adaptive
slice allocation algorithm is proposed for 5G cloud-radio access networks, dynamically
allocating resources to meet changing network demands. Therefore, through slice admission
control, this algorithm maximises resource efficiency and ensures QoS. This algorithm aims
to allocate network resources fairly across three 5G generic services (eMBB, mMTC and
URLLC).

Moreover, in [224], the authors have integrated cloud native deployment in the proposed
E2E network slicing framework. MANO framework is presented to automate E2E network
slicing with the core network and transport slices. This 5G 3GPP compliant framework fo-
cuses on novel bandwidth management techniques by enabling QoS-aware network services.
[240] have proposed an E2E network slicing framework for creating and deploying network
slices using machine learning techniques. Using a multi-layer perceptron algorithm, the
framework constructs network slices based on KPIs such as CPU capacity and bandwidth.
The created network slices are categorised into 5G generic services (mMTC, eMBB, and
URLLC), using Dijkstra’s algorithm to maximise user access rate and resource efficiency by

efficiently allocating optimal slices to the requested services.
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The existing algorithms related to network slicing published in [238], [239], [232], [231],
[224] and [240] are mostly equipped with deep learning and machine learning approaches
and heuristic and Markov decision process models for efficient network slicing and resource
allocation. Compared to existing algorithms, no published study proposes network slicing
algorithms for three scenarios, i.e., topology, service, and emergency slicing, under the TI
communication framework. The advantage of our proposed algorithms is the adaptability
to perform and cater to diverse and tailored network slices under several traffic conditions.
Though our algorithms do not encompass machine intelligence (ML/AI), the three different
network slicing scenarios will be considered and expanded as future work to address the
limitation of manual pre-configuration of network slicing based on users’ requests/demands

and enhance the adaptability and intelligence of the algorithm.

4.6 Summary

In this manuscript, we have proposed a novel network slicing (NS) mechanism based on
TI communication infrastructure to address the issues of provisioning and controlling the
network slices on demand. We have developed algorithms to optimise network structure
(topology slicing), customise service (service slicing) and support critical communication
(emergency slicing) according to the network’s demand. Moreover, the SDN controller with
programmable Open vSwitch (OVS) is used in these scenarios to create and design the net-
work slices. The results obtained show that the measurement and comparison of throughput
and round-trip time (RTT) for three designed slices align with the pre-designed allocated
spectrum and RTT constraint values. However, in future, these algorithms and results can
be further improved by considering the multiple access (MA) and ML/AL techniques. The
MA techniques can positively impact NS, support many hosts, and enhance resource and
spectral efficiencies. However, ML/AI techniques for NS can dynamically create and destroy
customised slices based on network requirements, facilitate intelligent slice management, and
detect anomalies and network faults in real time. Thus, these techniques can help implement
NS in 5G and B5G. Incorporating both MA and ML/AL techniques in the proposed system

is recommended for future research work.



Chapter 5

A Study of Downlink Power-Domain Non-
Orthogonal Multiple Access Performance
in Tactile Internet Employing Sensors and
Actuators (Manuscript 4)

5.1 Manuscript 4 prelude

The Tactile Internet (TI) characterises the transformative paradigm that aims to support
real-time control and haptic communication between humans and machines, heavily relying
on a dense network of sensors and actuators. Non-Orthogonal Multiple Access (NOMA) is a
promising enabler of TI that enhances interactions between sensors and actuators, which are
collectively considered as users, and thus supports multiple users simultaneously in sharing
the same Resource Block (RB), consequently offering remarkable improvements in spectral
efficiency and latency.

Manuscript 4, entitled “A Study of Downlink Power-Domain Non-Orthogonal Multiple
Access Performance in Tactile Internet Employing Sensors and Actuators!” [241], proposes
a novel downlink power domain Single-Input Single-Output (SISO) NOMA communication
scenario for TI by considering multiple users and a base station. The Signal-to-Interference
Noise Ratio (SINR), sum rate and fair Power Allocation (PA) coefficients are mathematically
derived in the SISO-NOMA system model. The simulations are performed with two-user and
three-user scenarios to evaluate the system performance in terms of Bit Error Rate (BER),
sum rate and latency between SISO-NOMA and traditional Orthogonal Multiple Access
(OMA) schemes.

Moreover, outage probability is analysed with varying fixed Power Allocation (PA)
coefficients in the SISO-NOMA scheme. In addition, we present the outage probability,

V. Fanibhare, N. L. Sarkar, and A. Al-Anbuky, “A study of downlink power-domain non-orthogonal multiple
access performance in tactile Internet employing sensors and actuators,” MDPI Sensors, vol. 24, no. 22, p.
7220, 2024.
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sum rate and latency analyses for fixed and derived fair PA coefficients, thus promoting
dynamic PA and user fairness by efficiently utilising the available spectrum. Finally, the
performance of 4 x 4 Multiple-Input Multiple-Output (MIMO) NOMA incorporating zero
forcing-based beamforming and a round-robin scheduling process is compared and analysed
with SISO-NOMA in terms of achievable sum rate and latency.

Furthermore, this manuscript focuses on how the downlink PD-NOMA meets the strin-
gent requirement under the TI communication infrastructure, thus enhancing and offering
flexibility in allocating resources. Henceforth, this manuscript explicitly addresses the third
research question: “RQ 3. What multiple access technique, such as NOMA, can be developed

to support low-latency tactile Internet applications/services?”.

5.2 Introduction

The tactile Internet (TT) in the fifth-generation communication infrastructure (5G) and be-
yond 5G (B5G) has been considered a potential enabler for service categories such as
Enhanced Mobile Broadband (eMBB) communication, Massive Machine-Type Communi-
cation (mMTC) and Ultra-Reliable Low Latency Communication (URLLC) [19] to allow
the interactions between humans, machines and Internet of Things (IoT) devices with audio
and/or visual haptic feedback over a certain remote distance [22][1]. The TI communication
infrastructure demands significantly high performance concerning ultra-low latency (< 1 ms),
high bandwidth (30-300) GHz, ultra-high availability (99.999%), ultra-reliable and high
data rate support for augmented reality/virtual reality (AR/VR) applications.

Considering key enabling TI technologies such as software-defined networking (SDN),
network slicing (NS), network function virtualisation (NFV), network coding (NC) and
multiple access (MA) techniques, the TI communication infrastructure aims to improve
their immersive, responsive and interactive services/applications. Thus, these technologies
facilitate necessary dynamic infrastructure, optimising resource allocation and utilisation,
offloading computational capabilities, and improving spectral efficiency, quality of service
(QoS) and quality of experience (QoE).

According to the Ericsson Mobility Report [242], a significant 28% surge was observed
in mobile network data traffic between the 4 quarter of 2022 and 2023, reaching a monthly
consumption of 152 exabytes, contributing to approximately 8.5 billion mobile subscribers.
In addition, the Cisco annual Internet report (2018-2023) [243] stated that by 2023, global
Internet users were estimated to touch 5.3 billion, constituting 66% of the world’s population.

IoT devices will exceed three times the population, totalling 29.3 billion, whereas M2M
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(machine-to-machine) (a.k.a 1oT) connections constitute half. The user devices surpassed
the total connections, representing 74%, whereas the IoT applications forecasted substantial
growth with a 30% compound annual growth rate (CAGR).

Despite the technological advancements in 5G communication infrastructure compared
to first to fourth generations (1G - 4G) ones, the system capacity and spectral efficiency
improvement fall short of the 1000 increase mentioned in the International Mobile Telecom-
munications - 2020 (IMT - 2020) vision [244].

To improve the system capacity and spectral efficiency, the mobile and wireless com-
munication infrastructure have employed several MA techniques from 1G to 4G, such as
1G - Frequency Division Multiple Access (FDMA), second generation (2G) - Time Division
Multiple Access (TDMA), third generation (3G) - Code Division Multiple Access (CDMA),
and 4G - Orthogonal Frequency Division Multiple Access (OFDMA), or combinations of
these MA techniques. These MA techniques are adopted to share the available bandwidth
among multiple users and reply on the resource (time/frequency) orthogonalisation, thus
assigning different resources to individual users. Moreover, the bandwidth is wasted due to
users’ utilisation of separate orthogonal resource blocks (RBs) using traditional MA tech-
niques. These MA techniques are examples of orthogonal multiple access (OMA) schemes.
Hence, these traditional MA techniques lack the competencies to serve multiple users having
sensors and actuators simultaneously, rendering them unsuitable for a 5G communication
infrastructure. In general, MA techniques can be structurally classified into OMA for 1G to
4G and non-orthogonal multiple access (NOMA) for 5G.

As mentioned, one of the high-performance enablers concerning parameters for TI
communication infrastructure in 5G, the MA techniques, viz., NOMA, are complementing
5G New Radio (NR) robust, flexible and scalable framework. However, integrating NOMA
can further resolve challenges and serve the demands of the proliferation of users, whether
sensors or actuators, by utilising the same RB, according to 3GPP standardisation [245]. This
integration facilitates high system capacity, enhances spectral efficiency, supports massive
connectivity, and reduces latency in the network [246]. This technique concurrently assigns
non-orthogonal resources amongst the multiple users whilst having some interference on the
receiver side. In contrast, the traditional OMA techniques assign orthogonal resources solely
to individual users, thus incurring challenges in achieving the required system capacity and
spectral efficiency in 5G.

Figure 5.1 depicts the pictorial representation of NOMA when compared to OMA.
Considering each user a sensor or an actuator, the power with respect to the resource graph

is plotted to understand how the resources are allocated to the users in both cases. Figure
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Fig. 5.1 llustrating of OMA and NOMA schemes.

5.1a represents the OMA scheme - how the users are orthogonal to each other and have
a dedicated/assigned RB for each user (Uj, U, ..., Uy). On the other hand, Figure 5.1b
represents the NOMA scheme - how multiple users share a single RB, as the available
bandwidth is not split across the users and assigns a single frequency channel to multiple
users. Hence, the bandwidth wastage is minimised, and the system throughput is increased
since the entire frequency spectrum is accessible to each user for transmission.

Consequently, it can be inferred that the NOMA environment is crucial and allows a
dense deployment of sensors and actuators from users to share the assigned single RB, thus
increasing the spectral efficiency and capacity compared to traditional OMA. Moreover,
NOMA offers improved user fairness and QoS by having flexibility in power allocation (PA)
and allowing users to be prioritised for stricter latency requirements by allocating them more
power for faster data transmission. There are fewer waiting times to access the resources as
users are sharing the resources concurrently. So this leads to overall reduced latency in data
transmission. Finally, NOMA can effectively support heterogeneous networks with diverse
user requirements and traffic characteristics. These benefits suit TI applications [19], such as
enhanced mobile broadband, massive connectivity and latency-sensitive applications.

In addition, NOMA techniques can be categorised into power-domain NOMA (PD-
NOMA) and code-domain NOMA (CD-NOMA). In PD-NOMA, multiple users share the
same RB. However, each user (whether a sensor or an actuator) is identified or allocated with
varying power levels (coefficients) for transmission according to the channel conditions and
distance from the base station (BS). Users with high channel gain (near BS) are allocated
low power levels, whereas users with low channel gain (far from BS) are allocated high
power levels. It utilises superposition coding (multiplexing) at BS and performs successive
interference cancellation (SIC) at the receiver to detect and extract the users’ original data

signals and vice versa. In CD-NOMA, multiple users share the same RB and are assigned
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distinct non-orthogonal codes, such as low-density spreading (LDS), sparse code multiple
access (SCMA) and multi-user shared access (MUSA) [247]. Increasing the number of
users in CD-NOMA requires sophisticated algorithms for multi-user reception when non-
orthogonal codes are adopted.

Furthermore, in PD-NOMA, both uplink (UL) and downlink (DL) transmissions play
crucial roles in facilitating seamless message exchange between the user (whether a sensor
or an actuator) and BS. Considering UL PD-NOMA, the simultaneous transmission happens
from user to BS using the same RB and is distinguished by varying power levels. Conversely,
for DL PD-NOMA, the simultaneous transmission happens from BS to the user, where BS
assigns the proportion of power levels to multiple users based on the channel conditions and
distance between BS and the user. Therefore, these PD-NOMA concepts enhance system
capacity and optimise spectral efficiency, thus accommodating more sensors and actuators
and reducing congestion in the TI communication infrastructure. Based on a sensor or
actuator’s priority, channel conditions and power requirements, it can empower low-power
communication to conserve energy and extend the battery life with less frequent need to

replace it.

5.2.1 Research challenges

While the PD-NOMA is broadly considered a promising multiple access technique which
enhances the existing SG-NR framework and B5G, several challenges [248][249] demand
further investigation into implementing NOMA to improve capacity, spectral efficiency
and latency. Considering resource allocation in NOMA, multiple users having sensors and
actuators share the same RB. They are paired based on the distinct (strong and weak) channel
gains, resulting in different PAs. At BS, the user signals are superimposed and transmitted,
whereas at the user’s location, SIC is applied to received user signals to decode and extract
the original signal. However, decoding the superimposed signal using SIC considering a
perfect channel state information (CSI) can be challenging. Assuming a perfect CSI can
pose real-time channel estimation errors, which may degrade the system’s performance
[250]. Therefore, new hybrid techniques and algorithms can be developed to yield a practical
channel estimation.

In addition, NOMA’s system performance reduction may arise due to an imperfect
SIC receiver [251]. This imperfection depends on building efficient hardware to reduce
computational complexity. The efficient PA among multiple users can pose another challenge

in the NOMA system. Inefficient PA may lead to interference in the received user signal,
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unfairness among paired users and higher outage probability, thus resulting in performance
degradation. Moreover, most researchers focus on adopting a two-user pairing or sensor
clustering for easy superimposition at BS and to reduce SIC complexity at the receiver’s end.
To cater to the growing demands of mMTC devices, multi-user pairing strategies or sensor
clustering must be formed to take complete advantage of NOMA systems. Finally, due to
the heterogeneous wireless network, a need for hybrid-NOMA (NOMA with other multiple
access techniques) arises to address the diverse needs of devices through BS. Integrating
NOMA with other multiple access techniques can be challenging, optimising the system’s

performance.

5.2.2 Motivation

PD-NOMA offers several significant benefits over traditional MA techniques, such as en-
hancing capacity, increasing spectral efficiency, improving user fairness and QoS, mitigating
interference and serving multiple users with the same RB, thus addressing shortcomings of
current communication infrastructure and directing future networks. Therefore, PD-NOMA
flexible PA enables and prioritises eMBB, mMTC and URLLC TT applications/services with
required resources for seamless operation. However, research in PD-NOMA is needed to
improve system performance further and address the aforementioned challenges, such as
PA algorithms, hardware impairments, receiver design with imperfect SIC and CSI, and
integration of PD-NOMA with other MA techniques to cater to the diverse needs of user
devices. Subsequently, it is driven by the need for an efficient, flexible, and user-centric

communication infrastructure that meets the ever-growing demands of future networks.

5.2.3 Research contributions

In accordance with the findings from the literature review and to the best of our knowledge,
the research still lacks in the field of PD-NOMA for TI applications. The performance
analysis and evaluation of PD-NOMA in TI have not been comprehensively conducted in
the past. Therefore, in this research, we have developed a novel downlink PD single-input
single-output (SISO) NOMA communication scenario for TI employing multiple sensors
and actuators (e.g. users), focusing on transmitted signals from a BS and processed received
signals at the user’s end. Furthermore, the key performance indicators (KPIs) are derived,
discussed, and evaluated to compare the performance characterisation of NOMA and OMA

schemes. The main contributions of this paper are highlighted below.
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1. We developed an analytical system model incorporating signal-to-interference and noise
ratio (SINR), sum rate, fair power allocation (PA) coefficients and latency among the
available SISO-NOMA users.

2. We compared and analysed BER for SISO-NOMA and OMA schemes with varying path
loss exponent and fixed PA coefficients using two- and three-user scenarios. To this end,
we compared the achievable sum rate and latency trends for SISO-NOMA and OMA

schemes for fixed PA coefficients.

3. The outage probability, achievable sum rate and latency trends are compared and analysed
for fixed and fair PA coefficients. To this end, the performance trend of outage probability
for SISO-NOMA users in varying fixed PA coefficients is also analysed.

4. Finally, the achievable sum rate and latency are compared and analysed between SISO-
NOMA and 4 x 4 multiple-input multiple-output (MIMO) NOMA, incorporating a zero

forcing-based beamforming and a round-robin scheduling process.

5.2.4 Structure of the manuscript

The rest of the manuscript is organised as follows. Section 5.3 presents the literature review
relevant to the NOMA scheme used in the network. Section 5.4 describes the proposed
system model for the downlink PD SISO-NOMA communication scenario for TI. This
section also includes the derivation and analysis of SINR, achievable sum rate, fair PA and
latency. The performance evaluation is presented in Section 5.5. The simulation results are

also presented in this section. Finally, Section 5.6 concludes our work with future directions.

5.3 Related work

Several research studies have been conducted on NOMA to enhance system capacity, improve
spectral efficiency and reduce latency. In [252], NOMA is adopted on 5G communication
infrastructure (test-bed) with the objective of minimising latency and optimising resource
allocation for autonomous vehicles (AVs). Also, some challenges for implementing and
adopting NOMA for 5G-based applications are highlighted for researchers and AV manu-
facturers. A novel cloud-based queuing model for TI is proposed in [253] by utilising the
PD-NOMA strategy. This model uses a baseband processing unit (BBU) and radio remote
head (RRH) queuing delays for tactile end-users. Resource allocation is formulated to reduce

the latency between tactile end-users. The transmit power is reduced by choosing a dynamic
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approach of fronthaul and access delays rather than a fixed approach. Finally, the energy
efficiency of PD-NOMA and OFDMA is compared.

In [251], the critical features of NOMA are reviewed and highlighted merits and demerits
against other OMA strategies. The features of several NOMA schemes, such as PD-NOMA,
SCMA, MUSA and pattern division multiple access (PDMA), have been discussed. In
addition, the KPIs such as sum rate, energy efficiency, and BER are compared between
NOMA strategies. Thus, NOMA has the potential to achieve the objectives of the required
KPIs. On the other hand, the authors in [254] have proposed deep learning-based grant-free
NOMA to tackle and minimise the ultra-low latency and ultra-reliability requirements in
massive access scenarios. They mentioned that the combination of grant-free access and
NOMA can be leveraged and is a promising approach for tactile [oT. However, random
interference is caused, which lowers the system’s reliability. Hence, a grant-free NOMA-
based neural network model and a novel multi-loss function are considered highly suited for
automated applications in tactile IoT. Simulation results of the proposed model outperform
the traditional grant-free NOMA strategies.

Moreover, in [255], the NOMA in mobile edge computing (MEC) enabled wireless tactile
IoT scenario is investigated and optimisation algorithms for system and user performance.
The proposed network model incorporates an MEC server at the access point, thus supporting
computation for two sensor clusters. The system and cluster heads’ performance using the
successful computation probability (SCP) is assessed, mainly focusing on high signal-to-noise
ratios (SNRs) for a comprehensive understanding. The simulation results of the proposed
network model outperform and boost system performance compared to traditional OMA
strategies. The authors in [5] explore and analyse the application-specific NOMA-based
communication infrastructure for T1, allowing the non-orthogonal RB sharing among 5G
generic services such as eMBB, mMTC and URLLC devices to a shared BS. A comparative
analysis of NOMA and OMA is shown concerning the sum rate and number of users.
Various NOMA variants are discussed to check the feasibility of future low-latency TI
applications/services.

To meet the requirements of high spectral efficiency, ultra-low latency, and multi-user
connectivity, the authors in [246] have considered NOMA a potential solution which allows
some degree of interference on the receiver side. In contrast, the OMA technique may not
meet the strict previously mentioned requirements. Here, they have focussed on providing
a novel NOMA model, including uplink (UL) and downlink (DL) transmissions in MIMO
and cooperative communication scenarios. Hence, the performance of NOMA and OMA are

compared to analyse the system in terms of spectral efficiency, sum rate, and BER. In [256],
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authors have predominantly investigated the implementation of NOMA on a software-defined
radio (SDR) platform. They have highlighted SDR as a flexible platform for testing and
implementing 5G and B5G technologies. In addition, various SIC receivers such as Ideal SIC,
Symbol-level SIC, Codeword-level SIC, and Log Likelihood Ratio (LLR) based receivers
are mathematically evaluated and analysed. When NOMA is compared with OMA with
simulation results, NOMA showcases its superiority over OMA in terms of KPIs.

Furthermore, a survey on the NOMA system is presented in [257], focussing on error
rate analysis. The enhanced NOMA strategies, which consist of constellation diagrams,
multicarrier systems, and detector designs, are discussed, along with research problems and
future directions. In [258], a discussion of a deep learning technique for the NOMA systems
is presented. The emphasis is given to deep learning-based NOMA systems for solving
communication issues. These NOMA systems can be integrated with potential technologies
such as MEC, MIMO, Intelligent Reflecting Surfaces (IRSs) and simultaneous wireless and
information power transfer (SWIPT). Also, the focus has been given to KPIs such as SIC,
CSI, user fairness, and other valuable parameters.

Considering the IRS, [259] has addressed the issues related to harnessing the performance
of wireless networks in 1G to 5G propagation environments. The issues can be resolved in
the sixth generation (6G) by employing the IRS with NOMA. The designs and challenges
related to IRS-based NOMA systems are comprehensively discussed with a detailed analysis
of the communication framework. In [260], a survey is conducted based on combining the
benefits of NOMA and cell-free massive MIMO systems and a detailed review of how the
performance can be increased. Moreover, the challenges of combining cell-free massive
MIMO systems with other potential technologies are discussed.

Visible light communication is a potential solution for high-speed data communications.
In [261], the authors have conducted a comprehensive review of NOMA techniques with the
involvement of visible light communication systems. They also discussed the limitations and
challenges of integrating NOMA with visible light communication systems and the role of
machine learning and physical layer security. The authors in [262] have reviewed NOMA-
enabled MEC systems in depth, focusing on the issues, challenges, and shortcomings that
arise. They have claimed that integrating NOMA with MEC will bring umpteen performance
characteristics to 5G and B5G communication infrastructure, such as energy efficiency,
latency, throughput and massive end-user connectivity.

To overcome the issues related to poor channel quality and disconnected communication
from BS to users, the work in [263] has analysed the BER and outage probability for multi-
hop decode and forward relay-assisted NOMA systems. The BER and outage probability
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equations are also derived by considering imperfect SIC and CSI. The proposed model’s
simulation results depict the superiority over traditional OMA systems. The authors in
[247] have focussed on the efficient strategies to integrate NOMA in 5G and 6G systems.
This integration can be beneficial for UL and DL application environments under the 3
Generation Partnership Project (3GPP) standardisation.

The author in [264] has focussed on optimising PA coefficients to gain optimum pro-
portional fairness in PD-NOMA transmission with complete or limited SIC. The numerical
results illustrate the impact of complete or limited SIC on the system performance with sum
rate loss due to proportional fairness. Similarly, [265] considers a hybrid automatic repeat
request protocol for PD-NOMA with proportional fairness on the fading channel. It analy-
ses the system performance for different symmetric and asymmetric scenarios concerning

throughput, outage probabilities and delays with varying PA.

5.4 System model

A SISO-NOMA-based power-domain multiplexing system model is considered mathemati-
cally, consisting of a BS with users (Uy, U, ..., Uy). Here, we are considering a downlink
SISO-NOMA communication scenario. At the transmitter side, the users’ messages are
multiplexed using superposition coding, whereas, at the receiver end, the received users’ mes-
sages are demultiplexed (decoded) to retrieve the original message and perform successive

interference cancellation (SIC) to remove interference from other user’s messages.

5.4.1 Downlink PD SISO-NOMA communication scenario

Figure 5.2 represents the downlink power-domain communication scenario in TI. Let my, my,
..., my denote users’ messages to be transmitted from the BS with transmitted power as Pr.
Let the PA coefficients be o, , ..., oy with the corresponding channel coefficients as Ay,
hy, ..., hy.
Let us consider U to be the farthest user, followed by Uy to be the nearest user to the BS.
As superposition coding is performed at the BS, the transmitted signal (¢;) from BS is
given by,
ty = /Pr(\/aymy +/0gmy + ...+ /aymy) 5.1)
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Fig. 5.2 Downlink power-domain communication scenario in TL.

In short, #, at i/ user can be written as,

N
ts = Z v/ Proy X m;

i=1

N
ls=\/PTZOC,'><m,' (5.2)
i=1
Therefore, the received signal (r,) at ' user is given by,
ry = hitg+n; (5.3)

Comparing Equations 5.2 and 5.3, r; can be written as,

N
re =h; \/FTTZOCl'Xmi +n;
i=1

rs = Prh; [\/Otlml +voom+ ...+ \/(XNmN] +n; 5.4

where, n; is additive white Gaussian noise (AWGN) with mean 0 and variance 2.

By considering Equation 5.4, the r for User 1 (U; = farthest user), where i = 1, will be,

réflzﬂ/PThl voimy  +Noomy+...+/oymy | +nq (5.5)
~—— ~ g

Desired Signal Inter ference Signal
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As User 1 is allocated with the highest power coefficients (&), the ry component of
User 1 is the desired and dominant signal, and other components are considered undesired
(interference).

Along the same lines, rg for User 2 (U, = relatively near to BS), where i = 2, will be,

rﬁb =+/Prhy Vv o mq + Joohmy + ...+~ Oymy | +ny (5.6)
N—_—— N—_—— —_———
Undesired Signal  Desired Signal Interference Signal

As User 2 is allocated with a relatively lower power coefficient (o, < ), the rg com-
ponent of User 2 is considered as desired but not dominant. The dominant r, signal is still
the User 1 signal component, which is considered undesired (interference), along with other
remaining user signal components. Hence, SIC is performed on the rg to decode/retrieve the

user’s original message/signal to remove undesired (interference) signal components.

5.4.2 SINR analysis

To retrieve the original message from the received signal (ry), the particular users’ received
signal must be directly decoded, considering other signal components as interference.
Therefore, to decode r; signal for User 1 from Equation 5.5, the instantaneous SINR for

User 1 is given as,

Proy|hy?
PT062|/’11 ‘2 +PTOC3‘h1 |2 +... —I—PTOCNVI] |2 + 0?2

SINRy, = (5.7)

where, |1 |2 is channel gain for User 1.

Similarly, to decode ry signal for User 2 from Equation 5.6, the r; must decode the User 1
signal and perform SIC as User 1’s received signal component is an undesired but dominant

signal. Hence, after performing SIC, the resulting r; will be,

r/SUZ = \/PThz \/ Oy + ...+ v Onmy + ny (58)

Desired Signal  Interference Signal

Once User 1’s dominant signal component is removed from Equation 5.6, resulting in
Equation 5.8, the ry signal can be directly decoded so that User 2 can have the desired and

dominant signal after SIC. Hence, other remaining user signal components can be treated as
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interference. Hence, the instantaneous SINR for User 2 is given as,

Prop|ho|?
SINRy, = 59
v PTOC3|h2’2—|—...—|—PTO£N|/’12’2—|—62 (5-9)
where, is channel gain for User 2.
Therefore, the SINR for i user can be expressed as,
SINRy, — Prag il
vi— Pro;q |/’li|2 +... —|—PTOCN’hi’2 + 0?2
Prog|h|?
SINRy, = rGalhi . (5.10)
ZJ z+1PTO‘j|h ’+o
where, |h;|? is channel gain for i" user.
5.4.3 Sum rate analysis
The achievable sum rate of " user for downlink SISO-NOMA can be computed as,
Ry, =log, (1 + SINRy;,) (5.11)

From Equation 5.10, Equation 5.11 (Ry,) can be written as,

Prog|h;|?
Ry, =log, | 1+ (5.12)
i1 Prolhi? + o2

Therefore, the overall achievable sum rate for SISO-NOMA downlink can be expressed

as,

ovemll Z RU,

= Zlogz ( Proilhi )

= = i1 Pro|hil? + o2 (5.13)
= 7110g2 (H— Proifh | )

=1 i1 Praglhi? + o2

+log, (1+—PTag|th|2)
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To evaluate SISO-NOMA scheme at higher SNR, the variance o2 tends to 0 (62 — 0).
Hence, from Equation 5.13, the achievable sum rate can be approximated as,

N—1 2 2
Pra;|hj| Pr|hy|
R 1]~ 10g2 1 + + 10g2 1 +
overa — Z]]y:i—i—l Pr O‘j’hi|2 + 02 o2

2
Prihy| ) (5.14)

R 1~ lo
overa g2 02

5.4.4 Fair PA analysis

The fair PA in SISO-NOMA downlink communication is crucial to ensure that all system
users (Uy, Us, ..., Uy) have a guaranteed QoS and maximise the sum rate. Thus, fair PA
promotes user fairness, balances interference (undesired signal components), and enhances
spectral efficiency.

Moreover, the PA coefficients (o, 00, ..., 04y) are directly dependent on channel condi-
tions. Without considering the channel conditions, the fixed PA coefficients are used, where
the outage probabilities of the users are higher with a lower sum rate (bps/Hz).

Considering the CSI, the PA coefficients can be fairly optimised to improve the system
performance. The fair PA focuses on the far user (User 1 in our case), as the far user is weak
and located relatively away from BS compared to other users.

To better evaluate the SISO-NOMA scheme, let us consider two users (User 1 — far user
and User 2 — near user) presented in the system. From Equation 5.12, the achievable sum

rate for Users 1 and 2, respectively, can be given as,

Proy|m|?
Ry =1 1 5.15
U, 0gs ( +PT062|/’11|2+62 ( )
PTOC2|h2|2
RU2 = 10g2 1 —|— T (516)

Hence, in this case, the PA coefficients (a; and o) are designed/derived by setting up
the target rate (R7) for the far user (User 1), which is less than or equal to the sum rate, i.e.,
Rr < Ry,, from Equation 5.15. Once Ry for User 1 is met, the optimised PA coefficients can
be derived instead of having a fixed PA.
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Therefore, Equation 5.15 becomes,

PTOC1|h||2
Rr =1 1 5.17
r Og2( +PT0£2\h1|2+62 (5.17)
oRr 1 Proy|hy|?
Prog|hi|? + o2
Let us consider 287 —1 =8
__ Pro |h1|?
Prop|h >+ o2
2 2 2
BPTOC2|/’11‘ —l—BG —PT061|/’L1‘ (5.18)

We know that the sum of the PA coefficients is equal to 1 as we have two users (User 1
and User 2 having PA coefficients o and o, respectively), a; + ap = 1. Therefore, Equation
5.18 implies,

B(Pr|hi|*) +o?
o = ;o < 1 (5.19)
(1+B)Pr|hi |2

Hence, Equation 5.19 can be also written as,

(BB +o?
%= < (1 B)Br ]2 ’1)

Once the PA coefficient (o) of a far user (User 1) is calculated, the PA coefficient ()

of a near user (User 2) can be calculated using,

m=1- (5.20)

B(Pr|h|*)+0?
(1+B)Pr|hi]?

) = 1, which does not satisfy the condition a; + o, = 1.

In this case, if the calculation for the term (

_ e (BB [H)+0?
““‘mm<(ﬁmbm#’l
If o is designed to have 20, then User 1 will meet the target rate (Rr). But, if o < 20,

) > 1 (let us consider 20), then

User 1 will not meet R7, leading to an outage condition. Moreover, o cannot hold the value
20, which violates the condition o + o = 1. Consequently, even if User 1’s a; holds the
value 1 (not meeting the considered condition o = 20), User 1 will be in an outage situation.
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In contrast, if o = 1, then op = 1 — &¢; will be 0. This infers that User 2 will not have
any PA coefficient. Hence, User 2 will also be in an outage condition.

The solution for this outage problem of Users 1 and 2 can be resolved by setting up o
as 0 (no PA) and o as 1 (entire PA). To keep User 1 away from the outage situation, the
considered value of ®; must be kept at 20. But, the ideal value of ; cannot exceed 1, i.e.,
for oy < 20, User 1 will still be in an outage and not meet the desired target rate. Therefore,
allocating the entire PA to User 2 (a; = 1) can be considered to a point where allocating
any PA to User 1 will not matter or affect the outage condition, i.e., User 1 will be in outage
condition even if PA is done. Thus, User 2 will not be in the outage, achieving a higher sum
rate (bps/Hz).

5.4.5 Beamforming with scheduling process for 4 x4 MIMO use-case

scenario analysis

For the downlink PD-NOMA scenario, a SISO-based NOMA has been considered and
discussed in the previous sections, which is extended for the MIMO-based NOMA scenario.

In this scenario, consider a use-case having a BS with a uniform linear array (ULA) of
4 antennas with half-wavelength spacing. The BS serves 5 clusters/pairs of a total of 10
legitimate users with 2 users in each cluster. Each user is equipped with 4 receiving antennas.
Assume the users in each cluster have almost the same angles with clusters equally spaced
between —60° to 60°, i.e. —60°, —30°, 0°, 30° and 60°, concerning ULA.

In our multi-user 4 x 4 MIMO-NOMA scenarios, the beamforming technique proposed
in [266][267][268], especially zero forcing-based beamforming (ZF-BF), can be used to
mitigate the interference caused by multiple clusters of users, where multiple users’ clusters
are simultaneously served within the same RB. Such interference can lead to performance
reduction and signal quality degradation. In ZF-BF, the channel matrix is formed to represent
a BS and clusters of users’ channel conditions and is used to calculate the precoding matrix
by pseudo-inverting the channel matrix. Each column of the precoding matrix represents the
beamforming vectors. So, the beamforming vectors are designed in such a way that they
carefully direct/beam/steer the transmitted signal spatially to the desired/targeted users, forc-
ing nulls to undesired/untargeted users or users’ clusters, thus without causing interference
between them. In this scenario, having 5 clusters, ZF-BF can serve 2 clusters (with a total of
4 users) simultaneously at a time, thus ensuring users within a cluster and inter-cluster do not
interfere among themselves. Hence, ZF-BF helps improve the achievable sum rate, resource

management, and signal quality.
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Moreover, the scheduling process proposed in [269][270], specifically the round-robin
scheduling process, can be utilised by a BS to serve clusters of users simultaneously during
each time slot. After serving a cluster of users, the BS selects the next cluster of users in a
round-robin sequence, thus managing equal access for each cluster to channel over time and
promoting user fairness. Hence, in our case, with 4 x 4 MIMO-NOMA, 2 clusters with 2
users each (with a total of 4 users) can actively get channel access at a given time slot. The
remaining cluster users will get their turn for the channel evenly over the following time slots.
Imperfect CSI and SIC are not taken into consideration in this scenario.

It is worth noting that joint dynamic user clustering, beamforming, and a scheduling
process can be mathematically modelled for MIMO-NOMA in Tactile communication

infrastructure, which is beyond the paper’s scope and will be included in our future work.

5.4.6 Latency analysis

In the downlink power-domain communication scenario in TI, latency can be defined as the
delay incurred when the signal (ts) is transmitted from BS until it is received by users (U;, U,
..., Un). This latency includes delays such as transmission delay, propagation delay, queuing
delay and processing delay.

The transmission delay (D7) is the time required to transmit data packets over the
communication channel. This delay considers the sum rate (Eq. 5.15 and Eq. 5.16) or set
target rate (Eq. 5.17) of users and the amount of data to be sent (packet size). Thus, D7 is
given by,

Packet size in bits

Dr = 5.21
L™ Transmission rate in bps ( )

where, transmission rate = sum rate in (bps/Hz) x system bandwidth (Hz).
Moreover, the propagation delay (Dp) is the time required for the data packets to travel
the physical distance between the BS and the user. This delay also relies on the transmission

rate of the signal and thus is given by,

Distance between the BS and the user in metres
Dp = —— (5.22)
Speed of light inm/s

where, speed of light = 3 x 108 m/s.
The queuing delay (Do) is the time required to wait in queues at the BS before data
packet transmission. This delay may arise due to network congestion or scheduled multiple

users based on channel conditions. On the other hand, the processing delay (Dp,) is the time
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required to process superposition coding (multiplexing) at the BS and SIC decoding at the
receiver’s side.

Hence, the overall latency (L_overall) for a particular user will be given by,

L_overall = Dy +Dp+Dg + Dp, (5.23)

5.5 Performance evaluation

5.5.1 Simulation environment

To evaluate the performance of the NOMA system model, the MATLAB 2024a [271]
platform is used along the 5G communication toolbox and required packages to carry out
the simulations. This platform models the transmitter (BS), receiver (users) and channel
condition of the NOMA system. Particularly, it can also model fading channels, such as
Rayleigh fading, and simulate the path loss to mimic real-world propagation conditions.
Moreover, Monte Carlo simulation is applied to generate Rayleigh fading channels using
random complex Gaussian variables, add AWGN to received signals at the receiver end, and

run multiple simulation runs to achieve statistically meaningful numerical results.

5.5.2 Simulation results and discussions

To critically compare and analyse our proposed SISO-NOMA system in TI, we observe and
measure KPIs, such as bit error rate (BER), achievable sum rate and outage probability. The
fixed PA coefficient pairs are used to calculate the trend of the mentioned KPIs. Furthermore,
to infer meaningful insights, an analysis of performance comparisons for BER and achievable
sum rates is made between SISO-NOMA and OMA. In addition, the effect of fair PA on
certain users is also considered whilst being compared against the fixed PA to see the outage
probability and achievable sum rate trends of the users. Moreover, a comparative latency
analysis is conducted for SISO-NOMA and OMA with fixed and fair PAs. Finally, the
performance comparison concerning achievable sum rate and latency is analysed between
4 x 4 MIMO-NOMA and SISO-NOMA. The simulation results reported in this paper showed
steady-state behaviour with a relative statistical error of < 5% at a 95% confidence level.

Table 5.1 lists the simulation parameters used in the proposed NOMA-based TI system.
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Table 5.1 NOMA simulation parameters.

Parameter \ Value |
Users 1, 2 and 3 distance from BS 1000, 500 and 200 metres,
respectively
For a two-user scenario, PA coefficients (q; & (70% & 30%) and (80% & 20%),
o) respectively
For a three-user scenario, PA coefficients (o, | (70%, 20% & 10%) and (76%, 16%
o & o3) and 8%), respectively
Modulation scheme Binary phase shift keying (BPSK)
Path loss exponent (1) 2 and 4
Channel Rayleigh Fading
Number of OFDM subcarriers 128
Packet size 128 bytes
Noise AWGN
System bandwidth 1 GHz
Power transmitted from BS 40dBm

Performance comparison and analysis of bit error rate (BER) between SISO-NOMA
and OMA

To study the effect of varying path loss exponent (1)) with fixed PA coefficient values, the
performance comparison of BER 1is observed and measured for SISO-NOMA and OMA
schemes using two-user and three-user scenarios, with the following cases: a, b, ¢ and d.
The PA coefficients for Users 1, 2 and 3 are denoted as o, & and o3, respectively. The
varying 7 allows system behaviour analysis under different environmental conditions. When
7N increases, the system represents the received signal’s faster decay with distance.

Case (a): Considering a two-user scenario with 1 = 2 and fixed PA coefficient pairs as
(a1 =0.70 & o = 0.30) and (0 = 0.80 & oy = 0.20).

The BER performance trend is observed in Figure 5.3a against a varying signal-to-noise
ratio (SNR) in decibels (dB) for SISO-NOMA and OMA schemes having a two-user scenario
with 1 = 2 and fixed PA coefficient pairs as (a; = 0.70 & op = 0.30) and (a; = 0.80 &
o = 0.20) for Users 1 and 2. User 1 (weak user) is located far away from BS, whereas User
2 (strong user) is located near BS. It is observed that User 1 with o having 70% has incurred
more BER than User 1 with a; having 80%, at an SNR = 80dB. This performance trend
is because more power has been allocated to User 1, with 80% than User 1, with 70%. In
contrast, even though higher power is allocated to User 2 with 30%, it shows a higher BER

than User 2, with 20%. This is mainly due to cross-user interference between User 1 with
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Fig. 5.3 BER comparison between SISO-NOMA and OMA with n =2 & 4, and fixed PA
coefficient pairs as (o = 0.70 & op = 0.30) and (0; = 0.80 & o = 0.20).

70% and User 2 with 30%. Thus, there is less interference between Users 1 with 80% and 2
with 20%. Keeping 11 = 2 constant, when the BER performance trend with the SISO-NOMA
scheme is compared with the OMA scheme, it is seen that lower BER is noted for the user
pairs (with 70% & 30%) and (with 80% & 20%). In the SISO-NOMA scheme, the extra
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signal processing complexity is added at the receiver end, i.e., decoding and performing SIC
of received signals, thus leading to higher BER than in the OMA scheme.

Case (b): Considering a two-user scenario with 11 = 4 and fixed PA coefficient pairs as
(a1 =0.70 & ap = 0.30) and (o = 0.80 & oy = 0.20).

On similar lines, the BER performance trend is observed in Figure 5.3b with the same
fixed PA coefficient pairs as (o) = 0.70 & o = 0.30) and (a; = 0.80 & o, = 0.20) for Users
1 and 2, but changing 1 from 2 to 4. For this simulation case, the effect of increasing 7 is
noted for BER performance for Users 1 and 2. In Figure 5.3b, we observe that a slightly
lower BER is encountered for User 1, with 80% than for User 1, with 70% at an SNR =
150dB. In contrast, a similar trend is observed for Case (a), followed by User 2, which
has a lower BER of 20%, than User 2, which has 30%. Moreover, in the OMA scheme,
smaller BER is observed than in proposed SISO-NOMA scheme. Considering a constant
N =4, as the SNR increases, BER tends to improve as the received signal becomes more
distinguishable than the noise signal. Hence, improvement in BER performance is observed
when 7 is increased from 2 to 4, and the PA coefficient pairs are kept fixed. Consequently, a
trade-off is observed in BER performance to strike a balance between 711 and PA coefficients
to optimise the communication performance.

Case (c): Considering a three-user scenario with 1 = 2 and fixed PA 3-tuple coefficients
as (a1 =0.70, ap = 0.20 & az = 0.10) and (a¢; = 0.76, ap = 0.16 & az = 0.08).

The BER performance trend is observed in Figure 5.4a against varying signal-to-noise
ratio (SNR) in decibels (dB) for SISO-NOMA and OMA schemes having a three-user
scenario with 7 = 2 and fixed PA 3-tuple coefficients as (a; = 0.70, oo = 0.20 & az = 0.10)
and (a; = 0.76, ap = 0.16 & az = 0.08) for Users 1, 2 and 3. In this three-user scenario,
User 1 is located far away from the BS, whereas User 3 is located near the BS. User 2 is
located in the middle of User 1 and User 3. We observe that User 1, with 70%, has incurred
higher BER than User 1, with 76%, at SNR = 90dB. This is because less power (70%) is
allocated to User 1 than to User 1 with 76%. Contrarily, lower BER is observed for User 2
with 16% than User 2 with 20%, even though higher power is allocated to User 2 with 20%.
In both cases, cross-user interference is observed between the User 2 for PA coefficients are
16% and 20%, respectively. For User 3 (with 10% and 8%), almost the same BER is noted.
As 1 = 2 is also kept constant for OMA scheme users, it can be clearly perceived that the
BER performance trend is relatively less than SISO-NOMA scheme users, as OMA users do
not have to undergo decoding and SIC operations for received signals.

Case (d): Considering a three-user scenario with 7 = 4 and fixed PA 3-tuple coefficients
as (a1 =0.70, ap = 0.20 & az =0.10) and (¢} = 0.76, ap = 0.16 & az = 0.08).
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Fig. 5.4 BER comparison between SISO-NOMA and OMA with n =2 & 4, and fixed
PA coefficient pairs as (a; = 0.70, o, = 0.20 & a3z = 0.10) and (@; = 0.76, op = 0.16 &

o3 = 0.08).

On the same note, Figure 5.4b shows the BER performance trend for 11 = 4 (instead of
2) and the same fixed PA 3-tuple coefficients as (o = 0.70, o = 0.20 & a3z = 0.10) and
(a; =0.76, op = 0.16 & a3z = 0.08). The same BER performance is observed for Case
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(c) with User 1 (with 70% and 76%) at an SNR = 140dB. However, User 2, with 20%,
has shown higher BER than User 2, with 16%. User 2, with 20%, has experienced more
cross-user interference with User 1 with 70%, while User, 2 with 16%, has experienced less
cross-user interference with User 1 with 76%. Approximately the same BER is observed for
User 3 (with 10% and 8%). When OMA scheme users are compared to SISO-NOMA users,
lower BER is noted for far, middle, and near users with higher SNR values. It can be inferred
that when 1) is increased from 2 to 4 in a three-user scenario, the degradation (increment) of
BER performance is observed with 11 = 4 at higher SNR when compared with 7 = 2 due to

increased interference.

Performance comparison and analysis of achievable sum rate between SISO-NOMA
and OMA

Figure 5.5 shows the achievable sum rate in bps/Hz with respect to SNR values for SISO-
NOMA and OMA. Considering a three-user scenario, Users 1, 2 and 3 have been allocated
with fixed PA coefficients as o = 0.70 (70%), oo = 0.20 (20%) and o3 = 0.10 (10%)
and path loss exponent as 7 = 2. It can be observed that the achievable sum rate in the
OMA performs slightly better than the SISO-NOMA at low SNR values. Due to cross-user
interference and simulation transmission using the same RB, the achievable sum rate in the
SISO-NOMA scheme suffers when compared to the OMA scheme at low SNR values.

However, as SNR increases, the achievable sum rate in the proposed SISO-NOMA
scheme outperforms the OMA scheme.

Performance analysis of outage probability in SISO-NOMA

The performance analysis of outage probability in the SISO-NOMA scheme is carried out
using a two-user scenario with fixed PA coefficient pairs as (a; = 0.70 & ap = 0.30) and
(a; =0.80 & ap =0.20) and path loss exponent 17 = 4. To plot the outage probabilities, let us
consider the target rates for Users 1 and 2 as 1.5 bps/Hz and 2.5 bps/Hz. These considered
target rates are now compared with the achievable sum rate calculated in Egs. 5.15 and 5.16.
If the calculated achievable sum rates drop below the respective considered target rates of
Users 1 and 2, the individual counters will be incremented. Hence, the outage probability is
plotted as a function of power transmitted for both Users 1 and 2.

From Figure 5.6, it can be observed that User 1, with 70%, has more outage probability
than User 1, with 80%. On the other hand, User 2, with 30%, has a lower outage probability
than User 2, with 20%. Therefore, it can be concluded that the outage probability depends
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Fig. 5.6 Outage probability of SISO-NOMA scheme.

on the power percentage allocated to the particular user. Thus, in this case, User 1, with 80%
and User 2, with 30%, have shown less outage probability than User 1 with 70% and User 2
with 20%, respectively.



5.5 Performance evaluation 154

1
09+ £
¢

= osf 1
R=| :
& :
2 0.7 - : ,
< ¢
P~ 06 : .
g} .
< -
& :
= 05+ : 4
= q
E 04f 4 1
< .
s H
2
203 B 4
o K
> 4
= 02F s -
o —fhe— User 1 (fixed PA with 1 = 4 and a; = 0.80)

0.1 o Ly —B— User 2 (fixed PA with n =4 and ay = 0.20)

OO0 ---o---O" g User 1 (fair PA)
.el .o el -? o ---o--- User 2 (fair PA)

1 1

1 2 3 4 5 6 7 8 9 10 1 12
Target rate (bps/Hz)

(a) Outage probability of fair PA.

1

09 9
— 9.,
£ o8l §" ’0.,' 1
H 3 0
& :
2 0.7 - Fi .Q _
< :
[aW L . s, 4
3 ° 4 S
1 . .
& -
E o5F H g .
2 i 3
B 04t : KA
: $ J
= N S
203 s 7
) J »
e N
£ 02F 4 1
o ; ——fe— User 1 (fixed PA with 7 = 4 and a; = 0.80)

0.1 i User 2 (fixed PA with n =4 and ay = 0.20)

OO0 0-0" User 1 (fair PA)
.el .o Iel -? o I?l -o ? ---o---UserZ(fairPA)
1 2 3 4 5 6 7 8 9 10 11 12

Target rate (bps/Hz)

(b) Improved outage probability of fair PA.

Fig. 5.7 Outage probability of fair PA with a two-user scenario.

Performance comparison and analysis of fair PA with fixed PA

The outage probability with fair PA and fixed PA are plotted against the target rate in a
two-user scenario with 1 = 4 (Figures 5.7a and 5.7b). For this simulation, the achievable

sum rate derived in Eq. 5.15 for User 1 (far from BS) is considered the same as the target
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Fig. 5.8 Achievable sum rate comparison between fair and fixed PAs.

rate for User 1 (far). The PA coefficients o; & o, are calculated using derived Eqgs. 5.19
and 5.20 for fair PA. The fixed PA coefficients for Users 1 and 2 are used as ¢;; — 0.80 and
o = 0.20, respectively (for the transmitted power of 40 dBm).

By looking at Figure 5.7a, one can observe that Users 1 and 2 in fixed PA coefficients are
in outage condition when the target rate is greater than 2 bps/Hz. This means that Users 1
and 2 in fixed PA will not experience an outage if the target rate is less than 2 bps/Hz. To
infer, users in fixed PA are poorly performing and saturated to 1, as fixed PA neither considers
the user’s target rate requirements nor utilises instantaneous CSI conditions. Hence, it is not
an optimal strategy to allocate power to users in the network. On the other hand, for a fair
PA case, coefficients o & o are derived by considering target rate requirements dependent
on the achievable sum rate of User 1 (far), i.e. CSI. As the target rate increases, User 1 (far)
gradually goes into an outage condition, thus increasing the outage probability. However,
User 2 (near) shows a sudden change in the outage probability trend when the target rate
is between 5bps/Hz and 8.5bps/Hz. After 8.5bps/Hz, User 2 also goes into an outage
condition.

Figure 5.7b shows the improved outage probability for a fair PA case for the required
target rate. The improved outage probability trend is achieved by forcefully setting User 1
(far) and User 2 (near) PA coefficients as @ = 0 and a; = 1. This setting is done when it
does not affect the outage condition of User 1. When the target rate is less than 8.5 bps/Hz,

derived PA coefficient ¢ is assigned to User 1 (far) without bothering about User 2 (near),
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thus focussing more on User 1’s performance. However, when the target rate is above
8.5 bps/Hz, the PA coefficient a = 1 is assigned to User 2 (near), thus allocating the whole
power to it and focussing on User 2’s performance. Hence, User 2’s outage probability is
improved from 8.5bps/Hz. User 1 has left no power (o7 = 0), which does not affect its
outage condition.

Figure 5.8 shows that the achievable sum rate for having a fair PA is higher than having a
fixed PA when plotted against transmitted power. Because of varying CSI conditions, the
fair PA coefficients o¢; & o, are calculated to meet the desired target rate requirements, thus

achieving an improved achievable sum rate in a fair PA case.

Performance comparison and analysis of latency

The performance comparison in terms of latency is conducted and observed with a fixed 1 in
the following cases: a and b. In our simulation, the transmission and processing delays are
the major contributors to the latency for the users, whereas queuing and propagation delays
are considered negligible. For the queuing delay to be negligible, the simulation does not
consider multiple users sending traffic simultaneously. Considering 2- and 3-user scenarios,
the likelihood of traffic congestion is quite low without queueing the packets on the BS
side, thus creating less traffic demand at the BS. Since the propagation delay depends on the
distance between the BS and the user, the simulation scenario considers user distances from
the BS, such as 1000 m, 500 m, and 200 m. Hence, the propagation delay will be in the order
of us, thus treating it as negligible.

Case (a): Considering a three-user scenario and comparing the latency trend for SISO-
NOMA and OMA schemes.

The latency trend is observed in Figure 5.9 as a function of SNR for SISO-NOMA and
OMA schemes having a three-user scenario with 1 = 2 and fixed PA coefficients (¢t; = 0.70,
o =0.20 & o3 = 0.10). The latency is plotted for each user in both cases, i.e., SISO-NOMA
and OMA. This figure represents how the latency varied with varying SNR (signal quality)
having three different user distances from the BS. We observe that the latency decreases with
increasing SNR. At low SNR, the latencies in SISO-NOMA show higher latency than in
OMA as the system consumes more time to multiplex (superposition coding) and decode
(SIC) the signal. However, as the signal improves with increasing SNR and negligible noise,
the rapid reduction of latencies in SISO-NOMA is observed around 5dB to 10dB due to
appropriate PA and simultaneous access to RB. As User 1 is located farthest from the BS and

most likely goes to an outage condition, more power (70%) is allocated to ensure efficient
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Fig. 5.10 Latency comparison between fair and fixed PAs in SISO-NOMA.

sharing of resources, thus contributing to the higher latency than User 2 (20%) and User 3

(10%) in SISO-NOMA.
The signal quality is poor for OMA at low SNR, leading to higher BER, as observed in

Figure 5.4a. Hence, frequent retransmissions are required, increasing each user’s latencies
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Figure 5.9 represents that at low SNR, the latencies for each user are higher. However, as
SNR improves, the decreasing trend of latencies for each user is observed as SNR increases
from 15 dB. Moreover, the latencies depend on users’ respective distances from the BS, as a
similar trend is observed for SISO-NOMA users’ latency. To compare the performance in
terms of latency, SISO-NOMA outperforms OMA as SNR increases.

Case (b): Considering a two-user scenario and comparing the latency trend for fair and
fixed PAs in SISO-NOMA.

Figure 5.10 represents the latency trend for fair (derived in Egs. 5.19 and 5.20) and
fixed (0 = 0.80 & o, = 0.20) PAs as a function of the transmitted power in SISO-NOMA.
The latency trends for fair and fixed PA cases decrease with increasing transmitted power.
However, the decrease in latency for fair PA is more pronounced than in fixed PA, as fair PA
dynamically adjusts the power allocated to SISO-NOMA users based on channel conditions.
Such fair PA adjustments most likely provide better latency performance because of the
efficient utilisation of resources. On the contrary, for fixed PA, users are allocated a fixed
proportion of power independent of channel conditions, thus leading to inefficient use of the
available power. In comparison, better latency performance is observed in fair PA than in

fixed PA as the transmitted power increases.

Performance comparison and analysis of 4 x 4 MIMO scenario in NOMA

In our simulation, the performance comparison of 4 x 4 MIMO-NOMA with SISO-NOMA
is conducted and observed in terms of the achievable sum rate and latency with a fixed n =4
and 10 users, as previously mentioned in Section 5.4.5. The simulation scenario considers
the user’s distances between 1000 m and 200 m from a BS, with User 1 being farthest and
User 10 being closest to BS. From User 1 to User 10, the distances from BS are 1000, 900,
800, 700, 600, 500, 400, 300, 250 and 200 metres. Five user clusters are formed with 2 users
in each cluster with a near-near and far-far clustering approach. The achievable sum rate and
latency comparison are analysed in the following cases: a and b.

Case (a): Performance comparison and analysis of achievable sum rate between 4 x 4
MIMO-NOMA and SISO-NOMA.

The achievable sum rate comparison is observed for 4 x 4 MIMO-NOMA and SISO-
NOMA in Figure 5.11 when plotted against transmitted power. This figure represents an
increase in the achievable sum rate as the transmit power increases for both cases, 4 x 4
MIMO-NOMA and SISO-NOMA, thus improving SNR for higher transmitted power. It can
be clearly seen that 4 x 4 MIMO-NOMA outperforms SISO-NOMA as transmitted power
increases. This is because of exploiting spatial diversity and multiplexing, thus allowing



5.5 Performance evaluation 159

35
—dae— 4x4 MIMO-NOMA ' '

== SISO-NOMA A

20 .

15 .

10

Achievable sum rates (bps/Hz)

B——a— | I I
-30 -20 -10 0 10 20 30
Power transmitted (dBm)

Fig. 5.11 Achievable sum rate comparison between 4 x 4 MIMO-NOMA and SISO-NOMA.

multiple data streams to be transmitted from the BS to multiple users simultaneously in 4 x 4
MIMO-NOMA. Moreover, the incorporation of ZF-BF further improves the performance
of 4 x 4 MIMO-NOMA by reducing the spatial inter-user and inter-cluster interference. In
contrast, a round-robin scheduling process promotes fair user access to the RB as it cycles
through the clusters of users and allocates time slots sequentially, which does not prevent any
clusters from having access to RB and does serve each cluster in each round.

Case (b): Performance comparison and analysis of latency between 4 x 4 MIMO-NOMA
and SISO-NOMA.

Figure 5.12 represents the latency plot of 4 x 4 MIMO-NOMA and SISO-NOMA against
the increasing transmitted power. It can be observed that 4 x 4 MIMO-NOMA incurs less
latency than SISO-NOMA. This is because of effectively nullifying interference in ZF-BF;
thus, clusters of users do not have to wait for a clear transmission slot from BS and are served
simultaneously. Also, it helps in interference-free streams for each cluster of users, thus
reducing the need for retransmission and error correction and contributing to overall lower
latency. However, the complexity of designing a beamforming matrix for many antennas
or users may potentially increase the overall latency. However, with careful beamforming
matrix design, reduced interference and parallel data transmissions offset latency. On the
other hand, all clusters of users are served sequentially in a round-robin scheduling process,
thus reducing the waiting time of clusters of users promoting user fairness and overall latency.

Also, this scheduling process reduces the queuing delay as it cycles through the clusters of
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Fig. 5.12 Latency comparison between 4 x 4 MIMO-NOMA and SISO-NOMA.

users. Without any scheduling process, the clusters of users may experience delays or have
to wait longer for their turn for transmission, thus making higher overall latency and lesser
system responsiveness and avoiding constant allocation of RB to high-priority users or users

having channel conditions.

5.5.3 Model assessment and validation

This section assesses and validates the robustness of our system model by comparing it with
existing work done in incorporating NOMA in TI wireless networks.

To the best of our author’s knowledge, no existing works have focussed and analysed
mathematically derived SINR, achievable sum rate and fair PA coefficients altogether to
meet the T1 user’s stringent requirements. Most of the existing work done in [246], [250],
[254], [257] and [263] have focused on and shared primitive analyses on downlink PD SISO-
NOMA, considering mostly two users in a scenario. The NOMA performance has not been
rigorously evaluated and analysed on varying network parameters, such as PA coefficients and
1M, to observe users’ performance effects. Moreover, the comparison between SISO-NOMA
and traditional OMA concerning BER, sum rate and latency trends with varying parameters
mentioned earlier with a two-user and a three-user scenario has not been studied well in the

networking literature.
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Nonetheless, the fair PA analysis in terms of outage probability presented in our work
has focussed on deriving PA coefficients to meet the stringent target rates of users under TI
communication. Therefore, the PA coefficients can be specifically calculated and tuned to
meet a specific SISO-NOMA user’s target rate requirement. In addition, the achievable sum
rate and latency with calculated PA coefficients are compared with fixed PA coefficients,
which was also missing from previous works. Along similar lines, the performance of 4 x 4
MIMO-NOMA incorporating zero forcing-based beamforming and a round-robin scheduling
process are compared with SISO-NOMA in terms of achievable sum rate and latency, which
is not exclusively mentioned in previous work.

However, this research did not focus on machine intelligence with imperfect SIC condi-

tions, which can be considered for future research directions.

5.6 Summary

A novel downlink PD SISO-NOMA communication scenario for T1 employing multiple
sensors and actuators, collectively treated as users, and a base station is proposed in this
manuscript. We have developed an analytical system model comprising SINR, achievable
sum rate, fair power allocation (PA) coefficients and latency for SISO-NOMA users to
study the system performance. The system model is validated by simulation scenarios with
varying path loss exponents and fixed PA coefficients. We have evaluated and validated the
analytical model by simulation. A higher BER is achieved for SISO-NOMA users than for
the OMA scheme due to additional signal processing to decode and perform Successive
Interference Cancellations (SICs) for received signals. In contrast, the achievable sum rate
and latency trends for the proposed PD SISO-NOMA have outperformed the OMA scheme
for higher SNR. The outage probability of SISO-NOMA is also analysed with varying fixed
PA coefficients. Finally, to promote dynamic PA and user fairness of the proposed PD SISO-
NOMA scheme, we have compared the outage probability, achievable sum rate and latency
for fixed and derived fair PA coefficients. The 4 x 4 MIMO-NOMA incorporating zero
forcing-based beamforming and a round-robin scheduling process has outperformed SISO-
NOMA in terms of achievable sum rate and latency. Thus, NOMA has maximised the spectral
efficiency while minimising the power consumption and latency by efficiently utilising the
available spectrum/resources. Proposing a joint dynamic user clustering, beamforming
and scheduling process for MIMO-NOMA and developing a deep-learning-based NOMA

algorithm are suggested as future research work.



Chapter 6
Conclusion and Future Directions

This chapter presents our main contributions to the thesis, where we have synthesised the
findings and insights gathered by addressing the research questions RQ 1, RQ 2 and RQ 3 of
tactile Internet (TI). Also, we have discussed the potential future research directions that can

be conducted for further exploration.

6.1 Conclusion

This section summarises and concludes the core contributions to the thesis, navigating
through the series of interconnected Chapters 2, 3, 4, and 5, uniquely addressing our research
questions.

Chapter 2 provides an extensive literature review covering all the research questions
addressed in my PhD study. The complete RQ 1 and partial RQ 2 are addressed in Chapter 3,
utilising a multilevel cloud structure with a proposed novel traffic flow framework and SDN.
On the other hand, the complete RQ 2 is addressed in Chapter 4, proposing novel network
slicing mechanisms in TI communication infrastructure. Finally, RQ 3 is addressed in
Chapter 5, proposing a novel downlink PD-NOMA communication scenario and developing
an analytical system model.

Starting with Chapter 2, a comprehensive survey of TI is presented, covering design
aspects, key application areas, potential enabling technologies, related issues and challenges
incurred in realising TI. The TI design architecture encompasses master, network and slave
sections. Depending on the TT application, any change recorded through sensors in a master
section is actuated in the slave section through the network section. A proposed application-
centric Da Vinci telesurgical system is represented as an example of TI design architecture
for better comprehension. In addition, key applications such as self-driven vehicles, industrial
automation (Industry 4.0), e-health (Healthcare 4.0), AR/VR reality and serious gaming are
discussed and represented with proposed scenario-based illustrative diagrams.

Moreover, these key applications are tabulated with required TI competencies and optimal

performance metrics (such as RTT, data rate, reliability and availability). Envisioning these
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applications and their TI requirements, the related issues and challenges such as 1 ms RTT,
transparency with the user, availability and reliability of information, reliability of connection,
network slicing, control co-design, wireless resource customisation and easy incorporation,
are also extensively encountered, tabulated and addressed. These issues and challenges are
described as accompanied by potential enablers of TI. During this survey, we identified that
EC/FC, SDN, NS, NFV, MA, and network coding techniques are considered potential TI
enablers, along with the 5G framework. Hence, this survey also presents a comprehensive
review of these enabling technologies. Finally, this survey provides in-depth insights into
the TT and enables researchers to interpret the stringent demands to realise T1 truly, thus
developing next-generation Internet.

Chapter 3 proposes a novel fog-based traffic flow framework incorporating SDN and FC to
achieve an RTT of 1 ms and ultra-high reliability for establishing haptic communication in TI.
RTT comprises transmission, queuing, processing and acknowledgement times. Considering
a design choice of FC with a multilevel cloud structure and SDN with a 5G framework, an
efficient traffic flow algorithm is also proposed to reduce extra processing and waiting times
at each level of the cloud-based structure to manage complex and critical incoming traffic
in the network. The computational complexity is calculated for the proposed traffic flow
algorithm, thus concluding to be easy to implement in practical scenarios.

Moreover, the combined SDN and FC approach facilitates an effective solution to route
the traffic in the system, thus reducing the traffic flow paths between master and slave sections
and minimising RTT. Therefore, the proposed framework is implemented in iFogSim, a Java-
based high-performance open-source toolbox for modelling fog computing environments.
The simulation results of the proposed framework are evaluated with performance metrics
such as throughput, RTT, bandwidth utilisation, energy consumption, cloud capacity and
reliability. These performance metrics are compared against edge, cloud, and cellular
networks to validate the effectiveness of the proposed framework.

Subsequently, the cost consideration metrics, such as communication, processing, cloud-
network, and power costs, are also discussed and aligned with the mentioned performance
metrics. Furthermore, these performance metrics are analysed by varying the number of
user equipment and flow requests to evaluate the system performance. It is observed that
the proposed framework yields 14% higher throughput, 43% lower RTT, 47% lower packet
jitter and 51% less power consumption when compared to cellular networks. In addition,
the proposed framework consumes 71% less bandwidth and is 21% more reliable than
existing cellular networks. Hence, these results deliver a clear vision for realising TI haptic

communications.
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In Chapter 4, a novel NS mechanism based on TI communication infrastructure is
proposed to address the issues of provisioning and controlling the network slices on demand.
Hence, the NS algorithms are developed and implemented for three different scenarios:
topology slicing, service slicing, and emergency slicing scenarios, leveraging SDN with
programmable OVS to tailor slices according to network requirements. To illustrate how
NS works, the designed and dedicated E2E network slices tailored to meet the stringent
requirements of the services or applications are represented.

Moreover, Vagrant, an open-source tool used for building and managing a virtualised
development environment, is used as a simulation environment to evaluate and validate the
NS-based TI communication infrastructure. A Linux-based OS (a base virtual machine
image) and Oracle VirtualBox (a virtualised platform) are specified in a VagrantFile. Besides,
Mininet, a network emulator, is used to create a network topology.

In addition, key performance indicators (KPIs), such as throughput and RTT, are observed
to critically analyse the performance of configured network slices in the three previously
mentioned scenarios. The simulation is carried out using diverse traffic, such as UDP, TCP
and other traffic packets, to imitate the real-work traffic environment. The topology and
service slicing scenarios have three slices (1, 2 and 3) each, having traffic packets routed and
pre-designed RTT constraint values. On similar lines, before and during emergency slicing
scenarios, there are two and three slices, respectively, with pre-designed RTT constraint
values. “iperf3” 1is used to measure throughput for the mentioned traffic slices for each
scenario, whereas RTT is measured using “ping”, including SDN controller time and pre-
designed constraint values.

Based on our simulation results, the measurement and comparison of throughput and
round-trip time (RTT) for three designed slices align with the pre-designed allocated spectrum
and RTT constraint values. It is observed that throughput in service slicing scenarios is
higher than in topology slicing scenarios for the mentioned traffic because of better utilisation
of available/allocated spectrum to slices and reduced congestion, leading to slightly higher
throughput. Conversely, RTT for service slicing scenarios has also been higher than that
for topology slicing scenarios. This is because of designed RTT constraint values (in ms)
for topology slicing and service slicing scenarios. Finally, our developed algorithms are
validated by comparing them with start-of-the art algorithms.

Lastly, in Chapter 5, we propose a novel downlink PD SISO-NOMA communication
scenario for TI employing multiple sensors and actuators, collectively treated as users, and a
base station. An analytical system model is mathematically derived for SINR, achievable

sum rate, and fair PA coefficients for SISO-NOMA users to study system performance.
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We consider two- and three-user scenarios to analyse and evaluate the simulation results
by varying path loss exponent and fixed PA coefficients concerning BER and sum rate for
SISO-NOMA and OMA. With fixed and fair PA coefficients, the outage probability is also
measured for the SISO-NOMA system with a two-user scenario. To end this, a comparison
of the achievable sum rate between fixed and fair PAs is made.

In addition, the simulation is conducted on the MATLAB 2024a platform, along with
a 5G communication toolbox and required packages. This platform models the transmitter
(a base station), receiver (users) and channel conditions of the proposed NOMA system
scenario. Moreover, Monte Carlo simulation is applied to generate the Rayleigh fading
channels using random complex Gaussian variables, add AWGN to received signals at the
receiver end, and run multiple simulation runs to achieve statistically meaningful numerical
results.

Furthermore, considering simulation results, analytical performance comparisons are
conducted for BER and sum rate. It is observed that a higher BER is achieved for SISO-
NOMA users compared to the OMA scheme due to additional signal processing to decode
and perform successive interference cancellation (SIC) for received signals in a two-user and
three-user scenario. However, for higher SNR, the achievable sum rate in the proposed SISO-
NOMA system outperforms that obtained by OMA. The performance analysis of outage
probability is carried out with varying fixed PA coefficients using a two-user scenario. The
target rates for both users are considered and compared against derived achievable sum rate
equations. The outage probability is observed to depend on the power percentage allocated
to the particular user. Having two pairs of users with varying fixed PA coefficients, the
outage probability is seen as lesser for the first user pair having the first user with higher PA
than the second user pair having the first user with lower PA. The performance comparison
and analysis of fixed PA with derived fair PA are conducted for outage probability and
achievable sum rate using a two-user scenario. Moreover, using a 3-user scenario with a
fixed PA coefficient, it is observed that the latency is less in SISO-NOMA than in OMA.
However, when the latency is compared for fixed and fair PA coefficients for SISO-NOMA in
a two-user scenario, SISO-NOMA with fair PA coefficients has outperformed SISO-NOMA
with fixed PA coefficients.

To further analyse and compare the performance of 4 x 4 MIMO-NOMA with SISO-
NOMA, 10 legitimate users are chosen, with two users in each cluster with a near-near
and far-far clustering approach, equally spaced between 1000 m and 200 m. This scenario
has a BS with a uniform linear array (ULA) of 4 antennas with half-wavelength spacing,

assuming the users in each cluster have almost the same angles with clusters equally spaced
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between —60° to 60°. Concerning the achievable sum rate and latency, the 4 x 4 MIMO-
NOMA incorporating zero forcing-based beamforming and a round-robin scheduling process
has outperformed SISO-NOMA. It is concluded that NOMA has maximised the spectral
efficiency and minimised the power consumption and latency by efficiently utilising the

available spectrum.

6.2 Future research directions

This research significantly addresses the questions RQ 1, RQ 2 and RQ 3. This section
identifies and outlines the potential future research directions that will extend the work done
in Chapters 2, 3, 4 and 5, thus contributing to further tactile Internet (TI) literature survey

and efficient approaches to achieve better network KPlIs.

* TI with sixth generation (6G).
Upon considering Chapter 2, incorporating EC/FC, SDN, NS, NFV and MA techniques,

and 5G in TI communication infrastructure can open possible horizons and directions
for real-time and immersive experiences. However, an in-depth survey is also needed
to explore possible rays of application and service opportunities for TI with 6G.
6G promises to be a breakthrough beyond 5G, contributing to the following key
characteristics: (1) It will further reduce the microsecond-level RTT, promoting near-
instantaneous response times, and it is perfectly suitable for critical applications such
as telerobotic surgery; (ii) It will utilise higher frequency bands (THz waves), thus
supporting higher transmission rates and capacity for TI applications; (iii) It will
incorporate Al and edge computing, making more intelligent and responsive networks
to improve tactile experiences through advanced data prediction, processing, and
analysis; and (iv) it will increase the security and reliability of TI communications,
suitable for sensitive applications. With these improvements, 6G will unravel promising
future directions for TI, such as enabling fully immersive tactile remote experiences,
real-time remote holographic communication and extended reality (XR) — AR, VR and
mixed, that creates virtual replicas and mirrors the physical world with a digital twins

world for more immersive and interactive TI experiences.

* Integrating machine learning/artificial intelligence (ML/AL) model on fog nodes.

Research done in Chapter 3 can be extended by integrating the machine learning/artificial

intelligence (ML/AL) model, which can be deployed on fog nodes to perform crucial
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tasks such as analysing and filtering real-time data and making automated informed
decisions. Therefore, the traffic (data) flowing to these fog nodes (micro and mini
cloud units) can be analysed much quicker than transmitting the data to the central
cloud. Due to the limited resources of fog nodes, these models must be designed
and operated to be lightweight. In our case, the resources allocated to fog nodes are
static. Any significant changes in the network will not be easy to handle or process
the massive incoming traffic on those fog nodes, thus increasing the processing and
wait times. Hence, ML models can be implemented to dynamically allocate resources
such as bandwidth, storage and computational power based on fluctuating demands
of incoming tasks, thus efficiently using available resources, avoiding overloading a

single node and reducing RTT further.

* Dynamic network slicing (NS) with an appropriate ML/AI model.

Considering Chapter 4, NS in TI communication infrastructure can further improve
efficiency and capabilities by incorporating an appropriate ML/AI model. This model
can analyse the present network’s traffic patterns and application/service requirements,
thus predicting future network demands. Using real-time data, such analysis can be
used to dynamically create, customise and destroy network slices based on fluctuating
demands. For instance, a dynamic slice will be created to serve a particular application
needing higher throughput and lower latency, thus improving QoS and user experience.
Such dynamic slices can rely on the policies set by this model, ensuring compliance
with service level agreements (SLA). The resources such as compute, storage and
bandwidth required for created slices can be predicted for dynamic resource allocation
and decommission/destroy the slices when utilised or not in use, promoting intelligent
slice management. In addition, real-time monitoring to gather slice performance
metrics can aid in detecting anomalies and faults in the network with the help of
supervised and unsupervised learning MLL/AL models, identifying known and unknown
issues. A pre-defined response can be automatically triggered to mitigate faults, such
as re-configuring the slice parameters. These approaches will optimise the network’s
efficacy and resource allocation, thus further enhancing throughput, RTT and other

performance metrics.

* To accurately estimate dynamic and imperfect channel state information (CSI)
conditions using a suitable ML/AI model.

In Chapter 5, a suitable ML/AL model can be adopted for a downlink PD-NOMA-based

TI communication infrastructure to accurately estimate dynamic and imperfect channel
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state information (CSI) conditions, leading to reliable communication, dynamic/fair
adjustment of power allocation/level and efficient SIC process resulting less error in
signal decoding. This model can also utilise an optimal power allocation strategy to
promote user fairness and achieve the desired system sum rate. Hence, the power level
can be automatically adjusted based on channel conditions on the transmitter side, thus
optimising resource usage, maintaining acceptable QoS, maximising spectral capacity,
and minimising RTT. Moreover, managing interference between users becomes crucial
due to the non-orthogonal nature of the user’s signals and using the same RB. Hence,
predicting effective interference among NOMA users can optimise the SIC process.
To efficiently decode the superimposed signals on the receiver side, the ML/AL model
can streamline the SIC process, reducing computational complexity and improving
decoded signal error correction competencies. Thus, it reduces the time required to
decode the user’s signals, leading to more reliable communication and can further

improve the sum rate and minimise RTT.

6.3 System implication and deployment

The proposed algorithms and analytical system model to study the RTT performance in TI
communication infrastructure are investigated in Chapters 3, 4 and 5. The system planners
play a significant role in understanding the system implication and deployment phase, which
involves considering the potential impacts or consequences of the proposed solutions. The
research findings gathered in these chapters will be analysed and benefitted by system
planners in the following ways.

Chapter 3 proposes a fog-based traffic flow framework to meet stringent requirements
such as ultra-low latency and ultra-high reliability, which have outstanding implications for
the network’s infrastructure and operation. Meeting such requirements requires accurate
transmission, propagation, queuing and processing delay optimisation, and resilient error
handling and failover procedures. Moreover, using this framework with FC and SDN, the
system entails the distributed or decentralised approach in strategically deploying the fog
nodes near the UE or end devices. Thus, the deployed fog nodes must be competent in
handling/processing real-time network traffic and making informed decisions quickly to
minimise RTT and enhance reliability through the corresponding optimised traffic flow
algorithm. In addition, an SDN controller is essential to manage and route the network
traffic dynamically, hence requiring optimal controller configuration. Subsequently, looking

at the results standpoint, the system planners benefit from enhanced network performance,
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informed decision-making, optimised resource utilisation and consumption, mitigate risk by
recognising potential bottlenecks through simulation and a comprehensive cost-benefit analy-
sis, henceforth giving system planners a vision of creating a dynamic network infrastructure
to support rising requirements in TI applications.

Furthermore, the proposed NS algorithms in Chapter 4 imply real-time slice provisioning
where customisable, dedicated and logical E2E networks can be configured. Such configura-
tions necessitate tailored network slices to meet diverse customer demands in TI environments
and require dynamic mechanisms to manage multiple virtual networks or logical slices on a
shared physical/hardware resource. SDN and OVS are mainly responsible for efficient and
flexible network management and dynamic slice provisioning. So, installing a suitable SDN
controller(s) and deploying a distributed OVS setup can pose a deciding factor for efficient
network performance. The system planners will be able to utilise pre-designed slice con-
figurations/templates such as topology, service and emergency slicings, which are prepared
for diverse traffic or application loads, thus ensuring performance stability and optimising
resource allocation across the network. Using a potential network emulator, the research
findings can facilitate some insights into the system’s behaviour and validate the system’s
KPIs before conducting full-scale testing and deployment, thus proving the effectiveness
of slicing algorithms. Therefore, the proposed NS algorithms can guarantee enhanced QoS
levels as each tailored slice meets the application/service requirements. Finally, the system
planners can accelerate the service deployment because of the rapid slice provisioning on
demand.

Lastly, in Chapter 5, a downlink PD-NOMA for TI communication is proposed, supported
by multiple users and a BS. Using the same RB to accommodate multiple users in the NOMA
scheme can be challenging for system planners. However, the NOMA implementation
improves spectral efficiency and minimises latency, making it suitable for TI applications.
Moreover, efficient (dynamic and fair) PA strategies are required to support multiple users,
thus optimising system performance, reducing power utilisation, and enhancing user fairness.
Developing and deploying suitable interference management strategies, such as SIC, can
reduce BER, increase signal quality and ensure reliable communication. However, system
planners need to ensure that existing BSs support NOMA capabilities. If not, upgrades may
be required. The upgraded BSs need to be deployed with NOMA-empowered transmission
and reception capacity. The end-users must be equipped with NOMA-supported modems
and advanced signals processing competencies, which may hamper their cost and battery life.
Constant system monitoring is required to fine-tune the specifications to cater to changing

network needs. The research findings validate the mathematical model and fair PA strategy in
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a simulation environment before system planners consider full-scale deployment in the real
world. Consequently, system planners benefit substantially from flexible network deployment,
knowledge to improve KPIs and room for new service opportunities due to increased spectral

capacity and minimised latency.
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Appendix A

A List of Abbreviation and their Explana-
tion

Table A.1 lists the abbreviations used in this thesis and their explanations.

Table A.1 A list of abbreviations and their explanations.

| Abbreviation | Explanation
4G Fourth-Generation
3GPP 3rd Generation Partnership Project
5G Fifth-Generation
AR/VR Augmented Reality/Virtual Reality
B5G Beyond Fifth-Generation
BER Bit Error Rate
BS Base Station
CAGR Compound Annual Growth Rate
CSI Channel State Information
DL Downlink
E2E End-to-End
eMBB Enhanced Mobile Broadband
FC Fog Computing
H2M Human-to-Machine
IoT Internet of Things
KPI Key Performance Indicators
MA Multiple Access
ML/AI Machine Learning/Artificial Intelligence
mMTC Massive Machine-Type Communications
NFV Network Function Virtualisation
NOMA Non-Orthogonal Multiple Access
NS Network Slicing
OMA Orthogonal Multiple Access
OVS Open Virtual Switch
PA Power Allocation
PD Power Domain
QoE Quality of Experience
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Table A.1 Cont.

| Abbreviation | Explanation
QoS Quality of Service
RB Resource Block
RTT Round-Trip Time
SDN Software-Defined Networking
SIC Successive Interference Cancellation
SINR Signal-to-Interference Noise Ratio
SLA Service Level Agreement
SNR Signal to Noise Ratio
TI Tactile Internet
UE User Equipment
URLLC Ultra-Reliable Low-Latency Communication
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