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1  Introduction
As critical infrastructures (CIs) increasingly rely on interconnected and automated sys-
tems, the cybersecurity landscape has undergone significant changes [1]. These infra-
structures extend beyond digital networks, integrating physical components such as 
sensors and actuators. This integration forms Cyber-Physical Systems (CPS), where 
cybersecurity threats can have both virtual and physical consequences. Cyberattacks on 
Cis frequently aim to disrupt physical operations [2], as demonstrated in recent inci-
dents targeting water systems in the United States, Poland, and France. One illustra-
tive example occurred in Muleshoe, Texas, where hackers managed to overflow a water 
tower, sending tens of thousands of gallons of water into streets and drainpipes [3].
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Traditional security measures, which predominantly focus on a single data source, 
such as network traffic or log data, are often inadequate for protecting the entire eco-
system, as they overlook the physical indicators of cyber threats. Incorporating both 
network and physical data (from sensors and actuators) into cybersecurity strategies is 
therefore essential. While network data provides insights into communication patterns 
and potential breaches in digital traffic, physical data offers a real-time snapshot of the 
infrastructure’s operational state. Anomalies in sensor readings or unexpected actua-
tor behaviors can signal malicious activities or system failures that might not be evi-
dent from network data alone. This unimodal focus creates a critical blind spot: stealthy, 
coordinated attacks, where subtle anomalies in one domain are only interpretable with 
context from the other, remain undetected. Addressing this gap motivates the develop-
ment of a sophisticated fusion mechanism capable of learning the direct, causal relation-
ships between cyber commands and their physical manifestations.

Moreover, anomalies themselves do not always exhibit uniform behavior. As discussed 
in [4], anomalies can be categorized into three types: point anomalies, which are inde-
pendent of time; contextual anomalies, which rely on surrounding values for identifica-
tion; and collective anomalies, which occur over a sequence, showing abnormal behavior 
across a period. Although numerous methods have been proposed to detect these 
anomalies, no single approach performs optimally across all anomaly types when using 
various information sources.

Anomaly detection has emerged as a crucial machine learning technique for identify-
ing deviations from normal patterns, making it particularly well suited for securing criti-
cal infrastructures against sophisticated threats, including zero-day attacks [5, 6]. Unlike 
signature-based methods that depend on known attack patterns, anomaly detection 
models establish a baseline of normal system operations, enabling them to identify novel 
and previously unseen anomalies. By utilizing both physical and network data, these 
models can detect subtle shifts in system behavior that may indicate the early stages of a 
zero-day attack. This dual-data approach significantly enhances the model’s sensitivity to 
critical deviations, allowing for the timely detection of complex cyberattacks that could 
compromise essential operations [7]. The comprehensive nature of this method allows 
for a quick and effective response to emerging threats, positioning anomaly detection 
not only as a proactive defense mechanism but also as a key factor in preserving the 
integrity and availability of critical infrastructures.

In this paper, we introduce an advanced attention-based adversarial autoencoder for 
unsupervised anomaly detection in sensor and network data. The model fuses latent rep-
resentations from pre-trained VAE-LSTM encoders using a cross-attention mechanism 
to capture the interdependencies between both data types. An attention mechanism fur-
ther refines this combined latent space, enhancing the most relevant features. The model 
then reconstructs the sensor and network data separately, combining these outputs into 
a unified reconstruction, which is fed into a discriminator to evaluate its plausibility 
across both modalities. To optimize the discriminator’s performance, hyperparameters 
are fine-tuned using Bayesian techniques, and it is trained with a binary cross-entropy 
loss function. The model’s overall loss function merges reconstruction error with adver-
sarial feedback, thereby improving its ability to detect subtle anomalies. This architec-
ture specifically leverages the integration of sensor and network data, highlighting the 
importance of joint data processing for robust anomaly detection in CPS. The paper 
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details the development of this model, insights from its application on the Secure Water 
Treatment (SWAT) dataset [8], and its contribution to enhancing the resilience of criti-
cal infrastructures against cyber threats.

In the increasingly complex landscape of critical infrastructure, relying solely on a sin-
gle data source is insufficient for comprehensive anomaly detection. Integrating multiple 
data sources provides a holistic view of system operations, capturing threats that might 
manifest differently across these domains. Building on this understanding, the present 
study poses the following research question: How can an AI model be designed to inte-
grate multiple data sources, including physical data and network traffic, for the effective 
detection of anomalies related to cyberattacks on critical infrastructures?

The main contributions of this research to the cybersecurity domain for critical infra-
structures are as follows:

 	• A Novel Multimodal Fusion Architecture We propose a new deep learning 
architecture that fuses heterogeneous sensor and network traffic data for CPS 
anomaly detection using a dual cross-attention mechanism. This novel approach 
enables the model to learn complex, time-dependent interdependencies between the 
cyber and physical domains, a capability fundamentally absent in prior unimodal or 
simply concatenated systems.

 	• Enhanced Detection of Low-Observability Threats We integrate an adversarial 
autoencoder framework to regularize the model’s latent space. This forces the model 
to learn a highly precise and robust representation of normal system behavior, 
significantly improving its sensitivity to subtle zero-day anomalies that closely mimic 
legitimate operations and would otherwise go undetected.

 	• A Robust Preprocessing and Evaluation Methodology We develop a reproducible 
preprocessing pipeline to synchronize and engineer features from high-frequency 
sensor and network data. By retaining all physical device features and utilizing short 
10-second analysis windows, our model demonstrates near real-time detection 
capabilities and improved generalization compared to methods that discard features 
or require longer observation periods for analysis.

The remainder of this paper is structured as follows: Sect. 2 provides background infor-
mation; Sect. 3 explains the SWAT dataset; Sect. 4 reviews related work; Sect. 5 details 
the preprocessing steps; Sect. 6 describes the multimodal design; Sect. 7 presents the 
results; and Sect. 8 concludes the paper.

1.1  Methodology

Design Science Research Methodology (DSRM), as proposed in [9], has become an 
essential framework within the field of information systems research, providing a sys-
tematic and iterative approach to developing and evaluating innovative artifacts.

Unlike conventional research methodologies that primarily focus on observing or 
explaining phenomena, DSRM is proactive in designing solutions that address complex, 
real-world problems. It emphasizes the conception, implementation, and refinement of 
artifacts–whether models, frameworks, processes, or systems - that not only advance 
theoretical understanding but also offer tangible improvements to practice. At the core 
of DSRM is its problem-centric focus, where researchers begin by identifying a specific 
issue or gap in the existing knowledge base, thereby establishing a targeted research 
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agenda. The methodology then guides the researcher through a multi-phase process, 
starting with problem identification and motivation, moving to the rigorous design and 
development of the artifact, demonstrating its practical utility and finally evaluating its 
effectiveness in addressing the problem. The iterative nature of DSRM allows for con-
tinuous refinement, ensuring that the artifact evolves to meet both practical needs and 
academic rigor. By bridging the gap between theoretical exploration and practical appli-
cation, DSRM not only deepens our understanding of complex systems but also drives 
the creation of actionable, solution-oriented research, thereby solidifying its role as a 
vital methodology for the advancement of information systems and related fields [9].

Given the complexities of integrating physical systems with digital networks in criti-
cal infrastructure environments, the research demands a methodology that not only 
provides theoretical insights but also facilitates the development of practical, adaptable 
solutions. In this context, the selected research approach focuses on creating an artifact 
that can tackle real-world challenges, such as identifying cyber-physical threats, while 
allowing for ongoing refinement as new attack vectors and vulnerabilities emerge. This 
methodology is particularly effective for capturing the intricate interplay between high-
frequency physical and network data streams, a feature that traditional methods often 
overlook. By guiding the design, implementation, and validation phases in a systematic 
manner, the approach ensures that the resulting model is comprehensive, thereby meet-
ing both theoretical rigour and practical utility. It emphasizes iterative evaluation and 
improvement, enabling the proposed anomaly detection model to adapt to dynamic and 
evolving cybersecurity landscapes in critical infrastructures, as shown in Fig. 1. This 
results in a more robust solution, designed to proactively respond to the ever-changing 
nature of cyber threats in industrial systems.

2  Background
In machine learning and deep learning, advanced techniques such as VAE and LSTM 
networks have been instrumental in addressing complex data representation and 
sequence modeling challenges. VAE encodes input data into a probabilistic latent space, 
enabling the generation of new data points, while LSTM networks effectively capture 
long-term dependencies in sequential data. The integration of these models, known 
as VAE-LSTM, combines their strengths for sequence prediction and reconstruction. 

Fig. 1  DSRM methodology
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Attention mechanisms further enhance these models by focusing on the most relevant 
parts of the input, improving accuracy and interpretability. Additionally, AAEs incorpo-
rate a discriminator to regularize the latent space, thereby boosting robustness, particu-
larly in anomaly detection. The following sections will detail these techniques as integral 
components of the proposed model.

2.1  Variational autoencoders

Variational Autoencoders (VAE) are generative models that operationalize Bayesian 
inference to learn latent representations of complex data distributions in an unsuper-
vised framework. A VAE conceptually differs from traditional autoencoders by repre-
senting input data through probabilistic latent variables rather than deterministic points. 
This representation is defined by the distribution parameters: means (µ) and variances 
(σ2), which collectively describe a Gaussian distribution [10] .

The architecture of a VAE encompasses two principal components: the encoder and 
the decoder. The encoder function, q∅ (z|x), parameterizes the latent space variables (z) 
conditioned on the observed data (x), thereby approximating the true posterior p (z| x). 
The decoder, denoted as pθ (z|x) ,reconstructs the input data from the sampled latent 
variables. The optimization objective integrates the reconstruction error, typically cal-
culated as the negative log-likelihood of the observed data given the latent variables, 
and the Kullback-Leibler (KL) divergence. This divergence quantifies the discrepancy 
between the learned latent distribution q∅ (z|x) and a prior distribution p (z), often 
assumed to be the standard normal distribution. Formally, the loss function is expressed 
as: L(θ, φ; x) = −Eq∅(z|x)[logpθ(x|z)] + KL(q∅(z|x)||(z)). The following pseudocode 
outlines the essential steps involved in encoding an input into a latent space and recon-
structing it, using the reparameterization trick to allow for gradient descent through 
random processes [10].

Pseudocode: Variational Autoencoder (VAE) 

Inputs: 
   x - Input data 
Outputs: 
   reconstructed_x - Reconstructed output 
   z - Latent vector 
   mu - Mean of latent space 
   log_var - Log variance of latent space 
Procedure: 
1. Encode: 
   mu, log_var = encoder(x) 
2. Reparameterization: 
   epsilon = random_noise () 
   z = mu + exp (0.5 * log_var) * epsilon 
3. Decode: 
   reconstructed_x = decoder(z) 

Return (reconstructed_x, z, mu, log_var)

VAEs facilitate the identification of deviations that signify potential security breaches 
or system malfunctions. This capability is invaluable in critical infrastructures such 
as power grids or telecommunications networks, where early detection of anoma-
lies can prevent catastrophic failures and ensure operational continuity. Moreover, the 
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unsupervised nature of VAEs alleviates the burdensome requirement for labeled training 
data, which is often scarce or unavailable in real-world settings.

2.2  Long short-term memory networks

Long Short-Term Memory (LSTM) networks are a specialized form of Recurrent Neural 
Networks (RNN) engineered to effectively handle long-term dependencies within sequence 
data, addressing the challenges posed by vanishing and exploding gradients that are common 
in standard RNNs. LSTMs utilize a unique gating mechanism comprising input, forget, and 
output gates that orchestrate the flow of information. These gates apply specific mathemati-
cal operations to determine data retention and omission through the sequence: the forget 
gate ft = σ (Wf · [ht−1, xt] + bf )decides which parts of the cell state to discard, the input 
gate it = σ (Wi · [ht−1, xt] + bi) selects new data to update the state, and the output gate 
ot = σ(Wo · [ht−1, xt] + bo) filters the output from the current cell state ht = ot ∗ tanh (Ct) 
[11]. LSTMs are adept at processing and analyzing time-series data, a common format in 
cybersecurity logs and network traffic, where the temporal sequence and context of events 
can be crucial for identifying malicious activities. The core strength of LSTMs lies in their abil-
ity to learn long-term dependencies, enabling them to recognize complex patterns and anom-
alies that unfold over extensive periods—a feature indispensable for detecting sophisticated 
cyber threats that may not be immediately apparent. Furthermore, LSTMs mitigate one of 
the significant challenges in cybersecurity anomaly detection: the high rate of false positives. 
By effectively learning normal behavioral patterns over time and discerning subtle deviations, 
LSTMs can significantly reduce false alarms, which are a common issue with less sophisti-
cated detection methods. The following pseudocode outlines the key steps involved in LSTM 
network architecture, detailing the sequence processing operations within the network.

Pseudocode: Long Short-Term Memory (LSTM) Network 
 
Inputs: 

X - Sequence of input vectors 
H_prev - Previous hidden state 
C_prev - Previous cell state 

Outputs: 
H - Current hidden state 
C - Current cell state after updates 

Procedure: 
// Initialize gate weights 

W_f, W_i, W_c, W_o - Weight matrices for forget, input, candidate, 
and output gates 

foreach input x_t in X do: 
      combined = [H_prev, x_t] 

      // Gate operations 
f_t = activation_function(W_f * combined) // Forget gate decision 
i_t = activation_function(W_i * combined) // Input gate decision 
C_hat_t = activation_ function (W_c * combined) // New candidate 
values 

      // State update 
  C_t = f_t * C_prev + i_t * C_hat_t // Update cell state 

o_t = activation_function(W_o * combined) // Output gate decision 

      // Hidden state output 
     H_t = o_t * activation_function (C_t) 

       // Update states for next timestep 
     H_prev = H_t 
     C_prev = C_t 

return H, C 
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2.3  Variational autoencoder long short-term memory

Variational Autoencoder Long Short-Term Memory (VAE-LSTM) networks merge the 
generative capabilities of VAE with the sequential data processing strength of Long 
Short-Term Memory (LSTM) networks. This integration equips VAE-LSTM to effec-
tively encode and decode complex temporal sequences into a learned latent space, mak-
ing them particularly adept for tasks that require modeling intricate time-dependent 
dynamics. The LSTM components in both the encoder and decoder of the VAE-LSTM 
handle the sequence input and output, respectively, while the VAE structure ensures that 
the model captures the probabilistic characteristics of the data. This dual functionality 
enables VAE-LSTM to identify anomalies by detecting deviations from learned normal 
sequences. In Fig. 2, the architecture of a VAE-LSTM is shown.

2.4  Attention and fusion mechanisms

The concept of attention mechanisms was introduced in 2014 and was designed to 
address limitations in the encoder-decoder framework commonly used in sequence-to-
sequence models. Specifically, it aims to improve the model’s ability to remember long 
sequences without losing context, which was a challenge with earlier models that relied 
on a fixed-length context vector [12].

In the field of cybersecurity, especially within critical infrastructure networks, the 
adaptive capabilities of attention mechanisms represent a significant leap forward. By 
enabling anomaly detection systems to focus on specific intervals where unusual pat-
terns may indicate potential security breaches, these mechanisms adaptively prioritize 
segments of data that deviate from established norms. Fusion in the context of machine 
learning, particularly when applied to multimodal data, facilitates a comprehensive 
understanding by combining features from disparate sources at various stages of the 
model architecture [13, 14]. Early fusion might involve the direct integration of raw data 
streams, enabling interaction at the initial layers of the network, whereas late fusion 
typically focuses on combining higher-level features or decisions near the output layer, 
thereby enhancing final decision-making accuracy [15].

For example, in multimodal learning scenarios such as environmental monitoring 
systems, fusion allows for the integration of diverse sensor inputs, ranging from visual 
to acoustic signals, ensuring that the resultant predictions are based on a holistic view 
of the environment [16]. Particularly, cross-attention fusion is a technique employed 
to integrate information from multiple data modalities or sequences, enabling one 
sequence to attend to another. Unlike self-attention, where the same sequence serves 

Fig. 2  VAE-LSTM architecture
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as the source for queries, keys, and values, cross-attention derives the query from one 
sequence and the key and value from another. This mechanism allows the model to 
effectively focus on relevant parts of the second sequence based on the context provided 
by the first sequence, making it particularly useful in multimodal learning scenarios [17, 
18].

For anomaly detection, combining sensor data and network traffic data through cross-
attention fusion facilitates the extraction of complementary features, capturing intricate 
dependencies across these modalities. Sensor data might reveal anomalies in physical 
operations, such as unauthorized access or tampering, while network traffic data can 
expose digital threats like distributed denial-of-service (DDoS) attacks, malware com-
munication, or data exfiltration attempts. This integration is crucial because it provides 
a comprehensive view of both physical and digital behaviors, significantly enhancing the 
detection of sophisticated cyber threats that might otherwise go unnoticed if each data 
type were analyzed in isolation [15].

  

2.5  The adversarial autoencoder

The Adversarial Autoencoder (AAE) is a model that combines autoencoding with adver-
sarial training to enforce structured and meaningful latent representations, as shown in 
Fig. 3. In an AAE, the encoder compresses input data into a lower-dimensional latent 
space, while the decoder reconstructs the original data from this latent representation. 
The innovation of the AAE lies in its use of a discriminator network, which distinguishes 
between latent vectors produced by the encoder and those sampled from a prior distri-
bution, such as a Gaussian distribution. This regularization of the latent space ensures 
that the representations are meaningful and structured in a way that captures the under-
lying patterns of the input data [19]. When applied to tasks such as anomaly detection 
in cybersecurity, this well-regularized latent space allows the model to more effectively 
identify deviations from normal behavior, [as anomalies typically result in latent repre-
sentations that differ from the learned distribution, making them easier to detect].

In an AAE, the discriminator is trained to maximize the log-likelihood of correctly 
classifying real latent vectors z sampled from the prior p (z) while minimizing the log-
likelihood of incorrectly classifying latent vectors generated by the encoder qφ (z| x). 
This objective is formalized as a minimax optimization problem, expressed as:

min
ϕ

max
ψ

[
Ez∼p(z) [log Dψ (z)] + Ex∼p(x) [log (1 − Dψ (qϕ (z|x)))]

]

where Dψ  denotes the discriminator’s output, ψ represents the discriminator’s param-
eters, and φ represents the encoder’s parameters [20, 21]. The following pseudocode 
presents the training procedure of the discriminator in an AAE, outlining how it learns 
to differentiate between latent vectors generated by the encoder and those sampled from 
a prior distribution:
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Pseudocode for the Discriminator in AAE

Inputs:

    Latent vector z from the encoder
    Latent vector z_prior from the prior distribution

Outputs:

    Discriminator loss L_D
    Updated discriminator parameters

Procedure:

    Sample Latent Vectors:
        z = Sample latent vector from encoder
        z_prior = Sample latent vector from prior distribution

    Discriminator Evaluation:
        D_real = Discriminator(z_prior) # Output for real latent 
vector
        D_fake = Discriminator(z) # Output for fake latent vector
    Compute Discriminator Losses:
        L_real = BinaryCrossEntropy(1, D_real) # Loss for real latent 
vector
        L_fake = BinaryCrossEntropy(0, D_fake) # Loss for fake 
latent vector

    Calculate Total Discriminator Loss:
        L_D = L_real + L_fake

    Update Discriminator Parameters:
        Update discriminator parameters using gradients of L_D

Thus, our model integrates VAE-LSTM architectures, attention mechanisms, and AAE 
components to form a comprehensive framework for anomaly detection within critical 
infrastructure systems. Each of these techniques contributes distinct capabilities, from 
capturing complex temporal dependencies to identifying variations and leveraging 
adversarial training to improve robustness. The incorporation of both physical data and 
network traffic enables a holistic analysis of system behavior, facilitating the detection 
of deviations that may indicate cyber-attacks. This multimodal approach significantly 
enhances the model’s ability to generalize across diverse data sources, addressing the 
intricate and evolving nature of cybersecurity threats in CPS.

Fig. 3  AAE architecture
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3  Dataset
The Secure Water Treatment (SWAT) dataset provides a detailed snapshot of the opera-
tions and security challenges in a scaled-down but fully functional water treatment facil-
ity. The system was designed as a multi-stage process that mimics a real-world water 
treatment plant with six main stages: raw water storage and pre-treatment, chemical 
dosing, ultrafiltration, dechlorination, reverse osmosis, and a final water storage stage. 
Each stage serves a specific function in the purification process, from initial filtration 
and chemical adjustment to more intensive cleansing methods like reverse osmosis, 
ensuring the production of clean and safe drinking water. This setup not only provides a 
controlled environment for research on water treatment but also serves as a testbed for 
cybersecurity measures, given its integration of physical processes with networked con-
trol systems. The SWAT dataset includes network traffic information and sensor data: 51 
sensors, actuators, and PLC control devices, among other components. In its A2 version, 
data were collected over an 11-day period, consisting of 7 days of normal operation and 
4 days of attack scenarios. SWAT dataset al.so includes a diverse range of both cyber and 
physical attack scenarios - the attacks were conceived on the premise that they were ini-
tiated by either a nation-state actor or an insider [22], with a total of 41 distinct attacks 
executed to test system resilience. The list of attacks is in Table 1. However, five attacks 
(attacks number 5, 9, 12, 15, and 18) had no physical impact [8]. The attacks varied in 
duration and had diverse impacts on the process dynamics, necessitating varying stabili-
zation times for the system. In cases where multiple attacks were executed sequentially, 
the system was unable to stabilize between these incidents [23].

4  Related work
In [2], the authors proposed a detection technique based on a neural network (NN) 
with a one-class objective function and an additional regularization term. The pro-
posed method was evaluated using only the SWAT physical dataset (actuators and sen-
sor data). This work demonstrated superior recall values in 15 of the 36 attack scenarios 
that had a physical impact. However, the authors included attacks that, according to 
the official documentation, did not have any physical impact, such as attacks number 
5, 9, 12, 15, and 18. Additionally, attack number 4, targeting a motorized valve named 
MV-504, could not be analyzed as information about this valve was not included in the 
official dataset. Using the same dataset, researchers in [24] employed two unsupervised 
machine learning techniques to detect anomalies in water treatment systems. They 
utilized a Deep Neural Network (DNN) featuring feedforward layers, and a One-class 
Support Vector Machine (OCSVM). While the OCSVM detected a higher number of 
anomalies, the DNN resulted in fewer false positives. Nonetheless, the recall rates for 
both models were reported to be under 0.7, suggesting significant room for improve-
ment in anomaly detection capabilities within such critical systems. This underscores 
the ongoing need to develop and refine machine learning approaches that can more 
effectively identify potential threats in industrial control environments. Although the 
authors of both studies recognize that the attack scenarios are representative of typical 
network-based attacks on cyber-physical systems, neither of them included the network 
traffic data to train their models.

Based on the spatiotemporal correlation and dependencies between parameter val-
ues of sensors and controllers in cyber-physical systems (CPS), a method for detecting 
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abnormal states through the calculation of statistical deviations was proposed in [25]. 
The core concept of this anomaly detection approach involves using a 1D Convolutional 
Neural Network (1D_CNN) and a Gated Recurrent Unit (GRU) to predict the values 
for the next moment or sequence based on the previous period’s data flow. The method 
then assesses anomalies by comparing the predicted values with the actual values. In this 
experiment, attack scenarios 4, 10, 11, and 24 were not detected, which aligns with those 
scenarios that either do not have a physical impact on the water treatment system or 
were unsuccessful.

Another CNN-based method was introduced in [23], where the authors proposed an 
algorithmic design for detecting cyber-attacks on communication links between smart 
devices. Rather than suggesting a one-size-fits-all deep learning architecture, their 
approach was tailored to autonomously discover architectures with a relatively small 
number of parameters using training data. They introduced a host-based intrusion 
detection system that employs univariate regression, creating separate models for each 
transmitted signal. For model construction, only 22 features representing sensors were 
used. In their method, data shuffling was employed, which is appropriate for memory-
less DNN architectures (e.g., CNNs) where the sequence of training pairs is not critical. 
They demonstrated the importance of sensor data in CPS anomaly detection. For exam-
ple, using data from only three sensors (FIT201, AIT401, and LIT301), their host-based 
approach detected 15 attack scenarios in the SWAT dataset.

In study [8], researchers implemented a modified version of the DenseNet architec-
ture, incorporating an undersampling technique to address the imbalance between 
minority and majority classes—a common issue in anomaly detection datasets. A key 
characteristic of DenseNet is the direct connectivity between layers within each block. 
The authors reported an F1-score of 1, with a precision of 0.9997 and a recall of 0.999. 
They noted perfect recall in attack scenario number 4. However, this scenario, which 
involved a motorized valve named MV-504, could not be fully evaluated due to the 
absence of specific valve data in the official dataset. The authors also reported superior 
scores in attacks that were deemed unsuccessful by SWAT developers, such as attack 
numbers 13, 14, and 29.

A multi-layer perceptron (MLP) anomaly detection model was introduced in [22], 
designed to capture the sequential dependencies among observations and forecast plant 
behavior. Additionally, the established Cumulative Sum (CUSUM) method was applied 
to identify significant deviations between actual and predicted sensor readings, thereby 
facilitating anomaly detection. This model was evaluated exclusively on six isolated 
attacks affecting individual sensors of the SWAT dataset. Similarly, in [26], the authors 
found that the model was more sensitive to anomaly detection when working with a 
small group of sensors. The methodology presented employs a neuroevolutionary-based 
approach, wherein neural network architectures evolve over successive generations. 
The process begins with the initialization of a diverse population of neural networks, 
each varying in structural parameters such as the number of layers, neurons per layer, 
and activation functions. The method then focuses on optimizing the architecture and 
hyperparameters. The authors down sampling with a ratio of 5 and used the labels 
provided by the SWAT developers to evaluate their results, without specifying which 
attacks were detected. The best result achieved a precision of 99.35, a recall of 68.12, 
and an F1 score of 0.81. However, these studies [22] and [26] do not account for the 
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Table 1  Attacks scenarios from [8]
Attack 
number

Attack point Start state Attack

1 MV-101 MV-101 is closed Open MV-101

2 P-102 P-101 is on whereas P-102 is off Turn on P-102

3 LIT-101 Water level between L and H Increase by 1 mm every second

4 MV-504 MV-504 is closed Open MV-504*

5 No physical impact attack

6 AIT-202 Value of AIT-202 is > 7.05 Set value of AIT-202 as 6*

7 LIT-301 Water level between L and H Water level increased above HH

8 DPIT-301 Value of DPIT is < 40kpa Set value of DPIT as > 40kpa

9 No physical impact attack

10 FIT-401 Value of FIT-401 above 1 Set value of FIT-401 as < 0.7

11 FIT-401 Value of FIT-401 above 1 Set value of FIT-401 as 0

12 No physical impact attack

13 MV-304 MV-304 is open Close MV-304*

14 Mv-303 MV-303 is closed Do not let MV-303 open*

15 No physical impact attack

16 LIT-301 Water level between L and H Decrease water level by 1 mm each second

17 MV-303 Closed Do not let MV-303 open

18 No physical impact attack

19 AIT-504 Value of AIT-504 < 15 uS/cm Set value of AIT-504 to 16 uS/cm*

20 AIT-504 Value of AIT-504 < 15 uS/cm Set value of AIT-504 to 255 uS/cm*

21 MV-101, LIT-101 MV-101 is open; LIT-101 between 
L and H

Keep MV-101 on continuously; Value of 
LIT-101 set as 700 mm

22 UV-401, AIT-502, 
P-501

UV-01 is on; AIT-502 is < 150; 
P-501 is open

Stop UV-401; Value of AIT502 set as 150; 
Force P-501 to remain on

23 P-602, DIT-301, 
MV-302

DPIT-301 is < 0.4 bar; MV-302 is 
on; P-602 is closed

Value of DPIT-301 set to > 0.4 bar; Keep 
MV-302 open; Keep P-602 closed

24 P-203, P-205 P-203 is on; P-205 is on Turn off P-203 and P-205*

25 LIT-401, P-401 Value of LIT-401 < 1000; P-402 
is on

Set value of LIT-401 as 1000; P402 is kept 
on

26 P-101, LIT-301 P-101 is off; P-102 is on; LIT-301 is 
between L and H

P-101 is turned on continuously; Set value 
of LIT-301 as 801 mm

27 P-302, LIT-401 P302 is on, LIT401 is between L 
and H

Keep P-302 on continuously; Value of 
LIT401 set as 600 mm till 1:26:01

28 P-302 P302 is on Close P-302

29 P-201, P-203, 
P-205

P-201 is closed; P-203 is closed; 
P-205 is closed

Turn on P-201; Turn on P-203; Turn on 
P-205*

30 LIT-101, P-101, 
MV-201

P-101 is off; MV-101 is off; MV-201 
is off; LIT-101 is between L and H; 
LIT-301 is between L and H

Turn P-101 on continuously; Turn MV-101 
on continuously; Set value of LIT-101 
as 700 mm; P-102 started itself because 
LIT301 level became low

31 LIT-401 Water level between L and H Set LIT-401 to less than L

32 LIT-301 Water level between L and H Set LIT-301 to above HH

33 LIT-101 Water level between L and H Set LIT-101 to above H

34 P-101 P-101 is on Turn P-101 off*

35 P-101; P-102 P-101 is on; P-102 is off Turn P-101 off; Keep P-102 off

36 LIT-101 Water level between L and H Set LIT-101 to less than LL

37 P-501, FIT-502 P-501 is on; FIT-502 in normal 
range

Close P-501; Set value of FIT-502 to 1.29 at 
11:18:36

38 AIT-402, AIT-502 In normal range Set value of AIT402 as 260; Set value of 
AIT502 to 260*

39 FIT-401, AIT-502 In normal range Set value of FIT-401 as 0.5; Set value of AIT-
502 as 140 mV

40 FIT-401 In normal range Set value of FIT-401 as 0

41 LIT-301 Water level between L and H Decrease value by 0.5 mm per second
*Unsuccessful cyberattack - limited or no impact on CPS
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interconnections between networked sensors and actuators prevalent in cyber-physical 
systems (CPS). Typically, cyber-attacks aim to disrupt critical infrastructure operations, 
potentially impacting multiple sensors simultaneously due to a cascading effect.

To further contextualize our work, it is important to consider recent advanced archi-
tectures. The MTS-DVGAN model proposed by Sun et al. [6] represents a state-of-
the-art approach, using a dual variational generative adversarial network for anomaly 
detection in CPS. This method’s sophisticated adversarial framework is highly effective 
for learning the patterns within a single data modality. However, it was not designed to 
perform cross-modal fusion between sensor and network data. Consequently, it can-
not learn the direct correlations between a specific cyber command and its subsequent 
physical impact, which constitutes a critical limitation when modelling tightly coupled 
cyber-physical interactions. This limitation highlights the need for approaches capable 
of jointly modelling multimodal dependencies, which forms the central novelty of our 
model. Other advanced methods have sought to model the inherent structure of indus-
trial systems, however they remain constrained to unimodal analysis or limited fea-
ture interactions, thereby leaving room for more integrated cyber-physical modelling 
frameworks.

The work in [27] proposes a hybrid model combining a Graph Convolutional Net-
work (GCN) with a Gated Recurrent Unit (GRU) to capture both the spatial correla-
tions between sensors and the temporal dynamics of the system. Similarly, in work [28], 
the authors introduce a spatiotemporal-driven autoencoder to learn a comprehensive 
representation of normal industrial processes. While these approaches are powerful, 
their reliance solely on sensor data means they may not explicitly capture the originat-
ing cyber commands from network traffic that trigger anomalies. Our work, by con-
trast, is designed to directly fuse the network and physical data streams to learn this 
direct cyber-to-physical causality. Furthermore, another significant trend in time-series 
analysis is the adoption of Transformer-based architectures. Models like TranAD [29] 
have shown strong performance by using attention-based encoders to capture complex 
dependencies across the entire time sequence simultaneously. While powerful, these 
models often require larger datasets for effective training and their global attention 
mechanism can be less computationally efficient for the highly localized and repetitive 
patterns typical of ICS operations. Our choice of an LSTM-based architecture provides 
a more lightweight and targeted approach for modeling the direct, sequential causality 
between a cyber command and its immediate physical manifestation.

Finally, as anomaly detection models become more complex, the need for transpar-
ency and interpretability is paramount for their adoption in critical operational environ-
ments. The emerging field of Explainable AI (XAI) is critical for building trust in these 
automated security systems. The comprehensive survey [30] on XAI in cybersecurity 
outlines the key methods and challenges in making black-box models understandable. 
While our current work focuses on the detection model itself, the challenges highlighted 
in this survey motivate future directions to integrate techniques that can pinpoint the 
specific sensors or network patterns responsible for a detected anomaly, thereby provid-
ing actionable intelligence to system operators. Recent advancements in 2024 have fur-
ther expanded the scope of Cyber-Physical security toward collaborative and federated 
paradigms. Specifically, new research in [31] utilizes collaborative SRU networks with 
dynamic behavior aggregation to enhance explainability, while work in [32] addresses 
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data imbalance in large-scale networks through Federated-Boosting. Additionally, the 
framework in [33] introduces a federated reinforcement-based fusion model to secure 
distributed environments. While these studies focus on collaborative privacy and dis-
tributed intelligence, they reinforce the critical necessity of multi-source data synthe-
sis and adversarial regularization techniques implemented in our proposed framework. 
Unlike previously developed models, our unsupervised approach integrates multiple 
data sources to enhance the model’s generalization capacity in detecting anomalies from 
individual sources or their combination, utilizing attention mechanisms.

In this framework, physical data provides contextual information for network traffic 
data, and while network data similarly informs physical processes. To improve recon-
struction accuracy, we incorporated a discriminator, enabling the model to detect subtle 
anomalies that closely resemble normal behavior. During processing, we retained all fea-
tures related to physical devices to ensure a precise architectural representation. Mecha-
nisms were also incorporated to handle sensor-specific issues, such as noise. For network 
traffic data, we extracted features from Modbus packets to accurately capture the behav-
ior of the control system. To address the challenge of identifying attack sources, particu-
larly in deep networks, the autoencoder performs separate reconstructions of physical 
and network data, enabling CI operators to determine whether an anomaly originated 
from a specific source or both.

5  Preprocessing
To build the multimodal model, both physical and network traffic data from the SWAT 
dataset were used. The initial six hours of data from both collections were omitted as 
this duration is necessary for the hydroelectric plant to stabilize [23]. Additionally, due 
to the longer stabilization needs of specific sensors such as AIT201 and AIT203, an extra 
98,200 samples were discarded along with their equivalent samples in the network traffic 
data. Moreover, all numerical data were standardized using the StandardScaler(). 
Finally, both datasets (physical and network) were reshaped to feed the LSTM layers 
with a timestep of ten (10), as they are both high-frequency data. This means the model 
analyzes each 10-second window to determine if there is an anomaly within that period.

5.1  Preprocessing of physical (sensor and actuator) data

The SWAT A2 dataset is a detailed time-series collection featuring high-frequency data 
from 25 sensors and 26 actuators, for a total of 51 features. It includes 449,919 samples 
from four days of simulated attacks and 495,000 samples from normal operational peri-
ods [8]. Although it is standard practice to remove features with negligible variance from 
the training set, this study opted to retain these features. Firstly, from a cybersecurity 
perspective, each feature could potentially serve as an attack vector; thus, understanding 
its normal behavior is essential, even if its variance is low. Secondly, in Industrial Control 
System (ICS) datasets, correlations between features often reflect the interconnected 
operations of system components. For example, readings from a sensor indicating a full 
water tank typically trigger corresponding adjustments in related pumps, either by stop-
ping the inflow or starting the outflow. These correlations, while expected, are vital for 
anomaly detection as they define the system’s expected operational patterns; therefore, 
all features were retained for model development despite their correlations. Additionally, 
many sensor outputs are not normally distributed, and there are noticeable variations 
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between the training and testing datasets distributions, especially evident in sensor 
AIT201, AIT 203, P201, PIT 502. Previous studies on the SWAT dataset al.so noted this 
issue, with some research excluding up to 22 sensors [23, 28, 34]. These characteristics 
could pose challenges from a data science perspective but also make the model more 
generalizable.

Feature extraction techniques were applied to the original 25 numerical sensor read-
ings to identify cyclical patterns through autocorrelation. We extensively evaluated mul-
tiple feature extraction configurations, including Fourier transformations and various 
windowing settings; however, these alternative approaches consistently yielded inferior 
detection performance compared to the proposed model. Consequently, our analysis led 
to the generation of two types of derived features: (1) Rolling Window Statistical Fea-
tures (RWSF), such as mean, median, standard deviation, maximum, and minimum, 
calculated over a fixed 120-second window to facilitate data smoothing and noise reduc-
tion, and (2) Time-shifted Features (TF) derived from specific lags of 10, 20, and 30 sec-
onds to capture temporal trends and dependencies. Despite standard practices often 
discarding features with low variability to reduce noise, we opted to retain all physical 
features, as our results confirm this holistic inclusion does not introduce detrimental 
noise. Instead, it preserves the integrity of the ‘normal’ operational baseline, enabling the 
cross-attention mechanism to learn the subtle, static relationships between controllers 
that are frequently disrupted during stealthy, single-point attacks. The resulting physi-
cal dataset contains 115 features: 51 original, 40 RWSF, and 24 TF. Finally, all data were 
synchronized into 10-second analysis sequences using mean aggregation to capture the 
impact of anomalous patterns within high-frequency data streams.

5.2  Preprocessing of network traffic data

Llevel 1 of the SWAT network, as illustrated in Fig. 4. This data captures the communica-
tion between the SCADA system and the six PLCs. The network protocol implemented 
was the Common Industrial Protocol (CIP) over EtherNet/IP. The dataset is composed 
of 18 features - Date, Time, Origin, Type, Interface, Direction, Source IP, Destination IP, 
Protocol, Proxy Source IP, Application Name, Modbus Function Code, Modbus Func-
tion Description, Modbus Transaction ID, SCADA Tag, Modbus Value, Destination 
Port, Source Port -. The network data was divided into several CSV files, each containing 
a maximum of 500,000 packets. However, since the data capture occurred at one-second 
intervals, instances of overlap arose where multiple rows displayed different activities 
but share the same timestamp. The network data was also captured during the 11-day 
period that includes the last 3 days of attack scenarios [6].

  
The preprocessing steps applied to the network data were as follows: (1) invalid data, 

such as NaN values, were systematically removed; (2) features exhibiting low or zero 
variance, including Origin, Type, Interface Name, Interface Direction, Protocol, Applica-
tion Name, Modbus Function Code, and Service, were excluded from the training data-
set to enhance model performance; (3) measurements from physical devices, originally 
grouped under the feature ‘Modbus Value,’ were encoded in a little-endian, single-pre-
cision floating-point format. To facilitate further analysis, these values were parsed to 
extract the physical readings and subsequently converted to integer format; (4) leverag-
ing the documentation provided by the SWAT developers, the ‘Modbus Value’ feature 
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was disaggregated into multiple columns corresponding to the specific physical devices 
within the scaled-down hydroelectric plant, resulting 24 distinct features; (5) to address 
missing values, a linear interpolation technique was employed, which is consistent with 
the typical incremental or decremental behavior of sensor data.

Finally, there is a one-to-many correspondence between the data collected from a 
physical device and the network traffic data, as each timestamp is associated with a sin-
gle report from physical devices but multiple reports from network traffic. To synchro-
nize the high-frequency network packets into 10-second analysis windows, we evaluated 
various aggregation techniques, including mean, median, min, max, standard devia-
tion, and sum. While robust aggregators like the median are often preferred for filter-
ing stochastic noise, mean aggregation proved superior for this anomaly detection task 
due to its inherent sensitivity to outliers. In industrial cybersecurity, anomalous spikes 
or malicious network commands—even if transient—are critical indicators of a poten-
tial breach. Median aggregation tends to filter out these short-duration signals as noise, 
whereas the mean is disproportionately affected by even brief deviations in the 24 net-
work features, such as those found in the ‘Modbus Value’ fields. This sensitivity ensures 
that malicious traffic significantly increases the reconstruction error, thereby enhancing 
the model’s ability to identify low-observability threats that robust aggregators might 
otherwise miss.

Following the preprocessing and feature engineering steps, the final datasets consist of 
115 features for the physical data and 24 features for the aggregated network traffic data. 
To capture temporal dynamics for the LSTM layers, we generated input sequences using 
a sliding window technique. A window of length T = 10 timesteps (equivalent to 10 s) 
was moved across the synchronized time series with a stride of 1 timestep, creating over-
lapping sequences. This method ensures that the temporal dependencies within every 
possible 10-second interval are captured and analyzed. The final input for the model is 
composed of two distinct tensors for each 10-second window: a physical sequence with 
dimensions (10, 115)—comprising 51 original, 40 RWSF, and 24 TF features—and a net-
work sequence with dimensions (10, 24) derived from aggregated Modbus traffic. These 

Fig. 4  SWAT process overview based on [8]
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dimensions are reflected in the input layer shapes of the sensor input and network input, 
respectively, ensuring the model processes the full context of the engineered feature set. 
These paired sequences are fed simultaneously into their respective VAE-LSTM encod-
ers to generate the latent representations used in the fusion stage.

6  Multimodal design
The proposed model introduces an advanced architecture that integrates multi-head attention 
mechanisms with adversarial training achieving a high level of robustness and accuracy in the 
reconstruction of sensor and network data within an unsupervised learning framework, as 
shown in Fig. 5. This model leverages pre-trained variational autoencoder (VAE) encoders to 
derive latent representations from both sensor and network inputs.

The encoders for both physical and network modalities utilize a parallel architecture with a 
latent dimension of 64 for each modality, comprising two stacked LSTM layers, each with 128 
hidden units, followed by dense layers to output the latent space parameters µ and log(σ)2. 
Following the dual cross-attention mechanism, a subsequent multi-head attention layer with 
a latent dimension of 128 further refines the interactions among features. This is followed by a 
dense transformation layer consisting of 304 units with a dropout rate of 0.2, which enhances 
the model’s ability to capture intricate patterns within the integrated latent spaces before the 
reconstruction phase.

The latent representations are subjected to a dual cross-attention mechanism, wherein 
the latent features of each modality are used as queries, keys, and values within a multi-head 
attention layer. This process enables the model to learn and leverage complex intermodal cor-
relations, thereby enhancing its ability to capture nuanced relationships between different data 
sources. The cross-attended latent features are subsequently processed through an additional 

Fig. 5  Proposed model architecture
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multi-head attention layer, which further refines the interactions among features, ensuring 
that the model can capture intricate patterns within the integrated latent spaces. The refined 
latent representation is then propagated through dense layers, culminating in the reconstruc-
tion of the original sensor and network data. This reconstruction is optimized using a mean 
squared error (MSE) loss function, to ensure the fidelity of the reconstructed outputs.

To augment the generative capabilities of the model, an adversarial discriminator is incor-
porated. The discriminator is tasked with distinguishing between real and reconstructed data, 
compelling the autoencoder to generate outputs that are nearly indistinguishable from the 
authentic data. The training of the discriminator is guided by a binary cross-entropy loss func-
tion, while the adversarial process ensures that the reconstructed data maintains a high degree 
of fidelity. The following pseudocode explains the main steps of the developed model [23]:
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7  Results
The ML procedures were developed using an Intel(R) Xeon(R) Silver 4310 CPU@ 
2.10 GHz, with the operating system Ubuntu 22.04.3 LTS and NVIDIA-SMI 525.147.05, 
(Driver Version: 525.147.05), and CUDA Version: 12.0. For deep neural networks, Ten-
sorFlow 2.11.0 and Keras 2.11.0 were utilized, in conjunction with Python 3.10.12. The 
performance of our unsupervised model is evaluated based on its ability to distinguish 
between normal and anomalous data by analyzing its reconstruction error. For each 
10-second input sequence, the anomaly score S was calculated as the mean squared 
error (MSE) between the original data and the model’s reconstruction.

The anomaly detection threshold τ was established through an analysis of reconstruc-
tion error distributions, which exhibited clear peaks concentrated near zero for normal 
operational traffic. We evaluated various threshold candidates and selected a value that 
maximized attack identification while minimizing false positives—a critical requirement 
in industrial cybersecurity—ultimately selecting a threshold that resulted in an anomaly 
classification rate of 9% for the test traffic. This is technically consistent with the original 
SWAT dataset characteristics (~ 12% anomaly rate); the difference reflects our focus on 
sustained physical disruptions. Consequently, the labels utilized for performance metrics 
represent a technical refinement of the original SWAT ground truth rather than arbi-
trary modifications. Based on original SWAT documentation and precise attack time-
stamps, we only labeled periods as anomalous when a real attack successfully affected 
the system’s control measures and physical state. This refinement ensures that the 
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calculated metrics—TP: 39,406; TN: 382,673; FP: 7,017; FN: 10,487—accurately reflect 
the model’s capacity to detect operational impacts, resulting in a robust Area Under the 
Curve (AUC) of 0.87.

To evaluate our model, we selected the SWAT dataset due to its relevance to the types 
of attack vectors that critical infrastructures commonly encounter. This dataset is par-
ticularly valuable as it includes both physical and network traffic data from normal and 
attack scenarios, providing a comprehensive view of the system’s behavior under dif-
ferent conditions. The dataset was partitioned chronologically to prevent data leakage 
and simulate a real-world scenario. The initial 7-day period of normal operations was 
used for training and validation, with a 90/10 split respectively. The subsequent 4-day 
period containing the attack scenarios was held out as the unseen test set. Due to the 
realistic nature of the dataset, some attacks scenarios were unsuccessful attacks or had 
an unplanned outcome. The list of attacks is provided in Table 1. However, five of these 
attacks (numbers 5, 9, 12,15, and 18) had no physical impact. Attack number 4, which 
targeted a motorized valve designated as MV-504, was not analyzed due to the absence 
of data regarding this valve in the official dataset. Some attacks, such as numbers 24 and 
34 had negligible or no effect on system performance. Additionally, attacks numbered 
13, 14, and 29 were unsuccessful. Cyberattacks numbered 6, 19, 20, and 38 targeted inac-
tive chemical sensors. These attacks were anticipated to affect other sensors, but various 
malfunctions prevented this, making these cyberattacks undetectable. Therefore, there 
are 26 attacks in total that require detection.

We assume that an attacker can access field devices through the network and fully 
understands the target system. Our approach is fully unsupervised, meaning that it does 
not rely on labeled data for training or testing. Moreover, the labels used were based 
on the times when the attacks were launched and ended, rather than when the physi-
cal systems were affected or disrupted. Additionally, industrial control systems (ICS) 
require time to stabilize after an attack; the more severe the attack, the longer it takes to 
return to normal operation. This recovery time was not considered during labeling, the 
time intervals between attacks vary, ranging from minutes to hours. These conditions 
can destabilize the system or generate cascading effects due to interdependencies within 
the system. This theory is supported by sensor data, such as from AIT201 and AIT203, 
which, despite not being direct attack points, exhibited different distributions between 
the training and testing sets. This underscores the importance of including all system 
components in the model to gain a comprehensive understanding of how the CPS func-
tions under non-attack conditions.

The primary objective of the autoencoder during training is to learn a compressed 
representation of normal operational data from which it can accurately reconstruct 
the original input. Figure 6 provides a visual validation of this process, showing a rep-
resentative sample from the training set alongside the model’s reconstruction. For the 
high-frequency sensor data, the reconstructed signals closely mirror the original inputs. 
This high fidelity demonstrates that the model has successfully learned the underlying 
patterns and temporal dependencies of normal system behavior, establishing a robust 
baseline. The model’s ability to detect anomalies, therefore, is predicated on its perfor-
mance when presented with unseen data containing attacks, which is examined next. 
The reconstructed network data (Fig.  7), which exhibits a highly periodic and regular 
pattern with sharp transitions, mirrors the periodic nature of the original signal but 
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shows a noticeable smoothing effect, particularly in the sharp peaks and troughs. This 
smoothing indicates that the model may struggle with accurately reconstructing abrupt 
changes in the signal. Nevertheless, the general characteristics of both data sources are 
well learned by the model, and more precise reconstructions could lead to overfitting, 
potentially compromising the model’s generalization capacity.

The histograms in Fig.  8 illustrate the reconstruction errors for sensor and network 
data from the training set, demonstrating the model’s performance. The sensor recon-
struction errors, as depicted in the left histogram, are highly skewed toward zero, with 
most errors falling below 0.5, indicating that the model has effectively learned and cap-
tured the underlying patterns in the sensor data. Similarly, the network reconstruction 
errors, shown in the right histogram, are also skewed to the left, with most errors con-
centrated below 0.1. However, the network data exhibits a slightly wider error distribu-
tion compared to the sensor data, suggesting that while the model performs well overall, 
it encounters slightly more variability when reconstructing network data. This slight dif-
ference in error distribution may indicate the presence of more complex patterns within 
the network data. Overall, the low reconstruction errors across both datasets affirm the 
model’s efficiency in learning from the training data, with minimal errors indicating 
strong generalization within the scope of the training set.

To visually validate this detection principle, Fig.  9 shows that most points for both 
modalities -sensor and network data- are tightly clustered near zero error, indicating the 
model’s accurate reconstruction of normal operational behavior. The high error points 
(outliers) are the sequences flagged as anomalous by our detection threshold, confirming 
that the reconstruction error is a reliable metric for identifying deviations in both the 
physical and cyber domains.

While the previous figure illustrates the statistical separation of anomalies, Fig.  10 
demonstrates the model’s detection process in a temporal context. The purple line rep-
resents the calculated reconstruction error—the difference between the original and 
reconstructed data—for each sequential data point in the test set. The plot shows that 
for normal operational data, the error remains consistently close to zero. However, it 
also clearly visualizes several distinct events where the error signal spikes to a high mag-
nitude. These spikes represent the moment when the model identified anomalous behav-
ior, confirming that high reconstruction error is a direct and effective indicator of an 
attack. This spike-based detection is the mechanism that underlies the results presented 
in the subsequent attack scenario analyses.

To provide a deeper, qualitative analysis of the model’s detection capabilities, we now 
examine its performance on several representative attack scenarios from the test set. 
These examples demonstrate the model’s versatility in identifying anomalies with diverse 
temporal characteristics, from abrupt, high-magnitude changes to more subtle, gradual 
deviations from the established baseline. The following figures visualize these successful 
detections, highlighting how the model’s reconstruction error serves as a reliable indica-
tor of malicious activity across different attack vectors.

The model is highly effective at identifying anomalies that represent abrupt changes 
which modify or disrupt the normal operating behavior of physical devices. Figure 11 
(upper), which visualizes attack scenario 11, shows that a sensor value is artificially 
forced to zero. Similarly, Fig. 11 (lower) depicts attack scenario 37, which involves a sud-
den, malicious change to a different sensor’s reading. In both cases, the model, which 
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was trained only on normal operational patterns, fails to accurately reconstruct these 
unnatural, flat-line states. This failure results in a clear and immediate spike in the recon-
struction error, demonstrating the model’s high sensitivity to this class of attack.

In contrast to abrupt attacks, the model also proves capable of identifying anomalies 
that gradually increase or decrease sensor levels over time. Figure 12 illustrates this with 
attack scenario 22, where the sensor level drifts away from the normal baseline. While 
the initial deviation is subtle, the reconstruction error accumulates as the drift contin-
ues, eventually crossing the detection threshold and demonstrating the model’s ability to 
detect slower-moving, persistent threats.

The model partially identified some attacks where the disruption to the hydroelectric 
plant was subtle or the attack duration was short, as seen in attack scenario number 33, 
where the attack was detected by our model only when the disruption reached high lev-
els. However, if the tolerance for false positives is higher, as is often the case in cyber-
security for CIs, the attack could be detected sooner. As illustrated in Fig. 13, the red 
points represent detected anomalies. The framework successfully identified 24 out of 
26 relevant attacks, as presented in Table 2. A granular post-hoc analysis indicates that 
Attacks 1 and 8 remained undetected because they targeted a single attack point with 
a low magnitude that did not cause the reconstruction error to exceed the established 
9% threshold. Similarly, the detection delay observed in Attack 33 (less than 30 s) was a 
direct consequence of the gradual nature of the sensor drift induced by the attack. The 
anomaly was only flagged once the cumulative deviation became statistically significant 
against the learned baseline. This highlights the inherent trade-off in industrial cyberse-
curity: maintaining a threshold that prevents excessive false positives may lead to slight 
delays in detecting slow, incremental drifts.

It is important to highlight that our approach is fully unsupervised, limiting the appli-
cability of conventional performance metrics such as precision and recall. To address 
this, we conducted an extensive review and analysis of the entire time series data to 
determine which attack scenarios were successfully detected. This methodology, while 
different from traditional evaluation measures, offers a nuanced understanding of the 
model’s performance in an unsupervised context. Furthermore, direct comparison with 
similar studies is challenging, as, to the best of our knowledge, no other work has ana-
lyzed the same set of cyber-attacks while integrating both physical and network data 
from the SWAT dataset. Most existing works, such as those referenced in [2, 23], and 
[26], have primarily focused on physical data alone. Moreover, previous studies have 
often suggested excluding numerous features during preprocessing based on their vary-
ing distributions between the training and test sets. However, these differences likely 
arise from the fact that cyber-attacks are present exclusively in the test set. In contrast 
to earlier research that discarded features with low variability, our results confirm that 
retaining the full 115-feature set does not introduce detrimental noise, rather, it provides 
a more granular and resilient operational baseline. This decision was validated through 
extensive comparative testing, where alternative configurations—such as Fourier-trans-
formed features—consistently failed to achieve the same level of discriminative power as 
the proposed RWSF and TF combination. By prioritizing a holistic inclusion of all physi-
cal device data, the model effectively utilizes the cross-attention mechanism to monitor 
the subtle, static interactions between components that are often the primary targets of 
zero-day attacks.
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7.1  Comparative analysis

A direct numerical comparison between models evaluated on the SWAT dataset is 
nuanced due to variations in experimental setups, data subsets, and the specific attack 
scenarios analyzed. Our proposed multimodal framework demonstrates strong classifi-
cation performance, achieving an Area Under the Curve (AUC) of 0.87, which indicates 
robust detection capability across all thresholds. At the specific operating point used 
for our analysis, the model achieved an F1-score of 0.82 and successfully identified 24 
out of 26 relevant attack scenarios. In contrast, earlier unsupervised methods that relied 
exclusively on physical data reported varied and often limited success. For instance, the 

Fig. 6  Original and reconstructed samples (train set – sensor data)
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work of Inoue et al. [24], using DNN and OCSVM models, reported recall rates signif-
icantly lower than 0.7, while Faber et al. [26] achieved an F1-score of 0.81 with their 
neuroevolutionary approach. The one-class neural network proposed by Boateng et al. 
[2] showed strong performance on a different set of attacks, identifying 15 of the 36 sce-
narios they analyzed. Similarly, the CNN-based methods by Nedeljkovic & Jakovljevic 
[23] and Xie et al. [25], also focused solely on sensor data, with the former detecting 15 
attack scenarios using a reduced feature set. A significant limitation noted across these 
studies is their unimodal nature. Furthermore, some works like Raman MR et al. [22] 
evaluated their MLP model on only six isolated attacks, which does not account for the 

Fig. 7  Original and reconstructed samples (train set – network data)
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complex, system-wide interdependencies that our framework is designed to capture. 
These approaches, while valuable, are architecturally constrained in detecting threats 
that manifest primarily in network patterns, a critical gap addressed by our model.

Contemporary research also provides high-performance benchmarks from unimodal 
systems. For instance, a model using Hierarchical Temporal Memory (HTM) [35] 
reports a state-of-the-art F1-score of 0.92 on the SWAT dataset. Similarly, other work on 
lightweight adversarial autoencoders [36] emphasizes computational efficiency for ICS 
environments. While these models are highly effective, their strength lies in handling 
only a single data stream. The HTM model [37], for example, is not designed to explic-
itly fuse network traffic, and may therefore be blind to cyber-attacks that have not yet 
manifested as significant physical deviations. Our model, by contrast, is architecturally 
designed to learn the direct correlation between cyber and physical events, providing a 
more proactive security posture. The value of our more complex architectural choices is 
further supported by research on industrial time-series, which validates through abla-
tion experiments that integrating attention mechanisms and adversarial training is cru-
cial for robust performance on datasets like SWAT.

Fig. 9  Reconstruction errors (test set)

 

Fig. 8  Reconstruction errors (train sets)
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Finally, it is important to address the work by Adepu et al. [8], which is notable for 
reporting an F1-score of 1.0. As noted in our analysis, these near-perfect scores were 
achieved while evaluating scenarios that included unsuccessful attacks or those targeting 
components with missing data.

The core contribution of our work is the novel multimodal fusion architecture, which 
addresses a more complex and realistic threat landscape. Our model is designed to detect 
coordinated attacks by learning the direct correlation between cyber and physical events—a 
capability fundamentally absent in unimodal systems. The robustness of the model is reflected 
in its 0.87 AUC on the unseen 4-day test set, which contains attack scenarios that the model 
had not encountered during training. While testing on additional datasets like WADI, which 
is a recognized standard for external validity, the SWAT dataset was prioritized for this study 
because it provides the synchronized, high-frequency multimodal streams (both network and 
physical) necessary to validate our dual cross-attention fusion architecture. The successful 
detection of 24 out of 26 relevant attacks—including those with gradual drifts—serves as a 
primary indicator that the model has learned the underlying physical laws of the plant rather 
than overfitting to stochastic noise.

Fig. 11  Attack scenario number 11(upper) and attack scenario number 37 (lower)

 

Fig. 10  Reconstruction errors (test set)
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7.2  Ablation study

To quantitatively validate our architectural design choices and demonstrate the con-
tribution of each key component, we conducted an extensive ablation study. We com-
pared the performance of our full proposed model against four simplified variants. Each 
variant was trained and evaluated under the exact same conditions, with performance 
measured by Area Under the Curve (AUC) and F1-score on the full attack test set. The 
variants are: (1) a unimodal model using only sensor data; (2) a unimodal model using 
only network data; (3) a multimodal model using simple concatenation for fusion instead 
of attention; and (4) a multimodal model without the adversarial training component.

The ablation study results, detailed in Table 3, quantitatively confirm that each archi-
tectural component is essential for the model’s overall effectiveness. Specifically, replac-
ing the dual cross-attention mechanism with simple concatenation led to a performance 
degradation, with the AUC dropping from 0.87 to 0.81. Similarly, the absence of the 
adversarial training component (No AAE) resulted in an AUC reduction to 0.84, high-
lighting the crucial role of latent space regularization in identifying subtle anomalies. 
These findings provide robust evidence that the synergy between deep data fusion and 
adversarial training is necessary to capture the intricate interdependencies between the 
115 physical features and the cyber-domain data. Furthermore, this extends the valida-
tion methodology reported in [37], demonstrating that these mechanisms are particu-
larly critical for achieving resilience in multimodal environments.

8  Conclusions and future work
This study demonstrated the critical need to advance from isolated, unimodal analysis to 
a holistic, multimodal fusion strategy for securing critical infrastructures. We introduced 
a novel, unsupervised framework that significantly enhances anomaly detection by deeply 
integrating physical process data with network traffic. The primary contribution is an archi-
tectural paradigm shift towards context-aware, cyber-physical security; by leveraging VAE-
LSTM encoders, a dual cross-attention mechanism, and an Adversarial Autoencoder (AAE), 
our model learns the complex relationships between cyber commands and physical events. 

Fig. 13  Attack scenario number 33

 

Fig. 12  Attack scenario number 22
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This approach enables the detection of subtle anomalies indicative of zero-day attacks. The 
model’s effectiveness was validated on the SWAT dataset, where it successfully identified 24 
out of 26 relevant attack scenarios, proving the viability of detecting complex threats that 
manifest across both physical and digital domains.

A recognized limitation of this study is the evaluation on a single benchmark. While the 
SWAT dataset is highly comprehensive for multimodal research, confirming external validity 
across diverse industrial domains (e.g., WADI or power grids) remains a priority for future 
work. Future research will involve applying the proposed VAE-LSTM cross-attention archi-
tecture to these environments to empirically confirm its adaptability to different physical 
processes and network protocols.

Furthermore, two advanced research avenues are essential for moving this work toward 
practical deployment. First, the detection of anomalies that closely mimic normal sys-
tem behavior remains a significant challenge. This underscores the need for models with 
enhanced sensitivity that do not simultaneously increase the rate of false alarms. Future 
research will focus on developing novel loss functions designed to amplify subtle deviations 

Table 2  Attacks detected by proposed model
1 Attacks detected Detection delay Unexpected outcome reported by SWAT developers

X
2 X * < 30

3 X

7 X* 30–60

8

10 X UV did not shutdown; P-501 did not turn off.

11 X

16 X* 30–60

17 X * 30–60

21 X

22 X P501 could not be kept on; Reduced output at FIT-502.

23 X* 30–60

25 X

26 X

27 X* < 30

28 X

30 X

31 X

32 X

33 X* < 30

35 X* < 30

36 X

37 X P-501 did not turn off; FIT-502 decreased to 0.8; Speed 
of P-501 increased to 28.50 Hz from 10 Hz during attack.

39 X UV did not shutdown.

40 X P-402 did not close, both should be interlinked.

41 X Rate of decrease in water level reduced after 1:33:25 PM.

Table 3  Ablation study results
Model variant AUC F1-score
Unimodal (Sensor only) 0.79 0.71

Unimodal (Network only) 0.75 0.68

No Attention (Simple Concatenation) 0.81 0.74

No Adversarial Training 0.84 0.78

Full Model (Proposed) 0.87 0.82
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from the learned baseline. Second, to advance beyond modality-level attribution, we will 
investigate the integration of explainable AI (XAI) techniques. By analyzing the model’s 
internal attention mechanisms, we aim to develop a methodology capable of identifying the 
specific sensors or communication patterns most indicative of a detected anomaly, providing 
actionable intelligence for incident response.

Appendix A
See Figure 14

Fig. 14  Final model hyperparameters and configuration
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