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Abstract

As Industry 4.0 drives the Fourth Industrial Revolution, Cyber-
Physical Systems (CPSs) have become central to industrial automa-
tion. These systems integrate software with physical processes,
significantly improving the efficiency and adaptability. However,
this integration also expands the attack surface, exposing systems
to Cyber-Physical-attacks (CP-attacks) that can target either the
computational components, physical devices, or both. The impact
of such attacks can be catastrophic, ranging from system disrup-
tion to physical damage. Although numerous techniques have been
developed to detect and mitigate these threats, industrial standards
are often not incorporated into the design of these methods. This
limits their deployment within the Industry 4.0 systems, where
standard compliance is critical.

To this end, we extend IEC 61499, an emerging standard be-
ing considered in Industry 4.0, that uses reusable artefacts called
function blocks. We formalise the mitigation of CP-attacks using
a novel method based on Bi-directional Runtime Enforcement (Bi-
RE) using a standards compliant approach called Secure Function
Blocks (SFBs). This approach automatically generates the neces-
sary enforcers from a timed specification language called Valued
Discrete Timed Automaton (VDTA). We illustrate our approach
using the case study of a water treatment system, and highlight the
low overhead associated with it. This approach allows for runtime
techniques to be applied with minimal changes to many Industry
4.0 applications.

CCS Concepts

« Computer systems organization — Embedded and cyber-
physical systems; « Security and privacy — Formal methods
and theory of security; Embedded systems security.
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1 Introduction

Cyber-Physical-attacks (CP-attacks) are a class of incidents where
the attack results in consequences to the physical assets within a
Cyber-Physical System (CPS). Examples include the Stuxnet attack
on Nuclear infrastructure [16] which destroyed centrifuges, an
attack on a German steel mill [18] which caused significant damage
to a blast furnace, and the recent attack by “predatory sparrow” on
an Iranian steel mill [24]. Given the close relationship between the
physical assets and their digital controllers, classical cybersecurity
defenses are incapable of detecting and mitigating such attacks.

Formal methods [36] utilise a set of well known mathematical
techniques for the specification, verification, and design of safety-
critical systems. As security and safety are related and sometimes
intertwined, there has been considerable interest in the use of for-
mal methods for security [14]. However, there are limited attempts
at formal techniques for CP-attacks in industrial automation, ex-
cept some prominent exceptions [17, 27]. Both these approaches
are inspired by run-time based formal methods for industrial au-
tomation. The former approach [17] develops the concept of secure
proxies that act as a invisible mediator (to the attacker), which is
placed between the controller (the Programmable Logic Controller
(PLQ)) and the physical process (the plant). The proxy can deter-
mine if the attacker is changing the controller output, based on
pre-defined conditions, and can take evasive action to mitigate the
attack at run-time. This approach is also compliant to the IEC 16631-
3 standard, and hence is the closet to solving this problem. Figure 1
presents an overview of the secure proxy concept, where each PLC
in a distributed control environment has a secure proxy for attack
mitigation.

However, this method [17] has some limitations. First, the secure
proxy is unidirectional meaning that, like a shield [4], it can only
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Figure 1: A secure proxy architecture for distributed automa-
tion, recreated from [17]

enforce attacks that alter the controller outputs (that influence the
actuators) but are not able to deal with attacks that alter the inputs
from the plant (attack on sensors). This gap has been remedied in bi-
directional run-time enforcement [28], as shown in Figure 2, where
an enforcer is placed between the plant and controller of the CPS.
This enforcer, which is automatically derived from a security policy
described as a Valued Discrete Timed Automaton (VDTA) [27],
monitors and modifies the input and output signals to ensure that
the policy is always satisfied, i.e. the system is kept safe. This
framework secures both input and output directions, strengthening

CPS security.

Input Signal Corrected
Edited output it ke Unsafe output

Figure 2: Bi-directional Runtime Enforcement

Unsafe input Edited input

Plant Controller

However, this approach is yet to be applied to any industrial con-
trol systems due to a lack of integration of the developed method
with any automation standards. A second limitation of Lanotte
et al. [17] is that the approach is developed for older PLC stan-
dards, which are non-ideal for Industry 4.0, unlike the more recent
IEC 61499 standard.

1.1 Industry 4.0 and IEC 61499

Industry 4.0, often referred to as the Fourth Industrial Revolution,
represents the ongoing transformation of traditional industries
through automation and digitalisation. This shift leverages ad-
vanced technologies, including CPSs, to improve production ef-
ficiency. CPSs integrate hardware and software within a typically
closed-loop structure, linking embedded systems (controllers), and

Wu et al.

physical processes (plants). However, this integration introduces
the challenge of increased system complexity.

To manage this complexity in Industry 4.0, the IEC 61499 Func-
tion Blocks standard was introduced [34] to facilitate the modelling
and implementation of distributed automation systems. While the
earlier IEC 61131-3 [12] focused more on the programming of indi-
vidual PLCs, IEC 61499 is designed with distributed systems and
interoperability in mind. In the IEC 61499 context, systems are
composed of various Function Blocks (FBs). Basic Function Blocks
(BFBs) capture the logic of a system through Execution Control
Charts (ECCs) and algorithms, while Composite Function Blocks
(CFBs) allow for hierarchical composition of other FBs.

While IEC 61499 has seen many industrial applications [5, 35]
and has been extensively investigated for formalising the seman-
tics [34, 37], verification [3] , and relationships to other standards [11],
the issue of securing systems designed using the standard has re-
ceived scant attention. This is a serious problem.

1.2 Proposed solution

To address this, we propose a technique named Secure Function
Blocks (SFBs) which is based on the principles of Bi-directional
Runtime Enforcement (Bi-RE) [28] and is standards compliant with
the IEC 61499 standard. Security policies are described using a
formal policy language called VDTA [27], an extension of Discrete
Timed Automaton (DTA) [28] that accommodates valued signals,
internal variables, and complex guard conditions. In this work, each
policy is compiled individually and multiple policies, if required,
must be composed by the designer at runtime. This enhancement
ensures compatibility with real-world CPS and industrial systems.
The overall approach for the SFB technique is illustrated in Fig-
ure 3. Firstly, security policies are defined as VDTAs using an ex-
isting language known as easy-rte [27]. These policies are then
automatically compiled into our SFBs in IEC 61499 using a devel-
oped compiler. The generated SFBs can then be combined with the
industrial system (also described in IEC 61499) to create a secured
system in IEC 61499 that is now resilient to CP-attacks. Finally, the
secured system can be compiled or executed using any IEC 61499
toolchain to allow for the SFBs to be used on a real system.

[ Security Policy ]

(VDTA)
Compiled
SFB System Design
(IEC 61499) (IEC 61499)

Combin;\ Iﬁ)mbined

[ Secured System ]

(IEC 61499)

Compiled

N

[ Implementation J

Figure 3: Overview of the approach
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As a result, this work has two key contributions: (1) Firstly, we
propose, for the first time, a technique to define Bi-RE algorithms
within IEC 61499 without any modifications to the standard. (2) Sec-
ondly, we extend an existing industrial automation benchmark [17]
with CP-attacks to include bi-directional attacks, and show that our
proposed approach is able to detect and correct such instances. We
provide the significance of our findings in Table 1.

The remainder of this paper is organised as follows. In Section 2
we will introduce some preliminary information around the case
study (previously proposed in [17]) and formal definitions that are
used in this paper. Subsequently, in Section 3, we will use these
definitions to describe our SFB approach, showing how Runtime En-
forcement (RE) techniques are captured in IEC 61499. Section 4 will
then define the attacks and policies used with the case study, while
Section 5 will provide their results to illustrate the effectiveness
of this approach. Section 6 then covers some of the related work
in this area in comparison to our work, while Section 7 provides
concluding remarks.

2 Case Study and Preliminaries

To illustrate the suitability of our SFB approach to a realistic indus-
trial application, we build upon the water treatment system intro-
duced by Lanotte et al. for their uni-directional enforcement [17].
Figure 4 shows an overview of this system, which aims to create and
store clean water in a tank (T5) from raw untreated water through
a series of tanks, pumps, and valves.

pump, pumps

chemical dosing clean water

«—

pumpy
raw water

f &

ony, offy,
ony, offz, L, b, hy ons, offy I3, hs

open, close

PLC, PLC,
open_req, close_req

PLC;
Figure 4: Simplified water treatment system overview, recre-
ated from [17]

The system consists of three separate tanks — Ty, T, and Ts.
T; has two input pumps (pump; and pump,) to add water into the
system, and an outlet valve (valve) to feed water into Ty. T; is purely
passive with no actuators, and serves as a “buffer” for the filtration
which passively filters the water and moves it into T;. If the level
in T, ever gets too low, it is able to request the valve from T; to be
opened or closed (open_req or close_req) to control the inflow. T3
has a single pump (pumps) that pumps water back to T». There are
water level sensors for each tank that provide low and high level
signals (I; and hy, I; and h;, and I3 and hs) respectively. Each tank
has an associated controller (a PLC) which receives information
about the water level inside its respective tank (I and k) and is able

MEMOCODE 25, September 28-October 3, 2025, Taipei, Taiwan

to control various pumps (through on and of f commands) and
valves (open or close) to maintain the functionality of the system.

An implementation of the case study in the IEC 61499 standard
is shown in Figure 5. The basic building blocks in this standard
are known as BFBs. Here, each tank’s dynamics are captured as
BFBs with connections between them — red lines for events and
blue/grey lines for data ports — representing water inflow/outflow.
A controller is created for each tank, with its water level sensor as
input and its various control actions as outputs. Additionally, our
SFBs are shown between the tanks and their controllers, as will be
discussed in this paper.

Tank1 Tank2 water_filter Tank3

Tick_in Tick_out ~Tick_in Tick_outdy=Tick_in Tick_out (rTick_in Tick _outs-

8 Tank1 " 8 Tank2 " | @Water_filter ( T wTank3
rpumpl level +=Inl level f-In dirty_waters—=In level
Fpump2 out \-Inl out: clean_water: pump3 out )
valve 4 m— S 4‘ = —
| FoforcerTi overflow | Sfoncenti_pumpd

——mtick _Sin tick Soutd— [ EnforcerT2 overflow [=tick_sin tick_Souts
»tick_Cin tick_Couts— [=tick_Sin tick Souti prtick_Cin tick_ Cout
e EnforcerT1_overflow| L"t“k Cin tick_Cout: il EnforcerT3_pumpdmg [

4

level_in level out wénforcertz_overflow[ | |\1avel in  Tevel out ‘
request in request_out T pump_in pump_out |
pumps_in pumps_out I‘eqUESt in uuest out I —— &
jvalve_in  valve_out; in valve_out ‘

1

Pt pLc2 ‘ pLey
Tick_in Tick_outf- =Tick_in Tick_outd- »Tick_in Tick_outd-
wPLCI [ ] wPLC2 [ ] WPLC3 [

»level pumps »level r‘equest‘ »level pump+
request valve

Figure 5: IEC 61499 water treatment system enforcement
overview

In order to formalise our approach, we first need to introduce a
few preliminary definitions covering the IEC 61499 specification
and the policy model for our RE techniques — VDTAs. These defi-
nitions are heavily based on previously published definitions for
IEC 61499 [31] and RE [27].

Firstly, we will formally define the components of an IEC 61499
design. Each FB has an identical interface which contains its input
and output events and variables, along with their associations.

Definition 2.1 (Function Block Interface). A Function Block Inter-
face is a type 7 = (Ej, Vi, a1, Eo, Vo, @o0), where:
e E; and Ep are the sets of input and output events,
e V7 and Vo are the sets of input and output variables, and
e a; C E; X Vrand ap C Ep X Vp are the event and variable
associations.

Referring back to the water treatment system implementation
in Figure 5, let’s look at the interface for PLC,, Ipic,. Here we
have E; = {Tick_in}, Eo = {Tick_out}, Vi = {level}, and Vp =
{request}. The event associations are a; = {(Tick_in, level)} and
ao = {(Tick_out, request)}.

Next, we formally define BFBs, which consist of the interface
mentioned above, along with an ECC which contains the execution

logic of the block.
Definition 2.2 (Execution Control Chart). An Execution Control
Chart is a tuple & = (S, so, E1, Eo, V, A, A, T), where:

e S denotes a finite set of states,
e 5y € S is the initial state,
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e E;and Eo are the set of input and output events,

e V is the set of variables,

e Ais a set of algorithms,

e 1:S — (AU Ep)x is the action function which maps states
to finite sequences of algorithm executions and/or output
event emissions, and

e T:SXE;x8B(V) — S denotes the transition function, where
B(V) is a boolean expression over the set of variables V.

Definition 2.3 (Basic Function Block). A Basic Function Block is a
tuple BF B = (1,V, A, E), where:

e [ is an interface according to Definition 2.1,

e Vi denotes a set of local variables,

e A denotes a set of algorithms, and

e & is an ECC according to Definition 2.2 with the sets of
events E; and Ep coming directly from 7, and the set of
variables V = V; U Vp U V.

Each of the FBs for the tanks and PLCs in Figure 5 are BFBs, with
their interface 7 defined like the previous example. For the tanks,
the current level is stored as a local variable V; = {v}, and their
ECCs & are simple single-state entities (S = {s}, sop = s) where the
physics is encoded as an algorithm a € A which updates each time
step, i.e. A(s) = {a, Tickoys)-

Finally, for the IEC 61499 definitions, we define CFBs which
includes a network made up of other FBs (either BFBs or other
CFBs) along with the connections between them.

Definition 2.4 (Composite Function Block). A Composite Function
Block is a tuple C¥ 8B = (I, F,Cg, Cx), where:

e [ is an interface according to Definition 2.1,
e Fisaset of FB instances which include an interface according
to Definition 2.1, and
e Cp C Es X Ep is a set which contains the event connections,
where:
- Es = (Ufer f.Eo) UE] is the set of possible source events,
and
- Ep= (UfEF fEI) U Eo is the set of possible destination
events.
e Cx C X5 X Xp is a set which contains the variable connec-
tions, where:
- Xs = (UfeF f.XO) U X is the set of possible source vari-
ables,
- Xp = (UfEF f.XI) U Xo is the set of possible destination

variables, and
— for any two connections (s1, d1), (s2, dz) € Cx,d; # ds.

The overall system shown in Figure 5 shows the internal logic of
a CFB. The interface 7 of this CFB would contain any external in-
puts/outputs, while each FB is declared as part of F. Connections be-
tween events (Cg) and variables (Cx) are declared, with examples be-
ing (T,.Tick_out, filter.Tick_in) for events and (T;.out, filter.in)
for variables.

In terms of RE preliminaries, we also need to introduce the formal
model that is used for the policy definitions. Here, we will define
our policies as VDTAs.

Wu et al.

Definition 2.5 (Valued Discrete Timed Automaton). A Valued Dis-
crete Timed Automaton is a tuple A = (L, 1), X,V,C,%,0,F,A),
where:

e L is a finite non-empty set of locations,

e [y € L is the initial location,

e X is a finite set of discrete clocks,

e V is a set of typed internal variables,

e C is a set of external variables where C = C; U Cp, where
Cy is the set of input channels and Cop is the set of output
channels,

e X is a non-empty finite set of actions where an action a € 2
has a signature sig(a) = (o, t1, ..., t) which is a set of types
of the external variables,

e © C Dy is an initial condition which is a computable predi-
cate over V,

e F C L is the set of accepting locations, and

o Aisafinite set of transitions with each transition t € A being

G(V,e),V':=A(V,
atuple (I, a,¢c,G, A l") (also written A),GWee) Vo) ),

where:
— LI’ € L are respectively the origin and target locations of
the transition,
— a € Y is the action and ¢ = (cy, ..., ¢k) is a set of external
variables local to the transition,
- G =GP A GX is the transition guard, where:
* GP C Dy x Dyig(a) is a computable predicate over
internal variables and external variables in V U ¢, and
% GX is a clock constraint over X defined as a Boolean
combinations of constraints of the form x < f(V U C),
where x € X, f(V U C) is a computable function over
internal and external variables, and e {<, <, = >,>}.
- A = (AP, AX) is the assignment of the transition where
x AP . Dy x Dysiga)y — Dy defines the evolution of
internal variables, and
* AX C X is the set of clocks to be reset.

Here, we present an example policy (¢) named AB5 for a system
with an input A and an output B. This policy ensures that A and
B cannot happen simultaneously, A and B alternate starting with an
A. B should be true within 5 ticks after A occurs. As a VDTA this is
shown in Figure 6, which we call A,,.

Figure 6: AB5 policy as a Valued Discrete Timed Automaton
Ay

Using definition 2.5, we can formalise this property. First, there
are three locations L = {Sy, S1, S, }, with the initial location [y = Sy
and the accepting locations F = {Sy}. There is a single discrete
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clock X = {v}, and no internal variables V = (. In terms of external
variables, C; = {A} and Cp = {B}.

The transition relation A captures the transitions visible in Fig-
ure 6. In some cases clocks are reset to 0 (AX) when transitions are
taken, such as when going from S, to S;, which is formally encoded
as AX = {v}. In other cases, such as the transition from S; to Sy,
the clocks are used as part of the guard condition. In this case, it
can be formally captured by saying GX = v < 5.

The Bi-RE input property, denoted ¢y, is the projection of ¢ solely
over inputs. As a VDTA, the input automaton A, can be obtained
from A, by ignoring all outputs Co on each transition. Therefore,
for every transition in A, there exists a transition in A, . Figure 7
depicts the Input VDTA for the AB5 example after this projection
over inputs.

Figure 7: Input Valued Discrete Timed Automaton for A,

We also need to define the semantics of a VDTA. Here, to capture
the valuation of clocks we use y € NX, with y + 1 capturing the
value after all clocks have ticked, and y[X’ « 0] the case where
clocks X’ € X are being reset. The valuation of all variables in V is
denoted as v € Dy.

Definition 2.6 (Semantics of a Valued Discrete Timed Automaton).
Given a VDTA A, its semantics is a timed transition system [[A]| =
(9,90, T, —, OF, Qo), where:

e O =L xNX x Dy is the set of states of the form q = (I, y, v)
with | € L being the location, y € NX being the clock
valuations, and v € Dy being the variable valuations,

e qo = {(lp, x[X < 0],v) | ©(v) = true} is the set of initial
states,

oT ={a(n) | a € 2 An € Dyig(a)} is the set of transition
labels,

o —C OXI'XQ is the transition relation of the form (I, y, v) ﬂ
(', x',v) with ¥’ = (y + 1)[AX « 0] and v = AP(v,n)
whenever there exists a transition (I, a,c, G, A,I’) € A such
that GX(y + 1) A GP (v, 1) is satisfied,

e Qr = F x NX x Dy is the set of accepting states, and

® Q, C Q\ O is the set of violation states where there is no
possible transition (or sequence of transitions) back to a state

in Qf.

3 Secure Function Blocks for mitigating Cyber
Physical Attacks
Our approach, SFBs, integrates Bi-RE design under the IEC 61499

standard. We will illustrate the concept of SFBs and the methodol-
ogy using the previously mentioned AB5 example.

MEMOCODE 25, September 28-October 3, 2025, Taipei, Taiwan

3.1 Secure Function Block Architecture

Algorithm 1 presents how a VDTA-based policy can be implemented
in IEC 61499 using our SFB approach. An SFB can be considered as
a CFB that contains two other BFBs — an input enforcer (F;) and
an output enforcer (Fp).

Algorithm 1 Converting a VDTA policy to an SFB

Input: VDTA policy A, = (L, 1), X, V,C, 0, F,A)
Output: SFB S78 = (I, F, Cg, Cx)

1: 1.E; « {ticks,, tickcin}

2. T.Eg « {ticksous tickcour

3: T.Vi < Ucec Cin

4 I.Vo « Ucec Cout

5: L.ap — Ugeg, (ticksin, cin) U Ucec,, (tickcin, cin)

6: T.ap < UCECI (ticksour> Cour) U UceCO (tickcouts Cout)

7:

8. Fr = generate_enforcer(ﬂw) >See Section 3.2

9: Fo = generate_enforcer(A,) »See Section 3.2

10: F= {F[, Fo}

11:

122 Cg = {(tiCkSins Fl-tiCkSin)s (FI~tiCkSouts tiCkSout)}

13: Cg = Cg U {(tickcin, Fo.tickcipn), (Fo.tickcoys tickcin)}

14:

15: Cx = {(F.stateoys, Fo.statein)} U {(Fo.stateoys, Fy.state;,)}
16: Cx =Cx U UxeX {(Fl-xouta FO~xin) s (FO~x0ut) FI~xin)}

17: Cx =Cx U UceCI {(cin, Fr.cin)} U UceCI {(Fr-cout> Cout) }
18: Cx =Cx U UCECO {(¢in, Fo.cin)} U UL‘ECO {(Fo-Couts Cour) }
19: Cx =Cx U UCECI {(FI.cgut, Fo.cm)}
20:

21: return SFB

The algorithm can be seen in four separate parts. Firstly, the in-
terface 7 of the SFB is created by looking through the set of external
variables C in the VDTA. Copies of each variable are present on both
the input (V;) and output (Vo) sides of the SFB, and these variables
are associated with their respective synchronous tick events.

Secondly, enforcer BFBs are created for both the input-projected
policy and the original. These BFBs are termed F; and Fo respec-
tively. Event mappings are straightforward due to the synchronous
composition, as the only required mappings are from the external
events (Er and Ep) to their respective internal BFBs.

Finally, variable mappings are performed starting with the shar-
ing of state and clock valuations between the two enforcer blocks.
Next, the external input and output variables (C; and Cp) are
mapped to/from the input and output enforcers (Fy and Fp), respec-
tively. Input variables (Cy) are also forwarded from input enforcer
(Fr) to output enforcer (Fp).

For the AB5 example, the resulting interface and network of this
algorithm are shown in Figure 8 and Figure 9 respectively. Here, in
the interface, we can see the synchronous events, the corresponding
input and output variables for A and B, and the association between
the events and variables.

Figure 9 shows the creation of the two separate input and output
enforcers, named InputEF and OutputEF respectively. Additionally,
note the mapping of events and variables between the two enforcers,
as well as with the overall SFB, and how they correspond to the
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Figure 8: AB5 Secure Function Block Interface

process outlined in Algorithm 1. In particular, the state variable is
passed between the two enforcers, and is encoded as type STRING.
The clock variable v goes through a similar process to be shared
between both enforcers, with its type being INT.

téck_s?n Inputér »-t.:u:k_sout

tick_Cins— tick SIn tick Sout #tlck_cout
Ain ick_SIn tick_Sou -ﬁ—r A_out
87in (8l InputEF B_out

A_in A_out
B_in B_out
orv_in v_outsy

[ »state_in State_outd

wState_in v_out+
B_in State_outy——~

Figure 9: AB5 Secure Function Block Network

3.2 Input and Output Enforcers

As shown in Algorithm 1, two BFBs are generated from the VDTA
policy to capture the input and output enforcers. Like with all BFBs,
their logic is implemented through the use of algorithms and ECCs.
The input enforcer is generated based on the input VDTA (A,,),
while the output enforcer uses the complete policy. In both cases,
their interfaces are similar and contain all the external variables of
C, the synchronous tick events, and the shared data for state and
clock variables.

The states within the ECC for an enforcer (S) consists of the same
set of locations L in the policy, excluding any violation locations.
This exclusion is due to the fact that in a correct enforcer, violations
should never occur. At each of these states (s € S) in the ECC, a
corresponding enforcement algorithm is defined (in a; € A) and
executed, along with the associated event (A(s) = (as, tickoys))-
An additional initial state (i.e. so) named START is created which
facilitates the sharing of state between the two enforcers. As an
example, the resulting ECC for the input enforcer (InputEF) is
shown in Figure 10.

The set of ECC transitions T are exclusively established between
the START state and each other state in S. The shared state variable
between the two enforcers is an input to each enforcer (State_in)
and is then used to determine its operation. Outgoing transitions
from START are guarded by the value of this state, while the return
transitions are automatically taken (represented by a guard of 1). It
is important to note that the output value of the state (State_out)
will be set inside the algorithm associated with the state.
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STAR tick_SIn[State_in—=—'S@"] ————————% SO — Enforceso tick_ Sout

tick_SIn[State_in = 'S1']

Ty

Figure 10: AB5 Input Enforcer Execution Control Chart

S1 — Enforcesl tick Sout

Figure 10 refers back to the AB5 example. Starting from the START
state, If the value of State_in was S0 then the ECC would transi-
tion to SO, execute its associated algorithm (EnforceS0), emit the
tick_Sout event, and then return back to START to await the next
cycle. The same approach happens for the state S1.

The BFB enforcement algorithms executing on each state are
similar to those previously proposed in the literature [27, 28], using
the semantics described earlier. Algorithms 2 and 3 show this logic
for the input and enforcer respectively.In both cases, the state g
and time t are stored at the BFB level, rather than the algorithm
level, due to the way the IEC 61499 standard handles algorithm
execution.

Algorithm 2 SFB Input Enforcement Algorithm

Parameter: Input policy [[Ay, Il = (O, o, I1, —1, OF, Q0)

:if3cf’€2*:qﬂ>]q’/\q’erthen
X) — x;

: end if

1
2
3
4@ X — sel-edity(q,l (q)
5
6: return x;

Algorithm 3 SFB Output Enforcement Algorithm
Parameter: Output policy [[Ay ]l = (Q, 90, T, —, Or, Qo)

if 3o’ €X*: q —)oq,yt)‘(y
Y < Y

. else

y, « sel-editz(q)

: end if

q «— q//

7 te—t+1
8: return y;

q AN q € Qr then

LS N N

(xt.y7)
where g 0 7' NG 20,

I

The operation of the enforcers is quite similar. Firstly, they check
if the given input (x;) or output (y,) is admissible based on if there
is any possible path (¢’ € X*) to an accepting state in the future
(¢" € Or). If true, the input or output values can be used as they
are and do not need modifying. Otherwise, the value needs to be
modified through a select function, which returns the appropriate
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edit action for the current state. Finally, the output enforcer is in
charge of updating the state (¢") and time (¢’) of the system.

Appendix A shows the generated code for these enforcers in the
AB5 example.

4 Attack Scenarios and Mitigation Policies

Using the case study introduced in Section 2, we will introduce five
potential attacks on the system as an example for the SFB approach.
o T1 overflow: The attacker tries to overflow T1 by activating
the incoming pumps (pumpl or pump2) when the tank is full.

o T2 overflow: The attacker tries to overflow T2 by opening the
incoming valve (valve) when the tank is full.

e T3 pump damage: The attacker tries to damage the pump in
T3 by activating it (pump3) when the tank is empty.

e T2 combination attack: The attacker simultaneously targets
the water level sensor (level2) of T2 and the incoming valve
(valve) to overflow the tank.

o T3 pump burnout: The attacker aims to damage the pump by
quickly turning the pump on and off.

To capture and mitigate each of these attacks, we define policies
(P through Ps) which will be enforced by our SFBs. These attacks
and their associated policies are summarised in Table 1. Our objec-
tive here is to ensure the system’s actions prioritize safety, even if it
means delaying the water treatment process, in order to safeguard
the system from potential real-world damage. We will now expand
on each of these properties in more detail.

4.1 Policy P;: Mitigating T1 overflow

level; < highy P1 A P2 Alevely > highy

levely > highy (1

—@

levely < highy

(p1V p2) Alevely > highy

@2 true

Figure 11: Policy P; captured as a VDTA

Through an attack, T1 could be caused to overflow by enabling
the inflow pumps while the water is already at a high level. Figure 11
shows a policy to prevent this, captured as a VDTA, which switches
between two active locations (I, and I;) which correspond to the
water level being below and above the high marker. If either of the
incoming pumps (denoted p; and p;) are enabled while in location
I; then this is a violation because the tank would be at risk of
overflowing, and so control switches to location I,,.

4.2 Policy P,: Mitigating T2 overflow

A similar attack could be performed on T2 in an attempt to cause
it to overflow. However, in this case the tank does not have any
actuators directly attached to it and instead its inflow is controlled
through a request signal to PLC1, the controller for T1. Figure 12
shows how a policy to prevent this can be captured as a VDTA, in
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levely < highy 7 A levely > high;

levely > highy

levely < highy

r A levely > highy

true

Figure 12: Policy P, captured as a VDTA

a similar architecture to P;, which ensures that the request signal
should never be set when the water level is already high.

4.3 Policy P5;: Mitigating T3 pump damage

levels > lows p3 Alevels < lows

levels < lows Q
L

f\_/

levels > lows

p3 Alevels < lows

true

Figure 13: Policy P; captured as a VDTA

Conversely to the previous attacks, which tried to cause overflow,
an attack on T3 could be performed which aims to enable the output
pump even if the tank is empty, which would cause device failure.
The VDTA to capture a policy which detects this attack is shown in
Figure 13 which compares the tank level (levels) to its low reference
(lows), rather than the high reference that was previously used.
Here, if the pump (ps) was ever requested to be enabled while the
water level was below the low threshold, then the VDTA would
transition to the violation location.

4.4 Policy P;: Mitigating T2 combination attack

levely > 0 A levely < highy 7 A levely > highy A levely < MAX

levely > high;

levely < highy

@D true

Figure 14: Policy P, captured as a VDTA

levely <0 (r A levely > highy)

Vlevely > MAX

The advantage of the Bi-RE is that is not only able to prevent
attacks that impact the controller outputs, but also detect and pre-
vent attacks on the sensor side of the system. We introduce an
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Table 1: Attack and Policy Summary

ID | Attack Description Policy Description Attack Focus Policy Type Source

Py | T1 overflow: Turning on pumplor | If T1 is full, pumpl and pump2 | Plant Uni-directional Re-created
pump2 despite the tank being full | should be off from [17]

P, | T2 overflow: Opening valve when | If T2 is full, valve should be closed | Plant Uni-directional Re-created
T2 is full from [17]

P; | T3 pump damage: Activating | If T3 is empty, pump3 should be off | Plant Uni-directional Re-created
pump3 when T3 is empty from [17]

P4 | T2 combination attack: Targeting | Out-of-range level2 = tank con- | Plant + Controller | Bi-directional Proposed
level2 and valve simultaneously | sidered full; If full, valve should

be closed

Ps | T3 pump burnout: Turning pump | If T3 is not empty, pumping | Plant Time-based Proposed

off while it is activating should last at least 5 ticks

attack which is bi-directional and combines multiple of our earlier

attacks, simultaneously attacking both the plant and the controller.

The policy P4, shown in Figure 14, is checking both for a water
level sensor attack, along with the overflow attack of P,. In the
case where we detect a violation on an input signal, the question
becomes what is the correct action to take? Therefore, we consider
the water level signal to its maximum value in order to elminate
the risk of overflow — a critical failure — at the risk of system
performance degradation.

There are two things to note with this policy. Firstly, the policy
involves enforcement actions that would need to be applied to both
the input and output sides of the problem — a true bi-directional
enforcement. Secondly, it shows a more complex example that can
be used for comparison against the previously introduced examples
and provides the highest level of security against attack.

4.5 Policy Ps5: Avoiding T3 pump burnout

P3 A levels < lows p3 Alevels > lows

A
5

p3 Alevels > lows;v:=0

P3 Alevels < lows

@D true

Figure 15: Policy Ps captured as a VDTA

p3 Alevels < lows p3 Alevels > lows Ao <5

p3 Alevelz < lows

Finally, we present an attack designed to quickly turn off the
pump during operation, potentially damaging it through frequent
on-off cycling. To mitigate this attack, in Figure 15, we introduce a
clock, v, which resets to 0 whenever the pump is activated. Once
the pump is running, it operates for no fewer than 5 ticks, provided
the water level in T3 is not empty.

5 Results

In order to evaluate the proposed approach, we ran the system
shown in Figure 5 under the range of attack scenarios presented
in Section 4 both with and without the SFBs. Modifications were

made to the easy-rte tool to add support for automatic SFB genera-
tion in IEC 61499 from VDTA-based policies.

For each test case, the simulation was run for 100,000 steps of
execution. We present the same simulation results for T1 overflow,
T2 overflow, and T3 pump damage (P; through P;) as shown in
Lanotte et al. [17], where the attacks focus on the controller side
and are mitigated solely by the output enforcer, along with two
additional properties (P, and Ps) that show bi-directional and timing
behaviours. Finally, we also conducted performance tests to assess
and report on the overhead of our proposed approach.

5.1 Uni-directional Enforcement

Tank1 Overflow Dynamics

90
80
70
60
50
40
30
20

Tank Water Level

Number of Iterations
50 100 150 200
Water Level - - - Attacks ‘

Figure 16: T1 overflow

For our first attack vector, T1 overflow, Figure 16 shows the water
level in T1, measured over the first 200 ticks in combination with
the SFB for P;. Initially, the water level rises gradually as the pumps
operate, while the water level decreases when the valve is opened.
The highlighted regions in red indicate attacks on the controller,
where the attacker attempts to activate the pumps despite the tank
being full. Table 2 shows this in more detail, where the pump con-
trol signal pump; has been erroneously set to 1 due to an attack.
However, the enforcer for P; has corrected this output, causing the
pump to remain off and the water level to remain constant.

A similar behaviour is seen for the second attack vector, where
an attacker attempts to overflow T2 by opening the incoming valve.
Table 3 shows some key datapoints from this simulation, where the
request signal (r) has been corrected by the enforcer P, to avoid an
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Table 2: Signal valuations under T1 overflow (P;)

Tick level; level] pump; pump]

0 13 13 1 1
50 80 80 1 0
51 80 80 1 0
61 76 76 0 0

overflow event. Subsequently, once the attack ends and the signal
is safe, the enforcer takes no protective action.

Table 3: Signal valuations under T2 overflow (P,)

Tick level, level; r r
0 13 13 0 0
14 20 20 1 0
15 20 20 1 0
16 20 20 1 0
17 19 19 0 0

The last of our uni-directional enforcement examples is T3 pump
damage. Here, an attacker has tried to turn on pump; while the
water level inside T3 (levels) is empty. However, as shown in Table 4
the enforcer P; is able to correct this and avoid pump damage.

Table 4: Signal valuations under T3 pump damage (P3)

Tick levels level; pumps pump;

0 0 0 1 0
1 0 0 1 0
10 0 0 0 0
11 2 2 0 0
30 0 0 1 0
31 0 0 1 0

5.2 T2 Combination Attack

The next example requires bi-directional enforcement as there are
simultaneous attacks on the plant, by modifying the T2 level sen-
sor, and the controller, by modifying the request signal. Table 5
shows the system behaviour for the first 10 ticks during this attack.
Here, we observe unsafe signals on both the input and output sides,
sometimes even occurring within the same iteration, indicating the
attacker’s attempt to compromise the system through both vectors.
However, the input enforcer is correcting the level sensor signal
whenever an invalid input is received, while the output enforcer is
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correcting the request signal. Thus, despite the CP-attack targeting
both the plant and controller simultaneously, the SFB effectively
mitigates these attacks and prevents potential system failure.

Table 5: Signal valuations under T2 combination attack (P;)

Tick level, level, r r
0 13 13 1 1
1 14 14 1 1
2 -81 20 1 0
3 372 20 0 0
4 -33 20 0 0
5 12 12 0 0

5.3 T3 pump burnout

Finally, we look at the case when an attacker attempts to quickly
turn pumps on and off. Table 6 shows a trace under these conditions
with Ps using a timer o to detect this behaviour. The SFB is able
to prevent rapid switching of the pump by forcing the signal to
remain high at tick 7. Additionally, Ps also contains logic to prevent
running the pump when the tank is empty, as shown at tick 10.

Table 6: Signal valuations under T3 pump burnout (Ps)

Tick level; pumps; pump; v

0 10 0 0 0
6 8 1 1 1
7 6 0 1 2
8 4 0 1 3
9 2 0 1 4
10 0 0 0 0

5.4 Performance Evaluation

To assess the impact of enforcement on execution time, we con-
ducted performance evaluations using an Intel(R) Core(TM) i7-
7700HQ CPU at 3.8 GHz with 16 GB of RAM running a 64-bit Win-
dows operating system. Each test case was executed for 100,000
time steps and repeated for 10 independent trials calculating the
mean execution time to obtain a reliable performance estimate.
Table 7 presents the results for each of our test cases, including
a base case with no enforcers (“None”). In this table, we record the
Average Execution Time (AET) over all trials. In scenarios where
attacks occur on one side (either the controller or the plant side),
the overhead ranges from 0.27 % to 0.45 %. In cases that require
Bi-RE, the overhead of our SFB approach increases to 1.37 %.

5.5 Discussion

These results demonstrate that our approach facilitates the appli-
cation of RE techniques to existing industrial automation designs
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Table 7: Performance Analysis Results

Test Case AET (ms) | Overhead
None 4689.7 -
T1 Overflow 4710.8 0.45%
T2 Overflow 4707.1 0.37 %
T3 Pump Damage 4703.3 0.29 %
T2 Combination Attack 4753.5 1.37 %
T3 Pumping Burnout 4702.6 0.27%

without significantly compromising the original system perfor-
mance. Interestingly, attacks which involve T1, whether on the
input or output side, seem to exhibit larger execution overhead
compared to other tanks. This can be attributed to the increased
complexity of PLC1 which contains two input and three output
signals. Additionally, the overhead for the combination attack on
T2 (1.37 %) is higher than other scenarios. This illustrates the state-
space explosion problem, where increased complexity does not
scale in a linear fashion. However, even for this most complex ex-
ample we consider it a minimal performance loss. A key limitation
of this approach lies in its inability to enforce multiple policies
within a single SFB. Each SFB is restricted to enforce one policy
only. Consequently, future work will need to address mechanisms
for merging or composing multiple policies within this framework.

6 Related Work

A large amount of research into attack vectors for CP-attacks contin-
ues to be investigated, including Denial of Service (DoS) attacks [6,
38], false data injection attacks [21, 26], deception attacks [19],
integrity attacks [22, 23], replay attacks [39], zero-dynamics at-
tacks [33], and ¢ stealthy attacks [2, 15]. While these have been
extensively analysed from a control-theoretic standpoint there re-
mains a pressing need for effective security approaches to prevent
and mitigate these kinds of attacks, especially using scalable meth-
ods, at run-time.

In the industrial sector, Runtime Verification (RV) is commonly
employed to detect malicious activities. The Argus defence frame-
work [1] has been proposed to address complex multicomponent
deception attacks in industrial settings. Schellenberger et al. [29]
explore the creation of a secure channel between the plant and
the controller to mitigate communication-based attacks. Similar
investigations have been reported in [20] and [9]. Eslami et al. [8]
investigate time-varying dynamics, introducing external states with
dynamics unknown to the attacker. Taheri et al. [32] have designed
a combination of plant-side filters and observers, along with control-
side filters, which attempt to mitigate attack vectors even if the
attacker fully knows all system parameters. Jhunjhunwala et al. [13]
introduced a new RV method that supervises adapter connections in
IEC 61499 applications, using state machines to define and monitor
specific properties which trigger an event when breached. However,
RV only monitors system behaviour without actively enforcing cor-
rections. As a result violations may still occur, potentially causing
system damage or failure.

To address this, attempts have been made in recent years to
support the RE approach, a paradigm which aims to not only de-
tect violations of provided policies but also correct them [28]. This
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technique has been used to guarantee the safety for a range of
CPSs such as a cardiac pacemaker [28], the over-current protection
circuitry of a power system [27], and for the control of a swam of
drones [25]. However, its use in industrial automation is minimal.

Do Tran et al. [7] suggest the incorporation of contract monitors
into IEC 61499 applications which can uphold certain predeter-
mined properties during the application’s runtime. However, it is
important to note that this method primarily ensures the accuracy
of individual components rather than the entire application.

Lanotte et al. [17] introduced the case study of a water treatment
system in an industrial setting, aligning with the IEC 61131 standard.
Secure proxies were used to restrict the outputs of the controller
to ensure safety, similar to RE, using the formal language Timed
Calculus of Monitored Controllers (TCMC) which extends Timed
Process Language (TPL) [10]. However, the proxy design is only
unidirectional and focuses solely on the controller, which may lead
to potential attacks on the plant side being neglected. This concern
is amplified in industrial environments where control architectures
typically operate at fixed rates [30], as these settings are more prone
to risks from threats not monitored on the plant side.

In summary, despite extensive research into the safety of CPSs
and industrial systems, existing approaches exhibit notable limita-
tions. RV techniques are designed to monitor against predefined
safety properties, but do nothing to prevent violations. RE pro-
vides an avenue to address this, however recent research on this in
the industrial domain largely adopts a unidirectional perspective.
Furthermore, most methods focus on ensuring the correctness of
individual components, lacking scalability for IEC 61499 environ-
ments. As such, ensuring the correctness and safety of systems
designed using the IEC 61499 standard, which has become a cor-
nerstone of Industry 4.0, remains a significant concern. Integrating
Bi-RE into the IEC 61499 framework as a general solution is crucial.

7 Conclusion

Industry 4.0 continues to evolve and CPSs are increasingly becom-
ing more integrated. The IEC 61499 standard has evolved as the
leading language for such applications due to its ability to capture
complex and distributed systems using familiar languages, however
until now it lacks any ability to provide formal security assurances.
The approach proposed in this paper, SFBs, integrates existing Bi-RE
techniques into the IEC 61499 standard natively, allowing for for-
mal VDTA-based properties to be guaranteed across an industrial
application.

To illustrate the effectiveness of this approach, we implemented
SFBs in the context of a water treatment system with the aim of
preventing CP-attacks that could occur. Our experimental results
show this approach in action across a range of attacks that target
both the plant and controller signals. Additionally, performance
analysis shows that the overhead associated with SFBs is minimal in
the context of the overall system, indicating its suitability for wide-
spread adoption in embedded CPS applications where performance
is often constrained.

Future research include advancing the compositionality of SFBs
to enhance scalability on large-scale problems, as well as interoper-
ability with the IEC 61499 framework to better leverage its features
and integrate with existing IEC 61499 tooling.
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A Enforcer Examples

1 // Map input variables to the internal variables
2 v = v_in;

3 A = A in;

4 State = State_in;

5

6 if (A) {

7 // Violation
8 A=0;

9}

10

11 if (1A) {

12 // Do nothing
13}

14

15 // Map internal variables to output variables
16 v_out = v;

17 A_out = A;

18 State_out = State;

Listing 1: Input Enforcer example EnforceS1

// Map input variables to the internal variables
v = v_in;
State = State_in;

A = A_in;
B = B_in;
V4+;

if (!A and !B and v < 5) {
// Do nothing
}

if (!A and B) {
// Go to SO
State = "S0";

if ((A and B) or (A and !B)) {

A=0;

if ('A and 'B and v < 5) {
// Do nothing

}

if (!'A and B) {
// Go to SO
State = "S0";

if (v >=5) {
// Violation
B=1;
// Go to SO
State = "S0";

// Map internal variables to output variables
A_out = A;

B_out = B;

v_out = v;

State_out = State;

Listing 2: Output Enforcer example EnforceS1

Wu et al.
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