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Abstract

Cloud computing is an emerging model that separates application and information
resources from the underlying infrastructure, and the mechanisms used to deliver them.
The elastic nature, cost effective price and convenient connectivity make the cloud
become more and more attractive as a storage medium for digital forensic investigators.
The increasing volumes of data are also a driver for investigators use of a cloud for
storing evidence and performing analysis. However, because of the distributed nature of
the cloud (Cruz, & Atkison, 2011, p.306), data stored in the cloud may likely be divided
into smaller chunks and placed at different data centres all over the globe. Moreover, the
dynamic and remote nature of the cloud, make data relocating from data centre to data
centre. Hence, data may be constantly compressed and resized. Thus, it is possible that
data may be lost during the transmission; or compromised by attacks in the cloud.
Furthermore, redundant storage in multiple jurisdictions (Yan, 2011, p.612) and the lack
of transparent real-time information about where data is stored introduces judicial issues
and further complications for investigations. Virtualisation also impacts on the privacy
of other users (Dahbur, & Mohammad, 2011, p.2) of the cloud. To maintain information
security, organisations can encrypt data before storing them in the Cloud; and then
decrypt after retrieving the data from the Cloud.

The key challenges that a digital investigator is facing before committing to the
cloud, is how to ensure that the security of evidence data will be maintained; and privacy
will be protected in order to fulfil digital forensic investigation principles. Although
solutions such as Hou, Uehara, Yiu, & Hui (2011, p.378) have been proposed to use
homomorphic encryption to protect innocent evidence data from being exposed; they
are, however, more suited in a relatively static database environment, and the feasibility
and performance of such solutions in a public cloud are still yet to be studied and
evaluated.

To maintain information security, organisations can encrypt data before storing
them in the Cloud; and decrypt after retrieving the data from the Cloud. The research

will identify, analyse and evaluate whether or not modern encryption algorithms can be
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used in providing data security and persevering privacy for digital forensic investigation
evidence data stored in the cloud.

To conduct the proposed research, a trial system was created in a lab controlled
environment to simulate commercial situations where data will be relocated and
distributed. The normal operation of the trial system was documented as the semi-trusted
Storage-as-a-service cloud, in which stored digital forensic investigation data were
scattered. Hence, the integrity, confidentiality and availability of digital forensic
investigation data were stressed. Then experimental data generated during the research
were collected and analysed, in order to test the robustness and performances of selected
encryption tools.

The methodology used in a simulated environment was based on descriptive
methods in which the case scenario of simulated attack on the cloud by redistributing
encrypted sample file data from one storage medium to another. To investigate the
robustness and performances of selected encryption tools, a customized cloud simulation
were created using VMmare. The descriptive mythology allowed the elaboration of
precise details relevant to the research question.

The purpose of the main research question was to evaluate whether or not
modern encryption algorithms can be used in providing security and preserve privacy for
digital forensic investigation evidence data stored in the cloud. Consequently, the court
evidence admissibility requirement was met according to digital forensic investigation
principles and guidelines. The significant findings were found that the selected
encryption tools were able to provide security for evidence data in the cloud at a
sufficient level. Moreover, the encryption tools examined had reasonably good
performance in the cloud. Though, AxCrypt had the overall best performance in terms of
security features and data compression result resilience.

To conclude, the research conducted confirms that modern encryption algorithms
are able to maintain security and preserve privacy for digital forensic investigation
evidence data stored in the cloud. Moreover, using modern encryption algorithms
ensures that evidence data do meet confidentiality, availability, privacy preserving,
chain-of-custody and eventually court admissibility requirements. Ultimately, digital

forensic investigator compliance principles are fulfilled.
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Chapter One

INTRODUCTION

1.0 BACKGROUND

This thesis concerns the cloud and the issues and problems that arise when an
investigator may use cloud storage for forensic evidence files. Consequently in this
introduction chapter the cloud is reviewed in section 1 to identify problems for secure
data storage and retrieval. In section 2 the research motivation and methods are

introduced; and section 3 provides the structure outline for the thesis.
11 CONCEPTS OF THE CLOUD

In recent years, the concepts and implementations of contemporary distributed
information technology infrastructures have been developing in the area of cloud
computing. Vendors offer resources, software and information provided to computers
and other digital devices as utility to the end users in distant locations. Users can access
these services and information through the internet. Consequently, a new field of study
has been rapidly emerging for the use of the cloud computing architecture layers and the
functionality of the distinct services offered to end users.

Mohamed (2012, p.2) points out that the cloud computing refers to use the
networked information system infrastructure including both hardware and software, and
its capability to provide services in the resources on-demand environment. In the cloud,
a company rents on another company’s computer systems to perform the work. The
rented space in the cloud can be in a globally connected data centre with many other
companies where the user network entry point can be at any point on the internet. Data
in the cloud environment can be replicated to any data centre in the world that is owned

and operated by the cloud vendors. The cloud vendors have their own series of policies,



security systems, hardware and software packages that are independent of what an end

user company is doing in the cloud space.

Yu (2010, p.1) believes that along with this new paradigm, various business

models are developed. They can be described using “X-as-a-service”, where “X” could

be hardware, software and data storage. Getov (2012, p.373) categories cloud computing

in three services, which are software-as-a-service (Saas), platform-as-a-service (Paas)

and infrastructure-as-a-service (laas). Yu (2010) argues that the most popular examples

are: Amazon’s Elastic Compute Cloud (EC2) and Simple Storage Service (S3), Google

App Engine and Microsoft.

Saas: In this cloud service model, vendors install, operate, maintain and update
user required applications. The user does not need to manage the underlying

structures on which the applications are running.

Paas: In this model, vendors provide platforms such as OS, programming
language execution environment, data centre, web and mail servers with virus

scanning and monitoring services as well as anti-spam services.

laas: This is the most basic cloud service model. Providers offer services for

computers and infrastructures such as storage, firewall and network system.

Additionally, National Institute of Standards and Technology (NIST) defines the

following deployment models for the cloud computing:

Public cloud: the service made available to the public or/and other organisations.
The users can access to the cloud using publicly accessible web browser

interface.

Private cloud: the service only provided to a single organisation. Only members

of the organisation can have accesses to the cloud.

Community cloud: shared infrastructure for specific community.



e Hybrid cloud: this type of cloud environment is composed by two or more cloud
deployment models.
(Mohamed & Abdelkader, 2012, p.12)

The cloud computing provides users with scalable resources in the pay-as-you-use
fashion at relatively low price. The concept of the cloud computing enables its users to
set up their applications and infrastructures more conveniently, hence to improve its
management and maintenance. It also allows users to more rapidly and easily to adjust

their resources to meet fluctuating and unpredictable requirements.

“65% companies in Europe and North American have made relatively
serious commitments to the could services according to a 05 December
survey of 3,500 businesses released 05 December 2011 by Computer

Sciences Corp” (Fogarty, 2012).

Comparing to build their own information system (IS), organisations and individuals can
make significant savings by migrate their data into the cloud. With the development of
the cloud computing technologies, it is easy to imagine that in the foreseeable future,
more users will commit to the cloud. Additionally, Lillard (2010, p.22) suggests that the
cloud computing model can also be very useful for digital forensic by allowing storage
of very large log files on a storage instance or in a very large database for easy data

retrieval and discovery.
1.2 OBSTACLES IN THE CLOUD

However, as promising as it is, cloud computing is also facing many challenges. Since a
public cloud is hosted, operated and managed by a cloud vendor, thus it goes beyond the
control of the end users. Therefore, digital forensic investigators need to evaluate the
risks associated with their evidence data in a cloud vendor for storage or for
investigation. Yet, Wan, Liu & Deng (2012, p.743) have pointed out that the cloud

vendor is normally a commercial enterprise, which cannot be fully trusted. Digital data



represents crucial evidence to any digital forensic investigation. Disclosure and/or a
contamination of such data will seriously compromise any investigation.

Also, evidence data in the cloud environment can be replicated to any data centre
in many countries that is owned and operated by the cloud vendors. However, these
countries may not necessarily have equivalent legislations regarding data privacy and
protection. In such a case, digital forensic investigators may wonder: where will the
evidence data be stored? In which countries will the infrastructure be located? What are
the security regulations in those countries? Is the evidence data going to be stored in a
single physical place (Getov, 2012), or distributed across different sites? More generally,
do the evidence data storage, extraction and analysis comply with integrity, preservation,
confidentiality and court admissibility requirements during a digital forensics
investigation lifecycle?

Moreover, the complication of the inter-linkage layers between the cloud vendors
and the digital forensic investigators can provide a fertile ground for hackers and
criminals who want to hack into systems for their own purpose. Amazon and Google
have had a variety of massive data security incidents in the cloud environment.
Researchers (Wang, Zhu & Zhang, 2012, p.151) have stated that in 2009, S3 was
interrupted twice respectively in February and July. It led to websites that were lying on
a single network storage service to freeze.

Additionally, this can provide grounds for an attacker using the same cloud
environment as the investigator, since it is relatively cheap to rent a space in the cloud
environment. For example, Amazon’s S3 data storage service (Yu, 2010) just charges
monthly fee of US$0.12 to US$0.15 per gigabyte. Researchers (Ristenpart, Tromer,
Shacham & Savage, 2009, p.199) from University of California, San Diego (UCSD) and
Massachusetts Institute of Technology (MIT) conducted side attack experiments on
EC2. This experiment was based on the assumption that even though attackers and
victims used two isolated virtual machines in the same cloud environment, however the
fact of both of them share the same physical resources allowed the attack to become
possible. The experiment produced a 40% success rate to mount side attacks on EC2.

This experiment shows some alarming results. Firstly, attackers only need to

invest very little to conduct attacks in the cloud environment. Secondly, it is possible to



achieve such attack. Since this experiment only utilised standard customer abilities, and
it did not require the cloud provider to disclose specific details of infrastructure or
assignment policies it is easy to do. Thirdly, though the experiment was conducted on
EC2, however it could be generalised on other cloud environments, such as Azure and
S3. Overall, it indicates that the tangible dangers exist while deploying sensitive tasks in
the cloud.

Meacham & Shasha ( 2012, p.633) believe that another data security concern
with the cloud is that the only assurance of evidence data protection are the word of the
cloud vendor, the legal and the business incentives for the vendor not to leak or abuse
information. Even if the digital forensic investigator trusts the vendor and the vendor is
truly scrupulous and motivated to protect the evidence data, there is still the danger of
malicious or sloppy individuals within the vendor’s organisation, or some sort of large-
scale data breach. These events get into the news with alarming frequency and
demonstrate the risk materialising.

Stolfo, Salem & Keromytis (2012, p.125) point out that in 2009, a Twitter
employee’s account was hacked. More than 310 of the company’s documents were
stolen, some of them such as financial projections and executive meeting notes
containing highly confidential information. At the same time, large numbers of users’
accounts were illegally accessed. A frightening number of accounts and services related
to Twitter and its employees, such as Gmail, Google Apps, GoDaddy, MobileMe,
AT&T, Amazon, Hotmail, Paypal and iTunes were either directly or indirectly affected.
Even though the particular attack was launched by an outsider; however it would have
been much easier if the attacker was a malicious insider.

Given the above obstacles, the main concerns for the digital forensic
investigators when using the cloud, are the cloud governance and security in general,
evidence data integrity and preservation specifically.

To overcome these challenges, Hu & Klein (2009, p.735) argue that encryption
on evidence data is a feasible technical solution. Using encryption to protect data is
nothing new. Wang, et al (2012) state that various encryption algorithms such as DES,
3DES, AES and RSA, have existed for more than a decade. Weis & Alves-Foss (2011,

p.49) believe that with substantial amount of evidence data being stored, encryption



seems like the perfect security solution. In fact, it has been now commonly accepted that
data encryption in the cloud environment is a good way to mitigate security concerns
over evidence data integrity, preservation and confidentiality by the cloud. Indeed, with
the possession of the secret key for decryption, digital forensic investigators can still get
control of their evidence data regardless where the evidence data may be stored
physically. Better yet, (Yang & Zhang (2011, p.145) suggest that data encryption can
also help to overcome other concerns such as regulatory compliance and geographic
restriction, in the sense that the encrypted data by no means useful without the

decryption capability.
1.3  MOTIVATION

Section 1.1 identified and briefly discussed the background to the chosen research area
of digital forensic evidence data storage in the cloud environment. In order to understand
the reasoning for the chosen research areas, the motivations of the writer will be
presented and discussed ranging from the popularity of the cloud computing to the lack
of adequate data protection security measures in the cloud environment to ensure data
integrity for a digital forensic investigation.

The rapid growth in capacity of storage devices is increasingly challenging
digital forensic investigators due to the limited time to create a forensic image of a disk,
or process all the data found. Garfinkel (2010) argues that the use of the cloud
environments will inevitably exacerbate the problem of data storage and analysis. One
solution digital forensic investigators could rely on is the use of the cloud environment
for storing evidence and performing analysis. The idea of using the cloud to host a
“forensic service” used to conduct investigations has already been proposed by studies
such as (Ruan, Carthy, Kechadi & Crosbie, 2011, p.58; Taylor, Haggerty, Gresty &
Hegarty, 2010, p.304). Several issues arose and are yet to be addressed including for
example, the forensically stable transfer of evidence from the source of the investigation
to the cloud storage, and the management of the chain of custody for evidence.
Furthermore, those studies have not considered in detail the virtualised nature of clouds,
which is likely to have a significant impact on forensic investigations beyond the cloud

security.



Moreover, once digital forensic investigators store the evidence data in the cloud
environment, the digital data are likely to be scattered in the hard drives, and in different
data centres in different countries. Hence, it presents a great challenge to digital forensic
investigators as to maintain evidence data storage, extraction and analysis complying
with integrity, preservation, confidentiality and court admissibility requirements during
digital forensics investigation lifecycle. The following questions are essential to answer
before a digital investigator fully commits to storage in the cloud environment.

e Can modern encryption algorithms provide reliability to retain data integrity in

the cloud?

e With the investigator not having complete control of the storage, how can the
investigator be sure that evidence is not in the process of being altered in the

cloud at that moment in time?

e How to protect the privacy of data during investigation?

To ensure that the cloud can be used to deliver forensic investigations, there are still
many open issues to be studied, including confidentiality, privacy, integrity and
auditability. Some related issues which can be studied in this research include:

e The ability to ensure the evidence is unaltered when transferred to and from as

well as when stored in the cloud.

e The ability to ensure the evidence is secure from unauthorized access and

maintains the chain of custody.

e The ability to control access to the evidence stored in the cloud, and to ensure

that other users of the cloud do not have access to the material.

In summary, the proceeding discussion illustrates the demand for advancement of
knowledge in the realm of ensuring evidence data integrity in the cloud environment

during digital forensic lifecycle, in order to meet court admissibility requirements. The



research motivations include the increasing popularity of the cloud computing, potential
security issues and absolute evidence data integrity requirement during digital forensic
investigations. At present greatly limited knowledge of requirements and controls need
testing and the robustness of data encryption algorithms in the environment proven. In
conclusion, in an optimistic view, the cloud computing provides a bright and promising
future for digital forensic investigators to take advantages of. Yet at the same time many
unanswered questions remain.

The central focus of the proposed research is to set up a cloud simulation
environment and to test a set of well-known encryption algorithms to evaluate the
effectiveness and robustness to protect integrity, preservation, confidentiality and court
admissibility of evidence data during a digital forensic lifecycle against unauthorised

access. In addition, the evaluation will show areas where improvement can be made.

1.4 STRUCTURE OF DISSERTATION

This thesis will be structured in a logical sequence to communicate the research
conducted. The formalities section presents an abstract of the thesis, acknowledgements
and a table of contents. Additionally, a list of figures and a list of tables are presented as
well as a listing of the abbreviations used in the thesis.

Chapter One provides an introduction to the project. The chosen topic area and
associated background is put forward including an outline of the cloud computing
technologies. A background to the processes and principles of digital forensics is also
discussed. The motivations for the project identify the need for the proposed research
and investigation in the chosen research area.

Chapter Two provides an extensive review and discussion of the available
literature for the topic area in order to build a thorough understanding of the current state
of knowledge. The history and the concept of the cloud computing provides an
overview of the technology being investigated is followed by a discussion of the security
challenges and associated attacks. The process of digital forensics is presented with
specific association to the cloud computing storage and potential contamination of
evidence data. Morden data encryption algorithms are also covered from the perspective

of use in data protection. In closing, the problems and issues surrounding digital forensic



evidence data storage in the cloud demonstrate specific aspects and emphasis on which
to focus the research.

The research methodology for the project is critically evaluated in Chapter Three.
First, several published similar studies are reviewed in order to be informed on previous
research methodologies, as well as to highlight specific ways research is done in this
area. The research questions are then developed from the preceding literature discussed
in Chapter Two, and the related similar studies. Each question is also accompanied by a
hypothesis; a proposed explanation made on the basis of theoretical information and the
gather knowledge. The research questions provide a guide for the thesis and establish the
research requirements needed to determine a resolution for each of the proposed
questions. Next, the research model is proposed which outlines four specific phases of
research testing divided into Phase One and Two for initial testing; and Phase Three and
Four for stabilised testing. The system architecture, the necessary components, the
software and the hardware requirements are also discussed to provide information
regarding to the proposed system design. The data requirements of the research model
are then investigated, outlining the data generation, collection, analysis and reporting
methodologies that are required for each of the testing phases. The expected outcomes of
each phase of research testing are then outlined. The Chapter concludes with a
consideration of the limitations of the proposed research methodology and the scope of
the testing to be conducted.

Charter Four reports the findings for each of the research testing phases. First, the
variations of the previously proposed data requirements are identified. The subsequent
modifications are then applied to the proposed methods. The reported findings are then
divided into initial and stabilised testing, with the corresponding four separate phases of
testing followed by the analysis of the data gathered. Summing up, the significant and
analysed results from the research testing are finally presented in graphical form to
visually display the results.

Chapter Five is a discussion of the research findings. To start with, the research
questions developed earlier are revisited and arguments made for and against the
associated hypotheses are tabled so that a synopsis of the learnt information and results

achieved from the testing phases can be viewed. The research findings are then



examined at length. Each phase of testing is discussed, as well as an extensive
evaluation of the system design developed and implemented for the research testing.
Finally, recommendations are suggested based on the outcomes which were discovered
during the conducted research.

Chapter Six concludes the thesis and recommends further topics for study. A
conclusion of the research project is presented, stating the most important findings that
were achieved and discussing the capabilities of the proposed and tested system design.
Limitations of the research are outlined and discussed to identify limitations in the
research conducted and findings discovered. Finally, potential future research areas
involving using encryption algorithms to protect evidence data integrity during the
digital forensic investigation lifecycle in the cloud environment; complete the chapter.

The appendices at the end of the thesis provide additional information regarding
the findings; including a full set of collected data from testing and used desktop
specifications.
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Chapter Two

LITERATURE REVIEW

2.0 INTRODUCTION

In recent years, the concepts and implementations of contemporary distributed
information technology infrastructures have been developing in the area of cloud
computing. Vendors offer resources, software and information provided to computers
and other digital devices as utility to the end users at distant locations. Users can access
these services and information through the internet. Consequently, a new field of study
has been rapidly merged on the basis of the cloud computing architecture layers with
distinct functions offered to users. Lillard, (2010) suggests that the cloud computing can
be thought of a simple rental of computer space in another company’s data centre.

The origin of the term “cloud computing” is unclear. However, the expression of
“cloud” is commonly used in science to describe a large agglomeration of objects that
visually appear from a distance as a cloud, and depict any set of things whose details are
not inspected further in a given context. Traditionally, the term of “cloud” is used in the
following contexts:

e Meteorology: a weather cloud is an agglomeration.

e Mathematics: a large number of points in a coordinate system is mathematics is
seen a point cloud.

e Astronomy: starts that appear grouped together in the sky are known as nebula

(Latin for mist or cloud), such as the Milky Way.

e Physics: the indeterminate position of electrons around an atomic kernel appears
like a cloud to a distant observer.

In analogy to the above expressions, the “cloud” was used as a metaphor for the internet

and a standardised cloud-like shape was used to denote a network on telephony
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schematics. Later it was used to represent the internet in computer network diagrams.
Gibbs (2013, p.10) believes that the symbol of cloud was used to represent the internet
as early as 1996, in which servers were the shown connected to, but external to the cloud
symbol.

The cloud computing provides users with scalable resources in the pay-as-you-
use fashion at relatively low price. The concept of the cloud computing enables its users
to set up their applications and infrastructures more conveniently, hence to improve its
management and maintenance. It also allows users to more rapidly and easily to adjust

their resources to meet fluctuating and unpredictable requirements.

“65% companies in Europe and North American have made relatively
serious commitments to the could services according to a 05 December
survey of 3,500 businesses released 05 December 2011 by Computer
Sciences Corp” (Fogarty. 2012).

Comparing to build their own 1S, organisations and individuals can make significant
savings by migrate their data into the cloud. With the development of the cloud
computing technologies, it is easy to imagine that in the foreseeable future, more users
will commit to the cloud. Additionally (Lillard, 2010), the cloud computing model can
also be useful for digital forensics by allowing storage of very large log files on a
storage instance or in a very large database for easy data retrieval and discovery.

However, the cloud computing does not only come with benefits. Since a public
cloud is hosted, operated and managed by a cloud vendor, thus it goes beyond the
control of the users. Therefore, the digital forensic investigators need to give up their
evidence data to the cloud vendor for storage or investigation. Yet the cloud vendor is
normally a commercial enterprise, which cannot be fully trusted (Wan, et al, 2012).
Digital data represent crucial evidence to any digital forensics investigation. Disclosure
and/or contamination of such data will seriously compromise any investigation.

To overcome these challenges, encryption on evidence data is a feasible
technical solution (Hu & Klein, 2009). Using encryption to protect data is nothing new.

Various encryption algorithms such as, DES, 3DES, AES & RSA have existed for more
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than a decade (Wang, et al, 2012). With substantial amount of evidence data being
stored, encryption seems like the perfect security solution (Weis & Alves-Foss, 2011).

The research objective of Chapter 2 is to critically review the current literature
relevant to the three study areas which were introduced in Chapter One, namely the
cloud computing, data encryption algorithms and digital forensic principles. First of all,
it is vital to understand all aspects of the cloud computing technology, the concepts,
architecture, deployment models, potential threats and attacks. The link is then made to
the second topic, that of implications for digital forensic investigators committing to the
cloud computing and the need for encryption algorithms to maintain the evidence data
integrity in order to meet court admissibility requirements.

The literature review will not only serve as a fact-finding undertaking, but will
also identify where prospective problems and issues exist from which to derive potential
research questions. Chapter 2 is structure into seven main sections. Section 2.1
introduces the history of the cloud computing. Section 2.2 explains the concepts of the
cloud computing. Section 2.3 discusses some of popular cloud services. Section 2.4
studies some of obstacles in the cloud computing relating to digital forensic
investigation. Section 2.5 introduces a set of modern encryption algorithms. Section 2.6
summaries the problems and issues relating to evidence data protection in the cloud
environment during a digital forensic lifecycle. Section 2.7 forms the foundation of the

research needed in the area of evidence data encryption in the cloud environment.
21 HISTORY OF THE CLOUD COMPUTING

The following sub sections review different historical epochs of cloud development.
2.1.1 The 1950s

The underlying concept of cloud computing dates back to the 1950s, when large scale
mainframe computers became available in academia and corporations, accessible via
thin clients/terminal computers, since they were used mainly for communication
purposes, and had no internal processing capacities. In order to make more efficient use
of costly mainframes, a practice evolved that allowed multiple users to share both the
physical access to the computer from multiple terminals as well as to share the CPU
time. This eliminated periods of inactivity on the mainframe and allowed for a greater
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return on the investment. (Christopher, 1959, p.336) The practice of sharing CPU time
on a mainframe became known in the industry as time-sharing. During the middle of
70s, it was popularly known as Remote Job Entry (RJE) process, which was mostly
associated with IBM and DEC mainframes (Garfinkel, 2011, p.64).

2.1.2 The 1960s — 1990s

In 1960s, McCarthy suggested that “computation may someday be organised as a public
utility”. In his book, Parkhill (1966, p.156) compared the future computer system as an
electricity grid, and thoroughly explained the use of public, private, government and
community forms, which contained the most of characteristics of today’s cloud
computing concepts.

Other scholars (Rayan, Merchant & Falvey, 2011, p.7) have shown that the
concept of cloud computing originated in the 1950s, when scientist Grosch (1958),
postulated that the entire world would operate on dumb terminals powered by about 15
large data centres. Due to expense of these powerful computers, many organisations as
well as individuals could avail themselves of computing capability through time sharing.
Also, he predicted that several corporations, such as IBM, Tymshare and Dial Data

could market time sharing as a commercial venture.
2.1.3 The 1990s

In the 1990s, the internet began to grow rapidly (Hwang, Chuang, Hsu & Wu, 2011,
p.2), and the increasingly sophisticated network infrastructure and bandwidth
dramatically enhanced the stability of various application services available to users
through the internet. Telecommunication companies, which previously provide
dedicated point-to-point data circuits, began offering virtual private network (VPN)
services with cost efficient quality of service. By switching traffic as they saw fit to
balance server usages, they could manage the overall network bandwidth more
efficiently. Thus, they began to use the cloud symbol to denote the demarcation point
between what the vendors were responsible for and what users were responsible for, thus
marking the beginning of cloud computing network services.

One of the first milestones for the cloud computing was the launch of

Salesforce.com in 1999. It pioneered the concept of delivering enterprise applications
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via a simple website. The services firm (Saleforce, 2011) paved the way for both
specialist and mainstream software firms to deliver applications over the internet. Hence,
the cloud computing extends this boundary to cover servers (Yadav, Jain & Fisal, 2012,

p.114) as well as the network infrastructure.
2.1.4 from 2000 to Date

After the dot-com bubble, Amazon played a key role in all the development of the cloud
computing by modernising their data centres, which like the most of other computer
networks, were using as little as 10% of their processing power at any one time, just to
leave enough room for occasional spikes. So, in 2002 Amazon Web Services (AWS)
was launched.it provided a suite of cloud services, such as storage, computation and
even human intelligence through Amazon Mechanical Turk (AMT).

Having found that the new cloud architecture resulted in significant internal
efficiency improvements that could add new features faster and more efficiently,
Amazon initiated a new product development effort to provide the cloud computing to
external customers. In 2006, Amazon expanded its cloud services. First it launched EC2,
which provides a commercial web service that allows small companies and individuals
to rent computers on which to run their own computer applications. Later a web based
data storage service — S3 was introduced. This offered the pay-as-you-go cloud model
(Bloomberg Business Week, 2006; Brooks, 2010) to both users and the industry as a
whole. Now, such a model has become the standard cloud computing business model.

In 2009, Google Apps (Google, 2013) was launched. It allows people to create
and store documents entirely in the cloud. On 01 February 2010, Microsoft Windows
released its cloud computing platform (Windows Azure, 2013) — Azure for building,
deploying and managing applications and services through a global network of
Microsoft managed data centres. It provides both Paas and laas. On 01 March 2011,
IBM announced its SmartCloud (IBM, 2011) framework to support Smarter Planet,

which is a crucial component of the Smarter Computing foundation.
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Figure 2.1: Brief History of the Cloud Computing.
2.2 CONCEPTS OF THE CLOUD COMPUTING

The previous section briefly discussed the history of cloud computing development, and
some of current cloud computing services. However, some people may even wonder
what exactly the cloud computing is, since these services do have some similarities, and
at the same time are differentiated by functions and features. In this section, the
researcher will discuss the concept of the cloud computing in much detail. Section
2.1.2.1 discusses the definition of cloud computing. Section 2.1.2.2 looks at some of
characteristics of the cloud computing. Section 2.1.2.3 explains services models of the
cloud computing. Section 2.1.2.4 introduces the cloud computing deployment model.

Finally, Section 2.1.2.5 briefly discusses some of the cloud computing architecture

types.

2.2.1 Definition of the Cloud Computing

Huang & Liao (2012, p.142) believe that the cloud computing is a large scale distributed
computing paradigm. Somani, Lakhani & Mundra (2010, p.211) argue that it is often
difficult to define the cloud computing. Bracci, Corradi & Foschini (2012, p.812) point
out that According to National Institute of Standards and Technology (NIST), the
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definition of the cloud computing is model for enabling convenient, on-demand network
access to a shared pool of configurable computing resources, including networks,
servers, storage, application and services that can be rapidly acquired, provisioned and
released with minimal management effort or services provider interaction.

Hwang, et al (2011) state that as a concept, the cloud computing’s primary
significance lies in allowing the end users to access computation resources through the
internet. Some scholars (Baker, Buyya & Laforenza, 2002, p.1437) have found that the
cloud computing was similar to grid computing. Yet some (Yeo, Venugopal, Chu &
Buyya, 2010, p.1466) also find similarities to utilities such as water and electrical power,
hence refer to it as utility computing. Since the use of resources can be independently
adjusted, Kandukuri, Paturi & Rakshit (2009, p.517) believe that it is also sometimes
referred to as autonomic computing. Figure 2.2 shows the concept of the cloud

computing map.

Internet connection

Figure 2.2: The cloud Computing Concept Map.

Source: (Hwang, et al, p.1)

After making thorough comparisons on scholarly definitions of the cloud computing,
Vaquero, Rodero-Merino, Caceres & Lindner (2009, p.599) suggested the cloud
computing could be defined as the integration of virtual resources according to user
requirements, flexibly combining resources including hardware, development platforms

and various applications to create services.
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2.2.2 Characteristics of the Cloud Computing

Some researchers (Mohamed, et al, 2012; Gibbs, 2013) have summarised the following

characteristics of the cloud computing:

Self-provisioning of resource: users have ability to re-provision technological

infrastructure resources.

Application programming interface (API) accessibility to software: it enables
machines to interact with cloud software in the same way as the user interface

facilitates interaction between users and computers.

Pay-as-you-go: users only need to pay for the resources that they actually use and
the period that they use. Hence, cost is claimed to be reduced. Also, Subramania
(2009) points out that in a public delivery model, capital expenditure is converted
to operational expenditure. Its main purpose is to lower barriers to entry, since
infrastructure is typically provided by a vendor, and does not need to be
purchased or infrequent intensive computing tasks For example, both Yu (2010)
& Lillard (2010) state that Amazon’s S3 data storage service just charges
monthly fee of US$0.12 to US$0.15 per gigabyte. The e-FISCAL project’s state
of the art repository (Gibbs, 2013) contains several articles looking into cost
aspects in more details. Most of them concluded that costs savings depend on the

type of services provided and the type of infrastructure available in-house.

Device and location independency: users only need the internet and web
browsers to access systems regardless of their location or what device they using,

such as users can access iCloud using PC, iphone as well as ipad.

Virtualisation: it allows multiple operating systems (OS) and applications run
concurrently on a host computer. Popek & Goldberg (1974, p.412) argued that
virtualisation presented to the guest OS a virtual operating platform and managed

the execution of the guest OS.
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e Multi-tenancy: the cloud computing is built on a business model, where

resources and costs are shared by a large pool of users. Thus, it allows that

o Centralised infrastructure in locations with lower cost, such as real estate
and electricity.

o Increased peak load capacity. Users do not need to engineer for the highest
possible load levels.

o He, Guo, Ghanem & Guo (2012, p.574) believe that improved utilisation and
efficiency for systems that are often only 10-20% utilised.

e Reliability (King, 2008): if multiple redundant sites are used, then reliability can
be improved. Thus, it makes well designed cloud computing environing for

business continuity and disaster recovery.

e Massive scalability (He, Guo, Ghanem & Guo, 2012, p.15): the cloud computing
provides the ability to scale to tens of thousands of systems, massive storage

spaces as well as bandwidth.

e Elasticity (He, et al, 2012): users can rapidly increase and decrease their

computing resources as needed.

e Performance: Vendors constantly monitor the cloud environment performance.
Katsaros, Kousiouris, Gogouvitis, Kyriazis, Menychtas & Varvarigou (2012,
p.1029) suggest that perforamce of the cloud is a set of consistent and loosely

grouped architectures are constructed using web services as the system interface.

e Security: certain security features can be improved (Hu & Klein, 2009; Huang &
Liao, 2012; Bracci, et al, 2012) due to the centralised data and security focused
resources. However, strong concerns about loss of control over certain sensitive
data, and the lack of security for stored kernel, Generally speaking, the cloud
computing security is often as good as or even better than other traditional

systems. This is partially because vendors are able to devote resources to solve
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security issues that many customers cannot afford. However, the complexity of
security is greatly increased when data is distributed over a wider area or greater
number of devices and in multi-tenant systems that are being shared by unrelated
users. Additionally, some researchers (Li, Yu, Cao & Lou, 2011, p.383; Deng,
Petkovic, Nalin & Baroni, 2011, p.549) point out that user’s access to security
audit logs may be difficult if it is not impossible.

e Maintenance: depending on type of services that users acquire, the cloud
computing maintenance is much easier than a traditional information system, and

it can be access from different sites.

In their report, Mell & Grance (2011) stated that NIST also identified five essential
characteristics of the cloud computing:

e On-demand self-service: a consumer can unilaterally provision computing

capabilities, such as server time and network storage, as needed automatically

without requiring human interaction with each service vendor.

e Broad network access: capabilities are available over the network and access
through standard mechanisms that promote use by heterogeneous thin or thick

client platforms, such as mobile phones, tablets, laptops and workstations.

e Resource pooling: the vendor’s computing resources are pooled to serve multiple
consumers using a multi-tenant model, with different physical and virtual

resources dynamically assigned and reassigned according to consumer demand.

e Rapid elasticity: capabilities can be elastically provisioned and released, in some
cases automatically, to scale rapidly outward and inward commensurate with
demand. To the consumer, the capabilities available for provisioning often

appear unlimited and can be appropriated in any quantity at any time.
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e Measured service: the cloud computing automatically control and optimise
resource use by leveraging a metering capability at some level of abstraction
appropriate to the type of service, such as storage, processing, bandwidth and
active user accounts. Resource usage can be monitored, controlled and reported,

providing transparency for both the vendor and consumer of the utilised service.

2.2.3 Service Models of the Cloud Computing

Both Yu (2010) and Mohamed (2012, p.2) believe that since Amazon EC2 & S3
established pay-as-you-go fashion at relatively low price, X-as-a-service business model
has become the standard industry business model. The “X” can be hardware, software,
data storage, security, communication and monitoring. This has commonly accepted that
the cloud computing have three services model (Getov, 2012; Gibbs, 2013; Hu & Klein,
2009; Huang & Liao, 2012; Hwang, et al, 2011; Kulkarni, Gambhir, Patil & Dongare,
2012, p.548; Mohamed, et al, 2012; Weis & Alves-Foss, 2011; Yu, 2010): laas, Paas and
Saas.

Cloud Clients

Web browser, mobile app, thin client, terminal
emulator, ...

I

Saas

CRM, Email, virtual desktop, communication,
games, ...

PaasS

Execution runtime, database, web server,
development tools, ...

Application

Platfarm

laas

Virtual machines, servers, storage, load
balancers, network, ...

Infra
structure

Figure 2.3: Three Service Models of the Cloud Computing.
Source: (Gibbs, 2013, p.11)
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laas refers to Infrastructure-as-a-service, which is the most basic cloud service model.
Vendors offer services for computers and infrastructures such as storage, firewall and
network system, or more often as virtual machines and other resources. These resources
are provided on requests from the vendors’ large pools installed in data centres including
IP addresses as well as configurations of dedicated virtual private networks (VPN)
through the Internet for the wide area connectivity. To use their applications, users can
install their application software and operating system images on the computers. In this
model, the cloud users have the sole responsibilities to patch and maintain their
operating system and application software. In fact, laas refers not to a machine that does
all the work, but simply to a facility given to businesses that offers users the leverage of
extra storage space in servers and data centres.

Examples of laas include Amazon CloudFormation and underlying services
(Gibbs, 2013; Lillard, 2010; Armbrust, Fox, Griffith, Joseph, Katz; Konwinski, Lee,
Patterson, Rabikin, Stoica & Zaharia, 2009, p.2) such as Amazon EC2, Rackspace
Cloud, Google Compute Engine and RightScale.

In order to accommaodate requirement of running different operating systems and
applications on the same resource pools concurrently in a cloud environment, it needs to

have a technology to support such operations. This is done using a hypervisor.

“Hypervisor is also called virtual machine manager (VMM). It allows
multiple operating systems run concurrently on a host computer. VMM
presents to the guest operating systems a virtual operating platform and
manages the execution of the guest operating systems. Hence, it enables
multiple of a variety of operating systems share the virtualised
hardware resources.” (Popek & Goldberg, 1974)

VMM is an interface of a specific cloud computing Issa functionality. Popek &
Goldberg (1974) classified two types of VMM:
e Type 1 (Native, Bare Metal) VMMs run directly on the host’s hardware to

control the hardware and to manage guest operating system. A guest operating
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system thus runs on another level above the VMM. This model represents the
classic implementation of virtual machine architectures.
e Type 2 (Hosted) VMMs run within a conventional

environment. With the VMM layer as a distinct second software level, guest

operating system

operating system run at the third level above the hardware.

Type 1 Hypervisor Type 2 Hypervisor

Operating
systam

Operating
system

Operating
system

Operating
system

Operating
system

Operating
system

(]

i)

Application

Application

Application

Application

Application

Application

Hypervisor

Hypervisor

I Host hardware | | Operating systam |

| Host hardware |

Figure 2.4: Type 1 & Type 2 Hypervisors.
Source: (Tholeti, 2011, p.3)

Paas refers to Platform-a-service. In this model, vendors provide platforms such as OS,
programming language execution environment, data centre, web and mail servers with
virus scanning and monitoring services as well as anti-spam services. This model could
benefit developers to set up a required software environment on the cloud without the
need to buy and manage expensive and complicated underlying hardware and software
layers. Gibbs (2013), Lillard (2010) and Armbrust, et al (2009) have listed examples of
Paas, which included Amazon Elastic Beanstalk, Heroku, EngineYard, Google App
Engine and Microsoft Azure.

Saas refers to Software-as-a-service. Hamdaqga, Livogiannis, & Tahvildari (2011,
p.98) argue that in this cloud service model, vendors install, operate, maintain and
update user required applications. Users can access the software from cloud clients.
They do not need to manage the underlying structures on which the applications are
running. This can reduce the overhead to install and manage the applications on the

users’ computers. Therefore, it simplifies maintenance and support requirements. The
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cloud replicates user processing data onto multiple virtual machines (VM) at run time.
This allows the cloud to meet multiple users’ needs concurrently.

Load balancers distribute the work over the set of virtual machines. This process
is inconspicuous to the users who see only a single access point. To accommodate a
large number of users, cloud applications can be multi-tenant. That is, any machine
serves more one cloud user organisation. It is commonly referred to special types of
cloud based application software with a similar naming convention, such as desktop-as-
a-service, business-process-as-a-service and communication-as-a-service. . Gibbs
(2013), Lillard (2010) and Armbrust, et al (2009) have listed examples of Saas, which
included Google Apps, Quickbooks Online and Saleforce.com.

2.2.4 The Cloud Computing Deployment Models

Generally speaking, the cloud computing is categorised four types of deployment
models, which are public cloud, community cloud, private cloud and hybrid cloud
suggested by (Getov, 2012; Gibbs, 2013; Hu & Klein, 2009; Huang & Liao, 2012,
Hwang, et al, 2011; Kulkarni, et al, 2012, p.548; Mohamed, et al, 2012; Weis & Alves-
Foss, 2011; Yu, 2010).

Private/
Internal Public/
External

On Premises / Intemal Off Premises / Third Party

Cloud Computing TYPES  raves 100 5m jometon

The Cloud

Figure 2.5: The Cloud Computing Types.
Source: (Gibbs, 2013, p.13)
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In public cloud, software, hardware and other information system resources are made
available to the general public by a vendor. Usually, these services are free or offered on
a pay-as-you-go model. Gens (2008) believes that generally, public cloud service
vendors such as Microsoft, Google and IBM own and manage the infrastructure. The
only access medium is the internet. Direct connectivity is not offered.

In their report Mell & Grance (2011) stated that private cloud was cloud
infrastructure operated solely for a single organisation. It is either managed internally or
by a third-party, as well as hosted either internally or externally. Undertaking a private
cloud project requires a significant level and degree of engagement to virtualise the
business environment, and it will require the organisation to re-evaluate decisions about
existing resources. When it is done right, it can have a positive impact on a business.
However, if every one of the steps in the project raises security issues, which must be
addressed in order to avoid serious vulnerabilities

The private clouds have attracted criticism because users “still have to buy, build,
and manage them” (Foley, J., 2008), and thus do not benefit from less hands-on
management. Essentially “(lacking) the economic model that makes cloud computing
such an intriguing concept” (Haff, 2009; Murrary, 2009).

Community cloud shares infrastructure between several organisations (Mell &
Grance, 2011) from a specific community with common concerns, such as security,
compliance and jurisdiction. Similar to private cloud, it can be managed either internally
or by a third-party, and host either internally or externally. The costs are shared among
the fewer users comparing with the public cloud, but more than the private cloud. Hence,
only some of the cost savings potentials of the cloud computing are realised.

Hybrid cloud is a composition of two or more clouds (Mell & Grance, 2011) that
remain unique entities but are bound together, offering the benefits of multiple
deployment models. Taylor & Metzler (2010) believe that such composition expands
deployment options for cloud services, allowing IT organisations to use public cloud
computing resources to meet temporary needs. This capability enables hybrid clouds to
employ cloud bursting (Mell & Grance, 2011) for scaling across clouds. The cloud
busting is an application deployment model in which an application runs in a private

cloud or data centre and “bursts” to a public cloud when the demand for computing
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capacity increases. Rouse (2011) defines that a primary advantage of the cloud bursting
and a hybrid cloud model is that an organisation only pays for extra computing resources

when they are needed.

Cloud
FPlatform
(eg Web Frontend)

Cloud Service
(eg Queue)

Cloud
Infrastructure Cloud Storage

{eg Billing VMs) (eg Database)

Figure 2.6: The Cloud Computing Sample Architecture.
Source: (Gibbs, 2013, p.14)

Vizard (2012) suggests that the cloud bursting enables data centres to create an in-house
IT infrastructure that supports average workloads, and use cloud resources from public
or private clouds, during spikes in processing demands.

By utilising hybrid cloud architecture, companies and individuals are able to obtain
degrees of fault tolerance combined with locally immediate usability without
dependency on the internet connectivity. A hybrid cloud architecture requires both on
on-premises resources and remote server based cloud infrastructure. Hybrid clouds lack
the flexibility (Stevens, 2011), security and certainty of in-house applications. A hybrid
cloud provides the flexibility of in house applications with the fault tolerance and

scalability of cloud based services.
2.2.5 The Cloud Computing Architecture

Cloud architecture defined by Varia (2008) is such that the systems architecture of the
software systems involved in the delivery of cloud computing, typically involves

multiple cloud components communicating with each other over a loose coupling
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mechanism, such as a messaging queue. Elastic provision implies intelligence in the use
of tight or loose coupling as applied to mechanisms such as these and others.

The definition of inter-cloud suggested by Bernstein, Ludvigson, Sankar, &
Diamond (2009, p.328) as well as Davis (2009) is an inter-connected global “cloud of

clouds”, and an extension of the internet “network of networks” on which it is based.
2.3 EXAMPLES OF THE CLOUD TECHNOLOGY

In the previous sections, the researcher mentioned some popular cloud computing
examples, such as Amazon EC2, Microsoft Azure and Google App Engine. In this
section, the researcher will have a closer look at those examples.

Researchers (Armbrust, et al, 2009) from University of California at Berkeley
(UCB) conducted experiments to compare those of popular cloud computing services
from the point of virtualised resources in order to ensure scalability and high

availability.

Table 2.1: Examples of the Cloud Computing Services & Comparison

'I-

o\
B 5§ WindowsAzurg
EC2 Windows Azure .
Google App Engine
Computation e X86 Instruction
Model (VM) Set Architecture

(ISA) via Xen VM

e Computation
elasticity allows
scalability, but
developer must
build the
machinery or third
party VAR, such as

RightScale must
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name

Source: (Armbrust, et al, 2009)

2.3.1 Amazon EC2

On 25 August 2006, Amazon launched EC service. EC2 is a central part of Amazon’s
cloud computing platform. It allows users to rent virtual computers on which to run their
own computer applications. Also, EC2 provides scalable deployment of applications by
offering a web service through which a user can boot an Amazon Machine Image to
create a virtual machine, which Amazon calls an “instance”, containing any software
desired. A user can create, launch and terminate server instances as needed, paying by
the hour for active servers, hence the term of “elastic”. EC2 provides users with control
over the geographical location of instances that allows for latency optimization and high
levels of redundancy (Brooks, 2010; Gibbs, 2013, LaMonica, 2008; Tajadod, Batten &
Govinda, 2012, p.539; Armbrust, et al, 2009; Mohamed, et al; 2012).

2.3.2 Microsoft Azure

On 01 February 2010, Microsoft Windows released its cloud computing platform —
Azure for building, deploying and managing applications and services through a global
network of Microsoft managed data centres. It provides both Paas and laas as well as
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many different programming languages, tools and frameworks, including both Microsoft
specific and third-party software and systems (Window Azure, 2013; Gibbs, 2013;
Lillard, 2010; Armbrust, et al, 2009; Mohamed, et al, 2012; Tajadod, 2012).

2.3.3 Google App Engine

In 2009, Google Apps (Google, 2013) was launched. It is a Paas cloud computing
platform for developing and hosting web application in Google managed data centres,
and allows people to create and store documents entirely in the cloud. Applications are
such as sandboxed and run across multiple servers (Google, 2013). Google App Engine
offers automatic scaling (Sanderson, 2009, p. 57; Gibbs, 2013; Lillard, 2013; Ambrust,
et al, 2009; Mohamed, et al, 2012) for web applications — as the number of requests
increases for an application, App Engine automatically allocates more resources for the

web application to handle the additional demand.

24  OBSTACLES IN THE CLOUD RELATING TO DIGITAL FORENSIC
INVESTIGATION

Comparing to build their own 1S, organisations and individuals can make significant
savings by migrate their data into the cloud. With the development of the cloud
computing technologies, it is easy to imagine that in the foreseeable future, more users
will commit to the cloud. Moreover, Lillard (2010) argues that the cloud computing
model can also be very useful for digital forensics by allowing storage of very large log
files on a storage instance or in a very large database for easy data retrieval and
discovery.

However, as promising as it is, cloud computing is also facing many challenges.
Wan, et al (2012) point out that since a public cloud is hosted, operated and managed by
a cloud vendor, thus it goes beyond the control of the users. Therefore, digital forensic
investigators need to give up their evidence data to the cloud vendor for storage or
investigation. Yet the cloud vendor is normally a commercial enterprise, which cannot
be fully trusted. Digital data represents crucial evidence to any digital forensics
investigation. Disclosure and/or contamination of such data will seriously compromise

any investigation.
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2.4.1 Digital Forensic

Further discussion of the challenges regarding storing evidence data in the cloud
environment during digital forensic lifecycle, requires definition of what digital
forensics is, and what characterises and requirements are. According to Cusack (2012)
digital forensics involves obtaining and analysing digital information as evidence in
civil, criminal or administrative cases. The tasks of digital forensic include recovering
data that users have hidden or deleted, which can be used as incriminating or
exculpatory evidence. Digital forensics includes the follow areas:

e Network forensics: it yields information about how perpetrator or an attacker

gained access to a network.

e Data discovery: it recovers information that was deleted by mistake or lost
during a power surge or server crash. Before conducting data recovery,

investigators know exactly what data they are looking for.

o Disaster recovery: it uses digital forensics techniques to retrieve information that

clients have lost.

There are four different stages during digital forensics investigation lifecycle (Cusack,

2012), which are acquisition, extraction, analysis and reporting.

Phase1l | Phase2 Phase3 | Phase4
Acquisition| Extraction | Analysis | Reporting
<--- Preservation of Evidence --->
<--- Chain of Custody --->

Figure 2.7: Digital Forensic Lifecycle.

Source: (Cusack, 2012)
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2.4.1.1 Acquisition

Britz (2009, p.297) suggests that acquisition can be defined as the method of copying
data from one media to another on a bit level, ensuring the transfer of every bit from the
original media is copied in an exact representation on the storage media being used
without altering the original data. The term refers both to the collection of evidentiary
forensic images as well as those data pertinent to the case gathered from any digital
device in support of an investigation.

Acquisition processes includes collection of volatile network, memory and

system state information; and collection of non-victim server and network application
logs to include intrusion detection system logs and network streams. Once volatile
evidence has been considered and obtained, evidence data will be acquired using the
following steps: identify and document digital devices that need to be acquired and
document hardware configuration and physical properties.
During the acquisition phase, every reasonable effort should be taken to minimize
modifications to the system. Especially prior to any forensic acquisition, where feasible,
a write blocker should be employed; evidentiary logs and other logical digital evidence
should be handled in the same manner as forensic image, especially with regard to
integrity checking.

Acquisitions can be performed through a variety of methods. A few examples
include: through the use of a ‘single-use Device,” such as a handheld imaging tool, via a
network monitoring device, or via the simple act of obtaining logs from intrusion
detection systems. Both Britz (2009) and Cusack (2012) argue that proper acquisition is
the cornerstone of digital forensic investigation. Improperly acquired evidence can lead
to the alteration, damage or destruction of data. Every effort must be made to acquire
with minimal invasiveness and impact on the target system.

Documentation of any process used to gather digital evidence must be thorough
and provide a detailed description of all steps taken, software used and changes made to
any running digital device. The ultimate goal of the forensic acquisition is to ensure that
investigators have identical image of the original evidence to work from. The primary
reason for working from the copy of the original images is that investigators will never

be able to reproduce that information if the original is altered or changed. This can have
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a significant impact if the information is requested by the defence attorney in a legal

proceeding.
2.4.1.2 Extraction

Data that is acquired should be examined using a combination of automated and manual
methods to assess and extract data of particular interest for the specific situation while
preserving the integrity of the data.

Britz (2209) and Cusack (2012) define that extraction is performed on a forensic
copy, extracted data from deleted, hidden, password protected data email including
deleted email; data from reformatted or repartitioned hard drives; data from unallocated
and slack space; file created, modified and last accessed times; web sites visited and files

transferred.
2.4.1.3 Analysis

The result of the extraction should be analysed (Britz, 2009; Cusack, 2012), using well-
documented methods and techniques, to derive useful information that address the
questions that were the impetus for the collection and extraction. This involves finding
who did the alleged action, what allegedly happened, where and why and finding out
how it all lines up to point to a conclusion.
Analysis of digital evidence should be conducted on working copies of evidentiary
data. Analysis can be conducted on the following layers:
e Physical: this layer applies to any physical item the can be seen or held. It can
apply to computer systems, removable media; device description, manufacturer,

model, serial number, property control number or other unique identifiers.

e Media management: this layer applies to the data storage capabilities of the
device: size of available storage, number of storage volumes on the device; type
of storage volume; record the partition or volume table or map and correlate
number and size of volumes with available storage. File system describes the
way files or other data records are stored on a disk. File system are most
commonly managed by a computer operating system: type, label, size, allocated

block size and version.
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e Application layer: analysing at this layer is completely dependent upon the
supporting facts and focus of investigation, support request and type of device
being analysed. The following should be identified and reported as applicable:
operating system and version, and/or firmware for some electronic storage
devices; common operating system configuration settings. This will largely
depend on the needs of the investigation; identification of extracted data, meta-

data and hashes.

2.4.1.4 Reporting

The result of the analysis should be reported. Items to be reported may include: a
description of the actions employed; an explanation of how tools and procedures were
selected; a determination of any other actions that should be performed, such as forensic
examination of additional data source, securing identified vulnerabilities, and improving
existing security controls; and recommendations for improvements to policies,
guidelines, procedures, tools and other aspects of the forensic process.

Context includes background and general information on the case, analysis
overview and suspected role of the system being examined. Scope includes underlying
search authority, specific parameters requested by investigator; item analysed including
particularly identify items examined or acquired; system clock, time zone settings and
system overview; and general procedures followed.

A Summary of findings should within both the context of the underlying
investigation and the scope of the forensic exam, provide the requestor a succinct
description of what potentially relevant data was discovered. Detailed findings include
complete evidentiary file. A Report must be written with the target audience in mind. In
those cases where technical material is included and definitions are not clear, terms
should be defined.

The goal of reporting is to accurately describe the details of an incident.
Therefore, it is essential to be:

e Understandable to decision makers

e Able to withstand a barrage of legal scrutiny
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e Ambiguous and not open to misinterpretation

e [Easily reference; contain all information required to explain investigators’
conclusions

e Offering valid conclusions, opinions or recommendations when needed and be

created in a timely manner.

Any conclusions from the examination of evidence should clearly be distinguished from
the results of tests and examinations. Any limitations to the results and conclusions
should be explained. Opinions should be expressed in simple, precise and unambiguous

terms. Reports must be signed only by the examiner that has carried out the work.
2.4.1.5 Preservation of Evidence and Chain of Custody

Preservation refers to keeping things from being altered. Ideally, the original copy that
investigators make or copies stay unchanged. Any other work is done on a copy of a
copy that can be verified as unchanged.
Chain of custody is a legal term that refers to the ability to guarantee the identity and
integrity of the specimen from collection through to reporting of the test results. Its
purpose is maintaining credible protection of evidence in custody. It is essentially
important to keep the chain of custody in place to ensure that a forensic lifecycle reflects
how the investigation was conducted, and to avoid the risk of mishandling evidence.

Hence, a proper chain of custody procedure should always be strictly observed.
This includes a thorough documentation of sources of data, the use of “write-blocking”
devices to ensure no data changes take place inadvertently, initial forensic screening of
disk drives for relevant data and making bit-for-bit copies of hard drives.

Also, the chain of custody ensures that digital fingerprints match up at all stages
of investigation, and that documentation of all evidence including photography and
serial numbers of inventory of all evidence artefacts as well as maintaining case logs for

all evidence related activities is performed.
2.4.2 Challenges of Digital Forensic in the Cloud Environment

From the above discussion, it shows that maintaining evidence data integrity is absolute
paramount in digital forensic investigators. Therefore, the main challenge that digital
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forensics is facing in the cloud environment is how to main evidence data integrity in
each phase of digital forensic lifecycle, in order to meet court admissibility
requirements. In the author’s opinion the main challenge is composed by two obstacles,

namely the cloud governance and security.
2.4.2.1 The Cloud Governance

Once evidence data have been stored in the cloud environment, they can be replicated to
any data centre in many countries that is owned and operated by the cloud vendors.
However, these countries may not necessarily have equivalent legislations regarding
data privacy protection.

In October 2013, Google, Microsoft, Facebook and Yahoo have written to New
Zealand Communications Minister Amy Adams (One News, 15 October 2013) urging
New Zealand Government not to pass the Telecommunications Interception Capability
and Security (TICS) Bill (One News, 13 July 2013).

The TICS bill is companion legislation to New Zealand Government
Communications Security Bureau Law (Young, 2013; Wong, 2013), which allows
certain information to be provided to the New Zealand Police, Defence Force and the
Security Intelligence Service. The TICS bill will oblige telecommunications firms to
provide assistance to the Government Communication Security Bureau (GCSB) in
intercepting and decrypting communications. It will also force them to follow the
GCSB’s instructions on network security.

The companies said in the letter that the bill could oblige any “blogging
platform, social network, email service or other online forum”, anywhere in the world, to
provide assistance to GCSB. However, this can cause conflict with those companies’
privacy and confidentiality obligations in other countries. According to The United
States of America privacy laws (Solove & Schwartz, 2011, p.168; Social Security), U.S.
companies are not allowed ever to pass customers’ information directly to another
country’s intelligence services. The four firms said internet companies could be forced
to choose between breaking New Zealand law, breaking the law in their own home
countries, or withdrawing their services from New Zealand.

Another problem with the cloud governance is data security ambiguity. In May

2010, CA Technologies and the Ponemon Institute jointly released the Security of Cloud
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Computing Users study, involving 642 U.S. and 283 European the cloud computing
users. According to their Chart 11 (Tajadod, et al, 2012), only 32% of the users and 32%
the vendors believe the cloud vendor should be responsible for ensuring the security of
clod services. However, 69% of vendors believe the users as most responsible for
security, while only 35% of users believe they are most responsible for ensuring
security.

These differences of opinion between the users and the vendors about who is
responsible for securing the cloud mean that organisations may be over relaying on their
cloud vendors to provide safe cloud computing environment.

In such a case, digital forensic investigators may wonder: where will the
evidence data be stored? In which countries will the infrastructure be located? What are
the security regulations in those countries? Is the evidence data going to be stored in a
single physical place (Getov, 2012) or distributed across different sites? More generally,
do the evidence data storage, extraction and analysis comply with integrity, preservation,
confidentiality and court admissibility requirements during digital forensics

investigation lifecycle?
2.4.2.2 The Cloud Security

Also, the complication of the inter-linkage between the cloud vendors and the digital
forensic investigators can provide a fertile ground for hackers and criminals who want to
hack into systems for their own purpose. Amazon and Google have disclosed a variety
of massive data security incidents in the cloud environment. Wang, Zhu & Zhang (2012,
p.150) point out that in 2009, S3 was interrupted twice respectively in February and
July. It led websites that laying on a single network storage services to paralysis.
Additionally, the cloud computing can provide ground for an attacker using the
same cloud environment as well, since it is relatively cheap to rent a space in the cloud
environment. For example, Amazon’s S3 data storage service just charges monthly fee
of US$0.12 to US$0.15 per gigabyte (Yu, 2010). Researchers (Ristenpart, et al, 2009)
from University of California, San Diego (UCSD) and Massachusetts Institute of
Technology (MIT), conducted side attack experiment on EC2. This experiment was
based on the assumption that even though attacker and victim used two isolated virtual

machines in the same cloud environment, however the fact of both of them share the
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same physical resources allowed the attack had become possible. The experiment
produced a 40% success rate to mount side attacks on EC2.

This experiment has shown some alarming results. Firstly, attackers only need to
invest very little to conduct attacks in the cloud environment. Secondly, it is possible to
achieve such an attack. Since this experiment only utilised standard customer abilities,
and it did not require the cloud provider to disclose specific details of infrastructure or
assignment policies. Thirdly, though the experiment was conducted on EC2, however it
could be generalised from other cloud environments, such as Azure and S3. Overall, it
indicates that the tangible dangers exist while deploying sensitive tasks in the cloud.

Malware and rootkits are also able to install themselves as VMMs below the
cloud operating system, which can make them effectively hiding from anti-virus
software, since they can intercept the OS operations without being detected. Once
malware infects the cloud, in order to maintain its residence, it has to either:

e Pretend to be a legitimate program in order to get control and avoid being

detected by an auditing program; or

e Actively remaining in the memory space.

In his article “Malware and Cloud Jacking”, Jon Shende (2010) states that

“It can then use this access to infinite computing power and storage to
compute values needed by the verification authority on the infected
system thereby avoiding detection and possible moving undetected
throughout any array of networks; wreaking undetected havoc as it

processes data.”

There are two types of known attacks on the hypervisor which are hyper jacking and
VM escape. Hyper jacking (McKay, 2011) means VMM stack jacking. It involves an
attacker inserting a rogue VMM. It assumes that it is difficult to detect the insertion for

any operation systems running on the VMM. It can allow attack gain potential control of
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any VMs on the physical machine. Examples of such malwares are Blue Pill, SubVirt
and Vitriol.

One method of hyper jacking is to overwrite page files on disk which contains
paged out kernel code. This can be achieved by forcing kernel to be paged out by
allocating large amounts of memory. It searches for an unused driver in page file and
replaces its dispatch function with shell code. It then causes the deriver to be executed,
thus it enables shell code to download the rest of the malware.

Interaction between VM and VMM presents a potential of the cloud attack
vulnerability. Normally VMs are encapsulated and isolated in the cloud. The operating
systems running inside VMs do not interact with the parent VMM. Plankers (2007)
defines that the process of breaking out and interacting with the VMM is called VM
escape. Once an attacker gains access to the VMM, subsequently the attacker can gain

control over every other VMSs running on the cloud.

“If a virtual system is compromised by an attacker and via set software
system is able to totally bypass the hypervisor or virtual layer, it is quite
possible to get access to the host machine and by this root privileges.
For instance a vulnerability vmnat.exe was identified in VMware
Workstation, which could exploited by remote attackers to execute

arbitrary commands.” (Shende, 2010)

Shende has argued that such exploitation can cause the cloud to execute arbitrary code in
certain circumstances due to the weak security configurations. However, Kostya
Kortchinsky (2009) developed Immunity’s Canvas commercial penetration testing tool
v6.47 including Cloudburst attack module, shows it is not the case. The Cloudburst is
able to exploit VMware vulnerability in VMware Workstation. This module can exploit
vulnerability discovery, let attackers get access to the system and eventually corrupt its
memory. The test showed that VMware 6.5.0 and 6.5.1 were affected as well as all host
OS including Linux. This was achieved by allowing the guest VM to execute malicious

code on the host then tunnel a connection to it.
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“On a 64-bit Intel x86 architecture with virtualization extensions, there are 56 reasons
for VM exits, and this forms the large attack surface which is the basis of the security
threat.” (Szefer, Keller, Lee & Rexford, 2011, p.401). Each VM escape can cause VMM
code to run. When the guest OS executes some operations causing escape, the VMM
intervenes in order to maintain system’s abstraction. The experiment conducted by
Szefer, et al (2011) illustrates that different VM escape and subsequent VMM support
can be caused by different events. “Each VM escape can be treated as a communication
channel since VM implicitly or explicitly sends information to VMM. So VMM can
handle the event” (Szefer, et al, 2011, p.411). The potential danger of VM escape is to
create a window of opportunity for malware VM to attack VMM, such as by exploiting
how VMM handles a certain situation.

Another data security concern (Meacham & Shasha, 2012) with the cloud is that
the only assurance of evidence data protection are the word of the cloud vendor, and the
legal and the business incentives for the vendor not to leak or abuse information. Even if
the digital forensic investigators trust the vendor is truly scrupulous and motivated to
protect the evidence data, there is still the danger of malicious or sloppy individuals
within the vendor’s organisation, or some sort of large-scale data breach that currently
make the news with alarming frequency.

Stolfo, Salem & Keromytis (2012) point out that in 2009, a Twitter employee’s
account was hacked. More than 310 of the company’s documents were stolen, some of
them such as financial projections and executive meeting notes containing highly
confidential information. At the same time, large numbers of users’ accounts were
illegally accessed. A frightening number of accounts and services related to Twitter and
its employees, such as Gmail, Google Apps, GoDaddy, MobileMe, AT&T, Amazon,
Hotmail, Paypal and iTunes were either directly or indirectly affected. Even though the
particular attack was launched by an outsider; however it would have been much easier
if the attacker was a malicious insider.

Given the above obstacles, one can understand the main concerns of the digital
forensic investigators to commit data to the cloud. The main concerns are the cloud
governance and security in general, evidence data integrity and preservation in

specifically.
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2.5 MODERN DATA ENCRYPTION ALGORITHMS

To overcome these challenges, Hu & Klein (2009) argue that encryption on evidence
data is a feasible technical solution. Using encryption to protect data is nothing new.
Wang, et al (2012) state that various encryption algorithms such as, DES, 3DES, AES &
RSA have existed for more than a decade. Weis & Alves-Foss (2011) believe that with
substantial amount of evidence data being stored, encryption seems like the perfect
security solution. In fact, it has been now commonly accepted that data encryption in
the cloud environment is a good way to mitigate security concerns over evidence data
integrity, preservation and confidentiality by the cloud. Indeed, with the possession of
the secret key for decryption, digital forensic investigators are entitled to still get control
of their evidence data regardless where the evidence data may be stored physically.
Better yet, (Yang & Zhang (2011) suggest that data encryption can also help to
overcome other concerns such as regulatory compliance and geographic restriction, in
the sense that the encrypted data by no means useful without the decryption capability.

2.5.1 Symmetric and Asymmetric Encryptions

Common data encryption methods include symmetric and asymmetric cryptography
algorithms. Symmetric encryption (Stallings, 2011, p.33) is used to conceal the contents
of blocks or streams of data of any size, including messages, files, encryption keys and
password. Examples of symmetric cryptography algorithms (Hwang, et al, 2011) are
Triple Data Encryption Standard (3DES) which is used in the W.S. Federal Information
Processing Standard’s (FIPS) 46-3, and 197 Advanced Encryption Standard (AES). A
typical symmetric cryptography algorithm has five ingredients:

e Plaintext: this the original intelligible message or data that is fed into the

algorithm as input

e Encryption algorithm: the encryption algorithm performs various substitutions

and transformations on the plaintext

e Secret key: The secret key is also input to the encryption algorithm. The key is a

value independent of the plaintext and of the algorithm. The algorithm will

41



produce a different output depending on the specific key being used at the time.
The exact substitutions and transformations performed by the algorithm depend
on the key

o Decryption algorithm: this is essentially the encryption algorithm run in reverse.

It takes the ciphertext and the secret key and produces the original plaintext

' Plaintext | Ciphertext | Plaintext
1 > FU—P

Sender Encrypt Decrypt Recipient

Same key is used to encrypt
and decrypt message
NS
{

Shared Secrat Key

Figure 2.8: Simplified Model of Symmetric Encryption.

Source: (Microsoft, 2005)

On the other hand, asymmetric encryption is also called “public key encryption”. It has
two different keys (Hwang, et al, 2011) “public key” and “private key”. The “public
key” is used to encryption; and the “private key” is used to decryption. Example is such
as RSA. Generally, asymmetric encryption (Stallings, 2011) is used to conceal small
blocks of data, such as encryption keys and hash function values, which are used in
digital signatures. A typical asymmetric cryptography algorithm has the following
ingredients:

e Plaintext: this is the readable message or data that is fed into the algorithm as

input

e Encryption algorithm: the encryption algorithm performs various transformations
on the plaintext
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e Public and private key: this is a pair of keys that have been selected so that if one

is used for encryption, the other is used for decryption. The exact transformations

performed by the algorithm depend on the public or private key that is provided

as input

e Ciphertext: this the scrambled message produced as output. It depends on the

plaintext and the key. For a given message, two different keys will produce two

different ciphertexts

e The Decryption algorithm: this algorithm accepts the ciphertext and the matching

key and produces the original plaintext

§

- Plaintext | Ciphertext | Plaintext [

) a

& > > U >
Sender Encrypt Decrypt Recipient

T

Diffarent keys are used to
encrypt and decrypt message

i i

Recipient’s Recipient’s
Public Private
Key Key

Figure 2.9: Simplified Model of Asymmetric Encryption.

Source: (Microsoft, 2005)

2.5.2 DES & 3DES

Stallings (2011) suggests that DES is the most widely used encryption scheme adopted
in 1977 by the NIST, as FIPS 46. Moreover, Hwang, et al (2011) explain that the
algorithm itself is referred to as the Data Encryption Algorithm (DEA). For DES, data

are encrypted in 64-bit blocks using a 56-bit key. The algorithm transforms 64-bit input
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in a series of steps into a 64-bit output. The same steps, with the same key, are used to

reverse the encryption.

Ibyh'netxca Eoo mtOn]'lc (Conventional) Encryption '

Plaintext Encryption Ciphertext  Decryption Plaintext
Algonithm Algorithm

Figure 2.10: DES Encryption and Decryption Model.
Source: (Smart Card Basics, 2010)
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Ciphertext Decrypt Encrypt Decry gt Flaintext

Figure 2.11: 3DES Encryption and Decryption Model.

Source: (Smart Card Basics, 2010)

Stallings (2011) stated that the original DES was generally sufficient when that
algorithm was designed. However, the availability of increasing computational power,
made brute-force attacks feasible. In 1988, the Electronic Frontier Foundation, using a
specially developed computer called the DES Cracker, managed to break DES in less
than 3 days. The cost of the machine was under US$250,000. Additionally (Tropical
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Software), it has been shown that for a cost of one million dollars, a dedicated hardware
device can be built that could search all possible DES keys in about 3.5 hours.

3DES was the answer to many of the shortcomings of DES. 3DES provides a
relatively simple method of increasing the key size of DES to protect against brute-force

attacks, without the need to design a completely new block cipher algorithm.
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Figure 2.12: AES Encryption and Decryption Model.
Source: (Stallings, 2011, p.154)
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In 2001, AES is published by NIST to replace DES. Like DES and 3DES, it is also a
symmetric block cipher. AES is based on a design principle know as substitution and
permutation network. It is fast in both software and hardware (Schneier, Kelsey,
Whiting, Wagner, Hall, Ferguson, Kohno & Stay, 2000). The cipher takes a plaintext
block size of 128 bits. The key length can be 128, 192 or 256 bits. The algorithm
(Stallings, 2011; Schneier, et al, 2000) is referred to as AES-128, AES-192 or AES-256
depending on the key length.

The input to the encryption and decryption algorithms is a single 128-bit block.
This block is depicted as a 4x4 square matrix of bytes. This block is copied into the state
array, which is modified at each stage of encryption or decryption. After the final stage,

state is copied to an output matrix.
2.5.4 Free Encryption Tools

Encryption software is software, which is specially designed for the main purpose of
performing encryption and decryption functions on a particular data files on hard drives
and removable media, email message or the packets sent over computer networks. File
encryption is type of encryption performed on data storage medium, where individual
files/directories are encrypted by encryption software. The encryption software executes
a particular encryption algorithm. It aims to encrypt data in the way it cannot be
recovered without decryption key. Thus, the overall data security is ensured. File
encryption is an important part of today’s information system security. There are many
free downloadable encryption software available on the Internet. According to,

There are many free downloadable encryption software available on the Internet.
According to, Ramesh Natarajan (2013), the top five best free file encryption software
for windows are: GNU Privacy Guard, Truecrypt, AxCrypt, 7-zip and AESCrypt. GNU
Privacy Guard, Truecrypt, AXCrypt and AESCrypt are encryption tools, whereas 7-zip is

a compression tool.
2.5.4.1 GNU Privacy Guard
GNU Privacy Guard (GnuPG, 2013) is open source command-line free file encryption

software developed under GNU free software project. It was initially developed by
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Werner Koch, and released on 07 September 1999 for Version 1.0.0. Later, it was
included as part of OpenPGP project.

GnuPG is hybrid encryption software. It uses combination of symmetric-key
cryptographic algorithms for speed, as well as asymmetric-key cryptographic algorithms
for ease of secure key exchange. Typically, it uses recipient’s public to encrypt a session
key which is used only once. It encrypts messages using asymmetric-key pairs
individually generated by users. The resulting public keys may be exchanged with other
users in a various ways, such as the Internet key servers. The extreme caution should be

taken during key exchange process.

Table 2.2: Table of GnuPG Characteristics.

Asymmetric Algorithm: RSA, EIGamal, DSA

Symmetric Algorithm:

IDEA (from version 1.4.13/2.0.20) 3DES, CAST5, Blowfish, AES-128, AES-192,
AES-256, Twofish, Camellia-128, Camellia-192, Camellia-256 (from version
1.4.10/2.0.12)

Hash: MD5, SHA-1, RIPEMD-160, SHA-256, SHA384, SHA512, SHA-224

Compression: uncompressed, ZIP, ZLIB, BZIP2

In order to prevent identify spoofing by corrupting public key to “own” identity
correspondence. Also, it is possible to use encrypted digital signature to a message.
Thus, the integrity of message is maintained, and the sender can be verified. According
to GnuPG, it supports the following algorithms listed in Table 2.2.

The first and greatest limitation is considered in GnuPG, is that GnuPg is a
command-line based system. It is not written as an API, which can be incorporated into
other software. Thus, it requires users to familiar with command type environment,
which many users are lack these days. Hence, it is clear that because of its
characteristics, it is not suitable for encrypt digital forensic investigation evidence data
in the cloud environment. Therefore, for the purpose this research, the author considers

that GnuPG is not used for the experiment.
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2.5.4.2 TrueCrypt

TrueCrypt (TrueCrypt, 2014) is also open source encryption software. It is considered
very powerful, flexible and highly effective in providing real time encryption. Real time
encryption allows the encrypted data file accessible immediately after the key is
provided. It seems that the entire volume is typically mounted as if it were a physical
drive, which makes the file just as accessible as any unencrypted ones. TrueCrypt can
create a virtual encrypted disk within a file or certain size of data storage under
Microsoft Windows, OS X and Linux. In addition, Natarajan (2013) points out that it
supports parallelized encryption for multi-core system and pipeline read/write operations
under Microsoft Windows.
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Figure 2.13: TrueCrypt GUI Main Window.

It uses “volumes” to contain the encrypted data (Gizmo's, 2013) at rest as well as when

it is accessed. Each volume contains its own file system. Firstly, users mount the volume
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as a file system drive that uses its own drive letter. Then, users can read, change or add
to the encrypted content of the volume when it is mounted. The encryption key is
required to mount the volume. Individual encryption algorithms supported by TrueCrypt
are AES, Serpent and Twofish. Additionally, five different combinations of cascaded
algorithms are available: AES-Twofish, AES-Twofish-Serpent, Serpent-AES, Serpent-
Twofish-AES and Twofish-Serpent. The hash functions used by TrueCrypt are
RIPEMD-160, SHA-512 and Whirlpool. Figure 2.13 shows TrueCrypt graphic user
interface (GUI) main window.

Despite its popularity, flexibility and efficiency, there are some concerns have
been sought in TrueCrypt over the years. TrueCrypt supports a concept called plausible
deniability (TrueCrypt, 2014), by allowing a single “hidden volume” to be created
within another volume. The concept of plausible deniability (Wikipedia, 2013) is
originated from the Central Intelligent Agency (CIA) in the early 1960s to describe the
withholding of information from senior officials in order to protect them from the
public. In cryptography, it means that the Windows versions of TrueCrypt have the
ability to create and run a hidden encrypted operating system whose existence may be
denied. However, in order to maintain the data security, TrueCrypt does not change the
files size and timestamp by default after they are retrieved or modified. Consequently,
when the files are stored in the cloud environment, the files will not be backed up due to
their non-changed file sizes and timestamps. Thus, in order to back up the files properly,
the users have to manually change the timestamps. On the other hand, some cloud
backup services such as DropBox, do check that hash value of the volume files. If they
are changed, a new copy of the volume file will be stored.

Researchers (Halderman, Schoen, Heninger, Clarkson, Paul, Calandrino,
Feldman, Appelbaum, & Felten) have found another security concern with TrueCrypt
which was that it stored encryption keys in RAM. On an ordinary personal computer, the
DRAM will maintain its contents for several seconds after power is cut. Thus, it will

create an opportunity for attackers to recover the key.
2.5.4.3 AESCrypt

Like the aforementioned encryption software, AES Crypt is also free open source

encryption tool. It uses AES-256 cryptographic algorithm to encrypt and decrypt data
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files (AES Crypt, 2014), and run indpendently from the operating systems, on which it is
installed. Similar to AxCrypt, AES Crypt is incredible simple to use. Unlike the most
encryption software, it does not have program window. To encrypt or decrypt data files,
users can just right click the files and select AES Crypt item, and enter the password. A
new encrypted or decrypted version of the file is created. Since the original file is not
purged, AES Crypt is best used for situations (Gizmo's, 2013) where users need to
upload, email or otherwise move the encrypted files. However, to prevent the
unencrypted version of files to be accessed by unauthorised parties, the files must be
erased. Otherwise, the data security can be breached. Figure 2.14 demonstrates
AESCrypt simple user options
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Figure 2.14: AESCrypt Simple User Options.

2.5.4.4 AxCrypt

AXxCrypt is a free open source developed by Axantum Software. It uses AES-128
cryptographic algorithm (Natarajan, 2013) to encrypt and decrypt data files. It creates an

archive that contains additional metadata along with the encrypted data file. The original
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file is deleted after encryption. It is a very simple program. To encrypt data files, users
can just right click the files and select “encrypt”. Simply double —clicking an encrypted
file, users can edit or view it with the program of choice. Closing the files, they are
automatically re-encrypted. Self-decrypting files are also supported, removing the need
to install AxCrypt to decrypt. It is best known to support data files store on the cloud
environment (Axantum, 2013), such as Dropbox, Live Mesh, SkyDrive, Box.net and

more.
2.5.4.5 AESTool

AESTool (Cryptool) is excellent open source e-learning cryptographic software. It
implements AES encryption algorithm. Originally, it is developed as part of Cryptool
projected started in 1998 by German companies and universities. The current version of
AESTool is 2.5.1. Because it uses unique features to illustrate AES cryptographic
concepts; hence, it has received several awards, such as Germany Land of Ideas 2008,
European Information Security Award 2004, IT Security Award NRW 2004 and
TeleTrusT Special Award 2004. So far, there are no documentations explicitly explain
which AES algorithm that AESTool implements; yet the maximum key length only
allows 64-bits hexadecimal digitals. Since, it is only an e-learning tool for education and
training purpose; therefore it uses simply GUI window, and provides basic encryption

and decryption functions. Figure 2.15 shows AESTool simple GUI window.
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Figure 2.15: AESTool Simple GUI Window.
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26 SUMMARY OF PROBLEMS AND ISSUES

From the literature reviewed there have been a number of issues presented that are
specific in the realm of storing evidence data during digital forensic lifecycle. The
apparent problems and issues discovered will be outlined in order to identify important
aspects of the chosen research area where further research is needed.

The rapid growth in capacity of storage devices is increasingly challenging
digital forensic investigators due to the limited time to create a forensic image of a disk,
or process all of the data found. The use of the cloud environments will inevitably
exacerbate the problem (Garfinkel, 2010) of data storage and analysis. One solution
digital forensic investigators could rely on is the use of the cloud environment for
storing evidence and performing analysis. The idea of using the cloud to host a “forensic
service” used to conduct investigations has already been proposed by studies such as
Ruan, et al (2011) & Taylor, et al (2010). Several issues rose and yet to be addressed
include for example, the forensically sound transfer of evidence from the source of the
investigation to the cloud storage, and the management of the chain of custody for
evidence. Furthermore, those studies have not considered in detail the virtualised nature
of clouds, which is likely to have a significant impact on forensic investigations beyond
the cloud security.

Moreover, once digital forensic investigators store the evidence data in the cloud
environment, the digital data are likely to be scattered in the hard drives, even in
different data centres in different countries. Hence, it presents a great challenge to digital
forensic investigators that how to maintain evidence data storage, extraction and analysis
complying with integrity, preservation, confidentiality and court admissibility
requirements during digital forensics investigation lifecycle. The following questions are
essentially important to investigate before digital investigator is fully committing to the
cloud environment.

e Are data encryption schemes robust enough in the cloud environment?

e With the investigator not having complete control of the storage, how can the
investigator be sure that evidence is not in the process of being altered in the

cloud at that moment in time?
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e How to protect the privacy of innocent data during investigation?

To ensure that the cloud can be used to deliver forensic investigations, there are still
many open issues to be studied, including confidentiality, privacy, integrity and
auditability. Some related issues which can be studied in this research include:

e The ability to ensure the evidence is unaltered when transferred to and from as

well as when stored in the cloud.

e The ability to ensure the evidence is secure from unauthorized access and the

chain of custody is maintained.

e The ability to control access to the evidence stored in the cloud, and ensuring

other users of the cloud do not have access to the material.

The discussed problems and issues demonstrate the need for further research to be
undertaken in the field of digital forensics in storing evidence data in the cloud

environment.
2.7 CONCLUSION

The literature review conducted in Chapter 2 provides an overview of the current state of
knowledge and of the context of the thesis. It first established the history and concepts of
the cloud computing followed by a review of comparisons of popular the cloud services,
its obstacles existed in governance and security aspects. The process of digital forensics
and investigation provided fundamental knowledge to then lead on to a review of the
potential challenges, when digital forensic investigators store the evidence data in the
cloud environment. A set of modern data encryption algorithms was examined to

establish the potential of protecting evidence data in the cloud environment with them.
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The problems and issues apparent in using encryption algorithms to protect evidence
data in the cloud were also identified as a basis for forming research questions.

The literature review discussed, therefore, introduces specific areas where there
is a definite need for further research. In particular, the security issues which have been
raised and apparent misuse of the cloud environment further support the perceived need
to conduct such an investigation. The current state of knowledge is also identified as
crucial factors that will assist in the design perspectives and development of a feasible
research methodology. It has therefore, been determined that the proposed research will
focus on advancing the body of knowledge surrounding evidence data integrity in the
cloud. Specifically, the research will aim to test effectiveness and the robustness of the
proposed data encryption algorithms to provide further information about the feasibility
of storing evidence data in the cloud.

Chapter 3 will therefore firstly undertake a review of similar studies relevant to
the chosen area of research and together with the literature knowledge, the main research
question and associated sub-questions will be derived. Undoubtedly, there will be
limitations to the proposed project but any potential restriction will be identified early at
the pre-testing stage of the project so as to negate or explain any foreseen negative
impacts in the results. The justifications for a research project have been established.
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Chapter 3

RESEARCH METHODOLOGY

3.0 INTRODUCTION

In Chapter 3, the main research objectives are to formulate a research question and
develop an appropriate methodology establishing a framework for the proposed
research. The cloud computing technology provides compelling cost effectiveness and
substantial space for digital forensic data evidence storage. There are a number of issues
that surround the topic of maintaining evidence data integrity and meeting court
admissibility requirements. The literature reviewed shows that an investigation in the
field of data encryption trails would be of value.

A number of similar studies in the chosen research field will first be sourced and
fully evaluated in Section 3.1 so as to learn from the experience of other researchers
working within the same area of study. In conjunction with the reading from Chapter 2,
these additional facts will be pivotal to forming the research question for answering and
hypothesis to be tested. Section 3.2 will outline the main research question and
secondary questions with associated hypotheses based on all of the gathered
information.

Section 3.3 and 3.4 concentrate on establishing a practicable research model of
the proposed system architecture and the associated hardware and software
requirements. The data requirements in Section 3.4 will outline the generation,
collection, analysis and reporting methodologies needed to conduct the research. Finally,
the expected outcomes will be named in Section 3.5 and in Section 3.6 the limitations of

the research will be discussed to identify early restrictions that may apply to the project.
3.1 REVIEW OF SIMILAR STUDIES

In order to develop the methodology for this research, three research studies have been

sourced and reviewed. There are a number of references to help that were identified in
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Chapter 2 with regard to facilitating the storing of digital forensic evidence in the cloud
environment. The following research studies have been selected for relevance and
similarity to the chosen research area, methodology proposed and detailed information
regarding storing digital forensic evidence data in the cloud environment.

The first study by Garfinkel (2010) who predicts that today’s golden age of
digital forensics is quickly coming to an end due the lack of efficient compatible data
analysis software and decryption tools, limited storage for evidence data processing and
storing and the inadequate training. He also examines current forensic research
directions and argues that to move forward the international digital forensic community
needs to adopt standardized, modular approaches for data representation and forensic
processing. The second study by Mahamood (2011) outlines security and confidentiality
issues in relate to the cloud users’ data in terms of its location, relocation, availability
and security. Further, he evaluates several methods to improve data security and
confidentiality in the cloud. The third study by Mohamed, et al. (2012) evaluates eight
selected modern encryption algorithms on both desktop computers and the Amazon EC2
Micro Instance cloud computing environment to maintain data security. This evaluation
was preformed according to randomness tests by using NIST statistical testing in the

cloud environment.
3.1.1 Storing Forensic Investigation Evidence Data in the Cloud

In his article, Garfinkel (2010) points out that one of major challenges that today’s
digital forensic investigators are facing is growing concern of limited storage for
relatively massive evidence data processing and storing. He argues that because of “The
growing size of storage devices means that there is frequently insufficient time to create
a forensic image of a subject device, or to process all of the data once it is found.”
Moreover, the vast size of today’s storage devices means that time-honoured and court-
approved techniques for conducting investigations are becoming slower and more
expensive. For example, a 2TB hard drive can be purchased for $120 but takes more
than 7 hours to image. Not to mention that, the cloud users can easily rent large data
storage at a very cheap cost. Consequently, systems and individuals of interest can have
more storage than the police crime lab responsible for performing digital investigation

forensic analysis.
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Yet, on the other hand, digital forensic investigators could also enjoy the benefits of the
cloud computing such as elastic, large data storage and pay-as-you-need. Perhaps, the
digital forensic investigator can utilise the cloud as a perfect potential medium for
storing and processing digital forensic investigation evidence data. Thus, it allows digital
forensic investigators have sufficient storage for storing and processing evidence data as
much as needed, and as long as it is required in cost-effectively manner.

3.1.2 The Cloud Security and Privacy Issues

Mahamood (2011) argues that the cloud offers a benefit of a high degree of data
mobility, which allows the users to access their data with much freedom without being
restricted by the locations. Yet, as a double-edged sword, it also has certain
disadvantages. For example, when an enterprise has some sensitive data that is kept on a
storage device in the cloud, they may want to know where it is being stored. Moreover,
they may even wish to specify a preferred location, for example data to be kept in New
Zealand. Thus, it requires a contractual agreement between the cloud vendor and the
users that data should be stay in a particular location or reside on a given known server.
The problem is that consumers are, sometimes, not aware of the implication of this and
thus no such contract is agreed beforehand. Even though, the cloud vendor should take
responsibility to ensure the security of system and provide robust authentication to
safeguard the users’ data; the users are ultimately responsible for the security and
integrity of their own data (Kandukuri, et al, 2009).

Another issue is the data relocation. Initially, data is stored at an appropriate
location decided by the cloud vendor. However, it is often moved from one place to
another affected by the bandwidth efficiencies, cost provision and high capacity of the
Internet access. Yet, the users do not always know the exact location where their data is
stored. Most of time, it is not a problem to the average user. On the other hand, digital
forensic investigators need to take extra precautions regarding to the data relocation,
since it may cause more potential risk for the evidence.

In addition, cross border data distribution can also happen for the same reasons.
This can lead to additional legal risks due to different countries having varying policies,
regulations and legislation. The implication is that data protected by legislation in one

country may not have the same, or even similar, protection in another country. For
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example, the European Union and the United States of America have different privacy
policies (Jaeger, Crimes, Lin, & Simmons, 2008, p.12). Their data protection laws are
based on the assumption that the location and responsibility of data is known and
understood. Law enforcement agencies in the United States of America have regulatory
power to demand access to any data stored on any computer within the USA under USA
Patriot Act 2001, the Foreign Intelligence Surveillance Act (FISA amendments act,
2008), the Electronic Communications Privacy Act 1986, the Privacy Act 1974 and the
Homeland Security Act 2002.

Data availability is another challenge that the digital forensic investigator is
facing while storing and processing evidence data in the cloud environment. Normally,
the users’ data is stored in chunks on different servers often residing on different
locations or in different clouds. In this case, data availability becomes a major legitimate
issue as the availability of interruptible and seamless provision becomes relatively
difficult. Such issue can be exemplified by the outages suffered by Google’s Gmail
service in February, March and May 2009 (BBC News, 2009). In the subsequent service
agreement for its Premier Apps range of products which also covers Gmail, Google
promised that customer data availability will be least 99.9% of the time in any calendar
month at the time (Google, 2009).

As noted in Section 2.4.2.2, data security risks and related issues are already big
(Chen & Zhao, 2012; Jaeger., et al., 2008; Popovi¢ & Hocenski, 2010). When data
mobility is at a high level then the risks and issues increase many folds, especially when
data is transferred amongst different countries with different regulatory framework. High
levels of data relocation have a negative implication for data security and data protection
as well as data availability. The essential question with reference to security of evidence
data residing in the cloud is: how to ensure security of data that is at risk. Mahamood
(2012), points out that although the users know the location of data and there in no data
mobility, there still are questions relating to its security and confidentiality of it. The
obvious answer suggests that data should be encrypted.

He further argues that unfortunately data encryption is not always possible. For
example, if data in the cloud is being processed by a SaaS or PaaS application, such as

Saleforce.com or Google Apps, then encryption may not be suitable as this may prevent
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indexing or searching of data. If this happens then availability and access of data will
become problematic. Thus, he suggests that new methodologies should be developed,

and more work needs to be done.

3.1.3 Modern Encryption Techniques Used to Enhance Data Security in the
Cloud

Mohamed et al. (2012), point out that there are three types of data in the cloud. The first
one is data in transit — data being transmitted. The second one is data at rest — storage
data. Finally, the last one is data in processing — processing data. Hence, they raised two
fundamental questions regarding data security, which are where the data is and who has
access. According to the researchers, the most cloud vendors use three types of

encryption algorithms to maintain the data security, which are listed in Table 3.1.

Table 3.1 Common Data Encryption Algorithms Used in the Cloud.

Storage Processing Transmission
Symmetric encryption Holomorphic encryption Secret socket layer (SSL)
encryption
AES, DES, 3DES, Blowfish, ... | RSA, ElGamal, ... SSL1.0, SSL3.0, SSL, 3.1, SSL
32, ...

Mohamed, et al. (2012) further propose three-layer system structure model, in which
each layer performs its own duty to ensure the data security in the cloud. The first layer
is responsible for user authentication. The second layer is responsible for the users’ data
encryption, and protects the privacy of users through a certain way by using one
symmetric encryption algorithms. Additionally, it allows protection from the users. The
third layer is used for fast recovery of the users’ data, which depends on the speed of
decryption algorithms. The design structure model is shown in the Figure 3.1.

To evaluate how well modern encryption algorithms can enhance data security in
the cloud environment, the researchers (Mohamed, et al., 2012) conducted randomness
NIST statistical testing (listed in Table 3.2) using eight selected modern encryption
algorithms (RC4, RC6, AES, DES, 3DES, MARS, Two-Fish and Blowfish) on both

desktop computers and Amazon EC2 Micro Instance cloud computing environment.
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Figure 3.1: Proposed Data Security Model in the Cloud.

To do the experiments, the researchers developed the program that implements the
methodology in Java language. They then launched the program on Amazon EC2
windows Micro Instance to generate 128 plain stream sequences as PRNG, each
sequence is 7,929,856 bits in length and key stream of 128 bits. The researchers then
applied encryption algorithms to get cipher text, which produced 128 sequences for each
eight encryption algorithm. Finally, they connected to Amazon EC2 Ubuntu Linux
Micro instance, run NIST statistical tests for each sequence to eight encryption
algorithms. Micro instance of this Amazon EC2 family can provide a small amount of
consistent CPU resources and allow burst CPU capacity when additional cycles are
available. They are well suited for lower throughput applications and web sites that
consume significant compute cycles periodically. The similar tests were also conducted
on a desktop. The procedure was followed as in the cloud except that all the work was
run in a traditional desktop.

The results showed no strong indications of statistical weakness for eight modern
encryption algorithms in both environments. Yet, some differences existed between
algorithms. In Amazon EC2, the evaluation of RC6, AES, DES and Blowfish were
slightly better than other encryption algorithms. Overall, AES is a suitable algorithm for
the Amazon EC2 environment; but Blowfish and DES are more suitable when the users

focus is on the time use of the encryption method.
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Table 3.2: NIST Statistical Tests.

Number Statistical Test User Input Parameter
1 Approximate Entropy M =10
2 Block Frequency M =128
3 Cusum-Forward None
4 Cusum-Reverse None
5 Spectral DFT None
6 Frequency None
7 Linear Complexity M =500
8 Long Runs of Ones None
9 Non-overlapping Templates M =9, B = 000000001
10 Overlapping Templates M=9
11 Random Excursions X=+1
12 Random Excursion Variant X=-1
13 Rank None
14 Runs None
15 Serial M =16
16 Universal None

Based on the experiments, it was concluded that when the users take precedence of
performance of the algorithm over data security, the best choice of algorithms are
Blowfish, DES or AES, since they take the least time to encrypt data than others and
ensure that data retrieve faster. On the other hand, when the users take precedence of
data security over performance of the algorithm, the best choice of algorithm is AES.
Therefore, AES is the best encryption algorithm to ensure the high data security with

fast performance in Amazon EC2.
3.2 THE RESEARCH QUESTIONS AND HYPOTHESES

The literature review (Chapter 2) has provided a foundation of written knowledge
regarding the chosen research area of using modern symmetric encryption algorithms to
enhance security and preserve privacy for digital forensic investigation evidence data
stored in the cloud. A vast diversity of literature has been covered ranging from the

cloud technology to modern encryption algorithms including the cloud characteristics,
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data governance, distribution, relocation, and security and privacy concerns. The process
of digital forensics was then examined and specific literature reviewed regarding digital
forensics lifecycle. Finally, the various modern encryption algorithms theoretical designs
were discussed. Additionally, the proceeding review of similar research studies (Section
3.1) has given a varying background into the use of modern encryption algorithms to
enhance security for digital forensic investigation evidence data stored in the cloud.
Specifically, the studies also provided an insight of the implementation of such ideas in
the cloud. All of these studies have provided further information into the realm of
preserving digital forensic investigation evidence data confidentiality, availability and
court admissibility in the cloud.

The development of a research question was constructed based on the literature
reviewed in Chapter 2, and the review of similar research studies in Section 3.1. The
literature shows that the use of modern encryption algorithms is a potential mechanism
to enhance security and preserve privacy for digital forensic investigation evidence
stored in the cloud to meet court admissible requirements. However, there are still a
number of issues that surround the topic of using modern encryption algorithms to
maintain evidence data security and preserve its privacy during digital forensic
investigation lifecycles to meet court admissibility requirements, once it is stored in the
cloud. These issues are that the ability to ensure the evidence data is unaltered when
transferred to and from as well as when stored in the cloud. The ability to ensure the
evidence data is secure from unauthorized access and maintains the chain of custody.
Finally, the ability to control access to the evidence stored in the cloud, and to ensure

other users of the cloud do not have access to this material.

Table 3.3: Main Research Question and Associated Hypothesis.

Main Question: Can modern encryption algorithms be used to preserve evidence data
privacy during digital forensic investigation lifecycle to meet court admissibility

requirements, once it is stored in the cloud?

Asserted Main Hypothesis:
That a system designed to apply modern encryption algorithms can maintain and
preserve privacy on the evidence data to meet forensic investigation principles, when

the data is stored in the cloud.
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Table 3.3 displays the main research question and the associated hypothesis which has
been developed from the information discussed thus far.

Furthermore, a number of related secondary questions have also been developed.
The secondary questions have been devised in order to set out and answer various linked

components of the main research question and are set out in Table 3.4.

Table 3.4: Secondary Research Questions.

Secondary Question 1: Can modern encryption algorithms provide reliability to

retain data integrity in the cloud?

Secondary Question 2: With the investigators not having complete control of the
storage, how can the investigator be sure that evidence data is not in the process of
being altered in the cloud at that moment in time?

Secondary Question 3: How can the privacy of innocent data be protected during

investigation?

Hypotheses have also been developed for each of the secondary questions which have
been proposed. Because of the difficulty in composing a succinct hypothesis for each
secondary question, a brief synopsis has been given to articulate the reasoning behind
each of the informed hypotheses. Table 3.5 displays the hypotheses for each of the
secondary research questions presented in Table 3.4.

Table 3.5: Secondary Research Questions Associated Hypotheses.

Hypothesis 1:

Modern encryption algorithms have been approved its reliability in retaining data
integrity in single computer environment as well as centralised and distributed
computer network systems. Thus, they are also robust enough in the cloud

environment.

Hypothesis 2:
Each time when digital forensic investigators storing and retrieving evidence data

store in the cloud, the encryption software can update the most recent timestamp and
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hash function checksum assigned uniquely to each evidence data file after being
accessed. The investigators can use these parameters to check against the last updates
to ensure evidence data is not in the process of being altered in the cloud at that

moment in time.

Hypothesis 3:
Modern encryption algorithms have been approved to be very effective and efficient
to maintain high level data security. Therefore, they can also be used to protect the

privacy of innocent data during investigation.

In order to attempt to answer the proposed research questions, validate the asserted
hypotheses and conduct research testing in an organised manner a data map was
developed. Figure 3.4 presents the research data map outlining the main research
question, secondary research questions and the links to the associated research testing
phases. Additionally, each testing phase is also linked to the associated point of data
collection achieved from testing. Finally, the findings gathered from the research testing

phases and related data collected will be used in determining the asserted hypotheses.
3.3 THE RESEARCH MODEL

The research design will define the approach that has been selected for this research. The
aim of this research is to investigate whether or not modern encryption algorithms are
reliable to maintain a high level security and preserve privacy for digital forensic
investigation evidence data stored in the cloud. A theoretical research model is
proposed using a design science approach in order to establish a framework for the
research to be conducted. A descriptive methodology (Kothari, 2004, p.3) will be used to
conduct fact-finding enquiries to establish the state of affairs in the proposed research
area. From this the system architecture and the components needed to construct the
system design will be derived.

A design science approach will be adapted to from the system design. Simon
(1981) describes design science as a statement of “how things ought to be” and a “theory
for design and action” (pp.132-133). Design theory gives explicit prescriptions

(quidelines or principles) for constructing an artefact (Gregor, 2002, p.14). Design

64



science lies in acquired knowledge that can be used to design artefacts (in this case, to
investigate the robustness of modern encryption algorithms used to preserve and
maintain a high level security and privacy for digital forensic investigation evidence data
stored in the cloud) and a prescription for a generic class of a problem (Van Aken,
2004). The intention of the research is to use modern encryption algorithms to enhance
security and privacy of digital forensic investigation evidence data stored in the cloud.
The goal is to attempt to encrypted the digital forensic investigaiton evidence date
using modern encryption algorithms before stored in the cloud to preserve its privacy,
confidentiality and security to meet digital forensic investigation principles and
practices. It is proposed that three popular free opensource mordern encryption software
(TrueCrypt, AxCrypt and AESCrypt) be installed and reviewed to determine the
capabilities of the model and its ability to provide high level security and privacy for
digital forensic investigation evidence data stored in the cloud. The installed software
will encrypt acquired and extracted digital forensic investigation evidence data before it
is stored in the cloud. The software will then decrypt the evidence data after digital
forensic investigator retrieves it from the cloud before conducting analysis. Thus, it will
maintain the preservation of evidence.

A descriptive methodology entails outlining the system design relating to the
architecture and components needed implement it into a practical system. The software
and hardware components and associated configurations will also be described and

discussed in order present a proposal for the intended system.
3.3.1 Research Phases

The proposed theoretical research model described consists of four phases illustrated in
Figure 3.2

Initial testing will be conducted on the proposed system which may necessitate
the system to be modified several times in response to learning. Outcomes from initial
testing will also allow the author to discover how the each software encrypts and
decrypts different types of data files, existing features, advantages and disadvantages.

Initial testing will involve two phases. Phase One involves testing and evaluating
of the encryption software in a desktop environment. Understanding the features of

encryption software is crucial to the research. The features such as password generating
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and storing, file timestamp update and hash function checksum, are the essential factors
to ensure the research will meet the estimated outcomes. To properly evaluate the
encryption software, firstly the data files will be encrypted and decrypted individually so
that will mirror a real world case as closely as possible as well as providing a known
baseline for analysis. Part of Phase One will be to follow proper acquisition procedures
to ensure that handling of the device does not impact the results of the evaluation.
Secondly, the entire sample files will be encrypted and decrypted using the same
software to evaluate its performances. Individual software will be evaluated against the

known data on the device to compare their strengths and weakness.

INITIAL TESTING STABILISED TESTING
PHASE ONE: PHASE TWO: PHASE THREE: PHASE FOUR:
Descriptive Test features Store Store Store
methodology of encryption encrypted encrypted encrypted
to from tools on »| data & decrypt |»| dataonVM1 [ dataonVM2
system design desktop retrieved data & decrypt via VM1,
environment using single retrieved data decrypt
Evaluate
encryption
software  —
performances

Figure 3.2: Theoretical Research Model.

Initial testing will involve two phases. Phase One involves testing and evaluating of the
encryption software in a desktop environment. Understanding the features of encryption
software is crucial to the research. The features such as password generating and storing,
file timestamp update and hash function checksum, are the essential factors to ensure the

research will meet the estimated outcomes. To properly evaluate the encryption
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software, firstly the data files will be encrypted and decrypted individually so that will
mirror a real world case as closely as possible as well as providing a known baseline for
analysis. Part of Phase One will be to follow proper acquisition procedures to ensure that
handling of the device does not impact the results of the evaluation. Secondly, the entire
sample files will be encrypted and decrypted using the same software to evaluate its
performances. Individual software will be evaluated against the known data on the
device to compare their strengths and weakness.

Phase Two of initial testing requires Phase One to be complete. It involves the
testing and evaluating of the encryption software in single virtual machine environment.
All sample data files will be encrypted by each of the selected encryption tools and
stored into one virtual machine. Later, they will be retrieved from the same virtual
machine, and decrypted using same encryption software. Thus, all the selected
encryption software will be tested and evaluated in a single virtual machine
environment.

After the proposed system design is stabilised, further testing will conducted to

review the ability of modern encryption software in maintaining high level security and
privacy of digital forensic investigation evidence data stored in the cloud. The ultimate
goal is to investigate whether or not the modern encryption algorithms will be robust
enough to provide a high level of security for the evidence data in the cloud to meet
digital forensic investigation compliance requirements. Therefore, the testing at the end
of the initial stage is not the limit of the research. The tests are to inform different
solutions to any identified problem areas encountered thus far.
Stabilised testing also involves two phases. Phase Three involves encrypting all sample
data files using each of the selected encryption tools on desktop and stored into one
virtual machine. Later, they will be retrieved from the other virtual machine, and
decrypted using same encryption software. This test emulates the scenario where data is
stored, distributed, relocated and attacked in the cloud. This Phase will evaluate whether
or not the security and privacy of data will be still preserved in the cloud.

Phase Four of testing will involve encrypting all sample data files using each of
the chosen encryption tools and stored on VML1. Later, they will be copied to VM2 from
VML. Then the sample files will be retrieved and decrypted after being copied back
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from VM2 to VM1 (VM1-> VM2 - VML1). Thus, the robustness and performances of
the modern encryption algorithms will be evaluated against the cloud environment.

3.3.2 Research Design Architecture

The proposed research architecture will closely follow previous theoretical and practical
solution discussed in the selected similar studies (Section 3.1). In order to answer the
main research question, it requires modern encryption tools to be installed and cloud

simulation needs to be setup. Figure 3.3 displays the proposed research architecture

design.
Data Networked Desktop in Lab Controlled Environment
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AxCrvpt & External HD
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[ I?;]ll“: ey Decrypted Data Files

Figure 3.3: The Proposed Research Architecture Design.

From the above figure, the sample files are saved on a clean external hard drive (HD). It
represents digital forensic investigation evidence data imaged to external data storage.
The external hard drive is then attached to a networked desktop in lab controlled
environment. Three selected encryption tools (AESCrypt, AxCrypt and TrueCrypt)
which are also installed on the same desktop. Furthermore, a hash value utility (MD5 &
SHA Checksum Utility) is installed on the desktop. The utility will calculate a hash
value checksum for the every original sample data file, encrypted data file as well as the
decrypted data files, in order to verify the integrity of data files. In additional, two
virtual machines (VM1 & VM2) are setup on the desktop, which are transferring data

between the desktop and data storage server. This simulates the cloud environment.
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Firstly, the original sample data file is uploaded to the desktop from the external hard
drive. The hash value utility calculates MD5 and SAH-1 hash values for each file. The
encryption tools then encrypt the data files. Again, the hash value utility is used to
calculate has values for each encrypted data files. The encrypted files are stored on data
storage server via VM. Later, the encrypted files are retrieved from the data storage
server through same virtual machine to the desktop. The hash value utility is used to
calculate hash values for the retrieved data files. Then the selected encryption tools
decrypt the files. The recovered data files are loaded to the desktop. Finally, the hash
value utility is used to calculate hash values for the recovered data files. If either hash
values of the original sample data files are same as the hash values of the recovered data
files, or the hash values of the encrypted data files are same as the hash values of
retrieved data files; the researcher then can say the sample data files have not been

altered. Otherwise, the researcher can say the sample data files have been altered.
3.3.3 Research Components

The research testing will involve two main components, namely software components
and hardware components. As discussed in Section 3.3.2, the software components
include sample data files, three encryption tools, hash value utility and two virtual
machines. The sample data files consists of 35 various file types representing data
acquired and extracted during a single digital forensic investigation. These data files
include 3 Encase files, 5 Microsoft Excel files, 11 JPEG image files, 5PDF files, 5 Text
Document files, 5 Microsoft Word Document files and 1 JPG carved file.

The three encryption tools tested in the proposed research are AESCrypt,
AXxCrypt and TrueCrypt (as reviewed in Chapter 2). The hash value utility used in this
research is MD5 & SHA Checksum Utility. It is a small freeware utility which has the
simple function of generating hash values. Thus, it allows users to verify the integrity of
a file by calculating its MD5, SHA-1, SHA-256 and SHA-512 signatures, as the name
implies. It provides comprehensive features which are compatible to Windows 7
operating system both 32 bits and 64 bits.

Finally, the two virtual machines installed are created using VMware Workstation 9
(VMware, 2014). It enables users to set up multiple virtual machines and use them

simultaneously along with the actual machine. Each virtual machine can execute its own

69



operating system, such as Microsoft Windows, Linux and Unix. As such, VMware
Workstation 9 allows one physical machine to run multiple operating systems
simultaneously.

As illustrated in Figure 3.3, the hardware component for the experiment include
external hard drive and networked desktop in lab controlled environment. The external
hard drive is HDPC-CU manufactured by I-O Data. It is a standard portable external
hard drive, supports Windows 7, both 32 bits and 64 bits operating systems using
USB2.0 as interface. The desktop uses Windows 7 Professional Edition 32 bits and 64

bits operating systems.
3.4 DATA REQUIREMENTS

During the proposed testing phases there are a number of requirements for different
aspects of data handling. It has been established that three free open source encryption
software and two virtual machines will be installed in a laboratory testing environment.
The clean external hard drive contains sample data files will be added to the testing
environment. To evaluate the robustness and performance of modern encryption
algorithms, various tests will be conducted where data is actively generated in the testing
environment. The data that is collected will then be analysed and the results reported in
Chapter 4.

The data requirements that need to be addressed in the research testing phases
fall into five main categories: generation, collection, processing, analysis and
presentation. Each of five data requirement categories will be discussed to ensure viable
data is generated, distributed, reported and analysed correctly.

3.4.1 Data Generation

The process of data generation is an important aspect in the proposed research testing. In
order to evaluate the robustness and performances of modern encryption algorithms used
to maintain data security and privacy in the cloud, data must be generated using correct
methods so as to provide accurate results. All four phases of research testing require data
generation to evaluate the encryption algorithms in the simulation of the cloud

environment.
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There are several sources of data that are required for the proposed research including
control data, encrypted data, recovered data and the documented journal on the
investigation. Control data is the sample evidence that is generated based on the
fictitious scenarios, where are to portray as closely as possible a real world event. The
control data is to be recorded into a table as the known or expected facts and will later be
used as a comparative baseline for the data collected during the experiment to verify if
the encrypted files are altered or access by unauthorised person.

The second and third requirements for data are the encrypted and recovered data.
Before the decryption, the data is to be retrieved from the cloud simulation environment
where the scenario is performed. Once all the required data are gathered, a comparative
analysis with the control data will be conducted with the aim of answering the sub-
questions and ultimately the main research question. The step by step investigation
processes conducted on the experimental case scenarios will also be recorded in journal

form to ensure that the steps are repeatable.
3.4.2 Data Collection

The process and methods of data collection is an exceptionally crucial part of the data
requirements. That data that is generated by the previously described methods (see
Section 3.4.1) is subsequently collected in various log files.

The first data to be collected are the controlled data from Phase One. These data
include Directory Name, File Name, Date Modified, Data Type, File Size, MD5 and
SHA-1, SHA-256 and SHA-512 which will be served as baseline data to compare the
results generated from the later research. The pre-test results can be collected from the
directory window and MD5 & SHA Checksum Utility.

The second data to be collected after the data files are encrypted using three
encryption software (TrueCrypt, AESCrypt and AxCrypt), are Directory Name (if can be
encrypted), File Name, Date Modified, Data Type, File Size, MD5 and SHA-1, SHA-
256, SHA-512, Drive Name from where the files and directory selected, Encryption
Software, Encryption Algorithm, Timestamp, Passwords generated for encryption.

The encrypted files and directory will be stored on a virtual machine in the simulation of
the cloud environment. Thus, data types collected from this phase are similar to pre-test

data types. Later, the files and directory will be relocated and retrieved from another
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virtual machine. Eventually, they will be decrypted on desktop to see whether or not the
encryption algorithms will be robust enough to preserve sample files integrity, security
and privacy. This pre-test data will be able to ascertain which encryption software and
file type can or cannot be resist data relocation and distribution in the cloud.

Recovered data is collected after being decrypted using the same encryption
software. Decrypted data can be used to determine what happened, when it happened,
how it happened and why it happened. In order to collect the recovered data, case
scenario activities depicted in Section 3.3.1 will be simulated on the experimental
machine in the lab environment. During this process, the simulated activities on the
experimental machine will be recorded. The variables that will be collected during this
collection process are essentially same as encrypted data. All the information will be
recorded in table form.

Each step of the research and which tools are used will be reported in journal
format. The information documented in the journal is vital, as it records all the
procedures undertaken in the research. This is to ensure that the procedures are
repeatable and are able to reproduce similar results as well as to recommend an effective

method for similar environments.
3.4.3 Data Processing

As aforementioned in Section 3.4.1, there will be four types of data that are needed to be
collected all together: control data, encrypted data and recovered data. All the collected
data will be processed in a tabular form by using an Excel spreadsheet. This is to ensure
that the collected data can be evaluated in an effective and concise way.

Control data is processed in a lab environment using one computer freshly installed with
the Windows 7 (Professional Edition) operating system. Also, two virtual machines will
be created on the same computer, where one machine is used to store the sample files;
the other one is used to retrieve the sample files. Thus, it creates a simulation
environment to represent data relocation and distribution in the cloud. All the files and
directory retrieved and decrypted will be saved on the desktop without changing the
names. Each activity, all sample files created and tools used in the scenario will be
recorded. Subsequently, these control data will be used for comparative analysis with the

decrypted data.
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Digital evidence is fragile: “it can be altered, damaged, or destroyed easily by improper
handling or examination” (National Institute of Justice, 2004, p.11). To preserve and
ensure the integrity of the evidence data, all sample files are processed with hash values
before encryption and after decryption. When both values match, it is assumed that
nothing has been altered while the data files are stored in the cloud simulation. Thus, it
confirms the reliability of evaluated encryption tools. In addition, all sample files are
assigned with a timestamp whenever it is accessed. When the sample files recovered
from decryption, if the two timestamps are the same, it is assumed that no unauthorised
access has occurred while the data files are stored in the cloud simulation. Thus, it
confirms the evaluated encryption tools preserve the sample file data integrity.

The journal documenting events during the research is an important set of data
that can be used to recommend the best practices for investigation procedures for
encrypt evidence data stored in the cloud. The documented steps of the research in the
journal will be transferred into a simple and comprehensive flow chart diagram for easy

interpretation.
3.4.4 Data Analysis

The data analysis of this proposed research is divided into three parts. First is the
analysis of the pre-test results conducted in Phase One. This is to analyse the selected
free open source encryption tools’ capability and features that provide data security and
privacy on various common digital forensic investigation data file formats such as
Encase, Microsoft Excel, JPEG, PDF, Text Document, Microsoft Word Document and
JPG. The second part of data analysis is the sample evidence data encrypted, retrieved
and decrypted in the cloud simulation as mentioned in Section 3.3.1. Thirdly, a
comparative analysis will be performed on the findings from the decrypted data and the
control data.

The pre-test results analysis is based on the results produced by the encryption
and decryption performed on the sample evidence files at a lab control desktop
environment. From the test results collected, the three encryption tools are compared in
terms of the features that provide encryption and decryption functions, the formats that
can be encrypted, and whether or not the encryption algorithms can maintain a high level

of security and preserve privacy of the sample files. Therefore, from analysis of the pre-
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test results, encryption software features and sample data file formats, which can be
encrypted and decrypted, are tested and verified.

The second part of the analysis is to analyse data generated from the sample
evidence data being encrypted, retrieved and decrypted in the cloud simulation in Phase
Two, Three and Four of the experiment. This part of analysis is to evaluate whether or
not the selected encryption software are robust enough to resist data relocation and
distribution; and subsequently maintains a high level security and preserves privacy of
sample evidence files stored in the cloud simulation, respectively. This part of analysis
consists of “timestamp analysis, file size analysis, encryption algorithms analysis and
hash value analysis. The results from these selected analyses will be able to help digital
forensic investigators determine the integrity and confidentiality of the sample files.

The third part of the analysis is a comparative analysis between the control data
and the recovered data. The objective of this analysis is to determine whether the use of
selected encryption tools are efficient to provide high level security and privacy for the
sample evidence stored in the cloud simulation. If the results show positive outcomes
that data privacy and security can be enhanced by using the selected encryption tools,
then it will ultimately answer the asserted main research hypothesis: “That a system
designed to apply modern encryption algorithms can maintain and preserve high level
security and privacy on the evidence data to meet forensic investigation principles, when

the data is stored in the cloud.”
3.45 Data Presentations

The data analysis will provide the most value if the results are presented in an
appropriate and effective manner. The test data collected in Phase One of the experiment
will be presented in a tabular form listing of Encryption software,
Encryption/Decryption Algorithms, File Name, Date modified, Data Type, File Size, and
Hash Values before and after being encrypted and decrypted. Finally the successful
encryption/decryption product will be indicated with a year or not. Remarks will also be
recorded if there is any additional relevant information from the observation.

Encrypted and recovered data will be presented mostly in table form generated by
encryption and decryption functions performed on the sample data files. As mentioned

earlier, control data is also called the known or expected data. Therefore during the
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process of encrypting —> storing > retrieving > decrypting analysis in the cloud
simulation, if the expected data are recovered by the encryption software, then the
relevant data will be exported into a table in Excel. These data will be collected until the
end of the experiment. If expected files are found, then they will be recorded into the
comparative analysis table as found, or partly found, and how they were found. Steps
taken along the process will also be recorded as a journal to complete documentation.
Finally, a recommendation for an effective guideline for evaluating selected encryption
software will be established from the documentation and presented in an easy-to-

understand flow chart diagram.
3.4.6 Data Map

A data map was developed to summarise the research requirements. Figure 3.4 presents
the research data map outlining the main research question, secondary research
questions and the links to the associated research testing phases. Additionally, all the

connections and links are provided for referencing.
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3.5 LIMITATIONS

The research methodology that has been proposed poses a number of limitations which
will be outlined and discussed so that constraints in the proposed research may be
recognised. It is important to identify such limitations in order to correctly evaluate the
results obtained and to determine if, or where further areas of research are needed in the
scope of using modern encryption algorithms to maintain a high level data security and
preserve privacy of digital forensic investigation evidence data stored in the cloud
environment.

The first main limitation of the propose research is that there are numerous
modern encryption algorithms such as discussed in Section 2.5. Each uses different
encryption and decryption techniques. Moreover, even the tools implementing the same
encryption algorithm can have different features. For example, both AxCrypt and
AESCrypt use AES encryption algorithm; however not only AxCrypt can encrypt single
files, but also directories. On the other hand, AESCrypt can only encrypt individual
files. . Furthermore, AESCrypt uses 256-bits key length, and AxCrypt uses 128-bits key
length. In addition, all the selected encryption tools in this experiment use symmetric
encryption technique, which means that both the encryption key and decryption key are
the same. As aforementioned in Section 2.5, there is also asymmetric encryption
technique, where encryption key and decryption key are not necessarily same. For the
simplicity of the research, no asymmetric encryption software is selected.

Consequently, due to the limit resources, not all available encryption algorithms
and tools can be tested in this research. In the author’s opinion, it is possible that there
exist far more comprehensive and robust encryption tools, which allow evidence data
securely stored in the cloud to meet digital forensic investigation data preservation and
confidentiality principles. Hence, the findings of the experiment cannot be generalised to
other encryption tools, which are similar to the ones used in the proposed experiment.
These encryption tools are selected because of their popularity, simplicity and

comprehension (as discussed in chapter 2). Another reason the software selected is that
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they are all free and open source. The digital forensic investigator can have the freedom
to customise the tools to meet specific needs.

Secondly, the cloud simulation set up for the experiment is installed on a single
networked desktop in a lab controlled environment. Two virtual machines are created
and imaged on the same desktop using VMware. The operating system for the desktop is
Windows 7 Professional Edition. The selected encryption tools are compatible to the
operating system. However, the research method used in this experiment may be
different with other operating systems like Mac or Linux. These platforms may have
different file systems or structures as compared to the Windows 7.

Furthermore, the experiment is conducted on the cloud simulation. In the real
world case, data distribution, relocation, compression and resizing policies in the cloud
are far more complicated than the laboratory environment. In addition, different cloud
vendors may use different methods and functions to implement these policies. One
encryption tool performing well on one cloud, may not necessarily work on others. For
example, the most representative storage service for infrastructure-oriented clouds is
Amazon S3 (Carpen-Amarie, 2011, p.2077). It uses open source cloud paradigm —
Hadoop, to meet the needs of data-intensive applications (Amazon). The framework
takes care of splitting the data, scheduling the tasks and executing them in parallel on
multiple machines. In this context, specialized distributed file systems have been
proposed to deal with specific access patterns that require support for highly concurrent
and fine-grained access to data. Yet, Google relies on Google File System (GFS) to
provide fault tolerance by constant monitoring and automatic replication of data;
whereas S3 has only limited support for data re-replication and load balancing along the
storage nodes. Both GFS and Hadoop allow data management and locality transparent to
users to tasks at runtime (Ghoshal & Ramakrishnan, 2012, p.1096).

Thirdly, for the sake of simplicity, the author assumes that the transmission links
amongst the workstation and the virtual machines are secure. Additionally, there is not
data lost during the transmission. However, in real world situation, the transmission
links amongst workstations, the cloud data centres and servers are facing constant

threats. Data may be lost or compromised during the transmitting stage. Hence,
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asymmetric encryption algorithm such as RSA should be used to ensure evidence data is
secured while being transmitted.

Fourthly, there is also a limitation on secret key storage and access control. All
of the three encryption tools require secret key when performing encryption and
decryption. TrueCrypt allows users to choose their own secret key or use the ones
generated by the software. However, AxCrypt allows users to select a secret key from a
file. Yet, AESCrypt only allows enter a secret key and confirm the key by re-entering it.
No matter how the key are generated, it has to be stored somewhere. Hence, it presents a
problem about secret key management and access control. In the real case scenario,
secret key management and who has access to it are very complicated matters. This does
not even include management for (public, private) key pair may be used in asymmetric
encryption algorithm to ensure data security while evidence data are being transmitted.
Hence, key management and access control have provided rich grounds for further
research on information security in their own right. In this research, the author simply

assumes that the secret key is stored securely.
3.6 CONCLUSION

Chapter 3 focused on developing the research methodology to conduct testing in the
chosen research area of evaluating modern encryption algorithms in terms of providing
high level data security and privacy preserving for evidence data stored in the cloud, in
order to meet digital forensic investigation compliance principles.

Similar previous studies were presented by other researchers were also studied to
aid in the development of testing methodologies. The additional information gained
from the review of similar studies, coupled with the comprehensive literature review in
Chapter 2, was used to develop the research questions, as well as the predicted
hypotheses for each question. The proposed research model was then outlined, providing
a logical progression of testing phases to be conducted. A descriptive methodology was
employed to form the proposed research design, consisting of the design architecture and
components. Furthermore, the proposed data requirements and limitations of the

proposed research methodology were detailed and discussed.
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Chapter 3 has thus presented an overview of the chosen research methodology. The
research data map (see Figure 3.4) provided a graphical chart of the main and secondary
research questions, linking each question to a specific phase of testing and the associated
data collection point. The proposed phases of testing presented in Figure 3.2 outlines the
phases of research testing needed to address the research questions. The model provides
the goals of each phase of testing, involving implementing the system design in a testing
environment. Following each separate phase of testing the associated data will be
gathered and evaluated. Chapter 4 is now to report the findings of the experiments that

were defined in this chapter.
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Chapter Four

RESEARCH FINDINGS

4.0 INTRODUCTION

Chapter 3 has formulated the research questions based on the problems and issues
pertinent to maintain a high level of security and privacy for preserving digital forensic
investigation evidence data stored in the cloud. From this, the research methodology was
then established. Furthermore, relevant studies from previous research were selected for
review and guided the proposed research methodology. The research question, sub-
questions as well as the research hypotheses were then derived for the selected problem
and issues that were identified in the literature review in Chapter 2. The data
requirements for the experimentation were presented and the limitations of the proposed
research discussed.

Chapter 4 however is to report the findings of the research phases defined in
Chapter 3. Any variations between the outlined methodologies and the actual
experimentation will be discussed in Section 4.1. Then, in order to clearly articulate the
research findings, various techniques will be used. The outcomes from each independent
but consecutive four phases of testing will be reported and analysed to evaluate the
purposed research design. The findings from data collection, data processing and data
analysis will be presented in Section 4.2, 4.3 and 4.4. The summarised data from each
phase will be presented in tabled format in Section 4.2 (initial testing findings) and

Section 4.3 (stabilised testing findings). Section 4.4 concludes the chapter.
41 VARIATIONS IN DATA REQUIREMENTS

A number of variations to the originally proposed research methodology in data
requirements (Section 3.4) have been made. It is important to identify these variations

prior to the reporting of the findings from the research testing phases. Any differences
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between the proposed methodology and the final methodology used during the testing
phase of the research are therefore set out in the following sub sections.

4.1.1 System Design

During the course of performing the research testing phases, a number of challenges
aroused which subsequently prompted changes being made in the proposed techniques
for system design. During the Phase One of initial testing, the author discovered that the
use of TrueCrypt as the encryption tool to maintain the data security and privacy in the
cloud environment had presented a problems.

In order to encrypt individual files, TrueCrypt requires users to create a virtual
volume where the encrypted files will be stored. The virtual volume is entirely encrypted
and behaves like a real disk. When a user opens a file stored on a TrueCrype volume, for
example, in media player, the file will be automatically decrypted to RAM on-the-fly
while it is being read. Thus, after the original sample files being encrypted by
TrueCrypt, the encrypted files will be stored on virtual disk of the testing desktop
environment. This contradicts to the goal of the purposed research.

To overcome such problem, the author used AESTool instead. As discussed in
Section 2, AESTool also uses a simple GUI window to allow users encrypting and
decrypting files. Yet, users have the option of where the encrypted files can be stored.

Thus, Figure 4.1 shows the variation of system design.

Data Networked Desktop in Lab Controlled Environment
Storage
Serv
erver AESCrypt
= VM1 -
. Encryption
AxCrvpt & External HD
Encry Decryption ||€
pted 3 VM2 Sample Data Files
-
Data AESTool
Files
Hash
3 Value ] .
Utility Ed Decrypted Data Files

Figure 4:1: Variation of System Design.
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4.1.2 Data Generation

In data generation, there are also several changes made. During the proposed
experiment, the author discovered that there were more data sources required to steer the
research to its original direction. Instead of having control data, encrypted data,
recovered data and the documented journal on the investigation discussed in Section
3.4.1, the author used new data sources to evaluate the robustness and performances of
the selected encryption tools used to maintain data security and privacy in the cloud
simulation as accurately and precisely as possible. The data sources used in the
experiment are that original data, encrypted data, stored data, retrieved data, recovered
data and the documented journal on the investigation.

Original data is the sample evidence that is generated based on the fictitious
scenarios. The second requirement for data is the encrypted data. It is generated after the
selected encryption tool is used to perform encryption on the sample files. Both the
original data and encrypted data are to be recorded into a table as the known or expected
facts and will later be used as a comparative baseline for the data collected during the
experiment to verify if the encrypted files are altered or access by an unauthorised
person. The third requirement for data is stored data. Once, the encrypted files are stored
on virtual machines, the stored data are produced. Before the decryption, the encrypted
sample files are to be retrieved from the cloud simulation environment where the
scenario is performed. Hence, retrieved data are created. Finally, the recovered data are
generated after the sample files are decrypted using the same encryption tool. Once all
the required data are gathered, a comparative analysis with the original data and original
data will be conducted with the aim of answering the sub-questions and ultimately the

main research question.
4.1.3 Data Collection

Collection of the data differed slightly from the process outlined in Section 3.4.2 due to
the software restriction. The hash value utility used in this experiment — MD5 & SHA
Checksum Utility could only calculate MD5 and SHA values for samples files but not
the directory. Therefore, Directory Names are not used. Subsequently, the directory

which contains sample files were neither encrypted nor decrypted in this experiment.
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Secondly, the author believed that the use of both of MD5 value and SHA-1 value are
sufficient to verify the integrity of the sample files. Since MD5 has a 128 bit hash so a
brute force attack to find a collision requires at most 22128 applications of MD5, and
2764 by the birthday paradox. On the other hand, SHA-1 collision probability requires
2769 hash operation (Wang, Yin & Yu, 2005, p.17-36). Therefore, the author believed
that the collision probability for both MD5 and SHA-1 is very small. Hence, it is
omitted.

Thirdly, instead of using “Password” to represent encryption/decryption key used
by each encryption tools when performing encryption and decryption; it is believed the
use of “Secret Key” would be more precisely to reflect the meaning of
encryption/decryption key.

Thus, the first data to be collected are the original data from Phase One. These
data include File Name, Type, Size, Timestamp, MD5 Value and SHA-1 Value which
will be served as baseline data to compare the results generated from the later research.
The original data results can be collected from the directory window and MD5 and the
SHA Checksum Utility.

Also, the second data to be collected from Phase One after the data files were
encrypted using three encryption software (AESCrypt, AXCrypt and AESTool), are File
Name, Type, Size, Timestamp, MD5 Value, SHA-1 Value, Successful Encryption,
Secret Key and Algorithm.

The encrypted files will be stored on a virtual machine in the simulation of the
cloud environment. Thus, data types collected from this phase are including File Name,
Type, Size and Timestamp. Later, the encrypted files will be relocated and retrieved
from another virtual machine. Hence, the data types collected after being retrieved from
the virtual machines are File Name, Type, Size, Timestamp, MD5 Value and SHA-1
Value. Eventually, they will be decrypted on desktop to see whether or not the
encryption algorithms will be robust enough to preserve sample files integrity, security
and privacy. This original data will be able to ascertain which encryption software and
file type can or cannot be resist data relocation and distribution in the cloud. Therefore,
the data types collected from this stage are that File Name, Type, Size, Timestamp, MD5
Value, SHA-1 Value, Successful Decryption, Secret Key and Algorithm.
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4.1.4 Data Processing, Analysis and Presentation

There were no major changes to data processing, analysis and presentation as per
Section 3.4.3, 3.4.4 and 3.4.5. However, some screen shots of data analysis were added

for completeness.
4.2 INITIAL TESTING FINDINGS

Initial testing of the project was proposed as it was anticipated that difficulties may
occur in the implementation of the hardware and software configurations to be used
during the research testing phase. The main goal of initial testing was to assess the
implementation of the proposed system design of the selected encryption tools and their
robustness and performances in the cloud simulation. In order to ultimately evaluate the
capabilities of the selected encryption tools, it was essential firstly to perform initial
testing on the lab controlled desktop environment. Following this, the encryption tools
were then subjected to a range of testing to ensure its robustness and performances on
the single desktop environment, such as successful rate of encrypting and decrypting
sample files.

Once the initial testing of the existing system had been shown to be in order,
Phase Two of initial testing, this time incorporating a single virtual machine was then
conducted. Data generated using the same methodologies to the initial testing on the
single desktop. Different features and functionalities of the selected encryption tools
were examined and tested to develop a stabilised design, which could be used and relied

on, for the final stage of the research testing.
4.2.1 Phase One: Testing of Selected Encryption Tools

Phase One is the initial stage of the purposed experiment. Once the selected encryption
tools were installed on the desktop, their features and performances were examined in
order to establish clear understanding about their capabilities. Also, “Encryption Data”
and “Decryption Data” were collected at this stage. Together with “Original Data”, they
served as baseline to be compared with data collected at later phases of the experiment.
Section 4.2.1 discusses the tests conducted on Phase One of the experiment; and finings

derived from the collected as well as any observations during the tests.
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4.2.1.1 Phase One Experiment Process

Phase One, the first stage of initial testing involved encrypting and decrypting the
sample files using the selected encryption tools on a single desktop environment. The
total of 35 sample files were created and stored on an external hard drive. MD5 & SHA
Checksum Utility was then used to calculate hash values for these files. The Original
data were generated when files were created. Later, they were copied to a table.
Appendix 1 and 2 show screenshots and tabled “Original Data”.

Each of the selected encryption tools was used to encrypt the sample files. The
“Secret Key” used for AESCrypt and AxCrypt encryption and decryption functions were
such that it contained 10 strings of 9 letters in alphabetical order padded with one Arabic
numbers from 1 to 9 in ascending order staring with 1. The first eight letters were lower
case. The ninth was upper case. For example, the “Secret Key” used to encrypt and
decrypt “Encase File Sample 1.Ex01”, which is the first sample file, was that
“abedefghll”. The “Secret Key” used to encrypt and decrypt “Encase File Sample
2.ex01”, which is the second sample file, was that “jklmonpgR2”. Table 4.1 shows the
“Secret Key” used for the first 10 sample files by AESCrypt and AxCrypt.

Table 4.1: The “Secret Key” Used for the First 10 Sample Files by AESCrypt and

AXxCrypt.

File Name Secrete Key
Encase File Sample 1.Ex01 abcdefghll
Encase File Sample 2.ex01 jklmnopgR2
Encase File Sample 3.E01 stuvwxyzA3
Excel Sample File 1.xls bcdefghil4
Excel Sample File 2.xls kimnopqgrS5
Excel Sample File 3.xls tuvwxyzaB6
Excel Sample File 4.xls cdefghijK7
Excel Sample File 5.xls ImnopqrsT8
Graphic Image Sample 1.jpg uvwxyzabC9
Graphic Image Sample 2.jpg defghijkL1
Graphic Image Sample 3.jpg mnopqrstU2

On the other hand, the maximum key length that AESTool allows, is only 64 bit

hexadecimal digit. Hence, for the simplicity of the experiment the all “Secret Key” used
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to encrypt and decrypted sample files by AESTool, are the same, which is “ABCDEF1”,
demonstrated by Table 4.2. The same “Secret key” was used for encryption and

decryption for each sample files throughout the experiment.

Table 4.2: The “Secret Key” Used for the First 10 Sample Files by AESTool.

File Name Secrete Key
Encase File Sample 1.Ex01 ABCDEF1
Encase File Sample 2.ex01 ABCDEF1
Encase File Sample 3.E01 ABCDEF1
Excel Sample File 1.xls ABCDEF1
Excel Sample File 2.xls ABCDEF1
Excel Sample File 3.xls ABCDEF1
Excel Sample File 4.xls ABCDEF1
Excel Sample File 5.xls ABCDEF1
Graphic Image Sample 1.jpg ABCDEF1
Graphic Image Sample 2.jpg ABCDEF1
Graphic Image Sample 3.jpg ABCDEF1

The “Encrypted Data” were collected and copied into a tabular form. After being
successfully encrypted by each selected encryption tools, the sample files were
decrypted by the same encryption tool. The “Decrypted Data” hence were created and
used to check against the “Original Data”, in order to evaluate the performance of all the
selected encryption tools. Appendices 3 to 11 show screenshots and tabled “Encrypted

Data” and “Decrypted Data” for each encryption tool used, respectively.
4.2.1.2 Phase One Experiment Findings

The results (please refer to Appendices 3 to 11) from Phase One, showed several
findings. Firstly, AEScrypt was able to encrypt and decrypt all sample files. That is both
successful encryption and decryption rates are 100 per cent regardless of file type. This
can be verified by comparing MD5 values and SHA-1values of the original sample files
and the recovered files decrypted using AESCrypt.

Secondly, each time when AEScrypt was used to encrypt or decrypt files, the

timestamp of the file was changed, as showed in Table 4.3 and 4.4.
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Table 4.3: Timestamps of the Original Sample Files and AESCrypt Encrypted Files.

File Name Timestamp Timestamp File Name
Encase File Sample 1.Ex01 29/06/2011 10:29 a.m. 13/02/201402:56 p.m.  |Encase File Sample LEx0L.aes
Encase File Sample 2.ex01 28/11/2012 03:06 p.m. 13/02/201402:58 p.m.  |Encase File Sample 2.ex01.2es
Encase File Sample 3.E01 04/04/2013 08:48 p.m. 13/02/201402:59 p.m. |Encase File Sample 3.E0L.aes
Excel Sample File 1xls 16/05/2013 08:41 a.m. 13/02/201403:22 p.m. |Excel Sample File 1.xbs.aes
Excel Sample File 2.xls 17/06/2005 11:38 a.m. 13/02/201403:22 p.m. |Excel Sample File 2.xks.aes
Excel Sample File 3.xls 17/06/2005 11:39 a.m. 13/02/201403:23 p.m. |Excel Sample File 3.xks.aes
Excel Sample File 4.xls 17/06/2005 11:40 a.m. 13/02/201803:23 p.m.  |Excel Sample File 4. xls.aes
Excel Sample File 5.xls 17/06/2005 11:41 a.m. 13/02/201803:23 p.m.  |Excel Sample File 5.xk.aes
Graphic Image Sample Ljpg  |08/02/2008 03:44 p.m. 13/02/201403:24 p.m. | Graphic Image Sample 1jpg.aes
Graphic Image Sample 2.jpg  |22/01/2014 11:12 a.m. 13/02/201403:24 p.m.  |Graphic Image Sample 2.jpg.aes
Graphic Image Sample 3.jpg  |22/01/2014 11:13 a.m. 13/02/201803:25 p.m.  |Graphic Image Sample 3.jpg.aes

Table 4.4: Timestamps of AESCrypt Encrypted Files and Recovered Files.

File Name Timestamp Timestamp File Name
Encase File Sample LEx0L.aes 13/02/201402:56 p.m. 13/02/201405:14 p.m.  |Encase File Sample 1.Ex01
Encase File Sample 2.ex01.2es 13/02/201402:58 p.m. 13/02/201405:32 p.m.  |Encase File Sample 2.ex01
Encase File Sample 3.E0L.aes 13/02/201402:59 p.m. 13/02/201405:33 p.m.  |Encase File Sample 3.E01
Excel Sample File Lxls.aes 13/02/201403:22 p.m. 13/02/201405:33 p.m.  |Excel Sample File Lxks
Excel Sample File 2.xls.aes 13/02/201403:22 p.m. 13/02/201405:33 p.m.  |Excel Sample File 2.xls
Excel Sample File 3.xs.aes 13/02/201403:23 p.m. 13/02/201405:34 p.m.  |Excel Sample File 3.xls
Excel Sample File 4.xls.3es 13/02/201403:23 p.m. 13/02/201405:34 p.m.  |Excel Sample File 4.xls
Excel Sample File 5.xls.aes 13/02/201403:23 p.m. 13/02/201405:34 p.m.  |Excel Sample File 5.xls
Graphic Image Sample 1.jpg.aes 13/02/201403:24 p.m. 13/02/201405:35 p.m.  |Graphic Image Sample 1.jpg
Graphic Image Sample 2.jpg.aes 13/02/201403:24 p.m. 13/02/201405:35 p.m.  |Graphic Image Sample 2.jpg
Graphic Image Sample 3.jpg.aes 13/02/201403:25 p.m. 13/02/201405:35 p.m.  |Graphic Image Sample 3.jpg

Thirdly, when AESCrypt encrypting the sample files, it only add very small amount

meta- data to the original files. The sizes of encrypted files almost had no changes at all

comparing to the original files. Table 4.5 illustrates this.
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Table 4.5: File Sizes of AESCrypt Encrypted Files and Original Sample Files.

Encase File Sample 1.Ex01 849,671 KB 849672 KB |[Encase File Sample 1.Ex0l.aes
Encase File Sample 2.ex01 879,889 kB B79,890 KB |Encase File Sample 2.ex01.aes
Encase File Sample 3.E01 556 KB 556 KB Encase File Sample 3.E01.aes
Excel Sample File 1.xls 36 KB 36 KB Excel Sample File 1.xls.aes
Excel Sample File 2.xls 148 KB 149KB Excel Sample File 2.xls.aes
Excel S5ample File 3.xls 69 KB B9 KB Excel Sample File 3.xls.aes
Excel Sample File 4.xls 189 KB 190 KB Excel Sample File 4.xls.aes
Excel Sample File 5.xls 89 KB B9 KB Excel Sample File 5.xls.aes
Graphic Image Sample 1.jpg 31 KB 31KB Graphic Image Sample Ljpg.aes
Graphic Image Sample 2.jpg 16 KB 16 KB Graphic Image Sample 2.jpg.aes
Graphic Image Sample 3.jpg 10KB 10KB Graphic Image Sample 3.jpg.aes
Graphic Image Sample 4.jpg 8KB B KB Graphic Image Sample 4.jpg.aes
Graphic Image Sample 5.jpg 17 KB 17 KB Graphic Image Sample 5.jpg.aes
Graphic Image Sample 6.jpg 57 KB 58 KB Graphic Image Sample 6.jpg.aes

Fourthly, AESCrypt was able to perform basic access control security functions. Such
that user could not open the encrypted files without entering correct secret key. Figure
4.2 shows an error message when user trying to open a file encrypted by AESCrypt
without entering secret key. Figure 4.3 shows an error message when user trying to open
a file encrypted by AESCrypt with incorrect secret key.

Decrypting...
C:\UzershtgiBb28hDezkiopiD ata FileshT ext
Document Sample 3.tk aes

Unable to open cutput file Ch\Usersitg8528%Desktop’Data Files\ Text Document
Sample 3.t
The file exists,

Figure 4.2: Error Message Of Not Entering AESCrypt Secret Key.
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Decrupting...

C:hUzershhg@s23sDezkiopiD ata FileshText
Document Sample 5.t aes

|
Cancel

Error in file Ch\Users\tg 8528\ Desktopt Data Files\Text Document Sample 5.bd.aes
Message has been altered or password is incorrect

Figure 4.3: Error Message of Entering Incorrect AESCrypt Secret Key.

Fifthly, when AESCrypt performed encryption/decryption on an original sample file, the
file remained unchanged; an encrypted/decrypted version of the file was created instead.
The advantage of such feature is that it ensures the sample evidence files are untouched.
Hence, it preserves data integrity. The disadvantage is that, once the original sample is
encrypted and then decrypted by AESCrypt, the duplicated copy will occur. Hence, it
may require users extra resources to manage duplicated copy with cautions. Otherwise,
evidence data files may be tampered; or chain-of-custody may be compromised.
Consequently, data confidentiality and availability may be breached.

Similar to AESCrypt, AxCrypt was also able to encrypt and decrypt all the
sample files 100 per cent. However, in contrast, AXCrypt only altered the timestamp
when it encrypted the original sample file; since it was time when the encrypted files
were created. Yet, when the files were decrypted, the timestamps of the recovered files
were same as the timestamps of the original files. This can be showed in Table 4.6 and

4.7. Such feature enables digital forensic investigator to keep track of when evidence
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data is access last time and when the evidence data is encrypted. Subsequently, it allows

digital forensic investigators to meet chain-of-custody requirement.

Table 4.6: Timestamps of the Original Sample Files and AxCrypt Encrypted Files.

File Name Timestamp Timestamp File Name
Encase File Sample 1.Ex01 29/06/2011 10:29 a.m. 13/02/2014 06:59 p.m. | Encase File Sample 1-Ex0L.axx
Encase File Sample 2.ex01 28/11/2012 03:06 p.m. 13/02/2014 07:00p.m. | Encase File Sample 2-ex0L.axx
Encase File Sample 3.E01 04/04/2013 08:48 p.m. 13/02/2014 07:00p.m. |Encase File Sample 3-E0L.axx
Excel Sample File 1xls 16/05/2013 08:41 a.m. 13/02/2014 07:01 p.m.  |Excel Sample File 1-xls.axx
Excel Sample File 2.xls 17/06/2005 11:38 a.m. 13/02/2014 07:01 p.m. |Excel Sample File 2-xls.axx
Excel Sample File 3.xls 17/06/2005 11:39 a.m. 13/02/2014 07:02 p.m.  |Excel Sample File 3-xls.axx
Excel Sample File 4.xls 17/06/2005 11:40 a.m. 13/02/2014 07:02 p.m.  |Excel Sample File 4-xls.axx
Excel Sample File 5.xls 17/06/2005 11:41 a.m. 13/02/2014 07:02 p.m.  |Excel Sample File 5-xls.axx
Graphic Image Sample Ljpg  |08/02/2008 03:44 p.m. 13/02/2014 07:03 p.m. | Graphic |mage Sample 1-jpg.axx
Graphic Image Sample 2.jpg  |22/01/2014 11:12 a.m. 13/02/2014 07:03 p.m. | Graphic |mage Sample 2-jpg.axx
Graphic Image Sample 3.jpg  |22/01/2014 11:13 a.m. 13/02/2014 07:03 p.m. | Graphic |mage Sample 3-jpg.axx

Table 4.7: Timestamps of AXCrypt Encrypted Files and Recovered Files.

File Name Timestamp Timestamp File Name
Encase File Sample 1.Ex01 29/06/2011 10:29 a.m. 13/02/2014 06:58 p.m. | Encase File Sample 1-Ex01.axx
Encase File Sample 2.ex01 28/11/2012 03:06 p.m. 13/02/2014 07:00p.m. | Encase File Sample 2-ex01.axx
Encase File Sample 3.E01 04/04/2013 08:48 p.m. 13/02/2014 07:00p.m. | Encase File Sample 3-E0L.axx
Excel Sample File 1.xls 16/05/2013 08:41 a.m. 13/02/2014 07:01 p.m.  |Excel Sample File 1-xls.axx
Excel Sample File 2 xls 17/06/2005 11:38 a.m. 13/02/2014 07:01 p.m. | Excel Sample File 2-xls.axx
Excel Sample File 3.xls 17/06/2005 11:39a.m. 13/02/2014 07:02 p.m. | Excel Sample File 3-xls.axx
Excel Sample File 4.xls 17/06/2005 11:40 a.m. 13/02/2014 07:02 p.m.  |Excel Sample File 4-xls.axx
Excel Sample File 5.xls 17/06/2005 11:41 a.m. 13/02/2014 07:02 p.m. |Excel Sample File 5-xls.axx
Graphic Image Sample 1.jpg 08/02/2008 03:44 p.m. 13/02/2014 07:03 p.m. | Graphic | mage Sample 1-jog.am
Graphic Image Sample 2.jpg 22/01/2014 11:12 a.m. 13/02/2014 07:03 p.m. | Graphic |mage Sample 2-jog.am
Graphic Image Sample 3.jpg 22/01/2014 11:13 a.m. 13/02/2014 07:03 p.m. | Graphic |mage Sample 3-jog.am

Unlike AESCrypt adding meta-data to the encrypted files, when performing encryption,
AXCrypt also compressed the data files. The sizes of Encase files were slightly
increased. The amount of increase data was same as the file encrypted by AESCrypt.
The sizes of JPG, PNG and PDF files were remaining unchanged. Comparing with the
original sample files, the size of Microsoft Excel and Word Document files were
dramatically reduced. Even the sizes of Text Document files did not change, and files
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sizes was same as the file sizes encrypted by AESCrypt; but in the author’s opinion that
it may due to the fact that the sample of Text Document files have relatively small size.
Therefore, it was unable to show the differences of sizes after the files being encrypted
and compressed by AxCrypt. Thus, it showed that AXCrypt had better compression
results than AESCrypt. This can be illustrated by Table 4.8.

Table 4.8: File Sizes Comparison of AXCrypt and AESCrypted Encrypted Files

File Name Size Size File Name

Encase File Sample 1-Ex01.axx 849,672 KB 849672 KB  |Encase File Sample 1.Ex01.zes
Encase File Sample 2-ex01.axx 879,890 KB 879,890 KB |Encase File Sample 2.ex01.zes
Encase File Sample 3-E01.axx 556 KB 556 KB Encase File Sample 3.E01.aes
Excel Sample File 1-xls.axx KB 36 KB Excel Sample File 1.xls.aes

Excel Sample File 2-xls.axx 32 KB 149 KB Excel Sample File 2.xls.aes

Excel Sample File 3-xls.axx 20 KB 69 KB Excel Sample File 3.xls.aes

Excel Sample File 4-xls.axx 2918 190 KB Excel Sample File 4.xls.aes

Excel Sample File 5-xls.2xx 17 KB 89KB Excel Sample File 5.xls.aes

Word Document Sample 1-doc.axx |6 KB 22 KB Word Document Sample 1.doc.aes
Word Document Sample 2-doc.axx |6 KB 22 KB Word Document Sample 2.doc.aes
Word Document Sample 3-doc.axx |6 KB 22 KB Word Document Sample 3.doc.aes
Word Document Sample 4-doc.axx |6 KB 22 KB Word Document Sample 4.doc.aes
Word Document Sample 5-doc.axx |6 KB 22 KB Word Document Sample 5.doc.aes

In addition, AxCrypt was also able to perform basic security functions to ensure data
confidentiality. Figure 4.4 shows an error message when incorrect secret key used when
unauthorised person trying to open a file encrypted by AxCrypt.

AxCrypt 1.7.3156.0 [ x )

Encase File Sample 1-Ex01l.axx

Invalid passphrase! Please re-enter

Key-File

-]

[ | Remember this for decryption
[ Use as default for encryption

[ Ok ] [ Cancel ]

¥ecrets - On Line Password Manager

Figure 4.4: AXxCrypt Error Message of Incorrect Secret Key.
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Another AxCrypt feature is that it cannot perform encryption function on an open file. It
may seem very trivial. However, it maintains the integrity of evidence data to allow
digital investigators to meet chain-of-custody requirement. Figure 4.5 shows the error

message.

AxCrypt 1.7.3156.0

./.._

% An error occurred when security wrapping

'@ PDF Sample 1.pdf.

The process cannot access the file because it is
being used by another process.

Figure 4.5: AxCrypt Error Message of Encrypting an Opening File.

After finishing encrypting file, by default AxCrypt will erase the original file.
Comparing with AESCrypt, the advantage of such feature is that there will no duplicated
copies occur. Hence, it does not require extra resources to manage duplicated copy with
cautions. Evidence data files will not be tampered. Nor chain-of-custody will be
compromised. Consequently, data confidentiality and availability may be ensured. On
the other hand, in order to preserve evidence data, it requires a digital forensic

investigator to make an extra copy of the original evidence data.

AxCrypt 1.7.3156.0 =ik =)

AxCrypt 1.7.3156.0

C:\Users'\tgi8528\Desk...\Encase File Sample 1.Ex01 C\Users {8528\ Desk, \E Fie Samole 1601

Encrypting Shredding

Figure 4.6: AxCrypt Encrypting and Shredding Process.
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Another great feature of AxCrypt discovered by the author during Phase One of the
experiment was that before AxCrypt decrypted the files, it performed file integrity check
by calculating and verifying HMAC hash value of the encrypted files. Thus, extra
method was used to ensure the data security and privacy preserving. This is

demonstrated in Figure 4.7.

AxCrypt 17.31560 bl RS | ((pcrypt 1731560 1
C:\Users\tgj8528\Desk...\Encase File Sample 1.Ex01 C:\Users\tgi8528\...\Encase File Sample 1-Ex01.axx
Calculating integrity checksum (HMAC) Decrypting

Figure 4.7: AxCrypt Verifying and Decrypting Process.

Like both of AESCrypt and AxCrypt, AESTool was also able to encrypt and decrypt all
the sample files 100 per cent. Also, same as AESCrypt, each time when AESTool used
to encrypt or decrypt files, the timestamp of the file was altered. Unlike AESCrypt and
AXCrypt, after being encrypted by AESTool, the file sizes were increased dramatically
(please refer to Appendix 4, 7 and 10). Though AESTool is a relatively simple
encryption tool, it is still able to provide basic security function, showed in Figure 4.8.

Tool

D ecrypt a file

— Kep [at most B4 hesadecimal digits (0. 1.2 .. 8. 9 A B.C. D E.F]]
i* Show password i Hide passwaord

|E~ EE E&

— Input file
|Desktop\.D rigirmal Samlple D ata FilestEncase File Sample 1. ass Search... I

Output format

= Selfextracting and encrypted £ Encrepted

D ecrypt I

AES-Tool 2.5.1 [CAUsers\igi852

. Wrong key or file CiUsersitgj8528'\DesktophOriginal Samilple Data
;ll.. FilesEncase File Sample 1.aes corrupt.

Figure 4.8: AESTool Error Message of Incorrect Secret Key.
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Table 4.9: the Selected Encryption Tools Features Comparison.

Data Duplicated File Timestamp Key Decryption

Compression Copies Shredding Changing Strength  Verification

Strong

AESCrypt Average

AxCrypt Good No Yes No Strong Yes

AESTool Bad Yes No Yes Average No

From the above table, it is concluded that AxCrypt has the overall best performance
results and provides the best security features amongst all the selected encryption tools.

4.2.2 Phase Two: Testing of Encryption Tools on Single VM (VML)

After the initial evaluation conducted on the selected encryption tools on Phase One, a
single virtual machine was created and added to the existing system. The purpose of
adding a single virtual machine was to evaluate the robustness and performance of the
selected encryption tools in a lab controlled cloud simulation environment, ultimately to

answer asserted main research question.
4.2.2.1 Phase Two Experiment Process

Followed the proposed research model in 3.3.1, each of encrypted files created in Phase
One by the selected encryption tools, were copied to the file directory in VM1 which
had a remote connection with the desktop used in the experiment. Thus, Stored Data”
were created. This is showed in Figure 4.9.

Later, the files stored on VM1 were retrieved back to the desktop. Hence,
“Retrieved Data” were generated. Accordingly, the encryption tools were used once
again to decrypt the files. “Recovered Data” were produced.

In order to precisely and accurately evaluate robustness and performance of
selected encryption tools, there were several comparisons made, such as “Encrypted
Data” was compared with “Retrieved Data”; and “Original Data was compared with

“Recovered Data”.

95
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@@=| » Computer b Local Disk (C:) » Shared » « [ #2 | [ Search sharea

Organize « Include in library = Share with + New folder

‘v Favorites Mame

BNl Desktop AESCrypt Encryption Data Files
i Downloads AESTool Encryption Data Files
Zl Recent Places [ test

= Copying...

al Libraries

5 Documents Copying "AxCrypt Enc.\Encase Fil_
& Music

ictures
v

To 'C:\Shared
About 2 Minutes and 15 Seconds remainin g

Figure 4.9: AxCrypt Encrypted Files Copied to VML1.

4.2.2.2 Phase Two Experiment Findings

The collected data (please refer to Appendix 12-20) generated from Phase Two, showed
that all the selected encryption tools were able to recovered all the encrypted files
respectively, without losing any data when encrypted files were stored and retrieved
from a single virtual machine environment. Hence, it shows that all the selected
encryption tools are reliable to provide high level data security and privacy preserving
for digital forensic investigation evidence data stored on and retrieved from a single

virtual machine of the cloud simulation environment. It is shown in Figure 4.10.

Successful Decryption Rate in Single VM Environment

100%

80% -

60% -

m Successful Decryption Rate
40% -

20% -

0% T T 1
AESCrypt AxCrypt AESTool

Figure 4.10: The Selected Encryption Tools Successful Decryption Rate in Single VM

Environment.
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4.3  STABILISED TESTING FINDINGS

Initial testing during Phase One and Phase Two revealed a number of conclusions from
the data analysis and provided reasonable grounds on which to base the final stabilised
research design of the proposed study. The implementation and subsequent testing of the
stabilised virtual environment of the cloud simulation is now outlined in the following
sections. Firstly, in Phase Three, two virtual machines were used to evaluate robustness
and performances of the selected encryption tools. The testing methodologies were again
drawn from initial testing results and analysis. Finally, in Phase Four, the more
complicated testing scenarios were developed. The selected encryption tools were
evaluated according to their robustness and performances against data relocation and

distribution in the cloud simulation
4.3.1 Phase Three: Testing of Encryption Tools on Double VMs

In Phase Three another virtual machine was created and added to the existing testing
environment. The extra element allowed the author to test the robustness and
performances of the selected encryption tools against data relocation and distribution in

simple setup of the cloud simulation environment.
4.3.1.1 Phase Three Experiment Process

Following the proposed research model in 3.3.1, each of encrypted files created in Phase
One by the selected encryption tools, were copied to file directory in VM1 which had
remote connection with the desktop used in the experiment. Thus, “Stored Data” on
VM1 were created. The encrypted files were copied to VM2, which also had remote
connection with the desktop. Hence, “Store Data” on VM2 were generated. Later, these
files were retrieved back to the desktop from VM2. Subsequently, “Retrieved Data”
were produced. Finally, the selected encryption tools were used to decrypt the retrieved
files. If it was successful, then the files were recovered. Hence, “Recovered Data” were
originated.

After the data generated from this phase, were collected and copied to tabular
form, several comparisons were made, such as “Stored Data” on VM1 and VM2,
“Encrypted Data” was compared with “Retrieved Data” from VM2; and “Original Data
was compared with “Recovered Data” for each selected encryption tool, respectively.
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4.3.1.2 Phase Three Experiment Findings

First the results showed that the system clocks of two VMs had one hour elapse. The
system clock on VM2 is one hour before VM1, showed in Figure 4.11. VM1’s system
clock was same as the desktop’s, illustrated in Figure 4.12. Hence, the timestamps of
encrypted files stored on VM2 was one hour before the timestamps of encrypted files
stored on VM1 and on desktop.

¥ zhuang10 - 10.10010.10 - Remate Connecti =l

@Qvl <« Local Disk (C) » Shared » AxCrypt Encryption Data Files [ %2 ][ Search axCrypt Encryptio

Organize | | Open Share with Mew folder

=
R

. Narne
- Favorites

B Desktop || Encase File Sample 1-Bx01.am0c
4 Downloads || Encase File Sample 2-ex01.axx
= Recent Places L Encase File Sample 3-E01.axc

I Excel Sample File 1-xls.ac

= Libraries

3 Documents

|| Excel 5ample File 2-xls.axc
|| Excel 5ample File 3-xls.axc
& Music | Excel Sample File 4-xs.axx
=] Pictures || Excel Sample File 5-xls.axc

i,

@-u=| » Cornputer » Local Disk (C) » Shared » AxCrypt Encryption Data Files - ‘ + | [ 5earch AxCrypt £
Organize » Include in library « Share with = MNew folder
¢ Favorites i Hame : Diate modified Type Size
B Desktop Encase File Sample 1-Ex0Laxx 13/02/2014 5:59 p... A3 File 849,672 KB
4 Downloads Encase File Sample 2-ex0law 1370242014 600 o, SOCCFile 870,890 KB

< Recent Places || Encase File Sample 3-E0L.axx 13/02/2014 6:00p....  AXFile 356 KB

|| Excel Sample File 1-xs.am¢ 13/02/2014 f:D1p...  2OOCFile 9KB

4 Libraries || Excel Sample File 2-xs.a:02 13/02/2014 &0l p... AXFile 32KE

3 Docurments || Excel Sample File 3-xls.axx 1370272014 6:02 p....  AXTCFile 20 KB
@' Music || Excel Sample File 4-xds.a:e 13/02/2014 &02 p.. AXFile 20 KB I
(=) Pictures || Excel Sample File S-xs.ax 13/02/2014 602 p.. AN File 17 kB I

B videos || Graphic Image Sample 1-jpg.sx 13/02/2014 6:03 p... E0CFile 19 KB

| Graphic Image Sarmple 2-jpg.ax 13/02/2014 603 p.. A00KFile 17 KE

M Computer || Graphic Image Sample 3-jpg.ax 13/02/2014 6:03 p...  AXKFile 10KE

Figure 4.11: System Clock Comparison of VM1 and VM2.

However, when the encrypted files were fetched from VM2 to the desktop, the
timestamps of the encrypted files were changed back to the original timestamps of when
the encrypted files were created on the desktop (please refer to Appendix 6, 7 and 27).

Even in this case, the examples used are the files encrypted by AxCrypt; yet it applies to
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all the files encrypted by AESCrypt and AESTool in the experiment (please refer to
Appendix 3, 4 and 23 for the files encrypted by AESCrypt as well as Appendix 9, 10 and

31 for the files encrypted by AESTool, respectively).
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/' Encase File Sample 1-Ex01
¢ Encase File Sample 2-ex(1

¢ Encase File Sample 3-E01 13/02/2014 7:00 p.m. AxCrypt Encrypted Fi 556 KB
¢ Excel Sample File 1-xls 13/02/2014 7:01 p.m. AxCrypt Encrypted Fi 9 KB
¢ Excel Sample File 2-xls 2014 7:01 p.m. AxCrypt Encrypted Fi 32 KB
¥ Excel Sample File 3-xls AxCrypt Encrypted Fi 20 KB
i Excel Sample File 4-xls AxCrypt Encrypted Fi 29 KB
¢ Excel Sample File 5-xls 13/02/2014 7:02 p.m. AxCrypt Encrypted Fi 17 KB
¢ Graphic Image Sample 1-jpg 014 7:03 p.m. AxCrypt Encrypted Fi 19 KB
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Figure 4.12: Screenshot of AxCrypt Encrypted Files’ Timestamps on Desktop.

Such a dilemma will make a digital investigator to unsure whether or not the differences
of the file timestamps shown on the cloud and the file timestamps from the last access,
are due to the cloud environment setup; or unauthorised access actually occurred.
Therefore, it is important for digital forensic investigator and the cloud vendor to ensure
the system clocks of the cloud and workstation are exactly same. This can be done by
explicitly including this requirement in service level agreement (SLA) when signing
contract with the cloud vendor.

Another finding is that file type and size remained unchanged when the
encrypted file was relocated and distributed between VM1 and VM2. Hence, we can
conclude that there was no data compression occurred during data relocation and
distribution between the two VMs.

The collected data (please refer to Appendices 12 to 20) generated from Phase
Three, showed that all the selected encryption tools were able to recovered all the

encrypted files respectively, without losing any data when the encrypted files were
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stored on VM1 and retrieved from VM2. Hence, it shows in Figure 4.13 that all the
selected encryption tools are reliable to retain data integrity against data relocation and

distribution between two virtual machines of the cloud simulation environment.

Successful Decryption Rate in Double VMs Environment

100% -

80% -

60% -

m Successful Decryption Rate
40% -

20% -

0% . .
AESCrypt AxCrypt AESTool

Figure 4.13: The Selected Encryption Tools Successful Decryption Rate in Double VMs

Environment.

4.3.2 Phase Four: Testing of Encryption Tools on Circled VMs

Phase Four involved testing the reliability and performances of selected encryption tools
on a more complicated level against data relocation and distribution in the cloud

simulation environment formed by the two virtual machines.
4.3.2.1 Phase Four Experiment Process

As discussed in 3.3.1, each of encrypted files created in Phase One by the selected
encryption tools, were copied to VM1 which had remote connection with the desktop
used in the experiment. Thus, “Stored Data” on VM1 were created. The encrypted files
were then copied to VM2, which also had remote connection with the desktop. Hence,
“Store Data” on VM2 were generated. Again, the encrypted files stored on VM2 were
copied back to VML1. Later, these files were retrieved back to the desktop from VML1.

Subsequently, “Retrieved Data” were produced. Finally, the selected encryption tools
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were used to decrypt the retrieved files. If it was successful, then the files were
recovered. Hence, “Recovered Data” were originated.

After the data collected from this phase, were copied to tabular form, several
comparisons were made, such as “Stored Data” on VM1 and VM2; “Encrypted Data”
was compared with “Retrieved Data” from VMI; and “Original Data was compared

with “Recovered Data” for each selected encryption tools, accordingly.
4.3.2.2 Phase Four Experiment Findings

The collected data (please refer to Appendix 33-47) originated from Phase Four, showed
several results. First, that all the selected encryption tools were able to recover all the
encrypted files respectively, without losing any data when encrypted files were stored on
VML, relocated to VM2, copied back to VM1 and retrieved from VML1. This can be
verified by comparing the MD5 value and SHA-1 value of recovered files and the
original files (please refer to Appendix 2, 37, 42 and 47 for each encryption tools).
Hence, it shows that in Figure 4.14 all the selected encryption tools are reliable enough
against data relocation and distribution between two virtual machines of the cloud

simulation environment.

Successful Decryption Rate in Circled VMs Environment

100% -
90% -
80% -
70% -
60% -
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0% T T T

AESCrypt AxCrypt AESTool

Figure 4.14: The Selected Encryption Tools Successful Decryption Rate in Circled VMs

Environment.
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The results also showed that encrypted files remained unchanged through the data
relocation and distribution process of the experiment. Thus, it showsthat the proposed
system does not alter the stored files. The virtual environment of the cloud simulation
behaves just like a local storage. Thus, the hypotheses suggested in Section 3.2 are
proved to be correct.

44  CONCLUSION

Chapter 4 has covered the reporting, analysing and presentation of the research findings
discovered during the research testing phases. Variations to the originally proposed
research system design (Section 3.3) and data requirements (Section 3.4) were outlined
and discussed in order to clarify specific changes made to the proposed testing
methodology. Initial testing was then conducted. The selected encryption tools were
evaluated on a single networked desktop in a laboratory controlled environment (Phase
One), followed by the implementation a single virtual machine to simulate the cloud
environment. Again, the selected encryption tools were tested under such environment
(Phase Two). Initial testing discovered that the selected encryption tools were sufficient
to preserve data integrity for digital forensic investigation evidence data stored in single
virtual machine cloud simulation environment. The recovery rate of all the selected
encryption tools for decrypting the encrypted files stored on single virtual machine was
100 per cent. Stabilised testing was next undertaken (Phase Three and Phase Four)
involving relocating, distributing the encrypted files between two virtual machines and
retrieved back to desktop.

Key findings included that all the selected encryption tools were reliable enough
to provide high data security and privacy preserving for the sample files stored on the
cloud simulation environment against data relocation and distribution. Yet, the collected
data showed that AxCrypt had the best security features and performance results overall.
The findings showed the hypotheses suggested in Section 3.2 to be correct. Ultimately,

they answered the main and sub research questions.
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Chapter Five

RESEARCH DISCUSSION

5.0 INTRODUCTION

Chapter 4 reported the significant findings achieved from each phase of research testing.
The purpose of proposing a research methodology and then performing the various
different phases of testing was to investigate the robustness and performances of the
selected encryption tools to provide a high level data security and to preserve data
privacy for digital forensic investigation evidence data stored in the cloud. Chapter Five
will now form a discussion of the research findings for each testing phase so the
significance of the results can be evaluated relating to and in association with the
discipline area. Furthermore, the findings will be linked to the discussion to provide
assurance when evaluating the research methodology, results achieved and conclusions
drawn.

To begin, Section 5.1 will present the previously developed research questions
(Section 3.2) in a tabled format. Each question will be answered and discussed in terms
of the asserted hypotheses. Arguments will be made for and against the hypotheses and a
summary made of the outcome. Following the tabulated questions, the findings of the
research will then be discussed in detail in Section 5.2. The reason is to thoroughly
evaluate the results, the purposed research design and why the results are important for
the growth of knowledge in the realm of using encryption software to maintain data
security and preserve privacy of digital forensic investigation evidence data stored in the
cloud. In Section 5.3, the knowledge gained from the research conducted will be used to
develop recommendations to further promote using modern algorithms to provide data
security for the evidence data stored in the cloud environment. The chapter concludes
with Section 5.4 in which the knowledge gained from the research conducted will be
used to develop recommendations from the writer outlining the best practices and testing
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methodologies to further promote using encryption software to protect evidence data
stored in the cloud.

5.1 EVIDENCE FOR RESEARCH QUESTION ANSWERS

The main question and the following sub-questions were developed from both the
literature review (Chapter 2) and the study of similar research cases (Section 3.1). The
research questions will now be set out and answered in a table format. The table will be
headed by each question asked, followed by the hypothesis as first outlined in the
research methodology (Section 3.2). The asserted hypothesis given is a brief theoretical
explanation using the knowledge gathered from the literature reviewed at the outset of
the research project. The table will then present both the arguments for and the
arguments against the hypotheses made, based on the findings of the research testing
phases and technical knowledge learnt. The arguments for, will be those that find in
support of, or prove the hypothesis, while arguments against, will refute or disprove the
offered hypothesis. Reference will be made to specific findings to substantiate the
statements providing rational reasoning for each argument. At the end of each table, a
brief summary of the research questions and tested hypothesis will be given in order to

accept, reject or be found as indeterminate based on the findings achieved.
5.1.1 Main Research Question and Associated Hypothesis

The main research question was developed to provide a specific goal for the research
testing phases and to concentrate testing on a particular area. The main research question
was: Can encryption algorithms be used to preserve its privacy during digital forensic
investigation lifecycle to meet court admissibility requirements, once it is stored in the
cloud?

In order to answer the proposed research question several phases of testing were
proposed and conducted. The cloud simulation was created and subjected to various
testing to determine the robustness and performances of selected encryption tools in
providing data security and privacy preserving for digital forensic investigation evidence

data stored on the cloud.
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Table 5.1 displays the main research question, the associated hypothesis, augments for

and against are made and a summary of the tested hypothesis is given.

Table 5.1: Main Research Question and Tested Hypothesis.

Main Question: Can modern encryption algorithms be used to preserve its

privacy during the digital forensic investigation lifecycle to meet court

admissibility requirements, once it is stored in the cloud?

Main Hypothesis:

That a system designed to apply modern encryption algorithms can maintain and

preserve privacy on the evidence data to meet forensic investigation principles,

when the data is stored in the cloud.

ARGUMENT FOR:

The selected encryption tools were
able to provide data security and
privacy preserving for the sample files

on the cloud simulation.

All the selected encryption tools have

security feature to prevent

unauthorised access of encrypted files.

All encryption tools implement AES
algorithm, which has been approved to

be secure (see Section 2.5).

Once the sample files were encrypted
by the selected files, they were passed
to the cloud virtual simulation. The

files were then relocated and

ARGUMENT AGAINST:

The purposed research design was a
relatively simple cloud simulation. It
did not truly reflect the complicity of
cloud in terms of data

the real

relocation, distribution and

compression.

All encryption algorithms are subject to

brute-force attack.

The encryption tools were not tested
against attacks occurred in the cloud
such as side channel attack (see

Section 2.4.2.2 & Section 3.1).

The transmission links amongst the

desktop and VMs were assumed safe.
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distributed in the simulation. After the | The encryption tools were not tested
encrypted files were retrieved, the | against man-in-middle attack.

encryption tools were able to recover
all the encrypted files. Further researches are still needed to
draw an absolute conclusion.

A related study showed that modern
encryption algorithms were able to
provide high level data security in the
real cloud environment (see Section

3.1).

SUMMARY:

The results showed that selected encryption tools were able to provided data
security and privacy preserving for the sample files on the proposed cloud
simulation. There were still a number of potential issues of the purposed
research design and architecture as well as the software used to implement the
system design. Though the simulation was relatively simple, nonetheless it has
been shown that modern encryption algorithms were able to provide a high level
data security in the real cloud environment (see Section 3.1). The data collected
data from the experiment provided a positive outcome. Though the encryption
tools were not tested against attacks in the cloud and transmission. However,
AxCrypt did verify the integrity of encrypted file before decrypting them. Thus, it
gave assurance on the genuineness of encrypted files. Furthermore, a hash value
utility was used to verify integrity of files at each step of the experiment. Thus,

the arguments made for and against prove the hypothesis to be accepted.

ANSWER:
Yes, encryption algorithms can be used to preserve its privacy during a digital
forensic investigation lifecycle to meet court admissibility requirements, once it

is stored in the cloud.
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5.1.2 Secondary Research Questions and Associated Hypotheses

A total of 3 secondary research questions were also developed to assist in supporting or
answering in different components needed to answer the main research question.

Tables 5.2, 5.3 and 5.4 display the secondary research questions, from question
one to three respectively. Each table also presents the associated hypothesis, the
arguments for and against the hypothesis, a summary of points discussed and the
significance of the research outcome for each question. A statement of position
accepting, rejecting or deeming the hypothesis indeterminate is also given for each

question.

Table 5.2: Secondary Question 1 and Tested Hypothesis.

Secondary Question 1: Can modern encryption algorithms provide reliability to

retain data integrity in the cloud?

Hypothesis 1:

Modern encryption algorithms have been approved its reliability in retaining
data integrity in single computer environment as well as centralised and
distributed computer network systems. Thus, they are also robust enough in the

cloud environment.

ARGUMENT FOR: ARGUMENT AGAINST:

After being encrypted by the selected | The cloud simulation used in the
encryption tools, all the original files | experiment was fairly simple
were stored on the proposed cloud | comparing to the real cloud
virtual simulation environment. | environment in terms of data
Various data relocation and | relocation, distribution and
distribution scenarios were examined. | compression.

After being retrieved from the
simulation, the selected encryption | The encryption tools were not tested

tools were able to recover the original | against attacks occurred in the cloud
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files.

A related study showed that modern
encryption algorithms were robust
enough to provide high level data

security in the real cloud environment

such as side channel attack (see

Section 2.4.2.2 & Section 3.1).

The transmission links amongst the
desktop and VMs were assumed safe.
The encryption tools were not tested

against man-in-middle attack.

(see Section 3.1).
Further researches are still needed to

draw an absolute conclusion.

SUMMARY:

The data collected during the experiment showed that selected encryption tools
were robust enough to provided data security and privacy preserving for the
sample files on the proposed cloud simulation. There were still a number of
potential issues of the purposed research design and architecture as well as the
software used to implement the system design. Though the simulation was
relatively simple, nonetheless it has been shown that modern encryption
algorithms were robust enough to provide a high level data security in the real
cloud environment (see Section 3.1). The experiment results showed a positive
confirmation. Therefore, the arguments made for and against prove the

hypothesis to be accepted.

ANSWER:

Yes, modern encryption algorithms are robust enough in the cloud.

Table 5.3: Secondary Question 2 and Tested Hypothesis.

Secondary Question 2: With the investigators not having complete control of the
storage, how can the investigator be sure that evidence data is not in the process

of being altered in the cloud at that moment in time?

Hypothesis 2:

108




Each time when digital forensic investigators storing and retrieving evidence data

store in the cloud, the encryption software can update the most recent

timestamp and hash function checksum assigned uniquely to each evidence data

file after being accessed. The investigators can use these parameters to check

against the last updates to ensure evidence data is not in the process of being

altered in the cloud at that moment in time.

ARGUMENT FOR:
Each time when AEScrypt and AESTool
used to encrypt or decrypt files, the

timestamp of the file was changed.

AxCrypt only altered timestamp when
it encrypted the original sample file;
since it was time when the encrypted
files were created. Yet, when the files
were decrypted, the timestamps of the
recovered files were same as the

timestamps of the original files.

Before AxCrypt decrypted the files, it
performed file integrity check by
calculating and verifying HMAC hash

value of the encrypted files.
Hash value utility was used to verify
integrity of all the files at each step of

the experiment.

Even all hash functions are subject to

ARGUMENT AGAINST:

The system clocks of two VMs had one
hour elapse. The system clock on VM2
is one hour before VM1. Also, VM1’s
system clock was same as the desktop.
Such a dilemma will make a digital
investigator unsure whether or not the
differences of the file timestamps
shown on the cloud and the file
timestamps from the last access, are
due to the cloud environment setup; or

unauthorised access actually occurred.

All hash functions are subject to brute-

force attack.
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brute-force attack, but the collision
probability is relatively small. Hence,

can be omitted.

SUMMARY:

When files encrypted or decrypted by AESCrypt and AESTool, new timestamps
were created. On the other hand, when file was encrypted by AxCrypt, new
timestamps were created. Yet, when encrypted files were decrypted, the
timestamps of recovered files were same as the original files’. When VM’s
system clock was same as the desktop, digital forensic investigators could rely on
checking timestamps of files to track the access of evidence data stored on the
cloud simulation. However, When VM’s system clock was not same as the
desktop, digital forensic investigators could not rely on checking timestamps of
files to track the access of evidence data stored on the cloud simulation. Thus,
when such dilemma occurs, a hash value utility was used to verify integrity of
files at each step of the experiment. Thus, digital investigators can be sure that
evidence data is not in the process of being altered in the cloud at that moment
in time. The experiment results verified the hypothesis. Therefore, the

arguments made for and against prove the hypothesis to be accepted.

ANSWER:

Each time when digital forensic investigators storing and retrieving evidence data
store in the cloud, the encryption software can update the most recent
timestamp and hash function checksum assigned uniquely to each evidence data
file after being accessed. The investigators can use these parameters to check
against the last updates to ensure evidence data is not in the process of being

altered in the cloud at that moment in time.

Table 5.4: Secondary Question 3 and Tested Hypothesis.

Secondary Question 3: How to protect the privacy of innocent data during
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investigation?

Hypothesis 3:

Modern encryption algorithms have been approved to be very effective and

efficient to maintain high level data security. Therefore, they can also be used to

protect the privacy of innocent data during investigation.

ARGUMENT FOR:

The selected encryption tools were
able to provide data security and
privacy preserving for the sample files

on the cloud simulation.

All the selected encryption tools have

security feature to prevent

unauthorised access of encrypted files.

Once the sample files were encrypted
by the selected files, they were passed
to the cloud virtual simulation. The
files were then relocated and
distributed in the simulation. After the
encrypted files were retrieved, the
encryption tools were able to recover

all the encrypted files.
All encryption tools implement AES
algorithm, which has been approved to

be secure (see Section 2.5).

A related study showed that modern

ARGUMENT AGAINST:

The purposed research design was a
relatively simple cloud simulation. It
did not truly reflect the complicity of
cloud in terms of data

the real

relocation, distribution and

compression.

The encryption tools were not tested
against attacks occurred in the cloud
such as side channel attack (see

Section 2.4.2.2 & Section 3.1).

The transmission links amongst the
desktop and VMs were assumed safe.
The encryption tools were not tested

against man-in-middle attack.

All encryption algorithms are subject to

brute-force attack.

Further researches are still needed to

draw an absolute conclusion.
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encryption algorithms were able to
provide high level data security in the
real cloud environment (see Section

3.1).

SUMMARY:

The results showed that selected encryption tools were able to provide data
security and privacy preserving for the sample files on the proposed cloud
simulation. There were still a number of potential issues of the purposed
research design and architecture as well as the software used to implement the
system design. Though the simulation was relatively simple, nonetheless it has
been shown that modern encryption algorithms were able to provide high level
data security in the real cloud environment (see Section 3.1). The data collected
data from the experiment provided a positive outcome. Though the encryption
tools were not tested against attacks in the cloud and transmission. However,
AxCrypt did verify the integrity of encrypted file before decrypting them. Thus, it
gave assurance on the genuineness of encrypted files. Furthermore, a hash value
utility was used to verify integrity of files at each step of the experiment. Thus,

the arguments made for and against prove the hypothesis to be accepted.

ANSWER:
Modern encryption algorithms have been approved to be very effective and
efficient to maintain a high level data security. Therefore, they can also be used

to protect the privacy of innocent data during investigation.

5.2  DISCUSSION

The research findings have been reported, analysed and presented in Chapter 4. Section

5.2 will now discuss and comment on each of the four phases of research testing and the

significances of those result. Each phase of testing will be discussed based on the

importance of the findings in terms of answering the various research questions. This
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section will be concluded with recommendations regarding the ability of the selected
encryption tools to provide data security and privacy preserving for the evidence data

that is stored in the cloud.
5.2.1 Discussion of Testing Phases

The research testing was divided into initial and stabilised testing, comprised of four
separate testing phases, each with specific goals. The discussion of key points from the
research testing phases will be conducted in order to identify and highlight the important
findings. Reference will be made to specific outcomes of interest discovered during
testing as well as the research questions which were addressed by each significant test
conducted.

Phase One of the research testing was critical in setting the stage for the
investigation of the main research question. The selected encryption tools were first
installed to a desktop in a laboratory controlled environment and subjected to various
initial testing requirements. Although the testing conducted in Phase One did not directly
answer the research questions, the results obtained proved that the selected encryption
tools was able to provide encryption on all the sample files regardless their file types.
Also, they were able to successfully recover the encrypted files, respectively.
Furthermore, all the selected encryption tools had security feature to prevent access to
the encrypted files when an unauthorised person used incorrect secret keys (please refer
to Section 4.2.1.2). The initial evaluation on the selected encryption tools was
satisfactory. Thus, the selected encryption tools gave digital forensic investigators the
confidence that these tools might have great possibility to provide a high level data
security and privacy preserving for evidence data stored in the cloud. Hence, the
hypothesis was subjected to further experimental testing.

Phase Two of the research testing involved the implementation and subsequent
testing of the selected encryption tools in the cloud simulation of a single virtual
machine environment. The encrypted files from Phase One were stored on and retrieved
from the simulation through the virtual machine. Once they were fetched back to the
desktop, the encryption tools were used to recover the sample files. As outlined in the
findings (Section 4.2.2). The proposed system design and architecture prescribed by the

proposed research model (Section 3.3) provided a foundation on which to implement the
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cloud simulation. During the implementation and testing, the selected encryption tools
were discovered to be sufficient and highly reliable to provide data security and privacy
preserving for the sample files in terms of robustness and performances.

The findings provided valuable insight into the capabilities of the selected
encryption tools of providing data security and privacy preserving on the cloud
simulation of single virtual machine. Therefore, the main research question and sub-
questions could ably be partially explained from the findings discovered. However, to
fully answer the main research question and sub-questions, more tests needed to be
conducted. As expected, the selected encryption tools performed accordingly as the main
hypothesis and sub-hypotheses suggested in Section 3.2.

Though the selected encryption tools gave the overall satisfactory result, a slight
dilemma occurred. Whenever AESCryt and AESTool were used to encrypt and decrypt
files, duplicated copies were created. Therefore, it presented a problem to the digital
forensic investigator of how to manage the original files and duplicated copies as well as
be able to track the most updated version of files in order to meet chain-of-custody, data
integrity and subsequently evidence court admissible requirements. On the other hand,
when AxCrypt performed encryption on the sample files; once the encrypted files were
created, the original files were shredded. The sample files were able to be recovered,
once the encrypted files were decrypted successfully. Hence, a digital forensic
investigator did not have to worry about how to manage duplicated copies of the original
files.

Phase Three of research testing involved implementing additional virtual
machine to the simulation. Hence, the simulation contained two virtual machines,
namely VM1 and VM2 respectively. The files encrypted on Phase One were once again
stored on the simulation through VML1. In order to symbolise data relocation and
distribution, the encrypted files were then copied to VM2 from VML1. Finally, there were
retrieved back to the desktop from VM2.

Overall the selected encryption tools performed well at the satisfactory level.
After the encrypted files were passed between the two virtual machines on the
simulation, and retrieved back to the desktop, each of selected encryption tools were

able to fully recover the original files without compromising data integrity. Thus, it
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further proved what the main hypothesis and sub-hypotheses suggested in Section 3.2;
and gave confirmation of the main research questions and sub-questions.

However, a slight issue occurred during the Phase Three. VM1 and VM2 as well
as VM2 and the desktop did not have synchronised system clocks. More specifically, the
system clock of VM2 was an hour faster than the system clock on VM1 and desktop.
The dilemma is that when the cloud does not have synchronised system clock with
workstation, it makes digital investigator unsure of whether or not the differences of the
file timestamps shown on the cloud and the file timestamps shown on the workstation
are caused by the cloud, or an unauthorised access actually occurred.

Phase Four was the final and most important testing phase and a culmination of
the learnt outcomes of earlier phases of testing. Various data relocation and distribution
scenarios were examined and subsequent evaluation of the selected encryption tools in
terms of robustness and performances were conducted. The findings of Phase Four have
earlier been reported in Section 4.3.2 and presented in Figure 4.14. Phase Four aided in
answering the main research question as well as secondary question 3 and 4. The
findings showed the robustness and satisfactory performances of the selected encryption
tools to provide a high level data security and privacy preserving in the cloud simulation.

During the each phase of the experiment, the collected data were closely
examined and evaluated in order to accurately capture changes that sample files made at
each stage of every phase. The results generated by analysing the collected data, were

sufficient and used to answer the main question and sub-questions.
5.2.2 Discussion of Selected Encryption Tools

The main research question addressed during the projected focussed on using modern
encryption algorithms in providing high level data security and privacy preserving for
digital forensics investigation evidence data store in the cloud. Therefore, it is prudent to
discuss the robustness and performances of selected encryption tools which were tested
during the project. Each testing phase provided findings and further understanding of the
capabilities of the selected encryption tools.

Firstly, all the selected encryption tools were able to provide data security and

preserve privacy for the sample files at satisfactory level in the cloud simulation. They
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were able to encrypt all the sample files regardless their types, as well as to recover the
sample files 100 per cent by performing decryption on the encrypted files.

The results showed that encrypted files were able to resist various data relocation
and distribution scenarios examined in the experiment. Hence, the sample files’ data
security was maintained and privacy preserved by the selected encryption tools.
Furthermore, they all have security features to prevent unauthorised access to the
encrypted files. However, during the experiment, only AxCrypt performed file integrity
check by calculating and verifying HMAC hash value of the encrypted files.

Moreover, whenever AESCryt and AESTool were used to encrypt and decrypt
files, duplicated copies were created. Thus, digital forensic investigators need further
resources to manage the original files and duplicated copies as well as be able to track
the most updated version of files in order to meet chain-of-custody, data integrity and
subsequently evidence court admissible requirements. On the other hand, when AxCrypt
performed encryption on the sample files; once the encrypted files were created, the
original files were shredded. The sample files were able to be recovered, once the
encrypted files were decrypted successfully. Hence, a digital forensic investigator did
not have to worry about how to manage duplicated copies of the original files.

In addition, even all the encryption tools implement AES encryption algorithms,
yet AESCrypt has maximum key length of 256 bits. AXCrypt has maximum key length
of 128 bits. However, AESTool has maximum key length of 64 bits with restriction of
only hexadecimal digits used. The key length is a strong factor affecting the overall
performance of an encryption algorithm in terms of resisting from brute-force attack and
probability attack. Since, the key length is only 64 bits with restriction of only
hexadecimal digits (0, 1, 2, ..., 8,9, A, B, C, D, E, F). The possibility of AESTool being
compromised is increased dramatically. Thus, AESTool has the worst key strength
comparing with AESCrypt and AxCrypt.

Also instead of compressing sample files when performing encryption, AESTool
added roughly 320K bits extra data on each of the original sample files (please refer to
Appendix 1, 2, 9 and 10). In total, the entire data set of sample files were increased
roughly10.93Mbits (320Kbits x 35 = 11200Kbits). Thus, it significantly increased the

overall encrypted file’s data sizes. Conversely, AxCrypt was able to reduced data size
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when performing encryption on the sample files (please refer to Appendix 1, 2, 6 and 7).
Especially that it gave excellent compression performance results on file types of
Microsoft Excel and Window Documents. Finally, when performing encryptions,
AESCrypt almost made no changes on the sample files. Only Encase files sizes were
increased slightly. Table 4.8 shows the overall comparisons of the selected encryption

tools. In the writer’s opinion, AxCrypt has the overall best performance results.
5.2.3 Discussion of Testing Environment

Through the research process, various case scenarios were developed and examined in
evaluating the robustness and performances of the selected encryption tools on the cloud
simulation. The following section will discuss the simulation environment used during
the experiment.

The experimental environment was set up to be as close as possible to the real
world cloud environment. At Phase Two of the experiment, only one virtual machine
was installed on a network desktop at laboratory controlled environment to simulate the
cloud. At Phase Three and Four of the experiment, an additional virtual machine was
added to the simulation. The virtual machines were created using VMware Workstation
9. It enables users to set up multiple virtual machines and use them simultaneously along
with the actual machine. Each virtual machine can execute its own operating system,
such as Microsoft Windows, Linux and Unix. As such, VMware Workstation 9 allows
one physical machine to run multiple operating systems simultaneously. The encrypted
files were relocated and distributed between the two virtual machines. As discussed in
Section 3.5, in the real world case, data distribution, relocation, compression and
resizing policies in the cloud are far more complicated than the laboratory environment.
In addition, different cloud vendors may use different methods and functions to
implement these policies.

In addition, the operating system for the desktop is Windows 7 Professional
Edition (please refer to Appendix 48). The selected encryption tools are compatible to
the operating system. However, the research method used in this experiment may be
different with other operating systems like Mac or Linux. These platforms may have

different file systems or structures. Thus, it may produce different research results.
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5.3 RECOMMENDATIONS

The chosen area for research was derived from the literature review in Chapter 2. The
main research questions and sub-questions were formed. Subsequently, the asserted
main hypothesis and sub-hypotheses were found by the further review of related studies
in Section 3.1. The planned experiment was conducted in order to answer the main and
sub-research questions. This research followed the logical orders of scientific research,
as discussed in Section 3.3. The purpose of this research is to evaluate whether or not
modern encryption algorithms can maintain data security and preserve privacy of digital
forensic investigation evidence data stored in the cloud.

The data collected during each phase of the experiment, have shown that the
robustness and performances of all the selected encryption tools were at a satisfactory
level, in terms of providing data security and preserving privacy against data relocation
and distribution in the cloud simulation. However, AxCrypt had the overall best
performances in terms of providing excellent data security features, file verifications and
file compression. Based on the experimental results, the author recommends AxCrypt to
be used to maintain a high level data security and integrity for evidence data stored on
the cloud.

The research design also had some limitations (please refer to Section 3.5) and
this leads to further possible research related to the research question. The author
suggests that more realistic testing scenarios should be included in the future studies.
Firstly, instead of testing the selected encryption tools on a cloud simulation, researchers
can test the selected tools in a real cloud, such as EC2, Microsoft Azure and Google+.
Thus, the results will be more persuasive. Moreover, the encryption tools should be
evaluated by attacks on the cloud and transmission links, such as side channel attack,
brute-force attack and man-in-middle attack. Thus, the encryption tools will be
examined under more complication situations. Finally, not all encryption tools have the
same features. Therefore, the author suggests that more encryption tools should be
included and compared, in order to give a digital forensic investigator a much broad

choice in selecting encryption tools according to specific tasks and purposes.
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54  CONCLUSION

Chapter 5 has developed a discussion of the findings from the research testing which
was reported, analysed and presented in Chapter 4. The research questions proposed in
the research methodology (Section 3.2) have been answered and discussed in terms of
the previously asserted hypotheses, and a conclusion reached regarding the validity of
the predicted hypotheses. The findings achieved during the various testing phases were
discussed and the selected encryption tools evaluated based on the robustness and
performances in maintaining data security and preserving privacy of sample files in the
cloud simulation, as well as the potential issues that may hinder the performances of the
purposed research design.

The main research question of the project was centred on the robustness and
performances of modern encryption algorithms in providing data security and privacy
preserving for digital forensic investigation evidence data stored on the cloud.
Subsequently, a research model was formed (Section 3.3) and a research design
prescribed. During research testing the selected encryption tools and virtual machines
were installed and evaluated, a stabilised design was formed, and testing scenarios were
developed and examined to determine the robustness and performances of selected
encryption tools. The findings discovered that the selected encryption tools were able to
maintain data security and preserve privacy at an overall satisfactory level in the cloud
simulation.

Chapter 6 concludes the thesis project and presents a summary of the research
conducted and the significant results that have been discovered. Limitations to the
research will be outlined to determine specific areas of research that were hindered in
some form. In closing, other prospective fields of research within the discipline area will

be discussed to highlight the many potential avenues open to future research.
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Chapter Six

CONCLUSION

6.0 INTRODUCTION

Chapter Six presents the final conclusion of the thesis and the research conducted.
Therefore, a summary of the research findings (Chapter 4), and subsequent review of the
discussion of the findings (Chapter 5) is made. The chapter then concludes giving a
synopsis of the limitations of the research but also identifies exciting avenues for
potential future research within the chosen topic area.

The robustness and performances of encryption tools in the cloud was chosen
area to be investigated. The popularity and current wide use of the cloud technology is
unprecedented; however, this also co-occurs with the trend of increasingly widespread
illegal practices involving crime. The very nature of the technology medium gives rise to
potential security issues as well data preservation, integrity and governance problems in
terms of storing digital forensic investigation evidence data in the cloud. Due to current
problems of insufficient guidelines and procedures surrounding the process of using
encryption algorithms to reinforce data security for the evidence data stored in the cloud,
the chosen field of research focussed on evaluating the robustness and performances of
three AES encryption tools to aid providing a high level data security and privacy
preservation in the cloud.

Subsequent to a critical review of academic literature, and the analysis of similar
research studies, a main research question was formed to provide a research goal. The
aim was to design a cloud simulation using virtual machines installed on a networked
desktop in a laboratory controlled environment to evaluate the robustness and
performances of chosen encryption tools which implement AES encryption algorithms

in terms of providing data security and preserving privacy. The overall findings showed
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that the selected encryption tools were capable of providing data security and preserving
data privacy at a satisfactory level in the cloud simulation.

Chapter 4 reported the findings from the proposed research phases. The findings
were then analysed and subsequently presented. The phases involved initial and then
stabilised testing. They will be briefly discussed in order to conclude the results that
were discovered. Initial testing was undertaken in order to assess preliminary results and
any early problems encountered so that the groundwork to develop a stabilised design
was researched. Initial testing included Phase One and Phase Two of research model.
Phase One involved installing the selected encryption tools to the desktop. Sample files
were encrypted and decrypted using the selected encryption tools.

The results obtained proved that the selected encryption tools were able to
provide encryption on all the sample files regardless their file types. Also, they were
able to successfully recover the encrypted files, respectively. Furthermore, all the
selected encryption tools had security features to prevent access to the encrypted files
when an unauthorised person used incorrect secret keys (please refer to Section 4.2.1.2).
These findings showed that the selected encryption tools were operating accordingly and
correctly. Also, they provided baseline levels of performances to use in the later testing
phases.

Phase Two then installed a virtual machine on the desktop to simulate the cloud
environment. The encrypted files from Phase One were stored on and retrieved from the
simulation through the virtual machine. Once they were fetched back to the desktop, the
encryption tools were used to recover the sample files. The findings and analysis of the
collected data discovered that the chosen encryption tools were capable of providing
data security and preserving data privacy against data relocation and distribution for the
sample files on the cloud simulation with a single virtual machine.

Stabilised testing was then conducted, comprising of research Phases Three and
Four. Phase Three required using the knowledge gained from initial testing and
installing an additional virtual machine to the simulation. The chosen encryption tools
were once again examined and evaluated. Findings discovered that the selected
encryption tools were capable of providing a satisfactory level of data security and

preserving data privacy against data relocation and distribution for the sample files on
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the cloud simulation. However, AxCrypt had the best performance results in terms of
security features, and encryption file verification using hash values and data
compression. Furthermore, the findings from Phases Two and Three reinforce that
digital forensic principles are able to be maintained by AxCrypt. Thus evidence data
preserving, confidentiality, availability, court admissibility and chain-of-custody are
achieved.

Similar to Phase Three, the final stage of testing, Phase Four, involved relocating
and distributing the encrypted files between the virtual machines, and retrieved back to
the desktop. The findings from Phase Four illustrated that the selected encryption tools
were capable to provide satisfactory levels of data security and preserved data privacy
against data relocation and distribution for the sample files stored on the cloud
simulation.

To sum up, each phase of testing provided findings to aid in answering the main
research question and the associated hypothesis. The findings discovered that the
selected encryption tools were robust and performed at a satisfactory level in providing
data security and preserving data privacy against data relocation and distribution in the
cloud simulation. However, there are still a number of potential issues regarding to the
robustness and performances of selected encryption tools on the real cloud, including
attack resisting capability, data compression and resizing. Therefore, in answer to the
main research question, the selected encryption tools are able to preserve data privacy
for digital investigation evidence data stored in the cloud. Yet, they are still required for
future research to address the discovered shortcomings.

Finally, the knowledge gained was used to outline recommendations to promote
using modern encryption algorithms to provide data security and privacy preserving for
evidence data stored in the cloud. The recommendations include using AxCrypt to
provide security and preserve privacy for evidence data stored in the cloud as well as the

improvements for the future studies.
6.1 LIMITATIONS OF RESEARCH

The earlier identified limitations of the research methodology (Section 3.5) were

outlined at the pre-testing stage of the proposed research, based on the defined research
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model and projected system design. Those limitations that continue to be important after
conducting the testing phases will be briefly reiterated. Then, limitations identified from
the research findings and subsequent research discussion presented in Chapter 4 and 5
will be discussed.

A number of previously discussed limitations (Section 3.5) are still apparent,
and remain a factor to the research conducted and findings achieved. Firstly, there were
only three AES encryption tools were selected for the purposed research. In fact, there
are numerous modern encryption algorithms that exist as discussed in Section 2.5. Each
uses different encryption and decryption techniques. Moreover, even the tools
implementing same encryption algorithm can have different features as showed in our
experimental results.

Secondly, the experiment was conducted on a cloud simulation; and only two
virtual machines were used. In the real world case, data distribution, relocation,
compression and resizing policies in the cloud are far more complicated than the
laboratory environment. In addition, different cloud vendors may use different methods
and functions to implement these policies. One encryption tool performing well on one
cloud, may not necessarily work on others. However, due to limited resources, the real
clouds were not used in this experiment.

Thirdly, for the sake of simplicity, the author assumed that the transmission links
amongst the workstation and the virtual machines were secure. Additionally, there was
not data lost during the transmission. However, in a real world situation, the cloud is
facing constant threats that data may be lost or compromised. Attacks such as brute-
force, side-channel and man-in-middle were not recreated in this experiment. Thus, the
conclusions drawn from the experimental results are limited to the proposed research
model.

Fourthly, in this research, the author assumed that all the encryption keys were
safe from attacker. However, in the real world, the encryption keys need to be properly
managed, and access control policies should be developed and enforced. However, key
management and access controls have provided rich grounds for research on information
security in their own right. In this research, the author simply assumes that the secret key

is stored securely.
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There were also limitations as a result of the encryption software used during testing.
Firstly, only open source encryption tools were used. The writer feels that the major
downside is that these tools only provide relatively simple security features to protect
encrypted files from unauthorised access. Yet, they may not be able to stand with more
sophisticated attacks using supercomputers (Biryukov, & Grobshadl, 2010, p.221,
GrobsBogdanov, Khovratovich & Rechberger, 2011, p.344).

Another software limitation was the lack of development that could have been
made to the open source tools used. Since the source code of all tools used (AESCrypt,
AxCrypt and AESTool) are released under various GNU General Public Licences
(GPL), the source code is available for modification provided that certain licence
specifications are met. These tools could have benefited from the addition of digital
forensic functionality. However, no additions were attempted due to the defined scope of

the conducted research and it not being a part of the project brief.
6.2 FUTURE RESEARCH

The research conducted during the project has provided additional insight to the chosen
topic area of using modern encryption algorithms to provide security and preserve
privacy for digital forensic investigation evidence data stored in the cloud. The project
also highlighted a number of aspects for further research to provide security and
preserve privacy for digital forensic investigation using the cloud as data storage
medium.

A major area to target for future study relates to capabilities of modern
encryption algorithms in providing data security and preserving privacy. The robustness
and performances of the encryption algorithm against data relocation, distribution,
compression and resizing, need to be investigated to a greater extent. For example, will
modern encryption algorithms still be sufficient when an encrypted data file is divided
into small parts and each of which is stored at different data centres. When a block
cypher is used, will each small part still be encrypted while being distributed in the
cloud; or can the block cypher only encrypt the data file as a whole? Moreover, when

encrypted data file are stored in the cloud, they may face data compression and resizing.
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Will the encryption algorithm still be able to provide security and preserve privacy when
the encrypted data file is compressed and resized by the cloud?

In this research, for simplicity, the author assumed the transmission links
amongst the workstation and the virtual machines were secure. Additionally, there was
not data lost during the transmission. However, in a real world situation, the cloud is
facing constant threats that data may be lost or compromised. Therefore, the second
significant area for future research is that the encryption tools should be evaluated in a
combination of asymmetric encryption such as RSA against attacks on the cloud and
transmission links, such as side channel attacks, brute-force attacks and man-in-middle
attacks. Thus, the encryption tools will be examined under more complication situations.
Thus, evidence data security and privacy can be further improved and preserved, since
RSA uses (public key, private key) pair to prevent a man-in-middle attack, and verify
the integrity of encrypted data files instead of a hash utility being used each time when
encrypted files are retrieved from the cloud.

The third significant area for future research is encryption key management and
access control. In this research, the author assumed that all the encryption keys were safe
from an attacker. However, in the real world, the encryption keys need to be properly
managed, and access control policies should be developed and enforced. Only by doing
so, digital forensic investigation evidence data can truly meet data confidentiality,
availability, privacy preserving, chain-of-custody and eventually court admissibility
requirements. Ultimately, digital forensic investigator compliance principles are
fulfilled.
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Screenshot of AESCrypt “Encrypted Data” on Desktop
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Appendix 4: Table of AESCrypt “Encrypted Data” on Desktop
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Screenshot of AxCrypt “Encrypted Data” on Desktop
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Appendix 7: Table of AxCrypt “Encrypted Data” on Desktop
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20p'S 3|dues Juawnaoq pIop

20p°y 3|dwies Juawnaog po

20p'€ a|dules Juawnoq pIop

20p°7 3|dwes uaund0q pIop

20p°T 3|dwies uawnaog po

1X1°G 3|0WieS JU3WINI0Q 3]

)P ajdwes Juawnaoq xa]

'€ ajdwes Juawnaoq %3]

X7 9|dwies Juawnaoq 3

T 3jdwes Juawnaoq %3]

Jpd'g 3jdwes 4a4

4pd'p 3jdwes 40

4pd¢ ajdures 4qd

4pd' 3jdwes 40

4pd'T ajdures 4qd
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S|X'G 3|14 a|duwies [30x3

Table of AESTool “Recovered Data” from Desktop

S|} 314 3)dwies 203

S|X'€ 3|14 a|dwies [9x3
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703°€ 9|duwes 3] aseau3

T0X9Z 9|dwies 3)14 aseau3
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Table of AESCrypt “Stored Data” on VM1 (S

Appendix 12

Environment)

sae‘o0p-g a|dwes Juswndoqg PIOAA

sae'd0p ' 9|dwes Juswnsoqg pIoM

sae'd0p g a|dwes Juswnsoqg pIoM

saed0p 'z ajdwes uawnsoq pJoAA

saeo0p T 9jdwes 1uawnsoq pJIoAA

sae1xy1'q w_QC(_NW juswndoq X9

sae 1x1'y o|dwes Juswnooq X3 |

sae-1x3'¢€ o|dwes Juswnooq IXa |

soe X3’z a|jdwes Juswnsoq 1xa1

soe 1x3'T 9|jdwes Juswnsoq 1xa 1

sae'ypd'g s|dwes 4ad

sae’ypd-y s|dwes 4ad

sae’ypd-g s|dwes 4ad

sae’ypd-g s|dwes 4ad

sae'ypd T a|dwes 1ad

sae'DNd'T 3|dwes 3|14 paated Ddr

sae 3d[-TT a|dwes a8ew | oiydeio

sae 3d['oT a|dwes a8ew| oiydeio

soe-8d['g ajdwes adew | o1lydeido

sae'ndr'g ajdwes adew | olydedn

sae'odr/ ajdwes a8ew| oiydeio

soe 3d[-g ajdwes a8ew| oiydeio

soe 3d['g ajdwes a8ew| oiydeio

soe 38d['{ ajdwes adew | o1ydedo

soe-3d[-¢g ajdwes adew | olydeiao

soe 3d[-z ajdwes a8ew | oiydeio

soe 3d[-T ajdwes a8ew| oiydeio

sae's|x'G 9|14 9|dwes |90%3

sae’s|X'{ 9|14 a|dwes [22x3

sae's|x'¢ 9|14 a|dwes |22xX3

sae’s|x'g 3|14 a|dwes [99x3

sae’s|x'T 3|14 3|dwes [99x3

INd SE:€0 ¥T0C/C0/ET Dl ¢
INd SE:€0 ¥T0Z/C0/ET Dl ze
INd 7€:€0 ¥T0Z/20/E€T @Dl ze
INd 7€:€0 ¥T0Z/20/E€T a9l ze
INd 7€:€0 ¥T0Z/20/E€T a9l ze
INd €€:€0 ¥T0Z/20/E€T DIT
INd €€:€0 ¥T0Z/20/ET DT
INd €€:€0 ¥T0Z/20/ET DT
INd CE:€0 ¥T0Z/20/ET DIT
INd CE:€0 ¥T0Z/20/ET DIT
INd ZE:€0 YTOTZ/CO/ET| aX SYTIve
INd TE:€0 YTOZ/CO/ET| aM 6L€0C
INd O€:€0 ¥TOZ/CO/ET| 9 £68°ST
INd O€:€0 ¥T0Z/20/ET DICEVBL
INd 62:€0 YTOCZ/CO/ET| 8 99v'CT
INd 8¢:€0 ¥T0Z/20/E€T DY
INd 82:€0 ¥T0Z/20/€T ) 0S
INd £2:€0 ¥T0Z/20/E€T Dl evT
INd £T:€0 ¥T0Z/20/E€T Dl SST
INd 92:€0 ¥T0Z/20/E€T )l €90°C
INd 92:€0 ¥T02/20/€T > T00C
INd 92:€0 ¥T0Z/20/€T Dl 85
INd SZ:€0 ¥T0Z/20/E€T LT
INd ST:€0 ¥T0Z/20/E€T 9l 8
INd SZ:€0 ¥T0Z/20/E€T a) 0T
INd ¥2:€0 ¥T02/20/€T a) 9T
INd 72 €0 ¥T0Z/20/€T Dl TE
INd €2:€0 ¥T0Z/20/E€T )l 68
INd €2:€0 ¥T0Z/20/E€T a 06T
INd €2:€0 ¥T0Z/20/€T 9l 69
INd 22 €0 ¥T0Z/20/€T Dl 67T
INd CZ:€0 ¥T0Z/20/E€T Ol 9¢
INd 65:20 ¥T0Z/20/€T a) 9SS
INd 85:20 ¥T0Z/C0/ET| 9 068°6/8

sae 703 € o|dwes 3|14 aseoauy

INd 95:20 ¥102/20/€T

)l 2,9'6v8

sae'Toxa g 9|dwes a4 @seduqy

dwelsawi]

szis

sae'TOX3 T 9|dwes a4 @seduq]

sweN a4
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d Data” from VM1 (S

1eve

Table of AESCrypt “Retri

Appendix 13

Environment)

$9e°20p’G 9|dWes JUaWnI0Q pIo

s9e°20p"p 9|dWes JUaWnI0q pJoM

S9e"I0p‘¢ w_QEmm juswnaoq pJoM

s9e'20p°7 3|dwes Juawndoq pJom

s9e°20p°T 9|dwWes Juawnaoq pIo

S9e°1X)°G 3|dwes Juawnd0q X3

sae'IX1 ' 9jdwes JuaWnd0q 1Xa L.

SOR'IX1'E w_aEmm juswindoq IXa|

$9e'1X3'7 9|dWes JUsWNJ0( I3

s9e°1X1°T 3|dwes Juawndoq X

soe'jpd‘g ajdwes 4ad

soe'jpd-p ajdwes 4ad

soe'jpd-¢ a|dwies 40

soe'Jpd' ajdwies 404

sae'jpd‘T ajdwes 4ad

S2B'DNd'T 3|dUleS 3|14 paAIe) Odf

soe'3d['7T ojdwes aSew | oydein

soe'3d["gT 9jdwes a8ew| o1ydein

soe'3d[ g ajdwes a8ew| aiydein

sae'Dd['g ajdwes adew| oydels

sae'0d[’/ ajdwes adew| aydelo

soe'8d['g a|dwies agew| diydel

soe'3d['g adwes agew| alydel

soe'3d['y adwes a8ew aiydein

soe'3d[-¢ adwes agew| aiydein

soe'3d['z adwes agew| aiydeln

soe'8d['T a|dwes agew| aiydel

S9B'S|X'G 3l4 d|dwes |30x3

S9B'S|X'} 3|14 d|duwes |92x3

S9B'S|X'€ 9|14 jdwes [30x3

S9e'S|X"Z 3|4 9|dwes [30X3

S9B'S|X'T 9|14 9|dwes [39X3

s9e'703°¢ 9|dwes 3|4 aseau3

S9e°TOX9°Z 9|dwes 3|i4 aseau]

V03269£7£08Q90£A96£4982027000098£5023TST|  4980£23T8E8¥IIIVVSET0LASIIAT6TII| N SEE0 ¥T0Z/20/ET e
0£Qv€3VTL4639TATYYTAGESTTYYYATILELOYIT6C| 88ITTTAL8EACTIAEIAS63AS0OV00S8ELY| N SEAE0 #T0Z/20/ET e
¥80300V£4194T8324SPVPSIEIIETL6€L93040T80| 9YISIV8TIPAIAYIETEISLAVIVEIDALET| INd VEE0 ¥TOZ/CO/ET e
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Appendix 15: Table of AxCrypt “Stored Data” on VM1 (Single VM Environment)

File Name

Encase File Sample 1-Ex0O1.axx

Encase File Sample 2-ex01.axx

Encase File Sample 3-EO1.axx

Excel Sample File 1-xls.axx

Excel Sample File 2-xlIs.axx

Excel Sample File 3-xls.axx

Excel Sample File 4-xls.axx

Excel Sample File 5-xls.axx

Graphic Image Sample 1-jpg.axx

Graphic Image Sample 2-jpg.axx

Graphic Image Sample 3-jpg.axx

Graphic Image Sample 4-jpg.axx

Graphic Image Sample 5-jpg.axx

Graphic Image Sample 6-jpg.axx

Graphic Image Sample 7-JPG.axx

Graphic Image Sample 8-JPG.axx

Graphic Image Sample 9-jpg.axx

Graphic Image Sample 10-jpg.axx

Graphic Image Sample 11-jpg.axx

JPG Carved File Sample 1-PNG.axx

PDF Sample 1-pdf.axx

PDF Sample 2-pdf.axx

PDF Sample 3-pdf.axx

PDF Sample 4-pdf.axx

PDF Sample 5-pdf.axx

Text Document Sample 1-txt.axx

Text Document Sample 2-txt.axx

Text Document Sample 3-txt.axx

Text Document Sample 4-txt.axx

Text Document Sample 5-txt.axx

Word Document Sample 1-doc.axx

Word Document Sample 2-doc.axx

Word Document Sample 3-doc.axx

Word Document Sample 4-doc.axx

Word Document Sample 5-doc.axx

Type

157

Size Timestamp
849,672 KB |13/02/2014 06:59 PM
879,890 KB |13/02/2014 07:00 PM
556 KB 13/02/2014 07:00 PM
9 KB 13/02/2014 07:01 PM
32 KB 13/02/2014 07:01 PM
20 KB 13/02/2014 07:02 PM
29 KB 13/02/2014 07:02 PM
17 KB 13/02/2014 07:02 PM
19 KB 13/02/2014 07:03 PM
17 KB 13/02/2014 07:03 PM
10 KB 13/02/2014 07:03 PM
8 KB 13/02/2014 07:04 PM
17 KB 13/02/2014 07:04 PM
58 KB 13/02/2014 07:04 PM
2,001 KB 13/02/2014 07:05 PM
2,063 KB 13/02/2014 07:05 PM
155 KB 13/02/2014 07:05 PM
143 KB 13/02/2014 07:06 PM
50 KB 13/02/2014 07:06 PM
4 KB 13/02/2014 07:06 PM
12,466 KB 13/02/2014 07:49 PM
68,437KB 13/02/2014 07:50 PM
25,897 KB 13/02/2014 07:50 PM
20,379 KB 13/02/2014 07:51 PM
24,145 KB 13/02/2014 07:51 PM
1 KB 13/02/2014 07:08 PM
1 KB 13/02/2014 07:08 PM
1 KB 13/02/2014 07:08 PM
1 KB 13/02/2014 07:09 PM
1 KB 13/02/2014 07:09 PM
6 KB 13/02/2014 07:10 PM
6 KB 13/02/2014 07:10 PM
6 KB 13/02/2014 07:10 PM
6 KB 13/02/2014 07:10 PM
6 KB 13/02/2014 07:11 PM
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Table of AxCrypt “Recovered Data” from VM1 (Single VM

Appendix 17

Environment)

20p°S 3|duies Juawnaog pIoj

20p't 3]dLUeS JUawn20Q pIOM

20p'€ 3|duies Juawnaog pIoj

20p°Z 3]0Lues Juawn20q Ao

20p°T 3]dwes Juawnaoq piop

'S ajdwes Juawnaog 3.

Wy 3|dwes Juawnaog 3]

Wy's ajdwes Juawnoog 3.
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4pd'g ajduwies 404

Jpd'p ajdwes 4ad

Jpd'¢ ajdwes 4ad
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Appendix 18: Table of AESCrypt “Stored Data” on VM1 (Single VM

Environment)

File Name

AES Encase File Sample 1

AES Encase File Sample 2

AES Encase File Sample 3

AES Excel Sample File 1

AES Excel Sample File 2

AES Excel Sample File 3

AES Excel Sample File 4

AES Excel Sample File 5

AES Graphic Image Sample 1

AES Graphic Image Sample 2

AES Graphic Image Sample 3

AES Graphic Image Sample 4

AES Graphic Image Sample 5

AES Graphic Image Sample 6

AES Graphic Image Sample 7

AES Graphic Image Sample 8

AES Graphic Image Sample 9

AES Graphic Image Sample 10

AES Graphic Image Sample 11

AES JPG Carved File Sample 1

AES PDF Sample 1.pdf

AES PDF Sample 2.pdf

AES PDF Sample 3.pdf

AES PDF Sample 4.pdf

AES PDF Sample 5.pdf

AES Text Document Sample 1

AES Text Document Sample 2

AES Text Document Sample 3

AES Text Document Sample 4

AES Text Document Sample 5

AES Word Document Sample 1

AES Word Document Sample 2

AES Word Document Sample 3

AES Word Document Sample 4

AES Word Document Sample 5

160

Size Timestamp
850,013 KB |13/02/2014 11:29 PM
880,231 KB |13/02/2014 11:35 PM
898 KB 13/02/2014 11:35 PM
378 KB 13/02/2014 11:35 PM
490 KB 13/02/2014 11:36 PM
411 KB 13/02/2014 11:36 PM
531 KB 13/02/2014 11:37 PM
431 KB 13/02/2014 11:37 PM
373 KB 13/02/2014 11:37 PM
358 KB 13/02/2014 11:38 PM
351 KB 13/02/2014 11:38 PM
349 KB 13/02/2014 11:38 PM
358 KB 13/02/2014 11:38 PM
399 KB 13/02/2014 11:39 PM
2,342 KB 13/02/2014 11:39 PM
2,404 KB 13/02/2014 11:39 PM
497 KB 13/02/2014 11:39 PM
485 KB 13/02/2014 11:40 PM
391 KB 13/02/2014 11:40 PM
345 KB 13/02/2014 11:40 PM
12,808 KB 13/02/2014 11:41 PM
78,773 KB 13/02/2014 11:41 PM
26,238 KB 13/02/2014 11:41 PM
20,720 KB 13/02/2014 11:41 PM
24,486 KB 13/02/2014 11:42 PM
342 KB 13/02/2014 11:42 PM
342 KB 13/02/2014 11:42 PM
342 KB 13/02/2014 11:43 PM
342 KB 13/02/2014 11:43 PM
342 KB 13/02/2014 11:43 PM
364 KB 13/02/2014 11:43 PM
364 KB 13/02/2014 11:44 PM
364 KB 13/02/2014 11:44 PM
364 KB 13/02/2014 11:44 PM
364 KB 13/02/2014 11:44 PM
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1eve

Table of AESTool “Retr

Appendix 19

Environment)

9X3'G 9|dwes Juawnd0q PO

9x9'y 9|dwes Juswndoq PJOM

9X3'€ 9|dwes Juawna0q PIOM

9X3°Z 9|dWes JuaWwnd0q PO

9X3'T 9|dWes JuaWnd0q PAOM

9X3'G 9|dWes Juawnd0( X3

9X9'y 9|dwes Juswndoq Ixa|

9X3'€ 9|dWes JuaWnd0Q X3

9X9°7 3|dwes JuawnI0(q X3

9X3'T 9|dWes JUaWnd0( X3

ax9'Jpd°g djdwes 4ad

ax9'jpd'y djdwies 4ad

9xa°Jpd-¢ ajdwes 4ad

9xa'Jpd-z ajdwes 4ad

9xa°jpd'T 9jdwes 4ad

9Xa'T 3|dwies 3|14 panIe) 9df

9xa'TT 9|dwes a8ew aydesn

9xa°T 9|dwes agew| diydei9
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9%3'6 9|dwes agew| aydelo

9x9'g 9|dwes aSew| dydel

9x9°/ 9|dwes agew| dydeln

9x9°9 9|dwes aSew| dydelo

9x9'G 9|dwes agew | dydeln

X'y 9|dwes agew| aydelo

9x9'¢ 9|dwes aSew| dydeln

9x9'g 9|dwes agew| dydeln

9x9'T 9|dwes aSew| dydel

9Xa'G 9|14 a|dwes [99x3

9xa°y 9|14 3|dwes [39x3

9Xa°¢ 3|l4 ajdwies [39X3

axa°Z 3|14 3|dwes [39x3

9xa'T 9|14 a|dwies [32x3

axa°¢ a|dwes 3|14 aseauy

axa°7 a|dwes 3|14 aseau3

axa'T ajdwes 3|14 aseau
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Appendix 20

Environment)

20p°G 3jdwies Juawnaoq pIof

20p'p 3]dWes Juawnaog pIop

20p'€ 3jdwes Juawna0g piop

20p'7 3jdwies Juawnaoq pJo)

20p'T 3|dWes Juawnaog IOy

'S 3jduleg uawnaog 3]

W'y 3dwes uawnoq M

Wy'€ 3jdules uanaog a)

' 3/duieg uanaog 3]

X7 3|dwies Juawnaog ] |

Jpd' ajdwes 404

Jpd'y 3jdwes 404

jpd'¢ aydutes 4ad

Jpdg 3jduwes 4ad

4pd'7 3jdwes 44

ONd'T 3ldwies 3] pane) df

8dl'77 ajduwes adew| aydesy
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Appendix 21: Table of AESCrypt “Stored Data” on VM1 (Double VMs

Environment)

File Name Size Timestamp

Encase File Sample 1.ExOl.aes 849,672 KB |13/02/2014 02:56 PM

Encase File Sample 2.ex01l.aes 879,890 KB |13/02/2014 02:58 PM

Encase File Sample 3.EOl.aes 556 KB 13/02/2014 02:59 PM

Excel Sample File 1.xls.aes 36 KB 13/02/2014 03:22 PM

Excel Sample File 2.xls.aes 149 KB 13/02/2014 03:22 PM

Excel Sample File 3.xls.aes 69 KB 13/02/2014 03:23 PM

Excel Sample File 4.xls.aes 190 KB 13/02/2014 03:23 PM

Excel Sample File 5.xls.aes 89 KB 13/02/2014 03:23 PM

Graphic Image Sample 1.jpg.aes 31 KB 13/02/2014 03:24 PM

Graphic Image Sample 2.jpg.aes 16 KB 13/02/2014 03:24 PM

Graphic Image Sample 3.jpg.aes 10 KB 13/02/2014 03:25 PM

Graphic Image Sample 4.jpg.aes 8 KB 13/02/2014 03:25 PM

Graphic Image Sample 5.jpg.aes 17 KB 13/02/2014 03:25 PM

Graphic Image Sample 6.jpg.aes 58 KB 13/02/2014 03:26 PM

Graphic Image Sample 7.JPG.aes 2,001 KB 13/02/2014 03:26 PM

Graphic Image Sample 8.JPG.aes 2,063 KB 13/02/2014 03:26 PM

Graphic Image Sample 9.jpg.aes 155 KB 13/02/2014 03:27 PM

Graphic Image Sample 10.jpg.aes 143 KB 13/02/2014 03:27 PM

Graphic Image Sample 11.jpg.aes 50 KB 13/02/2014 03:28 PM

JPG Carved File Sample 1.PNG.aes 4 KB 13/02/2014 03:28 PM

PDF Sample 1.pdf.aes 12,466 KB 13/02/2014 03:29 PM

PDF Sample 2.pdf.aes 78,432KB 13/02/2014 03:30 PM

PDF Sample 3.pdf.aes 25,897 KB 13/02/2014 03:30 PM

PDF Sample 4.pdf.aes 20,379 KB 13/02/2014 03:31 PM

PDF Sample 5.pdf.aes 24,145 KB 13/02/2014 03:32 PM

Text Document Sample 1.txt.aes 1 KB 13/02/2014 03:32 PM

Text Document Sample 2.txt.aes 1 KB 13/02/2014 03:32 PM

Text Document Sample 3.txt.aes 1 KB 13/02/2014 03:33 PM

Text Document Sample 4.txt.aes 1 KB 13/02/2014 03:33 PM

Text Document Sample 5.txt.aes 1 KB 13/02/2014 03:33 PM

Word Document Sample 1.doc.aes 22 KB 13/02/2014 03:34 PM

Word Document Sample 2.doc.aes 22 KB 13/02/2014 03:34 PM

Word Document Sample 3.doc.aes 22 KB 13/02/2014 03:34 PM

Word Document Sample 4.doc.aes 22 KB 13/02/2014 03:35 PM

22 KB 13/02/2014 03:35 PM

Word Document Sample 5.doc.aes
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Appendix 22: Table of AESCrypt “Stored Data” on VM2 (Double VMs

Environment)

File Name

Encase File Sample 1.ExO1l.aes

Encase File Sample 2.ex01.aes

Encase File Sample 3.EOl.aes

Excel Sample File 1.xls.aes

Excel Sample File 2.xls.aes

Excel Sample File 3.xls.aes

Excel Sample File 4.xls.aes

Excel Sample File 5.xls.aes

Graphic Image Sample 1.jpg.aes

Graphic Image Sample 2.jpg.aes

Graphic Image Sample 3.jpg.aes

Graphic Image Sample 4.jpg.aes

Graphic Image Sample 5.jpg.aes

Graphic Image Sample 6.jpg.aes

Graphic Image Sample 7.JPG.aes

Graphic Image Sample 8.JPG.aes

Graphic Image Sample 9.jpg.aes

Graphic Image Sample 10.jpg.aes

Graphic Image Sample 11.jpg.aes

JPG Carved File Sample 1.PNG.aes

PDF Sample 1.pdf.aes

PDF Sample 2.pdf.aes

PDF Sample 3.pdf.aes

PDF Sample 4.pdf.aes

PDF Sample 5.pdf.aes

Text Document Sample 1.txt.aes

Text Document Sample 2.txt.aes

Text Document Sample 3.txt.aes

Text Document Sample 4.txt.aes

Text Document Sample 5.txt.aes

Word Document Sample 1.doc.aes

Word Document Sample 2.doc.aes

Word Document Sample 3.doc.aes

Word Document Sample 4.doc.aes

Word Document Sample 5.doc.aes
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Size Timestamp
849,672 KB |13/02/2014 01:56 PM
879,890 KB |13/02/2014 01:58 PM
556 KB 13/02/2014 01:59 PM
36 KB 13/02/2014 02:22 PM
149 KB 13/02/2014 02:22 PM
69 KB 13/02/2014 02:23 PM
190 KB 13/02/2014 02:23 PM
89 KB 13/02/2014 02:23 PM
31 KB 13/02/2014 02:24 PM
16 KB 13/02/2014 02:24 PM
10 KB 13/02/2014 02:25 PM
8 KB 13/02/2014 02:25 PM
17 KB 13/02/2014 02:25 PM
58 KB 13/02/2014 02:26 PM
2,001 KB 13/02/2014 02:26 PM
2,063 KB 13/02/2014 02:26 PM
155 KB 13/02/2014 02:27 PM
143 KB 13/02/2014 02:27 PM
50 KB 13/02/2014 02:28 PM
4 KB 13/02/2014 02:28 PM
12,466 KB 13/02/2014 02:29 PM
78,432KB 13/02/2014 02:30 PM
25,897 KB 13/02/2014 02:30 PM
20,379 KB 13/02/2014 02:31 PM
24,145 KB 13/02/2014 02:32 PM
1 KB 13/02/2014 02:32 PM
1 KB 13/02/2014 02:32 PM
1 KB 13/02/2014 02:33 PM
1 KB 13/02/2014 02:33 PM
1 KB 13/02/2014 02:33 PM
22 KB 13/02/2014 02:34 PM
22 KB 13/02/2014 02:34 PM
22 KB 13/02/2014 02:34 PM
22 KB 13/02/2014 02:35 PM
22 KB 13/02/2014 02:35 PM
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Table of AESCrypt “Retri

Appendix 23

Environment)
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Table of AESCrypt “Recovered Data” from VM2 (Double VMs

Appendix 24

Environment)
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Appendix 25: Table of AxCrypt “Stored Data” on VM1 (Double VMs

Environment)

File Name

Encase File Sample 1-Ex0O1.axx

Encase File Sample 2-ex01.axx

Encase File Sample 3-EO1.axx

Excel Sample File 1-xls.axx

Excel Sample File 2-xls.axx

Excel Sample File 3-xls.axx

Excel Sample File 4-xls.axx

Excel Sample File 5-xls.axx

Graphic Image Sample 1-jpg.axx

Graphic Image Sample 2-jpg.axx

Graphic Image Sample 3-jpg.axx

Graphic Image Sample 4-jpg.axx

Graphic Image Sample 5-jpg.axx

Graphic Image Sample 6-jpg.axx

Graphic Image Sample 7-JPG.axx

Graphic Image Sample 8-JPG.axx

Graphic Image Sample 9-jpg.axx

Graphic Image Sample 10-jpg.axx

Graphic Image Sample 11-jpg.axx

JPG Carved File Sample 1-PNG.axx

PDF Sample 1-pdf.axx

PDF Sample 2-pdf.axx

PDF Sample 3-pdf.axx

PDF Sample 4-pdf.axx

PDF Sample 5-pdf.axx

Text Document Sample 1-txt.axx

Text Document Sample 2-txt.axx

Text Document Sample 3-txt.axx

Text Document Sample 4-txt.axx

Text Document Sample 5-txt.axx

Word Document Sample 1-doc.axx

Word Document Sample 2-doc.axx

Word Document Sample 3-doc.axx

Word Document Sample 4-doc.axx

Word Document Sample 5-doc.axx
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Size Timestamp
849,672 KB 13/02/2014 06:59 PM
879,890 KB 13/02/2014 07:00 PM
556 KB 13/02/2014 07:00 PM
9 KB 13/02/2014 07:01 PM
32 KB 13/02/2014 07:01 PM
20 KB 13/02/2014 07:02 PM
29 KB 13/02/2014 07:02 PM
17 KB 13/02/2014 07:02 PM
19 KB 13/02/2014 07:03 PM
17 KB 13/02/2014 07:03 PM
10 KB 13/02/2014 07:03 PM
8 KB 13/02/2014 07:04 PM
17 KB 13/02/2014 07:04 PM
58 KB 13/02/2014 07:04 PM
2,001 KB 13/02/2014 07:05 PM
2,063 KB 13/02/2014 07:05 PM
155 KB 13/02/2014 07:05 PM
143 KB 13/02/2014 07:06 PM
50 KB 13/02/2014 07:06 PM
4 KB 13/02/2014 07:06 PM
12,466 KB 13/02/2014 07:49 PM
68,437KB 13/02/2014 07:50 PM
25,897 KB 13/02/2014 07:50 PM
20,379 KB 13/02/2014 07:51 PM
24,145 KB 13/02/2014 07:51 PM
1 KB 13/02/2014 07:08 PM
1 KB 13/02/2014 07:08 PM
1 KB 13/02/2014 07:08 PM
1 KB 13/02/2014 07:09 PM
1 KB 13/02/2014 07:09 PM
6 KB 13/02/2014 07:10 PM
6 KB 13/02/2014 07:10 PM
6 KB 13/02/2014 07:10 PM
6 KB 13/02/2014 07:10 PM
6 KB 13/02/2014 07:11 PM




Appendix 26: Table of AxCrypt “Stored Data” on VM2 (Double VMs

Environment)

File Name

Encase File Sample 1-ExO1.axx

Encase File Sample 2-ex01.axx

Encase File Sample 3-EO1.axx

Excel Sample File 1-xls.axx

Excel Sample File 2-xls.axx

Excel Sample File 3-xls.axx

Excel Sample File 4-xls.axx

Excel Sample File 5-xls.axx

Graphic Image Sample 1-jpg.axx

Graphic Image Sample 2-jpg.axx

Graphic Image Sample 3-jpg.axx

Graphic Image Sample 4-jpg.axx

Graphic Image Sample 5-jpg.axx

Graphic Image Sample 6-jpg.axx

Graphic Image Sample 7-JPG.axx

Graphic Image Sample 8-JPG.axx

Graphic Image Sample 9-jpg.axx

Graphic Image Sample 10-jpg.axx

Graphic Image Sample 11-jpg.axx

JPG Carved File Sample 1-PNG.axx

PDF Sample 1-pdf.axx

PDF Sample 2-pdf.axx

PDF Sample 3-pdf.axx

PDF Sample 4-pdf.axx

PDF Sample 5-pdf.axx

Text Document Sample 1-txt.axx

Text Document Sample 2-txt.axx

Text Document Sample 3-txt.axx

Text Document Sample 4-txt.axx

Text Document Sample 5-txt.axx

Word Document Sample 1-doc.axx

Word Document Sample 2-doc.axx

Word Document Sample 3-doc.axx

Word Document Sample 4-doc.axx
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Size Timestamp
849,672 KB |13/02/2014 05:59 PM
879,890 KB |13/02/2014 06:00 PM
556 KB 13/02/2014 06:00 PM
9 KB 13/02/2014 06:01 PM
32 KB 13/02/2014 06:01 PM
20 KB 13/02/2014 06:02 PM
29 KB 13/02/2014 06:02 PM
17 KB 13/02/2014 06:02 PM
19 KB 13/02/2014 06:03 PM
17 KB 13/02/2014 06:03 PM
10 KB 13/02/2014 06:03 PM
8 KB 13/02/2014 06:04 PM
17 KB 13/02/2014 06:04 PM
58 KB 13/02/2014 06:04 PM
2,001 KB 13/02/2014 06:05 PM
2,063 KB 13/02/2014 06:05 PM
155 KB 13/02/2014 06:05 PM
143 KB 13/02/2014 06:06 PM
50 KB 13/02/2014 06:06 PM
4 KB 13/02/2014 06:06 PM
12,466 KB 13/02/2014 06:49 PM
68,437KB 13/02/2014 06:50 PM
25,897 KB 13/02/2014 06:50 PM
20,379 KB 13/02/2014 06:51 PM
24,145 KB 13/02/2014 06:51 PM
1 KB 13/02/2014 06:08 PM
1 KB 13/02/2014 06:08 PM
1 KB 13/02/2014 06:08 PM
1 KB 13/02/2014 06:09 PM
1 KB 13/02/2014 06:09 PM
6 KB 13/02/2014 06:10 PM
6 KB 13/02/2014 06:10 PM
6 KB 13/02/2014 06:10 PM
6 KB 13/02/2014 06:10 PM




d Data” from VM2 (Double VMs

1eve

Table of AxCrypt “Retri

Appendix 27

Environment)

XXe'20p-G 9|dwes Juswnaoq PO

XXe'20p- 9|duwes Juswnaoq pIom

XXe:20p-£ 3|dwies Juawnaoq pIo

XXe'20p-7 9|dwes Juswnaoq pIom

XXe:20p-T 3|dwies Juawnaoq pIom

XXe'1X1-G w_QEmm Juswindoq xa|

XXe'JX)-p 3|dwies Juawnaoq 3]

XXe'1X3-¢ w_QEmm Juswindoq xa]

XXe'}X}-g 3|dwies Juawnaoq xa]

XXe'}X3-T 9|dules Juswnaoq xa|

xxe'jpd-g ajdwes 4ad

xxe'jpd-y ajdwes 4ad

xxe*jpd-¢ ajdwes 4ad

xxe'jpd-z ajdwes 4ad

xxe'jpd-T ajdwes 4ad

XXe'DNd-T ddules 3|14 panie) odf

xxe'3d[-7T ajdwes a3ew| aydein

xxe3d[-ot ajdwes a8ew] awydein

xxe'3d[- a|dwes a8ew| oydeln

Xxe'ndr-g ajdwes agew| aydeln

XXe'0df-/ a|dwes agew| aydeio

xxe-3d[-g ajdweg adew| aiydein

xxe'3d[-g a|dwes a3ew| oydel

xxe'3d[-y adwes a8ew| diydein

xxe'3d[-¢ adwes a3ew| oydeln

xxe'3d[-z adwes a8ew| diydein

xxe3d[-T ajdwes aZew] aydein

XXe'S|X-G 3|14 3|dWes [33x3

XXe's|x-f 9|14 9|dWes [92x3

9|dwes [99x3

9|dwes [99x3

XXe's|x-T 9|14 3|dwes [32x3

XXe'T03-€ 9|dues 3|14 aseau]

XXe'T0Xo- a|dwes 3|14 aseau]

XXe'T0X3-T o|dwies 3|14 aseau3
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Appendix 28: Table of AxCrypt “Recovered Data” from VM2 (Double VMs

Environment)

uguody

20p°G 3]0LUeS JUawn20q pIoY

20p} 3]duwes Juawnaog pIop

20p°€ 3{dwies JuaLN20g pIom

20p°7 3|duieg Juawnaoq pJof

20p'T 3]duwes Juawnaog piop

WG ajdwes Juawnaog ey

W'y 3|dules uanaog 3]

W'g 9|dueg uawunaog 3]

Wy 3|dues uawnaog xa)

W7 3|dueg uawunaog 3]

4pd' ajdwes 404

Jpdp ajdwes 404

jpd'¢ aydues 4q4

Jpd 3jdwes 404

jpd'7 3jdues 404

N T 3jdues 3[4 panie) O

8dl'77 9/dwies adew arydeun

8dq o/dweg a8ew| aydeio)

3dl'g a|dwes a3ew aydesy

94§ 3|dwies adew aydein

94, 3|dwies agew aydein

3dl'9 ajdwes a8ew aiydesy

8dl'g ajdwes a8ew aiydesy

8dly a|dweg a3ew alydesy

3dl'¢ ajdwes a8ew aiydesy

3 ajwies 38w aydesy

3dl'7 a|dwes a8ew aiydesy

S[x'G 314 ajdwes [poxg

SIx'p 3]14 djdwes [2ax3

§|x'€ 3]14 3|dules [20x3

sz 314 ajdwes poxg

SIX'T 3114 djdwes [Pox3

703°€ ajdwes 314 3seau3

TOY9'C 3/dues 3y} seau3

T0X3T jdwieg 3)14 aseau3
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Appendix 29: Table of AESTool “Stored Data” on VM1 (Double VMs

Environment)

File Name

AES Encase File Sample 1

AES Encase File Sample 2

AES Encase File Sample 3

AES Excel Sample File 1

AES Excel Sample File 2

AES Excel Sample File 3

AES Excel Sample File 4

AES Excel Sample File 5

AES Graphic Image Sample 1

AES Graphic Image Sample 2

AES Graphic Image Sample 3

AES Graphic Image Sample 4

AES Graphic Image Sample 5

AES Graphic Image Sample 6

AES Graphic Image Sample 7

AES Graphic Image Sample 8

AES Graphic Image Sample 9

AES Graphic Image Sample 10

AES Graphic Image Sample 11

AES JPG Carved File Sample 1

AES PDF Sample 1.pdf

AES PDF Sample 2.pdf

AES PDF Sample 3.pdf

AES PDF Sample 4.pdf

AES PDF Sample 5.pdf

AES Text Document Sample 1

AES Text Document Sample 2

AES Text Document Sample 3

AES Text Document Sample 4

AES Text Document Sample 5

AES Word Document Sample 1

AES Word Document Sample 2

AES Word Document Sample 3

AES Word Document Sample 4

AES Word Document Sample 5
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Size Timestamp
850,013 KB 13/02/2014 11:29 PM
880,231 KB 13/02/2014 11:35 PM
898 KB 13/02/2014 11:35 PM
378 KB 13/02/2014 11:35 PM
490 KB 13/02/2014 11:36 PM
411 KB 13/02/2014 11:36 PM
531 KB 13/02/2014 11:37 PM
431 KB 13/02/2014 11:37 PM
373 KB 13/02/2014 11:37 PM
358 KB 13/02/2014 11:38 PM
351 KB 13/02/2014 11:38 PM
349 KB 13/02/2014 11:38 PM
358 KB 13/02/2014 11:38 PM
399 KB 13/02/2014 11:39 PM
2,342 KB 13/02/2014 11:39 PM
2,404 KB 13/02/2014 11:39 PM
497 KB 13/02/2014 11:39 PM
485 KB 13/02/2014 11:40 PM
391 KB 13/02/2014 11:40 PM
345 KB 13/02/2014 11:40 PM
12,808 KB 13/02/2014 11:41 PM
78,773 KB 13/02/2014 11:41 PM
26,238 KB 13/02/2014 11:41 PM
20,720 KB 13/02/2014 11:41 PM
24,486 KB 13/02/2014 11:42 PM
342 KB 13/02/2014 11:42 PM
342 KB 13/02/2014 11:42 PM
342 KB 13/02/2014 11:43 PM
342 KB 13/02/2014 11:43 PM
342 KB 13/02/2014 11:43 PM
364 KB 13/02/2014 11:43 PM
364 KB 13/02/2014 11:44 PM
364 KB 13/02/2014 11:44 PM
364 KB 13/02/2014 11:44 PM
364 KB 13/02/2014 11:44 PM




Appendix 30: Table of AESTool “Stored Data” on VM2 (Double VMs

Environment)

File Name

AES Encase File Sample 1

AES Encase File Sample 2

AES Encase File Sample 3

AES Excel Sample File 1

AES Excel Sample File 2

AES Excel Sample File 3

AES Excel Sample File 4

AES Excel Sample File 5

AES Graphic Image Sample 1

AES Graphic Image Sample 2

AES Graphic Image Sample 3

AES Graphic Image Sample 4

AES Graphic Image Sample 5

AES Graphic Image Sample 6

AES Graphic Image Sample 7

AES Graphic Image Sample 8

AES Graphic Image Sample 9

AES Graphic Image Sample 10

AES Graphic Image Sample 11

AES JPG Carved File Sample 1

AES PDF Sample 1.pdf

AES PDF Sample 2.pdf

AES PDF Sample 3.pdf

AES PDF Sample 4.pdf

AES PDF Sample 5.pdf

AES Text Document Sample 1

AES Text Document Sample 2

AES Text Document Sample 3

AES Text Document Sample 4

AES Text Document Sample 5

AES Word Document Sample 1

AES Word Document Sample 2

AES Word Document Sample 3

AES Word Document Sample 4

AES Word Document Sample 5
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Size Timestamp
850,013 KB 13/02/2014 10:29 PM
880,231 KB 13/02/2014 10:35 PM
898 KB 13/02/2014 10:35 PM
378 KB 13/02/2014 10:35 PM
490 KB 13/02/2014 10:36 PM
411 KB 13/02/2014 10:36 PM
531 KB 13/02/2014 10:37 PM
431 KB 13/02/2014 10:37 PM
373 KB 13/02/2014 10:37 PM
358 KB 13/02/2014 10:38 PM
351 KB 13/02/2014 10:38 PM
349 KB 13/02/2014 10:38 PM
358 KB 13/02/2014 10:38 PM
399 KB 13/02/2014 10:39 PM
2,342 KB 13/02/2014 10:39 PM
2,404 KB 13/02/2014 10:39 PM
497 KB 13/02/2014 10:39 PM
485 KB 13/02/2014 10:40 PM
391 KB 13/02/2014 10:40 PM
345 KB 13/02/2014 10:40 PM
12,808 KB 13/02/2014 10:41 PM
78,773 KB 13/02/2014 10:41 PM
26,238 KB 13/02/2014 10:41 PM
20,720 KB 13/02/2014 10:41 PM
24,486 KB 13/02/2014 10:42 PM
342 KB 13/02/2014 10:42 PM
342 KB 13/02/2014 10:42 PM
342 KB 13/02/2014 10:43 PM
342 KB 13/02/2014 10:43 PM
342 KB 13/02/2014 10:43 PM
364 KB 13/02/2014 10:43 PM
364 KB 13/02/2014 10:44 PM
364 KB 13/02/2014 10:44 PM
364 KB 13/02/2014 10:44 PM
364 KB 13/02/2014 10:44 PM




d Data” from VM2 (Double VMs

1eve

Table of AESTool “Retr

Appendix 31

Environment)

axa'G 9jdwes JuaWNna0q P4oM

axa' a|dwes uawna0q PIoM

axa°¢ 3jdwes JuaWNI0q P4oM

9xa°Z a|dwes awna0q PIoM

9xXa'T 9|dwes awna0q PIOM

axa°g a|dwes Jusawnaoq IXa 1

axa' a|dwes uswnaoq X3

axa°¢ 3|dwes JuaWnI0Qq X3 ]

axa°Z a|dwes Juswnaoq X3

axa'T 9|dwes Jusawnaoq X3

9xa'jpd-g 9|dwes 4ad

axo'ypd 'y ajdwies 3ad

9xa'ypd-¢ 9|dwes 4ad

axajpd-g a|dwes 4ad

9x3'ypd-T 9|dwes 4ad

9%a°'T 9|dwes 314 panie) odf

X' TT 9|dwes adew | dydei

9x3°0T 9|dwes agew| aiydelo

9xo'6 9|dwes adew| aydeto

9x3°g 9|dwes a8ew aiydelo

9xa'/ 9|dwes adew| aydelo

9x'9 9|dwes adew| aydety

9x3°G 9|dwes agew| diydelo

9xa'y 9|dwes adew| oydeto

9x3°¢ o|dwes agew| aiydelo

9xa'g 9|dwes adew| dydelo

9xa'T 9|dwes adew| daydeto

9X3'G 9|14 3|dwes [99x3

9Xa'y 9|14 3|dwes [39X3

9%3°¢ 9|14 d|dwes [39x3

aXa° 9|14 3|dwes |90x3

9Xa'T 9|14 3|dwes |90X3

9x3'¢ a|dwies 9|14 aseau]

9xa'Z 9|dwies a4 aseau3

9%3°'T 9|dwies )i aseau3
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Table of AESTool “Recovered Data” from VM2 (Double VMs

Appendix 32

Environment)

20p'G 3jdwies Juatnaog piop

20p 3jduwes Juatunaog piop

20p°¢ 3jdweg uawnaoq pioj

20p°7 3|dWeS uawnIoq pIop

20p'T 3jduwes JuaLunaog piop

WG 3)dwes Juawna0g %3]

' 3|dules Juawnaoq o)

Wy 3)dwes Juawnaog 3]

W7 3)dwes Juawnaog %3]

T 3|dules Juawnaoq o)

4pd' djdwes 4ad

Jpd'p 3jdues 40

$po'E ajdwes 4ad

$pd djdwes 4ad

Jpd'7 3jdwes 40

ON'T 3|dues 3| panie) 9

8dl'77 9)duwes a3ew aydei

8dr'o7 2)duwes a8ew aydei

3d('6 3|dwies a3ew aydesy

94 3|dwes adew| aydeiy

0dr( 3|dwes adew| aydeiy

3d('9 3|dwies a3ew aydesy

8dl'G o|dwies a3ew| aydesy

3d('y 9|dwies a3ew| aydesy

3dl'¢ 3|dwies a3ew aydesy

8d('z 9|dwies a3ew awydesy

8dl'7 9|dwies a3ew| awydesy

§|X'G 3[4 3|dwies [30x3

spcp 3]l 3jduwes [2x3

six'e 314 3jdwes 2ox3

SIXT 34 3jdues [22x3

ST 3]l 3jduwes 20X

703'€ a|duwes 3)14 aseau3

T0X9'Z 3|duies 3]14 3seau3

TOXI'T 3jcutes 3yl aseou3
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Appendix 33: Table of AESCrypt “Stored Data” on VM1 (Circled VMs

Environment)

File Name

Encase File Sample 1.ExO1l.aes

Encase File Sample 2.ex01.aes

Encase File Sample 3.EO1l.aes

Excel Sample File 1.xls.aes

Excel Sample File 2.xls.aes

Excel Sample File 3.xls.aes

Excel Sample File 4.xls.aes

Excel Sample File 5.xls.aes

Graphic Image Sample 1.jpg.aes

Graphic Image Sample 2.jpg.aes

Graphic Image Sample 3.jpg.aes

Graphic Image Sample 4.jpg.aes

Graphic Image Sample 5.jpg.aes

Graphic Image Sample 6.jpg.aes

Graphic Image Sample 7.JPG.aes

Graphic Image Sample 8.JPG.aes

Graphic Image Sample 9.jpg.aes

Graphic Image Sample 10.jpg.aes

Graphic Image Sample 11.jpg.aes

JPG Carved File Sample 1.PNG.aes

PDF Sample 1.pdf.aes

PDF Sample 2.pdf.aes

PDF Sample 3.pdf.aes

PDF Sample 4.pdf.aes

PDF Sample 5.pdf.aes

Text Document Sample 1.txt.aes

Text Document Sample 2.txt.aes

Text Document Sample 3.txt.aes

Text Document Sample 4.txt.aes

Text Document Sample 5.txt.aes

Word Document Sample 1.doc.aes

Word Document Sample 2.doc.aes

Word Document Sample 3.doc.aes

Word Document Sample 4.doc.aes
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Size Timestamp
849,672 KB |13/02/2014 02:56 PM
879,890 KB |13/02/2014 02:58 PM
556 KB 13/02/2014 02:59 PM
36 KB 13/02/2014 03:22 PM
149 KB 13/02/2014 03:22 PM
69 KB 13/02/2014 03:23 PM
190 KB 13/02/2014 03:23 PM
89 KB 13/02/2014 03:23 PM
31 KB 13/02/2014 03:24 PM
16 KB 13/02/2014 03:24 PM
10 KB 13/02/2014 03:25 PM
8 KB 13/02/2014 03:25 PM
17 KB 13/02/2014 03:25 PM
58 KB 13/02/2014 03:26 PM
2,001 KB 13/02/2014 03:26 PM
2,063 KB 13/02/2014 03:26 PM
155 KB 13/02/2014 03:27 PM
143 KB 13/02/2014 03:27 PM
50 KB 13/02/2014 03:28 PM
4 KB 13/02/2014 03:28 PM
12,466 KB 13/02/2014 03:29 PM
78,432KB 13/02/2014 03:30 PM
25,897 KB 13/02/2014 03:30 PM
20,379 KB 13/02/2014 03:31 PM
24,145 KB 13/02/2014 03:32 PM
1 KB 13/02/2014 03:32 PM
1 KB 13/02/2014 03:32 PM
1 KB 13/02/2014 03:33 PM
1 KB 13/02/2014 03:33 PM
1 KB 13/02/2014 03:33 PM
22 KB 13/02/2014 03:34 PM
22 KB 13/02/2014 03:34 PM
22 KB 13/02/2014 03:34 PM
22 KB 13/02/2014 03:35 PM




Appendix 34: Table of AESCrypt “Stored Data” on VM2 (Circled VMs

Environment)

File Name

Encase File Sample 1.ExOl.aes

Encase File Sample 2.ex01.aes

Encase File Sample 3.EOl.aes

Excel Sample File 1.xls.aes

Excel Sample File 2.xls.aes

Excel Sample File 3.xls.aes

Excel Sample File 4.xls.aes

Excel Sample File 5.xls.aes

Graphic Image Sample 1.jpg.aes

Graphic Image Sample 2.jpg.aes

Graphic Image Sample 3.jpg.aes

Graphic Image Sample 4.jpg.aes

Graphic Image Sample 5.jpg.aes

Graphic Image Sample 6.jpg.aes

Graphic Image Sample 7.JPG.aes

Graphic Image Sample 8.JPG.aes

Graphic Image Sample 9.jpg.aes

Graphic Image Sample 10.jpg.aes

Graphic Image Sample 11.jpg.aes

JPG Carved File Sample 1.PNG.aes

PDF Sample 1.pdf.aes

PDF Sample 2.pdf.aes

PDF Sample 3.pdf.aes

PDF Sample 4.pdf.aes

PDF Sample 5.pdf.aes

Text Document Sample 1.txt.aes

Text Document Sample 2.txt.aes

Text Document Sample 3.txt.aes

Text Document Sample 4.txt.aes

Text Document Sample 5.txt.aes

Word Document Sample 1.doc.aes

Word Document Sample 2.doc.aes

Word Document Sample 3.doc.aes

Word Document Sample 4.doc.aes

Word Document Sample 5.doc.aes

176

Size Timestamp
849,672 KB |13/02/2014 01:56 PM
879,890 KB |13/02/2014 01:58 PM
556 KB 13/02/2014 01:59 PM
36 KB 13/02/2014 02:22 PM
149 KB 13/02/2014 02:22 PM
69 KB 13/02/2014 02:23 PM
190 KB 13/02/2014 02:23 PM
89 KB 13/02/2014 02:23 PM
31 KB 13/02/2014 02:24 PM
16 KB 13/02/2014 02:24 PM
10 KB 13/02/2014 02:25 PM
8 KB 13/02/2014 02:25 PM
17 KB 13/02/2014 02:25 PM
58 KB 13/02/2014 02:26 PM
2,001 KB 13/02/2014 02:26 PM
2,063 KB 13/02/2014 02:26 PM
155 KB 13/02/2014 02:27 PM
143 KB 13/02/2014 02:27 PM
50 KB 13/02/2014 02:28 PM
4 KB 13/02/2014 02:28 PM
12,466 KB 13/02/2014 02:29 PM
78,432KB 13/02/2014 02:30 PM
25,897 KB 13/02/2014 02:30 PM
20,379 KB 13/02/2014 02:31 PM
24,145 KB 13/02/2014 02:32 PM
1 KB 13/02/2014 02:32 PM
1 KB 13/02/2014 02:32 PM
1 KB 13/02/2014 02:33 PM
1 KB 13/02/2014 02:33 PM
1 KB 13/02/2014 02:33 PM
22 KB 13/02/2014 02:34 PM
22 KB 13/02/2014 02:34 PM
22 KB 13/02/2014 02:34 PM
22 KB 13/02/2014 02:35 PM
22 KB 13/02/2014 02:35 PM




Appendix 35: Table of AESCrypt “Stored Data” Copied on VM1 from VM2

(Circled VMs Environment)

File Name

Encase File Sample 1.ExO1l.aes

Encase File Sample 2.ex01.aes

Encase File Sample 3.EO1l.aes

Excel Sample File 1.xls.aes

Excel Sample File 2.xls.aes

Excel Sample File 3.xls.aes

Excel Sample File 4.xls.aes

Excel Sample File 5.xls.aes

Graphic Image Sample 1.jpg.aes

Graphic Image Sample 2.jpg.aes

Graphic Image Sample 3.jpg.aes

Graphic Image Sample 4.jpg.aes

Graphic Image Sample 5.jpg.aes

Graphic Image Sample 6.jpg.aes

Graphic Image Sample 7.JPG.aes

Graphic Image Sample 8.JPG.aes

Graphic Image Sample 9.jpg.aes

Graphic Image Sample 10.jpg.aes

Graphic Image Sample 11.jpg.aes

JPG Carved File Sample 1.PNG.aes

PDF Sample 1.pdf.aes

PDF Sample 2.pdf.aes

PDF Sample 3.pdf.aes

PDF Sample 4.pdf.aes

PDF Sample 5.pdf.aes

Text Document Sample 1.txt.aes

Text Document Sample 2.txt.aes

Text Document Sample 3.txt.aes

Text Document Sample 4.txt.aes

Text Document Sample 5.txt.aes

Word Document Sample 1.doc.aes

Word Document Sample 2.doc.aes

Word Document Sample 3.doc.aes

Word Document Sample 4.doc.aes

Word Document Sample 5.doc.aes
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Size Timestamp
849,672 KB |13/02/2014 02:56 PM
879,890 KB [13/02/2014 02:58 PM
556 KB 13/02/2014 02:59 PM
36 KB 13/02/2014 03:22 PM
149 KB 13/02/2014 03:22 PM
69 KB 13/02/2014 03:23 PM
190 KB 13/02/2014 03:23 PM
89 KB 13/02/2014 03:23 PM
31 KB 13/02/2014 03:24 PM
16 KB 13/02/2014 03:24 PM
10 KB 13/02/2014 03:25 PM
8 KB 13/02/2014 03:25 PM
17 KB 13/02/2014 03:25 PM
58 KB 13/02/2014 03:26 PM
2,001 KB 13/02/2014 03:26 PM
2,063 KB 13/02/2014 03:26 PM
155 KB 13/02/2014 03:27 PM
143 KB 13/02/2014 03:27 PM
50 KB 13/02/2014 03:28 PM
4 KB 13/02/2014 03:28 PM
12,466 KB 13/02/2014 03:29 PM
78,432KB 13/02/2014 03:30 PM
25,897 KB 13/02/2014 03:30 PM
20,379 KB 13/02/2014 03:31 PM
24,145 KB 13/02/2014 03:32 PM
1 KB 13/02/2014 03:32 PM
1 KB 13/02/2014 03:32 PM
1 KB 13/02/2014 03:33 PM
1 KB 13/02/2014 03:33 PM
1 KB 13/02/2014 03:33 PM
22 KB 13/02/2014 03:34 PM
22 KB 13/02/2014 03:34 PM
22 KB 13/02/2014 03:34 PM
22 KB 13/02/2014 03:35 PM
22 KB 13/02/2014 03:35 PM
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Environment)

$S98°20p’G 9|dWeS JUaWNI0Q PO

$9e°20p "} 9|dwes JUaWnd0q pJo

$98°20p"¢ 3|dWES JUBWINI0Q PAO

$9€°20p°7 9|dwes Juawnaoq pJom

$9€°20p'T 9|dWeS JU3WNI0Q PIO

S9e’IX}'q w_n_Emm Juswinl0(q 1xa |

S9B"IX}'f7 9|dWes Juawnaoq X3

S9B°IX)'€ 9|dWes JUsaWnI0Q X3 |

$9B°1X1°Z 3|dwes uawind0Q X3

S9B°IX)'T 9|dwes Juawnaoq X3

sae’ypd-g ajdwes 4qd

sae’jpd-y ajdwes 40d

sae'jpd'c ajdwes 40d

saejpdz ajdwes 4ad

sae’ypd-T ajdwes 4ad

S3B'ONd'T 2|dules 3|l panied odf

soe'3d['TT ajdwes adew| aydelo

soe'3d[0T ajdwes adew| aiydelo

soe-3d[ g a|dwes aSew aydein

S9e°'D4['g 9|dwes agew| aydels

sae°'Dd[/ ddwes afew| aydeln

sae-3d[g ajdwes a8ew| aydein

soe‘3d['g a|dwes agew| aydein

soe'3d[y a|dwes a8ew| aydein

soe‘3d["¢ ajdwes a8ew| aydesn

soe‘3d['z a|dwes agew| aydein

soe-3d['T sdwes a8ew| aydein

S9B'S|X'G 3|I4 a|dwes [92X3

SOB'S|X'p 3|14 d|dwes [92X3

S9e'S|X"E 3|!4 d|dwes [39x3

S9€'S|X'7 3|14 d|dwes [30x3
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Appendix 37: Table of AESCrypt “Recovered Data” from VM1 (Circled VMs

Environment)

20p°G 3]duwes Juawnaoq pIop

200 3|dLeg JusWN20Q PIOM

20p°¢ 3]duwes Juawnaoq piop

20°7 3|dwies Juawnaog pIop

20p'T 3]dwes Juawnaoq piop

Wy 3jdwes Juawnaoq Ma

)y 3jduies Juawnaoq WL

Y€ 3jdwes Juawnaoq Wa

W7 3jdwes wawnaoq Ma

1T 3jdwieg Juawnaoq %3]

Jpd' ajdwes 404

[ EITE

p0°¢ ajduies 4aq

4pd 3jdwes 404

4pd'7 3jdutes 4qd

ONd'T 3jdwes 3|14 panie) 9dr

8dl'77 9jdwies a3ew| aydlesy

8dl'o7 3jdwies aBew| aydesy

3dl'g o|dweg adew| aydei

94§ 3duies a3ew| aydesy

9drL 8|dwes a3ew| aydesy

3dl'9 ojdweg adew aydei

3dl'q a|dwes afew aydein

3dly o|dwe adew aydein

3dl'¢ ojdweeg adew aydein

3dl'z a)dwies a8ew aydeiy

3dl'7 o|dweg adew aydei

S|X'G 3[1J ajduwes [30x3

six'y 314 ajdwes [20x3

S[X'E 3]1 djdwies [20x3

SIX'T 3J1 3|dwes [20x3

SIX'T 3]1 djdwies [30x3

103°€ 3|dwes 3yl aseou

TOX9' 3jduwes 3] aseau3

TOX3'T 3]0lwies 314 seau3
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Appendix 38: Table of AXCrypt “Stored Data” on VM1 (Circled VMs

Environment)

File Name

Encase File Sample 1-ExO1.axx

Encase File Sample 2-ex01.axx

Encase File Sample 3-EO1.axx

Excel Sample File 1-xls.axx

Excel Sample File 2-xls.axx

Excel Sample File 3-xls.axx

Excel Sample File 4-xls.axx

Excel Sample File 5-xls.axx

Graphic Image Sample 1-jpg.axx

Graphic Image Sample 2-jpg.axx

Graphic Image Sample 3-jpg.axx

Graphic Image Sample 4-jpg.axx

Graphic Image Sample 5-jpg.axx

Graphic Image Sample 6-jpg.axx

Graphic Image Sample 7-JPG.axx

Graphic Image Sample 8-JPG.axx

Graphic Image Sample 9-jpg.axx

Graphic Image Sample 10-jpg.axx

Graphic Image Sample 11-jpg.axx

JPG Carved File Sample 1-PNG.axx

PDF Sample 1-pdf.axx

PDF Sample 2-pdf.axx

PDF Sample 3-pdf.axx

PDF Sample 4-pdf.axx

PDF Sample 5-pdf.axx

Text Document Sample 1-txt.axx

Text Document Sample 2-txt.axx

Text Document Sample 3-txt.axx

Text Document Sample 4-txt.axx

Text Document Sample 5-txt.axx

Word Document Sample 1-doc.axx

Word Document Sample 2-doc.axx

Word Document Sample 3-doc.axx

Word Document Sample 4-doc.axx

Word Document Sample 5-doc.axx
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Size Timestamp
849,672 KB [13/02/2014 06:59 PM
879,890 KB [13/02/2014 07:00 PM
556 KB 13/02/2014 07:00 PM
9 KB 13/02/2014 07:01 PM
32 KB 13/02/2014 07:01 PM
20 KB 13/02/2014 07:02 PM
29 KB 13/02/2014 07:02 PM
17 KB 13/02/2014 07:02 PM
19 KB 13/02/2014 07:03 PM
17 KB 13/02/2014 07:03 PM
10 KB 13/02/2014 07:03 PM
8 KB 13/02/2014 07:04 PM
17 KB 13/02/2014 07:04 PM
58 KB 13/02/2014 07:04 PM
2,001 KB 13/02/2014 07:05 PM
2,063 KB 13/02/2014 07:05 PM
155 KB 13/02/2014 07:05 PM
143 KB 13/02/2014 07:06 PM
50 KB 13/02/2014 07:06 PM
4 KB 13/02/2014 07:06 PM
12,466 KB 13/02/2014 07:49 PM
68,437KB 13/02/2014 07:50 PM
25,897 KB 13/02/2014 07:50 PM
20,379 KB 13/02/2014 07:51 PM
24,145 KB 13/02/2014 07:51 PM
1 KB 13/02/2014 07:08 PM
1 KB 13/02/2014 07:08 PM
1 KB 13/02/2014 07:08 PM
1 KB 13/02/2014 07:09 PM
1 KB 13/02/2014 07:09 PM
6 KB 13/02/2014 07:10 PM
6 KB 13/02/2014 07:10 PM
6 KB 13/02/2014 07:10 PM
6 KB 13/02/2014 07:10 PM
6 KB 13/02/2014 07:11 PM




Appendix 39: Table of AxCrypt “Stored Data” on VM2 (Circled VMs

Environment)

File Name

Encase File Sample 1-ExO1.axx

Encase File Sample 2-ex01.axx

Encase File Sample 3-EO1.axx

Excel Sample File 1-xIs.axx

Excel Sample File 2-xIs.axx

Excel Sample File 3-xIs.axx

Excel Sample File 4-xls.axx

Excel Sample File 5-xlIs.axx

Graphic Image Sample 1-jpg.axx

Graphic Image Sample 2-jpg.axx

Graphic Image Sample 3-jpg.axx

Graphic Image Sample 4-jpg.axx

Graphic Image Sample 5-jpg.axx

Graphic Image Sample 6-jpg.axx

Graphic Image Sample 7-JPG.axx

Graphic Image Sample 8-JPG.axx

Graphic Image Sample 9-jpg.axx

Graphic Image Sample 10-jpg.axx

Graphic Image Sample 11-jpg.axx

JPG Carved File Sample 1-PNG.axx

PDF Sample 1-pdf.axx

PDF Sample 2-pdf.axx

PDF Sample 3-pdf.axx

PDF Sample 4-pdf.axx

PDF Sample 5-pdf.axx

Text Document Sample 1-txt.axx

Text Document Sample 2-txt.axx

Text Document Sample 3-txt.axx

Text Document Sample 4-txt.axx

Text Document Sample 5-txt.axx

Word Document Sample 1-doc.axx

Word Document Sample 2-doc.axx

Word Document Sample 3-doc.axx

Word Document Sample 4-doc.axx

Word Document Sample 5-doc.axx
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Size Timestamp
849,672 KB [13/02/2014 05:59 PM
879,890 KB [13/02/2014 06:00 PM
556 KB 13/02/2014 06:00 PM
9 KB 13/02/2014 06:01 PM
32 KB 13/02/2014 06:01 PM
20 KB 13/02/2014 06:02 PM
29 KB 13/02/2014 06:02 PM
17 KB 13/02/2014 06:02 PM
19 KB 13/02/2014 06:03 PM
17 KB 13/02/2014 06:03 PM
10 KB 13/02/2014 06:03 PM
8 KB 13/02/2014 06:04 PM
17 KB 13/02/2014 06:04 PM
58 KB 13/02/2014 06:04 PM
2,001 KB 13/02/2014 06:05 PM
2,063 KB 13/02/2014 06:05 PM
155 KB 13/02/2014 06:05 PM
143 KB 13/02/2014 06:06 PM
50 KB 13/02/2014 06:06 PM
4 KB 13/02/2014 06:06 PM
12,466 KB 13/02/2014 06:49 PM
68,437KB 13/02/2014 06:50 PM
25,897 KB 13/02/2014 06:50 PM
20,379 KB 13/02/2014 06:51 PM
24,145 KB 13/02/2014 06:51 PM
1 KB 13/02/2014 06:08 PM
1 KB 13/02/2014 06:08 PM
1 KB 13/02/2014 06:08 PM
1 KB 13/02/2014 06:09 PM
1 KB 13/02/2014 06:09 PM
6 KB 13/02/2014 06:10 PM
6 KB 13/02/2014 06:10 PM
6 KB 13/02/2014 06:10 PM
6 KB 13/02/2014 06:10 PM
6 KB 13/02/2014 06:11 PM




Appendix 40: Table of AxCrypt “Stored Data” Copied on VM1 from VM2 (Circled

VMs Environment)

File Name

Encase File Sample 1-Ex01.axx

Encase File Sample 2-ex01.axx

Encase File Sample 3-EO1.axx

Excel Sample File 1-xls.axx

Excel Sample File 2-xls.axx

Excel Sample File 3-xls.axx

Excel Sample File 4-xls.axx

Excel Sample File 5-xls.axx

Graphic Image Sample 1-jpg.axx

Graphic Image Sample 2-jpg.axx

Graphic Image Sample 3-jpg.axx

Graphic Image Sample 4-jpg.axx

Graphic Image Sample 5-jpg.axx

Graphic Image Sample 6-jpg.axx

Graphic Image Sample 7-JPG.axx

Graphic Image Sample 8-JPG.axx

Graphic Image Sample 9-jpg.axx

Graphic Image Sample 10-jpg.axx

Graphic Image Sample 11-jpg.axx

JPG Carved File Sample 1-PNG.axx

PDF Sample 1-pdf.axx

PDF Sample 2-pdf.axx

PDF Sample 3-pdf.axx

PDF Sample 4-pdf.axx

PDF Sample 5-pdf.axx

Text Document Sample 1-txt.axx

Text Document Sample 2-txt.axx

Text Document Sample 3-txt.axx

Text Document Sample 4-txt.axx

Text Document Sample 5-txt.axx

Word Document Sample 1-doc.axx

Word Document Sample 2-doc.axx

Word Document Sample 3-doc.axx

Word Document Sample 4-doc.axx

Word Document Sample 5-doc.axx
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Size Timestamp
849,672 KB |13/02/2014 06:59 PM
879,890 KB |13/02/2014 07:00 PM
556 KB 13/02/2014 07:00 PM
9 KB 13/02/2014 07:01 PM
32 KB 13/02/2014 07:01 PM
20 KB 13/02/2014 07:02 PM
29 KB 13/02/2014 07:02 PM
17 KB 13/02/2014 07:02 PM
19 KB 13/02/2014 07:03 PM
17 KB 13/02/2014 07:03 PM
10 KB 13/02/2014 07:03 PM
8 KB 13/02/2014 07:04 PM
17 KB 13/02/2014 07:04 PM
58 KB 13/02/2014 07:04 PM
2,001 KB 13/02/2014 07:05 PM
2,063 KB 13/02/2014 07:05 PM
155 KB 13/02/2014 07:05 PM
143 KB 13/02/2014 07:06 PM
50 KB 13/02/2014 07:06 PM
4 KB 13/02/2014 07:06 PM
12,466 KB 13/02/2014 07:49 PM
68,437KB 13/02/2014 07:50 PM
25,897 KB 13/02/2014 07:50 PM
20,379 KB 13/02/2014 07:51 PM
24,145 KB 13/02/2014 07:51 PM

1 KB

13/02/2014 07:08 PM

1 KB

13/02/2014 07:08 PM

1 KB

13/02/2014 07:08 PM

1 KB

13/02/2014 07:09 PM

1 KB

13/02/2014 07:09 PM

6 KB

13/02/2014 07:10 PM

6 KB

13/02/2014 07:10 PM

6 KB

13/02/2014 07:10 PM

6 KB

13/02/2014 07:10 PM

6 KB

13/02/2014 07:11 PM
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Appendix 41

Environment)

XXe'20p-G 3|dwes Juawndoq pJOM

XXe:20p-p 3|dwes Juswnaoq pJom

XXe:20p-£ 3|dwes Juswnaoq pJom

XXe:20p-7 3|dwes jJuswnaoq pJom

XXe'20p-T 9|dwes Juswnaoq pIom

XXe'1X3-G 9|dwies Juawnaoq 1xa L

XXe'IX1- w_QEmm Juswinioq xa

XXe'1X}-¢ w_QEmm Juswinioq xa

XXE'IX}-7 9|dwes Juawnaogq 19|

XXe'1X1-T 9|dwes Juawnaoq xa)

xxe'Jpd- ajdwes 40d

xxe'Jpd- a|dwes 0d

xxe-jpd-¢ djduwes 4ad

xxe'ypd-g ajdwes 4ad

xxe'ypd-T ajdwes 4ad

XXe'ONJ-T 3|dwes 3|i4 panie) Odr

xxe3d[-1T ajdwes aew) aiydein

xxe3d[-ot ajdwes aew) aiydein

xxe-3d[-g a|dwes a3ew| aiydein

Xxe'ndr-g ajdwes agew| awyden

XXe'0df-/ ajdwes adew| aydeis

xxe'3d[-g a|dwes agew| alydelo

xxe-8d[-g adwes a8ew) aiydein

xxe-8d[-y adwes a3ew) aiydein

xxe-8d[-¢ adwes a3ew) aiydein

xxe-8d[-z adwes a8ew) aiydein

xxe-3d[-T a|dweg a3ew| aiydein

XXe'S|X-G 3|I4 ajduies [3x3

XXe'S|X-p 3]l 3|dWes (393

XXeS|X-€ 3! a|dueg [39x3

XXeS|X-z 3! 3|dues [39x3

XXe'S|X-T 3|14 3|dwes [39x3

Xxe'703-€ d|dwes 3|4 aseau3

XXe'TOXa-g 3|dwes 3|4 aseau
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Appendix 42: Table of AxCrypt “Recovered Data” from VM1 (Circled VMs

Environment)

20p°S 3|dues uawnaoq piop

20p'} 3jdues uawnaog piom

20p°¢ 3jdwes Juawnaog pIop

20p° 3|dues uawnaoq piop

20T 3{dweg Juawna0q pIoy

WG 3[dwes Juawnaoq 1R

W'y ajdwes awnaog wa|

X1°¢ 3|dwes Juawnaogq 3]

P07 ajdwes Juawnaog e

W07 ajdwes awnaog wa|

$pd'6 3jduwies 404

Jpd'p 3jduies 404

jpd'g ajdwes jad

$pd7 3)dwes 404

4pd'7 3)duwies 404

ONd'T 3|dwies 3] panse) ogf

377 3|dwes a3ew) aydeiy

8dror ajduses adew a1ydely

306 ajdwies a8ew aydeiy

948 9|dwes a3ew| aydesy

04/ 3|dwes a3ew| aydesy

39 ajdwies a8ew aydeiy

8 ajdwies agew aydeiy

3y ajdwies a8ew aydeiy

8¢ o|duies afew aydesy

80z ajdwies agew aydeiy

3dll7 3jdwies a8ew aydeiy
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Appendix 43: Table of AESTool “Stored Data” on VM1 (Circled VMs

Environment)

File Name

AES Encase File Sample 1

AES Encase File Sample 2

AES Encase File Sample 3

AES Excel Sample File 1

AES Excel Sample File 2

AES Excel Sample File 3

AES Excel Sample File 4

AES Excel Sample File 5

AES Graphic Image Sample 1

AES Graphic Image Sample 2

AES Graphic Image Sample 3

AES Graphic Image Sample 4

AES Graphic Image Sample 5

AES Graphic Image Sample 6

AES Graphic Image Sample 7

AES Graphic Image Sample 8

AES Graphic Image Sample 9

AES Graphic Image Sample 10

AES Graphic Image Sample 11

AES JPG Carved File Sample 1

AES PDF Sample 1.pdf

AES PDF Sample 2.pdf

AES PDF Sample 3.pdf

AES PDF Sample 4.pdf

AES PDF Sample 5.pdf

AES Text Document Sample 1

AES Text Document Sample 2

AES Text Document Sample 3

AES Text Document Sample 4

AES Text Document Sample 5

AES Word Document Sample 1

AES Word Document Sample 2

AES Word Document Sample 3

AES Word Document Sample 4

AES Word Document Sample 5

185

Size Timestamp
850,013 KB 13/02/2014 11:29 PM
880,231 KB 13/02/2014 11:35 PM
898 KB 13/02/2014 11:35 PM
378 KB 13/02/2014 11:35 PM
490 KB 13/02/2014 11:36 PM
411 KB 13/02/2014 11:36 PM
531 KB 13/02/2014 11:37 PM
431 KB 13/02/2014 11:37 PM
373 KB 13/02/2014 11:37 PM
358 KB 13/02/2014 11:38 PM
351 KB 13/02/2014 11:38 PM
349 KB 13/02/2014 11:38 PM
358 KB 13/02/2014 11:38 PM
399 KB 13/02/2014 11:39 PM
2,342 KB 13/02/2014 11:39 PM
2,404 KB 13/02/2014 11:39 PM
497 KB 13/02/2014 11:39 PM
485 KB 13/02/2014 11:40 PM
391 KB 13/02/2014 11:40 PM
345 KB 13/02/2014 11:40 PM
12,808 KB 13/02/2014 11:41 PM
78,773 KB 13/02/2014 11:41 PM
26,238 KB 13/02/2014 11:41 PM
20,720 KB 13/02/2014 11:41 PM
24,486 KB 13/02/2014 11:42 PM
342 KB 13/02/2014 11:42 PM
342 KB 13/02/2014 11:42 PM
342 KB 13/02/2014 11:43 PM
342 KB 13/02/2014 11:43 PM
342 KB 13/02/2014 11:43 PM
364 KB 13/02/2014 11:43 PM
364 KB 13/02/2014 11:44 PM
364 KB 13/02/2014 11:44 PM
364 KB 13/02/2014 11:44 PM
364 KB 13/02/2014 11:44 PM




Appendix 44: Table of AESTool “Stored Data” on VM2 (Circled VMs

Environment)

File Name Size
AES Encase File Sample 1 850,013 KB
AES Encase File Sample 2 880,231 KB
AES Encase File Sample 3 898 KB
AES Excel Sample File 1 378 KB
AES Excel Sample File 2 490 KB
AES Excel Sample File 3 411 KB
AES Excel Sample File 4 531 KB
AES Excel Sample File 5 431 KB
AES Graphic Image Sample 1 373 KB
AES Graphic Image Sample 2 358 KB
AES Graphic Image Sample 3 351 KB
AES Graphic Image Sample 4 349 KB
AES Graphic Image Sample 5 358 KB
AES Graphic Image Sample 6 399 KB
AES Graphic Image Sample 7 2,342 KB
AES Graphic Image Sample 8 2,404 KB
AES Graphic Image Sample 9 497 KB
AES Graphic Image Sample 10 485 KB
AES Graphic Image Sample 11 391 KB
AES JPG Carved File Sample 1 345 KB
AES PDF Sample 1.pdf 12,808 KB
AES PDF Sample 2.pdf 78,773 KB
AES PDF Sample 3.pdf 26,238 KB
AES PDF Sample 4.pdf 20,720 KB
AES PDF Sample 5.pdf 24,486 KB
AES Text Document Sample 1 342 KB
AES Text Document Sample 2 342 KB
AES Text Document Sample 3 342 KB
AES Text Document Sample 4 342 KB
AES Text Document Sample 5 342 KB
AES Word Document Sample 1 364 KB
AES Word Document Sample 2 364 KB
AES Word Document Sample 3 364 KB
AES Word Document Sample 4 364 KB
AES Word Document Sample 5 364 KB
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Appendix 45: Table of AESTool “Stored Data” Copied on VM1 from VM2 (Circled
VMs Environment)

File Name Size
AES Encase File Sample 1 850,013 KB
AES Encase File Sample 2 880,231 KB
AES Encase File Sample 3 898 KB
AES Excel Sample File 1 378 KB
AES Excel Sample File 2 490 KB
AES Excel Sample File 3 411 KB
AES Excel Sample File 4 531 KB
AES Excel Sample File 5 431 KB
AES Graphic Image Sample 1 373 KB
AES Graphic Image Sample 2 358 KB
AES Graphic Image Sample 3 351 KB
AES Graphic Image Sample 4 349 KB
AES Graphic Image Sample 5 358 KB
AES Graphic Image Sample 6 399 KB
AES Graphic Image Sample 7 2,342 KB
AES Graphic Image Sample 8 2,404 KB
AES Graphic Image Sample 9 497 KB
AES Graphic Image Sample 10 485 KB
AES Graphic Image Sample 11 391 KB
AES JPG Carved File Sample 1 345 KB
AES PDF Sample 1.pdf 12,808 KB
AES PDF Sample 2.pdf 78,773 KB
AES PDF Sample 3.pdf 26,238 KB
AES PDF Sample 4.pdf 20,720 KB
AES PDF Sample 5.pdf 24,486 KB
AES Text Document Sample 1 342 KB
AES Text Document Sample 2 342 KB
AES Text Document Sample 3 342 KB
AES Text Document Sample 4 342 KB
AES Text Document Sample 5 342 KB
AES Word Document Sample 1 364 KB
AES Word Document Sample 2 364 KB
AES Word Document Sample 3 364 KB
AES Word Document Sample 4 364 KB
AES Word Document Sample 5 364 KB
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1rc

d Data” from VM1 (C

1eve

Table of AESTool “Retr

Appendix 46

Environment)
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led VMs
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Table of AESTool “Recovered Data” from VM1 (Ci

Appendix 47

Environment)

20p'S 3jdwes Juanaog piop

20p'p 3jduweg 1uanaog piop

20p°¢ 3(duweg uawnao piop

20p°Z 3|dweg Juawnaog piop

20p'7 3]0UeS JUaLUN30q PO

WG 9|dules Juawnaog 3]

W'y ajdwes Juawnaog wa|

°E 3|dwes Juawnaog MR

7 9|dUeg Juawnaog k3]

W7 ajdwes Juawnaog wa|

$pd'g 3jduies 404

Jpd'y ajduies 404

Jpd'g aydues 4qq

$pd'7 3jduwes 404

Jpd'7 3jduies 404

ON'T 3jdueg 3[4 panie) g

377 3|dwes adew| aydesy

8dror ajduses adew aydein

306 3jdwies 38w aydesy

948 9|duwes a3ew 1ydesy

0dr£ 3|dwes a3ew 1ydesy

39 3jdwies a8ew| ayydesy

3l 9jdwies a3ew| aydesy

30l 9jdwies a8ew| aydesy

3¢ ojduses a8ew] aydeioy

30"z 9jdwies aBew| ayydesy

307 3jdwies 38w aydesy

SIX'G 3]1 3jdwes [2ax3

SIx'p 3[4 3jdues [2ax3

sjx'g 314 ajdwes [9x3

SIx'7 3[4 3|duie [22x3

ST 3]14 3|dues [20x3

703°¢ 3dweg a4 aseau3

10%3'7 3)dueg 3y aseau3

T0X3T 3jcwies 3]} aseau3

4008V SaA LpSITI084TVISPLTVE03L8887ASIISTLAEEIL|  QVOIQYOHLISHTELTTERYALAIETSAAY| INd T1:50 ¥10T/20/vT N
T43008Y SOA JT48084€v/308T806808r590YAELLAOVAAHS0L8|  LOI0VLTEAL36LBEL8ATIBHIIONVATSED| Wd 7150 ¥102/20/T L
14008V SoA T3V0S6060pTTSSYSETA93rPAERS980SE0L8EHD|  TLLALLOBAAIRNL6SHAT6LB468980| N T1:S0 10/20/4T N
4008V S3A T6QVTALSYSY8LLARLTTABYIVOTDTOLO0INYYAE|  (TVTBAOTTEIEIEHHVEEILAVA882088| INd 21:50 ¥T0T/20/4T N
14008V S3A 86750/060Y8%07h£984¥7TI66L€5/467904€678|  BEAA9A870VTIAEL48500008HERAETE| INd 21:0 ¥T0T/20/4T L
4008V SoA 03¥9748000730YT30069v4L6/69000¥0TH6/00E | 0TYIGTERITVIIAHEIAE0TSTLI0SLESSS| Wd TS0 102/20/ T
143008v SOA QQvZOT9YSLYTE0IAYEDTAVETTHIATEQDIBYESTES|  4¥S07L30ATAATIRAOY0ETIASIVES| Wd TS0 10220/ T
14008V SoA 08997886LLL00TYATAT6TRLAVTECTITHTONOTAL|  ¥SIL89D00LLEIAYISTIHNTIGARYLELSG| Wd TS0 ¥T0T/20/4T T
4008V S3A L67967T430930€0586£¥81630963V0S0578968%0|  £6837906€04v1308T8AVEI6L4300050|  INd TT:50 #102/20/vT T
T43008Y SOA (1936563798LYSSAD0ISTYAVTLA0TIAVETLAVAH|  4HTLOLTTBEIISIAVILASETIaNTE8628| INd TT:0 ¥T0T/20/4T T
4008V SoA 10058730486006963058433078v489T76T709TS|  VAEBSERTIVPEIAIB0GTALLYOVATIRH0A| WA TT:0 ¥102/20/v1 N vTn
4008V S3A Q9TTSIVTETASYPOLEAEI00798L68€T660L0IA90|  SHOGATHOVSIBESTYAI9IENTA6384939| INd TT:50 ¥10T/20/vT 8 6LE0T
14008V S3A LIVLT06475609090858EE06LTIBL499L06YSTLT|  SU6LSAI9GYRAEIBTRILSITLLLAGLOLS| NG 0TS0 ¥T0T/20/vT ) L68ST
4008V SaA 6Y8y98v49ETT878898VY6IAYIONIILIL0I60TE|  LOBKASHIGTIOEKIA0ILHATHI0II0TEG| INd 0T:50 ¥10/20/vT e sL
4008V S8k 16586E00VVAL0ABYTILLYVTIOEYOBAVSOTIH0L|  PAOTSATBI00VEG0TE044858A940TSA| INd 0TS0 ¥10/20/vT 9w
14008V SoA €00SLLY706578)8TERISVOLITRLATIOW8YZSTO%|  JATHITIB0LTEESILI9TIT88ITAETSTB0| INd OT:S0 7107/20/vm e
4008V SaA 18/840€VPE0E86749806/88636347LYEA6T80H|  SOVIBLTROENYHIITI0IONLISSEETT8| Wd 0TS0 10720/ )0
T43008v SOA VE66/607048L5SYYZ00433858rS90T06R45938|  TOALFTESASTAI9TOVRTYSTILIYTASRI0| INA 0TS0 ¥10/20/vT ay et
14008V SoA (S51£8998086498YET009STIEYSTLSAOVYPESTVE|  WOPBSIOL8TT9SERVT6LOETANYLSIOLT| INd OT:S07T02/20/v1 ¥ 95T
4008V S3A 20AT806£S8VR0VTE8L6VABE0rI6EL6AES6IASHHE|  TEEPIAA96898T97IL6T6880FITILOSH| d 60:S0 ¥T0Z/20/vT ENT
T43008Y SOA 366054€QTA0067800YIRH9LBVEHTOLTILTTERES0|  I08PA995QWvERIVATIESIAAILIE0363| d 60:S0 ¥T0T/20/4T 1007
4008V SaA 69084VaEQTTERSHBT6STYIBLIIETSOT6I0SSEY|  TL6TAVALATOVAATYVY490398Y90THZA|  INd 6050 §102/20/vT ) LS
T4008v S8k 0835000v8.433/0695H0IWYTYY96TIESI09546Y|  ET08SHSHOIOT6LYAMAALEIGSASTSSYT| INd 60:S0 ¥T0Z/20/¢T L
14008V SoA AVQ4p47688€5006/3T06Q00ESELATOVASERTE | SQpBYEIETSAA0864EL804087888ESTIO| Wd 6050 ¥T0T/20/4T 8
4008V S3A JTESSTATTAVL98Y08496600401VL85408E40940|  €D¥9694089300008644A0TAOEITINLYY] W 60:S0 10220/ anor
T43008v SOA 369780v40093V8Y07978T0078960TYA9038TLLO|  0QOLEQTSLETITHLYLIOTONYORI0TEI8] INd 600 ¥102/20/vT 9T
14008V SoA 209v08¥3906v805Y00L708484890p0090T3EL6YY|  W¥S909E0L88YAIVLRLARITSLOB0RLAATG| N 80:S0 10/20/T e
4008V S8k L9T/ST6ST8A6YYZ8L040950/868/460904865T|  70BIL6AYI64TLITTAIGRERABLYAASYO| INd 80:S0 ¥T0T/20/4T 8) 68
14008V S3A STOV0B0EHELL0ET786066T09647589T306Y430D|  ¥3003TSEATAIRINAIESSOVEISEETLD| INd 80:S0 T0/20/4T ) 687
4008V SoA BETTSAB9TEIMEISOLTAIONII0NIENIILLITE|  S3CI6TA6TSHOUBSILTIOVHSITAEVTVTS| INd 8050 ¥10C/20/vT )69
143008v SOA VP8TITIASA9LTHIHSITITLOVSEOT60L0LONOT|  HLBATLTOTVIEIILTLAGENIVIAALELS| INA 8050 HT0T/20/vT Y 84T
14008V SoA (089786878080£5308LT69¥9Tv050088YIL6D8E8Y|  400QEATVH0BZSATTLISAIONYZEREERIT| INd 80:S0 T0/20/T 1 9¢
4008V S3A 0380€8v/SP87Q8TIL0vE93A9LAITYTAADMYYZYE|  ET0SIPILEIRIBLISOTELEAGYINISTTO| INd £0:S0 ¥T0T/20/4T 4955
T43008Y SOA 1856000€€35/895480009YTV680660300ELHVI0P|  094QTISTTALBIHIEABETET0BATHATLE| N L0°SO 10/20/4T 063368
4008V SoA BAIWIVYSA0ITTEPSOIL0IETDIGVAIL0LGI86D3D|  GTSHVTCR0874GLEESYAL6I0YAIA6665| Wd LO'SOYTOT/L0/4T N TL968
wyodly | Aayamenes | uondhiaq nyssaang 3N[eA T-YHS anjen Saw dueysawi]

B adhL

auwey g

189



Appendix 48: Table of Computer Profile Summary

Computer Name WT304-009wcw (in AUTUNI)

Operating System Windows 7 Enterprise (x64) Service Pack 1 (build 7601)
Install Language: English (United States)
System Locale: English (New Zealand)
Installed: 22/02/2013 9:43:08 a.m.

System Model AUT University AUTOPTCZ68
AUT University AUTOPTCZ68
Asset Tag: 12-0202-0094
Enclosure Type: Desktop

Processor 3.10 gigahertz Intel Core i5-2400
256 kilobyte primary memory cache
1024 kilobyte secondary memory cache
6144 kilobyte tertiary memory cache
64-bit ready
Multi-core (4 total)
Not hyper-threaded

Main Circuit Board Board: Intel Corporation DZ68DB AAG27985-104
Serial Number: BTDB212002S3
Bus Clock: 100 megahertz
BIOS: Intel Corp. DBZ6810H.86A.0042.2012.0518.1812
05/18/2012

Drives 500.11 Gigabytes Usable Hard Drive Capacity
266.01 Gigabytes Hard Drive Free Space

ELBY CLONEDRIVE SCSI CdRom Device [Optical drive]
Optiarc DVD RW AD-7280S [Optical drive]

WDC WD5000AAKX-00ERMAOQ [Hard drive] (500.11 GB) --
drive 0, s/n WD-WMC2E0002411, rev 15.01H15, SMART
Status: Healthy

Memory Modules 8100 Megabytes Usable Installed Memory
(RAM)
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Slot 'DIMM1' has 4096 MB (serial number 8B287A06)

Slot 'DIMM?2' has 4096 MB (serial number 88288606)

Local Volumes c: (NTFS on drive 0) * 262.14 52.83
GB GB free

Display Intel(R) HD Graphics [Display adapter]

Realtek High Definition Audio

Bus Adaptors Virtual CloneDrive

Intel(R) 6 Series/C200 Series Chipset Family USB
Enhanced Host Controller - 1C2D

Renesas Electronics USB 3.0 Root Hub

Virus Protection ESET NOD32 Antivirus Version
4.2.76.0
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