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Abstract

In the era of rapid technological advancement, Artificial Intelligence (Al) is a transformative force, permeating diverse
facets of society. However, bias concerns have gained prominence as Al systems become integral to decision-making pro-
cesses. Bias can exert significant and extensive consequences, influencing individuals, groups, and society. The presence
of bias in generative Al or machine learning systems can produce content that exhibits discriminating tendencies, perpetu-
ates stereotypes, and contributes to inequalities. Artificial intelligence (Al) systems have the potential to be employed in
various contexts that involve sensitive settings, where they are tasked with making significant judgements that can have
profound impacts on individuals' lives. Consequently, it is important to establish measures that prevent these decisions
from exhibiting discriminating tendencies against specific groups or populations. This exclusive exploration embarks on
a comprehensive journey through the nuanced landscape of bias in Al, unravelling its intricate layers to discern differ-
ent types, pinpoint underlying causes, and illuminate innovative mitigation strategies. Delving deeper, we investigate the
roots of bias in Al, revealing a complex interplay of historical legacies, societal imbalances, and algorithmic intricacies.
Unravelling the causes involves exploring unintentional reinforcement of existing biases, reliance on incomplete or biased
training data, and the potential amplification of disparities when Al systems are deployed in diverse real-world scenarios.
Various domains such as text, image, audio, video and more significant advancements in Generative Artificial Intelligence
(GAI) were evidenced. Multiple challenges and proliferation of biases occur in different perspectives considered in the
study. Against this backdrop, the exploration transitions to a proactive stance, offering a glimpse into cutting-edge mitiga-
tion strategies. Diverse and inclusive datasets emerge as a cornerstone, ensuring representative input for AI models. Ethi-
cal considerations throughout the development lifecycle and ongoing monitoring mechanisms prove pivotal in mitigating
biases that may arise during training or deployment. Technical and non-technical strategies come to the forefront of pursu-
ing fairness and equity in Al. The paper underscores the importance of interdisciplinary collaboration, emphasising that
a collective effort spanning developers, ethicists, policymakers, and end-users is paramount for effective bias mitigation.
As Al continues its ascent into various spheres of our lives, understanding, acknowledging, and addressing bias becomes
an imperative. This exploration seeks to contribute to the discourse, fostering a deeper comprehension of the challenges
posed by bias in Al and inspiring a collective commitment to building equitable, trustworthy Al systems for the future.
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1 Introduction

Artificial general Intelligence was used to create high-qual-
ity contextual data as created by humans, as stated by [23,
149]. On the other hand, in the digital world, Generative
Artificial Intelligence (GAI) was used to create proficient,
knowledgeable and skilled data specialised in all fields [43,
147, 159]. In other words, GAI, defined as an exploration of
Al, was improved by creating realistic, creative and unique
content based on the latest advancements using Deep Learn-
ing (DL) and Machine Learning (ML) technologies depend-
ing on various classifications and predictions. Process
optimisation and decision-making enhancement entirely
depend on adopting AI (Artificial Intelligence) to help
collaborate intelligent and human systems [22, 25]. More
exploration in the growth of Al leads to the development of
GALI, providing innovative services in all domains such as
natural language generation, image generation, video gen-
eration, healthcare, engineering and design and marketing
by implementing automation and novel augmentation [67,
106].

More innovative and capable models were researched in
assisting to complete required tasks in a faster and easier
way by using GAI [102]. In academic discourse, enhancing
GALI helps to positively impact fundamental principle appli-
cations and various innovations in different domains [143,
159]. The successful implementation of GAI was made
possible by providing solutions to various problems caused
by misuse, bias and transparency [65, 126, 140]. Various
concepts, applications, and challenges caused by adopting
Generative Al were addressed in this research to enhance its
ability to produce bias-free content. The method of creating
new content based on existing data and creating a variety
of new applications was advanced with the help of Deep
Learning (DL) integrated with Al techniques [150]. The
integration of DL with Al failed to produce realistic data,
but this was addressed with the help of GAI Using a finite
dataset, the deep generation model produced a high dimen-
sional probability distribution [123]. The inherent organisa-
tion of data and data processing focusing on discriminative
models was able to predicate the ship between output label
and input feature [72].

1.1 Background

Training the GAI model helps enable various use cases and
generate new data. Based on proximal policy optimisation,
the GAI model uses a supervised fine-tuning model that
differs from the semi-supervised learning used in Al [112].
GAI can easily process vast sets of data using a unique
approach. GAI integrated with natural language processing
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(NLP) helps to produce desired and realistic output on text,
images and other types of data [39, 91].

GAI combines artistic creativity, social intelligence, and
cognitive intelligence [77]. Users can view automatically
served digital ads by opening websites [11]. Programmatic
creative and programmatic buying play a significant role in
programmatic advertisements created using GAI [33]. In the
recruitment process, GAI was used to make decisions and
was considered a substitute for human decisions [18]. The
manual intervention of work was replaced with GAI with a
reduction of cost and numerous benefits [21].

The author [155] has proposed Fairness-Aware Adver-
sarial Perturbation (FAAP) approach to mitigate bias in
already-deployed models. FAAP focuses on scenarios
where the deployed model's parameters are inaccessible.
Instead of modifying the model, it perturbs inputs to ren-
der fairness-related attributes undetectable. A discriminator
is used to identify these attributes within the model's latent
representations, while a generator acts adversarially to 'fool'
the discriminator.

Data Oversampling has been studied [48], where under-
represented groups have been addressed by generating syn-
thetic data. The study has examined bias mitigation through
targeted oversampling to address the underrepresentation of
specific groups within a dataset. By expanding training data
in areas where positive base rate differences exist (leading
to bias), fairness and overall accuracy can be improved. This
is different from other de-biasing methods that may remove
information deemed sensitive.

Other researchers, such as [41] and [130], have evalu-
ated fairness without considering demographics. They
have focused on techniques that work even without explicit
sensitive attributes. Both tackle the challenge of ensuring
fairness in scenarios where sensitive attributes are either
unknown or unavailable due to privacy concerns [41] and
have focused on human-centred federated learning, which
has introduced a method that minimises the top eigenvalue
of the Hessian matrix to reshape the loss landscape, thus
indirectly addressing bias. [130] has presented a Distribu-
tionally Robust Optimization (DRO) approach for recom-
mender systems, which aims to minimise the worst-case
unfairness over reconstructed probability distributions of
missing sensitive attributes, accounting for potential recon-
struction errors [15]. They have tried to understand Implicit
Bias, probing gender bias in models in scenarios without
explicitly gendered language. The UnStereoEval (USE)
framework has been introduced to generate benchmarks
without prominent gender-related associations. It is seen
that a wide range of tested language models still display
significant bias on these stereotype-free datasets, highlight-
ing that bias does not solely stem from stereotypical word
correlations [134] have also predicted fairness. They have
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explored whether the hyperparameter configuration of the
model can be used to predict fair outcomes. It has offered a
novel angle by exploring the relationship between machine
learning hyperparameters and fair outcomes. The goal is to
predict the fairness of an ML configuration given a particu-
lar dataset. It is seen that tree regressors outperform other
methods, particularly under temporal distribution shifts.

1.2 Significance

The imperative to eliminate bias from generative Al models
arises from various ethical, social, and technological factors.
The potential for biased Al outputs to perpetuate stereotypes,
inequality, and discrimination is a significant concern, as it
can amplify existing societal biases and inflict harm upon
individuals and marginalised communities. We aim to cul-
tivate artificial intelligence (Al) systems that exhibit equity
and fairness by deliberately and proactively mitigating bias.
This entails generating content that faithfully reflects vari-
ous perspectives and experiences. Enhancing the quality
and reliability of Al-generated outputs is crucial in fostering
user trust and confidence in these technologies. In addition,
it is worth noting that with the growing integration of Al
systems across diverse domains, there is a heightened focus
within legal and regulatory frameworks on the imperative
of ensuring the impartiality and absence of discriminatory
biases in Al technologies. Eliminating bias in Al research
and development is crucial for upholding ethical responsi-
bilities, fostering social progress, and facilitating innova-
tion. The underlying drive to mitigate bias in generative Al
reflects our unwavering dedication to constructing an Al
ecosystem that is characterised by inclusivity, fairness, and
accountability, thereby yielding advantages for all individu-
als involved.

Generative Al models, despite their potency, can inherit
and exacerbate biases present in their training data, resulting
in substantial real-world ramifications. These biases show
in diverse applications, including facial recognition systems
that inaccurately identify persons from minority groups [87,
115] and text generation models that reinforce gender or
racial stereotypes. Al-generated information in media may
exhibit biased perspectives, shaping public opinion [51 ;53].
Moreover, deepfake technology has been exploited malevo-
lently, frequently aiming at demographics such as women
or marginalised groups, underscoring the ethical dilemmas
inherent in generative Al systems—some significant exam-
ples of bias in generative models in real-world scenarios.

Image generation—Academic research [148] found bias
in the generative Al art generation application Midjourney.
When asked to create images of people in specialised pro-
fessions, it showed both younger and older people, but the

older people were always men, reinforcing gendered bias of
the role of women in the workplace.

Predictive policing tools—Al-powered predictive polic-
ing [63] tools used by some organisations in the criminal
justice system are supposed to identify areas where crime is
likely to occur. However, they often rely on historical arrest
data, which can reinforce existing patterns of racial profil-
ing and disproportionate targeting of minority communities.

ChatGPT—ChatGPT is tested for identifying six types
of bias, including racial bias, gender bias, cognitive bias,
text-level context bias, hate speech, and fake news, giving
an overview of ChatGPT's capability of dealing with differ-
ent biases.

Stable Diffusion—Generative Al tools present similar
problems. For example, a 2023 analysis of more than 5000
images created with the generative Al tool Stable Diffusion
to generate images related to titles and crime found that
it simultaneously amplifies gender and racial stereotypes
[109]. The text-to-image model is used to create representa-
tions of workers for 14 jobs—300 images each for seven
jobs typically considered ‘“high-paying” in the US and
seven considered “low-paying” — plus three crime- related
categories.

This research holds significant value as it aims to address
the pressing issue of bias in large language models (LLMs)
within the financial sector, specifically in loan assessments.
LLMs have become critical tools in decision-making pro-
cesses across various industries, including healthcare,
transportation, and finance. However, these models are sus-
ceptible to inherent biases, such as demographic misrepre-
sentation and stereotype reinforcement, that can influence
outcomes in unfair and discriminatory ways. In decision-
making, such biases can disproportionately affect margin-
alised groups, leading to unequal access to resources like
loans and perpetuating economic disparities.

2 Research methodology

A systematic review provided a better understanding and
consolidation of the research. In the field of research, sys-
tematic review was widely used to collect information.
For the analysis and classification of domains, a system-
atic mapping study was considered an efficient method
for examining primary studies. Further, the need for sys-
tematic literature was predicated on the help of systematic
mapping. Mitigation of Biases in Generative Al based on
text, images, audio, video, and others and challenges faced
during enhancement of Generative Al based on bias, trans-
parency, misuse, hallucinations and societal impact is con-
sidered an output. Planning, scoping, searching, assessing
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and synthesising are different steps in processing research
data based on systematic reviews and meta-analyses [105].

3 PRISMA model

To comprehensively investigate various types of bias, their
impacts, and mitigation strategies in the realm of artifi-
cial intelligence, a systematic literature review (SLR) was
conducted. This approach involves a meticulous and struc-
tured analysis of existing scholarly works, research articles,
and publications related to bias in Al. SLR is considered
a robust, explicit, and reproducible method that facilitates
theory development by uncovering new research areas
while closing up areas where abundant research exists
[156]. For this study, Preferred Reporting Items for Sys-
tematic Reviews and Meta-Analysis (PRISMA) compliant
systematic literature reviews are conducted to analyse the
fairness, consequences, and challenges in generative Al.

PRISMA methodology is adopted to reduce bias and add
rigour and research transferability to the review [46]. The
survey will begin by systematically identifying relevant
literature through established databases such as Scopus,
Web of Science, Google Scholar, IEEE, and ARXIYV, ensur-
ing comprehensive field coverage. Each selected study will
undergo a rigorous review process, focusing on the types of
bias examined, their observed impacts, and the proposed or
implemented mitigation strategies. By synthesising insights
from diverse sources, this research methodology aims to
provide a nuanced and up-to-date understanding of the com-
plex landscape of biases in Al offering valuable insights for
future developments and fostering a more ethical and unbi-
ased artificial intelligence landscape.

The systematic literature review was conducted in four
different stages. The initial identification of the research
starts with searching based on the keyword image, video,
audio, code, text and others based on mitigation of bias in
generative Al, as shown in Fig. 1 below. In addition to the

Fig. 1 Prisma model
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studies on bias, various challenges caused by generative Al
are considered using keyword bias, transparency, hallucina-
tions, misuse, and societal impact, which are included based
on optimal search. The usefulness of the PRISMA model
was improved with the developed explanatory document.

Search Terms—We carried out a search for scientific
documentation in Google Scholar, IEEE, Science Direct,
Scopus and Library databases using keywords associated
with Bias in Generative Al (Artificial Intelligence OR Gen-
erative Al OR Machine Learning OR various biases in Al
OR Generative AI models OR Survey on ChatGPT OR
Dalle OR Different types of bias in Generative OR what are
sources of bias in Generative Al OR different methodolo-
gies to mitigate bias in AI OR what is bias in AI OR Bias
in Machine Learning OR what is fairness OR how can we
quantify fairness OR categorise of different bias OR Gen-
der Inequality in Machine Learning survey in fairness in
Machine Learning OR what are different methods incorpo-
rate to mitigate the bias OR what are the effects of bias in Al
OR what are the Machine Biases OR what are the causes of
bias OR what are the factors for bias in AI OR algorithms
used in bias mitigation OR how to remove bias from AI OR
fairness and bias in AI OR reducing bias in AI/ML OR bias
classification OR Survey on Gender Bias OR Bias in genera-
tive Al in images OR real examples of bias in AL. The search
for documents was limited to publications that appeared in
scientific journals from 2018 to 2023. The same descriptors
were used to search the internet for relevant grey literature
using the Google search engine. We similarly undertook
a manual search using the bibliographic references of the
selected publications.

All the research studies scrutinising the affiliation to
varied strategies and methods for mitigating Al bias were
desirable and qualified for a systematic review. However,
because of the literature available on the search objective,
specific inclusion and exclusion criteria were applied to nar-
row the pre-existing literature selection.

3.1 Inclusion criteria

The inclusion criteria for this review included research
published in peer-reviewed, open- access journals and writ-
ten in English between 2018 and 2024. In addition, grey
literature was excluded, and works were published in lan-
guages other than English. Both qualitative and quantitative
research were included, as well as research with descriptive
and experimental approaches. The study mainly includes
bias in AI/ML.

Considering the search terms and inclusion and exclusion
criteria, the first study was published in 2014 with only one
article. Most papers were published between the last 3 years
(2020-2024), demonstrating a notable growth of interest in

the subject by researchers in the area. Indeed, Shrestha and
Das [136] have stressed how algorithmic fairness has been
a topic of interest in the academy for the past decade,the
increase in the number of studies that seek to understand the
effects of bias is a growing concern in understanding this
phenomenon. They argue that the discourse on fairness in
Machine Learning (ML) and Artificial Intelligence (Al) is
a relatively recent phenomenon. However, it is essential to
recognise that prejudice has long been ingrained in human
society.

3.2 Exclusion criteria

The exclusion criteria for the PRISMA model in a system-
atic literature review include several vital points to ensure
the inclusion of relevant and high-quality studies. Non-Eng-
lish publications are excluded unless translations are avail-
able, maintaining consistency in data interpretation. Studies
that do not align with specific research questions or the rel-
evant domain are excluded as irrelevant topics. Research
lacking full-text availability or accessibility is also omitted
from consideration. Low-quality studies that do not meet
predefined quality benchmarks, such as those lacking robust
methodology or peer review, are excluded to maintain high
standards. Duplicate publications are removed to prevent
redundancy in the analysis. Outdated research, which falls
outside the set time frame and does not reflect recent data, is
not included. Non-empirical studies such as opinion pieces,
editorials, or commentaries without primary data or original
research are excluded. Also, studies presenting incomplete
or ambiguous data hindering comprehensive analysis are
omitted. These criteria collectively ensure that the review
focuses on relevant, reliable, high- quality research.

Research papers of nearly 500 numbers are collected
from different Scopus, Science Directive and Springer Link
sources to mitigate bias in Generative Al based on Text,
Audio, image, video, code and others, as depicted in Fig. 2.
An investigation was carried out using topic modelling tech-
niques in compressive analysis. Using an optimal search of
sources, nearly 340 papers are included based on various
sources of information collected during the search process
for challenges based on bias, transparency, hallucinations,
misuse, and societal impact (Fig. 3).

In recent years, examining the relationship between aver-
age citations per article and total citations across countries
has provided valuable insights into global research impact
and publication influence. Notably, the United Kingdom
has demonstrated a stable and consistent impact, averaging
53.70 citations per article, bolstered by a substantial count
of 1020 total citations. This indicates a balanced blend of
productivity and citation influence, positioning the UK as a
prominent contributor in high-impact research (Fig. 3).

@ Springer



Al and Ethics

Fig. 2 Distribution of GAI research
articles based on mitigation of bias
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Switzerland, with a distinctly higher citation average
of 140.80 per article and 563 citations, reflects a niche yet
powerful research presence. This high citation-per-article
ratio suggests that Switzerland’s publications have signifi-
cant influence and are recognised for their impact within
scholarly communities.

In contrast, despite producing a large volume of publi-
cations, the United States exhibits a lower average citation
count of 3.20 per article, with 294 citations. This dispar-
ity hints at a broad but less concentrated impact, potentially
indicative of high research output that includes a range of
both high- and low-impact publications.

Other countries, including Malaysia, Finland, the United
Arab Emirates, China, Turkey, Greece, and Hong Kong,
contribute to the diversity in global research impact. Tur-
key and Malaysia stand out with higher citation averages,
reflecting notable recognition for each published article.
Conversely, while contributing significantly to total publi-
cation volume, the USA and China display lower average
citations per article, indicating a more dispersed influence
within the academic community.

@ Springer
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These findings underscore the variations in research
impact across different countries, emphasising the impor-
tance of citation volume and per-article influence in under-
standing global research landscapes.

Figure 4 presents a thematic analysis of Generative Arti-
ficial Intelligence (GAI) research, revealing several core
trends and focal areas. Through a structured keyword analy-
sis, it was observed that “Generative Artificial Intelligence”
appeared 307 times, while “Artificial Intelligence” occurred
288 times. Key concepts further emerged around terms such
as “intelligence model,” “learning system,” and “generative
AL” which capture the essential focus areas within GAI
research.

The ethical implications of GAI development were
highlighted by frequent references to “ethical technology,”
underscoring ongoing concerns about responsible Al devel-
opment. Foundational and practical aspects of GAI were
reflected in keywords like “generative adversarial network,”
“deep learning,” and “machine learning,” signifying a strong
focus on both theoretical and real-time implementations.

The educational potential of GAI was also a prominent
theme, with terms like “teaching,” “educational computing,”
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and “students” emphasising GAI’s impact on learning and
pedagogy. Additionally, the keywords "ChatGPT" and "lan-
guage model" (each cited 108 times) underscored the rel-
evance of natural language processing and conversational
Al in this field.

In the context of creativity and user interaction, themes
such as “user interfaces,” “creative,” and ‘“human-com-
puter interaction” illustrated GAI’s role in enhancing cre-
ative processes and user engagement. The diverse scope of
GAI research encompasses multiple perspectives, includ-
ing application-oriented, educational, ethical, and technical
dimensions, collectively highlighting GAI's extensive and
varied contributions to various sectors.

This systematic literature review (SLR) confirms the
multifaceted nature of GAI research, driven by a blend
of theoretical exploration, ethical considerations, practi-
cal applications, and educational impacts. These find-
ings underline GAI's significant potential across various
domains and the complexities associated with its respon-
sible implementation.

The distribution of GAI research articles highlights
diverse vital themes, including bias, hallucinations, mis-
use, societal impact, and transparency. Each perspective
addresses a critical challenge in advancing responsible and
ethical GAI. Research on bias focuses on identifying and
mitigating inherent prejudices within models, while hallu-
cinations examine the generation of inaccurate or fabricated
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outputs. Studies on misuse explore the potential for GAI to
be applied in harmful or unintended ways, whereas societal
impact considers the broader effects of GAI on communi-
ties and social structures. Lastly, transparency emphasises
the need for precise, interpretable models to build trust and
accountability in Al systems. This distribution reflects the
multifaceted nature of GAI and the comprehensive efforts to
address its implications across these critical areas.

4 Literature review

Generative Al technologies are predominantly centred
around image creation, using text input as the basis for
generating graphics in two, three, and even four dimen-
sions. These systems can produce highly accurate portraits
of individuals. However, despite these impressive feats, a
significant challenge remains—generative Al still struggles
with drawing hands, making it one of its most authoritarian
limitations. One of the most popular uses of Al-generated
images is for creating avatars, with platforms like TikTok
being a significant hub for sharing these Al creations. With
generative Al, users can transform into superheroes, kings
and queens, or even mermaids. Another emerging trend is
the Al-generated QR code, which replaces the traditional
black-and-white version with visually appealing designs.
Hugging Face has made a free Al-powered QR code
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generator available to the public. Investment in generative
Al has surged, with funding exceeding two billion dollars,
marking a 425 per cent increase since 2020. Looking ahead,
generative Al is widely considered one of the most advanced
technologies for the next half-century, with some scientists
even dubbing it a potential “age-reversing” technology.

They resembled human-generated content or data pro-
duced in high quality by using GAI [44, 59]. Since the
year 1970, using rule-based patterns and simplistic scripted
responses, basic computers have been included in the
research on conversational chatbots, such as algorithms on
a heuristic for student consultants [28], ELIZA by professor
of MIT Joseph Weizenbaum [157]. The early enhancement
of Al was not able to explore novel text and not able to pro-
ceed with a deep understanding of the content. According to
the usage and requirement, the implementation of chatbots
varies on the data size, and trained datasets are used in web
crawls, social media, crawls and encyclopedias based on the
large language model [131]. GAI occupies a significant role
in the development process in various fields and domain
enhancement based on different paradigms and themes. The
research perspective was based on multiple fields: gover-
nance, infrastructure and technique, education and human
capital innovation.

Previous studies on Generative Artificial Intelligence
(GAI) have concentrated on a variety of fields, with a nota-
ble focus on education and research [168], healthcare [138],
structural and urban design, as well as art and entertainment
[2, 73]. Among these, healthcare and education have been
the most extensively researched areas. In particular, GAI is
pivotal in pediatric radiology, contributing to accurate diag-
nosis and decision-making. Despite the potential of GAI in
clinical adoption, further improvements are necessary for
its integration, particularly in predicting accurate diagnostic
outcomes.

Ethical considerations have also driven a significant
portion of GAI research, particularly in the context of
pedagogical and assessment design in education. Several
literature reviews have highlighted how GAI applications
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Fig. 5 Distribution of GAI research articles on different perspectives
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in education are deeply intertwined with ethical implica-
tions, particularly regarding bias and fairness [6, 168]. Fur-
thermore, recent studies suggest that GAI-generated music
and visual arts closely match the quality of human-created
works, indicating its potential in creative fields [152]. GAI
has also been leveraged to optimise structural and urban
design project outcomes, aiding in resolving stakeholder
conflicts [73].

While previous research has made significant contribu-
tions from an interdisciplinary perspective, there remains
a gap in comprehensive reviews that address GAI across
multiple domains. Much existing literature has focused on
specific academic or industry sectors, often using singular
tools and methodologies for cross-disciplinary reviews. The
literature to date has primarily consisted of cross-disciplin-
ary reviews, with only a limited number of empirical studies
included.

Given the multifaceted nature of GAI, there is a pressing
need for comprehensive and systematic reviews that pro-
vide a holistic understanding of GAI across various appli-
cations. A deeper exploration of GAI in human-technology
interactions is also critical to better understanding the chal-
lenges involved in its implementation. Moreover, system-
atic reviews on GAI's role in mitigating bias across different
modalities, such as text, video, audio, image, and code, have
been conducted, highlighting the importance of addressing
these issues.

The challenges associated with enhancing GAI, such as
mitigating bias, ensuring transparency, reducing hallucina-
tions, preventing misuse, and addressing societal impacts,
have been key topics in recent research. These challenges
have been examined through various perspectives, further
emphasising the need for more in-depth, cross-disciplinary
studies to understand and address the complex issues sur-
rounding the development and deployment of GAI (Fig. 5).

4.1 Classification of articles based on key findings
4.1.1 Articles classification by journals

The reviewed articles were published across various jour-
nals, underscoring the interdisciplinary interest in address-
ing bias in generative Al. As shown in Fig. 6, most articles
were published in journals dedicated to artificial intelligence
and machine learning, reflecting the technical focus of much
of the research. The Journal of Machine Learning Research
and IEEE Transactions on Neural Networks and Learning
Systems emerged as prominent outlets, with seven and six
articles, respectively. This strongly emphasises developing
new algorithms and methods for detecting and mitigating
bias within Al systems.



Al and Ethics

Fig. 6 Articles classification by
journal
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Fig. 7 Articles classification by country

In addition to technical journals, publications in ethics
and societal impact journals, such as Al & Society and Eth-
ics and Information Technology, were also featured promi-
nently in the review. Together, these journals published nine
articles, highlighting growing concerns about the ethical
implications of Al bias and the broader societal impact of Al
technologies. These papers advocate fairness in Al systems
and emphasise the importance of addressing bias in their
design and implementation.

Other notable journals contributing to the discourse
include the International Journal of Artificial Intelligence,
Neural Computation, and the Journal of Artificial Intel-
ligence Research, each of which published three articles.
This diverse distribution of journals reflects the multidi-
mensional nature of the Al bias problem, encompassing
technical, ethical, and social considerations. The range of
journals involved suggests that bias mitigation in generative
Al requires a comprehensive, interdisciplinary approach.

4.1.2 Articles classification by country
The global scope of this study reflects the widespread

concern regarding bias in generative Al. Figure 7 illus-
trates the classification of articles by country, revealing the
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international nature of this issue. The United States leads
with the highest representation, contributing ten articles
highlighting the country's significant interest in Al devel-
opment. This can be attributed to its well-established infra-
structure, ample funding, and numerous tech companies and
research institutes dedicated to Al

Following the United States, the United Kingdom con-
tributed six articles demonstrating the country’s active
engagement in research and industrial practices related to
the ethical development of Al. Germany, a key European
player in Al ethics, submitted five articles, reinforcing its
strong commitment to addressing Al-related challenges.
With four articles, China underscores its growing influence
in Al and its increasing recognition of addressing bias in Al
systems.

Japan reflects the country's ongoing efforts to promote
ethical Al development. Canada and Australia each contrib-
uted two articles, signalling their participation in this global
conversation. France and India also submitted two articles
each, underscoring their active roles in working towards
solutions for Al bias. South Korea and other countries, with
one article each, further demonstrate the global acknowl-
edgment and engagement with the issue of Al bias.

The distribution shown in Fig. 7 highlights that, while
some countries are more prominent in the field, there is a
broad, transnational effort to address the challenges of bias
in generative Al. This global participation reflects the wide-
spread recognition of mitigating bias in Al systems and the
collective effort to ensure fairness and accountability in Al
development.

4.1.3 Articles classification by methodology
The methodologies employed in the analysed articles var-
ied, reflecting the inherent complexity of studying bias in

generative Al. Figure 8 illustrates the classification of arti-
cles based on their methodological approach. Quantitative
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methods were the most used, with 23 articles adopting this
approach. These studies utilised statistical analysis, machine
learning experiments, and simulations to examine and miti-
gate bias. The quantitative design is particularly effective
for defining objective measures and evaluating the extent
of bias, making it well-suited for technical research in Al
In contrast, eight studies employed qualitative methodol-
ogies, which included case studies, interviews with Al pro-
fessionals, and ethnographic research to explore the social
and human aspects of Al bias. Qualitative research is valu-
able for addressing Al bias's ethical and societal impacts,
offering insights into the broader contextual and strategic
considerations necessary for effective mitigation.
Additionally, seven articles utilised mixed-methods
approaches, combining quantitative and qualitative tech-
niques. This hybrid approach allows researchers to leverage
the strengths of both methods, providing a more compre-
hensive understanding of the issues at hand. The diversity
of research methods underscores the multifaceted nature
of bias in generative Al, highlighting the need for various
approaches to understand and address the problem entirely.

4.2 Bias mitigation in generative Al

Al bias refers to prejudiced outcomes of unjust, discriminat-
ing, or skewed patterns generated by an algorithm due to
erroneous presumptions inside the machine learning (ML)
procedure.

Fairness can be widely conceptualised as the ethical
principle of ensuring that Al systems produce an equitable
output without prejudice or preference for an individual or
group, irrespective of their inherent or acquired characteris-
tics [100]. The relationship between bias and fairness in Al
can be viewed as interconnected and mutually influential,
like two sides of the same coin.

A fundamental distinction between fairness and bias lies
in their nature: while bias can arise inadvertently, fairness
is fundamentally characterised by conscious and deliberate
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pursuit. Bias can manifest from multiple sources, including
biased data or algorithmic design.

However, achieving fairness necessitates a purpose-
ful endeavour to prevent the algorithm from engaging in
discriminatory practices towards any group or individual;
prejudice might be perceived as technical, but fairness is
regarded as social and ethical.

One notable distinction is that prejudice can manifest
as positive or negative, whereas fairness solely pertains to
addressing negative bias or discrimination. Positive bias
is when an algorithm consistently favours a specific group
or individual. In contrast, negative bias is when the algo-
rithm consistently discriminates against a particular group
or people. On the other hand, fairness pertains to preventing
adverse bias or discriminatory treatment towards any group
or individual.

Despite these differences, fairness and bias are often
closely related, and addressing bias is an essential step
towards achieving fairness in Al. For example, address-
ing bias in training data or algorithms can help reduce the
likelihood of unfair outcomes. However, it is essential to
recognise that bias is not the only factor leading to unfair-
ness, and achieving fairness may require additional efforts
beyond bias mitigation. [80].

Bias, a pervasive force in human perception and deci-
sion-making, encompasses a range of manifestations that
impact various facets of our lives. From the cognitive biases
that influence individual thinking processes to social biases
deeply embedded in cultural structures and algorithmic
biases emerging in artificial intelligence systems, Fig. 9
depicts the different types of bias that shape our understand-
ing of the world and drive subtle and overt inequalities. Rec-
ognising and comprehending these biases is the first step
towards cultivating a more informed and equitable society,
fostering awareness and promoting the pursuit of fairness in
diverse contexts.

Societal bias, deeply ingrained in cultural norms, insti-
tutions, and interpersonal interactions, profoundly influ-
ences individuals and communities. This pervasive bias
contributes to systemic inequalities, affecting access to
opportunities, resources, and justice. Whether manifested
in discrimination, stereotyping, or prejudice, societal bias
shapes our perceptions, attitudes, and behaviours (Fig. 9).

Generative Al (GAI) has proven to be transformative
across various domains, including education, healthcare,
and networked businesses, by integrating new tools that
enhance operations and facilitate innovation [24, 36, 43]. As
depicted in Fig. 10, the influence of GAI spans multiple sec-
tors, highlighting its significance in driving advancements
and efficiency.

GALI is crucial in developing novel applications, particu-
larly in generating creative content with distinct features.
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In text and video generation areas, GAI contributes to cre-
ative outputs and fosters disruptive innovations, enabling
the automation of complex tasks. Furthermore, GAI signifi-
cantly impacts content creation across various modalities,
including text, video, audio, image, and sound generation,
offering diverse solutions for both personal and professional
applications.

influence their judgment,
decision-making, and

GAI has a notable positive influence in business, par-
ticularly in generating marketing content, software devel-
opment, and multimedia such as videos and images. These
capabilities facilitate the creation of high-quality, engaging
content that enhances business outcomes [96]. Additionally,
GALI supports various forms of content generation through
different modalities, such as image-to-image and text-to-text
generation, which produce outputs of the same type as the
input. Furthermore, GAI enables the combination of various
input and output types, such as code-to-text, facilitating the
creation of multi-modal models [1, 32].

This diversity in GAI's application demonstrates its vast
potential to revolutionise content creation, offering unique
and versatile tools that can be leveraged across multiple
sectors.

4.2.1 Bias mitigation in generative Al based on text
Natural language processing (NLP) and text generation
have seen significant advancements with the development

of X-to-text applications [52]. As depicted in Fig. 11, vari-
ous aspects of text generation have been explored, with a
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Fig. 11 Key Aspects of text genera-
tion in generative Al
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primary goal of creating content that mirrors human writing.
Generative Al systems, such as ChatGPT, have been instru-
mental in generating desired textual artifacts, enabling the
production of coherent and contextually appropriate conver-
sations [20]. Additionally, integrating text-producing appli-
cations further enhances content creation, making these
tools indispensable in diverse applications such as customer
support and business sales [106].

In the text generation process, GAI models like GPT-4
and BERT have made substantial contributions by advanc-
ing the capability to generate high-quality, contextually
accurate text [89, 167, 172]. These models are trained on
large, diverse datasets encompassing a wide range of text
types, enabling them to understand language nuances,
semantics, and contextual meaning. Transfer learning and
fine-tuning techniques optimise these models for specific
tasks, improving text summarisation, translation, and con-
tent generation [85].

Moreover, reinforcement learning from human feedback
(RLHF) has become essential in fine-tuning these models,
reducing the biases present in the training data [29, 31].
For example, in the case of GPT-4, RLHF relies heavily
on human oversight to identify and remove biased, false,
or misleading information, enabling the model to improve
over successive feedback loops [7]. Additionally, adversar-
ial training, where models are exposed to biased inputs and
trained to generate unbiased outputs, has effectively miti-
gated biases in the text generation process [162].

The real-world implementation of these models has
demonstrated promising results. In customer support, GAI-
driven text generation systems enhance user satisfaction
by providing faster, more relevant responses to queries. In
content generation, these models facilitate the rapid produc-
tion of high-quality articles, promotional messages, and
other forms of writing. As a result, industries such as jour-
nalism, advertising, and literature are poised for significant
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transformation due to the efficiencies and capabilities
offered by generative Al technologies [30, 78].

4.2.2 Bias mitigation in generative Al based on images

Generative Al has profoundly transformed the landscape of
visual art, enabling the generation of images across diverse
domains such as marketing, design, fashion, and entertain-
ment. The advent of generative models has expanded the
scope of creative expression by automating the process of
creating visually compelling content. As shown in Fig. 12,
image generation has evolved significantly, with applica-
tions extending to synthetic image creation, visual art pro-
duction, and the development of interactive design elements
for various industries [71]. Generative Al systems, such as
DALL-E, Stable Diffusion, and other innovative platforms,
allow users to create novel visual works by processing tex-
tual descriptions, thus bridging the gap between textual
input and visual output.

One of the critical strengths of generative Al in image
creation lies in its ability to produce highly customisable
and contextually relevant images. The process begins with
machine learning models trained on vast paired images and
text datasets. This enables the model to learn the relation-
ships between visual and textual information, allowing it
to generate visually accurate images aligned with the input
text's semantic meaning. For example, using natural lan-
guage processing techniques, users can provide specific tex-
tual descriptions, and the system will generate an image that
reflects the details of the prompt. This opens up many pos-
sibilities in fields like advertising, where generative Al can
create tailored visual content for campaigns, or in fashion
design, where designers can quickly prototype new styles
and patterns.

A handy application of generative Al in image creation
is its ability to edit and manipulate existing images. The
image-to-image technique enables the transformation of
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images based on user specifications. This capability is criti-
cal in creative fields such as fashion, graphic design, and
entertainment, where customisation and iteration are often
required. For example, an initial design can be manipulated
to fit different contexts, colour schemes, or artistic styles,
allowing designers to explore various possibilities effi-
ciently. Image editing processes powered by generative Al
also enable the enhancement of low-quality images or the
creation of high-fidelity visuals from rough sketches, which
is a valuable tool for both professional artists and hobbyists
alike [27, 103].

Among the leading models in image generation, DALL-E
and Stable Diffusion have garnered significant attention due
to their groundbreaking capabilities in creating high-quality
images from textual descriptions. DALL-E, for instance,
utilises a transformer-based architecture and a two-step
generation process. Initially, the input text is converted into
a series of embeddings through a text encoder, which the
diffusion model then uses to generate a detailed and con-
textually appropriate image. This model's capacity to create
novel and diverse images based on simple text prompts has
revolutionised marketing and content creation industries,
enabling quick and highly customisable design workflows.
On the other hand, Stable Diffusion utilises a continuous
diffusion process to refine images from noise to clarity, pro-
gressively enhancing the image’s quality and structure. This
method produces visually striking images with minimal dis-
tortion, making it ideal for generating photorealistic visuals
or abstract artistic compositions [128].

The application of Generative Adversarial Networks
(GANs) and Variational Autoencoders (VAEs) further
enhances the quality and variety of the images generated by
these models. GANs utilise a dual-network structure where

Multiple
applications of
marketing and GAI in generating synthetic images enabled by GAI manipulation and
images

Image-to-image
process forimage

Training classifier Image editing
ML model with Lapabllmﬁ

extension

a generator creates images, and a discriminator evaluates
their authenticity, improving image quality as the two net-
works evolve. This process helps refine the output, ensur-
ing the images are realistic, detailed, and aligned with the
user’s intent. VAEs, on the other hand, allow for the genera-
tion of diverse images by sampling from a continuous latent
space, providing a broader scope for creativity and varia-
tion in generated content. When used together or in parallel,
these models produce images with high fidelity and creativ-
ity, suitable for various industries, from entertainment to
education.

Ethical concerns are significant in generative Al, particu-
larly regarding the biases embedded in training data and the
potential for harmful content generation. Several Al image
generation models, including DALL-E and Stable Diffusion,
have implemented Ethical Al frameworks to address these
issues. These frameworks include content filtering mecha-
nisms that ensure the generated images are free from offen-
sive, biased, or inappropriate material. The Bias Detection
Arrangements incorporated into these models help identify
and mitigate any biases in the generated content, ensuring
that Al-generated images align with ethical standards and
avoid perpetuating harmful stereotypes or misrepresenta-
tions [79, 81].

In addition, the integration of Reinforcement Learning
from Human Feedback (RLHF) has emerged as an effec-
tive method to fine-tune generative models. This process
involves human evaluators providing feedback on the Al-
generated outputs, which are then used to adjust the mod-
el's behaviour. This iterative approach helps improve the
accuracy and relevance of the generated content, minimis-
ing biases and ensuring that the images produced are more
aligned with ethical guidelines. For example, GPT-4, which
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is often used in conjunction with DALL-E for text-to-image
generation, benefits significantly from human oversight,
allowing it to filter out harmful or biased elements and
ensure higher-quality outputs [7, 29].

Furthermore, Adversarial Training is another technique
that has proven helpful in reducing bias in Al-generated
images. The model is exposed to biased inputs during its
training phase, and the system is trained to produce unbi-
ased outputs. This technique helps ensure the model is resil-
ient to bias, creating more equitable and ethically sound
images over time [162].

Generative Al’s image-generation capabilities have also
found practical applications in customer service, content
creation, and entertainment. For instance, Al-generated
images are used in advertising to quickly create promotional
materials tailored to specific products or campaigns, signifi-
cantly reducing business time and costs. In journalism, Al-
based text-to- image systems assist journalists in visualising
complex stories, making the news more engaging and acces-
sible to audiences. Similarly, generative Al creates realistic
and immersive environments and characters in video game
design and animation, further blurring the lines between
human creativity and machine-assisted innovation [30, 78].

As generative Al evolves, its ability to create high-qual-
ity, contextually relevant images will improve. The potential
for new applications across industries such as healthcare,
fashion, marketing, and entertainment will grow, providing
users with increasingly sophisticated tools to create, edit,
and enhance visual content. However, as these technologies
advance, so too must the ethical frameworks and bias detec-
tion mechanisms that guide their development, ensuring
that generative Al is used responsibly and equitably across
all fields.

4.2.3 Bias mitigation in generative Al based on video

The development of generative AI has significantly
advanced the field of video creation, particularly with the
introduction of X-to-video applications. These models,
which generate dynamic and synthetic video content from
textual or image-based inputs, are revolutionising video
production. As shown in Fig. 13, generative Al in video
generation allows for the rapid creation and editing of video
footage, which is particularly valuable in sectors requiring
time-sensitive content production.

The X-to-video applications use natural language pro-
cessing (NLP) and multimodal input to generate desired
video sequences. These models create coherent video con-
tent by processing text descriptions, image prompts, and
other relevant data, making the video creation process sig-
nificantly faster and more accessible. The ability to generate
videos based on simple text prompts or style-based inputs
has empowered users without traditional video produc-
tion skills to create high-quality videos [47]. This has led
to the democratisation of video content creation, allowing
individuals and organisations to produce professional-grade
videos without needing specialised filming or editing train-
ing [173].

X-to-video models are particularly beneficial in gener-
ating creative content, such as short films, advertisements,
or visual art. However, they have also found applications
in more practical fields, including customer support (for
creating product usage tutorials), education (for develop-
ing instructional and training videos), and sales/marketing
(for producing product marketing videos). In these contexts,
generative Al helps create engaging and informative video
content efficiently, enhancing communication, training, and
customer experience. The ability to generate these videos
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with minimal manual effort makes video production scal-
able and cost-effective, offering businesses and content cre-
ators the ability to produce videos at a fraction of traditional
production costs [9].

Among the cutting-edge generative models, Vid2Vid and
VideoGPT have made substantial contributions to synthetic
video creation. Vid2Vid uses Generative Adversarial Net-
works (GANs) to generate high-quality video sequences
from image sequences or text prompts. The GAN architec-
ture is designed with a generator that creates video frames
and a discriminator that assesses the realism and coherence
of the generated content. This adversarial setup helps pro-
duce highly realistic video sequences that align with the input
specifications [95, 175]. In contrast, VideoGPT employs a
transformer-based architecture that generates video frames
sequentially. Using self- attention mechanisms, VideoGPT
models both temporal and spatial correlations in the video
data, ensuring that each frame is contextually relevant and
coherent with the entire video sequence [83, 166].

These advanced generative models have created videos
that resemble real-life footage, opening up new entertain-
ment, marketing, and education possibilities. Generating
meaningful video content from text descriptions or existing
video footage enables users to quickly produce high-quality
videos that meet specific needs, enhancing creativity and
productivity. Moreover, these tools have made video cre-
ation more inclusive, as individuals without video produc-
tion expertise can now engage in video creation and editing
[64].

One of the significant advantages of these generative
models is their accessibility. With simple interfaces and
step-by-step guidance, anyone can generate a video with
minimal technical knowledge. This ease of use has fostered
innovation and creativity across various industries. It has
enabled individuals and businesses to quickly bring their
ideas to life without expensive equipment, skilled person-
nel, or complex editing software. The accessibility of these

tools has contributed to the rise of new content creators,
democratising video production and giving rise to novel
forms of digital expression.

However, as with any technology, ethical considerations
around using generative Al in video creation remain para-
mount. The ability to create realistic videos with little effort
raises concerns about the potential for misuse, such as cre-
ating deepfakes or misleading content. Addressing these
concerns requires robust mechanisms to detect and prevent
harmful content generation. Many generative Al platforms
already incorporate features such as bias detection, content
filtering, and ethical guidelines to ensure the technology is
used responsibly [9].

In conclusion, the advancements in X-to-video genera-
tive Al models have revolutionised video production and
expanded creative possibilities across various sectors. These
models empower individuals and businesses to create high-
quality video content quickly and affordably by enabling
easy and efficient video generation. As these technologies
evolve, they are expected to drive further innovation, pro-
viding new opportunities for creativity and productivity.
However, it is crucial to ensure these technologies are used
responsibly and ethically to avoid potential misuse and
ensure their positive impact on society.

4.2.4 Bias mitigation in generative Al based on code
generation

Applying X-to-code generative Al models has significantly
transformed the software development process by enabling
the automatic generation of programming code from natural
language prompts. As illustrated in Fig. 14, these applica-
tions have revolutionised code writing, offering powerful
tools that streamline development, enhance productivity,
and reduce time-to-market for software products. By inte-
grating X-to-text technologies, generative Al models
can generate code in specific programming languages by
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interpreting textual descriptions or instructions [90]. This
advancement allows software developers to leverage Al-
driven code generation tools that translate human-readable
prompts into executable code, reducing the effort and time
required for coding tasks [49, 135].

Generative Al in code development offers numerous
functionalities such as generating chunks of code, auto-
mating unit test creation, compiling code, bug fixing, and
detecting duplicate code. Platforms like GitHub Copilot
and CoPilot provide developers with ready-to- use code
snippets, enhancing their ability to solve higher-level tasks
quickly. Developers can significantly improve their pro-
ductivity, leverage problem-solving techniques, and reduce
development time using these Al-powered tools. These plat-
forms also facilitate rapid prototyping, allowing for faster
iteration of products and quicker market deployment [3].

Technically, several advanced generative models have
significantly enhanced code generation capabilities. Notable
models such as Codex, the engine behind GitHub Copilot,
and AlphaCode have substantially contributed to software
development. Codex uses a transformer-based architec-
ture to generate code from natural language descriptions,
offering suggestions and auto-completions that optimise
the coding process. This model is trained on a large corpus
of open-source code, enabling it to generate relevant code
snippets, functions, and even entire programs, thus assisting
developers in writing high- quality code faster [93].

On the other hand, AlphaCode, developed by DeepMind,
integrates supervised learning and reinforcement learning
to generate high-quality code. Trained in diverse coding
challenges, AlphaCode excels in solving complex program-
ming problems and creating fine-tuned solutions. One of
its key features is using few-shot learning, which allows
the model to generate new code with minimal additional
training, thereby enhancing flexibility and efficiency [86].

These generative models have improved coding speed and
foster more reliable and innovative software development
practices.

The integration of Al-driven code generation tools has
dramatically improved the productivity and efficiency of
developers by automating routine coding tasks, enabling
them to focus on more strategic aspects of software design.
The time saved from writing and testing code is reinvested
into improving the quality of the software, leading to better
development cycles, higher reliability, and more innovative
solutions in technology [86, 93, 117, 132].

In conclusion, generative Al in code generation has sig-
nificantly enhanced software development processes by
automating code creation, bug fixing, and testing while
increasing overall development efficiency. With models
like Codex and AlphaCode, developers can write code more
quickly and with greater accuracy, enabling them to focus
on software development's creative and design aspects.
Integrating these Al tools into development environments
can improve software reliability, reduce development time,
and foster innovation, ultimately transforming the software
engineering landscape (Fig. 15).

4.2.5 Bias mitigation in generative Al based on audio

Generative Al has made substantial strides in producing
high-quality, human-like synthetic voices and music, cru-
cial for applications ranging from digital assistants to con-
tent creation. As outlined in Fig. 15, X-to-audio applications
have transformed how audio content is generated, facili-
tating various uses such as customer service, audiobook
narration, and interactive voice response systems [5, 69].
Using text-to-speech (TTS) and speech-to-speech models,
generative Al can produce highly realistic voice outputs,
enhancing user engagement and the overall experience
in digital interactions. For instance, Microsoft’s VALL-E
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model exemplifies this shift, enabling nuanced voice mod-
elling for various content creation needs [4].

Generative Al also plays an integral role in music gen-
eration through X-to-sound models, which streamline the
music production process by automating the creation of
customised soundtracks and compositions. This approach is
especially beneficial in gaming, film, and marketing, where
high-quality, tailor-made music can significantly elevate
the content. Unlike traditional music production, which
can be time-consuming and costly, Al-driven music genera-
tion offers an efficient, cost-effective solution for creating
soundtracks that match the specific requirements of a proj-
ect [88].

Technological advancements in generative models such
as Tacotron, WaveNet, and Jukedeck have been pivotal
in pushing the boundaries of audio synthesis. Tacotron, a
model developed by Google, uses sequence-to-sequence
architecture to generate lifelike speech from text inputs. It
leverages recurrent neural networks (RNNs) combined with
an attention mechanism to map text sequences to mel-spec-
trograms, which are then converted into audio waveforms
by a WaveNet-based vocoder. This approach enhances the
naturalness of generated speech, making it highly intelli-
gible and suitable for TTS systems [133].

WaveNet, also developed by Google, takes a differ-
ent approach by directly generating high- fidelity audio
waveforms through dilated convolutions. This technique
enables the model to synthesise natural speech patterns with
detail and accuracy that closely resembles human speech.
WaveNet's ability to model intricate audio waveforms has
made it a prominent tool in TTS and voice generation appli-
cations, where audio output quality is crucial [160].

Jukedeck uses neural networks and rule-based systems
to create original music across various genres and tempos
in music generation. By analysing large datasets of musical
compositions, Jukedeck can produce realistic, genre-spe-
cific music that aligns with a user’s specifications, making
it ideal for background scores in multimedia content like
videos and games [139]. The versatility of Jukedeck and

similar models demonstrates the potential of Al to enhance
creative industries by enabling musicians, content creators,
and developers to generate high-quality audio content with
minimal time investment.

In summary, the use of generative Al in audio and music
synthesis has significantly impacted various sectors by
streamlining audio production, reducing costs, and expand-
ing creative possibilities. Models like Tacotron, WaveNet,
and Jukedeck exemplify the advancements in human-like
audio generation, underscoring Al's role in transforming
speech and music generation. As these technologies evolve,
they offer the potential to revolutionise content creation in
customer service, media production, and entertainment, set-
ting new standards for quality and customisation in audio
content.

4.2.6 Bias mitigation in generative Al based on other
aspects

Generative Al applications have proliferated across diverse
fields, enabling advancements in drug discovery, molecu-
lar modelling, and 3D rendering. These applications utilise
specialised GAI models tailored to each domain's unique
demands. In pharmaceuticals and bioengineering, models
like AlphaFold, developed by DeepMind, provide high-
precision predictions of protein structures from genetic
sequences. This breakthrough, initially developed to under-
stand protein folding [35], has revolutionised drug discov-
ery by enabling accurate molecular modelling, accelerating
the identification of drug targets and the design of molecules
that effectively interact with these targets. By refining the
understanding of protein structures, AlphaFold facilitates
faster, more targeted drug development, ultimately improv-
ing the efficacy of therapeutic interventions [119].
Similarly, DreamFusion represents an innovative
GAI model that has impacted 3D modelling and render-
ing. Leveraging a neural network architecture combined
with advanced graphical algorithms, DreamFusion pro-
duces high-quality 3D models from minimal input, such
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as sketches or text descriptions. This efficiency streamlines
the design process by reducing the time-intensive stages of
traditional 3D modelling. Consequently, DreamFusion has
become widely adopted in fields requiring detailed virtual
models, including virtual reality, game design, and film pro-
duction. By optimising the rendering process, DreamFusion
empowers artists and developers to focus on the creative
aspects of design, thereby enhancing user engagement and
the realism of visual experiences in the entertainment indus-
try [84, 158, 164].

In addition to its use in creative industries, DreamFusion
has also been applied in research and development contexts
within the pharmaceutical and biotechnological sectors,
where high-fidelity 3D representations of molecular struc-
tures aid in understanding complex biological interactions.
The tool enables companies and institutions to model poten-
tial drugs and test their efficacy virtually before moving to
costly physical trials, thus speeding up innovation in drug
discovery [114].

Below are ten different tools that can be used for various
output generation (Table 1).

4.3 Critical challenges in generative Al
4.3.1 Bias

Generative Al (GAI) technologies have undeniably trans-
formed industries by enhancing productivity, creativity,
and innovation. However, with these advancements comes
a spectrum of challenges related to bias that affects organ-
isations, individuals, and society. These biases often stem
from imbalances in training data, algorithmic decisions, and
unintended reinforcement of societal stereotypes, presenting

Table 1 Generative Al tools

Text Visuals Audio Code 3D Models
Jasper Fotor Lovo.ai ChatGPT Move.ai
Copy.ai DALL-E 2 Synthesis  GitHub Lumirith-
Copilot mic
Notion Al Midjourney Murf TabNine Elevate3D
Gram- Dream Voice Replit Get3D
marlyGO Studio Over by Ghostwriter
Speechify
Writesonic StarryAl Altered MutableAI  3DFY.ai
Studio
Sudowrite Pictory Listnr Seek Sloyd.ai
Frase Synthesia  Researcher AI2SQL Luma Al
Hypotenuse ~ HeyGen Play. ht Enzyme Master-
Al piece
Studio
ParagraphAl  Colossyan Speechelo Durable Google
DreamFu-
sion
Chibi Deepbrain ~ Amper Stenography RODIN
Music
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profound implications across different domains. Figure 16
shows different aspects of Biases with various Challenges
as Prevalence.

The reliability and quality of outputs generated by Gen-
erative Al (GAI) are critical, particularly in real-world and
business contexts where the technology's adoption hinges
on its feasibility and ethical soundness. However, biases
within GAI models present notable risks, including discrim-
ination and unintentional disadvantage across various appli-
cations. Bias can infiltrate GAI systems during two main
stages—training and inference—where flawed data and
imbalanced sampling can influence model outcomes and
reinforce biases. Examining the origins, impacts, and miti-
gation strategies for biases within these models is impera-
tive to advance the effective deployment of GAI (Figs. 17).

Biases commonly enter GAI models during the training
phase, often due to the characteristics of the datasets used.
Large-scale training datasets are essential for GAI develop-
ment, and models frequently rely on scraped publicly avail-
able data. However, the quality and representativeness of
this data are only sometimes assured, particularly in unsu-
pervised data collection processes, which may result in data
bias [94]. This bias stems from imbalanced or unrepresenta-
tive sampling practices, ultimately generating skewed and
potentially discriminatory outputs. Consequently, models
trained on such data may fail to generalise across diverse
user groups.

In the inference phase, biases can also arise as the model
makes predictions based on biased training data, leading to
algorithmic bias. This bias can negatively affect user inter-
actions, especially in applications within sensitive domains,
such as e-commerce, where biased recommendations or
decisions could disadvantage specific customer groups
[163]. Overfitting further reinforces algorithm bias, wherein
models learn specific patterns from training data that do not
represent real-world scenarios. This limitation underscores
the importance of representative and diverse datasets, as
GAI models lacking in these aspects can produce outputs
that amplify existing social or cultural biases [30].

Bias within GAl-generated content, including text,
images, and videos, poses serious concerns for industries
dependent on user engagement and experience, particularly
in business and e-commerce. Social bias embedded in GAI
models, mainly when used in customer-facing applications,
can result in discriminatory interactions, negatively impact-
ing brand reputation and trust. For instance, text and image
generation models have been observed to produce socially
biased outputs, which can inadvertently harm the percep-
tion of fairness and inclusivity within business environ-
ments [30]. Therefore, mitigating these biases is crucial to
preserving service quality and maintaining equitable user
engagement.
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Is the model deployed on a
population for which it was not
trained or evaluated?

Are there unequal effects
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Fig. 17 Lifecycle for addressing bias in generative Al

4.3.2 Transparency

Integrating machine learning (ML) models with the genera-
tive nature of Generative Al (GAI) has facilitated complex
functionality but often results in unpredictable outputs.
While traditional discriminative Al models are designed to
classify and make predictions, they need more capacity for
creativity than GAI models can provide. This generative
capability, however, also presents unique challenges in reli-
ability, transparency, and interpretability [ 144]. Compared to
traditional Al systems, GAI models provide more dynamic
and nuanced content but at the cost of increased unpredict-
ability, which raises concerns in sectors that require high
accuracy and regulatory compliance.

GALI's interpretability and transparency become essential
in digital networks and platforms where large user groups
share and access vast information. It is necessary for busi-
ness applications, as GAI serves as an advisor, interacting
with users based on contextual inputs. However, due to the
varying accuracy of GAI, there is a risk of misinformation.
For instance, inaccurate product recommendations in an
e-commerce setting could lead to customer dissatisfaction or
even adverse effects, as with recommendations for medical
products [101]. This example underscores the importance of
validating GAI outputs, especially when high-stakes deci-
sions are involved.

Algorithm

Selection Do fairness constraints need to

be included in the objective
function?

Should minorities be modeled
separately?

Does the proxies really measure
what they should do?

Transparency in Generative Artificial Intelligence (GAI)
is a significant challenge, given the complexity of its under-
lying algorithms and the opaque nature of many of its
models.

Transparency refers to understanding, interpreting, and
trusting the decision-making process behind GAI outputs.
However, achieving full transparency has proven difficult
with the widespread use of advanced neural networks and
deep learning algorithms. The "black-box" nature of many
GAI models, huge language models, means that even devel-
opers may have a limited understanding of how specific out-
puts are generated [121].

GAI models are often trained on vast datasets from the
internet, presenting legal and ethical concerns. For instance,
closed-source GAI models, such as those used by large tech
firms, rely heavily on web-scraped data that may contain
copyrighted material, personal information, or biased con-
tent. This lack of transparency regarding the source and
handling of data complicates users' and regulators' ability
to assess the fairness and integrity of the generated content
[9, 16].

Moreover, in closed-source models, transparency is fur-
ther hindered by proprietary constraints that prevent outside
parties from accessing the model architecture, training data,
or fine-tuning processes. This opacity makes it challeng-
ing for users and organisations to understand why a model
makes particular decisions, directly affecting accountability
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and trust [13]. As GAI continues to be applied in critical
areas—such as healthcare, legal services, and finance—
understanding the processes driving its outputs becomes
imperative to ensure that these applications adhere to ethical
and regulatory standards [10].

For business applications, GAI's potential lies in provid-
ing reliable, adaptable outputs that align with stakeholder
goals [125]. However, the issue of transparency between
open-source and closed-source GAI models remains con-
tentious. Closed-source GAI models often rely on extensive
web scraping for large datasets, which can introduce chal-
lenges related to intellectual property rights, copyright, and
licensing concerns [9]. Consequently, organisations using
these models must navigate legal risks, while users may
need help to trust outputs due to limited insights into the
training data and algorithms used.

Increasing data transparency is crucial in open-source
models. Techniques like watermarking generated content
and images can enhance data traceability and ensure trans-
parency for end users. For organisations, the safest approach
to deploying GAI models involves selecting domain-spe-
cific models that leverage open-source tools and comply
with regulatory requirements. The deployment of a system
engineering approach to oversee GAI's role in business
environments has been suggested to mitigate associated
risks and better align GAI functionalities with organisa-
tional goals [13].

The lack of transparency also has implications for trust-
worthiness, as users are more likely to trust Al systems they
can understand and interpret. This is particularly relevant in
sensitive domains where biased or incorrect outputs could
have significant repercussions. Consequently, addressing
transparency is a technical challenge and a socio-ethical
imperative, shaping public confidence in GAI's safe and
responsible deployment [144].

4.3.3 Hallucinations

The phenomenon of "hallucinations" in Generative Al
(GAI) refers to instances where the model generates incor-
rect or fictional information that appears factual. This
challenge arises from the probabilistic nature of the data
on which GAI models are trained, leading to variations in
output accuracy [17]. Hallucinations are increasingly preva-
lent as GAI systems become more complex and are used in
diverse applications. This issue is compounded when source
data contain inaccuracies, fictional elements, or inconsis-
tencies alongside factual information, resulting in outputs
that reflect this unreliable mixture. Combining varied input
sources fed into models through training data significantly
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contributes to hallucinations [17]. Closed-source models
further exacerbate this issue by limiting transparency, mak-
ing it difficult to assess the origin and quality of training
data that might contribute to erroneous outputs.

In content generation tasks, such as automated social
media posts or advertisements, hallucinations compromise
the reliability of GAI systems. For instance, GAI image gen-
erators sometimes produce distorted or incorrect representa-
tions of people, which has been documented as a significant
limitation in practical applications [78]. Additionally, basic
computational errors—such as incorrect calculations in
simple arithmetic operations—highlight potential gaps in
the model's foundational abilities, underscoring the need for
enhanced accuracy mechanisms.

Evaluating hallucinations is challenging, as the process
requires distinguishing between factual and fictional data
within highly realistic outputs. Both automated and human
evaluations face limitations; while deep learning techniques
can conduct statistical evaluations, human oversight is
essential to assess nuanced and context-specific errors [153].
Given the inherent subjectivity and contextual complexity
in assessing content accuracy, human evaluation remains a
critical complement to automated assessment tools.

Current research advocates for open-source models to
mitigate hallucination risks. Open- source models enable
greater scrutiny of training datasets and algorithms, sup-
porting error reduction through transparency. Furthermore,
integrating robust error-checking mechanisms in GAI algo-
rithms has been recommended to enhance reliability, trust-
worthiness, and the overall quality of output. Transparency
in data sources and computational processes is essential to
build user trust and improve the utility of GAI models in
various applications [9].

4.3.4 Misuse

Generative Al (GAI) tools have presented a dual impact on
society: while they foster new opportunities and applica-
tions, they also pose significant risks related to misinforma-
tion, identity manipulation, and intentional societal harm.
Models capable of generating hyper- realistic outputs, such
as x-to-sound, x-to-video, and x-to-image, have made it
easier to create deepfakes, which can spread misleading or
harmful information [125]. In particular, content featuring
celebrities, public figures, or political leaders is frequently
targeted and manipulated to deceive viewers, often resulting
in fabricated media that appears indistinguishably authentic.
This poses a challenge for distinguishing fact from fiction
in daily life, complicating the task of identifying accurate
information produced by GAI.
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The misuse of GAI in creating fake online stores, iden-
tity theft, and fraudulent service offers highlights the role
of GAI in facilitating digital deception [110; 108]. In poli-
tics and social media, the rapid spread of misinformation—
amplified by GAl—can shape public perception, impact
democratic processes, and cause societal harm. Although
GALI holds potential for business and creative innovation,
it also serves as a tool for criminals and hackers seeking
to disseminate falsehoods or mislead users for personal or
political gain. Furthermore, GAI models can inadvertently
perpetuate discrimination, toxicity, exclusion, and informa-
tion hazards due to biased or low-quality training data, rais-
ing ethical concerns about their deployment.

Researchers and policymakers emphasise the impor-
tance of safe, responsible, and ethical use of GAI content
to mitigate these risks. Scholars such as Mantelero [97], Gu
[58], and Golda et al. [56] focus on establishing guidelines
to prevent harmful applications, promote transparent model
outputs, and encourage the development of secure and high-
quality datasets. Security measures, such as bypass filters to
detect and counteract prompt injections by malicious users,
represent essential steps in protecting the integrity of GAI
applications. However, ensuring the safe use of GAI will
require sustained collaborative efforts between researchers,
industry professionals, and regulatory bodies to monitor,
evaluate, and address the challenges GAIl-generated con-
tent poses. Further research and cross-sector collaboration
will be necessary to establish comprehensive safeguards for
GAT’s ethical integration into society.

4.4 Analysis of ensuring fairness and mitigating
bias in generative Al

Ensuring fairness in Al and mitigating bias is paramount
for creating ethical, inclusive, and equitable technological
landscapes. If unchecked, Al systems can unintentionally
perpetuate and amplify existing societal biases, leading
to discriminatory outcomes [107]. Fairness is essential
to upholding ethical standards and building trust among
diverse user communities [100]. Biased Al can result in
unjust treatment, reinforcing inequalities and eroding the
fundamental principles of fairness and justice. To harness
the full potential of Al for positive societal impact, it is
imperative to prioritise fairness in the development, deploy-
ment, and ongoing monitoring of Al systems. Proactive
measures, such as diverse and representative data, transpar-
ent algorithms, and ethical guidelines, are crucial for mini-
mising biases and ensuring that Al technologies contribute
to a more just and inclusive future. Achieving equity in Al
requires a deliberate commitment to address biases through-
out the development life cycle [142] (Table 2).

4.4.1 Development of systematic approaches to monitor
and reduce bias in Al

Our analysis emphasises that systematically reducing bias
and promoting equity in Al systems requires a multifaceted
and continuous approach. Central to this process is algorith-
mic transparency, which enables a clearer understanding of
Al's decision-making and allows for identifying and rectify-
ing biases. As discussed in various sources, the importance
of transparency in Al cannot be overstated in the context
of fairness and accountability [108, 142] (Figs. 18 and 19).

4.4.1.1 Algorithmic transparency The concept of algo-
rithmic transparency plays a crucial role in mitigating bias
within Al systems. It refers to the ability to understand
and evaluate the internal workings of an Al model, which
is essential for identifying biased patterns within both the
algorithm and the training data. Techniques like explainable
Al (XAI) and model interpretability are pivotal in achiev-
ing this transparency. XAl emphasises designing Al sys-
tems that inherently include explanatory capabilities, which
allows users to understand how models arrive at specific
outputs [142]. In contrast, model interpretability involves
creating methodologies that help stakeholders comprehend
how decisions are made based on the data fed into the sys-
tem [108, 169].

Our analysis underscores that increasing the transpar-
ency of Al systems helps uncover biases that may other-
wise be obscured, enabling corrective actions to be taken.
This transparency helps with fairness and empowers stake-
holders to evaluate and refine models, fostering continu-
ous improvement. When Al algorithms are transparent, it
becomes easier to identify problematic biases in the data or
design, which can perpetuate harmful societal inequalities
[19]. Moreover, such transparency supports building trust
among users, which is critical for the widespread adoption
of Al technologies [169].

Additionally, a transparent Al system can facilitate the
ongoing monitoring and auditing of models, ensuring that
they evolve in line with ethical standards. This dynamic
approach is essential in addressing emerging biases that
may occur as Al systems are exposed to new data or chang-
ing societal norms. Integrating transparency into Al sys-
tems mitigates bias and enhances Al technologies' ethical
integrity [108, 142]. This approach, grounded in algorithmic
transparency, establishes a vital pathway toward reducing
bias in Al systems and enhancing their overall trustworthi-
ness and fairness, helping to shape a more equitable future
for AI technologies.

@ Springer



Al and Ethics

Table 2 Comparative analysis of generative AI models: bias, fairness, and performance

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
Denoising Diffusion Challenges exist Innovative Techniques: Evaluation Criteria: 360-Degree Dataset Bias: Zhang et
Probabilistic Models due to dataset Text-to-image models Text-to-image models ~ Manipula- Models trained al. [172,
(DDPM) bias, emphasis- utilise techniques like are evaluated based on tion: Some on biased text- 171]
ing the need for  text inversion for concept ~ image quality using models enable image pairs
diverse and bal-  control and conditional metrics like Fr'echet 360-degree may perpetuate
anced datasets to  diffusion models for per- Inception Distance manipulation biases related
eliminate biases  sonalised generation (FID) and CLIP score by editing from  to race and
in models Models are assessed based a single view, gender, impact-
Models trained ~ on image quality using expanding the ing the fairness
on large-scale metrics like Fr'echet Incep- possibilities of  of generated
unfiltered data tion Distance (FID) and image editing images
may reinforce CLIP score, ensuring high Alleviation of Ethical Risks:
biases, leading fidelity and text-image Unintended Generated
to ethical risks in alignment Changes: These images may
generated images models help contain inap-
alleviate unin-  propriate or
tended changes  offensive
in image content content, posing
compared to ethical concerns
GAN inver- and risks
sion methods,
enhancing image
editing precision
Generative Adver-  Diverse Dataset ~ Complexity: Machine Quantitative Evalua- ~ Enhanced Privacy Con-  Pagano
sarial Networks Types: Studies learning models can exhibit tion Metrics: Com- Understanding:  cerns: Trans- et al.
(GANs) utilise datasets intricate structures with monly used metrics Transparency in  parency efforts [113]

such as MNIST,
CIFAR-10, UMN
crowd dataset,
Credit Card
Fraud Detec-
tion dataset, and
CUHK avenue
for various appli-
cations, including
anomaly detec-
tion and image
generation

numerous parameters,
leading to challenges

in interpretability and
transparency

Subjectivity: Visual inspec-
tion by domain experts

is sometimes necessary

to subjectively evaluate
the quality of gener-

ated samples, providing
additional insights beyond
quantitative metrics

include the Structural
Similarity Index Mea-
sure (SSIM) and Peak
Signal-to-Noise Ratio
(PSNR) for assessing
data quality

machine learn-
ing models pro-
vides a deeper
understanding of
the algorithm's
underlying char-
acteristics and
decision-making
process
Facilitates
Evaluation:
Transparency
enables detailed
examination

of essential
characteristics in
decision-making
and evalua-

tion based on
specific metrics,
aiding in model
assessment

may raise pri-
vacy concerns,
particularly
regarding data
collection

and usage,
especially for
historically
marginalised
groups

Limited
Effectiveness:
Transparency
may not always
guarantee
adequate
understanding,
especially if the
data used for
training models
are already
biased
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
Generative Adver-  GANSs address GANSs are composed of Area Under the c¢GANs allow In some cases, Sabuhi et
sarial Networks data scarcity in two neural networks, a Receiver Operating for conditional  the perfor- al. [124]
(GANs) anomaly detec- generator and a discrimina- Characteristic Curve data generation, mance of
tion through data tor, engaged in a zero-sum (AUROC) is a widely  enabling control cGANs may
generation game where the generator  used metric to evalu-  over the type of  be sensitive to
DCGANS, aims to produce realistic ate the performance data generated,  the quality and
standard GANs,  data samples while the of GANs in anomaly  such as specify- relevance of
and cGANs are  discriminator tries to dis-  detection applications, ing to create data the condition-
commonly used  tinguish between accurate  providing a measure of a particular ing informa-
architectures and generated data of the model's ability  class or type tion provided,
The training of GANs to distinguish between The conditional  potentially
involves reaching a Nash ~ normal and anomalous model of GAN  leading to
equilibrium where the data points can be obtained  issues in data
generator's output is by condition- generation
indistinguishable from ing both the when the con-
accurate data, leading to generator and ditioning infor-
the discriminator making discriminator mation is noisy
random guesses about the on additional or inaccurate
authenticity of the input information fed
data through extra
input layers,
providing flex-
ibility in data
generation
Generative Adver- Training Data: Creative Capabilities: Data Quality Metrics: ~ Creative Poten-  Data Quality Banh [9]
sarial Network GAI models GAI exhibits creative Metrics assessing the  tial: Generative  Challenges:
(GAN), are trained on potential by generating quality of data used Al enables the Like traditional
Variational diverse, unbiased novel and realistic content  to train GAI models, creation of novel A, GAI models
Autoencoder input data to across various domains, crucial for minimising  and realistic con- are susceptible
(VAE) learn patterns and such as texts, images, or biases and ensuring tent across vari-  to biases and

generate content
Bias Mitiga-
tion: Datasets
play a vital role
in addressing
biases in GAI
models, as biases
can arise from
the training data
or the model's
algorithm,

code, based on basic user
prompts

Paradigm Shift: GAI
represents a shift from
data-driven, discriminative
Al tasks to more sophisti-
cated, creative tasks, offer-
ing unique use cases and
opportunities in diverse
domains

accurate outputs
Transparency and
Accountability Met-
rics: Metrics evaluat-
ing the transparency
and accountability of
GAl-based systems to
ensure responsible use
and decision-making

ous domains like
texts, images,
and program-
ming code based
on user prompts

discriminations
due to data
quality issues,
impacting their
performance
and adoption in
real-world busi-
ness contexts
Algorithmic
Bias: Biases
can be intro-
duced during
the infer-

ence phase,
independent

of the model's
training dataset,
affecting users
due to biased
algorithmic
outcomes
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
BERTopic model for The dataset Topic Extraction: BER- Seven distinct clusters  Uniform UMAP may Gupta et
topic modelling and underwent topic  Topic efficiently extracted of topics in Genera- Manifold require param-  al. [61]
analysis within the =~ modelling using 23 topics from the dataset, tive Al research were =~ Approximation  eter tuning to
field of Generative  the BERTopic representing distinct identified, including and Projection  optimise its
Al algorithm, which clusters of themes and image processing, con- (UMAP) for performance,
successfully concepts within Generative tent analysis, content  dimensional- which can
extracted 23 Al research generation, emerging ity reduction: be time-
topics from the Topic Words: The model use cases, engineering, UMARP retains consuming and
corpus, enabling  identified a set of lexemes, cognitive inference and more local computation-
a deeper under-  or 'topic words,' that planning, data privacy and global ally intensive,
standing of the encapsulated the principal — and security, and features of high- especially for
prevalent themes themes and concepts within Generative Pre-Trained dimensional large datasets
in Generative Al each topic, aiding in inter-  Transformer (GPT) data compared  The interpret-
research preting and understanding  academic applications  to Principal ability of
the content Component UMAP embed-
Analysis (PCA) dings can
and t-distributed be complex,
Stochastic making it
Neighbour challenging to
Embedding understand the
exact relation-
ships between
data points in
the reduced
dimensional
space
Supply-side randomly Associated with higher Ad Attitude Measure:  Participants Consumers tend Marat
platforms (SSPs), assigned to dif-  ad attitudes compared to Utilized in the study exposed to to react less Bak-
real-time bidding ferent experimen- non-humanlike Al particu- to assess participants'  humanlike Al favourably to  payev et
systems through tal conditions to  larly in emotional appeal attitudes towards AI- ~ showed higher = non-humanlike al. [8]
demand-side plat- compare human  scenarios created ads, measured  ad attitude Al when pro-

forms (DSP), and
data management
platforms (DMPs)

versus machine
attitudes towards
Al-generated ads

Perceived as more
machine-like and lacking
human characteristics,
potentially leading to
lower ad attitudes among
consumers, especially in
hedonic appeal situations

on a seven-point scale
ranging from strongly
disagree to agree
strongly

scores than those
exposed to non-
humanlike Al,
particularly in
hedonic appeal
scenarios

This preference
stems from

the perception
that Al cannot
experience or
feel emotions,
making human
agents more
suitable for emo-
tional appeals

moting hedonic
products, as
they perceive
Al as lacking
the ability to
convey emo-
tions effectively
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
Natural language Datasets like Transparency and interpret- Various fairness Mitigating bias  The lack of [68]
processing (NLP) COMPAS, Com- ability are key character-  metrics are used to and unfairness in standardised
munities and istics addressed in bias assess bias and fairness machine learn-  fairness metrics
Crime (Com- and fairness research, in machine learn- ing models is across different
munities), and emphasising the impor- ing models, includ- crucial to ensure use cases can
Florida Depart-  tance of understanding how ing Equalized Odds, fair and ethical ~ lead to chal-
ment of Correc-  machine learning models ~ Opportunity Equality,  decision-making lenges in effec-
tions (FDOC) make decisions and Demographic Par- By using tools, tively assessing
are specifically ity [14] metrics, and and mitigating
mentioned for datasets to detect bias
addressing crime- and mitigate Some existing
related bias and bias, researchers solutions to
unfairness can improve the mitigate bias
overall fairness  and unfairness
of Al systems are often tai-
Addressing bias  lored to specific
in ML models problems or
can lead to use cases,
more transpar-  limiting their
ent algorithms,  generalizability
enhancing the
interpretability
of decisions
made by these
models
Machine Learning ~ Data label bias Bias mitigation methods Fairness metrics like Bias reduc- Implementing  Siddique
Models for Bias refers to biases can involve pre-processing, demographic parity, tion methods bias mitigation et al.
Mitigation or inaccuracies in-processing, or post- equalised odds, and in machine techniques, [137]

in the labels
assigned to
training data,
impacting model
performance

processing techniques

Techniques like adversarial
training focus on improv-

ing model robustness by
exposing it to adversarial
examples during training

equal opportunity are
commonly used to
measure bias in ML
predictions [14]

learning aim to
lessen bias by
altering data, the
model itself, or
adding fairness
constraints
Techniques
like adversarial
training can
enhance model
robustness and
generalisa-
tion, improving
performance

in real-world
scenarios

such as adver-
sarial training,
can increase
computational
and storage
requirements
for training
models

The complex-
ity introduced
by adversarial
training may
also raise
questions about
the necessity
of additional
techniques
for achieving
robustness
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
GPT-4 and Predeces- WebText Dataset: Training Data Biases: Fairness Metrics: Biases can Biases can [50]
sors: Models like The primary Biases absorbed from the ~ Assessing the model's  sometimes help  perpetuate
GPT-4, GPT-3, and  dataset used for ~ source material or selec- performance in terms  in improving stereotypes,
their prior versions  training models  tion process can influence  of fairness towards efficiency by favour certain
are commonly used like GPT-3 and  model behaviour, impact-  different demographic  making predic-  groups, and
for training large its predeces- ing fairness and inclusivity groups, ensuring equi- tions based on  lead to incor-
language models sors, contain- Algorithmic Biases: Algo- table outcomes learned patterns  rect assump-
ing text from a rithms may prioritise cer-  Accuracy Metrics: In some cases, tions, impacting
variety of web tain features or data points, Evaluating the model's biases can align  the fairness
pages gathered introducing or amplifying  accuracy in generating with user prefer- and inclusivity
by crawling the  biases in model outputs unbiased and reliable  ences, leading to of the model's
internet, The Pile outputs more satisfac- outputs
Dataset, Social tory outcomes They can result
Media Platforms, in unintended
Conversational consequences,
Data such as rein-
forcing cultural
prejudices,
promoting spe-
cific political
perspectives,
or excluding
minority groups
Graph Embedding ~ UCI Adult Hybrid fairness, which Studies have shown Addressing bias  Despite efforts  Mehrabi
and Clustering Dataset- The UCI requires treating both that biases in Al sys-  and fairnessin  to address bias, et al.
Networks Adult dataset, positively and negatively ~ tems can lead to unfair Al systems is challenges still  [100]

also known as the
'Census Income'
dataset, contains
information
extracted
WinoBias
Dataset- The
WinoBias dataset
follows the
Winograd format,
including 40
occupations in
sentences linked
to human pro-
nouns. It is used
to assess gender
bias towards
stereotypical
occupations in
reference resolu-
tion studies

labelled cross pairs simi-
larly, is a key characteristic
in addressing fairness in Al
systems

Fairness definitions in

Al systems aim to avoid
biases by considering vari-
ous sources of bias that can
affect applications, leading
researchers to develop
taxonomies for fairness
definitions to guide ethical
Al development

outcomes in various
real-world applica-
tions, such as judicial
systems, face recogni-
tion, and algorithmic
decision-making
processes

crucial to ensure
that decisions
made by these
systems do

not discrimi-
nate against
certain groups or
populations

By mitigating
bias, Al systems
can make more
equitable and
just decisions,
leading to fairer
outcomes for
individuals and
society

exist in achiev-
ing fairness in
Al systems,
with issues
stemming from
both data and
algorithms
Some widely
used com-
mercial Al
systems, like
COMPAS, have
been found to
exhibit biases
and perfor-
mance issues,
indicating that
bias mitigation
is an ongoing
challenge in Al
development
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
Neural Network The dataset Data is collected from The metrics help in CodeBERT is Traversing the  Feng
Architecture used for training  non-fork GitHub reposi- quantitatively measur- a bimodal pre-  tree structure [49]
CodeBERT con- tories and filtered based ing the effectiveness trained model of AST did
sists of 2.1 mil-  on specific criteria such as  of CodeBERT in for a program-  not improve
lion bimodal data project usage, documenta-  capturing the relation- ming language =~ CodeBERT's
points and 6.4 tion length, function size,  ships between natural ~ (PL) and natural performance
million unimodal and function names language and program- language (NL), on generation
codes across ming languages, enabling it to tasks, suggest-
six program- showcasing its state-of- learn general- ing a poten-
ming languages, the-art performance in  purpose repre-  tial area for
including Python, NL-PL applications sentations for enhancement
Java, JavaScript, various down- by incorpo-
PHP, Ruby, and stream NL-PL rating AST
Go applications information in
CodeBERT the model
achieves state-  CodeBERT
of-the-art perfor- may achieve
mance in natural  slightly lower
language code results com-
search and code  pared to models
documentation  like code2seq,
generation tasks, which utilise
showcasing its ~ composi-
effectiveness in  tional paths in
these domains abstract syntax
trees (AST),
while Code-
BERT only
takes original
code as input
Neural Networks in ~ BigCloneBench ~ Data Flow Extraction: The Mean Reciprocal Utilizes Data Limited Guo et
GraphCodeBERT dataset for clone  model utilises data flow,a  Rank (MRR): MRR is  Flow for Comparison, al. [60]
detection tasks graph representing depen-  used as an evaluation  Learning Code = Complexity in
and a dataset dency relations between metric in tasks like Representation, Implementation
crawled from variables, where nodes code search, where the State-of-the-Art
open-source represent variables model ranks candidate Performance
projects for code  Semantic Understanding:  codes based on their
translation tasks ~ Data flow helps in under-  relevance to a given
standing the semantics of ~ natural language query
variables,
Generative Al on Emphasizes the =~ Data-Driven Insights: Al ~ Memory Retention: Enhanced Cus-  Lack of Human Mayahi

the future of visual
content marketing

importance of
visual content

in marketing
strategies and the
impact of inte-
grating artificial
intelligence with
visual content

analyses vast amounts of
data from visual content

campaigns, providing valu-
able insights into customer

behaviours for informed
decision-making in future
marketing strategies
Competitive Advantage:
Companies utilising Al in
visual content marketing
gain a competitive edge
by delivering targeted and

relevant content, leading to
higher conversion rates and

market share

Studies show that
individuals are more
likely to remember
information presented
in the form of relevant
images, with a reten-
tion rate of 65% three
days later, compared to
only 10% retention for
information presented
without visuals

tomer Engage-
ment: Integrating
artificial intel-
ligence with
visual content in
marketing
Increased
Efficiency: Al
can automate
repetitive tasks
in visual content
creation, allow-
ing marketers

to focus on
more strategic
aspects of their
campaigns

Touch: While
Al can auto-
mate tasks, it
may struggle to
evoke empathy
and emotional
connections in
visual content
Skill Require-
ments: Imple-
menting Al in
visual content
marketing
requires spe-
cialised skills
and knowledge

(98]
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
GPT-3.5 mode The study utilised Distributional Nature: Consistency with Eco- Consistency Diminish- Brand
the Genera- GPT-3.5 exhibits a dis- nomic Theory: GPT's ~ with Economic  ing Marginal [20]
tive Pre-trained  tributional nature in its responses broadly align Theory: GPT-3.5 Utility: GPT
Transformer responses, generating hun-  with predictions from  responses align ~ may struggle
3.5 (GPT-3.5) dreds of survey responses  economic theory, dem- with economic  to simulate
model for to each prompt, which can  onstrating behaviours  principles like diminishing
market research ~ provide a broad perspective consistent with well- downward- marginal utility
purposes, on consumer preferences  documented patterns of sloping demand accurately
querying it to Sensitivity to Response consumer behaviour curves and state  Prompt
generate survey  Order: GPT shows a signif- dependence, Sensitivity:
responses related icant preference for options reflecting well-  The effective-
to consumer listed first, highlighting the documented con- ness of GPT's
preferences and  importance of randomising sumer behaviour responses is
willingness-to- response order to mitigate Realistic Esti- highly depen-
pay estimates bias in survey results mates: GPT- dent on how
3.5 provides prompts are
willingness-to- ~ worded, requir-
pay estimates ing careful
that match consideration
those obtained  to avoid misin-
from human terpretations or
consumers, inaccuracies in
showing realistic the generated
magnitudes in its data
generated data
Large Language Dataset: The Diverse Tool Usage: You  Tools Utilized: Vari- Enhanced Overreliance Lyuetal.
Models (LLMs) initial dataset Tubers utilise a variety of  ous Gen-Al tools are Creativity: You  on Al: Thereis [92]

comprised 14,163
videos obtained
using search
operators with the
key phrase "How
to" combined
with various
Al-related terms.
After refine-
ment, 68 videos
were selected for
qualitative analy-
sis, focusing on
Gen-Al usage in
content creation
on YouTube

Gen-Al tools for different
tasks, ranging from image
processors to text-to-
speech tools and podcast
editing support

Domain Specificity: Con-
tent creators apply Gen-Al
tools in specific domains
like marketing, arts, and
education, tailoring the
tools to suit the require-
ments of each domain

employed for tasks like
video processing, text
processing, and audio
processing, with LLMs
being the predominant
tool in the analysed
videos

Tubers leverage
Gen-Al tools
like DALLE,
SeaArt, and
Lexica to gener-
ate imaginative
images and
videos, fostering
creativity in con-
tent creation

arisk of over-
dependence on
Gen-Al tools,
potentially
diminishing
originality and
human input in
content creation
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Table 2 (continued)

Model/Network

Data

Characteristic/Properties

Metrics/Results

Advantage

Disadvantage/
Future Work

Refer-
ences

Generative Pre-
trained Transformer
(GPT) models

Generative Adver-
sarial Networks
(GANs)

The assessment
likely involved
using various
datasets to train
and test the

GALI software

to evaluate its
performance and
behaviour in gen-
erating content

ImageCFGen
on the Morpho-
MNIST dataset
and the CelebA
dataset

Content Generation: GAI

software can autonomously

create content like text,
images, and videos based
on the underlying algo-
rithms and training data
Automation: GAI tools
automate tasks such as

answering questions, creat-
ing content, and analysing

data, reducing manual
effort and improving
efficiency

The method aims to evalu-

ate and mitigate biases in
machine learning classi-

fiers, particularly in image

classifiers, by generating

counterfactuals that satisfy
constraints implied by the

causal model

Bias Detection: Metrics
to detect and mitigate
biases in the generated
content are essential

to ensure fairness and
prevent discriminatory
outcomes

ImageCFGen evaluates
bias in classifiers by
generating coun-
terfactuals that are
comparable in quality
to prior work on SCM-
based counterfactuals
and outperforming in
generating high-quality
valid counterfactuals

Enhanced Pro-
ductivity: GAI-
driven robots
and machines
are forecasted

to significantly
boost human
productiv-

ity, leading

to increased
efficiency and
output
Cost-Effective-
ness: GAI-
enabled Robotic
Process Automa-
tion (RPA) offers
low operational
costs, 24/7
productivity,
and scalability,
making it a cost-
effective solution
for various tasks

ImageCFGen
generates coun-
terfactual exam-
ples for images
based on a
structural causal
model (SCM)
using Adver-
sarial Learned
Inference

It can evaluate
bias in machine
learning classifi-
ers, especially in
image classifiers,
by generating
counterfactuals
that adhere to
causal relation-
ships between
image attributes

Ethical Con-
cerns: GAI
raises ethical
issues related to
privacy, intel-
lectual property
rights, biases
in generated
content, and
the potential
misuse of the
technology

for malicious
purposes like
deepfake
creation and
misinformation
spread

Risk of Bias:
There is a

risk of bias

in generated
content due

to the heavy
reliance of GAI
algorithms on
specific types
of data or
input, poten-
tially leading
to skewed
outcomes

ImageCFGen
relies on accu-
rate knowledge
of the causal
graph for
counterfactual
generation,
which can be a
limitation

Beer-
baum

[13]

Dash et
al. [40]
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
BlenderBot Bias in gener- The study focuses on multidimensional Using names The research Smith
ated self-chats, measuring and mitigating ~ gender bias classifier ~ to measure bias  primarily and
conversations biases, specifically gender  to measure gender bias in generative focuses on Williams
between two cop- and race/ethnicity biases, in in conversation turns  dialogue models binary gender, [141]
ies of the same generative dialogue models between Speaker A and allows for the which is
generative model, by analysing the impact Speaker B in self-chats assessment of acknowledged
is primarily used of names associated with ~ generated by de-biased biases related as an incom-
to evaluate model specific demographics on ~ models to gender and plete represen-
biases and quality conversation content and race/ethnicity in  tation of human
in the study token usage conversations self-reference,
De-biasing based potentially
on names can limiting the
have benefits for scope of bias
other linguis- evaluation and
tic proxies for debasing efforts
gender, such as
adjectives and
nouns, aiding in
the evaluation
and mitigation
of biases in
conversational
language models
Neural Network Label bias can Multiple Definitions of Different metrics like ~ Mitigating bias  Inadequate Tejani et
occur when Bias: Bias in imaging accuracy, F1 score, in imaging Al bias mitigation  al. [146]
options for labels Al encompasses vari- sensitivity, specific- can help reduce  strategies can
in a dataset do ous definitions, including  ity, and area under the  health dispari- result in patient
not capture the unequal preference based  receiver operator curve ties by ensuring  harm due to
full range of on pre-existing attitudes or are crucial for evaluat- fair and accurate inaccurate Al
possible labels beliefs, cognitive bias lead- ing model performance clinical decisions predictions,
representative of  ing to systematic judgment in medical imaging AI  for all patient potentially
the target popula- deviations, and statistical populations exacerbating
tion, leading to bias resulting in differ- existing health
biased model ences between actual and inequities
development expected values in model
predictions
Generative Adver-  Datasets like The method is generalis- The study uses metrics The method The method Tan et al.
sarial Network FFHQ, datasets  able and can handle more  like the Kullback— improves the may not [145]
(GAN) directly sampled  than one attribute at a time, Leibler divergence and fairness of image eliminate biases
with GAN, allowing for the synthesis  imbalance measure- generation introduced
and datasets of samples from fine- ments to quantify bias  without the need during training,
sampled with the grained subgroups in the training data for retraining, as biases can
proposed method The approach focuses on reducing the cost still be present

to compare data
distributions and
biases

shifting the latent distribu-
tion based on interpretable
semantic dimensions iden-
tified in the latent space,
aiming to sample a set of
latent codes that result

in a more fair generated
dataset concerning specific
attributes

and effort typi-
cally associated
with retraining
models

It balances
output facial
attributes with-
out retraining,
enhancing the
fairness of gen-

erated data while

maintaining
sample diversity

in the generated
data, albeit to a
lesser extent
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences

Recurrent Neural The detectability Machine-generated text Metrics for evaluating Machine-gener- Defensive Crothers
Networks (RNN) of machine-gen-  detection methods need machine-generated ated text detec-  detection [38]

erated text heav-  to demonstrate trustwor- text detection methods tion methods systems often

ily depends on thiness through fairness, include precision, F1 play a crucial lack knowledge

the dataset used  robustness, and account- scores, and recall, role in counter-  of the specific

to train the gen-  ability to ensure they do which assess the ing the abuse of  parameters,

erator and detec- not cause harm and are effectiveness of these =~ NLG models by architecture,

tor, highlighting  reliable in identifying non- techniques in identify- identifying text and training

the importance human-authored text ing machine-generated not authored dataset of NLG

of diverse and text by humans, models used by

Neural Network
Model

representative
datasets in train-
ing detection
models

Datasets used for
training neural
networks can
contain biases,
noise, and
inconsistencies

Datasets used for train-
ing neural networks can
contain biases, noise, and
inconsistencies

Data preparation pro-
cesses can inadvertently
introduce biases, affecting
the model's predictions in
real-world scenarios

Metrics like the num-
ber of switched predic-
tions, mean change,
and median change are
used to evaluate model
performance and bias

thus mitigating
potential harm
Techniques like
deep reinforce-
ment learning
(RL) and inverse
reinforcement
learning (IRL)
have been uti-
lised to improve
text generation
quality and
address issues
like reward
sparsity and
mode collapse in
GAN-based text
generation
Neural net-
works achieve
state-of-the-art
performance in
various tasks due
to the quality
and quantity of
training data
Neural networks
can learn

from data and
improve their
performance
over time
through training

attackers, pos-
ing challenges
in effectively
countering
machine-gener-
ated text

Neural net-
works can be
susceptible

to biases in
the training
data, lead-

ing to biased
predictions

in real-world
applications
They require a
large amount
of data for
training, which
can be a chal-
lenge in some
domains
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Table 2 (continued)

Model/Network

Data

Characteristic/Properties

Metrics/Results

Advantage

Refer-
ences

Disadvantage/
Future Work

Deep learning mod-
els- BERT, GPT-2,
and ELMol

Al model-
(Midjourney, Stable
Diffusion, DALL<E
2)

Datasets used for
evaluating biases
in deep learning
language models
may consist of
text data with
annotations
related to gender,
race, or other sen-
sitive attributes
to assess model
performance and
biases

The study used
consistent text
prompts for
three Al models
(Midjourney,
Stable Diffusion,
DALL-E 2) to
generate images
for occupations
in the ONET
database, which
contains informa-
tion on 1,016
occupations

Biases in neural network
language models can
manifest in various forms,
impacting the model's pre-
dictions and associations
based on gender, race, or
other attributes

Generative Al models
exhibit biases against
women and African
Americans, with more
subtle biases in emotional
portrayals and appearances,
potentially shaping percep-
tions unconsciously

Metrics for bias detec-
tion and mitigation in
deep learning language
models may include
quantifying biases,
characterising their
forms, and evaluating
the extent of harm they
can cause

The study found
systematic gender and
racial biases in popular
generative Al tools,
with biases against
women and African
Americans being more
pronounced than cur-
rent societal disparities

Detecting biases
in deep learning
language models
allows for the
creation of more
fair and ethical
Al systems
Mitigating
biases in these
models can lead
to improved
performance and
reduced harm

in real-world
applications

Generative Al
can revolutionise
creative content
generation in
marketing and
sales, enhanc-
ing customer
interactions and
potentially add-
ing trillions of
dollars in value
to the global
economy

It has the poten-
tial to person-
alise learning
experiences

in education,
improving the
learning process,
stimulating
creativity, and
reducing content
creation costs

Garrido-
Munoz
[55]

Biases in Al
models can
lead to unfair
treatment

of individu-
als based on
attributes like
gender, race, or
religion
Biased models
can result

in nega-

tive impacts
on society,
especially in
critical areas
like healthcare,
recruitment,
and resource
allocation

Zhou et
al. [174]

Generative Al
models can
perpetuate
harmful biases,
including gen-
der and racial
biases, which
can intensify
societal dispari-
ties and shape
perceptions in
undesirable
ways

Concerns

exist regard-
ing potential
risks such as
intellectual
property rights,
the accuracy of
output, explain-
ing ability of
results, and the
propagation of
harmful bias,
especially in
educational
settings

@ Springer



Al and Ethics

Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
Wasserstein Gen- GANSs are used to GANS interact adversarial, The Wasserstein GAN  GANSs do not GANS face Jin et al.
erative Adversarial ~ expand datas- enabling unsupervised (WGAN) addresses rely on prior issues like [75, 74]
Network (WGANSs)  ets in medical deep learning and learning  gradient disappearance assumptions, model collapse
imaging, art, and inherent laws in real-world and improves model unlike traditional and uncontrol-
biological signal data stability by provid- generative mod- lable training,
fields, improving ing useful gradient els, simplify- limiting their
model training information to the ing training effectiveness
and accuracy generative network and increasing
diversity
GANSs generate
real-like samples
through forward
propagation,
providing a
simple method
for sample
generation
Asynchronous Inter- The model is AI-GAN utilises an The effectiveness of AI-GAN dis- The model's Jin et al.
active Generative trained and asynchronous and interac- AI-GAN is evaluated  entangles con-  performance [75, 74]
Adversarial Network evaluated on tive two-branch network through qualitative and taminated inputs may vary
model synthetic datasets structure for rain removal, quantitative assess- into background based on the
like Rain12, optimising through mutual ments, comparing it and rain latent complexity and
Rain100L, adversarial mechanisms with other deraining spaces, promot-  intensity of rain
Rainl100H, and methods ing interactive in the input
Rain800, and generation image, poten-
real-world rainy It outperforms tially leading
images collected state-of-the- to suboptimal
from the Internet art deraining results in
and previous methods in both  extreme cases
studies qualitative and
quantitative
evaluation
The network model ~ Experiments TILGAN utilises a Evaluation metrics TILGAN Existing GAN  Diao et
in TILGAN consists  are conducted Transformer-based implicit include TESTBLEU,  addresses implemen- al. [42]
of a Transformer- on MSCOCO, latent GAN approach with SELFBLEU for uncon- exposure bias in tations on
based architecture WMTNEWS, aunique design and distri- ditional generation, and text generation  discrete outputs
and ROCSTORY bution matching based on ~ BLEU for conditional by combining are often
datasets with KL divergence generation a Transformer unstable and

pre-processing
steps akin to prior
studies

autoencoder

and GAN in the
latent space,
enhancing
coherence and
diversity
TILGAN
demonstrates
significant
improvements in
quality-diversity
trade-off for both
unconditional
and conditional
text generation
tasks

lack diversity,
a challenge that
TILGAN aims
to overcome
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
Meta Cooperative Datasets like datasets have specific Metrics like Negative ~ Adversarial GANs were ini- De Rosa
Training Para- SAL COCO objectives, such as improv- Log-Likelihood (NLL) text generation tially designed and Papa
digm Generative Image Captions  ing reward mechanisms and Perplexity (PPL)  using Genera- for continu- [120]
Adversarial Network and WMT News and reducing sparsity in are commonly used to  tive Adver- ous data like
(Meta-CoTGAN)- are used for text  text generation evaluate the quality of sarial Networks images, making
model generation tasks text generation models  (GANS) offers text generation
alternatives for  a challenging
generating 'matu- task
ral' language Mode col-
It presents recent lapsing is a
approaches for ~ common issue
text generation  in adversarial-
using adver- based models,
sarial-based where gen-
techniques erators sacrifice
diversity for
quality
Neural network The research The Al adoption decreases Content Novelty and Text-to-image AI Average Con-  Eric and
model utilised a dataset  value capture concentration Visual Novelty are enhances human tent Novelty Lee [45]
of over 4 mil- among adopters, promoting key metrics used to creative produc-  declines over
lion artworks a more distributed distribu- measure the impact tivity by 25% time among
from more than  tion of favourites of generative Al on and increases adopters,
50,000 unique artwork creativity the value of art-  suggesting an
users to analyse works by 50% expanding but
the impact of Al-assisted inefficient idea
text-to-image artists explor- space
Al on creative ing novel ideas
productivity and may produce
artwork value artworks more
favourably
evaluated by
peers
Generative Al The paper The potential to generate Generative Al models ~ Generative AI,  Lack of trans-  Garon
models discusses the highly complex decision are trained using such as ChatGPT parency in ML  [54]
training methods trees by adjusting weights  unsupervised learn- and Dall-E, have models can
used to produce  in neural networks ing techniques like broken records  lead to severe
artificially gener- clustering, association, for early public  consequences
ated content but and dimensionality adoption and like incorrect
does not specify a reduction capital invest- predictions,

particular dataset

ment, showing
potential for
disrupting indus-
tries and culture
Deep learn-

ing models in
generative Al
can introduce
new structures
with appropriate
properties, aid-
ing in tasks like
de novo drug
design

biased deci-
sions, and poor
resource alloca-
tion in various
domains
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
Chat Generative Pre- The dataset ChatGPT is an artifi- Metrics and character- Generative GAI systems Schworer
Trained Transformer used to train the  cial intelligence model istics of GAI systems  Artificial Intel-  can introduce [127]
(ChatGPT) Chat Genera- that generates text by are not explicitly dis-  ligence (GAI) biases if trained
tive Pre-Trained  answering questions and cussed in the provided like ChatGPT on biased data,
Transformer follow-up questions in a contexts allows lawyers  potentially
(ChatGPT)and  conversational, human-like to access vast leading to
similar Large manner repositories of ~ harmful outputs
Language Models OpenAl, the developer of legal knowledge, reflecting
(LLMs) includes  ChatGPT, acknowledges draft documents, human biases
a wide range of  the model's limitations, conduct legal Misuse of GAI
data such as arti- stating that it can some- research, and tools can lead
cles, books, and  times produce incorrect communicate to violations of
internet sources  or nonsensical answers, with clients Model Rules
to understand and known as "hallucinations efficiently of Professional
generate human- Enhances deci-  Conduct, espe-
like responses sion-making by cially in terms
providing law-  of competence
yers with current and candour,
information potentially
resulting
in breaches
during court
proceedings
Generative artificial Technologies The rapid development of Al models require Capacity- Al models Gutierre
intelligence model  like ChatGPT, healthcare-focused tools data availability, building efforts  heavily rely and
Google Bard, powered by GAI models is quality, and valida- in Al can help on data quality ~ Viacrusis
and Claude, as advancing, with technolo-  tion frameworks for bridge the gap and volume, [62]
well as medically gies like GPT, PaLM, and  local contextualisa- in healthcare which can lead
fine-tuned models LLaMA gaining popularity tion, emphasising the  disparities to biases and
such as Med- for their potential in clini-  importance of refining by preparing misrepresenta-
PaLM and Chat- cal use models to prevent clinicians and tions, especially
Doctor, highlight Al development in health-  health inequities researchers for  in regions with
the potential of  care involves hundreds to the integration of lower medi-
Al in healthcare  thousands of initiatives in Al technologies  cal research
applications early-stage startups and output like the
nationally-backed research Philippines
globally, showcasing the
widespread interest and
investment in leveraging
Al for medical applications
GAI models Datasets used GAI models should be Organizations should ~ GAI enables GAI models Mondal
for training GAI  developed responsibly, fol- monitor changes in the businesses to can be biased  etal.
models should lowing ethical Al practices regulatory environment create new expe- due to societal [106]

be unbiased to
avoid perpetuat-
ing biases in the
models and their
outputs

and principles to ensure
safe and effective use

as GAI technology
evolves and becomes
more widely used

riences by merg-
ing virtual and
physical worlds,
enhancing
customer experi-
ences and value
propositions

It revolutionises
product design
by streamlin-
ing processes,
improving
efficiency,

and creating
more effective
products

and internet
biases, poten-
tially enabling
unethical
behaviour

or criminal
activities
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
Generative Adver-  dataset used Generative Al platforms Evaluation metrics are  Generative Al Ethical consid- Shah
sarial Networks in generative allow novices and experts  crucial for assessing enables the erations such [129]
(GANS), Varia- Al for creative to explore their creative the performance of generation of as algorithmic
tional Autoencod- computing potential and contribute to  generative models diverse and bias, data
ers (VAEs), and artistic and design knowl-  like GANs, VAEs, and novel content in  privacy, and
Recurrent Neural edge collectively autoregressive models  various domains, societal impacts
Networks (RNNs in generating realistic ~ fostering of Al-generated
and diverse outputs creativity and content need to
innovation be addressed
It democra-
tises access to
creative tools,
inspiring new
forms of artistic
expression
and inclusive
creativity
Generative Al model ChatGPT is Generative Al models Generative Al like Generative A,  The issue of Korzyn-
ChatGPT trained on diverse like ChatGPT exhibit the ChatGPT is built on such as Chat- augmentation  ski et al.
and large datasets characteristic of generating transformer technol- GPT, can serve  and automation [82]
using advanced  diverse types of content ogy, enabling it to cre- as a new context may lead to the
deep learning such as text, code, audio, ate predictions based  for manage- replacement
techniques like images, and videos based ~ on inputs and generate ment theories, of humans by
transformer on the input provided various content types  influencing machines in
models, improv-  These models can adapt to  such as text, code, decision-making, specific tasks,
ing its ability to  user language patterns over audio, images, and knowledge man- requiring fur-
generate coherent time, improving the qual-  videos agement, cus- ther scholarly
and contextu- ity and relevance of their tomer service, exploration
ally appropriate  generated outputs human resource
responses management,
and administra-
tive tasks
Generative Al
can automate
interactions
with customers,
revolutionising
service delivery
and customer-
organization
relations
Generative Artificial Two large-scale ~ DRSR leverages recurrent ~ Evaluation measures DRSR addresses The model Peres et
Intelligence real-world neural networks to model  used include NDCG at position bias may have al. [116]
datasets, the contextual information positions 1, 3, 5, and in informa- limitations in

Yahoo search
engine dataset
and the Alibaba
recommender
system dataset,
are utilized for
experiments

MAP for relevance
ranking

and estimate user feedback
likelihood

It employs survival analy-
sis techniques to recover
unbiased joint probabilities
of user behaviours

The model is designed to
handle non-click queries
and untrusted observations
effectively

tion retrieval

by considering
contextual infor-
mation and user
behaviours

The model
incorporates
survival analysis
techniques to
recover unbiased
joint prob-
abilities of user
behaviours

scenarios where
the contextual
information is
sparse or noisy
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
Gen Al model the paper does The dataset used for genAl Metrics include estab-  GenAl can GenAl poses Tomitza
not delve into models should be grounded lishing governance offer extraor- the risk of [151]
the specifics of a  on reliable sources to for reliable database dinary outputs ~ generating
dataset used for ~ ensure content veracity and sources, ensuring neu-  that enhance misinformation
training or testing trustworthiness trality, transparency, trustworthiness, that may not be
genAl models Transparency in display- and explainability of ~ potentially ben-  easily recog-
ing Al involvement, the solution efiting end-users nised, leading
background information, The technology  to potential
and sources is neces- can generate harm
sary to enhance trust and innovative and  The reliance on
credibility diverse content, genAl outputs
expanding the without proper
possibilities of  verification can
text creation result in the
dissemination
of inaccurate
information
Graph Neural Net-  Generative Al Characteristics of genera- ~ Metrics for evaluating  Generative Al Search engines Iorliam
works (GNNs) tools leverage tive Al applications involve generative Al models  tools like Graph are vulnerable  and Ingio
datasets from multiple outcomes, explo-  include accuracy, Neural Networks to manipula- [70]
the Internet, ration and control, mental ~ fluency, diversity, and  (GNNs) and tion and lack
scientific articles, models, explanations, and  coherence in generated Variational complex
and crowdsourc-  considerations for potential outputs Autoencoders abilities, while
ing approaches,  harms and displacements (VAEs) combine AI-NLPs may
which may traditional plan-  provide incor-
introduce limita- ning algorithms  rect or biased
tions in data with deep responses due
quality due to learning, offer-  to complex data
subjective biases ing solutions training
and uneven value for complex
distributions problems
AI-NLPs are
proficient in
interpreting
natural language,
enabling efficient
conversational
interactions
Natural language The research MLE models trained with ~ Quality and diversity =~ Maximum GAN variants ~ Caccia et
generation model paper discusses ~ temperature tuning can are essential metrics Like hood can suffer from al. [26]
training and outperform GANs on qual- for evaluating natural ~ extension(MLE) complications
evaluating NLG ity metric language generation models are due to non-
models on the GAN variants may struggle models easier to train, differentiable,
EMNLP News with maintaining sample cross-validate, sequential train-
2017 dataset diversity while improv- and less compu-  ing, making

ing quality, unlike MLE

models that offer a better
quality-diversity tradeoff

tationally expen-
sive compared to
GAN variants
MLE models
consistently out-
perform GAN
variants in terms
of quality-diver-
sity tradeoff

them harder to
train effectively
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
Generative adver- The research The study explores bias The study conducted =~ DA methods like GAN-based DA Hu and
sarial model assesses the bias  in GAN-based DA for experiments using dif- rotation, flip, and can introduce  Li [66]
in different GAN- small samples, focus- ferent GAN variants,  noise addition bias in the
based DA settings ing on the viability and including softmax enhance data- generated
and designs a potential biases of using GAN, conditional sets by adding data, impact-
pipeline to evalu- GAN-generated data for GAN, and boundary-  instances that ing model
ate the efficiency augmentation seeking GAN, on the  the model may  performance
of GAN-based SCADI dataset encounter in the
DA on specific real world but
datasets are absent in the
original dataset
Advanced meth-
ods like condi-
tional GAN can
generate diverse
data from the
same distribu-
tion, aiming to
maintain data
diversity within
the original
manifold
Generative artificial The dataset It is noted for its poten- GenAl guidance GenAl can Policies and McDon-
intelligence (GenAl) primarily consists tial to leverage content, focuses on writing enhance teach-  guidelines for  ald et al.
of documents identify bias, and stimulate activities more than ing and learning GenAlcanbe  [99]
produced by high critical thinking in educa-  code and STEM- by providing burdensome for
research activity  tional settings related activities, with ~ sample syllabi,  faculty as they
institutions to a significant emphasis  curriculum, and  may require
understand the on ethics, including activities for extensive
guidance given Diversity, Equity, and  instructors to revision of
to institutional Inclusion integrate into the pedagogical
stakeholders classroom approaches
regarding GenAl It can promote
higher-order
thinking skills
and critical
thinking through
activities like
critiquing, com-
paring text, and
identifying bias
Duration- Utilizes data Utilizes a causal graph MAE (Mean Absolute ~ Addresses Performance Ruohan
Deconfounded across all dura-  to illustrate duration as a Error) for measuring duration bias in  drops when the et al.
Quantile(D2Q tion groups for confounding factor affect-  prediction accuracy watch-time pre-  group number  [122]
Model training the ing video exposure and diction for video is too large

watch-time quan-
tile prediction
model

watch-time prediction
Integrates watch-time
prediction into the ranking
phase of an online recom-
mender system

recommendation

due to reduced
group-wise
sample size and
accumulated
estimation error
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
GAI Model Generative Al Generative Al in language  The precision and Generative Al Generative Al Creely
models draw learning emphasises genuine representa- offers custom- may standardise [37]
from expansive  precision, authenticity, tion of human ideas ised learn- language
datasets and intri- and cultural richness while and experiences are ing journeys, expression,
cate algorithms to addressing ethical concerns crucial in Al-mediated dynamic content, propagate
align with gram-  and limitations language generation and individual-  limited cultural
matical norms ised feedback narratives,
accurately mechanisms, and dimin-
enhancing ish analytical
language thought and
acquisition inventiveness
Learners receive
instantaneous
feedback, pro-
moting ongoing
learning cycles
and improving
retention and
proficiency in
second language
programs
Generative Adver-  In generative AI, Generative Al outputs can ~ The taxonomy of GAI ~ Generative Al The interpreta- ~ Strobel
sarial Networks datasets can be be fine-tuned based on applications classi- offers a wide tion of data et al.
(GANs) domain-specific  specific input directives fies them based on ten  range of output  collection and  [143]
text corpora or or training data, allow- dimensions, ensuring a types, including dimension
reference images ing for customisation and ~ comprehensive evalu-  text, images, derivation is
used for training  personalisation ation and classification videos, 3D mod- subjective,
Al models to tai- process els, and sound,  leading to the
lor their outputs showcasing its  possibility
versatility of divergent
GAI applications characteris-
can assist in tics identified
various domains by different
like program- researchers
ming, sales,
and account-
ing, showcas-
ing its broad
applicability
Vector Quantized VQGAN-CLIP  Characteristics of text-to- ~ Metrics for evaluating  Text-to-image Evaluating the ~ Oppen-
Generative Adver-  for image cre- image generation systems  text-to-image genera-  generation creativity of laende
sarial Network. ation was used involve the iterative nature tion include the quality systems allow text-to-image  [111]
-CLIP model of the process, where of the generated image for the cre- art poses chal-

images can be used as

and understanding the

initial inputs to direct scene complete set of prompt
composition or manipulate modifiers

existing images

ation of digital
images from
textual prompts,
enabling indi-
viduals with
little technical
expertise to
produce art
These systems
offer a user-
friendly interface
where users can
input natural lan-
guage prompts
to generate
images

lenges due to
information
asymmetries
between
creators and
viewers, such
as system opac-
ity and prompt
complexities
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Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
Large Language The paper does ~ The Al model prioritises Productivity is mea- Al model The reliance on  Bryn-
Models (LLMs) not explicitly agent responses expressing sured by resolutions deployment large lan- jolfsson,
mention the empathy, providing techni- per hour, showing a increases resolu- guage models  and Ray-
specific dataset ~ cal documentation, and significant increase tions per hour (LLMs) for mond
used for training  avoiding unprofessional with Al model by 0.47 chats, text generation  [22]
the Al model language deployment improving raises concerns
productivity by  about unprofes-
22.2% sional language
Al models can  and lack of
capture the skills empathy, which
that distinguish ~ require addi-
high-performing tional training
workers, poten-  to mitigate
tially enhanc-
ing overall
performance
Generative Adver-  GAI utilises GAI techniques like GAI efficiency metrics Generative Al Evaluating GAI Jova-
sarial Networks datasets that Geometric Deep Learning  include image quality, (GAI) lever- outputs can be  novic
(GANs) evolve, requiring (GDL) aim to interpret Al  resolution, inception ages generative  subjective and  and
model retrain- models using geometric score, and training time modelling and  challenging due Camp-
ing to adapt to principles, enhancing reduction deep learning to  to factors like  bell [76]
changes indata ~ model constraints and create diverse utility, aesthet-
distribution and  success content at scale, ics, clarity,
structure including text, and similarity
graphics, audio, to real-world
and video content
GAI techniques
like Generative
Adversarial Net-
works (GANs)
and Generative
Pre-trained
Transformer
(GPT) models
enable the gen-
eration of real-
istic synthetic
artifacts
Deep Recurrent The DRSR model The model's characteris- The DRSR model DRSR addresses The limitations Jin et al.
Survival Ranking is extensively tics include the ability to is evaluated using position bias or drawbacks [75, 74]
(DRSR) Model evaluated on two  capture user behaviours, various metrics such in information of the DRSR
large-scale indus- train unbiased ranks with  as unbiased learning-  retrieval by con- model are

trial datasets,
namely the Yahoo
search engine and
Alibaba recom-
mender system
datasets

contextual information, and
mine hidden user patterns
in non-click queries using a
cascade model and survival
analysis

to-rank performance,
necessity of debased
methods, and robust
learning under different

scenarios

sidering contex-
tual information
and hidden user
behaviours

The model

can be easily
integrated with
both point-wise
and pair-wise
learning objec-
tives, enhancing
its flexibility and
applicability

not explicitly
discussed in
the provided
contexts

@ Springer



Al and Ethics

Table 2 (continued)

Model/Network Data Characteristic/Properties Metrics/Results Advantage Disadvantage/  Refer-
Future Work ences
ChatGPT-4 model The research The study analysed satis-  Participants rated the =~ Content Human favou-  Zhang
paper does not faction levels, willingness  quality of advertising  generated by ritism playsa  and
explicitly men-  to pay, interest in products, and campaign content  generative Al significant role ~ Gosline
tion the specific  and persuasion levels as based on the paradigm and augmented  in biasing eval- [170]
dataset or net- metrics to evaluate the under which it was Al is perceived  uations, with
work model used quality and impact of the ~ generated, with addi-  as higher qual-  content created
in the study. The content generated tional information pro- ity than that by human
focus is on evalu- vided in the informed  produced by experts being
ating human-Al condition about the human experts, perceived as
collaboration content's origin showcasing the  higher quality
paradigms and potential for Al  than Al-gener-
the perception of to create high- ated content,
content quality quality content  even when the
generated under Participants in source of con-
these paradigms the study were  tent production
either equally is revealed
satisfied or even
more satisfied
with content
generated with
Al's involve-
ment, willing to
pay the equiva-
lent or more for
it, and becom-
ing equally or
more interested
in the product
or persuaded
to support the
campaign when
Al-made final
decision on the
output
Advanced artificial ~ Generative Al focuses on improving Generative Al lever- Generative Ethical and Beer-
intelligence algorithms can be productivity, efficiency, ages the Generative Al, such as legal implica- ~ baum

trained on large
financial datasets
to learn patterns
and relationships
between financial
metrics, aiding

in financial state-
ment analysis and
decision-making

and decision-making in
accounting by mimicking
human interactions and
providing direct access to
systems using APIs

Pertained Transformer
(GPT) technology,
enabling the automa-
tion of tasks and the
generation of data in
accounting processes

Chat GPT, can
automate tasks
like generat-

ing accounting
reports and
aiding in regula-
tory compliance,
enhancing
productivity
and efficiency
in accounting
processes
GAl-driven
RPA offers 24/7
productivity,
low operational

costs, scalability,

and eternal life-
time, surpassing

human execution

capabilities

tions must be
carefully con-
sidered, espe-
cially regarding
privacy, data
security, and
potential biases
in generated
content

[13]
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Fig. 18 Key approaches for
mitigating bias in generative Al
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Fig. 19 Framework for ensuring fairness and mitigating bias in Al systems
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4.4.1.2 Data collection and curation Our analysis high-
lights the critical importance of data collection and cura-
tion in ensuring fairness and mitigating bias in Al systems.
The data used for training AI models is often the source
of bias, which can significantly affect the model's fairness
and equity. Ensuring the representativeness and diversity of
datasets is paramount for developing unbiased Al systems.
This can be achieved through careful data collection pro-
cesses and by employing data augmentation techniques to
improve the variety and comprehensiveness of training data.

Determining, monitoring, and addressing bias in data

The first step toward fairness in Al involves meticulously
examining historical data for possible biases. A thorough
bias assessment requires the evaluation of demographic
factors such as gender, ethnicity, age, and socioeconomic
status within the dataset. This process enables the identi-
fication of any disproportionate representation of specific
groups, allowing us to uncover potential historical biases
that could be ingrained in the data [108; 19].

Once biases are identified, it is crucial to assess how
they impact the Al model's predictions and outcomes. If
not addressed, historical data imbalances can lead to dis-
criminatory outcomes, reinforcing inequalities rather than
reducing them. By understanding the historical context of
the data—such as the societal or cultural biases that may
have influenced the collection and selection of the data—we
gain insights into systemic issues that may affect model per-
formance [161].

This comprehensive evaluation of data biases provides
the foundation for subsequent steps to mitigate these biases.
Ensuring the data is representative and free from historical
prejudices is essential to fostering a more inclusive, fair, and
equitable Al system. Monitoring and regularly updating
the datasets is critical for maintaining fairness throughout
the AI system's life cycle. Therefore, addressing biases in
the data must be an ongoing process, with constant vigi-
lance and improvement, to create Al systems that can posi-
tively impact society without perpetuating harmful biases.
This data curation and bias identification approach is critical
in ensuring Al models operate fairly, fostering trust, inclu-
sivity, and greater societal acceptance of Al technologies.

4.4.1.3 Enhancing diversity and inclusion in artificial intel-
ligence Our analysis underscores the significant role that
a diverse workforce plays in mitigating bias within Al
systems. Integrating diverse perspectives into designing,
developing, and deploying Al models enhances fairness and
inclusivity. The presence of individuals from various demo-
graphic backgrounds, whether in terms of gender, ethnicity,
socioeconomic status, or experience—broadens the scope
of solutions and ensures that Al systems are more represen-

tative of society. A diverse team is instrumental in recognis-
ing and addressing potential biases that may not be apparent
to a homogenous group, thus fostering a more equitable
technological landscape.

Organisations can employ several strategies to promote
equitable and unbiased development. These include targeted
recruitment efforts to attract a wide range of talent, com-
prehensive training and development programs to ensure all
personnel understand the importance of diversity and inclu-
sion and implementing conduct guidelines that prioritise
inclusive practices and ethical standards [142]. Such strate-
gies improve the moral alignment of Al models and contrib-
ute to better overall performance by ensuring that various
viewpoints are considered in decision-making processes.

4.4.1.4 Determining the goal of a machine learning model
and review with diverse key players

Establishing a clear and well-defined goal for an Al system
is fundamental to its ethical deployment and effectiveness.
Our analysis emphasises that this process must involve
engaging with a broad spectrum of key stakeholders, each
bringing unique perspectives. These stakeholders typically
include data scientists, developers, subject matter experts,
policymakers, and end-users.

— Data scientists and developers are critical in transform-
ing high-level business objectives into technical specifi-
cations and model algorithms. Their expertise is essen-
tial in selecting appropriate methods for data analysis
and fine-tuning models to meet the stated goals.

— Policymakers and organisational decision-makers pro-
vide valuable insights into the legal and ethical frame-
works that govern Al use, ensuring the model adheres to
applicable laws and ethical guidelines.

— End-users are particularly crucial, as their feedback on
the practical use of Al systems offers valuable real-world
insights. Understanding how Al models impact end-us-
ers allows developers to refine their approach, making
the technology more user-centric and accessible.

Incorporating input from such a diverse group of stakehold-
ers ensures that Al systems align with organisational goals
and consider their deployment's societal impact and ethical
implications. This collaborative approach is essential for
developing responsible Al technologies that are fair, trans-
parent, and equitable ([108; 161].

Organisations can build trust with their users and stake-
holders through inclusive practices, which is critical to Al
systems' adoption and long-term success. This compre-
hensive approach to stakeholder engagement is crucial in
ensuring that Al technologies reflect the values of diversity
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and inclusion, mitigating potential biases and promoting
fairness in their outcomes. By ensuring that the develop-
ment of Al systems is conducted through a lens of diversity
and inclusion, organisations can reduce prejudice and build
Al models that are more adaptable, reliable, and capable of
meeting the needs of a broader range of users.

4.4.1.5 Routine monitoring and evaluation of Al sys-
tems Our analysis emphasises the critical importance
of routine monitoring and evaluation to ensure Al sys-
tems' ongoing performance, fairness, and ethical integrity.
Continuous oversight is essential in identifying potential
defects, biases, or unintended consequences that may arise
during the operation of Al models. Regular monitoring
helps prevent minor issues from escalating into significant
ethical concerns, ensuring that Al systems remain aligned
with their intended goals and societal standards.

Regular monitoring to detect bias and performance issues
Routine monitoring involves implementing a robust
evaluation system that tracks key performance indicators
(KPIs) related to the Al system's objectives. Systematically
assessing the model's outputs against predefined bench-
marks makes it possible to detect any deviations, anoma-
lies, or biases that may emerge [142]. These evaluations
are not limited to technical performance metrics,they also
focus on the ethical implications of the Al's functioning.
For instance, monitoring can reveal whether the model's
decisions unfairly impact certain demographic groups or
whether emerging biases in the data influence outcomes in
discriminatory ways.

Moreover, the continuous evaluation of AI mod-
els ensures they remain compliant with evolving societal
norms, legal frameworks, and technological advance-
ments [19]. As societal expectations change and new regu-
lations are introduced, Al systems must be updated to reflect
these shifts, thus ensuring their ethical compliance and
social relevance.

Proactive identification and rectification of ethical concerns
Our analysis highlights that regular monitoring is an early
warning system for potential ethical issues. For example,
biases not apparent during initial development may surface
as the system operates in real-world environments. Early
detection of such issues allows for timely intervention,
ensuring corrective measures are implemented before the
negative consequences become widespread [108]. By itera-
tively refining models based on insights from continuous
evaluation, developers can address performance and fair-
ness concerns, thereby enhancing the reliability and respon-
sibility of Al technologies.
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Routine evaluation also enables the integration of feed-
back loops that account for the dynamic nature of the
environment in which Al systems operate. This iterative
approach helps Al models to adapt to new data, societal
changes, and regulatory requirements. Furthermore, by
engaging in regular monitoring, Al developers can foster
greater accountability and transparency, ensuring that Al
systems uphold the ethical standards set forth by the organ-
isation and society [161].

In conclusion, our analysis stresses that regular monitor-
ing and evaluation are necessary for detecting and correct-
ing defects and maintaining Al systems' ethical and societal
alignment. By continuously assessing and refining AT mod-
els, developers can mitigate biases, enhance fairness, and
ensure the responsible deployment of Al technologies.

4.5 Ethical model designing in Al

Our analysis emphasises that ethical model design is criti-
cal in mitigating biases and promoting fairness in devel-
oping Al systems. Ethical design entails intentionally
incorporating ethical principles—such as fairness, account-
ability, transparency, and privacy— into the foundational
stages of Al system development. By embedding these prin-
ciples early in the design process, it is possible to create
Al systems that exhibit greater resilience to ethical pitfalls,
fostering equitable outcomes and minimising harm (Tables
1 and 2).

4.5.1 Implementation of ethical model design

Implementing ethical model design is a multifaceted strat-
egy to address critical concerns such as fairness, account-
ability, privacy, and fundamental human rights. These
concerns are crucial for ensuring that Al systems function
in ways that respect societal values and ethical guidelines.

1. Fairness: To ensure fairness, including diverse and
representative data during the training phase is vital.
This involves carefully selecting datasets encompassing
a broad spectrum of demographic variables, including
gender, race, age, and socioeconomic status. Addition-
ally, algorithms should be designed or chosen to be
inherently fair, avoiding mechanisms that could lead
to discriminatory outcomes. Fairness considerations
are critical to prevent Al systems from perpetuating or
exacerbating existing societal inequalities [142].

2. Accountability: Achieving accountability in Al systems
involves the creation of transparent algorithms that
allow stakeholders to understand how decisions are
made. Transparency builds trust by providing insight
into the model's decision- making processes and
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ensuring that biases or unfairness can be identified and
rectified [161]. Accountability also includes establish-
ing clear lines of responsibility for Al-generated deci-
sions and ensuring that developers, organisations, and
other stakeholders are held accountable for the conse-
quences of Al deployment.

3. Privacy: Protecting privacy is paramount in Al devel-
opment. Ethical model design must incorporate data
protection measures such as minimisation and pri-
vacy- preserving techniques like federated learning
or differential privacy. These approaches ensure that
personal data is kept secure and used only for legitimate
purposes, thereby safeguarding individuals' privacy
while maintaining the effectiveness of the Al system.

4. Human-Centric Design: Ethical Al systems must be
designed with a human-centric approach, ensuring
that the systems prioritise human rights, dignity, and
well-being. This requires continuous monitoring and
evaluation to assess the ethical impact of Al outputs
and ensure alignment with fundamental principles of
justice, fairness, and respect [108]. The design should
achieve its functional goals and align with broader ethi-
cal values that uphold societal norms.

4.5.2 Integration of ethical considerations into Al
development

Integrating ethical considerations into Al's design and
development phases is essential for creating trustworthy,
accountable, and fair systems. By adopting ethical frame-
works and guidelines from the outset, Al developers can
anticipate and address potential risks before they manifest.
This approach enhances the fairness and accountability of
Al systems, builds public trust, and fosters the responsible
use of Al technologies.

Our analysis suggests that an ethical framework that
includes fairness, accountability, and privacy principles
is essential for the long-term success of Al systems. This
framework ensures that Al technologies contribute posi-
tively to society, reducing the risk of bias and harm while
promoting inclusivity and equity.

4.6 Regulatory frameworks for Al: promoting
justice and mitigating bias

Our analysis underscores the CRITICAL role that regula-
tory frameworks play in ensuring the ethical and equitable
development and deployment of artificial intelligence (AI)
systems. Regulatory mechanisms establish accountability
standards, provide oversight, and ensure that Al technolo-
gies operate in a manner that aligns with ethical norms and
societal expectations. Establishing such frameworks is vital

for mitigating potential biases inherent in Al systems and
safeguarding against unjust or discriminatory outcomes that
may arise from unchecked Al deployment [12, 108].

4.6.1 The role of regulatory frameworks in Al

Regulatory frameworks for Al systems are essential in pro-
moting justice and accountability. These legal structures can
impose requirements on Al developers to adhere to fairness
principles, ensuring that the Al systems' decisions reflect a
broad range of societal values. By providing clear guide-
lines on transparency, data privacy, and fairness, regulatory
frameworks contribute significantly to preventing biases
that may inadvertently emerge through historical data or
flawed model design [142]. Moreover, these frameworks
can hold organisations accountable for the consequences of
their Al systems, thereby ensuring that deploying Al tech-
nologies does not lead to discriminatory or harmful impacts
on vulnerable populations.

4.6.2 Analysing differences between populations: ensuring
inclusivity and fairness

Engaging in a nuanced analysis of the differences between
less and more advantaged populations is crucial to mitigate
biases in Al systems. Al systems often reflect the inequi-
ties in historical datasets, which may lead to discriminatory
outcomes if not carefully addressed. Understanding how
various demographic groups are represented within the
training data is essential to identify disparities and biases.
This analysis enables the development of more inclusive
and fair Al systems that accurately reflect the diversity of
real-world populations (Xivuri and Twinomurinzi [161];
Camilla [118]).

4.6.3 Continuous monitoring and evaluation for ethical
alignment

Continuous monitoring and evaluation ensure that Al sys-
tems evolve, aligning with ethical principles and societal
values. Through iterative assessments, Al developers can
identify and rectify any emerging biases or unintended con-
sequences of model predictions. This ongoing evaluation
process ensures that Al systems remain accountable and
transparent and continue to reflect society's dynamic needs
and ethical considerations [142].

In conclusion, when effectively implemented, regulatory
frameworks can guide the ethical development of Al sys-
tems, promoting fairness and mitigating biases. Al develop-
ers can ensure these systems evolve to align with societal
values and uphold justice by focusing on inclusive data prac-
tices, diverse training datasets, and continuous evaluation.

@ Springer
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4.7 Human-in-the-loop approaches

In our analysis, the human-in-the-loop (HITL) approach
emerges as a pivotal strategy in developing ethical Al sys-
tems. This approach emphasises the critical role of human
feedback in identifying, rectifying, and mitigating biases
that may not be immediately apparent through algorithmic
processes alone. By incorporating human intervention at
various stages of the decision-making process, HITL meth-
odologies create a feedback loop that strengthens the fair-
ness, transparency, and accountability of Al systems.

4.7.1 Involving human feedback for bias mitigation and
ethical decision making

Integrating human feedback is crucial for addressing Al
models' inherent limitations and potential biases. While
powerful, Al systems often lack the nuanced understanding
that human experts can provide, particularly when identi-
fying subtle biases that might escape automated detection.
Engaging human experts, end-users, or affected communi-
ties allows for the identification of unintended biases and
ethical concerns that might remain undetected [104, 142].

This approach becomes essential when Al systems are
deployed in complex, real-world environments where
social and cultural contexts significantly influence decision-
making processes. Feedback from diverse human perspec-
tives helps to uncover the real-world impact of Al-driven
decisions, ensuring that they align with societal values and
ethical standards. The iterative feedback loop, where Al sys-
tems refine their predictions based on human input, not only
helps correct biases but also enhances the overall fairness
of the system [108].

4.7.2 lterative improvement and accountability in Al
systems

The HITL approach facilitates continuous learning and
improvement of Al systems. As human feedback is inte-
grated into the Al model, it allows for ongoing adjustments,
improving the system's accuracy and fairness over time.
Furthermore, this human-centred approach ensures that Al
systems remain aligned with evolving ethical guidelines
and social values.

Moreover, human feedback's transparency plays a criti-
cal role in fostering accountability. By maintaining an open
dialogue between AI systems and human stakeholders,
developers can address ethical issues early in the deploy-
ment phase and continually refine the model to reflect tech-
nical accuracy and societal expectations. This collaborative
effort enhances trust in Al technologies, ensuring that they
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serve the interests of all stakeholders while upholding fun-
damental principles of fairness and justice [142].

4.8 Ethical principles and code of conduct

Establishing ethical principles and codes of conduct for
artificial intelligence (AI) systems plays a critical role in
advancing justice and mitigating prejudice in Al devel-
opment. By defining and implementing standards for Al
design and use, ethical guidelines can provide a framework
that ensures Al systems are developed with fairness, trans-
parency, and accountability at their core. These standards
also help create methodologies that promote responsible Al
deployment, fostering trust within the Al community and
broader society [34, 57, 154, 161]. Introducing these ethical
codes is crucial for guiding Al development towards equi-
table outcomes while ensuring that Al systems are aligned
with societal values and human rights. These frameworks
encourage Al practitioners to prioritise ethical consider-
ations in their work, ultimately contributing to creating
effective and just Al systems.

4.9 Quality assurance and fairness check

Quality assurance in model-centric and data-centric
approaches is crucial for ensuring fairness and minimis-
ing biases in Al systems. In the model-centric approach,
quality assurance focuses on refining the model—testing
algorithms, optimising hyperparameters, and conducting
rigorous evaluations to identify and rectify errors that may
impact fairness [142]. On the other hand, the data-centric
approach emphasises the quality and representativeness
of the training data (Baker 2024). Here, quality assurance
involves thorough data curation, detection of bias in data-
sets, and implementing strategies like data augmentation
to ensure diversity [161; 108]. Both approaches require
fairness checks, such as bias detection methods and audits
of model outcomes, to assess whether Al systems dispro-
portionately affect certain demographic groups. Fairness
checks can include statistical tests like disparate impact
analysis or fairness-aware learning algorithms designed to
rectify inequities by modifying the data and the model [165,
169]. Regular monitoring and recalibration of the models
and the datasets are essential to maintain Al systems' ethical
integrity and fairness over time as these systems evolve and
are deployed in real-world environments.

The analysis addresses several challenges in effectively
mitigating bias in Al systems, emphasising the need for
strategies that ensure diverse representation, transparency,
fairness, and ethical accountability. The limited diversity
within training data is a significant issue, as datasets often
fail to represent various demographics fully. Collecting
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more comprehensive data can be difficult, especially for
sensitive or rare cases, and may raise privacy concerns,
impacting the success of strategies like data augmentation.

Identifying and quantifying different types of bias within
Al systems also presents challenges, as bias can stem from
multiple sources—including the data, algorithms, or even
end-users. This complexity makes it harder to isolate and
measure bias, limiting the efficacy of bias- aware algo-
rithms and feedback mechanisms. Another core challenge
is the balance between fairness and accuracy. While priori-
tising fairness is essential, it can sometimes reduce model
accuracy for specific groups, underscoring a trade-off that
requires nuanced decision- making. Additionally, ethical
complexities arise when deciding which biases to address
first and which groups to prioritise, especially historically
marginalised communities.

Addressing these biases is critical for establishing Al sys-
tems that are both fair and equitable. Continuous research
and development of bias-mitigation strategies are necessary
to build inclusive and responsible Al systems that serve
individuals and society justly.

5 Conclusion

In conclusion, achieving effective bias mitigation in gen-
erative Al (GAI) systems requires a comprehensive, multi-
dimensional approach to ensure fairness, inclusivity, and
accountability across varied modalities, including text,
audio, video, image, and code. This study underscores the
foundational role of diverse, representative datasets and
the importance of rigorous data processing techniques to
address biases at the early stages of development. Fairness
metrics play a crucial role in evaluating GAI performance
across demographic groups. At the same time, real-time bias
detection ensures that biases are identified and mitigated as
they arise, creating transparent and accountable systems.

Key strategies, such as algorithmic refinements, debias-
ing algorithms, and adversarial training, have shown prom-
ise in reducing bias effectively. Building interdisciplinary
teams that include developers, researchers, and stakehold-
ers further strengthens the identification and handling of
complex bias issues. Moreover, ethical guidelines and gov-
ernance frameworks play a critical role in guiding the devel-
opment and deployment of GAI, promoting transparency
and accountability within the field.

Despite progress, challenges remain considerable. The
difficulty of securing representative data, the complexities
in detecting biases within sophisticated algorithms, and the
tension between fairness and accuracy highlight the need
for innovative and transparent approaches. Ethical dilem-
mas arise when deciding which biases to address and how to

prioritise impacted populations, necessitating a clear ethical
and technical framework.

Future advancements in bias mitigation require contin-
ued research, cross-disciplinary collaboration, and regula-
tory oversight. Tailored improvements in techniques and
algorithms can significantly enhance bias mitigation in vari-
ous domains.

Enhancing fairness in generative Al across text, audio,
video, image, and code generation requires a diverse, adap-
tive approach tailored to each modality. In text generation,
increasing linguistic diversity within training datasets, refin-
ing algorithms to recognise and filter toxic language, and
ensuring inclusive representation across multilingual data-
sets can help reduce biases. Employing adaptive feedback
loops and refining debiasing techniques enables language
models to understand contextual nuances better, reducing
biased responses. Audio processing benefits from diverse
audio datasets that include varied accents, languages, and
tonal nuances, which improves model fairness. Develop-
ing bias- aware acoustic models and incorporating fairness
metrics in voice recognition applications can ensure a more
equitable representation of underrepresented voices in audio
Al

For video and image generation, bias reduction focuses
on diversifying datasets to include a balanced representa-
tion of ethnicity, age, and cultural backgrounds. Techniques
such as targeted data augmentation and adversarial training
help minimise visual biases, while enhanced fairness met-
rics allow image classification models to maintain accuracy
without sacrificing equity. In code generation, bias reduc-
tion requires a thorough analysis of the code corpus used for
training to avoid reinforcing biased or unfair coding prac-
tices. Training models on inclusive codebases and integrat-
ing ethics-focused standards into programming practices
support responsible code generation. These tailored strate-
gies can strengthen fairness across generative Al domains,
ensuring that models produce inclusive and responsible
outputs.

As generative Al advances, a balanced approach inte-
grating human oversight and robust data governance will
be vital to achieving equitable, responsible Al. Generative
Al’s potential to transform sectors like content creation,
healthcare, and education is vast, yet careful, ethical use is
essential. Continuous development, proactive bias monitor-
ing, and ethical responsibility will enable GAI to positively
impact society across industries while safeguarding against
unintended consequences.
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