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Abstract  

Designing an optimised telemetry control system will improve the quality of service for 

Supervisory Control And Data Acquisition (SCADA) systems implemented by CSE-W. 

Arthur Fisher and enable system expansion thus minimising revenue for their future system 

designs. The telemetry control system ensures a high degree of data reliability and integrity to 

meet SCADA operational requirements. This thesis presents the design and development of 

an optimised telemetry control system using Kingfisher Remote Terminal Units (RTU’s) with 

Kingfisher Series 2 protocol. 

To determine the system response for data transmission over the bandwidth, quantitative 

research methods were undertaken to evaluate communication blocks within the Kingfisher 

protocol. There are usually different techniques used to collect data from remote stations. The 

Kingfisher S2 protocol implements two techniques namely “Exception Reporting” and the 

“Polling” technique for data acquisition. The polling technique was the most efficient in 

terms of bandwidth ultilisation for transferring data therefore the system was designed using 

a pure polling system approach. It also enabled the communication links for remote stations 

to be monitored and enabled a deterministic system design approach to be implemented. 

Research focused on polling system optimization whereby efficient polling frequencies were 

calculated based on theory presented by (O. J. Boxma, Levy, & Weststrate, 1991). The aim 

was to efficiently allocate the limited bandwidth resource to a number of remote stations thus 

optimising the system performance.   

The proposed theory was implemented for system optimisation. It enables efficient polling 

frequencies to be calculated for a polling cycle hence optimising the bandwidth utilisation 

and eliminating fairness problems for the medium access control.  Bandwidth optimisation 

enables system expansion thus reducing the networks need for additional resources.        

A pure polling telemetry communication system was implemented in this design using point 

to multipoint network topology over half duplex radio channel. Empirical data modelling 

enabled the design of the service duration period to allow for time sharing between the 

remote stations to share the bandwidth. The bandwidth was designed to share real time data 

and event log for SCADA systems monitoring and control. Queuing analysis was performed 

to establish system parameters and enable system optimisation. From the literature review the 

implemented design methodology uses the “mean delay approximation” method which was 
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used to calculate efficient visit frequencies and enabled the optimisation of the bandwidth to 

the remote stations based on the workload of each remote site. The software for the telemetry 

control system was developed and tested using ladder logic. The results prove that the 

bandwidth utilisation can be efficiently controlled thus optimising the telemetry control 

system. The implemented design improves the quality of service for the SCADA system by 

providing regular real time system status poll requests for control purposes and was given the 

highest priority for medium access. It also performs a polling of individual sites according to 

the “mean delay approximation method” to efficiently allocate bandwidth amongst the 

remote stations depending on their workload thus optimising the system. The system was 

designed to be responsive to high priority event log data thus enabling system flexibility.    
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PLC  Programmable Logic Controller 

HMI  Human to Machine Interface 

bps  bits per second 

Block   Group of 64 Registers internal memory   

KF S2  Kingfisher Series 2 Protocol 

ACK:              Acknowledge  
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Chapter 1  

1 Introduction of Telemetry Control              

Systems 

 

1.1 Introduction  

This chapter introduces telemetry control systems and communication mediums implemented 

for the design and development. It also outlines the motivation for the research and the main 

objectives for the design.       

1.2 Project Background  

The purpose of telemetry is to collect data at a place that is remote or inconvenient and relay 

the data to a point where the data may be evaluated (Carden, Jedlicka, & Henry, 2002).The 

telemetry control system must ensure data reliability for data acquisition and process control 

requirements. The telemetry communication system is required for SCADA system 

applications. These systems are said to be “event driven” and are required for process 

monitoring purposes.   

1.3 Telemetry Control System  

A telemetry control system requires the measurement and control of remote sites over a large 

distance. These systems have been applied to oil and gas, water and electrical utilities. Each 

remote site is responsible for the local process control using analogue and digital input 

signals. The communication system is used to link the central control site to all existing 

remote field stations which are geographically dispersed from a few meters to kilometers in 

distance. The central control site typically consists of a SCADA (Supervisory Control And 

Data Acquisition) system.  Figure 1-1 shows a typical layout of a telemetry control system. 

The master station is the central control station and the remote sites are responsible for the 

local process control. Data is acquired from the remote sites over the communications link to 

the master station for the system control and monitoring.  
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Figure 1-1 Typical telemetry control system 

 

These systems typically use polling and exception reporting techniques to acquire data to the 

master station. The main problem with telemetry systems is their inefficiency to transmit data 

due to limited bandwidth availability over radio links which consist of protocol overheads to 

ensure data integrity further minimizing bandwidth. The telemetry control systems main 

responsibility is to reliably transmit data over the communication network to the SCADA 

system.  

1.4 Telemetry Communication Mediums  

The telemetry communication system mediums can be twisted pair cable, fibre optic, radio 

frequency, telephone line, microwave and satellite of application. However for a dispersed 

system over a few kilometres it is not practical to use a hired wired approach such as twisted 

pair cable and fibre optic which is not practical since they are prone to breakage, water 

ingress and prevent network flexibility. The practical mediums for this design are presented 

in this chapter.  

1.4.1 Leased telephone service 

Leased lines are established by a communications service provider and serve as permanent, 

private connections between two locations (White, 2008). Leased dedicated circuits are used 

for telemetry and SCADA applications for a lease or rental charge. Cable modems and digital 
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subscriber lines have been implemented for these systems and provide low cost efficient data 

transmission.  

The advantage of this system is no communication expertise is required for the 

communication system design. The communication maintenance is supported by the 

telephone line provider. The major disadvantage is that circuits may not be available at some 

sites due to its geographical location and the factor of continual rental costs.   

1.4.2 Satellites 

Satellites have been investigated for their use in the utilities sector and are positioned in the 

circular orbit above the earths equatorial plane and offer a large coverage of the earth. The 

electronics in the satellite that receives the uplink singal, amplifies and possibly processes the 

signal and then reformats and transmits the signal back to the ground is called the transponder 

(Ippolito, 2008). Earth stations are comprised of an antenna pointing at the satellite and radio 

transceiver. Two attributes deternine the specific frequency bands and other regulatory 

factors for a particular satellite system: 

• service(s) to be provided by the satellite system/network and  

• location(s) of the satellite system/network ground terminals. 

Both attributes together determine the frequency band or bands where the satellite system 

may operate (Ippolito, 2008). Satellites have a large coverage area therefore they offer ease of 

access to remote sites. They ensure data integrity and generally have low error rates. 

However they pose disadvantages of being totally dependant on a remote facility as well as 

transmission time delays and continual rental costs for companies.  

 

Figure 1-2 Satellite frequency bands  (Reynders, Mackay, & Wright, 2005) 
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1.4.3 VHF radio 

The VHF band operates between 30 - 300MHz (Radio Spectrum Management). Typically 

this band is utilised for mobile radio communications.   

1.4.4 UHF radio systems 

The UHF band extends from 300 to 3000 MHz (Radio Spectrum Management). The bands 

typically considered for UHF radio operate between 400 MHz to 900 MHz range. The upper 

regions of this band are utilised for microwave systems. UHF radio systems can be trunked 

mobile radio, microwave, spread spectrum or multiple address radio systems (MARS).  

1.4.4.1 Trunked mobile radio 

In a trunked radio system each user is allocated a channel on a per call basis and upon 

termination of the call, the previously occupied channel is immediately returned to the pool 

of available funds (Rappaport, 1996). This system enables a large number of users to share a 

limited number of channels however requires a communication controller to handle this 

function. This system can be used for voice communications as well as data communications 

and operate in the 400 MHz, 800 MHz and 900 MHz bands.  

1.4.4.2 Microwave radio 

Microwave radio systems operate at frequencies above 1GHz. Due to their high frequency 

they provide high channel capacity and high data rates. Microwave systems require clear line 

of sight between antennas (Horak, 2007). This is a disadvantage of this system as well being 

more expensive for system development. 

1.4.4.3 Spread spectrum radio 

Spread spectrum radio frequencies do not require a license and can operate in the 900MHz, 

2.4GHz and 5.3 GHz band. A spread spectrum modulation scheme is any digital modulation 

that utilizes transmission bandwidth much greater than the modulating signal bandwidth, 

independently of the bandwidth of the modulating signal (Ziemer, 2007). The receiver 

correlates and demodulates the signals. Modulation techniques are Frequency-hopping spread 

spectrum (FHSS), direct-sequence spread spectrum (DSSS), time-hopping spread spectrum 

(THSS) and chirp spread spectrum (CSS). There are also hybrids of these techniques which 

form spread spectrum.  
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1.4.4.4 Multiple address radio systems (MARS)  

Modern radio modems operate in the 400 and 900 MHz band. Propagation in the 400 and 900 

MHz band requires a free line of sight between transmitter and receiver. These systems 

typically operate in a point to multi point network configuration whereby a master station 

communicates using omnidirectional antennae with multiple remote stations using directional 

antennas over a single channel radio system. Protocols implemented in these systems use 

simple poll - response techniques to co-ordinate the communication network. Speeds of 

operation are up to 9600 baud which are typically used for SCADA/Telemetry and data 

applications. This type of system is used by CSE-W.Arthur Fisher for implementation in their 

applications. Therefore this system was used in the design of the communication network.  

The radios implemented for this system are low cost compared to microwave radios and 

transmission is possible over non line of sight. This system also provides long MTBF (Mean 

Time Between Failure). These systems have low channel capacity or bandwidth over serial 

radio communications, low data rates as well as limited transmission techniques. They 

typically operate at 9600 baud or slower. Due to these factors system optimisation is required. 

1.5 Network Topologies 

Network topology is the interconnection of multiple nodes to form a network structure via the 

physical medium. The radio frequency medium in this design forms a wireless network to 

connect multiple remote stations to a centralised station.  

1.5.1 Point to point topology 

A point to point topology is a direct connection of the physical medium between two nodes 

only. This is the most basic topology and can exist as a permanent connection or switched on 

demand basis. 

1.5.2 Star topology 

A star configuration has a central node and many peripheral nodes. All peripheral nodes 

connect to the central node which controls the data throughput to the network. Therefore if a 

peripheral node fails the network will still operate and only that node will be isolated from 

the rest of the network. Such centralized topology results in an efficient and reliable network 

service to the client devices (Reynders et al., 2005). This is referred to as point to multipoint 

in radio system designs.  
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1.5.3 Peer to peer topology  

This topology is also referred to as ad-hoc mode where multiple nodes interconnect with each 

other without any central node to form a mesh. All nodes route traffic and communicate with 

one another. The nodes self-configure to form an integrated network utilizing distributed 

control (Reynders et al., 2005). This topology enables re-routing via multiple paths if 

communications to a node fails.  

1.5.4 Hierarchy topology  

A hierarchical topology is ideal for networks that span a range of coverage regions (Reynders 

et al., 2005). This network topology consists of a central node at the top of a hierarchical 

structure. Peripheral nodes are connected below the central node to form the secondary level. 

The secondary level connects to tertiary level of nodes forming a multi-level structure for the 

network configuration.  

1.6 Motivation  

The CSE–W. Arthur Fisher’s telemetry control systems are used in a wide range of industries 

and provide communications systems for mission critical & heavy industries and utility 

infrastructure clients throughout New Zealand.  

Utility systems depend on real time information for system operation. Telemetry systems 

were designed for data acquisition and alarm reporting from remote field sites. These systems 

have low channel capacity or bandwidth over serial radio communications, low data rates as 

well as limited transmission techniques. They typically operate at 9600 baud or slower and 

implement protocols for data integrity which further minimises the bandwidth. Due to these 

factors system optimisation is required. 

Due to this limited bandwidth problem an efficient algorithm is required to maximise the 

bandwidth utilisation as well as ensuring data integrity and efficient bandwidth allocation 

over all the remote sites at the same time preventing fairness problems and enabling the 

SCADA to receive system updates. 

Designing an optimised telemetry control system for CSE-W. Arthur Fisher will improve the 

quality of service for the Supervisory Control And Data Acquisition (SCADA) system and 

enable system expansion or scalability thus minimising revenue for their system design. The 

telemetry control system must ensure a high degree of data reliability and integrity to meet 

SCADA operational requirements. 
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This master’s project was initiated with the aim to develop an optimised telemetry control 

system. This thesis presents the design of a SCADA system and the optimisation of the 

telemetry control communication network.  

1.7 Objectives 

The main objectives of this research may be summarised as follows 

• To design and develop an optimised telemetry control system 

• To develop the software for the telemetry control system using ladder logic 

• To design a SCADA (Supervisory Control And Data Acquisition) system  

• Improve the bandwidth utilisation and efficiency of data traffic from remote sites 

• Empirical data model of the system response time for data transmission and for future 

design and development 
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Chapter 2  

2 Survey of Literature 

 

2.1 Introduction 

This chapter introduces typical SCADA system design and compares the industrial protocols 

currently implemented in the utilities industry.  It also introduces bandwidth allocation 

schemes used to control data traffic types from control systems in order to improve the 

bandwidth control of communication networks. A literature survey of polling systems was 

performed since this was the main technique used for data acquisition for the telemetry 

communication system design and development.    

2.2 Supervisory Control And Data Acquisition (SCADA) Systems  

SCADA  systems  are  widely  used  in  industry  for Supervisory Control and Data 

Acquisition of industrial processes (Daneels & Salter, 1999). The distance between the 

control station and multiple remote field sites can range from a few meters to up to thousands 

of kilometres. A telemetry communication system is required to connect the control station to 

remote field sites to transmit commands and receive remote monitoring data. SCADA 

encompasses the collecting of information, transferring it back to a central site, carrying out 

any necessary analysis and control and then displaying the information on a number of 

operator screens or displays (Bailey & Wright, 2003).  

2.2.1 SCADA System Integration 

A SCADA system consists of a Master Station, Communication System and Field Sites 

(RTU’s) as shown in Figure 2-1. SCADA systems require monitoring over a dispersed area 

and therefore typically require a telemetry system to connect to remote field site RTU’s.  The 

RTU’s accept commands from the master station to control the process points and set points. 

An RTU monitors certain points and stores the information in a local addressing scheme. The 

addressing is designed to correlate with a database contained in the master station. This 

represents the predominant SCADA systems designs which implement specialised industrial 

protocols designed for efficient data transfer and integrity in the utility industry today.  
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Figure 2-1 Typical SCADA system (Bailey & Wright, 2003) 

 

SCADA systems require the integration of hardware to perform its function. Hardware must 

be interoperable and open for system integration. This section introduces the different 

hardware and manufacturers which will be used in this SCADA system application.  

The proposed system is to use “Kingfisher Series 2” RTU’s which are responsible for remote 

process control, monitoring and communications with the central control station. In this 

design “Trio E-Series” serial radio modems were implemented for the communication system 

over UHF radio frequency. The central or master station was networked with “Wonderware 

Intouch” software package for Human to machine interface (HMI) over Ethernet local area 

network (LAN).  
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2.2.2 Remote Terminal Units (RTU’s) 

 

A remote terminal unit (RTU) was designed to handle communications for a SCADA system 

by collecting data from field devices and sending the data to the SCADA master on 

command(WEF, 2007).  The hardware consists of a CPU and IO modules (Analogue/Digital 

IO’s) and with communication interface as shown in Figure 2-2. They are able to 

communicate on a peer to peer basis with other RTU’s and can also be configured to relay 

information to other remote stations.  RTU’s were designed to handle communications for 

SCADA systems (WEF, 2007). SCADA utilise wireless telemetry communication systems 

for remote process control and data acquisition which typically operate at baud rates between 

300 - 115Kbps.  

 

Figure 2-2 Kingfisher Series 2 Remote Terminal Unit 
 

An RTU network is 2 or more RTUs that can communicate with each other in some way. 

The communication path is called a route. Usually one RTU is setup as the master RTU. 

The master RTU regularly polls data from all the other RTUs. Polling is a channel access 

method in which each RTU is asked in a sequence whether it wants to transmit.  The other 

RTUs are referred to as remote RTUs and can report data changes as they occur 

sporadically called Exception Reports.  

 

Figure 2-3 shows an RTU network which consists of RTU1 as the master and RTUs 2-4 as 

remote RTUs. RTU3 also stores and then forwards messages between RTU1 and RTU4. If 

only polling is used, it will take up to the regular polling interval before the master RTU 

knows about new data from remote RTUs. For example if the master polls the remote RTUs 
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every 2 minutes, it will take up to 2 minutes before the master receives new data from the 

remote RTUs. If only reporting is used, the master RTU will not know if a remote RTU has 

failed. If the master RTU does not receive a message from a remote RTU for a long time this 

could mean that either there is no new data or that the remote RTU has stopped 

communicating. 

 

Figure 2-3 RTU network 
 

2.2.3 PLC or Programmable Logic Controller 

The PLC or Programmable Logic Controller is still one of the most widely used control 

systems in industry which are developed for “real time status” floor applications.  PLC 

communication modules were developed to support Ethernet  (WEF, 2007).   

Equipment such as PLC’s, instrumentation, sensors, PID controllers are connected to 

controllers via fieldbus. Communication protocols used in fieldbus are Modbus  RTU, FIP 

(Factory Information Protocol), FF (Foundation Fieldbus), Profibus  DP, DeviceNet,  

CANopen (Mikluszka, 2010). There are also other proprietary protocols which are 

implemented. These protocols are referred to as bus protocols and commonly implement 

Ethernet TCP/IP. 

2.2.4 Distributed Control System (DCS) 

Figure 2-4 shows a distributed control system which consists of a number of distributed 

computer systems situated near the instruments or devices being controlled. They are 

implemented over a high speed bus network for fast real time applications implemented 

typically for critical operations.  
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Figure 2-4 DCS system (Bailey & Wright, 2003) 

2.2.5 Radio modems 

Radio modems typically operate in two modes. Figure 2-5 shows Full- duplex mode which is 

more efficient in terms of data transmission. It also avoids any traffic collisions and typically 

operates over two separate channels. Full duplex systems allow messages to flow in both 

directions simultaneously being its major advantage however this comes at additional cost for 

bandwidth or frequency.  

 

Figure 2-5 Diagram of full- duplex communication 

 

Figure 2-6 shows half duplex mode whereby the radio modem can transmit and receive only 

one at a time. Typically this mode is used over a single channel.  

 

Figure 2-6 Diagram of half duplex communication 

 

2.2.6 SCADA software  

SCADA software is used to design human to machine interfaces for supervisory control and 

system monitoring.  SCADA software can be divided into Proprietary or Open (Bailey & 

Wright, 2003).The ability to have interoperability of software enables system integration 
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from different vendors and enables communication protocol interface between RTU’s and 

PLC’s. Figure 2-7 shows a typical HMI used to provide graphic displays of process, alarms 

and trends.  

 

Figure 2-7 HMI (Wonderware, 2011) 
 

2.2.7 SCADA software and hardware architecture 

One distinguishes two basic layers in a SCADA system:  the "client  layer" which caters for  

the man to machine interaction and the "data server layer" which handles most of the process 

data control activities (Daneels & Salter, 1999).  The data servers are PLC or RTU devices 

which act as a central data or communication devices.  

 

Figure 2-8 Typical Hardware Architecture (Daneels & Salter, 1999) 
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2.3 SCADA Industrial Protocols  

2.3.1 Introduction  

This chapter reviews the literature on industrial communication protocols implemented on 

SCADA systems. A protocol is a set of message formats and rules for exchanging messages. 

Selection of protocol depends mainly on system application, requirements and functions to be 

carried out. This chapter compares the industrial SCADA protocols for telemetry system 

application. Industrial protocols are commonly used in the utilities industry such as power, 

water, wastewater, oil and gas systems. The utility industry communication systems require 

high data integrity for communication and control reliability and data acquisition. The 

telemetry communication system periodically updates the system status. In SCADA systems 

the most common protocols are (DNP3, Modbus, IEC 61850 IEC and 60870-5-101) which 

will be presented in this chapter. SCADA systems rely on “event reporting” for system 

information.  

2.3.2 Modbus 

Modbus is a serial communication protocol published by Modicon in 1979 for use with its 

PLC’s. It has become the industry de facto standard communications protocol in industry 

(Modbus organisation, 2006). The Modbus is accessed on the master/slave principle, the 

protocol providing for one master and up to 247 slaves (Clarke, Reynders, & Wright, 2003). 

Devices communicate using a master-slave technique whereby the master initiates the 

response and the slave devices respond with the requested data or action. Modbus devices 

usually include a register map to monitor, configure, and control module input and outputs. 

Modbus can operate in two modes ASCII Mode or RTU Mode. The following table               

2-1 illustrates a typical Modbus message frame format. 

Table 2-1 Modbus message frame format 

Address field Function Field Data Field Error Check field 

1 byte 1 byte Variable 2 bytes 

 

The main advantage of Modbus is it offers interoperability which enables multi-vendor 

integration with the most purchasing options and at the lowest cost. Modbus provides 

simplicity, low overheads, error checking for transmission and communication errors by 

character framing, a parity check and by using a 16 bit Cyclic Redundancy Check. Modbus 

messages are transmitted as frames and are separated by silent periods. The major 
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disadvantage is that Modbus does not offer time stamped events which is critical in SCADA 

systems for monitoring and trending purposes.  

2.3.3 Distributed Network Protocol (DNP3) 

DNP was originally created by Westronic, Inc. (now GE Harris) in 1990 (IEEE Power & 

Energy Society, 2010). In 1993, the DNP 3.0 document set was released in the public 

domain. The DNP 3.0 is specifically developed for inter device communication involving 

SCADA RTU’s, and provides for both IED to RTU and master-to-IED to RTU (IEEE Power 

& Energy Society, 2010). The protocol is designed to allow reliable communications for 

electrical utility. 

DNP3 framing is based on the FT3 frame format as shown in Figure 2-9. DNP3 frame format 

is designed for high data integrity which uses cyclic redundancy checks to detect error in 

messages. DNP3 uses several modes Polled only, Polled (report by exception), Unsolicited 

(report by exception) which are spontaneous reporting based on changes in field data and 

uses minimal overheads however minimises data integrity. DNP3 is an open standard for 

implementation with RTU’s, IEDs and master station vendors. The DNP3 protocol was 

designed for the electrical systems however it has been adopted by other utility industry 

applications.   

 

Figure 2-9 FT3 Frame Format (Clarke et al., 2003) 

Its major advantage is in its bandwidth efficiency which is accomplished through class based 

data reporting. The master RTU executes a Class 0 poll to request for all static data points 

from an RTU. The data points generate events which are stored as Class 1, 2, 3 and raise a 

buffer flag which the master recognises when initiating a poll request for each class of data. 

This enables the system to be more efficient by preventing the repetitive polling of the all the 

system points. The designer controls the polling frequency and type of data depending on the 

application and specific requirements. The advantage of this protocol is that it enables highly 
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accurate time stamping which allows for accurate prediction of a field event changes. The 

protocol provides data frame checking for reliable data transfer. This protocol enables 

definition of Analogue input/outputs, Digital input/outputs as “data objects” or “points”. The 

disadvantage of DNP3 protocol is that it has very high overheads.  

2.3.4 Kingfisher Series 2 Protocol  

The Series 2 protocol frame format consists of a number of Header bytes, Argument/Data 

bytes and CRC bytes as per Table 2-2. The RTU transmits data as 2 byte hexadecimal 

numbers. 

Table 2-2 Kingfisher Series 2 Frame Format 

System ID Target 

RTU 

Number of 

characters 

Initiating 

RTU 

Via RTU Message Function 

code 

Data Field CRC 

1 bytes 1 bytes 1 bytes 1 bytes 1 bytes 1 bytes 2 bytes Variable 2 bytes 
  

The header bytes consists of the following fields of one byte each 

1. System ID – This is used for routing purposes  

2. Target RTU – The RTU for which the message is meant for 

3. Number of characters – Number of characters in the frame excluding System ID 

4. Initiating RTU – The RTU transmitting the message 

5. Via RTU – This can be used for indirect or relay messaging 

6. Message - Message number in sequential order 

7. Function code – This is the type of message refer to Appendix C 

8. Data Field – This is the actual system data and consists of numerous bytes depending 

on the function code, refer to Appendix C.  

9. CRC – Cyclic Redundancy Check which is designed for integrity check and  

Data can be stored in the IO Array or local data registers. The communications system can 

access these data arrays using two types of message transfers – ‘data’ or ‘block’.  When data 

transfers are used a single data value or multiple data values can be accessed from anywhere 

in the I/O or register array. When block transfers are used 64 data values are transferred in a 

message and the data transfer ends at the last non zero data where the remainder data values 

are all zero.  



 

 17 

The system uses several modes for communication polling and exception reporting or 

spontaneous reporting. The major advantage is that it offers time stamped events which are 

required for trending and monitoring purposes.  

The Kingfisher protocol uses two data acquisition techniques called polling and exception 

reporting. Its main advantage is that it supports time stamped events and time synchronisation 

between RTU’s. It uses asynchronous communication and its frame format uses 1 start, 1 stop 

and no parity bits for every 8 data bits. 

2.3.5 IEC 60870-5-(101 to 104) 

IEC 60870-5-101 to 104 is a companion standard generated by the IEC TC57 for electric 

utility communication between master stations and RTUs and is implemented between 

substations to supervisory control centres.  It supports unbalanced and balanced modes of 

data transfer. Data can be classified into groups. It uses several modes Polled only, Polled 

report by exception, unsolicited report by exception spontaneous reporting. Time 

synchronisation and time stamped events. It uses frame format IEC 101 which uses 1 start, 1 

stop, 1 parity bit and 8 data bits which is suitable for asynchronous communication. This 

protocol has been specifically developed for electrical power systems and has therefore not 

been adopted by other utility industries hence it falls outside the scope of this project. 

2.3.6 IEC 61850 

The IEC 61850 standard defines communications between intelligent electronic devices 

(IEDs) in the electrical substation and the related system requirements. The objective was the 

development of an international standard for communication networks and systems in an 

automated electric substation. It is specifically designed for the sharing of high speed data 

protection information between protection devices and provides interconnection of substation 

devices on a high speed Ethernet network. (Mackiewicz, 2006) The abstract models defined 

divide the substation automation system functions in small entities called logical nodes. 

Based on their functionality, each logical node contains a list of data and data attributes.  

The advantage of this protocol is fast transfers of events using (GSE) Generic Substation 

Event are defined for fast transfer of event data which is divided into GOOSE&GSSE. 

Services commonly used for communication within the whole substation are mapped to 

MMS (Manufacturing Message Specification).  MMS is an application layer standard 

designed to support messaging communications between IEDs in a distributed system 

environment. Sampled data transfer schemes are also defined to handle transfer of sampled 
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values using sampled value control blocks. IEC 61850 is designed for communication 

between substation devices over high speed Ethernet network and is therefore only applicable 

to electrical power system substation applications and falls outside the scope of this project. 

2.3.7 Summary  

There are similarities between Modbus frame format and Kingfisher frame format however 

the major disadvantage is that Modbus does not allow time stamping. DNP3 is fast becoming 

the adopted protocol by utility industries. It provides efficient and reliable data transfer with 

object oriented defined variables and implements a polling structure based on static points 

and event class based (1-3) to enable efficiency of data traffic type however it has high 

protocol overheads compared to Modbus and Kingfisher S2 protocols. The Kingfisher S2 

Protocol supports time stamping, polling, exception reporting techniques. Therefore the 

Kingfisher S2 Protocol was the selected protocol implemented in this system design since it 

offers time stamping over Modbus and enables high data integrity by using 16 bit CRC for 

error detection with less protocol overheads compared to DNP3.  

2.4 Bandwidth Control  

2.4.1 Introduction 

A telemetry communication system is required to link the central control station to the remote 

field sites. The remote field sites must share the resource available to prevent fairness 

problems. This chapter presents a bandwidth allocation scheme for the telemetry 

communication system. Due to limited bandwidth capacity over the implemented single 

channel radio frequency an efficient control scheme is necessary for the system.   

The telemetry communication system control of data traffic has similarities to many currently 

available fieldbus networks which adopt: 1) centralized access control of a master–slave 

system (e.g., FOUNDATION fieldbus, WorldFIP, MIL-STD-1553B,IEC/ISA fieldbus) and 

or 2) distributed access control of a token-passing system (e.g., Profibus, Arcnet, SAE 

HSDB) as their medium access control protocol (Hong, 2001).  

There are two modes of operation for medium access control: balanced mode as shown in 

Figure 2-10 and unbalanced mode of operation as shown in Figure 2-11. Balanced 

transmission refers to the configurations where any station on a link may act as a primary 

which means it can initiate communication (Reynders et al., 2005). To avoid collisions 

(CSMA/CA) carrier sense multiple access/ collision avoidance could be utilised to coordinate 
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transmissions. Alternatively a full duplex system or an unbalanced mode could be 

implemented for the system design.  

 

Figure 2-10 Balanced Mode Transmission 

 

In unbalanced transmission only the master device can transmit primary frames. This 

technique is similar to a master/slave or token passing systems.  This approach enables a 

more deterministic approach of designing the system and avoids the use of collision 

avoidance mechanisms. If there is a message fail the master will retry the transmit message 

called (Message Retries) within Kingfisher protocol until a valid message is received or a 

response time out occurs.  The advantage of unbalanced communications is that there is no 

possibility of collision between controlled stations attempting to transmit information at the 

same time (Reynders et al., 2005).  

 

Figure 2-11 Unbalanced Mode Transmission 
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2.4.2 Bandwidth allocation schemes 

(Hong & Kim, 2000) propose a bandwidth allocation algorithm in CAN protocol for 

distributed control system which give priority to real time data over event log data since  

DCS require fast system status and response time for plant operational requirements within a 

local area. Real time data is further sub divided into control data and event data. During the 

real time data interval control data are transmitted using the window scheduling algorithm. In 

the window-scheduling algorithm, real time data is divided by windows. Control data packets 

are transmitted through the windows. The length of a window is identical to the packet 

transmission time. Event data is given highest priority and transmitted during any interval.  

To apply the bandwidth allocation algorithm the CAN bus, a method that divides the network 

bandwidth into real time and non-real-time intervals needs to be acquired. The system 

described here is balanced system.  In the CAN protocol, this can be simply accomplished by 

marking an appropriate value in the “identifier field” of the CAN frame. In the case of event 

data, the first two bits of the 11 bit identifier field are set to ‘00‘.  The first two bits of control 

and non-real-time data are set to ‘01‘and ‘10’, respectively. ’0’ is (dominant bit) which is 

dominant to ‘1’ (recessive bit) in the   identifier field, event data have priority over control 

data, and control data take precedence over non-real-time data in transmitting. This means 

that non-real-time data cannot be transmitted until the real- time-interval is over, during the 

non-real-time interval, if any node generates control data, the network bandwidth is 

automatically resumed to the real-time interval.  

This method however uses unbalanced mode of transmission whereby the outstation 

transmits event data with highest priority at intervals using CSMA/NBA – (carrier sense 

multiple access / non-destructive bitwise arbitration) mechanism.  

 

Figure 2-12 Bandwidth allocation scheme (Hong & Kim, 2000) 
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To satisfy the performance requirements for real-time data traffic and event log data an  

appropriate bandwidth allocation and traffic scheduling scheme was designed. (Hong, 2001) 

introduced a basic concept of bandwidth allocation scheme that can be applied to a cyclic-

service fieldbus network. Figure 2-13 shows nodes connected over a bus network. Each node 

consists of a queue of time critical data, periodic data and time available data. This system 

operates in unbalanced mode whereby time critical data is transmitted during server vacation 

periods and the server polls the nodes for periodic and time available data.  

 

Figure 2-13 Data queue transmission (Hong, 2001) 

 

 

Data  generated  from  distributed control and automation systems are classified into real-time 

and non-real-time data (Hong & Kim, 2000). Therefore a similar approach was used to define 

the data traffic in the design of the telemetry control system. The data generated from remote 

field sites for this system were divided into three data traffic categories:  

• critical real time and alarm data   

• non critical real time data  

• event log data 

The bandwidth control is designed to give priority of critical real time and alarm data over the 

other data traffic by polling this data traffic frequently for real time system updates. Polling 

of real time data is a snapshot of the local process variables. The event log data has been 

allocated more bandwidth over real time data since SCADA systems are event driven systems 

requiring trending and monitoring.   

This section presents a bandwidth allocation scheme for the three data traffic catergories 

using an unbalanced mode of operation for the telemetry control system design. This mode 

enables beter control of a large scale system from a central location.  
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2.4.3 Data addressing scheme for Kingfisher RTU’s  

Remote field site RTU’s can be configured to “Update Register Blocks” within a local RTU 

memory or “Update Hardware Blocks” from analogue and digital modules. For this 

application it is assumed all analogue and digital values are stored in the local register 

addressing scheme.Therefore the Update Hardware Blocks will be configured to (NONE). 

The local register blocks will be updated and polled for data. A hexadecimal constant can be 

entered corresponding to the blocks to update. A maximum of 16 blocks each consisting of 

64 registers gives a total of 1024 registers to be polled out of the total 2048 system registers 

which can be polled as per Table 2-3. 

 

Table 2-3 Local Kingfisher RTU registers 

 

2.4.4 Real Time Data 

2.4.4.1 Critical real time and alarm data 

Critical real time and alarm data are priority for this system operation to gather system status 

updates. The proposed system is designed for the master station to poll this data periodically 

with highest priority using the (rx_data) communication block which minimises protocol 

overheads for a limited number of data points. Therefore all critical real time and alarm data 

can be allocated to (Registers #R1 - #R32) of the local registers addressing scheme per 

outstation RTU. This design enables the master station to poll all system remote stations with 

minmised system latency minimal protocol overheads thus optimising bandwidth utilisation.  

2.4.4.2 Non critical real time data 

The system remote field sites generate real time data which are required for process control 

and operational requirements within the local RTU. Therefore the proposed system allocates 

the  data from (Blocks 1-15) of the local registers addressing scheme as per Table 2-3. This 
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configuration is within the outstation under Update Registers: 16#7FFF. This configuration 

minimises overheads during poll requests using the (rx_update) communication block.  

2.4.5 Non Real Time Data 

2.4.5.1 Event Log Data 

Event log data is time stamped data which is required for the SCADA system for historical 

and trending purposes. This data is stored within the configured memory for event logs. Each 

event log is 12 Bytes and configuration can be calculated depending on the maximum number 

of event logs required for an outstation to store which is necessary to prevent old data from 

being over written since it has a circular buffer. Event log data can be limited for a poll 

request by controlling the (Maximum logs to upload) setting under the “Event Logs 

Controls”for the (rx_update) communication block. 

The proposed system is designed for SCADA system which are event driven systems. The 

bandwidth allocation scheme is designed to periodically poll critical real time and alarm data. 

Secondly the event log data is limited to gaurantee bandwidth to non critcal real time data.   

The proposed system is designed to operate in the unbalanced mode whereby a primary 

request can only be made by the master station. Therefore this system can be considered a 

pure “polling system”. This scheme is designed to efficiently manage all data/traffic types by 

developing an efficient bandwidth allocation scheme hence optimising the system. 

The communication system medium is designed to share the bandwidth resource amongst the 

remote field sites by dividing the service period up to the maximum limits specified to 

prevent fairness problems. This is not a fixed time therefore the master station can poll the 

next outstation when it reaches its configured polling limit. A periodic time slot is allocated 

to poll critical real time and alarm data from all remote stations in the system with the highest 

priority. After this time slots for real time data and event log data are allocated per remote 

site. The event log data is given priority over the non critical real time data in terms of 

bandwidth utilisation per remote station since SCADA systems are event driven systems.  

The system also enables the SCADA to transmit commands and set points via the master 

station RTU to the specified remote field site therefore idle periods are forced into the system 

but kept to a minimal to enable the transparent write of this data over the radio link.  
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Figure 2-14 describes the bandwidth allocation design by over provisioning the bandwidth 

capacity for expected peak traffic load at a baud rate of 9600. The service period for each 

station is shown by the “Maximum service duration” which consists of the polling request 

from the master station of Blocks 1-15 for non critical real time data and 1000 event logs per 

remote site individually. The system was designed to poll critical real time and alarm data 

“periodically” from all remote stations thus enabling regular system updates. Polling of event 

logs have been limited per site to prevent fairness problems which is caused by serving each 

remote site exhaustively however the advantage of this technique is that it reduces switchover 

periods between remote sites. The service discpline for this system is gated, whereby only 

data present at the polling instant are served. The master station then polls the next site 

defined by the static polling table.  

 

Figure 2-14 Implemented Bandwidth allocation scheme 

 

The proposed scheme is designed to meet SCADA operational system requirements by 

periodically polling system status updates for real time data control purposes as well as event 

log data for monitoring. Since SCADA systems are event oriented systems the bandwidth slot 

for service periods per remote station have been designed with bias towards event log data. 

The hardware components used in this design were “Kingfisher Series 2 Remote Terminal 

Units” (Appendix A) which share a single channel radio frequency via “Trio E-Series 

Radios” (Appendix B) operating at generic frequency band of 450 MHz as the 

communication medium.  
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2.5 Polling Systems 

2.5.1 Introduction                       

The term “Polling” originated with the polling data link control scheme in which the central 

computer interrogates each terminal on a multi drop communication line to determine 

whether or not it has data to transmit. The addressed terminal transmits data, and the 

computer then examines the next terminal (Haring, Lindemann, Reiser, & Takagi, 2000). A 

polling model is a system of multiple queues (1….N) attended by single or multiple servers in 

cyclic order (1, 2, 3……N, 1, 2, 3……N) this is also known as the basic model. Polling 

models and their variations appear not only in computers and communications but also in 

other fields of engineering such as manufacturing and transportation systems(Haring et al., 

2000).  Polling systems have been used to model a large variety of applications in which a 

single resource is shared among customers in N distinct queues (O. J. Boxma et al., 1991). In 

this application the telemetry communication system utilises the single resource being the 

half duplex radio channel which is shared amongst remote stations for transmitting data back 

to the control station. Two important performance measures of polling system are the mean 

polling cycle time that it takes the server to complete a cycle of visiting all the queues in the 

system, and the mean customer waiting time that it takes a customer from arrival to service 

start (Haring et al., 2000).  

 

Figure 2-15 A polling system (Haring et al., 2000) 
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2.5.2 Polling System Surveys 

There is an extensive amount of literature available on polling systems, the surveys of 

(Haring et al., 2000), (Levy & Sidi, 1990) and (Vishnevskii & Semenova, 2006). Most of 

these papers only provide approximations or focus on pseudoconservation laws. The pseudo 

conservation law is the weighted sum of the mean waiting times in a polling system. Such 

pseudoconservation laws can be used to obtain or test approximations for the individual mean 

waiting times and enable higher priority stations to be polled more frequently within a polling 

cycle.  

(Levy & Sidi, 1990) describe the basic polling system shown in Figure 2-16. They summarise 

the analysis of polling models with variations and their applications. The customers are 

referred to as type i customers arriving into the queue. The arrival rate of customers to the 

queue is represented by the Poisson distribution with rate λi. The time for the data transfer is 

called the service time represented by βi and represents the data transmission from the server 

to the terminal. The time for the server to change from serving one queue to the next is called 

the switch over period represented by the parameter Si.  

 

The polling model application in this system is with regards to the radio telemetry 

communication system which uses a single channel half-duplex mode of transmitting data 

between the master and multiple remotes sites using a time shared or bandwidth sharing 

method. In the designed system the server represents the master or base station which is 

responsible for data acquisition to central location. A queue represents a remote station 

responsible for local process control. The customers represent the data entry of process 

variables into the remote site. The time for the data transmission over the shared bandwidth 

from the remote site to the master station is called the service time represented by βi. The 

switchover times are incurred when the server or master station moves from one queue to the 

next.  
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Figure 2-16 A cyclic polling system (Levy & Sidi, 1990) 
 

Polling systems can be can be classified as discrete or continuos. Discrete polling systems are 

characterized by the number of queues, their capacity (the number of the waiting places), 

number of servers, processes of customer arrival and service, durations of server switchover 

between the queues, as well as the order and discipline of queue service (Vishnevskii & 

Semenova, 2006). The order in which a server polls the queues can be static or dynamic.  

Static polling orders are classified as (cyclic, random, priority and periodic). Periodic polling 

is characterised by the use of a polling table which is the method implemented in telemetry 

systems designed by CSE - W. Arthur Fisher. Periodic polling uses time slots to share or 

allocate the bandwidth resource amongst multiple stations. 

Dynamic order is whereby the order of service to queues changes dynamically. The 

advantage of dynamic order is that they can change their service requirements depending on 

the system state and thus can be used to improve system performance. The disadvantages of  

such orders is that they require information gathering during operation and that they are hard 

to analyse (Levy & Sidi, 1990). 

With a polling system there are several design decisions that the system designer needs to 

make. One of these is how many customers to serve in each visit to the queue. There are four 

service disciplines most commonly used in polling systems. Gated service policy is whereby 

only those customers present at the beginning of a server visit (polling instant) at a queue are 

allowed to be served. New customer arrivals to the queue are deferred until the next visit. In 

the case of exhaustive service the server serves the queue until the queue is completely 

empty. This means that customers arriving at the queue while the server is at the queue are 

served during the current service period. For the 1-limited service policy at most 1 customer 
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is served in each queue for a cycle. For k–limited the number of customers served by the 

server is limited.  

This Kingfisher S2 protocol implements the gated service discipline for the communication 

blocks used in the software development. The exhaustive service discipline is debated as 

being more efficient in terms of the data served over a period and this method also minimises 

switchover times however the major disadvantage with this service discipline is fairness 

whereby a high traffic load station could monopolise the shared bandwidth resource. 

2.5.3 Mathematical Analysis of Polling Systems 

This section reviews the mathematical methods used for the analysis of polling systems. A 

majority of the research has focussed on analysis issues, namely deriving mathematical 

procedures for deriving the performance measures of these models. (Baker & Rubin, 1987) 

and (Choudhury, 1990) derive the mean waiting times in polling systems with a polling table 

and exhaustive or gated service using a set of linear equations. The model under 

consideration consists of a single server and multiple queues to be serviced (Q1…….QN). 

The server visits the queues in a fixed order specified by a periodic polling table in which 

each queue occurs at least once. 

(Baker & Rubin, 1987) derives exact results for a polling system with a polling table with 

exhaustive service. Stations are given higher priority by being listed more frequently in the 

polling table. The model describes N stations in the system with a token passing method 

using a polling table. They find the mean waiting times by solving a set of simultaneous 

equations.  (Baker & Rubin, 1987) state that “partial symmetry in the polling table and the 

station characteristics can be used to significantly reduce the number of equations which must 

be solved” (p.283). They also present the reduced equation set for a two-priority class system 

and apply the results to a large token-passing bus network in which a few nodes account for a 

substantial portion of the network traffic. They show that in the overall average message 

waiting time can be significantly reduced by using priority polling: average waiting time at 

the high-priority nodes have large reductions in return for a smaller increase at low-priority 

nodes. 

 

(Choudhury, 1990) derives the exact results on the mean waiting time in a non-symmetric 

polling system with general service order table and gated service discipline. Analysis is to 

provide priority service by evaluating the mean waiting time and adjust stations polling 
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frequency by using a general service order table. This paper also defines the pseudo cycle 

times and the relationship between the cycle times and the pseudo cycle times at each station. 

It derives the generating functions for the waiting times and the number of messages at the 

stations and at the pseudo stations are obtained as functions of pseudo cycle times. Equations 

are derived for the case of zero first two moments of the switch-over time at every station. 

The numerical results quantify the significant reductions in the waiting time and the queue 

occupancy at a station with high server utilizations by listing it more frequently in the polling 

table. 

A pseudoconservation law for polling tables have been derived by (O.J.;  Boxma, 

Groenendijk, & Weststrate, 1990) and derive an exact expression for polling tables with 

either exhaustive or gated service. Pseudoconservation laws (weighted sum of the mean 

waiting time in a system) at various queues. This can be used to obtain or test approximations 

for individual mean waiting times, and generally to provide insight into the behaviour of 

polling systems and can be used towards system optimisation by determining how often a 

station should be visited compared to other stations. 

2.5.4 Efficient visit orders and optimisation of polling systems 

This article states that “Polling systems have been used to model a large variety of 

applications in which a single resource is shared among customers accumulating in N distinct 

queues” (O. J. Boxma, Levy, & Weststrate, 1993) focus on efficient sever visit orders as part 

of developing an optimal polling table that minimises the mean total workload for a polling 

system. (O. J. Boxma et al., 1993) stated that “optimisation in polling systems is a subject 

which has so far received very little attention in queuing literature.” (p.104) and thus focus on 

static optimisation of polling systems.  

 

Only exhaustive and gated service disciplines were considered for this system. This article 

states that polling systems arise in the modelling of computer, communication and production 

networks where several users compete for access to a common resource. This paper proposes 

three step methodology to develop an optimal polling table. Step 1 presents the random 

polling approximation and lower bound approximations which are considered in this system 

to determine the queue visit frequencies. Step 2 is to determine the polling table size based on 

these frequencies and the number of visits to each queue. Step 3 proposes a good polling 

order for the queues and introduces the golden ratio policy to evenly spread the visit 

frequencies per queue. (O. J. Boxma et al., 1993) states that “TDM systems are very similar 
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to polling models” (p.110)   he also refers to using weighted TDM whereby the weight refers 

to the frequencies with which time slots are allocated to stations. 

 

 This article proposes the concept of optimisation of a shared communication resource 

amongst multiple stations by polling high data traffic stations more frequently than lower 

data traffic stations. Thus the polling frequency is considered to be the most important step 

when applying this methodology. (O. J. Boxma et al., 1993) states that “the effect of the table 

size does not have any significant effect on the results” (p.115) and also mentions that “the 

crucial steps are therefore (1) and (3) to which we devote this section.” (p.115) both random 

polling approximation and lower bound approach perform well for determining the visit 

frequencies. This paper states that the table size has no considerable effect on the system 

performance. The golden ratio was applied to the visit frequencies and this coincides with the 

optimal values from various table orders by taking the minimum value for the mean 

workload. This article proves that the golden ratio can be used to determine the visit order for 

the calculated frequencies based on the approximations.  

 

2.5.5 Optimisation of polling systems 

(O J;  Boxma, Levy, & Westrate, 1989) describe an approximate methodology for 

determining an optimal polling table consisting of three steps to reduce the mean total system 

workload.  

 

Step 1 Determine good visit frequencies per queue. Step 2 Determine the table size M and the 

number of occurrence of each queue in the table. Step 3 Determine good ordering of the 

queues. The random polling method versus the periodic polling method are compared in this 

paper and both apply the three step methodology for optimisation.  

 

First determine relative visit frequencies fi, using the square root assignment for polling 

tables. i=1,…..N for the visits of the different queues which is described as the most critical 

part of developing the table. Secondly determine the size of the polling table M and the 

number of visits mi to be given in a cycle to Qi, i=1,…..N. Thirdly determine the specific 

order by which to arrange the visits assigned in step for determining the polling table. Boxma, 

(Boxma, Levy, et al., 1989) specify that the most critical step in deriving efficient polling 

tables is determining the visit frequencies. Determining the size of the polling table does not 
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seem to be critical and a table consisting of up to several tens of queues will usually be a 

good choice.  

 

This article introduces the Golden ratio procedure to evenly space the distance between the 

server visiting stations to enable a form of evenness within the system at the same time 

fairness of all stations allocation to bandwidth. The rounding off procedure is mentioned as 

well as the Golden Ratio policy (GR) to evenly spread the visits of the queues over the cycle. 

The mean workload was also calculated for all tables of reasonable size and table entry 

vector. This combined procedure can be used to “optimise” operational performance by 

reducing the mean workload. These articles focus on the exhaustive and gated service 

disciplines. 

 

They propose minimising the mean workload in the system or weighted sum ∑
 N

i=1
  
ρi EWi  a 

weighted sum of the mean waiting times were the weights are the traffic loads ρi of the 

queues. The results prove that the square root assignment performs better than the random 

polling system. Step 2 table size was not tested thoroughly since it was stated that this is the 

least important step. The Golden ratio was applied and performs satisfactorily for this system.  

 

This article confirms that the Golden ratio procedure is proved to optimise system 

performance. It also presents the important point in optimisation of polling systems whereby 

there is a trade off between efficiency and fairness from the point of view of minimising 

workload in the system it may be efficient to visit heavy traffic queues frequently and for 

longer periods of time therefore efficiently allocating bandwidth resource however this may 

be unfair to the low traffic queues. Step 3 refers to sharing the communication channel 

amongst N transmission stations for a conflict free distributed protocol. TDM systems are 

similar to polling systems, however they use fixed time slots whereby each station is visited 

for a fixed period regardless of if it has messages present.   

2.5.6 Efficient visit frequencies for polling tables: minimisation of waiting cost 

(O. J. Boxma et al., 1991) stated that, “In spite of the massive research effort in this area, very 

little work has been devoted to the issue of how to efficiently operate these systems” (p.133). 

Prioritisation of remote stations affects the system performance which is controlled by the 

periodic polling table. (O. J. Boxma et al., 1991) stated that, “Almost no work has been done 

in the optimization of these models, namely on the problem of how to operate polling systems 
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efficiently in order to improve their performance. As a result, designers of these systems have 

not been equipped with effective tools and guidelines for their efficient operation.” (p.134). 

Thus (O. J. Boxma et al., 1991) focus on efficient operation of polling systems by addressing 

the problem of how to construct an efficient polling table with the objective to minimise the 

mean waiting cost of the system. This article aims at finding a polling table that minimises 

the mean waiting cost for a customer using the objective function ∑ 
N

i=1
 
λi ci EWi (p.134) 

which is described by λi which is the arrival rate at queue i and ci is the penalty on the system 

in terms of the cost of waiting one unit of time at queue i.  

 

An approximate approach method based on lower bound approximation and on mean delay 

approximations were used to derive the number of visits frequencies to queue i. The “Golden 

Ratio” procedure is used to evenly space queue visits according to the derived queue visit 

frequencies for a cycle. This article focuses on the visiting frequency to a queue since this is 

the most critical aspect of polling tables and uses the cost as a performance measure to test 

and compare the approximations. This article states that the total number of visits in a cycle 

period is the sum of the visit frequencies to all the queues.   

 

The approximations were tested by varying the following parameters: (Arrival rates, Effect of 

switchover parameters, effect of cost parameters, effect of service time parameters, effect of 

the system size and effect of mixed parameters) and comparing the ‘cost’ performance with 

the optimal pattern. Mean delay approximations perform better than lower bound 

approximations for the gated systems. This article extends the work conducted for service 

policy which is exhaustive, gated, limited-1, or a mixture of those while (O. J. Boxma et al., 

1993) and (O J;  Boxma et al., 1989) only exhaustive and gated service were considered. This 

article states that the visit frequencies are the most critical step in deriving efficient polling 

tables.  

 

Therefore the “mean delay approximation” was implemented in the design of the telemetry 

control system to develop an efficient polling table thus optimising the bandwidth utilisation.  
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Chapter 3  

Empirical data modelling 

3  
3.1 Introduction 

This chapter presents the empirical data modeling of the system response time for data 

transmission over the half duplex radio frequency using Trio E-Series radio modems. The 

results were used to compare the efficiency of the Kingfisher S2 communication blocks 

within the ladder logic programming language and develop an efficient polling strategy for 

data traffic as well as establishing a service duration period for sharing bandwidth amongst 

the remote stations. The service duration is the time slot allocation of the bandwidth for a 

remote site to transmit data to the master station before moving to the next site. 

3.2 The OSI model 

The Kingfisher S2 protocol is based on the OSI model. The international standard for Open 

Systems Interconnection (OSI) model was developed by the International Standards 

Organization and provides a universal framework for devices to communicate.  

The OSI reference model separates the network communication process into seven simple 

layers (Deal, 2008 ). Each layer builds upon the layer below and provides services for the 

layer above. This layered approach allows a structured approach for protocol development 

and implementation and interoperability.   

Table 3-1 describes the OSI model from layer 1 through to layer 7. The first three layers 

occur on the network and are controlled by switches, routers, and similar devices. A network 

switch can only distribute packets by using MAC addresses, so it needs to only implement 

layers one and two. A simple router can route packets using only their IP addresses, therefore 

it operates on layers one through three. A web server or a laptop computer runs applications, 

so it must implement all seven layers.  

Messages or data are transferred as bytes and pass from the application layer down to the 

physical layer. The data acquires additional header information at each layer and tells the 

next layer what to do with the data. At the receiving end the data travels from the physical 

layer up to the application layer and each piece of the header is removed as it progress threw 



 

 34 

each layer. The OSI model is internationally recognized and is regarded as the network 

model. It provides a framework for manufacturers and network protocol implementers that 

can be used to build networking devices that interoperate with each other. 

The Kingfisher S2 protocol is based on the OSI (Open Systems Interconnection) model and is 

designed to achieve communication between RTU’s and computer for data transfer, 

configuration and diagnostic purposes. 

Table 3-1 OSI Model 

Layer Name Description 

7 Application Layer The human sits above this layer, interacting with 

the application. The Application Layer is the layer 

that file transfers and message exchanges occur.  

HTTP, FTP, and SMTP are all application layer 

protocols.  

6 Presentation Layer The Presentation Layer deals with data representa- 

tion, before it reaches the application. This would 

include encoding,  data compression, formatting 

checks, byte ordering, etc. 

5 Session Layer The session layer manages the communications 

between computers and sessions between 

applications. This is the layer at which the 

organization and synchronization of the data 

exchange.  NetBIOS and RPC are two examples of 

a layer five protocol. 

 

4 Transport Layer The Transport Layer provides a method of reaching  

a particular service on a given network node. 

Examples of protocols that operate at this layer are 

TCP and UDP.  Some protocols at the transport 

layer (such as TCP) ensure that all of the data has 

arrived at the destination, and is reassembled and 

delivered to the next layer in the proper order. UDP 

is a "connectionless" protocol commonly used for 

video and audio streaming. 
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3 Networking Layer This layer controls the data flow or routing 

functions eg. router 

2 Data Link Layer This layer provides the controls of the physical 

addressing and method to transfer data as frames 

between nodes over the physical medium as well as 

error detection. Common examples of data link 

protocols are Ethernet, 802.11(a, b, g) and Token 

ring protocol. This is also known as the Medium 

Access Control Layer.  

 

1 

 

Physical Layer 

This layer represents the actual physical medium 

over which communication occurs and for example 

radio frequency, fiber optic, copper CAT5 cable.  

 

 

3.3  Protocol Frame Format  

The OSI model provides a framework for which a specific protocol may be defined. A 

protocol defines the frame format which typically consists of a synch characters, source and 

destination bytes followed by the data bytes and ending with error checking byte.  

Table 3-2 Typical frame format 

Synch char Destination 

address 

Source address Data to be 

transmitted 

Error detection 

bytes 
 

3.3.1 Kingfisher S2 asynchronous communication   

The RTU’s were configured for communication over RS232 serial link. Investigation proved 

that the RS232 data frame structure uses 1 start bit, 1 stop bit and no parity bits. This was 

found through investigation refer to Table 3-3.The first bit is the start bit then the data bits are 

transmitted starting from the least significant bit (LSB) first to the most significant bit 

(MSB). After the last data bit of data there is no parity bits and one stop bit. The investigation 

proves that the Kingfisher RTU uses asynchronous communication with 1 start bit, 1 stop bit 

for every 8 data bits and uses no parity bits. Table 3-4 describes (Rx_data) communication 

block using the communication analyzer via Toolbox 32 software. Figure 3-1 shows the 

screen shot of the data transmission viewed from the oscilloscope. The data frame structure is 

analyzed in Table 3-3; refer to Appendix F for the oscilloscope screenshots of the bit signal 

representation and Appendix O for the Kingfisher Series 2 Protocol format.  
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Table 3-3 (Rx_data) Communication block data frame analysis 

 

Table 3-4 (Rx_data) Communication block command structure 

 

 

Figure 3-1 (Rx_data) communication block from oscilloscope 
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3.4 Kingfisher S2 communication blocks   

The transmit data (Tx_data) communication block can be used to implement the exception 

reporting technique within the remote site to transmit data to the master station. It is designed 

to transmit up to 32 (16 bit) registers to a destination RTU.  

 

Figure 3-2 (Tx_data) communication block 

 

 

Figure 3-3  (Tx_data) communication block configuration 
 

This communication block uses two commands. (Refer to Appendix C Function Codes) 

Table 3-5 Function code for (Tx_data) block 

Function code Command  Data (Bytes) 

17 Send Multi Data 

00 Simple Ack 

                                

(4*R) + 19 

     Note: R is the number of registers  
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Figure 3-4 Transmission of 32 registers using (Tx_data) block 

 

 

The Receive data (Rx_data) communication block is a limited poll request for real time data 

of up to 32 (16 bit) registers from a target RTU to an initiating RTU.  

 

Figure 3-5 (Rx_data) communication block 

 

 

Figure 3-6 (Rx_data) communication block configuration 
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This communication block uses two commands. (Refer to Appendix C Function Codes) 

Table 3-6 Function code for Rx_data block 

Function code Command  Data (Bytes) 

16 Get Multi Data    

17 Send Multi Data 

                              

(6*R) + 20   

     Note: R is the number of registers   

 

 

Figure 3-7 Transmission of 32 registers using (Rx_data) block 

 

The (Rx_update) communication block is a poll request for real time data with a maximum 

transmission capacity of 1024 (16 bit) registers from a target RTU to an initiating RTU. 

Figure 3-9 “RTU’s to update” shows the configuration of polling real time data from multiple 

RTU’s.  

 

Figure 3-8 (Rx_update) communication block 
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Figure 3-9 (Rx_update) block configuration 
 

This communication block uses four commands.  

Table 3-7 Function code for (Rx_update) block 
Function code Command Configuration 

(ALL:16#FFFF) 

Data (Bytes) 

Configuration(<16 Blocks) 

Data (Bytes) 

 

26 Request RTU 

Update 

15 Send RTU Update 

12 Get Data Block 

13 Send Data Block 

 

 

148 + (24xBlocks) + (2*R) 

 

 

 

20 + (28*Blocks) + (2*R) 

 

 

Note: Configuration within the outstation. ALL=16#FFFF. This configuration affects 

Command #15) Send RTU Update: whereby a status update of ALL 32 Blocks are 

transmitted. “R” is the number of registers and “Blocks” are groups of 64 Registers. 
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Figure 3-10 Transmission of 16 blocks using (rx_update) 

 

 

Figure 3-11 Transmission of 1 block using (rx_update) 
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The (Rx_update) communication block can also be used to poll non real time event log data 

up to the “Max logs to upload” configuration shown in figure 3-12. 

 

Figure 3-12 (Rx_update) driver configuration (Event log data) 

 

Table 3-8 Function code for Rx_update (Event log data) 
Function code Command Data(Bytes)  

 

 

80 

 

Request Event Logs 

(Max request of 10 

logs) 

 

81 

 

Send Event Logs 

 

 

30 + (12*Event logs) 
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Figure 3-13 Polling 20 event logs using (rx_update) block 

 

3.5 Empirical data modelling  

The aim of the empirical data modelling was to test the derived formulas of Kingfisher S2 

communication blocks to accurately predict system latency over a point to point 

communication link using Trio E Series serial radio modems see Appendix B and Kingfisher 

S2 RTU’s see Appendix A. Figure 3-14 shows the break out box used to enable the 

oscilloscope to be connected to transmit and receive pins of the Master RTU.   

 

Figure 3-14 Break out box 
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3.5.1 Radio modem configuration – Trio E-Series 

Figure 3-15 and Figure 3-16 show the radio configuration. The baud rate is set to 9600 with 

no parity, 8 data bits and 1 stop bit. The operating radio frequency is between 450MHz to 

460MHz. 

 

Figure 3-15 Master station radio configuration 

 

 

Figure 3-16 Remote station radio configuration 
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3.6 Empirical Data Model Analysis  

The analysis compares the Kingfisher Series 2 Protocol communication blocks by dividing 

the data into real time data and event log data. Real time data is required for remote site status 

monitoring and control of process variables and is stored in the local RTU register addressing 

scheme which are 16 bit registers. Event Logs are required for time stamping of system 

events and this data is stored in the local RTU memory. The (rx_data) and (rx_update) 

polling techniques are poll requests transmitted from the base station to the remote stations 

for real time data values. The (tx_data) is typically used to transmit real time data values from 

the remote site to the base station. The (rx_update) communication block can also be 

configured to poll event logs. Event logs are “time stamped data” generated by the local RTU 

and stored in the CPU memory.  

3.6.1 Real time data  

Real time data is required for real time process control. The Kingfisher Series 2 RTU data 

supports the following data types, Floating point (32-bit), Long (32-bit), Signed Integer (16-

bit), Unsigned Integer (16 bit) and Binary (1 bit of a 16-bit word).   

3.6.2 Event log data 

Event logs are time stamped data of an event and are required for system monitoring and 

trending. An event is something of significant change for example a change of state or 

threshold value which has been exceeded. When event log data is transmitted from one RTU 

to another the data is stored in its memory. Typically 1KB per outstation is sufficient. Event 

logs are generated from the RTU ladder or as System Logs. System logs are predefined logs 

and are generated for predefined events like Warm Start, Cold Start, and Set Real time Clock. 

3.7 Serial link vs. Radio link system latency comparison at 9600 Baud  

Figure 3-17 shows a comparison of serial data transmission over two physical mediums. The 

first configuration was conducted using serial RS232 point to point data link over CAT5 

cable. The second configuration was conducted using serial radio modem interface over point 

to point data link. The result proves that the (rx_update) communication block has an average 

transmission delay of 51% over the radio link due to the system response time at 9600 Baud 

rate refer to Appendix T.  
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Figure 3-17 Serial link vs. Radio link latency at 9600 Baud rate 
 

3.8 Investigation of baud rate on the system latency 

The aim of the investigation was to compare all communication blocks with the configured 

baud rates and compare the system latency. From the results of the baud rate the system 

designer can make decisions for the type of radio equipment considering cost requirements 

for the network Table 3-9 shows a comparison of the effect of baud rate versus the system 

latency for transmitting 32 Registers via (rx_data) and (tx_data) communication blocks. The 

results show that the (tx_data) overall has lower latency at all configured baud rates due to 

less protocol overheads than the (rx_data) communication block.  

Table 3-9 Baud rate vs. system latency for (rx-data) and (tx_data) communication blocks 

Baud rate Tx_data  

 Latency (s) 

Rx_data  

Latency (s) 

9600 0.251 0.371 

4800 0.391 0.568 

2400 0.707 1.017 

1200 1.33 1.93 
 

The (rx_update) block was tested under two configurations for real time data and event log 

data. Table 3-10 show that the configuration (16#7FFF) reduces the system latency for real 

time data. This is due to reduction in data transmission from 16 Blocks (ALL) to 15 Blocks 

(16#7FFF), and this configuration also reduces the overheads for command 15) “Send RTU 

Update” whereby the configuration (ALL) transmits an update of all blocks from local 

register array shown in Figure 3-18 Local register array blocks (40-5F) which is a total of 32 
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Blocks and the configuration (16#7FFF) transmits an update of the requested blocks only 

(40-4E) which is a total of 15 Blocks. Table 3-11 shows the system latency to transmit 20 

event logs over the configured baud rates using the (rx_update) communication blocks. The 

results from all communication blocks configured at different baud rates proves that the 

system latency is non linear and performs considerably slower at lower baud rates.  

 

Figure 3-18 Local register array blocks 
 

Table 3-10 Baud rate vs. system latency for (rx-update) block of real time data 

Baud rate Config (16#7FFF) 

Latency (s) 

Config 16#(FFFF) 

Latency 

9600 6.282 6.724 

4800 8.468 9.171 

2400 13.282 14.329 

1200 23.56 25.675 
 

Table 3-11 Baud rate vs. system latency for (rx_update) of event log data 

 

Baud rate Latency 

9600 0.710 

4800 0.981 

2400 1.615 

1200 2.910 
 

3.9 Comparison of Communication Techniques  

In this section the polling and exception reporting techniques are compared in terms of 

system latency versus the data throughput. This enabled an efficient bandwidth control 

scheme to be designed in order to optimise the telemetry control system and find out the 

boundaries and optimal configuration of the Kingfisher S2 communication blocks.  
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3.9.1 Polling vs. exception reporting 

Figure 3-19 is a comparison of polling and exception reporting techniques using the (rx_data) 

and (tx_data) blocks at 9600. Refer to Appendix I for 4800, 2400 and 1200 Baud rate results. 

The results show that the (tx_data) block has a lower latency for the transmission of up to 32 

Registers due to less protocol overheads. This is typically used by the remote station to 

transmit data based on an event and is known as the exception reporting technique. (tx_data) 

block consists of command 17) Send Multi Data and 00) Simple Acknowledge frames. The 

(rx_data) block consists of command 16) Get Multi Data and 17) Send Multi Data 

commands.  

 

Figure 3-19 (Rx_data) vs. (Tx_data) transmission data latency@ 9600 Baud 

 

(IEEE Power & Energy Society, 2010) DNP3 std1815 states that “a spontaneous message is 

an unsolicited message” which is equivalent to an exception report in the Kingfisher Series 2 

Protocol whereby an outstation can report data changes as they occur. The (tx_data) 

communication block is used for exception reporting and has a maximum transmission 

capacity of 32 registers at a time. This technique requires a collision avoidance mechanism to 

coordinate the exception reporting technique between multiple remote stations attempting to 

transmit data over the communication media.  

 Investigation into “contention based mechanisms” for the exception report technique 

whereby multiple stations are able to transmit data to the master station requires a  
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coordination technique called Carrier Sense Multiple Access/ Collision Avoidance 

CSMA/CA is whereby the node senses that the medium is idle before transmitting data. The 

method of contention resolution occurs at the physical layer and is based on a random back 

off period with a maximum and minimum time. If the medium is busy the node will backoff 

for a random period before attempting to transmit again. This reduces the probability of 

collisions due to the use of a random backoff period. The Trio – E Series radios used for this 

system can be enabled for collision avoidance. The configuration called “RF Carrier Detect 

based Collision Avoidance” is used for half duplex systems and comprises of setting the 

random backoff time: [Backoff slot (1-16) x Time slot (1-255ms)]. When the medium is 

sensed idle the station will decrement its value until it reaches zero and transmits data. If the 

medium is still busy after this period it gets a new time slot allocation.  

The advantage of this technique is reduced system latency for data transmission and remote 

stations may transmit when required. This technique however requires collision avoidance 

mechanism to coordinate messages which can be complex over a large scale network. 

Transmission is stochastic therefore it is difficult to analyse and develop and optimised 

system.  

The Polling technique performs a poll request for data and is typically used by the master 

station to acquire data from remote stations. The remote station responds by transmitting its 

data back to the master station. Polling is a form of controlled access to the medium whereby 

exception reporting is random access. Polling is typically used in a network configuration 

with a designated master station which polls each remote station periodically. Each remote 

station has a unique address. The master station broadcasts its poll request of a specific 

address within the (Target field) in the header of the poll request refer to Appendix O 

Kingfisher S2 Protocol. The polling technique has the advantage of checking remote site link 

status whereby if only exception reporting was used the master station would not know if the 

link was off line or whether the RTU has no data to exception report.   

The system was designed as a point to multi point network. This network configuration 

favours the polling technique whereby the master or base station requests for data over single 

channel frequency. This method allows the master station to have control over the entire 

network enabling a deterministic system approach whereby the master station can be 

programmed to poll in a certain order defined by a periodic polling table. This approach 
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allows polling according to priority which is a form of system optimisation. Therefore the 

system was designed to be a “pure polling system”.  

3.9.2 Polling technique comparisons  

Since the system was considered to be designed as a pure polling system a comparison was 

performed for the (rx_update) and (rx_data) blocks which was used to implement polling 

strategies for a deterministic system offering total network control, high data reliability as 

well as allowing system expansion. Table 3-12 describes the RTU configuration for polling a 

remote RTU. The blocks represent groups of 64 registers each as shown in Table 3-13. 

The (rx_data, rx_update) communication blocks were compared in terms of data throughput 

vs. latency as shown in Figure 3-20. From the protocol format the (rx_data) has less protocol 

overheads compared to (rx_update) block. 

Table 3-12 (rx_update) configuration for remote stations 

Block Local RTU configuration 

1 16#0001 

2 16#0003 

4 16#000F 

8 16#00FF 

15 16#7FFF 

16 16#FFFF/ ALL 

  

 

Table 3-13 Local RTU addressing scheme 
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Figure 3-20 (rx_data) vs. (rx_update) at 9600 baud 

 

The (rx_update) block consists of four commands with a maximum data transmission 

capacity of 1024 registers. It consists of a high number of protocol overheads but has the 

advantage of transmitting large amounts of data. Refer to Appendix C –Function codes for 

command structure. Command 26) Request RTU Update: The address of the RTU is stored in 

“Argument/Data Format”. Command 15) Send RTU Update: Transmits the number of blocks 

to check for changed data. Command 12) Get Data Block: This command request data for up 

to 64 register values per block.  Command 13) Send Data Block: Block reads identify the 

number of data values existing in the block requested, and are terminated at the last non-zero 

data value if the remaining data values are zero.  

 

The (rx_data) block can transmit up to a maximum of 32 registers per execution. It has the 

advantage of being used to poll a small group of data with minimal protocol overheads and 

lower latency. The following two commands are used 

16) Get Multi Data: Poll request up to a maximum of 32 registers. 

17) Send Multi Data: Transmits requested number of registers from the target RTU to 

initiating RTU.  
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The Figure 3-20 proves that the (rx_data) block is more efficient than the (rx_update) block 

up to 32 registers and will be utilised in the system design to perform limited poll requests 

hence making the bandwidth control scheme more efficient.  

3.9.3 Polling technique comparison up to 3 blocks 

Figure 3-21 is a comparison of (rx_data) block and (rx_update) block transmitting up to 3 

blocks of data at 9600 baud. The (rx_data) block second execution intersects with (rx_update) 

and incurs a slower latency after 32 registers by diverging from (rx_update) transmission 

latency. Therefore the results show that the (rx_update) communication block performs the 

best in terms of data efficiency if transmitting more than 32 registers.     
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Figure 3-21 Polling technique comparison  

 

3.9.4 Polling of event logs 

An Event Log is a time stamp data based on an event. SCADA systems in particular the 

utility industries (Power, Oil and gas, Water/wastewater treatment) all rely on event reporting 

for monitoring and analysis of system events. Table 3-14 shows the event log frame format 

used for time stamping, prioritising and defining the type of log generated.   
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Table 3-14 Event Log Frame Format 

Date/time      Msec          Value         Reference       RTU        Priority/user type 

4 bytes          2 bytes       2 bytes       2 byte              1 byte      1 byte 

Each event log is stored using 12 bytes. Event Logs are configured under Memory - Event 

Logs within the “Toolbox 32” RTU software. Event Logs are stored in a circular buffer 

whereby if the buffer is full the oldest data is written over. Three data types within those logs 

are 16 bit registers, 32 bit registers and bits are under the reference field. 

Event logs are generated from the RTU ladder logic where it is possible to have multiple 

events or as System Logs. System logs are predefined logs and are generated for predefined 

events like Warm Start, Cold Start, and Set Real time Clock. Polling of Event Logs is 

configured within the (rx_update) communication block shown in Figure 3-22 below. 

 

Figure 3-22 Event Log Controls 
 

The rx_update (Event Logs) consists of 2 commands (Refer to Appendix C – Function codes) 

#Command 80: Request Event Logs 

The function code is set to (04 – get next) which means get from the remembered index. The 

RTU filter is set by the Event Log mask under Selection Controls Field. The number of logs 

is fixed at 10 logs for each request up to the maximum configured or until the buffer is 

empty. The index points to the last address that was polled. The optional Priority filter and 

Type filter are set under the Event Logs Controls and were both set to (ALL) therefore 

Priority:00, Type: 00 to poll all logs (Priority ignored) 
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#Command 81: Send Event Logs 

The function code is set to (0E – send next) followed by the RTU filter, the number of logs 

transmitted is fixed at 10 logs per poll request up to the maximum configured or until the 

buffer is empty. The index is the address of the time stamp data as follows: date/time, msec 

(time stamp), value (16 bit data value), reference (system log/16bit, 32bit, bit registers), RTU 

number, priority and user type.  

 

It must be noted that a maximum number of 10 event logs are transmitted per request up to 

the configured “Max logs to upload” value under the Event Log Controls which was limited 

to prevent fairness problems amongst remote stations. If the initiating RTU receives 10 event 

logs the next request is automatically generated. If less than 10 logs are received then the 

request is terminated.  

3.10 Empirical Data Modelling Validation 

The aim of the empirical data modelling was to validate that the derived formulas accurately 

predict system latency which can be emulated as bandwidth utilisation. This was used to 

design the service duration or time slot allocation per remote RTU and would also be used for 

future design and development and optimisation. The system modelling enabled the design of 

a deterministic system approach with better control of the telemetry network as well as 

allowing system analysis and optimisation to be performed. The latency of data transmission 

was calculated based on the baud rate for each communication block and the amount of data 

to be transmitted. From the system measurements the delay constant of the system response 

times were added to improve the accuracy of the calculations for each communication block. 

These calculations enable the service time duration to be designed for the network control.  

3.11 Regression Analysis 

From the experimental results a number of points were measured to find the system latency 

depending on the communication block refer to Appendix S. To construct a function which 

closely fits the empirical data points a regression analysis or curve fitting was performed. The 

derived formula or function of the system latency can be emulated as bandwidth utilisation 

for bandwidth control and management purposes over the communications medium. 
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The empirical data proves that there is a linear relationship between number of registers 

transmitted and the system latency, therefore linear regression was used to find the best fit 

through the empirical data. 

In Figure 3-23 the “Coefficients” indicate the estimated regression equation. “Intercept” 

refers to the y-axis intercept. “X variable1” refers to the gradient in this linear regression 

model. 

R square value is defined as the coefficient of determination R
2
. This value is a “Regression 

Statistic” measurement of how well the regression line approximates the real data points. This 

value states the correlation type is between 0 and 1. As shown in Figure 3-23 this value is 

0.9999 thus it has a very strong linear correlation. The Standard Error indicates the typical 

error we are likely to make when we use the fitted line to estimate latency.  

 

Figure 3-23 Regression Analysis key parameters 

 

3.12 Rx_update (ALL) 

The outstation RTU was configured for all registers to be polled by the base station. Figure 3-

24 shows the number of registers transmitted at 9600 Baud. Refer to Appendix J for 4800, 

2400, 1200 Baud rates results. The results show similar relationship at all configured baud 

rates. There is a delay constant between the transmissions of each block of 64 registers. The 

mean calculated error was 1% difference between the modelled equation and the measured 

data at 9600 baud which shows that the model is accurate in predicting latency. Refer to 

Appendix S for regression analysis and Appendix T for empirical data.  
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Figure 3-24 Model validation for rx_update (ALL) at 9600 baud 
 

Latency = (0.002 x No Registers) + (0.572 + (0.270 x (No Blocks-1)))  Equation 3-1 

Note: single Block of (rx_update) = 64 registers 

 

3.13 Rx_update (Requested Number of Blocks) 

The outstation RTU was configured to poll only a requested amount of registers. Figure 3-25 

shows the latency for the number of registers transmitted at 9600 Baud. Refer to Appendix K 

for 4800, 2400, 1200 Baud rates. The results show a similar relationship at all configured 

baud rates. There is incremental delay constant between the transmissions of each block 

containing 64 registers resulting in a delay period between transmissions. The mean 

calculated error was 2.3% difference between the modelled equation and the measured data at 

9600 baud which shows that the model is accurate in predicting latency. Refer to Appendix S 

for regression analysis and Appendix T for empirical data. 
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Figure 3-25 Rx_update (Req) 

 

Latency = (0.002 x No registers) + (0.403 + (0.260 x (No Blocks-1))  Equation 3-2 

Note: single Block of (rx_update) = 64 registers 

 

3.14 Rx_data 

The polling technique using (rx_data) block was used to poll a limited amount of registers 

from the system. The Figure 3-26 shows the data transmission latency and multiple 

executions of the (rx_data) block transmitting up to 194 registers at 9600 Baud rate. Refer to 

Appendix L for 4800, 2400, 1200 Baud rates. The results show a similar relationship at all 

configured baud rates. There is incremental delay constant between multiple transmissions of 

the (rx_data block). The mean calculated error was 3.5% difference between the modelled 

equation and the measured data at 9600 baud which shows that the model is accurate in 

predicting latency. Refer to Appendix S for regression analysis and Appendix T for empirical 

data. 
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Figure 3-26 Model validation for Rx_data block at 9600 Baud 
 

Latency = (0.006 x No registers) + (0.17 + (0.281 x (No Blocks-1))) Equation 3-3 

      Note: single Block (rx_data) = 32 registers 

 

3.15 Tx_data 

The polling technique using (tx_data) block was used to poll a limited amount of registers 

from the system. Figure 3-27 shows the (tx_data) block data transmission latency at 9600 

Baud. Refer to Appendix M for 4800, 2400, 1200 Baud rates. The results show a similar 

relationship at all configured baud rates. There is delay constant between the transmissions of 

multiple (tx_data) blocks which were factored into the calculations. The mean calculated 

error was 3.2% difference between the modelled equation and the measured data at 9600 

baud which shows that the model is accurate in predicting latency. Refer to Appendix S for 

regression analysis and Appendix T for empirical data. 
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Figure 3-27 Model validation for Tx_data block at 9600 Baud 

 

Latency = (0.0047 x No registers) + 0.1037  Equation 3-4 

 

3.16 Rx_update (Event Logs) 

The base station RTU was configured to poll up to a maximum of 20 event logs. The Figure 

3-28 shows the polling the data latency transmission of 20 polled event logs at 9600 Baud. 

Refer to Appendix N for 4800, 2400 and 1200 Baud rate results. There is a delay constant 

after the poll response for 10 event logs since this block requests up to a maximum of 10 

event logs per request up to the configure maximum number of logs or until the logs are 

empty. The mean calculated error was 1.8% difference between the modelled equation and 

the measured data at 9600 baud which shows that the model is accurate in predicting system 

latency. Refer to Appendix S for regression analysis and Appendix T for empirical data. 
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Figure 3-28 Model validation for Event log data at 9600 Baud 
 

 

Latency = (0.0125 x No logs) + (0.1725 + (0.269 x (Log Block)))  Equation 3-5 

Note: single rx_update (Log Block) = 10 Event logs 
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Chapter 4  

4 System Design and Development 

 

4.1 Introduction  

This section presents the SCADA and telemetry control system design. The SCADA system 

requires the selection and integration of a range of vendor products. The main criterion of 

component selection was interoperability for system flexibility. The SCADA system was 

designed for system expansion and data integrity.  

4.2 Operational Requirements 

SCADA systems require a communications system for data acquisition.  A telemetry system 

is required for remote site process monitoring. The telemetry control system was designed to 

operate over radio frequency using a radio modems. These systems typically operate at 9600 

baud rate therefore bandwidth is limited. The use of industrial protocols further reduces the 

bandwidth due to high overheads to enable data integrity. This limits the bandwidth 

availability for data throughput therefore the proposed system design aims at bandwidth 

optimisation to meet SCADA operational requirements for real time and event log data to 

enable process control and system monitoring.  

The operational requirements require high data integrity and regular real time status updates 

of critical real time and alarm data which will improve the quality of service for remote 

station status updates enabling faster alarm response times which is critical for system 

monitoring and analysis. Optimisation of the system will enable system scalability, by 

allowing for more hardware to be added to the system over a single channel medium hence 

reducing the network system cost.  

4.3 System Design 

Figure 4-1 shows the implemented SCADA system design which uses a point to multipoint 

network topology. This topology was implemented since it acquired data to a central location 

which could then be networked over a high speed Ethernet backbone to the SCADA system. 

A single RTU is used as the master station and stores all remote site data in network registers 

configured within the master station local memory. The master station uses an omni -
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directional antennae to broadcast messages to all remote field sites. The remote field sites use 

directional antennas aimed at the master station to transmit data when requested. The remote 

field sites or stations use Kingfisher RTU’s for local process control and monitoring. The 

Kingfisher Series 2 protocol was implemented in for this telemetry system. The master 

station is in total control of the communication system. The system operates as a master – 

slave mode whereby the master station requests for data from a slave or remote site. This is 

known as the polling technique. This technique offers a deterministic communication control 

system design which is favoured to enable high data integrity. The SCADA is also 

responsible for transmitting set point commands and controls via the master station.   

Master RTU

Frequency Range 370-520MHz

SCADA System

RF Channel Data Rate 

9600 bps (RS232 Radio)

Half Duplex

Ethernet

SCADA / IO Server   

Trio ER450

Telemetry System

Remote Field Site RTU’s 

Omni directional 

antenna

Directional 

antennae

Kingfisher 

RTU’s

 

Figure 4-1 SCADA System Design 
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4.4  SCADA Development 

4.4.1 Human to Machine Interface (HMI) 

The human to machine interface was designed using “Wonderware Intouch” software. The 

software enables the programmer to design graphical visual representation for process 

control, monitoring and operational management.  

 The main benefits of the HMI are: 

1. Real time and historical trending capabilities  

2. Real time alarming capabilities 

3. Device integration for wide range of systems   

 

Figure 4-2 Designed HMI : Network Communication Statistics 

 

The aim of the implemented HMI was to display the communication statistics to test the 

reliability of the telemetry system and display the link status to each remote RTU for 

monitoring. The system reliability is critical to ensure data acquisitions from the remote sites 

are transmitted successfully. The advantage of using the polling technique is that the link 

integrity in continually monitored.   
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Figure 4-2 shows the following: 

Site Name: Remote site RTU address  

Fail count: Number of failed transmission messages 

Success count: Number of successful transmission messages and the percentage   

Msg fails: Number of failed messages (increments when configured message retries are 

exceeded) 

Link status: Digital alarm uses graphical representation of the link status between the master 

RTU and the remote RTU’s (red – offline, green – online) 

Yest.Fail: This value is the previous day message fail total (Msg fails) written over at 

midnight.  

Figure 4-2 describes the remote sites implemented in this system to test the HMI 

functionality. The number of failed and successful communication messages are represented 

by Success and Fail counter columns. A single Message Fail column is registered after all 

configured “message retry” attempts do not receive a response to the initiated message within 

the timeout period. At the end of the day this value is written to the Yesterday fails column 

which represents the total number of the previous days message fails for that link.  

The Intouch software is designed to operate as an (OPC client) “Object Linking and 

Embedding for Process Control”  which performs read and write request via the IO server 

software (OPC Server) which regularly polls the master station who’s responsibility is data 

acquisition from the remote sites.  

4.5 Wonderware Intouch device integration  

The Wonderware Intouch SCADA system enables easier device integration with the use of 

software products such as Factory Suite (FS) Gateway which is a communication gateway 

that provides a protocol translation between Suite Link/DDE, OPC and InTouch or Industrial 

Application Server Data Sources. The Object linking and Embedding for Process Control 

(OPC) is an industrial foundation for open connectivity for industrial automation devices 

implemented by Wonderware. FSGateway enables Wonderware products to act as OPC 

clients or servers enabling connectivity to any OPC software application.  
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In this design the Wonderware Intouch (OPC client) connects using FSGateway software 

which performs the protocol translation to the IO Server (OPC Server). I/O Servers are 

responsible for servicing the read, write requests from clients. The “IO Server software” is 

connected directly to the master RTU over Ethernet. An I/O Server keeps up-to-date 

information on all its connected I/O Devices by regularly retrieving data from the each device 

and storing it. Whenever a client requires data from an I/O Device, it will use the information 

stored in the I/O Server. Clients do not retrieve data directly from an I/O Device. In the 

implemented design the “IO Server software” was implemented since it supports Kingfisher 

S2 protocol and supports time stamped or event log data. 

4.6 FSGateway Configuration  

FS Gateway is application software which performs an interconnection and protocol 

translation between the IO Server and the Wonderware intouch software shown in Figure 4-3.  

 

Figure 4-3 

 

• Create server FSGateway via the System Management Console (SMC)  
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Figure 4-4 

• Server Name: IOServer 

 

Figure 4-5 

 

• Device Group Name: IOServer_Group1 

• Update rate 1000ms 

3.4.4 Intouch Object Linking 

The Intouch software enables a connection to be created via the Access Names. A connection 

called “Device1” was used to link the intouch software to the FSGateway software as shown 

in Figure 4-6 and Figure 4-7. Figure 4-8 shows the Item name used to create a link to a 

variable tag.   

 

Figure 4-6 
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• In Intouch software we create an Access Name (name of connection) to the OPC 

Server : Device1 

 

Figure 4-7 

 

• Application Name: FSGateway  

• TopicName is the OPC with name of group: IOServer_Group1 – linked to Device 

Group 

 

Figure 4-8 

 

• Tagname dictionary: Tag 10: represents a process variable created within Intouch 

software.  

• Item: Device1.1R49: Link Tag 10 to Device1, RTU1, Register 49.  
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4.7 IO Server Configuration  

The IO Server software allows OPC server connectivity using Kingfisher Series 2 protocol to 

extract data from the master RTU and its main advantage is being able to extract event logged 

data. Only changes in values are transferred over the Ethernet LAN for the SCADA system 

making it more efficient. 

 

Figure 4-9 

• Group Update Interval: Period to update status of the group of objects  

• SOE Interval: Period to update sequence of events 
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Figure 4-10 

 

• Log Time Stamps: Enables event log data logging 

 

Figure 4-11 
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• Board Type: TCP/IP for Ethernet LAN connection 

 

Figure 4-12 

• Port Name: Port1 

• Protocol: Kingfisher Protocol which supports time stamped data 

• Timeout: Period to receive communication response to an initiated message 

• Retries: Number of communication attempts after initial request 
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Figure 4-13 

 

• Remote IP Address: IP address of remote server to make connection to: Master RTU 

• Remote port: 473 Ethernet Port Address for Kingfisher S2 Protocol  

• Interface: Network interface to use for this connection: Computer IP address 
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Figure 4-14 

 

• Protocol Mode: Master: since IOServer will initiate all requests to the master RTU 

 

Figure 4-15 

 

• Device Name: Device1 name association to link to the OPC client  
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Figure 4-16 

 

• Target RTU: The RTU address to initiate requests to: Master RTU1 

• Poll Data Time:  How often to poll the update counter of each remote RTU. The data 

from the remote RTU will be extracted if its update counter is changed or when the 

data is first requested. The poll time for local RTU is set by the group update interval 

of the OPC client.  

• Poll Event time: How often to poll for time stamped data 

• Write Mode: Write to remote RTU using the QSet Multi Data function code 23 which 

allows transparent write request to be made to the remote sites via the master RTU. 

• Log SOE enabled to log Sequence of Events to ios.log File. 
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Figure 4-17 

• OPC Server created for data acquisition from master RTU in the form of objects 

  

 

Figure 4-18 

 

• OPC Server: IOServer  

• Server Name: Server4 



 

 75 

 

Figure 4-19 

 

• Group created to store and update objects within the OPC Server 

 

Figure 4-20 
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• Group name: Group1 : name of the group of objects 

• Time stamp: enabled for event logging 

 

Figure 4-21 

 

• Item ID: Device1.RTU.Registers  – Name of the connection associated with 

Intouch(Access Name)   

• Time tagged data from polled event logs are logged to the “ios.log file” 
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4.8 System Optimisation  

 

The telemetry control system software was designed in the master station. The master station 

is responsible for controlling the communication system with the main objective of data 

acquisition. Ladder logic programming language was used with Kingfisher “Toolbox32” 

software to program the RTU’s. The protocol implemented was “Kingfisher S2 Protocol”. 

This system was designed using half duplex radio transmission at 9600 baud rate taking into 

consideration system scalability.  The main objective for the software design was to optimise 

the bandwidth utilisation and efficiency via a bandwidth allocation scheme or algorithm and 

implement the designed “optimal static polling table”.  

The bandwidth allocation scheme or algorithm was designed to minimise server vacation 

periods and enable periodic real time system status updates of critical real time and alarm 

data from all remote sites. The scheme allocates service duration for non critical real time and 

event log data to be transmitted per remote station. The bandwidth allocation is biased 

towards event log data since SCADA systems rely on event monitoring.  

The system was optimised by implementing an “optimal static polling table” to allocate visit 

frequencies amongst the remote sites thus efficiently allocating the bandwidth resource to 

high data traffic sites. The system uses the gated service discipline whereby only data present 

in the remote site at the polling instant are transmitted to the master station. The exhaustive 

service discipline presented fairness problems in the network design whereby a single RTU 

can monopolise the bandwidth usage therefore this service discipline was not implemented. 

Since SCADA systems have an “event” paradigm the event logs were given priority for 

bandwidth utilisation. However the critical real time and alarm data has the highest priority to 

gain access to the medium and breaks the polling cycle to gather remote site real time “status 

updates”. Since the master station controls the entire network, this gives a more deterministic 

network behaviour which can be controlled, monitored and enables easier system 

optimisation and analysis as presented in Chapter 5 Analysis and System Optimisation. 
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4.9 Software Description  

 

Figure 4-22 shows the bandwidth control algorithm for the telemetry control system. The 

system is designed to operate in three modes “Optimal Poll Mode” for steady state 

optimisation, “System Status Poll” for system critical real time status updates and “Event Poll 

Mode” which is executed during a significant system event for polling high priority event log 

data. An event is a significant change with respect to a change of state, analog threshold or 

dead band value which is exceeded.  Refer to Appendix P for ladder logic code, Appendix Q 

for the variables list and Appendix R for test results.  

 “Optimal Poll Mode” implements the designed static polling table which defines the optimal 

polling frequencies per remote site, table size of the system as well as the service order for 

the master station to poll all remote stations within a polling cycle period. The system polls 

each station individually for non critical real time and event log data of (All Types) using the 

(rx_update) communication block. The system was designed to minimise switchover periods 

between stations. The polling service is designed to make efficient use of the shared 

bandwidth resource effectively by prioritising the service order and number of visits to each 

station based on the workload of the remote site. Thus stations with higher data traffic are 

given more priority and polled more frequently making efficient use of the bandwidth.  

The “System Status Poll” is given the highest priority for medium access control over the 

other modes. It is designed to periodically break the optimal mode and perform a limited data 

poll request for each site in the system. This polling mode requests for critical real time and 

alarm data only, thus providing the SCADA system with regular real time status updates. 

The (rx_data) communication block enables the entire system to be polled more efficiently by 

minimising protocol overheads and system latency. It prevents fairness problems by limiting 

the amount of data from each remote site to the first 32 registers for critical real time and 

alarm data. This polling technique improves the quality of service to the SCADA system by 

providing more frequent system real time status updates.  

 “Event Poll Mode” performs high priority (Type1) event data limited poll request for 

significant system event data which is triggered by a status flag from the remote stations 

during the “Poll Critical Data Mode”. This data is the highest priority event log data and is 
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grouped as Type1 in the remote stations. Hence the master station breaks from the “Optimal 

Poll Mode” to perform “Event Mode” poll request to a single or multiple stations up to a 

limited number of data before returning to the “Optimal Poll Mode”. This enables the system 

to be more flexible and respond to changes with regards to significant system events only.  

Refer to Appendix P for ladder logic code, Appendix Q for the variables list and Appendix R 

for test results 

 

Figure 4-22 Bandwidth control algorithm for the telemetry control system 
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Chapter 5  

5 Analysis and System Optimisation  

 

5.1 Introduction  

This section presents the system analysis and optimisation. From the literature review the 

work conducted by (O. J. Boxma et al., 1991) focussed on system optimisation by developing 

an “optimal polling table” which was implemented in this system. The study derives the 

efficient visit station frequencies which were implemented to optimise the shared resource 

amongst multiple queues depending on the workload. Queuing theory is the study of queues 

which involves mathematical analysis of several related processes. The performance 

measures are derived from parameters from the system which typically involve calculating 

the average waiting time in the queue.  

5.2 System Analysis 

Queuing models are represented by stochastic model. The analysis of these models involves 

determining the system parameters, such as the arrival rate, service time, and a diagram of the 

system and identifying the system states. Kendall’s notation describes the nature of the arrival 

process to the queue, the nature of the service process (in terms of the service time), the 

number of servers, the maximum number of jobs that may be in the system and some basic 

queuing disciplines  (Bose, 2001) and is written as follows : arrival process / service 

distribution / number of servers / no. of places in the system. These parameters are explained 

below: 

• Arrival process typically uses the notation D (Degenerate distribution – 

Deterministic arrivals), M (Markovian – Poisson process), G (General), GI 

(General and independent), and Geom (Geometric) 

• Service distribution typically uses the notation D (Degenerate distribution- 

Deterministic), M (Markovian – Exponential service time), G (General – 

Independent arrivals), GI (General and independent), and Geom (Geometric) 

• Number of servers represents the total number of servers acquiring data 
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• Number of places in the system represents the capacity of the system and is 

omitted if the number is infinite.  

There are a number of queuing models which are open to analysis. The simplest model is the 

D/D/1 type queue which has deterministic or fixed values for the inter arrival and service 

times. The M/M/1 queuing model represents a single server that has unlimited queue 

capacity, calling population and are characterised by the Poisson (random) arrival process 

and exponential service times. M/G/1 represents a single server that has unlimited queue 

capacity, infinite calling population with Poisson arrival process and the service time 

distribution may follow any general statistical distribution. A number of derived performance 

measures can be calculated based on the arrival rate and mean and variance of the service 

rate. Single server queues are very common queuing models and are commonly found in 

manufacturing, transport and communications therefore analysis of single server queues 

behaviour is useful in queuing models. Figure 5-1 typical queuing model can be applied to 

the telemetry communication system. The telemetry system design represents a single server 

system as the master station which periodically requests for data from the remote stations 

using the polling technique with a switchover period S1 - SN. The remote stations are 

represented by the queues (1-N) and the data or customers arriving at a queue represented by 

λ1  - λN.  

 

 

Figure 5-1 Typical queuing model 
 

According to Kendall’s notation this system can be classified as a D/D/1 system. 

The network configuration parameters are described as λi, βi, ρi, ci, si.  

The following parameters have been defined: 

λi – Inter arrival rate of data   

βi – Mean service time  
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Workload ρi = λi βi 
      

These two parameters are the most important to the system performance since they 

are defined as the workload ρ= λi βi  
 

ci – Cost or penalty of a customer waiting one unit of time. Can be used to add 

priority or weight to the system
 

si – Mean switchover time for the server to change from one station to another  

• The inter arrival rate of data is generated periodically and consists of real time data 

and non –real time event log data. The arrival rate is a deterministic period of 100ms 

set by the IO Scan interval configuration of the processor. The CPU scan period is the 

time for the processor to scan the IO modules and the ladder logic.  

 

• The service times have been designed as per bandwidth allocation scheme for the 

maximum service period duration per remote site. The system is asymmetrical since βi 

is variable depending on the number of customers or data within the station. The 

service period is deterministic since the mean service time for each remote station was 

used for this system.  

5.3 System Optimisation – Polling Table Design 

(O. J. Boxma et al., 1993) states that “the effect of the table size does not have any significant 

effect on the results” (p.115) and also mentions that “the crucial steps are therefore (1) and 

(3)” (p.115). The aim was to apply the “Mean delay approximation” for determining the 

number of visits or polling frequency to be given to each queue during a cycle and apply the 

“Golden ratio” for the service order to evenly spread the visits in order to optimise the system 

performance.  

 

To follow the design methodology proposed by (O. J. Boxma et al., 1991), the following 

steps were implemented in the system design. 

 

Step1) Determination of visit numbers to a station using the mean delay approximation  

 mi = sqrt (ci λi (1+ ρi) / si)   Equation 5-1 

 

This can be defined as the number of visit frequencies to a station within a cycle period for 

optimal system performance. 
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Step2) Determination of table size 

Calculation M = ∑
N
 mi  Equation 5-2 

     i=1  

This is defined as the sum of the visits to all queues within a polling cycle.  

 

Step3)  Determination of visit orders 

The Golden Ratio was applied to the system for the visiting frequencies in Step1 to be evenly 

spaced for the polling table implementation.  

5.4 Switch over period  

The switchover period shown in Table 5-1 is the time or system delay for the master station 

to change over from sampling a queue or remote station to the time it begins its next poll 

request to another remote station.  

 

Table 5-1 Switchover period measurements 

Sample Measurements 

  (ms) 

1 83.2 

2 89.6 

3 96.4 

4 88.4 

5 103.3 

6 89 

7 107.4 

8 94.1 

9 87.4 

10 100.1 

11 93.8 

12 92.9 

13 90.2 

14 98.4 

15 96.2 

16 93.8 

17 95.3 

18 99.2 

19 88.2 

20 97.4 

21 82.3 

22 78 

23 80.1 

24 92.4 
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25 81.4 

26 86.7 

27 82.5 

28 80.9 

29 78.2 

30 78.1 

31 72.4 

32 81.4 

33 79.1 

34 83.6 

35 89.8 

36 87.9 

37 80.5 

38 83 

39 79.8 

40 79.4 

41 87.2 

42 86.9 

43 82.9 

44 85.4 

45 78.9 

46 89.4 

47 79.4 

48 79.6 

49 89.6 

50 83.4 

mean 87.3 

std dev 7.6 

 

The table of results shows the switchover period between RTU’s during polling which has a 

mean 87.3ms with a standard deviation of 7.6 ms.  

5.5  Matlab System Calculations 

To follow the design methodology proposed by (O. J. Boxma et al., 1991), the following 3 

step design methodology was implemented for system optimisation.  

 

% Step 1 Visit frequencies mi 

c = 1 % cost  

s = 0.087 % mean switchover duration 

beta = unidrnd(46,1,4) % mean service time:uniform distribution discrete random between1 

and 46 seconds      

lambda = 0.1 %100ms constant: IO Scan interval configuration  

rho=lambda.*beta % traffic load  
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f = sqrt (c*lambda.*(1+rho)/s) % Visit frequency calculations 

mi=round(f) % results from rounding fi. No. visits given to Qi at least 1 

  

%Step 2 Polling table size M 

M = sum(mi) % The size of the table. Total number of visits in a cycle(period) 

frequency = mi./sum(M) % visit frequencies as fractions 

sum(frequency) % sum = 1  

  

% Step 3 Visit order  

phi = 0.618034 % golden ratio 

circum = [1*phi 2*phi 3*phi 4*phi 5*phi 6*phi 7*phi 8*phi] % 1*phi – M*phi 

circumference = mod(circum,1) % M circle of unit circumference 

table = sort(circumference) %jth smallest number correspond to jth position in the table 

5.5.1 Matlab Results 

Table 5-2 Matlab Results 

 

 

From the results the polling table can be derived as follows  

Step 1) mi = [3, 2, 2, 1]; is the queue visit frequency per remote site (RTU 2-5). 

Step2) M = 8; the size of the polling table for a single cycle. 
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Step3) Visit order  

“Circumference” variable applies the Golden Ratio (0.6183) by multiplying each element up 

to the table size (M) as follows ϕ
-1

mod1, 2ϕ
-1

mod1…..M ϕ
-1

mod1. This represents placing the 

values in a circle of unit circumference.  

0.6180  0.2361  0.8541  0.4721  0.0902  0.7082  

0.3262  0.9443  

 

The queues are allocated according to Step1) visiting frequencies per queue 

RTU 2, RTU 3, RTU 4, RTU 5 

0.618034 0.236068 0.854102 0.472136 0.090169 0.708204 

0.326238 0.944272  

 

The visit order is determined by the table calculation whereby the j
th

 smallest number 

corresponds to the j
th 

position on the table 

0.090169 0.236068 0.326238 0.472136 0.618034 

0.708204 0.854102 0.944272  

Thus the table visit order for the polling table is RTU: (3,2,4,3,2,4,2,5) for one polling cycle 

period. 

 

Table 5-3 System polling cycle 

RTU Master position 

3 1 

2 2 

4 3 

3 4 

2 5 

4 6 

2 7 

5 8 
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Polling frequency per remote station

37.5%

25.0%

25.0%

12.5%

RTU2

RTU3

RTU4

RTU5

 

Figure 5-2 Polling frequency per remote station 

 

5.6 Test Results 

The RTU’s (2 – 5) were configured as follows:  

• beta = [45,23,37,7] service period (s) 

• lambda  = 100ms IO Scan interval configuration  

Table 5-4 Polling test results 

 
POLLING 
CYCLE TIME SERVICE ORDER RTU5 RTU4 RTU3 RTU2 

       

5 17:46:04.41 5 0:03:47    

5 17:45:33.38 2    0:01:20 

5 17:44:57.16 4  0:01:42   

5 17:44:13.63 2    0:01:26 

5 17:43:51.10 3   0:01:26  

5 17:43:14.97 4  0:02:04   

5 17:42:47.54 2    0:01:01 

5 17:42:25.14 3   0:02:21  

4 17:42:17.62 5 00:03:47    

4 17:41:46.71 2    0:01:20 

4 17:41:10.59 4  0:01:43   

4 17:40:26.34 2    0:01:26 

4 17:40:03.85 3   0:01:26  

4 17:39:27.61 4  0:02:05   

4 17:39:00.11 2    0:01:01 

4 17:38:37.60 3   0:02:11  

3 17:38:30.19 5 00:03:20    

3 17:37:58.78 2    0:01:10 
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3 17:37:22.76 4  0:01:15   

3 17:36:48.95 2    0:01:09 

3 17:36:26.34 3   0:01:09  

3 17:36:07.44 4  0:02:05   

3 17:35:40.03 2    0:01:01 

3 17:35:17.62 3   0:02:21  

2 17:35:10.11 5 00:03:47    

2 17:34:39.01 2    0:01:20 

2 17:34:02.89 4  0:01:43   

2 17:33:18.77 2    0:01:26 

2 17:32:56.37 3   0:01:26  

2 17:32:20.26 4  0:02:04   

2 17:31:52.85 2    0:01:01 

2 17:31:30.44 3   0:02:18  

1 17:31:22.92 5     

1 17:30:52.20 2    0:01:17 

1 17:30:16.07 4  0:01:21   

1 17:29:35.54 2    0:01:24 

1 17:29:12.93 3   0:01:24  

1 17:28:55.42 4     

1 17:28:11.10 2     

1 17:27:48.70 3     

  Mean waiting time 0:03:40 0:01:47 0:01:47 0:01:14 

 

The results prove that by applying the calculated polling frequencies and service order based 

on the system parameters the bandwidth utilisation is optimised. The remote station with the 

highest service duration RTU2 consumes the largest portion of bandwidth due to being polled 

more frequently by the master station thus resulting in the least mean waiting time. Similarly 

RTU3 and RTU4 have the same polling frequency and utilise the second and third largest 

proportion of bandwidth. RTU5 has the smallest service period thus according to calculations 

is the only polled once per cycle period and therefore consumes the least bandwidth. This 

method favours polling stations with the highest workload to efficiently allocate the 

bandwidth. This introduces fairness problems however the cost parameter could be used to 

increase a sites priority thus increasing its polling frequency.  From this we can conclude that 

the scheme implemented in this system optimises the bandwidth utilisation of the single radio 

channel amongst all the remote stations. This methodology enables system scalability thus 

reducing network cost of implementing additional bandwidth resource.   
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6 Chapter 6  

Discussion, Conclusions and Future 

work 

 

6.1 Introduction  

This section discusses the system design and implementation as well the results from system 

optimisation strategy. It also describes the future design and development and concludes this 

thesis. 

6.2 Discussion  

The design of this system involves system integration of multiple hardware components to 

develop the SCADA system. The half duplex radio frequency was used to develop the 

telemetry communication system for data acquisition. This opened the topic of how to 

efficiently allocate the limited bandwidth of this medium to multiple remote stations. The 

polling technique was used for data acquisition from remote sites to a central station. The 

design enables system scalability and increased hardware thus reducing the network cost for 

additional bandwidth. The system is also more efficient in terms of real time data system 

updates.  

 

Optimisation of the telemetry control system requires the efficient utilisation of the limited 

bandwidth. Since protocol overheads and error checking methods further reduce the 

bandwidth an efficient polling strategy was used to optimise the system bandwidth utilisation. 

The implemented design improves the system in the following ways:  

• The design is scalable and can therefore minimise the network design cost preventing 

the need for additional bandwidth  

• Improved bandwidth utilisation by controlling the polling frequency 

• Efficient real time system status updates for real time operational control 

• Efficient alarm reporting to the SCADA system 

• Data integrity of the network met through a pure polling system design 
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• Improved system flexibility to respond to real time and event log data 

• Minimisation of server vacation periods 

• Radio link status monitoring  

• Categorisation of event log data for the system to respond to significant events 

This implemented method for system optimisation favours polling stations with high data 

traffic to efficiently allocate the bandwidth. This introduces fairness problems to stations with 

low data traffic however the cost parameter could be used to increase a sites priority thus 

increasing its polling frequency. 

 

6.3 Conclusion 

 

This project involved the design of a SCADA system using Wonderware Intouch software for 

the human to machine interfacing with the main aim to develop an optimised telemetry 

control system for efficient data acquisition to the master or base station. The implemented 

design improves the quality of service for the SCADA system by providing regular real time 

system status poll requests. A pure polling telemetry communication system was 

implemented in this design using point to multipoint network topology over half duplex radio 

channel. The system design implements a deterministic service duration design which enables 

easier system analysis and optimisation to be performed. From the literature review the 

implemented design methodology using the “mean delay approximation” method was used to 

calculate efficient visit frequencies and enabled the optimisation of the bandwidth to the 

remote stations based on the workload of each remote station. The software for the telemetry 

control system was designed, tested and the results prove that the bandwidth utilisation can 

be efficiently controlled thus optimising the telemetry system.   
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6.4 Future Work  

The telemetry control system uses Kingfisher “Toolbox 32” software to implement the ladder 

logic programming language which gives the design flexibility for future development.  

 

Possible areas for future development include:  

• Implementing a polled report by exception method since the current method must poll 

each device and look for changes in data from the remote stations.  

• Improving the telemetry system software to be more adaptive to system changes and 

workloads. 

• Further investigation into event log data categories and calculating efficient poll 

frequencies per category. 
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7 Appendix A - Kingfisher Series 2  

8 Remote Terminal Units (RTU’s) 
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9 Appendix B - Trio E-Series Radio 
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 95 

 

10 Appendix C Function Codes 

11 All RTU messages contain a function code to define the message type. The 

argument/data formats shown below are port of the standard message structure.  
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12 Appendix D – Spreadsheet columns  

The spreadsheet shows the following parameters: 

Blocks: Groups of 64 Registers 

Registers: Internal 16 bit memory allocations  

Baud: Rate of change of signal  

Data (Bytes): Refer to Calculations and KF S2 

Data overhead (Bytes): For 8 Data bits there is 1 stop and 1 start bit (refer to doc) 

Data overhead (Bytes): Sum of Data and Data overheads 

Calculated data + overheads (s): Transmission time of data (without idle periods) 

Predicted Transmission Time: Calculated transmission time for x Registers 

% Error: Percentage of value deviation from the measured value 

Regression Calculation: Statistical Regression Analysis of Predicted Transmission 

Time (more detailed explanation refers to key coefficients much) 

Total message length: Measured values from the system  

Regression measurement: Statistical Regression Analysis of Predicted 

Transmission Time 

Calculated message delay: Idle periods between messages  

Radio delay: Radio link value – Serial link value 
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13 Appendix E – Trio radio interface 

 

 

 

Wiring diagram (DB9 – RJ45) 

DB9 connection for radio modem communications port 

 

RJ45 connection to RTU Port 
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14 Appendix F – Data Structure KF S2  

This Appendix shows the bit signal representation of the (rx_data) communication block 

message commands upon execution in the ladder logic software.  

Waveform 1: Command 16 Get Multi Data 
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Waveform 2.0: Command #17 Send Multi Data 
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15 Appendix G – Event Log Service Period 

Shows the polling of event log data from period (11:51:28 to 11:52:08) = 40 s service 

duration with a maximum polling configuration of 1000 logs.  

Tx: 11:51:28: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0C 50 04 00 0A 09 22 00 00 88 72  

Rx: 11:51:28: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 C0 51 0E 00 0A 09 2C 3A 6D 00 61 01 9F 20 DE 54 05 02 01 3A 6D 00 61 03 92 20 DF 54 01 02 01 

3A 6D 00 61 03 92 20 DF 54 02 02 01 3A 6D 00 61 03 92 20 DF 54 03 02 01 3A 6D 00 61 03 92 20 DF 54 04 02 01 

3A 6D 00 61 03 93 20 DF 54 05 02 01 3A 6D 00 62 01 A3 20 E0 54 01 02 01 3A 6D 00 62 01 A4 20 E0 54 02 02 01 

3A 6D 00 62 01 A4 20 E0 54 03 02 01 3A 6D 00 62 01 A4 20 E0 54 04 02 01 04 F8  

Tx: 11:51:28: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0D 50 04 00 0A 09 2C 00 00 D1 DD  

Rx: 11:51:29: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 D0 51 0E 00 0A 09 36 3A 6D 00 62 01 A4 20 E0 54 05 02 01 3A 6D 00 62 03 93 20 E1 54 01 02 01 

3A 6D 00 62 03 93 20 E1 54 02 02 01 3A 6D 00 62 03 94 20 E1 54 03 02 01 3A 6D 00 62 03 94 20 E1 54 04 02 01 

3A 6D 00 62 03 94 20 E1 54 05 02 01 3A 6D 00 63 02 09 20 E2 54 01 02 01 3A 6D 00 63 02 0A 20 E2 54 02 02 01 

3A 6D 00 63 02 0B 20 E2 54 03 02 01 3A 6D 00 63 02 0B 20 E2 54 04 02 01 3B B4  

Tx: 11:51:29: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0E 50 04 00 0A 09 36 00 00 BA 24  

Rx: 11:51:29: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 E0 51 0E 00 0A 09 40 3A 6D 00 63 02 0B 20 E2 54 05 02 01 3A 6D 00 64 00 19 20 E3 54 01 02 01 

3A 6D 00 64 00 19 20 E3 54 02 02 01 3A 6D 00 64 00 1A 20 E3 54 03 02 01 3A 6D 00 64 00 1A 20 E3 54 04 02 01 

3A 6D 00 64 00 1A 20 E3 54 05 02 01 3A 6D 00 64 02 6A 20 E4 54 01 02 01 3A 6D 00 64 02 6A 20 E4 54 02 02 01 

3A 6D 00 64 02 6A 20 E4 54 03 02 01 3A 6D 00 64 02 6A 20 E4 54 04 02 01 63 C1  

Tx: 11:51:29: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0F 50 04 00 0A 09 40 00 00 1C 14  

 

Rx: 11:51:29: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 F0 51 0E 00 0A 09 4A 3A 6D 00 64 02 6B 20 E4 54 05 02 01 3A 6D 00 65 00 D2 20 E5 54 01 02 01 

3A 6D 00 65 00 D2 20 E5 54 02 02 01 3A 6D 00 65 00 D2 20 E5 54 03 02 01 3A 6D 00 65 00 D3 20 E5 54 04 02 

01 3A 6D 00 65 00 D3 20 E5 54 05 02 01 3A 6D 00 65 02 C8 20 E6 54 01 02 01 3A 6D 00 65 02 C9 20 E6 54 02 02 

01 3A 6D 00 65 02 C9 20 E6 54 03 02 01 3A 6D 00 65 02 C9 20 E6 54 04 02 01 36 E8  

Tx: 11:51:29: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 01 50 04 00 0A 09 4A 00 00 8F D6  

Rx: 11:51:30: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 10 51 0E 00 0A 09 54 3A 6D 00 65 02 C9 20 E6 54 05 02 01 3A 6D 00 66 00 DA 20 E7 54 01 02 01 

3A 6D 00 66 00 DA 20 E7 54 02 02 01 3A 6D 00 66 00 DA 20 E7 54 03 02 01 3A 6D 00 66 00 DA 20 E7 54 04 02 

01 3A 6D 00 66 00 DB 20 E7 54 05 02 01 3A 6D 00 66 02 CA 20 E8 54 01 02 01 3A 6D 00 66 02 CA 20 E8 54 02 

02 01 3A 6D 00 66 02 CA 20 E8 54 03 02 01 3A 6D 00 66 02 CA 20 E8 54 04 02 01 FD E0  

Tx: 11:51:30: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 02 50 04 00 0A 09 54 00 00 A4 AB  

Rx: 11:51:30: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 20 51 0E 00 0A 09 5E 3A 6D 00 66 02 CB 20 E8 54 05 02 01 3A 6D 00 67 00 DA 20 E9 54 01 02 01 

3A 6D 00 67 00 DB 20 E9 54 02 02 01 3A 6D 00 67 00 DB 20 E9 54 03 02 01 3A 6D 00 67 00 DB 20 E9 54 04 02 

01 3A 6D 00 67 00 DB 20 E9 54 05 02 01 3A 6D 00 67 03 2D 20 EA 54 01 02 01 3A 6D 00 67 03 2E 20 EA 54 02 

02 01 3A 6D 00 67 03 2E 20 EA 54 03 02 01 3A 6D 00 67 03 2E 20 EA 54 04 02 01 D4 C1  

Tx: 11:51:30: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 03 50 04 00 0A 09 5E 00 00 BD 80  

Rx: 11:51:31: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 30 51 0E 00 0A 09 68 3A 6D 00 67 03 2E 20 EA 54 05 02 01 3A 6D 00 68 01 42 20 EB 54 01 02 01 

3A 6D 00 68 01 42 20 EB 54 02 02 01 3A 6D 00 68 01 42 20 EB 54 03 02 01 3A 6D 00 68 01 42 20 EB 54 04 02 01 

3A 6D 00 68 01 43 20 EB 54 05 02 01 3A 6D 00 68 03 36 20 EC 54 01 02 01 3A 6D 00 68 03 36 20 EC 54 02 02 01 

3A 6D 00 68 03 36 20 EC 54 03 02 01 3A 6D 00 68 03 36 20 EC 54 04 02 01 21 E4  

Tx: 11:51:31: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 04 50 04 00 0A 09 68 00 00 F2 51  

 

Rx: 11:51:31: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 40 51 0E 00 0A 09 72 3A 6D 00 68 03 37 20 EC 54 05 02 01 3A 6D 00 69 01 3D 20 ED 54 01 02 01 

3A 6D 00 69 01 3E 20 ED 54 02 02 01 3A 6D 00 69 01 3E 20 ED 54 03 02 01 3A 6D 00 69 01 3E 20 ED 54 04 02 

01 3A 6D 00 69 01 3F 20 ED 54 05 02 01 3A 6D 00 69 03 33 20 EE 54 01 02 01 3A 6D 00 69 03 34 20 EE 54 02 02 

01 3A 6D 00 69 03 34 20 EE 54 03 02 01 3A 6D 00 69 03 34 20 EE 54 04 02 01 D6 5B  

Tx: 11:51:31: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 05 50 04 00 0A 09 72 00 00 F9 4B  

Rx: 11:51:31: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 50 51 0E 00 0A 09 7C 3A 6D 00 69 03 34 20 EE 54 05 02 01 3A 6D 00 6A 01 41 20 EF 54 01 02 01 

3A 6D 00 6A 01 41 20 EF 54 02 02 01 3A 6D 00 6A 01 42 20 EF 54 03 02 01 3A 6D 00 6A 01 42 20 EF 54 04 02 01 

3A 6D 00 6A 01 42 20 EF 54 05 02 01 3A 6D 00 6A 03 35 20 F0 54 01 02 01 3A 6D 00 6A 03 35 20 F0 54 02 02 01 

3A 6D 00 6A 03 36 20 F0 54 03 02 01 3A 6D 00 6A 03 36 20 F0 54 04 02 01 9C 90  

Tx: 11:51:31: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 06 50 04 00 0A 09 7C 00 00 C0 07  

Rx: 11:51:32: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 60 51 0E 00 0A 09 86 3A 6D 00 6A 03 36 20 F0 54 05 02 01 3A 6D 00 6B 01 42 20 F1 54 01 02 01 

3A 6D 00 6B 01 42 20 F1 54 02 02 01 3A 6D 00 6B 01 43 20 F1 54 03 02 01 3A 6D 00 6B 01 43 20 F1 54 04 02 01 

3A 6D 00 6B 01 43 20 F1 54 05 02 01 3A 6D 00 6B 03 2F 20 F2 54 01 02 01 3A 6D 00 6B 03 2F 20 F2 54 02 02 01 

3A 6D 00 6B 03 2F 20 F2 54 03 02 01 3A 6D 00 6B 03 2F 20 F2 54 04 02 01 8E 70  

Tx: 11:51:32: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 07 50 04 00 0A 09 86 00 00 36 33  

Rx: 11:51:32: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 70 51 0E 00 0A 09 90 3A 6D 00 6B 03 30 20 F2 54 05 02 01 3A 6D 00 6C 01 42 20 F3 54 01 02 01 

3A 6D 00 6C 01 42 20 F3 54 02 02 01 3A 6D 00 6C 01 42 20 F3 54 03 02 01 3A 6D 00 6C 01 43 20 F3 54 04 02 01 

3A 6D 00 6C 01 43 20 F3 54 05 02 01 3A 6D 00 6C 03 94 20 F4 54 01 02 01 3A 6D 00 6C 03 94 20 F4 54 02 02 01 

3A 6D 00 6C 03 95 20 F4 54 03 02 01 3A 6D 00 6C 03 95 20 F4 54 04 02 01 2D 1E  

Tx: 11:51:32: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 08 50 04 00 0A 09 90 00 00 CE 2D  

 

Rx: 11:51:32: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 80 51 0E 00 0A 09 9A 3A 6D 00 6C 03 95 20 F4 54 05 02 01 3A 6D 00 6D 01 A4 20 F5 54 01 02 01 

3A 6D 00 6D 01 A4 20 F5 54 02 02 01 3A 6D 00 6D 01 A4 20 F5 54 03 02 01 3A 6D 00 6D 01 A5 20 F5 54 04 02 

01 3A 6D 00 6D 01 A5 20 F5 54 05 02 01 3A 6D 00 6D 03 92 20 F6 54 01 02 01 3A 6D 00 6D 03 93 20 F6 54 02 

02 01 3A 6D 00 6D 03 93 20 F6 54 03 02 01 3A 6D 00 6D 03 93 20 F6 54 04 02 01 63 8E  

Tx: 11:51:33: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 09 50 04 00 0A 09 9A 00 00 D7 06  

Rx: 11:51:33: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 90 51 0E 00 0A 09 A4 3A 6D 00 6D 03 94 20 F6 54 05 02 01 3A 6D 00 6E 01 A0 20 F7 54 01 02 01 

3A 6D 00 6E 01 A0 20 F7 54 02 02 01 3A 6D 00 6E 01 A0 20 F7 54 03 02 01 3A 6D 00 6E 01 A1 20 F7 54 04 02 01 

3A 6D 00 6E 01 A1 20 F7 54 05 02 01 3A 6D 00 6E 03 92 20 F8 54 01 02 01 3A 6D 00 6E 03 92 20 F8 54 02 02 01 

3A 6D 00 6E 03 93 20 F8 54 03 02 01 3A 6D 00 6E 03 93 20 F8 54 04 02 01 B7 00  

Tx: 11:51:33: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0A 50 04 00 0A 09 A4 00 00 D8 19  

Rx: 11:51:33: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 A0 51 0E 00 0A 09 AE 3A 6D 00 6E 03 93 20 F8 54 05 02 01 3A 6D 00 6F 01 A6 20 F9 54 01 02 01 

3A 6D 00 6F 01 A6 20 F9 54 02 02 01 3A 6D 00 6F 01 A6 20 F9 54 03 02 01 3A 6D 00 6F 01 A6 20 F9 54 04 02 01 

3A 6D 00 6F 01 A7 20 F9 54 05 02 01 3A 6D 00 6F 03 99 20 FA 54 01 02 01 3A 6D 00 6F 03 9A 20 FA 54 02 02 01 

3A 6D 00 6F 03 9A 20 FA 54 03 02 01 3A 6D 00 6F 03 9A 20 FA 54 04 02 01 AE FF  

Tx: 11:51:33: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0B 50 04 00 0A 09 AE 00 00 C1 32  

Rx: 11:51:34: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 B0 51 0E 00 0A 09 B8 3A 6D 00 6F 03 9A 20 FA 54 05 02 01 3A 6D 00 70 01 A5 20 FB 54 01 02 01 

3A 6D 00 70 01 A6 20 FB 54 02 02 01 3A 6D 00 70 01 A6 20 FB 54 03 02 01 3A 6D 00 70 01 A6 20 FB 54 04 02 01 

3A 6D 00 70 01 A6 20 FB 54 05 02 01 3A 6D 00 71 00 17 20 FC 54 01 02 01 3A 6D 00 71 00 17 20 FC 54 02 02 01 

3A 6D 00 71 00 18 20 FC 54 03 02 01 3A 6D 00 71 00 18 20 FC 54 04 02 01 D0 DA  

Tx: 11:51:34: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0C 50 04 00 0A 09 B8 00 00 AA 81  

 

Rx: 11:51:34: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 C0 51 0E 00 0A 09 C2 3A 6D 00 71 00 19 20 FC 54 05 02 01 3A 6D 00 71 02 67 20 FD 54 01 02 01 

3A 6D 00 71 02 67 20 FD 54 02 02 01 3A 6D 00 71 02 67 20 FD 54 03 02 01 3A 6D 00 71 02 67 20 FD 54 04 02 01 

3A 6D 00 71 02 68 20 FD 54 05 02 01 3A 6D 00 72 00 74 20 FE 54 01 02 01 3A 6D 00 72 00 74 20 FE 54 02 02 01 

3A 6D 00 72 00 75 20 FE 54 03 02 01 3A 6D 00 72 00 75 20 FE 54 04 02 01 B6 78  

Tx: 11:51:34: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0D 50 04 00 0A 09 C2 00 00 CD 3D  

Rx: 11:51:34: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 D0 51 0E 00 0A 09 CC 3A 6D 00 72 00 75 20 FE 54 05 02 01 3A 6D 00 72 02 CA 20 FF 54 01 02 01 

3A 6D 00 72 02 CA 20 FF 54 02 02 01 3A 6D 00 72 02 CB 20 FF 54 03 02 01 3A 6D 00 72 02 CB 20 FF 54 04 02 01 

3A 6D 00 72 02 CC 20 FF 54 05 02 01 3A 6D 00 73 00 DE 21 00 54 01 02 01 3A 6D 00 73 00 DE 21 00 54 02 02 01 

3A 6D 00 73 00 DE 21 00 54 03 02 01 3A 6D 00 73 00 DF 21 00 54 04 02 01 69 F7  

Tx: 11:51:35: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0E 50 04 00 0A 09 CC 00 00 F4 71  

Rx: 11:51:35: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 E0 51 0E 00 0A 09 D6 3A 6D 00 73 00 DF 21 00 54 05 02 01 3A 6D 00 73 02 D0 21 01 54 01 02 

01 3A 6D 00 73 02 D1 21 01 54 02 02 01 3A 6D 00 73 02 D1 21 01 54 03 02 01 3A 6D 00 73 02 D1 21 01 54 04 

02 01 3A 6D 00 73 02 D1 21 01 54 05 02 01 3A 6D 00 74 00 DC 21 02 54 01 02 01 3A 6D 00 74 00 DD 21 02 54 

02 02 01 3A 6D 00 74 00 DD 21 02 54 03 02 01 3A 6D 00 74 00 DD 21 02 54 04 02 01 99 8F  

Tx: 11:51:35: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0F 50 04 00 0A 09 D6 00 00 FF 6B  

Rx: 11:51:35: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 F0 51 0E 00 0A 09 E0 3A 6D 00 74 00 DD 21 02 54 05 02 01 3A 6D 00 74 02 D0 21 03 54 01 02 

01 3A 6D 00 74 02 D1 21 03 54 02 02 01 3A 6D 00 74 02 D1 21 03 54 03 02 01 3A 6D 00 74 02 D1 21 03 54 04 

02 01 3A 6D 00 74 02 D1 21 03 54 05 02 01 3A 6D 00 75 00 E6 21 04 54 01 02 01 3A 6D 00 75 00 E6 21 04 54 02 

02 01 3A 6D 00 75 00 E7 21 04 54 03 02 01 3A 6D 00 75 00 E7 21 04 54 04 02 01 2C F2  

Tx: 11:51:35: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 01 50 04 00 0A 09 E0 00 00 9B 76  

 

Rx: 11:51:36: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 10 51 0E 00 0A 09 EA 3A 6D 00 75 00 E7 21 04 54 05 02 01 3A 6D 00 75 02 D2 21 05 54 01 02 01 

3A 6D 00 75 02 D2 21 05 54 02 02 01 3A 6D 00 75 02 D2 21 05 54 03 02 01 3A 6D 00 75 02 D2 21 05 54 04 02 

01 3A 6D 00 75 02 D3 21 05 54 05 02 01 3A 6D 00 76 00 E1 21 06 54 01 02 01 3A 6D 00 76 00 E2 21 06 54 02 02 

01 3A 6D 00 76 00 E2 21 06 54 03 02 01 3A 6D 00 76 00 E2 21 06 54 04 02 01 85 53  

Tx: 11:51:36: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 02 50 04 00 0A 09 EA 00 00 E2 BE  

Rx: 11:51:36: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 20 51 0E 00 0A 09 F4 3A 6D 00 76 00 E2 21 06 54 05 02 01 3A 6D 00 76 02 D1 21 07 54 01 02 01 

3A 6D 00 76 02 D2 21 07 54 02 02 01 3A 6D 00 76 02 D2 21 07 54 03 02 01 3A 6D 00 76 02 D2 21 07 54 04 02 

01 3A 6D 00 76 02 D2 21 07 54 05 02 01 3A 6D 00 77 00 DE 21 08 54 01 02 01 3A 6D 00 77 00 DF 21 08 54 02 

02 01 3A 6D 00 77 00 DF 21 08 54 03 02 01 3A 6D 00 77 00 DF 21 08 54 04 02 01 D4 02  

Tx: 11:51:36: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 03 50 04 00 0A 09 F4 00 00 A9 20  

Rx: 11:51:36: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 30 51 0E 00 0A 09 FE 3A 6D 00 77 00 DF 21 08 54 05 02 01 3A 6D 00 77 02 D6 21 09 54 01 02 01 

3A 6D 00 77 02 D6 21 09 54 02 02 01 3A 6D 00 77 02 D7 21 09 54 03 02 01 3A 6D 00 77 02 D7 21 09 54 04 02 

01 3A 6D 00 77 02 D7 21 09 54 05 02 01 3A 6D 00 78 01 40 21 0A 54 01 02 01 3A 6D 00 78 01 40 21 0A 54 02 

02 01 3A 6D 00 78 01 41 21 0A 54 03 02 01 3A 6D 00 78 01 42 21 0A 54 04 02 01 79 A1  

Tx: 11:51:37: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 04 50 04 00 0A 09 FE 00 00 11 2E  

Rx: 11:51:37: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 40 51 0E 00 0A 0A 08 3A 6D 00 78 01 42 21 0A 54 05 02 01 3A 6D 00 78 03 36 21 0B 54 01 02 01 

3A 6D 00 78 03 37 21 0B 54 02 02 01 3A 6D 00 78 03 37 21 0B 54 03 02 01 3A 6D 00 78 03 37 21 0B 54 04 02 01 

3A 6D 00 78 03 38 21 0B 54 05 02 01 3A 6D 00 79 01 46 21 0C 54 01 02 01 3A 6D 00 79 01 46 21 0C 54 02 02 01 

3A 6D 00 79 01 47 21 0C 54 03 02 01 3A 6D 00 79 01 47 21 0C 54 04 02 01 53 1E  

Tx: 11:51:37: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 05 50 04 00 0A 0A 08 00 00 73 C5  

 

Rx: 11:51:37: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 50 51 0E 00 0A 0A 12 3A 6D 00 79 01 47 21 0C 54 05 02 01 3A 6D 00 79 03 3C 21 0D 54 01 02 01 

3A 6D 00 79 03 3C 21 0D 54 02 02 01 3A 6D 00 79 03 3C 21 0D 54 03 02 01 3A 6D 00 79 03 3D 21 0D 54 04 02 

01 3A 6D 00 79 03 3D 21 0D 54 05 02 01 3A 6D 00 7A 01 44 21 0E 54 01 02 01 3A 6D 00 7A 01 44 21 0E 54 02 

02 01 3A 6D 00 7A 01 44 21 0E 54 03 02 01 3A 6D 00 7A 01 45 21 0E 54 04 02 01 E8 20  

Tx: 11:51:37: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 06 50 04 00 0A 0A 12 00 00 18 3C  

Rx: 11:51:38: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 60 51 0E 00 0A 0A 1C 3A 6D 00 7A 01 45 21 0E 54 05 02 01 3A 6D 00 7A 03 38 21 0F 54 01 02 01 

3A 6D 00 7A 03 38 21 0F 54 02 02 01 3A 6D 00 7A 03 38 21 0F 54 03 02 01 3A 6D 00 7A 03 38 21 0F 54 04 02 01 

3A 6D 00 7A 03 39 21 0F 54 05 02 01 3A 6D 00 7B 01 42 21 10 54 01 02 01 3A 6D 00 7B 01 42 21 10 54 02 02 01 

3A 6D 00 7B 01 43 21 10 54 03 02 01 3A 6D 00 7B 01 43 21 10 54 04 02 01 70 04  

Tx: 11:51:38: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 07 50 04 00 0A 0A 1C 00 00 41 93  

Rx: 11:51:38: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 70 51 0E 00 0A 0A 26 3A 6D 00 7B 01 43 21 10 54 05 02 01 3A 6D 00 7B 03 3B 21 11 54 01 02 01 

3A 6D 00 7B 03 3C 21 11 54 02 02 01 3A 6D 00 7B 03 3C 21 11 54 03 02 01 3A 6D 00 7B 03 3C 21 11 54 04 02 

01 3A 6D 00 7B 03 3C 21 11 54 05 02 01 3A 6D 00 7C 01 A8 21 12 54 01 02 01 3A 6D 00 7C 01 A8 21 12 54 02 

02 01 3A 6D 00 7C 01 A8 21 12 54 03 02 01 3A 6D 00 7C 01 A9 21 12 54 04 02 01 2D 8C  

Tx: 11:51:38: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 08 50 04 00 0A 0A 26 00 00 5C 63  

Rx: 11:51:38: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 80 51 0E 00 0A 0A 30 3A 6D 00 7C 01 A9 21 12 54 05 02 01 3A 6D 00 7C 03 A4 21 13 54 01 02 

01 3A 6D 00 7C 03 A4 21 13 54 02 02 01 3A 6D 00 7C 03 A4 21 13 54 03 02 01 3A 6D 00 7C 03 A4 21 13 54 04 

02 01 3A 6D 00 7C 03 A5 21 13 54 05 02 01 3A 6D 00 7D 01 B0 21 14 54 01 02 01 3A 6D 00 7D 01 B0 21 14 54 

02 02 01 3A 6D 00 7D 01 B0 21 14 54 03 02 01 3A 6D 00 7D 01 B0 21 14 54 04 02 01 D8 2F  

Tx: 11:51:39: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 09 50 04 00 0A 0A 30 00 00 96 F5  

 

Rx: 11:51:39: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 90 51 0E 00 0A 0A 3A 3A 6D 00 7D 01 B1 21 14 54 05 02 01 3A 6D 00 7E 00 26 21 15 54 01 02 

01 3A 6D 00 7E 00 26 21 15 54 02 02 01 3A 6D 00 7E 00 27 21 15 54 03 02 01 3A 6D 00 7E 00 27 21 15 54 04 02 

01 3A 6D 00 7E 00 27 21 15 54 05 02 01 3A 6D 00 7E 02 10 21 16 54 01 02 01 3A 6D 00 7E 02 10 21 16 54 02 02 

01 3A 6D 00 7E 02 11 21 16 54 03 02 01 3A 6D 00 7E 02 11 21 16 54 04 02 01 4C 5B  

Tx: 11:51:39: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0A 50 04 00 0A 0A 3A 00 00 EF 3D  

Rx: 11:51:39: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 A0 51 0E 00 0A 0A 44 3A 6D 00 7E 02 11 21 16 54 05 02 01 3A 6D 00 7F 00 1F 21 17 54 01 02 01 

3A 6D 00 7F 00 1F 21 17 54 02 02 01 3A 6D 00 7F 00 20 21 17 54 03 02 01 3A 6D 00 7F 00 20 21 17 54 04 02 01 

3A 6D 00 7F 00 20 21 17 54 05 02 01 3A 6D 00 7F 02 70 21 18 54 01 02 01 3A 6D 00 7F 02 70 21 18 54 02 02 01 

3A 6D 00 7F 02 70 21 18 54 03 02 01 3A 6D 00 7F 02 71 21 18 54 04 02 01 FD 09  

Tx: 11:51:39: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0B 50 04 00 0A 0A 44 00 00 C8 05  

Rx: 11:51:40: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 B0 51 0E 00 0A 0A 4E 3A 6D 00 7F 02 71 21 18 54 05 02 01 3A 6D 00 80 00 86 21 19 54 01 02 01 

3A 6D 00 80 00 86 21 19 54 02 02 01 3A 6D 00 80 00 86 21 19 54 03 02 01 3A 6D 00 80 00 87 21 19 54 04 02 01 

3A 6D 00 80 00 87 21 19 54 05 02 01 3A 6D 00 80 02 7A 21 1A 54 01 02 01 3A 6D 00 80 02 7A 21 1A 54 02 02 

01 3A 6D 00 80 02 7A 21 1A 54 03 02 01 3A 6D 00 80 02 7A 21 1A 54 04 02 01 AB 9E  

Tx: 11:51:40: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0C 50 04 00 0A 0A 4E 00 00 70 0B  

Rx: 11:51:40: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 C0 51 0E 00 0A 0A 58 3A 6D 00 80 02 7B 21 1A 54 05 02 01 3A 6D 00 81 00 8C 21 1B 54 01 02 

01 3A 6D 00 81 00 8C 21 1B 54 02 02 01 3A 6D 00 81 00 8C 21 1B 54 03 02 01 3A 6D 00 81 00 8C 21 1B 54 04 

02 01 3A 6D 00 81 00 8D 21 1B 54 05 02 01 3A 6D 00 81 02 81 21 1C 54 01 02 01 3A 6D 00 81 02 82 21 1C 54 

02 02 01 3A 6D 00 81 02 82 21 1C 54 03 02 01 3A 6D 00 81 02 82 21 1C 54 04 02 01 A2 C7  

Tx: 11:51:40: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0D 50 04 00 0A 0A 58 00 00 BA 9D  

 

Rx: 11:51:40: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 D0 51 0E 00 0A 0A 62 3A 6D 00 81 02 83 21 1C 54 05 02 01 3A 6D 00 82 00 8B 21 1D 54 01 02 

01 3A 6D 00 82 00 8B 21 1D 54 02 02 01 3A 6D 00 82 00 8B 21 1D 54 03 02 01 3A 6D 00 82 00 8C 21 1D 54 04 

02 01 3A 6D 00 82 00 8C 21 1D 54 05 02 01 3A 6D 00 82 02 82 21 1E 54 01 02 01 3A 6D 00 82 02 83 21 1E 54 02 

02 01 3A 6D 00 82 02 83 21 1E 54 03 02 01 3A 6D 00 82 02 83 21 1E 54 04 02 01 00 3C  

Tx: 11:51:41: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0E 50 04 00 0A 0A 62 00 00 F5 06  

Rx: 11:51:41: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 E0 51 0E 00 0A 0A 6C 3A 6D 00 82 02 83 21 1E 54 05 02 01 3A 6D 00 83 00 8E 21 1F 54 01 02 01 

3A 6D 00 83 00 8E 21 1F 54 02 02 01 3A 6D 00 83 00 8F 21 1F 54 03 02 01 3A 6D 00 83 00 8F 21 1F 54 04 02 01 

3A 6D 00 83 00 8F 21 1F 54 05 02 01 3A 6D 00 83 02 86 21 20 54 01 02 01 3A 6D 00 83 02 86 21 20 54 02 02 01 

3A 6D 00 83 02 87 21 20 54 03 02 01 3A 6D 00 83 02 87 21 20 54 04 02 01 7B 0C  

Tx: 11:51:41: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0F 50 04 00 0A 0A 6C 00 00 AC A9  

Rx: 11:51:41: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 F0 51 0E 00 0A 0A 76 3A 6D 00 83 02 87 21 20 54 05 02 01 3A 6D 00 84 00 90 21 21 54 01 02 01 

3A 6D 00 84 00 90 21 21 54 02 02 01 3A 6D 00 84 00 90 21 21 54 03 02 01 3A 6D 00 84 00 91 21 21 54 04 02 01 

3A 6D 00 84 00 91 21 21 54 05 02 01 3A 6D 00 84 02 82 21 22 54 01 02 01 3A 6D 00 84 02 82 21 22 54 02 02 01 

3A 6D 00 84 02 82 21 22 54 03 02 01 3A 6D 00 84 02 83 21 22 54 04 02 01 B1 E0  

Tx: 11:51:41: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 01 50 04 00 0A 0A 76 00 00 2D 5A  

Rx: 11:51:42: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 10 51 0E 00 0A 0A 80 3A 6D 00 84 02 83 21 22 54 05 02 01 3A 6D 00 85 00 92 21 23 54 01 02 01 

3A 6D 00 85 00 92 21 23 54 02 02 01 3A 6D 00 85 00 92 21 23 54 03 02 01 3A 6D 00 85 00 93 21 23 54 04 02 01 

3A 6D 00 85 00 93 21 23 54 05 02 01 3A 6D 00 85 02 86 21 24 54 01 02 01 3A 6D 00 85 02 86 21 24 54 02 02 01 

3A 6D 00 85 02 86 21 24 54 03 02 01 3A 6D 00 85 02 86 21 24 54 04 02 01 65 FE  

Tx: 11:51:42: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 02 50 04 00 0A 0A 80 00 00 7A 01  

 

Rx: 11:51:42: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 20 51 0E 00 0A 0A 8A 3A 6D 00 85 02 87 21 24 54 05 02 01 3A 6D 00 86 00 95 21 25 54 01 02 01 

3A 6D 00 86 00 95 21 25 54 02 02 01 3A 6D 00 86 00 96 21 25 54 03 02 01 3A 6D 00 86 00 96 21 25 54 04 02 01 

3A 6D 00 86 00 96 21 25 54 05 02 01 3A 6D 00 86 02 E7 21 26 54 01 02 01 3A 6D 00 86 02 E8 21 26 54 02 02 01 

3A 6D 00 86 02 E8 21 26 54 03 02 01 3A 6D 00 86 02 E8 21 26 54 04 02 01 DF 70  

Tx: 11:51:42: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 03 50 04 00 0A 0A 8A 00 00 63 2A  

Rx: 11:51:42: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 30 51 0E 00 0A 0A 94 3A 6D 00 86 02 E8 21 26 54 05 02 01 3A 6D 00 87 00 FC 21 27 54 01 02 01 

3A 6D 00 87 00 FC 21 27 54 02 02 01 3A 6D 00 87 00 FC 21 27 54 03 02 01 3A 6D 00 87 00 FD 21 27 54 04 02 01 

3A 6D 00 87 00 FD 21 27 54 05 02 01 3A 6D 00 87 03 5A 21 28 54 01 02 01 3A 6D 00 87 03 5A 21 28 54 02 02 

01 3A 6D 00 87 03 5B 21 28 54 03 02 01 3A 6D 00 87 03 5B 21 28 54 04 02 01 89 10  

Tx: 11:51:43: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 04 50 04 00 0A 0A 94 00 00 89 91  

Rx: 11:51:43: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 40 51 0E 00 0A 0A 9E 3A 6D 00 87 03 5C 21 28 54 05 02 01 3A 6D 00 88 01 5E 21 29 54 01 02 01 

3A 6D 00 88 01 5F 21 29 54 02 02 01 3A 6D 00 88 01 5F 21 29 54 03 02 01 3A 6D 00 88 01 5F 21 29 54 04 02 01 

3A 6D 00 88 01 5F 21 29 54 05 02 01 3A 6D 00 88 03 5A 21 2A 54 01 02 01 3A 6D 00 88 03 5A 21 2A 54 02 02 

01 3A 6D 00 88 03 5A 21 2A 54 03 02 01 3A 6D 00 88 03 5B 21 2A 54 04 02 01 18 6A  

Tx: 11:51:43: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 05 50 04 00 0A 0A 9E 00 00 90 BA  

Rx: 11:51:43: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 50 51 0E 00 0A 0A A8 3A 6D 00 88 03 5C 21 2A 54 05 02 01 3A 6D 00 89 01 5E 21 2B 54 01 02 

01 3A 6D 00 89 01 5E 21 2B 54 02 02 01 3A 6D 00 89 01 5F 21 2B 54 03 02 01 3A 6D 00 89 01 5F 21 2B 54 04 02 

01 3A 6D 00 89 01 5F 21 2B 54 05 02 01 3A 6D 00 89 03 58 21 2C 54 01 02 01 3A 6D 00 89 03 58 21 2C 54 02 02 

01 3A 6D 00 89 03 58 21 2C 54 03 02 01 3A 6D 00 89 03 58 21 2C 54 04 02 01 7C 49  

Tx: 11:51:43: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 06 50 04 00 0A 0A A8 00 00 1E AD  

 

Rx: 11:51:44: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 60 51 0E 00 0A 00 08 3A 6D 00 89 03 59 21 2C 54 05 02 01 3A 6D 00 8A 01 5E 21 2D 54 01 02 01 

3A 6D 00 8A 01 5E 21 2D 54 02 02 01 3A 6D 00 8A 01 5E 21 2D 54 03 02 01 3A 6D 00 8A 01 5F 21 2D 54 04 02 

01 3A 6D 00 8A 01 5F 21 2D 54 05 02 01 3A 6D 00 8A 03 52 21 2E 54 01 02 01 3A 6D 00 8A 03 52 21 2E 54 02 

02 01 3A 6D 00 8A 03 52 21 2E 54 03 02 01 3A 6D 00 8A 03 53 21 2E 54 04 02 01 51 8B  

Tx: 11:51:44: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 07 50 04 00 0A 00 08 00 00 FC ED  

Rx: 11:51:44: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 70 51 0E 00 0A 00 12 3A 6D 00 8A 03 53 21 2E 54 05 02 01 3A 6D 00 8B 01 63 21 2F 54 01 02 01 

3A 6D 00 8B 01 63 21 2F 54 02 02 01 3A 6D 00 8B 01 64 21 2F 54 03 02 01 3A 6D 00 8B 01 64 21 2F 54 04 02 01 

3A 6D 00 8B 01 64 21 2F 54 05 02 01 3A 6D 00 8B 03 52 21 30 54 01 02 01 3A 6D 00 8B 03 52 21 30 54 02 02 01 

3A 6D 00 8B 03 52 21 30 54 03 02 01 3A 6D 00 8B 03 53 21 30 54 04 02 01 E5 91  

Tx: 11:51:44: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 08 50 04 00 0A 00 12 00 00 C5 7F  

Rx: 11:51:44: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 80 51 0E 00 0A 00 1C 3A 6D 00 8B 03 53 21 30 54 05 02 01 3A 6D 00 8C 01 5F 21 31 54 01 02 01 

3A 6D 00 8C 01 5F 21 31 54 02 02 01 3A 6D 00 8C 01 5F 21 31 54 03 02 01 3A 6D 00 8C 01 5F 21 31 54 04 02 01 

3A 6D 00 8C 01 60 21 31 54 05 02 01 3A 6D 00 8C 03 56 21 32 54 01 02 01 3A 6D 00 8C 03 56 21 32 54 02 02 01 

3A 6D 00 8C 03 56 21 32 54 03 02 01 3A 6D 00 8C 03 57 21 32 54 04 02 01 E5 98  

Tx: 11:51:45: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 09 50 04 00 0A 00 1C 00 00 9C D0  

Rx: 11:51:45: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 90 51 0E 00 0A 00 26 3A 6D 00 8C 03 57 21 32 54 05 02 01 3A 6D 00 8D 01 62 21 33 54 01 02 01 

3A 6D 00 8D 01 62 21 33 54 02 02 01 3A 6D 00 8D 01 62 21 33 54 03 02 01 3A 6D 00 8D 01 63 21 33 54 04 02 

01 3A 6D 00 8D 01 63 21 33 54 05 02 01 3A 6D 00 8D 03 56 21 34 54 01 02 01 3A 6D 00 8D 03 56 21 34 54 02 

02 01 3A 6D 00 8D 03 56 21 34 54 03 02 01 3A 6D 00 8D 03 57 21 34 54 04 02 01 99 C4  

Tx: 11:51:45: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0A 50 04 00 0A 00 26 00 00 D3 4B  

 

Rx: 11:51:45: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 A0 51 0E 00 0A 00 30 3A 6D 00 8D 03 57 21 34 54 05 02 01 3A 6D 00 8E 01 60 21 35 54 01 02 01 

3A 6D 00 8E 01 60 21 35 54 02 02 01 3A 6D 00 8E 01 60 21 35 54 03 02 01 3A 6D 00 8E 01 60 21 35 54 04 02 01 

3A 6D 00 8E 01 61 21 35 54 05 02 01 3A 6D 00 8E 03 58 21 36 54 01 02 01 3A 6D 00 8E 03 58 21 36 54 02 02 01 

3A 6D 00 8E 03 58 21 36 54 03 02 01 3A 6D 00 8E 03 58 21 36 54 04 02 01 FD 2A  

Tx: 11:51:45: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0B 50 04 00 0A 00 30 00 00 19 DD  

Rx: 11:51:46: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 B0 51 0E 00 0A 00 3A 3A 6D 00 8E 03 59 21 36 54 05 02 01 3A 6D 00 8F 01 C0 21 37 54 01 02 01 

3A 6D 00 8F 01 C0 21 37 54 02 02 01 3A 6D 00 8F 01 C0 21 37 54 03 02 01 3A 6D 00 8F 01 C1 21 37 54 04 02 01 

3A 6D 00 8F 01 C1 21 37 54 05 02 01 3A 6D 00 8F 03 B4 21 38 54 01 02 01 3A 6D 00 8F 03 B4 21 38 54 02 02 01 

3A 6D 00 8F 03 B4 21 38 54 03 02 01 3A 6D 00 8F 03 B4 21 38 54 04 02 01 FC 84  

Tx: 11:51:46: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0C 50 04 00 0A 00 3A 00 00 A1 D3  

Rx: 11:51:46: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 C0 51 0E 00 0A 00 44 3A 6D 00 8F 03 B5 21 38 54 05 02 01 3A 6D 00 90 01 C1 21 39 54 01 02 01 

3A 6D 00 90 01 C1 21 39 54 02 02 01 3A 6D 00 90 01 C1 21 39 54 03 02 01 3A 6D 00 90 01 C1 21 39 54 04 02 01 

3A 6D 00 90 01 C2 21 39 54 05 02 01 3A 6D 00 90 03 BC 21 3A 54 01 02 01 3A 6D 00 90 03 BD 21 3A 54 02 02 

01 3A 6D 00 90 03 BD 21 3A 54 03 02 01 3A 6D 00 90 03 BD 21 3A 54 04 02 01 AD BC  

Tx: 11:51:46: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0D 50 04 00 0A 00 44 00 00 86 EB  

Rx: 11:51:46: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 D0 51 0E 00 0A 00 4E 3A 6D 00 90 03 BD 21 3A 54 05 02 01 3A 6D 00 91 01 CA 21 3B 54 01 02 

01 3A 6D 00 91 01 CB 21 3B 54 02 02 01 3A 6D 00 91 01 CB 21 3B 54 03 02 01 3A 6D 00 91 01 CB 21 3B 54 04 

02 01 3A 6D 00 91 01 CB 21 3B 54 05 02 01 3A 6D 00 91 03 BE 21 3C 54 01 02 01 3A 6D 00 91 03 BE 21 3C 54 

02 02 01 3A 6D 00 91 03 BF 21 3C 54 03 02 01 3A 6D 00 91 03 BF 21 3C 54 04 02 01 35 18  

Tx: 11:51:47: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0E 50 04 00 0A 00 4E 00 00 FF 23  

 

Rx: 11:51:47: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 E0 51 0E 00 0A 00 58 3A 6D 00 91 03 BF 21 3C 54 05 02 01 3A 6D 00 92 01 C4 21 3D 54 01 02 01 

3A 6D 00 92 01 C4 21 3D 54 02 02 01 3A 6D 00 92 01 C4 21 3D 54 03 02 01 3A 6D 00 92 01 C4 21 3D 54 04 02 

01 3A 6D 00 92 01 C5 21 3D 54 05 02 01 3A 6D 00 93 00 35 21 3E 54 01 02 01 3A 6D 00 93 00 36 21 3E 54 02 02 

01 3A 6D 00 93 00 36 21 3E 54 03 02 01 3A 6D 00 93 00 36 21 3E 54 04 02 01 D3 33  

Tx: 11:51:47: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0F 50 04 00 0A 00 58 00 00 35 B5  

Rx: 11:51:47: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 F0 51 0E 00 0A 00 62 3A 6D 00 93 00 37 21 3E 54 05 02 01 3A 6D 00 93 02 32 21 3F 54 01 02 01 

3A 6D 00 93 02 32 21 3F 54 02 02 01 3A 6D 00 93 02 32 21 3F 54 03 02 01 3A 6D 00 93 02 33 21 3F 54 04 02 01 

3A 6D 00 93 02 33 21 3F 54 05 02 01 3A 6D 00 94 00 9A 21 40 54 01 02 01 3A 6D 00 94 00 9A 21 40 54 02 02 01 

3A 6D 00 94 00 9A 21 40 54 03 02 01 3A 6D 00 94 00 9A 21 40 54 04 02 01 48 C7  

Tx: 11:51:47: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 01 50 04 00 0A 00 62 00 00 90 24  

Rx: 11:51:48: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 10 51 0E 00 0A 00 6C 3A 6D 00 94 00 9B 21 40 54 05 02 01 3A 6D 00 94 02 93 21 41 54 01 02 01 

3A 6D 00 94 02 94 21 41 54 02 02 01 3A 6D 00 94 02 94 21 41 54 03 02 01 3A 6D 00 94 02 94 21 41 54 04 02 01 

3A 6D 00 94 02 94 21 41 54 05 02 01 3A 6D 00 95 00 98 21 42 54 01 02 01 3A 6D 00 95 00 98 21 42 54 02 02 01 

3A 6D 00 95 00 98 21 42 54 03 02 01 3A 6D 00 95 00 99 21 42 54 04 02 01 20 9C  

Tx: 11:51:48: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 02 50 04 00 0A 00 6C 00 00 A9 68  

Rx: 11:51:48: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 20 51 0E 00 0A 00 76 3A 6D 00 95 00 99 21 42 54 05 02 01 3A 6D 00 95 02 8F 21 43 54 01 02 01 

3A 6D 00 95 02 8F 21 43 54 02 02 01 3A 6D 00 95 02 90 21 43 54 03 02 01 3A 6D 00 95 02 90 21 43 54 04 02 01 

3A 6D 00 95 02 90 21 43 54 05 02 01 3A 6D 00 96 00 98 21 44 54 01 02 01 3A 6D 00 96 00 98 21 44 54 02 02 01 

3A 6D 00 96 00 98 21 44 54 03 02 01 3A 6D 00 96 00 99 21 44 54 04 02 01 9A 3D  

Tx: 11:51:48: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 03 50 04 00 0A 00 76 00 00 A2 72  

 

Rx: 11:51:48: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 30 51 0E 00 0A 00 80 3A 6D 00 96 00 99 21 44 54 05 02 01 3A 6D 00 96 02 8C 21 45 54 01 02 01 

3A 6D 00 96 02 8C 21 45 54 02 02 01 3A 6D 00 96 02 8C 21 45 54 03 02 01 3A 6D 00 96 02 8C 21 45 54 04 02 01 

3A 6D 00 96 02 8D 21 45 54 05 02 01 3A 6D 00 97 00 A4 21 46 54 01 02 01 3A 6D 00 97 00 A4 21 46 54 02 02 

01 3A 6D 00 97 00 A5 21 46 54 03 02 01 3A 6D 00 97 00 A5 21 46 54 04 02 01 DD C1  

Tx: 11:51:49: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 04 50 04 00 0A 00 80 00 00 34 EF  

Rx: 11:51:49: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 40 51 0E 00 0A 00 8A 3A 6D 00 97 00 A5 21 46 54 05 02 01 3A 6D 00 97 02 98 21 47 54 01 02 01 

3A 6D 00 97 02 98 21 47 54 02 02 01 3A 6D 00 97 02 98 21 47 54 03 02 01 3A 6D 00 97 02 99 21 47 54 04 02 01 

3A 6D 00 97 02 99 21 47 54 05 02 01 3A 6D 00 98 00 9E 21 48 54 01 02 01 3A 6D 00 98 00 9E 21 48 54 02 02 01 

3A 6D 00 98 00 9F 21 48 54 03 02 01 3A 6D 00 98 00 9F 21 48 54 04 02 01 98 6F  

Tx: 11:51:49: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 05 50 04 00 0A 00 8A 00 00 2D C4  

 

Rx: 11:51:49: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 50 51 0E 00 0A 00 94 3A 6D 00 98 00 9F 21 48 54 05 02 01 3A 6D 00 98 02 98 21 49 54 01 02 01 

3A 6D 00 98 02 98 21 49 54 02 02 01 3A 6D 00 98 02 98 21 49 54 03 02 01 3A 6D 00 98 02 98 21 49 54 04 02 01 

3A 6D 00 98 02 99 21 49 54 05 02 01 3A 6D 00 99 00 AA 21 4A 54 01 02 01 3A 6D 00 99 00 AA 21 4A 54 02 02 

01 3A 6D 00 99 00 AA 21 4A 54 03 02 01 3A 6D 00 99 00 AA 21 4A 54 04 02 01 B3 88  

Tx: 11:51:49: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 06 50 04 00 0A 00 94 00 00 06 B9  

Rx: 11:51:50: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 60 51 0E 00 0A 00 9E 3A 6D 00 99 00 AB 21 4A 54 05 02 01 3A 6D 00 99 02 9B 21 4B 54 01 02 01 

3A 6D 00 99 02 9C 21 4B 54 02 02 01 3A 6D 00 99 02 9C 21 4B 54 03 02 01 3A 6D 00 99 02 9C 21 4B 54 04 02 

01 3A 6D 00 99 02 9C 21 4B 54 05 02 01 3A 6D 00 9A 00 A7 21 4C 54 01 02 01 3A 6D 00 9A 00 A8 21 4C 54 02 

02 01 3A 6D 00 9A 00 A8 21 4C 54 03 02 01 3A 6D 00 9A 00 A8 21 4C 54 04 02 01 AD 2D  

Tx: 11:51:50: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 07 50 04 00 0A 00 9E 00 00 1F 92  

Rx: 11:51:50: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 70 51 0E 00 0A 00 A8 3A 6D 00 9A 00 A8 21 4C 54 05 02 01 3A 6D 00 9A 02 A2 21 4D 54 01 02 

01 3A 6D 00 9A 02 A2 21 4D 54 02 02 01 3A 6D 00 9A 02 A3 21 4D 54 03 02 01 3A 6D 00 9A 02 A3 21 4D 54 04 

02 01 3A 6D 00 9A 02 A3 21 4D 54 05 02 01 3A 6D 00 9B 00 AD 21 4E 54 01 02 01 3A 6D 00 9B 00 AD 21 4E 54 

02 02 01 3A 6D 00 9B 00 AD 21 4E 54 03 02 01 3A 6D 00 9B 00 AE 21 4E 54 04 02 01 C2 CF  

Tx: 11:51:50: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 08 50 04 00 0A 00 A8 00 00 C3 EE  

Rx: 11:51:50: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 80 51 0E 00 0A 00 B2 3A 6D 00 9B 00 AE 21 4E 54 05 02 01 3A 6D 00 9B 03 02 21 4F 54 01 02 01 

3A 6D 00 9B 03 03 21 4F 54 02 02 01 3A 6D 00 9B 03 03 21 4F 54 03 02 01 3A 6D 00 9B 03 03 21 4F 54 04 02 01 

3A 6D 00 9B 03 03 21 4F 54 05 02 01 3A 6D 00 9C 01 07 21 50 54 01 02 01 3A 6D 00 9C 01 07 21 50 54 02 02 01 

3A 6D 00 9C 01 07 21 50 54 03 02 01 3A 6D 00 9C 01 08 21 50 54 04 02 01 53 4B  

Tx: 11:51:51: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 09 50 04 00 0A 00 B2 00 00 C8 F4  

Rx: 11:51:51: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 90 51 0E 00 0A 00 BC 3A 6D 00 9C 01 08 21 50 54 05 02 01 3A 6D 00 9C 02 FB 21 51 54 01 02 01 

3A 6D 00 9C 02 FB 21 51 54 02 02 01 3A 6D 00 9C 02 FB 21 51 54 03 02 01 3A 6D 00 9C 02 FB 21 51 54 04 02 01 

3A 6D 00 9C 02 FC 21 51 54 05 02 01 3A 6D 00 9D 01 08 21 52 54 01 02 01 3A 6D 00 9D 01 08 21 52 54 02 02 

01 3A 6D 00 9D 01 08 21 52 54 03 02 01 3A 6D 00 9D 01 08 21 52 54 04 02 01 A8 C9  

Tx: 11:51:51: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0A 50 04 00 0A 00 BC 00 00 F1 B8  

Rx: 11:51:51: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 A0 51 0E 00 0A 00 C6 3A 6D 00 9D 01 09 21 52 54 05 02 01 3A 6D 00 9D 02 FF 21 53 54 01 02 01 

3A 6D 00 9D 02 FF 21 53 54 02 02 01 3A 6D 00 9D 02 FF 21 53 54 03 02 01 3A 6D 00 9D 03 00 21 53 54 04 02 01 

3A 6D 00 9D 03 00 21 53 54 05 02 01 3A 6D 00 9E 01 07 21 54 54 01 02 01 3A 6D 00 9E 01 08 21 54 54 02 02 01 

3A 6D 00 9E 01 08 21 54 54 03 02 01 3A 6D 00 9E 01 08 21 54 54 04 02 01 66 A7  

Tx: 11:51:51: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0B 50 04 00 0A 00 C6 00 00 96 04  

 

Rx: 11:51:52: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 B0 51 0E 00 0A 00 D0 3A 6D 00 9E 01 08 21 54 54 05 02 01 3A 6D 00 9E 03 63 21 55 54 01 02 01 

3A 6D 00 9E 03 63 21 55 54 02 02 01 3A 6D 00 9E 03 64 21 55 54 03 02 01 3A 6D 00 9E 03 64 21 55 54 04 02 01 

3A 6D 00 9E 03 64 21 55 54 05 02 01 3A 6D 00 9F 01 6C 21 56 54 01 02 01 3A 6D 00 9F 01 6C 21 56 54 02 02 01 

3A 6D 00 9F 01 6C 21 56 54 03 02 01 3A 6D 00 9F 01 6C 21 56 54 04 02 01 71 0A  

Tx: 11:51:52: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0C 50 04 00 0A 00 D0 00 00 FD B7  

Rx: 11:51:52: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 C0 51 0E 00 0A 00 DA 3A 6D 00 9F 01 6D 21 56 54 05 02 01 3A 6D 00 9F 03 CB 21 57 54 01 02 

01 3A 6D 00 9F 03 CC 21 57 54 02 02 01 3A 6D 00 9F 03 CC 21 57 54 03 02 01 3A 6D 00 9F 03 CC 21 57 54 04 02 

01 3A 6D 00 9F 03 CC 21 57 54 05 02 01 3A 6D 00 A0 02 42 21 58 54 01 02 01 3A 6D 00 A0 02 42 21 58 54 02 02 

01 3A 6D 00 A0 02 42 21 58 54 03 02 01 3A 6D 00 A0 02 42 21 58 54 04 02 01 9B ED  

Tx: 11:51:52: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0D 50 04 00 0A 00 DA 00 00 E4 9C  

Rx: 11:51:52: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 D0 51 0E 00 0A 00 E4 3A 6D 00 A0 02 43 21 58 54 05 02 01 3A 6D 00 A1 00 A4 21 59 54 01 02 

01 3A 6D 00 A1 00 A5 21 59 54 02 02 01 3A 6D 00 A1 00 A5 21 59 54 03 02 01 3A 6D 00 A1 00 A5 21 59 54 04 

02 01 3A 6D 00 A1 00 A5 21 59 54 05 02 01 3A 6D 00 A1 02 98 21 5A 54 01 02 01 3A 6D 00 A1 02 98 21 5A 54 

02 02 01 3A 6D 00 A1 02 99 21 5A 54 03 02 01 3A 6D 00 A1 02 99 21 5A 54 04 02 01 65 CF  

Tx: 11:51:53: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0E 50 04 00 0A 00 E4 00 00 EB 83  

Rx: 11:51:53: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 E0 51 0E 00 0A 00 EE 3A 6D 00 A1 02 99 21 5A 54 05 02 01 3A 6D 00 A2 01 09 21 5B 54 01 02 01 

3A 6D 00 A2 01 0A 21 5B 54 02 02 01 3A 6D 00 A2 01 0A 21 5B 54 03 02 01 3A 6D 00 A2 01 0A 21 5B 54 04 02 

01 3A 6D 00 A2 01 0A 21 5B 54 05 02 01 3A 6D 00 A2 03 5D 21 5C 54 01 02 01 3A 6D 00 A2 03 5D 21 5C 54 02 

02 01 3A 6D 00 A2 03 5E 21 5C 54 03 02 01 3A 6D 00 A2 03 5E 21 5C 54 04 02 01 18 48  

Tx: 11:51:53: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0F 50 04 00 0A 00 EE 00 00 F2 A8  

 

Rx: 11:51:53: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 F0 51 0E 00 0A 00 F8 3A 6D 00 A2 03 5E 21 5C 54 05 02 01 3A 6D 00 A3 01 6D 21 5D 54 01 02 

01 3A 6D 00 A3 01 6E 21 5D 54 02 02 01 3A 6D 00 A3 01 6E 21 5D 54 03 02 01 3A 6D 00 A3 01 6E 21 5D 54 04 

02 01 3A 6D 00 A3 01 6E 21 5D 54 05 02 01 3A 6D 00 A3 03 CF 21 5E 54 01 02 01 3A 6D 00 A3 03 D0 21 5E 54 

02 02 01 3A 6D 00 A3 03 D0 21 5E 54 03 02 01 3A 6D 00 A3 03 D0 21 5E 54 04 02 01 BF F0  

Tx: 11:51:53: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 01 50 04 00 0A 00 F8 00 00 B2 D7  

Rx: 11:51:54: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 10 51 0E 00 0A 01 02 3A 6D 00 A3 03 D0 21 5E 54 05 02 01 3A 6D 00 A4 01 DA 21 5F 54 01 02 

01 3A 6D 00 A4 01 DB 21 5F 54 02 02 01 3A 6D 00 A4 01 DB 21 5F 54 03 02 01 3A 6D 00 A4 01 DB 21 5F 54 04 

02 01 3A 6D 00 A4 01 DB 21 5F 54 05 02 01 3A 6D 00 A5 00 48 21 60 54 01 02 01 3A 6D 00 A5 00 48 21 60 54 

02 02 01 3A 6D 00 A5 00 49 21 60 54 03 02 01 3A 6D 00 A5 00 49 21 60 54 04 02 01 09 55  

Tx: 11:51:54: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 02 50 04 00 0A 01 02 00 00 17 31  

Rx: 11:51:54: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 20 51 0E 00 0A 01 0C 3A 6D 00 A5 00 49 21 60 54 05 02 01 3A 6D 00 A5 02 A1 21 61 54 01 02 01 

3A 6D 00 A5 02 A1 21 61 54 02 02 01 3A 6D 00 A5 02 A1 21 61 54 03 02 01 3A 6D 00 A5 02 A2 21 61 54 04 02 

01 3A 6D 00 A5 02 A3 21 61 54 05 02 01 3A 6D 00 A6 00 AD 21 62 54 01 02 01 3A 6D 00 A6 00 AD 21 62 54 02 

02 01 3A 6D 00 A6 00 AD 21 62 54 03 02 01 3A 6D 00 A6 00 AE 21 62 54 04 02 01 89 B8  

Tx: 11:51:54: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 03 50 04 00 0A 01 0C 00 00 4E 9E  

Rx: 11:51:54: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 30 51 0E 00 0A 01 16 3A 6D 00 A6 00 AE 21 62 54 05 02 01 3A 6D 00 A6 02 A3 21 63 54 01 02 

01 3A 6D 00 A6 02 A3 21 63 54 02 02 01 3A 6D 00 A6 02 A4 21 63 54 03 02 01 3A 6D 00 A6 02 A4 21 63 54 04 

02 01 3A 6D 00 A6 02 A4 21 63 54 05 02 01 3A 6D 00 A7 00 B8 21 64 54 01 02 01 3A 6D 00 A7 00 B8 21 64 54 

02 02 01 3A 6D 00 A7 00 B8 21 64 54 03 02 01 3A 6D 00 A7 00 B8 21 64 54 04 02 01 3A 21  

Tx: 11:51:55: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 04 50 04 00 0A 01 16 00 00 E4 A1  

 

Rx: 11:51:55: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 40 51 0E 00 0A 01 20 3A 6D 00 A7 00 B9 21 64 54 05 02 01 3A 6D 00 A7 02 A7 21 65 54 01 02 01 

3A 6D 00 A7 02 A8 21 65 54 02 02 01 3A 6D 00 A7 02 A8 21 65 54 03 02 01 3A 6D 00 A7 02 A8 21 65 54 04 02 

01 3A 6D 00 A7 02 A9 21 65 54 05 02 01 3A 6D 00 A8 01 1C 21 66 54 01 02 01 3A 6D 00 A8 01 1C 21 66 54 02 

02 01 3A 6D 00 A8 01 1C 21 66 54 03 02 01 3A 6D 00 A8 01 1D 21 66 54 04 02 01 45 77  

Tx: 11:51:55: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 05 50 04 00 0A 01 20 00 00 0A 55  

Rx: 11:51:55: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 50 51 0E 00 0A 01 2A 3A 6D 00 A8 01 1D 21 66 54 05 02 01 3A 6D 00 A8 03 6A 21 67 54 01 02 

01 3A 6D 00 A8 03 6A 21 67 54 02 02 01 3A 6D 00 A8 03 6B 21 67 54 03 02 01 3A 6D 00 A8 03 6B 21 67 54 04 

02 01 3A 6D 00 A8 03 6C 21 67 54 05 02 01 3A 6D 00 A9 01 78 21 68 54 01 02 01 3A 6D 00 A9 01 78 21 68 54 

02 02 01 3A 6D 00 A9 01 79 21 68 54 03 02 01 3A 6D 00 A9 01 79 21 68 54 04 02 01 27 D8  

Tx: 11:51:55: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 06 50 04 00 0A 01 2A 00 00 73 9D  

Rx: 11:51:56: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 60 51 0E 00 0A 01 34 3A 6D 00 A9 01 79 21 68 54 05 02 01 3A 6D 00 A9 03 CE 21 69 54 01 02 01 

3A 6D 00 A9 03 CE 21 69 54 02 02 01 3A 6D 00 A9 03 CF 21 69 54 03 02 01 3A 6D 00 A9 03 D0 21 69 54 04 02 

01 3A 6D 00 A9 03 D0 21 69 54 05 02 01 3A 6D 00 AA 01 DA 21 6A 54 01 02 01 3A 6D 00 AA 01 DA 21 6A 54 02 

02 01 3A 6D 00 AA 01 DB 21 6A 54 03 02 01 3A 6D 00 AA 01 DB 21 6A 54 04 02 01 0C 92  

Tx: 11:51:56: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 07 50 04 00 0A 01 34 00 00 38 03  

Rx: 11:51:56: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 70 51 0E 00 0A 01 3E 3A 6D 00 AA 01 DC 21 6A 54 05 02 01 3A 6D 00 AA 03 D8 21 6B 54 01 02 

01 3A 6D 00 AA 03 D8 21 6B 54 02 02 01 3A 6D 00 AA 03 D8 21 6B 54 03 02 01 3A 6D 00 AA 03 D9 21 6B 54 04 

02 01 3A 6D 00 AA 03 DA 21 6B 54 05 02 01 3A 6D 00 AB 01 DE 21 6C 54 01 02 01 3A 6D 00 AB 01 DE 21 6C 54 

02 02 01 3A 6D 00 AB 01 DE 21 6C 54 03 02 01 3A 6D 00 AB 01 DF 21 6C 54 04 02 01 D6 D2  

Tx: 11:51:56: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 08 50 04 00 0A 01 3E 00 00 13 A0  

 

Rx: 11:51:56: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 80 51 0E 00 0A 01 48 3A 6D 00 AB 01 DF 21 6C 54 05 02 01 3A 6D 00 AB 03 DC 21 6D 54 01 02 

01 3A 6D 00 AB 03 DC 21 6D 54 02 02 01 3A 6D 00 AB 03 DC 21 6D 54 03 02 01 3A 6D 00 AB 03 DD 21 6D 54 04 

02 01 3A 6D 00 AB 03 DD 21 6D 54 05 02 01 3A 6D 00 AC 02 46 21 6E 54 01 02 01 3A 6D 00 AC 02 46 21 6E 54 

02 02 01 3A 6D 00 AC 02 47 21 6E 54 03 02 01 3A 6D 00 AC 02 47 21 6E 54 04 02 01 B5 DF  

Tx: 11:51:57: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 09 50 04 00 0A 01 48 00 00 B5 90  

Rx: 11:51:57: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 90 51 0E 00 0A 01 52 3A 6D 00 AC 02 47 21 6E 54 05 02 01 3A 6D 00 AD 00 58 21 6F 54 01 02 01 

3A 6D 00 AD 00 59 21 6F 54 02 02 01 3A 6D 00 AD 00 59 21 6F 54 03 02 01 3A 6D 00 AD 00 59 21 6F 54 04 02 

01 3A 6D 00 AD 00 5A 21 6F 54 05 02 01 3A 6D 00 AD 02 45 21 70 54 01 02 01 3A 6D 00 AD 02 46 21 70 54 02 

02 01 3A 6D 00 AD 02 46 21 70 54 03 02 01 3A 6D 00 AD 02 46 21 70 54 04 02 01 33 5F  

Tx: 11:51:57: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0A 50 04 00 0A 01 52 00 00 DE 69  

Rx: 11:51:57: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 A0 51 0E 00 0A 01 5C 3A 6D 00 AD 02 46 21 70 54 05 02 01 3A 6D 00 AE 00 5A 21 71 54 01 02 

01 3A 6D 00 AE 00 5A 21 71 54 02 02 01 3A 6D 00 AE 00 5B 21 71 54 03 02 01 3A 6D 00 AE 00 5C 21 71 54 04 

02 01 3A 6D 00 AE 00 5C 21 71 54 05 02 01 3A 6D 00 AE 02 4A 21 72 54 01 02 01 3A 6D 00 AE 02 4A 21 72 54 

02 02 01 3A 6D 00 AE 02 4A 21 72 54 03 02 01 3A 6D 00 AE 02 4A 21 72 54 04 02 01 9E 1E  

Tx: 11:51:57: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0B 50 04 00 0A 01 5C 00 00 87 C6  

Rx: 11:51:58: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 B0 51 0E 00 0A 01 66 3A 6D 00 AE 02 4B 21 72 54 05 02 01 3A 6D 00 AF 00 54 21 73 54 01 02 01 

3A 6D 00 AF 00 54 21 73 54 02 02 01 3A 6D 00 AF 00 54 21 73 54 03 02 01 3A 6D 00 AF 00 54 21 73 54 04 02 01 

3A 6D 00 AF 00 55 21 73 54 05 02 01 3A 6D 00 AF 02 46 21 74 54 01 02 01 3A 6D 00 AF 02 46 21 74 54 02 02 01 

3A 6D 00 AF 02 46 21 74 54 03 02 01 3A 6D 00 AF 02 47 21 74 54 04 02 01 95 C9  

Tx: 11:51:58: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0C 50 04 00 0A 01 66 00 00 09 9B  

 

Rx: 11:51:58: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  
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AE 01 85 02 02 C0 51 0E 00 0A 01 70 3A 6D 00 AF 02 47 21 74 54 05 02 01 3A 6D 00 B0 00 B8 21 75 54 01 02 01 

3A 6D 00 B0 00 B8 21 75 54 02 02 01 3A 6D 00 B0 00 B8 21 75 54 03 02 01 3A 6D 00 B0 00 B8 21 75 54 04 02 

01 3A 6D 00 B0 00 B9 21 75 54 05 02 01 3A 6D 00 B0 02 AE 21 76 54 01 02 01 3A 6D 00 B0 02 AE 21 76 54 02 

02 01 3A 6D 00 B0 02 AE 21 76 54 03 02 01 3A 6D 00 B0 02 AE 21 76 54 04 02 01 27 F0  

Tx: 11:51:58: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0D 50 04 00 0A 01 70 00 00 C3 0D  

Rx: 11:51:58: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 D0 51 0E 00 0A 01 7A 3A 6D 00 B0 02 AF 21 76 54 05 02 01 3A 6D 00 B1 01 20 21 77 54 01 02 

01 3A 6D 00 B1 01 20 21 77 54 02 02 01 3A 6D 00 B1 01 20 21 77 54 03 02 01 3A 6D 00 B1 01 21 21 77 54 04 02 

01 3A 6D 00 B1 01 21 21 77 54 05 02 01 3A 6D 00 B1 03 18 21 78 54 01 02 01 3A 6D 00 B1 03 18 21 78 54 02 02 

01 3A 6D 00 B1 03 18 21 78 54 03 02 01 3A 6D 00 B1 03 19 21 78 54 04 02 01 FD AC  

Tx: 11:51:59: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0E 50 04 00 0A 01 7A 00 00 BA C5  

Rx: 11:51:59: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 E0 51 0E 00 0A 01 84 3A 6D 00 B1 03 19 21 78 54 05 02 01 3A 6D 00 B2 01 27 21 79 54 01 02 01 

3A 6D 00 B2 01 27 21 79 54 02 02 01 3A 6D 00 B2 01 27 21 79 54 03 02 01 3A 6D 00 B2 01 27 21 79 54 04 02 01 

3A 6D 00 B2 01 28 21 79 54 05 02 01 3A 6D 00 B2 03 19 21 7A 54 01 02 01 3A 6D 00 B2 03 19 21 7A 54 02 02 

01 3A 6D 00 B2 03 19 21 7A 54 03 02 01 3A 6D 00 B2 03 19 21 7A 54 04 02 01 77 19  

 

Tx: 11:51:59: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0F 50 04 00 0A 01 84 00 00 0C 75  

Rx: 11:51:59: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 F0 51 0E 00 0A 01 8E 3A 6D 00 B2 03 1A 21 7A 54 05 02 01 3A 6D 00 B3 01 21 21 7B 54 01 02 01 

3A 6D 00 B3 01 21 21 7B 54 02 02 01 3A 6D 00 B3 01 21 21 7B 54 03 02 01 3A 6D 00 B3 01 21 21 7B 54 04 02 

01 3A 6D 00 B3 01 22 21 7B 54 05 02 01 3A 6D 00 B3 03 7B 21 7C 54 01 02 01 3A 6D 00 B3 03 7B 21 7C 54 02 

02 01 3A 6D 00 B3 03 7B 21 7C 54 03 02 01 3A 6D 00 B3 03 7B 21 7C 54 04 02 01 EA C6  

 

Tx: 11:51:59: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 01 50 04 00 0A 01 8E 00 00 9F B7  
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Rx: 11:52:00: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 10 51 0E 00 0A 01 98 3A 6D 00 B3 03 7C 21 7C 54 05 02 01 3A 6D 00 B4 01 87 21 7D 54 01 02 01 

3A 6D 00 B4 01 87 21 7D 54 02 02 01 3A 6D 00 B4 01 87 21 7D 54 03 02 01 3A 6D 00 B4 01 87 21 7D 54 04 02 

01 3A 6D 00 B4 01 88 21 7D 54 05 02 01 3A 6D 00 B4 03 7C 21 7E 54 01 02 01 3A 6D 00 B4 03 7D 21 7E 54 02 

02 01 3A 6D 00 B4 03 7D 21 7E 54 03 02 01 3A 6D 00 B4 03 7D 21 7E 54 04 02 01 16 23  

Tx: 11:52:00: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 02 50 04 00 0A 01 98 00 00 35 C2  

Rx: 11:52:00: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 20 51 0E 00 0A 01 A2 3A 6D 00 B4 03 7D 21 7E 54 05 02 01 3A 6D 00 B5 01 8F 21 7F 54 01 02 01 

3A 6D 00 B5 01 8F 21 7F 54 02 02 01 3A 6D 00 B5 01 8F 21 7F 54 03 02 01 3A 6D 00 B5 01 8F 21 7F 54 04 02 01 

3A 6D 00 B5 01 90 21 7F 54 05 02 01 3A 6D 00 B5 03 DB 21 80 54 01 02 01 3A 6D 00 B5 03 DC 21 80 54 02 02 

01 3A 6D 00 B5 03 DC 21 80 54 03 02 01 3A 6D 00 B5 03 DC 21 80 54 04 02 01 99 07  

Tx: 11:52:00: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 03 50 04 00 0A 01 A2 00 00 1A BA  

 

Rx: 11:52:00: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 30 51 0E 00 0A 01 AC 3A 6D 00 B5 03 DC 21 80 54 05 02 01 3A 6D 00 B6 01 ED 21 81 54 01 02 

01 3A 6D 00 B6 01 ED 21 81 54 02 02 01 3A 6D 00 B6 01 ED 21 81 54 03 02 01 3A 6D 00 B6 01 ED 21 81 54 04 

02 01 3A 6D 00 B6 01 EE 21 81 54 05 02 01 3A 6D 00 B7 00 5C 21 82 54 01 02 01 3A 6D 00 B7 00 5D 21 82 54 

02 02 01 3A 6D 00 B7 00 5D 21 82 54 03 02 01 3A 6D 00 B7 00 5D 21 82 54 04 02 01 12 6D  

Tx: 11:52:01: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 04 50 04 00 0A 01 AC 00 00 E2 30  

Rx: 11:52:01: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 40 51 0E 00 0A 01 B6 3A 6D 00 B7 00 5D 21 82 54 05 02 01 3A 6D 00 B7 02 53 21 83 54 01 02 01 

3A 6D 00 B7 02 53 21 83 54 02 02 01 3A 6D 00 B7 02 53 21 83 54 03 02 01 3A 6D 00 B7 02 53 21 83 54 04 02 01 

3A 6D 00 B7 02 54 21 83 54 05 02 01 3A 6D 00 B8 00 61 21 84 54 01 02 01 3A 6D 00 B8 00 61 21 84 54 02 02 01 

3A 6D 00 B8 00 62 21 84 54 03 02 01 3A 6D 00 B8 00 62 21 84 54 04 02 01 1F 78  

 

Tx: 11:52:01: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  
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AE 02 0F 01 01 05 50 04 00 0A 01 B6 00 00 E9 2A  

Rx: 11:52:01: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 50 51 0E 00 0A 01 C0 3A 6D 00 B8 00 63 21 84 54 05 02 01 3A 6D 00 B8 02 55 21 85 54 01 02 01 

3A 6D 00 B8 02 55 21 85 54 02 02 01 3A 6D 00 B8 02 55 21 85 54 03 02 01 3A 6D 00 B8 02 55 21 85 54 04 02 01 

3A 6D 00 B8 02 56 21 85 54 05 02 01 3A 6D 00 B9 00 BB 21 86 54 01 02 01 3A 6D 00 B9 00 BB 21 86 54 02 02 

01 3A 6D 00 B9 00 BB 21 86 54 03 02 01 3A 6D 00 B9 00 BC 21 86 54 04 02 01 7F 91  

Tx: 11:52:01: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 06 50 04 00 0A 01 C0 00 00 2F F9  

Rx: 11:52:02: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 60 51 0E 00 0A 01 CA 3A 6D 00 B9 00 BC 21 86 54 05 02 01 3A 6D 00 B9 02 B7 21 87 54 01 02 

01 3A 6D 00 B9 02 B7 21 87 54 02 02 01 3A 6D 00 B9 02 B7 21 87 54 03 02 01 3A 6D 00 B9 02 B7 21 87 54 04 

02 01 3A 6D 00 B9 02 B8 21 87 54 05 02 01 3A 6D 00 BA 00 BD 21 88 54 01 02 01 3A 6D 00 BA 00 BD 21 88 54 

02 02 01 3A 6D 00 BA 00 BE 21 88 54 03 02 01 3A 6D 00 BA 00 BE 21 88 54 04 02 01 98 7C  

Tx: 11:52:02: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 07 50 04 00 0A 01 CA 00 00 36 D2  

Rx: 11:52:02: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 70 51 0E 00 0A 01 D4 3A 6D 00 BA 00 BE 21 88 54 05 02 01 3A 6D 00 BA 02 B6 21 89 54 01 02 

01 3A 6D 00 BA 02 B7 21 89 54 02 02 01 3A 6D 00 BA 02 B7 21 89 54 03 02 01 3A 6D 00 BA 02 B7 21 89 54 04 

02 01 3A 6D 00 BA 02 B7 21 89 54 05 02 01 3A 6D 00 BB 00 C2 21 8A 54 01 02 01 3A 6D 00 BB 00 C3 21 8A 54 

02 02 01 3A 6D 00 BB 00 C3 21 8A 54 03 02 01 3A 6D 00 BB 00 C3 21 8A 54 04 02 01 E5 AB  

Tx: 11:52:02: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 08 50 04 00 0A 01 D4 00 00 4F C4  

Rx: 11:52:02: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 80 51 0E 00 0A 01 DE 3A 6D 00 BB 00 C3 21 8A 54 05 02 01 3A 6D 00 BB 03 1D 21 8B 54 01 02 

01 3A 6D 00 BB 03 1D 21 8B 54 02 02 01 3A 6D 00 BB 03 1D 21 8B 54 03 02 01 3A 6D 00 BB 03 1D 21 8B 54 04 

02 01 3A 6D 00 BB 03 1E 21 8B 54 05 02 01 3A 6D 00 BC 01 28 21 8C 54 01 02 01 3A 6D 00 BC 01 29 21 8C 54 

02 02 01 3A 6D 00 BC 01 29 21 8C 54 03 02 01 3A 6D 00 BC 01 29 21 8C 54 04 02 01 83 68  

 

Tx: 11:52:03: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  
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AE 02 0F 01 01 09 50 04 00 0A 01 DE 00 00 56 EF  

Rx: 11:52:03: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 90 51 0E 00 0A 01 E8 3A 6D 00 BC 01 2A 21 8C 54 05 02 01 3A 6D 00 BC 03 18 21 8D 54 01 02 

01 3A 6D 00 BC 03 19 21 8D 54 02 02 01 3A 6D 00 BC 03 19 21 8D 54 03 02 01 3A 6D 00 BC 03 19 21 8D 54 04 

02 01 3A 6D 00 BC 03 19 21 8D 54 05 02 01 3A 6D 00 BD 01 22 21 8E 54 01 02 01 3A 6D 00 BD 01 22 21 8E 54 

02 02 01 3A 6D 00 BD 01 22 21 8E 54 03 02 01 3A 6D 00 BD 01 23 21 8E 54 04 02 01 1F 8E  

Tx: 11:52:03: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0A 50 04 00 0A 01 E8 00 00 D8 F8  

Rx: 11:52:03: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 A0 51 0E 00 0A 01 F2 3A 6D 00 BD 01 23 21 8E 54 05 02 01 3A 6D 00 BD 03 16 21 8F 54 01 02 01 

3A 6D 00 BD 03 16 21 8F 54 02 02 01 3A 6D 00 BD 03 16 21 8F 54 03 02 01 3A 6D 00 BD 03 17 21 8F 54 04 02 

01 3A 6D 00 BD 03 17 21 8F 54 05 02 01 3A 6D 00 BE 01 8D 21 90 54 01 02 01 3A 6D 00 BE 01 8E 21 90 54 02 

02 01 3A 6D 00 BE 01 8E 21 90 54 03 02 01 3A 6D 00 BE 01 8E 21 90 54 04 02 01 A2 4F  

Tx: 11:52:03: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0B 50 04 00 0A 01 F2 00 00 D3 E2  

Rx: 11:52:04: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 B0 51 0E 00 0A 01 FC 3A 6D 00 BE 01 8E 21 90 54 05 02 01 3A 6D 00 BE 03 7A 21 91 54 01 02 01 

3A 6D 00 BE 03 7A 21 91 54 02 02 01 3A 6D 00 BE 03 7A 21 91 54 03 02 01 3A 6D 00 BE 03 7B 21 91 54 04 02 

01 3A 6D 00 BE 03 7B 21 91 54 05 02 01 3A 6D 00 BF 01 86 21 92 54 01 02 01 3A 6D 00 BF 01 86 21 92 54 02 02 

01 3A 6D 00 BF 01 86 21 92 54 03 02 01 3A 6D 00 BF 01 87 21 92 54 04 02 01 3D AE  

Tx: 11:52:04: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0C 50 04 00 0A 01 FC 00 00 2B 68  

Rx: 11:52:04: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 C0 51 0E 00 0A 02 06 3A 6D 00 BF 01 87 21 92 54 05 02 01 3A 6D 00 BF 03 E0 21 93 54 01 02 01 

3A 6D 00 BF 03 E0 21 93 54 02 02 01 3A 6D 00 BF 03 E0 21 93 54 03 02 01 3A 6D 00 BF 03 E0 21 93 54 04 02 01 

3A 6D 00 BF 03 E1 21 93 54 05 02 01 3A 6D 00 C0 01 F1 21 94 54 01 02 01 3A 6D 00 C0 01 F2 21 94 54 02 02 01 

3A 6D 00 C0 01 F2 21 94 54 03 02 01 3A 6D 00 C0 01 F2 21 94 54 04 02 01 19 74  

 

Tx: 11:52:04: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  
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AE 02 0F 01 01 0D 50 04 00 0A 02 06 00 00 88 0F  

Rx: 11:52:04: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 D0 51 0E 00 0A 02 10 3A 6D 00 C0 01 F2 21 94 54 05 02 01 3A 6D 00 C0 03 DE 21 95 54 01 02 01 

3A 6D 00 C0 03 DE 21 95 54 02 02 01 3A 6D 00 C0 03 DE 21 95 54 03 02 01 3A 6D 00 C0 03 DF 21 95 54 04 02 

01 3A 6D 00 C0 03 DF 21 95 54 05 02 01 3A 6D 00 C1 02 54 21 96 54 01 02 01 3A 6D 00 C1 02 54 21 96 54 02 02 

01 3A 6D 00 C1 02 54 21 96 54 03 02 01 3A 6D 00 C1 02 54 21 96 54 04 02 01 E8 84  

Tx: 11:52:05: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0E 50 04 00 0A 02 10 00 00 22 7A  

Rx: 11:52:05: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 E0 51 0E 00 0A 02 1A 3A 6D 00 C1 02 55 21 96 54 05 02 01 3A 6D 00 C2 00 BD 21 97 54 01 02 01 

3A 6D 00 C2 00 BD 21 97 54 02 02 01 3A 6D 00 C2 00 BD 21 97 54 03 02 01 3A 6D 00 C2 00 BE 21 97 54 04 02 

01 3A 6D 00 C2 00 BE 21 97 54 05 02 01 3A 6D 00 C2 02 B6 21 98 54 01 02 01 3A 6D 00 C2 02 B6 21 98 54 02 02 

01 3A 6D 00 C2 02 B6 21 98 54 03 02 01 3A 6D 00 C2 02 B7 21 98 54 04 02 01 2E 18  

Tx: 11:52:05: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0F 50 04 00 0A 02 1A 00 00 3B 51  

Rx: 11:52:05: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 F0 51 0E 00 0A 02 24 3A 6D 00 C2 02 B7 21 98 54 05 02 01 3A 6D 00 C3 00 C0 21 99 54 01 02 01 

3A 6D 00 C3 00 C0 21 99 54 02 02 01 3A 6D 00 C3 00 C0 21 99 54 03 02 01 3A 6D 00 C3 00 C1 21 99 54 04 02 01 

3A 6D 00 C3 00 C1 21 99 54 05 02 01 3A 6D 00 C3 03 1E 21 9A 54 01 02 01 3A 6D 00 C3 03 1E 21 9A 54 02 02 

01 3A 6D 00 C3 03 1E 21 9A 54 03 02 01 3A 6D 00 C3 03 1F 21 9A 54 04 02 01 B6 BB  

Tx: 11:52:05: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 01 50 04 00 0A 02 24 00 00 DE 44  

Rx: 11:52:06: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 10 51 0E 00 0A 02 2E 3A 6D 00 C3 03 1F 21 9A 54 05 02 01 3A 6D 00 C4 01 24 21 9B 54 01 02 01 

3A 6D 00 C4 01 24 21 9B 54 02 02 01 3A 6D 00 C4 01 24 21 9B 54 03 02 01 3A 6D 00 C4 01 25 21 9B 54 04 02 

01 3A 6D 00 C4 01 25 21 9B 54 05 02 01 3A 6D 00 C4 03 1E 21 9C 54 01 02 01 3A 6D 00 C4 03 1E 21 9C 54 02 02 

01 3A 6D 00 C4 03 1E 21 9C 54 03 02 01 3A 6D 00 C4 03 1E 21 9C 54 04 02 01 70 97  

 

Tx: 11:52:06: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  
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AE 02 0F 01 01 02 50 04 00 0A 02 2E 00 00 A7 8C  

Rx: 11:52:06: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 20 51 0E 00 0A 02 38 3A 6D 00 C4 03 1F 21 9C 54 05 02 01 3A 6D 00 C5 01 8C 21 9D 54 01 02 01 

3A 6D 00 C5 01 8C 21 9D 54 02 02 01 3A 6D 00 C5 01 8C 21 9D 54 03 02 01 3A 6D 00 C5 01 8D 21 9D 54 04 02 

01 3A 6D 00 C5 01 8D 21 9D 54 05 02 01 3A 6D 00 C5 03 82 21 9E 54 01 02 01 3A 6D 00 C5 03 82 21 9E 54 02 

02 01 3A 6D 00 C5 03 82 21 9E 54 03 02 01 3A 6D 00 C5 03 83 21 9E 54 04 02 01 2D AD  

Tx: 11:52:06: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 03 50 04 00 0A 02 38 00 00 6D 1A  

Rx: 11:52:06: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 30 51 0E 00 0A 02 42 3A 6D 00 C5 03 83 21 9E 54 05 02 01 3A 6D 00 C6 01 8C 21 9F 54 01 02 01 

3A 6D 00 C6 01 8C 21 9F 54 02 02 01 3A 6D 00 C6 01 8C 21 9F 54 03 02 01 3A 6D 00 C6 01 8C 21 9F 54 04 02 01 

3A 6D 00 C6 01 8D 21 9F 54 05 02 01 3A 6D 00 C6 03 DF 21 A0 54 01 02 01 3A 6D 00 C6 03 DF 21 A0 54 02 02 

01 3A 6D 00 C6 03 DF 21 A0 54 03 02 01 3A 6D 00 C6 03 DF 21 A0 54 04 02 01 FB 7F  

Tx: 11:52:07: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 04 50 04 00 0A 02 42 00 00 AB 83  

Rx: 11:52:07: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 40 51 0E 00 0A 02 4C 3A 6D 00 C6 03 E0 21 A0 54 05 02 01 3A 6D 00 C7 01 EC 21 A1 54 01 02 01 

3A 6D 00 C7 01 EC 21 A1 54 02 02 01 3A 6D 00 C7 01 EC 21 A1 54 03 02 01 3A 6D 00 C7 01 ED 21 A1 54 04 02 

01 3A 6D 00 C7 01 ED 21 A1 54 05 02 01 3A 6D 00 C8 00 06 21 A2 54 01 02 01 3A 6D 00 C8 00 06 21 A2 54 02 

02 01 3A 6D 00 C8 00 06 21 A2 54 03 02 01 3A 6D 00 C8 00 07 21 A2 54 04 02 01 AB 74  

Tx: 11:52:07: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 05 50 04 00 0A 02 4C 00 00 F2 2C  

Rx: 11:52:07: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 50 51 0E 00 0A 02 56 3A 6D 00 C8 00 07 21 A2 54 05 02 01 3A 6D 00 C8 02 55 21 A3 54 01 02 01 

3A 6D 00 C8 02 55 21 A3 54 02 02 01 3A 6D 00 C8 02 56 21 A3 54 03 02 01 3A 6D 00 C8 02 56 21 A3 54 04 02 

01 3A 6D 00 C8 02 56 21 A3 54 05 02 01 3A 6D 00 C9 00 65 21 A4 54 01 02 01 3A 6D 00 C9 00 66 21 A4 54 02 

02 01 3A 6D 00 C9 00 66 21 A4 54 03 02 01 3A 6D 00 C9 00 66 21 A4 54 04 02 01 C5 D1  

 

Tx: 11:52:07: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  
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AE 02 0F 01 01 06 50 04 00 0A 02 56 00 00 99 D5  

Rx: 11:52:08: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 60 51 0E 00 0A 02 60 3A 6D 00 C9 00 66 21 A4 54 05 02 01 3A 6D 00 C9 02 57 21 A5 54 01 02 01 

3A 6D 00 C9 02 57 21 A5 54 02 02 01 3A 6D 00 C9 02 57 21 A5 54 03 02 01 3A 6D 00 C9 02 58 21 A5 54 04 02 

01 3A 6D 00 C9 02 58 21 A5 54 05 02 01 3A 6D 00 CA 00 60 21 A6 54 01 02 01 3A 6D 00 CA 00 61 21 A6 54 02 

02 01 3A 6D 00 CA 00 61 21 A6 54 03 02 01 3A 6D 00 CA 00 61 21 A6 54 04 02 01 8F D8  
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16 Appendix H – RTU Configuration  

The RTU configuration and software were programmed using “Kingfisher Toolbox32” 

software.  

Master/ Base Station configuration 

 

• IO Scan Interval = 100 ms (Typical) Time for the central processor to scan the IO 

modules, ladder logic and respond to communication messages. 

• System ID: AE (default)  

 

• Network Register Blocks: Memory allocation to store data from remote RTU’s 

typically 1KB per station  

• Event logs: 350kb = 29866 Event Logs  
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• Port 1: Connection to PC 

• Port 2: Ethernet for SCADA LAN  

• Port 3: RS232 Radio for radio modem 

 

• Network Link List of RTU’s 
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• IO modules list 

Remote Field Sites Configuration 

 

• IO Scan Interval = 100 ms (Typical) 

• Update register Blocks: 16#7FFF 

 

• Network Registers set to zero since the remote sites do not store any other sites data 

• Event logs: 32Kb = 2730 Event log buffer size  
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• Port 3: RS232 Radio using radio modems 

 

• Retries = 2 Message retries if the intial message fails 

• Timeout = 2000ms response time before a failed message  

 

 

• IO modules list 
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17 Appendix I – (Tx_data) vs (Rx_data)   

latency vs data throughput 
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18 Appendix J – Rx_update (ALL) 

19 latency vs data throughput 
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Graph of Rx_update (ALL) at 1200 Baud 
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20 Appendix K – Rx_update (Requested   

number of blocks) latency vs data 

throughput 

Graph of Rx_update (Req) at 4800 Baud
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Graph of Rx_update (Req) at 2400 Baud
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Graph of Rx_update (Req) at 1200 Baud
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21 Appendix L – Rx_data 

 

 

Graph of Rx_data at 2400 Baud
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22 Appendix M – Tx_data 
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23 Appendix N – Rx_update (Event Logs) 

 

 

 

Graph of Rx_update (Event Logs) at 2400 Baud
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24 Appendix O – Kingfisher S2 Protocol 

Frame Format 
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25 Appendix P System Code Ladder Logic  
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26 Appendix Q - Variables list 

27  
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28 Appendix R - Test Results 

The results are obtained using a “Communications Analyser” within Toolbox 32 software. 

The “Communication Analyser” shows the network traffic on the master RTU 

communication port.    

• Bandwidth allocation scheme polling of non critical real time data (Blocks 1-15) 

per remote site proposed in Chapter 2  

• (Latency 11:17:56 to 11:18:02 = 6 seconds) 

• Remote Site Configuration (16#7FFF)  

Tx: 11:17:56: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 26 = Request RTU update  

AE 02 09 01 01 05 1A 02 F9 52  

 

Rx: 11:17:56: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 15 = Send RTU update  

AE 01 45 02 02 50 0F 0F 02 40 E1 5C 02 41 E1 5C 02 42 E1 5C 02 43 E1 5C 02 44 E1 5C 02 45 

E1 5C 02 46 E1 5C 02 47 E1 5C 02 48 E1 5C 02 49 E1 5C 02 4A E1 5C 02 4B E1 5C 02 4C E1 5C 

02 4D E1 5C 02 4E E1 5C 6C 5C  

 

Tx: 11:17:56: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 06 0C 01 02 40 9A 08  

 

Rx: 11:17:56: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 60 0D 02 40 40 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 

03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 

03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 

03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 

03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C A9 26  

 

Tx: 11:17:57: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 07 0C 01 02 41 AD 39  

 

Rx: 11:17:57: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 70 0D 02 41 40 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 

03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 
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03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 

03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 

03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C 03 1C DE 2C  

 

Tx: 11:17:57: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 08 0C 01 02 42 81 0B  

 

Rx: 11:17:57: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 80 0D 02 42 40 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 

1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 

03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 

1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 

03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D D3 35  

 

Tx: 11:17:57: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 09 0C 01 02 43 B6 3A  

 

Rx: 11:17:58: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 90 0D 02 43 40 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 

1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 

03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 

1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 

03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D A4 3F  

 

Tx: 11:17:58: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 0A 0C 01 02 44 EF 6D  

 

Rx: 11:17:58: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 A0 0D 02 44 40 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 

1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 

03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 

1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 

03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 03 1D 57 37  
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Tx: 11:17:58: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 0B 0C 01 02 45 D8 5C  

 

Rx: 11:17:58: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 B0 0D 02 45 40 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 

03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 

03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 

03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 

03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 92 34  

 

Tx: 11:17:59: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 0C 0C 01 02 46 5D CF  

 

Rx: 11:17:59: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 C0 0D 02 46 40 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 

03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 

03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 

03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 

03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E AD 35  

 

Tx: 11:17:59: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 0D 0C 01 02 47 6A FE  

 

Rx: 11:17:59: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 D0 0D 02 47 40 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 

03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 

03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 

03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 

03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E 03 1E DA 3F  

 

Tx: 11:17:59: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 0E 0C 01 02 48 33 A1  

 

Rx: 11:18:00: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  
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AE 01 8B 02 02 E0 0D 02 48 40 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 

03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 

1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 

03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 

1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 93 1C  

 

Tx: 11:18:00: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 0F 0C 01 02 49 04 90  

 

Rx: 11:18:00: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 F0 0D 02 49 40 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 

03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 

1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 

03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 

1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F 03 1F E4 16  

 

Tx: 11:18:00: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 01 0C 01 02 4A 1F 92  

 

Rx: 11:18:00: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 10 0D 02 4A 40 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 

03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 

03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 

03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 

03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 A9 03  

 

Tx: 11:18:01: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 02 0C 01 02 4B 46 C3  

 

Rx: 11:18:01: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 20 0D 02 4B 40 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 

03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 

03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 
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03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 

03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 03 20 05 16  

 

Tx: 11:18:01: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 03 0C 01 02 4C 71 F4  

 

Rx: 11:18:01: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 30 0D 02 4C 40 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 

03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 

03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 

03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 

03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 43 06  

 

Tx: 11:18:01: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 04 0C 01 02 4D F4 65  

 

Rx: 11:18:02: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 40 0D 02 4D 40 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 

03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 

03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 

03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 

03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 49 0C  

 

Tx: 11:18:02: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 05 0C 01 02 4E C3 56  

 

Rx: 11:18:02: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 13 = Send Data Block  

AE 01 8B 02 02 50 0D 02 4E 40 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 

03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 

03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 

03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 

03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 03 21 0B 0D  
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• Bandwidth allocation scheme polling of event log data per remote site proposed 

in Chapter  2  

• (Latency 11:51:28 to 11:52:08 = 40s) 

• Polling Configuration: Maximum logs: 1000  

Tx: 11:51:28: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 0C 50 04 00 0A 09 22 00 00 88 72  

Rx: 11:51:28: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 C0 51 0E 00 0A 09 2C 3A 6D 00 61 01 9F 20 DE 54 05 02 01 3A 6D 00 61 03 92 20 DF 

54 01 02 01 3A 6D 00 61 03 92 20 DF 54 02 02 01 3A 6D 00 61 03 92 20 DF 54 03 02 01 3A 6D 00 61 

03 92 20 DF 54 04 02 01 3A 6D 00 61 03 93 20 DF 54 05 02 01 3A 6D 00 62 01 A3 20 E0 54 01 02 01 

3A 6D 00 62 01 A4 20 E0 54 02 02 01 3A 6D 00 62 01 A4 20 E0 54 03 02 01 3A 6D 00 62 01 A4 20 E0 

54 04 02 01 04 F8  

To: 

Tx: 11:52:07: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 80 = Request Event Logs  

AE 02 0F 01 01 06 50 04 00 0A 02 56 00 00 99 D5  

 

Rx: 11:52:08: reply: KF2 Message, Dest 1, Src 2, Via 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 60 51 0E 00 0A 02 60 3A 6D 00 C9 00 66 21 A4 54 05 02 01 3A 6D 00 C9 02 57 21 A5 

54 01 02 01 3A 6D 00 C9 02 57 21 A5 54 02 02 01 3A 6D 00 C9 02 57 21 A5 54 03 02 01 3A 6D 00 C9 

02 58 21 A5 54 04 02 01 3A 6D 00 C9 02 58 21 A5 54 05 02 01 3A 6D 00 CA 00 60 21 A6 54 01 02 01 

3A 6D 00 CA 00 61 21 A6 54 02 02 01 3A 6D 00 CA 00 61 21 A6 54 03 02 01 3A 6D 00 CA 00 61 21 A6 

54 04 02 01 8F D8  
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• “System Status poll” as proposed in Chapter 4   

• Periodic poll for critcal real time and alarm data 

• Polling flag set every 5 minutes for system status update  

Tx: 14:20:03: init:  KF2 Message, Dest 3, Src 1, Command# 26 = Request RTU update  

AE 03 09 01 02 04 1A 03 16 70 

• Poll flag set after 5 minutes  

Rx: 14:25:25: reply: KF2 Message, Dest 1, Src 4, Command# 81 = Send Event Logs  

AE 01 85 04 02 A0 51 0E 00 0A 04 7C 4D EC DC DD 03 52 78 14 54 01 04 01 4D EC DC DD 03 52 78 14 

54 02 04 01 4D EC DC DD 03 52 78 14 54 03 04 01 4D EC DC DD 03 52 78 14 54 04 04 01 4D EC DC DD 

03 52 78 14 54 05 04 01 4D EC DC DE 01 72 78 15 54 01 04 01 4D EC DC DE 01 72 78 15 54 02 04 01 

4D EC DC DE 01 72 78 15 54 03 04 01 4D EC DC DE 01 72 78 15 54 04 04 01 4D EC DC DE 01 72 78 15 

54 05 04 01 39 6B  

• System waits for block transmission to complete (shown above #Command 81) 

before intiating poll request using the (rx_data) communication block and polls 

remotes sites 2 – 5  

Tx: 14:25:26: init:  KF2 Message, Dest 2, Src 1, Command# 16 = Get Multi Data  

AE 02 49 01 01 0D 10 20 10 00 10 01 10 02 10 03 10 04 10 05 10 06 10 07 10 08 10 09 10 0A 10 0B 10 

0C 10 0D 10 0E 10 0F 10 10 10 11 10 12 10 13 10 14 10 15 10 16 10 17 10 18 10 19 10 1A 10 1B 10 1C 

10 1D 10 1E 10 1F 4D D5  

 

Rx: 14:25:26: reply: KF2 Message, Dest 1, Src 2, Command# 17 = Send Multi Data  

AE 01 89 02 02 D0 11 20 10 00 2F 0D 10 01 2F 0D 10 02 2F 0D 10 03 2F 0D 10 04 2F 0D 10 05 2F 0D 

10 06 2F 0D 10 07 2F 0D 10 08 2F 0D 10 09 2F 0D 10 0A 2F 0D 10 0B 2F 0D 10 0C 2F 0D 10 0D 2F 0D 

10 0E 2F 0D 10 0F 2F 0D 10 10 2F 0D 10 11 2F 0D 10 12 2F 0D 10 13 2F 0D 10 14 2F 0D 10 15 2F 0D 

10 16 2F 0D 10 17 2F 0D 10 18 2F 0D 10 19 2F 0D 10 1A 2F 0D 10 1B 2F 0D 10 1C 2F 0D 10 1D 2F 0D 

10 1E 2F 0D 10 1F 2F 0D 41 E1  
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Tx: 14:25:27: init:  KF2 Message, Dest 3, Src 1, Command# 16 = Get Multi Data  

AE 03 49 01 02 01 10 20 10 00 10 01 10 02 10 03 10 04 10 05 10 06 10 07 10 08 10 09 10 0A 10 0B 10 

0C 10 0D 10 0E 10 0F 10 10 10 11 10 12 10 13 10 14 10 15 10 16 10 17 10 18 10 19 10 1A 10 1B 10 1C 

10 1D 10 1E 10 1F FF 7B  

 

Rx: 14:25:28: reply: KF2 Message, Dest 1, Src 3, Command# 17 = Send Multi Data  

AE 01 89 03 02 10 11 20 10 00 40 D5 10 01 40 D5 10 02 40 D5 10 03 40 D5 10 04 40 D5 10 05 40 D5 

10 06 40 D5 10 07 40 D5 10 08 40 D5 10 09 40 D5 10 0A 40 D5 10 0B 40 D5 10 0C 40 D5 10 0D 40 D5 

10 0E 40 D5 10 0F 40 D5 10 10 40 D5 10 11 40 D5 10 12 40 D5 10 13 40 D5 10 14 40 D5 10 15 40 D5 

10 16 40 D5 10 17 40 D5 10 18 40 D5 10 19 40 D5 10 1A 40 D5 10 1B 40 D5 10 1C 40 D5 10 1D 40 D5 

10 1E 40 D5 10 1F 40 D5 76 33  

 

Tx: 14:25:28: init:  KF2 Message, Dest 4, Src 1, Command# 16 = Get Multi Data  

AE 04 49 01 02 0B 10 20 10 00 10 01 10 02 10 03 10 04 10 05 10 06 10 07 10 08 10 09 10 0A 10 0B 10 

0C 10 0D 10 0E 10 0F 10 10 10 11 10 12 10 13 10 14 10 15 10 16 10 17 10 18 10 19 10 1A 10 1B 10 1C 

10 1D 10 1E 10 1F CB 88  

 

Rx: 14:25:29: reply: KF2 Message, Dest 1, Src 4, Command# 17 = Send Multi Data  

AE 01 89 04 02 B0 11 20 10 00 19 F4 10 01 19 F4 10 02 19 F4 10 03 19 F4 10 04 19 F4 10 05 19 F4 10 

06 19 F4 10 07 19 F4 10 08 19 F4 10 09 19 F4 10 0A 19 F4 10 0B 19 F4 10 0C 19 F4 10 0D 19 F4 10 0E 

19 F4 10 0F 19 F4 10 10 19 F4 10 11 19 F4 10 12 19 F4 10 13 19 F4 10 14 19 F4 10 15 19 F4 10 16 19 

F4 10 17 19 F4 10 18 19 F4 10 19 19 F4 10 1A 19 F4 10 1B 19 F4 10 1C 19 F4 10 1D 19 F4 10 1E 19 F4 

10 1F 19 F4 1D F5  

 

Tx: 14:25:30: init:  KF2 Message, Dest 5, Src 1, Command# 16 = Get Multi Data  
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AE 05 49 01 02 01 10 20 10 00 10 01 10 02 10 03 10 04 10 05 10 06 10 07 10 08 10 09 10 0A 10 0B 10 

0C 10 0D 10 0E 10 0F 10 10 10 11 10 12 10 13 10 14 10 15 10 16 10 17 10 18 10 19 10 1A 10 1B 10 1C 

10 1D 10 1E 10 1F AF 0C  

Rx: 14:25:31: reply: KF2 Message, Dest 1, Src 5, Command# 17 = Send Multi Data  

AE 01 89 05 02 10 11 20 10 00 2D 31 10 01 2D 31 10 02 2D 31 10 03 2D 31 10 04 2D 31 10 05 2D 31 

10 06 2D 31 10 07 2D 31 10 08 2D 31 10 09 2D 31 10 0A 2D 31 10 0B 2D 31 10 0C 2D 31 10 0D 2D 31 

10 0E 2D 31 10 0F 2D 31 10 10 2D 31 10 11 2D 31 10 12 2D 31 10 13 2D 31 10 14 2D 31 10 15 2D 31 

10 16 2D 31 10 17 2D 31 10 18 2D 31 10 19 2D 31 10 1A 2D 31 10 1B 2D 31 10 1C 2D 31 10 1D 2D 31 

10 1E 2D 31 10 1F 2D 31 15 0F  

• The end of the poll request for critical real time and alarm data 

• System continues polling for non critical real time and event data (shown below) 

Tx: 14:25:31: init:  KF2 Message, Dest 3, Src 1, Via 2, Command# 26 = Request RTU update  

AE 03 09 01 02 02 1A 03 76 B6 

System Reliability – Network Communication Statistics 

The network communication statistics within “Toolbox 32” software shows that the 

communication network is stable and extremely reliable which meets one of the objective 

criteria for the design. 
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Message Retries configuration  

2 Message retries were configured under Network Link with timeout 2s 

 

Tx: 12:10:08: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 02 0C 01 02 4C 46 C4  

 

Tx: 12:10:10: init:  KF2 Message, Dest 2, Src 1, Via 1, Command# 12 = Get Data Blocks  

AE 02 0B 01 01 02 0C 01 02 4C 46 C4  

 

• “Event Poll Mode” as proposed in Chapter 4   

• Polls RTU 5 for (Type 1) event logs up to 200 logs 

Rx: 17:37:46: reply: KF2 Message, Dest 1, Src 2, Command# 81 = Send Event Logs  

AE 01 85 02 02 E0 51 0E 00 0A 01 06 4D FE 32 DC 00 71 21 72 54 01 02 01 4D FE 32 DC 

00 71 21 72 54 02 02 01 4D FE 32 DC 00 72 21 72 54 03 02 01 4D FE 32 DC 00 72 21 72 

54 04 02 01 4D FE 32 DC 00 72 21 72 54 05 02 01 4D FE 32 DC 02 6B 21 73 54 01 02 01 

4D FE 32 DC 02 6B 21 73 54 02 02 01 4D FE 32 DC 02 6C 21 73 54 03 02 01 4D FE 32 DC 

02 6C 21 73 54 04 02 01 4D FE 32 DC 02 6C 21 73 54 05 02 01 BA A4  

 

Tx: 17:37:47: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 07 50 04 00 0A 05 55 00 00 69 88  

 

Rx: 17:37:47: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 70 51 0E 00 0A 05 5F 2D D6 F7 0C 02 EE 1C CC 54 01 05 01 2D D6 F7 0C 

02 EE 1C CC 54 02 05 01 2D D6 F7 0C 02 EE 1C CC 54 03 05 01 2D D6 F7 0C 02 EE 1C CC 

54 04 05 01 2D D6 F7 0C 02 F8 1C CC 54 05 05 01 2D D6 F7 0D 00 FA 1C CD 54 01 05 01 

2D D6 F7 0D 00 FA 1C CD 54 02 05 01 2D D6 F7 0D 00 FA 1C CD 54 03 05 01 2D D6 F7 0D 

00 FA 1C CD 54 04 05 01 2D D6 F7 0D 00 FA 1C CD 54 05 05 01 0D 31  

 

Tx: 17:37:47: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 08 50 04 00 0A 05 5F 00 00 42 2B  

 

Rx: 17:37:48: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  
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AE 01 85 05 02 80 51 0E 00 0A 05 69 2D D6 F7 0D 02 EE 1C CE 54 01 05 01 2D D6 F7 0D 

02 EE 1C CE 54 02 05 01 2D D6 F7 0D 02 EE 1C CE 54 03 05 01 2D D6 F7 0D 02 EE 1C CE 

54 04 05 01 2D D6 F7 0D 02 F8 1C CE 54 05 05 01 2D D6 F7 0E 00 FA 1C CF 54 01 05 01 

2D D6 F7 0E 00 FA 1C CF 54 02 05 01 2D D6 F7 0E 00 FA 1C CF 54 03 05 01 2D D6 F7 0E 

00 FA 1C CF 54 04 05 01 2D D6 F7 0E 00 FA 1C CF 54 05 05 01 EE 01  

 

Tx: 17:37:48: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 09 50 04 00 0A 05 69 00 00 AC DF  

 

Rx: 17:37:48: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 90 51 0E 00 0A 05 73 2D D6 F7 0E 02 EE 1C D0 54 01 05 01 2D D6 F7 0E 

02 EE 1C D0 54 02 05 01 2D D6 F7 0E 02 EE 1C D0 54 03 05 01 2D D6 F7 0E 02 EE 1C D0 

54 04 05 01 2D D6 F7 0E 02 EE 1C D0 54 05 05 01 2D D6 F7 0F 00 FA 1C D1 54 01 05 01 

2D D6 F7 0F 00 FA 1C D1 54 02 05 01 2D D6 F7 0F 00 FA 1C D1 54 03 05 01 2D D6 F7 0F 

00 FA 1C D1 54 04 05 01 2D D6 F7 0F 00 FA 1C D1 54 05 05 01 3A 3E  

 

Tx: 17:37:49: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 0A 50 04 00 0A 05 73 00 00 C7 26  

 

Rx: 17:37:49: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 A0 51 0E 00 0A 05 7D 2D D6 F7 0F 02 EE 1C D2 54 01 05 01 2D D6 F7 0F 

02 EE 1C D2 54 02 05 01 2D D6 F7 0F 02 EE 1C D2 54 03 05 01 2D D6 F7 0F 02 EE 1C D2 

54 04 05 01 2D D6 F7 0F 02 EE 1C D2 54 05 05 01 2D D6 F7 10 01 04 1C D3 54 01 05 01 

2D D6 F7 10 01 04 1C D3 54 02 05 01 2D D6 F7 10 01 04 1C D3 54 03 05 01 2D D6 F7 10 

01 04 1C D3 54 04 05 01 2D D6 F7 10 01 04 1C D3 54 05 05 01 8E 7E  

 

Tx: 17:37:49: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 0B 50 04 00 0A 05 7D 00 00 9E 89  

 

Rx: 17:37:50: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 B0 51 0E 00 0A 05 87 2D D6 F7 10 02 F8 1C D4 54 01 05 01 2D D6 F7 10 

02 F8 1C D4 54 02 05 01 2D D6 F7 10 02 F8 1C D4 54 03 05 01 2D D6 F7 10 02 F8 1C D4 

54 04 05 01 2D D6 F7 10 02 F8 1C D4 54 05 05 01 2D D6 F7 11 01 5E 1C D5 54 01 05 01 
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2D D6 F7 11 01 5E 1C D5 54 02 05 01 2D D6 F7 11 01 5E 1C D5 54 03 05 01 2D D6 F7 11 

01 5E 1C D5 54 04 05 01 2D D6 F7 11 01 5E 1C D5 54 05 05 01 2C F8  

 

Tx: 17:37:50: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 0C 50 04 00 0A 05 87 00 00 C9 98  

 

Rx: 17:37:50: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 C0 51 0E 00 0A 05 91 2D D6 F7 11 03 52 1C D6 54 01 05 01 2D D6 F7 11 

03 52 1C D6 54 02 05 01 2D D6 F7 11 03 52 1C D6 54 03 05 01 2D D6 F7 11 03 52 1C D6 

54 04 05 01 2D D6 F7 11 03 52 1C D6 54 05 05 01 2D D6 F7 12 01 72 1C D7 54 01 05 01 

2D D6 F7 12 01 72 1C D7 54 02 05 01 2D D6 F7 12 01 72 1C D7 54 03 05 01 2D D6 F7 12 

01 72 1C D7 54 04 05 01 2D D6 F7 12 01 72 1C D7 54 05 05 01 0C BC  

 

Tx: 17:37:51: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 0D 50 04 00 0A 05 91 00 00 03 0E  

 

Rx: 17:37:51: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 D0 51 0E 00 0A 05 9B 2D D6 F7 12 03 B6 1C D8 54 01 05 01 2D D6 F7 12 

03 B6 1C D8 54 02 05 01 2D D6 F7 12 03 B6 1C D8 54 03 05 01 2D D6 F7 12 03 B6 1C D8 

54 04 05 01 2D D6 F7 12 03 B6 1C D8 54 05 05 01 2D D6 F7 13 01 C2 1C D9 54 01 05 01 

2D D6 F7 13 01 C2 1C D9 54 02 05 01 2D D6 F7 13 01 C2 1C D9 54 03 05 01 2D D6 F7 13 

01 C2 1C D9 54 04 05 01 2D D6 F7 13 01 C2 1C D9 54 05 05 01 E7 2B  

 

Tx: 17:37:51: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 0E 50 04 00 0A 05 9B 00 00 7A C6  

 

Rx: 17:37:52: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 E0 51 0E 00 0A 05 A5 2D D6 F7 13 03 B6 1C DA 54 01 05 01 2D D6 F7 13 

03 B6 1C DA 54 02 05 01 2D D6 F7 13 03 C0 1C DA 54 03 05 01 2D D6 F7 13 03 C0 1C DA 

54 04 05 01 2D D6 F7 13 03 C0 1C DA 54 05 05 01 2D D6 F7 14 01 C2 1C DB 54 01 05 01 

2D D6 F7 14 01 C2 1C DB 54 02 05 01 2D D6 F7 14 01 C2 1C DB 54 03 05 01 2D D6 F7 14 

01 C2 1C DB 54 04 05 01 2D D6 F7 14 01 C2 1C DB 54 05 05 01 4F 8A  

 

Tx: 17:37:52: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  
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AE 05 0F 01 02 0F 50 04 00 0A 05 A5 00 00 15 3A  

 

Rx: 17:37:52: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 F0 51 0E 00 0A 05 AF 2D D6 F7 14 03 B6 1C DC 54 01 05 01 2D D6 F7 14 

03 B6 1C DC 54 02 05 01 2D D6 F7 14 03 B6 1C DC 54 03 05 01 2D D6 F7 14 03 B6 1C DC 

54 04 05 01 2D D6 F7 14 03 B6 1C DC 54 05 05 01 2D D6 F7 15 01 C2 1C DD 54 01 05 01 

2D D6 F7 15 01 C2 1C DD 54 02 05 01 2D D6 F7 15 01 C2 1C DD 54 03 05 01 2D D6 F7 15 

01 C2 1C DD 54 04 05 01 2D D6 F7 15 01 C2 1C DD 54 05 05 01 07 8A  

 

Tx: 17:37:52: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 01 50 04 00 0A 05 AF 00 00 86 F8  

 

Rx: 17:37:53: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 10 51 0E 00 0A 05 B9 2D D6 F7 15 03 B6 1C DE 54 01 05 01 2D D6 F7 15 

03 C0 1C DE 54 02 05 01 2D D6 F7 15 03 C0 1C DE 54 03 05 01 2D D6 F7 15 03 C0 1C DE 

54 04 05 01 2D D6 F7 15 03 C0 1C DE 54 05 05 01 2D D6 F7 16 01 CC 1C DF 54 01 05 01 

2D D6 F7 16 01 CC 1C DF 54 02 05 01 2D D6 F7 16 01 CC 1C DF 54 03 05 01 2D D6 F7 16 

01 CC 1C DF 54 04 05 01 2D D6 F7 16 01 CC 1C DF 54 05 05 01 FC C6  

 

Tx: 17:37:53: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 02 50 04 00 0A 05 B9 00 00 2C 8D  

 

Rx: 17:37:54: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 20 51 0E 00 0A 05 C3 2D D6 F7 16 03 C0 1C E0 54 01 05 01 2D D6 F7 16 

03 C0 1C E0 54 02 05 01 2D D6 F7 16 03 C0 1C E0 54 03 05 01 2D D6 F7 16 03 C0 1C E0 

54 04 05 01 2D D6 F7 16 03 C0 1C E0 54 05 05 01 2D D6 F7 17 02 26 1C E1 54 01 05 01 

2D D6 F7 17 02 26 1C E1 54 02 05 01 2D D6 F7 17 02 26 1C E1 54 03 05 01 2D D6 F7 17 

02 26 1C E1 54 04 05 01 2D D6 F7 17 02 26 1C E1 54 05 05 01 4A 86  

 

Tx: 17:37:54: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 03 50 04 00 0A 05 C3 00 00 4B 31  

 

Rx: 17:37:54: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  
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AE 01 85 05 02 30 51 0E 00 0A 05 CD 2D D6 F7 18 00 3C 1C E2 54 01 05 01 2D D6 F7 18 

00 3C 1C E2 54 02 05 01 2D D6 F7 18 00 46 1C E2 54 03 05 01 2D D6 F7 18 00 46 1C E2 

54 04 05 01 2D D6 F7 18 00 46 1C E2 54 05 05 01 2D D6 F7 18 02 94 1C E3 54 01 05 01 

2D D6 F7 18 02 94 1C E3 54 02 05 01 2D D6 F7 18 02 94 1C E3 54 03 05 01 2D D6 F7 18 

02 94 1C E3 54 04 05 01 2D D6 F7 18 02 94 1C E3 54 05 05 01 15 6B  

 

Tx: 17:37:54: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 04 50 04 00 0A 05 CD 00 00 B3 BB  

 

Rx: 17:37:55: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 40 51 0E 00 0A 05 D7 2D D6 F7 19 01 0E 1C E4 54 01 05 01 2D D6 F7 19 

01 0E 1C E4 54 02 05 01 2D D6 F7 19 01 0E 1C E4 54 03 05 01 2D D6 F7 19 01 0E 1C E4 

54 04 05 01 2D D6 F7 19 01 0E 1C E4 54 05 05 01 2D D6 F7 19 03 66 1C E5 54 01 05 01 

2D D6 F7 19 03 66 1C E5 54 02 05 01 2D D6 F7 19 03 66 1C E5 54 03 05 01 2D D6 F7 19 

03 66 1C E5 54 04 05 01 2D D6 F7 19 03 66 1C E5 54 05 05 01 79 BE  

 

Tx: 17:37:55: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 05 50 04 00 0A 05 D7 00 00 B8 A1  

 

Rx: 17:37:55: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 50 51 0E 00 0A 05 E1 2D D6 F7 1A 01 CC 1C E6 54 01 05 01 2D D6 F7 1A 

01 CC 1C E6 54 02 05 01 2D D6 F7 1A 01 D6 1C E6 54 03 05 01 2D D6 F7 1A 01 D6 1C E6 

54 04 05 01 2D D6 F7 1A 01 D6 1C E6 54 05 05 01 2D D6 F7 1A 03 CA 1C E7 54 01 05 01 

2D D6 F7 1A 03 CA 1C E7 54 02 05 01 2D D6 F7 1A 03 CA 1C E7 54 03 05 01 2D D6 F7 1A 

03 CA 1C E7 54 04 05 01 2D D6 F7 1A 03 CA 1C E7 54 05 05 01 78 5F  

 

Tx: 17:37:56: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 06 50 04 00 0A 05 E1 00 00 36 B6  

 

Rx: 17:37:56: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 60 51 0E 00 0A 05 EB 2D D6 F7 1B 02 30 1C E8 54 01 05 01 2D D6 F7 1B 

02 30 1C E8 54 02 05 01 2D D6 F7 1B 02 3A 1C E8 54 03 05 01 2D D6 F7 1B 02 3A 1C E8 

54 04 05 01 2D D6 F7 1B 02 3A 1C E8 54 05 05 01 2D D6 F7 1C 00 3C 1C E9 54 01 05 01 
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2D D6 F7 1C 00 3C 1C E9 54 02 05 01 2D D6 F7 1C 00 46 1C E9 54 03 05 01 2D D6 F7 1C 

00 46 1C E9 54 04 05 01 2D D6 F7 1C 00 46 1C E9 54 05 05 01 F5 64  

 

Tx: 17:37:56: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 07 50 04 00 0A 05 EB 00 00 2F 9D  

 

Rx: 17:37:57: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 70 51 0E 00 0A 05 F5 2D D6 F7 1C 02 30 1C EA 54 01 05 01 2D D6 F7 1C 

02 30 1C EA 54 02 05 01 2D D6 F7 1C 02 30 1C EA 54 03 05 01 2D D6 F7 1C 02 30 1C EA 

54 04 05 01 2D D6 F7 1C 02 30 1C EA 54 05 05 01 2D D6 F7 1D 00 46 1C EB 54 01 05 01 

2D D6 F7 1D 00 46 1C EB 54 02 05 01 2D D6 F7 1D 00 46 1C EB 54 03 05 01 2D D6 F7 1D 

00 46 1C EB 54 04 05 01 2D D6 F7 1D 00 46 1C EB 54 05 05 01 6D 0D  

 

Tx: 17:37:57: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 08 50 04 00 0A 05 F5 00 00 56 8B  

 

Rx: 17:37:57: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 80 51 0E 00 0A 05 FF 2D D6 F7 1D 02 3A 1C EC 54 01 05 01 2D D6 F7 1D 

02 3A 1C EC 54 02 05 01 2D D6 F7 1D 02 3A 1C EC 54 03 05 01 2D D6 F7 1D 02 3A 1C EC 

54 04 05 01 2D D6 F7 1D 02 3A 1C EC 54 05 05 01 2D D6 F7 1E 00 A0 1C ED 54 01 05 01 

2D D6 F7 1E 00 A0 1C ED 54 02 05 01 2D D6 F7 1E 00 A0 1C ED 54 03 05 01 2D D6 F7 1E 

00 A0 1C ED 54 04 05 01 2D D6 F7 1E 00 A0 1C ED 54 05 05 01 0B 5B  

 

Tx: 17:37:58: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 09 50 04 00 0A 05 FF 00 00 4F A0  

 

Rx: 17:37:58: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 90 51 0E 00 0A 06 09 2D D6 F7 1E 02 94 1C EE 54 01 05 01 2D D6 F7 1E 

02 94 1C EE 54 02 05 01 2D D6 F7 1E 02 94 1C EE 54 03 05 01 2D D6 F7 1E 02 94 1C EE 

54 04 05 01 2D D6 F7 1E 02 9E 1C EE 54 05 05 01 2D D6 F7 1F 00 A0 1C EF 54 01 05 01 

2D D6 F7 1F 00 A0 1C EF 54 02 05 01 2D D6 F7 1F 00 A0 1C EF 54 03 05 01 2D D6 F7 1F 

00 A0 1C EF 54 04 05 01 2D D6 F7 1F 00 A0 1C EF 54 05 05 01 80 93  

 

Tx: 17:37:58: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  
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AE 05 0F 01 02 0A 50 04 00 0A 06 09 00 00 4D A8  

 

Rx: 17:37:59: reply: KF2 Message, Dest 1, Src , Command# 81 = Send Event Logs  

AE 01 85 05 02 A0 51 0E 00 0A 06 13 2D D6 F7 1F 02 94 1C F0 54 01 05 01 2D D6 F7 1F 

02 9E 1C F0 54 02 05 01 2D D6 F7 1F 02 9E 1C F0 54 03 05 01 2D D6 F7 1F 02 9E 1C F0 

54 04 05 01 2D D6 F7 1F 02 9E 1C F0 54 05 05 01 2D D6 F7 20 00 A0 1C F1 54 01 05 01 

2D D6 F7 20 00 AA 1C F1 54 02 05 01 2D D6 F7 20 00 AA 1C F1 54 03 05 01 2D D6 F7 20 

00 AA 1C F1 54 04 05 01 2D D6 F7 20 00 AA 1C F1 54 05 05 01 25 0F  

 

Tx: 17:37:59: init:  KF2 Message, Dest 5, Src 1, Command# 80 = Request Event Logs  

AE 05 0F 01 02 0B 50 04 00 0A 06 13 00 00 46 B2  

 

Rx: 17:37:59: reply: KF2 Message, Dest 1, Src 5, Command# 81 = Send Event Logs  

AE 01 85 05 02 B0 51 0E 00 0A 06 1D 2D D6 F7 20 02 94 1C F2 54 01 05 01 2D D6 F7 20 

02 94 1C F2 54 02 05 01 2D D6 F7 20 02 94 1C F2 54 03 05 01 2D D6 F7 20 02 94 1C F2 

54 04 05 01 2D D6 F7 20 02 94 1C F2 54 05 05 01 2D D6 F7 21 00 AA 1C F3 54 01 05 01 

2D D6 F7 21 00 AA 1C F3 54 02 05 01 2D D6 F7 21 00 AA 1C F3 54 03 05 01 2D D6 F7 21 

00 AA 1C F3 54 04 05 01 2D D6 F7 21 00 AA 1C F3 54 05 05 01 3C 33  

 

Tx: 17:38:01: init:  KF2 Message, Dest 2, Src 1, Command# 16 = Get Multi Data  

AE 02 49 01 01 0F 10 20 10 00 10 01 10 02 10 03 10 04 10 05 10 06 10 07 10 08 10 09 10 

0A 10 0B 10 0C 10 0D 10 0E 10 0F 10 10 10 11 10 12 10 13 10 14 10 15 10 16 10 17 10 

18 10 19 10 1A 10 1B 10 1C 10 1D 10 1E 10 1F BC B3 

 

• “Event Poll Mode” as proposed in Chapter 4   

•  Poll RTU’s 2-5  for (Type 1) event log data up to 200 logs each 

 

Tx: 17:32:11: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 0D 50 04 00 0A 08 86 00 00 F6 4C  

 

Rx: 17:32:11: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  
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AE 01 85 02 02 D0 51 0E 00 0A 08 90 4D FE 31 67 00 AF 1E B0 54 01 02 01 4D FE 31 67 00 B0 1E B0 

54 02 02 01 4D FE 31 67 00 B0 1E B0 54 03 02 01 4D FE 31 67 00 B0 1E B0 54 04 02 01 4D FE 31 67 00 

B0 1E B0 54 05 02 01 4D FE 31 67 02 A9 1E B1 54 01 02 01 4D FE 31 67 02 AA 1E B1 54 02 02 01 4D 

FE 31 67 02 AA 1E B1 54 03 02 01 4D FE 31 67 02 AA 1E B1 54 04 02 01 4D FE 31 67 02 AA 1E B1 54 

05 02 01 EA 2A  

 

Tx: 17:32:11: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 0E 50 04 00 0A 08 90 00 00 5C 39  

 

Rx: 17:32:11: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 E0 51 0E 00 0A 08 9A 4D FE 31 68 00 BC 1E B2 54 01 02 01 4D FE 31 68 00 BC 1E B2 

54 02 02 01 4D FE 31 68 00 BC 1E B2 54 03 02 01 4D FE 31 68 00 BD 1E B2 54 04 02 01 4D FE 31 68 

00 BD 1E B2 54 05 02 01 4D FE 31 68 03 0D 1E B3 54 01 02 01 4D FE 31 68 03 0E 1E B3 54 02 02 01 

4D FE 31 68 03 0E 1E B3 54 03 02 01 4D FE 31 68 03 0E 1E B3 54 04 02 01 4D FE 31 68 03 0F 1E B3 54 

05 02 01 83 C2  

 

Tx: 17:32:12: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 0F 50 04 00 0A 08 9A 00 00 45 12  

 

Rx: 17:32:12: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 F0 51 0E 00 0A 08 A4 4D FE 31 69 01 1D 1E B4 54 01 02 01 4D FE 31 69 01 1E 1E B4 

54 02 02 01 4D FE 31 69 01 1E 1E B4 54 03 02 01 4D FE 31 69 01 1E 1E B4 54 04 02 01 4D FE 31 69 01 

1E 1E B4 54 05 02 01 4D FE 31 69 03 0A 1E B5 54 01 02 01 4D FE 31 69 03 0A 1E B5 54 02 02 01 4D FE 

31 69 03 0A 1E B5 54 03 02 01 4D FE 31 69 03 0B 1E B5 54 04 02 01 4D FE 31 69 03 0B 1E B5 54 05 02 

01 B1 41  

 

Tx: 17:32:12: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  
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AE 02 0F 01 01 01 50 04 00 0A 08 A4 00 00 A0 07  

 

Rx: 17:32:12: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 10 51 0E 00 0A 08 AE 4D FE 31 6A 01 1B 1E B6 54 01 02 01 4D FE 31 6A 01 1B 1E B6 

54 02 02 01 4D FE 31 6A 01 1C 1E B6 54 03 02 01 4D FE 31 6A 01 1C 1E B6 54 04 02 01 4D FE 31 6A 

01 1C 1E B6 54 05 02 01 4D FE 31 6A 03 0F 1E B7 54 01 02 01 4D FE 31 6A 03 0F 1E B7 54 02 02 01 4D 

FE 31 6A 03 10 1E B7 54 03 02 01 4D FE 31 6A 03 10 1E B7 54 04 02 01 4D FE 31 6A 03 10 1E B7 54 05 

02 01 E7 9B  

 

Tx: 17:32:12: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 02 50 04 00 0A 08 AE 00 00 D9 CF  

 

Rx: 17:32:13: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 20 51 0E 00 0A 08 B8 4D FE 31 6B 01 1E 1E B8 54 01 02 01 4D FE 31 6B 01 1E 1E B8 54 

02 02 01 4D FE 31 6B 01 1E 1E B8 54 03 02 01 4D FE 31 6B 01 1F 1E B8 54 04 02 01 4D FE 31 6B 01 1F 

1E B8 54 05 02 01 4D FE 31 6B 03 1F 1E B9 54 01 02 01 4D FE 31 6B 03 1F 1E B9 54 02 02 01 4D FE 31 

6B 03 1F 1E B9 54 03 02 01 4D FE 31 6B 03 1F 1E B9 54 04 02 01 4D FE 31 6B 03 20 1E B9 54 05 02 01 

9E 0C  

 

Tx: 17:32:13: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 03 50 04 00 0A 08 B8 00 00 13 59  

 

Rx: 17:32:13: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 30 51 0E 00 0A 08 C2 4D FE 31 6C 01 7C 1E BA 54 01 02 01 4D FE 31 6C 01 7C 1E BA 

54 02 02 01 4D FE 31 6C 01 7D 1E BA 54 03 02 01 4D FE 31 6C 01 7D 1E BA 54 04 02 01 4D FE 31 6C 

01 7D 1E BA 54 05 02 01 4D FE 31 6C 03 76 1E BB 54 01 02 01 4D FE 31 6C 03 76 1E BB 54 02 02 01 
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4D FE 31 6C 03 77 1E BB 54 03 02 01 4D FE 31 6C 03 77 1E BB 54 04 02 01 4D FE 31 6C 03 77 1E BB 

54 05 02 01 82 22  

 

Tx: 17:32:13: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 04 50 04 00 0A 08 C2 00 00 D5 C0  

 

Rx: 17:32:13: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 40 51 0E 00 0A 08 CC 4D FE 31 6D 01 7A 1E BC 54 01 02 01 4D FE 31 6D 01 7B 1E BC 

54 02 02 01 4D FE 31 6D 01 7B 1E BC 54 03 02 01 4D FE 31 6D 01 7B 1E BC 54 04 02 01 4D FE 31 6D 

01 7B 1E BC 54 05 02 01 4D FE 31 6D 03 74 1E BD 54 01 02 01 4D FE 31 6D 03 74 1E BD 54 02 02 01 

4D FE 31 6D 03 74 1E BD 54 03 02 01 4D FE 31 6D 03 74 1E BD 54 04 02 01 4D FE 31 6D 03 75 1E BD 

54 05 02 01 E3 7C  

 

Tx: 17:32:14: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 05 50 04 00 0A 08 CC 00 00 8C 6F  

 

Rx: 17:32:14: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 50 51 0E 00 0A 08 D6 4D FE 31 6E 01 82 1E BE 54 01 02 01 4D FE 31 6E 01 82 1E BE 54 

02 02 01 4D FE 31 6E 01 82 1E BE 54 03 02 01 4D FE 31 6E 01 83 1E BE 54 04 02 01 4D FE 31 6E 01 83 

1E BE 54 05 02 01 4D FE 31 6E 03 74 1E BF 54 01 02 01 4D FE 31 6E 03 74 1E BF 54 02 02 01 4D FE 31 

6E 03 74 1E BF 54 03 02 01 4D FE 31 6E 03 74 1E BF 54 04 02 01 4D FE 31 6E 03 75 1E BF 54 05 02 01 

60 7C  

 

Tx: 17:32:14: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 06 50 04 00 0A 08 D6 00 00 E7 96  
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Rx: 17:32:14: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 60 51 0E 00 0A 08 E0 4D FE 31 6F 01 E6 1E C0 54 01 02 01 4D FE 31 6F 01 E6 1E C0 54 

02 02 01 4D FE 31 6F 01 E6 1E C0 54 03 02 01 4D FE 31 6F 01 E7 1E C0 54 04 02 01 4D FE 31 6F 01 E7 

1E C0 54 05 02 01 4D FE 31 70 00 5C 1E C1 54 01 02 01 4D FE 31 70 00 5C 1E C1 54 02 02 01 4D FE 31 

70 00 5D 1E C1 54 03 02 01 4D FE 31 70 00 5D 1E C1 54 04 02 01 4D FE 31 70 00 5D 1E C1 54 05 02 

01 A9 98  

 

Tx: 17:32:14: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 07 50 04 00 0A 08 E0 00 00 09 62  

 

Rx: 17:32:15: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 70 51 0E 00 0A 08 EA 4D FE 31 70 02 AC 1E C2 54 01 02 01 4D FE 31 70 02 AD 1E C2 

54 02 02 01 4D FE 31 70 02 AD 1E C2 54 03 02 01 4D FE 31 70 02 AD 1E C2 54 04 02 01 4D FE 31 70 

02 AD 1E C2 54 05 02 01 4D FE 31 71 01 15 1E C3 54 01 02 01 4D FE 31 71 01 15 1E C3 54 02 02 01 

4D FE 31 71 01 15 1E C3 54 03 02 01 4D FE 31 71 01 15 1E C3 54 04 02 01 4D FE 31 71 01 16 1E C3 54 

05 02 01 F3 50  

 

Tx: 17:32:15: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 08 50 04 00 0A 08 EA 00 00 22 C1  

 

Rx: 17:32:15: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 80 51 0E 00 0A 08 F4 4D FE 31 71 03 0D 1E C4 54 01 02 01 4D FE 31 71 03 0D 1E C4 

54 02 02 01 4D FE 31 71 03 0D 1E C4 54 03 02 01 4D FE 31 71 03 0D 1E C4 54 04 02 01 4D FE 31 71 

03 0E 1E C4 54 05 02 01 4D FE 31 72 01 19 1E C5 54 01 02 01 4D FE 31 72 01 19 1E C5 54 02 02 01 4D 

FE 31 72 01 19 1E C5 54 03 02 01 4D FE 31 72 01 19 1E C5 54 04 02 01 4D FE 31 72 01 1A 1E C5 54 05 

02 01 17 0E  
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Tx: 17:32:15: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 09 50 04 00 0A 08 F4 00 00 69 5F  

 

Rx: 17:32:15: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 90 51 0E 00 0A 08 FE 4D FE 31 72 03 12 1E C6 54 01 02 01 4D FE 31 72 03 13 1E C6 54 

02 02 01 4D FE 31 72 03 13 1E C6 54 03 02 01 4D FE 31 72 03 13 1E C6 54 04 02 01 4D FE 31 72 03 13 

1E C6 54 05 02 01 4D FE 31 73 01 79 1E C7 54 01 02 01 4D FE 31 73 01 79 1E C7 54 02 02 01 4D FE 31 

73 01 79 1E C7 54 03 02 01 4D FE 31 73 01 79 1E C7 54 04 02 01 4D FE 31 73 01 7A 1E C7 54 05 02 01 

72 EE  

 

Tx: 17:32:16: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 0A 50 04 00 0A 08 FE 00 00 10 97  

 

Rx: 17:32:16: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 A0 51 0E 00 0A 09 08 4D FE 31 73 03 72 1E C8 54 01 02 01 4D FE 31 73 03 73 1E C8 54 

02 02 01 4D FE 31 73 03 73 1E C8 54 03 02 01 4D FE 31 73 03 73 1E C8 54 04 02 01 4D FE 31 73 03 74 

1E C8 54 05 02 01 4D FE 31 74 01 82 1E C9 54 01 02 01 4D FE 31 74 01 83 1E C9 54 02 02 01 4D FE 31 

74 01 83 1E C9 54 03 02 01 4D FE 31 74 01 83 1E C9 54 04 02 01 4D FE 31 74 01 83 1E C9 54 05 02 01 

31 6C  

 

Tx: 17:32:16: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 0B 50 04 00 0A 09 08 00 00 14 1E  

 

Rx: 17:32:16: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 B0 51 0E 00 0A 09 12 4D FE 31 74 03 76 1E CA 54 01 02 01 4D FE 31 74 03 77 1E CA 

54 02 02 01 4D FE 31 74 03 77 1E CA 54 03 02 01 4D FE 31 74 03 77 1E CA 54 04 02 01 4D FE 31 74 03 

77 1E CA 54 05 02 01 4D FE 31 75 01 83 1E CB 54 01 02 01 4D FE 31 75 01 83 1E CB 54 02 02 01 4D FE 
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31 75 01 84 1E CB 54 03 02 01 4D FE 31 75 01 84 1E CB 54 04 02 01 4D FE 31 75 01 84 1E CB 54 05 02 

01 FE F6  

 

Tx: 17:32:16: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 0C 50 04 00 0A 09 12 00 00 BE 21  

 

Rx: 17:32:17: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 C0 51 0E 00 0A 09 1C 4D FE 31 75 03 79 1E CC 54 01 02 01 4D FE 31 75 03 79 1E CC 54 

02 02 01 4D FE 31 75 03 7A 1E CC 54 03 02 01 4D FE 31 75 03 7A 1E CC 54 04 02 01 4D FE 31 75 03 

7B 1E CC 54 05 02 01 4D FE 31 76 01 81 1E CD 54 01 02 01 4D FE 31 76 01 81 1E CD 54 02 02 01 4D 

FE 31 76 01 82 1E CD 54 03 02 01 4D FE 31 76 01 82 1E CD 54 04 02 01 4D FE 31 76 01 82 1E CD 54 

05 02 01 FF EF  

 

Tx: 17:32:17: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 0D 50 04 00 0A 09 1C 00 00 E7 8E  

 

Rx: 17:32:17: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 D0 51 0E 00 0A 09 26 4D FE 31 76 03 D3 1E CE 54 01 02 01 4D FE 31 76 03 D3 1E CE 

54 02 02 01 4D FE 31 76 03 D4 1E CE 54 03 02 01 4D FE 31 76 03 D5 1E CE 54 04 02 01 4D FE 31 76 03 

D5 1E CE 54 05 02 01 4D FE 31 77 01 DD 1E CF 54 01 02 01 4D FE 31 77 01 DD 1E CF 54 02 02 01 4D 

FE 31 77 01 DE 1E CF 54 03 02 01 4D FE 31 77 01 DE 1E CF 54 04 02 01 4D FE 31 77 01 DE 1E CF 54 05 

02 01 10 27  

 

Tx: 17:32:17: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 0E 50 04 00 0A 09 26 00 00 A8 15  
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Rx: 17:32:17: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 E0 51 0E 00 0A 09 30 4D FE 31 77 03 D3 1E D0 54 01 02 01 4D FE 31 77 03 D3 1E D0 

54 02 02 01 4D FE 31 77 03 D3 1E D0 54 03 02 01 4D FE 31 77 03 D4 1E D0 54 04 02 01 4D FE 31 77 

03 D5 1E D0 54 05 02 01 4D FE 31 78 01 DF 1E D1 54 01 02 01 4D FE 31 78 01 DF 1E D1 54 02 02 01 

4D FE 31 78 01 DF 1E D1 54 03 02 01 4D FE 31 78 01 E0 1E D1 54 04 02 01 4D FE 31 78 01 E1 1E D1 

54 05 02 01 23 95  

 

Tx: 17:32:18: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 0F 50 04 00 0A 09 30 00 00 62 83  

 

Rx: 17:32:18: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 F0 51 0E 00 0A 09 3A 4D FE 31 78 03 D9 1E D2 54 01 02 01 4D FE 31 78 03 D9 1E D2 

54 02 02 01 4D FE 31 78 03 D9 1E D2 54 03 02 01 4D FE 31 78 03 DA 1E D2 54 04 02 01 4D FE 31 78 

03 DA 1E D2 54 05 02 01 4D FE 31 79 01 E9 1E D3 54 01 02 01 4D FE 31 79 01 E9 1E D3 54 02 02 01 

4D FE 31 79 01 E9 1E D3 54 03 02 01 4D FE 31 79 01 E9 1E D3 54 04 02 01 4D FE 31 79 01 EA 1E D3 

54 05 02 01 FF EC  

 

Tx: 17:32:18: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 01 50 04 00 0A 09 3A 00 00 F1 41  

 

Rx: 17:32:18: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 10 51 0E 00 0A 09 44 4D FE 31 7A 00 59 1E D4 54 01 02 01 4D FE 31 7A 00 5A 1E D4 

54 02 02 01 4D FE 31 7A 00 5A 1E D4 54 03 02 01 4D FE 31 7A 00 5B 1E D4 54 04 02 01 4D FE 31 7A 

00 5B 1E D4 54 05 02 01 4D FE 31 7A 02 46 1E D5 54 01 02 01 4D FE 31 7A 02 46 1E D5 54 02 02 01 

4D FE 31 7A 02 46 1E D5 54 03 02 01 4D FE 31 7A 02 47 1E D5 54 04 02 01 4D FE 31 7A 02 47 1E D5 

54 05 02 01 EF 80  
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Tx: 17:32:18: init:  KF2 Message, Dest 2, Src 1,  Command# 80 = Request Event Logs  

AE 02 0F 01 01 02 50 04 00 0A 09 44 00 00 B6 9A  

 

Rx: 17:32:19: reply: KF2 Message, Dest 1, Src 2,      Command# 81 = Send Event Logs  

AE 01 85 02 02 20 51 0E 00 0A 09 4E 4D FE 31 7B 00 54 1E D6 54 01 02 01 4D FE 31 7B 00 54 1E D6 

54 02 02 01 4D FE 31 7B 00 55 1E D6 54 03 02 01 4D FE 31 7B 00 55 1E D6 54 04 02 01 4D FE 31 7B 

00 55 1E D6 54 05 02 01 4D FE 31 7B 02 45 1E D7 54 01 02 01 4D FE 31 7B 02 46 1E D7 54 02 02 01 

4D FE 31 7B 02 46 1E D7 54 03 02 01 4D FE 31 7B 02 46 1E D7 54 04 02 01 4D FE 31 7B 02 46 1E D7 

54 05 02 01 DE 78  

 

Tx: 17:32:19: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 0F 50 04 00 0A 02 9C 00 00 DA 23  

 

Rx: 17:32:19: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 F0 51 0E 00 0A 02 A6 4D FE 31 74 01 45 5D BE 54 01 03 01 4D FE 31 74 01 45 5D BE 

54 02 03 01 4D FE 31 74 01 46 5D BE 54 03 03 01 4D FE 31 74 01 46 5D BE 54 04 03 01 4D FE 31 74 

01 46 5D BE 54 05 03 01 4D FE 31 74 01 47 5D BF 54 01 03 01 4D FE 31 74 01 47 5D BF 54 02 03 01 

4D FE 31 74 01 47 5D BF 54 03 03 01 4D FE 31 74 01 47 5D BF 54 04 03 01 4D FE 31 74 01 48 5D BF 

54 05 03 01 B4 2E  

 

Tx: 17:32:19: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 01 50 04 00 0A 02 A6 00 00 7F B2  

 

Rx: 17:32:20: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 10 51 0E 00 0A 02 B0 4D FE 31 74 03 3D 5D C0 54 01 03 01 4D FE 31 74 03 3D 5D C0 

54 02 03 01 4D FE 31 74 03 3E 5D C0 54 03 03 01 4D FE 31 74 03 3E 5D C0 54 04 03 01 4D FE 31 74 

03 3E 5D C0 54 05 03 01 4D FE 31 74 03 3E 5D C1 54 01 03 01 4D FE 31 74 03 3F 5D C1 54 02 03 01 
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4D FE 31 74 03 3F 5D C1 54 03 03 01 4D FE 31 74 03 40 5D C1 54 04 03 01 4D FE 31 74 03 40 5D C1 

54 05 03 01 E1 83  

 

Tx: 17:32:20: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 02 50 04 00 0A 02 B0 00 00 D5 C7  

 

Rx: 17:32:20: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 20 51 0E 00 0A 02 BA 4D FE 31 75 01 49 5D C2 54 01 03 01 4D FE 31 75 01 49 5D C2 

54 02 03 01 4D FE 31 75 01 4A 5D C2 54 03 03 01 4D FE 31 75 01 4A 5D C2 54 04 03 01 4D FE 31 75 

01 4A 5D C2 54 05 03 01 4D FE 31 75 01 4A 5D C3 54 01 03 01 4D FE 31 75 01 4B 5D C3 54 02 03 01 

4D FE 31 75 01 4B 5D C3 54 03 03 01 4D FE 31 75 01 4C 5D C3 54 04 03 01 4D FE 31 75 01 4C 5D C3 

54 05 03 01 02 D7  

 

Tx: 17:32:21: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 03 50 04 00 0A 02 BA 00 00 CC EC  

 

Rx: 17:32:21: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 30 51 0E 00 0A 02 C4 4D FE 31 75 03 3B 5D C4 54 01 03 01 4D FE 31 75 03 3B 5D C4 

54 02 03 01 4D FE 31 75 03 3B 5D C4 54 03 03 01 4D FE 31 75 03 3C 5D C4 54 04 03 01 4D FE 31 75 

03 3C 5D C4 54 05 03 01 4D FE 31 75 03 3C 5D C5 54 01 03 01 4D FE 31 75 03 3C 5D C5 54 02 03 01 

4D FE 31 75 03 3D 5D C5 54 03 03 01 4D FE 31 75 03 3D 5D C5 54 04 03 01 4D FE 31 75 03 3D 5D C5 

54 05 03 01 D3 0B  

 

Tx: 17:32:21: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 04 50 04 00 0A 02 C4 00 00 4A F1  
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Rx: 17:32:22: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 40 51 0E 00 0A 02 CE 4D FE 31 76 01 47 5D C6 54 01 03 01 4D FE 31 76 01 47 5D C6 

54 02 03 01 4D FE 31 76 01 47 5D C6 54 03 03 01 4D FE 31 76 01 48 5D C6 54 04 03 01 4D FE 31 76 

01 48 5D C6 54 05 03 01 4D FE 31 76 01 48 5D C7 54 01 03 01 4D FE 31 76 01 48 5D C7 54 02 03 01 

4D FE 31 76 01 49 5D C7 54 03 03 01 4D FE 31 76 01 49 5D C7 54 04 03 01 4D FE 31 76 01 49 5D C7 

54 05 03 01 B1 ED  

 

Tx: 17:32:22: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 05 50 04 00 0A 02 CE 00 00 53 DA  

 

Rx: 17:32:22: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 50 51 0E 00 0A 02 D8 4D FE 31 76 03 3B 5D C8 54 01 03 01 4D FE 31 76 03 3B 5D C8 

54 02 03 01 4D FE 31 76 03 3B 5D C8 54 03 03 01 4D FE 31 76 03 3B 5D C8 54 04 03 01 4D FE 31 76 

03 3C 5D C8 54 05 03 01 4D FE 31 76 03 3C 5D C9 54 01 03 01 4D FE 31 76 03 3C 5D C9 54 02 03 01 

4D FE 31 76 03 3D 5D C9 54 03 03 01 4D FE 31 76 03 3D 5D C9 54 04 03 01 4D FE 31 76 03 3D 5D C9 

54 05 03 01 D2 05  

 

Tx: 17:32:22: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 06 50 04 00 0A 02 D8 00 00 F9 AF  

 

Rx: 17:32:23: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 60 51 0E 00 0A 02 E2 4D FE 31 77 01 44 5D CA 54 01 03 01 4D FE 31 77 01 44 5D CA 

54 02 03 01 4D FE 31 77 01 44 5D CA 54 03 03 01 4D FE 31 77 01 44 5D CA 54 04 03 01 4D FE 31 77 

01 45 5D CA 54 05 03 01 4D FE 31 77 01 45 5D CB 54 01 03 01 4D FE 31 77 01 45 5D CB 54 02 03 01 

4D FE 31 77 01 45 5D CB 54 03 03 01 4D FE 31 77 01 46 5D CB 54 04 03 01 4D FE 31 77 01 46 5D CB 

54 05 03 01 FD 8E  
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Tx: 17:32:23: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 07 50 04 00 0A 02 E2 00 00 D6 D7  

 

Rx: 17:32:23: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 70 51 0E 00 0A 02 EC 4D FE 31 77 03 3B 5D CC 54 01 03 01 4D FE 31 77 03 3C 5D CC 

54 02 03 01 4D FE 31 77 03 3C 5D CC 54 03 03 01 4D FE 31 77 03 3C 5D CC 54 04 03 01 4D FE 31 77 

03 3C 5D CC 54 05 03 01 4D FE 31 77 03 3D 5D CD 54 01 03 01 4D FE 31 77 03 3D 5D CD 54 02 03 01 

4D FE 31 77 03 3D 5D CD 54 03 03 01 4D FE 31 77 03 3D 5D CD 54 04 03 01 4D FE 31 77 03 3E 5D CD 

54 05 03 01 9B 4B  

 

Tx: 17:32:24: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 08 50 04 00 0A 02 EC 00 00 BD F0  

 

Rx: 17:32:24: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 80 51 0E 00 0A 02 F6 4D FE 31 78 01 47 5D CE 54 01 03 01 4D FE 31 78 01 48 5D CE 

54 02 03 01 4D FE 31 78 01 48 5D CE 54 03 03 01 4D FE 31 78 01 48 5D CE 54 04 03 01 4D FE 31 78 

01 48 5D CE 54 05 03 01 4D FE 31 78 01 49 5D CF 54 01 03 01 4D FE 31 78 01 49 5D CF 54 02 03 01 

4D FE 31 78 01 49 5D CF 54 03 03 01 4D FE 31 78 01 49 5D CF 54 04 03 01 4D FE 31 78 01 4A 5D CF 

54 05 03 01 21 FD  

 

Tx: 17:32:24: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 09 50 04 00 0A 02 F6 00 00 B6 EA  

 

Rx: 17:32:25: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 90 51 0E 00 0A 03 00 4D FE 31 78 03 39 5D D0 54 01 03 01 4D FE 31 78 03 39 5D D0 

54 02 03 01 4D FE 31 78 03 3A 5D D0 54 03 03 01 4D FE 31 78 03 3A 5D D0 54 04 03 01 4D FE 31 78 

03 3A 5D D0 54 05 03 01 4D FE 31 78 03 3B 5D D1 54 01 03 01 4D FE 31 78 03 3B 5D D1 54 02 03 01 
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4D FE 31 78 03 3B 5D D1 54 03 03 01 4D FE 31 78 03 3B 5D D1 54 04 03 01 4D FE 31 78 03 3C 5D D1 

54 05 03 01 98 19  

 

Tx: 17:32:25: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 0A 50 04 00 0A 03 00 00 00 D2 80  

 

Rx: 17:32:25: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 A0 51 0E 00 0A 03 0A 4D FE 31 79 01 48 5D D2 54 01 03 01 4D FE 31 79 01 48 5D D2 

54 02 03 01 4D FE 31 79 01 49 5D D2 54 03 03 01 4D FE 31 79 01 49 5D D2 54 04 03 01 4D FE 31 79 

01 49 5D D2 54 05 03 01 4D FE 31 79 01 49 5D D3 54 01 03 01 4D FE 31 79 01 4A 5D D3 54 02 03 01 

4D FE 31 79 01 4A 5D D3 54 03 03 01 4D FE 31 79 01 4A 5D D3 54 04 03 01 4D FE 31 79 01 4A 5D D3 

54 05 03 01 A0 41  

 

Tx: 17:32:25: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 0B 50 04 00 0A 03 0A 00 00 CB AB  

 

Rx: 17:32:26: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 B0 51 0E 00 0A 03 14 4D FE 31 79 03 41 5D D4 54 01 03 01 4D FE 31 79 03 41 5D D4 

54 02 03 01 4D FE 31 79 03 41 5D D4 54 03 03 01 4D FE 31 79 03 41 5D D4 54 04 03 01 4D FE 31 79 

03 42 5D D4 54 05 03 01 4D FE 31 79 03 42 5D D5 54 01 03 01 4D FE 31 79 03 42 5D D5 54 02 03 01 

4D FE 31 79 03 43 5D D5 54 03 03 01 4D FE 31 79 03 43 5D D5 54 04 03 01 4D FE 31 79 03 43 5D D5 

54 05 03 01 75 BF  

 

Tx: 17:32:26: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 0C 50 04 00 0A 03 14 00 00 21 10  
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Rx: 17:32:26: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 C0 51 0E 00 0A 03 1E 4D FE 31 7A 01 AC 5D D6 54 01 03 01 4D FE 31 7A 01 AC 5D D6 

54 02 03 01 4D FE 31 7A 01 AD 5D D6 54 03 03 01 4D FE 31 7A 01 AD 5D D6 54 04 03 01 4D FE 31 7A 

01 AD 5D D6 54 05 03 01 4D FE 31 7A 01 AD 5D D7 54 01 03 01 4D FE 31 7A 01 AE 5D D7 54 02 03 01 

4D FE 31 7A 01 AE 5D D7 54 03 03 01 4D FE 31 7A 01 AE 5D D7 54 04 03 01 4D FE 31 7A 01 AE 5D D7 

54 05 03 01 55 8B  

 

Tx: 17:32:26: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 0D 50 04 00 0A 03 1E 00 00 38 3B  

 

Rx: 17:32:27: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 D0 51 0E 00 0A 03 28 4D FE 31 7A 03 A5 5D D8 54 01 03 01 4D FE 31 7A 03 A5 5D D8 

54 02 03 01 4D FE 31 7A 03 A5 5D D8 54 03 03 01 4D FE 31 7A 03 A5 5D D8 54 04 03 01 4D FE 31 7A 

03 A6 5D D8 54 05 03 01 4D FE 31 7A 03 A6 5D D9 54 01 03 01 4D FE 31 7A 03 A6 5D D9 54 02 03 01 

4D FE 31 7A 03 A7 5D D9 54 03 03 01 4D FE 31 7A 03 A7 5D D9 54 04 03 01 4D FE 31 7A 03 A7 5D D9 

54 05 03 01 89 1F  

 

Tx: 17:32:27: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 0E 50 04 00 0A 03 28 00 00 B6 2C  

 

Rx: 17:32:28: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 E0 51 0E 00 0A 03 32 4D FE 31 7B 02 16 5D DA 54 01 03 01 4D FE 31 7B 02 17 5D DA 

54 02 03 01 4D FE 31 7B 02 17 5D DA 54 03 03 01 4D FE 31 7B 02 17 5D DA 54 04 03 01 4D FE 31 7B 

02 17 5D DA 54 05 03 01 4D FE 31 7B 02 18 5D DB 54 01 03 01 4D FE 31 7B 02 18 5D DB 54 02 03 01 

4D FE 31 7B 02 18 5D DB 54 03 03 01 4D FE 31 7B 02 18 5D DB 54 04 03 01 4D FE 31 7B 02 19 5D DB 

54 05 03 01 E4 D7  
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Tx: 17:32:28: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 0F 50 04 00 0A 03 32 00 00 BD 36  

 

Rx: 17:32:28: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 F0 51 0E 00 0A 03 3C 4D FE 31 7C 00 81 5D DC 54 01 03 01 4D FE 31 7C 00 81 5D DC 

54 02 03 01 4D FE 31 7C 00 81 5D DC 54 03 03 01 4D FE 31 7C 00 81 5D DC 54 04 03 01 4D FE 31 7C 

00 82 5D DC 54 05 03 01 4D FE 31 7C 00 82 5D DD 54 01 03 01 4D FE 31 7C 00 82 5D DD 54 02 03 01 

4D FE 31 7C 00 82 5D DD 54 03 03 01 4D FE 31 7C 00 83 5D DD 54 04 03 01 4D FE 31 7C 00 83 5D DD 

54 05 03 01 E4 F6  

 

Tx: 17:32:28: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 01 50 04 00 0A 03 3C 00 00 6E 70  

 

Rx: 17:32:29: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 10 51 0E 00 0A 03 46 4D FE 31 7C 02 75 5D DE 54 01 03 01 4D FE 31 7C 02 75 5D DE 

54 02 03 01 4D FE 31 7C 02 75 5D DE 54 03 03 01 4D FE 31 7C 02 75 5D DE 54 04 03 01 4D FE 31 7C 

02 76 5D DE 54 05 03 01 4D FE 31 7C 02 76 5D DF 54 01 03 01 4D FE 31 7C 02 76 5D DF 54 02 03 01 

4D FE 31 7C 02 76 5D DF 54 03 03 01 4D FE 31 7C 02 77 5D DF 54 04 03 01 4D FE 31 7C 02 77 5D DF 

54 05 03 01 71 17  

 

Tx: 17:32:29: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 02 50 04 00 0A 03 46 00 00 69 2F  

 

Rx: 17:32:29: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 20 51 0E 00 0A 03 50 4D FE 31 7D 00 7E 5D E0 54 01 03 01 4D FE 31 7D 00 7F 5D E0 

54 02 03 01 4D FE 31 7D 00 7F 5D E0 54 03 03 01 4D FE 31 7D 00 7F 5D E0 54 04 03 01 4D FE 31 7D 

00 7F 5D E0 54 05 03 01 4D FE 31 7D 00 80 5D E1 54 01 03 01 4D FE 31 7D 00 80 5D E1 54 02 03 01 
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4D FE 31 7D 00 80 5D E1 54 03 03 01 4D FE 31 7D 00 80 5D E1 54 04 03 01 4D FE 31 7D 00 81 5D E1 

54 05 03 01 55 46  

 

Tx: 17:32:29: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 03 50 04 00 0A 03 50 00 00 A3 B9  

 

Rx: 17:32:30: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 30 51 0E 00 0A 03 5A 4D FE 31 7D 02 72 5D E2 54 01 03 01 4D FE 31 7D 02 73 5D E2 

54 02 03 01 4D FE 31 7D 02 73 5D E2 54 03 03 01 4D FE 31 7D 02 73 5D E2 54 04 03 01 4D FE 31 7D 

02 73 5D E2 54 05 03 01 4D FE 31 7D 02 74 5D E3 54 01 03 01 4D FE 31 7D 02 74 5D E3 54 02 03 01 

4D FE 31 7D 02 74 5D E3 54 03 03 01 4D FE 31 7D 02 74 5D E3 54 04 03 01 4D FE 31 7D 02 75 5D E3 

54 05 03 01 B4 8C  

 

Tx: 17:32:30: init:  KF2 Message, Dest 3, Src 1,      Command# 80 = Request Event Logs  

AE 03 0F 01 02 04 50 04 00 0A 03 5A 00 00 1B B7  

 

Rx: 17:32:30: reply: KF2 Message, Dest 1, Src 3,      Command# 81 = Send Event Logs  

AE 01 85 03 02 40 51 0E 00 0A 03 64 4D FE 31 7E 00 86 5D E4 54 01 03 01 4D FE 31 7E 00 86 5D E4 54 

02 03 01 4D FE 31 7E 00 87 5D E4 54 03 03 01 4D FE 31 7E 00 87 5D E4 54 04 03 01 4D FE 31 7E 00 87 

5D E4 54 05 03 01 4D FE 31 7E 00 87 5D E5 54 01 03 01 4D FE 31 7E 00 88 5D E5 54 02 03 01 4D FE 

31 7E 00 88 5D E5 54 03 03 01 4D FE 31 7E 00 88 5D E5 54 04 03 01 4D FE 31 7E 00 88 5D E5 54 05 03 

01 24 12  
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Tx: 17:32:31: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 0B 50 04 00 0A 05 35 00 00 8F 0C  

 

Rx: 17:32:31: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 B0 51 0E 00 0A 05 3F 4D FE 2C 80 02 D0 F5 E1 54 01 04 01 4D FE 2C 80 02 D0 F5 E1 54 

02 04 01 4D FE 2C 80 02 D0 F5 E1 54 03 04 01 4D FE 2C 80 02 D0 F5 E1 54 04 04 01 4D FE 2C 80 02 

D0 F5 E1 54 05 04 01 4D FE 2C 81 00 DC F5 E2 54 01 04 01 4D FE 2C 81 00 DC F5 E2 54 02 04 01 4D 

FE 2C 81 00 DC F5 E2 54 03 04 01 4D FE 2C 81 00 DC F5 E2 54 04 04 01 4D FE 2C 81 00 DC F5 E2 54 05 

04 01 A2 D1  

 

Tx: 17:32:31: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 0C 50 04 00 0A 05 3F 00 00 37 02  

 

Rx: 17:32:32: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 C0 51 0E 00 0A 05 49 4D FE 2C 81 02 D0 F5 E3 54 01 04 01 4D FE 2C 81 02 D0 F5 E3 

54 02 04 01 4D FE 2C 81 02 D0 F5 E3 54 03 04 01 4D FE 2C 81 02 D0 F5 E3 54 04 04 01 4D FE 2C 81 02 

DA F5 E3 54 05 04 01 4D FE 2C 82 00 DC F5 E4 54 01 04 01 4D FE 2C 82 00 DC F5 E4 54 02 04 01 4D 

FE 2C 82 00 E6 F5 E4 54 03 04 01 4D FE 2C 82 00 E6 F5 E4 54 04 04 01 4D FE 2C 82 00 E6 F5 E4 54 05 

04 01 D1 26  

 

Tx: 17:32:32: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 0D 50 04 00 0A 05 49 00 00 91 32  

 

Rx: 17:32:32: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 D0 51 0E 00 0A 05 53 4D FE 2C 82 02 D0 F5 E5 54 01 04 01 4D FE 2C 82 02 D0 F5 E5 

54 02 04 01 4D FE 2C 82 02 D0 F5 E5 54 03 04 01 4D FE 2C 82 02 D0 F5 E5 54 04 04 01 4D FE 2C 82 02 

D0 F5 E5 54 05 04 01 4D FE 2C 83 00 F0 F5 E6 54 01 04 01 4D FE 2C 83 00 F0 F5 E6 54 02 04 01 4D FE 
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2C 83 00 F0 F5 E6 54 03 04 01 4D FE 2C 83 00 F0 F5 E6 54 04 04 01 4D FE 2C 83 00 F0 F5 E6 54 05 04 

01 CC D2  

 

Tx: 17:32:33: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 0E 50 04 00 0A 05 53 00 00 FA CB  

 

Rx: 17:32:33: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 E0 51 0E 00 0A 05 5D 4D FE 2C 83 03 3E F5 E7 54 01 04 01 4D FE 2C 83 03 3E F5 E7 54 

02 04 01 4D FE 2C 83 03 3E F5 E7 54 03 04 01 4D FE 2C 83 03 3E F5 E7 54 04 04 01 4D FE 2C 83 03 3E 

F5 E7 54 05 04 01 4D FE 2C 84 01 5E F5 E8 54 01 04 01 4D FE 2C 84 01 5E F5 E8 54 02 04 01 4D FE 2C 

84 01 5E F5 E8 54 03 04 01 4D FE 2C 84 01 5E F5 E8 54 04 04 01 4D FE 2C 84 01 5E F5 E8 54 05 04 01 

53 D7  

 

Tx: 17:32:33: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 0F 50 04 00 0A 05 5D 00 00 A3 64  

 

Rx: 17:32:34: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 F0 51 0E 00 0A 05 67 4D FE 2C 84 03 52 F5 E9 54 01 04 01 4D FE 2C 84 03 52 F5 E9 54 

02 04 01 4D FE 2C 84 03 52 F5 E9 54 03 04 01 4D FE 2C 84 03 52 F5 E9 54 04 04 01 4D FE 2C 84 03 52 

F5 E9 54 05 04 01 4D FE 2C 85 01 72 F5 EA 54 01 04 01 4D FE 2C 85 01 72 F5 EA 54 02 04 01 4D FE 2C 

85 01 72 F5 EA 54 03 04 01 4D FE 2C 85 01 72 F5 EA 54 04 04 01 4D FE 2C 85 01 72 F5 EA 54 05 04 01 

0D F4  

 

Tx: 17:32:34: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 01 50 04 00 0A 05 67 00 00 06 F5  
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Rx: 17:32:34: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 10 51 0E 00 0A 05 71 4D FE 2C 85 03 C0 F5 EB 54 01 04 01 4D FE 2C 85 03 C0 F5 EB 54 

02 04 01 4D FE 2C 85 03 C0 F5 EB 54 03 04 01 4D FE 2C 85 03 C0 F5 EB 54 04 04 01 4D FE 2C 85 03 C0 

F5 EB 54 05 04 01 4D FE 2C 86 01 CC F5 EC 54 01 04 01 4D FE 2C 86 01 D6 F5 EC 54 02 04 01 4D FE 2C 

86 01 D6 F5 EC 54 03 04 01 4D FE 2C 86 01 D6 F5 EC 54 04 04 01 4D FE 2C 86 01 D6 F5 EC 54 05 04 

01 40 05  

 

Tx: 17:32:35: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 02 50 04 00 0A 05 71 00 00 AC 80  

 

Rx: 17:32:35: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 20 51 0E 00 0A 05 7B 4D FE 2C 86 03 CA F5 ED 54 01 04 01 4D FE 2C 86 03 CA F5 ED 

54 02 04 01 4D FE 2C 86 03 CA F5 ED 54 03 04 01 4D FE 2C 86 03 CA F5 ED 54 04 04 01 4D FE 2C 86 

03 CA F5 ED 54 05 04 01 4D FE 2C 87 01 E0 F5 EE 54 01 04 01 4D FE 2C 87 01 E0 F5 EE 54 02 04 01 4D 

FE 2C 87 01 E0 F5 EE 54 03 04 01 4D FE 2C 87 01 E0 F5 EE 54 04 04 01 4D FE 2C 87 01 E0 F5 EE 54 05 

04 01 76 E5  

 

Tx: 17:32:35: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 03 50 04 00 0A 05 7B 00 00 B5 AB  

 

Rx: 17:32:36: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 30 51 0E 00 0A 05 85 4D FE 2C 88 00 5A F5 EF 54 01 04 01 4D FE 2C 88 00 5A F5 EF 54 

02 04 01 4D FE 2C 88 00 5A F5 EF 54 03 04 01 4D FE 2C 88 00 64 F5 EF 54 04 04 01 4D FE 2C 88 00 64 

F5 EF 54 05 04 01 4D FE 2C 88 02 4E F5 F0 54 01 04 01 4D FE 2C 88 02 4E F5 F0 54 02 04 01 4D FE 2C 

88 02 4E F5 F0 54 03 04 01 4D FE 2C 88 02 4E F5 F0 54 04 04 01 4D FE 2C 88 02 4E F5 F0 54 05 04 01 

76 42  
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Tx: 17:32:36: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 04 50 04 00 0A 05 85 00 00 A2 3E  

 

Rx: 17:32:36: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 40 51 0E 00 0A 05 8F 4D FE 2C 89 00 BE F5 F1 54 01 04 01 4D FE 2C 89 00 BE F5 F1 54 

02 04 01 4D FE 2C 89 00 BE F5 F1 54 03 04 01 4D FE 2C 89 00 BE F5 F1 54 04 04 01 4D FE 2C 89 00 BE 

F5 F1 54 05 04 01 4D FE 2C 89 02 B2 F5 F2 54 01 04 01 4D FE 2C 89 02 B2 F5 F2 54 02 04 01 4D FE 2C 

89 02 B2 F5 F2 54 03 04 01 4D FE 2C 89 02 B2 F5 F2 54 04 04 01 4D FE 2C 89 02 BC F5 F2 54 05 04 01 

FE 13  

 

Tx: 17:32:37: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 05 50 04 00 0A 05 8F 00 00 BB 15  

 

Rx: 17:32:37: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 50 51 0E 00 0A 05 99 4D FE 2C 8A 00 BE F5 F3 54 01 04 01 4D FE 2C 8A 00 BE F5 F3 54 

02 04 01 4D FE 2C 8A 00 BE F5 F3 54 03 04 01 4D FE 2C 8A 00 BE F5 F3 54 04 04 01 4D FE 2C 8A 00 BE 

F5 F3 54 05 04 01 4D FE 2C 8A 02 B2 F5 F4 54 01 04 01 4D FE 2C 8A 02 B2 F5 F4 54 02 04 01 4D FE 2C 

8A 02 B2 F5 F4 54 03 04 01 4D FE 2C 8A 02 B2 F5 F4 54 04 04 01 4D FE 2C 8A 02 B2 F5 F4 54 05 04 01 

CB A1  

 

Tx: 17:32:37: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 06 50 04 00 0A 05 99 00 00 11 60  

 

Rx: 17:32:38: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 60 51 0E 00 0A 05 A3 4D FE 2C 8B 00 C8 F5 F5 54 01 04 01 4D FE 2C 8B 00 C8 F5 F5 54 

02 04 01 4D FE 2C 8B 00 C8 F5 F5 54 03 04 01 4D FE 2C 8B 00 C8 F5 F5 54 04 04 01 4D FE 2C 8B 00 D2 

F5 F5 54 05 04 01 4D FE 2C 8B 02 BC F5 F6 54 01 04 01 4D FE 2C 8B 02 C6 F5 F6 54 02 04 01 4D FE 2C 
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8B 02 C6 F5 F6 54 03 04 01 4D FE 2C 8B 02 C6 F5 F6 54 04 04 01 4D FE 2C 8B 02 C6 F5 F6 54 05 04 01 

42 72  

 

Tx: 17:32:38: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 07 50 04 00 0A 05 A3 00 00 3E 18  

 

Rx: 17:32:38: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 70 51 0E 00 0A 05 AD 4D FE 2C 8C 00 D2 F5 F7 54 01 04 01 4D FE 2C 8C 00 D2 F5 F7 

54 02 04 01 4D FE 2C 8C 00 DC F5 F7 54 03 04 01 4D FE 2C 8C 00 DC F5 F7 54 04 04 01 4D FE 2C 8C 

00 DC F5 F7 54 05 04 01 4D FE 2C 8C 02 D0 F5 F8 54 01 04 01 4D FE 2C 8C 02 D0 F5 F8 54 02 04 01 

4D FE 2C 8C 02 D0 F5 F8 54 03 04 01 4D FE 2C 8C 02 D0 F5 F8 54 04 04 01 4D FE 2C 8C 02 D0 F5 F8 54 

05 04 01 C8 2D  

 

Tx: 17:32:39: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 08 50 04 00 0A 05 AD 00 00 55 3F  

 

Rx: 17:32:39: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 80 51 0E 00 0A 05 B7 4D FE 2C 8D 00 DC F5 F9 54 01 04 01 4D FE 2C 8D 00 DC F5 F9 

54 02 04 01 4D FE 2C 8D 00 DC F5 F9 54 03 04 01 4D FE 2C 8D 00 DC F5 F9 54 04 04 01 4D FE 2C 8D 

00 DC F5 F9 54 05 04 01 4D FE 2C 8D 03 34 F5 FA 54 01 04 01 4D FE 2C 8D 03 34 F5 FA 54 02 04 01 

4D FE 2C 8D 03 34 F5 FA 54 03 04 01 4D FE 2C 8D 03 34 F5 FA 54 04 04 01 4D FE 2C 8D 03 34 F5 FA 

54 05 04 01 7C B8  

 

Tx: 17:32:39: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 09 50 04 00 0A 05 B7 00 00 5E 25  
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Rx: 17:32:40: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 90 51 0E 00 0A 05 C1 4D FE 2C 8E 01 A4 F5 FB 54 01 04 01 4D FE 2C 8E 01 A4 F5 FB 54 

02 04 01 4D FE 2C 8E 01 A4 F5 FB 54 03 04 01 4D FE 2C 8E 01 A4 F5 FB 54 04 04 01 4D FE 2C 8E 01 A4 

F5 FB 54 05 04 01 4D FE 2C 8E 03 98 F5 FC 54 01 04 01 4D FE 2C 8E 03 98 F5 FC 54 02 04 01 4D FE 2C 

8E 03 98 F5 FC 54 03 04 01 4D FE 2C 8E 03 98 F5 FC 54 04 04 01 4D FE 2C 8E 03 98 F5 FC 54 05 04 01 

69 DA  

 

Tx: 17:32:40: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 0A 50 04 00 0A 05 C1 00 00 98 F6  

 

Rx: 17:32:40: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 A0 51 0E 00 0A 05 CB 4D FE 2C 8F 02 12 F5 FD 54 01 04 01 4D FE 2C 8F 02 12 F5 FD 54 

02 04 01 4D FE 2C 8F 02 12 F5 FD 54 03 04 01 4D FE 2C 8F 02 12 F5 FD 54 04 04 01 4D FE 2C 8F 02 12 

F5 FD 54 05 04 01 4D FE 2C 90 00 32 F5 FE 54 01 04 01 4D FE 2C 90 00 32 F5 FE 54 02 04 01 4D FE 2C 

90 00 32 F5 FE 54 03 04 01 4D FE 2C 90 00 3C F5 FE 54 04 04 01 4D FE 2C 90 00 3C F5 FE 54 05 04 01 

B3 94  

 

Tx: 17:32:40: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 0B 50 04 00 0A 05 CB 00 00 81 DD  

 

Rx: 17:32:41: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 B0 51 0E 00 0A 05 D5 4D FE 2C 90 02 80 F5 FF 54 01 04 01 4D FE 2C 90 02 80 F5 FF 54 

02 04 01 4D FE 2C 90 02 80 F5 FF 54 03 04 01 4D FE 2C 90 02 80 F5 FF 54 04 04 01 4D FE 2C 90 02 80 

F5 FF 54 05 04 01 4D FE 2C 91 00 96 F6 00 54 01 04 01 4D FE 2C 91 00 96 F6 00 54 02 04 01 4D FE 2C 

91 00 96 F6 00 54 03 04 01 4D FE 2C 91 00 96 F6 00 54 04 04 01 4D FE 2C 91 00 96 F6 00 54 05 04 01 

E4 9D  
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Tx: 17:32:41: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 0C 50 04 00 0A 05 D5 00 00 6B 66  

 

Rx: 17:32:42: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 C0 51 0E 00 0A 05 DF 4D FE 2C 91 02 8A F6 01 54 01 04 01 4D FE 2C 91 02 8A F6 01 

54 02 04 01 4D FE 2C 91 02 94 F6 01 54 03 04 01 4D FE 2C 91 02 94 F6 01 54 04 04 01 4D FE 2C 91 02 

94 F6 01 54 05 04 01 4D FE 2C 92 00 AA F6 02 54 01 04 01 4D FE 2C 92 00 AA F6 02 54 02 04 01 4D FE 

2C 92 00 AA F6 02 54 03 04 01 4D FE 2C 92 00 AA F6 02 54 04 04 01 4D FE 2C 92 00 AA F6 02 54 05 

04 01 06 B6  

 

Tx: 17:32:42: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 0D 50 04 00 0A 05 DF 00 00 72 4D  

 

Rx: 17:32:42: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 D0 51 0E 00 0A 05 E9 4D FE 2C 92 03 02 F6 03 54 01 04 01 4D FE 2C 92 03 02 F6 03 54 

02 04 01 4D FE 2C 92 03 02 F6 03 54 03 04 01 4D FE 2C 92 03 02 F6 03 54 04 04 01 4D FE 2C 92 03 02 

F6 03 54 05 04 01 4D FE 2C 93 01 68 F6 04 54 01 04 01 4D FE 2C 93 01 68 F6 04 54 02 04 01 4D FE 2C 

93 01 68 F6 04 54 03 04 01 4D FE 2C 93 01 68 F6 04 54 04 04 01 4D FE 2C 93 01 68 F6 04 54 05 04 01 

4D 45  

 

Tx: 17:32:42: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 0E 50 04 00 0A 05 E9 00 00 FC 5A  

 

Rx: 17:32:43: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 E0 51 0E 00 0A 05 F3 4D FE 2C 93 03 66 F6 05 54 01 04 01 4D FE 2C 93 03 66 F6 05 54 

02 04 01 4D FE 2C 93 03 66 F6 05 54 03 04 01 4D FE 2C 93 03 66 F6 05 54 04 04 01 4D FE 2C 93 03 66 

F6 05 54 05 04 01 4D FE 2C 94 01 72 F6 06 54 01 04 01 4D FE 2C 94 01 72 F6 06 54 02 04 01 4D FE 2C 
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94 01 72 F6 06 54 03 04 01 4D FE 2C 94 01 72 F6 06 54 04 04 01 4D FE 2C 94 01 72 F6 06 54 05 04 01 

B9 BB  

 

Tx: 17:32:43: init:  KF2 Message, Dest 4, Src 1,      Command# 80 = Request Event Logs  

AE 04 0F 01 02 0F 50 04 00 0A 05 F3 00 00 F7 40  

 

Rx: 17:32:44: reply: KF2 Message, Dest 1, Src 4,      Command# 81 = Send Event Logs  

AE 01 85 04 02 F0 51 0E 00 0A 05 FD 4D FE 2C 94 03 C0 F6 07 54 01 04 01 4D FE 2C 94 03 C0 F6 07 54 

02 04 01 4D FE 2C 94 03 C0 F6 07 54 03 04 01 4D FE 2C 94 03 C0 F6 07 54 04 04 01 4D FE 2C 94 03 C0 

F6 07 54 05 04 01 4D FE 2C 95 01 D6 F6 08 54 01 04 01 4D FE 2C 95 01 D6 F6 08 54 02 04 01 4D FE 2C 

95 01 D6 F6 08 54 03 04 01 4D FE 2C 95 01 D6 F6 08 54 04 04 01 4D FE 2C 95 01 D6 F6 08 54 05 04 01 

CB FD  

 

Tx: 17:32:44: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 09 50 04 00 0A 03 BB 00 00 ED 46  

 

Rx: 17:32:44: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 90 51 0E 00 0A 03 C5 2D D6 F5 C3 03 8E 1A 58 54 01 05 01 2D D6 F5 C3 03 8E 1A 58 

54 02 05 01 2D D6 F5 C3 03 8E 1A 58 54 03 05 01 2D D6 F5 C3 03 8E 1A 58 54 04 05 01 2D D6 F5 C3 

03 8E 1A 58 54 05 05 01 2D D6 F5 C4 01 A4 1A 59 54 01 05 01 2D D6 F5 C4 01 A4 1A 59 54 02 05 01 

2D D6 F5 C4 01 A4 1A 59 54 03 05 01 2D D6 F5 C4 01 A4 1A 59 54 04 05 01 2D D6 F5 C4 01 A4 1A 59 

54 05 05 01 DB 9E  

 

Tx: 17:32:44: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 0A 50 04 00 0A 03 C5 00 00 AA 9D  
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Rx: 17:32:45: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 A0 51 0E 00 0A 03 CF 2D D6 F5 C4 03 98 1A 5A 54 01 05 01 2D D6 F5 C4 03 98 1A 5A 

54 02 05 01 2D D6 F5 C4 03 98 1A 5A 54 03 05 01 2D D6 F5 C4 03 98 1A 5A 54 04 05 01 2D D6 F5 C4 

03 98 1A 5A 54 05 05 01 2D D6 F5 C5 01 A4 1A 5B 54 01 05 01 2D D6 F5 C5 01 A4 1A 5B 54 02 05 01 

2D D6 F5 C5 01 A4 1A 5B 54 03 05 01 2D D6 F5 C5 01 A4 1A 5B 54 04 05 01 2D D6 F5 C5 01 A4 1A 5B 

54 05 05 01 DA B6  

 

Tx: 17:32:45: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 0B 50 04 00 0A 03 CF 00 00 B3 B6  

 

Rx: 17:32:46: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 B0 51 0E 00 0A 03 D9 2D D6 F5 C6 00 14 1A 5C 54 01 05 01 2D D6 F5 C6 00 14 1A 5C 

54 02 05 01 2D D6 F5 C6 00 14 1A 5C 54 03 05 01 2D D6 F5 C6 00 14 1A 5C 54 04 05 01 2D D6 F5 C6 

00 14 1A 5C 54 05 05 01 2D D6 F5 C6 02 62 1A 5D 54 01 05 01 2D D6 F5 C6 02 6C 1A 5D 54 02 05 01 

2D D6 F5 C6 02 6C 1A 5D 54 03 05 01 2D D6 F5 C6 02 6C 1A 5D 54 04 05 01 2D D6 F5 C6 02 6C 1A 5D 

54 05 05 01 C5 72  

 

Tx: 17:32:46: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 0C 50 04 00 0A 03 D9 00 00 D8 05  

 

Rx: 17:32:46: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 C0 51 0E 00 0A 03 E3 2D D6 F5 C7 00 6E 1A 5E 54 01 05 01 2D D6 F5 C7 00 6E 1A 5E 

54 02 05 01 2D D6 F5 C7 00 6E 1A 5E 54 03 05 01 2D D6 F5 C7 00 6E 1A 5E 54 04 05 01 2D D6 F5 C7 

00 78 1A 5E 54 05 05 01 2D D6 F5 C7 02 62 1A 5F 54 01 05 01 2D D6 F5 C7 02 62 1A 5F 54 02 05 01 

2D D6 F5 C7 02 62 1A 5F 54 03 05 01 2D D6 F5 C7 02 62 1A 5F 54 04 05 01 2D D6 F5 C7 02 62 1A 5F 

54 05 05 01 30 91  
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Tx: 17:32:46: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 0D 50 04 00 0A 03 E3 00 00 F7 7D  

 

Rx: 17:32:47: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 D0 51 0E 00 0A 03 ED 2D D6 F5 C8 00 6E 1A 60 54 01 05 01 2D D6 F5 C8 00 6E 1A 60 

54 02 05 01 2D D6 F5 C8 00 6E 1A 60 54 03 05 01 2D D6 F5 C8 00 6E 1A 60 54 04 05 01 2D D6 F5 C8 

00 78 1A 60 54 05 05 01 2D D6 F5 C8 02 6C 1A 61 54 01 05 01 2D D6 F5 C8 02 6C 1A 61 54 02 05 01 

2D D6 F5 C8 02 6C 1A 61 54 03 05 01 2D D6 F5 C8 02 6C 1A 61 54 04 05 01 2D D6 F5 C8 02 6C 1A 61 

54 05 05 01 AB 8C  

 

Tx: 17:32:47: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 0E 50 04 00 0A 03 ED 00 00 CE 31  

 

Rx: 17:32:48: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 E0 51 0E 00 0A 03 F7 2D D6 F5 C9 00 D2 1A 62 54 01 05 01 2D D6 F5 C9 00 DC 1A 62 

54 02 05 01 2D D6 F5 C9 00 DC 1A 62 54 03 05 01 2D D6 F5 C9 00 DC 1A 62 54 04 05 01 2D D6 F5 C9 

00 DC 1A 62 54 05 05 01 2D D6 F5 C9 02 C6 1A 63 54 01 05 01 2D D6 F5 C9 02 C6 1A 63 54 02 05 01 

2D D6 F5 C9 02 C6 1A 63 54 03 05 01 2D D6 F5 C9 02 C6 1A 63 54 04 05 01 2D D6 F5 C9 02 C6 1A 63 

54 05 05 01 A5 5B  

 

Tx: 17:32:48: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 0F 50 04 00 0A 03 F7 00 00 C5 2B  

 

Rx: 17:32:48: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 F0 51 0E 00 0A 04 01 2D D6 F5 CA 00 DC 1A 64 54 01 05 01 2D D6 F5 CA 00 DC 1A 64 

54 02 05 01 2D D6 F5 CA 00 DC 1A 64 54 03 05 01 2D D6 F5 CA 00 DC 1A 64 54 04 05 01 2D D6 F5 CA 

00 DC 1A 64 54 05 05 01 2D D6 F5 CA 02 D0 1A 65 54 01 05 01 2D D6 F5 CA 02 D0 1A 65 54 02 05 01 
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2D D6 F5 CA 02 D0 1A 65 54 03 05 01 2D D6 F5 CA 02 D0 1A 65 54 04 05 01 2D D6 F5 CA 02 D0 1A 65 

54 05 05 01 C5 31  

 

Tx: 17:32:48: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 01 50 04 00 0A 04 01 00 00 E1 ED  

 

Rx: 17:32:49: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 10 51 0E 00 0A 04 0B 2D D6 F5 CB 01 36 1A 66 54 01 05 01 2D D6 F5 CB 01 36 1A 66 

54 02 05 01 2D D6 F5 CB 01 36 1A 66 54 03 05 01 2D D6 F5 CB 01 36 1A 66 54 04 05 01 2D D6 F5 CB 

01 40 1A 66 54 05 05 01 2D D6 F5 CB 03 2A 1A 67 54 01 05 01 2D D6 F5 CB 03 2A 1A 67 54 02 05 01 

2D D6 F5 CB 03 2A 1A 67 54 03 05 01 2D D6 F5 CB 03 2A 1A 67 54 04 05 01 2D D6 F5 CB 03 2A 1A 67 

54 05 05 01 7C 58  

 

Tx: 17:32:49: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 02 50 04 00 0A 04 0B 00 00 98 25  

 

Rx: 17:32:49: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 20 51 0E 00 0A 04 15 2D D6 F5 CC 01 4A 1A 68 54 01 05 01 2D D6 F5 CC 01 4A 1A 68 

54 02 05 01 2D D6 F5 CC 01 4A 1A 68 54 03 05 01 2D D6 F5 CC 01 4A 1A 68 54 04 05 01 2D D6 F5 CC 

01 4A 1A 68 54 05 05 01 2D D6 F5 CC 03 98 1A 69 54 01 05 01 2D D6 F5 CC 03 98 1A 69 54 02 05 01 

2D D6 F5 CC 03 98 1A 69 54 03 05 01 2D D6 F5 CC 03 98 1A 69 54 04 05 01 2D D6 F5 CC 03 98 1A 69 

54 05 05 01 92 40  

 

Tx: 17:32:50: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 03 50 04 00 0A 04 15 00 00 D3 BB  
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Rx: 17:32:50: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 30 51 0E 00 0A 04 1F 2D D6 F5 CD 01 A4 1A 6A 54 01 05 01 2D D6 F5 CD 01 A4 1A 6A 

54 02 05 01 2D D6 F5 CD 01 A4 1A 6A 54 03 05 01 2D D6 F5 CD 01 A4 1A 6A 54 04 05 01 2D D6 F5 CD 

01 A4 1A 6A 54 05 05 01 2D D6 F5 CD 03 98 1A 6B 54 01 05 01 2D D6 F5 CD 03 98 1A 6B 54 02 05 01 

2D D6 F5 CD 03 98 1A 6B 54 03 05 01 2D D6 F5 CD 03 98 1A 6B 54 04 05 01 2D D6 F5 CD 03 98 1A 6B 

54 05 05 01 65 C2  

 

Tx: 17:32:50: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 04 50 04 00 0A 04 1F 00 00 6B B5  

 

Rx: 17:32:51: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 40 51 0E 00 0A 04 29 2D D6 F5 CE 01 A4 1A 6C 54 01 05 01 2D D6 F5 CE 01 A4 1A 6C 

54 02 05 01 2D D6 F5 CE 01 A4 1A 6C 54 03 05 01 2D D6 F5 CE 01 A4 1A 6C 54 04 05 01 2D D6 F5 CE 

01 A4 1A 6C 54 05 05 01 2D D6 F5 CE 03 A2 1A 6D 54 01 05 01 2D D6 F5 CE 03 A2 1A 6D 54 02 05 01 

2D D6 F5 CE 03 A2 1A 6D 54 03 05 01 2D D6 F5 CE 03 A2 1A 6D 54 04 05 01 2D D6 F5 CE 03 A2 1A 6D 

54 05 05 01 E4 1E  

 

Tx: 17:32:51: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 05 50 04 00 0A 04 29 00 00 85 41  

 

Rx: 17:32:51: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 50 51 0E 00 0A 04 33 2D D6 F5 CF 01 AE 1A 6E 54 01 05 01 2D D6 F5 CF 01 AE 1A 6E 

54 02 05 01 2D D6 F5 CF 01 AE 1A 6E 54 03 05 01 2D D6 F5 CF 01 AE 1A 6E 54 04 05 01 2D D6 F5 CF 

01 AE 1A 6E 54 05 05 01 2D D6 F5 D0 00 1E 1A 6F 54 01 05 01 2D D6 F5 D0 00 1E 1A 6F 54 02 05 01 

2D D6 F5 D0 00 1E 1A 6F 54 03 05 01 2D D6 F5 D0 00 1E 1A 6F 54 04 05 01 2D D6 F5 D0 00 1E 1A 6F 

54 05 05 01 24 93  
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Tx: 17:32:52: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 06 50 04 00 0A 04 33 00 00 EE B8  

 

Rx: 17:32:52: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 60 51 0E 00 0A 04 3D 2D D6 F5 D0 02 12 1A 70 54 01 05 01 2D D6 F5 D0 02 12 1A 70 

54 02 05 01 2D D6 F5 D0 02 12 1A 70 54 03 05 01 2D D6 F5 D0 02 12 1A 70 54 04 05 01 2D D6 F5 D0 

02 12 1A 70 54 05 05 01 2D D6 F5 D1 00 82 1A 71 54 01 05 01 2D D6 F5 D1 00 82 1A 71 54 02 05 01 

2D D6 F5 D1 00 82 1A 71 54 03 05 01 2D D6 F5 D1 00 82 1A 71 54 04 05 01 2D D6 F5 D1 00 82 1A 71 

54 05 05 01 D4 0A  

 

Tx: 17:32:52: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 07 50 04 00 0A 04 3D 00 00 B7 17  

 

Rx: 17:32:53: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 70 51 0E 00 0A 04 47 2D D6 F5 D1 02 D0 1A 72 54 01 05 01 2D D6 F5 D1 02 D0 1A 72 

54 02 05 01 2D D6 F5 D1 02 D0 1A 72 54 03 05 01 2D D6 F5 D1 02 D0 1A 72 54 04 05 01 2D D6 F5 D1 

02 D0 1A 72 54 05 05 01 2D D6 F5 D2 00 DC 1A 73 54 01 05 01 2D D6 F5 D2 00 DC 1A 73 54 02 05 01 

2D D6 F5 D2 00 E6 1A 73 54 03 05 01 2D D6 F5 D2 00 E6 1A 73 54 04 05 01 2D D6 F5 D2 00 E6 1A 73 

54 05 05 01 F8 F3  

 

Tx: 17:32:53: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 08 50 04 00 0A 04 47 00 00 E2 23  

 

Rx: 17:32:53: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 80 51 0E 00 0A 04 51 2D D6 F5 D2 02 D0 1A 74 54 01 05 01 2D D6 F5 D2 02 D0 1A 74 

54 02 05 01 2D D6 F5 D2 02 D0 1A 74 54 03 05 01 2D D6 F5 D2 02 D0 1A 74 54 04 05 01 2D D6 F5 D2 

02 D0 1A 74 54 05 05 01 2D D6 F5 D3 00 DC 1A 75 54 01 05 01 2D D6 F5 D3 00 DC 1A 75 54 02 05 01 
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2D D6 F5 D3 00 E6 1A 75 54 03 05 01 2D D6 F5 D3 00 E6 1A 75 54 04 05 01 2D D6 F5 D3 00 E6 1A 75 

54 05 05 01 20 1B  

 

Tx: 17:32:54: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 09 50 04 00 0A 04 51 00 00 28 B5  

 

Rx: 17:32:54: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 90 51 0E 00 0A 04 5B 2D D6 F5 D3 02 D0 1A 76 54 01 05 01 2D D6 F5 D3 02 D0 1A 76 

54 02 05 01 2D D6 F5 D3 02 DA 1A 76 54 03 05 01 2D D6 F5 D3 02 DA 1A 76 54 04 05 01 2D D6 F5 D3 

02 DA 1A 76 54 05 05 01 2D D6 F5 D4 00 DC 1A 77 54 01 05 01 2D D6 F5 D4 00 DC 1A 77 54 02 05 01 

2D D6 F5 D4 00 DC 1A 77 54 03 05 01 2D D6 F5 D4 00 DC 1A 77 54 04 05 01 2D D6 F5 D4 00 DC 1A 77 

54 05 05 01 24 18  

 

Tx: 17:32:54: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 0A 50 04 00 0A 04 5B 00 00 51 7D  

 

Rx: 17:32:55: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 A0 51 0E 00 0A 04 65 2D D6 F5 D4 02 D0 1A 78 54 01 05 01 2D D6 F5 D4 02 DA 1A 78 

54 02 05 01 2D D6 F5 D4 02 DA 1A 78 54 03 05 01 2D D6 F5 D4 02 DA 1A 78 54 04 05 01 2D D6 F5 D4 

02 DA 1A 78 54 05 05 01 2D D6 F5 D5 00 DC 1A 79 54 01 05 01 2D D6 F5 D5 00 DC 1A 79 54 02 05 01 

2D D6 F5 D5 00 E6 1A 79 54 03 05 01 2D D6 F5 D5 00 E6 1A 79 54 04 05 01 2D D6 F5 D5 00 E6 1A 79 

54 05 05 01 71 2C  

 

Tx: 17:32:55: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 0B 50 04 00 0A 04 65 00 00 3E 81  
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Rx: 17:32:55: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 B0 51 0E 00 0A 04 6F 2D D6 F5 D5 02 DA 1A 7A 54 01 05 01 2D D6 F5 D5 02 DA 1A 7A 

54 02 05 01 2D D6 F5 D5 02 DA 1A 7A 54 03 05 01 2D D6 F5 D5 02 DA 1A 7A 54 04 05 01 2D D6 F5 D5 

02 DA 1A 7A 54 05 05 01 2D D6 F5 D6 01 40 1A 7B 54 01 05 01 2D D6 F5 D6 01 40 1A 7B 54 02 05 01 

2D D6 F5 D6 01 40 1A 7B 54 03 05 01 2D D6 F5 D6 01 40 1A 7B 54 04 05 01 2D D6 F5 D6 01 40 1A 7B 

54 05 05 01 00 CF  

 

Tx: 17:32:56: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 0C 50 04 00 0A 04 6F 00 00 86 8F  

 

Rx: 17:32:56: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 C0 51 0E 00 0A 04 79 2D D6 F5 D6 03 3E 1A 7C 54 01 05 01 2D D6 F5 D6 03 3E 1A 7C 

54 02 05 01 2D D6 F5 D6 03 3E 1A 7C 54 03 05 01 2D D6 F5 D6 03 3E 1A 7C 54 04 05 01 2D D6 F5 D6 

03 3E 1A 7C 54 05 05 01 2D D6 F5 D7 01 A4 1A 7D 54 01 05 01 2D D6 F5 D7 01 A4 1A 7D 54 02 05 01 

2D D6 F5 D7 01 A4 1A 7D 54 03 05 01 2D D6 F5 D7 01 A4 1A 7D 54 04 05 01 2D D6 F5 D7 01 A4 1A 

7D 54 05 05 01 8F 57  

 

Tx: 17:32:56: init:  KF2 Message, Dest 5, Src 1,      Command# 80 = Request Event Logs  

AE 05 0F 01 02 0D 50 04 00 0A 04 79 00 00 4C 19  

 

Rx: 17:32:57: reply: KF2 Message, Dest 1, Src 5,      Command# 81 = Send Event Logs  

AE 01 85 05 02 D0 51 0E 00 0A 04 83 2D D6 F5 D7 03 98 1A 7E 54 01 05 01 2D D6 F5 D7 03 A2 1A 7E 

54 02 05 01 2D D6 F5 D7 03 A2 1A 7E 54 03 05 01 2D D6 F5 D7 03 A2 1A 7E 54 04 05 01 2D D6 F5 D7 

03 A2 1A 7E 54 05 05 01 2D D6 F5 D8 01 A4 1A 7F 54 01 05 01 2D D6 F5 D8 01 A4 1A 7F 54 02 05 01 

2D D6 F5 D8 01 AE 1A 7F 54 03 05 01 2D D6 F5 D8 01 AE 1A 7F 54 04 05 01 2D D6 F5 D8 01 AE 1A 7F 

54 05 05 01 5E EC  
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Tx: 17:32:58: init:  KF2 Message, Dest 2, Src 1,  Command# 16 = Get Multi Data  

AE 02 49 01 01 03 10 20 10 00 10 01 10 02 10 03 10 04 10 05 10 06 10 07 10 08 10 09 10 0A 10 0B 10 

0C 10 0D 10 0E 10 0F 10 10 10 11 10 12 10 13 10 14 10 15 10 16 10 17 10 18 10 19 10 1A 10 1B 10 1C 

10 1D 10 1E 10 1F BB A5  

 

Rx: 17:32:58: reply: KF2 Message, Dest 1, Src 2,      Command# 17 = Send Multi Data  

AE 01 89 02 02 30 11 20 10 00 68 99 10 01 68 99 10 02 68 99 10 03 68 99 10 04 68 99 10 05 68 99 10 

06 68 99 10 07 68 99 10 08 68 99 10 09 68 99 10 0A 68 99 10 0B 68 99 10 0C 68 99 10 0D 68 99 10 0E 

68 99 10 0F 68 99 10 10 68 99 10 11 68 99 10 12 68 99 10 13 68 99 10 14 68 99 10 15 68 99 10 16 68 

99 10 17 68 99 10 18 68 99 10 19 68 99 10 1A 68 99 10 1B 68 99 10 1C 68 99 10 1D 68 99 10 1E 68 99 

10 1F 68 99 23 C6  
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Appendix S – Regression Analysis  
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29 Appendix T – Empirical data (9600 

Baud) 
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