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Abstract—Secret leakage and DC overflow are two critical
challenges in secret image sharing (SIS) for JPEG images, with
the latter also leading to format incompatibility. To tackle these
two issues, a systematic investigation on SIS for JPEG images
is presented. The primary contribution of this paper is the
design of two fundamental components, DC secret sharing and
AC secret sharing, for encoding the DC and AC coefficients,
respectively, of a JPEG secret image. In DC secret sharing,
DCA sharing and post-processing are combined together to deal
with DC components. Notably, a partial shadow-adjustable secret
sharing (PSASS) mechanism and a sample-recalculate strategy
are devised to prevent DC overflow. In AC secret sharing, the AC
cross-segment permutation and global scrambling are adopted
to disorder AC coefficients, enabling the dramatic alternation
of AC block features. The ACA sharing is then employed to
encode the permuted AC coefficients. Extensive experiments and
comparisons confirm the effectiveness and superiority of the
proposed scheme. Compared to recent methods, our approach
successfully eliminates secret leakage and avoids DC overflow,
thereby ensuring full compatibility with the JPEG format.

Index Terms—Secret sharing, secret image sharing, JPEG
image, security, overflow.

I. INTRODUCTION

Nowadays, secret sharing (SS) [1]-[7] has been extensively
adopted in various security applications. Among them, multi-
media security techniques such like reversible data hiding [1],
[5], [8]-[11], image encryption [12]-[15], and secret image
sharing (SIS) [16]-[21], has received much attention from the
research community. The well-known (k,n) SIS safeguards
a secret image by dividing the secret into n random-looking
shadows such that any collection having k£ or more shadows
can decode the secret. Whereas any (k — 1) or fewer shadows
are not feasible to learn any information about the secret.
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Visual secret sharing (VSS) and polynomial-based SIS
represent two primary schemes for protecting sensitive images.
VSS employs base matrices to encode a black-and-white
secret image into multiple shadows. The secret can then be
reconstructed visually by printing the shadows on transparen-
cies and stacking them together, thereby allowing decoding
without the aid of computational devices. Building upon
the foundational principles of VSS [22], various extensions
of VSS were developed. Important attributes such as pixel
expansion, reconstructed image quality, secret image format,
and sharing policy were extensively studied. To reduce pixel
expansion, probabilistic VSS , random grid-based VSS, and
VSS formulated via integer linear programming [19] were
presented. Meanwhile, XOR-based VSS schemes [19], [23]
were introduced to achieve higher recovered image quality.
To deal with grayscale images, halftoning techniques can first
convert them into approximate binary versions, enabling the
application of VSS to generate shadows. Moreover, advanced
halftoning methods, such as parallel error diffusion [24] and
analysis-by-synthesis [25], can be integrated with VSS to pro-
duce visually pleasing halftone shadows. To support flexible
secret sharing policies, VSS schemes were also designed for
general access structures [26], evolving access structures [27],
and essential access structures [28].

On the other hand, the pioneer work of SIS was presented
in [29], where Shamir’s SS [30] was adopted for encrypting
image pixels. Typically, the k coefficients of a (k — 1) degree
polynomial serve to conceal k secret pixels. By utilizing
Lagrange interpolation, the secret can be reconstructed from
any k shadows. As the shadows are noise-like, the attention
of eavesdropper would be readily aroused while random-
looking data are transmitted. Consequently, steganography is
available in SIS [31], where the shared data is embedded into
a cover image to produce meaningful stego images, preventing
an eavesdropper from learning that a secret exists. With the
purpose of non-destructively extracting the hidden shared data
from the stego images and facilitating lossless secret recon-
struction, reversible and lossless SIS [21] was established.
SIS with essential participants, where the participants are
categorized as essential and non-essential, was proposed in
[32] to offer flexible access structures. Only when sufficient
number of essential participants are involved, the secret can
be decoded. The SIS approaches in [33] [17] investigate the
mechanism for determining whether a shadow is fake or
not. Moreover, SIS with a variety of functionalities, such as
cheating-prevention [34], and outsourcing computation [35],
was also introduced.
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However, the aforementioned SIS schemes are only applica-
ble for uncompressed images. They cannot deal with the secret
that is encoded by popular image compression technique such
like JPEG. As the use of JPEG images continues to grow,
ensuring their security has become increasingly necessary.
JPEG encryption serves as an effective means to this end.
Existing approaches have primarily focused on DC and AC
components separately. For DC components, stream cipher
is often applied to encrypt DC coefficients produced by
specialized DCT transforms [36], which effectively introduces
a high degree of disorder. The method in [37] processes DC
codes (DCCs) through permutation and encrypts the appended
bits of DCCs using a stream cipher, though it carries a
risk of DC overflow. Another technique [38] encrypts DCCs
by scrambling consecutive DCCs with the same sign and
performing iterative grouping and swapping. However, leaving
DCC values unchanged may present certain security risks.
In [13], DC coefficients are encrypted by predicting them
from the pixel correlation of decoded AC coefficients. The
DC prediction errors are then grouped, and a random number
is added to each group to improve security. A different
strategy maps DC coefficients to variable-length integer codes
within the same category [14], where coefficients at risk of
overflow are labeled and rotated. For AC components, several
encryption approaches have been presented, including stream
cipher encryption of the appended bits of AC codes (ACCs)
[39], run/size, value (RSV) permutation with identical run
length [38], [40], ACC sign encryption [41], and intra-block
ACC permutation [13].

A series of SIS schemes designed for JPEG images have
also been reported. In [42], a joint SIS and JPEG compression
method is presented, which employs Shamir’s SS during the
Huffman coding stage to maintain the visual security of the
secret image directly in the compressed domain. A meaningful
SIS scheme is proposed in [43] that operates on the DCT
coefficients of JPEG images. It constructs meaningful shadow
images via a random element utilization model, thereby im-
proving the visual quality of both the shadow images and the
recovered secret image. Furthermore, a robust SIS based on a
stable block condition was developed in [44] to resist JPEG
recompression. This method ensures the invariance of DCT
coefficients during recompression, significantly enhancing the
robustness of the scheme. Puteaux et al. [18] introduced an SIS
technique applicable to JPEG images, focusing on sharing the
AC components. In their method, the amplitude values of AC
coefficients are concatenated to form a secret, which is then
encrypted using Shamir’s SS. However, this approach does
not guarantee visual security, as the generated shadow images
may still disclose private information despite encryption of
the DC coefficients. Moreover, the issue of DC overflow is
not considered, which could cause a large number of shared
DC coefficients to exceed the valid range and lead to format
incompatibility.

In this paper, we focus on the area of SIS for JPEG images,
and present a secret JPEG image sharing (SJIS) scheme to
address the security vulnerability and DC overflow issue in
[18]. Main contribution of this paper is summarized below.

o A secret JPEG image sharing scheme is presented. To

encrypt a JPEG secret image, two essential components,
DC secret sharing and AC secret sharing, are investigat-
ed. The DC secret sharing deals with DC data while
the AC secret sharing is responsible for encoding AC
information. The shared DC and AC data are eventually
synthesized to form the JPEG shadows.

o The DC secret sharing mechanism leverages a two-stage
process: DCA sharing and subsequent post-processing.
The DCA sharing utilizes the proposed partial-shadow
adjustable secret sharing (PSASS) to split DC coefficients
into shadows, while a sample-recalculation strategy re-
fines the DC items to preemptively minimize overflow
occurrences. A post-processing module incorporating DC
shifting and reversible data hiding is then applied, guar-
anteeing that any overflow is entirely eliminated.

e The AC secret sharing framework incorporates adaptive
key generation, AC permutation, and ACA sharing. The
AC permutation employs a two-level strategy: first, AC
cross-segment permutation randomizes the coefficients
within designated blocks; second, a global permutation
scrambles all blocks, excluding DC coefficients. The per-
muted coefficients are subsequently encoded using ACA
sharing. By applying AC secret sharing, the structural
features of AC blocks are substantially modified, resulting
in a dramatic improvement in security.

The rest of this paper is organized as follows. Section II
describes the JPEG bitstream and traditional SIS for uncom-
pressed images. Motivation and overview are illustrated in
Section III. Details of the proposed scheme, including DC
secret sharing and AC secret sharing, are given in Sections
IV and V. Experiments, discussions, and comparisons are
demonstrated in Section VI. Section VII concludes this work.

II. PRELIMINARIES

Detailed information of JPEG bitstream is described in this
section, as well as traditional SIS for uncompressed images.

A. JPEG Bitstream

One popular format for storing and sending digital images
is JPEG compression [45]. A JPEG image is established
by performing the DCT, quantization, zig-zag scanning, and
entropy coding. The entropy encoded data is constituted by [V
minimum coded units (MCUs, denoted as MCU;, 1 < i <
N), with N representing the total number of non-overlapping
JPEG image blocks. An MCU is achieved by encoding a DCT
block after zig-zag scanning. A DCT block actually contains
1 DC coefficient and 63 AC coefficients. Fig. 1 demonstrates
the structure of entropy encoded data of a JPEG image.

Each M CU; has one DC code (DCC, specified by DCC})
for the DC coefficient, several AC codes (ACCs, represented
by ACC{ where 1 < j < t; and t; is the quantity of non-zero
AC coefficients of the DCT block) for the AC coefficients and
an end-of-block (EOB) code. Usually, 0 < ¢; < 63 for an 8 x8
DCT block and ACCY denotes the j-th ACC of the i-th DCT
block. Additionally, the EOB code is absent when the last AC
coefficient in the zig-zag sequence is non-zero.
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Fig. 1. The structure of entropy encoded data of a JPEG image.

One Huffman code (DCH, denoted by DCH;) and the
appended bits (DCA, given as DCA;) are included in each
DCC;. DCA is obtained by performing the variable-length
integer (VLI) coding to encode the difference between the
quantized DC coefficient of the current block and that of the
previous block. Let d; (1 < ¢ < N) be the amplitude encoded
by DCA;. According to differential pulse code modulation
(DPCM), the quantized DC coefficient of the i-th DCT block
is determined as D; = Z;Zl dj. DCH is derived by applying
Huffman coding to encode the VLI code length of d;.

Every AC’C{ has one Huffman code (ACH, denoted as
ACHY)), and the appended bits (ACA, represented by AC'A7).
The AC A! is obtained by applying VLI coding to encode the
amplitude of the current non-zero AC coefficient. The zero-
run length (i.e., the number of zero AC coefficients preceding
the current non-zero AC coefficient) and the VLI code length
of the current non-zero AC coefficient are simultaneously
encoded as ACH by using Huffman coding.

B. Traditional Secret Image Sharing

Shamir’s (k,n) SS [30] utilizes a (k—1)-degree polynomial
f(x) = (ap + 25;11 ajz?) (mod p) to encrypt a secret s,
where the constant coefficient ag of f(x) is replaced by secret
s. The (k—1) coefficients aq, - - - , a1 are randomly chosen.
f(x) yields n shadows f(x1), -, f(x,) when n distinct
values of x1,--- ,x, are fed to it. Lagrange interpolation can
be used to reconstruct the (k — 1)-degree polynomial f(z)
from any k& shadows. Secret s is thus recovered as s = f(0).
In order to encode an uncompressed secret image, Shamir’s
SS was extended in [29]. First, the secret image is permuted
at random. Then, any k secret pixels are embedded into the
k coefficients ag, - - - ,ar_1 of the (k — 1)-degree polynomial
f(z) to create n shared pixels. By collecting the corresponding
shared pixels together, the shadow images are produced.

III. MOTIVATION AND OVERVIEW

In this section, limitations of previous techniques are sum-
marized. Then, the motivation of this paper is explained, as
well as the overview of the proposed approach.

A. Analysis and Motivation
The paramount concerns on recent SIS scheme for JPEG
images [18] are summarized as follows.
o Secret leakage. In [18], various AC block features of
the JPEG shadows, including NCC (nonzero coefficients

count), PLZ (position of last nonzero coefficients), EAC
(energy of non-zero AC coefficients) and RLS (run length
sequence), closely resemble those of the original image.
This similarity may lead to information disclosure, and
sensitive content might be directly perceived on shadows.
The experiment given in Fig. 2 further confirms the
foregoing security flaw. One can observe the private
information from the generated shadows.

o Overflow of shared DC coefficients. A DC coefficient
must remain within a predefined numerical range. Since
the DC coefficients in [18] are encoded directly, the
generated shared values may exceed the permissible
maximum or minimum values, resulting in DC overflow.
More seriously, such overflow can ultimately cause for-
mat incompatibility.

Additionally, some existing approaches [17] [34] are only
applicable to uncompressed images. JPEG compressed images,
which are frequently utilized in various practical applications,
are not taken into consideration. As a result of this, we are
motivated to design a secure and format compatible secret
JPEG image sharing technique. The proposed approach can
effectively prevent secret leakage, and resolve the DC overflow
issue, ensuring full compatibility with the JPEG format.

Fig. 2. The shadows generated by Puteaux et al.’s technique [18]. (a) The
JPEG secret image, (b) a JPEG shadow by sharing only AC components, (c)
a JPEG shadow by sharing both DC and AC components.

B. Overview of The Proposed Scheme

The proposed technique splits a JPEG secret image into
n JPEG-format shadows in such a way that any collection
having k£ or more shadows can disclose the secret. Whereas
any less than k£ shadows are unable to reveal any clue
about the secret. For a JPEG secret image, the compressed
information can be broadly categorized into two types: DC
coefficients represented by DCCs and AC coefficients denoted
as ACCs. Accordingly, the proposed approach consists of two
primary building blocks: DC secret sharing and AC secret
sharing. The DC secret sharing is responsible for sharing the
DCC bitstreams, while the AC secret sharing is in charge
of encrypting the ACC data. After all DCCs and ACCs are
processed, n DCC-whole-shadows and n ACC-whole-shadows
are generated. These are then combined correspondingly to
form n JPEG shadows. Fig. 3 depicts our scheme.

DCA sharing and post-processing are the two primary parts
of DC secret sharing. The DCA sharing mainly deals with
the DCAs (i.e., the encoded amplitudes of DC coefficients)
from DCCs. In each round, a certain number of DCAs are
concatenated together to obtain a DCA-secret, which is later
split into n DCA-shadows. More concretely, a partial shadow-
adjustable secret sharing (PSASS) technique is introduced in
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Fig. 3. Diagram of the proposed scheme.
order to alter the values of DCA-shadows. In this scenario, TABLE I

the number of overflow shared DC coefficients can be re-
duced. If the generated DCA-shadows are still unsuitable (i.e.,
causing overflow), a sample-recalculate strategy is employed
to re-produce appropriate shared data. Furthermore, a post-
processing is developed to completely prevent DC overflow.
When all DCAs are encrypted, n DCA-whole-shadows are
derived. By subsequently combining with the DCHs, n DCC-
whole-shadows are created.

The AC secret sharing involves three main building blocks:
adaptive key generation, AC permutation, and ACA sharing.
The adaptive key generation is responsible for providing a se-
cret key for the AC permutation. To boost the security, the AC
permutation significantly changes the primary characteristics
of AC blocks by randomly rearranging the AC coefficients.
Additionally, all ACAs (i.e., the encoded amplitudes of AC
coefficients) are encrypted in order to produce n ACA-whole-
shadows by using the ACA sharing technique. At last, the
ACA-whole-shadows are assembled with the original ACHs
to yield n ACC-whole-shadows.

The ACC-whole-shadows are subsequently utilized in the
post-processing stage of DC secret sharing, yielding marked
shared data. By merging the DC shared data with the marked
AC shared data, n JPEG-format shadows are produced. The
original JPEG secret can be reconstructed when any k& of n
JPEG shadows are collected. For clarity, the key notations used
in this paper are summarized in Table I

IV. DC SECRET SHARING

This section begins by identifying the key challenge in
DC secret sharing, followed by a description of the proposed
solution, which consists of DCA sharing and post-processing.
Generally, a DCA-secret is first constructed by concatenating
consecutive DCAs from DCCs. Based on the DCA-secret, the
proposed PSASS technique is adopted to produce n DCA-
shadows. In case that the generated shadows are inappropriate
(i.e., causing DC overflow), the sample-recalculate strategy
is employed to create suitable ones once more. The usage
of both PSASS and sample-recalculate strategy effectively
diminishes the number of overflow shared DC coefficients.
However, the overflow issue cannot be prevented completely.
In order to fully turn the overflow DC coefficients into a

NOTATION USED IN THIS PAPER

Notation | Description
D; a quantized DC coefficient
DEJ ) the j-th shared value of D;
DZ(J ) a shifted value for DE.J ) to avoid overflow
d; the DC difference encoded by a DC' A;
di.] ) the j-th shared value of d;
dy ) a shifted difference calculated from EEJ )
DCAZ(.]) the j-th shared value of DC'A;
Din, Dmaz the minimum and maximum DC values
DCAat a DCA-secret by concatenating ¢ consecutive DCAs
DCASZ% the j-th shared value of DC'Aq ¢
pl(.J ) the distance from DE” to the nearest DC boundary
the secure range, near-overflow range, and overflow
Rs, Ry Ro range for DC coefficients
] a variable to indicate whether the shared DC
i coefficients at location ¢ might overflow or not
Fan(-), Fp(:) | four procedures to calculate the NCC, PLZ, EAC,
Fe(+),Fr(:) | and RLS features of an AC block
I, 11,111 three types of AC blocks
ACA an ACA-secret fetched from an ACA sequence

valid range, a post-processing is described. When all secret
DCAs are encrypted, n DCA-whole-shadows are achieved. By
combining the DCA-whole-shadows with the original DCHs,
n DCC-whole-shadows are constructed.

A. Key Issue of DC Secret Sharing

When dealing with DC data, the problem of DC overflow
should be taken into account. Herein, we explain the DC
overflow phenomenon. And then, the limitation of directly
applying secret sharing to tackle DC information is discussed.

1) DC Overflow: A quantized DC coefficient D;, 1 < i <
N, must be within a valid range, as denoted by

Di S [Dminmeam] (1)

where D,,,;n and D, ., are the minimum and maximum DC
values calculated by

Diin = round(—1024/Q1),

Doz = round(1016/Q1). @
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In the above equations, (J; denotes the first entry in the
quantization table, which is related to the quality factor of
a JPEG image. Moreover, suppose d; is the value encoded by
a DCA; where 1 <i < N, the corresponding DC coefficient
D; is determined as D; = Z;zl d;

Building upon the preceding analysis, a key challenge in
designing DC secret sharing is the potential overflow of
D; beyond the permissible range [D,,in, Dinaz] When the
values of d;s are sufficiently large or small. This overflow
would cause severe visual distortion in the decoded image
[38], undermining the assessment of visual security. Moreover,
such overflow may render the resulting bitstream incompatible
with standard image applications (i.e., format incompatibility),
leading to format errors and processing failure.

2) Limitation of Applying SS to Share DCA: We discuss
the case of directly applying a (k,n) SS [30] to tackle a DCA
value DC'A;. The following two steps are usually considered.
(i) Construct a (k — 1)-degree polynomial

f(CC) :a0+a1x+...+ak71xk—1 3)

under Galois Field GF(2™) where ag = DC A;. Additionally,
a, - ,ap—1 are (k — 1) random numbers. (i) By using
different values of x1,--- ,x,, n shadows are calculated by

Since the shared value DC'A; @) (1 < j < n) differs from the
original DC'A;, the corresponding d; () decoded from DCA; @)
might deviate substantially from the orlglnal d; converted from
DCA;. This discrepancy can lead to an overflow problem
when these shared values are utilized. Example 1 provides
an instance of DC overflow.

Example 1. Consider an overflow situation of (2,3) scheme
when sharing the DCAs DCA, = 41 and DCAs; = 120.
The corresponding DC differences decoded from 41 and 120
are di = 41 and dos = —135, respectively. Let the DC
valid range be [—204,203]. Suppose the two polynomials for
sharing DC Ay and DC Ay are

fa(x) =120+ 2172

where 10 and 217 are randomly chosen. Let the 3 IDs be
1 =1, x0 = 2, and x3 = 3. The DCA-shadows of the two
secrets are computed by

(mod GF(2)),

(mod GF(2%)), ©)

DCAY = f(21) =35, DCA? = fi(xy) = 61,
DCAY = f(x3) = 55, DCA“) fo(z1) =161,  (6)
DCAY = fo(as) = 215,D0A§3 = fo(as) = 14.
Further, the shared DC differences from the shared DCAs are
d" =35,d® =61,d* =55,
7
d‘” =161, d(z) = 215,d5”) = —241. @
The corresponding shared DC coefficients are
DMV =V =35 DY = at") + d) = 196,
D =d® =61,D? = d? + a{? = 276, )
DY = d<3) 55, D(S) 4 + a5 = —186.

We notice that the shared DC coefficient DSQ) is not in the
valid range (i.e., 276 ¢ [—204, 203)).

B. DCA Sharing

The DCA sharing is designed to encrypt the DCAs while
leaving the DCHs unaltered. Essentially, a DCA-secret is
created by extracting the DCAs from the DCCs of a JPEG
secret image and concatenating parts of them. Based on the
DCA-secret, a PSASS method is employed to create n DCA-
shadows. It should be noted that (k—1) out of n DCA-shadows
in PSASS are allowed to be modified. The sample-recalculate
strategy serves for DCA-shadow re-generation in the sce-
nario that the constructed DCA-shadows are unacceptable.
The DC overflow issue can be considerably alleviated with
the assistance of PSASS and the sample-recalculate strategy.
Herein, we outline the fundamental processes of DCA sharing
after presenting the PSASS. The sample-recalculate strategy
is given at the end of this sub-section.

1) Partial Shadow-Adjustable Secret Sharing: Recall that,
typical (k,n) SS randomly selects (k — 1) coefficients
ai,---,ap—1 of a (k — 1)-degree polynomial to produce n
shadows. Because the shadows are randomly distributed, their
values cannot be predicted in advance. Consequently, some
shadows may fall outside the acceptable range (i.e., be too
large or too small), leading to overflow. To mitigate this issue,
the PSASS approach is devised. Its core idea is to proactively
adjust a subset of the shadows during generation, thereby
reducing the likelihood of DC overflow. The following three
steps comprise our PSASS.

(i) Build a (k — 1)-degree polynomial with the constant
coefficient being the secret s, as given by

=1 (mod GF(2M)). (9)

fl@y=s4+az+ - +ap_1z

In contrast to traditional SS, the coefficients aq, - -+, ap_1 are
not randomly chosen. Instead, they remain unknown and are
determined from the (k — 1) shadows given in the next step.

(ii) Select (k — 1) values as shadows to calculate the (k —
1) coefficients aq, ---, ai—1. Without loss of generality, let
the chosen (k —1) values be f(xj,),---, f(xj,_,), where the
subscripts j1,--- ,jk—1 represent the corresponding (k — 1)

participants. Given x;,,--- ,x;, , and f(zj,), -, f(z;,_,),
a system of (k — 1) equations is formed as
s+arxy +- 4 ap— 11‘ = f(zj,),
ko1
S+ a1y, + o apazg = f(zg), (10)

Fap_q2tt = fl@je 1)

s+arxy,_, + - et =

The (k — 1) coefficients aq,--- ,ar—1 can be computed from
the foregoing system of equations.

(iii) As the coefficients aq,---,ar_1 are calculated, a
(k — 1)-degree polynomial f(z) is determined. By employing
(n—k+1) values of &, ,--- ,x;,_, ., the remaining shadows
f(xi), -, f(xi,_,.,) are created.

To sum up, one can determine the values of (k—1) shadows
in advance and then use them to generate the remaining (n —
k + 1) ones by PSASS.

Authorized licensed use limited to: Auckland University of Technology. Downloaded on July 26,2026 at 19:37:14 UTC from |IEEE Xplore. Restrictions apply.
© 2026 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Dependable and Secure Computing. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/TDSC.2026.3714465

2) Main Process: With the aid of PSASS, the DCA sharing
technique is presented, as given below.

(i) DCA-secret generation. For a JPEG secret image hav-
ing N DCCs, there exist N DCAs DCA;,--- ,DCAyN. A
length parameter Mp for producing a DCA-secret is first
determined, where Mp > [logy(n + 1)] and n is the
number of participants. For each time, ¢ consecutive DCAs
DCA,, - ,DCA,+¢—1 are chosen and concatenated together
to create a DCA-secret DC' A, ; by

DCA,, = DCA||- -

[|[DCAgtt—1 (11)

where || is the bit concatenation. Remember that, the val-
ue of ¢ depends on the DCAs and it might vary for
each DCA-secret creation. Essentially, those ¢ chosen DCAs
DCA,, - ,DCA,; 1 should satisfy

L(DCAa,tfl) < MD < L(DCAaJ) (12)

where DCA, 1 = DCA,||---||DCAgti—2 and L(-) de-
notes the bit length of the input. It implies that the bit length
of t DCAs must be no less than Mp while the bit length
of (t — 1) DCAs should be smaller than M. Additionally,
Galois Field GF(2M) is subsequently employed to generate
shadows where M, = L(DCA, ;).

(ii) Boundary distance calculation and priority sorting.

Let D, @) 1 be the j-th shared DC coefficient in location (a—1),
as computed by D((ljzl =3 11 d( 7 The distance from Dt(lj )1

to the nearest DC boundary (i.e., Dmaz or D,,,;») is calculated

by
) = {Dmam ~pY . it DY, >0,

D((lj,)l — Dppin, otherwise.

13)

One can use p((l]_)1 to estimate whether the j-th shared DC
coefficient at location a is easy to overflow or not. Smaller
p((f_)l indicates the current DC coefficient D(J )1 is closer to
the nearest boundary. It is hence more prone to overflow. As a
result of this, we sort the values of pgl_)l, ey, pfln_)l and select
the (k — 1) smallest ones with the indexes j1,--- ,jx—1. The
shadows with these (k—1) indexes are selected for adjustment
in the following step.

(iii) Determine the values of (k — 1) chosen shadows for
PSASS. Let d,, - - -, dy4+¢—1 be the ¢ values encoded by ¢ con-
secutive DCAs DCA,, -+, DCAg4t—1 which comprise the
DCA-secret DC A, ;. For any participant j5, € {j1, -, jrk—1}
among the (k — 1) selected ones, we first determine the

shared values d$", d(j "2 | via the steps given in the

next paragraph. Then, the correspondmg DCAs DCAg; G ”) e

DCAaJJrhz , are achieved from dg Gn) d((lj 't{_1 by using the

VLI coding. Finally, these t DCAs are concatenated to derive
a DCA-shadow DCA"

at » as represented by

DCAYY = DCAGW||---IDCAY)_ | (14)

Calculation of d{"), - dgj Ay

unchanged, the range of each shared value d&jh) (a <u<
a 4+t — 1) must be the same as that of the original d,. That

Since the DCHs remain

is, if dy € [~dinae, —dind] U [dS),, dlide], then di*) €
[~diae, —dS) ] U [dY) | dmas] where [~die, —di),] U

[d,(f;l)n, dgfi()m] is the range specified by the original DCH. Ac-
cording to DPCM encoding, the ¢ consecutive DC coefficients

of the j;,-th DCA-shadow are computed by

D(jh) D(jh) +d(jh)
Dt(ljﬁl D(]}L) +d((1JJ}rL1’

(15)
D((Lj+h7:) 1= D(th 2t dt(zj—:-lt) 1-

We should choose a d(j ") from the acceptable interval
[—dmm,—dfjjfn} [df}jﬁn,dﬁ}ﬁz] to ensure that the corre-
sponding shared DC coefficient D&j ") can be far away from
the nearest boundary (i.e., Dyyqz Or Diyip). Generally, the
following criteria are employed.

(1) When DY) e [—d,, —d™ 1 U [d™ dW.], we

man man’

choose d7") = —DU") 5o that DY*) = pUr) 4+ g =
DY) — D(J’L) = 0. In this case, D" is far away from both

boundaries (i.e., Dy,qe and D,,in).

(2) When D, Jh) € (dmaz, +00), we ensure d(j” = dEJjEH
to have D(J") DLJH +d9m = Dfﬁ% —d¥.. In this

situation, Dl(f h% is reduced to be as far as possible from the

boundary Dynq,. Similarly, when DY) € (=00, —dh.),
we have dq(jh) _ dsff,)m so that ngh') = ij_hz + d&jh) =
D,fff} + dsﬁft)w D(j ”) is increased to be far away from D,,;,,.

(3) When ij_h) 0,d") ), we make d7*) = —d™) 1o
have Dqgjh) _ Di]_hi _’_d?(fh) _ (Jh) d(“)
fof% is reduced to be far away from Doz By the same way,
when DY) e (=d™ 0), we ensure d7") = d™) to have
D’l(Ljh) _ D ]h) +d(]h) D(Jh +d£:;)n
be far away from Doin-

Randomness. To provide randomness, we introduce a per-
turbation term ¢ (randomly chosen from JO ,0)) to dg“), as
represented by di/*) £6 (i.e., d" +6 or dy") —5). Note that,
the final value of d( ") with the perturbation term ¢ should be

within the same interval of the initial dq(f h), as represented by

In this situation,

DY) is increased to

A" £ € [~dmie, —din),), if &7 € [~dinie, —di3)),
di 6 € [d), ], if dP) € [dY), d5].
(16)

If the range of the final d¥) s altered by &, we should
randomly re-sample another ¢ from [0, ] until we have a valid
dg ") In summary, the rules for determining the value of dgj n)
are formulated as

—DY") — 5, it DY) € [~dira, —d%) ],
D(“l +6, if DY) e [d) i,
dUn) — dgrlfa:c + 0, if D(Jh) (dgrqu)zm’ +OO)7
TN e — 5, it DY) € (—o0, —dih),
—d™ 6, it DY) € o, dﬁj;m)
a5 i DU e (—dt) o),

(17)

(iv) Generate the remaining (n — k + 1) shadows by
PSASS. Based on the (k — 1) DCA-shadows determined in
previous step, PSASS is utilized to generate the remaining
(n—k+ 1) DCA-shadows. A variable 7); is further employed
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to indicate whether the (n—k+ 1) generated ones are suitable
or not. When 7; < k — 1, the (n — k + 1) DCA-shadows are
accepted. Otherwise, they are marked as inappropriate, and
the sample-recalculate strategy (given in the subsequent sub-
section) is utilized to re-produce all shadows. When all DCAs
are processed, n DCA-whole-shadow are provided. Example
2 demonstrates the use of DCA sharing for producing valid
shared DC coefficients.

Example 2. Consider the DCA sharing of (2,3) scheme for
dealing with DC Ay = 41 and DC Ay = 120 (DC differences
are di = 41 and dy = —135).

We use the same polynomial f1(x) and IDs given in Exam-
ple 1 for sharing DC Ay, where 3 generated DCA-shadows
are DCAY = 35, DCAY = 61, and DCAY) = 55. The
corresponding DC differences are dgl) = 35, d§2) = 61, and
d§3) = 55. The boundary distances of the 1-st shared DC
coefficients belonging to 3 participants are computed by

Pt =168,p{ = 142,p{") = 148. (18)

Since p§2) = 142 is the smallest item, the 2-nd DCA-shadow of
DC A, is required to be adjusted. In this case, we can modify
DCAY 10 122 (ie, d¥ = —133) so that the shared DC
coefficient for the 2-nd participant is DéQ) = d(12) + de) =
—72, which is within the valid range [—204,203].

On the other hand, for fo(xr) = DCAs + aix
(mod GF(2%)), one can calculate the coefficient a1 = 1
of fa(z) by using Lagrange interpolation with DCAgQ) =
DCAy + ayzy (mod GF(2%)). With the determined fo(x),
we compute the remaining 2 DCA-shadows by DAY =
fo(x1) = 121 and DCAY) = fy(as) = 123 (ie., dz” =
—134 and dg?’) = —132). Consequently, the two shared DC
coefficients are achieved by Dél) = dgl) + d;l) = —99 and
D§3) = d(lg) + d(23) = =77, which are acceptable.

Secure Range: Rg

Near-overflow Range: Ry Overflow Range: Ry

Rs
Ro I A 1 Ro
—® Dmin ~ Dmin+ € 0 Dimax — € Dinax +oo
Ry Ry

Fig. 4. Three ranges used for calculating ;.

Calculation of 7;. A parameter € is used to partition the
DC valid range [D,in, Dimaz] into two intervals: the secure
range Rs and the near-overflow range Rs:

{Rs — (Dynin + € Dipaz — €), 1)
RN = [Dmins Dmin + €] U [Dimaz — €, Dimaz)-
Additionally, the overflow range R is defined as

Ro = (=00, Dyin) U (Dmaz, +00). (20)

Fig. 4 summarizes these three types of intervals. Hence, 7; is
computed by

(1) (2) (n)

m=mn; 0ttty 2y

where n(j ) corresponds to the j-th (1 < 5 < n) shared DC

coefficient at the ¢-th location and can be determined by
0, if DY) € R,
0 =1, it DY) e Ry,
k, it DY) € Ro.

(22)

When 7; = 0, all shared DC coefficients at location 7 are inside
the secure range Rs and the shared DC coefficients at location
(i4+1) are not easy to overflow. When 0 < n; < k—1, we have
less than k coefficients at location 7 within the near-overflow
range R, the shared values at location (i + 1) are possible
to overflow. However, we can adjust the corresponding DCA-
shadows at location (¢ 4+ 1) to avoid overflow. For these two
cases, the DCA-shadows are accepted. When 7; > k, we
might have more than (k —1) DC coefficients within the near-
overflow range R or at least 1 DC coefficient within the
overflow range Ro. In this situation, we should re-generate
all DCA-shadows.

3) Sample-Recalculate Strategy: Step (iii) of DCA sharing
ensures that the shared DC coefficients decoded from (k — 1)
chosen DCA-shadows are inside the acceptable range. The
values of remaining (n — k + 1) DCA-shadows produced
by PSASS, however, are beyond the control. DC overflow
would ultimately result from these inappropriate data. In this
scenario, the sample-recalculate strategy is employed to re-
modify the (k—1) selected DCA-shadows and later re-produce
the remaining (n — k + 1) ones.

The two stages listed below are used to implement the
sample-recalculate technique. (i) Sample different perturbation
terms to derive (k — 1) different DCA-shadows. (ii) Utilize
the pre-determined DCA-shadows to re-generate the remaining
ones by PSASS. The two-step procedure is repeated until the
re-generated data are appropriate.

Generally, we have (k —1) DCA-shadows to be determined

for PSASS. For each shadow, it consists of ¢ components d((lj ’L),

RN dflj %}:t)fl' Each component is correlated with a perturbation
term. We can use a binary configuration matrix M = [m; ;]
with 1 < ¢ < k-1, 1 < 5 < t to indicate which
perturbation terms are re-sampled. When m; ; = 1 (resp.
0), the j-th perturbation term of the ¢-th DCA-shadow is
re-sampled (resp. not changed). In total, there exist 2(F—1D?
different configuration matrices. It implies we might have at
least 2(F~1* ways to re-generate a group of (k — 1) pre-
determined DCA-shadows if the remaining ones derived from
PSASS are unsuitable. As a result, it is feasible for the sample-
recalculate strategy to re-generate appropriate DCA-shadows.

C. Post-Processing: Fully Preventing DC Overflow

It is still possible to have overflow DC coefficients even
though PSASS and sample-recalculate technique can effec-
tively reduce the amount of overflow data. To fully solve
this problem, a post-processing is employed. DC shifting
developed in [14] and reversible data hiding for encrypted
JPEG bitstreams [40] are performed to ensure that all resulting
shadows remain within the allowable range.

First of all, for any DC difference dl(]), 1<i<N,1<5<
n, decoded from the shared DCA, calculate the corresponding
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DC coefficient Dl(j ) af ij ) is overflow, it is shifted to a new
value DY) by

50 _ [P 4 (Dunin = Diaz = 1), if D} > D,
DY) 4+ (Dyaz — Dyin + 1), if DY) < Dyin.
(23)
Otherwise, ng) = ng ). Consequently, a new shared DC
difference JEJ ) is determined as
JZ(_J') _ Dz(j) _ D(J;)l

?

(24)

where Dl(i )1 is the DC coefficient at location (i —1). Based on

the value of CZEJ ), derive the corresponding DCH for ciz(j ). To
ensure that the original shared DC difference and DCH can be
correctly recovered, a binary location map LM () = { ZZ(J ) W
is employed to record the overflow position, as computed by

y  f1,iDP >D DY) < D,
lz(]) _{ ) 1 7 > maz OF LJ; < man; (25)

0, otherwise.

In the next step, LM (j), 1 < j < n,is compressed and
then reversibly concealed into the j-th ACC-whole-shadow
via the reversible data hiding technique [40]. Consequently,
n marked ACC-whole-shadows are produced. Note that, the
ACC-whole-shadows are generated by the proposed AC secret
sharing depicted in the next section. They should be prepared
prior to the post-processing.

When recovering the shared DC data, the location map
LMY is extracted from the marked AC data. As reversible
data hiding method is adopted, the shared AC data would be
restored to the original form after data extraction. With LM (),
the original shared DC difference dz(-] ) is determined as

d(j) _)-1x sign([)l(j)) X ([) _ ‘D'Ej)Da if l§j) -1,
L l~?§j ), otherwise,

(26)

Where D = Dmaw - Dmin + 1

V. AC SECRET SHARING

In this section, the main problem for designing AC secret
sharing is analyzed. The details of AC secret sharing, including
adaptive key generation, AC permutation, and ACA sharing,
are then presented. The adaptive key generation offers a secret
key for the AC permutation. Further, the AC permutation,
consisting of AC cross-segment permutation and global block
permutation, is employed to scramble the AC coefficients with-
in certain blocks and then globally rearrange the positions of
all blocks excluding DC coefficients. Secure scrambled ACCs
are enabled. The ACAs (i.e., amplitudes) of the permuted
ACCs are then encrypted by the ACA sharing to produce n
ACA-whole-shadows. By combining with the original ACHs,
n ACC-whole-shadows are established.

A. Key Issue of AC Secret Sharing

Previous approach [18] merely changes the values of secret
ACAs in each AC block. The generated shadows would
probably leak the secret. Let A; be the i-th AC block having 63
coefficients {a; 1, - - ,a;¢3}. According to the investigations

in [46] [14], the following four types of AC block features
should be carefully considered.

e NCC: the non-zero coefficient count of an AC block, as
computed by

63
Far(Ai) =) NZ(aiy) @7)
j=1
where
1, ifa;; #0
NZ(a; )=<" A 28
(a:5) {0, otherwise. (28)

o PLZ: the position of the last non-zero coefficient of an
AC block, as given by

Fp(A;) = J, if as; 7%07 @ijt1 = = aie3 =0,
0, otherwise.

(29)

o EAC: the energy of non-zero coefficients of an AC block,

as calculated by

63
Fe(Ai) = laijl. (30)
j=1
o RLS: the run length sequence of an AC block, as pro-
vided by

Fr(Ai) = N(Ry)||Sort(R;) (€29)

where R; = {r;1,---,r¢} is the collection of run-
lengths of A;, N'(R;) computes the number of zero run-
lengths of R; by

t
N(R) =Y NZ(ri;), (32)
j=1
with
N 1, ifr;; =0
NZ(ri)=1" d ’ 33
(ri.s) {0, otherwise. (33)

and Sort(R;) sorts the non-zero run-lengths of R; by

SO’I‘L‘(RZ') = {riJi )t ?riJh} (34
with Ti,51 S ce S Ti,5n and Ti,51 # O, T 7é 0.
‘ AC block A; with 63 coefficients ‘
Index j 1 2 3 4 5 6 7 8 9 1011 12 13 .. 63
Coefficient a;, 2|-1|o 4|3|-2|00-1|0 1]2]0 ..40‘
J— Yo
‘ i Collection of run-lengths:
i Ri={00100210}
................ e

(20 F 1= 1)+ 4+ 131+ {Number of zero run-lengths:;
=20+ =1+ 2] N(R) =5 ;
=19 i ! Sorted non-zero run-lengths:;

Sort(R) = {1,12} |

NCC ) PLZ |

Non-zero
coefficient count:
Fy(A) =8

EAC |

Energy of non-zero
coefficients:
Fp(4)) = 16

Position of last non-
zero coefficient:
Fp(4) =12

Run length sequence:
Fr(4) = {51,1,2}

Fig. 5. Four types of AC block features.

Example 3 is presented to comprehend the concept of
AC block feature. For security consideration, the AC block
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features of each JPEG shadow should dramatically differ from
those of the secret. To accomplish this objective, the AC secret
sharing is introduced.

Example 3. Consider the four AC block features in Fig. 5.
The quantity of non-zero coefficients is 8. We have the NCC
Seature Fpr(A;) = 8. The location of last non-zero item is 12.
Hence, the PLZ feature is Fp(A;) = 12. The EAC feature can
be evaluated by Fe(A;) = 2|+ | — 1]+ 4| + 3| +| — 2| +
| = 1| + |1| 4+ |2] = 16. The collection of run-lengths of this
block is R; = {0,0,1,0,0,2,1,0}. Consequently, the number
of zero run-lengths of R; is N(R;) = 5 and the collection
of sorted non-zero run-lengths is Sort(R;) = {1,1,2}.
By concatenating N'(R;) with Sort(R;), the RLS feature is
determined as Fr(A;) = N(R;)||Sort(R;) = {5,1,1, 2}.

B. Adaptive Key Generation

The secret key for AC permutation is generated by

Ka = Hash(Sort(Dy,--+ ,Dy)) (35)

where D1, - - -, Dy are the N DC coefficients of a JPEG secret
image, Sort(-) is a procedure that sorts all input values in an
ascending order and concatenates the sorted results together,
and Hash(-) represents a Hash function.

L=3 Index j L=10

1 2 3|4 5 6 7 8 9 1011 12 13 .. 63 [ Type
t[2]afola]s]2]0 0 afo[1]2]0 0 |10 11,
2[ 8o of3o o afa]2]3]0 o 0 0|, 1
E3fo o 2fs[o s]i]2]o ofafo o o1 o,
§4|3|-2|1 00 slo 4o ofo 0 0 o] m
slo]s]ole[a]2]1]o o af2]3]o . o fm,
o[ 7]0 ofafs]2]3]o 2]ofa]o o . 0|,

Fig. 6. Different types of AC blocks by using L = 3 and 10.

C. AC Permutation

The AC permutation, comprising AC cross-segment permu-
tation and global block permutation excluding DC coefficients,
is adopted to randomly scramble the ACCs. The AC cross-
segment permutation is responsible for disordering the AC
coefficients within specified blocks, while the global block
permutation reorders the positions of all blocks, ignoring DC
coefficients.

1) AC Cross-Segment Permutation: The AC cross-
segment permutation is accomplished by (i) block separation
and classification, and (ii) segment permutation and concate-
nation, as described below.

(i) Block separation and classification. By utilizing a
length parameter L, an AC block is broken into the following
2 segments.

o Head segment: having the first L coefficients of this AC

block.

o Tail segment: containing the remaining coefficients lo-

cated from position (L + 1) to 63.

Based on the characteristic of head and tail segments, every
AC block is classified into the following 3 categories.

o Type I. The last coefficient of head segment is non-zero.

o Type II. The last hy (hy > 0) coefficients of head
segment are zero and the one preceded these zero items
is non-zero. The first ho (he > 0) coefficients of tail
segment are zero and the one followed these zero items
is non-zero.

o Type I1I. The last hy (hy > 0) coefficients of head
segment are zero and the one preceded these zero items
is non-zero. All coefficients in tail segment are zero.

Note that, type I can be further separated into various sub-
types with different values of h; and ho. The corresponding
sub-type is represented as I}, p,. The same argument also
holds for type 111 by using different h3, where the sub-type
is denoted as I1I,,. Example 4 provides instances of 6 AC
blocks for the classification where L = 3 and 10.

Example 4. Consider the AC block classification by using
L =3 and 10, as illustrated in Fig. 6. When L = 3, the 3-rd
and 4-th AC blocks are classified to type I, and the 4 remaining
blocks are denoted as type I1. As the last coefficient of the
head segment is zero and the first coefficient of the tail segment
is non-zero, the 1-st block is denoted as type 11, o. By using the
same approach, the 2-nd, 5-th, and 6-th blocks are classified to
types 115 o, 111 o, and 115 o, respectively. Moreover, if L = 10,
these 6 AC blocks are divided into types 11y o, I, 115, 1114,
I, and IIL().

More importantly, when h; = hs, we merge a sub-type
11}, 1, with the fewest elements and a sub-type I11},, together
to obtain a hybrid sub-type 11, n,&I11},. Such an merging
operation aims to increase the quantity of elements such that
better permutation performance is provided.

(ii) Segment permutation and concatenation. All head
segments in the same type (i.e., I), or the same sub-type
(i.e., I1p, p, or III},), or the same hybrid sub-type (i.e.,
11y, 1,&111},) are randomly permuted according to a secret
key K4, as well as the tail segments. Each permuted head
segment is then concatenated with a corresponding scrambled
tail segment to produce a new AC block.

Iterative execution. One can execute the AC cross-segment
permutation depending on the value of L. However, conduct-
ing the permutation for only one time might not alter the block
features significantly. As a result of this, iterative execution is
considered to enhance the performance. In this scenario, the
values of L from 1 to | Lsq,/2] are employed to carry out the
permutation iteratively, where L4, is the maximum value of
PLZ feature among all AC blocks. Example 5 is demonstrated
to capture the concept of AC cross-segment permutation.

Example 5. Consider a 2-time execution of the AC cross-
segment permutation with L = 3 and 10, as depicted in Fig.
7. For the first time with L = 3, we have 3 different types
I, IT1 o and I15 0. Each type has 2 AC blocks. By permuting
both the head and tail segments, the corresponding segments
are concatenated together to form 6 new AC blocks. For the
second time, we employ L = 10. Consequently, 4 block types
1, I o, Il50, and 1115 are provided. Remember that, 115 g
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Fig. 7. A 2-time execution of the proposed AC cross-segment permutation with L = 3 and 10.

is merged with 111, to produce a hybrid category 115 ¢&1115.
According to the results in Fig. 7, one can observe that the AC
block features (i.e., NCC, PLZ, EAC, and RLS) are changed
substantially.

2) Global Block Permutation Excluding DC Coefficients:
After the iterative cross-segment permutation, all AC blocks
are then globally scrambled based on the secret key K 4. It is
worth noting that the DC coefficients are remained the same.
Only the AC blocks are disordered.

Fig. 8. 10 JPEG test images converted from BOSSbase. Image IDs: (a) 8,
(b) 101, (c) 261, (d) 437, (e) 646, (f) 999, (g) 1130, (h) 2461, (i) 3197, (j)
5253.

Fig. 9. A (3, 3) experiment by the proposed scheme. (a) a JPEG secret image,
(b) 3 JPEG shadows, (c) the decrypted JPEG image.

D. ACA Sharing

The ACA sharing is employed to split the ACAs into n
ACA-whole-shadows via the (k,n) SS. First of all, extract all
ACAs from the permuted ACCs and concatenate them together
to obtain an ACA sequence. For each time, M4 (> [log,(n+
1)]) bits, fetching from the ACA sequence, are considered as
the ACA-secret, i.e., ACA. Then, construct a (k — 1)-degree
polynomial and substitute the constant term of this polynomial
by the ACA-secret, as represented by

(mod GF(2M4))

(36)
where aj,--- ,a_1 are random numbers. By using different
values of z1,- -+, z,, n ACA-shadows f(z1), -, f(z,) are
created. By concatenating all ACA-shadows together, n shared
ACA sequences are achieved. One can extract the correspond-
ing number of bits (i.e., shared ACA value) from each of the n
shared sequences by referring to every ACH value. Finally, n
ACC-whole-shadows are established by combining the shared
ACA values with the original ACHs.

flx) =ACA +ajx+ - +ap_12F1

VI. EXPERIMENTAL RESULT AND DISCUSSION

A comprehensive set of experiments is conducted to demon-
strate the efficacy and superiority of the proposed scheme.
The test set comprises 10 images randomly chosen from the
BOSSbase image database and converted to JPEG format, as
shown in Fig. 8. In terms of implementation, all experiments
are performed using Python 3.9 in the following environment:
an Intel(R) Core(TM) 15-10300H processor, 16 GB RAM, and
Windows 11. The performance of the proposed technique is
evaluated from multiple perspectives: perceptual result, visual
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security, PSNR and SSIM of shadow, brightness histogram of
shadow, AC block feature, and DC overflow.

Fig. 10. A (3,4) experiment by the proposed scheme. (a) a JPEG secret
image, (b) 4 JPEG shadows, (c) the decrypted JPEG image.

e
(d-4) (d-5)
Fig. 11. Visual comparison of JPEG shadows. (a) JPEG secret images, JPEG

shadows of Puteaux et al.’s method [18] by sharing (b) only AC, (c) both DC
and AC, (d) JPEG shadows of the proposed scheme.

TABLE I
COMPARISON OF PSNR AND SSIM OF SHADOWS

SSIM PSNR

Image ID Ref. [18] Ref. [18]
AC | DC+AC Our AC | DC+AC Our
8 0220 | 0.134 | 0.014 | 12.864 | 10928 | 8.874
T01 0.155 | 0.126 | 0.006 | 12.352 | 11.906 | 8.654
261 0498 | 0235 | 0.019 | 13.688 | 12.901 | 9.206
437 0335 | 0.32 | 0.025 | 12.627 | 10.028 | 8.698
646 0252 | 0.116 | 0.0I8 | 11.046 | 8.699 | 7918
999 0.194 | 0.107 | 0.007 | 8814 | 7.23% [ 6771
1130 0269 | 0.182 | 0.009 | 11.235 | 9.933 | 8.249
2461 0.191 | 0.188 | 0.006 | 10.959 | 10.680 | 8.157
3197 0213 | 0.124 | 0.014 | 15,739 | 13.865 | 9.613
5253 0269 | 0.133 | 0.017 | 10.769 | 8.859 | 7.821
Average | 0260 | 0.148 | 0.014 | 12.009 | 10.503 | 8.396

A. Perceptual Result

A (3, 3) experiment by the proposed scheme is given in Fig.
9 where the JPEG secret image and 3 generated JPEG shadows

11

are provided in Figs. 9(a) and (b), respectively. Fig. 9(c) shows
the reconstructed result by 3 shadows. Another experiment
of (3,4) scheme is depicted in Fig. 10. Herein, the JPEG
secret image and 4 JPEG shadows are illustrated in Figs. 10(a)
and (b), respectively. By using any 3 out of 4 shadows, the
secret can be recovered, as given in Fig. 10(c). The foregoing
experiments demonstrate that the proposed method is effective
for dealing with JPEG images. It also achieves a dramatic
distortion degree of shadow images, offering visual security.
Additionally, these generated shadows typically have a slight
block effect, which is worth mentioning. The primary reason
for this is that the proposed method actually considers the
DCT block as the basic unit to implement sharing strategy. The
resulting shadow is therefore unlikely to be the one produced
by pixel-level sharing techniques [17], [29], [34].

B. Comparison of Visual Security

A visual comparison of shadows between our method and
Puteaux et al.’s approach [18] is highlighted in Fig. 11 where
5 JPEG test images are employed. The shadows generated by
Puteaux et al.’s technique [18] are shown in Figs. 11(b) and
(c). Specifically, the shadows obtained by encrypting only the
AC components are illustrated in Fig. 11(b) while the results
generated by encoding both DC and AC coefficients are given
in Fig. 11(c). The shadows by our approach are provided in
Fig. 11(d). One can observe from the results that the shadows
of Puteaux et al.’’s scheme [18] are not secure. The secret
information would be displayed on shadows especially when
only the AC coefficients are encrypted. Nevertheless, visual
security on shadows is guaranteed by our technique.

C. Quantitative Evaluation and Discussion

1) PSNR and SSIM of Shadows: Two quantitative mea-
surements, PSNR and SSIM, are utilized to evaluate the
security performance. Both PSNR and SSIM of a shadow
are expected to be as small as possible so that the generated
shadow leaves no trace about the secret. Comparison of PSNR
and SSIM of shadows between Puteaux et al.’s approach
[18] and our technique is emphasized in Table II where 10
JPEG test images are employed. Herein, the (3,4) threshold
is implemented. According to Table II, the PSNR of a shadow
by using our scheme is lower than those by using Puteaux
et al.’s method [18]. In particular, the SSIM of a shadow
from the proposed method is substantially smaller than those
from Puteaux et al.’s scheme [18]. As the SSIM by our
scheme is approximately 0, a shadow cannot expose the secret
structural information. Our technique ensures a greater degree
of distortion of a shadow.

2) Brightness Histogram of Shadows: Brightness his-
togram reflects the pixel distribution of a JPEG image. If the
brightness histogram of a shadow is as flat as possible, it is
difficult to correctly restore the secret content by analyzing
the histogram statistics. Fig. 12 demonstrates the brightness
histograms of 5 JPEG secret images and the corresponding
shadows by using Puteaux et al.’s technique [18] and the
proposed scheme. According to Fig. 12, our approach produces
a far more equal and flat pixel distribution of shadows than
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Fig. 12. Comparison of brightness histogram. (a) 5 JPEG secret images,
brightness histograms of (b) 5 JPEG secret images, (c) 5 JPEG shadows
by Puteaux et al’s technique [18] for encoding AC coefficients, (d) 5
JPEG shadows by Puteaux et al.’s technique [18] for encoding DC and AC
coefficients, (e) 5 JPEG shadows by the proposed method.

Puteaux et al.’s methodology [18]. The proposed technique can
effectively increase the randomness of shared JPEG data.
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Fig. 13. Comparison of change rate of AC block feature belonging to a
shadow. (a) EAC, (b) NCC, (c) PLZ, (d) RLS.

3) Change Rate of AC Block Feature: The AC block
features capture the statistical properties of the secret image.
Therefore, to ensure the security of the generated JPEG
shadows, these features should be modified as extensively
as possible. Herein, the change rate of AC block feature is
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TABLE III
COMPARISON OF DC OVERFLOW
Image ID Total Num of overflow blocks Overflow rate
8 blocks [ Ref. [18] [ Our Ref. [18] | Our
8 1024 1002 0 0.9785 0
101 1024 1022 0 0.9980 0
261 1024 1011 0 0.9873 0
437 1024 983 0 0.9600 0
646 1024 1017 0 0.9932 0
999 1024 989 0 0.9658 0
1130 1024 999 0 0.9756 0
2461 1024 987 0 0.9639 0
3197 1024 1020 0 0.9961 0
5253 1024 973 0 0.9502 0
Average 1024 1000.3 0 0.9769 0
employed, as calculated by
N —
S 0(Fx(As), Fx(A;
Vo= 2 i1 0Fx(Ad), Fx(A)) 00, 37)

N

where A; and A; are the AC blocks corresponding to a JPEG
secret image and a JPEG shadow, respectively, NV is the total
number of blocks, Fy denotes the AC block feature (i.e., EAC,

NCC, PLZ, or RLS), and procedure §(Fx(A;), Fx(A;)) is
1,if Fa(A;) # Fa(AL),

0, otherwise.

0(Fa(As), Fx(4i)) = (38)
A high change rate indicates the AC block feature of a
shadow has undergone significant modification. Comparison
of change rate of AC block feature is illustrated in Fig. 13,
where 10 JPEG secret images are used. By referring to the
results, the proposed scheme offers near-perfect change rates
(i.e., close to 100%). The AC block features of the generated
shadows are entirely different from those of the secret image.
In contrast, the results by using Puteaux et al.’s technique [18]
are unsatisfactory. Particularly for the NCC, PLZ, and RLS
features, the corresponding change rates are 0. It implies that
the AC block features of a shadow are identical to those of the
secret image. As a result of this, the generated shadows might
unveil the secret. In summary, our scheme provides superior
performance over previous scheme [18] in terms of change
rate of AC block feature.

4) DC Overflow: Table III depicts the comparison of
number of overflow DC blocks, as well as the overflow rate.
According to Table III, Puteaux et al.’s technique [18] does
not consider the DC overflow issue and produces a large
number of overflow coefficients. The corresponding overflow
rates are above 95%. Nearly all shared DC coefficients fall
outside the valid range. On the other hand, the proposed
method successfully eliminates overflow, as both the number
of overflow DC coefficients and the overflow rate are reduced
to 0. Our scheme is a format compatible approach which
generates acceptable shared DC data.

5) Feature Comparison: Comparison of functionality a-
mong related approaches is illustrated in Table IV. The pro-
posed method achieves the following merits.

o Improved security. Secret leakage is a vulnerability in

[18]. The confidential information would be revealed on
shadows. Evaluations based on PSNR, SSIM, brightness
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TABLE IV
FEATURE COMPARISON AMONG RELATED APPROACHES

Feature

Scheme Key Method | Type of Secret [ Secret Leakage | DC Overflow [ Decoding Operation | Lossless Recovery
Ref. [19] LP, BM Uncompressed, B No - XOR-ing No
Ref. [27] SA, BM Uncompressed, B No - Stacking, XOR-ing No
Ref. [17] LI, BM Uncompressed, G/C No - Modular Arithmetic Yes
Ref. [34] LI, SM Uncompressed, G/C No - Modular Arithmetic Yes
Ref. [18] LI JPEG, G/C Yes Yes Modular Arithmetic Yes

Our LI, PSASS, SR JPEG, G/C No No Modular Arithmetic Yes

LP: Linear Programming, BM: Base Matrix, SA: Simulated Annealing, LI: Lagrange Interpolation, PSASS: Partial Shadow-Adjustable Secret Sharing
SM: Singular Matrix, SR: Sample-Recalculate Stragety, B: Binary Image, G/C: Gray-level/Color Image

histogram, and AC block feature change rate confirm
that the proposed scheme produces shadows that are
significantly more random and chaotic, providing no
discernible information about the original secret.

« Format compatible with non-overflow DC coefficients.
A large number of DC coefficients would overflow in
Puteaux et al’s scheme [18], which eventually leads
to format incompatibility. However, the DC overflow
problem is solved by our approach, ensuring that all
shared DC coefficients fall inside the acceptable interval.

« JPEG-aware design. JPEG images are not taken into
account by the majority of current techniques [17], [34].
The application scenario is further limited by the inability
of these approaches to handle JPEG images. However, the
scheme proposed in this paper can tackle JPEG images.

VII. CONCLUSION

A secret JPEG image sharing technique was investigated
in this paper. In general, DC secret sharing and AC secret
sharing were designed as the two main components. In order
to encrypt the DC components of a JPEG secret image, we
employed DCA sharing in conjunction with post-processing.
To deal with the AC coefficients, AC secret sharing, which
includes adaptive key generation, AC permutation, and ACA
sharing, was implemented. Experimental results and compara-
tive analyses were conducted to show the effectiveness of the
proposed method, as well as its benefits such as JPEG-aware
design, improved security, and format compatibility.

Future research may extend in the following directions. One
is to overcome the current limitation to a fixed (k,n) threshold
through an evolving access structure, which would allow
unlimited participants and flexible sharing policies. Another
direction is to integrate generative coverless steganography
with secret sharing. By generating human-readable shadows,
suspicion from malicious parties during transmission and stor-
age can be avoided, while also facilitating data management.
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