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Abstract

Industrial Cyber-Physical Systems (ICPS) are driving the 4th Industrial Revolu-

tion, significantly impacting the productivity and efficiency of all sectors, including

industrial automation. Central to this revolution is the networking and digitisation

of multi-domain and large-scale physical systems within the industrial context.

However, the seamless convergence of the digital and physical world has made

ICPS vulnerable to new and sophisticated security threats. Ensuring the security

requirements of ICPS is paramount, especially against cyber attacks that can

significantly impact the availability of critical ICPS applications. The ICPS ap-

plications traditionally execute on resource-constrained devices like PLCs. These

devices have limited resources, and standard security measures are inadequate

to safeguard them due to the resource limitations. Balancing security require-

ments with distinctive characteristics of resource-constrained ICPS is pivotal for

maintaining the performance, availability, and robustness of ICPS applications.

In this research, the significant contributions of our works are framed as

research objectives and achieved using design science research methodology. We

have presented several novel light-weight active security solutions developed to

address the current gaps against cyber attacks, specifically Distributed Denial of

Service (DDoS) attacks on the resource-constrained ICPS. DDoS attacks are the

most reported attacks that disrupt or degrade the availability of systems, either by

overloading them with a flood of packets or exploiting vulnerabilities. Considering
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the disruptive and degrading impacts of DDoS attacks on the normal operations of

the resource-constrained ICPS, this thesis focuses on detecting such attacks using

light-weight active security solutions. The light-weight active security solutions

are considered generic and programmable security measures that can proactively

protect the devices with minimal overhead on their performance.

Systematic Mapping Study (SMS) and Systematic Literature Review (SLR)

results have shown that light-weight active security solutions are crucial for

resource-constrained ICPS to deal with DDoS attacks. We have also proposed

the generic active security technique for detecting DDoS attacks on resource-

constrained ICPS. Moreover, the notable inclusion of a novel multi-vector and

cross-domain DDoS attack taxonomy helps us to devise the solutions for multi-scale

flooding attacks and attack volumes and binary and multi-class slow-rate attack

detection frameworks. The proposed works’ effectiveness was determined using

PLCs and publicly available datasets. The evaluations show noteworthy accuracy,

low prediction time, and distinguished performance over existing state-of-the-art

mechanisms.
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Chapter 1

Introduction

Industrial Cyber-Physical Systems (ICPS) are recognised as the driving force

behind Industry 4.0, and as a potential way to develop large-scale and complex

systems faster and more effectively (Suvarna et al., 2021). ICPS is an integration

of enormous physical devices, networking components, and computation in an

industrial environment (Colombo et al., 2014). ICPS design and development

include various disciplines, including control, mechanical, chemical, and software

engineering. Due to the involvement of the cyber and physical worlds, ICPS

feature heterogeneous devices, distributed stakeholders, and computers, distin-

guishing them from traditional embedded systems. Such interconnected systems

evolve continually and contain emergent behaviours that arise from the seamless

interaction and synchronisation between widespread and heterogeneous compon-

ents and sub-systems (Zahid, Tanveer, Kuo & Sinha, 2021; Agrawal & Kumar,

2022).

On the one hand, ICPS offers significant opportunities in various sectors,

including smart cities, real-time health care, smart manufacturing, intelligent

transportation, cyber defence, water treatment, smart grids, and aerospace. These

opportunities positively influence value-chain contributors like the environment,
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society, devices, humans, and the economy. On the other hand, the develop-

ment and deployment of ICPS systems and software are intrinsically complex

and challenging due to larger scale, dispersed and evolutionary requirements,

heterogeneity of physical and virtual components, swift creation of their virtual

environment, security attacks, inherent resource-constrained nature, timeliness

in secure communication, and newer levels of business-to-machine and business-

human-machine-human interactions.

1.1 Rationale

Security is an ever-growing concern of ICPS (Kayan, Nunes, Rana, Burnap &

Perera, 2021; Agrawal & Kumar, 2022; Ding, Han, Xiang, Ge & Zhang, 2018).

ICPS applications have become prevalent in critical infrastructure and are increas-

ingly connected to the Internet to perform and manage industrial tasks. Due to

heterogeneous infrastructure, increased connectivity, and digitisation, ICPS are

more vulnerable to continuously evolving cyber attacks, including DoS and its vari-

ations like DDoS (many-to-one attack) (A. Singh & Jain, 2018; Verma & Bharot,

2023; Yadav & Mishra, 2023; Ding et al., 2018; Zacchia Lun, DÍnnocenzo, Smarra,

Malavolta & Di Benedetto, 2019). DoS/DDoS attacks are the pressing cyberse-

curity challenge to the availability of critical ICPS applications that traditionally

execute on resource-constrained devices like PLCs that have limited computing

power, memory, storage capacity, battery power, and bandwidth (Agrawal &

Kumar, 2022; Verma, De Leon, Breslin & O’Shea, 2023; Sivamohan, Sridhar &

Krishnaveni, 2023; Zahid et al., 2022a; Verma et al., 2023). DoS/DDoS attacks

exploit the vulnerabilities in the applications or protocols (called Slow−Rate

Attack (SRA)) or flood the network, services, or devices with a large number of

network packets in a short time period. These attacks cause buffer overflow, delays,
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crashes, or bandwidth depletion by degrading or disrupting the accessibility of

some or all components of ICPS and prohibiting the distribution of data and/or

control over the network (Zahid et al., 2022a). Any disruption or degradation

to the availability of these systems and their normal operations can lead to pro-

hibitive development costs, catastrophic consequences or detrimental impacts on

performance. Therefore, the in-time detection of DoS/DDoS is imperative.

Resource-constrained systems lack security measures, have specialised commu-

nication protocols, and encounter cross-layers or cross-domain cyber attacks, where

an attack on one layer can have a direct or indirect impact on other layers. Tradi-

tional or existing security measures such as firewalls, IDS, forensics, and honeypots

are well-known mechanisms. Nonetheless, these mechanisms are resource-intensive,

do not provide dynamic or programmable solutions, and are incompatible with

resource-constrained devices’ software and hardware configuration, resulting in

network delays (Verma et al., 2023). These factors indicate that the existing

general security solutions are not designed for resource-constrained ICPS or par-

tially or fully impact the performances of such systems (Xiao, Xu, Jia, Ma & Qi,

2017). Therefore, to address the security challenges posed by resource-constrained

devices, relying solely on generic security solutions is insufficient.

Managing the security challenges of ICPS with the unique characteristics of

resource-constrained systems becomes crucial and challenging in maintaining the

performance, availability, and robustness of ICPS applications (Ding et al., 2018).

Nonetheless, researchers have less focused on the importance of this management

(Zahid, Kuo & Sinha, 2021a; Gunjal, Patel, Alzhouri & Ebrahimi, 2023; Zahid,

Tanveer et al., 2021; Verma & Bharot, 2023; Verma et al., 2023). Considering the

security concerns associated with resource-constrained ICPS, there is a critical

need for light-weight active security solutions. These active security mechanisms

can provide general, programmable, and highly dynamic security solutions for
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dealing with the evolving attacks on resource-constrained ICPS (Kayan et al.,

2021; Zahid, Kuo & Sinha, 2021a; Verma & Bharot, 2023) without overburdening

the limited resources of ICPS.

1.2 Research Methodology

Research methodology ensures the effectiveness of a research study by systematic-

ally designing a research program. Several research methodologies are available in

the literature, including quantitative, qualitative, empirical research, or design

science research methodology (DSRM) (A. Gupta & Gupta, 2022; John, Jan &

Richard, 2017). Each research methodology has its own focus and goal. For ex-

ample, qualitative research methodology enables the researchers to understand the

subjects and their social and cultural environment through observations, interviews,

questionnaires, and documentary sources. Quantitative research methodology

quantifies the relationship between two or more groups through structured data

collection and analysis. Empirical research involves data collection and analysis

to test hypotheses and generate theories. A systematic procedure of creating

innovative solutions to address practical problems or challenges aligns well with

the Design science research methodology (DSRM). DSRM enables an iterative

problem-solving process and primarily focuses on artifacts (processes, algorithms,

techniques, frameworks, systems) creation to improve or solve real-world problems.

Ultimately, selecting the appropriate research methodology depends upon the

nature and type of knowledge to be generated by research.

This research aims to design, develop, and evaluate innovative solutions for

providing light-weight active security to resource-constrained ICPS. We have

adopted a methodological framework proposed in (Muntean & Militaru, 2022) to

conduct research for this thesis. DSRM is the foundation of the adopted framework.
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This framework provides a multi-phase process involving problem identification

and motivation, defining research objectives, design and development, validation,

and communication. Table. 1.1 presents the mapping of the framework’s phases

with the corresponding activities/steps and outputs (artifacts) developed during

our research. We have structured our thesis into five phases. Phase 0 involves two

steps: the first is to identify the problem and motivation for the thesis, and the

second is to define the research objectives. Subsequent phases include steps of

design and development, validation, and communication. The proposed framework

allows us to cycle back to earlier activities as needed. We iterated back to the

activity of defining research objectives to further advance our research (based on

the insights gained from previous iterations) during each phase.

Table 1.1: Phases, Activities/Steps and Corresponding Outputs

Phase Activities Output (Artifacts)

Phase 0
A01:Problem Identification and Motivation

A02: Establish Research Objectives
O01:Research objectives

Phase 1 A11:Surveying current research directions in RE of ICPS O11:SMS; Chapter 2

Phase 2

A21:Surveying for active security approaches in RC-ICPS

A22:Generic Framework designing and development for
active security in RC-ICPS

O21:SLR;
O22:Generic framework for
resource-constrained ICPS;
Chapter 4

Phase 3 A31:Designing a taxonomy for DDoS attacks in ICPS O31:DDoS attack taxonomy
for ICPS; Chapter 6

Phase 4 A41:Technique design and development for flooding attack
detection in RC-ICPS

O41:Technique for flooding
attacks; Chapter 8

Phase 5 A51:Design and development of framework for slow-rate
attack detection in RC-ICPS

O51:Framework for slow-rate
attacks; Chapter 10

1.2.1 Problem Identification, Motivation and Research

Objectives

Recent industrial trends and developments and literature studies help us to identify

that ICPS are an essential part of critical infrastructure. If these systems are

subject to DDoS attacks, these systems become unavailable or unresponsive, which

can cause substantial disruptions to industrial operations. Due to the inherent
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resource-constrained nature, protecting resource-constrained ICPS from DDoS

using traditional security measures is challenging and has not received significant

research attention (Xiao et al., 2017; Verma et al., 2023).  

 

 

 

 

 

 

 

Figure 1.1: Research Methodology

The motivation of this thesis is to significantly enhance the self-protection

of resource-constrained ICPS against evolving DDoS attacks using effective and

efficient light-weight active security solutions. The research objectives (Figure. 1.1)

of our research are outlined as follows:

1. To identify the challenges in ICPS, which needs further investigation. This

objective is achieved through SMS, presented in Chapter 2.

2. To delve into a qualitative evaluation of key ICPS challenges, such as

providing active security to detect DDoS attacks, specifically in the context

of resource-constrained ICPS. SLR is used to investigate the state of evidence.

This work is presented in Chapter 4.
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3. To provide an overview of multi-vectors and cross-domain DoS/DDoS threat

landscape within ICPS. This work is presented in Chapter 6.

4. To design and develop several light-weight active security solutions to address

the identified challenges in actively securing resource-constrained ICPS.

This objective is accomplished in three iterations, with corresponding works

provided in Chapter 4, Chapter 8 and Chapter 10.

5. Evaluating the effectiveness of the proposed solutions using PLC and publicly

available datasets.

1.2.2 Design and Development, Validation and Commu-

nication

Research objectives derived in phase 0 (Section. 1.2.1) are achieved iteratively

through design and development, validation, and communication activities. The

design and development activity in each phase is further divided into discrete sub-

activities like systematic mapping study/ systematic literature review and artifacts

engineering. In this thesis, the systematic mapping study is conducted to explore

the current research directions within ICPS. The systematic literature reviews

provide a comprehensive and qualitative evaluation of edge-cutting research studies

for enhancing active security against DoS/DDoS attacks and their types (flooding

and slow-rate attacks). The research findings and gaps help to create novel light-

weight active security solutions (artifacts). The effectiveness of these solutions is

demonstrated through simulations or case studies, evaluated to ensure how well

the proposed solutions support the identified problem, and communicated through

scholarly research publications at the end of each iteration.

In the first phase of design and development, a Systematic Mapping Study
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(SMS) was conducted to identify the critical areas and trends within ICPS that

require further attention and investigation. For the wider adoption, deployment,

and successful operations of ICPS, the results of our SMS can be viewed from

different perspectives, potentially shaping various research directions. Our SMS

helps us to identify the techniques, tools, and frameworks that the researchers

employed to enhance the security, performance, maintainability, and dependab-

ility of ICPS. The SMS also discusses various application domains, applicable

industrial standards, and utilised formalism methods during different requirements

engineering activities. The findings of the SMS contribute to the development of

a novel conceptual model that highlights the trends in the domain. When consid-

ering further research, various research findings make it infeasible to focus on all

areas. Hence, a researcher has to select an area of interest based on the knowledge,

expertise, and significance of the selected domain. This approach empowers the

researcher to contribute meaningfully and advance the understanding of critical

aspects. Hence, the decision to focus on the security and performance aspects

of ICPS serves as a focal point of this research. This choice is founded on the

researcher’s interest and expertise and the significant observations from our SMS

regarding the often overlooked security and performance challenges in ICPS. ICPS

applications are not incorporated with security by design and this opportunity

opens the door for various vulnerabilities and threats to be exploited by attackers

to launch cyber attacks. It has been found that the research community needs

to give more attention to protecting against DoS/DDoS attacks that specifically

impact the availability of ICPS applications. Publication 1 (Zahid, Tanveer et al.,

2021) validates the findings of our SMS.

In phase 2, we first conducted the SLR of the existing generic and ICPS-

related DoS/DDoS attack detection strategies in the literature (Chapter. 4).
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The SLR leads to the identification of several research gaps such as resource-

constrained ICPS are critical components in industrial environments; however,

little work has been done related to resource-constrained ICPS. Due to resource

constraints, they could not implement complex security measures; thus, a light-

weight solution that can dynamically and programmability provide active security

to resource-constrained ICPS applications is needed. Moreover, the majority of the

research works focus on the analysis of the abnormal behaviour of a system within

the time domain. The time domain analysis focuses on observing the network

packets’ timings as well as their contents and cannot separate harmonics, unusual

spikes, and noise, which appear as random variations in traffic. This natural

variation makes it challenging to identify the presence of DoS/DDoS attacks

within the background network traffic. Instead of the time-domain representation,

some light-weight and inexpensive domain logic is required to provide quick and

easy identification of abnormal behaviour. To address the identified research

gaps, we design, develop, and implement a novel general light-weight active

security solution. Our proposed approach monitors and detects the presence of

DoS/DDoS attacks on resource-constrained ICPS by creating and analysing the

unique frequency signature of incoming network traffic (packets). Our approach

employs a computationally efficient binning method for traffic pre-processing. In

the binning method, the packets are grouped into contiguous and equal-width bins

based on their timestamps. The timestamps represent the discrete events, and

each bin has discrete packet counts. As the DoS/DDoS attacks exhibit specific

temporal traits, binning methods help to identify the deviations or trends over

different time intervals. It also ensures that traffic is processed appropriately for

accurate analysis in later steps of the proposed technique. The bins of packet

counts in the time domain are transformed into the frequency domain using a

light-weight frequency transformation approach. This transformation provides an
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easier and more accurate analysis of malicious behaviour or uncover the hidden

patterns or trends (like noise and harmonics) in the traffic that are not detectable

via time domain analysis. For attack detection, we first establish a baseline, an

expected frequency signature for a system under normal operation. The frequency

profile of the incoming traffic is continually compared to the baseline. If the

current frequency pattern deviates significantly from the baseline, the system

is considered to be under attack and generates an alarm. The experimental

results based on different time-intervals and frequencies demonstrated that the

proposed technique provides a light-weight mechanism for attack detection at a

low computational cost. The proposed approach is executed as an algorithm in our

proposed light-weight attack detection model designed for resource-constrained

applications. Further details about the generic technique for providing active

security in resource-constrained ICPS are found in Chapter 4. Furthermore,

a conference publication (Zahid, Kuo & Sinha, 2021a) helped to evaluate our

proposed solution through the research community.

The following research phase is to design and develop an easy-to-understand

classification mechanism w.r.t cross-domain and analyse multi-vector DoS and

DDoS attacks on ICPS (Chapter 6). ICPS offers flexible connectivity, interaction,

and synchronisation among various physical and cyber components across different

layers. The attack targeting one layer or domain can be propagated to other

domains (cross-domain) or layers (cross-layer) that are not even attacked directly.

For example, an attack on a controller in the cyber layer could lead to an erroneous

control signal being propagated to the physical domain, causing unintended

physical consequences. With the rapid evolution of DDoS attack types, multi-

vectors, and duration, a significant challenge has emerged between maintaining

product quality of service and protections against such attacks that can affect

ICPS performance. The prevalence of multi-vector attacks is growing as attackers
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integrate many DDoS techniques and tactics into a single composite attack (Sean,

2022). The cross-domain or layer and multi-vector attacks are sophisticated and

need additional challenges for detection and prevention. In our proposed taxonomy,

over fifty denial of service attacks on ICPS were classified as Endpoint and

Network (distributed) Denial of Service attacks utilising the taxonomy. Endpoint

(Distributed) Denial of Service attacks are launched for disrupting or degrading

the availability of equipment or their services. An adversary conducts Network

(Distributed) Denial of Service attacks by interrupting the communication among

legitimate equipment or congesting/blocking the access of network resources

(network bandwidth). Various sub-classes of Endpoint (distributed) Denial of

Service attacks are also presented, including unavailability, delayed, buffer overflow,

and manipulation attacks. Network (distributed) Denial of Service attacks are

further classified as direct flooding, amplification, routing, and network jamming

attacks. Thus, the taxonomy helps us identify various availability attacks in

the manufacturing process that impact the availability of equipment, such as

sensors, actuators, and controllers. Publication 3 (Zahid et al., 2022a) enabled

this research to share the proposed taxonomy with the research community.

The subsequent iteration consolidates the extension of the proposed generic

technique for DoS/DDoS detection (Chapter. 4). In this thesis, to achieve object-

ive 4 (Section. 1.2.1), we propose a light-weight active security technique to detect

multi-scale flooding attacks and volume in resource-constrained ICPS early from

the incoming traffic flow (Chapter 8). The attack traffic exhibits multi-scale charac-

teristics. The attacker sends the attack packets in predictable or random patterns

with varying attack densities and at different time-intervals. Also, the attack

volume (attack intensity) is a critical metric that adds a valuable dimension to the

early detection of flooding attacks. It has been found from the existing literature

that the optimal solution for detecting multi-scale flooding attacks and attack
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volumes in resource-constrained ICPS is still an open research problem. Existing

approaches are not memory-efficient, require significant processing capacity, and

use a single method of detection that may have limited effectiveness in a changing

environment. Also, the current works do not optimise performance overheads or

acknowledge the attack volume. Our proposed technique initially pre-processes

incoming traffic, transforming it into the frequency domain representation, as

detailed in Chapter. 4. Subsequently, it employs a two-phase detection process to

detect the presence of attacks and volumes. During the first phase, the presence of

flooding attacks in incoming traffic is determined using a multi-method approach.

The multi-method approach is a combination of light-weight and theoretically

sound statistical methods. These methods detect an attack based on the incoming

traffic’s frequency signature deviation from the frequency profile of the baseline

and the randomness of incoming traffic. The attack volumes are detected using a

simple and computationally efficient dissimilarity metric. An alert will be triggered

to provide details regarding the attack. In addition, to design and develop an

efficient and accurate approach, the dynamic thresholds are also computed. The

performance (memory and CPU overhead) of the proposed technique is evaluated

using PLCs and publicly available datasets.

During the final iteration, our proposed taxonomy (Chapter. 6) played a

significant role in addressing research objective 4 (Section. 1.2.1). Specifically,

it helped in identifying that buffer overflow in ICPS is caused by SRA using

less bandwidth, small computational resources and by generating less traffic

(Tripathi & Hubballi, 2021; Reed, Dooley & Mostefaoui, 2021). To fulfil the

fourth research objective, we propose an optimised OSELM-based, novel light-

weight active security framework for binary and multi-class SRA detection in

resource-constrained ICPS (Chapter. 10). Existing literature identifies that the

research on detecting SRA in ICPS is still in its infancy, specifically in the
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domain of PLC-based ICPS. The existing works are beyond the capacity of typical

resource-constrained ICPS components because they either use a large number

of features, have multi-layers with a large number of hidden nodes, or need to

set the optimal hyperparameters, resulting in high processing and computation

overhead and compromised significantly in dealing with diverse random traffic

in a real-world environment. Also, less emphasis is given to minimizing the

existing models’ size, and more attention is required to maintain the performance

overhead in the resource-constrained environment. Considering these issues, the

aim is to enhance the performance of resource-constrained ICPS through the

development of light-weight active security framework while maintaining optimal

accuracy. The framework’s foundation is an optimised OSELM model and a

simple stratified-k fold training method. OSELM is an efficient online learning

algorithm (G.-B. Huang, Liang, Rong, Saratchandran & Sundararajan, 2005). Our

proposed framework further improves its resource efficiency by reducing its size and

complexity. Additionally, the introduced training method reduces training duration

and addresses the bias and overfitting issue of the imbalance dataset, enabling the

optimised model to excel in online learning efficiently. The proposed framework

is structured around data collection, training, and prediction components. The

training component comprises data pre-processing and SRA detection training sub-

components. The SRA detection training sub-component utilises a stratified-k fold

training method to train and select the final optimised OSELM model. The model

is trained to identify normal or attack traffic (binary detection) and to classify

traffic into either normal or different slow-rate attack types, including Slowloris,

Golden Eye, SlowHTTPTest, and Hulk (Rios, Inácio, Magoni & Freire, 2022). The

prediction component includes the data pre-processing, SRA detection evaluation,

and inference sub-components. During the data pre-processing, incoming traffic is

analysed for any missing, undefined, or irrelevant information. It is then encoded
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into a format the model can interpret, normalised to a common scale for an easier

analysis, and randomly shuffled to improve the model performance. Moreover, a

hybrid feature selection process is employed to determine the optimal features

for model training. In the prediction phase, the model predicts using the pre-

selected features established during the training phase to optimise the time and

resource utilisation. In addition, the proposed framework has been evaluated on

the publicly available dataset using PLC. Chapter 10 presents in-depth details

about the proposed framework and obtained results.

The combination of the proposed artifacts (light-weight active security solu-

tions) produced through each iteration of DSRM plays an essential role in the

development of LISM for resource-constrained ICPS (Chapter. 12).

1.3 Thesis Organisation

This thesis presents in the "Thesis by manuscript" (Pathway 2) format, and the

structure of the thesis is as follows.

Chapter 2 presents a detailed SMS and identifies the broader view of limita-

tions in ICPS. The research objectives of the thesis are outlined in Chapters 4,

6, 8, 10. Each chapter focuses on the relevant research questions, details the back-

ground, literature reviews, proposed works, results, and conclusions. Chapter 12

discusses the overall research, highlighting significant findings, limitations, re-

search’s alignment with discipline and impact, threats to validity, conclusions, and

future research directions, respectively. Appendix A presents a detailed description

of the newly created intrusion detection dataset, which has been validated with

our proposed solution discussed in Chapter. 8.



Chapter 2

Prelude - Manuscript 1

The following chapter was published as a journal article in the Journal of Intelli-

gent Manufacturing under the title of A systematic mapping of semi-formal and

formal methods in requirements engineering of industrial cyber-physical systems

(Zahid, Tanveer et al., 2021). Manuscript 1 focuses on the first research objective

(Section. 1.2.1), i.e., to identify the critical challenges and insights in ICPS, which

needs further investigation.

The scale, heterogeneity, high complexity of ICPS, their evolutionary nature,

and the involvement of multi-discipline stakeholders and machines have made

Requirements Engineering (RE) of ICPS challenging. Ineffective RE can lead to

incomplete and inaccurate requirements (both functional and non-functional),

resulting in revenue loss, security compromises, and performance issues. Current

RE methods (languages, techniques, frameworks, and tools) need to provide

comprehensive and systematic support to deal with the unique challenges in ICPS.

Thus, a well-defined approach to RE using Semi-Formal Methods (SFM) and

Formal Methods (FM) in ICPS is essential (Fisher et al., 2014). Various solutions

have been proposed in the literature and a holistic study of their relevance to RE

in ICPS was currently missing.
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This article used a multi-phase methodology called Systematic Mapping Study

(SMS) (Petersen, Vakkalanka & Kuzniarz, 2015) and (BA & Charters, 2007) to

provide a broader view for investigating and analysing the available formal and

semi-formal methods in each activity of RE of ICPS. In this literature research,

3,645 papers were identified, out of which 93 primary studies were selected, using

different inclusion and exclusion criteria and snowballing (searching through

references and citations) techniques (Wohlin, 2014). We categorise the selected

primary studies by quality (non-functional) requirements, application domains,

research types and methods, applicable industrial standards, publication years,

publication sources, and venue types. The findings of this study result in a

novel conceptual model that highlights current trends in the area by showing the

relationship between the RE activities of ICPS and formalisms. The conceptual

model reflects the system engineering practices that could be helpful for both

academic and industrial practitioners in selecting formal and semi-formal methods,

illustration styles, and programming paradigms for their contexts.

We identify the critical gaps in the current literature, including the secur-

ity areas that need further exploration to deal with cyber attacks, specifically

Denial of Service (DoS) or Distributed Denial of Service (DDoS) attacks. These

attacks significantly impact the availability of ICPS systems. Moreover, although

resource-constrained ICPS are critical components for adequately functioning

and controlling industrial processes, the researchers should have focused on this

study area. Also, the performance of ICPS is overlooked in the literature. These

research gaps, in particular, become the primary motivation for further research

in this thesis.
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Systematic Mapping Study

(Manuscript 1)

3.1 Abstract

The requirements engineering of Industrial Cyber-Physical Systems is extremely

challenging due to large system sizes, component heterogeneity, involvement of

multi-discipline stakeholders and machines, and continuous evolution. Formal and

semi-formal languages, techniques, tools and frameworks can assist by providing

repeatable and rigorous structures for eliciting, specifying, analysing, verifying

and maintaining requirements. Various approaches have been proposed, but a

contemporary and comprehensive study providing a landscape of the state-of-the-

art is currently missing.

This article reports a systematic mapping study covering 93 primary studies

published between 2009 and October 2020. We categorise surveyed studies by

current research directions in the use of semi-formal and formal methods for

Requirements Engineering phases for Industrial Cyber-Physical Systems. We also

identify gaps in current research and develop a novel conceptual model capturing
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the relationship between available formalisms and Requirements Engineering activ-

ities. We find that extensive work has been carried out on the formal analysis and

verification of safety and timings requirements. However, the use of semi-formal

notations, works on key phases like requirements elicitation and management,

and the adoption of industrial standards are largely missing. Moreover, we find

no literature providing methods to handle privacy and trust requirements, which

have become critical concerns in this area.

3.2 Introduction

Cyber-Physical Systems are intelligent embedded systems that have tight coupling

between their physical environment and computational components. ICPS are

considered the driving force behind the fourth Industrial Revolution, where they

promise a much-needed solution to the problem of developing increasingly complex

and larger-scale systems faster. ICPS refer to the integration of large-scale

physical processes, machines, computation, and networking components in an

industrial environment (Colombo et al., 2014). ICPS span multiple disciplines,

including chemical, mechanical, control and software engineering. Owing to the

merging of virtual and physical worlds, ICPS feature geographically dispersed

stakeholders, devices and computers, which differentiate them from traditional

embedded systems. Such integrated systems also undergo continuous evolution

and contain emergent behaviours that arise due to the long-term interaction

between heterogeneous components and sub-systems. On the one hand, ICPS

promise substantial opportunities in sectors like smart manufacturing, smart

cities, intelligent transportation, real-time health care, smart grids, cyber defence,

aerospace and water treatment, with positive impacts on value-chain contributors

such as society, environment, humans, devices and the economy (Öztemel &
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Gursev, 2020). On the other hand, evolutionary and dispersed requirements from

a wide range of stakeholders, consideration for emergent behaviour, the scale and

heterogeneity of collaborating physical and cyber components, incorporating new

business and technological models, new levels of business-human-machine-human

and business-machine interactions, amongst many others, have made developing

ICPS systems and software intrinsically complex and challenging (Colombo et al.,

2014).

The high complexity of ICPS requirements has a profound effect on all system

engineering activities of the V-process model (Krueger, Walden & Hamelin, 2011).

Hence, RE of ICPS, which covers requirements elicitation, analysis, specification,

verification and validation (V&V), and management (Loucopoulos & Karakostas,

1995), is critical. Systematic RE allows for the ongoing interaction between

problem domain requirements and solution domain requirements (Wiesner, Hauge

& Thoben, 2015). Insufficient RE leads to inadequate or unclear requirements

resulting in prohibitive development costs. In contrast to other contexts, RE in

ICPS involves several unique challenges:

1. Organisational and social aspects of ICPS become just as important as

technological concerns.

2. Requirements changes, originating from a large, dispersed and dynamic

group of stakeholders, happen over long periods due to long-term system

evolution.

3. Multi-site industrial processes (order, production, service delivery) feature

their own methods, tools and models, which must be reused and incorporated

into the overall ICPS.

4. Elicitation, V&V and management activities have a higher emphasis in
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ICPS because of globalisation, heterogeneity of products, domains and

services constituting the system, and the collaboration of multi-discipline,

multi-culture and multi-site stakeholders.

5. Requirements originating from innovations in the supply-chain cycle, newer

industry standards, traceability of standards-based requirements, compliance

and resilience must be included.

Current RE methods (languages, techniques, frameworks and tools) do not

provide comprehensive and systematic support to deal with the unique challenges

in ICPS. In general, RE methods can be informal, semi-formal or formal. Informal

methods involve natural language requirements, which feature high flexibility

and expressiveness but require considerable human effort due to ambiguity. Sub-

sequently, they are difficult to automate (Colombo et al., 2014). Semi-Formal

Methods (SFM) encompass notations and languages, such as UML, which feature

precise syntax and common vocabularies to reduce ambiguity. However, they still

require some human effort for interpreting their semantics and therefore, complete

automation remains difficult (Ahmed & Robinson, 2007). Formal Methods (FM)

feature well-defined syntax and semantics and are used to enable the correctness

by construction principle in safety-critical contexts. The principle aims to “avoid

introducing errors as far as possible, and remove those errors that are introduced,

as soon as possible” (Hall, 2005). However, formal methods require specialized

expertise and training and do not scale as well as informal or semi-formal methods

(Guttag et al., 1993).

Systematic RE in ICPS requires semi-formal and formal methods because

informal methods cannot be used reliably for such large-scale and complex systems.

SFM and FM are complementary and can be integrated. For instance, SFM may

be used to engineer non-critical aspects of an ICPS such as handling customer
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orders in manufacturing, while FM are better suited to handle safety-critical

parts such as for functional safety in manufacturing (Hall, 2005). A well-defined

approach to RE using SFM and FM in ICPS is essential (Fisher et al., 2014).

While various piecemeal solutions have been proposed in the literature, a holistic

study of how their relevance to RE in ICPS is currently missing.

This paper presents a SMS for the identification and analysis of existing semi-

formal and formal methods that have been used in the requirements engineering of

ICPS. Fig. 3.1 shows the scope of this study, which, to the best of our knowledge

(evidenced by an analysis of published secondary works in Section 3.3) has not been

covered by any existing secondary study. A total of 3,645 papers were identified

Semi-Formal 
And Formal Methods

Requirements 
Engineering

Industrial 
Cyber-Physical 

Systems

Figure 3.1: Scope for this systematic mapping study, restricted to studies publishes
from 2009

out of which 93 primary studies were surveyed through the process described

in Section 3.4. As presented in Section 3.5, we categorize the selected primary

studies by quality (non-functional) requirements, application domains, research

types and methods, applicable industrial standards, publication years, publication

sources and venue types. A discussion on our findings appears in Section 3.6,

which includes identifying critical gaps in current literature and a comparison
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of the formalisms used in surveyed works. This leads to the development of a

conceptual model that can aid academic and industrial practitioners to understand

and choose appropriate semi-formal and formal methods for the requirements

engineering of their ICPS. Concluding remarks and future directions are discussed

in Section 3.7.

3.3 Related Works

A number of secondary studies that are somewhat related to our work are listed

and compared in Table 3.1. These works were identified via the SMS process

described later in Section 3.5.

Secondary studies such as (Zheng et al., 2015; Wiesner et al., 2015; Zheng &

Julien, 2015; Penzenstadler & Eckhardt, 2012; Rashid et al., 2019; Simon et al.,

2019) focus explicitly on cyber-physical systems, and others like (Yu et al., 2019;

Wiesner et al., 2017; Colombo et al., 2017; X. Wu et al., 2020) relate directly to

ICPS. However, none of these studies carries out a structured SMS, categorises

research, discusses the categorisation of quality requirements except in (Simon et

al., 2019) and considers formalisms except in (Zheng et al., 2015). (Zheng et al.,

2015) perform a broad systematic literature review, a quantitative online survey

involving 25 CPS researchers, and qualitative interviews with 9 CPS experts

across four continents to uncover the existing approaches and practices for only

formal verification and validation in CPS. Similarly, (Simon et al., 2019) provide a

guideline for performing RE in small and medium-sized enterprises and define the

general requirements to be met by a system. Unlike this work, our study focuses

on the mapping of both formal and semi-formal methods to all the activities of

RE and to identify the quality requirements catered by selected primary studies.

(Wiesner et al., 2015) elaborate on the challenges of RE, specifically for CPS
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Table 3.1: Comparison of our work with existing secondary studies

References Domains RE Activities Forma
-lism

Identify
quality
requirements

Categorize
Research

Types of
Research Model

(Simon, Felex & Jivka,
2019)

Cyber-Physical
System/ SMEs

All RE
activities × Yes No Opinion

paper No

(Penzenstadler & Eck-
hardt, 2012)

Cyber-Physical
System/ SoS

Requirements
Elicitation
and Specification

× No No
Experi
-ence
paper

Yes

(Rashid, Siddique &
Tahar, 2019)

Cyber-Physical
system Requirements

Verification
× No No Survey No

(Wiesner et al., 2015) Cyber-Physical
system Generic (RE

process)
× No No Survey No

(Zheng & Julien, 2015) Cyber-Physical
system × × No No Opinion

paper No

(Zheng, Julien, Kim &
Khurshid, 2015)

Cyber-Physical
System

Requirements
Verification and
Validation

FM No No Survey No

(Colombo,
Karnouskos, Kaynak,
Shi & Yin, 2017)

Industrial Cyber-
Physical system Generic × No No Opinion

paper Yes

(Wiesner, Marilungo
& Thoben, 2017)

Cyber Physical
Production
System

Generic
(RE Process) × No No Opinion

paper No

(X. Wu, Goepp & Si-
adat, 2020)

Cyber Physical
Production
system

Generic × No No Survey Yes

(Yu, Dillon, Mostafa,
Rahayu & Liu, 2019)

Industrial Cyber-
Physical System × × No No

Experie
-nce
paper

Yes

(Lana, Guessi, Ant-
onino, Rombach & Na-
kagawa, 2019)

Systems-of-
Systems

Requirements
Modelling

FM,
SFM No No SMS Yes

(Vegendla, Duc, Gao
& Sindre, 2018)

Software Ecosys-
tems

All RE activit-
ies

× Yes No SMS No

(Hachicha, Halima &
Kacem, 2019)

Self-adaptive
System

Requirements
Verification FM Yes No Survey No

(Gabmeyer,
Kaufmann, Seidl,
Gogolla & Kappel,
2019)

Generic Requirements
Verification FM No No Survey No

(Wortmann, Barais,
Combemale & Wim-
mer, 2019)

Industry 4.0
Generic
( Modelling
notations)

Generic No No SMS Yes

(Takbiri & Amini,
2019)

Large-Scale
Systems Generic × No No Survey

paper No

(Sepúlveda, Cravero &
Cachero, 2016)

Software
Product Lines

Generic
(Modelling
Notations)

× No No Survey No

(Sharma & Singh,
2013)

Generic Requirements
Specification FM No No Survey No

(Davis et al., 2013) Generic × FM No No Survey No
(You, Li & Xia, 2012) Generic × FM No No Survey No

Our Work Industrial Cyber-
Physical System All RE Activ-

ities

FM,
SFM Yes Yes SMS Yes
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in distributed environments. (Zheng & Julien, 2015) present a study of developers

on the topic of debugging of CPS. (Colombo et al., 2017) and (Yu et al., 2019)

present a generic opinion and experience paper, respectively, to describe the

fourth industrial revolution. They discuss the contribution, progress, world-wide

emerging trends and challenges posed by ICPS. Likewise, (Wiesner et al., 2017),

discuss the general challenges for RE process in cyber-physical production systems.

(X. Wu et al., 2020) present a survey to examine the academic maturity of cyber-

physical production systems. Our work extends these seminal works by providing

a comprehensive landscape of how SFM and FM have been used in RE for ICPS

with additional categorisations of the selected primary studies based on research

type and quality requirements.

(Lana et al., 2019) perform a systematic mapping study of formal and semi-

formal languages and techniques for requirements modelling of software-intensives

systems-of-systems. (Penzenstadler & Eckhardt, 2012) propose a requirements

engineering content model tailored for cyber-physical systems, to be used for

requirements elicitation and specification. In contrast, our work focuses on all RE

activities.

A mapping study of all the requirements engineering activities in software

ecosystems is presented in (Vegendla et al., 2018). This study shows how quality

requirements are considered in the software ecosystem, and unlike our work, it

neither categorises surveyed works based on formalisms and research type nor

presents a conceptual model integrating its overall findings.

Studies like (Hachicha et al., 2019; Gabmeyer et al., 2019) deal with only

formal verification in RE. In the case of generic modelling notations, (Sepúlveda et

al., 2016) discover 54 primary studies for software product lines. (Wortmann et al.,

2019) identify 408 publications to assess the use of modelling languages in Industry

4.0. For large-scale systems, (Takbiri & Amini, 2019) analyse different studies
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discussing large-scale requirements. None of these works focuses on requirements

engineering related activities, quality requirements and formalisms.

A survey of formal requirements specification is presented in (Sharma & Singh,

2013). The paper evaluates specification languages such as object constraint,

specification and description and Z languages. Unlike our work, they do not

present any conceptual model and do not categorise their works on the quality

requirements and research types.

A study by (You et al., 2012) surveys formal methods employed for the

development of software. (Davis et al., 2013) survey the barriers faced by the

USA government and private large systems manufacturers while adopting formal

methods. They present their work generally instead of focusing on any particular

domain. Furthermore, they do not provide categorisation by quality requirements,

requirements engineering activities and research types.

Overall, this article provides a broader view for investigating and analysing

the use of formal and semi-formal languages, techniques, tools and frameworks in

each activity of RE in the context of ICPS. We identify the types of requirements

targeted in the selected primary studies. Additionally, we contextualise our work

to show the relationship between RE activities of ICPS and formalisms through

an integrated conceptual model.

3.4 Systematic Mapping Study (SMS)

SMS is a multi-phase methodology consisting of planning, searching and reporting

for identification, analysis and classification of existing literature in a particular

domain, along with counting the contributions relating to the categories of that

classification (BA & Charters, 2007). The major purpose of a mapping study

is to identify areas of activity within a relatively larger scope, as compared to
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systematic reviews. A systematic mapping, therefore, identifies the evidence base

within the scope but does not delve into a qualitative evaluation. The SMS process

involves the following steps: planning, searching, and reporting.

3.4.1 Mapping Study Protocol (Planning)

Planning contains the following steps.

Scope Definition: As previously shown in Fig. 3.1, the scope of this research

is the intersection of three areas: semi-formal and formal methods, requirements

engineering and industrial cyber-physical systems. In addition, we confine the

search to works published in the last decade. This time-frame, between 2009 and

October 2020, comprehensively covers the coining of the term ICPS in the early

2010s and the intense research activity in the area that followed in subsequent

years.

Formulation of Research Questions: The scope leads to the following

research questions:

• RQ1. What are the current research directions within the use of SFM and

FM for the RE in ICPS?

– RQ1.1. Which RE activities have been studied in the literature in the

context of ICPS?

– RQ1.2. Which SFM and FM (languages, techniques, tools and frame-

works) have been utilized for performing the RE activities identified in

RQ1.1?

– RQ1.3. Which system’s software requirements (functional and/or

quality) of ICPS have been targeted by selected studies, discovered in

RQ1.1 and RQ1.2?
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• RQ2. What approaches are used, in literature, to assess the applicability of

primary studies, identified in RQ1?

– RQ2.1. Which application domains are used to determine the applic-

ability of selected primary studies?

– RQ2.2. Which research methods and research types have been employed

in the selected primary studies?

• RQ3. Referring to RQ1 and RQ2, what are the observed state-of-art contri-

butions of selected primary studies?

– RQ3.1. Which industrial standards have been adopted in identified

primary studies?

– RQ3.2. How can the identified primary studies be classified according

to the publication years?

– RQ3.3. What are the publication sources and venue types for the

identified primary studies?

Keywords Identification and Search String: Following several methods

reported in

(Petersen et al., 2015), we identified the following keywords: formal*, semi-formal,

semi formal, requirement, specif*, valid*, verif*, elicit*, analy*, document*,

and manag*. Similarly, for ICPS, we used different combinations of words like

cyber, industrial, physical, and production. These keywords were joined

with OR and AND operators to form the search string shown below.

(ALL (formal*) OR ALL ("semi formal") OR

ALL (semi-formal) AND ALL (requirement) AND

TITLE-ABS-KEY (elicit*) OR
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TITLE-ABS-KEY (analy*) OR

TITLE-ABS-KEY (specif*) OR

TITLE-ABS-KEY (verif*) OR

TITLE-ABS-KEY (valid*) OR

TITLE-ABS-KEY (document*) OR

TITLE-ABS-KEY (manag*) AND

ALL (industrial AND cyber AND

physical AND system) OR

TITLE-ABS-KEY ("industrial cyber-physical

system") OR TITLE-ABS-KEY (cyber-physical

AND production AND system) OR TITLE-ABS-KEY

("cyber physical production system"))

AND PUBYEAR > 2008

It is important to note that the terms industrial cyber-physical systems and

cyber-physical production systems are used interchangeably in literature.

Database Selection: (Franceschini, Maisano & Mastrogiacomo, 2016; Dyba,

Dingsoyr & Hanssen, 2007) advocate choosing four or five robust databases relevant

to the field of research. In this study, Scopus, IEEE Xplore, ACM Digital Library

and SpringerLink databases were selected. Elsevier’s Scopus is one of the largest

commercially available database of peer-reviewed articles which also indexes IEEE

Xplore, ACM Digital Library and SpringerLink. However, we searched all of these

databases individually to find any articles that may not have been indexed by

Scopus. The search string, shown above, is in the Scopus format and was tailored

as needed for all other databases searched.

Inclusion and Exclusion Criteria: The following inclusion criteria (IC)

and exclusion criteria (EXC) were used to select only the relevant studies from
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the search results:

• IC1: Studies that investigated formal and/or semi-formal approaches for

early- software development, i.e. at requirements engineering process of

ICPS.

• IC2: Studies that focused only on research methods such as industrial case

studies or industrial experimental work to assess and analyse their proposed

solutions.

• IC3: Studies that were from computer science and software engineering or

their sub-domains.

• IC4: Research studies that appeared since 2009 till October 2020.

• IC5: Studies published in conferences, journals, workshops, symposiums and

technical reports, too.

• EXC1: Studies’ whose title, keywords and/or abstract do not lie within the

defined scope.

• EXC2: Studies that do not investigate any requirements engineering activity

or FM/SFM related to ICPS.

• EXC3: Studies that address system-level or detailed design, unit testing,

system integration testing, regression testing and acceptance testing.

• EXC4: Studies that do not provide an evaluation of proposed solutions.

• EXC5: Studies that do not include industrial applications.

• EXC6: Studies that address concepts such as networking/protocols, hard-

ware, middleware, security requirements engineering, internet of things and

cloud computing solely.



Chapter 3. Systematic Mapping Study (Manuscript 1) 46

• EXC7: Studies that discuss challenges and problems in the targeted domain.

• EXC8: Studies that lack full text.

• EXC9: Books, thesis, secondary or tertiary studies, tutorial and opinion

papers.

• EXC10: Studies not written in English.

• EXC11: Studies whose new version is available.

• EXC12: Duplicate articles found during search.

3.4.2 Searching

Search Execution: We used both automated and manual searching. Auto-

mated systematic search was conducted by following the protocol described in

Section 3.4.1. The search execution chronology is shown in Fig. 3.2.

To find the potential primary studies, the initial search returned 3,645 articles

using IC1 and IC3-IC5. Out of these, 40 articles were removed according to EXC11-

EXC12 resulting in 3,605 studies. Secondly, a significant number of studies (1,478)

were excluded by reading titles, keywords or abstracts (IC1 and EXC1) leaving

2,127 studies, and later by applying selection criteria IC2 and EXC6-EXC10, a

further 1,000 studies were removed in order to select the related primary studies.

The number dropped to 78 after a careful examination of introduction, conclusion

and even full texts of each study (IC1 and EXC2-EXC5). In addition to automatic

search, another searching technique called snowballing was also used to find the

most relevant studies either through relevant references of each study or by using

the citations related to already-included studies (Jalali & Wohlin, 2012). Forward

or backward snowballing were used to identify and include another 15 relevant

studies resulting in a total of 93 studies.
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Figure 3.2: Search execution chronology

In manual searching, well-known sources such as the IEEE International

Conference on Industrial Cyber Physical Systems, International Conference on

Industrial Informatics, IEEE International Conferences on Software Testing, Veri-

fication and Validation Workshops, International Conference on Model Driven

Engineering Languages and Systems, International Conference on Fundamental

Approaches to Software Engineering, IEEE Transactions on Software Engineering,

Springer’s Requirements Engineering Journal, Springer’s Formal Methods in Sys-

tem Design, IEEE International Conference of Requirements Engineering, IEEE

International Workshop on Empirical Requirements Engineering were searched.

Manual search helped reduce the probability of missing any relevant studies and
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increase confidence in the depth of the review.

Data Extraction: Data extraction involves identifying keywords while reading

abstracts together with the introduction and conclusion sections if the abstracts are

not clear or well-written (Petersen et al., 2015). Open-coding enables the reviewer

to allocate a ‘code’ or ‘label’ to terms or phrases, not necessarily according to their

literal meaning but according to the concept behind the terms (Strauss & Corbin,

1998). This underpins the creation of a categorical and conceptual schema of the

text or data in focus. Keywords identification followed the three-pass method

described in (Keshav, 2007). According to this approach, deeper investigations are

used to confirm the keywording, if an article’s abstract, introduction or conclusion

sections are ambiguous.

To address the research questions, we developed the rubric shown in Table 3.2,

which employs both keywording and open-coding for data extraction. The data in

Table 3.2 were analysed using text-mining techniques and maintained in MS-Excel

to retrieve quality information, patterns and trends from the data set.

Table 3.2: Framework rubric for data extraction and classification

T1: Paper Title T7. Publisher T13. Languages used based on
Formalism

T2. Authors T8. Year of Publication T14. Techniques, Frameworks
and Tools

T3. Research
Group/Organization

T9. Open Code and Keywords T15. Types of Requirements

T4. Country T10. Research Type T16. RE Activities
T5. Pub. Venue T11. Research Method T17. Domains
T6. Pub. Type T12. Formalisms T18. Standards

(Felizardo, Nakagawa, Feitosa, Minghim & Maldonado, 2010) develop text

mining tools, particularly for systematic mappings. Our data extraction rubric

contains inherent features for implicit classification and categorisation. For tuple

T9 of the rubric, the text-mining extension of Rapid Miner tool

(Hofmann & Klinkenberg, 2013) was applied on open-coded keywords and phrases.

The purpose of the tool was to identify patterns, trends and facets within the
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research area. The outcomes of this analysis are discussed in detail in the following

sections.

3.4.3 Conduction Reporting (Threats to Validity)

Missing Important Relevant Studies: SMS is intended to cover the breadth of a

research area, unlike systematic literature review where the main objective is to

analyse the current work in the field, regarding quality. Moreover, it is not possible

to guarantee the coverage of all relevant existing literature. Thus, to overcome

this threat, the search string is devised in such a way that it returns the maximum

amount of studies from online databases. Sometimes, title and abstracts can also

misdirect a reader if they are inarticulate. To mitigate this issue, we also read

the introduction, conclusion and in some cases, the internal sections of a study to

find any missing information from titles and abstracts. Furthermore, only specific

databases were chosen, so there is a possibility of missing relevant studies. To

alleviate this matter, a manual search of publication venues was also performed.

Researcher Bias: Researcher bias is another factor that may have affected

the validity. To reduce the biases, the study mapping protocol was established

carefully with the consent of domain experts and co-authors.

Number of Selected Relevant Studies: The size of the set of primary studies

depends on the scope, novelty of research domains or clear separation between

concepts. For example, in terms of RE activities, there is a vague line between

concerned terms which can be used interchangeably by authors. Consequently, the

primary studies were selected carefully to identify only relevant works by going

through full text and case-studies of each study. Lastly, whenever there was a

doubt, domain experts were consulted.

Researchers’ expertise: Researchers’ expertise is also a threat when considering
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the research scope, shown in Fig. 3.1. Although, thorough knowledge of a particular

area is mandatory, a researcher cannot be an expert in all aspects of a wide research

area. This validity threat originates from the nature of systematic mapping process,

which is wider and does not focus on qualitative aspects of the selected primary

studies. To overcome this threat, researchers conferred with domain experts for

feedback, advice, and exchange of ideas.

3.5 Results and Findings

We summarise the key results and findings of the SMS.1

3.5.1 Current Research Directions

Current research directions can be determined by answering the following sub-

questions:

• RQ1.1 Which RE activities have been studied in the literature in the context

of ICPS?

• RQ1.2 Which SFM and FM (languages, techniques, tools and frameworks)

have been utilized for performing the RE activities, identified in RQ1.1?

• RQ1.3 Which system’s software requirements (functional and/or quality)

of ICPS have been targeted by selected studies, discovered in RQ1.1 and

RQ1.2?

1All data is available for download via www.removedforblindreview.com in the form of an
Excel worksheet.
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Figure 3.3: Classification of primary studies according to requirements engineering
activities

RE activities in ICPS

The number of studies that stretch over different RE activities in ICPS is depicted

in Fig. 11.1.

The figure shows that a single study can span over multiple activities, for

instance (Mashkoor & Hasan, 2012; L. Zhang, He & Yu, 2013; Askarpour, Ghezzi,

Mandrioli, Rossi & Tsigkanos, 2019) illustrate the use of FM on requirements

analysis and V&V activities. A few target all RE activities, such as (Mancini et al.,

2018). According to the results of mapping study, the most significant proportion

of studies (59, 63%) cover requirements analysis followed by requirements V&V,

covered by 56 (60%) studies. Requirements elicitation and management featured

in only 8 (8.5%) and 9 (10%) studies, respectively.

The distribution of RE activities w.r.t publications and published years is

depicted in Fig. 3.4. Overall, there is increasing attention in all activities of RE.

V&V and analysis remain the dominant focus over the given period, except in 2009,

where no work on requirements analysis was reported. By the end of the period

(October 2020), only 5 research articles were found on requirements analysis while

requirements V&V was featured in 7 studies. Studies on requirements elicitation
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and management started appearing from 2014 but these areas remain relatively

unexplored.
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Figure 3.4: Requirements engineering activities w.r.t publication years

Semi-formal and Formal Methods in ICPS RE

First, we categorised the 93 primary studies based on formalisms such as formal

methods, semi-formal methods or integration of both (Both). Next, the existing

formal and semi-formal languages, techniques, frameworks or tools were plotted,

solely, on identified RE activities (55%) while SFM are utilized in only 11 (11%)

studies.

The classification of selected studies based on formalisms indicates that FM

have been more the most studied concept. Out of 93 papers, 31 (33%) primary

studies combined formal and semi-formal methods (both) in a single study. The

numbers of primary studies that used FM are 51.

Requirements Elicitation: Requirements elicitation is a challenging task in

ICPS. Table 3.3 shows that only 8 (10%) studies address this activity: (Denno &

Blackburn, 2014; Seceleanu et al., 2017; Adepu & Mathur, 2016b; Nuzzo, Lora,

Feldman & Sangiovanni-Vincentelli, 2018; Mühlfelder, 2018; Y. Chen, Dai, Zhang,
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Pang & Vyatkin, 2018; J. Wang, Song, Wu & Dai, 2019; Loucopoulos, Kavakli &

Chechina, 2019). In (Denno & Blackburn, 2014), the product data sheet is used

Table 3.3: Languages and techniques for requirements elicitation

Type Method Primary Studies
Language Natural Lan-

guage
(Denno & Blackburn, 2014), (Adepu & Mathur, 2016b),
(Mühlfelder, 2018), (Nuzzo et al., 2018), (J. Wang et al.,
2019), (Loucopoulos et al., 2019)

Techniques Prototype (Seceleanu et al., 2017)
Graphical Nota-
tion

(Y. Chen et al., 2018)

to capture and communicate the equipment requirements among the designers

and suppliers. Other studies use natural language to capture the requirements

and used either prototypes or graphical notations for further clarifications. As an

illustration, a wind turbine industrial prototype model is used in (Seceleanu et al.,

2017) to clarify the timings requirement of the wind turbine system. A semi-formal

natural language requirement description model is proposed in (J. Wang et al.,

2019) for elicitation of requirements.

Requirements Analysis: Several formal and semi-formal languages, techniques,

frameworks and tools have been used for performing requirements analysis activity.

A. Languages: Besides the activity of requirements specification, the reviewed

primary studies used various formal and semi-formal specification languages during

requirements analysis, too, as shown in Table 3.4.

These languages are: Architecture Analysis & Design Language (AADL)

(Feiler & Gluch, 2012), Modelica (Elmqvist et al., 1999), Alloy, Unified Modelling

Language (UML)(France, Evans, Lano & Rumpe, 1998), System Modelling Lan-

guage (SysML) (Mann, 2009), Modeling and Analysis of Real-time and Embedded

systems (MARTE) (Object Management Group, 2011), Parallel Object-Oriented

Specification Language

(POOSL) (Theelen et al., 2007) and Process Algebra (PA)(Aceto, Ingólfsdóttir,
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Table 3.4: Languages used in requirements analysis.

Languages Variants Primary Studies

AADL - (L. Zhang, 2013e), (L. Zhang, 2013b),(L. Zhang, 2013c),(L. Zhang,
2013d),(L. Zhang, 2014),(Ruchkin, 2015),(Akkaya, Derler, Emoto
& Lee, 2016), (Lin, Adepu, Verwer & Mathur, 2018), (Zhan et al.,
2019), (Misson, Gonçalves & Becker, 2019)

Modelica - (L. Zhang, 2013e), (L. Zhang, 2013b),(L. Zhang, 2013c), (L. Zhang,
2013d), (Gomez, Aguilera, Olsen & Vanfretti, 2020)

Modelica ML (L. Zhang, 2014)
Alloy (Adepu, Kang, Jackson & Mathur, 2016)
POOSL (Nägele, Broenink, Hooman & Broenink, 2019)
PA ACP (L. Zhang et al., 2013), (Mancini et al., 2018), (Sanwal & Hasan,

2013), (Adepu & Mathur, 2016c), (Goorden, van de Mortel-Fronczak,
Reniers, Fokkink & Rooda, 2019), (Rashid & Hasan, 2020)

SPA (Akella & McMillin, 2009)
UML - (Mancini et al., 2018), (J. Wang et al., 2019), (Loucopoulos et

al., 2019), (L. Zhang, 2013e), (L. Zhang, 2013c), (L. Zhang, 2014),
(Kulvatunyou, Wallace, Ivezic & Lee, 2014), (F. Li, Zhang, Huang &
Chen, 2016), (Iglesias et al., 2017), (Gomez et al., 2020), (Bernardi,
Gentile, Marrone, Merseguer & Nardone, 2020)

SysML (L. Zhang, 2014), (Neghina, Zamfirescu & Pierce, 2019), (Vogel-
Heuser, Schütz, Frank & Legat, 2014), (Pagliari, Mirandola &
Trubiani, 2019), (Gomez et al., 2020), (Gräßler, Bodden, Pottebaum,
Geismann & Roesmann, 2020)

MARTE (Seceleanu et al., 2017), (Ribeiro, Rettberg, Pereira & Soares, 2016),
(L. Huang, Liang & Kang, 2019) , (D. Du, Huang, Jiang & Mallet,
2018)

Larsen & Srba, 2007) with its variants.

AADL is an architecture description language developed by SAE International.

It is used to model hardware and software architecture of real-time embedded

systems. Modelica is an object-oriented, equation-based programming language

used to model complex physical system. As a result of the mapping process, we

have found that AADL has been used in 10 studies. Among these, 5 selected

studies (L. Zhang, 2013e, 2013b, 2013c, 2013d, 2014) integrate a Modelica with

AADL, for specifying the cyber and physical part of automotive cyber physical

systems, respectively. The reason for integration is that “the descriptive power

of AADL models with the analytic and computational power of Modelica models

provides a capability that is significantly greater than provided by AADL or Modelica

individually”(L. Zhang, 2013e). Likewise, Alloy is a specification language used

to describe the structure in a software system. Thus, in (Adepu et al., 2016), it

is used to model connectors between components and behavioural aspect of the
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secure water treatment model. Similarly, POOSL is a discrete-time modelling

language and is used to developed embedded control software in (Nägele et al.,

2019).

Process algebra (PA) deals with formal description or specification of concurrent

processes. Algebra of Communicating Processes (ACP) and Security Process

Algebra (SPA), belong to this family. ACP, along with its variants, are employed

by six primary studies (L. Zhang et al., 2013; Sanwal & Hasan, 2013; Adepu

& Mathur, 2016c; Goorden et al., 2019; Mancini et al., 2018; Rashid & Hasan,

2020) and SPA is employed only in (Akella & McMillin, 2009). ACP variants like

second-order homogeneous linear differential equations are used in (L. Zhang et

al., 2013) to model damped harmonic oscillation. An algebraic expression has

been used in (Mancini et al., 2018) to split the requirements for the product line,

and in (Sanwal & Hasan, 2013), process in-variants are used to detect attacks in

industrial control systems. Similarly, ACP is used to determine the functional

requirement of ICPS in (Adepu & Mathur, 2016c) and to analyse the smart grids

in (Goorden et al., 2019). Moreover, in (Rashid & Hasan, 2020), ACP is utilized

to formally analyse continuous dynamics of CPS, which are then verified by the

theorem prover. In (Akella & McMillin, 2009), SPA is used to analyse security

requirements of a natural gas transport system.

UML, SysML and MARTE are modelling languages used to model the system.

SysML and MARTE are variants of UML. UML is used in eleven primary studies

(Mancini et al., 2018; J. Wang et al., 2019; Loucopoulos et al., 2019; L. Zhang,

2013e, 2013c, 2014; Kulvatunyou et al., 2014; Bernardi et al., 2020; F. Li et al.,

2016; Iglesias et al., 2017; Gomez et al., 2020). SysML is employed in (L. Zhang,

2014; Neghina et al., 2019; Vogel-Heuser et al., 2014; Pagliari et al., 2019; Gomez

et al., 2020; Gräßler et al., 2020). In (L. Zhang, 2014), UML and SysML are

integrated with Modelica ML (version of Modelica) to model the requirements of



Chapter 3. Systematic Mapping Study (Manuscript 1) 56

cyber-physical systems of systems. Likewise, Modelica, UML and SysML have

integrated in (Gomez et al., 2020) for the analysis of smart grid’s functional and

non-functional requirements. On the other side, four primary studies (Seceleanu

et al., 2017; Ribeiro et al., 2016; L. Huang et al., 2019; D. Du et al., 2018) utilized

MARTE along with its extensions.

B. Techniques: Formal methods based on the technique of Automata theory

with their extensions are used by 12 primary studies (Seceleanu et al., 2017; von

Birgelen & Niggemann, 2018; L. Zhang, 2013e; Kumar et al., 2012; Bu et al.,

2011; Geraldes et al., 2018; Ye-Jing et al., 2013; Balasubramaniyan et al., 2016;

R. Wang, Song, Zhu & Gu, 2011; Lin et al., 2018; D. Du et al., 2018; N. Li,

Tsigkanos, Jin, Hu & Ghezzi, 2020), as presented in Table 3.5. The development

Table 3.5: Requirements analysis and formal techniques.

Techniques Variants Primary Studies

Automata Hybrid Timed Auto-
mata

(Seceleanu et al., 2017),(Kumar et al., 2012),(Bu et
al., 2011), (Geraldes et al., 2018),(Ye-Jing et al., 2013),
(Balasubramaniyan et al., 2016), (R. Wang et al., 2011),
(von Birgelen & Niggemann, 2018)

Cellular Automata (L. Zhang, 2013e)
PDRTA (Lin et al., 2018)
Stochastic Timed
Automata

(N. Li et al., 2020), (D. Du et al., 2018)

Graph Theory Attack Execution
Graph

(LeMay, Ford, Keefe, Sanders & Muehrcke, 2011)

(Askarpour et al., 2019),(Adepu & Mathur, 2016a)
Skill Graph (Knüppel et al., 2020)

Abstract State
Machine

(Metsälä et al., 2017), (Drozdov, Patil, Dubinin & Vy-
atkin, 2019)

Formal Ontology (Y. Chen et al., 2018), (Kulvatunyou et al., 2014), (Sinha,
Pang, Martínez, Kuronen & Vyatkin, 2015)

Formal Contract (L. Zhang, 2013d), (L. Zhang, 2014),(Nuzzo et al., 2018),
(Westman & Nyberg, 2014)

VDM VDM-RT (Neghina et al., 2019)

of modern-day computer science can be attributed to the work done using a theory

of automata in the mid-20th century. A close relationship of automata theory with

formal grammars makes it favourable to formally describe a model of a system as

a state machine (Hopcroft, Motwani & Ullman, 2000). In eight primary studies

(Seceleanu et al., 2017; von Birgelen & Niggemann, 2018; Kumar et al., 2012; Bu
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et al., 2011; Geraldes et al., 2018; Ye-Jing et al., 2013; Balasubramaniyan et al.,

2016; R. Wang et al., 2011), Hybrid Timed Automata (a version of automata)

are used to model the behaviour of ICPS over time. While in (N. Li et al.,

2020) and (D. Du et al., 2018), stochastic timed automata are used to represent

timings and stochastic behavior in smart city and energy aware building. Cellular

Automata is used by (L. Zhang, 2013e) for modelling and specification of the

spatial-temporal requirements. Similarly, Probabilistic Deterministic Real-Time

Automaton (PDRTA) is used with AADL to model the discrete events of the

complex water treatment plant in (Lin et al., 2018).

Graph theory is another formal technique used in requirements analysis activity

by (Askarpour et al., 2019), (LeMay et al., 2011), (Knüppel et al., 2020) and

(Adepu & Mathur, 2016a) for ICPS modelling. It is closely related to automata

and mathematical logic. In fact, the author in (Sakarovitch, 2009) defines a

graph as a form of automata. For static modelling of topology for the smart city

application domain, bigraphical technique is used in (Askarpour et al., 2019). An

attack execution graph is used in a framework called ADversary VIew Security

Evaluation (ADVISE) to find out the sequences, time, cost, probabilities of and

other related information about each attack steps in (LeMay et al., 2011). Likewise,

skill graphs in (Knüppel et al., 2020) are used to identify the poorly defined safety

requirements at an early stage of hybrid system development.

Abstract state machines are used in (Metsälä et al., 2017; Drozdov et al., 2019)

to capture states of ICPS for security analysis and to model distributed control

systems based on the IEC 61499 production engineering standard, respectively.

Formal Ontology is an implicit or explicit conceptualization of axioms in

formal language. Three primary studies (Y. Chen et al., 2018; Kulvatunyou

et al., 2014; Sinha et al., 2015) used formal ontology for requirements analysis.

The knowledge-base ontology is used in (Y. Chen et al., 2018) to formalise the
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requirements as rules and relations in order to make it understandable for machines

and humans. In addition to this, to describe the software components, functional

ontology is identified in (Kulvatunyou et al., 2014) that is applied with use cases

(UML diagram). A primary study by (Sinha et al., 2015) converts requirements

specified in natural language into formalised ontologies for further analysis. The

general idea is to extend initial requirements ontology during subsequent phases

of V-process model.

Formal contracts are based on invariants, pre and post conditions of software

functions. Four studies (L. Zhang, 2013d, 2014; Nuzzo et al., 2018; Westman &

Nyberg, 2014) concentrate on contracts for the formalisation of the rules. The

Analysis contracts framework in (L. Zhang, 2013d) is based on analysis-contracts

that are used to analyse the security requirements for the water treatment system.

In (Nuzzo et al., 2018), assume-guarantee (A/G) contracts are used to provide

formal support to the high-level requirements in Contract-based Hierarchical

Analysis and System Exploration (CHASE) framework. Additionally, (L. Zhang,

2014) and (Westman & Nyberg, 2014) defines the contracts for Simulink (Stateflow)

diagrams and for structuring safety requirements in Fuel Level Display (FLD)-

system respectively.

Vienna Development Method Real-Time (VDM-RT), used in (Neghina et al.,

2019), is a formal method technique to model timings constraints of cyber physical

production system. VDM-RT is a modified form of Vienna Development Method

(VDM) that is one of the longest established formal method techniques to model

industrial projects (J. Wang, 2007).

Semi-Formal Techniques are employed by eleven primary studies (J. Wang et

al., 2019; Loucopoulos et al., 2019; Kulvatunyou et al., 2014; F. Li et al., 2016;

Iglesias et al., 2017; Neghina et al., 2019; Vogel-Heuser et al., 2014; Ribeiro et al.,

2016; Gomez et al., 2020; Gräßler et al., 2020; Bernardi et al., 2020), as depicted
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in Table 3.6.

Table 3.6: Requirements analysis and semi-formal techniques

Technique Primary Studies

Use-cases (Kulvatunyou et al., 2014), (Gomez et al., 2020), (Bernardi et al.,
2020)

Domain Model (J. Wang et al., 2019), (Iglesias et al., 2017)
Meta-Models (Loucopoulos et al., 2019), (F. Li et al., 2016), (Ribeiro et al., 2016),

(Gräßler et al., 2020)
Requirements Diagram (Neghina et al., 2019), (Gomez et al., 2020)
Parametric Diagram (Vogel-Heuser et al., 2014)

The studies (J. Wang et al., 2019; Iglesias et al., 2017) define the domain

model showing the monitoring of software family for ICPS and patient control

system. Likewise, meta-models are used in (Loucopoulos et al., 2019; F. Li et

al., 2016; Ribeiro et al., 2016; Gräßler et al., 2020). For example, in (F. Li

et al., 2016), meta-model is used to show the relationship between service and

functions blocks of industrial assembly line system. A requirement diagram is

used to model the functional model unit of USB stick production line in (Neghina

et al., 2019) and to support use cases that have been applied to determine the

functional and non-functional requirements of the smart grid in (Gomez et al.,

2020). SysML-AT (SySML extension), a specialized language profile to covers

(non-) functional requirements, is adapted in (Vogel-Heuser et al., 2014) for

automation, where SysML parametric diagrams models the components involved

in the manufacturing process. It is noteworthy that diagrams used in semi-formal

methods are considered as techniques in our work.

C. Frameworks: Table 3.7 shows the eleven primary studies that develop

different domain-specific frameworks for requirements analysis. A formal attack

model in (Adepu & Mathur, 2016b) is used to determine the cyber-attacks on a

water treatment system. The study by (Loucopoulos et al., 2019) reports on the

early Capability Oriented Requirements Engineering (e-CORE) framework for
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analysis and traceability of requirements for automobile manufacturing industrial-

size case study where the association between assets is shown by the meta-model.

A Secure Modelling Framework (SeMF) was developed to analyse the security

Table 3.7: Frameworks for requirements analysis

Frameworks Primary Studies

Formal Attack Model (Adepu & Mathur, 2016b)
Contract-based Hierarchical
Analysis and System
Exploration (CHASE)

(Nuzzo et al., 2018)

Early Capability Oriented RE (e-CORE) (Loucopoulos et al., 2019)
Analysis Contract Framework (Ruchkin, 2015)
Unified Graphical Framework (Zhan et al., 2019)
ADversary VIew Security Evaluation (ADVISE) (LeMay et al., 2011)
Secure Modelling Framework(SeMF) (Fuchs, Gürgens, Weber, Bodenstedt & Ruland,

2010)
Real-Time Maude Framework (Bae, Krisiloff, Meseguer & Ölveczky, 2015)
Clock (B. Xu & Zhang, 2013)
SKEDITOR (Knüppel et al., 2020)
Surreal (Bernardi et al., 2020)

flaws in smart grid in (Fuchs et al., 2010). Likewise, a Unified Graphical Framework

in (Zhan et al., 2019) is a graphical framework that is consists of AADL and

Simulink (Stateflow) to model, simulate and validate ICPS. Real-Time Maude

Framework in (Bae et al., 2015) is used to design a multirate distributed hybrid

systems consisting of an airplane maneuvered by a pilot. In (B. Xu & Zhang,

2013), the clock theory concept is used to analyse the timing requirements of

different applications like steam boiler control system, press and railway cross

system. Similarly in (Knüppel et al., 2020), a framework called SKEDITOR is

proposed that combined formalised skill graphs and theorem prover, KeYmaera

X, to analyse and verify safety requirements in a domain of transportation. A

framework known as Surreal is developed in (Bernardi et al., 2020) where security

and safety requirements of smart cars are analysed by misuse cases and verified

by a model checker (nuSMV).

D. Tools: Simulation and co-simulation are used for requirements analysis

in 12 studies, as shown in Table 3.8. For simulation, Ptolemy II (Akkaya
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Table 3.8: Simulation and co-simulation tools used in requirements analysis

Tools Types Primary Studies

Simulation AADLSim (Zhan et al., 2019)
Simulink (Sanwal & Hasan, 2013), (Lin et al., 2018),

(Kang, Mu, Huang & Lan, 2018), (N. K. Singh
& Wang, 2019), (Clarke & Zuliani, 2011)

TrueTime (Balasubramaniyan et al., 2016)
PtolemyII (Akkaya et al., 2016), (Pagliari et al., 2019)

Co-Simulation 20-sim (Nägele et al., 2019)
Overture Tool (Neghina et al., 2019)
FMI (Gomez et al., 2020)

et al., 2016; Pagliari et al., 2019) models the performance of a delivery robotic

system. Simulink is used in (Sanwal & Hasan, 2013; Lin et al., 2018; Kang, Mu

et al., 2018; N. K. Singh & Wang, 2019; Clarke & Zuliani, 2011) for modelling

transportation and manufacturing systems. Another simulation tool, AADLSim

is used to model an Isollete system in (Zhan et al., 2019). TrueTime simulates

performance requirementd of industrial mine pump in (Balasubramaniyan et al.,

2016). Co-simulation can be performed either by tools or Functional mock-up

Interface standard (FMI). FMI has been used in (Gomez et al., 2020) for multi-

domain simulation whereas tools like 20-sim in (Nägele et al., 2019) and Overture

in (Neghina et al., 2019) are used for co-simulation.

Requirements Specification: Table 3.9 shows the various formal and semi-

formal specification languages have been used in the selected primary studies.

Common Algebraic Specification Language (CASL) is a specification language

that is based on first-order logic with mathematical proofs. Researchers have also

used other variants of first-order logic. CASL-First Order Logic is employed in four

studies. Eleven studies use the temporal extension of CASL called CASL-Temporal

Logic (CASL-TL).

Four studies use Linear Temporal Logic (LTL). LTL can express sequence or

paths (Huth & Ryan, 2004) of states of reactive systems over time. In (Clarke &
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Zuliani, 2011), LTL’s variant Bounded Linear Temporal Logic (BLTL) is used to

express reliability properties of aircraft. Signal Temporal Logic (STL), another

Table 3.9: Formal and semi-formal requirements specification languages

Languages Variants Primary Studies

CASL-First Order Lo-
gic

Signal First Order (Sanwal & Hasan, 2013),(Menghi, Nejati,
Gaaloul & Briand, 2019), (Nejati et al.,
2019),(Cengic & Akesson, 2010)

CASL-Temporal Logic
(TL)

LTL (Loucopoulos et al., 2019),(Kang, Huang &
Mu, 2018),(Gawanmeh, Alwadi & Parvin,
2017), (Grobelna, 2020)

LTL-BLTL (Clarke & Zuliani, 2011)
LTL-STL (Nejati et al., 2019)
LTL-MTSL (Sun, Liu, Chen & Du, 2015)
CTL (Balasubramaniyan et al., 2016), (Meseguer

& Ölveczky, 2012), (Gawanmeh et al.,
2017),(Wisniewski, Grobelna & Karatkevich,
2020)

CTL-TCTL (Misson et al., 2019)
B Language Event-B (N. K. Singh & Wang, 2019)
Z Language (Mashkoor & Hasan, 2012), (L. Zhang, 2011)
CSP Timed CSP (L. Zhang, 2013c),(L. Zhang, 2013a)
DSLs Value Specification Lan-

guage
(Ribeiro et al., 2016)

ASL++ Language (Rocchetto & Tippenhauer, 2017)
RTCM (Yue, Ali & Zhang, 2015)
FORM-L (Bouskela, Nguyen & Jardin, 2017)

State-Based Lan-
guages

SMV (Drozdov, Patil & Vyatkin, 2017)

AADL (Hissam, Chaki & Moreno, 2015), (E. Ahmad
et al., 2015)

AO4AADL (L. Zhang, 2013a)
EAST-AADL (Kang, Huang & Mu, 2018), (Kang, Mu et

al., 2018)
Multirate Synchronous
AADL

(Bae et al., 2015)

variant of LTL, is reported in (Nejati et al., 2019) to specify real-time temporal

operators and real-valued constraints for smart manufacturing. Similarly, another

LTL extension called Metric Temporal-Spatial Logic (MTSL) is used in (Sun et

al., 2015) to represent safety requirements of a train control system. Computation

Tree Logic (CTL) is a branching-time logic which is employed by five studies. The

timed extension of CTL called Timed Computation Tree Logic (TCTL) uses a

clock variable to reason about system behaviours over time. TCTL is used to

specify the timing and functional requirements of unmanned aerial vehicles in

(Misson et al., 2019), which were verified by the UPAAL model checker.
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B Language and Z notation are two formal specification model-based languages

based on set theory. These can be compared in terms of object orientation,

concurrency, tool support and their industrial applications in (Kaur & Gulati,

2012). (Mashkoor & Hasan, 2012; L. Zhang, 2011) apply Z notation as a formal

specification language. In (Mashkoor & Hasan, 2012) Object-Z, which extends

Z notation with object-oriented features, is used. Event-B, a derivation of B

language, has been used in the study (N. K. Singh & Wang, 2019). AADL is used

as a specification language in (Hissam et al., 2015; E. Ahmad et al., 2015). In

(L. Zhang, 2013a), an extension of AADL called AO4AADL is defined for the

specification of aspect-oriented systems. Similarly, Multirate Synchronous AADL

language is used in (Bae et al., 2015) for multirate synchronous systems. Another

version of AADL is EAST-AADL, which is used for automotive embedded systems.

It has been used in (Kang, Mu et al., 2018) whereas its probabilistic extension is

utilized in (Kang, Huang & Mu, 2018). SMV is a state-based formal languages

and is used in (Drozdov et al., 2017) to represent IEC 61499 model of a distributed

automated cyber-physical system.

ICPS typically feature high concurrency. Communicating Sequential Processes

(CSP) is a formal language based on calculus that allows modelling concur-

rency (Roscoe, 1998). CSP has found its application in two primary studies

(L. Zhang, 2013c, 2013a) in the form of Timed CSP (TCSP) to specify timing

properties for ICPS in transportation.

Apart from traditional formal specification languages, some Domain-Specific

Languages (DSLs) have been introduced over the years to accommodate domain-

specific requirements formally. Although DSLs have limitations in applicability

the solutions they create for a particular domain can be re-used in that specific

domain. We find that four primary studies use DSL. A value specification language,

variant of MARTE, is used to analyse the requirements engineering process of
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ICPS by using stereotypes and annotations in (Ribeiro et al., 2016) to model

industrial packing ICPS. A language called ASLan++ Language, an extension

of Aslan Formal Specification Language, is used in (Rocchetto & Tippenhauer,

2017) which consists of assertions to identify different classes of attacks on water

treatment system. Restricted Test Case Modeling (RTCM) language can be used

to generate test cases based on formalised rules (Yue et al., 2015). In (Bouskela et

al., 2017), a new language FORM-L is introduced to describe temporal constraints

that closely relates to LTL.

Requirements V&V:

A. Languages: Table 3.10 shows the languages used in V&V. These include

Hybrid CSP (HCSP), a variant of CSP, which is used in (Zhan et al., 2019) for

verifying an Isolette system. Simulink models are translate into HCSP to carry of

verification of a train control system in (E. Ahmad et al., 2015). Real-Time Maude

Table 3.10: Languages, techniques and frameworks in requirements verification
and validation

Methods Types Primary Studies

Languages HCSP (Zhan et al., 2019), (E. Ahmad et al., 2015)
Real-Time Maude (Bae et al., 2015), (Meseguer & Ölveczky,

2012)
LTL-STL (Nejati et al., 2019), (Nuzzo, Li, Sangiovanni-

Vincentelli, Xi & Li, 2019), (Ezio, N, L,
Cristinel & D, 2019)

LTL-MTL (N. Li et al., 2020)
DSL-ETL (Bouskela & Jardin, 2018)

Techniques Formal Contract (Nuzzo et al., 2019)
CIPNs (Wisniewski et al., 2020)
State invariants (Adepu & Mathur, 2016c)
Cause-effect graphing (Kim, Chon & Park, 2019)
Knowledge based (quantitative fit-
ness functions)

(Nejati et al., 2019)

CPSDebug (Ezio et al., 2019)
Frameworks SOCRaTes (Menghi et al., 2019)

Unified Graphical Framework (Zhan et al., 2019)
Formal Framework (Dang, Mady, Boubekeur, Kumar & Moulin,

2016)
Assume-Guarantee Contract
Framework

(Nuzzo et al., 2019)

(Ölveczky & Meseguer, 2007) is a language and tool for the formal specification
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and verification of real-time systems and is a dialect of Maude (Clavel et al., 2007).

It is used in (Bae et al., 2015; Meseguer & Ölveczky, 2012) to verify safety and

timing requirements of avionics systems. Metric Temporal Language (MTL), a

variant of LTL, is used in (N. Li et al., 2020) to formally validate timing and

performance requirements of emergency response missions in the smart cities.

Likewise, a domain-specific language called Extended Temporal Language (ETL)

is used in (Bouskela & Jardin, 2018) to formally verify the timing requirements of

traffic lights and used Modelica, as well, to simulate these requirements.

B. Techniques: Techniques like formal contracts in (Nuzzo et al., 2019), Control

Interpreted Petri Nets (CIPNs) in (Wisniewski et al., 2020), CPSDebug in (Ezio

et al., 2019), state invariants in (Adepu & Mathur, 2016c) and a graph-based

technique called cause-effect graphing is used in (Kim et al., 2019) for verification

purposes, as shown in Table 3.10. A Petri Net is a form of bipartite graph and

a formal mathematical modelling tool. Its graphical representation enables the

visualization of state changes in a system during the runtime because of and

they are used to model event-driven distributed computer systems (J. Wang,

2007). In (Wisniewski et al., 2020), CIPNs (variants of Petri nets) are used to

determine the safety aspects of a beverage production and distribution system

while its functional requirements are specified in CTL. A model checker then

verifies these specifications. Model checking and theorem proving (Kallel, 2011)

are formal verification methods which are implemented in model checkers and

theorem provers. Furthermore, model checking is a technique in which a state-

machine model of a system can be automatically analysed by an algorithm to

verify whether the model satisfies requirements stated as temporal logic properties.

In theorem proving, the correctness of system is proved by building mathematical

proofs, often in a semi-automatic manner.

Requirements validation of ICPS requirements is performed by testing, as shown
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in Table 3.10. Test models in (Nejati et al., 2019) use Signal Temporal Logic

(STL) and convert it into knowledge-based quantitative functions to determine

failures in models based on a large number of sampled test inputs. In the same

way, the CPSDebug technique presented in (Ezio et al., 2019) is used for testing

the functional and fault tolerance requirements of ICPS specified in STL via

CPSDebug testing tool (Bartocci et al., 2020).

C. Frameworks: Frameworks like Simulink Oracles for CPS Requirements with

uncertainty (SOCRaTeS) (Menghi et al., 2019), Unified Graphical Framework

(Zhan et al., 2019), Formal framework (Dang et al., 2016) and an Assume-

Guarantee Contract Framework (Nuzzo et al., 2019) have been used for require-

ments V&V. In (Menghi et al., 2019), Signal First Order logic (SFOL) is used to

specify requirements and then test oracles, specified in Simulink, are used to test

the ICPS. Formal framework addresses requirements testing along with simula-

tion in (Dang et al., 2016). In this framework, simulation traces are described

in the form of a tree to map input signals to the output signals in an industrial

HVAC system. The Assume-Guarantee Contract Framework presented in (Nuzzo

et al., 2019) uses Stochastic Signal Temporal Logic (StSTL), a variant of STL

language, to formalise the specifications and verify the functional and probabilistic

requirements of an aircraft electric power distribution system by using the SCANS

simulation tool.

D. Tools: Several tools have been utilized for performing V&V, as shown in

Table 3.11. Twenty-three primary studies used model checking and seven were

found to employ theorem provers.

In addition to traditional formal verification methods, various requirements

validation and domain-specific tools have been used in primary studies, as shown

in Table 3.12.

For requirements validation purpose, tools such as MaTeLo in (Seceleanu et al.,
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Table 3.11: Models checkers and theorem provers employed in primary studies

Tools Name Primary Studies

Model Check-
ers

SMV/nuSMV (Drozdov et al., 2019),(Gawanmeh et al., 2017),
(Bernardi et al., 2020)

Zot (Askarpour et al., 2019)
QVTrace Tool (Nejati et al., 2019)
UPAAL (Kumar et al., 2012),(Balasubramaniyan et al., 2016),

(Seceleanu et al., 2017), (Kang, Huang & Mu, 2018),
(Kang, Mu et al., 2018),(Kim et al., 2019), (Misson et
al., 2019), (L. Huang et al., 2019)

UPAAL-Statistical
Model Checker

(Mancini et al., 2018), (Clarke & Zuliani, 2011), (Kang,
Mu et al., 2018), (D. Du et al., 2018), (N. Li et al., 2020)

nuXmv (Drozdov et al., 2017), (Grobelna, 2020), (Wisniewski et
al., 2020)

Alloy Analyzer (Adepu et al., 2016)
CoPS (Akella & McMillin, 2009)
MR-SynchAADL (Bae et al., 2015)
Spin (Drozdov et al., 2019)

Theorem
Prover

HOL4 (Mashkoor & Hasan, 2012), (Sanwal & Hasan, 2013)

HOL Light (Rashid & Hasan, 2020)
TVEC Theroem
Prover

(Denno & Blackburn, 2014)

Hybrid Hoare Logic
(HHL) Prover (Nägele et al., 2019)
KeYmaera X (Garcia, Mitsch & Platzer, 2019),(Knüppel et al., 2020)

Table 3.12: Requirements validation and domain-specific tools used in primary
studies

V&V Tools Tools Name Primary Studies
Requirements Testing Tools MaTeLo (Seceleanu et al., 2017)

Test Oracle (Menghi et al., 2019)
Toucan4Test (Yue et al., 2015)
CPSDebug (Bartocci et al., 2020)

Domain-Specific Tools CHASE (Nuzzo et al., 2018)
CL-Atse (Rocchetto & Tippenhauer, 2017)
HyPLC (Garcia et al., 2019)
xSAP (Ferrante, Di Guglielmo, Senni &

Ferrari, 2017)

2017), test oracle in (Menghi et al., 2019), CPSDebug in (Bartocci et al., 2020) and

Toucan4Test in (Yue et al., 2015) are used. In four primary studies, (Nuzzo et al.,

2018; Rocchetto & Tippenhauer, 2017; Garcia et al., 2019; Ferrante et al., 2017),

researchers implement domain-specific tools such as CHASE, CL-AtSe, HyPLC

and xSAP for verification. Furthermore, different simulation and co-simulation

tools, depicted in Table 3.13, are used by 12 primary studies.

Requirements Management: Requirements are managed not only during

RE but also throughout the system development life cycle. Key requirements
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Table 3.13: Simulation and co-simulation tools employed during requirements
verification and validation

Tool Name Primary Studies

Simulation Simulink (L. Zhang et al., 2013), (Nägele et al., 2019), (N. K. Singh
& Wang, 2019), (Kim et al., 2019), (Clarke & Zuliani,
2011), (Menghi et al., 2019)

Simulink Design Veri-
fier

(Lin et al., 2018), (Kang, Huang & Mu, 2018), (Kang,
Mu et al., 2018)

SCANS (Nuzzo et al., 2019)
Modelica (Bouskela & Jardin, 2018)
3D Siemens’s Solid
Edge ST9

(Metsälä et al., 2017)

Co-Simulation Modelica (Clarke & Zuliani, 2011)
CIROS (Metsälä et al., 2017)

management concerns are maintaining traceability between requirements and

other requirements or system components and handling changes in requirements

during system evolution. Table 3.14 shows that only nine primary studies focus

on this key activity.

Table 3.14: Techniques and framework in requirements management activity

Type Methods Type Primary Studies

Techniques Requirements Traceab-
ility

Traceability Matrix (Denno & Blackburn,
2014)

Contracts graph (Westman & Nyberg,
2014)

Petri Net Process (J. Huang, Zhu,
Cheng, Lin & Chen,
2016)

Traceability Graph (Sinha, Dowdeswell,
Zhabelova & Vyatkin,
2018)

Non-Conflicting
Checks

(Goorden et al., 2019)

Change Management (Kulvatunyou et al.,
2014), (B. Lima &
Faria, 2018)

Frameworks TORUS (Sinha et al., 2018)
Formal Requirement
Model

(Jue, Yineng, Wu &
Dai, 2019)

Model Analyzer
Framework

(Michael, Atif, An-
dreas & Alexander,
2020)

A. Techniques: Requirements traceability is carried out in (Denno & Blackburn,

2014; Westman & Nyberg, 2014; J. Wang, 2007; Sinha et al., 2018) by different

methods such as traceability matrix, contract graphs, process Petri Nets and

traceability graphs. A traceability matrix is used in (Denno & Blackburn, 2014)
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to generate the test vectors for requirements-to-test traceability automatically.

The safety requirements of a fuel level display system are traced through contract

structure, a graph-based approach, in (Westman & Nyberg, 2014). A generalized

form of Petri Net, called process Petri Net, is used to provide traceability solution

for manufacturing activities of bee products (J. Huang et al., 2016). Non-conflicting

checks are employed in (Goorden et al., 2019) to detect the impact of requirements

splitting on modules.

The process of change management (categorised as a technique in this study)

is adopted by (Kulvatunyou et al., 2014) and (B. Lima & Faria, 2018). The

change in high-level functional requirements of a reference functional ontology is

reconfigured automatically in (Kulvatunyou et al., 2014). In (B. Lima & Faria,

2018), a triage-based automatic personnel allocation system in hospital waiting

rooms is implemented.

B. Frameworks: In (Sinha et al., 2018), a framework called Traceability

of Requirements Using Splices (TORUS) is presented for the development of

large-scale safety-critical CPS, which is based on a traceability graph (a graph-

based structure) to create and manage the trace links between requirements and

components of smart grids. Similarly, JavaScript Object Notation (JSON) is

used to establish a formal requirement model in (Jue et al., 2019) to modify and

trace the requirements. JSON is a lightweight, text-based, language-independent

data interchange format (Bray, 2017) that is integrated with semi-formal natural

language input format. Similarly, in (Michael et al., 2020), a Model/Analyzer

Framework is developed for traceability, consistency checking and impact analysis

of safety requirements during the development of ICPS.
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Classification of ICPS software requirements

Software requirements are derived from system requirements and can be categorised

as functional and quality (non-functional) requirements, according to The Guide to

Software Engineering Body of Knowledge (SWEBOK) (Bourque & Fairley, 2014).

Functional requirements describe features (the “what") while quality requirements

deal with the qualitative aspects of how functional requirements are achieved

(the “how well"). We report the results of categorising requirement types in the

surveyed works by using the requirements classification described in SWEBOK,

as shown in Fig. 3.5.
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Figure 3.5: Functional and quality requirements targeted in primary studies

Fig. 3.5 shows that 82 (88%) of the studies emphasise quality requirements

while around 49 (52%) papers focus on functional requirements. Some studies, like

(Vogel-Heuser et al., 2014), (Kang, Mu et al., 2018) and (N. K. Singh & Wang,

2019), address both functional and quality requirements in a single study. Among

those targeting quality requirements, safety was considered in 42 (45%) papers

followed by timing requirements (31, 33%). This shows that safety and timing are

both critical and also interdependent in ICPS. Comparatively, least number (3,
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3%) of the studies discuss robustness and throughput requirements.

3.5.2 Findings on the Applicability Of Primary Studies

This section focuses on the evidence of the credibility of the surveyed works and

answers the following research questions:

• RQ2.1 Which application domains are used to determine the applicability

of selected primary studies?

• RQ2.2 Which research methods and research types have been employed in

the selected primary studies?

Application domains

Application domains of the 93 primary studies were analysed separately. As shown

in Fig. 3.6, wind-turbine, oil and gas, health care, water treatment, smart grid

(Saleh, Althaibani, Esa, Mhandi & Mohamed, 2015), smart city (Gracia & García,

2018), smart manufacturing (Monostori et al., 2016), avionics & aerospace and

transportation are the nine main application domains.
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Figure 3.6: Categorisation of primary studies based on application domains



Chapter 3. Systematic Mapping Study (Manuscript 1) 72

27 (29%) studies (B. Xu & Zhang, 2013; Michael et al., 2020; L. Huang et al.,

2019; Grobelna, 2020; Wisniewski et al., 2020; Denno & Blackburn, 2014; Gräßler

et al., 2020; Dang et al., 2016; Goorden et al., 2019; Drozdov et al., 2019; Askarpour

et al., 2019; Neghina et al., 2019; Y. Chen et al., 2018; Balasubramaniyan et

al., 2016; Gawanmeh et al., 2017; Drozdov et al., 2017; Rashid & Hasan, 2020;

Metsälä et al., 2017; Iglesias et al., 2017; Ribeiro et al., 2016; Akkaya et al., 2016;

F. Li et al., 2016; R. Wang et al., 2011; J. Huang et al., 2016; Zhan et al., 2019;

von Birgelen & Niggemann, 2018; Vogel-Heuser et al., 2014) target the domain

of smart manufacturing which was the most prominent ICPS domain. It was

followed by transportation systems covered in (25, 26%) studies (Jue et al., 2019;

Mühlfelder, 2018; Loucopoulos et al., 2019; Kang, Huang & Mu, 2018; Dang et

al., 2016; Vogel-Heuser et al., 2014; L. Zhang et al., 2013; Ye-Jing et al., 2013;

L. Huang et al., 2019; Mashkoor & Hasan, 2012; Kumar et al., 2012; Clarke &

Zuliani, 2011; Bu et al., 2011; L. Zhang, 2011; Akella & McMillin, 2009; Westman

& Nyberg, 2014; L. Zhang, 2014, 2013b, 2013c, 2013a, 2013d; B. Xu & Zhang,

2013; Goorden et al., 2019; Knüppel et al., 2020; Bernardi et al., 2020). The

lowest consideration was given to the oil and gas sector (Yue et al., 2015) and to

industrial wind-turbines with just 1 (1.2%) study (Seceleanu et al., 2017) targeting

each domain.

Research methods and research types

Fig. 3.7 classifies the primary studies by research types (Wieringa, Maiden, Mead

& Rolland, 2006).

We divide the studies into six categories: solution proposal, evaluation research,

validation research, philosophical papers, opinion papers and personal experience

paper.

According to the figure, some papers span more than one category. For example,
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Figure 3.7: Categorisation of primary studies based on research types

primary studies (Sanwal & Hasan, 2013) and (Kulvatunyou et al., 2014) appear

in the solution proposal, validation research and opinion paper categories. The

most prominent distinction worth mentioning is between validation and evaluation

research (Wieringa et al., 2006). Papers classified as evaluation research include

case studies, experiments with practitioners, action research, and variations of

these methods. In contrast, validation research proposes a novel solution such as

mathematical analysis, proof of concept, simulation and prototyping. Solution

proposal papers contain novel ideas or techniques that lack full validation or

provide evidence on the noteworthy enhancement of existing techniques. Papers

with new frameworks are classified as philosophical papers and opinion papers

typically report information from leading experts. In personal experience papers,

authors report on their own experiences. 63 out of the 93 primary studies were

characterized as solution proposals. 33 of these present proof of validity and
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therefore fall in both solution and validation research categories. 13 papers lie

in the group of philosophical papers. Out of these 7 studies contain validation

and the other 6 feature empirical validation. Evaluation research converges with

the solution proposal and personal experience classes in 22 and 3 primary studies,

respectively. The (5) opinion papers also present solutions and hence overlap with

the respective category.

Besides the research type, Fig. 3.8 shows that the use of different research

methods and experimental setups (Wieringa et al., 2006) in the primary studies

helped us in deciding the methods of the research. Overall, case study is the
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Figure 3.8: Research methods in primary studies

dominant research method, whereas, experiments and prototyping are the least

considered methodologies. Fifty-five (59%) primary studies used case study as

a research method. On the other hand, simulation and mathematical analysis

or proof of concept are carried out in 20 (21%) and 17 (18%) different studies,

respectively.

3.5.3 Bibliography Mapping

This section reports findings corresponding to the following research questions.
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• RQ3.1. Which industrial standards have been adopted in identified primary

studies?

• RQ3.2 How can the identified primary studies be classified according to the

publication years?

• RQ3.3 What are the publication sources and venue types for the identified

primary studies?

Classification of primary studies w.r.t industrial standards

The industrial standards adopted in primary studies, shown in Fig. 3.9, have been

divided into modelling standards (Sanford, Dov & Yaniv, 2020), production system

engineering standards (Y. Lu, Morris & Frechette, 2016) and regulatory standards.

35 (38%) of the primary studies claim to use different modelling standards followed

by 11 (12%) that use production system engineering standards. Technologies

integrated for manufacturing industries have to comply with regulatory standards.

However, only 4 (4%) of the studies cover regulatory standards (Westman &

Nyberg, 2014; Sinha et al., 2018; Gomez et al., 2020; Bernardi et al., 2020).

 

Figure 3.9: Adopted industrial standards in primary studies
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Classification of primary studies by publication years

The line graph in Fig. 3.10 shows the number of publications each year. Overall,

there has been a moderate increase in numbers over the last 10 years. 2013 saw

the first spike of activity with the publication of 9 studies. In 2019, the maximum

number of relevant studies (19, 20%) were published.
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Classification of primary studies by publication sources and venue types

Fig. 3.11 shows the breakdown of the selected primary studies according to

published sources. 34 (34%) of the publications were published in IEEE Xplore,

followed by Springer, who published 22 (28%) of the relevant articles. Fig. 3.12
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Figure 3.12: Number of primary studies published by publication venue type

shows that most works 53 (57%) were published in conferences, followed by

journals. A low number (1%) of relevant technical reports or whitepapers is

another indication of low industry adoption.

3.6 Discussion

3.6.1 A Quality Assessment Of This Study

We evaluate the quality of our systematic mapping study by the quality criteria

measures QC1–5 presented in (Khan, Sherin, Iqbal & Zahid, 2019). Each measure

is given a score of 0, 0.5 or 1 for a SMS. The total quality score for a study is the
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sum of its individual scores, which is quantified as low (0.5 ≤ quality score ≤ 2),

medium (2.5 ≤ quality score ≤ 3), or high (3.5 ≤ quality score ≤ 5).

The scoring for our SMS based on these criteria is computed as follows.

1. QC1. Inclusion and Exclusion criteria have been clearly defined, so we score

this measure at 1.

2. QC2. Search adequacy is demonstrated by using four reputed digital libraries,

resulting in a score of 1.

3. QC3. An explicit synthesis method based on a well-used methodology has

been presented, resulting in a score of 1 for this measure.

4. QC4. Quality assessment of included primary studies was conducted but

not reported, so we score this measure at 0.5.

5. QC5. Information about the primary studies is provided for each primary

study, resulting in scoring this measure at 1.

The overall score of 4.5 means that this SMS lies in the high-quality category.

Generally, as the purpose of mapping is to give a broad overview of research, so

this quality assessment does not rely on a qualitative assessment of the selected

primary studies (Kitchenham et al., 2010).

3.6.2 Gap Analysis

Our survey of 93 primary studies selected out of 3,645 research papers using a

multi-phase methodology (Section 3.4) leads to some interesting observations that

reveal both current trends and areas requiring further research.
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Observation 1: Most studies explore formal methods with an increasing number

looking at the integration of formal and semi-formal methods.

Meta-analysis: Only a few (eleven) focus solely on semi-formal methods, while

31 studies integrate formal and semi-formal methods. SFM are easier to use and

can reduce the time required for producing requirement specifications. FM are

more structured and can be automated, but require user expertise and may result

in high costs for specifying requirements. The integration allows for a balanced

approach where the level of formality can be chosen depending on the criticality

of the requirements being handled (Hall, 2005).

Observation 2: Most studies focus on model-based techniques using formal

analysis or verification methods, simulation/co-simulation, agents, model checking

and model testing, domain-specific models, semi-formal methods and iterative

approaches.

Meta-analysis: The surveyed works use model-based techniques for different

RE activities. This shows that while model-oriented paradigms for ICPS are

growing, but there is no accepted standard for modelling and evaluating ICPS

(Derigent, Cardin & Trentesaux, 2020). Owing to the closed-coupling of hardware,

software, and physical structure of ICPS, model-based techniques have to consider

three perspectives uniformly: functionality (implemented in software), physicality

(physical environment and hardware platform), and architecture. Nevertheless,

most of the current model-based techniques do not cover all of these three aspects

uniformly.

Observation 3: Most works focus primarily on safety and timing requirements.

Meta-analysis: The dynamic nature of ICPS raises challenges regarding the

quality requirements of systems which needs consideration at the requirements
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stage. Fig. 3.5 shows that more attention should be given to robustness, through-

put, maintainability availability and fault-tolerance. Additionally, predictability

and self-awareness requirements are not covered at all.

Observation 4: Studies that use SySML, Modelica and IEC 61499 propose

methodologies useful to improve production system engineering. Few works like

(Iglesias et al., 2017) aim to reduce manufacturing costs by improving information

exchange among suppliers and manufacturers by using ISA 95 Standard. Some

works, for example, (Metsälä et al., 2017; LeMay et al., 2011) have tried to

develop control and production planning strategies in order to improve robustness,

reconfigurability, flexibility and security of ICPS using OPC-UA, system-level

iterative approaches, formal analysis techniques or combined formal and semi-

formal methods.

Meta-analysis: Existing design and development standards are far from being

sufficient for the ICPS ecosystem because they cannot keep pace with rapidly

evolving requirements. New or improved standards are required which have an

impact on product and production life cycles, business cycles, and supply chain

management in order to improve quality, economy and productivity.

Observation 5: Most works address multiple, but not all, RE activities.

Meta-analysis: There is still no standard or generally accepted RE process

defined for ICPS.

Observation 6: Most works focus on only problem or solution domain require-

ments.

Meta-analysis: More work is needed to study the interaction between problem

and solution domain requirements.
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Observation 7: Formal ontology or domain-specific languages, frameworks and

tools help to capture cross-domain relationship, give domain-specific views of

requirements at different levels of abstraction and promote the reusability of

requirements specification in a particular domain.

Meta-analysis: Muti-domain integration and migration is a significant challenge

in ICPS. More work is needed to provide clear semantics (interfaces) to establish

and maintain the relationships between different domains.

Observation 8: Formal contracts in primary studies are either vertical contracts

(design exploration, early detection of errors), horizontal contracts where rules are

formalised for subsystems interaction with its environment or stochastic contracts.

Meta-analysis: Formal contracts for different domains need continuous-time

contracts (Fisher et al., 2014) that can not only differentiate between the discrete

event and continuous changes but also, based on discrete constraints, can express

the bounds on continuous behaviours. Formal contracts for probabilistic require-

ments are still in the early stages. We also require tools to formalise requirements

through contracts effectively and to explore techniques to improve their suitability

and scalability.

Observation 9: Requirements elicitation is a critical RE activity in ICPS but only

a few works look at eliciting requirements, removing ambiguities, and elaboration.

Meta-analysis: Systematic, formal or semi-formal approaches for requirements

elicitation and management are urgently needed in large-scale distributed ICPS.

These approaches would need to strike the right balance between expressiveness

and rigour to be usable in industry (Jeon, Yoon, Um & Suh, 2020).
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Observation 10: Privacy and trustworthiness are important quality requirements

that are becoming increasingly important in ICPS (Fink, Edgar, Rice, MacDonald

& Crawford, 2017). Unfortunately, none of the surveyed works focuses on these

requirements.

Meta-analysis: New formal or semi-formal methodologies that extend legacy

methods for these concerns are needed urgently.

Observation 11: Three papers classified in requirements analysis and one in

requirements V&V use co-simulation to analyse and verify large-scale behaviours

in the early stages of system development.

Meta-analysis: FM and SFM in RE complement simulation as well as co-

simulation. Simulation is a well-understood strategy to explore and test systems

and finds several uses in the RE of ICPS. (Akkaya et al., 2016) and (Menghi et

al., 2019) use simulation to analyse requirements. (Kim et al., 2019) use Simulink

Design Verifier (SDV) with the nuSMV model checkers for requirements V&V

using simulation. (Kang, Huang & Mu, 2018; Dang et al., 2016) use simulation

for both requirements analysis and V&V purpose. Co-simulation and SysML are

integrated in (Neghina et al., 2019) which shows that co-simulation can be used

with semi-formal foundations, too. Testing for validation purpose involves the use

of simulation for requirements testing, like in (Kim et al., 2019) and (Menghi et

al., 2019). Co-simulation is a promising modular approach to manage complexity

in ICPS (Wiesner et al., 2015) and is a priority area for future development.

Observation 12: Only two studies integrate requirements validation and verifica-

tion.

Meta-analysis: The interplay of validation and verification is largely unexplored,

with most techniques focusing on only one aspect. Future exploration may reveal
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optimisations and efficiencies in taking a holistic and integrated approach towards

these closely related aspects of RE in ICPS.

Observation 13: Most works employ model checking techniques for verification.

Meta-analysis: Model checking is attractive as it is fully automated. However,

user-guided verification like in theorem proving may be more desirable for large-

scale ICPS where model checking does not scale. Model checking and proof-

theoretic approaches can be combined to verify complex requirements of ICPS.

Observation 14: The empirical evidence of the effectiveness of emerging semi-

formal and formal methods is largely missing. The limited number of personal

experience papers using formal or semi-formal methods in the industry is also

deficient.

Meta-analysis: Industry adoption is low. Processes for the rapid maturation

of lab-based solutions and testing them in industrial settings are needed.

Observation 15: Interesting combinations of different types of methods have

been successfully used for various RE activities. Timed CSP is combined with a

cause-effect graph in (Kim et al., 2019), (L. Zhang, 2013b) mix automata with

Modelica, and (Metsälä et al., 2017) use abstract state machines illustrated using

3DSiemens’ Solid Edge ST9.

Meta-analysis: These groupings indicate that the availability of specialised

methods enables novel integration that may be better suited than individual

methods. For instance, Modelica is a popular method to model the physical part

of an ICPS and can be combined with AADL or UML to model the cyber aspects,

like in (L. Zhang, 2013c).
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3.6.3 A Conceptual Model To Aid Practitioners

The primary drivers of the RE process in ICPS are regulatory standards, software

requirements (functional and quality requirements), and stakeholders requirements.

Furthermore, formalisms in selected studies belong to different illustration styles

and programming paradigms. Therefore, RE of ICPS using these formalisms also

adopts, indirectly, these illustration styles and programming paradigms. Thus,

the relationship between RE of ICPS and formalisms is captured in the form

of a conceptual model shown in Fig. 3.13. Adapted from (Lana et al., 2019),

this model relates to illustration styles defined in (Mandayam K. & Steven P.,

1995) and programming paradigms listed in (Van-Roy & Haridi, 2004). This

conceptual model is mapped in Table 3.15 to RE activities, formalisms (formal/

semi-formal), types of methods (methods can be semi-formal or formal languages

or techniques. Frameworks and tools are not included here because they inherit

the characteristics of the languages and techniques that they support, such as

illustration style and programming paradigm.

Table 3.17: Advantages and disadvantages of formal and semi-formal techniques

Techniques Advantages Disadvantages

Prototype allows iterative development of ICPS for bet-

ter understanding and communication among

stakeholders

complexity and scale of ICPS make pro-

totyping harder, impractical to prototype

the physical system whose existence is un-

known in advance

Abstract State

Machine

enables high level analysis and design, effect-

ive when different analysis and validation tech-

niques may be applied to the same model

not easy to construct accurate ground mod-

els of requirements

Hybrid Auto-

mata

describes systems with mixed continuous and

discrete dynamics

provides limited support to represent non-

linear and spatial-temporal features of

ICPS

continued . . .
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Table 3.17: Advantages and disadvantages of formal and semi-formal techniques

Techniques Advantages Disadvantages

Cellular Auto-

mata

very efficient in model spatial-temporal re-

quirements of ICPS, allows efficient parallel

computation

emergent behaviors of ICPS can lead to

redundant results, not suitable for the en-

vironment that generates unpredictable res-

ults

Graph Theory models the topology of ICPS, demonstrate

spatial-temporal requirements

cannot describe heterogeneity of nodes

Formal Contract enhance reusability of specification, efficient

for large and hybrid design-space exploration

has scalability problem in case of probabil-

ity requirements

Formal Ontology use to overcome cross-domain barrier, efficient

for semantic interoperability

data is structured in such a way that it does

not allow to add inconsistent data which

can be made consistent later

Cause-effect

Graphing

detect the ambiguity and incompleteness by

generating testcases.

expertise is required, need to be very fo-

cused, difficult to work with large specifica-

tions

CIPNs efficient for communication with environment

by signals, concurrency can be shown graph-

ically

need expertise to understand methodology

VDM-RT model timings constraints of ICPS, support

asynchronous analysis

VDM models are not accurate in the sense

of physical implementation

Stochastic

Timed Auto-

mata

generic technique to model spatial behaviours

in various domains and provide accurate se-

mantics of requirements

result in random delays, unlikely beha-

viours can be ignored due to selection of

interactions.

PDRTA model the discrete events of ICPS based on

probability

does not perform well in practice

State invariant validates the states of ICPS components,

helps in making a decision and monitoring

cyber process

As ICPS have the mass of state invariants

so one fault in the system may result in an

abundance of broken invariants.

Traceability

Graph

useful for multi-level tracing, visualisation

tool for a large set of requirements

Modelling effort and ensuring coherence

between requirements and graph models

Traceability Mat-

rix

helps the testing team to understand the

level of testing activities done for the spe-

cific product.

not suitable for higher dimensions trace

links

Process Petri-

Nets

manage the complexity of ICPS by providing

a clear separation of technological model and

resource sufficiency

are system dependent, are not equipped

with a notion of physical distribution, do

not portray self-organizing cyber and phys-

ical production

continued . . .
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Table 3.17: Advantages and disadvantages of formal and semi-formal techniques

Techniques Advantages Disadvantages

Use Cases user-oriented, manage the complexity, provide

a base to specify end-to-end temporal require-

ments.

For ICPS having infinite interactions with

its environment, a large number of use cases

have to be created. If creations are limited

to only important scenarios, then few use

cases lead to insufficient specification.

Domain Model gives a better understanding of the complex

domain, helps in improving communication

among teams

time-consuming, requires domain expertise

Requirement

Diagram

helps in analysis and traceability of formal

and quality requirements.

lack precise decomposition semantics, re-

latively immature diagram, relationships

allocation are incomplete and ambiguous

Meta-Model helps in understanding and describing the

large system, supports reusability, assure con-

sistency among teams

can be difficult and challenging to define

right abstractions and structure them for

reusability, face compatibility problems

among multi-domains, time-consuming

Parametric Dia-

grams

models the constraints and mathematical re-

lationship between components in order to

fulfil the performance requirements.

Parametric constraints are not clearly un-

derstandable, immature as compared to

other SysML diagrams.

The findings of this study indicate that the illustration style hierarchy adopted

by the primary studies can be divided into two sub-styles: Property-Oriented

(PO) or Model-Oriented (MO). PO sub-style depicts the properties of the system

at a higher level of abstraction resulting in the less-detailed specification. It can

be further categorized into algebraic-oriented and axiom-oriented styles. Axiom-

oriented styles include ontology-based, contracts-based, rule-based and knowledge-

based programming paradigms. MO is comprised of object-oriented, aspect-

oriented, state-based, probability-based, automata-based, language-oriented and

discrete-event based programming paradigms.

The findings of this study can be transformed into guidelines for academic and

industrial practitioners. For academic practitioners, Section 3.5 determines the
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Table 3.15: Mapping of conceptual model on the basis of requirements en-
gineering activities, formalisms (semi-formal/formal), types of methods (tech-
niques/languages), method name, illustration style (property-oriented/model-
oriented), programming paradigms

RE
Activities Formalism Types of

Methods
Method
Name

Illustration
Style

Programming
Paradigm

Requirements
Elicitation Semi-Formal Techniques Prototype MO Language-Based

Graphic Notations MO Discrete Event

Requirements
Analysis

Formal

Languages

PA PO Rule-Based
Alloy PO Rule-Based

Semi-Formal

AADL

MO

Object-Oriented
UML Object-Oriented

SysML Object-Oriented

MARTE Object-Oriented/
Language-Based

Modelica Object-Oriented
POOSL Object-Oriented

Formal

Techniques

Abstract State Machine

MO

Automata-Based
Hybrid Timed

Automata
Automata Based/

State Based
Cellular Automata Discrete-Event

Graph theory Automata-Based
Formal Contract PO Contract-Based
Formal Ontology Ontology-Based

VDM-RT

MO

Discrete-Event

PDRTA Automata-Based/
Probability-Based

Stochastic
Timed Automata Probability-Based

Semi-Formal

Use-Cases

MO

Object-Oriented
Domain Model Object-Oriented

Meta-Model Object-Oriented
Object Diagram Object-Oriented

Parametric Diagram Object-Oriented

Requirements
Specification Formal Languages

Event B MO State-Based
Z Language State-Based

Object Z MO Object-Oriented/
Aspect-Oriented

Temporal Logic PO Rule-Based
CASL

PO
Algebraic

SMV State-Based
First Order Logic Rule-Based

ASLan++ MO Language-Based
Timed CSP PO Rule-Based

Value Specification
Language MO Language-Based

RTCM MO Language-Based

Form-L PO Rule-Based/
Language-Oriented

Requirements
Verification and

Validation Formal

Languages

Real-Time Maude PO Rule-Based
HCSP MO Discrete-Event
STL MO Discrete-Event

ETL PO Rule-Based /
Language-Based

Techniques
Formal Contract PO Contract-Based

State invariants PO/MO Rule-Based/
Discrete-Event

Cause-effect Graphing MO Automata-Based

Knowledge-Based(
Quantative Fitness

Function)
PO Knowledge-Based

CIPNs MO State-Based

Requirements
Management

Semi-Formal Technique

Traceability Graph MO Automata -Based
Non-conflicting

check PO Rule-Based/
Algebraic

Traceability Matrix MO Object-Oriented

Formal Process Petri-Nets MO Discrete-Event
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Table 3.16: Advantages and disadvantages of formal and semi-formal languages

Languages Advantages Disadvantages

AADL model hardware and software components
of ICPS, check components consistency in
discrete-time

does not model the spatial-temporal features
of transportation, does not verify the com-
ponents in continuous time

UML help practitioners to tackle complex software
structures, model functional structures of soft-
ware abstracted from inner details of system

not able to customize description rules for
extended requirements, modeling and man-
agement of physical resources and concur-
rency are challenging

SysML general-purpose modelling language used for
specification, analysis, design, V&V of ICPS

unable to represent mechanical, physical
components and description of system re-
sources through static and dynamic dia-
grams

MARTE model hardware and software parts of ICPS,
provide interoperability between different
tools of used for specification, design and veri-
fication

does not have specific methodology, physical
models are not modelled by it

Modelica model and simulate physical parts of ICPS,
increase robustness, involve in hybrid and
multi-domain modelling

graphical formalisms are not available, hard
to find programming and modelling errors

POOSL expressive in nature, model for analysis of
ICPS, supports flexible and reusable designs.

unable to combine inheritance and concur-
rency in a flexible way

PA suitable to describe the order of occurrence
of events, facilitate the modular composition
of process.

unable to handle complex operations, does
not support performance and function ana-
lysis

Alloy have strong analytical capability, very express-
ive in defining complex structure and behavior
of ICPS

limited support for numerical constraint,
lack built in support for dynamic system
modelling

Event-B used for system level modelling and analysis
of ICPS, provides different level of abstraction
of system, support formal refinements, can
prove timing requirements

stochastic behavior are not supported well

Object Z express complex data operations, support
modularity

operations are atomic, no direct way to de-
termine that how much time an operation
will take to complete

LTL expressive, formal and compact notation to
state safety and liveness requirements

cannot represent the non-deterministic state
or transitions

CTL can represent non-deterministic states or
transitions

cannot express fairness requirements directly
in formalism, does not cater stochastic fea-
tures

SMV provide modular and hierarchical description
of ICPS, supports reusability

graphical formalism is not available

Signal
First Order
Logic

powerful language, can capture time and
magnitude continuous behavior of ICPS,
able to handle uncertainties due to ICPS-
environment interaction

non-deterministic exponential time is hard
to monitor

ASLan++ flexible, expressive, easy to use and formally
specify security requirements of ICPS

does not cover all modes of encryption for
security

Timed
CSP

provide the facility to analyse run-time be-
haviors, has strong ability to model process
control

time-consuming, modelling is tedious

RTCM have user friendly template, set of keywords,
and rules for writing test cases specifications.

specific to the application so applicability is
limited

FORM-L cater stochastic aspects and deterministic be-
haviour , deal with spatiotemporal constraints

need the expertise to understand the lan-
guage.

Real-Time
Maude

easy to use and specify safety and timing
requirements of ICPS.

no guarantee of complete search and model
checking

HCSP expressive, easy to use, model hybrid beha-
viour of ICPS

involve the sequential composition of oper-
ation which make interruption difficult to
handle

ETL capable of describing continuous real-time
physical aspects and stochastic behaviours

dependent on high-level languages in order
to model

STL formalise control-theoretic properties, express
timing constraint

online monitoring is not efficient, optimisa-
tion problem, cannot intend for frequency-
domain analysis
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current trends and gaps within the scope of this study, which are also addressed

in Section 3.6.2. For industrial industrial practitioners, Table 3.8, Table 3.11,

Table 3.12, Table 3.13, Fig. 3.5 and Fig. 3.6 can assist in identifying state-of-

the-art methods that can be adopted. To benefit both academic and industrial

practitioners, we present a further comparative analysis between formal and semi-

formal languages and techniques in Table 3.16 and Table 3.17, respectively. The

agility and reflection of system engineering practices in our conceptual model and

its mapping can help both academic and industrial practitioners select formal and

semi-formal methods depending on programming paradigms, illustration styles or

requirement types.

We illustrate the utility of our conceptual model on a real-world case study

of a USB stick production line (Neghina et al., 2019). This case study includes

subsystems like Human–Machine interface (HMI), Part Tracker, Warehouse, Ro-

botic Arm, Wagons, Test Station to handle the customers’ order. The detailed

description of each of these subsystems and experimental report is provided in

(Neghina et al., 2019). Our model provides an overview for the practitioners to

select the desired methods depending on their needs. For example, if the objective

is to specify the timings constraints of ICPS along with an asynchronous analysis

of all involved subsystems, we can use VDM-RT as it can produce abstract func-

tional model units for all subsystems. These model units can describe both the

physical and cyber parts of the USB production system. Furthermore, to link the

model units to customer order requirements, we can examine an object-oriented

paradigm, such as SysML that can be used later to configure co-simulation. Simil-

arly, requirements can also be defined as rules and analysed by Process Algebra,

while Hybrid Automata can be used to describe both the cyber and physical

aspects of the production system. According to these decisions, VDM-RT as

a formal technique, SysML as a semi-formal language and co-simulation as a
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method to perform requirement analysis, are integrated. VDM-RT and SysML

belong to the discrete event and object-oriented programming paradigms and

adopt a model-oriented illustration style. Similarly, Process algebra is included

in a rule-based programming paradigm that has a property-oriented illustration

style while Hybrid Automata follow a state-based programming paradigm using a

model-oriented style.

3.7 Conclusions And Future work

As the use of ICPS has grown, researchers and practitioners have become more

inclined to employ new or improved requirements engineering methods for devel-

oping quality ICPS. However, the scale, heterogeneity, and complexity of ICPS,

as well as their evolutionary nature and the involvement of a multitude of stake-

holders have made RE of ICPS a challenging task. A comprehensive landscape of

methods that can identify, analyse, verify or manage ICPS requirements has been

missing. This research addresses this by reporting a systematic mapping study on

available formal and semi-formal methods for the RE of ICPS. Semi-formal and

formal methods promise rigour and structure that are seen as essential ingredients

in building robust, repeatable and scalable requirements engineering processes for

building ICPS. The findings of the study result in a novel conceptual model that

highlights current trends and research gaps in the area.

Our findings have identified several new research directions as future work:

Firstly, comprehensive comparisons of each formal/semi-formal technique, lan-

guage, tool or method utilised in different activities of requirements engineering

can be analysed. Next, co-simulation techniques can be optimised to analyse the

different types of requirements such as performance, probability, trust and privacy

and fault tolerance for providing customer-specific solutions and for resolving
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constraints on ICPS. Thirdly, practitioners can combine model checking and

proof-theoretic approaches to verify the complex requirements of ICPS. Also,

more work is needed to provide clear semantics (interfaces) to establish and

maintain the relationships between different domains. Lastly, formal contracts

for probabilistic requirements are still in the early stages and new methods are

required to formalise such requirements.

For our future work, we will extend our conceptual model to further analyse

the relationship between RE of ICPS and models of computation (MoCs). This

analysis will not only articulate their benefits to the industrial community but

also help them identify and choose the appropriate MoCs in order to comply with

industrial standards. Furthermore, we are developing design patterns to enable

easy integration of security requirements from standards into ICPS component

and system software. The key challenge in this direction is to sufficiently secure a

system without sacrificing performance or overwhelming the limited computation

powers of ICPS hardware components like PLCs.



Chapter 4

Prelude - Manuscript 2

The following chapter published as a conference paper in 2021 IEEE 18th In-

ternational Conference on Privacy, Security and Trust (PST) under the title

of Light-Weight Active Security for Detecting DDoS Attacks in Containerised

ICPS (Zahid, Kuo & Sinha, 2021a). The chapter introduces a novel, light-weight

active security approach to actively detect DoS/DDoS attacks through frequency

analysis of incoming network traffic (packets). The prototype implementation

and evaluation indicate that the proposed light-weight active security solution is

suitable for resource-constrained ICPS.

Manuscript 2 encompasses two research objectives (RO2 and RO4). First, to

achieve RO2, we delved into a more qualitative evaluation of key ICPS challenges

like active security against cyber attacks, specifically DDoS attacks, in resource-

constrained ICPS. We have performed Systematic Literature Review (SLR) of

existing approaches for providing active security in such systems (Section. 5.2).

The survey focused on the generic and ICPS related DoS/DDoS attack detection

strategies. The existing SLR has addressed the studies up to April 2021. Because

of the page limitations imposed by the conference, we could not include a tabular

summary of this SLR. The tabular summary offers a structured and accessible
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way to present the findings, facilitates the identification of the research gaps, and

is understandable to both researchers and non-expert audiences. Furthermore,

to ensure and enhance the validity that our review incorporates the recent and

relevant research in the field and is aligned with the current state of knowledge,

we have extended our SLR further until August 2023 (Table. 4.1). The survey

findings have identified several research gaps. One of the research limitations is

the need for more emphasis on the resource-constrained ICPS. Additional gaps

include the use of resource-intensive attack detection methods that are not suitable

to the resource-constrained ICPS and rely on time-domain analysis. The solution

for the identified research gaps is addressed in the research objective (RO4) by

proposing the generic framework for actively securing resource-constrained ICPS

in the frequency domain.

Table 4.1: Systematic literature review of existing approaches used for Distributed
(Denial of Service) attacks detection in Industrial Cyber-Physical Systems

References Detection Method
Domain

Analysis

Attack

Type

Resource

Constraint

(C. Chakraborty, Nagarajan, Devarajan,

Ramana & Mohanty, 2023)

Multi-Source Transfer

Learning (CMTL)

Time DDoS No

(B. B. Gupta, Chui, Arya & Gaurav,

2022)

Statistical Approach Time DDoS No

(Gowripeddi, Sasirekha, Bapat & Das,

2023)

Digital Twin (DT) approach Time DDoS No

(Yadav & Mishra, 2023) Lyapunov functions, DL Time DoS No

(Sharma et al., 2023) Bidirectional Long Short

Term Memory (LSTM)

Time DoS No

(Gyamfi & Jurcut, 2022) Long Short Term Memory

(LSTM)

Time DoS No

(F. Liu, Zhang, Ma & Qu, 2022) Support Vector Machine Time DoS No

(B. Liu, Chen & Hu, 2022) Mode division Time DoS No

(Diaba, Shafie-khah & Elmusrati, 2022) Convolutional Neural Net-

work, Gated Recurrent Unit

Time DoS No

continued . . .
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Table 4.1: Systematic literature review of existing approaches used for Distributed
(Denial of Service) attacks detection in Industrial Cyber-Physical Systems

References Detection Method
Domain

Analysis

Attack

Type

Resource

Constraint

(Shimeng et al., 2022) Denoising autoencoder Time DoS No

(W. Wang, Harrou, Bouyeddou, Senouci

& Sun, 2022)

ML Time DDoS No

(Ravi, Chaganti & Alazab, 2022) Kernel-based principal com-

ponent analysis (KPCA)

Time DDoS No

(Sambangi, Gondi & Aljawarneh, 2022) Gaussian based
Time,

Frequency
DDoS No

(Lan et al., 2022) E-minBatch GraphSAG

model

Time,

Frequency
DDoS No

(Hao, Yang & Yang, 2021) Statistical, ML Time DoS No

(Rouzbahani, Bahrami & Karimipour,

2021)

Ensemble Deep Neural Net-

work (SEDNN)

Time DDoS No

(Althobaiti, Kumar, Gupta, Kumar &

Mansour, 2021)

gated recurrent unit (GRU) Time DoS No

(Haghighi, Farivar, Jolfaei & Tadayon,

2020)

AI, Mathematical model Time DoS No

(Mahmoud, Hamdan & Baroudi, 2020) Random Conditional Prob-

ability

Time DDoS No

(Kordestani, Chaibakhsh & Saif, 2020) AI (neural network) Time DDoS No

(J. Liu et al., 2020) IDS, Mathematical model Time DoS No

(Tahir, Khan & Asad, 2019) Linear Matrix Inequality Time DDoS No

(Gao, Chai, Zhang & Xia, 2019) Model Based, Mathematical

model

Time DoS No

(Schneble & Thamilarasu, 2019) IDS, ML Time DoS Yes

(Elgendi, Hossain, Jamalipour & Mun-

asinghe, 2019)

AI Time DoS No

(Su & Ye, 2018) Linear matrix inequality Time DoS No

(Biron, Dey & Pisu, 2018) Mathematical model Time DoS No

(Taormina, Galelli, Tippenhauer, Sa-

lomons & Ostfeld, 2017)

Attack Model Time DoS No

(A.-Y. Lu & Yang, 2017) linear matrix inequality Time DoS No

(Ashok, Govindarasu & Wang, 2017) Model Based Time DoS No

(S. Huang, Zhou, Yang & Qin, 2015) ML Time DDoS No

continued . . .
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Table 4.1: Systematic literature review of existing approaches used for Distributed
(Denial of Service) attacks detection in Industrial Cyber-Physical Systems

References Detection Method
Domain

Analysis

Attack

Type

Resource

Constraint

(Nizam, Chaki, Al Mamun, Kaiser et

al., 2016)

Fuzzy logic Time DoS No

(Vuong, Loukas, Gan & Bezemskij,

2015)

IDS, decision tree, ML Time DDoS Yes

(Krotofil, Cárdenas, Manning & Larsen,

2014)

Model Based, Mathematical

model

Time DoS No



Chapter 5

Light-Weight Active Security for

Detecting DDoS Attacks in

Containerised ICPS (Manuscript

2)

5.1 Abstract

In Industrial Cyber-Physical Systems (ICPS), containerisation promises high

scalability, reconfigurability and dependability. Denial of Service (DoD/DDoS) is

a significant security threat in containerised ICPS applications, which execute on

resource-constrained computers like PLCs, and cannot support traditional security

mechanisms like firewalls that sacrifice performance and throughput.

We propose a novel, light-weight active security approach to detecting DoS/DDoS

attacks through frequency analysis of network traffic (packets). Our approach

identifies attacks by recording a frequency signature of the flow of packets in

an ICPS under normal operation. Subsequently, an attack is modelled as any
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anomalies in the network that modify the frequency profile of network traffic in the

ICPS. Our prototype implementation and evaluation show that this active security

method is light-weight and suitable for resource-constrained ICPS platforms.

5.2 Introduction

ICPS are driving the 4th Industrial Revolution with a significant impact on

all sectors, including industrial automation (Colombo et al., 2014). As system

sizes grow and the pace of development continues to increase, ICPS require

increasing flexibility in deploying applications for scalability, reconfigurability

and dependability. Containerisation technologies like Docker (Anderson, 2015)

provide well-defined interfaces for multi-domain integration and migration(Zahid,

Tanveer et al., 2021), higher operational efficiency and resource optimisation;

hence, containerised technology can offer unparalleled flexibility in deploying

ICPS applications (Stanciu, 2017).

Communication security is an ever-growing concern in ICPS. Containerised

ICPS applications are vulnerable to newer and more sophisticated attacks such

as DoS/DDoS attacks that can significantly impact the performance and safety

of critical ICPS applications that traditionally execute on resource-constrained

computers like PLCs and use low bandwidth networks. Note that there are two

categories of DoS attack: high-rate and low-rate (Z. Wu, Yue, Li & Xie, 2015)

and low-rate DoS attacks are out of scope of this study.

In the literature, various DoS/DDoS detection schemes have been proposed for

ICPS, however, none of the existing works addresses the novel security challenges

in containerised ICPS applications. The few techniques that do address the DoS

or DDoS attacks in containerised applications(Chelladhurai, Chelliah & Kumar,

2016; Tomar, Jeena, Mishra & Bisht, 2020; Yasrab, 2018) are heavyweight and
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therefore not feasible to provide active security in resource-constrained ICPS.

Hence, the existing attack detection mechanisms are rigid that either need manual

configurations or have limited measures to respond to an attack. There is a need for

some detection mechanism that can actively (dynamically and programmability)

provide communication security to ICPS applications (Hand, Ton & Keller, 2013).

These observations lead to the following research questions:

RQ1 How can light-weight active security mechanisms be provided in resource-

constrained ICPS for secure communications?

RQ2 How can the technique proposed in answering RQ1 be evaluated through a

prototype for its feasibility?

To the best of our knowledge, this is the first study to provide a light-weight

active security approach for detecting DoS/DDoS in resource-constrained contain-

erised ICPS. RQ1 and RQ2 are answered through an adapted Design Science

research methodology (Offermann, Levina, Schönherr & Bub, 2009) to build and

test a technique to detect DoS/DDoS attacks in resource-constrained containerised

ICPS applications. We propose a novel light-weight active security approach to

monitor and detect the presence of DoS/DDoS attacks on Docker-based resource-

constrained ICPS applications by analysing network traffic (packets) in real-time.

We profile the frequency characteristics of traffics by taking advantage of Quick

Discrete Fourier Transform (DFT) (H. Guo, Sitton & Burrus, 1994). Frequency

domain analysis provides an innate understanding of system behaviour which is

often difficult via time-domain analysis. We first establish an expected frequency

signature as the baseline for a system under normal operation. Network traffic is

then monitored in real-time and its DFT output is continually compared to the

system’s frequency signature. If the system’s current frequency pattern deviates

sufficiently from the baseline, the system is considered to be under attack.
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The primary contributions of this study are: 1) A novel light-weight active

security algorithm based on frequency analysis for resource-constrained contain-

erised ICPS (Sec. 5.3). 2) Experimental results (Sec. 5.4), based on a publicly

available dataset, that shows the efficacy of the proposed approach.

5.3 Proposed Containerised Attack Detection

Model

Our attack detection model is built for resource-constrained containerised ap-

plications. We prototype our approach using a system deployed using Docker (

server container, multiple client containers and one or more attacker containers),

but our overall framework also applies to other containerisation technologies or

applications running directly on the devices.

Fig. 5.1 shows the proposed attack detection model that has three major

phases: packet capture, pre-processing and (DoS/DDoS) attack detection and

where the proposed approach is embedded as an algorithm and executes on the

server.

(1) Packet 
Capturing

(2) Logging
(3) Discrete 

Packet Binning

(4) Spectrum 
Calculation 

(DFT)

(5) Spectrum 
Analysis 

IP 
Packets

IP 
Packets

Discrete 
Events

Event Bins
(Based on Ts)

Packet
Frequency

 Bins

Result

Phase II- Pre-processing

x[n]X[k]

Phase I- Packet Capture 

Phase III- Attack detection

Figure 5.1: Proposed containerised attack detection model
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5.3.1 Phase I-Packet Capture

During this phase, network traffic packets are captured for analysis using tcpdump

(TCPdump & LibPcap, n.d.) or alternatives like Wireshark, Netflow collector, etc.

For normal and DDoS traffic, we chose the Boğaziçi University Distributed Denial

of Service dataset (Erhan & Anarim, 2020) and used hping3 to launch a DoS

attack from the attack container. Different instances of DoS and DDoS attack

periods and attack frequencies (packet rates) were chosen to show the flexibility

of the proposed method.

5.3.2 Phase II–Pre-Processing

This phase is composed of two steps: Logging and Discrete packet binning. We

have implemented this phase in Python 3.8.

Logging: During this step, the server container maintained a real-time log of

the captured traffic. The real-time log contains the number of packets, their arrival

time (timestamp of each packet), the ports (sender and receiver), container ID

and the IP addresses of the sender and receiver. We extracted only the samples of

timestamp (first in ′sec′ and then based on Nyquist Sampling rate (MARK, 2003))

from the maintained log. These timestamps are the discrete events of packets and

used as an input to the discrete packet binning step. Note that samples can be

produced for either all packet types, or for just a subset of the network traffic

based on user-provided list of sender port(s), receiver port(s), container ID(s)

and/or IP address(es).

Discrete packet binning: The discrete packet binning is an important step in

pre-processing of the packets. For an efficient and inexpensive way of maintaining

and processing the captured network traffic in resource-constrained devices, we

employ a binning approach. Binning is a pre-processing technique to group discrete
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events into contiguous, equally sized bins bin[0] . . . bin[n − 1] where n is the total

number of bins. In our approach, packets are distributed into equal width bins.

In other words, each bin’s width is constant. We determine the total number of

bins n (length of bin[]) as follows:

n = ceil(Lend − Lstart

ts

) (5.1)

where Lend and Lstart represent the arrival time of the first and the last packet in

the log file, respectively, ts is the constant time interval representing the width of

each bin, and ceil() is a ceiling function.

The arrival time of each packet determines which bin it falls into. Thus, this

binning method provides a discrete packet count (bin[i] elements) over constant

time intervals.

For illustration, we applied the binning method on the DoS traffic (Table. 5.1),

which had 12500 packets in total. The packet rate for this traffic was 2500

packets/sec. The packets in the log file are distributed into n = 5 bins by using

an Eq. 5.1, where each bin spans an interval of 1 sec and the arrival time of first

and last packet was 57.598507 and 62.8165116 sec, respectively. For our sample

traffic, we get:

bin[] = [2529 2530 2527 2488 2426]

Each element bin[i] (0 ≤ i ≤ n − 1) indicates the number of packets received in

each 1 second wide bin. For example, from a total of 12500 packets, 2529 packets

were received in the first (i = 0) 1-second period and 2530 packets were received

in the second (i = 1) 1-second period. If no packets were received in any second,

then a count of 0 would be assigned to that particular bin.
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After the distribution of packets into their respective bins, the next step is

to determine the estimated minimum Nyquist sampling frequency. The Nyquist

sampling ensures that the information about the packets are fully preserved, and

to get the accurate output minimum sampling frequency should be twice the

maximum frequency of the packets(MARK, 2003). To calculate that minimum

sampling frequency, we first find out the estimated maximum frequency of packets

by determining the frequency of each bin as follow:

fbin[i] = bin[i]
t[i] (5.2)

where (0 ≤ i ≤ n − 1), array elements fbin[i] represent the frequency of each bin

bin[i] and t[i] is the time difference between a start and end time of packets arrival

in that particular bin.

By applying Eq. 5.2 on our sample bin array, we get the following frequency

array fbin:

fbin[] = [2529 2531 2527 2489 2527]

We obtain the maximum frequency fmax by:

fmax = max(fbin[i]) (5.3)

For our example, fmaxis 2531Hz. Next, the estimated minimum Nyquist

sampling frequency Fs is calculated by doubling fmax, that relates to the new

sampling period Ts:
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Fs = 2 × fmax

Ts = 1/Fs

(5.4)

For our sample, Fs = 5062Hz and Ts = 19.75 µs.

After determining the Nyquist sampling frequency, we re-distribute the packets

in the log file into discrete bins of size equals Ts. The purpose of re-distribution

at a higher frequency is to ensure that the network traffic is analysed thoroughly

to detect the attacks accurately in full measure. Based on the calculated Ts and

using Eq. 5.1 again, we yield the length n
′ to create the event bins (new array

elements) x[i], where 0 ≤ i ≤ n
′ − 1. This array of event bins is used as an input

for the next phase.

For our sample, re-binning at a much finer resolution of Ts = 19.75µs results

in the following bins:

x[n] = [ 1 0 0 ... 0 1 0 ]

5.3.3 Phase III–Attack Detection

DoS or DDoS attack detection has two steps: spectrum calculation and spectrum

analysis.

Spectrum Calculation: In spectrum calculation step, an efficient algorithm,

Quick DFT is used to calculate DFT and transforms the discrete time-domain

data from the log file into discrete frequency samples with a subset of input.

DFT converts the array x[] into a frequency-domain array X[] using the following

formulae:

X[k] =
n−1∑
i=0

x[i]e−2jπik/n (5.5)
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where n is the total number of samples (size of x), k is the current frequency

bin (0 ≤ k ≤ n − 1), j is the imaginary unit
√

−1, and i is the current sample. It

is important to mention here that DFT results include both positive and negative

frequencies. The negative frequencies are complex conjugates of the positive

frequencies and do not give useful information. So, we use a fast and optimised

way to calculate only positive terms where the length of the transformed axis of the

outcome is n/2 + 1. The outcome of the transform (amplitude) is mirrored about

half of the sampling rate called the Nyquist frequency (Oppenheim & Schafer,

1998). We extract the amplitude spectrum by the following formulae: Note that

n = n/2 + 1.

amp[k] = X[k]
n

=

√
Re(X[k])2 + Img(X[k])2)

n
(5.6)

Applying Eq. 5.5 and Eq. 5.6, we convert our sample array x[] into the following

frequency domain array containing amplitudes:

amp[k]= [2.40858136e-15 6.04861884e-02

4.29612004e-02 ... 1.08618692e-01

1.61491802e-01 1.28808663e-01]

The amplitudes are mapped over the range of frequencies or frequency bins to

analyse the packets in the frequency domain as follow:

f [k] = k
Fs

n
(5.7)

The positive frequencies obtained for the example array are:

f[k]= [0.00000000e+00 2.01612261e-01 4.03
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224522e-01 ... 6.32739919e+03]

Spectrum Analysis: In the final step, spectrum analysis, we use the network

traffic analysis and spectrum calculations from phase 2 and the previous step

to generate the current frequency profile, i.e., frequency and amplitude arrays,

of a system in real-time. This current frequency profile is compared with the

normal frequency signature (which incurs a linear cost) to detect DoS/DDoS

attacks. Thus, in this step, characteristics of normal, DoS and DDoS spectrums

are analysed.

Generally, our attack detection phase is highly efficient because Quick DFT

has worst-case time complexity of O(n log(n)) and can be easily executed over

resource-constrained devices that execute the containers of an ICPS application.

5.4 Experiments and Results

We modelled an attacker as an external container that discovers the target applic-

ation by scanning for open ports using nmap and sends oversized packets to the

application using hping(Vanney, 2021) command.

To determine the effectiveness of the proposed approach, we consider different

five-second instances of normal traffic, DoS and DDoS traffics and categorised our

experiments into different packet rates, to determine the flexibility of our proposed

approach, and different sampling frequencies. The selection of right interval for

detecting abnormal patterns in a transmitted data is a crucial task and should

be chosen very carefully to detect the attacks accurately and within real-time.

For our study, first we choose the interval of 1 sec as a heuristic, however, the

bigger interval increases the chances of loosing the data. Therefore, we obtained

the smaller intervals by following the Nyquist rule. But, lesser interval make
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Figure 5.2: Spectrum of normal (a), DoS and DDoS instances with different packet
rates (periods) (b,c,d,e) and sampling frequencies (f,g,h,i)

the system overloaded. As we are in need of light-weight detection approach for

resource-constrained ICPS, we also monitor and compare the computational time

of a proposed algorithm with different sampling frequencies in Table 5.1.

Fig. 5.2 shows the frequency signature of the normal traffic and its frequency

signature under DoS and DDoS flooding attack. The figure presents two per-

spectives: different instances of traffic (Fig. 5.2a–5.2c) and different sampling

frequencies (Fig. 5.2d–5.2g).
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Table 5.1: Information about 5 sec instances of normal and attack periods and
sampling frequencies with corresponding computational time in sec

Instances Period Total
Pack-
ets

Attack
Fre-
quency
(Hz)

Packet
start-
time
(sec)

Packet
end-
time
(sec)

fmaxin
Hz

Computation time in sec

2
(fmax)

3
(fmax)

4
(fmax)

5
(fmax)

Normal 156227 10.011863 14.999871 69838 2758 7015 9015 10211

DoS 1 5000 1000 57.598507 62.816511 812 6.7 6.5 6.5 5.6

2 12500 2500 79.392584 84.352585 2531 20.8 30.7 32 40.9

DDoS 1 51043 1000 95.00004 99.999832 22188 358 961.8 1285 886.3

2 59976 1500 195.000063 199.99998 20832 851 565 1400 2243

Following the approach illustrated in Fig. 5.1, the frequency signature (

Fig. 5.2a) and different sampling frequencies of the normal traffic were generated

as a baseline. To generate the spectrum of the normal traffic, a total of 156227

packets were captured within 5 sec. To determine the DoS attack, we consider two

different periods with attack frequencies of 1000Hz (1000 packets/sec) and 2500Hz

(2500 packets/sec). During the first period, 5000 packets were captured, while for

the period 2, 12500 packets were received in five seconds. Two different attack

periods of DDoS instance were selected from the dataset for 5 sec. During the first

period, a total of 51043 packets (1000 packets/sec) were captured; while 59976

packets (1500 packets/sec) were sent for another period. as shown in Table 5.1,

but due to page limitations one instance is shown in Fig. 5.2.

The graphs (Fig. 5.2b and Fig. 5.2c) show that, when under attack, the

frequency profile changes significantly from normal frequency signature and an

attack can be signalled. In the case of the estimated minimum sampling frequency

(Eq. 5.4), higher amplitudes (intensity/strength of attack) are found in lower

frequencies for DDoS traffic. Whereas for DoS traffic, the highest amplitude is

located in the higher frequencies band (Y. Chen & Hwang, 2007). Note that we are

only interested in prominent peaks (amplitudes), because, usually, the amplitude

of very high frequencies are harmonics or simply noise and contain unimportant
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information. It was also observed that as the sampling frequencies increase, DoS

attack signature patterns remain the same while the patterns changed for the

DDoS frequency signatures.

5.4.1 Analysis and Insights

Frequency signature: The spectrums of normal traffic, shown in the graphs

(Fig. 5.2a), exhibit uniform distribution along with all the frequencies. We analysed

the attacks by comparing their frequency signature (in terms of dominant peak(s))

with the normal traffic spectrum. The DoS traffic pattern (Fig. 5.2b) shows the

single dominant peak or single dominant frequency among different frequency

bands. A single peak at 2500Hz indicates the attack at a particular frequency

band. Whereas, for DDoS instance ( Fig. 5.2c), the graph indicates that DDoS

spectrums were also different from normal traffic and DDoS spectrum has at least

two dominant peaks at different frequency bands.

Different sampling frequencies: We have analysed the normal and attack

traffics on different sampling frequencies where the minimum and first sampling

frequency was identified by using Nyquist Sampling Theorem. Then, we take 3,

4 and 5 times of fmaxof each traffic instance (normal, DoS and DDoS traffics).

The corresponding computation time in ′sec′ was also calculated for the proposed

algorithm by using each sampling frequency, shown in Table 5.1.

The maximum frequency (fmax) for normal traffic is 69383Hz. We analysed

no significant change in the spectrum pattern of normal traffic by using all of

the sampling frequencies as mentioned earlier. However, the computation time

varies for each sampling frequency, as shown in Table 5.1. We concluded that

twice of maximum frequency is the best sampling frequency for normal traffic.

For DoS, fmaxfor period 1 and period 2 are 812Hz and 2531Hz, respectively. For
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instance, Fig. 5.2d and Fig. 5.2e show that the dominant frequency, for period

1, at the higher bands was determined within 6.7sec and 6.5sec. With four

times fmax(Fig. 5.2f), the peak becomes more dominant, which shows that this

higher frequency (calculated within 6.5sec) gives more accurate information about

the DoS attack. For DDoS attack period 1 having fmaxof 22188Hz and period

2 with fmaxof 20832Hz, we observed the fluctuations in dominant frequencies.

At the twice of fmax(Fig. 5.2d), the dominant peaks were at lower frequency

bands. Nonetheless, by increasing sampling frequencies, we noticed more sharp

and dominant peaks at higher bands. It shows the arrival of more packets within

shorter time periods. This also indicates that for effective detection of DDoS

attack, we have to select more higher frequencies.

The above observations indicate that our light-weight active security approach

is flexible in dealing with different packet rates, different frequency signatures and

different sampling frequencies.

5.5 Conclusion

As industrial computing moves towards light-weight Docker-based containerisation,

key communication security concerns become increasingly important. To meet

the communication security needs of containerised ICPS, specially in resource-

constrained environment, we have proposed a containerised attack detection model

where light-weight active security approach is implemented as an algorithm. The

experimental results based on different packet rates and sampling frequencies

indicate that the proposed method is light-weight and flexible for the detection of

the intrusion in a network traffic at low computational cost. Future areas include

identifying thresholds for differentiate between normal and attack traffic and using

real-time data streaming techniques and carrying out a qualitative analysis of our
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proposed approach.



Chapter 6

Prelude - Manuscript 3

The following chapter is published as a conference paper in 2022 IEEE 20th

International Conference on Industrial Informatics (INDIN) under the title of

DDoS Attacks on Smart Manufacturing Systems: A Cross-Domain Taxonomy and

Attack Vectors (Zahid et al., 2022a). The third research objective (Section 1.2.1)-

to provide a complete overview of multi-vectors and cross-domain DoS/DDoS

threat landscape within ICPS has been addressed in manuscript 3.

ICPS are increasingly connected to the Internet and are vulnerable to newer

and scalable cyber attacks affecting their availability. The imminent and most

reported attack to the availability of ICPS is DoS and its variation, like DDoS

(many-to-one attack). These attacks impede the accessibility of the components

and prevent the data and/or control distribution across the network. The types,

methods, duration, and techniques to launch DDoS attacks have rapidly evolved.

Research on cyber threats related to ICPS needs to explore the comprehensive

landscape of DoS/DDoS attacks. These attacks are challenging to prevent entirely,

so significant attention is given to their detection to avoid later compromises on the

performance and availability of ICPS applications. This chapter aims to develop a

112
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taxonomy and analyse various attack vectors to determine the comprehensive cross-

domain threats landscape in ICPS, which have not been consider in the literature

thus far. We classified at least fifty-two different (distributed) denial of service

attacks as Endpoint and Network attacks. Endpoint (distributed) denial of service

attacks are cyber-to-physical, physical-to-physical, physical-to-cyber, and cyber-

to-cyber attacks launched to degrade or disrupt the availability of endpoint devices

and applications and their services. Network DoS/DDoS attacks depict attacks on

the communication layer intending to interrupt the transmission among endpoints

or congest/block the network bandwidth. This article also introduced various

Endpoint and Network DoS/DDoS attack sub-classes. Furthermore, various attack

scenarios were demonstrated using the Fischertechnik Conveyor System case study

to demonstrate the applicability of the proposed taxonomy.



Chapter 7

DDoS Attacks on Smart

Manufacturing Systems: A

Cross-Domain Taxonomy and

Attack Vectors (Manuscript 3)

7.1 Abstract

Denial of Service is a significant availability threat in Industrial Cyber-Physical

systems and smart manufacturing is not an exception. The types, methods, and

duration of these attacks have been evolving rapidly and their number has increased

dramatically, reaching a new record in history. In particular, digitisation of the

manufacturing process and increased connectivity have created a battleground

between product quality of service and threats associated with cross-domains

and multi-vector attacks that affect the manufacturing system performance. The

existing research on cyber-threats related to smart manufacturing system does

not consider the comprehensive landscape of denial of service attacks. In this

114
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study, we classify well-accepted (distributed) denial of service attacks according to

a proposed taxonomy, focusing on both the multi-vector attacks and cross-domain

attacks. Utilising the taxonomy, more than fifty different denial of service attacks

on smart manufacturing system were classified in terms of Endpoint and Network

(distributed) denial of service attacks. As an example, a Cyber-Physical Conveyor

System was used to examine the proposed taxonomy.

7.2 Introduction

ICPS are complex, multi-disciplinary engineered systems that manage and perform

industrial operations by integrating intelligent control, ubiquitous computing, and

effective communication technologies (Kayan et al., 2021). The heterogeneous

infrastructure, increased digitisation, advanced level technologies, and high con-

nectivity among the ICPS components have improved the manufacturing time

and quality. However, as they are now more connected and exposed, security

attacks targeting the availability of ICPS components and their services are also

rising. The major threat to the availability in ICPS is DoS and its variation like

DDoS (many-to-one attack) that disrupts the access of some or all components

by prohibiting the data and/or control distribution over the network (Zacchia

Lun et al., 2019). ICPS are inherently resource-constrained and lack comprehens-

ive security defenses, making them even more vulnerable to newer and varied

DoS/DDoS attacks (Zahid, Kuo & Sinha, 2021a).

DDoS attack types, methods, duration, and techniques have been evolving

rapidly. More recently, attacks have become more varied and numerous, but their

duration and rate have decreased. Recent analyses of DDoS attacks (Alexander,

Oleg & Yaroslav, 2022; Omer & Vivik, 2021) show that the Q4 ’21 was the busiest

quarter in 2021 for attackers, with 86,710 attacks registered on resources globally,
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94% of them lasting less than 4 hours, and the Manufacturing industry experienced

a 641% QoQ (Quarter-on-quarter) increase in the number of attacks. Multi-vector

attacks are also a growing trend in which attackers combine many DDoS tactics

into a single composite attack (Sean, 2022). These attacks are complex and require

additional challenges for detection and prevention. The most frequent contributor

to multi-vector attacks is generic UDP based DDoS attacks, while Simple Network

Management Protocol (SNMP) is emerging as an important vector.

This study aims, due to the increasing trend of DDoS attacks in manufacturing

and multi-vector attacks, to develop key classification criteria and analyze attack

vectors as the way to identify the comprehensive cross-domain threats landscape

in the smart manufacturing system, which have not been explored in the literature

thus far.

This taxonomy can guide the planning and implementation of defenses in

systems. We also demonstrate different attacks in the context of CPCS (Leitão,

Barbosa, Funchal & Melo, 2020) to provide concrete use cases for each attack

type.

The rest of the paper is organized as follow. Section 7.3 describes related

works. Sections 7.4–7.5 present the proposed taxonomy and concrete examples of

identified attack types. Section 7.5.6 reports conclusions and future work.

7.3 Related Work

Numerous CPS architectures have been proposed in literature (Ahmadi, Sodhro,

Cherifi, Cheutet & Ouzrout, 2018; J. Lee, Bagheri & Kao, 2015; S. Huang et al.,

2015; Jiang, 2018; J.-P. A. Yaacoub et al., 2020; Cao et al., 2020). For this study,

we utilise the popular 3C architecture (Ahmadi et al., 2018). In this architecture,

a CPS has three layers: physical, communication and application that respectively
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relate to physical sensors and actuators, the transmission of data and control

information between components, and high-level system functionality.

ICPS, in the context of smart manufacturing, provide flexible connection,

interaction and synchronisation among different physical and cyber components

across the different layers. The heterogeneous nature of these components, the

increased connectivity, and the vulnerabilities in networks and platforms have

expanded the attack surfaces. The effect of attacks on one layer or domain

propagates to a cross-domain or cross-layer, which are not even attacked directly.

Cross-domain cyber attacks are therefore critical in addition to traditional cyber

attacks that affect the manufacturing industry. Some taxonomies for cyber-

physical threats in smart manufacturing ((M. Wu & Moon, 2017, 2018)) have

been presented, but none offer a comprehensive overview of DoS/DDoS attacks

on cross-domains.

The research on DoS/DDoS attacks is extensive and several DoS/DDoS tax-

onomies, based on OSI layers, TCP/IP layers, IoT, ICS (Industrial Control

Systems), cloud layers and WSN (Wireless Sensor Networks) have been presented

in the literature ((Zeb, Baig & Asif, 2015; Salim, Rathore & Park, 2020; Mah-

jabin, Xiao, Sun & Jiang, 2017; Patani & Patel, 2017; Zargar, Joshi & Tipper,

2013; Bhardwaj, Subrahmanyam, Avasthi, Sastry & Goundar, 2016; Gavric &

Simic, 2018)). Nonetheless, the existing studies are not in the context of smart

manufacturing, do not provide a complete overview of DoS/DDoS threats at each

CPS layer, and do not consider multi-vectors attacks and cross-domains attack.

Furthermore, a denial of service attack can compromise wired communications,

but no studies have addressed this in detail so far.

In this study, by identifying and characterizing all existing works, we have

introduced an easy to understanding classification mechanism w.r.t cross-domain

DoS/DDoS attacks on smart manufacturing systems. This classification can be
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helpful for cyber security and manufacturing disciplines experts to understand

the cross-domain attacks in smart manufacturing.

7.4 A Taxonomy of cross-domain DoS/DDoS at-

tacks on smart manufacturing system

By combining availability attacks on the manufacturing process (M. Wu & Moon,

2018) and following the manufacturing ICPS architecture (Ahmadi et al., 2018),

we have developed a taxonomy of cross-domain DoS/DDoS attacks on the smart

manufacturing system. The availability attacks in the manufacturing process affect

the availability of the equipment like sensors, actuators, and controllers. The equip-

ment’s attack can damage different physical components in manufacturing systems.

ICPS, on the other hand, have sensors, actuators, controllers, networks and HMI

as the basic components (Kayan et al., 2021). Therefore, we have used the term

Endpoint in our taxonomy to categorise the attacks on the devices/applications

in the physical and cyber layers. Thus, the cross-domain attacks on endpoint

devices are cyber-to-physical, physical-to-physical, physical-to-cyber, cyber-to-

cyber. Similarly, communication between endpoint devices is a critical component

in the manufacturing process, even if they are located in different industries and

in distant locations. These endpoint devices are mostly connected through wired

and/or wireless infrastructure using industrial and network protocols interfaces.

These infrastructures are responsible for transmitting important data for the

factory, services, manufacturing, and users. Furthermore, within ICPS, real-time

communication occurs when sensor readings or control commands are sent over

wireless or wired communication links. Therefore, we have used the term Network

to categorise the DoS/DDoS attacks on the communication layer.
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Figure 7.1: Taxonomy of cross-domain DoS/DDoS attacks on the smart manufac-
turing system

The taxonomy of cross-domain DoS/DDoS attacks on the smart manufacturing

system is categorised on the Endpoint (Distributed) Denial of Service Attack and

Network (Distributed) Denial of Service Attack classes, as shown in Fig. 7.1.

The adversaries launch Endpoint (Distributed) Denial of Service attacks

to disrupt or degrade the availability of equipment or their services. Whereas,

an attacker conducts Network (Distributed) Denial of Service attacks to

interfere with the communication among legitimate endpoints or congest/block

the accessibility of network resources (network bandwidth).

The Endpoint and Network DoS/DDoS classes are further categorised into into

sub-classes as shown in Table 7.1 and Table 7.2, respectively. This categorisation

is based on the fact that an attack on each endpoint device is not interpreted as

an attack on the equipment itself but could also be interpreted as an attack on the

communication link between the sensing and the receiving endpoint devices (Fawzi,

Tabuada & Diggavi, 2014). Each sub-class belongs to attacks with different types

(whether an attack is DoS/DDoS), modes (direct by an attacker or indirect by

malware/botnets), and vectors (methods to perform a specific attack).

This paper uses the case study Fischertechnik Conveyor System (CPCS) to

demonstrate the developed cross-domain DoS/DDoS attacks taxonomy. This

system is based on a sequence of modular conveyor belts that can be re-arranged

to transfer parts from one place to another, constituting a CPS, as illustrated in

Fig. 7.2.
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Figure 7.2: Cyber-physical conveyor system (Funchal et al., 2023)

According to the logical control perspective (Leitão et al., 2020), the different

agents controlling the sequence of conveyor belts communicate by exchanging

messages to synchronize the transfer of the parts among the conveyor belts. As

an example, considering the first two conveyor modules of Fig. 7.2, the second

conveyor only starts its motor when its agent receives the “tokenTransOut” message

sent by the agent of the previous conveyor (meaning that the part is already at

the end of the first conveyor belt and is detected by the S0 sensor). Similarly, the

first conveyor belt only stops its motor when its agent receives the “tokenTransIn”

message from the agent representing the posterior conveyor belt (the part arrives

at the beginning of the conveyor and is detected by the S1 sensor).

The following section provides the concrete scenarios for each attack type (one

from each sub-class) to demonstrate the applicability of the proposed taxonomy.
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7.4.1 Endpoint DoS/DDoS Attacks on CPCS

This section presents the sub-classes of Endpoint DoS/DDoS attacks, and their

corresponding attack scenarios on CPCS.

Table 7.1: Classification of Endpoint DoS/DDoS Attacks

Sub-

Class

Names Type Mode Vector(s)

U
na

va
ila

bi
lit

y
A

tt
ac

k

Permanent DoS (Gavric &

Simic, 2018)

DoS Indirect damage firmware or upload inappropriate BIOS

using Malware

Land Attack (Mahjabin et

al., 2017)

DDoS Direct use of source and destination IP addresses of a

victim

Tear Drop (Salim et al.,

2020)

DoS Direct overlapped off set value, fragmented packets

IP Packet Option (Zeb et al.,

2015)

DDoS Direct random value for optional fields of an IP packet

Ping of Death (Salim et al.,

2020)

DDoS Direct Spoofed data packet having size bigger than max-

imum size of packet

SIPa flood (Mahjabin et al.,

2017)

DDoS Indirect SIP requests messages, SIP call control messages

UDPb flooding (Patani &

Patel, 2017)

DDoS Direct UDP Attack Packets, open ports, Spoofed IP ad-

dress

Denial of message Attack

(McCune, Shi, Perrig & Re-

iter, 2005)

DDoS Direct use of benign network failures
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Table 7.1: Classification of Endpoint DoS/DDoS Attacks (Continued)

Sub-

Class

Names Type Mode Vector(s)

D
el

ay
ed

A
tt

ac
k

PTPc Attack (Mizrahi,

2014)

DoS Both spoofed time protocol packets or control pack-

ets(Announce, Signal and management messages),

use of configuration flaws, Rogue master attack

Unfairness Attack (Gavric &

Simic, 2018)

DoS Direct set “aMacBattLifeExt” to true.

Sensor-Mac Attack (Quentin

& Monnet, 2015)

DoS Direct announcement of multiple sleep delays and more

virtual clusters that nearby nodes can store and

handle in their internal tables, announcement that

sync packet will sleep in Tsyncmax, use of MAC

spoofing strategy

Jamming attack on Time

Synchronisation (Quentin &

Monnet, 2015)

DoS Direct use of SYN packets, time synchronization outputs

modifications, nullify preamble energy

M
an

ip
ul

at
io

n
A

tt
ac

k

Data aggregation attack

(Gavric & Simic, 2018)
DoS Indirect

device configuration, device model, open ports, ser-

vice information, threshold values information, run-

time configurations, temporal features correlated

with device physics and operations

sensor data manipulation at-

tack (Carvalho, Wu, Kwong

& Lafortune, 2018; M. Wu

& Moon, 2018)

Actuator data manipula-

tion attack (Carvalho et al.,

2018)

Controller logic and control

command attack (M. Wu &

Moon, 2018)
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Table 7.1: Classification of Endpoint DoS/DDoS Attacks (Continued)

Sub-

Class

Names Type Mode Vector(s)

B
uff

er
O

ve
rfl

ow

Denial of sleep (Gavric &

Simic, 2018)

DoS Direct cause battery power exhaustion with inappropriate

input

Desynchronisation (Quentin

& Monnet, 2015)

DoS Direct use of fake sequence or control flag for a message

interception, use of spoofed MAC address and an-

nouncement of a new sync delay to some neighbor

nodes

TCP-SYN Attack

(Mahjabin et al., 2017)

DDoS Both use of spoofed SYN packets, spoofed non-exisitng

IP addresses or botnets

Neptune Attack (Elleithy,

Blagovic, Cheng & Sideleau,

2005)

DDoS Direct use of spoofed SYN packets on a specific port only

PUSH-ACK (Zargar et al.,

2013)

DDoS Indirect use of PUSH and ACK bit of TCP header

Slowloris (Mahjabin et al.,

2017)

DDoS Direct HTTP requests, open HTTP connections

Slow Rate (Patani & Patel,

2017)

DDoS Direct connection establishment with valid HTTP request

HTTPd fragmentation

(Salim et al., 2020)

DDoS Indirect HTTP packets in the form of fragments, use of

multiple connections

Deceptive Jamming (Gavric

& Simic, 2018)

DoS Direct transmission of regular legitimate packets

R.U.D.Y e (Patani & Patel,

2017)

DDoS Direct exploits form submission field, use of multiple

HTTP POST connections

a Session Initial Protocol, b User Datagram Protocol,c Precision Time Protocol Protocol,d

Hyper Text Transfer Protocol, e Are.You.Dead.Yet
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7.4.2 Unavailability Attack

Unavailability attacks are the disruptive attack strategies that an adversary can

use to disable, deactivate, or crash the endpoint devices, making them unavailable

(temporary or permanently) to perform their services. For example, an attack on

a sensor makes it unavailable to sense the environment. Therefore, depending on

the cross-domain attacks on endpoint devices, we have categorised this sub-class

into further attacks, as shown in Table 7.1.

Scenario 1- User Datagram Protocol (UDP) Flooding Unavailability

Attack on Output Sensor (S0): An attacker launches a UDP flood attack on

the output sensor (i.e., S0) (Fig. 7.2) by sending a large number of IP packets

containing UDP datagrams to the random ports on the output sensor. As a result,

the output sensor is disabled to send “tokenTransOut” to the next conveyor (S1).

Consequently, S1 will never receive the message to open the motor (shown in (Fig.

7.3)), and the motor will remain turned off forever.

:Attacker
UDP Flood

:Output

Sensor (S0)

:Input
Sensor (S1)

tokenTransOut()

Figure 7.3: UDP flooding attack on Output Sensor (S0)

7.4.3 Delayed Attack

Delayed attacks involve the disruptive techniques an attacker uses to introduce

the delays in timing or synchronisations of the endpoint devices. This attack is
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further categorised based on the different attacks, as illustrated in Table 7.1.

Scenario 2- Sensor-MAC (S-MAC) Synchronisation Attack on Input

Sensor (S1): S-Mac targets messages exchanged for synchronising the sleeping

and listening schedules to transfer the objects on the conveyor belts. During

the synchronisation process, an attacker acts as a synchroniser and sends a sync

packets to all its neighboring agents, announcing that it will sleep in Tsyncmax

( maximum delayed value permitted by the protocol) and immediately goes to

sleep. As a result, the attacker affects the synchronisation step of the sensor S1 (

under attack) that has to wait for Tsyncmax before starting its sleep period.

7.4.4 Manipulation Attack

The manipulation attacks (Table. 7.1) are the degradation of service attacks

with an intention to produce the wrong output. The attackers exploit design or

programming vulnerabilities in the endpoint devices or use HMI to manipulate

(disable, enable, erasure, insert) their stored or run-time data by using malware.

Scenario 3- Actuator Data Manipulation Attack on the Motor: Attackers

can attack the actuators’ operations by overriding their control actions for a

particular controllable event, for instance, enabling an event that is currently

disabled and vice versa. Furthermore, malware can be used to change the actuator

specifications, causing physical consequences; attackers can also alter maintenance

schedules and processes, resulting in machines wearing out. For example, the

motor remains in open mode if attackers maliciously modify the “tokenTransIn”

message to “tokenTransOut message even though the agent (from the posterior

conveyor belt) has sent “tokenTransIn" message to stop the motor.
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7.4.5 Buffer Overflow

The buffer overflow is also a degradation of service attack which is used to target

(waste or consume) the resources (CPU, memory, battery, disk space, ports,

or resource-intensive features of user applications) of endpoint devices with an

intention to corrupt their behaviors.

Scenario 4- Desynchronisation Attack between S0 and S1 : Desynchron-

isation attack refers to the disconnection of an established connection (Gavric &

Simic, 2018) that results in the waste of energy. For example, The malicious node

(S0) sends regular requests for connection establishment to the sensor S1. These

requests make the established connection desynchronised and both sensors can

not communicate in a direct manner. In addition to that, additional power of S1

gets wasted in responding to the malicious node S0.

Table 7.2: Classification of Network DoS/DDoS Attacks

Sub-

Class

Names Type Mode Vector(s)

D
ir

ec
t

F
lo

od
in

g
A

tt
ac

k MACa flood (Zeb et al.,

2015)

DDoS Direct use of invalid MAC addresses

ICMPb flood (Bhardwaj

et al., 2016)

DDoS Both ICMP_ECHO_REQUEST/REPLY packets, broadcast

IP address, Spoofed source address

Hello flood (Salim et al.,

2020)

DDoS Direct Hello request to legitimate node with high power

Flood Rushing (Kupwade

Patil & Chen, 2013)

DDoS Direct use of existing routing path and sends continuous

ROUTE-REQUEST to its neighbors

SCTPc flood (Stewart,

2007)

DDoS Direct use of spoofed optimistic SCTP selective acknowledge-

ment (SACK) packet

QUICd flood (Langley et

al., 2017)

DDoS Direct QUIC handshake (Intial message)
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Table 7.2: Classification of Network DoS/DDoS Attacks (Continued)

Sub-

Class

Names Type Mode Vector(s)

Fraggle attack (Zargar et

al., 2013)

DoS Direct UDP_ECHO packets, open ports, spoofed IP adresses

T
ra

ffi
c

M
an

ip
ul

at
io

n
A

tt
ac

k HTTPe flood (Mahjabin

et al., 2017)

DDoS Direct use of HTTP GET/POST requests

UDPf Fragmentation At-

tack (Salim et al., 2020)

DDoS Direct use of larger attack packet size

Profibus Attack (Kayan et

al., 2021).

DoS Direct Lack of validation, amount of time Legitimate Profibus

packets send, sending malicious LLDP (Link Layer Dis-

covery Protocol) message

Profinet Attack (Kayan et

al., 2021).

DoS Direct Lack of validation, amount of time Legitimate Profinet

packets send, sending malicious LLDP (Link Layer Dis-

covery Protocol) message

Modbus Attack (B. Chen,

Pattanaik, Goulart,

Butler-purry & Kundur,

2015).

DoS Direct Packet Length, Request/Response message containing

malicious values for the data field option, function codes,

False Modbus messages, configure sleep time

HARTg Attack (Eduard,

n.d.)

DoS Direct packets malformed from field device to the DTM com-

ponent

EtherCat Attack (Granat,

Höfken & Schuba, 2017)

DoS Direct Lack of validation, manipulated EtherCatframes , use

of spoofed packets

DeviceNEt Attack

(Murvay & Groza, 2018)

DoS Direct exploit of session handle field, sending command packets

to EtherNet/IP Web Server Module , use of TCP to

keep large number of connection open, connection and

device identities

A
m

pl
ifi

ca
ti

on
A

tt
ac

k DNSh Attack (Mahjabin

et al., 2017)

DDoS Both request/sec to DNS server, spoofed IP addresses, size-

able resource record, message size,

NTPi (Mizrahi, 2014),

(Salim et al., 2020)

DDoS Indirect MON_GETLIST command to exploit NTP, spoofed

source IP addresses, misconfiguration of clock

QUIC (Langley et al.,

2017)

DDoS Both spoof victim’s IP address, and sending "hello" message,
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Table 7.2: Classification of Network DoS/DDoS Attacks (Continued)

Sub-

Class

Names Type Mode Vector(s)

DTLSj (Rescorla, 2022) DDoS Indirect spoofed victim’s address

SNMP (M. Wu & Moon,

2018)

DDoS Indirect use of SNMP packets

SSDPk (G. Singh & Singh,

2017)

DDoS Indirect use of spoofed UDP packets and spoofed IP address

R
ou

ti
ng

A
tt

ac
k Blackhole Attack (Gavric

& Simic, 2018)

DoS Direct use of null route (routing table entry), inactive host’s

IP address, or an IP address that has no assigned hosts,

loopback address, and receiving RREQ message and

replies using Route REPlY (RREP) message

Sinkhole Attack

(Kupwade Patil &

Chen, 2013)

DoS Direct acquiring knowledge about in use routing protocol and

advertisement of a fake routing update

Sybil (Gavric & Simic,

2018)

DoS Direct malicious node makes multiple identities on same node

(identities spooking)

Wormhole Attack (Salim

et al., 2020)

DoS Direct use of low latency link to tunnel packets from one point

to other

Selective forwarding

(Salim et al., 2020)

DoS Direct use routing table to drop data/ACK packets or to reach

base station

N
et

w
or

k
Ja

m
m

in
g

A
tt

ac
k

Constant Jamming

(Gavric & Simic, 2018;

Salim et al., 2020)

DoS Direct jammer may target the entire or a fraction of channel

bandwidth, broadcast powerful signal all time

Random Jamming

(Kupwade Patil & Chen,

2013)

DoS Direct emitting periodic pulses of jamming signals

Sporadic Jamming

(Kupwade Patil & Chen,

2013)

DoS Direct changing a bit of data frame

Reactive Jamming

(Gavric & Simic, 2018;

Quentin & Monnet, 2015)

DoS Direct use of interfering radio signal over the transmission of

legitimate packets
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a Media Access Control, b Internet Control Message Protocol,c Stream Control Transmission

Protocol,d Quick UDP Internet Connections Protocol,e Hyper Text Transfer Protocol, f User

Datagram Protocol,g Highway Addressable Remote Transducer Protocol,h Domain Name

Server, i Network Time Protocol,j Datagram Transport Layer Security Protocol, k Simple

Service Discovery Protocol

7.5 Network DoS/DDoS Attacks on CPCS

This section gives an overview of sub-classes of attacks belonging to Network

DoS/DDoS class, and the corresponding scenarios of attacks on CPCS.

7.5.1 Direct Flooding Attack

During flood attacks, massive amounts of traffic are sent over networks to exhaust

their bandwidth so that legitimate traffic can not be transmitted. Almost any

network protocol may be used for flooding either by using it directly (direct

network flood) or by exploiting its vulnerabilities. Different direct flooding attack

techniques are given in Table 7.2.

Scenario 1- Flood Rushing Attack on the Communication Between S0

and the Motor : During the flood rushing attack, the attacker floods the routing

path between S0 and motor by sending a huge volume of ROUTE-REQUEST,

through the alternate path. As a result, the legitimate route gets discarded and

the adversarial route gets adopted. In this way, an attacker can gain full control

of the authenticated motor or sensor to cause physical damage or alter the motor

or sensor data.
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7.5.2 Traffic Manipulation Attack

Attackers interfere or manipulate the traffic either by exploiting the vulnerabilities

in the communication protocols (wireless and/or wired) or by modifying the header

or payload of the packets. Different traffic manipulation attack techniques are

given in Table 7.2

Scenario 2- EtherCAT Traffic Manipulation Attack on S1: EtherCAT is

a request/response industrial ethernet protocol and provides a way to connect the

equipment involved in the manufacturing process (Kayan et al., 2021). Generally,

these protocols lack the validation mechanisms, which become the source of

an attack. In addition, attackers modify and forward the packets to the slave

legitimate devices. For example, during an EtherCAT traffic manipulation attack,

an attacker injects manipulated EtherCAT frames into the EtherCAT network,

causing direct damage to the manufacturing process. The attacker performs this

attack to manipulate the data measured by an Input Sensor (S1) which cannot

detect the object’s arrival and does not start the motor on time.

7.5.3 Amplification Attack

Attacker accesses a third party server called a reflector/amplifier by a spoofed

source IP address of the victim and depletes the victim’s network bandwidth by

reflecting a large number of packets to it. Table. 7.2 shows different amplification

attack techniques.

Scenario 3- Quick UDP Internet Connections Protocol (QUIC) Amp-

lification Attack on the Agent’s Communication with S0: The attacker spoofs

the agent’s IP address (controlling the S0 sensor) and requests the information

from several servers or other sensors. Using QUIC protocol, the attacker sends

an initial "hello" message to the servers to start the QUIC connection. As QUIC
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includes both the UDP transport protocol and TLS encryption, the server includes

its TLS certificate in its first reply to the client. Through the spoofing of IP

addresses and sending hello messages to the servers, the victim agent receives a

large amount of unwanted data and its bandwidth gets exhausted. As a result, that

victim agent either becomes unable to control the sensor S0 for object detection

or to pass the message to S1.

7.5.4 Routing Attack

The attacker launches an attack by a distribution of false routing information.

Different kinds of routing attacks are available in the literature, as shown in Table

7.2.

Scenario 4- Sinkhole and Blackhole Attacks on the Conveyors Commu-

nication: A DoS attack on the conveyor system is performed by using sinkhole

and blackhole attacks on the communication between two conveyors. First, the

attacker makes a fake advertisement of high connection to attract the traffic

containing the “tokenTransIn” message. After receiving that message, an attacker

uses a blackhole attack mechanism to drop “tokenTransIn” message. As a result,

the previous conveyor will not receive a message and the motor will remain in

operation (i.e., does not stop even with the part already transferred).

7.5.5 Network Jamming Attack

Jamming attacks are among the most harmful attacks since they directly comprom-

ise the entire system. The attackers utilise powerful transmitters to jam specific

spectrum bands and block the transmissions and receptions of the packets on any

network in the affected area. Various kinds of Jamming attacks are illustrated in

Table 7.2.
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Scenario 5- Sporadic Jamming Attack on the communication between

S0 and the corresponding agent: An attacker performs sporadic jamming on the

communication between output sensor S0 and the corresponding agent ( controlling

S0). An adversary will alter one bit in a data frame and force the sensor to drop

that data frame. Because of the channel interference, it becomes difficult for the

victim agent to distinguish whether its signal band is intentionally jammed or

not. Therefore, the agent increases his transmitting power, causing resources to

deplete faster.

7.5.6 Conclusion

We presented a cross-domain DoS/DDoS attacks taxonomy in the ICPS context.

Concrete examples of the various attack types have been presented in the context

of CPCS, to show the applicability of the proposed taxonomy. The examples

illustrated that attacks on one layer could impact the other layer(s) of CPS. Also,

attackers can combine different DoS/DDoS tactics into a single composite attack.

Thus, the proposed taxonomy and attack scenarios are helpful to cyber security

personnel to understand the characteristics of attacks on the smart manufacturing

systems and develop appropriate defense strategies.



Chapter 8

Prelude - Manuscript 4

The following chapter has been published as a journal paper in IEEE Transactions

on Industrial Informatics under the title of Actively Detecting Multi-Scale Flooding

Attacks & Attack Volumes in Resource-Constrained ICPS. Overall, manuscript 4

addresses the fourth and fifth research objectives by designing, developing, and

implementing the light-weight active security solution for resource-constrained

ICPS (Section 1.2.1).

Resource-constrained ICPS are important but vulnerable critical infrastructure

components under cyber attacks like DDoS flooding attacks. With massive traffic

requests, these attacks overwhelm the limited resources of resource-constrained

ICPS. Flooding attacks can be multi-scale, and their intime detection is critical

as they can lead to crashes, network congestion, or performance degradation of

the devices. To actively secure resource-constrained ICPS, there is a need for

light-weight framework which can detect multi-scale flooding attacks and attack

volumes by focusing on the frequency signature of the incoming traffic. In this

paper, we have extended our work (Chapter. 4) and proposed a novel two-phase

technique for spectrum analysis. The first phase detects the presence of attacks

by using statistically robust and low computational overhead methods such as the

133
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spectra similarity method and modified fast-entropy method. The next phase will

determine the attack volumes based on these two methods combined true output.

The experimental results and analysis show the outperforming performance of the

proposed framework in terms of CPU and memory overhead and attack detection

time compared to the existing state-of-the-art.

Using our proposed flooding technique, we also validated the newly created

dataset discussed in Appendix. A. The dataset was created for intrusion detection

employing a self-organised conveyor system controlled by multi-agent technology.



Chapter 9

Actively Detecting Multi-Scale

Flooding Attacks & Attack

Volumes in Resource-Constrained

ICPS (Manuscript 4)

9.1 Abstract

The significant growth in modern communication technologies has led to an

increase in zero-day vulnerabilities that degrade the performance of ICPS. DDoS

attacks are one such threat that overwhelms a target with floods of packets,

posing a severe risk to the normal operations of the ICPS. Current solutions to

detect DDoS attacks are unsuitable for resource-constrained ICPS. This study

aims to actively detect multi-scale flooding DDoS attacks and attack volumes on

resource-constrained ICPS by analysing a magnitude spectrum of incoming traffic

in a frequency domain. A two-phased technique is proposed for the spectrum

analysis: detecting the attack presence and detecting the attack volume. Both

135
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phases use a novel combination of light-weight and theoretically sound statistical

methods. The effectiveness of the proposed technique is evaluated in terms of

true and false positive rate, accuracy, and precision using BOUN DDoS 2020

and CICDDoS 2019 datasets. The proposed approach was implemented on a

PLC-based system and demonstrated outperforming performance in terms of CPU

and memory overhead, as well as attack detection time when compared to the

existing state-of-the-art.

9.2 Introduction

Distributed Denial of Service (DDoS) is an immerse threat that disrupts or

degrades some or all of the resources of Industrial Cyber-Physical Systems

(ICPS) by preventing information distribution over networks (Agrawal & Ku-

mar, 2022),(D. Zhang, Wang, Feng, Shi & Vasilakos, 2021). ICPS are highly

distributed systems with numerous components interacting with each other and

the physical environment. Inherently, ICPS, like PLCs, are resource-constrained

with limited bandwidth, processing capacity, memory, and security capabilities

(Zahid, Kuo & Sinha, 2021a). DDoS attacks exploit such limitations or vulnerabil-

ities and cause delays, bandwidth depletion, buffer overflows, and crashes (Bhatia,

Behal, Ahmed, Somani & Poovendran, 2018). DDoS attacks are categorised based

on attack rate (High-rate or flooding attack and Low-rate DDoS) or their impact

(resource-depletion or bandwidth depletion attacks) (D. Zhang et al., 2021) or

in terms of Endpoint (devices/applications in the physical and cyber layers) and

Network (communication layer) of ICPS (Zahid et al., 2022b). A recent analysis of

DDoS attack trends shows that these attacks are evolving rapidly in terms of their

types, volume (increased by 89% QoQ (Quarter-on-quarter)), and rates, which

have increased dramatically (Omer, n.d.). The in-time detection of DDoS attacks,
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particularly the multi-scale flooding attacks is critical and challenging due to the

high operational destructive impact of flooding attacks on performance and safety

(David & Thomas, 2019; Zahid et al., 2022b). "Multi-scale" refers to varying

aspects of the attack traffic, including predictable and unpredictable attack rates,

attack periods, attack densities, peaks, and attack volume (magnitude/ sheer

number of attacks over a given time-interval-attack intensity) (Omer, n.d.; He et

al., 2005).

This work explores the following research questions:

RQ1 What are the existing DDoS flooding attack detection strategies suitable for

ICPS applications?

RQ2 What are the limitations of the works identified in RQ1 in resource-constrained

ICPS applications?

RQ3 How can a light-weight active security technique be provided in resource-

constrained ICPS to deal with multi-scale flooding attacks and attack

volumes?

RQ4 How can the technique proposed in answering RQ3 be evaluated for its

feasibility and effectiveness with respect to the works identified in RQ1?

We answer RQ1 and RQ2 through a literature survey presented in Sec. 9.3.

RQ3 and RQ4 are answered (Sec. 9.4-Sec. 9.6) through an adapted Design Science

research methodology to build and test the light-weight technique for detecting

multi-scale flooding attacks in resource-constrained ICPS applications.

Our survey results (Sec.9.3) indicate that the optimal solution for detecting

multi-scale flooding attacks in resource-constrained ICPS is still an open research

problem (David & Thomas, 2020; Agrawal & Kumar, 2022). Existing works

use anomaly-based, signature-based, or hybrid-based detection approaches (Tan,
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Guerrero, Xie, Han & Vasquez, 2020; D. Zhang et al., 2021). These security

approaches are heavy-weight, not memory-efficient, require significant processing

capacity, and have high false positive rates. These limitations make the existing

works ineffective, difficult to determine the flooding attacks in time, and expens-

ive to develop and maintain (Tsobdjou, Pierre & Quintero, 2022), especially in

resource-constrained ICPS (Agrawal & Kumar, 2022). Moreover, attack volumes

comprehensively assess the number of attacks and their intensity. A higher attack

volume typically implies a more significant threat. Thus, resource-constrained

ICPS require light-weight mechanisms to actively (dynamically and programmabil-

ity) detect multi-scale flooding attacks and volumes early from the incoming traffic

flow (Zahid, Kuo & Sinha, 2021a).

This study aims to propose a light-weight active security technique to detect

multi-scale flooding attacks and volumes in resource-constrained ICPS to address

the identified issues. The proposed technique analyses the network traffic in the

frequency domain and is based on straightforward spectral analysis and statistical

approaches, which allow fast and accurate detection of DDoS attacks (Nooribakhsh

& Mollamotalebi, 2020). Frequency domain analysis is a promising approach that

provides a better understanding of network traffic which is often not possible

via time domain analysis and enables accurate and robust attack detection using

unique frequency signature of abnormal behaviour (He et al., 2005).

PLCs are industrially-hardened but resource-constrained computers on which

ICPS software is deployed to control physical processes. DDoS attacks can very

quickly overwhelm PLCs, causing substantial disruptions. Protecting PLCs from

DDoS is challenging and has not received significant research attention (Verma

et al., 2023). To the best of our knowledge, no existing work provides flooding

attack detection within a PLC-based ICPS. Another significant contribution of

this work is the implementation of our proposed attack detection technique on
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the PLC-based ICPS.

To pursue the research questions, the primary contributions of this study are:

1. A systematic literature review of the existing DDoS flooding attack detection

strategies (Section. 9.3).

2. This article proposes a novel two-phased light-weight active security tech-

nique to dynamically detect multi- scale flooding attacks and attack volumes

in resource-constrained ICPS (Section. 9.4).

3. A novel multi-method approach to dynamically detect the presence of

flooding attacks in PLC-based ICPS (Section. 9.4).

4. An experimental validation of our proposed approach on publicly available

datasets: Boğaziçi University Dis- tributed Denial of Service (BOUN DDoS)

dataset (Erhan & Anarim, 2020) and CICDDoS 2019 (Sharafaldin, Lashkari,

Hakak & Ghorbani, 2019) (Section. 9.6).

5. The performance (memory and CPU overhead) evaluation of the proposed

approach using PLC (Section. 9.6).

9.3 Related Works

Traditional security mechanisms like firewalls, routers or load balancers are

ineffective in resource-constrained ICPS (Agrawal & Kumar, 2022; Verma et al.,

2023) as they do not prioritise memory efficiency or resource optimisation. These

mechanisms rely on prior knowledge of attack signatures (specialised patterns

signaling threats); consequently, new and unseen attacks go unnoticed (Verma

et al., 2023). Various DDoS attack detection surveys exist (Tan et al., 2020;
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Table 9.1: State-of-the-art DDoS flooding attacks detection strategies based
on Detection methods, Detection features, Attack volume (Yes/No), Do-
main analysis (Time/Frequency), Resource-constrained (Yes/No), Threshold
(Static/Dynamic/Not-Applicable (NA)), Datasets used (Name/No (dataset not
used))

References Detection
Method(s)

Detection
fea-
ture(s)

Vol2 Dom3 Res4 Th5 Datasets
used

(Ma, Almutairi, Al-
wakeel & Alhameed,
2023)

Hierarchical Bayesian
Network

Src6, Dest
IP7, P8,
service
types,
duration

No T9 No NA NSL-KDD

(Sivamohan et al.,
2023)

Krill herd optimisa-
tion, bi-LSTM

flow and
connection
data

No T No NA NSL-KDD

(B. Liu et al., 2022) Matrix multiplication control
data

No T No NA No

(Tsobdjou et al., 2022) Shannon Entropy Src, Dest
IP

No T No D No

(Zahid, Kuo & Sinha,
2021a)

QuickDFT Timestamp No Freq10 Yes NA BOUN
DDoS 2020

(B. Li et al., 2021) Federated Learning,
neural network

flow data No T No S No

(Ali et al., 2021) Entropy, Sequential
probability ratio

Dest IP No T No S11 DARPA98,
DARPA2000,
CICDDoS
2019

(David & Thomas,
2020)

Renyi Entropy,
Stochastic gradient

Src, Dest
IP, Src,
Dest ports,
P, packet
size

No T No D12 MIT98,
CAIDA2007

(Kordestani et al.,
2020)

Fuzzy logic, neural net-
work

flow rate,
pressure

No T No NA No

(Mahmoud et al.,
2020)

Random Conditional
Probability

Control
data

No T No S No

(Raiyat Aliabadi,
Seltzer, Vahidi-Asl &
Ghavamizadeh, 2021)

Bayesian-based search,
score technique

not men-
tion

No T Yes NA No

(David & Thomas,
2019)

Mean, variance Src, Dest
IP, Src,
Dest ports,
P

No T No D DARPA2000,
DARPA98

(Fouladi, Ermis &
Anarim, 2019)

DFT, Sparse represent-
ation model

Timestamp No Freq No S CAID2011

(Behal, Kumar & Sach-
deva, 2018)

Generalised Entropy,
Information Distance

Src IP No T No S MIT98,
CAIDA2007,
FIFA98

(K. Singh, Dhindsa &
Bhushan, 2018)

Shannon Entropy Src, Dest
IP, Src,
Dest ports,
P

No T No D No

Our work Fast-entropy, Jaccard
similarity, Euclidean
distance

Timestamp Yes Freq Yes D CICDDoS
2019,
BOUN
DDoS
2020

1References, 2Attack volume, 3Domain analysis, 4Resource-constrained, 5Threshold, 6Source,
7Destination IP, 8Protocol, 9Time, 10Frequency, 11Static, 12Dynamic

Zahid et al., 2022b; Bhatia et al., 2018; D. Zhang et al., 2021), but none consider

resource-constrained ICPS.
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Our survey includes generic and ICPS-specific techniques for detecting flooding

attacks. Table 9.1 shows a comparison of various state-of-the-art DDoS detection

strategies.

Several works employ information entropy, statistical dispersion, similar-

ity/dissimilarity, machine learning, hybrid and knowledge-based methods for

attack detection. Information entropy-based detection mechanisms measure

changes in the randomness of network traffic. However, most techniques are

not ICPS-relevant, have low detection rates and/or have high computational costs

(David & Thomas, 2020). Statistical dispersion methods become computation-

ally time and resource-intensive when large numbers of network traffic detection

features (inspection and analysis of both header and payload of packets) are

considered (Nooribakhsh & Mollamotalebi, 2020). Using static thresholds is com-

putationally inexpensive, but such techniques cannot adapt to changing traffic

characteristics and are ineffective in dealing with new attacks (Tsobdjou et al.,

2022). The spectral analysis can detect trends and irregularities in network traffic

effectively (He et al., 2005),(Fouladi et al., 2019), but it has not been used in

resource-constrained ICPS.
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Existing techniques for detecting DDoS attacks in ICPS range from machine

learning, signature-based, and knowledge-based approaches (B. Li et al., 2021;

Zahid, Kuo & Sinha, 2021a; B. Liu et al., 2022; Mahmoud et al., 2020; Kordestani

et al., 2020; Raiyat Aliabadi et al., 2021). These techniques require baseline

information like historical data, models, forecasts or rules, and dictionaries of

known attacks. These methods are not well-suited for resource-constrained ICPS

because of high resource usage, and inability to detect previously unknown attacks.

Another work (Zahid, Kuo & Sinha, 2021a) employs frequency analysis for DDoS

attack detection in ICPS; however, detection relies on human observation and

attack detection time is high.

Generally, most current works are validated against outdated datasets, making

them ineffective against more sophisticated flooding attacks (Tsobdjou et al.,

2022). Also, many of the research efforts use time domain analysis of network

traffic and cannot detect patterns hidden in a noisy environment (He et al., 2005).

Moreover, researchers proposed a single method of detection that may have limited

effectiveness in a changing environment. Table. 11.1 shows that most works detect

the presence of attacks in malicious traffic, but they do not identify the attack

volume. No current work optimises performance overheads and consequently

feature high attack detection times.

Overall, in contrast to the existing works, our work introduces a multi-method,

light-weight, frequency domain technique to actively secure resource-constrained

ICPS and uses a number of optimisations to further reduce resource consumption.
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9.4 Proposed Light-Weight Multi-Scale Flood-

ing Attacks and Attack Volumes Detection

Technique

We propose a light-weight technique that actively detects multi-scale flooding

attacks and attack volume on resource-constrained ICPS in the frequency domain.

The proposed attack detection technique comprises three major components: pre-

processing, spectrum calculation, and spectrum analysis, as illustrated in Fig. 11.2.

9.4.1 Pre-processing and Spectrum Calculation

Pre-processing is a significant step in attack detection. It involves the transforma-

tion of raw network traffic into a meaningful form for accurate analysis of malicious

behavior or to uncover the hidden patterns or trends in the traffic.

This work employs a computationally efficient binning method for traffic pre-

processing. The binning method ensures that the traffic is appropriately processed

for accurate analysis in later steps of the proposed techniques. Binning involves

extracting discrete packets from the network over a time window and distributing

them into contiguous and equally sized event bins. The flooding attacks exhibit

specific temporal traits; thus, binning methods help to identify the deviations or

trends over different time intervals.

During traffic pre-processing, the first and last packet arrival times (tfirst

and tlast) and the total number of packets captured (ptotal) are used to create

equally sized bins xi with the duration ts (dynamic sampling time-period). X =

[x1, x2, ...xn] is the array of all bins over a time-window tw. The dynamic sampling

time-period is computed by ts = 1/(2 × fs) where fs = ptotal/(tlast − tfirst). The

2 × fs is used as the Nyquist sampling frequency. Each bin’s duration is one ts
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and stores a count of the number of packets within the bin’s time period.

Spectrum calculation uses a light-weight Quick Discrete Fourier Transform

(QuickDFT) approach to transform the bins of packets counts in the time domain

into the frequency domain (Zahid, Kuo & Sinha, 2021a). C = QuickDFT (X)

where C = [c1, c2, ..., cn] is the magnitude array of the frequency domain repres-

entation of the packets over the time-interval tw (Zahid, Kuo & Sinha, 2021a).

Baseline data: Our detection technique detects anomalies or deviations from

a baseline array (B = [b1, b2, ..., bn]), representing the normal traffic where the

system is not under attack. The baseline array is an iteratively updated array

storing the magnitude values of baseline traffic over the frequency domain. Further

detail about baseline data is in Sec. 9.5.1.

9.4.2 Spectrum Analysis

The spectrum analysis component consists of two phases: attack presence and

attack volume detection. Attack presence detection is further divided into two

sub-phases, shown in Fig. 11.2. Spectra-similarity based detection uses the Jaccard

Similarity metric (Cha, 2007) to compare the similarity between normal and

incoming traffic magnitude spectra with high accuracy. Jaccard similarity was

selected due to its lower sensitivity to noise and based on the higher detection

accuracy after extensive experimentation over various metrics, including Intersec-

tion, Kulczynski, Soergel, Canberra, Czekanowski, Tanimoto, and Hellinger (Cha,

2007). Modified fast-entropy based detection uses the fast-entropy method (David

& Thomas, 2015) to monitor changes in entropy (uncertainty) of the magnitude

spectrum of traffic through flooding attacks. Utilising the multi-method approach

in phase-I improves the effectiveness of flooding attacks detection by providing

distinct abnormal traffic behaviour and increasing the confidence level in detection
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results. Both proposed methods contribute to identifying the flooding attack by

analysing the magnitude spectrum in the frequency domain, but their applications

differ. Jaccard similarity indicates the potential attack based on the deviation of

incoming traffic from the established baseline. While, the modified fast-entropy

detection focuses on the randomness of incoming traffic during the attack based

on the calculated fast-entropy value.

The second phase, volume detection, uses Euclidean distance (a dissimilarity

metric) as the primary measure (Cha, 2007). Euclidean distance is computationally

simple and can analyse the correlation information more efficiently and effectively,

even over a few features(Cha, 2007). The following analysis is all performed over

the frequency domain.

Spectra-similarity based detection: The Jaccard similarity is computed

over the baseline B and incoming traffic spectra C using Eq. 9.1 where n =

max(|C|, |B|) (Cha, 2007):

J =
∑n

k=1 ck.bk∑n
k=1(ck)2 + ∑n

k=1(bk)2 − ∑n
k=1 ck.bk

(9.1)

Trailing zeros are padded to ensure the two arrays are of the same size. Perfect

similarity is indicated by 1, while 0 means no similarity (Cha, 2007). An attack

is present if the value of J lies within the range of 0 to 0.5. The intention

behind establishing this range is to provide a clear distinction between normal

and malicious behaviour and effectively capture the deviation of incoming network

traffic from the baseline.

Modified Fast-Entropy Method: The entropy value describes the dispersion

or concentration of network traffic features (David & Thomas, 2020). The higher

the concentration, the lower will be the entropy value. In flooding attacks, the

number of packets increases significantly for a certain time-period, which results
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in a dominant peak that indicates a dramatic fall in fast-entropy value.

To reduce the computation time, we first create a sub-array of C, denoted as

Z, for the values greater than or equal to a lower control threshold β (calculated

by using Eq. 9.8 discussed in Sec. 9.5.2). Let Z = [z1, z2, . . . , zk] where ∀z ≥ β be

the sub-array of C.

The fast-entropy values H = [h1, h2, ...hk] for each corresponding magnitude

value in Z is calculated by Eq. 9.2 where hj is the fast-entropy value of zj.

hj = −log zj∑|Z|
i=1 zi

+ λj

where

λj =


|log zj

zj+zj+1
|, if zj ≥ zj+1

|log zj+zj+1
zj

|, if zj < zj+1

(9.2)

λj is the fast-entropy calibration factor based on (David & Thomas, 2015).

In our study, to increase the accuracy of the multi-scale attack detection, we

have modified the existing fast-entropy calibration factor (λj) empirically using

Shannon’s fundamental properties of information content (Cover Thomas &

Thomas Joy, 1991). Several measures were trialled before Eq.9.2 was chosen

as it exhibited the best accuracy. The modified fast-entropy method detects an

attack if incoming traffic’s fast-entropy rate (δZ) is less than the flooding attack

confirmation threshold (Θ). Generally, the fast-entropy rate (δ) is the average of

all entropy values H (K. Singh et al., 2018).

δ =
∑|H|

k=1 hk

|H|
(9.3)

An attack is detected if δZ is less than a threshold Θ (see Eq. 9.9 in Sec. 9.5.2).

Attack Volume Detection: Fig. 11.2 shows that the attack volume detection
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phase triggers based on the true output of the attack presence detection phase.

Euclidean distance is used to determine the attack volume, i.e., one-time extreme

peak (one dominant peak) or peak volume (multiple dominant peaks) by using an

Eq. 9.4.

d = |a1 − a2| (9.4)

where a1 and a2 are two points on the real line in one dimension (either x-axis or

y-axis). As we are only interested in the dominant peaks, we created a subarray

called Ĥ from H where the values are above the upper control threshold (ξ)

(calculated using Eq. 9.8 in Sec. 9.5.2). Let Ĥ = [ĥ1, ĥ2, ...ĥm] where ∀ĥj ≥ ξ.

The attack volume is calculated with the Euclidean distance d between each

fast-entropy value in Ĥ and the dominant peak’s fast-entropy value (ζZ) where

ζZ=min(H). The peak volume is identified if the d values lie within the range

from 0 to less than 0.5. The distance 0 means the peaks are close (have the same

amplitude). An alert will be generated to give the information about the identified

dominant peaks responsible for an attack. Equation 9.5 is performed for all values

in Ĥ.

alert = |ζZ − ĥj| < 0.5 (9.5)

9.5 Initialisation of Baseline, parameters and

Thresholds Computation

This section discusses the methods to set the baseline and thresholds.

9.5.1 Initialisation of Baseline and parameters

The baseline is built using normal behaviours identified by the system when the

usual messages are being sent between devices. First, a list of magnitude arrays
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identified as normal traffic are collected, representing a range of normal traffics

across different time intervals. The mean of each magnitude array is calculated, and

the array with the maximum mean was selected as baseline (B). The maximum

mean demonstrates the highest value (number of packets/magnitude) for the

legitimate traffic at a particular destination IP. Fig. 9.2(a) shows the illustration

of the baseline.

This baseline magnitude array is used to calculate the various parameters,

such as baseline fast-entropy values (HB) using Eq. 9.2, baseline fast-entropy rate

δB using Eq.9.3 and baseline standard deviation σB that will be used to compute

the flooding attack confirmation threshold using Eq.9.9 ( Sec. 9.5.2).

The baseline is updated when no attack is detected, and the mean of the

current magnitude array C is greater than that of the baseline. The baseline is

then updated as B = C. The various parameters are also subsequently updated.

9.5.2 Thresholds Computation

For accurate attack detection, threshold(s) identification and setting the values

are challenging tasks (K. Singh et al., 2018). The thresholds used in this study

are dynamic (change with the changes in network traffic flow) and determined by

the traffic distribution.

Our approach uses a lower control threshold (β), and flooding attack confirm-

ation threshold (Θ) at phase-I (during modified fast-entropy based detection).

To determine the peak volumes at phase-II, the upper control threshold (ξ) is

identified. In essence, the amplitude of very high frequencies are the harmonics or

noise which contains unimportant information (Zahid, Kuo & Sinha, 2021a); there-

fore, we created β to remove unimportant information (noise/harmonics) and to

eliminate the chances of false positives and negatives. The purpose of establishing
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an upper control threshold (ξ) is to identify attack volumes in resource-constrained

environments while minimising the number of computations.

As our purpose is to make a robust and simple approach for resource-constrained

ICPS, we have used Chebyshev’s Inequality (Amidan, Ferryman & Cooley, 2005)

to determine the upper and lower control thresholds. Chebyshev’s Inequality is a

valuable and flexible approach to assessing the proportion of observations that

fall within a z (integer) range of standard deviations, as shown in the equation

(Eq. 9.6) (Amidan et al., 2005).

[µ − z.σ, µ + z.σ] (9.6)

During the flooding attack, the attack spectrum has higher amplitudes than

the legitimate spectrum because attack network traffic contains more packets

(Zahid, Kuo & Sinha, 2021a). Therefore, we have used the upper bounds of

the interval both for the lower control (β) and upper control (ξ) thresholds. In

addition, to overcome the issue of false alarm rates, we have also introduced the

threshold calibration factor called Freeman’s index (v) with Chebyshev inequality.

This factor is calculated by Eq. 9.7.

v = |1 − fs|
|C|

(9.7)

Thus, β and ξ are calculated for C by combining the upper bounds of Eq. 9.6

with Eq. 9.7, as shown below:

[µC + z.σC ] + v (9.8)

Our study detects an attack by comparing incoming traffic with the baseline

distribution. Therefore, the modified fast-entropy method signals the presence of
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an attack by computing the flooding attack confirmation threshold (Θ) from the

normal baseline behaviour of the network. Θ is calculated from the multiple of

standard deviation (σB) of B with baseline fast-entropy rate (δB) using Eq. 9.9.

Θ = δB ∗ σB (9.9)

The selection of appropriate threshold values is essential for the accurate and

precise detection of DDoS attacks in the resource-constrained ICPS. The sole

purpose is to decrease the rate of false alarms. The selection of threshold values

is discussed in Sec. 9.6.3.

9.6 Experimental Analysis and Discussion

9.6.1 Experimental Configurations and Datasets

Our proposed approach was implemented on Raspberry PLC 50RRA with 4GB

RAM. The proposed algorithm was codified in Python language and run many

times on two different publicly available DDoS datasets: BOUN DDoS 2020

(Erhan & Anarim, 2020), and CICDDoS 2019 (Sharafaldin et al., 2019), which

are used to detect different types of DDoS attacks. Note, we will use BOUN

DDoS and CICDDoS to represent BOUN DDoS 2020 and CICDDoS 2019 datasets,

respectively.

The BOUN DDoS and CICDDoS datasets include the recent DDoS attack

vectors or types. Several studies have used them for real-world intrusion detec-

tion (Zahid, Kuo & Sinha, 2021a; Ali et al., 2021). The BOUN DDoS dataset was

generated to detect flooding DDoS attacks like TCP-SYN and UDP flooding. In

contrast, the CICDDoS dataset was used to detect Exploitation and Reflection-

based DDoS attacks. For our work, shown in Table. 11.2, we have categorised
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Table 9.2: Information about used datasets

Datasets Attack
Frequency Attack Start-Time Attack End-time Destination IP

Address
BOUN_1 1000Hz 75.5356 105.685 10.50.199.99
BOUN_2 2000Hz 280.594 303.162 10.50.199.99
BOUN_3 1500Hz 180.942 203.552 10.50.199.99
CICDDoS Variable 12:30:00 14:35:00 192.168.50.4
CICDDoS Variable 10:30 13:30 192.168.50.1

the BOUN DDoS dataset as BOUN_1 for attack period 1 (75.535-105.685secs)

with attack frequency 1000Hz, BOUN_2 for attack period 3 (280.594-303.162secs)

having an attack frequency 2000Hz and BOUN_3 for attack period 2 (180.942-

203.552secs) having an attack frequency 1500Hz. Similarly, the CICDDoS dataset

contains the SYN flooding attack samples captured at 12:30:00-14:35:00 on 12th

January and 10:30-13:30 on 11th March.

Moreover, most of the existing works merged two different datasets to differ-

entiate the legitimate and attack traffic, which influence their detection results

(Tsobdjou et al., 2022). However, we have used the same datasets for both normal

and attack traffics to analyse our proposed work.

9.6.2 Simulation Scenarios and Results

To show the applicability and flexibility of our proposed technique, we experi-

mented with multi-scale traffic characteristics and considered three scenarios:

Scenario 1- Attack Rates: The packet transmission characteristics determine

the attack rates. There are two types of attack rates: Predictable and Non-

predictable attack rates. The predictable attack rate involves sending the attack

packets to the victim according to a predictable pattern. In contrast, the non-

predictable attack rate involves sending the attack packets randomly or at a

variable rate to avoid being discovered. In our study, we have used the attack

rates of the BOUN DDoS dataset as the predictable DDoS attack rates, and the

CICDDoS dataset is used to validate our approach for non-predictable attack
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rates. The simulation results of our detection technique for attack rates scenarios

are shown in Table. 9.7.

Scenario 2- Attack density: An attack density is a ratio between the number

of attack packets compared to the number of normal packets at the time of the

attack (Erhan & Anarim, 2020). The performance of the proposed detection

technique for different attack densities is shown in Table. 9.7.

Scenario 3- Attack periods: We have performed experiments with different

attack periods, such as 10sec, 15sec, 60sec, 120sec. Table. 9.7 depicts the results

of different periods for each dataset.

The proposed technique was tested for the mentioned datasets and simulation

scenarios. The first step in our experiments is to set the baseline by following

the procedure mentioned in (Sec. 9.5.1). For illustration, the normal magnitude

spectrum with the highest mean (µ=6.5) was selected as a baseline in the CICDDoS

dataset, as shown in Fig. 9.2(a). This baseline is used to compute the flooding

attack confirmation threshold (Θ = 11.12).

Table 9.3: Simulation results for unpredictable attacks in ten bins utilising CICD-
DoS dataset

Results Bin1 Bin2 Bin3 Bin4 Bin5 Bin6 Bin7 Bin8 Bin9 Bin10
J 0.1 0.25 0.2 0.1 0.01 0.3 0.25 0.05 0.1 0.2
Cmax 422.4 328.3 339.8 330 353.5 364.6 439.1 403.4 355.1 397.7
ζZ 8.95 9.35 9.31 9.34 9.25 9.16 8.85 9.01 9.20 9.04
δZ 6.99 6.96 6.9 6.96 6.93 6.97 6.89 6.99 6.93 6.96
Θ 11.12 11.12 11.12 11.12 11.12 11.12 11.12 11.12 11.12 11.12
No of dominant peaks 7 12 15 17 12 10 3 5 9 9

Using the CICDDoS dataset, we conducted a simulation of the flooding attack

on a victim’s destination IP and used our technique to detect the attack. The

purpose was to determine the presence of an attack in the incoming traffic. For

example, using the steps discussed in Sec. 9.4.1, we simulate an attack with a

period of 60 secs and set the window size (tw) to 1 sec. During this attack period,

1582112 packets were captured with a 70% attack density, and 60 bins of 1 sec
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were observed.

 (a) Baseline

 

 

 

(b) Incoming traffic with β (blue line) and ξ (red line)

Figure 9.2: Illustration of Baseline and Incoming Traffic Magnitude Spectra

Table. 9.3 shows the simulation results of 10 bins generated within first 10

secs and Fig. 9.2(b) shows the incoming traffic spectrum for Bin 10. Jaccard

similarity between the baseline and incoming traffic is J = 0.2, which shows

significant variance. Therefore, the system is considered under flooding attack.

To further confirm the presence of the flooding attack within the incoming traffic,

as shown in Fig. 9.2(b), the modified fast-entropy was calculated for amplitude

values greater than or equal to the lower threshold value β = 121.8, represented
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by a blue line in Fig. 9.2(b). It is evident from Table. 9.3 that incoming traffic

potentially indicates a flooding attack as δZ (6.96) is less than Θ (11.12). After

confirming attack presence, attack volume is identified for the values greater than

or equal to the upper control threshold value ξ = 235, represented by a red line.

The dominant peak’s fast-entropy value (ζZ = 9.04) for the incoming traffic is

compared with other fast-entropy values within Bin 10. Finally, an alert will be

generated when our proposed approach identifies the number of dominant peaks

that are contributing to the intensity of an attack.

Similarly, Table. 9.4 shows the simulation results for BOUN_2 dataset for

10 secs where attack density was 40% and attack rate was 2000 Hz (predictable

attacks). We also applied our approach on BOUN_1 and BOUN_3 datasets and

complete simulation results are available in (detracted for the blind review)

Table 9.4: Simulation results for predictable attacks in ten bins utilising BOUN_2
dataset

Results Bin1 Bin2 Bin3 Bin4 Bin5 Bin6 Bin7 Bin8 Bin9 Bin10
J 0 0.1 0.3 0 0.2 0 0.2 0.3 0.1 0.3
Cmax 772.6 662.9 1115.1 724.06 900.5 703.9 793.3 799.6 886.1 865.3
ζZ 3.17 3.5 2.5 3.34 2.8 3.35 3.04 3.11 2.90 2.95
δZ 6.0 6.4 6.16 6.24 6.39 6.23 6.03 6.25 6.11 6.22
Θ 15.08 15.08 15.08 15.08 15.08 15.08 15.08 15.08 15.08 15.08
No of dominant peaks 1 2 1 2 1 2 3 1 2 2

We also performed the same tests for BOUN_1 and BOUN_3 datasets and

complete results are available in (detracted for the blind review).

9.6.3 Selection of Thresholds values

To determine the appropriate values for the lower control threshold (β) and upper

control threshold (ξ), the critical selection was the z (integer) range of standard

deviation (range of [-6,+6] is commonly used in practice). While determining

thresholds, the integer z is denoted as zβ for calculating β and as zξ for computing

ξ. Tables. 9.5 and 9.6 show simulation results with different values for zβ and zξ,
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Table 9.5: Determination of Values for CICDDoS dataset

Value of zβ Value of zξ Avg Accuracy Avg Detection time

1
2 40% 0.8sec

3 75% 0.75sec

4 90% 0.65sec

5 95.5% 0.6sec

6 Not Applicable

2
3 85% 0.7sec

4 93% 0.63sec

5 100% 0.6sec

6 Not Applicable
3 4 60% 0.7sec

Table 9.6: Determination of Values for BOUN DDoS dataset

Value of zβ Value of zξ Avg Accuracy Avg Detection time

1
2 20% 0.45sec

3 45% 0.47sec

4 50% 0.43sec

5 55% 0.39sec

6 55% 0.44sec

2
3 82% 0.39sec

4 95% 0.35sec

5 100% 0.25sec

6 80% 0.4sec

3
4 70% 0.38sec

5 75% 0.38sec

and the optimal selection was based on the average accuracy and attack detection

time. It is shown in Table. 9.5 that z plays an essential role in the detection of

flooding attacks. If we select a lower value for z, the system becomes more sensitive

to minor deviation and generates an alert, resulting in less accuracy. Similarly,

setting a higher value result in an alert when there is a substantial deviation

from the baseline. However, the system might lead to inaccuracy. In our work,

the lower threshold is used to remove noise and the upper threshold is used to

select the amplitude values representing the attack intensity in terms of dominant

peaks. The need is a trade-off between accuracy and detection time taken by the



Chapter 9. Actively Detecting Multi-Scale Flooding Attacks & Attack Volumes in
Resource-Constrained ICPS (Manuscript 4) 156

proposed approach. Therefore, we select 2-sigma (2-standard deviation) for β and

5-sigma (5-standard deviation) for ξ for both datasets, shown in Table. 9.5 and

Table. 9.6.

9.6.4 Complexity Analysis

Let n be the total number of packets within an attack period tw. Our detection

approach monitors k samples (k < n) in time-interval ts. In other words, we

obtained the detection result within ts for k samples. Let the runtime of computing

these samples be defined as α, i.e, α = ts ×k. The spectrum calculation is based on

QuickDFT, which has a time complexity of nlogn (Zahid, Kuo & Sinha, 2021a), but

in our case (as mentioned above), the time complexity is O(αlogα). The spectrum

analysis includes the time complexity of Jaccard similarity method O(α), modified

fast-entropy method (O(αlogα)), and Euclidean distance calculation O(α). Now by

combining all these time complexities we get: O(α) + O(α)+ O(αlogα)+O(αlogα)

= 2(O(α)) + 2(O(αlogα)) = O(αlogα). This time complexity indicates that

our light-weight active security technique is an efficient solution for detecting

multi-scale flooding attacks in resource-constrained ICPS.

9.6.5 Performance Evaluation

To assess the performance of the proposed detection technique, we have used

four performance evaluation criteria: false positive rate (FPR), true positive

rate (TPR), accuracy (Ac) and precision (P). False positive rate (FPR) is the

percentage of normal instances that are incorrectly classified as an attack and is

calculated by Eq. 9.10.

FPR = FP

TN + FP
(9.10)

True positive rate (TPR) is a ratio of appropriately identified attack instances
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to the total number of attack instances in the dataset. It is also called sensitivity

and is computed by using Eq. 9.11.

TPR = TP

TP + FN
(9.11)

Accuracy (Ac) is a metric used to describe how correctly the technique detects

attacks, and it is computed by Eq. 9.12.

Ac = TP + TN

TP + TN + FP + FN
(9.12)

Precision is a measure of how well a system can detect attacks or normal

behaviour. It is calculated by using Eq. 9.13.

P = TP

TP + FP
(9.13)

In the above-mentioned performance measures, TP means True positive (result

indicating correct identification of flooding attack traffic), where FP means false

positive (result showing incorrect identification of normal traffic as an attack

traffic), where TN means True negative (correct identification of normal traffic),

where FN means False negative (incorrect identification of attack traffic as normal

traffic).

The results illustrated in Table 9.7 show that the proposed technique has

100% results for the BOUN DDoS and CICDDoS datasets during different attack

scenarios.
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9.6.6 Comparison with Existing Methods

A general comparison of the proposed technique with the existing literature was

conducted in Section 9.3. Since many approaches exist in the literature, conducting

a fair comparison with all available works is difficult. Instead, the results of the

proposed work are compared with the approaches referred in (Tsobdjou et al., 2022;

Zahid, Kuo & Sinha, 2021a; B. Liu et al., 2022; Ali et al., 2021), as illustrated in

Table 11.12.

Overall, the results demonstrated that our approach exhibits robust perform-

ance, maintaining optimal accuracy under multi-scale flooding attacks without

requiring complex or expensive implementations compared to current works.

We have implemented our work on PLC and present the performance overhead

(memory and CPU usage) and attack detection time, showing that our proposed

approach is outperforming, resource-efficient, and flexible to apply in resource-

constrained environments. The results also demonstrate that multi-method attack

detection proves better than single-method detection. For example, our study

found that the Jaccard similarity alone was unreliable for detecting attacks; how-

ever, when combined with other methods, we can achieve 100% accuracy. Lastly,

unlike existing approaches, considering attack volumes adds a valuable dimension

to our proposed approach by providing a better understanding of attack intensity.

It enables to take precise and timely/immediate actions against the potential

high-rate attack.

9.6.7 Limitation of the Proposed Technique

The primary purpose of the proposed technique is to detect flooding attacks where

incoming traffic exhibits a predictable or unpredictable high-rate traffic. These

attacks include various attack densities and generate substantial volume of traffic.
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Selecting appropriate dynamic threshold values plays a vital role in accurate attack

detection. The performance of the proposed work can deteriorate for low-rate

attacks based on the selected thresholds when the background baseline traffic is

similar to the attack traffic.

Also, an imbalanced dataset with an unequal distribution of benign and traffic

samples could impact the detection’s decision. In the future, we will address this

factor to optimise our proposed approach further.

9.7 Conclusions and Future Work

Resource-constrained ICPS needs light-weight mechanisms to actively (dynamically

and programmability) detect the multi-scale flooding attacks and attack volumes

early in the incoming traffic flow. In this study, we used statistically robust

and low computational overhead methods to detect multi-scale flooding attacks

in the resource-constrained ICPS. We have experimented our work on publicly

available datasets. Furthermore, identifying attack volumes to determine the

attack intensity introduces a significant aspect integral to our proposed approach.

The implementation of our proposed technique on PLC-based systems and the

experimental results indicate that our proposed technique is light-weight and

surpasses current methods’ performances by having an attack detection time of

less than 1sec.

Considering the limitations of our work, future work is devoted to developing

a fast and efficient online learning model to detect and mitigate the slow-rate

DDoS attacks in resource-constrained ICPS.
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Table 9.8: Comparison with the existing works

References Domain
Analysis Vol1 A.Ac2% Dataset Detect2

time
Memory
usage

CPU
usage

(Tsobdjou et al., 2022) Time No 100 No 9.7sec NG NG
(Zahid, Kuo & Sinha, 2021a) Freq No NG BOUN DDoS 2020 576sec NG NG
(B. Liu et al., 2022) Time No NG No 28sec NG NG
(Ali et al., 2021) Time No 98 CICDoS 2019 NG NG NG

Our Freq Yes 100,
100

CICDDoS 2019,
BOUN DDoS 2020

0.6,
0.25

3MB,
< 1KB

10%,
4%

1 Attack Volume, 2 Average Accuracy, 3Detection time



Chapter 10

Prelude -Manuscript 5

The following chapter has been submitted as a journal paper in the Interna-

tional Journal of Information Security (Submission ID 1281cb87-9e48-445a-842e-

dd6e33b473eb) under the title of Light-weight Slow-Rate Attack Detection Frame-

work for Resource-Constrained Industrial Cyber-Physical Systems. In general,

manuscript 5 addresses the fourth and fifth research objectives through designing,

developing, and implementing the light-weight active security solution tailored for

resource-constrained ICPS (Section 1.2.1).

Slow−Rate Attack (SRA) poses a substantial threat to resource-constrained

ICPS, and the emphasis on their detection is still in the early stages. These

attacks look like a legitimate user having a slow connection or a device possessing

limited transmission capacity. We have performed a literature review of the

ICPS-specific and generic studies that have utilised Machine learning (ML)/Deep

learning (DL) mechanisms for SRA detection. Our survey research gaps indicate

that the research for actively securing resource-constrained ICPS is in its early

stages and has neglected significantly the performance and resource utilisation

aspects.

One of the significant contributions of the paper is the design, development,

162
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and implementation of an optimised OSELM-based light-weight framework for

binary and multi-class SRA detection actively. OSELM is a fast, efficient, and

online learning model using single hidden layer feed-forward neural networks. The

proposed framework comprises data collection, training, and prediction compon-

ents. The training component has two sub-components: data pre-processing and

SRA detection training. The SRA detection training sub-component utilises a

novel proposed stratified-k fold training method, which completes training in fewer

iterations and focuses on the performance and accuracy of attack detection. The

prediction component includes the data pre-processing, SRA detection evaluation

and inference sub-components. The proposed framework is experimented on the

publicly available dataset using PLC. The experiment results for both binary and

multi-class detection demonstrate optimal accuracy, outperforming performance

and minimal attack prediction time compared to the state-of-the-art methods.

The space complexity of our optimised model shows that this model is light-weight

and well-suited for the detection of slow-rate attacks in resource-constrained ICPS.



Chapter 11

Light-weight Slow-Rate Attack

Detection Framework for

Resource-Constrained Industrial

Cyber-Physical Systems

(Manuscript 5)

11.1 Abstract

ICPS are heterogenous computer systems interacting with physical processes in

an industrial environment. The high degree of distribution and interconnectedness

poses significant security threats to ICPS, including SRA. SRA often exploit

system vulnerabilities arising from the inherent limitations of resource-constrained

ICPS computers like programmable logic controller (PLC). Existing literature

identify several challenges in detecting and classifying SRA in resource-constrained

ICPS. In this article, we propose an optimised OSELM-based, novel light-weight

164
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active security framework for SRA detection. We reduce the memory and space

footprint of OSELM through optimisation techniques for deployment in resource-

constrained ICPS. Also, we introduce a simple stratified k-fold cross training

method to improve the binary and multi-class SRA detection capability of the

proposed framework, focusing on performance and accuracy of attack detection.

Experimental results demonstrate that our proposed framework can effectively

and efficiently detect binary and multi-class SRA with an accuracy of 0.975 and

0.96 with average detection times of 0.03 and 0.04 sec, respectively, using less

than 3 MB of memory and 10-12% of CPU usage in PLC-based ICPS.

11.2 Introduction

Low-rate Denial of Service attack (LDoS) attacks are recurring internet secur-

ity problems in which an attacker exploits the vulnerabilities in a protocol or

application through low-rate attack traffic that is difficult to differentiate from

benign traffic (Zhijun, Wenjing, Liang & Meng, 2020). LDoS attacks differ from

traditional DDoS attack in three ways: (1) These attacks have the same character-

istics as legitimate network traffic, making them highly concealed and challenging

to detect. (2) The average traffic rate is significantly low and the number of

sent packets is extremely small; consequently, these attacks are challenging to

detect with traditional mechanisms. (3) LDoS attack utilises TCP/IP protocol’s

three-way handshake mechanism where control measures look normal; however,

this can reduce the quality of service (Zhijun et al., 2020; M. Chen, Chen, Wei

& Chen, 2021). LDoS attack is categorized into Quality of Services (QoS), SRA,

and Service-Queue attacks based on the damage to the protocols (Rios et al.,

2022). SRA slow down application layer protocols by exploiting the methods and

characteristics of these protocols’ architecture and/or by causing buffer overflow
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(sharp increase in request-servicing time) (Zahid et al., 2022a).

SRA are a significant threat to resource-constrained systems that operate

in industrial environments. These attacks mimic a legitimate user with a slow

connection or a device with low data transmission capacity (Tripathi & Hubballi,

2021; Reed et al., 2021). SRA can cause degraded performance, sensors or actuators

data manipulation, system instability, and operational disruption (Zahid et al.,

2022a). Mitigating these attacks by modifying the operation of a protocol is not

feasible as it requires modifications in the corresponding Request For Comments

(RFC), which is a cumbersome process requiring extensive deliberations and

discussions between stakeholders (Tripathi & Hubballi, 2021).

To detect SRA, various solutions proposed by researchers include ML, DL,

Statistical and Cognitional methods (Mittal, Kumar & Behal, 2022). Among them,

ML and DL can automatically learn relevant features and identify complex and

subtle abnormal patterns from network traffic (Z. Ahmad, Shahid Khan, Wai Shi-

ang, Abdullah & Ahmad, 2021; Saghezchi, Mantas, Violas, de Oliveira Duarte &

Rodriguez, 2022; Khraisat, Gondal, Vamplew & Kamruzzaman, 2019).

Our survey (Section 11.3.1) indicates that due to the potential risks posed

on critical operations of ICPS by Slow−Rate Attack (SRA), researchers have

started focusing on detecting such attacks; however, the research is still in its

infancy. Many works use ML and DL models to detect SRA and claim high

accuracy (Z. Wang, Li, He & Chan, 2022; Gogoi & Ahmed, 2022; Kemp, Calvert,

Khoshgoftaar & Leevy, 2023; Vedula, Lama, Boppana & Trejo, 2021). The existing

works are unsuitable for resource-constrained ICPS because they use many features,

have multi-layers with many hidden nodes, and/or need backward and forward

propagation to set the optimal hyperparameters. These cause high processing

and computation overhead beyond the capacity of typical resource-constrained

ICPS components. Also, according to our literature survey in Section 11.3.1,
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little emphasis has been given to minimising existing models’ size and managing

the performance overheads in a resource-constrained environment. This paper

aims to propose a novel light-weight active security framework to detect SRA in

resource-constrained ICPS by answering four research questions:

RQ1 Which existing ML/DL based SRA detection mechanisms are suitable for

ICPS applications?

RQ2 What are the limitations of current SRA detection mechanisms identified in

RQ1 regarding actively securing resource-constrained ICPS applications?

RQ3 How can a light-weight active security mechanism based on ML/DL be

provided in resource-constrained ICPS to detect SRA?

RQ4 How can the effectiveness of the proposed light-weight active security mech-

anism be evaluated and compared to the solutions identified in RQ1?

We answer RQ1 and RQ2 through a literature survey presented in Section 11.3.1.

RQ3 and RQ4 are answered (Section 11.4-Section 11.5) through an adapted Design

Science research methodology to develop and evaluate the light-weight mechanism

to detect SRA in resource-constrained ICPS applications actively (Offermann et

al., 2009).

We introduce a framework built upon an optimised OSELM model (Liang,

Huang, Saratchandran & Sundararajan, 2006) and a novel and straightforward

adapted stratified k-fold cross training method. This framework enhances efficiency

and resource-friendliness by reducing the size and complexity of the OSELM model

to provide active security to resource-constrained ICPS against SRA. The proposed

training method reduces training time and addresses the imbalance dataset issue,

enabling the optimised model to excel in online learning efficiently. OSELM is a

fast, accurate, and computationally efficient online learning algorithm that can
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update and adapt dynamically (G.-B. Huang et al., 2005). The proposed framework

pre-processes incoming network traffic, and trains the optimised OSELM model

using our proposed training method to learn the binary and multi-class SRA

detection. In binary detection, optimised OSELM is trained to categorise the

traffic into normal or attack traffic. In multi-class detection, optimised OSELM is

trained to classify traffic into normal or different slow-rate attack types: Slowloris,

Golden Eye, SlowHTTPTest, and Hulk (Rios et al., 2022). The framework also

includes the prediction component where the optimised OSELM is used in the

evaluation/prediction of the new and unseen incoming traffic.

PLCs play an important role in executing control software for ICPS and are

susceptible to cyber threats, which impact the availability of ICPS. Another

major contribution presented in this article is that our proposed framework made

the PLC-based ICPS more security-aware. To the best of our knowledge, we have

not found any existing literature that offers a solution to actively detect SRA

within PLC-based ICPS. This absence is evidence of the improvement in the

state-of-the-art.

The primary contributions of this study are:

1. A literature review of existing SRA detection mechanisms in the literature

(Section 11.3.1).

2. The design and implementation of a general light-weight active security

framework based on an optimised OSELM to detect binary and multi-class

SRA on the resource-constrained ICPS (Section 11.4).

3. The performance improvement that resulted in a reduction of the size,

resource-utilisation, and attack detection time of the model, enhancing the

self-protection abilities of the resource-constrained ICPS.
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4. A novel and simple adapted stratified k-fold cross training method with

a significant focus on performance and accuracy of attack detection (Sec-

tion 11.4).

5. An evaluation of the effectiveness of the proposed framework through PLCs

and the publicly available CIC-IDS2018 dataset (Sharafaldin, Lashkari &

Ghorbani, 2018a) (Section 11.5).

11.3 Literature Review, Selection of Dataset and

Model

This section presents the literature review, a rationale, and a description of the

selected model used for binary and multi-class SRA detection and the selected

dataset.

11.3.1 Literature Review
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Our survey considered studies including generic mechanisms for detecting SRA

attacks, and those that are ICPS-specific using ML/DL. Table 11.1 shows the

overall findings of our literature review.

The analysis of our survey indicates that the works based on ML are easy

to design and construct, based on one or no layers, and prove to be good at

detecting SRA, as shown in Table 11.1. However, the use of these models in the

context of resource-constrained ICPS is not well-suited in two ways: first, the

effectiveness and availability of ML models compromised significantly in dealing

with diverse random traffic while operating in a real-world environment, and

second, these models use large number of features to train the models resulting in

high computational overheads (W. Wang et al., 2021).

The existing works based on DL models are considered more accurate in

detecting SRA because they can automatically extract complex features from

incomplete and high dimensional data and maintain the history of patterns, which

are helpful in detecting different types of SRA (J. Zhang et al., 2021). However,

these mechanisms exhibit slower processing speeds due to forward and backward

propagation, involve multiple hidden layers to perform complex mathematical

operations, and are sensitive to hyperparameters like epochs, large number of

hidden nodes, optimisers, learning rate or stopping criteria. Moreover, these

models required a large amount of data for training and generalisation. These

factors can lead to the challenges of high computational complexities and memory

overheads (Asad et al., 2020; Liang et al., 2006), thus hindering the practical

implementation of existing mechanisms in resource-constrained environments.

Several works utilise shallow deep learning (SDL) models for classification

because of their proven online learning detection capabilities, less training time

and computational efficiency (Z. Wang et al., 2021; ElDahshan et al., 2022;

Gunjal et al., 2022). The works (ElDahshan et al., 2022; Z. Wang et al., 2021)
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are based on traditional Extreme Learning Machine (ELM). ELM has certain 

limitations regarding training efficiency, memory requirements, and applicability. 

It is suitable for generating the best predictor by batch learning, where all the 

data is available upfront. ELM performs the data training at once and requires 

all the training samples to be stored in memory. These requirements result in 

exhaustive computational time, memory overhead and require re-training each 

time new data arrives. Furthermore, existing ELM-based works are unsuitable 

for resource-constrained ICPS because of the involvement of many hidden nodes. 

When the number of hidden nodes increases model gets the overfitting problem, 

the computational complexity of the model also grows, more memory is required 

to store the nodes parameter, and lastly, due to batch learning these models 

do not generalise well on the new test data. In summary, ELM-based works 

are unsuitable for application in real-time environments for attack detection (Al-

Haija, Altamimi & AlWadi, 2024; W. Guo, 2019). Therefore, in this study, we 

consider adopting OSELM, an extended version of ELM, to meet the continuous 

or sequential learning needs of real-time applications in ICPS (see Section 11.3.2).

Overall, our survey reveals that the research on detecting SRA in ICPS is still 

in its infancy, specifically in the domain of PLC-based I CPS. Existing works have 

prioritised attack detection rates, but pay negligible attention to performance and 

resource use. The trade-off between accuracy and efficiency for  faster and  early 

attack detection is a pressing issue in resource-constrained ICPS. This significantly 

limits the practical suitability of the existing works within resource-constrained 

ICPS. Our work aims to overcome these current gaps by providing light-weight 

framework based on an adapted OSELM model that is further refined for efficiency 

and resource consumption.
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11.3.2 Selection of OSELM for SRA attack detection in

resource-constrained ICPS

OSELM is an online extension of ELM that uses single hidden layer feedforward 

neural networks (G.-B. Huang, Zhu & Siew, 2006). Compared to ELM (discussed 

in Section 11.3.1), OSELM is specifically designed for streaming or sequential data. 

OSELM is time and memory efficient as it neither requires re-training upon the 

arrival of new data nor stores all the training samples in memory (W. Guo, 2019; 

X. Wang, Tu, Zhao & Shi, 2022). It can process training data in a chunk or one 

sample at a time. It does not require tuning learning rates, learning epochs, and 

stopping criteria, making the learning phase significantly faster than traditional 

neural networks (Liang et al., 2006). Also, literature has shown that OSELM can 

make accurate predictions (Qaiwmchi, Amintoosi & Mohajerzadeh, 2020; Y. Li, 

Qiu & Jing, 2018) and is robust to noisy data (W. Guo, 2019; A. R. Lima, Hsieh 

& Cannon, 2017).

In ICPS, as non-stationary and noisy data is collected, monitored, and pro-

cessed continuously, a well-trained model cannot remain unchanged, and new 

data features must be continuously learned (W. Guo, 2019). OSELM’s robust-

ness to noisy environments and the ability for online learning from new arrival 

data depict its adaption to changing industrial processes. Also, because of the 

limited resources, complicated and time-consuming tasks of model re-training and 

evaluation can introduce delays due to intensive computational needs and impact 

timely decision-making (Zahid et al., 2024). OSELM’s computational efficiency, 

small memory footprints, faster and simpler learning capability make it suitable 

for resource-constrained ICPS applications. Moreover, OSELM can efficiently 

learn the non-linear relationship between incoming data and their deviations or 

complex patterns, even if they fall within the linear range, which linear models
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miss (Y. Li et al., 2018). SRA manipulate data or systems’ parameters and deviate 

them from expected behavior slowly over time; for example, a slow-rate attack 

could include the alteration of packet header size, which is not linearly correlated 

with normal behavior (Further detail in Section. 11.5). Thus, the non-linear 

relationship modeling and real-time adaptive learning of OSELM could help to 

reveal the gradually hidden patterns in network traffic, making it easier and an 

appropriate model for SRA attack detection in resource-constrained ICPS.

The general architecture of OSELM has three layers: an input layer, an output 

layer, and one hidden layer between them. OSELM deployment is composed of 

two phases: boosting and online sequential-learning phases, as shown in Figure 

11.1.

Start
Setting training 

chunk 
Calculate initial 

output matrix [βo]
Set the node 
parameters 

Model 
Initialisation 

Incoming 
Traffic 

Calculate hidden 
layer matrix [Hk+1] 

Calculate the output 
layer matrix [βk+1]   

Calculate initial hidden 
layer matrix  [Ho] 

more 
samples  

Yes

No End

Boosting Phase 

Online Sequential Learning Phase

Result

Figure 11.1: Phases of Online Sequential Extreme Learning Machine

In the boosting phase, some chunk of training data (equal to or greater than

the hidden nodes) is used to train the model using these basic steps (G.-B. Huang

et al., 2005): (1) Initialise the parameters of the model randomly, i.e., the random

assignment of input weights and biases (2) Calculate hidden layer output matrix

(3) Calculate output weight matrix (4) Predict on a new sample.

The online sequential learning phase follows the boosting phase where the

model learns the train data in chunks or one-by-one by updating the weight matrix

incrementally based on the previous weights and new data samples. The details of

the basic principles of OSELM can be found in (G.-B. Huang et al., 2005; Liang

et al., 2006).
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Table 11.2: Information about Benign and Slow−Rate Attacks Types in CIC-
IDS2018 dataset

Label Date Attack
Start-Time

Attack
End-Time Instances

GoldenEye Thur-15-2-18 9:26 10:09 41,508
Slowloris Thur-15-2-18 10:59 11:40 10,990
SlowHTTPTest Fri-16-2-18 10:12 11:08 461,912
Hulk Fri-16-2-18 13:45 14:19 1,39,890
Benign 15-2-18; 16-2-18 1,442,849

11.3.3 Selected Dataset

In order to select the benchmark dataset for SRA attack detection in ICPS, the

dataset must contain real-time network traffic, must be extensive, captures the

interaction among various components, has the latest SRA attacks types and

considered to be an accurate and effective data for network attack detection

(Farhan & Jasim, 2022). Based on these criteria, the CIC-IDS2018 dataset can be

used as a benchmark dataset for our work (Sharafaldin et al., 2018a).

The CIC-IDS2018 dataset comprises benign and seven modern-day attacks, in-

cluding SRA like GoldenEye, Slowloris, SlowHTTPTest, and Hulk. The CICIDS2018

dataset closely mimics the real-world data (PCAPs) gathered by the Canadian

Institute for Cybersecurity, having more than 16 million rows and 80 features.

The infrastructure for the attack contains 50 machines, whereas the targeted

organization comprises five departments, including 420 machines and 30 servers.

This work focused on the network traffic captured on Thursday, February 15,

2018, and Friday, February 16, 2018. The chosen days encompassed different

types of slow-rate attacks that were the focus of our study. The information

about the labels used to represent slow-rate attack traffic in the dataset is given

in Table 11.2. More details of the attack types in each day’s dataset can be found

in (Sharafaldin et al., 2018a).
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11.4 Proposed Light-Weight Slow-Rate Attack

Detection Framework

This study proposed a light-weight SRA detection framework, illustrated in

Figure 11.2, comprises three major components: data collection, training and
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Slow-Rate Attack 
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Data 
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Slow-Rate Attack 
Detection Evaluation
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Figure 11.2: Proposed Light-Weight Slow-Rate Attack Detection Framework

prediction. The training component includes data pre-processing and SRA detec-

tion training sub-components during the training phase. The predication phase

starts once the optimised OSELM model is selected as a final model. In the

prediction phase, the prediction component also include a pre-processing sub-

component (difference is in Sect. 11.4.2), SRA detection evaluation and inference

sub-components.

11.4.1 Data Collection

The first phase is to collect/receive the network traffic from different ICPS sources

like sensors and actuators. As a note, the data collection process in a real ICPS
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scenario falls outside the scope of this paper. However, in this work, the data

collection phase includes selecting the publicly available dataset - CIC-IDS2018

(discussed in Section. 11.3.3). We merged different csv files in CIC-IDS2018

containing benign and SRA network traffic into one file to conduct dataset

observation and to proceed to the next phase. The network traffic data contains

many features like source and destination IP addresses, ports number, timestamps,

and many more. For more information on the features of network traffic in the

CIC-IDS2018 dataset, please refer to the (Sharafaldin et al., 2018a).

11.4.2 Data Pre-processing

Data pre-processing is essential to prepare the collected data for later computa-

tions. For training purposes, the data pre-processing includes data cleaning, data

encoding, feature selection, data partitioning, data normalisation and shuffling

(Famili, Shen, Weber & Simoudis, 1997), illustrated in Figure 11.3. During the

prediction phase, the data pre-processing sub-component includes data cleaning,

data encoding, feature consistency, data normalisation and shuffling, shown in

Fig. 11.4.

Data cleaning involves analysing and handling data for missing, undefined,

incorrect, or irrelevant information. The data cleaning step is crucial in enhancing

the data consistency and quality for efficient processing, providing reliable and

accurate results, and reducing biases. For our work, we remove the columns

containing only zeros, containing categorical values except for labels, and impute

the missing values and infinite values. We retain the duplicate rows from the

selected dataset in the data cleaning step. We aimed to ensure effective detection

where the model can learn and capture the patterns with similar traits. We made

this decision based on the nature of the attack and the patterns that emerge,
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Figure 11.4: Data pre-processing during prediction phase

specifically when an attacker sends multiple packets having similar characteristics

or patterns within the same time frame. This consideration is aligned with SRA

strategy and result in the effective attack detection.

Data encoding converts categorical features into numerical values because

machine learning models only understand the data in integers or float. In our

study, we initially applied label encoding on the target label classes (containing

the attack names), so the classifier (model) can learn the relationship and patterns
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according to their class number. Later, we applied a one-hot encoding scheme

that converts multi-class numerical values into binary values (Hnamte & Hussain,

2023). Note, for binary detection, we experiment with and without a one-hot

encoding scheme, but finally, we select only a label encoding scheme for binary

detection because this scheme is space efficient.

Feature selection is a pre-processing technique to ensure accurate decision

making, improve model performance, reduce the prediction time of the model and

address the overfitting problem (Z. Wang et al., 2022). It is employed to identify

the relevant features used to develop a model that ensures accuracy and generates

valuable predictions. In our work, we used a hybrid selection approach. The

purpose of the hybrid approach is to determine the relevant sets of features, which

are discriminative and possess a strong relationship with the target label classes

to understand the patterns for attack detection. First, we used Fisher’s score

technique (Gu, Li & Han, 2012). This technique uses the Fisher score algorithm

to independently determine the subset of best features based on their scores. After

that, we applied the Pearson correlation coefficient technique to the subset of

features to further select the feature(s) that best correlate with the target (Cohen

et al., 2009). This technique assigns a value in a range of [−1, 1], where 0 shows no

correlation, 1 shows a perfect positive correlation, and −1 shows a total negative

correlation. The purpose of using a hybrid approach is to reduce the likelihood

of one technique being sensitive to specific data characteristics; thus, the hybrid

approach increases the stability and generalisation of the selected features. The

output of this step is used as an input to the attack detection phase.

Data partitioning uses a novel adaptation of stratified k-fold cross-training

that addresses challenges arising from having an imbalanced dataset and reduces

training time. Imbalanced datasets contain an uneven distribution of target classes,

resulting in a biased model with low accuracy due to overfitting (Z. Wang et al.,
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2022). To address this issue, we created a training dataset (in a csv file) containing

approximately the same distribution of each target class. Our method splits the

training dataset into k folds equally in k iterations. During each iteration, one

fold is used as a validation set, and the remaining k-1 folds are contained in the

training set. After each iteration, performance metrics like the accuracy of the

validation set and the iteration completion time (training time) are monitored

and compared with the previous iterations. Training stops if the accuracy drops

or remains the same for consecutive iterations. The final model is evaluated using

a separate testing dataset with the same distribution of samples. This adapted

method often completes training in fewer iterations than the traditional stratified

k-cross validation method (Z. Wang et al., 2022) that requires a fixed number of

iterations. The rationale for our proposed method is discussed in Sect. 11.5.2. The

final model is evaluated using a separate testing dataset with unequal distribution

of samples.

Data normalisation transforms data values into a common scale (similar range

and mean value) to analyse the information easily. We used Min-Max Normalisa-

tion (scaling) method, which is a well-known and a simplest method to normalise

the range of features by using formulae (Sambangi et al., 2022):

x
′ = x − xmin

xmax − xmin

(11.1)

where x is the scaling data point. In this method, values for each feature are

normalised between 0 and 1, where 0 is the minimum value and 1 is the maximum

value.

Data shuffling is applied to randomly shuffle the data in the dataset to reduce

the bias and improve the model’s performance during training and validation.
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Figure 11.5: Optimised OSELM model training and prediction

11.4.3 Slow-Rate Attack Detection

OSELM model is employed for SRA detection on resource-constrained ICPS. The

use of OSELM is two-fold: to detect and classify the network traffic as a benign

or slow-rate attack (binary classification) and to classify the traffic based on the

slow-rate attack types (multi-class classification). The SRA detection phase has

two sub-phases: the training and prediction phases, as shown in Figure 11.5.

Before training the model, we first have to set up the model’s architecture

with an appropriate number of input nodes, hidden nodes, output nodes, and

activation functions. The number of input nodes in the input layer of OSELM is

equal to the optimal number of features identified during the feature selection step

of the previous phase. The only learning parameter for OSELM is determining
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the optimal number of the hidden nodes. Further detail on the selection of hidden

nodes is in Section 9.6. The additive hidden nodes with sigmoid activation function

are generally used in the hidden layers. The number of output nodes in the output

layer is based on the type of attack classification. For binary classification, only

one output node and sigmoid activation function are used to produce the binary

output (benign or attack), as shown in Figure. 11.6. For multi-class classification,
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the softmax activation function is used and the number of output nodes is set equal

to the number of target classes. In our work, we have five target classes; therefore,

we have five nodes in the output layer of our model, shown in Figure 11.7.

Training phase

The training phase involves OSELM training based on adapted stratified k-fold

cross training method, shown in Figure 11.5. During each iteration of the training

method, the training process starts with the boosting phase (Figure 11.1). In the

boosting phase, a chunk of training data is selected for initial learning depending

on the optimal number of hidden nodes. First, the weight matrix and biases

are initialised randomly to complete the initial training phase. Then, the initial

hidden layer output matrix and initial output weight matrix are computed. The

details of the basic principles of OSELM can be found in (G.-B. Huang et al.,

2005; Liang et al., 2006).

Let N be the training dataset with X distinct samples pairs (xi, ti) such

that: N = {(xi, ti): xi = [xi1, xi2 · · · , xik]T ∈ Rk is an input matrix; ti =

[ti1, ti2 · · · , tio]T ∈ Ro is a target matrix; i = 1, 2, · · · , X is a training sample; k is

number of input nodes, and o is the number of output nodes}.

Given the chunk of initial training dataset (No) with Xo distinct samples pairs

selected from N such that: No = {(xi, ti): xi ∈ Rk, ti ∈ Ro, i = 1, 2, · · · , Xo; No ≥

L, L is number of hidden nodes}, the steps involved in boosting phase are (G.-

B. Huang et al., 2005):

1. First, randomly assign the input weight (wj) and bias (bj) for input layer

such that j = 1, 2, · · · , L, wj is a weight matrix ([wj1, wj2 · · · , wjk]T ∈ Rk) between

input and ith hidden nodes and bj is bias matrix such that bj = [b1, b2 · · · , bk]T ∈ Rk

2. The initial hidden layer output matrix (Ho) is calculated as follows:
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Ho =


g(x1.w1 + b1) · · · g(x1.wL + bL)

... ... · · · ...

g(xXo .w1 + b1) · · · g(xXo .wL + bL)

 (11.2)

When the additive hidden nodes with the activation function g(x) : R → R is

used, then G(w, b, x) is represented by the following equation:

G(w, b, x) = g(x.w + b) (11.3)

where g is an activation function and sigmoid function is commonly used as follows:

g(x.w + b) = 1
1 + e−(x.w+b) (11.4)

3. The output weight matrix (βo) is calculated as follows:

βo = MoH
T
o To (11.5)

where Mo = (HT
o Ho)−1, To = [t1, · · · , tL]T .

4. Set k = 0 where k shows the chunk of training data.

After the boosting phase, the online sequential training phase will start. Upon

the arrival of new samples, the hidden layer output matrix and output weight

matrix will be updated. This phase will be repeated until all the training samples

have been processed. This is to ensure that the model is continuously adapting

and learning from the new arrival samples.

Let Nk+1 is the arriving chunk of data having Xj+1 number of samples in it

such that: Nk+1 = {(xi, ti): xi ∈ Rk, ti ∈ Ro, i = (∑k
j=0 Xj) + 1, · · · ,

∑k+1
j=0 Xj}.
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Let y = (∑k
j=0 Xj) + 1 and z = ∑k+1

j=0 Xj.

5. The hidden layer output matrix (Hk+1) is computed as:

Hk+1 =


g(xy.w1 + b1) · · · g(xy.wL + bL)

... ... · · · ...

g(xz.w1 + b1) · · · g(xz.wL + bL)

 (11.6)

6. Set Tk+1 by using following equation:

Tk+1 = [ty, · · · , tz]T (11.7)

7. The output weight βk+1 is computed as follows:

βk+1 = βk + Mk+1Hk+1(T T
k+1 − HT

k+1βk) (11.8)

where Mk+1 = Mk − MkHk+1HT
k+1Mk

1+HT
k+1MkHk+1

.

8. Update k=k+1 and repeat from step 5.

After each iteration, the performance of the model is evaluated. When the

model achieves the highest accuracy, the model will be saved. Once the model

will be trained and saved, prediction phase will start.

Prediction phase

During the prediction phase, the trained model is used to predict data in the

testing dataset, which contains new and unseen traffic samples, as shown in

Figure 11.8. It is a crucial phase in attack detection as it is responsible for SRA’s

timely identification and response. Figure 11.8 shows that we first perform the

data pre-possessing using the steps discussed in Section 11.4. After pre-processing,
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the final model identified during the previous training phase is loaded and fed

with the processed input traffic samples.

During the prediction phase, only online sequential learning phases will be

executed. During this phase, the hidden layer output matrix and output matrix

will be calculated using Eq. 11.6 and Eq. 11.8, as shown in Figure 11.1. Finally,

the model’s predicted output (target score) is calculated by Eq. 11.9 (G.-B. Huang

et al., 2005).

Hβ = T (11.9)

where size of β and T is L × o and X × o and calculated as:

β =



βT
1

βT
2
...

βT
L


=


β11 β12 · · · β1o

... ... · · · ...

βL1 βL2 · · · βLo

 (11.10)

T =



tT
1

tT
2
...

tT
X


=


t11 t12 · · · t1o

... ... · · · ...

tX1 tX2 · · · tXo

 (11.11)
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The model’s output predicts whether the samples belong to benign traffic

or attack traffic in the case of binary classification using the Sigmoid function.

The Sigmoid function maps the target score to the range [0, 1]. If the probability

is less than 0.5, the prediction states the value 0 (traffic is benign); otherwise,

the traffic is an attack traffic. In the case of multi-class classification, the model

classifies the traffic as normal or predicts the attack class type. The predicted

target score is mapped using Softmax function. Softmax function converts those

target scores into probability distribution [0, 1], where each relative probability

shows the belonging of the target score to the corresponding target classes (labels),

and finally, the sum of the probabilities is equal to 1. The predicted output with

higher probability is considered as an actual output.

Moreover, the result of the model also indicates the accuracy of attack predic-

tion, the processing time needed to detect an attack, and the system overhead to

determine the performance of the model discussed in Section 11.5.

11.5 Experimental Analysis and Discussion

11.5.1 Experimental Setup

The experimental setup for training include a Virtual Machine cluster with

specification: HP EliteDesk 800 G5 TWR 8591, Kernel Linux 5.19.0-35-generic,

Architecture:x86-64, CPU:8, total memory: 31880MB and OS: 64-bit Ubuntu

20.04. The experiments were conducted using Python 3.11 and Visual Studio

code. For data-preprocessing, we used Pandas and scikit-learn libraries. For the

model implementation, TensorFlow 2.3 and Keras are used in the backend. The

evaluation/testing of the proposed framework is done on Raspberry PLC 50RRA

with 4GB RAM.
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11.5.2 Analysis of Training and Testing Datasets

During the training phase of the proposed SRA attack detection framework, the

training dataset is used to train the OSELM model. Based on the stratified k-fold

cross training method, the training dataset contains almost equal contributions of

each label set. For binary detection, the training dataset has two labels: Benign

with value 0 and Attack with value 1; while for multi-class detection, five labels

(Benign, SlowHTTPTest, Hulk, GoldenEye, Slowloris) indicate the types of SRA

attacks with values as shown in Table 11.4.

Table 11.3: Training and Testing Dataset Information (number of samples, labels
and values) for Binary Detection

Label Value Training Dataset Testing Dataset

Benign 0 36, 000 1, 442, 849
Attack 1 36, 000 654, 300

Table 11.4: Training and Testing Dataset Information (number of samples, labels
and values) for Multi-Class Detection

Label Value Training Dataset Testing Data-
set

Benign 0 9, 000 1,442,849
SlowHTTPTest 1 9, 000 461,912
Hulk 2 9, 000 1, 39, 890
GoldenEye 3 9, 000 41, 508
Slowloris 4 9, 000 10, 990

The information, like the number of samples and values of each label used in the

training dataset for binary and multi-class detection, are shown in Table 11.3 and

Table 11.4, respectively. The total number of samples for the training dataset and

testing dataset in case of binary detection are 72, 000 and 2, 097, 149 (Table 11.3).

For multi-class detection, the training and testing datasets have 45, 000 and
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2, 097, 149 samples (Table 11.4), respectively. Note, during the data cleaning

step, no null or empty data were found. Also, we did not remove the duplicate

rows to detect the attack effectively, so the number of samples remains the same

(after the data cleaning step) as in the original dataset (discussed in Section11.4).

Moreover, the distribution of samples in the training dataset as training and

Table 11.5: Distribution of Training and Validation Set for Binary and Multi-Class
Detection

Training Dataset Ratio(%) Training set Validation set

Binary Detection 85 : 15 61, 200 10,800
Multi-Class Detection 85 : 15 38, 250 6, 750

validation sets are given in Table 11.5.

Feature Selection

As discussed in Section 11.4, the selection of the most relevant and informative

features is a significant step for accurate detection of SRA, to reduce the computa-

tional complexity, and to improve the performance of the proposed SRA detection

mechanism.
Table 11.6: Features’ ranking based Fisher’s algorithm

Feature Name Description Rank

fl_dur Flow Duration 1
tot_fw_pk Total forward packets 2
fw_pkt_l_max Maximum size of packet in forward direction 3
fw_iat_max Maximum time between two packets sent in the forward direction 4
fw_hdr_len Total bytes used for headers in the forward direction 5
pkt_size_avg Average size of packet 6
bw_iat_avg Mean time between two packets sent in the backward direction 7
fw_seg_min Minimum segment size observed in the forward direction 8
bw_iat_min Minimum time between two packets sent in the backward direction 9
fw_seg_avg Average size observed in the forward direction 10

The CIC-IDS2018 dataset has 80 features, and upon performing the Fisher

algorithm, ten features were selected based on their scores. The subset of features
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corr_matrix fl_dur tot_fw_pk fw_pkt_l_max fw_iat_max fw_hdr_len pkt_size_avg label

fl_dur 1 0.16 0.11 0.36 -0.14 0.29 0.45

tot_fw_pk 0.16 1 0.11 -0.08 0.97 0.25 0.65

fw_pkt_l_max 0.11 0.11 1 0.11 0.13 0.61 0.26

fw_iat_max 0.36 -0.08 0.11 1 0.7 0.22 0.92

fw_hdr_len -0.14 0.97 0.13 0.7 1 -0.24 0.78

pkt_size_avg 0.29 0.25 0.61 0.22 -0.24 1 0.37

label 0.45 0.65 0.26 0.92 0.78 0.37 1

Figure 11.9: Features selection based on Pearson Correlation

according to their ranks is shown in Table 11.6. Afterward, to yield more accurate

and efficient results, we applied Pearson correlation (Figure 11.9) and identified

three optimal features used for binary and multi-class detection. The final features

are selected based on a strong positive correlation with labels and a combination

of positive and negative correlations with each other. The reason for such a

combination is to make the framework robust and effective to capture not only

the common and recurring attack patterns but also diverse attack behavior.

Figure 11.9 shows that features like total forward packets (fw_iat_max) followed

by fw_iat_max and fw_hdr_len have strong correlation with target class label.

The feature, Total forward packets (tot_fw_pk), is a potential indicator to

detect SRA in our work. In SRA, an attacker sends a small number of packets over

an extended period; thus, an unusually lower rate of forward packets compared to

benign traffic indicates abnormalities in the network traffic.

Likewise, if the maximum time interval between two consecutive packets

is abnormally high, it indicates a slow traffic rate compared to benign traffic.

Therefore, another significant contributor for detecting SRA is the maximum

inter-arrival time between two packets (fw_iat_max).

In SRA, attackers send low traffic, so the packet header constitutes a significant

portion of the overall packet size, resulting in a minimum payload. Our proposed

model detects SRA by analysing the total bytes used for headers in the forward
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direction (fw_hdr_len).

Thus in our work, the final features, from the CICDOS2018 dataset, used to

detect SRA are total forward packets, maximum inter-arrival time between two

packets, and total bytes used for headers in the forward direction.

Determination of Hidden Nodes

According to the ELM learning theory, the number of hidden nodes (L) should be

greater than the feature dimensions (Leng et al., 2015). In our work, with a major

focus on resource-constrained ICPS, we determined the optimal number of hidden

nodes during stratified k-fold cross training when the validation set gives the

maximum accuracy (Section 11.4). With extensive experiments, we observed that

with the number of hidden nodes, i.e, L = 4, we obtained the optimal accuracy

(Table 11.10) for binary detection. In contrast, optimal accuracy is obtained with

L = 5 for multi-class detection, as shown in Table 11.9.

Initial Training Chunk Size Determination

Determining the initial chunk of data during the boosting phase sets a foundation

for the online sequential learning phase and thus enables OSELM to adapt and

learn from new data efficiently. According to OSELM learning theory, the chunk

size should equal or exceed the number of selected hidden nodes. For our work,

the accuracy of the validation set and training time help to determine the chunk

size both for binary detection (Table 11.7) and multi-class detection (Table 11.8).

First, for the binary detection, we experimented with keeping the chunk size

equal to the number of hidden nodes and then increasing it. Table 11.7 shows the

experimental results for choosing different chunk sizes. Finally, when we choose an
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Table 11.7: Initial Training Chunk Size Determination for Binary Detection

Initial Chunk Size Accuracy Iterations Number

4

0.2 Iteration 1
0.4 Iteration 2
0.2 Iteration 3
0.4 Iteration 4
0.2 Iteration 5
0.2 Iteration 6
0.2 Iteration 7

6

0.5 Iteration 1
0.6 Iteration 2
0.5 Iteration 3
0.7 Iteration 4
0.7 Iteration 5
0.7 Iteration 6

8

0.79 Iteration 1
0.98 Iteration 2
0.98 Iteration 3
0.98 Iteration 4

10

0.1 Iteration 1
0.6 Iteration 2
0.6 Iteration 3
0.8 Iteration 4
0.7 Iteration 5
0.8 Iteration 6
0.8 Iteration 7

initial chunk size equal to 8, the performance of the proposed framework reaches

close to optimal.

The same pattern we applied for multi-class detection. Our proposed framework

produces good results with both initial chunk sizes equal to 7.5 and 10, as shown in

Table 11.8. However, due to the resource-constrained nature of ICPS, we opted for

the chunk size that involves fewer iterations and training time, i.e, 10. For chunk

size 12.5, we got 90% accuracy in the first iteration, but the result fluctuated as
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Table 11.8: Initial Training Chunk Size Determination for Multi-Class Detection

Initial Chunk Size Accuracy Iterations Number Training time in sec

5

0.2 Iteration 1 0.6
0.3 Iteration 2 0.58
0.35 Iteration 3 0.3
0.5 Iteration 4 0.27
0.6 Iteration 5 0.25
0.65 Iteration 6 0.25
0.72 Iteration 7 0.15
0.72 Iteration 8 0.12
0.72 Iteration 9 0.11

7.5

0.3 Iteration 1 0.6
0.49 Iteration 2 0.47
0.7 Iteration 3 0.23
0.97 Iteration 4 0.19
0.97 Iteration 5 0.17
0.97 Iteration 6 0.15

10

0.54 Iteration 1 0.5
0.8 Iteration 2 0.21
0.97 Iteration 3 0.13
0.97 Iteration 4 0.10
0.97 Iteration 5 0.10

12.5

0.9 Iteration 1 0.5
0.7 Iteration 2 0.3
0.7 Iteration 3 0.25
0.97 Iteration 4 0.19
0.8 Iteration 6 0.11
0.9 Iteration 7 0.10
0.75 Iteration 8 0.10

we did further iterations.

Selection of the Final Optimised Model for Binary and Multi-Class

Detection

Table 11.9 and Table 11.10 show the accuracy, and detection time in sec for the

iterations performed during the stratified k-fold cross training. While training to

select the final model for the prediction phase, we evaluated the OSELM model

performance after each iteration. For example, in the case of binary detection,

after the second iteration, the model’s accuracy (98%) was compared with the

previous iteration (79%). Similarly, we repeat the steps with further iterations. By

applying the concept of early stopping, as discussed in Section 11.4, we stopped

at iteration 4 and saved the model weights. We can either stop at iteration 3 as
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Table 11.9: Multi-Class Detection Results during Training Phase with L = 5 and
initial chunk size = 10

Phases Iterations Accuracy Time in sec

Training

Iteration 1 0.54 0.5
Iteration 2 0.8 0.21
Iteration 3 0.97 0.13
Iteration 4 0.97 0.10
Iteration 5 0.97 0.10

Table 11.10: Binary detection results during training phase with L = 4 and initial
chunk size = 8

Phases Iterations Accuracy Time in sec

Training

Iteration 1 0.79 0.6
Iteration 2 0.98 0.5
Iteration 3 0.98 0.3
Iteration 4 0.98 0.25

well, but to ensure the stability of the model, we did one further iteration. The

same procedure was applied for multi-class detection and saved the model when

the accuracy reached close to the optimal (97%).

Evaluation

Once the best-performing trained model was selected, next the performance of the

trained model was evaluated on the testing dataset that contains new and unseen

data samples. During the prediction phase, data in the testing dataset follow the

Table 11.11: Performance Evaluation of Proposed Framework

Proposed
Framework Accuracy Precision F1-score Recall Detection

Time (sec) CPU usage Memory
Usage

Binary
Detection 0.975 0.975 0.98 0.975 0.03 10 % 2.6 MB

Multi-class
Detection 0.96 0.97 0.965 0.97 0.04 12 % 3 MB
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data cleaning, encoding, normalisation and shuffling steps of the pre-processing

phase discussed in Section 11.4. The prediction phase was conducted on PLC. The

result of the trained model was evaluated with performance criteria like accuracy,

recall, precision, F1-score, shown in Table 11.11.

We also considered attack average detection time and system overhead (memory

and CPU overhead), demonstrating that the proposed model is light-weight and

can be easily used for resource-constrained ICPS. Table 11.11 shows the average

attack detection time, memory and CPU usage of the PLC when OSELM performs

the binary and multi-class detection over the unseen and new data.

Table 11.12: Comparison of proposed binary SRA detection framework with
existing approach

Proposed Framework Our work (Gunjal et al., 2022)

Model Used Optimised OSELM MLP
Number
of Features 3 42

Hidden Layers 1 3
Number of
Hidden Nodes 4 9

Balanced Dataset Yes No
Accuracy 0.975 0.80
Precision 0.975 0.82
F1-score 0.98 0.45
Recall 0.975 0.45
Detection Time (sec) 0.03 200
CPU usage 10% NG
Memory Usage 2.6 MB NG

Motivation for the adapted stratified k-fold cross-training method

The key objective of the adapted stratified k-fold cross-training method is to

optimise the selected model’s performance in two ways: to reduce training time

and address the imbalanced dataset challenge. The rationale for this method
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becomes clearer by comparing it with the traditional stratified k-cross validation

method (Z. Wang et al., 2022). In contrast to the traditional stratified k-cross

Table 11.13: Comparison of proposed method and traditional method

Folds Proposed method Traditional method

Accuracy Time Accuracy Time
1 0.54 0.5 0.35 9
2 0.8 0.21 0.48 6
3 0.97 0.13 0.60 5
4 0.97 0.10 0.73 4.3
5 0.97 0.10 0.80 3
Result 0.97 Average = 0.59

validation method, the proposed adapted stratified k-fold cross training method

provides a dynamic approach to the training process with a variable number of

iterations. During each iteration, the training dataset is divided into k-1 folds for

the training set, while one fold is used for validation purpose. This method also

incorporates an early stopping mechanism to minimise the computational resource

usage and prevent overfitting. The training process is stopped if the accuracy

remains the same or no longer improves in subsequent iterations. Furthermore, the

performance monitoring criteria are also different from traditional method. It is

based on comparing the previous iteration’s metrics (accuracy and iteration time)

rather than averaging the accuracy results from all k iterations. This dynamic

approach ensures the continuous improvement of the model’s performance.

Moreover, to resolve the imbalanced dataset issues, such as bias or overfitting,

the training dataset is created by having an equal distribution of each target class,

ensuring that the majority and minority target classes are represented equally.

However, unlike the traditional method, the proportion of target classes in each

fold is selected randomly rather than the same to reduce the bias.

As an example, Table 11.13 demonstrated the accuracy and training time of

our and traditional methods. We obtained an optimal accuracy (97%) at the

third iteration. To confirm the result, we did further iterations. Whereas, the
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traditional method with a fixed number of iterations k = 5 achieved an accuracy

of 59% and appeared computationally expensive. Overall, our proposed method

brings forth a dynamic, adaptive and performance-driven training process.

11.5.3 Comparison with Existing Literature

The general comparison of our proposed framework has been done with the

existing literature in Sect. 11.3.1. Because numerous approaches have been

proposed, conducting an impartial comparison among all of them is challenging.

This paper compares our proposed work with existing binary and multi-class SRA

detection feed forward neural network approaches in the literature (Gunjal et

al., 2022; Asad et al., 2020) using different criteria, shown in Table 11.12 and

Table 11.14, respectively.

Table 11.14: Comparison of proposed multi-class SRA detection framework with
existing approach

Proposed Framework Our work (Asad et al., 2020)

Model Used Optimised OSELM ANN
Number
of Features 3 66

Hidden Layers 1 7
Number of
Hidden Nodes 4 multiple

Balanced Dataset Yes No
Accuracy 0.96 0.98
Precision 0.97 NG
F1-score 0.965 0.96
Recall 0.97 NG
Detection Time (sec) 0.04 NG
CPU usage 12% NG
Memory Usage 3 MB NG

The Multi-Layer Perceptron (MLP) model, in (Gunjal et al., 2022), is used to

detect application layer attacks for secure communication between devices in an
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industrial environment and SCADA framework using forty-two features. Similar

to the detector utilised in our work, the detector (MLP) is categorised as a shallow

feed-forward neural network (Gunjal et al., 2022) and is used for binary detection.

However, our work considers both binary and multi-class detection using only

three features. Moreover, it is also evident from Table 11.12 that our proposed

framework has outperformed by achieving better accuracy (97.5%), precision

(97.5%), and F1-score (98%) compared to their accuracy (80%), precision (82%)

and F1-score (45%) for binary detection. Our work also demonstrates higher

efficiency like binary attack detection is completed in 0.03 secs, while their attack

detection time is considerably longer at 200 secs.

The authors proposed feed forward neural network architecture with seven

hidden layers and involved forward and backward propagation to detect multi-

class attacks using 66 features (Asad et al., 2020). Our work also deals with

multi-class detection, which is more complicated than binary classification (Hasan,

Islam, Zarif & Hashem, 2019). However, in contrast to the approach (Asad et al.,

2020), our proposed framework performs multi-class detection through forward

propagation utilising a single hidden layer and three features only. Table 11.12

shows that our framework’s accuracy (96%) is lower than (Asad et al., 2020),

i.e., 98%; nonetheless, our work has demonstrated that the trade-off between the

performance and accuracy of attack detection can resolve the challenge of utilising

the deep learning models on resource-constrained ICPS.

In contrast to our work, the existing works had not shown the memory and

CPU overhead of their proposed approaches. They have used many features and

did not consider the imbalance dataset issue, which can affect the accuracy of

attack detection and result in an overfitting problem. Comparatively, we have

evaluated our work on PLC and proved that a reduction in the model size and

selection of proper features can improve the performance of systems. Thus, our
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light-weight proposed framework is efficient and applicable to detect SRA attacks

on resource-constrained ICPS.

11.5.4 Space Complexity of Optimised OSELM

In this section, we have presented the space complexity of our optimised OSELM

to show that it can run efficiently in the resource-constrained environment. The

space complexity of an optimised OSELM depends upon the number of weights

and biases in the network. For each hidden node, we have two parameters: weights

(connecting each node in the input layer to each hidden node in the hidden layer),

and biases (associated with each hidden node).

For binary SRA detection, shown in Fig. 11.6, we have three input nodes, four

hidden nodes, and one output node. We have four weights for four hidden nodes,

each connected to three input nodes. This results in 12 weights, i.e., 3 (input

nodes) * 4 (hidden nodes). In addition to this, for each hidden node, there

is one bias, resulting in four biases. Therefore, for four hidden nodes, we have

four biases only. The output layers do not contribute significantly to the space

complexity. Thus, there would be a need to store only 12 weights and 4 biases,

which is generally considered as an efficient use of space.

Similarly, in the case of multi-class SRA detection (Fig. 11.7), there are three

input nodes, five hidden nodes, and five output nodes. Here, the total weight

would be 3 (input nodes) * 5 (hidden nodes) = 15 and biases would be 5.

Therefore, the space complexity of optimised OSELM for multi-class detection

is 20 only: Space complexity = Total weights + Total biases = 15 + 5 =

20.

Overall, the space complexity indicates that our optimised model is light-weight

and well-suited for resource-constrained ICPS in the detection of slow-rate attacks.
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11.5.5 Threats to Validity

One of the inherent limitations of OSELM is a generalisation issue, which arises

due to the instability of matrix inversions. Consequently, our framework is also

subject to this limitation and prompts us to work on the self-improvement of our

framework to incorporate or mitigate this issue. Additionally, our focus was to

make PLC-based ICPS security-aware. We experimented with minimum features

and, based on our promising experimental results, selected only three features

and received good results. We can further incorporate more negatively correlated

features with existing ones, providing us with broader coverage of unknown attacks.

There is a possibility of changes in data distribution or the availability of new

features, so it is necessary to perform the feature selection over time to adapt the

model. An unreliable performance assessment can occur if there is any difference

in the feature composition between training and testing datasets. We can consider

this aspect in the future.

11.6 Conclusions and Future Directions

This paper aims to improve the performance of intrusion detection systems by

developing an efficient and accurate approach, making it particularly suitable

for the dynamic nature of ICPS, where traffic streams are in real-time, and

resources are computationally limited. This work proposes a light-weight active

security framework to address the challenges SRA poses early in the incoming

traffic by leveraging the capabilities of the simple, fast, and accurate online

learning algorithm- OSELM, with a particular focus on PLC-based systems. The

proposed framework has been experimented on the publicly available dataset. The

experiment results for binary and multi-class detection show notable accuracy,

low prediction time, and outperform performance when compared to the existing
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state-of-the-art mechanism.

In the future, we intend to provide a deep learning-based solution for SRA

attack mitigation, which would be capable of meeting the requirements of resource-

constrained ICPS. As resource-constrained applications have limited energy so

we can further optimise our work to actively secure resource-constrained with

minimum computational power.



Chapter 12

Discussion, Future Directions and

Conclusions

This chapter presents a comprehensive overview of the contributions made through-

out the thesis and discusses the overall contribution of this thesis, which is presen-

ted as a LASD! (LASD!) for resource-constrained ICPS (Section 12.1). The

significance of the research (Section. 12.1.2) and various factors that pose threats

to the validity of the research findings (Section. 12.1.3) are also included in this

chapter. Further, future directions are presented in Section. 12.2 and concluding

remarks appear in Section. 12.3.

ICPS operate within critical industrial environments, often with limited re-

sources. Resource-constrained ICPS are susceptible to various cyber attacks, like

DoS/DDoS, because of the increasing digitisation, interconnectivity among het-

erogeneous components, and the lack of inherent security measures. DoS/DDoS

attacks are evolving and threatening concerns that directly affect the availability

of these systems (Zahid, Kuo & Sinha, 2021a). The timely detection of these

attacks is of paramount importance. Implementing general resource-intensive

security measures to protect resource-constrained ICPS against DoS/DDoS may

207
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impact the performance of such systems. The performance optimisation and secure

operations of resource-constrained ICPS are crucial and challenging. The existing

literature has overlooked this particular facet, which serves as our research’s

motivation.

In this thesis, we followed a multi-phased design science research methodology

to achieve our research objectives iteratively (Section. 1.2). This research was

initiated with a Systematic Mapping Study (SMS) (Chapter. 2) and a Systematic

Literature Review (SLR) (Chapter. 4) to identify the research gaps in providing

active security to the resource-constrained ICPS. Generally, the emphasis on

providing active security in resource-constrained ICPS against DoS/DDoS attacks

is still in its early stages. Consequently, this thesis has made the following notable

contribution in this area.

1. We proposed a novel light-weight active security approach (Chapter 4) for

monitoring and detecting the presence of DoS/DDoS attacks on resource-

constrained ICPS applications by analysis of the frequency characteristics

of incoming network traffic (packets), shown in Fig. 5.1 (Chapter. 4). The

approach is capable of detecting the attacks without burdening the computa-

tional resources, making it resource-efficient. However, the attack detection

time was high and the comprehensive classification criteria to identify the

cross-layers DoS/DDoS attacks was needed to be included. These limitations

were addressed in the next phases of this research.

2. A classification mechanism regarding cross-domain DoS/DDoS attacks in

ICPS has been introduced in (Chapter 8). The proposed taxonomy (Fig. 7.1)

and attack scenarios could help cyber security stakeholders to comprehend

the characteristics of attacks on smart manufacturing systems and design

suitable defence strategies. Nonetheless, the taxonomy needed experimental
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validation(s) by developing attack detection scheme(s) to detect multi-vector

cross-layer attacks. Hence, we developed light-weight active security solutions

for detecting flooding and slow-rate attacks on resource-constrained ICPS

in the subsequent phases.

3. We proposed light-weight flooding attacks and attack volume detection tech-

nique for resource-constrained ICPS (Chapter 10). A two-phase technique

has been devised to analyse the presence and volume of DDoS attacks. The

multi-method is employed to dynamically identify the attack presence, en-

suring robust and accurate attack detection. The proposed approach worked

well with multi-scale flooding attacks. However, the proposed work’s per-

formance could deteriorate in slow-rate attacks where attack traffic mimics

legitimate traffic. In the following phase, we overcome this limitation.

4. Chapter 10 presents the light-weight slow-rate attack detection framework for

resource-constrained ICPS. The foundation of the proposed framework is an

optimised OSELM model and an adapted stratified k-fold training method.

The framework can effectively and efficiently detect binary and multi-class

SRA attacks. The dynamic nature of real-world traffic can introduce changes

in traffic characteristics. Moreover, attack vectors are evolving continuously.

Therefore, over time, it becomes necessary to re-perform the feature selection

process so that the model can adapt to the changes. This work can be

enhanced by adding or updating negative or positive correlated features,

particularly to address zero-day attacks.
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12.1 Light-weight Active Security Detector for

Resource-Constrained ICPS

12.1.1 Overall Contribution

The overall contribution of this thesis can be represented as a LASD! (LASD!)

for resource-constrained ICPS. The LISM refers to a component, approach, or

system incorporating one or more light-weight solutions (such as the solutions

we proposed in this thesis) to provide active security to the resource-constrained

ICPS. Figure. 12.1 shows the system model (borrowed from IEC 61499 standard

LISM LISM
/

LISM LISM

Figure 12.1: Light-weight Integrated Security Module (LISM) for Resource-
Constrained ICPS

(EN 61499-1:2013 E, 2013)) commonly observed in typical ICPS deployments. In

the system model, the blue box is the incorporation of LISM for enhancing the

self-protection of each resource-constrained device in ICPS. The system model
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comprises several devices (sensors, actuators, controllers) that communicate with

each other using network segments and links (communication networks). The

three-layered architecture for ICPS consists of a physical, communication, and

application layer (Agrawal & Kumar, 2022). The physical layer incorporates

the sensors and actuators devices and serves the purpose of timely monitoring

and triggering responsive actions. The communication layer integrates various

communication networks that support the interconnection of physical and com-

puting devices in an industrial environment. The controllers in the cyber layer are

involved in processing information received from the physical layer and generate

the decisions to perform specific tasks. Our proposed taxonomy in Chapter. 6

(Zahid et al., 2022a) identifies that the extensive connectivity between ICPS layers

leads to various cyber-to-physical, physical-to-cyber, cyber-to-cyber, and physical-

to-physical endpoint DoS/DDoS attacks that impact the devices’ availability.

Similarly, network DoS/DDoS attacks interrupt or degrade devices’ communica-

tion or impact network bandwidth. Due to the constrained nature of these devices

and the lack of inherent security measures, ensuring the security of ICPS, specific-

ally resource-constrained devices, is crucial and challenging. Therefore, instead

of generic and complex security measures, efficient and light-weight solutions are

required to provide active security by considering resource-limited capabilities.

LISM is designed to minimise resource utilisation while providing effective attack

detection.

DoS/DDoS attack could be launched by various attack vectors (Zahid et al.,

2022a); LISM can deploy multiple algorithms capable of detecting flooding and

slow-rate attacks. The timely detection of flooding attacks is essential due to

their high operational destructive consequences on the devices and their services.

Similarly, slow-rate attacks cause substantial damage at a slow pace, making

them challenging to be noticed. With the implementation of LISM, the devices
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at each layer of ICPS become able to proactively protect themselves without

relying on some external security measures. For example, deploying our proposed

LISM within the controllers provides active security to the controller to ensure

the reliable operations of the industrial processes. LISM monitors the network

traffic, sensor, actuators’ data, internal states, and controllers’ behaviours. The

LISM executes algorithms depending upon the types of attack to be detected.

When the detector detects any suspicious activities, it generates alerts to specify

the type of attacks.

However, LISM to resource-constrained ICPS presents two essential considera-

tions:

1. Preserving/ensuring the light-weight characteristics of LISM while providing

effective and timely detection for both flooding and slow-rate attacks.

2. Identifying the personnel (stakeholders) who will get benefit from the imple-

mentation of the LISM.

To ensure LISM can efficiently and effectively detect both flooding and slow-

rate attacks while preserving its light-weight characteristics can be viewed from

the mode of computations we identified in our conceptual model as discussed

in Chapter. 2 (Zahid, Tanveer et al., 2021). The mode of computation specifies

the sequence of the executions of the flooding and slow-rate attack detection

algorithms within LISM. One way is leveraging concurrent processing capability

using multi-threading/multitasking within LISM (Roka & Naik, 2017). Other ways

could be sequential and asynchronous computations (L. Liu & Li, 2010). Using a

concurrent processing technique within LISM for flooding attacks and slow-rate

attack detection algorithms can significantly reduce the time required to detect

any malicious behaviour in incoming traffic (Munz & Carle, 2007). Applying the

concurrent processing technique, LISM can focus on the detection of both attacks
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at the same time rather than sequentially. Moreover, the simultaneous processing of

both types of attacks enables the comprehensive monitoring of incoming traffic by

ensuring that no attack goes unnoticed. Last, this mode ensures efficient resource

utilisation and does not necessarily increase space complexity (Połap, Woźniak, Wei

& Damaševičius, 2018). Sequential computation of the flooding attack algorithm

followed by the slow-rate attack algorithm is simple and has low computational and

space overhead compared to concurrent computation. However, it could introduce

a slower response time in attack detection. Using asynchronous computation mode

allows the LISM to execute both algorithms concurrently without waiting for the

results of each other. This mode efficiently balances resource usage and timely

response to attack detection. In general, implementing LISM with any of the

above-mentioned computation methods, specifically concurrent and asynchronous

modes, could be a strong choice for early attack detection in ICPS by maintaining

light-weight characteristics. However, the decision of LISM deployment depends

upon the critical infrastructure’s architecture, configuration, and operations.

The implementation of LISM, in the context of ICPS, could be beneficial for

many stakeholders, including cybersecurity analysts, system security administrat-

ors, network administrators, incident response teams, security vendors, solution

providers and research and development teams (Faisal, Habib, Hossain, Rashid &

Nandi, 2021; Gunduz & Das, 2020; Karter & Hom, 2017; Simplilearn, 2023).

1. System security administrators manage the ICPS and are responsible for

the smooth functioning of workplace technology by installing cybersecurity

software to secure the devices (kingsland, n.d.; Simplilearn, 2023). They

also make recommendations to update the business policies to reduce the

impact of cyber threats that could become cyber incidents later. System

security administrator could implement LISM to keep the network, devices,
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and data secure and available. The alerts generated by LISM indicate the

types of DDoS attacks detected and specify the device that gets attacked.

This information helps security administrators to apply security controls

in a timely fashion and ensure the availability and integrity of ICPS. For

instance, security administrators can apply administrative corrective controls

by developing and documenting a comprehensive DDoS response plan. They

can suggest updating the security policies and procedures and focusing on

employee training to take action during an attack. Also, they can apply

preventive controls by implementing rate-limiting mitigation measures to

limit the requests from a suspicious destination IP.

2. Network administrators are accountable for securing the communication

infrastructure of ICPS. They can use LISM for detecting malicious network

traffic, including flooding and slow-rate attacks. The attack information

aids them to optimise network resources and mitigate security threats. For

example, network security is considered from three perspectives: physical

security network, technical network security, and administrative network

security (Marin, 2005; kingsland, n.d.). Physical network security blocks

the hardware that prevents unauthorised network access. In the case of

physical-physical and physical-cyber DDoS attacks, identified in the pro-

posed taxonomy (Figure. 7.1), the network administrator can block the

physical access point of the malicious sensor, PLC, or actuator to ensure

that the adversary will not be able to launch an attack using compromised

ICPS devices. Similarly, to provide technical network security, network ad-

ministrators can divide the network into segments to reduce the impact of the

attacks identified by LISM. Also, network administrators can create incident

runbooks and playbooks for incident response planning (Onwubiko, 2020).



Chapter 12. Discussion, Future Directions and Conclusions 215

They can also perform network forensic analysis (Moustafa & Slay, 2018)

and apply patch management to prevent attacks using known vulnerabilities.

3. Cybersecurity analysts are responsible for monitoring and securing the ICPS.

LISM could provide early attack alerts and help cybersecurity analysts de-

velop protective measures to enhance ICPS security. Cybersecurity analysts

could use the information from the alerts and apply traffic filtering rules to

block the suspicious IP addresses. They can also enforce security policies

that describe the proper use of networks and establish and regularly update

incident response plan.

4. Security vendors and solution providers could use LISM as a crucial compon-

ent to protect the infrastructure offerings to customers and clients. Security

vendors can integrate LISM into their security solutions (Emad, 2023). Due

to a generic active security solution, they can customise it with additional

algorithms according to the needs and requirements of their customers.

Upon detection of the attacks, attack details could allow the vendors and

providers to create an appropriate incident response plans. They can also

generate the attack report and provide it to the client, which could be helpful

to recommend countermeasures to them. Thus, LISM could offer them an

opportunity to enhance their business by building customer and client trust.

5. Researchers and development teams working on providing active security

solutions to ICPS. They can develop their foundations on our light-weight

algorithms and models and can further contribute to the development of

solutions according to their requirements. Further detail is in the following

section (Section. 12.1.2).

In general, the personnel with different roles and responsibilities will benefit from
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implementing or using the LISM.

12.1.2 Significance of this Research

This research illustrates the critical importance of active security solutions in

resource-constrained ICPS. Integrating resource-constrained cyber-physical com-

ponents in industrial systems has significantly improved automation and efficiency.

The escalation of cyber threats with attacks, including DDoS necessitates providing

proactive security measures to protect these resource-constrained ICPS, making

it imperative for industry and academic researcher to advance their practices and

knowledge to improve society.

Importance of Active Security in Resource-Constrained ICPS

1. Maintaining Operational Continuity: The unavailability of resource-

constrained ICPS critical operations due to DDoS attacks results in a halt

of the industrial processes, productions, delays, and threats to critical infra-

structure (Agrawal & Kumar, 2022). Implementing active security solutions

(Chapter. 4) ensures the continuity of the services of such systems by detect-

ing and preventing cyber attacks proactively (Zahid, Kuo & Sinha, 2021a).

Preserving operational continuity is substantial in resource-constrained ICPS

for economic stability, business continuity, and public safety. Integrating

LISM in resource-constrained devices is vital in maintaining uninterrupted

operational continuity. By monitoring and timely detecting various types of

DDoS attacks, LISM enables the cybersecurity stakeholders to take prompt

mitigating measures.

2. Compatibility with Resource Constraint: Resource-constrained devices

need active security solutions compatible with their resource limitations to
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combat DDoS attacks (J.-P. A. Yaacoub et al., 2020). Due to the inherent

resource-constrained nature of ICPS, protecting them using traditional

security measures is challenging (Zahid, Kuo & Sinha, 2021a). Despite the

critical component of ICPS, tailoring resource-efficient security solutions

for them has not received significant research attention (Xiao et al., 2017;

Verma et al., 2023). Research in this thesis mainly focuses on designing and

developing light-weight active security solutions that can effectively secure

resource-constrained ICPS without imposing a burden on their resources

(Chapters. 4, 8, 10).

3. Latency Reduction: Implementing LISM in ICPS devices enhances the

self-protection of these devices so that they can dynamically and swiftly

detect the presence of DDoS attacks and remain accessible to other legitimate

devices. The self-protection of the devices reduces the latency, as the

data/control information is not sent to the centralised security measure for

analysis and attack detection (Q. Chen, Abdelwahed & Erradi, 2013; Yuan

& Malek, 2012). This latency reduction is crucial for real-time operations

of resource-constrained ICPS without impacting their performance, thus

resulting in improved system responsiveness.

Impacts on Industrial and Research Practice

1. Development of Specialised Algorithm: Moreover, LISM is a generic

security solution rather than a domain-specific one. The versatility of LISM

makes it able to provide active security across various domains and in

different infrastructures. If the size of ICPS evolves, additional devices

can be equipped with LISM to maintain their security coverage. Also,

LISM can be enhanced to handle additional algorithms related to various
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DoS/DDoS attacks identified in our proposed taxonomy, as discussed in

Chapter. 6 (Zahid et al., 2022a). Thus, LISM can be scaled up as needed

to accommodate the size and complexity of the ICPS. This scalability

is valuable in cybersecurity as new threats are emerging, and LISM can

incorporate new algorithms to stay updated with evolving attacks.

2. Industrial Implications: Adopting LISM holds influential implications

for industry practices (Chapter. 2). For example, the healthcare sector

requires uninterrupted access to the patient’s information and ensures timely

and efficient patient care. Medical devices like wearable medical sensors

and actuators are resource-constrained (Rajagopalan, Jagga, Kumari & Ali,

2017). These wearable technologies need light-weight security measures

to understand which type of DDoS attack is occurring for their proper

mitigation (J.-P. Yaacoub et al., 2020). Implementing LISM in healthcare

can provide a defence against DDoS attacks, ensuring the availability of

essential medical devices. Similarly, DDoS attacks are also prevalent in

the transportation sector (Pretorius & van Niekerk, 2020). For instance,

the devices used for controlling traffic signals are also resource-constrained.

DDoS attacks on these devices make them fail to manage the traffic flow

efficiently and seriously impact public safety and traffic management. LISM

can enhance the security in the transportation environment by monitoring

real-time traffic data and detecting attacks on time. Thus, our research meets

the industry’s needs in providing solutions that work within the industrial

operational constraint. Beside this, our research could directly benefit

industrial practitioners, including cybersecurity personnel, and decision

makers, who are responsible for providing the security to organisations,

businesses, clients and customers. Different industrial personnel involved
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in operations, maintenance, service providers, and cybersecurity analysts

could employ LISM to smooth ICPS components’ operations as discussed

in previous section (Section. 12.1.1).

3. Innovations by Academic Researchers: Our research contributions

could help the academic community by advancing their knowledge in ICPS

cybersecurity. They can further build upon their innovative solutions on

our foundations. For example, we have utilised statistical approaches for

attack presence and attack volume detection (Chapter. 8). Researchers can

employ AI-driven solutions to provide light-weight active security to detect

the attacks and their volumes in resource-constrained ICPS. In addition,

they have the opportunity to evaluate the performance of our proposed

solution with their work, indicating potential improvements. They can also

extend or refine taxonomy (Chapter. 6) to identify additional categories of

DoS/DDoS attacks targeting each layer of ICPS. Moreover, to provide a

holistic approach in cybersecurity for defending resource-constrained ICPS,

the researcher can extend our solutions to mitigate the identified attacks.

These aspects show that the artifacts developed at the end of each iteration

of the design science research methodology (Chapter. 1) could be adopted

or extended effectively by academic professionals.

Key Trends in Cybersecurity

1. Rising Sophistication of DDoS: DDoS attacks have evolved in sophistic-

ation, frequency, types, and sizes (Omer & Pacheco, 2023). The attackers use

advance techniques and tactics to invade the detection of these sophisticated

attacks. To efficiently and effectively manage infrastructures to combat

DDoS attacks, integrated active security solutions are required that can offer
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protection against different types of DDoS attacks. LISM is a cost-effective

solution enabling critical sectors to defend themselves against multi-vector

DDoS attacks. In this way, our research addresses a critical and current

issue within cybersecurity discipline.

2. Adopting AI-driven and Statistical Approaches: In this thesis, the

online learning capability of optimised OSELM and dynamic attack detection

capability of employed statistical approaches enable LISM to continuously

learn and enhance their detection abilities for new and previously unknown

attacks (Chapter. 10). AI-driven DDoS attack detection has proved effective

and stands at the forefront (Sarker, Furhad & Nowrozy, 2021; Ansari,

Dash, Sharma & Yathiraju, 2022). At the same time, statistical approaches

are well-known for analysing the trend of malicious activities in network

traffic (Sanna Passino, Adams, Cohen, Evangelou & Heard, 2023). Thus, by

harnessing the strengths of AI-driven and statistical-based solutions, LISM

ensures that the DDoS attacks are addressed promptly and effectively. Thus,

our research is aligned with the current trend of adopting statistical and

AI-based methods for attack detection (Hero et al., 2023).

3. Solution to a Real-world Challenge: ICPS are the backbone of the

fourth industrial revolution. Massive interconnection and digitization of

cyber-physical components pose a risk of disrupted and degraded operations

due to DDoS attacks (Chapter. 2). The resource limitation of these systems

needs tailored security measures to combat DDoS attacks. The security

of these resource-constrained ICPS is not just a technical problem but a

safeguard for public safety and financial resilience. Addressing the challenge

of ensuring the availability of resource-constrained ICPS using light-weight

active security measures (Chapters. 4, 8, 10) is a real-world concern that
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requires urgent attention (J.-P. A. Yaacoub et al., 2020; Agrawal & Kumar,

2022). Therefore, in this research, we have not only provided the theoretical

solutions but have taken one step further by implementing these solutions

to demonstrate their practical applicability and effectiveness.

In conclusion, protecting resource-constrained ICPS represents a paradigm

shift in cybersecurity. This trend will advance the research capabilities and provide

the industries with the solutions to rapidly navigate emerging cyber disruptions.

12.1.3 Threats to Validity

We carefully consider and address the following threats to validity during our

research to ensure that the findings are accurate and applied to the broader

context.

A threat to ecological validity is a paramount concern to address to ensure

the robustness of research findings. It refers whether the findings of the study

can be generalised to different situations or setting. The researcher must ensure

the study’s results can be applied to the real world. In this research, the design

and development of LISM as a security solution for resource-constrained ICPS

makes our work applicable to the industrial environment. However, as the sim-

ulation environment does not replicate the real-world environment completely,

the applicability of results on real-world scenarios might be compromised. To

mitigate the threat to ecological validity, the proposed solutions were evaluated

on different attack scenarios to enhance the diverse simulation scenarios. We

selected the publicly available datasets whose network configurations and traffic

types mimic the real-world traffic streams. We also did experiments on PLCs

and strive to simulate an environment that could closely resemble real-world

conditions. In addition, population validity is also a crucial threat to external
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validity. It refers to how much study results can be generalised to a larger popula-

tion. The versatility, scalability, and complexity analysis of our proposed LISM

ensure that our solution is a generic solution that can be implemented on various

devices in ICPS. For example, the time-complexity of our proposed technique

for detecting multi-scale flooding attacks and attack volumes (Chapter. 8) is

O(αlogα). Our detection technique detects the attack for k samples (k < n) in

one second, where n is the total number of packets within an attack period tw.

The runtime of computing these samples is α, i.e., α = ts × k. The complexity

of nlogn is considered moderate, and scalable more than quadratic or higher

order complexity even when the input size grows (D.-Z. Du & Ko, 2011). Our

technique’s complexity is more efficient and scalable than linear log complexity,

resulting in less computational time. ICPS applications process large amounts of

traffic in real-time. This complexity ensures efficient processing to meet real-world

applications’ timing constraints and can easily manage large-size data streams

without becoming slow. The time-complexity of our technique is an indication

that it can identify the attacks without excessive delays and, thus, is suitable for

several real-world applications of ICPS.

Researcher bias may affect the research validity due to the researcher’s prefer-

ences or expectations. Researcher bias could arise due to the researcher’s expertise

bias and selection bias. The researcher’s expertise bias arises when the researcher

interest, knowledge or background influences the selection of the research scope

and objectives and research process. While in-depth knowledge of a particular

domain is mandatory, a researcher could not be proficient in every aspect of

an extensive research area. To minimise the risk of researcher biases, research

topics, objectives, scopes and research questions were established and discussed

carefully with the consent of subject experts, colleagues, and co-authors to gather

feedback, seek advice, and share ideas. The selection bias regarding the number
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of relevant studies is also a potential and critical threat to validity. Including

a sufficient number of studies is essential to comprehensively understand the

research topic and gaps in the current state of knowledge. The scope, novelty

of research domains, established research objectives, or clear separation between

concepts help to determine the size of the set of primary studies. Thus, the

primary studies were chosen carefully to include only relevant works through a

comprehensive review of each study’s complete text, experimental scenarios, and

case studies. In case of uncertainties, consultations were conducted with domain

experts. Also, the interaction effect could be an internal threat that introduces

complexity and bias and needs careful consideration. The interaction effect could

be observed when the effectiveness of a system or component in identifying one

type of attack could impact its performance in identifying another type of attack.

Incorporating more DDoS detection algorithms in LISM or using the concurrent

mode of communication might expose LISM to this threat. In interaction effect,

identifying several types of attacks through LISM could introduce ambiguity in

analysing the observed effect, whether the observed outcomes are due to one type

of attack or the combined impact. This threat could be mitigated in the future if

more algorithms will be introduced in LISM.

12.2 Future Directions

12.2.1 Light-weight (D)DoS attacks mitigation strategies

Future development could focus on the designing and developing light-weight

DoS/DDoS attack mitigation strategies that align with the inherent characteristics

of resource-constrained ICPS. In the literature, various DoS/DDoS attack mitig-

ation mechanisms like rate limiting, packet marking, blocking ports, traceback,
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acknowledgement, trust-based methods, ML-based solutions, and statistics-based

solutions are available (Alhijawi, Almajali, Elgala, Salameh & Ayyash, 2022;

Bashendy, Tantawy & Erradi, 2023; Rios et al., 2022; J. Singh & Behal, 2020;

Bakr, El-Aziz & Hefny, 2019; Somani, Gaur, Sanghi, Conti & Buyya, 2017; Mah-

jabin et al., 2017; Kordestani & Saif, 2021; Imran, Durad, Khan & Derhab, 2019;

Ortega-Fernandez & Liberati, 2023). These solutions are common security meas-

ures, and their practical implications pose significant limitations when applied to

resource-constrained ICPS. These existing mechanisms are complex to configure,

could increase energy consumption, introduce performance overheads, and lead to

false positives. In general, there is a lack of light-weight solutions which can be

employed directly to the resource constrained ICPS to mitigate the consequences of

DoS/DDoS attacks. These research gaps indicate a need for an architectural-based

solution that can align with the constraints of resource-constrained systems. The

architectural solutions involve the mitigation strategies designed and developed

for different layers and/or components of ICPS. The performance evaluation of

such solutions needs to be investigated.

12.2.2 Optimisation of Reinforcement learning (RL) model

for attack detection in resource-constrained ICPS

Another potential direction is RL optimization, which seems to be a promising

approach to improving intrusion detection within resource-constrained ICPS.

RL can train the models that continuously adapt and evolve to detect unknown

attack patterns in the changing network traffic (Ortega-Fernandez & Liberati, 2023;

H. Zhang & Yu, 2020; Suwannalai & Polprasert, 2020; Utic & Ramachandran, 2022;

Arshad et al., 2022; Bhutto, Vu, Elmroth, Tay & Bhuyan, 2022). They can also

adapt their detection mechanisms based on the available resources, so the capacities
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of resource-constrained devices are allocated only for optimal attack detection.

However, RL is resource-intensive and needs extensive data to learn policies

effectively (Arshad et al., 2022; Suwannalai & Polprasert, 2020). Therefore, the

direct implementation of RL in the resource-constrained environment is challenging.

This crucial issue highlights a need for more efficient online learning strategies to

adapt the RL algorithm for timely attack detection in resource-constrained ICPS.

12.2.3 Reverse Engineering: A valuable approach against

DDoS attacks

Reverse engineering could be used in detecting and mitigating DDoS attacks.

Reverse engineering can help understand the attack vectors, vulnerability identi-

fications, and determination of attack patterns and signatures (Breier, Jap, Hou,

Bhasin & Liu, 2021; Fernández-Caramés, Fraga-Lamas, Suárez-Albela & Castedo,

2016; Geng et al., 2023). Resource-constrained devices lack the computational

power for complex analysis. They do not have a memory for storing and pro-

cessing extensive signature databases. Using reverse engineering, a lightweight,

signature-free DDoS attack detection and mitigation algorithm can be proposed.

These optimised algorithms could help to protect the resource-constrained devices

without relying on predefined signatures of attack.

12.2.4 Enhancing resource-constrained ICPS security us-

ing Transfer learning

Resource-constrained ICPS are commonly used for real-time operations in the

industrial environment. The protection of these systems against DDoS attacks is

very crucial. Transfer learning can be applied to enhance the security of resource-

constrained ICPS. The pre-trained model used in traditional networks can be used
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for attack detection in ICPS using transfer learning (Zhao, Shetty, Pan, Kamhoua

& Kwiat, 2019; Catillo, Del Vecchio, Pecchia & Villano, 2022; Shafiq et al., 2022;

W. Wang et al., 2021). Many existing pre-trained models have extensive memory

and storage requirements. Due to computation overhead, these models cannot be

deployed in resource-constrained ICPS. Moreover, fine-tuning a pre-trained model

for the resource-constrained environment is challenging and time-consuming. In

order to make a real-time detection, there is a need to overcome these challenges

by optimising the pre-trained models. The optimised pre-trained models can be

utilised in resource-constrained ICPS for attack detection effectively and efficiently.

12.2.5 Resource-efficient network forensic analysis for DDoS

attack detection and mitigation

Network forensic analysis can be used to detect and mitigate the attacks on

resource-constrained ICPS proactively. Network forensics is a new and evolving

branch of digital forensics that deals with the proofs related to network traffic

patterns in the form of logs and network flows (Moustafa & Slay, 2018; Fadlil,

Riadi & Aji, 2017; Volarević, Tomić & Milohanić, 2022). It can uncover the attack

details and its source. It can identify the sudden increase in incoming traffic or a

high volume of requests. Mitigation strategies can be employed to minimise the

malicious traffic’s impact.

12.2.6 A comprehensive integrity and confidentiality at-

tack taxonomy for ICPS

In addition to the availability attacks, we can extend our taxonomy for integrity

and confidentiality attacks, like eavesdropping, side-channel attacks, or command

injection attacks (Duo, Zhou & Abusorrah, 2022; Kayan et al., 2021). These
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attacks are also considered to be significant threats to the resource-constrained

ICPS. A comprehensive taxonomy is essential to understand, analyse, and mitigate

these security threats on ICPS. This taxonomy can help security professionals

and policymakers to understand the nature of such threats in ICPS. It could help

in development and implementation of the appropriate security controls to protect

these critical systems.

12.2.7 Representation of real-time processing times of

DDoS attack detection techniques

The hard real-time processing time could be represented using various methods,

including timing diagrams, Gantt charts, flow charts, and schedulability analyses

using mathematical models. These methods show the timing constraints and

deadlines a system must meet to function correctly. For example, the timing

diagrams show various event sequences and associated deadlines. Similarly, Gantt

Charts help visualise the task’s start, end, slack, and overlapped periods. In future

work, we can use any of these methods to robustly represent the processing times

taken by our proposed techniques to detect the attacks.

12.2.8 Adversarial threats and their impact on OSELM

Adversarial threats can lead to incorrect classification or predictions by altering

training data or extracting useful information about training data with model

inversion (Alotaibi & Rassam, 2023; A. Chakraborty, Alam, Dey, Chattopad-

hyay & Mukhopadhyay, 2021; Ibitoye, Abou-Khamis, Matrawy & Shafiq, 2019;

A. Chakraborty, Alam, Dey, Chattopadhyay & Mukhopadhyay, 2018; Ibitoye,

Shafiq & Matrawy, 2019). Our proposed optimised OSELM-based slow-rate at-

tack detection framework can be under the threat of such attacks. There is a
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need for some light-weight algorithms, like robust optimization algorithms, which

can improve the robustness and the model stability. In the future, the robust

optimisation algorithm could be used to find out the parameters of the optimised

OSELM model, which have minimal sensitivity to adversarial perturbations. The

parameters are adjusted to reduce the expected loss within the defined uncertainty

sets. These sets specify the variation range the model can handle and can be part

of the online learning process. This online learning model parameter adjustment

using a robust optimisation algorithm enables the model to adapt continuously

against evolving adversarial threats.

12.3 Conclusions

This research was primarily focused on providing active security for the self-

protection of resource-constrained ICPS. In this research, we have followed

multi-phased design science research framework and establish several research

objectives discussed in Section. 1.2.1.

In order to identify the critical challenges and current research directions within

ICPS (RO1), a comprehensive SMS was conducted in Chapter 2. The primary

studies of SMS employed various tools, techniques, formalism methods, and

frameworks to improve the security, performance, and dependability of ICPS. The

primary studies were classified based on various application domains, requirements

engineering activities, and industrial standards. We contextualise the findings of

SMS through the conceptual model. The insights attained from the SMS lead

to a notable observation that more attention should be given to dealing with

DoS/DDoS cyber attacks that significantly impact the availability of components

within ICPS.

The second research objective (RO2) was to perform a comprehensive SLR of
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existing DoS/DDoS attack detection techniques in ICPS (Chapter 4). The results

of SLR indicate that resource-constrained ICPS need light-weight active security

mechanism to detect the DoS/DDoS attacks without burdening the computational

resources. Also, analysing the abnormal behaviour of a system in a time domain

poses a significant challenge. The time domain analysis do not separate harmonics,

unusual spikes, and noise that appear as random signal variations and are identified

as attack signals. Considering the identified gaps, a novel light-weight active

security approach was proposed in the frequency domain discussed in Chapter. 4

to address research objective 4 (RO4). Our approach detects DoS/DDoS attacks

by comparing a frequency signature of the incoming flow of packets with a baseline.

We took advantage of a flexible and light-weight time-to-frequency transformation

approach. Our prototype implementation and evaluation (RO5) show that the

proposed active security solution is light-weight and suitable for attack detection

in resource-constrained ICPS platforms with minimal computational cost.

Chapter 6 addresses the third research objective (RO3) by presenting the

novel proposed taxonomy for categorising widely recognised (distributed) denial

of service attacks, emphasising multi-vector and cross-domain attacks. More than

fifty denial-of-service attacks on smart manufacturing systems were categorised

as Endpoint and Network (distributed) Denial of Service attacks utilising the

taxonomy. The taxonomy criteria helped us identify the multi-vectors utilised

by the attackers to launch unavailability, delayed, manipulation, buffer overflow,

amplification, jamming or direct flooding attacks. These attacks degrade or disrupt

the availability of devices or their services or exhaust their bandwidth.

The fourth research objective (RO4) has been achieved by designing and

developing the light-weight technique for detecting multi-scale flooding attacks

and attack volumes, presented in Chapter 8. The multi-scale flooding attacks are

detected using statistically robust and resource-efficient multi-methods. These
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methods identify the attacks by determining the randomness in the incoming

traffic’s frequency signature and the similarity of the incoming traffic’s frequency

profile with the baseline. The dissimilarity metric is used to identify the strength

of the attack (attack volumes). The experimental results and performance criteria

indicate that our technique represents a step towards securing resource-constrained

ICPS.

In the final iteration of research objective 4 (RO4), Chapter 10 presents an

optimised OSELM-based novel light-weight active security framework for binary

and multi-class SRA detection. The memory and space requirements of OSELM

model were reduced using optimisation techniques. An introduction of a straight-

forward training method and optimised OSELM are the foundation of the proposed

framework. We have evaluated the effectiveness of our proposed framework on

PLC-based ICPS. The reduced attack detection time and CPU and memory

overhead improvements indicate that our light-weight framework could provide

active security to resource constrained ICPS.

Implementing LISM for offering active security to resource-constrained ICPS

with the detection of DDoS attacks improves the discipline and state-of-the-art,

benefiting various stakeholders. Attack detection is an initial layer of security;

however, the comprehensive cybersecurity strategy also includes developing mech-

anisms to mitigate the identified attacks. Therefore, to defend resource-constrained

ICPS, a holistic approach is required to combine detection and mitigation strategies.

The attack mitigation strategy that aligns with the inherent characteristics of

resource-constrained ICPS could be considered a future development. Also, cy-

bersecurity objectives include confidentiality and integrity in addition to the

availability. The proposed light-weight solutions can be extended to incorpor-

ate attacks that impact the confidentiality and integrity of resource-constrained

ICPS.
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Appendix A

An Intrusion Detection System

Dataset for a Multi-Agent

Cyber-Physical Conveyor System

(Manuscript 6)

A.1 Abstract

Industry 4.0 is built upon the foundation of connecting devices and systems

via Internet of Things (IoT) technologies, with cyber-physical systems (CPS)

serving as the backbone infrastructure. Although this approach brings numerous

benefits like improved performance, responsiveness and reconfigurability, it also

introduces security concerns, making devices and systems vulnerable to cyber

attacks. There is a need for effective techniques to protect these systems, and

the availability of datasets becomes essential to support the development of

such techniques. This paper presents a dataset based on the collection of traffic

information exchanged in a self-organizing conveyor system using the multi-agent
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systems (MAS) architecture and containing various intelligent conveyor modules.

The dataset comprises data collected at the network and agent levels under normal

system operation, DoS, and malicious agent attacks. An intrusion detection system

that integrates DFT and ML analysis is developed to demonstrate the utility of

this dataset.

A.2 Introduction

Innovations in digital technologies are driving the fourth industrial revolution,

also known as Industry 4.0, significantly upgrading production systems and

business models. This revolution enables data-driven strategies that can help

companies to become more responsive to strong global competition and dynamic

customer demands. Industry 4.0 features the high device and system connectivity

through the usage of Internet of Things (IoT) technologies, supplemented by

other disruptive technologies such as Big Data, Cloud Computing, and Artificial

Intelligence (AI).

CPS is a mainstay approach to develop smart Industry 4.0 compliant solu-

tions (E. Lee, 2008; Leitão, Colombo & Karnouskos, 2015), based on a network

of cyber and physical entities that are combined to achieve a certain goal, con-

tributing to transform traditional factories into intelligent factories (Hellinger,

Translation, Macfarlane, Services & Galloway, 2011). CPS is notably involved

in the integration of sensors and actuators in order to achieve the system goals,

and for that, IoT technologies are employed to facilitate the collaborative work in

distributed systems (Chebudie, Minerva & Rotondi, 2015).

Industry 4.0 systems feature large exchanges of data between various devices,

systems, and networks that can be used for analytics and decision-making, but can

also create new opportunities for both industry and attackers. Benefits to industry
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include enhanced productivity through optimization and automation, cost savings,

real-time monitoring, better working conditions and sustainability, and improved

agility, which can lead to increased efficiency, reduced downtime, and improved

safety (Chowdhury & A Raut, 2019). On the other hand, the massive exchange

of data also increases the attack surface for cyber attackers (Micro, 2019). The

number of potential vulnerabilities that can be exploited increases proportionally

to the number and diversity of interconnected devices and systems. Unfortunately,

Industry 4.0 systems are high-value targets for attackers because successful attacks

can cause catastrophic damage, such as disruption of critical infrastructure and

significant financial and human costs.

To address cyber-security concerns in Industry 4.0, it is important to imple-

ment robust security measures. These measures typically include encryption,

authentication, access control, and regular security assessments. Additionally, risk

management is crucial; it helps in identifying and mitigating risks and minimizing

the impact of a potential attack. In addition to traditional security measures, meth-

ods employing ML techniques have become increasingly popular. Consequently,

the availability of robust and realistic cyber-security datasets directly related to

Industry 4.0 is becoming increasingly important to train ML models (“Uniting

cyber security and machine learning: Advantages, challenges and future research”,

2022). Such datasets have some highly-desired characteristics:

• Validity: providing a more realistic representation of the CPS/IoT system

can improve the validity of trained models.

• Generalization: providing insights and making accurate predictions about

similar data or events that were not observed or included in the original

dataset, covering a wide range of relevant features and variations that can

be applied more broadly to similar cases.
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• Scalability: capturing scaled-up scenarios as systems are expected to grow

and handle increasing numbers of devices and data streams.

• Robustness: datasets capturing various types of noise and errors can improve

the reliability of the trained models.

• Real-world performance: datasets based on measurements from real systems

can help to identify potential impacts of trained models on overall system

performance.

Having this in mind, this paper describes the creation of an intrusion detection

system dataset based on the collection of the traffic information exchanged in

a real self-organizing conveyor system that uses the multi-agent systems (MAS)

technology. The exchanged data between the system’s components is captured

at the network and agents levels, bringing different perspectives to analyze the

functioning of the system, during the normal operation and a number of attack

scenarios. The use of the described dataset is illustrated to develop an effective

intrusion detection system (IDS) based on the DFT analysis and ML techniques.

The rest of the paper is organized as follows: Section A.3 provides the related

work and Section A.4 describes the development of the cyber-security dataset.

Section A.5 presents the development of an IDS that consider the DFT and ML

analysis and uses the proposed dataset. Section A.6 presents the conclusions of

the work and points out the future work.

A.3 Related Work

The escalation of CPS attacks has attracted significant interest from the research

community, either in detecting these attacks or even in implementing more

advanced mechanisms to predict them. The need for creating realistic datasets to
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assess the IDS performance in the CPS and IoT domains has been underlined in

a number of recent research works.

Among some of the available datasets, the CIC IoT Dataset 2022 (Dadkhah

et al., 2022) presents the collection of data extracted from various IoT devices

to analyze the behavior displayed in different scenarios and situations, including

major attacks in the IoT environment. The UNSW-NB15 dataset (Moustafa &

Slay, 2015) presents a network intrusion detection dataset that contains 2.5 million

network packets generated by a variety of network-based attacks (fuzzers, analysis,

backdoors, DoS, exploits, generic, reconnaissance, shellcode and worms), as well

as the normal network traffic used to evaluate network intrusion detection systems.

Other well-known datasets are the N-BaIoT (Meidan et al., 2018), which contains

a set of network-based attacks specifically targeting IoT devices, such as botnet

attacks, and malware infections, and the CICIDS2017 (Sharafaldin, Lashkari &

Ghorbani, 2018b), which contains a mix of benign and malicious network traffic,

including a wide range of attack types such as DoS, DDoS and brute-force attacks.

These datasets can be used to train and evaluate IDS, to analyze trends

in cyber incidents, and to identify common vulnerabilities and attack vectors.

Although these datasets have provided valuable resources for evaluating IDS in

CPS and IoT domains, they have some limitations. It is important to notice that

datasets are usually collected over a period of time, so the threat landscape may

have changed since the data was collected and new ones will always need to be

created. In addition, only the statistical analysis of packets on the network may

not be enough to detect some more elaborated attacks that are directly related

to the system operation, e.g., an infiltrated malicious agent interacting with the

system agents can interfere very efficiently in its operation without sending many

packets. In this way, the capture of data by the agents (or even by internal system

entities) brings another perspective of the system data, allowing more analysis to
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be carried out.

A.4 Development of the Dataset

This section describes the development of the dataset based on a self-organized

conveyor system that is regulated by using the MAS technology.

A.4.1 System Description

The system under study in this work consists of a modular and self-organized

conveyor system that comprises a sequence of modular Fischetechnik conveyors,

aiming to transport an object from a starting point to an ending point and using

MAS to regulate its operation in a distributed manner. Each conveyor module is

made up of a cyber-physical component, in which the physical part consists of

a conveyor belt, a DC 24V motor and two photoelectric sensors used to detect

objects in the input and output positions of the conveyor belt, and the cyber part

comprises an agent running in a Raspberry Pi, as illustrated in Fig. A.1.

The agents were developed using the JADE (JAVA Agent DEvelopment Frame-

work, n.d.) framework, being the operation of the entire system regulated by

the exchange of messages between them over WiFi. The exchanged messages

are formatted according to the FIPA Agent Communication Language (ACL).

The transfer of the objects along the conveyor modules should obey to some

precedences between them. As example, considering a pair of conveyor modules,

the second conveyor starts its motor when a part arrives at the end of the first

module, reaching its output sensor. In this situation, the agent running in the

second conveyor system receives the “tokenTransmissionOutput” message sent

by the agent of the previous conveyor. The first module stops its motor when

the part arrives at the beginning of the second conveyor, being detected by its
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Figure A.1: MAS-based cyber-physical conveyor system.

input sensor. At this moment, the agent running in the first conveyor system

receives the “tokenTransmissionInput” message sent by the agent of the posterior

conveyor. More information about the operation of this system can be found in

(Leitão et al., 2020).

A.4.2 Configuration of the Experimental Setup

In order to obtain only data from the system under study, an isolated network

was used. For this purpose, a Cisco AIR-AP1121G-E-K9 router was used as an

access point for all system components. Fig. A.2 presents the experimental setup,

where each conveyor module has associated one agent running on a Raspberry Pi,

and the JADE platform is running on another Raspberry Pi.

For the monitoring system, a machine with the Kali Linux operating system and

an Alfa AWUS1900 network adapter was used, which aims to capture all messages

exchanged on the network, being the collected data stored in the PotgreSQL

database. Finally, the attacker/hacker is running in a machine with a Kali Linux
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Figure A.2: Infrastructure setup to create the dataset.

operating system.

The interaction between the different devices presented in the experimental

setup, illustrated in Fig. A.2, happens as follows: i) the agents of each module

and the agents of the JADE platform exchange messages to keep the system

functioning and carry out the intelligent and self-organizing tasks of the system,

ii) all messages received by agents are sent to the database, iii) the monitoring

system is responsible for capturing all exchanged messages on the wireless network,

and iv) the attacker/hacker interacts with the system to interfere with its proper

functioning, sometimes on the network, sometimes with the direct interaction

with the agents.
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A.4.3 Attack Generation

Some experiments were conducted to carry out some attacks on the modular

conveyor system, with the corresponding network traffic being properly captured.

First, experiments aimed the DoS attack with the use of the hping3 and

slowloris(Yaltirakli, 2015) tools. hping3 is a network tool able to send custom

ICMP/UDP/TCP packets, allowing the creation of packets according to the

desired criteria and sending them to the target IP. Slowloris is an HTTP DoS

attack that affects threaded servers, being its operation consisting of making

many HTTP requests, sending headers periodically to keep connections open, and

creating a new session in case the server closes the connection to continue making

requests. This causes the server’s thread pool to be depleted and the server cannot

respond to others.

In this way, hping3 was used to send TCP packets to the JADE platform,

which has the IP 10.20.38.44 and port 1099, in order to interfere in the management

of the system in general. When carrying out the attacks, depending on the amount

of packets sent per second, it could interrupt all system communication instantly

and the data collection would be affected. Thus, it was decided to vary the amount

of data sent per second to obtain more data collection, sending 10 and 100 packets

per second. In the case of using Slowloris, 150 sessions were opened with the

platform’s IP (10.20.38.44) and data were collected. In both attacks, the delay

generated in the exchange of messages between the agents was observed, which

directly interfered with the functioning of the system, causing the transport not

to be carried out in the desired way due to the agents not receiving messages.

On the other hand, at the agent level, a malicious agent was created to interact

with the system and exploit the system vulnerabilities. The attack involves

listening the exchanged messages, and whenever a message belonging to the
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tokenTransmissionOutput protocol is received (which indicates that there is an

object in the position of the output sensor of that module), the malicious agent

copies this message with modified information. This causes agents to operate

inappropriately, such as turning on the motors of various modules when there

is no object to be delivered, which causes the motors of these modules to run

unnecessarily.

A.4.4 Dataset Creation

For the creation of the dataset, after the configuration of the experimental setup,

the system was put into operation and objects were transported to enable the

communication between the different devices and the collection of exchanged data.

The different operation modes that constitute the dataset are summarized in

Table A.1.

The first experiment consisted of collecting data from the system running in

its normal operation, which may have several modifications during operation, i.e

modules were removed and added to the system, and the positions of the modules

were also exchanged so that the reconfiguration was carried out. In this way,

the normal operation of the system encompasses all possibilities for exchanging

messages between agents. Another conducted experiment consists of sending TCP

packets to the system’s platform IP in order to flood it with incoming packets, at

two different rates, i.e. 10 and 100 packets per second. While the packets were

being sent, the system was put into operation and the objects were transported.

However, as expected, there was a delay in the agents’ reactions in turning on the

conveyor motors, interfering with the system’s operation and causing the modules

(conveyors) to deny services (failing to transport objects correctly). The third

experiment consisted of using the Slowloris tool to open several sessions with the
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platform’s IP and data were collected. Again, there was a delay in the agents’

reaction. Finally, the last experiment considered the use of a malicious agent, as

explained in the previous section, which listened all messages exchanged between

agents, manipulated these messages and sent them again, completely interfering

with the system’s operation. In this case, every message sent by the attacker

was identified in the collection, allowing to use supervised ML techniques for its

posterior analysis.

A.4.5 Dataset Attributes

The dataset contains information collected from the agents and network level,

being organized in 3 files for each previously referred collection, containing a .cap

and a .csv file of the network collection and a .csv file of the agents collection,

as illustrated in Table A.1. This dataset is available on the Polytechnic Institute

of Bragança data repository website (Funchal et al., 2023).

The parameters of the data collected by the agents is described in Table A.2,

and includes internal system information that brings a different perspective of the

system operation. The data related to the malicious agent attack included 1.596

samples/messages sent and received by the agents, with 75% of the data belonging

to the normal class and 25% of data to the attack class. This is due to the fact

that the system exchanges a significant amount of information to maintain its

functionality, even when it is being attacked by some external messages. For the

other collections at the agent level, the amount of messages exchanged by the

agents consist of true messages for the system, and there may be delays, and

therefore, analyzes can be performed. On the other hand, regarding the data

collected at the network level, the description of the attributes are presented in

Table A.3.
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Table A.1: Information about collected data.

Network and agent
data collection

Files extension No. of packets No. of messages exchanged

Normal traffic .cap & .csv 35.920 3.481
DoS attack (10 packets
per second)

.cap & .csv 89.070 642

DoS attack (100 pack-
ets per second)

.cap & .csv 82.387 882

Slowloris DoS attack
(150 sessions)

.cap & .csv 159.147 1.314

Malicious agent .cap & .csv 17.957 1.596

A.5 Intrusion Detection using the Dataset

The usage of the described dataset is illustrated with the development of an IDS

in a CPS that considers the proposed dataset, implemented through the use of

two different approaches, namely FFT analysis and ML algorithms.

A.5.1 FFT Analysis

The effectiveness of the proposed dataset is determined by experimenting on the

light-weight active security approach for DoS attack detection in a frequency

domain (Zahid, Kuo & Sinha, 2021b). The approach has three major components,

namely Pre-processing, Spectrum Calculation and Spectrum Analysis, and only

considers the data related to the network traffic. During the pre-processing,

discrete packets from the network traffic (in a time-domain) are distributed into

contiguous and equally sized event bins. In the spectrum calculation, a light-weight

Quick Discrete Fourier Transform (QuickDFT) approach is used to transform

the packets in event bins into the frequency samples. The spectrum analysis

comprises two-phases: attack presence and attack volume detection. To detect the

presence of an attack in the traffic data, the first spectra similarity is performed by

calculating the Jaccard Similarity between the spectra of normal traffic (set as a

baseline) and the incoming traffic. Then, the modified fast-entropy method is used

to determine the entropy (uncertainty) of the network traffic. On the basis of the
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true output of the attack presence detection phase, the attack volume detection

phase is triggered, which uses the Euclidean distance to find out the attack volume,

i.e. one dominant peak (one-time extreme peak) or multiple dominant peaks (peak

volume) for the attack traffic that is equal to or greater than the upper threshold

(red line), as shown in Fig. A.3.

 Figure A.3: Illustration of the attack traffic in a frequency domain with blue line
(lower threshold) and red line (upper threshold).

To determine the performance of the proposed dataset on the DoS detection

technique discussed above, the dataset was evaluated according to four performance

evaluation criteria as illustrated in Table A.4: true positive rate, false positive

rate, precision and accuracy. Briefly the true positive rate is a ratio of correctly

identified attack samples to the total number of attack samples in the proposed

dataset, being calculated by using Eq. ??.

true-positive rate = TP

TP + FN
(A.1)

where the true positive (TP) means the correct identification of the DoS attack

traffic and the false negative (FN) means the incorrect identification of DoS traffic

as a normal traffic.
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The false positive rate is the percentage of normal samples that are incorrectly

identified as an attack sample and is computed by Eq. A.2.

false-positive rate = FP

TN + FP
(A.2)

where the false positive (FP) shows the incorrect identification of the normal

traffic as DoS traffic and the true negative (TN) is the correct determination of

normal traffic.

The precision determines how well a system can identify the attack or normal

behavior and is calculated by Eq. A.3.

precision = TP

TP + FP
(A.3)

The accuracy is a measure to determine how correctly the technique detects

an attacks and it is computed by Eq. A.4.

accuracy = TP + TN

TP + TN + FP + FN
(A.4)

The results in Table A.4 show that the proposed dataset is effective to use in

determining the DoS attacks, presenting an accuracy and precision equal to or

greater than 96%, and a low FP rate (between 2% and 3%).

A.5.2 ML Analysis

In addition to apply the aforementioned DFT approach to the attack detection

using the data captured on the network, the dataset was also experimented with

the use of ML techniques to identify attacks at the agent level, i.e. the analysis of

the messages exchanged by the agents.
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The information extracted from the messages collected by the agents that

were used in the application of an ML model contains the information presented

in Table.A.2 with the exception of the ID, timestamp, sender, language, conver-

sation_id and product_id. And since this is supervised data, the classification

labels as 0 or 1 were used, being normal and attack messages, respectively.

The dataset related to the agent level included 1.596 samples/messages sent

and received by the agents. Training and testing sets were created, with 1.117

data in the training set and 479 data in the testing set, representing 70% and

30% of the data, respectively. Several classification algorithms were examined in

this work, namely Support Vector Machine (SVM), Random Forest (RF), Extra

Trees Classifier (ETC), Decision Trees (DT), and Extreme Gradient Boosting

(XGBoost).

The most well-known metrics were utilized to examine the success rate of

applying these ML algorithms in the dataset, namely the accuracy (Eq. A.4),

precision (Eq. A.3), recall (exactly the same of Eq. ??), and F1-score that

represents the harmonic mean of precision and recall, being calculated by using

Eq. A.5.

F1-score = 2 ∗ Precision ∗ Recall

Precision + Recall
(A.5)

The achieved results are summarised in Table A.5, being clear that all the

algorithms exhibit remarkable results, evidenced by their high precision and recall

values.

Nevertheless, the XGBoost algorithm emerged as the top performer. It can

be seen that for the set of messages categorized as normal, 100% of them will be

labeled correctly as normal, with 99% sensitivity meaning 1% of these messages

may not actually be normal. As for attack messages, 97% of them will be accurately
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labeled as attack, but 1% of these messages may mistakenly be categorized as

normal. The F1-score values, which measure the average of precision and recall,

are 99% and 98% for classes 0 (normal) and 1 (attack) respectively, indicating

that on average, 99% of normal messages and 98% of attack messages will be

accurately classified. The accuracy value, which reflects the correct classification

rate, indicates that the application of the XGBoost algorithm to the test data set

achieved a 99.19% accuracy rate.

A.6 Conclusions and Future Works

The article discusses the importance of addressing security issues in industrial

CPS based on MAS. These systems are critical to ensuring the safety, efficiency,

and reliability of industrial operations. However, as they become more complex

and interconnected, they are also becoming more vulnerable to security threats.

The development of a representative dataset of ICPS based on MAS can help

identify vulnerabilities, prevent cyber attacks, and ensure the safety and efficiency

of industrial operations. It was considered a case study related to a self-organized

cyber-physical conveyor system, developed with MAS technology. The collection

of data exchanged in the network and agents levels was carried out, allowing to

use a set of distinct techniques to detect DoS attacks and also attacks by malicious

agents in a MAS system.

In order to demonstrate the use of the dataset, two analysis techniques were

applied, namely FFT and ML techniques. In the first case, the FFT technique

was used to detect DoS attacks on the data captured in the network, performing

the analysis in the frequency domain. On the other hand, some ML algorithms

were applied to the data captured by the agents to detect attacks carried out by

the malicious agent. Both techniques showed excellent results in the intrusion
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detection, with an accuracy greater than 96%, showing the effectiveness and

usefulness of the proposed dataset, that can be used to implement intrusion

detection systems for this type of CPS.

Despite the fact that the attacks employed in this study may be relatively

simple, they were designed to generate data that accurately reflects this type

of system, in order to facilitate the development of more advanced intrusion

detection systems using various techniques, e.g., ML. Future work will concentrate

on enhancing these attacks with more complex scenarios, applying some tools in

the collection of the network for the extraction of statistical features, and also

expanding the data collection period to obtain greater resources for algorithm

training.
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Table A.2: Description of the dataset - agents level.

Attribute Description
ID ID to identify the sequence of message.
Timestamp Unix time stamp, that allows to determine the time elapsed between

each exchanged message.
Sender Message sender.
Receiver Message receiver.
Content Content of the message sent by the agent.
Protocol Protocol of the message sent by the agent. Agents communicate

by exchanging messages using specific protocols that dictate how
information is transmitted and interpreted. The protocols used
depend on the design and functioning of the agents involved, and
allow them to understand the meaning of the messages and respond
appropriately. The use of consistent protocols is essential to enable
effective communication and collaboration among agents.

Language Language of the message sent by the agent, most often FIPA-ACL.
Conversation_id A conversation_id is a unique identifier assigned to a message ex-

change between agents. This ID allows tracking and identification
of the complete conversation between them. If an agent receives
a message and provides a response, that response will have the
same conversation_id as the original message. It ensures effective
communication and coordination among agents.

Product_id A product_id is a unique identifier that represents a specific part
being transported. When messages are exchanged between agents
and contain the same product _id, they refer to messages related
to the transport of that specific part.

Conveyor_id A conveyor_id is a unique identifier that represents an agent’s
current position in a transport sequence, e.g., if an agent is in the
second position to perform the transport, its conveyor_id would
be equal to 2.

Processing_time Processing_time refers to the total time taken to receive and
process a message. This time is calculated by taking the difference
between the timestamp associated with the sending of the message
and the timestamp of its receipt.

N_conveyors Number of active agents/conveyors in the system, which allows
to analyze the amount of messages exchanged in relation to the
number of agents in the system and identify whether it follows a
pattern or an average of messages.

Amount_messages Number of messages that were exchanged before receiving that
specific message. This is reset at each insertion of a new part to
be transported. In this way, it is possible to analyze how many
messages are being exchanged for the transport of each part.
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Table A.3: Description of the dataset - network level

Attribute Description
Number Frame number from the beginning of the pcap.
Time Seconds broken down to the nanosecond from the first frame of

the pcap.
Delta Delta time displayed.
Source Source address (IPv4).
Destination Destination address (IPv4).
Protocol Protocol used in the Ethernet frame, IP packet, or TCP segment.
Length Length of the frame in bytes.
Info Information/details about the packet.

Table A.4: Results for the different attack rates for the FFT analysis.

Attack Period TP Rate FP Rate Precision Accuracy
10 packets/sec 97% 2% 98% 97.5%
100 packets/sec 99% 3% 96% 96%

Table A.5: Results for the analysis of the ML techniques

Algorithm Class Precision Recall F1-score Accuracy

SVM 0 0.98 0.98 0.98 96.96%
1 0.93 0.92 0.93

RF 0 1.00 0.99 0.99 98.78%
1 0.95 0.99 0.97

ETC 0 1.00 0.98 0.99 98.18%
1 0.93 0.99 0.96

DT 0 1.00 0.99 0.99 98.78%
1 0.95 0.99 0.97

XGBoost 0 1.00 0.99 0.99 99.19%
1 0.97 0.99 0.98
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