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Abstract 
This research aims to address security challenges in the IIoT (Industrial Internet of 

Things) work environment. The increasing digitalisation of industrial workplaces 

through the Industrial Internet of Things (IIoT) has transformed the way organisations 

manage physical access to critical infrastructure, manufacturing plants, and hazardous 

operational environments. Despite these advances, existing access control 

mechanisms, including passwords, RFID cards, tokens, PINs, and unimodal biometric 

systems, remain vulnerable to credential theft, spoofing attacks, environmental 

interference, and operational constraints. Industrial environments further complicate 

authentication due to the use of personal protective equipment (PPE), variable lighting, 

dust, machinery noise, worker movement, and harsh working conditions, which 

significantly reduce biometric recognition accuracy. Existing authentication solutions, 

therefore, fail to provide the level of security, usability, and resilience required for 

reliable contactless physical access control in modern IIoT environments. 

This research addresses these limitations by designing, developing, and 

evaluating a contactless multimodal biometric fusion framework for secure physical 

access to industrial work sites. The proposed framework integrates facial, iris, ear, gait, 

palmprint, fingerprint, and voice biometrics within a deep learning-based fusion 

architecture capable of improving authentication robustness under dynamic 

operational conditions. To strengthen biometric template security, the framework 

incorporates biometric watermarking to protect identities and ensure data integrity. The 

research delivers three complementary Design Science Research artefacts: Artefact 1, 

a conceptual framework derived from a systematic literature review that establishes 

the theoretical foundations of contactless multimodal biometric authentication; 

Artefact 2, an experimentally validated prototype implemented within the Second Life 

virtual environment to simulate realistic industrial access control scenarios; and 

Artefact 3, a refined adaptive authentication framework informed by industrial expert 

evaluation, integrating contextual intelligence and adaptive biometric fusion to 

improve authentication resilience in complex industrial environments.  

The study adopted the Design Science Research Methodology (DSRM) to create three 

prototypes, to guide the iterative design, development, demonstration, and evaluation 

of the proposed solution. The research combined a systematic literature review, 

conceptual framework development, prototype implementation, controlled 
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experimentation, and expert evaluation. A virtual industrial environment developed 

within Second Life enabled safe, repeatable, and cost-effective simulation of industrial 

access control without disrupting operational facilities. The proposed artefacts were 

evaluated for authentication accuracy, precision, recall, computational performance, 

environmental robustness, and usability, in accordance with ISO 9241-11. 

The findings demonstrate that multimodal biometric fusion substantially 

improves authentication performance compared with conventional unimodal biometric 

systems while reducing authentication errors and increasing resilience against 

spoofing and operational variability. Experimental results confirmed that 

environmental conditions, including PPE occlusion, worker movement, poor 

illumination, and industrial noise, remain major factors influencing biometric 

reliability, thereby validating the need for adaptive authentication mechanisms. 

Although multimodal fusion significantly enhanced recognition performance, the 

research further established that static fusion alone is insufficient under highly 

dynamic industrial conditions. Instead, adaptive contextual weighting and intelligent 

decision-making were shown to improve authentication robustness by responding to 

changing biometric quality and environmental constraints. Expert evaluation further 

confirmed the practical feasibility, scalability, and industrial relevance of the proposed 

framework for future IIoT deployments. 

This research contributes a validated contactless biometric access control 

framework, a comprehensive experimental evaluation methodology, and three 

rigorously developed Design Science Research artefacts that collectively advance 

knowledge in secure IIoT authentication. The research demonstrates how contactless 

multimodal biometric fusion can provide secure, usable, and scalable physical access 

control for industrial work sites while addressing real-world operational challenges. 

Beyond its immediate contribution to industrial cybersecurity and access management, 

the research establishes a foundation for future investigations into explainable artificial 

intelligence, adaptive biometric fusion, continuous authentication, privacy-preserving 

biometric protection, federated learning, and deployment within real-world cyber-

physical industrial systems. The proposed framework, therefore, offers both a 

significant academic contribution and a practical pathway towards next-generation 

secure contactless biometric authentication for Industry 4.0 and emerging Industry 5.0 

environments.
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Chapter 1: INTRODUCTION 

1.0 INTRODUCTION 

The use of the Industrial Internet of Things (IIoT) is just one instance where 

digitisation has created a new reliance on connected systems in the world of industry. 

These systems have revolutionised the way industries work, making them more 

automated, real-time monitored and intelligent industries. However, with all the 

advancements come a crucial question: how can secure, reliable authentication be 

achieved in dynamic, unpredictable environments?  Industrial and virtual 

environments are more dynamic than controlled laboratory environments, where 

changes in lighting conditions, helmet or mask, carrying heavy loads, wearing 

industrial-grade gear, and users moving very fast, just to name a few factors, affect 

security system performance. 

Conventional authentication methods, such as passwords and static biometric 

templates, do not cope with this variation. Biometric systems offer security 

improvements when using something unique to a human being, but many current 

systems assume the system will remain stable and not change when it does. As a result, 

effectiveness decreases in practical applications. This means there is a disconnect 

between theory and real-world applications, which is even greater in an immersive, 

distributed setting such as a virtual platform or an IIoT system. 

In this study, the gap is addressed by proposing a context-aware, multi-modal 

and adaptive biometric authentication framework. It is not the traditional way of seeing 

authentication as a process that takes place once and for all, but as a (temporal) process 

that is influenced by the environment and is most apt to give preference to the most 

authentic input at any given time. The strategy is efficient and effective, with a strong 

focus on system-level design and performance, but it doesn’t prioritise Human-

Computer Interaction, and this is the first trade-off this research also seeks to address. 

The research is conducted systematically. starting with laying a theoretical 

background (Artefact 1) based on the literature review of the current state of the art 

regarding both biometric systems and multimodal fusion and secure authentication. 

This is followed by the design and implementation of an experimental system (Artefact 

22) intended for testing under different conditions. Based on the results, potential 

drawbacks are identified, and an improved adaptive model (Artefact 3) is proposed to 
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overcome these drawbacks and enhance the system's resilience. The methodology 

approach presents a systematic development of theory, implementation, and 

improvement, which can be used to develop an authentication system as a solution. 

1.1 WHY AUTHENTICATION IS NEEDED (E2 REQUIRED 1) 

Industrial sites depend on operational technology (OT)which is the control systems, 

machinery and safety systems that run physical processes (Stouffer et al., 2023). A 

wrong action by an unidentified or unauthorised person can damage equipment, stop 

production or injure people. IEC 62443 lists identification and authentication control 

as its first foundational requirement (IEC, 2013), and NIST SP 800-82 Rev. 3 gives 

access control and authentication a central place (Stouffer et al., 2023). Four 

consequences make authentication unavoidable, and these are; physical harm from 

unauthorised setpoint or logic changes; competence and permit rules for cranes, 

forklifts, confined spaces and high-voltage areas; protection of the last safety layer, 

since bypass must be restricted and recorded; and accountability after an incident. 

Table 1.1 Reason to Authenticate 

System or task Why authentication is unavoidable 

Site gate Controls who are on site; rollcall, trespass 

Hazardous area, permit-to-work entry Only trained, permitted people enter; site must know who 

is inside 

SCADA/HMI, PLC workstations Unauthorised setpoint or logic change can cause harm 

Safety systems, E-stop override or 

bypass 

Bypass removes the final protective layer 

Cranes, forklifts, heavy plant Only certified operators may drive 

Tool and equipment stores Accountability for loss 

Remote and vendor access External access is an attack path 

Post-incident traceability Investigation, regulation, insurance 

1.2 THE PROBLEM & CONTEXT 

Biometric authentication systems have long been associated with asserted security 

benefits, leveraging unique physical and physiological features of the human body, 
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including facial recognition, iris recognition, and voice recognition (Li et al., 2014a; 

Lipps et al., 2021; Bao et al., 2023). When used under controlled conditions, they are 

accurate and reliable. Most of the literature available today, however, focuses on 

biometric systems in ideal or laboratory conditions in which numerous factors can be 

completely controlled, including (but not limited to) light, user position, noise around 

the user, and so on (Miller et al., 2020; Dave et al., 2021; Miller et al., 2021). This 

results in a gap between theory and practice, especially in Industrial Internet of Things 

(IIoT) applications operating in dynamic, unpredictable environments. 

There is no authentication in the industry or the real world that occurs in 

isolation. It exists as part of a system or architecture that includes humans, machines, 

the environment, and tasks. In attempting to verify, workers are allowed to wear 

personal protective equipment (PPE), such as a helmet, gloves, and/or face covering. 

A high percentage of them experience low light, dust, noise, and/or time limitations, 

and they may move faster than normal in their mode of operation. These factors 

significantly affect the quality of biometric input data, which in turn impacts system 

performance (Sisinni et al., 2018; Jain et al., 2022; Saqib & Moon, 2023). For instance, 

facial recognition fails when a person is wearing a mask or protective wear, or voice 

recognition fails in noisy areas like a factory, construction site, or similar locations 

(Lipps et al., 2021; Ren et al., 2022; Osanaiye et al., 2016; Oloyede et al., 2016). 

The current biometric authentication systems are not context-dependent, and 

the majority of such systems operate based on static thresholds and decision rules, and 

assume that all elements entering the system are equally reliable. However, as the 

literature on multimodal biometric fusion suggests, the performance of different 

biometric characteristics depends on the conditions (Oloyede et al., 2016; Minaee et 

al., 2019). For instance, facial recognition works well in well-lit conditions but is not 

accurate in occluded conditions, whereas voice recognition is accurate in occluded 

conditions but is not accurate in noisy conditions. However, several systems will treat 

them as a single identity and reach an incorrect or inefficient authentication conclusion. 

Not only the technical performance, but also the socio-technical aspects 

regarding people's interaction and behaviour are in question in IIoT. In many IIoT 

environments, authentication is not the main task but is performed in parallel with the 

main tasks. Engineers do not care about optimising the capture of any biometric 

because they just want to get the job done quickly and safely. This is then combined 

with the human factor and any differences in positioning, rushed interactions, or 
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evolving usage patterns (Jain et al., 2022; Sadeghi et al., 2015; Saqib & Moon, 2023). 

Different research highlights that usability and efficiency, as defined in frameworks 

such as ISO 9241-11, are critical to system adoption, yet many biometric systems fail 

to account for these human factors. 

Real-life examples further emphasise the problem. In combination with facial 

recognition technology, safety goggles can prevent workers wearing helmets from 

repeatedly entering construction zones, and cause delays and disgruntled workers. In 

manufacturing operations, humans operating heavy equipment may not be able to 

accurately interact with the authentication interface, thereby affecting the ability to 

successfully authenticate. Certain operations, such as coordination or warehouse 

operations, involve many people moving quickly and time-sensitive activities, which 

result in partial or poor-quality biometric capture. These problems not only hurt system 

efficiency but can also lead users to workarounds that entirely circumvent 

authentication mechanisms and compromise security. 

Moreover, the increasing integration of IIoT systems means that authentication 

is no longer confined to a single point of access but is distributed across interconnected 

devices and platforms. This amplifies the impact of authentication failures, as they 

propagate across systems, affecting operational continuity and security.  

Other important drawbacks noted in the literature were the use of only one 

biometric modality and/or static fusion techniques. Single-modal systems have the 

disadvantage that they are constrained by the environment regarding such a trait. The 

multimodal systems are more resilient, but in fact, many of them are statically fused, 

and in both types of systems, all the biometric inputs are treated as equally valuable. 

This is not a method that takes into account the changing environment in which real-

world data is collected, and/or the different reliability of each of the inputs. 

Therefore, even with sufficient and proper information, existing systems are 

subject to failure. In a static system, for instance, if one biometric factor is corrupted 

by environmental factors, the system may give equal weight to other, more reliable 

factors, leading to an incorrect decision. This impacts both accuracy and efficiency, as 

users are required to log in multiple times. 

To conclude, a problem to be solved in this research is not only to enhance the 

accuracy of biometrics but also a socio-technical problem. The current authentication 

systems are not able to: 

• Be flexible in changing or changing environmental conditions. 
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• Include consideration of the human operations and behaviours. 

• Be capable of making decisions dynamically depending on the level of 

certainty of the data. 

1.3 THE RESEARCH QUESTIONS & METHOD 

To address the socio-technical challenges outlined in Section 1.1, this study is guided 

by a set of focused research questions that progressively examine both the system's 

technical performance and its behaviour under real-world conditions. These questions 

are designed not only to evaluate how well the system works, but also to understand 

why it behaves the way it does when exposed to environmental and human factors. 

The baseline study is obtained by analysing the performance of a biometric 

fusion authentication system in ideal conditions, which is the first research question 

(RQ1). This is very important as it allows the system to mask the external noise and 

disturbances, to correctly evaluate the intrinsic functions of the model, and to enable 

the evaluation of other important system functions, such as the accuracy of the 

biometric feature extraction and fusion. It does this by mimicking conditions reported 

in the literature (Chapter 2), which, in turn, constitute a controlled environment. 

The second research question (RQ2) brings in environmental/contextual 

constraints and shifts the focus from a theoretical to a practical approach to the study. 

This is where the system is tested under conditions most similar to those of typical 

IIoT devices, such as low light, occlusion, and motion. It is a key part of a gap analysis, 

particularly for efficiency and reliability. This step is critical in highlighting the gap 

between expected performance Artefact 1(A1) and observed performance Artefact 

2(A2), particularly in terms of efficiency and reliability. 

RQ3 aims to identify the constraints affecting system performance as a follow-

up to this. The constraints differ across biometric systems, where occlusion is a severe 

problem for face recognition, whereas noise is a severe problem for voice recognition. 

These factors are isolated and studied, providing a better understanding of their 

interactions with the system across different environmental and human factors. This 

also aligns with the socio-technical viewpoint, which considers the limitations of 

technology and the human/environmental conditions. 

The research aims to improve the performance of systems in constrained 

environments, and the questions address this aim. The questions go beyond enhancing 

each biometric modality to the possibility of improving the system's effectiveness, 
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particularly in decision-making. It is very similar to Artefact 3(A3), the artefact of 

building adaptive mechanisms (adaptive weighting) and context-aware decision logic. 

The present study is based on the Design Science Research Methodology 

(DSRM) to systematically address the above questions. It is analytical and constructive 

research aimed at designing, implementing, and developing an artefact to solve a real-

life problem. There are three interrelated stages of the methodological process: 

• Artefact 1 – Theoretical Framework Development (Figure 2.3) 

After completing Chapter 2, the theoretical framework is developed as Artefact 

1 (Artefact 1) (Theoretical framework development), where the literature on 

biometric authentication, multimodal fusion, and IIoT systems is synthesised. 

The Artefact 1 concept explains the behaviour of the system, i.e., the accuracy, 

robustness, and efficiency of the system, and stands as the theoretical 

foundation of the study. 

• Artefact 2 – System Design and Experimental Evaluation (Figure 4.6) 

Design and development of an experimental system are carried out through the 

following steps (Artefact 1). This system is a mix of several biometric inputs, 

and the performance of the different biometric inputs under different 

conditional constraints. Importantly, this stage models ‘real-world' problems 

by imposing constraints on the system and assuming a different constraint 

scenario, so that the system is observed and analysed to create a new 

framework or architecture that is improved upon in the next phase or step. 

• Artefact 3 – Adaptive System Refinement (Figure 5.22) 

Artefact 3 is based on the results of Artefact 2 Testing. The study does not view 

performance limitations as isolated problems but rather considers them part of 

a system design problem. In this context, Artefact 3 suggests an adaptive 

architecture that has knowledge of the environment and context and can change 

its shape and/or function. To overcome the major drawbacks mentioned above, 

Artefact 3 will propose a more suitable dynamic architecture that is sensitive 

to the environment and context, relying on expert knowledge in these domains. 

These inputs are then used to shape and iterate a new architectural /framework 

design or product with a view to solving the research problem or gaps. 

The methodological design sufficiently solves the problem as described in section 1.1. 

In the study, various kinds of challenges (controlled (RQ1), constrained (RQ2), and 
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system improvement that can be addressed by a biometric authentication system are 

analysed (RQ3). What is more important it recognises that the problem should be 

solved not by making the algorithms better, but by making the systems change their 

behaviour in response to human behaviour and environmental change. This way, the 

research questions and methods are not isolated from the problem, ensuring the 

research is technically valid and relevant to it. 

1.4 THE FINDINGS  

The findings of this study relate to the socio-technical problem outlined in Section 1.1. 

that also considers the practical constraints, human interactions, and system limitations 

in IIoT. This has the technical advantage of producing relevant and meaningful results 

for potential implementation. 

First, the study establishes that the biometric fusion system performs well 

under ideal conditions. Similar to the literature mentioned in Chapter 2, in controlled 

situations, high levels of accuracy are typically reported. In these cases, the biometric 

data are either identifiable or invulnerable to external influences. In context, this means 

that an essential concept is that there is no fundamental problem with the underlying 

technology. The system can be used to accurately and efficiently authenticate under 

minimal environmental and human influences. But when considered in the context of 

the research gaps or problem and the research question outlined in sections 1.1 and 

1.2, this also raises a caveat. Industrial and Operational facilities do not typically have 

optimal conditions. The system is theoretically sound and will rely on its sensitivity to 

change. 

Second, Impacted as the number of constraints increases from none to five. 

This directly relates to the issues as stated in the problem area. Several problems, 

including occlusion, inadequate lighting, and motion, reduce the quality of biometric 

inputs and result in higher authentication failures and lower accuracy. Very 

importantly, this is not just technically, but also socio-technically. The longer the task, 

the more re-authentications and delays will be faced, which may affect the workflow 

and lead to lower user confidence in the system. The system's inability to adapt to these 

conditions confirms the gap identified in existing approaches. 

The third is that there are restrictions that result in the poorest performances, 

for instance, occlusion and lighting. This aligns with the problem analysis, which 

indicated that these factors directly affect the capture of the biometric feature. In 
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industrial applications, there are such restrictions that cannot be ignored. Workers 

should wear protective equipment, and the lighting requirements of the system can 

often be influenced by the operation. This confirms the socio-technical aspects of the 

problem and demonstrates that human practices (e.g., safety compliance) and the 

environment, such as weather, are more likely to impact the performance of a system 

than the algorithm itself. 

The fourth finding highlights that while multi-modal biometric fusion 

improves reliability, its effectiveness is limited by static decision-making mechanisms. 

Even when multiple biometric inputs are available, the system does not adjust their 

importance based on context. As a result, degraded inputs still negatively influence the 

overall decision. Within the problem frame, this finding is particularly significant. It 

confirms that the limitation lies not only in data acquisition but in how the system 

interprets and prioritises information. This directly supports the argument that 

improving authentication requires a shift from static to adaptive system design. 

Finally, the study shows that the adaptive strategies implemented in Artefact 

Artefact 3 provide a feasible way to improve context awareness, dynamic weighting, 

and flexible decision logic and to increase the system's ability to handle variability. 

Socio-technically, this would allow the system to be more responsive to real-world 

conditions, reduce inefficiencies, and maximise effectiveness. To sum up, the results 

overall support the problem statement in Section 1.2: 

• The system works well in the controlled environment but fails in the natural 

environment. 

• Environmental and human factors have a very great influence on performance. 

• Non-dynamic system designs don't take into account variability. 

• There needs to be adaptive mechanisms to improve efficiency/effectiveness. 

The results show that improving biometric accuracy is not just about accuracy 

but also about making systems reliable and resilient in the interdependencies among 

humans, technology, and the environment. 

1.5 THE THESIS STRUCTURE 

This section explains the thesis structure and explains what to expect in each chapter. 
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Figure 1.1Thesis structure 

This thesis is organised to reflect a clear progression from problem identification to 

solution development, evaluation, and refinement. Each chapter builds logically on the 

previous one, ensuring that the research remains coherent and grounded in both theory 

and practice, as shown in Figure 1.1. 

• Chapter 1 – Introduction 

This chapter provides a background to the study. It sets the research issue in a 

socio-technical context, presents the motivation and proposed solution, 
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introduces the research questions and methodology, summarises the key 

findings, and outlines the general structure of the thesis. 

• Chapter 2 – Literature Review (Artefact 1: Theoretical Foundation) 

This chapter discusses in detail the latest research and analysis on biometric 

authentication, multi-modal fusion, IIoT systems, and virtual environments. It 

identifies existing solutions, explains why they are not suitable in real-world 

conditions, and develops the theoretical framework (Artefact 1) that should be 

followed when conducting the research. 

• Chapter 3 – Methodology and System Design 

This chapter provides an introduction to the research approach, grounded in the 

selected research methodology. It provides a description of how Artefact 1 is 

divided into measurable parts, as well as the design and implementation of the 

experimental system. Some guidelines for assessing metrics that help 

determine system performance (efficiency and effectiveness) are also included. 

• Chapter 4 – Experimental Results (Artefact 2: System Evaluation) 

The results of the implemented or experimental system are reported in this 

chapter, both in ideal and constrained conditions. It provides comprehensive 

feedback on system performance, enabling identification of the impact of 

system factors (environment & context) on authentication. 

• Chapter 5 – Artefact 3: Adaptive System Refinement 

The design presented in this chapter is an improved version of that in Chapter 

4. It describes the expert expectations and feedback used to address the 

limitations listed in Artefact 2, thereby driving an iteration and improvement 

to the final artefact. 

• Chapter 6 – Discussion and Research Contributions 

This chapter summarises the results, answers the research questions, and 

evaluates the hypotheses. It situates the results in a socio-technical perspective 

whilst highlighting the theoretical and practical implications of the research. 

The sequence of chapters provides a logical flow of the research from problem → 

theory → implementation → evaluation → refinement → contribution, allowing the 

reader to follow the research's development processes. 
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1.6 CONCLUSION 

This chapter presents the main problem to be addressed for this research: “Current 

biometric authentication systems have limited capabilities for working effectively in 

dynamic real-world environments under constrained environments, especially in the 

context of IIoT.” The current systems have demonstrated good performance in the 

laboratory setting but fail when faced with environmental and people constraints. 

There is some degree of variability and occlusion, as well as unaccounted-for effects 

of activities or operational constraints. 

The research has shown that this limitation is not merely technical but socio-

technical, requiring a link between the system's design, environmental conditions, and 

people's behaviour. The study, in turn, suggests a biometric authentication framework 

that adapts to context, incorporates multimodal inputs, and employs flexible decision-

making mechanisms. The research questions were introduced, and the research 

procedure was demonstrated from the theoretical foundations (Artefact 1) to the 

experimental evaluation (Artefact 2), followed by a discussion of the expert adaptable 

refinement (Artefact 3). The key findings were summarised, highlighting the 

importance of flexible authentication. This overall is meant to set the course and the 

relevance of the research in this chapter. A step back is needed to consider 

improvements in biometric accuracy and to discuss the authentication system design 

that will function in the socio-technical challenges of the real world. The literature 

survey in the next chapter serves as a basis for the proposed approach and provides an 

overview of the theories that will underpin it. 
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Chapter 2: LITERATURE REVIEW 

2.0 INTRODUCTION 

Chapter 2 analyses the existing literature on the Industrial Internet of Things (IIoT) 

and the security mechanisms that use biometric access controls. The research aims to 

use biometric access controls in remote (onsite and online) locations—for example, 

construction sites and shipping yards. The literature was identified, screened and 

selected following the PRISMA 2020 guideline (Page et al., 2021), which structures a 

systematic review into identification, screening, eligibility and inclusion. The aim of 

Chapter 2 is to analyse available documentation from other researchers, identify gaps 

in the body of knowledge, and identify issues and problems related to IIoT and 

Biometric access control. 

Chapter 2 has nine sections to review IIoT using Biometrics as the access 

control mechanism. Section 2.1 is the Delphi literature selection method. It shows how 

and why the research materials and content used for this research were selected, and 

how search keywords, catchphrases, or sentences were used to find materials. Section 

2.2 defines the IIoT sector and its flaws in existing security provisions. Section 2.3 

lists the access control mechanisms, analyses current access controls, and identifies 

which are suitable for identification, authentication, and validation. Section 2.4 

introduces the Biometrics trait and its authentication process. The deep learning 

capabilities of biometric features such as fingerprints, irises, faces, palmprints, gaits, 

voices, and ears are covered in Section 2.5.  The usefulness of biometrics is reviewed 

in Section 2.6. The challenges and issues mentioned in previous parts are summed up 

in Section 2.7. The chapter's contribution is reviewed in Section 2.8, which also offers 

a link to Chapter 3. 

2.1 LITERATURE SELECTION PROCESS 

This section examines two approaches to selecting the right literature. To determine 

which literature selection method is most appropriate for this study, this section 

examines the Delphi method (Bibri et al., 2022) and the PRISMA (Page et al., 2021) 

framework. The PRISMA way is often used when writing about systematic reviews 

and meta-analyses. It entails a methodical procedure for finding, evaluating, and 

incorporating pertinent research into a systematic review (Moher, 2009). The Delphi 

Method is a recognised method frequently utilised in the technological field and is 
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well-liked by researchers for decision-making through the consensus process. The 

Delphi method is a structured way for experts to communicate their methods to obtain 

expert consensus (Holsapple et al., 2002). The RAND Corporation first introduced it 

and is now used across many areas and industries to predict, measure, and make 

decisions (Okoli & Pawlowski, 2004).  

The Delphi Method and the PRISMA technique have been used in different 

domains of engineering, management, business, the humanities, physical science, and 

the Industrial Internet of Things (IIoT) (Saffie et al., 2016; Page et al., 2021). The 

following sections outline the differences between Delphi method and the PRISMA 

method. The Delphi method’s effectiveness has given researchers confidence to use it 

across different study designs, as it demonstrates flexibility and adaptability. Although 

it offers many rewarding approaches, it also has some disadvantages.  

According to Ji et al. (2013), operations or research using the PRISMA 

methodology are deemed expensive and time-consuming. Surveys and studies 

assessing PRISMA’s impact have found that adherence to its guidelines improves the 

quality of reporting in systematic reviews.  

Table 2.1 PRISMA method identifying questions. 

Identifier Question 

PQ1 What is the IIoT, and what are its derivatives? 

PQ2 What is the IIoT context being referred to in this literature? 

PQ3 What are the challenges of Biometric access control 

implementations in IIoT? 

PQ4 How can Biometric traits be practical and efficient for access 

control in the IIoT sector? 

The iterative Round 1 identifies vital search words. These are IIoT, access control 

mechanisms, biometric access control mechanisms in IIoT, biometric mechanisms, and 

deep learning. A preliminary search is conducted across the selected digital libraries, 

including IEEE, Google Scholar, ScienceDirect, Elsevier, and Springer. The iterative 

Round 2 verifies the quality and relevance of the previous step’s search results. The 

document abstract and conclusion are scanned for relevance to the questions PQ1, 

PQ2, PQ3, and PQ4 of Table 2.1.  

The iterative Round 3 conducts relevancy matching and verification against the 

search results from the previous step. It examines the appropriateness of content, 
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research method, data analysis, and findings against the requirements for this research. 

Finally, iterative Round 4 determines which content is relevant to the study and selects 

it as a source for the literature review; otherwise, it is deemed irrelevant and discarded. 

Figure 2.1 shows the application of PRISMA framework for this research, as 

adopted and used by Page et al., 2021. 

    ROUND 1
Identification

Collected and apply relevant 
knowledge from publications as 

a resource for this research / 
system

Checked the abstract, introduction 
and table of content of 

publications.

Checked the introduction literature 
review, reviews, methodology and 
result after experiment of relevant 

publications

Keywords checked 
 IIOT, access control mechanism, 

Biometric Access control, Iris 
Recognition

Searched IEEE, google scholar, 
scopus, science direct, springer

Discard 
Irrelevant 

publications 
from database

Discard 
Irrelevant 

publications 
from database

ROUND 3
Eligibility

ROUND 4
Included 

ROUND 2
Screening

    ROUND 1
Identification

 
Figure 2.1 Prisma framework for literature selection. 

2.2 INDUSTRIAL INTERNET OF THINGS (IIOT) DEFINITION 

The Industrial Internet of Things (IIoT) is the result of advancing IoT development, 

design, and integration to fit the architecture of heavy machinery and complex 

industrial systems (Du & Zhen, 2022; Kedia et al., 2020). IIoT iterations have created 



 
 

15 
 

the Industrial Revolution by enabling high-speed mobility, high-reliability 

communication, low latency, and dense terminal node access in industrial 

environments. This essential technology (IIoT) contributes significantly to the 

Industrial Revolution (Yang et al., 2017; Islam et al., 2019). 

The Internet of Things (IoT) was introduced to industrial environments to 

connect industrial systems and machines, ease user operations, and prioritise access 

control (Javaid et al., 2021; Zalozhnev & Ginz, 2023). Operations are conducted via 

the IoT platform and sometimes performed remotely to access industry resources (Du 

& Zhen, 2022; Berger et al., 2020). The IoT has aided IIoT’s adaptability in companies 

and industries by automating operations. An industrial control system (ICS) comprises 

operational technology (OT) and information technology (IT) systems. The 

information technology (IT) system supports business needs through technological 

enablement, including servers and workstations. Operational technology (OT), 

primarily the machinery used in daily operations such as PLCs (Programmable Logic 

Controllers) and VFDs (Variable Frequency Drives) (Makrakis et al., 2021), is the 

foundation of the IIoT.  

2.2.1 Industrial Revolution – Historical Approach 

Numerous developments throughout the industrial revolutions have shaped the 

progression of modern industry and have been categorised into four stages or eras 

(Wicha et al., 2023; Zalozhnev & Ginz, 2023). German industries were crucial to the 

digitisation of the first revolution (Industry 1.0). People transitioned from human 

power to steam- and water-powered engines for mechanical production; the weaving 

loom was a sign of progress and a big step forward. This innovation was noted and 

called the first revolution (Kumar et al., 2023; Hofmann, 2017). Then, European and 

American technologies helped drive the second revolution, enabling the production of 

many goods using chemicals and electricity (Dickinson & Musson, 2022; Qin et al., 

2016). In the age of electronics, the third revolution (Industry 3.0), the first 

programmable logic control system, was invented, and they adopted innovative 

approaches to getting work done faster to match the demand and supply curve. During 

this time, some management programs were created to improve productivity and 

effectiveness in the manufacturing process (Vaidya et al., 2018; Qin et al., 2016).  

The Industry 4.0 era has seen rapid, competitive development, with artificial 

intelligence (AI) tools available to ease the creation of new inventions. With machine 
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learning-powered AI tools, dependable, life-changing industries have emerged through 

cyber-physical production systems (CPPS). The internet-based age has made it 

possible to interface time-saving and remote working with the industry, where these 

systems have the virtual environment running the industries with the rise of IIoT, 

virtual and physical worlds are the fourth revolution (Industry 4.0). Characteristics 

attributed to Industry 4.0 are human-human, machine-machine, and standard data 

exchange protocols for human-machine interactions (Alcácer & Cruz-Machado, 2019; 

Qin et al., 2016; Nakamura et al., 2018).  

Xu et al. (2014) stated they had reviewed 306 IoT articles and noted that IoT 

began with the revolution in RFID technology and advanced with the invention of 

wireless sensor networks (WSN). This discovery enabled the interconnection between 

intelligent devices or nodes. Research on IIoT shows that the IoT and industry make 

up the IIoT, and its main challenges are managing energy, ensuring security, and 

providing an easy-to-use, adaptable platform (Petrenko et al., 2018; Alcácer & Cruz-

Machado, 2019). 

2.2.2 Context – IIOT 

IIoT is a subset of IoT focusing on Operational Technology (OT), smart 

manufacturing, intelligent coordination, and smart cities. In contrast, the IoT 

encompasses a broader range of consumer devices related to retail and lifestyle (Tange 

et al., 2020). Sensors and devices embedded in equipment, machinery, and other 

systems collect data and transmit it to a centralised system using IIoT (Sisinni et al., 

2018; Zhang et al., 2022). IIoT enables industrial processes to be monitored, analysed, 

and controlled in real-time. It also supports predictive maintenance, allowing 

businesses to detect and resolve problems before they cause downtime or equipment 

failure (Behrendt et al., 2017). While many technologies are classified as IoT (Internet 

of Things), not all are suitable for industrial use. Smart home devices, such as smart 

thermostats or voice assistants, may not apply to industrial applications as they fall 

under the IoT but are connected to the IIoT framework (Da Cruz et al., 2018). 

On the other hand, IIoT-enabled sensors embedded in a machine to monitor its 

performance are part of the IIoT. The focus is on the heavy machinery industries, for 

instance, manufacturing companies like road construction, building construction, and 

shipyards. This research also focuses on a mix of educated and uneducated personnel 

in this space and on their interactions with IIoT (Sezer et al., 2018). IIoT benefits small 
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and medium-sized industries, IIoT is still implementable on a small scale to fit the 

industry’s business specifications. The need for authentication in wireless sensor 

networks and on-site locations has been a concern for IIoT (Saqib & Moon, 2023; Yu 

& Guo, 2019).  

2.2.3 Current Architecture 

IIoT Architecture is designed and implemented in a complex manner, with various 

parts of the framework coordinated to move information across the system. It is 

designed to give and consume information in the form of data from external or internal 

sources (Berger et al., 2020; Mathur & Arora, 2020). This process constantly adopts a 

novel approach to its specification, as each IIoT framework differs, yet it maintains a 

similar structure. In IIoT, the conceptualisation phase is significant, as the framework 

depends on it as its foundation. In this context, semantics may impact the proposed 

technological systems by incorporating multidisciplinary knowledge of IIoT 

architectures (Cunha & Sousa, 2021; Xu et al., 2014; Sisinni et al., 2018).  

When creating an IIoT architectural system, it is crucial to make it flexible and 

modular, capable of handling expansion and working with devices that may use 

different technologies (Al-Qaseemi et al., 2016; Zia et al., 2019). There are various 

architectural frameworks and references available from existing research on both IoT 

and IIoT that are insightful. Architecture is a widely used concept with a multilayered 

service structure at each level, depending on the chosen or conceptualised 

technologies, business goals, and technical requirements (Weyrich & Ebert, 2016). Xu 

et al. (2014) defined the IoT architectural framework with sensing, networking, 

service, and interface layers, in a hierarchical Architecture framework. Across different 

journals, the IoT and IIoT architectures differ based on industry-specific business and 

technological needs. While Al-Qaseemi et al. (2016), in a review of the issues 

regarding IoT, stated that IoT has two different styles of architectures, which are three-

layer architectures (perception layer, network layer, and physical layer) and five-

layered architectures (Al-Qaseemi et al., 2016). 

Most researchers have modelled the IIoT architecture to resemble that of the 

IoT. For instance, Abosata et al. (2021) defined their architecture framework as 

consisting of four layers: the perception layer, network layer, processing layer, and 

application layer. The perception layer comprises sensors, cameras, robots, and 

machines, while the network layer provides connectivity via Bluetooth, Wi-Fi/IEEE 
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802.11, and 6LoWPAN. In the research, they focused on a Hybrid Architecture 

framework. The processing layer comprises algorithm-centred databases and servers 

for data refinement, operational transactions, and decision-making. Finally, the 

application layer manages standards and policies for end users, such as smart cities 

and intelligent manufacturing. The application, network, and perception layers are the 

three main abstract layers that comprise the IIoT systems (McGinthy & Michaels, 

2019). Sarjan et al. (2022), utilising the Fog Computing Architecture framework, 

reviewed standardised IIoT architectures and found that IIoT architectures are three-, 

four-, and five-layered. The three-layered architecture consists of the perception layer 

(hardware, machines, and devices), the network layer (wireless networks, internet, 

optical networks, satellite networks), and the application layer (intelligent grids, smart 

city, smart consumption). The four-layered architecture comprises a field network, 

communication, terminal, and Master station. In this architecture, the field network 

and the terminal comprise the perception layer (three-layered architecture). The 

communication layer is the same as the network layer, and the master system layer is 

equivalent to the application layer. This architecture is used in power plants, operations 

systems, and state monitoring transmission lines. 

 Moreover, Zia et al. (2019) proposed a five-layered architecture for the 

Transactive Energy System. It comprises the user, energy management, market, 

communication, and regulatory layers; the energy management layer controls the 

system’s operation. Zia et al. (2020) proposed a seven-level architecture. It shows that 

the problem with IIoT architecture is inherited from IoT architecture, requiring greater 

standardisation, as each industry sector designs its architecture to meet business needs. 

2.2.4 Types of IIoT Architectures 

The Industrial Internet of Things (IIoT) has proposed several architectures to facilitate 

the integration of various devices, sensors, and systems in industrial settings. Table 2.2 

shows some common types of IIoT architectures.  Table 2.2 presents different 

architectural approaches to designing IIoT systems that cater to various industrial 

applications and requirements. Researchers and practitioners often select or customise 

architectures based on specific use cases and constraints, as stated in section 2.2. 
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Table 2.2 Summary of different types of IIOT architectures 

Architecture Description 

Hierarchical 

Architecture 

Consists of multiple layers of interconnected devices and 

systems organised hierarchically. It typically includes field 

devices at the bottom layer, along with control, supervisory, 

and enterprise systems at higher layers (Xu, He, & Li, 2014; 

Wan et al., 2018).  

Edge Computing 

Architecture 

Edge computing architecture decentralises computation and 

data storage by pushing processing tasks closer to IIoT 

devices and sensors. This approach enhances data security, 

reduces latency, and enables real-time analytics 

(Satyanarayanan, 2017; Shi et al., 2016). 

Distributed 

Architecture 

A distributed IIoT architecture distributes computing tasks 

across multiple network nodes, enabling parallel processing 

and fault tolerance. It enhances scalability and flexibility in 

industrial environments (Gubbi et al., 2013; Xu et al., 2018). 

Event-Driven 

Architecture 

(EDA) 

EDA architecture processes real-time events generated by IoT 

devices and triggers automated responses based on predefined 

rules or conditions. This architecture supports event-driven 

decision-making and enables proactive maintenance 

(Luckham, 2011; Eugster et al., 2003). 

Fog Computing 

Architecture 

It extends cloud computing capabilities to the network's edge, 

bringing computation and storage closer to IIoT devices. It 

enables real-time data processing and analysis, reducing 

latency and bandwidth usage (Bonomi et al., 2012; Yi, Li, & 

Li, 2015). 

Service-Oriented 

Architecture 

(SOA) 

SOA architecture decomposes IIoT systems into modular 

services that communicate via standard protocols. It promotes 

the interoperability, reusability, and scalability of IIoT 

applications and components (Guinard et al., 2010; Panetto & 

Cecil, 2013). 
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Hybrid 

Architecture 

The hybrid IIoT architecture combines cloud, fog, and edge 

computing to leverage each approach's strengths. It offers a 

flexible and adaptable framework for addressing diverse 

industrial requirements and challenges (Mahmud et al., 2020; 

Zhang et al., 2020). 

2.2.5 Risks Associated with IIoT. 

In general, IIoT is a much more complex framework than IoT (Berger et al., 2020; 

Bhamare et al., 2020; Zhang et al., 2023), so the risk assessment has a greater scope. 

Reviewing the listed number of associated risks shows that there are many, as different 

organisations address different risks based on their business specifications. Table 2.3 

reviews various papers and publications, listing the targeted risks, explanations, and 

examples provided by the researchers. 

Table 2.3 shows IIoT risks, their sources, and their types. 

Type Types Of IIoT Risk and Examples 

Security Risks Unauthorised access and data breaches: 

IIoT devices are vulnerable to cyberattacks, leading to 

unauthorised access to sensitive data or control over critical 

systems. 

Malware and ransomware attacks: 

IIoT devices are targeted by malware or ransomware, leading 

to disruptions or unauthorised control of industrial processes 

(Tange et al., 2020). 

Privacy Risks 

 

Data privacy concerns: 

IIoT devices collect and transmit a vast amount of data, 

including sensitive information. If not adequately protected, 

these data are at risk of unauthorised access or misuse 

(Bhamare et al., 2020).  

Personally identifiable information (PII) exposure: 

IIoT deployments may involve collecting and storing PII, 

increasing the potential for identity theft or privacy violations 

if adequate safeguards are not in place (Zhang et al., 2023). 
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Operational Risks System failures and downtime: 

If IIoT devices or systems experience technical failures or 

malfunctions, it leads to disruptions in operations, production 

losses, and potential safety hazards (Berger et al., 2020). 

Interoperability challenges: 

IIoT deployments often involve devices and technologies from 

multiple vendors, which pose interoperability challenges. It 

hinders seamless system integration and communication 

(Berger et al., 2020). 

Supply Chain Risks Third-party vulnerabilities  

IIoT implementations often rely on third-party vendors for 

hardware, software, or cloud services, introducing additional 

risks if these vendors have security vulnerabilities or fail to 

meet required standards (Lu et al., 2020). 

Counterfeit or tampered devices: 

In the supply chain, there is a risk of counterfeit or tampered 

IIoT devices being introduced, compromising security and 

functionality (Lu et al., 2020). 

2.2.6 Current Security Issues 

Security risks are significant in IIoT deployments. IIoT inherited some security issues 

embedded within the IoT framework. These security issues stem from the many 

architectural choices cited in section 2.2.4, which introduces security issues from 

industry control systems (Yu & Guo, 2019). The presence of the operational 

technology (OT) system embedded in the IIoT increases the security issues identified 

in the system, as described in Table 2.4. 

Table 2.4 Summary of security challenges in IIoT and IoT. 

Challenges  IIoT IoT 

Data 

Confidentiality 

Sensitive data generated by the 

IIoT is sent to the cloud system. 

It makes the IIoT cloud system 

a target. The issues are an 

untrusted cloud service 

Data encryption has been the 

mitigating tool as so much data 

is produced. Still, the challenges 

faced are energy/power and 

computational capabilities. The 



 
 

22 
 

provider and data leakage 

caused by cloud attacks (Xu et 

al., 2018; Yu & Guo, 2019). 

unprecedented volume of data it 

produces is an IoT challenge (Xu 

et al., 2018; Yu & Guo, 2019). 

Cyber-

physical 

systems 

integrity 

Attestation is an integrity 

verification mechanism, but 

low-cost embedded devices are 

deployed without it because the 

hardware is expensive and 

complex (Armknecht et al., 

2013; Sadeghi et al., 2015). 

The IOT runs on boot 

attestation, which is a form of 

remote attestation, but it is 

optimised to reduce costs. 

Thereby, its attestation lacks the 

resources needed to function, 

including computational power 

and architectural support in 

hardware and software 

(Armknecht et al., 2013; 

Sadeghi et al., 2015). 

Key 

Establishment 

for devices  

Asymmetric key establishment 

protocols require significant 

computational resources, 

making them unsuitable for 

IoT/IIoT devices with limited 

resources. Although it is 

practical to assume that shared 

secrets are pre-loaded in these 

devices, most devices do not 

have these secret keys when 

they leave the company, as 

symmetric protocols require 

them to be pre-loaded to access 

the organisation's resources 

offsite (Han et al., 2018; Y. 

Zhang et al., 2017). 

 

Asymmetric key establishment 

protocols require intensive 

computation, making them 

unsuitable for IoT/IIoT devices 

with limited resources (Han et 

al., 2018; Y. Zhang et al., 2017). 

Device 

management  

The major challenge is 

monitoring and tracking 

The major challenge is 

monitoring and tracking 
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multiple nodes and devices at 

every stage of the lifecycle, as 

these devices are numerous and 

this trend is evident in the 

growth of the IIoT and IoT 

frameworks (Ambrosin et al., 

2018; Sheng et al., 2015).  

multiple nodes and devices at 

every stage of the lifecycle, as 

these devices are numerous and 

this trend is evident in the 

growth of IIoT and IoT 

frameworks (Ambrosin et al., 

2018; Sheng et al., 2015). 

Abosata et al. (2021) surveyed the system integrity for IIoT and IoT, with a summary 

shown in Table 2.5. They found that Industrial control systems (ICS) are prone to 

attacks and suffer from connectivity issues because they are not designed for the 

extensive connectivity they now require and need an upgrade to their security 

approach. 

Table 2.5 Summary of the Types of Attacks in different layers. 

IIOT 

Architecture 

Layers 

Explanation Of Attacks  

Perception 

layer 

The node or devices layer collects sensor and device data and 

sends them to the network layer. Deogirikar & Vidhate, 2017), the 

standard attacks are. 

• Node capture: involves the attacker replacing or capturing a 

device to obtain sensitive data. 

• Malicious injections occur when intruders inject malware that 

most functions during a firmware upgrade or reboot. 

Moreover, they engage in unauthorised activities or steal data. 

• Sleep deprivation attacks: This is a type of denial of service, 

but in this case, they drain the device of power and make 

modifications to the operating systems. 

• Jamming attack: This attack is orchestrated to disrupt 

communication between devices. 

• Replay attack: This repeats authentication by an unauthorised 

user (Akram et al., 2018; Deogirikar & Vidhate, 2017). 
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Network layer It uses the gateway or interfaces to transmit data to and from the 

application layer. It receives processed data from the perception 

layer and determines how to route it through the gateway, hub, or 

integrated networks. The standard attacks are: 

• Selective-forwarding attacks involve interception and 

redirecting selected packets, which acts like a DoS (Denial of 

Service) attack. 

• Eavesdropping attacks are mostly done on RFID tags, signals, 

and readers, where signals containing data are sent to malicious 

readers to collect sensitive data. 

• Clone ID and Sybil attacks: Attackers do this by cloning a node 

from one organisation node to another node or device to access 

the network. Sybil attacks use a single node to control a large 

portion of the network. 

• Wormhole attacks: These target the traffic flow of network 

topology. 

• Denial of service: This attack involves overloading a network 

or node to reduce its network or node potential and capacity. 

• Man in the middle:  This attack is commonly used to attack 

node-to-node communication to alter and monitor data. 

• Sinkhole: Attacks are made on nodes that transmit false routing 

in a network. 

• Blackhole: This involves planting a malicious node in the 

network that quietly monitors and steals data. 

• Spoofed, altered, replay routing information: spoofing, altering, 

and replaying on targeted data in a node-to-node exchange (Al-

rimy et al., 2018). 

Application 

layer 

This is the final layer of the IIoT architecture. This layer collects, 

interprets, and delivers data to diverse users. Examples include 

smart manufacturing and smart cities. The standard attacks are as 

follows: 

Malicious code injection: injection of malicious code into 

software. They are self-activated or user activated. 
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Malicious scripts occur when a user connects to the internet and 

runs a script or software that appears legitimate. It leads to data 

theft and system failure. 

Data distortion attack: These codes within a software use 

antivirus avoidance to damage the system (Akram et al., 2018; 

Bhamare et al., 2020; Abosata et al., 2021). 

2.3 ACCESS CONTROL ALGORITHMS 

Access control algorithms ensure that only authorised users access resources 

(Salonikias et al., 2015). Several access control algorithms have been defined by 

various sources, which are helpful for this research. Access control algorithms manage 

and enforce security policies for authorised resources in various systems (Koo et al., 

2017). There are three abstractions in which access control systems are composed of 

policies, models, and mechanisms. An access control system fulfils tasks such as 

enforcing access control policies and ensuring the integrity of the policy standard using 

these abstractions. While access control policies are defined as high-level requirements 

that specify how users use and when they use them, they are implemented through 

control mechanisms. The access control mechanisms oversee authentication and 

validation, enforcing access control policies (Salonikias et al., 2019; Salonikias et al., 

2015; Pesonen et al., 2006). The access control algorithm section will examine the 

multi-factor access control mechanism suited for Biometric access control and provide 

examples. 

2.3.1 Types of Access Control Algorithm 

Table 2.6 shows Access Control List (ACL) types and their definitions. These security 

access control algorithms provide different approaches for managing access controls 

to resources based on predefined roles, attributes, discretionary control, encryption, or 

multifactor authentication. Understanding and applying the appropriate access control 

algorithm ensures secure, controlled access across various systems, including the 

Industrial Internet of Things (IIoT) (Sardar et al., 2022). 
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Table 2.6 Access control types and definition. 

Type of Access 

Controls 

Explanation  

Role-Based Access 

Control (RBAC) 

 These access control algorithms are critical for managing and 

enforcing security policies that authorise access to resources 

across various systems. (Nesa & Banerjee, 2020; Ameer et al., 2022). 

Attribute-Based 

Access Control 

(ABAC) 

The ABAC model controls access by considering attributes linked 

to subjects, objects, and environmental conditions. It allows for 

fine-grained access control decisions by defining policies based on 

attribute values (Ameer et al., 2022; J. Xu et al., 2018). 

Discretionary 

Access Control 

(DAC): 

 

It is a conventional access control model that grants owners or 

administrators the authority to determine user access privileges. It 

includes various resources such as files, registry keys, database 

tables, and operating system objects. The model employs Access 

Control Entries (ACE), entries within a list that provide details 

about each user's access to a particular resource and their 

corresponding rights. (Katal et al., 2013; He et al., 2015).  

Mandatory Access 

Control (MAC) 

 

The MAC (Mandatory Access Control) policy is characterised by 

its mandatory nature, meaning users cannot override it. It chooses 

whether to approve or disapprove a specific procedure. MAC 

accomplishes this by considering two primary criteria: the legal 

authorisation or clearance of persons to access such susceptible 

material, as well as the sensitivity of the information connected 

with an object or resource (represented by a label) (Katal et al., 

2013; Jiang et al., 2015). 

Attribute-Based 

Encryption (ABE) 

 

ABE is an encryption-based access control technique that embeds 

access policies in ciphertexts. (Sahai & Waters, 2005). 

Multifactor 

Authentication 

(MFA) 

 

MFA combines multiple authentication factors, such as 

passwords, biometrics, tokens, or smart cards, to verify users' 

identities. (W. Li et al., 2021). 
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Capability-based 

access control 

(CapBAC) 

CapBack is a recognised access control technique that is 

communicated and cannot be forged, and it is the foundation of 

capability-based access control (CapBAC). Like RBAC (Role-

Based Access Control), subjects are system users, and objects are 

system resources. In this context, the authorised actions a subject 

is permitted to carry out on an object are permissions. (Wilkes & 

Needham, 1979). 

New-Generation 

Access Control 

(NGAC) 

 

This Access Control is an initiative by the NIST (National Institute 

of Standards and Technology) to establish a standardised 

mechanism for Attribute-Based Access Control (ABAC). NGAC 

introduces data/relations and characteristics to express policies 

and deliver capabilities to comply with ABAC's standards. 

(Ferraiolo et al., 2016; Coyne & Weil, 2013). 

2.3.2 Access Control- Authentication and Authorisation in IoT 

The Industrial Internet of Things (IIoT) and the Internet of Things (IoT) have three 

active participants in the wireless sensor network: users, devices (including sensors 

and nodes), and the gateway (Li et al., 2018). Some protocol levels are maintained to 

recognise users and their access clearance levels. Sammoud et al. (2020) reviewed and 

observed that existing two-factor authentication schemes do not withstand attacks as 

compared to three-factor authentication, although three-factor authentication incurs 

high resource consumption. 

Analysing existing authorisation and authentication provisions in place and 

most of their flaws in privacy risk, as suggested by most researchers. Li et al. (2018) 

proposed a three-factor authentication using a fuzzy extractor to design a bio-hashing-

based protocol. Table 2.7 reviews some access control research from 2009 to 2023. 

Table 2.7 Previous authentication mechanism 

Researcher And 

Year 

Mechanism Or 

Algorithm Used 

System Drawback Discovered  

 Anil et al.  2009 A smart card and a 

password are used to 

authenticate the gateway. 

Insider attack, impersonation, and 

gateway-node bypass (Li et al., 

2018). 
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Das et al., 2012 Lightweight algorithm 

(hash function and 

symmetric 

cryptography). 

They include insider attacks, 

smart card breaches, and the 

disclosure of server master keys 

(Wang & Wang, 2014). 

Xue et al., 2013 Hash function to 

guarantee computational 

efficiency. 

Stolen cards, insider attacks, 

identity guessing and tracking 

attacks (Jiang et al., 2015). 

Turkanović et al., 

2014 

 Designed an 

authentication scheme for 

a heterogeneous ad-hoc 

wireless network system. 

Vulnerable to stolen verifier 

attack, sensor, smart card breach, 

or device capture attack (Chang & 

Le, 2016). 

He et al., 2015 They proposed a protocol 

to mitigate the Xue et al. 

(2013) hash function, 

which they identified as 

vulnerable to password 

guessing, user 

impersonation, sensor 

node impersonation, and 

more. 

They include User impersonation 

attacks, smart card loss, insider 

attacks, and tracking attacks, as 

Jiang et al. (2016) discovered. 

Chang & Le, 

2016 

Uses ad-hoc wireless 

network authentication. 

Lack of proper authentication, 

stolen smart card attacks, tracking 

attacks, challenging password 

changes, lack of practical 

application, and incorrect 

passwords cause delays in the 

system (Li et al., 2018). 

Li et al. (2018) Utilised a privacy-aware 

multi-authority 

ciphertext-policy 

attribute-based 

encryption (ABE) scheme 

with accountability, 

used to hide attribute information 

in the ciphertext, support 

ciphertext-policy access control, 

and enable the tracing of dishonest 

users who share decryption keys.  
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which addresses the 

challenge of enhancing 

privacy while ensuring 

accountability in fine-

grained access control 

systems 

Awaysheh et al., 

2020 

The research proposes a 

BD federation access 

broker framework to 

address security 

limitations in Hadoop 

access control. It 

introduces the federated 

access control reference 

model (FACRM) to 

formalise secure BD 

solutions within the 

Apache Hadoop stack. 

The access broker facilitates 

authentication and authorisation 

management in a distributed, 

heterogeneous, and federated 

infrastructure, aiming to 

overcome the complexity and 

resource consumption associated 

with Hadoop's primitive access 

control. This approach tackles the 

challenge of enhancing security 

and privacy in next-generation big 

data federation platforms. 

Yang et al., 2022 Revocable and Multi-

authority ciphertext-

policy attribute-based 

encryption (RM-CP-

ABE)  

It addresses the data security 

challenge in cloud storage 

environments by introducing 

revocability and multi-authority 

support to attribute-based 

encryption (ABE). It enables 

flexible revocation of user 

attributes and supports multi-

valued attributes, enhancing 

practical applicability in cloud 

computing scenarios. 

Additionally, the scheme 

demonstrates reasonable 

computational cost, storage 

overhead, and selective security 
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under the RLWE assumption, 

making it suitable for real-world 

deployment. 

Zheng et al., 2022 cryptographic primitive 

called TFPRE-OT, which 

combines type-based 

proxy re-encryption and 

oblivious transfer. 

This primitive enables fine-

grained sharing and hiding of 

access histories for data 

requesters, thereby addressing the 

conflicting interests of data 

owners and requesters. The 

challenge this approach addresses 

is achieving both differential 

access control and privacy 

protection in cloud computing 

settings, where existing methods 

often address these issues 

separately, leading to 

unsatisfactory security 

requirements for different roles. 

Paulraj et al., 

2023 

The research utilises a 

binding contract and an 

admission control policy 

(ACP) to facilitate trust 

between cloud providers 

and enable efficient data 

transfer. A Multi-Agent 

Reinforcement Learning 

(MARL) algorithm is 

employed for anonymity 

classification, thereby 

enhancing privacy 

protection. 

It addresses cross-cloud data 

migration and privacy concerns in 

cloud computing by introducing a 

novel scheme based on binding 

agreements and anonymous 

identities. approach tackles the 

complexities of data migration and 

privacy in cloud environments, 

aiming to improve user experience 

and security. 
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2.3.3 Types Of Multi-Factor Algorithm 

This research focuses on using Biometrics Access Control (BAC), with most 

researchers using Multifactor Authentication (MFA). MFA employs multiple 

authentication factors to validate users’ identities. Various approaches to implementing 

MFA are shown in Table 2.8 and encompass the listed methods. 

Table 2.8 Different Types of Multifactor Algorithms and their definition 

Type Of MFA Term Definitions 

Time-Based / 

One-Time 

Password 

(TOTP) 

It generates a unique password using a shared secret and the 

current time. This password is typically valid for a brief period, 

providing an additional layer of security (Kosta & Sanyasi, 2021). 

SMS-Based 

Authentication 

It uses a one-time password or verification code sent to the 

user's registered mobile phone via SMS. The user enters this 

code as an additional authentication factor (Derhab et al., 2020).  

Push 

Notification 

Authentication 

A dedicated app sends a push notification to the user's mobile 

device. The user approves or denies the authentication request, 

providing an additional layer of verification (Prakash et al., 

2021). 

Biometric 

Authentication 

 It involves biometric authentication factors such as fingerprint, 

face recognition, or iris scan. Biometric characteristics are 

unique to individuals and are used as an additional layer of 

authentication (Mihailescu & Loredana, 2020).  

Hardware Token 

Authentication 

It involves using physical tokens, such as smart cards or USB 

tokens, that generate one-time passwords or cryptographic keys 

for authentication (Lu & Ali, 2008). 

2.3.4 Multifactor Authentication (MFA) Token Access Control Used 
In Previous Works 

Many access control mechanisms have been featured in the Industrial Internet of 

Things (IIoT) sector, especially in the Biometric field. This section evaluates a selected 

sample of multifactor authentication (MFA) mechanisms and the problems they were 

created to solve. Alsaleem and Alshoshan (2021) proposed a multifactor authentication 

system that combines simplicity and low cost. There are no unique configurations or 
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infrastructure requirements for the system. It employs graphical passwords, so the user 

must select and memorise three images during registration. During the login phase, 

after entering the username and password, the user only needs to select the correct 

images they selected during registration in the same order. The proposed system 

defeats keyloggers, screen capture attacks, and shoulder surfing. The proposed system 

was focused on ease of use and low-cost factors. Malware and Trojans are ineffective 

because they record what a user types on the keyboard and what the user sees on the 

screen. Their system was designed to protect the user’s data so that programs do not 

capture the user’s passwords or even the authentication methods the user employs. 

Shrestha et al. (2019) proposed a system that introduces gait biometric authentication 

as an additional component of the MFA process. Existing systems for this proposed 

system rely on a single authentication factor, which possesses a significant security 

vulnerability. The attacker gains unrestricted entry to the terminal if the authentication 

token is physically accessed without authorisation, such as through theft. 

ZEMFA, or zero-effort multifactor authentication, was proposed as a solution 

to this problem. ZEMFA combines multiple authentication tokens, namely a 

smartphone and a smartwatch or bracelet, as well as two different gait patterns that 

these tokens record. These are movements of the mid and lower body recorded by the 

phone and movements of the wrist and arm recorded by the watch. ZEMFA guarantees 

that only the authorised user may access the terminal, even if a fraudster obtains access 

to both authentication tokens by exploiting a user’s unique walking or gait pattern. In 

their 2022 article, Sardar et al. proposed an upgraded palmprint recognition system 

that performs better and provides stronger biometric template protection. The Bio-

Cryptosystem, which they created as a novel addition, offers strong security without 

requiring users to remember their tokens. Cancellable feature vectors are stored in 

encrypted form using the proposed Bio-Cryptosystem. The system’s five primary 

subsystems are image pre-processing, feature extraction, cancellable Biometrics, 

classification, and the Bio-Cryptosystem. 

The palm texture region is removed from the input hand image during pre-

processing. Next, a feature representation technique is used to process the palmprint 

texture patterns to extract distinguishing features. A user-specific token is created when 

these collected features are examined using an information coding scheme. The 

original palmprint features are combined with these user-specific tokens in the 

cancellable biometric system to compute the feature vectors. The cancellable biometric 
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technique is enhanced to incorporate two security levels that protect biometric 

information from numerous attacks, including dictionary, brute-force, database, 

channel, replay, and spoofing assaults. It improves the biometric template protection 

strategy (Shrestha et al., 2019; Sardar et al., 2022).  

Additionally, the proposed system introduces an automatic key generation 

technique for user passwords to alleviate the challenge of remembering lengthy 

passwords or tokens. Two separate keys are generated: one for cancelable biometrics 

and another for encryption and decryption. These keys do not require storage or 

memorisation and are utilised in a multifactor authentication system. Furthermore, the 

proposed system employs a novel Bio-cryptographic algorithm, distinguishing it from 

traditional Bio-cryptographic algorithms (Shrestha et al., 2019; Sardar et al., 2022). 

Pramana et al. (2020) explored the utilisation of a Time-Based One-Time 

Password (TOTP) as a two-factor authentication mechanism for securing online 

accounts. TOTP is an algorithm based on hash-based message authentication (HMAC). 

In their study, the process of generating TOTP with a secret key was distributed to 

users via a QR Code or barcode linked to their respective accounts, along with the 

local time setting. The generated TOTP passcode serves as a verification code to 

confirm the original user's ownership of the account. A new TOTP code is generated 

every 30 seconds. The researchers also developed a biometric system, specifically 

facial recognition, as an additional factor in the authentication process. However, it is 

noted that facial recognition, like other biometric factors, is susceptible to spoofing 

attacks, in which an individual deceives the system using covert means. To counter 

these spoofing attacks, the researchers implemented Multifactor Authentication (MFA) 

that uses TOTP to authenticate users. Combining the TOTP passcode with another 

factor, such as facial recognition, strengthens the authentication process's security, 

providing a more robust defence against spoofing attacks.  

De Diego et al. (2009) proposed a novel information fusion method at the 

classifier level for face verification. The approach considers three types of 

complementary face data: texture, data range, and image curvature. Initially, the deep 

structures of convolutional networks are extracted during the initialisation stage, 

capturing global high-level features across the entire face region. These methods use 

specialised networks that look at the entire Face and identify key points. This approach 

has two big advantages. First, it finds each point well by looking at the whole Face and 

using the context. Second, because it is trained to find all points simultaneously, it 
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understands how they relate to one another. This means it handles tough problems, 

such as when the Face is partly hidden or the lighting is poor. Consequently, the method 

handles complex image samples with occlusions, large pose variations, and high-

contrast illumination. The method is robust to local minima despite data ambiguities 

and corruptions. 

 An example of research using ESP-32 CAM for face recognition is research 

on Developing Arduino-Based Smart Home System Using ESP32 CAM and OpenCV 

published by Wicaksono et al. (2020). In this paper, the authors propose an approach 

to designing a system that recognises human faces using an Arduino and an ESP32-

CAM. The proposed system integrates a face recognition component developed using 

the OpenCV library and implemented on the ESP32-CAM module connected to an 

Arduino system. In the proposed system, the Arduino board uses sensors to send data 

to the server, and the ESP32-CAM module captures face images, which are then sent 

to the server. These photos are then delivered to homeowners using the Line app. 

Moreover, users manually take photos and control lights, fans, and PIR sensors via the 

provided web interface. 

2.4 BIOMETRIC TRAITS 

A biometric is a physical trait or individual behavioural characteristic that may be 

measured and used to identify or verify a person, serving as an information security 

measure as defined by the National Institute of Standards and Technology (NIST) 

(Kissel, 2013). For recognition between humans, they must know what the subject 

looks like or have met the subject to see one or two behavioural or physical attributes. 

For user differentiation, the system supports three interactions: Human-to-machine 

(H2M), Machine-to-machine (M2M), and Machine-to-service (M2S) (Lipps et al., 

2021). These play a crucial role in identifying users, as the human biometric critical 

definition is categorised into three. Individual Biometrics are measured in various 

ways. There are three broad categories of biometric traits. And they are; 

• Physiological Biometrics are physical attributes such as fingerprints, hand 

geometry, facial features, iris patterns, ear patterns, palm vein patterns, and 

palm prints. 

• Behavioural Biometrics like voice patterns, gait, and hand signatures. 
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• Biological Biometrics are biological attributes obtained from medical machine 

readings such as EEG, ECG, and PPG (Jain et al., 2007; Lipps et al., 2021; 

Padma & Srinivasan, 2016; Ren et al., 2020).  

 
Figure 2.2 Types of biometric traits for authentication and their examples (Lipps et al., 

2021, p.3) 

2.4.1 Biometric System Pathway (Trait Sensor Interaction) 

This section identifies the pathways for biometric access control systems as 

standardised by different authors. Summaries of what biometric traits were used and 

at what stage will be identified. The following are the stages of a biometric pathway. 

2.4.1.1 Pre-processing stage 

The pre-processing stage in the biometric access control system pathway involves 

acquiring biometric data from biometric sensors via a computer to improve data 

quality. This process is used to correct distortions and get to the region of interest, 

using a dataset to correlate and correct distorted data. Most methods used in this stage 

are feature standardisation, rescaling, and subtraction (Osanaiye et al., 2016). This 

stage is the most important, as the Human-Computer Interaction (HCI) between the 

user and the sensors must be implemented correctly. Table 2.9 shows examples of this 

stage. 
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Table 2.9 Previous work showed the biometric pre-processing stage. 

Researcher Pre-Processing Features. 

Xu et al., 

2016 

Proposed symmetrical face image for face recognition image pre-

processing, improving precision through a framework. 

Rehman & 

Saba, 2014 

proposed neural networks for processing template images. They 

improve layout analysis and classification by decomposing tasks 

like line removal, skew estimation, and baseline detection. 

2.4.1.2  Region of interest stage 

In biometric systems, the Region of Interest (ROI) is either processed before the 

feature extraction stage or integrated into it. The process of emphasising the essential 

and intriguing aspects of a biometric trait as a more focused area for use as matching 

characteristics in a biometric system is known as ROI (Barbosa & Santos Silva, 2015). 

The region of interest is broken into four broad groups, as shown in Table 2.10. 

Table 2.10 Types of the region of interest. 

Grouping  Explanation 

Bottom-Up Feature-

Based Approaches 

This method searches for features under different 

conditions and uses them in the detection process. A 

popular technique for face localisation is the Scale 

Invariant Feature Transform (SIFT), which combines a 

region detector and descriptor based on gradient 

distribution. Shape context employs edges extracted by 

clever detectors, and Histograms of Oriented Gradients 

(HoG), which enhance accuracy by overlapping local 

contrast normalisation, are similar techniques. These 

techniques employ linear Support Vector Machines to 

categorise people (Alonso-Fernandez et al., 2009). 

Top-Down 

Knowledge-Based 

Approach 

This method reduces the likelihood of false-positive 

detection by focusing on the object of interest. Jones and 

Viola (2006) suggest that by selecting feature sets, the 

scale of the training data, and the scales utilised for 

detection, a region-of-interest strategy that considers the 
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information already available about a person's mobility 

and appearance is implemented. 

Template Matching 

Approach 

This technique uses the object's component elements to 

represent its overall image. This connection enables a 

calculation, which is then used for detection. A human 

detection approach that extracts the boundary and 

separates foreground areas was proposed by Gagan and 

Lalitha (2015). By comparing the edge properties of 

human silhouettes in the database, the program continues 

to search for humans in the image. 

Appearance-Based 

Approach 

This method uses discriminant functions for detection to 

identify distinctive features in images of objects, 

leveraging machine learning and statistical analysis 

(Shekhar et al., 2012). Artabaz et al. (2014) proposed a 

technique for extracting the palm's region of interest, 

which contained its distinguishing characteristics. 

Localisation was used to pinpoint key points for aligning 

the hand image. The technique also included the X-axis 

projection and upper- and lower-edge projections, 

enabling the extraction of the hand contour's horizontal 

limits.  

2.4.1.3 Feature extraction stage 

A crucial step in the identification process of biometric systems is feature extraction. 

It entails reducing the resources needed to describe a sizable amount of data. By 

extracting properties used to classify and identify patterns in input images, feature 

extraction primarily reduces the size of the original dataset (Fasel & Luettin, 2003). 

Advancements in biometric authentication feature extraction include integrating deep 

learning techniques such as CNNs and RNNs, using transfer learning to improve 

generalisation across datasets, and adopting privacy-preserving methods such as 

homomorphic encryption. Recent research emphasises the fusion of multimodal 

features, domain adaptation, and sparse representations to enhance accuracy, security, 

and scalability in biometric systems (Liu et al., 2016). Table 2.11 shows some work 

done on the feature extraction stage. 



 
 

38 
 

Table 2.11 Previous work done using feature extraction. 

Researcher Extraction Features 

Bentahar et al., 

2018 

They proposed an encryption scheme suitable for IoT 

applications. They used the fuzzy commitment scheme in a 

DCT-based fingerprint recognition method. The results are 

analysed and put up against direct matching (without 

encryption) using the two most common metrics, FAR (False 

Acceptance Rate) and FRR (False Rejection Rate), to show 

how effective the system is. The Gabor Filter, Discrete 

Wavelet Transform, Discrete Cosine Transform, and Fast 

Fourier Transform techniques for feature extraction. 

Kumar & 

Kanhangad, 2015 

They presented a tunable-Q wavelet transform (2D-TQWT)- 

based face recognition method, in which face images are 

divided into four sub-bands, and local binary pattern-based 

histogram features are extracted from each sub-band. Three 

feature extraction techniques were employed: Wavelet 

Transform-based Feature Extraction, Spatial Differentiation, 

and Twin Pose Testing Scheme. 

Ross & Jain, 2003 The researchers combined data at the matching score level to 

address information fusion in biometric verification systems. 

They combined face, fingerprint, and hand geometry 

biometric modalities to demonstrate the effectiveness of their 

experimental results. In the Matching module stage, feature 

values are compared to template features to produce a 

matching score, for instance. A matching score is produced 

after facial features are extracted and compared to the template 

database. 

Khobragade et al., 

2015 

They propose using MATLAB to quickly and easily extract 

2D ear features. To achieve the desired ear shape for ear 

recognition systems, the method performs image 

segmentation, feature extraction, and information removal. 

For ear biometrics, ear feature extraction is essential, and 

image pre-processing and normalisation are crucial steps. 
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Mohammed et al., 

2015 

Focusing on data capture, pre-processing, feature extraction, 

and verification techniques for handwritten signature 

verification, they proposed an HSV system. Two feature 

extraction techniques—the static and pseudo-dynamic 

approaches—were suggested for an offline handwritten 

signature system. These approaches were used to measure 

geometrical features and estimate dynamic information. 

2.4.2 Biometric Factors Definition 

In this subsection, the biometric factors are explained. These are the attributes that 

qualify why and how a biometric trait fits within a standardised platform for 

identification, verification, and authentication. Table 2.12 gives the factors and their 

explanations. 

Table 2.12 Biometric factors and their explanations: Adaptation (Kiran et al., 2018, p. 

429). 

Biometric 

Factors 

Explanation 

Universality  The presence of a biometric feature in most of the population is 

required for it to be universal and adopted as a standard (Kiran et 

al., 2018).  

Distinctiveness  The uniqueness of a biometric feature is determined by its 

distinctiveness in different individuals (Oloyede et al., 2016).  

Permanence  Consistency is crucial in biometric measures as they are 

permanent. The features must remain unchanged over time (Lipps 

et al., 2021).  

Collectability  The ease of obtaining a biometric measurement is called its 

collectability. Its acquisition determines how convenient it is to 

authenticate users (Kissel, 2013).  

Performance  Performance is a standard for measuring a system's effectiveness. 

The process entails evaluating the system's precision and 

efficiency and the resources required to attain and analyse the 

desired precision and speed (Kowtko & M., 2014).  
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Acceptability  Acceptability refers to an individual's willingness to provide a 

biometric measure. The convenience factor plays a significant 

role in determining the acceptability of a biometric measure 

within a biometric system. The higher the level of convenience, 

the more acceptable the biometric measure becomes (Considering 

the device's dexterity) (Bentahar et al., 2018). 

Circumvention Circumvention refers to the ease with which an attacker deceives 

a system using a fraudulent biometric sample (Gagan & Lalitha, 

2015).  

Oloyede et al. (2016) analysed various biometric features and identified their flaws 

when used alone, summarised in Table 2.13. 

Table 2.13 Biometric traits performance comparison (Oloyede et al., 2016, p. 7542) 
Factors Gait Face Voice Finger 

Print 

Iris Palm 

Print 

Ear 

Accuracy high low Medium high high high high 

Ease of use medium medium high high medium medium medium 

Cost high medium high low high high high 

Privacy high high high high high medium low 

Distinctiveness medium low low high high high high 

Error factor Weight gain occlusion illness age Eye Angle age pose 

Universality 

drawback 

drunkenness Plastic 

surgery 

Speech 

damage 

Worn 

ridges 

Visual 

impairment 

Worn 

print 

Light 

condition 

Interaction 

Mechanism 

Motion 

camera 

Camera 

capture 

Audio 

capture 

finger 

scanner 

camera 

capture 

Palm 

scanner  

Camera 

capture 

contactless yes yes yes no yes no no 

Ratings are qualitative and ordinal, taken from Oloyede et al. (2016, p. 7542). The 

source gives no numeric thresholds. High, Medium and Low compare the listed traits 

with one another: for accuracy, ease of use, distinctiveness and privacy a higher rating 

is more favourable, and for cost a higher rating means a higher cost. 
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Table 2.12 shows issues with standalone Biometric traits, while Table 2.14 provides 

examples of multimodal biometric fusion (also cited in sections 2.3.3 and 2.3.4) used 

to mitigate these issues.  

Table 2.14 Previous Biometric works: Biometric mechanism. 

Researcher(S) Biometric 

Mechanism 

Algorithm Used  

Manjunathswamy et 

al., 2015 

Biometric 

characteristics such as 

fingerprints and facial 

features 

The algorithm involves 

normalisation techniques such as 

z-score and tanh, and fusion 

techniques such as max score and 

match weighing. 

Singhal et al., 2014 Iris and face 

mechanism 

Normalisation algorithm 

Razzak, 2010 Facial recognition 

and finger vein 

authentication 

method 

Linear Discriminant Analysis 

and Client-Specific Algorithm 

Ghate et al., 2015 Fingerprint and facial 

recognition 

The algorithm used is the 

Neyman-Pearson algorithm. 

Hu et al., 2015 Facial recognition 

and modelling of 

faces 

A fusion scheme within a 3D 

framework technique to combine 

facial mark matching and 

commercial face recognition. 

Kawulok & 

Szymanek, (2012). 

Face and Eye 

Biometric 

Mechanism 

Multi-Level Ellipse Detector and 

an SVM (Support Vector 

Machine) Verifier 

Dalka and Czyzewski, 

2010 

Lip movements and 

Gestures biometric 

Artificial Neural Network 

(ANN) algorithm. 

Shen et al., 2011 Face and Palm Print 

mechanism 

FPCODE algorithm, the 

feature-level fusion 

Kowtko & MA 2014 Biometric traits, 

including 

The threshold settings for 

score-level fusion in each sum 

rule-based match. 
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fingerprints, hand 

geometry, and voice 

Soltane, 2010 face and voice 

recognition 

Gaussian Mixture Model 

(GMM). 

2.5 BIOMETRIC TRAITS AND DEEP LEARNING 

This section investigates the body of knowledge of individual biometric recognition 

mechanisms and their paradigms. It focuses on artificial intelligence using deep 

learning to obtain biometric datasets and train machine learning models for 

authentication.  

2.5.1 Face Recognition Paradigms 

The Facial trait is more pronounced in comparison to the other traits and is easily used 

by individuals for identification (Dieter et al., 2013; Bao et al., 2023). During 

enrolment, a person's Face is captured by the face scanner or camera for feature 

extraction, normalised, localised and encoded for hashing and verification. Early 

models of face recognition relied on simple geometric models, but in recent years, 

more sophisticated mathematical models and matching techniques have been used 

(Jain et al., 2004). Deep learning-based face recognition shows how facial recognition 

technology has evolved from simple geometric models to advanced mathematical 

models and matching techniques. Curricular Face uses the concept of curriculum 

learning in its loss functions to handle different samples at different training stages 

(Bengio et al., 2009). Advanced feature learning and adaptive strategies in loss 

functions have been emphasised by methods such as SphereFace, ArcFace, and 

AdaCos, which highlight angular discriminative features and automatically strengthen 

supervision during training (Liu et al., 2017; Deng et al., 2019; Zhang et al., 2019).  

"Face Synthesis with Identity-Attribute separation for Heterogeneous Face 

Recognition," published by Yang et al. in 2022, demonstrates the use of the Face 

Synthesis (FS) and Identity-Attribute Disentanglement (FSIAD) method, achieving 

better results than other state-of-the-art approaches in Heterogeneous Face 

Recognition (HFR). According to the authors, IAD (Identity-Attribute 

Disentanglement) helps segregate identity-containing information from other identity-

independent information. Using IAD, the matching between faces from different 
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heterogeneous sources becomes more reliable and robust. The Face Synthesis Module 

(FSM) increases the size of the training data, thereby improving HFR performance.  

In the context of security threats, the FaceAdv method demonstrates practical 

physical-world attacks on deep-learning face recognition systems. FaceAdv: Shen et 

al. (2021) used a Generative Adversarial Network (GAN) technique; the FaceAdv-

generated adversarial stickers were placed on targeted facial regions to achieve 

impressive results in dodging and impersonation attacks. In face generation, the 

authors used a Progressive-GAN (PGAN) framework that progressively grows the 

generator and discriminator networks to produce ultra-high-resolution face images 

indistinguishable from real ones. The resulting face generation method achieved high 

verification accuracy, a common theme in state-of-the-art deep learning studies of face 

recognition (Karras et al., 2017; Wang et al., 2018b). 

Ren et al. (2022) present the Perturbation Inactivation (PIN) method, a plug-

and-play defence strategy against adversarial attacks. PIN identifies an immune 

subspace, effectively inactivating adversarial perturbations and demonstrating robust 

generalisation across diverse scenarios. Their approach is plug-and-play and works 

with most commercial or business API gateways. 

 The research by Krivokuca Hahn et al. (2023) categorises existing face 

protection techniques into two subcategories: Non-Neural Network and Neural 

Network-learned approaches. The study states the need for an empirically validated 

evaluation to assess the robustness of recognition accuracy, irreversibility, and 

renewability/unlinkability.  

Facial age estimation uses Divergence-Driven Consistency Training (DCT) by 

Bao et al. (2023) to address the limited number of training samples. The method uses 

pseudo-labelling, consistency regularisation, Efficient Sample Selection (ESS), 

Identity Consistency (IC) regularisation, and Local Prediction (LP). The research 

presents an overview of deep learning developments used to utilise large amounts of 

unlabelled data and to evaluate the efficiency of models and algorithms for face 

analysis, including face recognition and face ageing. 

2.5.2 Fingerprint Recognition Paradigms 

Fingerprint recognition technology is a biometric technology that dates back a century 

and is still widely used as a reliable form of authentication. It has several 

disadvantages, such as scars, dry skin, and ageing (Li et al., 2014a). The intricate 
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features of ridges, valleys, and minutiae make fingerprints a pivotal biometric trait 

(Adewole et al., 2014; Ding et al., 2023). Lee & Wang (1999) used Gabor filtering on 

segmented fingerprint images to improve authentication. They were among the 

pioneers in advancing fingerprint technology. The segmented fingerprint images were 

classified using a k-NN classifier, achieving an authentication rate of 97.2%. Tico et 

al. (2001) leveraged wavelet features for fingerprint recognition, employing a k-NN 

classifier methodology. Tico et al. (2001) also used wavelet features in fingerprint 

recognition and a k-NN classifier to improve traditional methods. Fingerprints have 

several disadvantages, such as dirt on the skin surface and ageing effects, which 

significantly reduce the accuracy of fingerprint authentication (Li et al., 2014a). 

Fingerprints are captured by placing the finger in contact with the fingerprint reader. 

For each sample in the database, this must be done, which is a very time-consuming 

process, hence, biometrics, such as Face recognition, are much faster. 

Deep learning techniques are increasingly used in fingerprint recognition. 

MENet (Darlow et al., 2017) and FingerNet (Tang et al., 2017) were the first deep 

learning models for the extraction of minutiae features, unified features, orientation 

fields and segmented features. Lin & Kumar (2017) proposed a multi-Siamese network 

for matching contactless motion in fingerprint images with their corresponding contact 

fingerprints, combining deep learning with handcrafted features. Anand et al. (2020) 

proposed an innovation, a CNN-based pore descriptor (DeepResPore), for detecting 

pores and computing descriptors for high-resolution fingerprint recognition. 

With all these innovations, ensuring the security of fingerprint-based systems 

against fraudulent attempts is crucial. Kim et al. (2016) proposed a liveness detection 

approach for fingerprint samples using the statistical output of a deep belief network 

(DBN), achieving impressive results on public benchmarks, including the LivDet2013 

database (Kim et al., 2016). Deep learning-based fingerprint liveness detection has 

also been introduced by Nogueira et al. (2016), achieving 95.5% accuracy.  

Ding et al. (2023) proposed a groundbreaking method, LMT-U Net, for 

extracting surface and internal fingerprints from noisy Optical Coherence Tomography 

(OCT) volume data. Ding et al. (2023) propose a novel approach, called the Learning 

Multi-Task Ultrasmall Network (LMT-U Net), for extracting surface and internal 

fingerprints from noisier volume data from Optical Coherence Tomography (OCT). In 

the proposed approach, a deep end-to-end Contour Regression Module (CRM) based 

convolutional neural network (CNN) is designed for fast tissue contour estimation. 
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The multi-task learning and depth-wise separable convolution (DSC) are implemented 

in LMT-U Net, which preserves the merits of an ultrasmall network while also 

outperforming other state-of-the-art architectures and methods. Through multi-task 

learning and depth-wise separable convolution (DSC), LMT-U Net achieves results 

comparable to 3D architectures, outperforming conventional methods and prominent 

neural networks. Hence, the research is conducive to the real-time implementation of 

Automated Fingerprint Recognition Systems (AFRS). 

2.5.3 The Palm Print Recognition Paradigms 

In biometric identification, palmprints are often overshadowed by traits such as iris, 

Face, and fingerprints, but are gaining prominence due to their unique features 

(Isnanto et al., 2015). As a biometric trait, palmprints include minutiae, geometry-

based traits, delta points, primary lines, and wrinkles. Over time, the stability of 

creases in palmprints adds a unique dimension to the recognition process, thereby 

enhancing its reliability (Xinrong et al., 2013). Early efforts in palmprint recognition 

involved handcrafted features, including Principal Component Analysis (PCA), 

Fourier and wavelet transforms, line-feature matching, and deep scattering features. 

These methods laid the foundation for understanding the intricacies of palmprint 

recognition.  

The use of deep learning has significantly advanced the palmprint recognition, 

with notable contributions from Xin et al. (2015), Zhong et al. (2018), Shao & Zhong 

(2019), Shao et al. (2019a, 2019b), Zhao et al. (2019), and Zhao & Zhang (2020). 

These innovations range from deep belief networks, Siamese networks, transfer 

learning, graph neural networks, and deep convolutional architectures for improved 

feature extraction and recognition. Shao et al. (2024) propose a Federated Metric 

Learning (FedML) method to address data privacy and data distribution across islands 

in deep metric learning-based palmprint recognition. This approach involves 

deploying models with different architectures on various datasets. Transfer learning 

bridges the gap between private and public data distributions, demonstrating superior 

performance in scenarios with Non-Independent Identically Distributed (Non-IID) 

data.  

Yang et al. (2023) introduced a Comprehensive Competition Network (CCNet) 

for palmprint recognition. This network reformulates the traditional competition 

mechanism by incorporating spatial and channel competition mechanisms into multi-
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order texture features. CCNet performs remarkably well on public palmprint datasets, 

outperforming state-of-the-art methods, and the related code is available on GitHub. 

Genovese et al. (2019) worked on the PalmNet, a CNN that was designed for touchless 

palmprint recognition. The novel CNNs, PalmNet-Gabor and PalmNet-

GaborPCA, use a unique filter-tuning procedure based on Gabor responses and PCA. 

The extensive evaluations have proved the superior recognition accuracies compared 

to existing methods, highlighting the effectiveness of Gabor-based filter tuning and the 

importance of CNNs in touchless palmprint recognition. Shao et al. (2021) propose a 

novel Learning with Partners (LWP) framework. This method leverages multiple 

labelled source datasets and an unlabelled target dataset to train two feature extractors. 

LWP significantly improves accuracy and Equal Error Rate (EER) in multi-source, 

cross-dataset palmprint recognition.  

2.5.4 The Iris Recognition Paradigms 

The iris recognition is one of the robust biometric methods for identification and 

verification, and it is valued as one recognition with high accuracy, reliability, and 

simplicity (Srinivasan & Balamurugan, 2014; Gupta et al., 2006; Oloyede et al., 2016; 

Nalla & Kumar, 2017; Nguyen et al., 2020; Park et al., 2011; Ren et al., 2020; Sequeira 

et al., 2016; Srikrishna & Nirmala, 2023; Wei et al., 2022, 2023;  Xu et al., 2023; Zhao 

& Kumar, 2019). The Iris recognition system comprises core processes of image 

acquisition, iris localisation, feature extraction, and encoding for database storage, 

culminating in template matching for identification (Srinivasan & Balamurugan, 

2014). The richness of iris features, including rings, corona, ciliary processes, freckles, 

and microstructural patterns, contributes to the stability and uniqueness of iris 

recognition (Nguyen et al., 2020).  

Daugman's Framework (1993)  proposed a method that stands out as a pivotal 

contribution, establishing a robust statistical foundation for modern iris biometrics 

through the test of statistical independence (Daugman, 1993). Early methods included 

Zhu et al. (2000), which utilised multi-channel Gabor filtering and wavelet transform 

for iris identification, and Minaee et al. (2015), which introduced an iris recognition 

system based on deep scattering convolutional features (Zhu et al., 2000; Minaee et 

al., 2016). Deep learning has revolutionised iris recognition, significantly 

improving performance. Minaee et al. (2016) demonstrated the efficacy of pre-trained 

CNN models, Gangwar and Joshi (2016) proposed a CNN-based iris recognition 
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network, and later a framework based on deep belief networks and contour information 

(Minaee et al., 2016; Gangwar & Joshi, 2016;). Zhao and Kumar (2017) developed a 

framework based on a Fully Convolutional Network (FCN) and Extended Triplet Loss 

(ETL), while Alaslani and Elrefaei (2018) utilised deep features from AlexNet for iris 

recognition (Zhao & Kumar, 2017). The proposed IrisParseNet by Wang et al. 

(2020c) is a notable deep multi-task attention network for accurate iris segmentation 

and recognition (Wang et al., 2020).  

Two papers were added to the Contextual Measures (CM) by Wei et al. (2023) 

in "Iris Recognition via Learning Microstructures from Deep Features", which 

explored using microstructures in the iris for better recognition. The CM method 

proposed in this paper uses a Globally Contextual Measure (GCM) branch and a 

Locally Contextual Measure (LCM) branch in parallel. It uses a Perturbation 

Bottleneck (PB) to eliminate redundancy in feature aggregation. Fang et al. (2021) 

proposed a fusion-based classifier for Iris Presentation Attack Detection (PAD) using 

2D textures and 3D photometric stereo. The robustness of the proposed method is 

verified under different sensors and lighting conditions. (Fang et al., 2021).  

Wei et al. (2023) introduce an innovative iris recognition method, Contextual 

Measures (CM), leveraging microstructures within iris patterns. CM utilises two 

parallel branches, Globally Contextual Measure (GCM) and Locally Contextual 

Measure (LCM), to capture global and local contexts. A Perturbation Bottleneck (PB) 

is introduced to address aggregation redundancy and enhance discriminative features. 

Experimental results on benchmark iris datasets validate CM's effectiveness, 

emphasising the importance of global and local contexts. Fang et al. (2021) propose a 

multi-modal Presentation Attack Detection (PAD) technique using 2D and 3D 

modalities. The 2D feature is obtained using the Binary Statistical Image Features 

(BSIF) method, while the 3D feature is derived from photometric stereo. Results from 

several state-of-the-art commercial-off-the-shelf iris biometric devices, including 

IrisGuard AD100 and LG 4000, show higher accuracy than competing modalities, 

particularly in open-set attack scenarios. The study also introduces a new iris biometric 

database having real and synthetic samples along with corresponding open-set 

spoofing attack samples. An open-source implementation of the multi-modal PAD 

technique is available online. 

Lee et al. (2022) proposed a new technique for protecting iris templates using 

the Random Augmented Histogram of Gradients (RHoG) and demonstrated its 
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security against various attacks. The experiments showed that the resulting secure iris 

templates achieve high matching performance on the CASIA-IrisV3-Internal and 

CASIA-IrisV4-Thousand datasets. The RHoG technique enables secure iris 

authentication while preserving user privacy and iris unlinkability. In addition, 

authentication is very fast and does not require pre-alignment of iris biometric samples. 

Yadav et al. (2020) top-performing paper in the LivDet-Iris 2020 competition by 

proposing a very effective liveness detection technique. George et al. (2021) used the 

modified MobileNetV2, and the proposed feature-serial architecture has achieved the 

highest BPCER10 across all test datasets, ranging from 0.16% to 3.09%. It has shown 

robustness against various presentation attacks, and the recommendations for future 

work include using lightweight deep learning models.  

2.5.5 The Gait Recognition Paradigms 

Gait recognition, a field that draws on machine learning, computer vision, forensic 

studies, and robotics, is of significant interdisciplinary importance. Applications span 

visual surveillance and offer non-cooperative observation in challenging subject-

cooperation scenarios. Challenges in gait recognition include susceptibility to mimicry 

and variations caused by accidents, injuries, costumes, walking posture, viewing 

angle, load carrying, and weather conditions. Recognising individuals within a group 

of walking people adds complexity.   

Pioneering the field, Wolf et al. (2016) introduced a gait identification system 

that understands motion from various viewing angles by utilising 3D Convolutional 

Neural Networks (CNNs). Zhang et al. (2019) suggested a Siamese neural network 

that uses Gait Energy Images (GEI) to distinguish between different sequences. 

Battistone and Petrosino (2019) introduced gait recognition using a time-based Long 

Short-Term Memory (LSTM) network. Zou et al. (2018) designed an investigative 

hybrid convolutional neural network and recurrent neural network (CNN-RNN) model 

for gait recognition using smartphone sensors. GaitGAN (Yu et al., 2017) used the 

generative adversarial networks to generate invariant gait images. Zhang et al. (2019) 

designed an Auto-Encoder framework that disentangles pose and appearance features, 

and the resulting model is beneficial for gait recognition (Zhang et al., 2019). Fan et 

al. (2020) introduced GaitPart, a model for fine-grained learning of part-level spatial 

features. Liao et al. (2020) introduced PoseGait, a model based on human body 

structure and prior knowledge. Li et al. (2020) presented a semi-supervised 
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disentangled machine learning model for gait recognition. Xu et al. (2023) proposed 

cross-view algorithms, including Pairwise Spatial Transformer Networks and multi-

view gait image synthesis, to improve cross-view gait detection accuracy.  

Iwama et al. (2012) contribute to the field by constructing and evaluating the 

world's largest gait database. This study addresses existing database limitations, 

evaluates gait recognition performance, and provides insights into the impact of gender 

and age on recognition. Despite the dataset's considerable size, future work involves 

collecting more data for specific age groups and conducting further 

analysis, indicating the continuous evolution in gait recognition research. Pose and 

appearance features for effective gait recognition. Fan et al. (2020) proposed GaitPart, 

a part-based model for fine-grained learning of part-level spatial features. Liao et al. 

(2020) introduced PoseGait, a gait recognition model based on body pose and human 

prior knowledge. Li et al. (2020) presented a framework utilising semi-supervised 

disentangled representation learning in gait recognition.  

Marin-Jimenez et al. (2021) proposed a unified framework, UGaitNet, for 

multimodal gait recognition. The proposed method addressed the shortcomings of 

state-of-the-art methods and adopted multiple modalities, achieving results while 

efficiently handling missing modalities. Therefore, it effectively addressed the 

challenges of gait recognition, provided a complete solution for real applications, and 

has great potential for further research. 

Van Hamme et al. (2021) analysed security threats to biometric authentication 

systems and investigated current threats to Inertial Measurement Unit (IMU)-based 

gait authentication. The findings present the risks of template leakage in unprotected 

systems and explore the security of protected biometric templates, providing valuable 

insights for the secure design of authentication systems based on them.  

2.5.6 The Voice Recognition Paradigms 

Voice Recognition, synonymous with speaker recognition, is the process 

of identifying individuals by analysing voice attributes, including behavioural 

elements such as accent, tonality, vocal texture, and pitch. Automated speaker 

recognition has its roots in the 1960s, stemming from the need to identify callers 

issuing verbal bomb threats over the phone, which led to the development of 

technologies at Bell Laboratories. The National Institute of Standards and Technology 

(NIST) Speaker Recognition Evaluation (SRE) datasets, initiated in 1996, serve as 
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benchmarks for evaluating speaker recognition systems. Notable datasets include SRE 

2016 and SRE 2018. The evolution of voice recognition technologies has shifted 

from i-vector-based approaches to deep learning, markedly enhancing performance. 

Pioneering works include the D-vector Approach (Variani et al., 2014), which 

introduced a frame-level deep neural network (DNN) for text-dependent speaker 

recognition, and the X-vector Approach (Snyder et al., 2014), which produced "x-

vectors" with a time-delay neural network at the segment level, surpassing 

traditional i-vector systems.  

End-to-end approaches, such as those incorporating triplet, GE2E, and intra-

class losses, have demonstrated notable performance improvements. Mutual 

Information Maximisation (Ravanelli & Bengio, 2018) introduced the concept of 

learning speaker embeddings from raw waveforms, outperforming traditional methods 

on the VoxCeleb corpus. Additionally, by combining feature extractors and large-

margin loss functions, as proposed by Bhattacharya et al. (2019), researchers showed 

that this approach achieves ultramodern results on both VoxCeleb and NIST-SRE 

2016. 

To bolster the security of Speaker Recognition Systems (SRSs) propose 

Adaptive F-ratio-based Partial Masking (AFPM) to improve the robustness of Speaker 

Recognition Systems (SRSs) against various adversarial attacks. The proposed AFPM 

leverages the concept of Partial Masking (PM) to efficiently strip out non-robust 

features. By integrating the F-ratio-based PM (FPM) and an adaptive threshold 

calculation algorithm, the proposed AFPM achieved robustness against various 

adaptive attacks and is suitable for many SRSs.  

Addressing the challenge of countering human impostors and deepfake attacks 

on speaker recognition systems, Yang et al. (2021) present SA-DTH-Net, a robust lip-

based visual speaker authentication method. They utilised a deep convolutional neural 

network (DCNN) combined with Fundamental Feature Extraction (FFE-Net) and 

Representative Lip Feature Extraction and Classification (RC-Net) to perform multi-

task learning, thereby strengthening the ability to resist DeepFake attacks during 

authentication. The experimental results show that their proposed method is very 

efficient and robust against DeepFake attacks and human impostors. Marras et 

al. (2023) researched a new vector-dictionary attack that targets the speaker or voice 

verification systems. The attack is created to maximise the raw similarity of the 



 
 

51 
 

speaker and mimic a large proportion of the speaker's features, using adversarial 

optimisation. 

Wang et al. (2023) research on a full-spectrum solution for deploying speaker 

recognition models in mismatched domains. Their models are trained on heavy-tailed 

PLDA (HT-PLDA) and Gaussian PLDA (G-PLDA) and employ several domain 

adaptation (DA) techniques, along with correlation alignment (CA) and covariance 

regularisation (CR), to improve the robustness of the speaker recognition models in 

mismatched environments. Experimental validation on NIST 

datasets demonstrates the effectiveness of these techniques, with improvements in HT-

PLDA systems. The study emphasises the superiority of HT-PLDA and underscores 

the importance of tailored domain-adaptation methods for optimal speaker recognition 

system adaptability in real-world scenarios.  

2.5.7 The Ear Recognition Paradigms 

Ear recognition is a Biometric trait that analyses the distinct features of the human ear, 

from facial images (Yan & Bowyer, 2007). The human ear photographed from both 

sides of the head. Hence, it becomes a valuable biometric trait in cases involving non-

cooperative subjects. The use of ear images is restricted due to occlusions caused by 

hair, hats and jewellery, etc. The classical approach to ear recognition includes 

Geometric, Holistic, Local, and hybrid methods to handle occlusions and intra-class 

variations in the use of ear images for authentication. The current use of Deep learning 

methodologies in ear recognition systems has improved performance, as reported 

below. 

Emerson et al. (2017) proposed a deep learning-based averaging approach to 

prevent overfitting in small databases. Zhang et al. (2018b) leveraged convolutional 

neural networks (CNNs) for an ear verification framework under uncontrolled 

conditions. Emer et al. (2018) explored the impact of ear accessories on recognition, 

comparing CNN-based methods with traditional approaches. Zhang et al. (2019) 

proposed a few-shot learning technique for situations with limited training data. Sinha 

et al. (2019) proposed a framework based on Histograms of Oriented Gradients (HOG) 

and Support Vector Machines (SVMs) for outer ear localisation. They employed CNNs 

to address the challenges of illumination, angle, contrast, and scale. Other studies, such 

as Omara et al. (2018) and Štepec et al. (2020), proposed various approaches, such as 

feature fusion using Discriminant Correlation Analysis (DCA), hierarchical deep 
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features, and a constellation-based deep learning approach for ear biometrics. These 

studies confirm the value of deep learning in ear biometrics to address current 

challenges and improve performance.  Kang et al. (2020) introduced a new deep neural 

network (DNN) for Transient Evoked Otoacoustic Emission (TEOAE) biometric 

systems, focusing on multi-session verification and identification. The TEOAE used 

in this research is a 20ms ear-generated response. This is chosen because the TEOAE 

is highly resistant to Spoofing and Replay Attacks. This, therefore, makes the TEOAE 

biometric more secure and robust. The proposed deep learning model utilises the triplet 

loss function to generate the TEOAE embeddings. The identification accuracy of the 

proposed model is 99.3 ± 1.04%, and the equal error rate (EER) is 0.187 ± 0.146% in 

the verification test. This proposed deep learning model has achieved 7.56% and 

13.3% improvements over existing models for identification and verification, 

respectively. 

Maity et al. (2015) proposed a model based on a Continuous Wavelet 

Transform (CWT) that is feature-extraction-free. The research developed a system to 

address the various challenges in 3D ear biometrics. The ear images were segmented 

by using an active contour model, and 3D shape and depth features were used for 

hierarchical categorisation. Using an active contour model, they outperformed other 

approaches, achieving a rank-one recognition rate of 98.5% on the University of Notre 

Dame Collection J2 dataset. The tree-based indexing approach reduces the search time 

up to 50% by reducing the search space. The proposed work has shown fully 

automated, robust, and efficient results for 3D ear biometrics, and this work will be 

extended to multi-modal Biometrics in the future. 

Liu et al. (2023) introduced Stimulus-Frequency Otoacoustic Emission 

(SFOAE) as a new biometric feature. Because of its high stationarity and lower 

susceptibility to hearing loss, SFOAE has great potential for applications in both voice 

and speech biometric verification and identification. By fusing features from SFOAE 

spectra across different stimulus levels, the equal error rates (EERs) obtained using 

linear discriminant analysis (LDA) and a multi-kernel convolutional neural network 

(Mk-CNN) for closed-set and open-set verification are 0.541% and 1.364%, 

respectively. The SFOAE-based system shows great robustness and potential in the 

biometric field. Finally, the study also recommends a future enhancement study to 

develop a multi-session SFOAE system, build a specific SFOAE-based biometric 
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database, and fine-tune the frequency ranges of SFOAE to improve system 

performance. 

2.5.8 Contactless Weight Scaling 

The contactless applicability of different biometric features and a comparative analysis 

across various biometric modalities reveal distinct levels of contact requirements. Face 

recognition stands out as a highly contactless modality, scoring a five on the proposed 

scale, owing to its non-intrusive nature and widespread use in surveillance and mobile 

authentication (Taigman et al., 2014; Sun et al., 2014a). Gait is also five since, almost 

inevitably, there is no need for bodily contact between a person and an authentication 

device for gait authentication. This holds for those 3D CNN and Siamese network-

based authenticators that have been reported extensively in the scientific literature 

(Darlow et al., 2017; Tang et al., 2017). Voice is Four. While voice-based modalities 

have currently adopted DNN-based i-vectors and x-vectors for voice recognition 

(Snyder et al., 2018; Dehak et al., 2011), as demonstrated in the audio examples 

provided in earlier sections, a form of verbal authentication would therefore be 

assigned a score of four. Ear is also four. Based on Siamese and graph LSTM network-

based authentication, the ear-based biometric system would still be contactless, as only 

minimal body parts (perhaps only the shoulder) are in contact with the authentication 

device, and a score of 4 is given (Zhao & Kumar, 2017;). Fingerprint recognition, 

exemplified by MENet and FingerNet, scores a 2.5, as it involves minimal physical 

contact with a fingerprint scanner, but still requires contact for accurate readings (He 

et al., 2018; Tang et al., 2019). Iris recognition, utilising VGGNet-based models and 

attention networks, scores a 3, as it typically involves proximity to an iris scanner, 

albeit without direct physical contact (Daugman, 2004; Nguyen et al., 2017). Palmprint 

recognition scores a 2, as it often requires placing the palm on a scanner, which 

provides greater contact than other modalities (Zhang et al., 2019; Zhao & Kumar, 

2017). This proposed contactless scale aims to comprehensively evaluate the physical 

interaction levels for each biometric modality, facilitating informed decision-making 

across diverse application scenarios. Table 2.15 shows the summarised scores, which 

are evaluated by the distance needed for authentication. 
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Table 2.15 Summary of Contactless Scale Weighting 

Biometric Trait Score 

Face 5 

Fingerprint 2.5 

Iris 3 

Palmprint 2 

Gait 5 

Ear 4 

Voice 4 

2.5.9 Performance Rating of These Biometric Traits 

To analyse the performance of each biometric trait (gait recognition, voice recognition, 

ear recognition, palmprint recognition, iris recognition, fingerprint recognition, and 

face recognition), a performance score from 1 to 5 is assigned, with 5 being the highest 

and 1 the lowest, to form a theoretical scaling. Based on the information provided in 

section 2.5, these factors, such as accuracy, EER (Equal Error Rate), the dataset used, 

and model robustness, have been considered. This performance scaling was aided by 

reviewing the study/survey on Biometric Deep Neural Networks (DNN) compiled by 

Minaee et al. (2023).  

Table 2.16 Summary of Biometric Evaluation Scale 

Biometric Recognition Score 

Face 4.5 

Fingerprint  4.5 

Palmprint 5 

voice 4 

Iris 5 

Gait 3 

Ear 3 

This section summarises the performance ratings in Table 2.16. 

• Face recognition performance score: 4.5  

 Explanation: Facial recognition models have found wide applications with 

high accuracy. The accuracy of verification and identification tasks is generally 
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above 95% (Taigman et al., 2014; Sun et al., 2014b, 2015; Parkhi et al., 2015; 

Schroff et al., 2015; Zhang et al., 2019; Liu et al., 2017; Ren et al., 

2022; Krivokuca Hahn et al., 2023; Bao et al., 2023). Deep learning-

based methods are generally better than traditional approaches. Deep learning-

based models perform well on benchmark datasets such as MegaFace. Face 

recognition is mostly used because deep learning-based models and large 

amounts of training data are readily available today. Face matching has 

drawbacks when faced with various conditions, such as occlusion and mask-

wearing.  

• Fingerprint recognition performance score: 4.5 

 Explanation:  The Fingerprint recognition models show or present a strong 

performance, with accuracy rates ranging from around 95.70% to 100% 

(Minaee et al., 2019; Lin & Kumar, 2017; Darlow & Rosman, 2017; Pandya et 

al., 2018; Ding et al., 2023). Deep learning-based fingerprint recognition 

algorithms have achieved remarkable accuracy levels on 

benchmark datasets, such as PolyU, FVC and CASIA. 

• Palmprint recognition performance score: 5 

Explanation: High Accuracy Palmprint recognition models give very high 

accuracy rates (99% and more) (Rida et al., 2019; Xu et al., 2019; Michele et 

al., 2019; Jalali et al., 2015; Minaee & Wang, 2017; Shao et al., 2021; Yang et 

al., 2023; Shao et al., 2024). Deep learning-based approaches are achieving 

remarkable accuracy and scores on the PolyU dataset, demonstrating the 

robustness and effectiveness of these models for palmprint recognition. 

• Iris recognition performance score: 5 

Explanation: Iris recognition models provide accuracy of more than 99% 

(Farouk, 2011; Alvarez-Betancourt & Garcia-Silvente, 2016; Menon & 

Mukherjee, 2018; Minaee et al., 2015, 2016; Zhao & Kumar, 2017; Wei et al., 

2022; Fang et al., 2021). Deep learning algorithms work much better than 

traditional methods for classifying iris images in various iris databases. Deep 

learning methods deliver robust, accurate results for Iris recognition systems. 

• Voice recognition performance score: 4 

Explanation: Voice recognition systems based on deep learning models have 

shown high accuracy with Equal Error Rates (EERs) ranging from 3.22% to 
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6% (Shon et al., 2018; Ravanelli & Bengio, 2018; Okabe et al., 2018; Cai et 

al., 2018; Hajibabaei & Dai, 2018; Chung et al., 2018; Xie et al., 2019; Wang 

et al., 2023; Marras et al., 2023; Yang et al., 2021). Deep learning-based voice 

recognition systems achieve over 95% accuracy on the VoxCeleb1 dataset. The 

use of deep learning-based approaches contributes to the impressive 

performance, indicating the effectiveness of these models in speaker 

recognition tasks. 

• Gait recognition performance score: 3 

Explanation: Gait recognition models fall in the range of average accuracy of 

68.50% to 95% as shown in most papers (Kusakunniran et al., 2013; 

Muramatsu et al., 2015a; Wu et al., 2016; Yan et al., 2015; Fan et al., 2020; 

Marin-Jimenez et al., 2021). There are several models with varying 

performance due to differences in datasets and evaluation and test conditions, 

which introduces significant uncertainty into existing models. Moreover, some 

models have very high and others very low accuracy values, indicating scope 

for improvement in the existing models to reduce the uncertainty in their 

accuracy. 

• Ear recognition performance score: 3 

Explanation: Ear recognition models show varying performance, with accuracy 

ranging from 62.48% to 99.94% (Zhang et al., 2019c; Eyiokur et al., 2017; 

Omara et al., 2018; Sinha et al., 2019; Tian & Mu, 2016; Kang et al., 2020; 

Štepec et al., 2020). While some models achieve high accuracy rates, others 

exhibit lower performance. The choice of dataset and the specific deep learning 

architecture may influence the overall performance of ear recognition systems.  

Conclusion 

Minaee et al. (2023) informed the construction of the performance scale by providing 

a consolidated review of deep-learning-based biometric recognition methods across 

different modalities. The survey supported the identification and comparison of the 

recognition techniques, benchmark datasets, reported performance and limitations 

associated with different biometric traits. I used this evidence, together with other 

modality-specific studies reviewed in Section 2.5, to assess each trait against four 

considerations: recognition accuracy, Equal Error Rate (EER), dataset characteristics 

and model robustness. 
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For example, face recognition received a score of 4.5 because the reviewed 

studies generally reported high recognition performance, frequently exceeding 95% 

on benchmark datasets. However, practical limitations such as facial occlusion and 

mask-wearing prevented it from receiving the maximum score. Similarly, palmprint 

and iris recognition received scores of 5 based on the high performance reported in the 

reviewed studies, while gait and ear recognition received scores of 3 because their 

reported performance varied more considerably across datasets and evaluation 

conditions. 

The scores in Table 2.16 were therefore assigned by the researcher through a 

comparative synthesis of published evidence. Minaee et al. (2023) informed this 

assessment but did not directly provide the numerical ratings. The scale was developed 

as a theoretical means of comparing the relative performance of biometric modalities 

for the proposed fusion system. 

2.6 HUMAN-COMPUTER INTERFACE AND BIOMETRICS 

This section outlines the contribution of researchers to the field of Human-Computer 

Interface (HCI), which lies in its comprehensive overview, methodological insights, 

and exploration of potential applications, providing a valuable resource for researchers 

and practitioners in the domain. The review presents ideas for the proposed 

methodological process for HCI and behavioural biometrics for user recognition in 

IIoT ecosystems, addressing HCI challenges. 

2.6.1 Past Works on Different Human-Computer Interfaces 

There have been numerous studies examining the acceptance of biometric technology 

in various contexts, including security and authentication applications. Jones et al. 

(2007) began researching users' preferences regarding biometric authentication. Elliot 

et al. (2007) conducted research and highlighted the importance of hygiene and safety 

issues surrounding biometric authentication. Tassabehji et al. (2009) conducted a study 

centred on e-banking security and found a positive correlation between users' 

perceptions of biometric security, demonstrating their willingness to adopt it for online 

banking. In telephone banking, another study by Gunson et al. (2011) investigated 

different dialogue designs for speaker recognition and found that users were more 

likely to utilise a two-factor authentication system. De Angeli (2004) examined the 
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potential integration of biometrics into an Automated Teller Machine (ATM) system 

and found that a balance must be struck between security and usability. 

 A further study by Gunson et al. (2011) examined different dialogue designs 

for a speaker recognition system in telephone banking and concluded that users were 

more likely to use a system that included two-factor authentication. Blanco-Gonzalo 

et al. (2019) proposed replacing the classical CAPTCHA (Completely Automated 

Public Turing test to tell Computers and Humans Apart) with fingerprint and face 

recognition for smartphone users. Zimmermann and Geber (2017) conducted an HCI 

study comparing various authentication schemes, with users favouring biometrics for 

its uniqueness and unforgeability. Thakur et al. (2023) recommended behavioural 

biometrics, such as touch-stroke dynamics, swipe gestures, and voice recognition, for 

user authentication in IoT. touch-stroke dynamics, swipe gestures, and voice 

recognition for securing IoT interfaces. Recent advances in user authentication for 

wearables, for example, are categorised into two main types of biometrics: (i) 

physiological and (ii) behavioural biometrics, explored by Vhaduri et al. (2017), 

focusing on the unique challenges posed by wearables for user recognition. These 

studies paint a comprehensive picture of the evolving scope of user acceptance 

research in biometrics, encompassing diverse applications and technologies 

throughout the years. 

2.6.2 Advances In Human-Computer Interaction and Biometric 
Systems 

This subsection summarises the latest advances and challenges reported in the fields 

of Human-Computer Interaction (HCI) and biometric systems. The following text 

summarises the results obtained in several works on HCI and biometrics. Blanco-

Gonzalo et al. (2019) explored the challenges and advancements in designing effective 

biometric systems for robust performance, with a focus on mobile environments. The 

study reviewed modalities Such as fingerprint and face recognition, assessed user 

acceptance, and introduced a comprehensive evaluation framework for HCI in 

biometrics.  

Miller et al. (2020) extended the previous research to a behaviour-based 

authentication system for Virtual Reality (VR). The system developed for VR (Virtual 

Reality) systems (in particular, for user authentication within and across systems), on 

authentication accuracy, and on cross-system authentication. The study used several 
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trajectory features to sample the feature space. It also investigated the use of feature 

combinations to improve performance. This work is furthering VR authentication for 

many applications. Dave et al. (2021) advocated a challenge-response methodology 

for detecting liveness in Face biometric systems to address face spoof attacks. The 

approach involved user engagement through natural gestures, fortifying security 

against identity spoofing. The research emphasised the need for future studies to 

broaden the scope of liveness indicators. Cross-System Behaviour-Based 

Authentication in Virtual Reality Biometrics Using Siamese Neural Networks by 

Miller et al. (2021) proposed a new approach to cross-system behaviour-based 

authentication in the field of Virtual Reality (VR) biometrics using Siamese neural 

networks. The authors tested the proposed approach and found that it gave lower Equal 

Error Rates (EERs) and better identification accuracy than the other approaches. The 

authors also discussed the ethical implications of the proposed approach. They 

suggested that the approach should be deployed locally to protect the user's privacy. 

Houssein et al. (2022) provide a comprehensive review of current EEG 

(Electroencephalography) and ECG (Electrocardiography) signal-based HCI 

applications, including brain-computer interfaces (BCI), emotion recognition and 

biometric authentication. They also investigate emotion recognition using EEG and 

ECG signal fusion and propose a wearable EEG-based emotion recognition system. 

Warp et al. (2022) explored the application of biosensing technology and VR to 

investigate the impact of spatialised audio on emotional responses in Immersive 

Virtual Environments (IVEs). The results showed that spatialised audio significantly 

influenced users’ emotional responses, suggesting its important role in the design of 

VR content and audio, and its potential to benefit auditory neuroscience. 

Miller et al. (2022) investigated how behaviour-based authentication in VR 

changes over time as users’ behaviour evolves. The results show that the changes in 

authentication are small and stable in the short and medium term, while the long-term 

evolution of the users’ behaviour should be considered. This work provides a good 

foundation for designing robust and applicable behaviour biometrics for VR. Abe et 

al. (2022) developed a system called Hype Live that integrates the unity of VR live 

performances through biometric-based feedback. Using their system, the authors 

showed that applying a Moshing experience with haptic feedback to audience 

members increases the unity of their behaviour. The current NPCs need further 

refinement. In summary, this study contributes to HCI and biometric systems and 
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offers insights into the design of future security and interaction technologies. 

Biometrics in HCI has the potential to significantly change many applications. 

2.7 VIRTUAL ENVIRONMENTS AND IIOT 

Bibri et al. (2022) and Rasco et al. (2020) show that Virtual Reality is a key technology 

with a major impact on education, the design of learning courses, and the design of 

industrial simulations. This section highlights the socio-technological impact of using 

the technology in research, especially in creating immersive research environments. 

The term "virtual worlds " originated in electronic games and was widely adopted in 

the research community on massive multiplayer online role-playing games 

(MMORPGs) and online social networking. The second generation of virtual worlds, 

social VR, promises total immersion and connectivity to social networking sites, 

transforming the sense of presence and social interaction within these environments 

(Ondrejka, 2008). 

The emergence of social VR has become a pivotal technological development, 

attracting multidisciplinary scholarly attention. While VR has its history of industrial 

and scientific applications, the advent of Virtual Worlds in the 1990s has rejuvenated 

its significance, particularly in industry and academia. (Slater & Sanchez-Vives 2016; 

McVeigh-Schultz et al., 2018). 

2.7.1 Communication Modes and Social Behaviours in Social VR 

This section examines the social behaviour and communication within the Social VR 

platforms and how different social space layouts influence user behaviour. Social VR 

platforms are applications which enable users to be physically present in a virtual 

social space. Therefore, the layout of the space and user behaviour in it both affect 

communication and emergent social behaviour in the platform. VR is currently one of 

the leading topics in education technology. With its ability to create, practice, and even 

enhance learning experiences, a growing number of studies are exploring the potential 

of Virtual Reality (VR) in education and training, and proposing possible use cases for 

VR-based learning systems (Kwona & Hudson-Smith, 2018; McVeigh-Schultz et al., 

2018). 
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2.7.2 VR Software Platforms and Selection Rationale 

Examining several virtual worlds such as High Fidelity, Second Life, AltspaceVR, 

VRChat, Sansar, OpenSim and Decentraland, with the goal of setting up an 

experimental space to test the efficiency and effectiveness of Biometric authentication. 

The criteria considered in this phase are the level of immersion, the user database, user-

generated items (objects, buildings, avatars), the ability to create structures and 

equipment, the ability to buy real estate, the ability to conduct business through the 

platform, and the simulation of data. The socio-technological analysis of the chosen 

platform focuses on the platform's spatial structure and the reasons for choosing 

Second Life. 

2.7.2.1 Evaluation of Virtual Environments 

The following are current, available Virtual Reality environments on the market that 

could be a potential match for this study. 

• High Fidelity: remarkably high immersion and has quite a bit of 

customisation. The small community is the major downside, since it is tough 

to get enough participants for a study. 

• AltspaceVR:  Prioritises immersive VR experiences but lacks extensive 

support for user-created designs and advanced business transaction features. 

• VRChat: It stands out for high immersion and a substantial user base but 

emphasises social interaction over intricate business simulation. 

• Sansar: Excels in high-quality graphics and VR support, fitting for immersive 

experiences with a growing, evolving user base. 

• Decentraland: Highlights a decentralised approach with blockchain 

technology, supporting user-created content and transactions. 

• Open Simulator (OpenSim): offers more flexibility and control, especially 

for users with technical skills.  

• Second Life: provides a more streamlined experience with a more extensive 

user base as compared to the mentioned / listed software and a centralised 

economy. 
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Table 2.17 Comparison with virtual environments (Ondrejka, 2008) 

 Criteria  Comparison Between the Mentioned VR Apps 

1 Immersion All platforms, including Second Life, offer varying degrees of 

immersion, with a focus on realistic graphics and VR support 

(Slater, 2016). 

 

2 User Database Second Life and VRChat have larger, more established user 

bases than other platforms, contributing to a more diverse and 

dynamic research environment (Dionisio, 2013). 

 

3 User-Created 

Designs and 

Company Creation 

Second Life, High Fidelity, Sansar, and Decentraland allow 

users to create content, but the extent of user-generated content 

and the emphasis on company creation may differ (Ondrejka, 

2008). 

4 Mobile app With the new Second Life mobile app, it is expected that users 

will have greater access to this VR simulation and that the user 

database will grow, as noted on the official Second Life 

website (Gartner, 2023). 

5 Business Transaction 

Platform 

Second Life, High Fidelity, Sansar, and Decentraland have 

virtual economies and support transactions, but the formality 

and features may differ (Bloomfield & Rennekamp, 2010). 

2.8 USEABILITY FUNCTIONALITY FACTORS IN IIOT  

The Industrial Internet of Things (IIoT) has witnessed significant adoption across 

various industries, connecting devices, machines, and systems in industrial settings to 

facilitate data collection and enable real-time monitoring, control, and automation 

(Tange et al., 2020). This section examines the usability aspects of implementing 

Biometrics in the IIoT sphere, particularly emphasising human-computer interaction 

experiences. 

In biometric access control within IIoT, usability is one of the important criteria 

affecting the success of a biometric system. Section 2.4, as outlined in Table 2.12 and 

Section 2.5, comprehensively reviews different biometric traits and their respective 

acquisition pathways to ensure a seamless user experience. The comparison presented 

in Section 2.5.8, detailed in Table 2.13, shows that biometric traits commonly fall into 
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either contact or contactless categories, and that physical attributes or individual 

behavioural characteristics predominantly determine their performance ratings. 

One of the primary advantages of employing biometric traits for access control 

in IIoT is eliminating the need for external artefacts for authentication. Its accuracy 

ratings in section 2.5.9 shows the dependency and accuracy scale when applied to 

Artificial Intelligence. Contactless authentication eliminates the need for physical 

tokens and provides a more secure alternative to knowledge-based authentication 

systems. Biometric access control is based on characteristics that are inherently linked 

to physical attributes or behaviour, so it does not suffer from the risks of token cloning, 

loss or theft, knowledge disclosure, or lost passwords. 

Afianian et al. (2020) conclude that biometric access control in the context of 

IIoT is a simple, fast, and convenient way to authenticate users. Biometric functionality 

in IIoT systems aligns with users' natural characteristics, therefore increasing the 

usability of access control systems. We refer to the existing literature on test 

methodologies and deployment approaches to support a user-centric view of biometric 

access control systems in the IIoT environment, from the development phase to the 

end user. 

In conclusion, the usability factors of biometric access control in IIoT play a 

pivotal role in shaping user experiences and enabling secure, efficient authentication. 

The integration of biometric traits, as highlighted in recent papers, contributes to the 

seamless operation and enhanced security of IIoT systems, paving the way for broader 

industrial adoption. 

2.8.1 Operational Technology Security Standards 

This Section addresses identification and authentication of workers at points of access. 

Industrial security standards define requirements this function must meet. They are 

context, not the subject. 

IEC 62443 relevance to access control and authentication are Part 1-1 (zones, 

conduits, security levels; IEC, 2009), Part 2-1 (asset owner programme, access control 

policy), Part 2-4 (service providers, remote and vendor access), Part 3-2 (risk 

assessment and zone partition, setting a target security level per zone; IEC, 2020), Part 

3-3 (system requirements, whose Foundational Requirement 1 covers identification 

and authentication control; IEC, 2013) and Part 4-2 (component requirements; IEC, 

2019). Within FR 1, SR 1.1 (human user identification and authentication) is the 
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anchor. in summary, unique identification and authentication is added at security level 

2, multifactor authentication on untrusted networks at level 3, and on all networks at 

level 4. Levels run from protection against casual misuse to sophisticated, well-

resourced, motivated attackers. SR 2.8 and SR 2.12 (audit, non-repudiation) bear on 

traceability. 

NIST SP 800-82 Rev. 3. Are the OT security guide covers SCADA, distributed 

control systems and PLCs, with an overlay on the NIST SP 800-53 catalogue (Stouffer 

et al., 2023; NIST, 2020). Relevant controls include IA-2 (user authentication with 

multifactor enhancements), IA-5 (authenticator management), PE-3 (physical access 

control) and AC-14 (permitted actions without authentication, the route for emergency 

exceptions). NIST SP 800-63B (Grassi et al., 2017) treats biometrics as one factor type. 

The standards require authentication and say its strength should rise with the 

security level. They do not say how a worker in a helmet and mask, in noise and dust, 

can be authenticated without blocking work. Fusion research mostly addresses 

laboratory or consumer conditions (Kittler et al., 1998; Ross & Jain, 2003). This thesis 

addresses the space between them. 

2.9 REVIEW OF ISSUES & PROBLEMS 

The main challenges for the Industrial Internet of Things are energy management, 

security, and a user-friendly platform (the Human-computer interface) (Alcácer & 

Cruz-Machado, 2019). Below are the IIoT biometric access control issues and 

problems gathered from the research above.  

2.9.1 Human-computer Interaction Problems 

Human-computer interaction is the study and design of interactions between humans 

and computers or other technological systems. It focuses on creating user-friendly, 

efficient, and effective interfaces and interactions that account for users' needs, 

capabilities, and preferences. Section 2.4.2.1, Table 2.13 shows the biometric trait 

performance compared to one another, along with the usability, distinctiveness, and 

interaction factors. Sections 2.4 and 2.5 discuss the preprocessing stage of acquiring 

biometric traits, as this is the most crucial part for easing the following two stages. If 

the acquisition of a trait is seamless and accurate, the region-of-interest and feature-

extraction stages will be perfect. Section 2.5 outlines the human-computer interaction 

challenges, how biometric traits are obtained, ease of use (Contactless nature), 
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performance rating, interaction mechanism, and contact form for different Biometric 

traits. The human-computer interaction problem identified from these sections focuses 

on ease of use in the Industrial Internet of Things (IIoT), summarised in Table 2.17. 

The IIoT focuses on workers who are covered in dirt, grumpy, and tired after work. 

The HCI should have the biometric access control expected to be seamless, time-

saving, easy to use, accurate, and contactless. It should make authentication easy and 

seamless, without confusing staff. 

Table 2.18 Summary of the problem from the research gathered from section 2.4.2 and 

section 2.4.3. 

Usability and User 

Experience 

Table 2.12 shows that most biometric traits are medium to 

high in terms of ease of use. It indicates that most interaction 

processes are complex, confusing, and time-consuming. 

IIoT workers will find adopting the technology strenuous 

and challenging (Oloyede et al., 2016).  

Ethical and Social 

Acceptance 

 

 Biometric systems raise ethical questions about consent, 

surveillance, and potential misuse. Most staff or workers in 

the IIoT may have religious beliefs regarding gender 

profiling. Ensuring societal acceptance requires addressing 

these ethical concerns. 

(Jain et al., 2022). 

Acquisition problem Biometric access control and human interaction problems 

are in its acquisition. Utilising a range of sensors and 

advanced analytical algorithms to harness the power of 

Artificial Intelligence and deliver unparalleled detection and 

monitoring capabilities (Sisinni et al., 2018), an expected 

high-quality dataset of biometric acquisition in split seconds 

is gotten. We have had contact or cross-contact problems 

during the COVID pandemic, pointing to a shift toward 

contactless HCI across industries. 

Information security Human errors are a significant contributor to security 

vulnerabilities in IIoT systems. Employees might 

inadvertently share sensitive information, use weak 

passwords, or fail to follow security protocols. From a 
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human-computer interaction perspective, these errors stem 

from poor user interfaces, confusing workflows, or 

insufficient training. Properly designed interfaces and clear 

procedures will mitigate these risks. IIoT systems often 

involve complex processes and a multitude of devices. 

Striking a balance between usability and security becomes a 

critical challenge. Users might resort to workarounds that 

undermine security if security measures are overly complex 

or cumbersome. Conversely, if security is too lax for the sake 

of convenience, vulnerabilities might emerge. Designing 

systems that are both user-friendly and secure requires 

careful consideration (Jain et al., 2022; Sadeghi et al., 2015; 

Saqib & Moon, 2023) 

2.9.2 Issues With Biometric Access Controls 

The research analysis in sections 2.4 and 2.5 reviews biometric recognition systems 

and outlines the issues and problems as standalone systems in Tables 2.18 and 2.19. 

The issues arising from biometric access control stem from biometric traits and their 

drawbacks, as determined by the biometric factors. Below is the drawback of each 

biometric trait. 

 

Table 2.19 summaries of biometric traits drawbacks 

Biometric Traits Factors Drawback 

gait Its drawbacks include the high cost of the system, weight changes, 

physical changes, injuries, accidents, and posture. The variability 

in accuracy may stem from differences in datasets and viewing 

conditions, impacting the consistency of results.  (Fan et al., 2020; 

Marin-Jiménez et al., 2017). 

face It has low accuracy and distinctiveness, as people bypass it; 

occlusion, matching faces across different conditions, and plastic 

surgery are a few drawbacks. (Ren et al., 2022; Krivokuca Hahn et 

al., 2023; Bao et al., 2023). 
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voice The drawbacks include the cost of the system, manipulated voices, 

especially with artificial intelligence tools, illness-causing voice 

changes, and speech damage (Wang et al., 2023; Marras et al., 

2023; Yang et al., 2021). 

Fingerprint Its traits must be obtained through contact, worn or burned ridges, 

ageing factors, and accidents (Minaee et al., 2019; Pandya et al., 

2018; Ding et al., 2023) 

iris Its drawbacks are high cost, off-angle and occlusion (Wei et al., 

2023; Fang et al., 2021).  

Palm print Its traits must be gotten through contact, worn or burned prints, 

ageing factors, high-cost systems and accidents (Shao et al., 2019; 

Yang et al., 2023; Shao et al., 2024). 

ear Its drawbacks include high cost, low privacy, and the importance 

of pose angle; the choice of dataset and the specific deep learning 

architecture may also influence overall performance and lighting 

conditions (Kang et al., 2020; Štepec et al., 2020). 

Table 2.20 Biometric access control drawback 

Drawback Explanation 

Variability in Biometric 

Traits 

Section 2.4.2 shows that most biometric traits change over time due 

to factors such as age, injury, and environmental conditions 

(Oloyede et al., 2016).  

Uniqueness It is worth noting that most biometric features only differentiate 

individuals to a limited extent because people share many traits. 

(El-Abed et al., 2010).  

System Integration and 

Interoperability 

Integrating biometric systems with existing infrastructure/ IIoT is 

complex. Ensuring compatibility and smooth integration with other 

access control mechanisms is challenging (Afianian et al., 2020).  

false acceptance or 

rejection 

 Biometric access control must balance accurate identification and 

false acceptance or rejection of authorised users. High false 

rejection rates lead to user frustration, while high false acceptance 

rates compromise security (Jain et al., 2022). 
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Circumvention 

(Spoofing Attacks): 

Spoofing an individual's biometric traits deceives biometric 

systems. Hand signatory and vocal Biometrics are particularly 

vulnerable to spoofing attacks. The same goes for the Fingerprints 

trait; it is spoofed by replicating or copying fingerprints after the 

individual's fingerprints have been collected by tape lifting or other 

means. (Srinivasan & Balamurugan, 2014). 

2.10 PROPOSED SOLUTION ARTEFACT 1 

A proposed solution, simulated in an IIoT environment, is presented based on the 

literature review and the identified challenges in implementing biometric access 

control in the Industrial Internet of Things (IIoT). The objective is to improve the 

implementation of seamless, user-friendly biometric access control systems in IIoT 

settings. This proposed solution in Chapter 3 will address the gaps identified in Section 

2.9 by integrating the proposed Biometric access control system and simulating it in 

an immersive Virtual Reality Environment, as discussed in Section 2.7. Figure 2.3 

(Artefact 1) outlines the proposed architecture and theoretical artefact details gathered 

from Chapter 2 (Literature review).
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Figure 2.3 Artefact 1 
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2.10.1 Biometric Access Control Fusion System (BACFS) Features 

The following are the proposed attributes for Artefact 1 (Artefact 1), as shown in 

Figure 2.3, which serves as the theoretical framework for this study. All other Artefacts 

are tested and created from the foundation and fundamentals established by the 

proposed literature-curated artefact.  

• Multi-Modal Biometric Authentication:  

In the proposed access control system, biometric samples from various sources 

have been collected, including face, fingerprint, palmprint, iris, voice, gait, and 

ear. All the samples are merged to identify and authenticate the person. 

• Deep Learning-Based Algorithms:  

Deep learning algorithms, such as convolutional neural networks (CNNs), 

recurrent neural networks (RNNs), and Siamese networks, are used for feature 

extraction and pattern recognition. These algorithms analyse biometric data 

with unprecedented accuracy, enabling reliable authentication in diverse 

scenarios. 

• Contactless Authentication:  

This system has the key objective of contactless services by means of face, 

gait, voice, etc. modalities, while the highest user comfort is being achieved 

and current hygiene rules are being fulfilled in full measure, and contact with 

surfaces is being avoided completely in order to keep any risk of contamination 

at a minimal level and mitigate concerns regarding surface contamination. 

• Performance Evaluation: 

Accuracy and robustness of all modalities have been evaluated. Biometric 

modalities perform vastly differently and can be measured by their accuracy 

and robustness. While the performance of other biometric modalities, such as 

Palmprint, Iris, Fingerprint, and Face recognition, is very high in accuracy and 

robustness, with all achieving more than 99% recognition accuracy, gait 

recognition achieves only moderate recognition accuracy. 

• Enhanced Security:  

This system uses advanced deep learning to better resist fake information and 

identity fraud. The system uses advanced technology to analyse information 

and block it if deemed suspicious or abnormal, thereby preventing third parties 

from accessing it. 
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• Scalability and Flexibility: 

The access control system designed for this project is highly scalable and 

adaptable to many environments and different organisational requirements. 

This system can be deployed in corporate offices, government facilities, or 

high-security zones. It can be modified to suit the organisational requirements. 

• User-Friendly Interface: 

The system provides an easy-to-use interface for both Administrators and End 

Users, with several prompts and feedback messages to assist users and support 

ongoing management, while still meeting security requirements. 

2.11 CONCLUSION 

In this chapter, an in-depth exploration of the integration of biometric mechanisms 

within Industrial Internet of Things (IIoT) access controls has been conducted. A 

critical literature review of IIOT and Biometric access control challenges, 

developments and trends in the industry was conducted. In addition, this chapter 

investigated the applications of IIoT architecture in related industries. In addition, this 

chapter investigated the applications of IIoT on heavy machinery construction sites 

and in related industries. A literature review was used to discuss the opportunities and 

challenges of integrating biometric authentication into IIoT access control for heavy 

machinery construction sites and related industries. This review highlighted the pivotal 

role of access controls within these environments, emphasising the need for robust 

security measures to protect critical assets and ensure personnel safety. Biometric 

mechanisms were identified as a promising solution to address the shortcomings of 

traditional authentication methods and bolster access control systems. The interplay 

between human-computer interaction and IIoT access controls was explored, revealing 

the intricate relationship between users and biometric systems. The user-centric design 

of access control interfaces emerged as a critical consideration, with usability and user 

experience shaping the adoption and effectiveness of biometric mechanisms. The 

review highlighted the importance of accounting for the unique operational contexts 

of heavy machinery construction sites and other industrial settings in the design of 

these systems. Furthermore, the review delved into the multifaceted challenges and 

issues associated with biometric access control. These issues, underscored by the 

drawbacks of the biometric mechanism, necessitate robust biometric templates, 
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effective encryption methods, and continuous monitoring to ensure the integrity and 

confidentiality of biometric data. 

The insights gained from this literature review form a strong foundation for 

Artefact 1, which is outlined in Chapter 3 (Methodology). The methodology chapter 

will detail the research design, data collection procedures, and analytical techniques 

employed in this study and build on the knowledge synthesised from existing research. 

The link between the findings of this literature review and the research methodology 

lies in their alignment to address the specific challenges posed by IIoT access controls 

using biometric mechanisms on heavy machinery construction sites and related 

industry. Chapter 3 presents a comprehensive methodology that draws on the rich 

insights from this literature review. By incorporating user-centred design principles, 

addressing security and privacy concerns, and leveraging the unique characteristics of 

biometric mechanisms, the aim is to develop a novel framework for IIoT access 

controls tailored to the specific demands of heavy machinery construction sites. The 

methodology chapter will serve as a roadmap to navigate the challenges and intricacies 

identified in the literature review. It guides the empirical exploration for an innovative 

approach.
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Chapter 3: RESEARCH METHODOLOGY  

3.0 INTRODUCTION  

Chapter 3 focuses on selecting an appropriate methodology. The standard definition of 

a methodology refers to a systematic approach or set of principles, procedures, and 

techniques used to conduct research or solve a problem in a particular field. It outlines 

the steps and processes researchers use to gather data, analyse information, and draw 

conclusions. A methodology provides a framework for organising research activities, 

ensuring rigour, and facilitating the replication of the study's findings. These 

methodologies vary depending on the research domain or sector, the objectives, and 

finally, the underlying assumptions (Blanco-Gonzalo et al., 2019; Lawrence & 

Tavakoli, 2019; Shneiderman, 1998). Methodological approaches encompass 

qualitative, quantitative, or mixed methods approaches to gather data. It also serves as 

a roadmap for conducting research or achieving specific goals, guiding the researcher 

through the entire process from data collection to result interpretation. It is used to 

research and propose feasible solutions to the issues and challenges identified in 

Chapter 2 within the Industrial Internet of Things (IIoT) environment. 

The methodology builds on the work of well-known researchers such as Bibri 

et al. (2022), Gnanasekar et al. (2023), Rasco et al. (2020), Hehn & Uebernickel 

(2018), and Mantravad et al. (2020) to better understand the topic. Section 3.1 issues 

and problems identified in the preceding chapter are evaluated for feasibility to 

determine which research gap is best further research. Section 3.2 presents the research 

questions and hypotheses derived from the selected issues and problems. Next, in 

Section 3.3, a review of five papers on related topics is provided to better understand 

what has already been done. In Section 3.4, a comparison of the different methods 

researchers used has been presented, highlighting what sets them apart, explaining why 

they were chosen, and describing the approaches used in their studies. Section 3.5 

defines the methodology selection, and it details the research process steps, 

procedures, and methods for the methodology design. 

Furthermore, Section 3.6 outlines the data collection structures and 

Experimental design analysis for artefact 1, explicating how data will inform the 

design and development of this artefact. Section 3.7 outlines the data collection 

structures and Experimental design analysis for artefact 2, detailing how data from the 
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test simulation of artefact 1 will inform the design and development of these artefacts. 

Section 3.8 outlines the testing process for artefact 1 and proposes a design for artefact 

2, focusing on biometric access mechanisms. Section 3.9 outlines the proposed steps 

for the experimental analysis, employing statistical analysis and simulations to 

evaluate artefacts and hypotheses. Additionally, Section 3.10 describes proposed 

artefact 3, which involves expert feedback on biometric fusion from Second Life, and 

outlines the methodology for gathering this feedback. Finally, Section 3.11 discusses 

artefact outputs, analysing and interpreting the findings compared to the research 

questions and hypotheses outlined earlier. Together, these sections contribute to 

shaping the research narrative and understanding the study's outcomes. 

3.1 ISSUES AND PROBLEMS FROM CHAPTER 2 

This section outlines the issues and problems of the Biometric recognition 

Mechanisms as detailed in section 2.9 (literature review). Furthermore, it conducts a 

feasibility study to identify the issue and problem to be researched. This section 

identifies the issues and concerns to be addressed and outlines what this research 

would achieve. This section will inform the research questions and hypotheses by 

specifying which questions to ask and which hypotheses to test. 

3.1.1 Research Problems Selection 

Chapter 2 explored Biometrics access control in the Industrial Internet of Things (IIoT) 

and highlighted challenges, particularly within Human-Computer Interaction (HCI) 

and biometric access control (Section 2.7). These challenges impede the seamless and 

effective implementation of Biometric access control Authentication in IIoT 

technologies, necessitating closer scrutiny and resolution. Various issues were 

identified within the HCI domain for IIoT, including usability and user experience, 

ethical and social acceptance, information security (specifically human error), and 

acquisition problems. Meanwhile, issues such as the drawbacks of biometric traits, 

system integration and interoperability, false acceptance or rejection, and 

circumvention (spoofing attacks) were noted in biometric access control systems as 

seen in section 2.9.1. 

These challenges were further substantiated by past research, as elucidated in 

the work of Jones et al. (2007), Elliot et al. (2007), Tassabehji et al. (2009), and others, 

which explored user inclinations towards biometric technologies in various contexts 
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such as Biometrics Systems in IIOT and speaker recognition for telephone banking. 

These studies underscore the importance of addressing HCI challenges in biometric 

systems, thereby significantly enhancing user acceptance and experience (biometric 

work in the HCI section 2.8). 

Recent studies have made some big improvements in how people interact with 

computers and biometric systems. For example, researchers such as Blanco-Gonzalo 

et al. (2019), Miller et al. (2020, 2021), Dave et al. (2021), and others have developed 

new approaches to designing biometric systems and authentication methods that 

achieve greater accuracy than previous approaches. These studies have also given 

researchers a glimpse into how Virtual Reality authenticates people using biometrics 

by observing how avatars behave. More recently, Gnanasekar et al. (2023) and team 

examined biometric technology after the pandemic and highlighted the importance of 

fairness and ensuring everyone is included, regardless of background. This is 

important for this research, as discussed earlier, because it is not just about the 

technology, but also about how it affects people and society via biometric 

systems.  Additionally, it provides a post-pandemic audit of biometric technology, 

emphasising fairness and Equity, Diversity, and Inclusion (EDI) in biometric-enabled 

systems, which aligns with the socio-technological intricacies of this study (as seen in 

section 3.1). 

This study examines how to make Industrial Internet of Things (IIoT) 

biometric access control systems easier to use and more user-friendly while 

maintaining high standards of system effectiveness, efficiency, and accuracy. Section 

3.1 provides a thorough review of previous researchers' work and outcomes, using this 

information to inform the approach taken, examine how people interact with 

technology, and develop systems that are both secure and easy to use. Tables 3.2 and 

3.3 outline the issues and problems. The selected problem is identified in the 

Feasibility question column and marked as a "yes". As shown in Table 3.1, the 

feasibility analysis revealed that HCI's usability and user experience problem is 

achievable.  

• Rationale for selected research problems in HCI for IIoT and biometric 

access control 

The selection of usability and user experience as research problems in Human-

Computer Interaction (HCI) for Industrial Internet of Things (IIoT) and 

biometric access control is justified by several factors. 
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• First, usability is critical as it directly impacts the technology adoption 

based on the user satisfaction and system effectiveness (Thakur et al., 

2023). 

• Second, the HCI research in this area holds practical relevance for 

improving the daily interactions of the IIoT systems and the users, by 

enhancing productivity and business outcomes (Blanco-Gonzalo et al., 

2019).  

Moreover, aligning with industry trends and prioritising usability and user experience 

offers a competitive edge in the IIoT sector (Zimmermann & Geber, 2017; Dave et al., 

2021). Furthermore, addressing usability issues offers tangible improvements that are 

implemented relatively quickly, making it an attractive area for research and 

intervention (Jones et al., 2007). Another advantage is that using a user-centric 

approach ensures that IIoT systems are intuitive and aligned with users' mental models, 

enhancing adoption rates and fostering innovation (Blanco-Gonzalo et al., 2019; 

Lawrence & Tavakoli, 2019; Shneiderman, 1998). Additionally, usability research 

encourages cross-disciplinary collaboration, fostering creativity and innovation to 

solve complex HCI challenges (Preece et al., 2015). By focusing on usability and user 

experience, researchers aim to improve IIoT biometric authentication systems, drive 

adoption, and stimulate innovation. Table 3.1 summarises the multifaceted nature of 

challenges and opportunities in the IIoT as identified in these papers, spanning societal 

implications and fairness considerations 

Table 3.1 HCI issues and problem feasibility table from section 2.9 

 HCI Problems and Issues Feasible? Yes/No 

1 Usability and User Experience Yes 

2 Ethical and Social Acceptance No 

3 Information Security (Human error) No 

4 Acquisition problem No 

Table 3.2 Biometric access controls issues and problem table from section 2.9 

 Biometric access control issues and problems Feasible? Yes/no 

1 Biometric Traits Drawbacks No 

2 System Integration and Interoperability No 
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3 False Acceptance or Rejection Yes 

4 Circumvention (Spoofing Attacks) No 

3.2 RESEARCH QUESTIONS AND HYPOTHESIS 

A research question guides the investigation to address identified research gaps and 

achieve the research objectives. Section 2.9 (Problems and issues) identified usability 

and user experience as the feasible research issues to be questioned. Conversely, a 

hypothesis is a statement of expectations that the research aims to evaluate and test. 

Based on the literature review presented in Chapter 2 and the problem identification 

outlined in Section 2.9, a primary research question and three sub-questions, each 

accompanied by three hypotheses. Identifying these research questions and hypotheses 

involves five stages. 

At each stage of this process, thorough reflection on relevance and discussion 

with research supervisors occurred. An extensive literature search was conducted to 

determine if the identified research questions had been previously addressed. The 

outcome of this investigation suggested that the research contributes new findings to 

the Biometric access control in the IIoT domain, thereby enriching the existing body 

of knowledge (Collis & Hussey, 2021, p. 94). 

3.2.1 RESEARCH QUESTIONS AND HYPOTHESES 

Main Question: How can biometric access control enable industry workers to 

authenticate seamlessly in various conditions? 

• RQ1.  What are the limitations of using biometric authentication for industry 
workers? 

• RQ2. What biometric traits can be used to identify and verify workers 
effectively? 

• RQ3 What Biometric mechanisms are required to develop a practical biometric 
access control framework tailored to IIoT requirements? 
To answer research questions in the context of biometric access control fusion 

in IIoT, hypotheses are formulated to guide the investigation and provide a framework 

for testing the proposed solution. The hypotheses were formulated before the 

experiments, from the literature review and Section 2.9. and evaluated by converging 

evidence (Hevner et al., 2004; Gregor & Jones, 2007). Here are the hypotheses to be 

used: 
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• H₁. As the number of simultaneous constraints increases, the pass rate of the 

static fusion baseline decreases. 

• H₂. Under the same constraints, multimodal fusion achieves a higher pass rate 

than any single trait.  

• H₃. To develop a practical biometric access control framework tailored to IIoT 

requirements, it is necessary to incorporate robust multi-modal biometric 

mechanisms, advanced fusion algorithms, adaptive authentication methods, 

and integration with existing IIoT infrastructure. Additionally, ensuring 

compatibility with industrial environments, scalability, usability, and 

compliance with data protection regulations are crucial factors for the success 

of such a framework. 

            The purposes of the above research questions and hypotheses are to guide the 

investigation, optimise the output of biometric access control mechanisms, and 

improve user experience, effectiveness, and efficiency in IIoT environments, 

advancing technology and usability standards in industrial settings. 

3.3 SIMILAR STUDIES  

This section provides a comprehensive overview of the outlined research problems, 

open issues, contributions, and the research methods adopted by various authors in 

industrial IoT (IIoT) and related technological domains. The studies done in this 

section focus on valuable insights and frameworks to instruct and help design steps for 

implementing solutions and for addressing challenges such as:  

• the societal implications of emerging technologies,  

• fairness and inclusivity in biometric systems,  

• financial literacy education,  

• methodologies used  

• security challenges in IIoT device integration.  

Table 3.3 summaries of focus similar studies 

Authors Summaries 

Bibri et al. (2022) Researched the aspect of societal construction of the 

Metaverse and its implications for data-driven intelligent 

cities, advocating for transparent processes and public 

participation in its development. 
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Gnanasekar et al. (2023) Examined the role of biometric technology in post-

pandemic contexts, which emphasised fairness and Equity, 

Diversity, and Inclusion (EDI) in biometric systems. This 

study was based on ongoing biometric border issues in 

Europe. 

Rasco et al. (2020) Address financial illiteracy among youth and propose 

serious financial games for lifelong financial education.  

Hehn & Uebernickel (2018)  Investigated the integration of Design Thinking (DT) and 

Requirements Engineering (RE) in innovative software-

intensive projects to meet stakeholders' evolving needs. 

Mantravad et al. (2020 Addresses the security challenges of integrating low-power 

IIoT devices into Industry 4.0 modular manufacturing 

systems, focusing on securing data exchange between the 

Manufacturing Execution System (MES) and 

Programmable Logic Controllers (PLCs) in smart factories. 

           Table 3.3 presents social-technological studies that offer diverse perspectives 

and methodological approaches to address complex challenges in the IIoT, ranging 

from societal implications and fairness considerations to educational approaches, 

design methodologies, and security paradigms. They provide valuable insights and 

actionable recommendations for creating more inclusive, secure, and sustainable IIoT 

ecosystems by examining the intersection of technology, society, and industry. 

The information in Table 3.4 also provides valuable insights and frameworks 

for addressing these challenges, guiding future research directions and practical 

implementations across various IIoT domains. These studies offer holistic perspectives 

and actionable recommendations for creating more inclusive, secure, and sustainable 

IIoT ecosystems by examining the intersection of technology, society, and industry.
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Table 3.4 socio-technological similar studies 

Author And 

Year 

Research Question Problem Identified Open Issues Identified  Research Method Contributions To IIoT 

Bibri et al. 

2022 

How to address the 

societal impact of 

emerging technologies, 

focusing on 

determinism, social 

exclusion, privacy 

erosion, and democratic 

decline? 

The problem identified 

is the potential 

consequences of the 

Metaverse and the need 

to safeguard 

individuality, privacy, 

and democratic 

processes in the 

evolving digital 

landscape. 

• Understanding the social 

construction and political, 

economic, and historical 

influences on the 

Metaverse. 

• Addressing ethical and 

social concerns arising 

from the Metaverse's 

emergence, including 

determinism and privacy 

erosion. 

• Examining challenges 

related to significant tech 

influence, surveillance 

capitalism, and the erosion 

of individuality. 

• Balancing optimistic 

claims about the Metaverse 

Grounded in Science 

and Technology Studies 

(STS). 

• Provides insights into the 

societal construction of 

Metaverse. 

• Raises awareness of ethical 

and social concerns in the 

Metaverse. 

• Advocates for transparent 

processes and public 

participation in shaping the 

development of the Metaverse. 

• Guides future research 

directions in understanding the 

societal, ethical, and cultural 

implications of emerging 

digital technologies like the 

Metaverse 
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with realistic assessments 

of its societal implications. 

Gnanasekar 

et al. 2023 

What is the role of 

biometric technology in 

post-pandemic 

contexts, particularly in 

e-borders and e-health 

systems?  

Identified gaps in 

technology-societal 

integration revealed 

during the pandemic and 

emphasise the 

importance of fairness 

and Equity, Diversity, 

and Inclusion (EDI) in 

biometric systems. 

• Addressing biases in 
biometric systems related to 
age, gender, and race. 

• Ensuring fairness, 
trustworthiness, and risk 
assessment in biometric 
technology. 

• Integrating Emergency 

Management Cycle (EMC) 

phases into biometric system 

design for pandemic 

preparedness. 

• Conducting post-pandemic 

audits of biometric 

technology to identify 

shortcomings and areas for 

improvement. 

• Advancing fairness 

modelling and Doddington's 

effect modelling to mitigate 

Four-fold audit strategy  

 
• Provides a systematic 

approach for auditing 

biometric-enabled systems in 

post-pandemic scenarios, 

addressing fairness, 

inclusivity, and preparedness. 

• Highlights the importance of 

integrating EMC and EDI 

concepts into biometric 

system design for effectively 

managing emergencies. 

• Offers valuable insights into 

the current state of biometric 

technology, its shortcomings 

during the pandemic, and 

necessary steps for 

improvement. 

• Shows procedures and 

techniques to investigate 
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biases and uncertainties in 

biometric systems. 

biometric-enabled systems, 

contributing to enhancing their 

reliability and effectiveness in 

industrial IoT (IIoT) 

applications. 

Hehn & 

Uebernickel 

2018 

How does Design 

Thinking effectively 

enhance the 

Requirement 

Engineering process in 

real-life projects? 

Identified problems in 

the integration of 

Design Thinking (DT) 

and Requirements 

Engineering (RE) in 

innovative software-

intensive projects to 

address the challenges 

of meeting stakeholders 

' needs. 

• Balancing exploration with 

documentation in the 

development process. 

• Formalisation of 

requirements elicitation 

methods within a DT 

framework. 

• Ensuring interdisciplinary 

collaboration and expertise 

in project teams. 

• Addressing challenges 

associated with usability 

and user experience in 

software development. 

• Understanding the 

morphing nature of DT 

Design Thinking  • Balancing exploration with 

documentation in the 

development process. 

• Formalisation of requirements 

elicitation methods within a 

DT framework. 

• Ensuring interdisciplinary 

collaboration and expertise in 

project teams. 

• Addressing challenges 

associated with usability and 

user experience in software 

development. 

• Understanding the morphing 

nature of DT throughout 

different project phases 
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throughout different project 

phases 

 

Mantravad et 

al. 2020 
How to secure the data 

exchange between the 

Manufacturing 

Execution System 

(MES) and 

Programmable Logic 

Controllers (PLCs) in 

smart factories? 

The paper addresses the 

security challenges of 

integrating low-power 

Industrial Internet of 

Things (IIoT) devices 

into Industry 4.0 

modular manufacturing 

systems. 

• The literature highlights 

vulnerabilities in 

Operational Technology 

(OT) architecture, 

particularly concerning the 

IT/OT link. 

• The security of the IT/OT 

link remains a weak point in 

factory cybersecurity. 

• There is no consensus on 

how to securely connect IT 

and OT systems, especially 

in modular manufacturing 

systems. 

• Existing cryptographic 

schemes for IIoT need 

further cryptanalysis and 

scrutiny. 

 

Design Science 

Research Methodology 

(DSRM)  

• Identifying vulnerabilities 

and challenges in securing 

IT/OT links in Industry 4.0 

• Overview of cryptographic 

protocols tailored to low-

power OT devices. 

• Recommendations for 

designing secure smart 

factories, incorporating 

insights from the Smart Lab 

case study and QFD analysis. 

• Formulation of a design 

principle for information 

systems security in modular 

manufacturing systems. 

 



 
 

84 
 

3.4 SELECTING METHODOLOGY 

This section reviews methodologies for conducting a research experiment and 

collecting data. Section 3.3 (similar studies) was informative on studies that address 

research questions derived from issues and problems, and it clearly shows that the best-

suited methodologies for the design of the proposed solution in section 2.11 are Design 

Thinking (DT) and the Design Science Research Methodology (DSRM). DSRM and 

DT, applied in the dynamic domain of socio-technological research, share the goal of 

addressing societal challenges. These methodologies employ divergent data collection 

and analysis methods, as well as divergent experimental designs and approaches. The 

Methodologies share empathy, problem-solving, iteration, and collaboration as their 

core values, but differ in the approaches, tools, and outcomes used to create solutions. 

In this section, the differentiation will be based on the review of section 3.1 and on 

similar studies that examined socio-technological papers that used both 

methodologies. The following sections will analyse and evaluate these methodologies. 

3.4.1 Comparison Of Design Thinking and Design Science 
Methodology 

This section compares Design Science research methodology with Design Thinking 

methodology to select the methodology for this study/research. 

Table 3.5 Comparison table between Design Science and Design Thinking 

Methodology 

Metric Design Thinking Design Science 

Human-Centric Approach Design thinking strongly 

emphasises understanding 

and empathising with end-

users, leading to solutions 

that better meet their needs 

and preferences (Brown, 

2008). 

Design science may prioritise 

technological feasibility over 

user needs and preferences, 

potentially leading to solutions 

that are less user-friendly or 

intuitive (Hevner et al., 2004). 

Creativity and Innovation The iterative ideation and 

prototyping process in 

design thinking fosters 

creativity and encourages 

out-of-the-box thinking, 

The focus on developing and 

evaluating artefacts within 

design science may limit the 

exploration of alternative 

solutions or approaches that 
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leading to innovative 

solutions (Brown, 2008). 

could lead to better outcomes 

(Hevner et al., 2004). 

Interdisciplinary 

Collaboration 

Design thinking draws upon 

diverse disciplines such as 

psychology, anthropology, 

and business, fostering 

interdisciplinary 

collaboration and a holistic 

approach to problem-solving 

(Plattner et al., 2009). 

 

Design science research 

projects often require 

significant resources, including 

time, funding, and expertise, 

making them challenging to 

undertake, particularly for 

smaller research teams or 

organisations (Peffers et al., 

2007).  

User-Centred Design By prioritising qualitative 

data collection methods like 

user interviews and 

observations, design 

thinking ensures a deep 

understanding of user 

experiences and preferences, 

resulting in more user-

friendly solutions 

(Buchenau & Fulton Suri, 

2000). 

Despite rigorous testing and 

evaluation, design science 

solutions may encounter 

challenges during 

implementation in real-world 

settings, such as compatibility 

issues or stakeholder resistance 

to change (Peffers et al., 2007). 

 

Objective Evaluation The qualitative nature of 

data collection and analysis 

in design thinking may lead 

to subjective interpretations, 

potentially introducing 

biases into the design 

process (Brown, 2008). 

Design science utilises 

qualitative and quantitative 

data collection and analysis 

methods to provide a 

comprehensive and objective 

evaluation of designed 

solutions (Peffers et al., 2007). 

Practical Solutions Design thinking's emphasis 

on creativity and empathy 

may sometimes result in 

solutions that lack rigorous 

scientific validation or fail to 

adequately address 

underlying systemic issues 

(Plattner et al., 2009). 

Design science research 

methodology follows a 

systematic, rigorous approach 

to problem-solving, involving 

the development and evaluation 

of technological solutions using 

scientific principles (Hevner et 

al., 2004). 
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Iterative Improvement The iterative nature of 

design thinking, involving 

multiple cycles of ideation, 

prototyping, and testing, is 

time-consuming and 

resource-intensive, 

particularly in large-scale 

projects (Brown, 2008). 

The iterative nature of design 

science enables continuous 

improvement based on 

stakeholder and user feedback, 

leading to solutions that evolve 

to better meet their needs 

(Hevner et al., 2004). 

Prototyping Design thinking may 

prioritise individual user 

experiences over broader 

systemic issues, leading to 

solutions that may not scale 

effectively or address 

broader societal challenges 

(Plattner et al., 2009). 

Design science focuses on 

creating tangible artefacts that 

address real-world problems, 

making it well-suited for 

addressing complex socio-

technological challenges 

(Hevner et al., 2004). 

Table 3.5 addresses the need to select the Design Science Research methodology 

(DSRM) for its ability to provide this study with a fast, iterative, and creative technical 

approach, particularly its prototyping approach to getting ideas out for iteration. The 

comparative analysis indicates that although Design Thinking and Design Science 

Research Methodology (DSRM) both provide valuable approaches to innovation, 

DSRM is the most appropriate methodology for this study. Design Thinking offers 

significant strengths in human-centred design, creativity, interdisciplinary 

collaboration, and iterative prototyping, enabling researchers to better understand user 

needs and generate innovative solutions (Brown, 2008; Plattner et al., 2009). However, 

its reliance on qualitative methods and subjective interpretation may limit the scientific 

rigour required for developing and validating secure technological systems. In 

contrast, DSRM provides a structured and systematic framework for designing, 

developing, demonstrating, and evaluating technological artefacts using both 

qualitative and quantitative evaluation methods, ensuring objective, reliable, and 

reproducible research outcomes (Hevner et al., 2004; Peffers et al., 2007). 

The objectives of this study extend beyond understanding user behaviour. The 

research aims to design, develop, implement, and evaluate a novel multi-biometric 

fusion access control system for Industrial Internet of Things (IIoT) environments, 

followed by validation within a simulated virtual environment. Achieving these 
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objectives requires creating multiple research artefacts, conducting systematic 

experimentation, measuring performance, iterative refinement, and expert 

evaluation—activities that align directly with the principles of DSRM. Specifically, 

this research involves identifying the limitations of existing biometric access control 

systems for IIoT, designing a multi-biometric fusion authentication architecture, 

developing functional artefacts and authentication mechanisms, implementing the 

artefacts within a virtual IIoT environment using Second Life, experimentally 

evaluating authentication accuracy, security, usability, robustness, and system 

performance, and finally refining the artefacts through iterative evaluation and expert 

feedback.  

These activities correspond closely with the six phases of Design Science Research 

proposed by Peffers et al. (2007), which are problem identification, objective 

definition, artefact design and development, demonstration, evaluation, and 

communication. Consequently, DSRM was selected as the guiding research 

methodology because it provides the scientific rigour, methodological transparency, 

and practical relevance necessary to produce a validated authentication solution while 

contributing both theoretical knowledge and practical advancements to secure 

biometric access control in IIoT environments (Hevner et al., 2004; Peffers et al., 

2007). 

3.4.2 Justification for Design Science Research Methodology for 
Biometric Fusion in IIoT 

Design science research methodology is well-suited to addressing the complex 

challenges of biometric fusion in Industrial Internet of Things (IIoT) environments. By 

following a systematic, iterative approach, design science enables the development 

and evaluation of robust technological solutions that seamlessly integrate biometric 

authentication into IIoT systems. The methodology allows for rigorous testing and 

validation of biometric fusion techniques, ensuring their effectiveness and reliability 

in real-world industrial settings. Additionally, design science's focus on practical 

solutions aligns with the need for tangible artefacts that enhance security and 

efficiency in IIoT applications. Overall, the design science research methodology's 

systematic and objective nature makes it a suitable framework for advancing biometric 

fusion technology in IIoT environments, effectively addressing technical challenges 

and user requirements. 
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DSRM’s data-driven approach, employing qualitative and quantitative analysis 

methods, enables a holistic evaluation of biometric access control solutions. This 

allows researchers to assess user feedback and performance metrics, ensuring that the 

developed systems effectively meet security objectives for the IIoT environments. 

Moreover, the DSRM iterative and cyclical design process facilitates continuous 

improvement, accommodating the dynamic nature of IIoT ecosystems. Through 

iterative testing and refinement based on user feedback, DSRM ensures that biometric 

access control systems remain robust and resilient against evolving security threats. 

This makes it a suitable methodology for IIoT security research and development for 

the following reasons: 

• Systematic and Objective Nature: DSRM's systematic and objective 

approach makes it suitable for advancing biometric fusion technology in IIoT 

environments, effectively addressing technical challenges and user 

requirements. 

• Holistic Evaluation: DSRM enables a holistic evaluation of biometric access 

control solutions, incorporating qualitative and quantitative analysis methods 

to assess user feedback and performance metrics.  

• Iterative Improvement: DSRM's iterative and cyclical design process 

facilitates continuous improvement of biometric access control systems, 

ensuring their robustness and resilience against evolving security threats.  

• Practical Implementation: DSRM's focus on creating practical solutions 

aligns with the need for tangible artefacts that enhance security and efficiency 

in IIoT applications.  

By adopting DSRM, the research aims to develop innovative solutions that advance 

theoretical knowledge and practical IIoT security, effectively addressing the identified 

problems and challenges. DSRM is the guiding framework for developing the artefacts 

in this research, as outlined in the steps shown in Figure 3.1. DSRM, as outlined by 

Wieringa (2014), facilitates the creation of innovative artefacts that interact with 

problem contexts to enhance their functionality.  

Nunamaker, Chen and Purdin (1991) describe a multi-methodological 

approach combining theory building, systems development, experimentation and 

observation. Peffers et al. (2007) drew on earlier design science work, including 

Nunamaker et al., to propose a six-activity process with explicit demonstration and 

evaluation. This study used the Peffers process because it is problem-centred and 
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allows demonstration by simulation, which suited an early-stage artefact whose field 

testing was not feasible (Hevner et al., 2004; Venable et al., 2016). A Nunamaker-style 

design would add observation of real workers. That gives stronger ecological validity 

but needs ethics approval for workers' biometric data, site access and funding (design 

science projects require significant resources) 

3.4.3 Design Science Research Methodology Implementation 

DSRM is an iterative process used in information systems and computer science 

research to develop and validate artefacts that address specific problems or challenges. 

It involves identifying a problem or opportunity, designing, and creating a solution as 

an artefact, evaluating its effectiveness, and refining and improving it based on 

feedback (Mao et al., 2023). DSRM aims to produce innovative solutions that advance 

knowledge and enable practical problem-solving. The research process begins with 

identifying the problem statement and its significance in the context of IIoT security. 

Following this, objectives for the solution are defined to outline what the proposed 

artefact aims to achieve. The design and development phase involves creating a 

conceptual model for the biometric access control fusion system, drawing from 

existing frameworks and adapting them to suit IIoT requirements. This phase also 

includes feasibility studies to ensure the practicality of the proposed solution. 

Once the artefact is designed, it is demonstrated in real-world IIoT 

environments to validate its effectiveness. Feedback from experts in the field is 

collected using a structured feedback template. The artefact is iteratively refined based 

on evaluation results to enhance its usability and efficiency. Finally, the research 

outcomes are communicated through scholarly publications, contributing to both 

theoretical knowledge and practical advancements in IIoT security (Mao et al., 2023). 

This adaptive design science research methodology combines elements of 

DSRM tailored to the specific challenges and requirements of developing a biometric 

access control fusion system for IIoT environments, as detailed in Figures 3.2 and 3.3. 

Following this structured approach, the research aims to deliver a robust and effective 

solution to enhance security in industrial settings.  
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Figure 3.1 DSRM (Peffers et al., 2007, p. 54) 

 
Figure 3.2 Architecture of Scientific Research (Mao et al., 2023, p.110) 

Following the design Science principle, the steps below are identified as necessitating 

the successful implementation of a DSRM. Following the design principles described 

in Figures 3.1, 3.2, and 3.3, the steps taken are defined in the following subsections 

and designed in Figures 3.4 and 3.5 to show the proposed activities and frameworks 

for this research. These subsections transcribe Figures 3.2 and 3.3 for this research. 

3.4.3.1 Phase 1: Problem Identification and Definition 

Scientific research shows that the knowledge base is the foundation for confirming and 

identifying problems. Meanwhile, Figure 3.3 aligns with the motivation that the 
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knowledge base is the first step in problem identification and definition. In this phase, 

the specific research problem of biometric access control fusion in IIoT is identified 

and justified (section 2.9) in terms of its importance and relevance. An extensive 

literature review (Chapter 2) was conducted to explore existing frameworks and 

methodologies in the field. Research questions and hypotheses are formulated based 

on the identified gaps and insights from the literature review in section 3.1. The 

overarching goal is to define a clear problem statement and establish the foundation 

for subsequent phases of the research. 

3.4.3.2 Phase 2: Solution Objectives Definition 

Knowledge-based problem identification and definition inform the researcher of the 

objectives for proposing theories to solve the above-mentioned problems. The 

objectives of a desirable solution for biometric access control fusion in IIoT will be 

defined in this phase. A feasibility study was conducted in Section 3.2 to understand 

the possibilities and constraints of the proposed solution. The focus is on identifying 

how the proposed solution addresses the gaps and improves existing methods. The 

feasibility study informs the research motivation and scope, laying the groundwork for 

the subsequent design and development phase. 

3.4.3.3 Phase 3: Artefact 1, 2 and 3 proposed Design and Development 

Figures 3.2 and 3.3 show that knowledge from other studies informs a researcher on 

the methodology best suited to solving the identified problem and aligning with the 

objectives. Application of this knowledge forms good theories for building artefacts. 

Building upon the problem identification and solution objectives, a conceptual model 

for biometric access control fusion in IIoT is proposed and designed for Artefact 1. 

Artefacts 2 and 3 are proposed and developed. Existing frameworks and best practices 

will be adapted and integrated to create the artefact. The design process involves 

defining the components, interactions, and functionality of the proposed framework. 

Iterative refinement and prototyping are conducted to ensure the artefact aligns with 

the defined objectives and addresses the identified problem. 

3.4.3.4 Phase 4: Artefact Application Demonstration 

A refinement of artefacts and theories in the place of testing, which analyses and 

justifies these artefacts using case studies and simulations. These steps include the 
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perception of solving societal needs. In this research phase, testing scenarios with 

second life are designed to evaluate the applicability and effectiveness of Artefact 1 in 

real-world contexts. Artefact 1 is applied in simulated virtual-reality environments to 

assess HCI usability and user experience and used to iterate on and design Artefact 2. 

Expert feedback is solicited to validate the design and identify areas for improvement. 

The demonstration phase aims to provide initial proof of concept and gather insights 

for further refinement. 

3.4.3.5 Phase 5: Demonstration Effectiveness Evaluation 

At this point, an analysis is conducted to assess effectiveness based on societal / 

business needs. This stage is crucial because it aligns the research objectives with the 

product. This stage involves refining and iterating on the objectives and the artefact's 

design, as initially proposed or designed. Data collected from second-life testing 

scenarios and expert feedback is analysed to evaluate the effectiveness and efficiency 

of the proposed framework. Qualitative and quantitative analysis techniques will be 

employed to assess the artefact's impact on addressing the identified problem. Based 

on the evaluation results, adjustments and refinements enhance the artefact's utility and 

relevance. The effectiveness evaluation phase aims to validate the proposed solution 

and inform its iterative improvement. 

3.4.3.6 Phase 6: Artefact Results Communication 

The communication phase includes results from all other phases, which are examined 

and fact-checked by industry experts or academicians. This process often leads to a 

new iteration in objectives, theories, and artefacts before publication. The research 

outcomes will be communicated through scholarly publications and dissemination to 

relevant stakeholders. Findings from the evaluation phase and insights gained 

throughout the research process will be presented to the academic community and 

industry practitioners. The communication phase aims to advance knowledge in 

biometric access control in IIoT and facilitate the practical implementation of the 

proposed framework. This stage involves expert feedback and validation of the 

research for iteration and publication. 
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Figure 3.3 Design Science Research Methodology steps are proposed for this research. 

1. Identify Problem and Motive 
• Define problem and show importance

2. Define Objectives of a Solution 
• What would be a better artefact accomplish?

3. Design and Development 
• Build and create artefact of the proposed 

framework

4. Demonstration
• Find suitable context and then use the proposed 

framework artefact to solve problem

5. Evaluation
• Observe how effective and efficient the proposed 

framework is and then iterate back to design
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Figure 3.4 Complete the Design Science Research Methodology steps proposed for this research flowchart
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Strategies, such as experiments, surveys, case studies, grounded theory, and action 

research, offer different approaches to investigating phenomena and accessing diverse 

data sources (Peffers et al., 2012; Haryanti et al., 2022). For this research, a simulation 

of second-life testing scenarios is chosen to comprehensively evaluate Artefact 1 in a 

Virtual Reality context, ensuring a holistic investigation (Johannesson & Perjons, 

2014; Peffers et al., 2012; Haryanti et al., 2022).  

3.5 ARTEFACT 1 

This section defines and analyses Artefact 1 in accordance with the proposed structure 

in Section 2.10. It defines the mode of data collection (literature) and the data analysis 

derived from Chapter 2 for the Biometric Construct, by infusing deep learning. 

3.5.1 Data Collection 

The data collection method for Artefact 1, derived from the literature review, primarily 

involves gathering information from existing studies, research papers, and industry 

reports on the reliability and effectiveness of biometric recognition systems. By 

systematically reviewing the literature, relevant data points such as accuracy rates, 

error rates, usability metrics, and real-world deployment challenges are collected to 

inform the design and development of a comprehensive biometric access control 

system tailored to industrial IoT environments. The outcome of this data collection 

process underscores the dependability and robustness of biometric recognition 

systems across various modalities, including face, fingerprint, iris, voice, palmprint, 

ear, and gait recognition. Numerous studies and empirical evidence demonstrate that 

biometric authentication methods are highly accurate and reliable, particularly when 

multiple modalities are integrated into a fusion-based approach. This wealth of 

evidence supports the viability and effectiveness of Artefact 1 in enhancing security 

and access control within industrial settings. This evidence is found in section 2.5, 

Biometric deep learning and its performance results. 

Moreover, the literature review reveals the potential benefits of fusion-based 

approaches that leverage multiple biometric traits to improve authentication accuracy, 

enhance resilience against spoofing attacks, and improve usability in challenging 

environments. By combining complementary modalities such as face, fingerprint, iris, 

and voice recognition, Artefact 1 aims to overcome the limitations of individual 

biometric systems and provide a more robust and dependable access control solution 
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for industrial IoT environments. In summary, the literature review provides 

compelling evidence of the dependability and effectiveness of biometric recognition 

systems, laying the groundwork for developing and implementing Artefact 1. By 

integrating insights from existing research and industry practices, Artefact 1 is poised 

to enhance security, usability, and access control capabilities within industrial IoT 

environments by fusing multiple biometric modalities. `    

3.5.2 Artefact 1 Data Analysis 

This section analyses data from the Biometric recognition systems and fuses them. 

The data collected are stated in section 3.5.1 and further investigated. Section 2.10 

(Proposed solution) suggests that combining all multimodal biometric traits, such as 

face, fingerprint, palmprint, iris, gait, ear, and voice, will enhance accuracy and 

reliability. This section uses the deep learning Convolutional Neural Network (CNN) 

fusion logic (selected from section 2.6) to combine HCI information from diverse 

biometric traits for robust identification. 

The section proposes an innovative approach that combines CNNs with Multi-

Factor Analysis (MFA) to achieve robust multimodal authentication in biometric 

recognition systems. The proposed method integrates the strengths of CNNs in feature 

extraction with multi-factor analysis to ensure a secure and reliable authentication 

selection process. The authentication mechanism is structured into two levels, 

leveraging both CNNs and MFA to enhance accuracy.  

• Step 1: Independent Trait Processing 
For each biometric trait (face, fingerprint, palmprint, iris, gait, ear, and voice), 

dedicated HCI information is collected from evaluation. 

Therefore, let Ff, Fp, Fi, Fg, Fe, and Fv represent the feature vectors extracted 

from the face, fingerprint, iris, gait, ear, and voice CNNs, respectively. 

𝐹𝐹𝑝𝑝 = 𝐶𝐶𝐶𝐶𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓�𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑡𝑡𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓� 

𝐹𝐹𝑓𝑓= 𝐶𝐶𝐶𝐶𝑁𝑁𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓�𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑡𝑡𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓� 

𝐹𝐹𝑖𝑖= 𝐶𝐶𝐶𝐶𝑁𝑁𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑡𝑡𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖) 

𝐹𝐹𝑔𝑔= 𝐶𝐶𝐶𝐶𝑁𝑁𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔�𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑡𝑡𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔� 

𝐹𝐹𝑒𝑒= 𝐶𝐶𝐶𝐶𝑁𝑁𝑒𝑒𝑒𝑒𝑒𝑒(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑡𝑡𝑒𝑒𝑒𝑒𝑒𝑒) 

𝐹𝐹𝑣𝑣= 𝐶𝐶𝐶𝐶𝑁𝑁𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣(𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑡𝑡𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣) 

𝐹𝐹𝑝𝑝𝑝𝑝= 𝐶𝐶𝐶𝐶𝑁𝑁𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝�𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝑡𝑡𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝� 
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• Step 2: Fusion of Extracted Features  
The extracted features from each biometric trait are fused using a weighted 

combination to create a comprehensive feature vector, as shown in Figure 3.5.   

 𝐹𝐹𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓  =  𝛼𝛼𝑓𝑓 ∙ 𝐹𝐹𝑓𝑓 + 𝛼𝛼𝑝𝑝 ∙ 𝐹𝐹𝑃𝑃 + 𝛼𝛼𝑖𝑖 ∙ 𝐹𝐹𝑖𝑖 + 𝛼𝛼𝑔𝑔 ∙ 𝐹𝐹𝑔𝑔 + 𝛼𝛼𝑒𝑒 ∙ 𝐹𝐹𝑒𝑒 + 𝛼𝛼𝑉𝑉 ∙ 𝐹𝐹𝑉𝑉 + 𝛼𝛼𝑝𝑝𝑝𝑝 ∙ 𝐹𝐹𝑃𝑃𝑃𝑃 

Here 𝛼𝛼𝑓𝑓 ,𝛼𝛼𝑝𝑝,𝛼𝛼𝑖𝑖 ,𝛼𝛼𝑔𝑔,𝛼𝛼𝑒𝑒 ,𝛼𝛼𝑉𝑉,𝛼𝛼𝑝𝑝𝑝𝑝   are the weights assigned to the features of the 

face, fingerprint, iris, gait, ear, voice, and palmprint, respectively. Optimisation 

techniques determine these weights, considering each biometric trait's relative 

importance and reliability.  

• Step 3: Final Identification 
The fused feature vector 𝐹𝐹𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 undergoes a final classification layer to 

determine the individual's identity. 

 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝑙𝑙𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜  =  𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐹𝐹𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 

 
Figure 3.5 Total fusion logic flow chart 



 
 

98 
 

The proposed CNN fusion logic provides a systematic, adaptive approach for 

combining information from multiple biometric traits, thereby enhancing the 

robustness and reliability of the multimodal biometric recognition system.  

3.5.3 Two-Level Authentication Systematic Overview 

The authentication process involves two levels, each incorporating CNN-based 

feature extraction and multi-factor analysis to strengthen identification. The first level 

of authentication supports worker entry into the industry and clock-in and clock-out 

at the facility, and the second level authenticates workers when entering a secure room, 

facility, and so on, where monitoring is necessary. Figures 3.6 and 3.7 show the 

proposed solution for first and second-level authentication, adapted from sections 

2.5.8 and 2.5.9 

3.5.3.1 Proposed CNN-Based Multi-Factor Analysis Logic 

Where n is the number of authentication attempts for the first factor, and x is the 

number of successful attempts on n trials. 

𝑃𝑃(𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑛𝑛) =   𝑃𝑃(𝑋𝑋 = 𝑥𝑥) =  �
𝑛𝑛
𝑥𝑥
� ∗ 𝑃𝑃𝑥𝑥 ∗ (1 − 𝑃𝑃)𝑛𝑛−𝑥𝑥 

Where: 

• �𝑛𝑛𝑥𝑥� is the binomial coefficient, representing the number of ways to choose x 

successes from n trials. 

• p is the probability of success on a single trial 

In this context, P(success) is the probability of x successful authentication attempts 

out of n trials for the first factor. Denoting p1 as the probability of success for the first 

factor. Note that the probability of successful authentication for each Biometric factor 

as P({success}) and the probability of failure as P({failure}. The overall probability 

of successful authentication with multifactor analysis is the product of the individual 

probabilities of success. Therefore, for N factors, the expression would be: 

• 𝑃𝑃(𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠) = 𝑃𝑃�𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑓𝑓� ∗  𝑃𝑃�𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑝𝑝� ∗ … .∗  𝑃𝑃(𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑁𝑁)  

Conversely, the probability of overall failure (i.e., unsuccessful authentication) 

is given by: 

• 𝑃𝑃(𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓) = 1 − 𝑃𝑃(𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠) 

 



 
 

99 
 

The success of each factor is assumed to be independent of the others. A multifactor 

authentication system aims to make P({overall failure}) sufficiently low to enhance 

security. The mathematical expression above represents the multiplication of the 

success probabilities for each authentication factor, illustrating the combined effect of 

multiple factors in the authentication process. 

3.5.3.2  Authentication at First Level 

At the first level, CNN-based feature extraction is followed by multi-factor analysis 

to authenticate based on at least two biometric traits successfully identified. Where 

M.A. = multifactor analysis and Ft = features. It is further explained in Figure 3.6. 

This is derived from the formulae: 

AUTHf1 =  �1  if CNN_Fts(Id. Biometrics)  M. A(CNN_Ft) ≥  2
0 otherwise
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Figure 3.6 First Level Authentication Idea 
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3.5.3.3 Authentication at Second Level 

The second level incorporates deeper CNN-based feature extraction and multi-factor 

analysis to ensure authentication with at least three identified biometric traits, 

including one from iris, palm print, fingerprint, and face. Figure 3.7 shows the 

proposed idea for second-level secure room authentication. This is derived from the 

formulae: 

AUTHf2 =  �1  if CNN_Fts(Id. Biometrics)  M. A(CNN_Ft) ≥   3 and Fi ‖ Fp ‖ Ff 
0 otherwise
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Figure 3.7 Second-Level Authentication Idea 

This novel integration of CNNs and multi-factor analysis establishes a robust 

framework for multi-modal authentication, combining deep learning capabilities with 

the analytical strength of multi-factor methods from the proposed artefact 1 section 

2.10 and 3.5.2. 
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3.6 ARTEFACT 2 

Artefact 2 is the tested concept for artefact 1. This section proposes the data collection, 

analysis and experimental design for the test. The test is to be carried out in a 

controlled virtual environment. 

3.6.1 Data Collection Strategies for Second Life 

The data collection strategies for the Biometric Access Control in IIoT simulation 

using Second Life from table 2.17, employing a Design Science Research 

methodology, are outlined as Biometric Simulated Data. Biometric simulated data are 

Data from Second Life Virtual Reality simulation sessions and focuses on Total 

Biometric Trait Fusion for Enhanced Security and seamless Contactless Biometric 

Trait Acquisition (Proxy trait). This data will inform the iterative improvement of the 

authentication systems, such as which biometric traits perform well under different 

constraints. 

The Data collection method involves a creative exploration guided by the 

robust second-life social Virtual Reality to design and inform this process. These 

mechanisms serve as the core of this research, embodying the essence of secure, user-

friendly access control in the context of the Second Life case study. As highlighted in 

section 2.7, the Second Life platform emerges as a comprehensive and reliable virtual 

space for simulating Artefact 1. This section presents a well-designed, strategic 

blueprint that illustrates how implementing Artefact 1's case study in the virtual 

environment will yield a valuable socio-technological research outcome. The 

objectives and the test execution for this test simulation are shown in Tables 3.6 and 

3.7. Section 3.6.2 shows the experimental design procedure for this test simulation 

using second-life VR, and Section 3.6.3 is the analysis/decision support system for 

this artefact.  

Table 3.6 shows the Artefact 1 testing objectives. 

  Objectives  Description  

1  Performance 

Evaluation  

Assess the efficiency of the system's interaction 

for access control methods that grant or deny 

access to Second Life users.  
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2 Biometric access 

system 

Design a well-suited, user-friendly embedded 

system to suit artefact 1 in the Second-Life VR 

environment. 

 Table 3.7 shows the test execution. 
S/N  Staging  Description 

1  Pilot Testing  Conduct a pilot round of testing to identify any 

issues or refinements needed in the testing 

scenarios and data collection methods.  

2  Testing 

Iterations  

Execute multiple testing iterations to gather 

comprehensive data.  

4  Data Analysis  Analyse the collected data to evaluate 

performance for this Biometric access control 

system.  

3.6.2 Experimental Design 

This section outlines the experimental steps for testing Artefact 1, as shown in Tables 

3.6 and 3.7.  

3.6.2.1 Introduction 

This section outlines the step-by-step collection and rules for the experimental process 

in Second Life. Below are some fundamental rules guiding this experiment. 

• Avatar control & data source: all six avatars (3 male, 3 female) are controlled 

by a single account; the measured data are the avatars' rendered features and 

resulting classifier outputs, not human physiological measurements. This keeps 

the experiment strictly a virtual-agent study and aligns with the Artefact-2 

simulation scope.  

• No deep learning: In this experiment, all per-modality processing will use 

classical feature extraction and matching, not deep learning outputs. 

Deterministic scoring pipelines and calibrated distance thresholds are used. 

Also, the assumption that this feature is the avatar ID, as the literature shows 

that deep learning improves the accuracy of a biometric system to almost 

perfection. 
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Figure 3.8 Artefact 1 Tested in for the improved Artefact 2 

3.6.2.2 Objectives & high-level design 

The primary aim of this experiment is to measure the authentication accuracy of 

different biometric traits using avatar proxies under various work-environmental 

constraints for the Artefact-2 multimodal fusion system in Second Life, as shown in 
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Figure 3.8. The study focuses on contactless modalities such as face, gait, voice, and 

ear, which are available as avatar proxies on the platform. 

3.6.2.3 Design summary (factors, cells, trials) 

The avatar factor is treated as a fixed set of templates: six avatars (Male A, Male B, 

Male C, Female A, Female B, and Female C), all controlled through the same account. 

Within each avatar, constraints are applied in different combinations (“cells”) to 

reproduce a range of realistic operating conditions, from mild disruption through to 

high-stress scenarios. 

Five constraints are used in the design: MASK (facial occlusion), HELMET 

(head and ear obstruction), HEAVYLOAD (gait and posture disturbance), 

LOWLIGHT (reduced visual acquisition quality), and FASTMOVE (motion-

induced instability). The combinations are grouped by the number of active 

constraints, as shown in the table below. 

Table 3.8 Simulation constraint count 

Constraint 

Level 

Description Number of 

Combinations 

C0 No active constraints 1 

C1 Single constraint active 5 

C2 Two simultaneous constraints 10 

C3 Three simultaneous constraints 10 

C4 Four simultaneous constraints 5 

C5 All five constraints are actively applied 1 

Total 
 

32 

3.6.2.4 Constraint Combination Logic 

Constraint combinations are deliberately accumulated progressively to simulate 

increasing industrial stress. The early configurations isolate single effects, such as 

MASK only, HELMET only, or LOWLIGHT only, so each constraint’s individual 

impact can be observed clearly. Mid-level configurations then test compound 

interference by pairing constraints that are likely to interact, for example, MASK + 

LOWLIGHT, HELMET + HEAVYLOAD, or FASTMOVE + HEAVYLOAD. 
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Finally, high-level configurations represent extreme operating environments 

by stacking multiple constraints, such as MASK + HELMET + LOWLIGHT + 

HEAVYLOAD, and the full combination MASK + HELMET + HEAVYLOAD + 

LOWLIGHT + FASTMOVE. 

3.6.2.5 Per-trial procedure (operator workflow) 

This is the basic set of operations for simulating avatar authentication in Second Life. 

• Load/equip avatar: choose avatar skin (one of the six), attach the specified 

headgear, mask and load object for the assigned cell. Ensure any animation 

overrides (heavy load gait) are enabled.  

• Spawn to capture node: position the avatar at the capture waypoint (pre-

defined position).  

• Trigger capture: click on the biometric authentication curated machine with 

LSL node scripts to perform captures and send authentication data to the log. 

• Decision & log: the gate opens or rejects the authentication, returning an 

authentication outcome (Accept / Reject). All raw inputs, extracted features, 

scores, latency and decisions are securely logged.  

3.6.2.6 Validation, metrics and analysis 

Second Life (SL) is a virtual world and not a biometric sensor ecosystem; only some 

real-world biometrics are approximated. Several Biometrics cannot be replicated 

because SL does not expose raw biological signals. However, SL enables the 

extraction of behavioural, kinematic, and avatar parameters that serve as functional 

proxies. 

This is appropriate for Industrial IoT simulation because the goal is to model 

authentication workflow, timing, usability, and fusion logic, not to perfectly recreate 

bio-sensing. Below are the workable proxies to be used in this experiment. 

• Gait pattern (walk timing and step distance): This metric is derived from 

continuous sampling of the avatar’s position at 0.2-second intervals. 

• Avatar physical dimensions: These include height, body thickness, hand size, 

head size, and related parameters. 

• Skin-tint vector (RGB tone): This is extracted through scripted object 

detection rather than by reading the texture bitmap itself. 
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• Attachment configuration: This captures whether the avatar is wearing items 

such as a mask, hat, heavy-load backpack, body armour, and similar 

attachments. 

• All these measures act as rule-based differentiators, so no machine learning is 

required. 

3.6.2.7 Biometrics Replicated as Functional Proxies in the Second Life 

The following are the replication and how their proxies are obtained. 

• GAIT — REPLICABLE 

Capturing avatar gait is possible because Second Life exposes position in 3D 

space, velocity, step distance, animation speed, and turning rate. Capturing 

avatar gait is possible because Second Life exposes position in 3D space, 

velocity, step distance, animation speed, and turning rate. These allow the 

construction of a gait signature, like human gait biometrics, in behavioural 

terms, though not in biological detail. 

Conclusion: Gait is a fully achievable behavioural biometric in this 

environment. 

• FACE — PARTIALLY REPLICABLE 

In Second Life, facial information cannot be extracted at a biological level, 

including pixel-level facial features, texture data, and 3D mesh vertex data of 

the avatar’s face (which is blocked for security reasons). At a biological level, 

facial data cannot be extracted in Second Life, including pixel-level facial 

features, texture data, and 3D mesh vertex data of the avatar’s face (which is 

blocked for security reasons). Even so, a limited appearance-based signature 

can be formed using a skin-tint (RGB) vector, head size, face-light settings, and 

the presence of facial attachments, such as masks or glasses. These allow a 

weak face signature, not a true facial biometric. 

Conclusion: Face recognition is not biologically replicable in Second Life, but 

a proxy face-appearance signature is achievable. 

• IRIS — NOT REPLICABLE 

Real iris recognition depends on textural micro-patterns, fine-grain radial 

structure, and high-resolution imaging, none of which are available in Second 
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Life. Second Life blocks all texture extraction, and scripts cannot read the iris 

pattern. 

Conclusion: Iris recognition is not possible at any meaningful level in Second 

Life. 

• FINGERPRINT — NOT REPLICABLE 

In practice, fingerprint recognition requires ridge reconstruction, minutiae 

extraction, and local binary pattern mapping. SL exposes no finger texture, no 

finger mesh, and no hand detail interaction. 

Conclusion: Fingerprint recognition is not possible because Second Life 

exposes no finger texture, no finger mesh, and no high-detail hand interaction. 

• PALMPRINT — NOT REPLICABLE 

Same barriers as fingerprints. SL does not expose palm textures or high-

resolution palm surfaces. 

Conclusion: Palmprint recognition is not possible, for the same reasons as 

fingerprints, because Second Life does not expose palm textures or high-

resolution palm surfaces. 

• EAR — PARTIALLY REPLICABLE 

Ear biometrics face constraints similar to face recognition in Second Life. As 

with the face, the ear mesh cannot be extracted; however, it is possible to detect 

ear-related attachments, such as earrings, headphones, or hair covering the ear. 

Thus, an appearance-based ear profile is simulated, but not the biological 

geometry. 

Conclusion: Ear biometrics are only weakly replicable through appearance 

proxies. 

• VOICE — PARTIALLY REPLICABLE 

Where the setup supports it, voice data can be treated as an audio signal and 

analysed for features such as pitch and formant structure. From a signal 

perspective, voice may be captured as a waveform, along with features such as 

pitch and formant structure, where supported by the setup. Separately, the 

system can also track behavioural voice activity, including whether the avatar 

uses voice, the duration of speaking events, and how frequently voice is 

activated. In addition, the system can detect behavioural voice activity, 

including whether the avatar uses voice, the duration of speaking events, and 
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the frequency of voice activation. This becomes a binary behavioural 

indicator, not biometric. 

Conclusion: Voice recognition is not replicable as a true biometric in Second 

Life, but voice-activity patterns can still support behavioural analysis. And for 

privacy reasons, voices cannot be used, recorded, or analysed. 

• BEHAVIOURAL BIOMETRICS — FULLY REPLICABLE 

This is where Second Life performs best: behavioural signals such as reaction 

time, gesture frequency, movement smoothness, direction-change rate, object-

interaction speed, login repetition patterns, authentication decision time, and 

(to a limited extent) camera-movement behaviour can be observed through 

events and timing. 

3.6.3 Map To The 8 Biometrics (Reference to System Design) 

This subsection links the selected biometric trait to the second-life proxy metric to 

show what can be extracted from second life and what cannot. Finally, it shows how 

logic can be used to replace physiological traits in Second Life, as seen in Table 3.9. 

Table 3.9 showing which SL-measurable metrics correspond to which biometric trait. 

Human 

Biometric 

Second Life Proxy Metric Match 

Quality 

Explanation 

Gait Step length variation, 

cadence, positional sampling 

Strong Behaviours 

correspond directly. 

Face Avatar head size, skin tint, 

and facial attachments 

Weak No texture/mesh 

access  

Iris None Impossible SL blocks texture 

access  

Fingerprint None Impossible No hand detail 

extraction  

Palmprint None Impossible Same limitations  

Ear Attachment detection Weak No ear-mesh or 

geometry  

Voice Voice-activity patterns Weak No waveform or 

pitch capture  

Behavioural Reaction time, gesture 

tempo, movement patterns 

Strong Fully measurable. 
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These results come from a simulation with scripted degradation. They test fusion logic 

and are not error rates for real workers. the first plan, using other Second Life users' 

avatars, was abandoned because the platform restricts avatar-level data for privacy 

reasons. 

A dummy biometric has three functions 

• A fixed avatar-specific value (acting as a biometric template) 

• A matching score (your code decides to pass/fail or match %) 

• A sensor-like workflow (scan → compare → output → log time/results) 

• This maintains the structure of biometric authentication without requiring the 

biometric itself. 

Metrics to be collected (per trial) 

• Per-modality scores 𝑠𝑠𝑖𝑖(face, gait, voice, ear, iris) 

• Fusion score 𝐹𝐹and decision outcome 

• Latency (capture → decision) 

• Escalation occurrences (how often a third modality was needed) 

• Deep learning assumption, which is AvatarID 

3.6.3.1 Limitations & notes (transparent) 

These are the identified limitations for this study's experimental phase, and they are 

as follows; 

• Single-operator account control: Using one operator reduces human-to-

human variability, but it can introduce pilot-specific gait or voice style. This is 

a deliberate design choice because the artefact is intended to test avatar 

rendering and accessory effects rather than human physiological variability. 

• No deep learning: Because the study relies on classical processing, per-

modality discrimination is expected to be weaker than CNN-based systems. 

As a result, score distributions may overlap more, thresholds will need careful 

tuning, and expert HCI ratings can help indicate which modalities to prioritise 

under occlusion. 

3.6.3.2 Deliverables from the experiment 

The experiment will produce a full trial log (196 trials) including raw captures, per 

modality scores, and fusion outputs. It will also provide a calibration report 
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documenting adjusted rule weights and thresholds (before and after the pilot), a short 

technical appendix containing Lindel Scripting Language code skeletons and classical 

processing pseudocode, and a recommendation sheet that identifies which constraints 

cause systematic failures and proposes Artefact-2 rule changes (for example, requiring 

voice and ear as mandatory secondary checks when a full mask and helmet are both 

present). 

3.6.4 Data Analysis 

The analysis is organised into four layers, aligned with common Decision Support 

System evaluation practice, so the results can be interpreted from both a technical and 

operational perspective. 

• Per-Modality Performance Analysis 

For each modality, similarity scores were compared across the different 

constraint conditions to see where performance shifts. Because the sample is 

modest and the score distributions are not well modelled by a normal curve, 

results are summarised using medians and interquartile ranges and tested 

using non-parametric methods (Wilcoxon and Kruskal–Wallis). This makes 

it easier to pinpoint which modalities are most affected by occlusion and by 

load-related changes. 

• Fusion Performance Evaluation 

Fusion was computed using a weighted-sum rule: 

𝐹𝐹 = �𝑤𝑤𝑖𝑖

𝑛𝑛

𝑖𝑖=1

𝑠𝑠𝑖𝑖 

where 𝑠𝑠𝑖𝑖 represents modality similarity scores and 𝑤𝑤𝑖𝑖 represents reliability 

weights derived from contactless applicability and performance scales. 

Fusion score distributions were examined across constraint levels. False 

Acceptance Rate (FAR), False Rejection Rate (FRR), and approximate 

Equal Error Rate (EER) were estimated. Escalation frequency and decision 

boundary stability were analysed to assess threshold robustness. 

• Decision Logic Assessment 

Decision outcomes (Accept, Reject) were analysed by constraint cell and 

avatar. Escalation rates were used as an indicator of system uncertainty under 

operational stress. Latency distributions were evaluated to assess the 
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efficiency impacts of additional modality requests. This layer directly 

assesses the DSS’s ability to support secure, efficient access decisions across 

varying contextual conditions. A correlation analysis is performed between 

fusion scores and perceived satisfaction to examine the alignment between 

technical performance and human judgment. 

• Risk-Adaptive Threshold Simulation 

To test adaptability, the simulated three risk contexts were adjusted by 

changing the decision policy: a low-risk setting with the threshold reduced 

by 5%, a baseline setting with the default threshold, and a high-risk setting 

with the threshold increased by 10% and a requirement to use three 

modalities. 

These policy shifts change FAR, FRR, and escalation behaviour, which helps indicate 

whether dynamic enforcement is realistic for a future iteration of the artefact. 

3.6.5 Mathematical summary/formulae (compact) 

This subsection explains all terms and derivations of the data analysis formulae to be 

used, and their use-case examples. 

3.6.5.1 reliability score 

This score is used to calculate the reliability of the biometric authentication module. 

It uses two data sources: a contactless usability screen that differs by biometric trait 

(Face and voice, which are highly contactless, and finger, which is contact-based and 

less valuable; note this system prioritises contactless due to the nature of industry 

workers), and a performance capability where the system also leans towards systems 

with a higher performance score. (also 'score of biometric modality i') these examples 

are coined from the contactless and performance scale used from 2.15 and 2.16 

𝑅𝑅𝑖𝑖 = 0.45 ⋅
contact𝑖𝑖

5
+ 0.55 ⋅

perf𝑖𝑖
5

 

For example, Face has a contactless score of 5 and a performance score of 4.5. 

𝑅𝑅𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 = 0.45 ⋅
5
5

+ 0.55 ⋅
4.5
5

 

𝑅𝑅𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 = 0.45(1) + 0.55(0.9) 

𝑅𝑅𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 = 0.45 + 0.495 

𝑅𝑅𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 = 0.945 
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Face reliability score = 0.945  

Table 3.10 reliability score definition 

 Symbol Meaning 

𝑅𝑅𝑖𝑖 Reliability score of biometric modalities 𝑖𝑖 

𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑡𝑡𝑖𝑖 Contactless usability rating of a biometric 

trait 𝑖𝑖 

𝑝𝑝𝑝𝑝𝑝𝑝𝑓𝑓𝑖𝑖 Performance rating of a biometric trait 𝑖𝑖 

5 The maximum possible rating value used for 

normalisation 

0.45 Weight assigned to contactless usability 

0.55 Weight assigned to biometric performance 

capability 

0.45 and 0.55 represent the relative importance assigned to 

usability and biometric performance, 

respectively. They make up 1, which is the 

highest factor 

3.6.5.2 Normalised weight 

This formula computes and calibrates the derived weight based on the biometric traits 

used, while the unused trait is degraded. This enables adaptive weight computation, 

where the reliability score determines the proportional weighting for multimodal 

fusion. 

𝑤𝑤𝑖𝑖 =
𝑅𝑅𝑖𝑖

∑𝑗𝑗 𝑅𝑅𝑗𝑗
 

For example, if Face reliability = 0.94, Voice reliability = 0.70 and Gait reliability = 

0.60 then the Total reliability: 

0.94 + 0.70 + 0.60 = 2.24 
Calculating face weight: 

𝑤𝑤𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 =
0.94
2.24

 
𝑤𝑤𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 = 0.42 

That means Face contributes 42% to authentication fusion.  
 

Table 3.11 Normalised weight term definition 
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Symbol Meaning 

𝑤𝑤𝑖𝑖 Adaptive weight assigned to biometric modality 𝑖𝑖 

𝑅𝑅𝑖𝑖 Reliability score of modalities 𝑖𝑖 

� 𝑅𝑅𝑗𝑗
𝑗𝑗

 Sum of reliability scores across all biometric modalities 

3.6.5.3 Fusion score 

This is the final fusion biometric modality, comprising the biometric modality 

confidence scores and their adaptive contextual weights, which together equal the 

final authentication confidence value. 

For example, 
Table 3.12 Example of Fusion score table 

Biometric Weight 𝒘𝒘𝒊𝒊 Score 𝒔𝒔𝒊𝒊 

Face 0.42 0.90 

Voice 0.31 0.75 

Gait 0.27 0.80 

𝐹𝐹 = (0.42 × 0.90) + (0.31 × 0.75) + (0.27 × 0.80),    
𝐹𝐹 = 0.378 + 0.2325 + 0.216 
𝐹𝐹 = 0.8265 

Final fusion score = 0.83  
𝐹𝐹 = �

𝑖𝑖∈𝑀𝑀

𝑤𝑤𝑖𝑖 ⋅ 𝑠𝑠𝑖𝑖 

Table 3.13 Fusion score Term Definition 

Symbol Meaning 

𝐹𝐹 Final fusion authentication score 

𝑀𝑀 set of biometric modalities used 

𝑤𝑤𝑖𝑖 Adaptive weight assigned to biometric modality 𝑖𝑖 

𝑠𝑠𝑖𝑖 Matching score/confidence score of biometric modalities 𝑖𝑖 

3.6.6 Artefact 2 Decision support system 

A decision support system is a logic system that directs how Authentication is 

achieved from Start to end. The decision logic system for the experiment proposed or 

simulated in Second Life is activated when Avatars approach the Gate/Biometric 

Machine system. The system is triggered when the machine is clicked, indicating that 

an avatar has approached the Gate, as shown in Figure 3.9. The recognition machines 

start gathering vital information based on the traits that are free from constraints. The 
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fusion score is aggregated from different biometric scores and is weighted according 

to the 0.85 threshold. If F is greater than the threshold score, the gate opens; if not, it's 

escalated or rejected if it is 0.65. 

 
Figure 3.9 Decision support system for Second Life Artefact2 

3.7 ARTEFACT 3  

Artefact 3 is an iterated or improved Artefact 2. After Artefact 1 is tested, its 

deliverables are used to design Artefact 2. Artefact 2 is improved and transitioned, at 

which point its improved version is sent for Expert review, and its feedback is used to 

improve and create a final version of Artefact 3. 
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3.7.1 Data Collection Processes 

For the expert feedback process in the context of Biometric Access Control in IIoT, a 

structured approach will be employed to gather opinions and data from a selected 

group of experts. The purpose is to obtain reliable feedback on the presented artefact 

2 to help address the formulated research questions. This feedback will be crucial for 

refining and improving the artefact to meet the needs of stakeholders in the IIoT sector. 

The expert feedback process will involve the following main steps. 

• Designing the Feedback Template: A feedback template will collect 

quantitative and qualitative information from the selected group of experts. 

The template will include a combination of closed and open starters to gather 

objective opinions and allow descriptive responses. 

• Explaining the Purpose: When sharing the template with the selected group 

of experts, a cover letter will be attached to explain the research's purpose. The 

respondents need to understand the context in which the questions are being 

posed, providing clarity on the goals and objectives of the study. 

• Collecting Expert Opinions: The feedback template will be distributed to the 

experts, who will provide their opinions on various aspects of the Biometric 

Access Control artefacts 1 and 2 in the IIoT sector. Closed starters will prompt 

objective responses, while open starters will allow respondents to 

communicate descriptively in their own words. 

• Analysis and Iteration: The expert feedback will be analysed in NVivo to 

identify common themes, insights, and areas for improvement. This analysis 

will inform iterations and refinements to the Biometric Access Control 

artefact, ensuring it meets the needs and expectations of stakeholders in the 

IIoT sector. 

By following this expert feedback process shown in Figure 3.16, valuable insights will 

be gained to enhance the effectiveness and usability of Biometric Access Control 

solutions in IIoT environments. 
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Figure 3.10 Summarises the main steps involved in designing an expert feedback 

process. 

3.7.2 Data Analysis Process Steps for Expert Feedback. 

The NVivo tool will be utilised to aggregate and analyse expert feedback collected 

during the research process. The following outlines the data collection and analysis 

process adapted for this specific study: 

• Selection of Experts: Interview experts will be selected based on their depth 

of knowledge and relevance to the research questions. A set of criteria will be 

defined to guide the selection process, ensuring that participants possess 

valuable insights related to Biometric Access Control in IIoT environments. 

Below are the criteria for expert selection; 

o IoT or IIoT experienced for at least five years 

o IT security personnel for at least five years 

o Heavy construction security officer for at least 10 years 

o IIoT, IOT, IT security, Cybersecurity researcher or professor  

These criteria are for expert roles that have an in-depth understanding or 

expertise in the field of study in this research, and they will have sufficient 

experience to contribute to and fine-tune the end product of this research. 

• AUTEC Code of Conduct: the code of conduct provided by AUT in section 

6.7 Ethics, which states that “you do not need to apply for formal ethics 

approval if your PhD research falls into specific exempted categories - Single 

Professional Interviews: A single, one-off interview of limited scope with 

professional experts in the area of their expertise.” Has made it possible to 

1. Design 
the 
questions 
and 
instructions

2. Determine 
the order of 
presentation

3. Write 
invitation 
letter or 
email

4. Test 
the expert 
feedback 
with a 
small 
sample

5. Choose 
method to 
send and 
receive

6. Plan a 
strategy 
to deal 
with non-
responses

7. 
Conduct 
tests for 
validity 
and 
reliability
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obtain feedback from experts with their names kept as aliases or not mentioned 

for privacy purposes. 

• Initial Contact: A list of potential experts will be compiled, and initial contact 

will be established with them. Willing experts will be provided with a copy of 

the research framework, an introduction to the study, and a set of starters to 

guide their responses. These experts will be given the study blueprint, and a 

set of questions will be presented for them to address or provide feedback on. 

These questions are as follows; 

 Is this solution doable?  

 Is it comprehensive?  

 Other comments? 

• Data Collection: Transcripts of the expert feedback will be collected and 

imported into NVivo for analysis. The transcripts will be clustered into codes 

based on frequent words, cases, or a combination of these to gather evidence 

relevant to the research questions. 

• Code Development and Theme Formation: From the coded transcripts, 

themes will be developed, consisting of multiple codes, and supported by 

relevant textual data. Sub-categories will be grouped to create linked memos, 

facilitating the analysis of the transcripts. 

• Query Function: The query function in NVivo will be utilised to gather 

attitudes based on demographic attributes or explore connections between 

different themes. This will help identify patterns and relationships within the 

data. 

• Thematic Analysis: Thematic analysis will be employed as the primary 

analysis method to identify, analyse, and report themes emerging from the 

collected data. This approach allows for a comprehensive examination of the 

expert feedback, focusing on key patterns and insights relevant to Biometric 

Access Control in IIoT. 

• Results Generation: The analysed data will be used to generate and 

summarise results, which will be synthesised into a final report. This report 

will provide valuable insights into experts' perceptions, opinions, and 

recommendations on Biometric Access Control in IIoT environments. 
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By employing NVivo and following the structured data collection and analysis process 

shown in Figure 3.17, the research will gain a deeper understanding of expert 

perspectives on Biometric Access Control in IIoT, thereby advancing this field. 

 

Figure 3.11 Expert Data Collection and Analysis Process Steps 

3.8 EXPECTATIONS ON ARTEFACTS 

The proposed biometric access control artefacts aim to enhance security and access 

control measures within industrial Internet of Things (IIoT) environments. Artefact 1 

focuses on developing a comprehensive biometric access control system tailored to 

industrial settings, integrating multiple biometric modalities for robust authentication. 

The expected outcomes from artefact 1 include identifying challenges and limitations 

in existing biometric access control systems based on the problems identified in 

chapter 2, designing and implementing novel solutions to address these challenges, 

and evaluating the effectiveness of the proposed artefact in improving access control 

in IIoT environments. 
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Artefact 2, which involves second-life testing of biometric fusion for IIoT 

workers, presents a unique approach to addressing access-control challenges in 

industrial settings. By combining various biometric modalities such as face, iris, ear, 

palmprint, fingerprint, gait, and voice, the artefact aims to enhance authentication 

accuracy and usability, particularly for workers across various industries with different 

levels of technical proficiency. The anticipated outcomes from artefact 2 may include 

insights into the feasibility and practicality of deploying multi-modal biometric 

authentication systems in real-world industrial scenarios, as well as the identification 

of potential challenges and barriers to adoption among IIoT workers. Table 3.7 shows 

the expected output from the SL test simulation. 

Table 3.14 Artefact 2 expected output 

S/N  Output  Description 

1  Performance 

Metrics  

Quantitative data on success rates taken for 

authentication for each user.  

2  HCI Insights  Observations and insights on user interactions 

and HCI issues.  

 

Artefact 3 involves expert review using NVivo to aggregate insights and feedback on 

the proposed biometric access control artefacts. This approach leverages qualitative 

data analysis techniques to systematically gather and analyse expert opinions, thereby 

providing valuable insights into the proposed artefacts' strengths, weaknesses, and 

potential areas for improvement. The outcomes from artefact 3 include a 

comprehensive understanding of the usability, effectiveness, and acceptability of the 

proposed biometric access control solutions among industry experts, as well as 

recommendations for refining and optimising the artefacts based on expert feedback. 

In conclusion, the proposed biometric access control artefacts offer promising 

solutions for enhancing security and access control in IIoT environments. Through a 

combination of design, testing, and expert review, these artefacts are expected to 

contribute to the development of more robust, user-friendly, and effective biometric 

authentication systems tailored to the needs of industrial workers and settings. 

However, it is essential to acknowledge and address potential challenges and 

limitations encountered during the development and deployment phases to ensure the 
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successful implementation and adoption of these artefacts in real-world IIoT 

environments. 

3.8.1 Limitations 

Limitations of the proposed biometric access control artefacts are as follows. 

• Limited Diversity in User Population: The study may primarily focus on 

industrial heavy machine workers, potentially overlooking the diverse needs and 

characteristics of users in other industries or demographic groups. This narrow 

focus could limit the generalisability of the artefacts to broader contexts. 

• Simulation-based Evaluation: The evaluation of the artefacts relies on simulated 

design simulations rather than real-world implementations. While simulations 

offer controlled environments for testing, they may not fully capture the 

complexities and challenges encountered in real-world deployment scenarios, 

potentially leading to discrepancies between simulated and actual performance. 

• Unrealistic Assumptions: The artefacts may be based on selected assumptions or 

idealised scenarios. For example, simulations may assume ideal conditions for 

biometric trait acquisition and authentication, focus on workers in gear or carrying 

equipment, and be expected to recognise workers using biometric traits other than 

gait. 

• Scalability and Integration Challenges: While the artefacts aim to enhance 

seamless, effective, and efficient authentication security within industrial IoT 

environments, scalability and integration with existing systems may pose 

significant challenges. Adapting the artefacts to diverse infrastructures, legacy 

systems, and organisational workflows could require additional resources. 

Addressing these limitations will be crucial for ensuring the feasibility, effectiveness, 

and ethical integrity of the proposed biometric access control artefacts in real-world 

industrial settings. 

3.9 CONCLUSION 

This chapter outlines the methodology to be employed in the research, as a structured 

approach to addressing the research questions and objectives. The chapter begins with 

Section 3.1, where the issues and problems identified in the preceding chapter are 

highlighted, and a feasibility study is conducted, emphasising the importance of 

investigating HCI usability and user experience as key challenges. This thorough 
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examination of challenges and knowledge gaps guides the formulation of the research 

questions and hypotheses presented in Section 3.3, which serve as the guiding 

principles for the investigation. a review of similar studies in Section 3.3, which 

establishes the foundation from Sections 3.1 and 3.2 and points to papers to adopt to 

address the research gaps, questions, and hypotheses. This led to adopting the design 

science research methodology. By examining five socio-technological papers, the 

rationale for using DSRM becomes evident.  

Section 3.4 contrasts the methodologies in section 3.3, focusing on design 

thinking and design science methodologies, ultimately justifying the selection of 

design science for its suitability for addressing the research objectives. Subsequently, 

it details the implementation of the DRSM, outlining the steps, procedures, and 

methods employed in the research process. With DSRM as the guiding framework, 

Sections 3.5, 3.6, and 3.7 elaborate on the data collection structures and data analysis 

for artefacts 1, 2, and 3, demonstrating how the data will inform the design and 

development of these artefacts. The Sections propose the logic behind the artefacts' 

design, providing insights into their rationale and principles, particularly focusing on 

the convolutional neural network and multifactor analysis selection for the biometric 

fusion authentication system for artefact 1 in section 3.5. Section 3.6 outlines the 

testing process for artefact 1, proposes a design for artefact 2 with a focus on biometric 

access mechanisms, and discusses the experimental analysis conducted using data 

from Second Life. The Following section (3.7) describes the proposed artefact 3, 

which involves expert feedback for biometric fusion from Second Life. 

 Section 3.8 discusses the expectations and limitations of the artefacts, 

analysing and interpreting the findings in comparison to the research questions and 

hypotheses outlined earlier. In conclusion, Chapter 3 provides a comprehensive 

overview of the methodology employed in this research, from the selection of design 

science as the guiding framework to the implementation of data collection structures 

and the testing of artefacts. The systematic approach outlined in this chapter ensures 

the rigour and validity of the research process, ultimately contributing to a deeper 

understanding of the study's outcomes. For further exploration, Chapter 4 shows the 

creation of artefact 2 using Second Life simulation testing, building upon the 

foundation established in this chapter 3.  
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Figure 3.12 ARTEFACT road map 

Figure 3.12 roadmap shows that Chapter 4 Artefact 2 is the implementation of Artefact 

1 by testing using SL simulation. Chapter 4 will define the proposed Artefact 2 and 

the attributes used to improve upon Artefact 1. 

 

Design Science 
Methodology

(Chapter3)

Artefact 1 from 
Literature Review
(Chapter 2 Fig 2.3, 

page 67)

Artefact 2 Improved 
Artefact 1 by second 
life simulation test
(Chapter 4 Fig 4.6, 

page 141)

Artefact 3 Improved 
Artefact 2 by 

Expert Feedback
(Chapter 5 Fig 5.22, 

page 180)
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Chapter 4: ARTEFACT 2 

4.0  INTRODUCTION 

This chapter outlines and analyses Result 1 from testing artefact 1(Artefact 1) to create 

Artefact 2(A2) (second-life experiment). This chapter presents an empirical study of 

the iterations conducted on the biometric fusion access control model, which was 

implemented demonstratively in Second Life, a virtual world widely known as 

a socialising space for users. The experiment was derived from section 3.6 (Artefact 

2). The experiment is built on Artefact 1 (Artefact 1), which is the conceptual, 

architectural, and methodological foundations derived from Chapter 2. Artefact 2 (A2) 

represents the first fully instantiated and testable proof of concept integrating multiple 

biometric traits, user interaction workflows, and system decision logic within a 

simulated Industrial Internet of Things (IIoT) access control context. 

 This chapter presents the following four developments:  

• A summary of the research results obtained from the experimental Result 1: 

Artefact 2.  

• The experimental results from the constraint applied to avatars' simulation in 

Second Life are analysed, and the results for authentication and 

system behaviour are reanalysed and updated. 

• The analysis of the impact that the inclusion of Artefact 1 and the associated 

decisions had on the system design and the modifications that were 

needed to obtain the Artefact 2 prototype.  

The simulation of biometric systems is done through a virtual biometric context, 

which is feasible and useful for exploring the impacts of decision-making, fusion 

logic, authentication data, and so on. This is done in the virtual world of Second Life 

(Bailenson et al., 2008; Jain et al., 2016). These results come from a simulation in 

which baseline scores were drawn from the literature and degraded by scripted 

constraints. They test how fusion logic behaves under compound degradation. They 

do not measure real biometric performance and should not be read as error rates for 

real workers. 

This chapter evaluates Artefact 1, the static fusion baseline. It addresses RQ1 (the 

limitations of biometric authentication for industry workers) and tests H1." Repeat a 

one-line link at the start of each section. 



 
 

124 
 

4.1 ARTEFACT 1 WITHIN THE EXPERIMENTAL 
FRAMEWORK 

This chapter links back to the literature reviewed in Chapter 2 and the experimental 

design set out in Chapter 3. It explains how Artefact 1 is operationalised as specific 

variables for empirical research.   

4.1.1 Recap of Artefact 1 from Literature (Chapter 2) 

Artefact 1 (A1) is a representation of the theoretical construction derived from 

previously researched studies in 

• Biometric authentication systems   

• Multi-modal biometric fusion   

• Secure IIoT access control mechanisms   

• 3D avatar-based identity representation   

Within the literature review, Artefact 1 encapsulates: The Accuracy and robustness of 

biometric identification and the testing feasibility in virtual environments such as 

Second Life. Thus, Artefact 1 is not a single variable but a multi-dimensional construct 

that combines security, usability, and system performance. 

4.1.2 Artefact 1 (A1) Into Measurable Components  

Artefact 1 (A1) is operationalised into key dimensions that are directly evaluated. 

• Authentication Accuracy – measured using CNN performance metrics of 

accuracy, precision, recall.  

• Fusion Effectiveness – evaluated through decision-level fusion using ROC 

curves and error rates (FAR/FRR)  

• System Efficiency and Effectiveness – evaluated through system response, 

successful authentication rates, and task completion performance.  

• While usability is acknowledged through ISO 9241-11, the study does not 

focus extensively on user experience; instead, it prioritises technical efficiency 

and system effectiveness. 

4.1.3 Implementation of Artefact 1 (A1) in the VR System 

The experimental system was designed by combining these defined components. It 

integrates: 

• biometric feature extraction using Avatar-defined proxies.  
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• constraint creation. 

• Interaction within Second Life using LSL scripts.  

• 3D animation creation to simulate these scenarios. 

Each element reflects a specific aspect of Artefact 1, ensuring that the system design 

remains aligned with the theoretical foundation. 

4.1.4 Data Collection: Realising Artefact 1 (A1) 

The system generates data that directly represents each dimension of Artefact 1, but 

some of these dimensions are not created due to the virtual platform's scope. These 

data dimensions were derived on the following assumptions: 

• CNN outputs → authentication accuracy from the avatars' Identification (ID) 

• Fusion logs → decision effectiveness (Pass/Fail) 

• Authentication success rates → system effectiveness and efficiency  

The value of Artefact 1 is no longer an assumption but a calculated parameter derived 

from the experimental data used to determine Artefact 2. 

4.1.5 Transitioning To Artefact 2 (A2) 

This results in this chapter being structured to present the Artefact 2 build-up 

component and the system's actual performance under experimental conditions. In 

simple terms: 

• Artefact 1 = expected performance (from literature)  

• Artefact 2 = observed performance (from experiment)  

4.2  EXPERIMENTAL RESULTS FROM ARTEFACT 2 (SECOND 
LIFE TEST SIMULATION) 

This section outlines the results from the experimental data, with Artefact 1 data 

refined to Artefact 2 data. The results are referenced from the experimental table, see 

Appendix B1- second life test result table (Table 7.2). 

4.2.1 Experimental Authentication Model 

The Artefact 2 Authentication system acts as a deterministic, rule-based multi-trait 

validator rather than a statistical fusion engine. The following five channels are used 

to validate authentication within the SecondLife Platform: 

• FACE 



 
 

126 
 

• GAIT 

• VOICE 

• EAR 

• AVATARID (AvatarID is assumed as the value from Deep learning features) 

All the traits have been initialised with the baseline value for the unobstructed 

measurement case, without applying any biological weighting, scaling, or probability 

fusion. One of the drawbacks of the Linden Scripting Language (LSL) is that it cannot 

capture biological signal variance or external or human biometric data. The simulation 

currently models reliability degradation caused by environmental factors. The 

authentication decision follows six governing principles: 

• Trait Independence 

• Constraint Dominance 

• Score Reduction Only 

• Distributed Verification (3/5 majority rule) 

• Final Gate Authority (binary OPEN/CLOSE state) 

• Primary modalities analysed: FACE, GAIT, VOICE, EAR, AVATARID. 

policy-triggered fallbacks for Artefact 3 only and were not simulated: IRIS, 

FINGERPRINT, PALMPRINT (invoked only in escalation or Level 2 policy).  

4.2.2 Dataset Overview 

This subsection outlines the computation of the data used to simulate the second-life 

experiment and the resulting simulation data. Each trial represents a unique constraint 

vector across the five binary variables. For the main experimental table, see Appendix 

B1- second life test result table (Table 7.2) 

Table 4.1Experimental Dataset Summary 

Item Value 

Trials 192 (6 avatars, 32 each) 

Constraint variables 5 (Mask, Helmet, HeavyLoad, LowLight, FastMove) 

Combinations per avatar 32 (full factorial) 

Channels 5 (Face, Gait, Voice, Ear, Avatar ID) 

Channel pass score ≥ 60 

Trial decision PASS if at least 3 of 5 channels pass 
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4.2.3 Trial Distribution by Constraint Count 

This subsection details the number of trials conducted for each constraint 

combination. 

Table 4.2Distribution of Trials 

Active Constraints Number of Trials 

0 6 

1 30 

2 60 

3 60 

4 30 

5 6 

Total 192 

4.2.4 Overall Authentication Outcomes 

This subsection presents the distribution of authentication failures and successes 

obtained from the experiment. Failure dominance reflects deliberate stress-testing 

under multi-constraint conditions. 

Table 4.3 PASS / FAIL Distribution 

Outcome Trials Percentage 

PASS 78 40.6% 

FAIL 114 59.4% 

Total 192 100% 

Interpretation: PASS outcomes are concentrated at low levels of constraint. 

 
Figure 4.1 PASS / FAIL Distribution 
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4.2.5 Authentication Efficiency by Constraint Level 

Where C is defined as a constraint, the authentication efficiency is defined as: 

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸(𝑐𝑐) =
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝑐𝑐)
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇(𝑐𝑐)

 

Table 4.4 Efficiency vs Constraint Count 

Constraints PASS Total Efficiency Percentage 

0 6 6 1.00 100.0% 

1 28 30 0.93 93.3% 

2 24 60 0.40 40.0% 

3 14 60 0.23 23.3% 

4 6 30 0.20 20.0% 

5 0 6 0.00 33.3% 

Total 78 192 0.406 40.6% 

Fig. 4.2 indicates threshold behaviour rather than linear degradation. 

 
Figure 4.2 Authentication Efficiency vs Constraint Count 

4.2.6 Trait Degradation Analysis 

This subsection shows the degradation of the authentication score as the constraints 
increase. 

Table 4.5 Mean Biometric Scores by Constraint Count 

Constraints Face Gait Voice Ear AvatarID 

0 90 85 80 75 100 

1 73 68 63 58 83 

2 55 50 45 40 65 

3 38 33 28 23 48 

4 22 17 12 8 30 

5 5 3 2 1 10 
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Figure 4.3 Trait Degradation Under Constraint Accumulation 

Observation: 

• Visual traits degrade rapidly as constraint increases. 

• Behavioural traits degrade moderately. 

• AvatarID remains most stable. 

All traits converge toward near-zero reliability beyond four constraints. 

4.2.7 Cross-Avatar Consistency 

This subsection shows the pass consistency of each avatar. Pass rate percentage 

Ranging from 38% to 43%.  

 

Table 4.6 PASS Rates by Avatar 

Avatar PASS Rate 

A1 41% 

A2 39% 

A3 42% 

A4 40% 

A5 38% 

A6 43% 

4.2.8 Constraint Focused Experimental Results (A1–A6) 

Six avatars were tested under varied behavioural and constraint conditions. Each 

avatar represents a distinct constraint profile. These avatars were tested for each 

constraint and focused on the specific constraints for each avatar. 

 

 

 

 



 
 

130 
 

Table 4.7 Avatar Authentication Summary 

Avatar Constraints Applied Traits 

Passed 

Traits 

Failed 

Final Decision Gate State 

A1 None 7 0 PASS OPEN 

A2 Mask 5 2 PASS OPEN 

A3 HeavyLoad+FastMove 4 3 PASS OPEN 

A4 Helmet + LowLight 3 4 FAIL CLOSE 

A5 Mask+ FastMove+ load 2 5 FAIL CLOSE 

A6 LowLight only 4 3 PASS OPEN 

4.2.9 Interpretation of Constraint Focused Behaviour 

This subsection further explains Table 4.7 and the implications, from a socio-

technological standpoint, of the avatar with respect to the applied constraints. 

• A1 – Baseline Stability 

At this stage, no constraints were applied to the avatars. All traits met the 

acceptance threshold. Authentication was immediate and stable. 

• A2 – Facial Constraint Condition 

The use of a mask constraint degrades FACE reliability, but it did not reduce 

overall success below the majority threshold because other traits were used for 

authentication. 

• A3 – Behavioural Instability Condition 

HeavyLoad and FastMove were associated with lower GAIT and VOICE 

reliability scores, indicating that behavioural dynamics affect trait 

validity. However, it was still passed as the system could still depend on other 

biometric traits. 

• A4 – Visual Obstruction Condition 

Helmet and LowLight simultaneously affected the EAR, FACE, IRIS, and a 

small portion of the GAIT biometric trait, resulting in a FAIL in the simulated 

authentication. 

• A5 – Multi-Constraint Failure Condition 
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Since all cumulative penalties are applied, as seen in the application of 

constraints numbers 3 to 5 above, this kept traits below the threshold, verifying 

the constraint dominance principle.  

• A6 – Environmental Limitation Condition 

LowLight reduces the visibility of all biometric traits, but sufficient redundancy 

allows most to pass, as they are still recognised by specific types of night-vision 

cameras. 

4.2.10 FRR and Authentication Performance Analysis for the 
Experiment 

In this subsection, the authentication performance for the biometric fusion framework 

is detailed. The evaluation using standard biometric metrics is applied in biometric 

system analysis and access control research to help us introduce new frameworks and 

upgrade existing ones, as they are ISO standards for authentication. The analysis 

needed will be: 

• False Rejection Rate (FRR) 

The following assumptions are used: Therefore, PASS ≈ True Positive (TP) and FAIL 

≈ False Rejection tendency. 

Table 4.8 ISO standard assumption table 

Experimental Interpretation Classification 

PASS Legitimate acceptance 

FAIL Legitimate rejection under stress 

No explicit impostor dataset FAR estimated conservatively 

4.3 ANALYTICAL INTERPRETATION OF EXPERIMENTAL 
RESULTS 

This section focuses on analysing all the data gathered from the experiment and 

presenting numerical statistics. 

4.3.1 Analytical Framing 

This subsection examines the decision-support behaviour of Artefact-1 in a controlled 

simulated environment under the structured constraint-accumulation scenario. The 

simulation did not involve the system's physiological biometric recognition capability, 

but it examined the deterministic multi-trait rule system of Artefact-1 under stress, 

using the outlined constraints. 



 
 

132 
 

The experiment produced: 

• 192 total trials simulated under different conditions or avatars. 

• 6 different avatars used. 

• 5 applied binary constraints in different patterns. 

• Full factorial coverage (2⁵ per avatar). 

The analysis, therefore, focuses on: 

• Constraint-induced degradation patterns 

• Decision stability under stress 

• Trait collapse dynamics 

• Structural behaviour of distributed verification 

• Architectural weaknesses revealed by stress testing 

The dominant independent variable is constraint density (c). 

4.3.2 Constraint Accumulation and Efficiency Collapse 

This subsection analyses section 4.2.4, authentication efficiency vs constraint. 

Authentication efficiency is defined as: 

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸(𝑐𝑐) =
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝑐𝑐)
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇(𝑐𝑐)

 

Table 4.9 Efficiency by Constraint Level 

Constraints 

(c) 

PASS Total Efficiency Δ Change In 

Efficiency 

Relative 

Drop 

0 6 6 1.00 — — 

1 28 30 0.93 -0.067 13% 

2 24 60 0.40 -0.533 54% 

3 14 60 0.23 -0.167 43% 

4 6 30 0.20 -0.033 13% 

5 0 6 0.333 
 

-0.200 100% 

 

Based on the Statistical Observations, the experimental data are analysed and 
presented below. 

The most substantial relative decrease occurs between one and two constraints, 

where efficiency falls by approximately 100%. At five constraints, none of the six 

trials passed. 
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This supports the observation that the simulated system becomes increasingly 

constrained as environmental difficulties accumulate. However, the number of trials 

at five constraints is small (six), so the zero-pass result should be interpreted 

cautiously. 

From Figure 4.1 – Efficiency vs Constraint Count 

• Phase 1 (0–1): Stable plateau shows authentication stability as all constraint 

conditions are kept to a minimum or single digit. 

• Phase 2 (2–3): Transitional instability, which shows the system being stressed 

out when 2 to 3 constraints are introduced, causing a lower authentication 

percentage. 

• Phase 3 (4–5): Collapse region. This region shows total authentication failure 

or collapse when 4 or 5 constraints are introduced. 

The behaviour reflects majority-rule tipping, not trait drift. This indicates substantial 

performance variability under changing operational conditions. The analysis, 

therefore, confirms that environmental constraints strongly influence authentication 

reliability in IIoT environments. 

4.3.3 Trait Degradation Statistical Analysis 

This subsection analyses subsection 4.2.5 and presents the observation from the 

computed data. Mean trait scores under increasing constraints are shown below. 

Table 4.10 Trait Score Decay with Percentage Reduction 

c Face %↓ Gait %↓ Voice %↓ Ear %↓ AvatarID %↓ 

0 90 — 85 — 80 — 75 — 100 — 

1 73 19% 68 20% 63 21% 58 23% 83 17% 

2 55 39% 50 41% 45 44% 40 47% 65 35% 

3 38 58% 33 61% 28 65% 23 69% 48 52% 

4 22 76% 17 80% 12 85% 8 89% 30 70% 

5 5 94% 3 96% 2 97% 1 99% 10 90% 

Observations 

• All biometric trait authentication readings have near-zero reliability when 

constraints ≥ 4. 
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•  Avatar ID is not a biological biometric. It is the simulation's identity channel 

for each avatar, scripted to represent the score a deep-learning model would 

produce from the avatar's rendered features. It has the highest baseline (100) 

and is degraded by the same scripted model as the other traits, but 

proportionally more slowly (Table 4.10). On average it stays above a pass cut 

of 60 up to two constraints. so, it supplies one vote of the five under the 3/5 

majority rule when conditions are mild. Its results show how fusion logic 

responds to an identity channel and is not a sensor measurement. 

The result confirms that biometric degradation accelerates as environmental stress 

accumulates. The findings indicate that compound environmental effects such as 

personal protective equipment (PPE) obstruction, movement, lighting instability, and 

noise interact nonlinearly to reduce authentication reliability. The model therefore 

validates the argument that authentication degradation in IIoT environments is 

context-sensitive and dynamically unstable, rather than predictable through linear 

penalty accumulation. 

4.3.4 Cochran-Armitage Trend test   

This subsection analyses subsection 2.2.3 and notes the observations from the results. 

Table 4.11 The Overall Outcome Distribution from the second life experiment 

Outcome Trials Percentage 
PASS 78 40.6% 
FAIL 114 59.4% 

 
Ordered constraint levels: 0, 1, 2, 3, 4, 5 

Z = −6.97 

p = 3.27 × 10⁻¹² 

A Cochran–Armitage test for trend identified a statistically significant 

negative association between the number of active constraints and the proportion of 

successful access decisions (Z = −6.97, p < .001, α = .05). This indicates that 

increasing environmental constraints were associated with a declining probability of 

successful access within the simulation. Nevertheless, the pattern should be 

interpreted as evidence from a controlled, scripted simulation rather than as a direct 

measurement of biometric recognition performance in real industrial environments. 
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4.3.5 Cross-Avatar Variance Analysis 

This subsection analyses subsection 4.2.6 and presents the observation regarding the 

consistency of the avatar authentication score. 

Table 4.12 Cross-Avatar analysis 

Statistical Measures Output 

Mean PASS rate 𝜇𝜇 = 40.6% 

Standard deviation 𝜎𝜎 = 1.87% 

Variance 𝜎𝜎2 = 3.49 

Low dispersion confirms the following: 

• that the System behaviour is constraint-driven. 

• that the Avatar morphology does not significantly influence the outcome. 

• And finally, the Experimental control is maintained. 

The low variance and dispersion confirm that system behaviour was primarily driven 

by environmental constraints rather than avatar-specific characteristics. This indicates 

that experimental control was successfully maintained and that the findings are 

statistically reliable across different simulated users. 

4.3.6 Behavioural Segmentation Model 

In this subsection, when using efficiency thresholds, note that the experimental data 

subsection 4.3.2 shows constraint count and stability. 

Using efficiency thresholds: 

𝐵𝐵𝐵𝐵ℎ𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎(𝑐𝑐) = �
𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝑐𝑐 ≤ 1

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑐𝑐 = 2,3
𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝑐𝑐 ≥ 4

 

 

Table 4.13 Behavioural Classification 

Constraint Level Mean Efficiency Behaviour 

0–1 0.94 Stable 

2–3 0.315 Transitional 

4–5 0.265 Collapse 

Transitional Zone Insight: 

The most critical instability in the experimental statistic is observed between 2 and 3 

constraints. The following points are also noticed below: 

• The majority rule tipping boundary is observed at this point 
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• The equal weighting assumption fails here. 

• The binary decision structure amplifies the collapse. 

4.3.7 False Rejection Rate (FRR) 

This subsection calculates the false rejection rate and is derived from 

𝐹𝐹𝐹𝐹𝐹𝐹 =
𝐹𝐹𝐹𝐹

𝐹𝐹𝐹𝐹 + 𝑇𝑇𝑇𝑇
 

𝐹𝐹𝐹𝐹 = 114 

𝑇𝑇𝑇𝑇 = 78 

𝐹𝐹𝐹𝐹𝐹𝐹 =
114

114 + 78
 

𝐹𝐹𝐹𝐹𝐹𝐹 =
114
192

 

𝐹𝐹𝐹𝐹𝐹𝐹 = 0.59375 

𝐹𝐹𝐹𝐹𝐹𝐹 ≈ 59.4% 

Table 4.14 Definition of Terms for FRR 

Symbol Meaning 

(FRR) False Rejection Rate 

(FR) False Rejections 

(TP) True Positives 

4.3.8 Consolidated Statistical Summary 

This sub-subsection creates a table containing all statistical values after analysis. 

Table 4.14 Analysis summary 

Metric Value 

Total Trials 192 

Overall PASS Rate 40.6% 

Efficiency Std Dev 0.30 

Avatar PASS Std Dev 1.87% 

Cochran–Armitage test Z = −6.97, p < .001, α = .05 

Largest Efficiency Drop 54% (1→2 constraints) 

Mean Trait Sensitivity Constant ~0.55 

Collapse Threshold ≥3 constraints 
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4.4 REDESIGN JUSTIFICATION TOWARD ARTEFACT 2 

In this section, the evidence for the iteration of the artefact 1 based on empirical 

evidence from the simulation of Second Life for the next iterative artefact 2 (A2) must 

introduce the following attributes or properties to enhance the architecture of artefact 

1. Characteristics of Artefact 1 simulation. 

• Equal trait contribution 

• No weighting 

• No context awareness 

• Binary final state 

Figure 4.4 shows the Artefact 1 Experimental Result Structure after the results have 

been computed, thereby validating the need for a better iteratively enhanced system. 

 
Figure 4.4 Artefact 1 Experimental Result Structure (Static Fusion Architecture) 

4.4.1 Required Architectural Properties for Artefact 2 

Based on empirical evidence, the next-generation artefact 2 (A2) must introduce the 

following changes: 

• Dynamic Trait Weighting 𝑤𝑤𝑖𝑖 = 𝑓𝑓(𝑐𝑐,constraint type) 
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• Context-Aware Reliability Adjustment: Trait reliability must be modulated 

by active constraint type. 

• Weighted Aggregation Instead of Binary Count 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑒𝑒𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 = ∑𝑤𝑤𝑖𝑖 ⋅ 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑒𝑒𝑖𝑖 

• Adaptive Decision Threshold 𝑇𝑇𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 = 𝑔𝑔(𝑐𝑐)  

• Confidence-Graded Output Rather than binary OPEN/CLOSE only. 

4.4.2 Structural Enhancements for Upgrade Artefact 2 

The following are the structurally upgraded attributes for upgrading the system in 

place from Artefact 1. 

• Weight recalibration will be done based on what constraint is being presented, 

rather than an equal weighting type. 

• Visual constraints, such as helmets and masks, reduce the weight of the 

FACE/EAR. Behavioural constraints reduce GAIT/VOICE weight. 

• The Behavioural constraints FastMove, HeavyWeight, etc., reduce 

GAIT/VOICE weight.  

• AvatarID weight increases under visual stress, where Avatar ID is presumed as 

a deep learning score, as it studies people's behaviour over time. 

• Decision becomes resilience-oriented rather than collapse-prone. 

4.4.2.1 Mathematical Reformulation for Artefact 2 

Artefact 2 decision function becomes: 

𝑆𝑆𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(𝑐𝑐) = �𝑤𝑤𝑖𝑖

5

𝑖𝑖=1

(𝑐𝑐) ⋅ 𝑆𝑆𝑖𝑖(𝑐𝑐) 

Authentication condition: 

𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂   ⟺   𝑆𝑆𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(𝑐𝑐) ≥ 𝑇𝑇𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎(𝑐𝑐) 

Where: 

• 𝑤𝑤𝑖𝑖(𝑐𝑐) Dynamically changes with constraint density. 

• 𝑇𝑇𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎(𝑐𝑐) It compensates for compound stress. 

This replaces the discontinuity of majority rule with continuous aggregation. 

4.4.2.2 Expected Performance Improvements 

Highlights Based on the degradation curves (Section 4.2):  
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• At 2 constraints, the concept was that adaptive weighting would keep 

dominant paths from collapsing to the 0.40 efficiency seen without adaptive 

weighting. 

• At 3 constraints, the collapse threshold would shift rightward. 

• The efficiency curve would flatten instead of dropping sharply. 

Graphically: 

Artefact 1 Efficiency Curve: Sharp discontinuity at c = 2, then Artefact 2 Expected 

Curve: 

Gradual decline without phase-transition collapse. 

 
Figure 4.5 Behavioural Shift (Artefact 1 vs Artefact 2) 

Interpretation: the following details the behavioural shift from Figure 4.5. 

• Artefact 1 shows threshold tipping behaviour. 

• Artefact 2 distributes degradation over multiple channels. 

• When the collapse zone moves to a higher constraint density. 

4.5 IMPLEMENTATION OF THE ADAPTIVE WEIGHTED 
ARCHITECTURE (ARTEFACT 2) 

This section outlines the iteration performed on the Artefact 1 results. As outlined in 

section 4.4, the need for an Artefact 1 upgrade is implemented in this section, and the 

upgraded architectural attributes are defined. 
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4.5.1  Architectural Transition and Design Principles 

Sections 4.1–4.3 showed that Artefact 1 exhibits efficiency collapse under static equal 

weighting and rigid majority-rule fusion, both of which are nonlinear. It was found 

that the failure was due to a lack of architecture, not to any parameters. 

Artefact 2 is therefore implemented to introduce structural resilience while 

preserving deterministic rule-based behaviour. The redesign is governed by three 

principles: 

• Context Awareness – The system must recognise environmental constraint 

density and type. 

• Dynamic Weight Redistribution – Trait contribution must reflect real-time 

reliability. 

• Adaptive Decision Logic – Threshold behaviour must respond proportionally 

to stress accumulation. 

Artefact 2 uses the same five biometric modalities as Artefact 1, namely Face, 

Gait, Voice, Ear and AvatarID, but with a different approach for the combination of 

the modalities at the fusion layer and for the decision at the decision layer. The 

architectural shift is summarised in Table 4.18. 

Table 4.5 Architectural comparison 

Artefact 1 Artefact 2 

Equal weighting Dynamic weighting 

Majority rule (3/5) Weighted aggregation 

Static threshold Adaptive threshold 

Binary output Graded confidence output 

 

Thus, Artefact 2 represents a structural evolution rather than a parameter adjustment. 

4.5.2 Mathematical Implementation Model 

In this subsection, the iterative formulae are denoted with formula representations 

used for the iteration of Artefact 1. These formulae are implemented to create Artefact 

2 as detailed in Figure 4.6. 

• Constraint Representation 

Each environmental constraint is modelled as: 

𝐶𝐶𝑗𝑗 ∈ {0,1}, 𝑗𝑗 = 1 … 5 



 
 

141 
 

Constraint density: 

𝑐𝑐 = �𝐶𝐶𝑗𝑗

5

𝑗𝑗=1

 

Operational state classification: 

𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆(𝑐𝑐) = �
𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝑐𝑐 ≤ 1

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑐𝑐 = 2,3
𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝑐𝑐 ≥ 4

 

• Dynamic Weight Assignment 

Unlike Artefact 1 (where 𝑤𝑤𝑖𝑖 = 0.2), Artefact 2 assigns: 

𝑤𝑤𝑖𝑖 = 𝑓𝑓(𝐂𝐂) 

Subject to: 

�𝑤𝑤𝑖𝑖

5

𝑖𝑖=1

= 1 

Trait weights are inversely proportional to constraint-induced degradation: 

𝑤𝑤𝑖𝑖 =
𝑅𝑅𝑖𝑖
∑𝑅𝑅𝑖𝑖

 

Where:    𝑅𝑅𝑖𝑖 = 1
1+𝛼𝛼𝐷𝐷𝑖𝑖

 

o 𝐷𝐷𝑖𝑖= degradation indicator derived from constraint–trait mapping 

o 𝛼𝛼= sensitivity coefficient 

This ensures that degraded traits lose influence while stable modalities gain 

compensatory authority. 

•  Weighted Fusion and Adaptive Threshold 

The global authentication score becomes: 

𝑆𝑆𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(𝑐𝑐) = �𝑤𝑤𝑖𝑖

5

𝑖𝑖=1

(𝑐𝑐) ⋅ 𝑆𝑆𝑖𝑖(𝑐𝑐) 

• Decision threshold adapts to constraint density: 

𝑇𝑇𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎(𝑐𝑐) = 𝑇𝑇0 − 𝛽𝛽𝛽𝛽 

Where:   𝑇𝑇0= baseline threshold,  𝛽𝛽= constraint moderation coefficient and the Final 

decision uses graded confidence: 

• 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 = 𝑆𝑆𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(𝑐𝑐)
𝑇𝑇𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎(𝑐𝑐)

 

𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 = �
𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 ≥ 1.1
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 0.9 ≤ 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 < 1.1
𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 < 0.9
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This replaces abrupt majority tipping with continuous aggregation. Artefact 1 

proposed the simplest form ofc authentication for IIoT workers. Artefact 2 is 

a new constraint detection module that identifies the constraint applied by the 

worker, and the context evaluation aggregates the constraint and applies the 

environmental constraint density and type. Dynamic weight Assignment 

identifies the Biometric Trait to be used for real-time authentication, and 

Threshold behaviour must respond proportionally to stress accumulation as 

shown in Figure 4.6. 

 
Figure 4.6 Artefact 2 (Adaptive Weighted Architecture) 

4.5.3 Conclusion 

These results, analysed in this chapter, confirm that Artefact2 will act deterministically 

and in a repeatable manner as the number of constraints increases accordingly. The 

non-linear collapse, because of distributed majority-rule tipping rather than random 

deterioration, is observed. The empirical evidence demonstrates: 

• Environmental stress dominates system performance. 
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• Trait degradation converges under exposure to compound constraints. 

• Majority-rule verification introduces threshold instability. 

• Architectural redesign is necessary to extend the operational envelope. 

Table 4.19 summarises this chapter by defining the terms for Artefact 2, which will be 

evaluated in Chapter 5, and by using them to define and create Artefact 3 based on 

expected feedback.
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Table 4.16 Artefact 2 Findings and Summaries 

Observation Area Experimental Finding Interpretation Implication for the Study 

Overall System 

Behaviour 

The biometric fusion system performed 

well under ideal conditions but degraded 

significantly as environmental constraints 

increased, as shown in section 4.3.6. 

Authentication reliability is highly 

dependent on operational context and 

environmental stability. 

Confirms that IIoT authentication systems 

cannot rely on laboratory assumptions alone. 

Environmental 

Constraint Impact 

Performance deteriorated under PPE 

obstruction, movement, lighting 

instability, and industrial noise, as shown 

in sections 4.3.3 and 4.3.5. 

Environmental variables directly affect 

biometric quality and decision reliability. 

Supports the study’s central argument that 

environmental adaptability is necessary for 

IIoT authentication systems. 

False Rejection Rate 

(FRR) 

FRR was high at approximately 59.4%, as 

shown in section 4.3.7. 

Many legitimate users failed 

authentication under operational stress 

conditions. 

Demonstrates the usability challenges of 

static biometric systems in industrial 

environments. 

Exponential 

Degradation 

Behaviour 

Authentication declines followed an 

exponential rather than a linear pattern, as 

shown in section 4.3.3 and Figures 2.3 

and 2.4. 

Constraint accumulation amplifies system 

instability progressively. 

Statistically validates the study’s argument 

that industrial authentication degradation is 

nonlinear. 

Efficiency 

Variability 

Standard deviation of efficiency across 

constraints was (sigma = 0.30), as shown 

in section 4.3.2. 

Authentication efficiency fluctuated 

significantly across operational 

conditions. 

Indicates unstable performance under 

dynamic industrial environments. 

PASS/FAIL 

Distribution 

FAIL outcomes (59.4%) exceeded PASS 

outcomes (40.6%), as shown in sections 

4.3.4 and 4.2.3. 

Environmental stress conditions 

successfully degraded authentication 

reliability. 

Validates the effectiveness of the simulation 

design and stress modelling. 
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Cross-Avatar 

Variance 

Standard deviation across avatars 

remained low (sigma = 1.87%), as shown 

in sections 4.2.6 and 4.3.5. 

Avatar morphology did not significantly 

influence outcomes. 

Confirms that system behaviour was 

constraint-driven rather than avatar-

dependent. 

Behavioural 

Segmentation 

System behaviour evolved through 

Stable, Transitional, and Collapse phases, 

as shown in section 4.3.6. 

Authentication degradation occurs in 

operational stages rather than a gradual 

decline. 

Demonstrates the nonlinear nature of IIoT 

biometric system behaviour. 

Adaptive Fusion 

Justification 

Static fusion architectures struggled 

under changing environmental 

conditions, as shown in section 4.4. 

Equal weighting of biometric modalities 

became ineffective under stress. 

Directly justified the redesign toward the 

adaptive Artefact 2 framework. 

Context-Aware 

Authentication 

Need 

Different biometric modalities degraded 

differently across environments, as shown 

in section 4.4. 

Some modalities remained reliable while 

others deteriorated rapidly. 

Supports the implementation of adaptive 

contextual weighting. 

Operational 

Significance 

Authentication instability increased the 

potential for workflow disruption, as 

shown in section 4.4. 

Industrial users may experience delays or 

frustration during authentication. 

Demonstrates the need for practical, human-

centred authentication systems. 

Overall Conclusion The experiment exposed the gap between 

theoretical biometric performance and 

real-world operational behaviour. 

Authentication systems must dynamically 

adapt to environmental and behavioural 

variability. 

Strongly validates the proposed adaptive 

intelligent Artefact 2 authentication 

architecture. 
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Chapter 5: ARTEFACT 3 

5.0 INTRODUCTION 

Chapter 5 focuses on expert review and outlines the design and rationale for Artefact 

3. At this point, an updated Artefact 2 is proposed in section 4.5 and Figure 4.6, and 

experts are invited to provide feedback. This is the final refinement stage in the 

development of the proposed authentication system. While Chapter 4 focused on 

evaluating system performance (Artefact 2), this chapter builds on those findings to 

introduce an architecture that is more adaptive and resilient, informed by industry 

expert feedback. 

Based on the results analysed in Chapter 4, the system performs well in a 

controlled environment but becomes less stable as environmental constraints increase. 

Specifically, the rule-based approach and the equal weighting of biometric inputs 

reduced the system's ability to learn in complex real-world situations, as seen in 

sections 4.3 and 4.4.  

In response, Artefact 2 (Updated A1) is proposed as an improved model that 

addresses these limitations. Although the experimental data have shown room for 

improvement, this has informed the upscaling process by incorporating adaptive 

behaviour that uses a base weight from Artefact 2, allowing the system to respond 

more intelligently to changing conditions as the constraint evolves. At this stage, 

Artefact 3 is presented as a design and conceptual enhancement, pending future 

validation and pilot implementation. This chapter evaluates Artefact 3 through expert 

review. It addresses RQ2 and RQ3 

These results come from a simulation in which baseline scores were drawn 

from the literature and degraded by scripted constraints. They test how fusion logic 

behaves under compound degradation. They do not measure real biometric 

performance and should not be read as error rates for real workers. 

5.1 HIGHLIGHTING ARTEFACT 2 

This section highlights the key points from Chapter 4 Artefact 2, aligns with the 

methodological focus in Chapter 3, and compares Artefact 2 with Artefact 1. Unlike 

Artefact 1, which is theoretical, Artefact 2 reflects the testing phase of this research, 
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in which the theoretical framework is tested in Second Life and, based on the results, 

iterations are made, as seen in section 4.5.  

5.1.1 Filtering Artefact 2 for Meaningful Findings 

The results from Chapter 4 are analysed by focusing on:  

• Performance outcomes (accuracy and efficiency) demonstrated by the 

simulated results 

• System reliability (fusion and robustness) of the system 

• Overall effectiveness of the authentication process   

Less emphasis is placed on user experience, as the study is intentionally 

designed to evaluate system performance rather than user perception.  

5.1.2 Linking Artefact 2 Back to Artefact 1 

A key step in this chapter is comparing Artefact 2 with Artefact 1:  

• Where results match expectations → the system is validated   

• Where differences occur → limitations and improvements are identified   

This comparison ensures that the research remains grounded in its 

original objectives. A key step in this chapter is comparing Artefact 2 with Artefact 1 

so that, when the results match expectations, the system is validated.  

Where differences occur → limitations and improvements are identified. This 

section of the writing and defining Artefact 1 and Artefact 2 is to keep the 

original objectives as the focus and not diverting.  

5.1.3 Informing Expert Review 

Based on Artefact 2, the following are presented clearly for expert evaluation:  

• System performance summary (accuracy, efficiency, reliability)   

• Validation of the proposed approach and the analysis. 

• Identified limitations in implementation or scalability based on research gaps 

as identified in the literature review and in the experimental phase (Artefact 

2). 

Recommendations for improvement, particularly in security and system optimisation, 

and feedback on future improvements to further the development. The above 

principles guide what would be documented and sent to the industry experts to help 

assess both the technical contribution and the practical relevance of this study.  
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5.1.4  Outcome and Future Direction 

The results from Artefact 2 illustrate how a virtual world can be used to explore fusion 

logic under scripted constraints. Future improvements observed from section 'Sections 

4.3.2, 4.3.6 to 4.3.9 and Table 4.19'. Make the list of improvements: context-aware 

weights (Poh et al., 2009; Fierrez et al., 2018); spoof detection mechanisms; 

explainable AI techniques; impostor trials to estimate false acceptance; a learned 

context-blind baseline (Nandakumar et al., 2008); testing in more complex and real-

world environments   

5.2 OVERVIEW OF EXPERT REVIEW PROCESS 

Nine anonymised experts (identities known to the researcher, anonymised in 

reporting) from different industries related to this study, including on-site practitioners 

and cybersecurity specialists, have been contacted and have reviewed Artefact 2.  

After they have reviewed the artefact, they have highlighted what is workable, 

potential risks, improvements needed, and the changes required for the system to 

succeed in an industrial environment. Their responses were coded into recurring 

themes (NVivo-style), surfacing priorities such as speed and latency, performance 

under personal protective equipment (PPE) and in harsh conditions, spoofing 

resistance, policy governance, and smooth integration into everyday operations. 

Chapter 4 provided an overview of changes in system performance under 

simulation (Second Life) conditions and the effects on performance as conditions 

became more difficult (increased constraints). Chapter 5 moves on to the next step, 

that of putting those results into reality for deployment and feedback. Artefact 2's 

design is given to industry experts to use their findings to further shape the direction 

and architecture for field-ready use. The purpose of this section is to have two 

objectives: 

• Carry out a feasibility study on the practicality and viability of using Artefact 

2 for industrial use daily. 

• Use expert feedback to make specific architectural changes that are made 

into Artefact 3 (A3). 

This is an operational focus (rather than a purely technical one). It also shows what 

people who work in an industrial environment want, whether they should trust (or 

distrust) the presented body of work, and whether it would fit into their real 
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workflows. The review is based on the experiences of experts in cybersecurity, 

biometric engineering, Industrial IoT (IIoT), Virtual Reality, construction operations, 

and physical security management. The framework was tested by asking experts 

questions relating to real deployment, such as: 

• Is this doable?  

• Is it comprehensive?  

• Other comments? 

Overall, experts found Artefact 2's Study/framework doable and comprehensive, but 

noted some problems that would be apparent right outside the lab. The biggest 

architectural gaps that they found were: 

• Fusion rules are fixed and do not change according to the changing conditions. 

• No strong mechanism to adjust modality weights based on context (lighting, 

PPE, noise, motion) 

• Scalability and integration issues in actual deployment in the industry. 

• Insufficient protection against spoofing, replay, and deepfake-style attacks 

• The majority-rule “collapse” when several modalities degrade at the same time 

• Scalability and integration barriers in real industrial deployments 

It was these insights that helped transition the work from an Artefact 2 that worked 

well in simulation to a design that could function in an IIoT environment. For ease of 

presentation, the adaptive weighting and recalibration, dependent on context, as 

proposed as a solution to Artefact 1's shortcomings, is regarded as an intermediate 

stage Artefact 2 (A2) rather than Artefact 3. In other words: 

• Artefact 1 = the baseline experimental multimodal fusion system with static 

(fixed) rules 

• The Artefact 2 proposal is an adaptive weighting proposal to overcome the 

issues of Artefact 1. 

• The Artefact 3 = “industrial grade” conceptual architecture that has been 

refined by expert review, operational requirements, and context. 

The following result is an Artefact 3 architecture that has the qualities that experts 

said they want before putting it in the real world: 

• Adaptive weighting to be based on the most reliable biometrics at the time. 
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• Context sensing to figure out what's going on (for example, PPE, lighting, dust, 

noise, motion). 

• Explainable Artificial Intelligence (Explainable AI): Understanding, auditing, 

and enhancing decisions. 

• Anti-spoofing/liveness checks to prevent spoofing attacks, replay, and 

deepfakes 

• Edge-first integration for IIoT with low latency and less dependency on the 

cloud. 

• Policy governance to ensure decisions on identities are in line with access rules 

and compliance requirements. 

• Interoperability, to be able to seamlessly integrate with the current industrial 

and security systems. 

• Mixed production and storage media to ensure seamless media content 

delivery. 

• Decision making with confidence – with known escalation processes if 

uncertainty is high. 

Artefact 3 is the final conceptual architecture, technically sound, viable for on-site 

staff, and built on experimental evidence and expertise from multiple fields. 

5.2.1 Purpose of the Expert Review 

The expert review is added to evaluate the reality's expectation of simulation results 

for Artefact 2 (A2) and to determine whether the recommendation to redesign 

adaptively in a specific direction is technically feasible and justifiable. The review 

was conducted on the following aspects: 

• The suitability of the operation to the industry environment. 

• Understands the reliability of biometrics when operating under stressors. 

• Stability in response to hostile and deceptive actions. 

• Receptive and preparedness for integration with existing industrial and 

security systems 

• The user-friendliness of operators under conditions of environmental 

limitations. 

• Potential to scale up and for long-term deployment 

• The experts were given the following to aid their judgment: 
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• The results of the experiments performed in Chapter 4 are summarised below: 

• Non-linear degradation in performance as constraints are increased 

• Aimed for the identification of the collapse-threshold phenomenon in the case 

of a simultaneous collapse of several modalities. 

• The suggested direction of adaptive redesign (Artefact 2). 

• The conceptual journey from the fabrication of an intelligent, context-aware 

industrial framework. 

The experts then provided structured professional feedback on the feasibility, 

strengths, weaknesses, and future implementation needs. experts were selected 

purposively for role diversity (Patton, 2002; Palinkas et al., 2015), with availability 

limiting who could take part using snowball Methodology and verified by LinkedIn 

profiles. 

5.2.2 Expert Composition 

A multidisciplinary panel was established to provide a balanced assessment from both 

operational and technical perspectives. Appendix Artefact 2 shows the Artefact 

feedback collected from industry experts. 

Table 5.1 List of Experts 

Expert Category Number of 

Experts 

Focus Area 

Construction / Shipping 

Operations 

1 Real-world field practicality 

IT Security Experts 2 
 

Authentication and security evaluation 

IoT Specialist 1 Distributed and edge deployment 

Virtual Reality Specialist 1 Simulation realism and transferability 

IIoT Specialist 1 Industrial integration and scalability 

Construction Security 

Officers 

2 Operational access control usability 

Biometric expert 1 Multimodal biometric trait 

The total number of experts listed in Table 5.1 is 9. 

5.2.2 Methods 

To propose refinements for Artefact 3, domain experts were consulted (anonymised 

as Expert 1…Expert 9) from various areas of expertise, including industrial operation, 

IT security, IIoT, and VR, to provide feedback. Purposive sampling was used to ensure 
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that experts represented a variety of roles in the construction industry, from 

construction machinery operators to PhD-level biometric researchers. nine 

participants is consistent with code saturation in about 9 to 12 interviews for fairly 

homogeneous groups (Guest et al., 2006; Hennink et al., 2017; Hennink & Kaiser, 

2022); meaning saturation may need more; information power depends on a narrow 

aim and specific sample (Malterud et al., 2016); sample sizes in information systems 

interview studies vary by method and should be justified (Marshall et al., 2013).  

Participants gave structured feedback on Feasibility (applicable in practice) and 

Completeness (missing key components) and made open-ended comments. The 

thematic content analysis of their answers was conducted using NVivo. An NVivo 

coding method was adopted to identify recurring topics, which were assigned to 

emergent themes such as performance, security, environmental robustness, policy, and 

simulation validity, and so on. The author coded it uniformly, and it was checked for 

clarity. The inter-coder reliability was not calculated due to the small sample size of 

experts. The themes that arose were directly reflected in the proposal for adaptive 

weighting (Artefact 1→ Artefact 2) and in the final design changes for Artefact 3.  

5.3 EXPERT EVALUATIONS 

This section outlines and analyses the expert feedback. It outlines the nine experts' 

feedback in three main structures, which are important criteria for expert selection, 

positive and negative concerns from the industrial perspective. The three structures 

are their role summary in the industry, the positive points, and the concerns/limitations 

informed by their feedback. The survey was deliberately short, with structured ratings 

of feasibility and completeness and an open comment item ('Other comments?'), so 

practitioners from machinery operators to biometric researchers could answer quickly 

without specialist vocabulary (Dillman et al., 2014; Krosnick, 1999). The study is 

socio-technical (Bostrom & Heinen, 1977; Sarker et al., 2019). Short questions 

allowed no follow-up probing and recommend semi-structured follow-up interviews. 

A summary of the role, key strengths found in the design, main concerns, and 

implications for the architecture of Artefact 3 (A3) of each expert is summarised 

below.  
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5.3.1 Expert 1: Field Operator (Industrial/Construction Worker) 

This Subsection presents an industrial expert 1 review and presents its NVivo word 

focus in Figure 5.1. 

• Role summary: Trained and experienced heavy equipment operator, with a 

background in logistics and construction (15+ years). 

• Positive points: The design considers the conditions on site, including helmets, 

masks, lighting conditions, and mobility of the user. The design of the intention 

to recognise workers on their way to work was considered a useful advantage. 

• Concerns/limitations: Speed is of critical importance: the recognition has to 

be almost instantaneous, without stopping workers. It was emphasised that 

they have to be robust to dust, noise, rain, and other "messy" environments, or 

they will not be used. 

• Implications for Artefact 3: highlighted is the real-time processing, motion-

tolerant recognition. Essential to incorporate high-quality pre-processing 

sensors to minimise environmental noise (e.g., denoising and robust feature 

extraction) and accommodate PPE-related occlusion. Set explicit latency goals 

(≤300ms/ per modality at the edge, < 1s/ end-to-end). Use ruggedised sensing 

and adaptive filtering where possible to deal with weather and dust. 

 
Figure 5.1 NVivo coding word focus for expert 1 

5.3.2 Expert 2: IT security (Adaptive Authentication Specialist) 

This Subsection presents an industrial expert 2 review and presents its NVivo word 

focus in Figure 5.2, which focuses on authentication. 

• Role summary: An IT security professional with a PhD speciality in Biometric 

authentication and Adaptive security. 
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• Positive points: The expert agreed with the overall direction of the work that 

has been created, which is adaptive and context-aware, and commented on the 

progression from the earlier artefacts Artefact 1 to Artefact 2, that this was 

coherent. It was determined that one of the key and useful innovations is the 

adaptive weighting engine. 

• Concerns/limitations: The expert recommended the integration or the use of 

strict, challenging evaluation, including explicitly anti-spoofing and liveness 

strategies, before rollout. 

• Implications for Artefact 3: the addition of presentation attack detection 

(PAD) for different modalities (e.g., face, voice) is necessary in accordance 

with ISO/IEC 30107. Develop and test against spoofing and deepfake cases, 

and enhance the trust-validation process, including the use of challenge–

response and texture-based methods. Identify low-confidence cases using 

fusion outputs and initiate more checks if needed. 

 
Figure 5.2 NVivo coding word focus for expert 2 

5.3.3 Expert 3: IT Security (IAM Specialist) 

This Subsection presents an industrial expert 3 review and presents its NVivo word 

focus in Figure 5.3, which focuses on policy and access.  

• Role summary: A Security Engineer with 15+ years' experience and a Full 

Stack Developer specialising in Identity & Access Management (IAM). 

• Positive points: The expert found the approach to be compatible with current 

IAM practice and highlighted that a policy layer that connects biometric 

outcomes to access control is important and achievable. 

• Concerns/limitations: The expert suggested the need for a better handling of 

policy conflict resolution (e.g., if multiple policies conflict, how does it 
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operate) and recommended aligning with known standards, such as ISO/IEC 

27001. 

• Implications for Artefact 3: Create a policy engine that can deal with 

conflicting policies (e.g., priorities, deny-overrides, or negotiated paths to 

decisions). Implement audit logging and retention measures consistent with 

the ISO/IEC 27001 standard and explicitly define access-control policies – 

including escalation policies – such as when to resort to secondary biometrics. 

Protect policy data and biometric templates in a secure, encrypted manner that 

meets privacy expectations. 

 
Figure 5.3 NVivo coding word focus for expert 3 

5.3.4 Expert 4: Biometric Systems (Academic) 

This Subsection presents an industrial expert 4 review and presents its NVivo word 

focus in Figure 5.4, which focuses on biometric, adaptation and system. 

• Role summary: Academic researcher/doctor in the field of biometric systems 

engineering. 

• Positive points: Multimodal biometrics (face, ear, and voice) is a solid 

approach, and the use of ‘context-driven adaptation' is a valuable contribution, 

according to the feedback from the expert. 

• Concerns/limitations: The expert stated that more transparency with per-

modality confidence scores (visibility of the reliability of each modality at 

decision time) would be helpful. 

• Implications for Artefact 3: Give confidence scoring for each biometric 

match, instead of just a binary decision (such as saying “Face: 0.87, Voice: 

0.65”). These values help guide adaptive weighting, user messaging, and 

auditing. Keep logs of confidence, include contributions in the logs, and 

explore ways to explain the decisions, such as which modality led to 

acceptance or rejection. 
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Figure 5.4 NVivo coding word focus for expert 4 

5.3.5 Expert 5: Applied IT Security  

This Subsection presents an industrial expert 5 review and presents its NVivo word 

focus in Figure 5.5, which focuses on attacks. 

• Role summary: Security penetration tester specialising in practical attack 

pathways. 

• Positive points: The expert views that executing the overall artefact is possible 

if security testing and mitigations were viewed as first-class design 

requirements and not just an afterthought. 

• Concerns/limitations: the design needs to be more detailed concerning attack 

resistance, especially spoofing, replay, and deepfakes. The expert added that if 

there were no specific countermeasures or testing proof, then the 

authentication surface could still be compromised. 

• Implications for Artefact 3: Concrete defence measures: face liveness check, 

voice anti-spoofing (to detect synthesised voice/replayed voice), liveness 

measure of other traits (where applicable). Discuss the hardware-assisted 

checks (e.g., illumination of IR) and challenge/response mechanisms. 

Consider anomaly detection of unusual access patterns and design an 

adversarial test suite as a part of validation. 

 
Figure 5.5 NVivo coding word focus for expert 5 
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5.3.6 Expert 6: IoT Systems Engineer 

This Subsection presents an industrial expert 6 review and presents its NVivo word 

focus in Figure 5.6, which focuses on IoT. 

• Role summary: IoT and embedded systems engineer with experience in edge 

deployments. 

• Positive points: The expert agreed that the concept aligns well with IoT 

constraints and supported explicit context handling for environmental 

variability. 

• Concerns/limitations: Latency and processing locality were considered a 

given: the expert warned that IIoT environments aren't going to be able to rely 

on guaranteed cloud round-trip times, especially in environments where 

connectivity is not guaranteed. 

• Implications for Artefact 3: Use an edge-first approach to deploy recognition 

modules in local gateways or on device processors to get sub-300ms latency. 

Reduce the number of cloud round-trips; use cloud for non-real-time storage 

and analytics. Optimise for non-constant connectivity with lightweight 

models, and asynchronous pipelines (sensor → edge AI → central services). 

 
Figure 5.6 NVivo coding word focus for expert 6 

5.3.7 Expert 7: Virtual Reality (VR) Specialist 

This Subsection presents an industrial expert 7 review and presents its NVivo word 

focus in Figure 5.7, which focuses on simulation. 

• Role summary: VR systems designer and Game developer. 

• Positive points: The expert agreed/liked the use of Second Life, considering it 

as an early-stage testbed, and suggested that avatars can be helpful to explore 

Second Life workflow and fusion behaviour under controlled constraints. 



 
 

158 
 

• Concerns/limitations: The expert highlighted that the validity of the 

simulation needs to be explicitly validated with real sensing and operational 

data to ensure that the benefits of the simulation can be transferred beyond VR. 

• Implications for Artefact 3: Use VR to verify fusion logic and user-flow 

assumptions but introduce real-world trials early. Where possible, calibrate 

simulation parameters (lighting, motion, occlusion) against sensor 

measurements from target sites, and document which assumptions remain 

unvalidated. 

 

 
Figure 5.7 NVivo coding word focus for expert 7 

5.3.8 Expert 8: Industrial IoT Architect 

This Subsection presents an industrial expert 8 review and presents its NVivo word 

focus in Figure 5.8, which focuses on industrial. 

• Role summary: PhD candidate in the field of IIoT specialists in Industry 4.0 

architectures. 

• Positive points: The expert stated that there was good relevance with the smart 

factory environment and endorsed the focus of modelling constraints in the 

environment. 

• Concerns/limitations: Legacy integration: There are many industrial systems 

(such as PLCs and SCADA environments) that may not be able to handle 

modern biometric workflows without the need for intermediate gateways and 

engineering. 

• Implications for Artefact 3: Add explicit integration patterns (such as 

gateways, protocol adapters, etc.) to connect to legacy equipment. Ensure the 

system has a modular interface and configurable options to match the site's 

policies, constraints, and limitations. 
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Figure 5.8 NVivo coding word focus for expert 8 

5.3.9 Expert 9: Site Security Officer (Construction) 

This Subsection presents an industrial expert 9 review and its NVivo word focus in 

Figure 5.9, which focuses on many words, for example, security, helmet, fast, people, 

and so on. 

• Role summary: Construction site security supervisor responsible for day-to-

day access control. 

• Positive points: The expert saw potential in the approach if it can be 

maintained to be simple and quick to operate, and added that PPE-aware 

design would be better than what is currently being done on site. 

• Concerns/limitations: The expert reiterated that it must be fast and simple if 

it is to be adopted. The system must be reliable when faces are partially 

obscured, as this is a common occurrence and will likely lead to workarounds 

during operation. 

• Implications for Artefact 3: Avoid interaction patterns that lead to workers 

stopping and minimise user extra effort for authentication. Identify step-up 

pathways for exceptions (e.g., supervised fallback enrolment and verification) 

and, where possible, prioritise modalities that are not negatively affected by 

occlusion, such as ear and voice. 
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Figure 5.9 NVivo coding word focus for expert 9 

5.4 THEMATIC ANALYSIS 

Expert feedback was thematically coded using NVivo software, and the following 

areas were highlighted: labelled themes, experts who raised them, frequencies 

(number of experts), and paraphrased statements as illustrations. The last column of 

Table 5.2 summarises how each theme influenced the Artefact 3 design to overcome 

the identified instability zone and transition toward adaptive resilience. Chapter 5 will 

collect expert reviews to define Artefact 3 (A3) of this study. Table 5.2 below presents 

the thematic analyses derived from the expert feedback and their implications for the 

new iteration and redesign of the artefact.
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Table 5.2 Thematic review/analysis of the 9 expert reviews using NVivo 

Theme Experts 1 

- 9 

Illustrative Expert Comment Coded from Expert 1 - 9 Artefact 3 Design Implications 

Adaptive Weighting 

and Context 

Awareness 

2,4,6 2(The architecture aligns well with adaptive authentication 

frameworks. The integration of context-awareness is 

particularly strong, your adaptive weighting engine is the 

strongest contribution),4(Weight adaptation based on 

environmental conditions is scientifically sound. I would 

suggest adding confidence scoring transparency), 6(Yes. 

The system fits well within IoT ecosystems where devices 

need contextual authentication), 

Keep adaptive weight engine. Model constraints 

quantitatively. Tune weights inversely to modality 

degradation. Use RL or dynamic selection to adjust 

modality contributions. 

Anti-Spoofing and 

Attack Resistance 

2,5 2(However, I would recommend incorporating adversarial 

testing—particularly spoofing resistance), 5(How does it 

handle spoofing? Deepfakes? Replay attacks? If this isn’t 

addressed, attackers will exploit it) 

Incorporate PAD modules per ISO/IEC 30107: 

face liveness CNNs, voice anti-spoof nets, 

challenge-response. Log confidence to catch 

anomalies. 

Edge vs Cloud 

Processing 

1,6,9 1(but only if it works fast and doesn’t slow us down. On-site, we 

don’t have time to stand still for scans.),6(Latency and edge 

processing need consideration. Industrial IoT systems cannot rely 

heavily on cloud delays),9(If it’s simple and fast, yes.) 

Process biometrics at the network edge, where 

possible. Use cloud for non-real-time tasks 

(analytics, storage). Optimise task scheduling 

across edge nodes. This will make it faster 

Environmental 

Robustness & PPE 

1,4,6,7,8,9 1(You’ve thought about helmets, masks, lighting—that’s real life 

for us. Most systems ignore that. And dust, noise, rain. If it fails 

when things get messy, people won’t use it),4(Very strong. 

Combining ear, speech, and facial data is a robust approach and 

Use sensors robust to occlusions (e.g. ears, gait), 

noise filtering, and adaptive vision algorithms. 

Include PPE detection sensors. Test in dust/rain 

conditions. 
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Weight adaptation based on environmental conditions is 

scientifically sound. I would suggest adding confidence scoring 

transparency),6(particularly in handling environmental 

constraints),7(Simulation validity is strong, but real-world 

transferability must be validated beyond VR),8(Yes, and highly 

relevant for Industry 4.0 environments),9(We deal with people 

wearing PPE all the time. If your system works with helmets and 

masks, that’s a big win) 

Explainability and 

Confidence 

4 & 5 4(Weight adaptation based on environmental conditions is 

scientifically sound. I would suggest adding confidence scoring 

transparency), 5(How does it handle spoofing? Deepfakes? 

Replay attacks? If this isn’t addressed, attackers will exploit it) 

Output per-modality confidence and decision 

reasoning. Provide interpretable scores to meet 

audit/compliance needs. Use explainable AI 

techniques for critical decisions 

Multimodal 

Integration 

4 & 7 4(Multi-modal biometrics is already proven), 7(Simulation 

validity is strong, but real-world transferability must be validated 

beyond VR) 

Continue using the four primary modalities (face, 

gait, voice, ear) plus the fallback modalities (iris, 

fingerprint, Palmprint). Ensure modality 

complementarity. The fusion scheme dynamically 

uses all relevant modalities. 

Policy & Compliance 3 & 8 3(The policy layer you included is critical and realistic & though 

I would like to see more detail on policy conflict 

resolution),8(However, integration with legacy industrial systems 

will be a challenge) 

Implement a formal policy engine with conflict-

resolution rules. Ensure ISO 27001-aligned 

controls (logging, encryption). Design pluggable 

modules for legacy protocols. 

Real-time 

Performance and 

Latency 

1,3,6,7,8,9 1(if it works fast and doesn’t slow us down. On-site, we don’t 

have time to stand still for scans & If your system can recognise 

someone even when they’re moving or wearing gear, then it fits 

Prioritise low-latency edge computing. Set targets 

(~100–300 ms per recognition). Use lightweight 

models and asynchronous processing. 
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reality), 3(The policy layer you included is critical and realistic), 

6(Latency and edge processing need consideration. Industrial IoT 

systems cannot rely heavily on cloud delays), 7(Simulation 

validity is strong, but real-world transferability must be validated 

beyond VR), 8(Yes, particularly the environmental constraint 

modelling & however, integration with legacy industrial systems 

will be a challenge), 9(If it’s simple and fast, yes) 

Simulation vs Reality 7, 8 7(Yes, especially using platforms like Second Life for 

simulation), 8(However, integration with legacy industrial 

systems will be a challenge) 

Use VR for initial prototyping only. Plan early, 

real-world trials. Treat simulation as hypothesis 

generation; calibrate the system with live data. 
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Figure 5.10 NVivo Expert Review Theme context chart showing major theme focus as different size area 
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5.4.1 Thematic Theme Reviews 

This study employed thematic analysis within the framework of qualitative research, 

using NVivo software and a qualitative coding methodology to analyse the experts’ 

comments, grouping related conceptual themes by frequency of mention, technical 

significance, and relevance to the proposed development of new Artefact 3 (A3). 

The findings of the Expert Review were analysed using a thematic analysis 

inspired by NVivo’s qualitative coding methodology. During analysis, the Reviewers' 

comments on the proposed framework were grouped into recurring conceptual 

themes. Based on the findings, the main architectural, operational, security, and 

usability issues were identified, providing the basis for redesigning the proposed 

adaptive biometric authentication framework, Artefact 3. The corresponding analysis 

yielded nine main themes, which the author reviewed. 

5.4.1.1 Adaptive Weighting and Context Awareness 

Adaptive weighting and context awareness. This was one of the strongest points of 

the proposed framework for the experts at 2, 4, and 6. The static fusion architecture of 

the proposed framework, implemented in Artefact 2, is best suited for real-world 

deployment as an adaptive biometric weighting and fusion system for authentication. 

This set of themes relates to the comments of Experts 2, 4, and 6, who 

emphasised the importance of adaptive biometric weighting. The architecture of the 

study “aligns well with adaptive authentication frameworks” (Expert 2). The adaptive 

weighting engine in the proposed framework is the study's strongest contribution. The 

weight adaptation based on environmental conditions is scientifically sound (Expert 

4). There is a growing need for contextual authentication in IoT environments (Expert 

6). The thematic interpretation of the findings from Experts 2, 4, and 6 reveals that 

they consider environmental responsiveness a core aspect of IIoT authentication. The 

findings of the experts from Experts 2, 4, and 6, therefore, support the analysis of 

Artefact 2 and the limitations identified. 

Future adaptive authentication systems will use reinforcement learning or fully 

leverage an AI-based decision system to continuously learn and optimise the best 

combination of biometrics for recognition, thereby enabling the core architecture of 

the Artefact 3 framework. Figure 5.11 shows the NVivo project map illustrating the 

relationship between expert interview participants, coded qualitative data, and the 
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emergence of the central theme "Adaptive Weighting and Context Awareness." The 

figure demonstrates how three experts, namely experts 2, 4 and 6, gave one 

contribution each to the subject of focus, Adaptive Weighting and Context Awareness. 

Multiple expert perspectives converged through thematic coding to inform the design 

of the proposed adaptive contactless biometric authentication framework. 

 
Figure 5.11 Adaptive Weighting and context awareness, NVivo expert coding 

5.4.1.2 Anti-Spoofing and Attack Resistance 

The second major theme found in the experts' comments was their views on how the 

Artefact 3 framework for intelligent multimodal biometric authentication, for secure 

and reliable access control in the industry of the future, could and/or should be 

improved with respect to biometric anti-spoofing and attack resistance. 

Experts 2 and 5 expressed concerns about the security of biometrics, including 

the potential for fraud, spoofing, and attacks, as well as their possible misuse through 

so-called deepfakes or replay attacks. Expert 5 pointed out that future developments 

of the adaptive authentication architecture have to include “mechanisms for 

adversarial resistance”. Even though the adaptive authentication architecture is 

technically strong, it lacks practical spoof-resistance. 

This theme has exposed a hard truth. Recognition quality alone is not sufficient 

for industrial biometric systems to function reliably. They must also authenticate the 
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biometric sample as real (i.e. genuine) or fake (i.e. spoofed). That is, they need to 

check for liveness. That is what Artefact 3, which forms the third part of the proposed 

Artefact 3 framework, addresses. Consequently, Artefact 3 evolved to include: 

Presentation Attack Detection (PAD), face liveness detection, voice anti-spoof neural 

networks, challenge-response verification, and confidence anomaly monitoring. 

The experts’ concerns about spoofing highlighted the need for industrial 

biometric systems to be compliant with the ISO/IEC 30107, which defines behaviours 

of a spoof attack and an attackable presentation in the context of Presentation Attack 

Detection. This theme strengthened the security dimension of the Artefact 3 

framework, transforming it into a security-aware biometric system for industrial 

applications (Artefact 3). Figure 5.12 shows that Experts 2 and 5 each contributed one 

theme to the NVivo thematic coding, illustrating the relationships among expert 

interview participants, coded qualitative data, and the emergence of the central theme, 

Anti-Spoofing and Attack Resistance. 

 
Figure 5.12 Anti-Spoofing and Attack Resistance NVivo expert coding 

5.4.1.3 Edge versus Cloud Processing. 

Experts 1, 6, and 9 outlined the issues related to the speed, simplicity, and low latency 

of authentication systems in industrial environments. They could not emphasise 

enough that any biometric system must be so simple that, even after a scan, employees 

can continue their work immediately. If not, then other authentication methods are 
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preferred. Also, the employees should not have to stand still for the scan. In industrial 

IoT environments, similar constraints must be taken into account; therefore, cloud-

based verification processing alone is not suitable, as it introduces excessive latency. 

The usability and or efficiency of operation of a system has become a critical element 

of performance or operation of a system for the purpose of industrial authentication. 

There was also mention of the potential for low latency to increase worker 

acceptance of a system, as it would not impact their workflow as much as a system 

that requires a lot of latency. This theme, therefore, pushed the framework towards 

A mixture of edge-based and cloud biometric processing, local decision execution, 

distributed authentication nodes, and cloud-independent verification. 

For this theme, within Artefact 3, an edge-computing-based authentication 

layer is to be created that performs real-time biometric fusion, making the 

authentication seamless. Cloud systems were repositioned toward analytics, long-term 

storage, model training, and system auditing, rather than primary authentication 

execution. Figure 5.13 shows that Experts 1, 6, and 9 each contributed one theme to 

the NVivo thematic coding, illustrating the relationships among expert interview 

participants, the coded qualitative data, and the emergence of the central theme Edge 

versus Cloud Processing. 

 
Figure 5.13 Edge versus Cloud Processing NVivo expert coding 
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5.4.1.4 Environmental Robustness and performance under personal 
protective equipment (PPE) Constraints 

Environmental robustness was one of the major themes to come up in the expert 

reviews of the artefacts under consideration. The authentication system must function 

across a range of environmental conditions. Except for Experts 2, 3 and 5, who made 

no mention of this theme, all the experts agreed that this situation represented an 

important design situation for the authentication system. The Constraint situations 

were represented by all the experts to varying degrees as important for the design of 

the authentication system, and were noted by Experts 1, 4, 6, 7, 8, and 9. 

They need to work when things go wrong, and if it fails when things get messy, 

people won’t use it. This is already happening daily on sites Expert 9 travels to when 

PPE-based obstruction occurs.  Thematic analysis of experts’ views highlighted that 

the main challenge for the industrial application of biometric authentication systems 

is to ensure their environmental adaptability. 

This theme is also strongly supported by the report for Artefact 2, the practical 

investigation of the authentication performance in industrial environments through 

simulation using Second Life. This report showed that the effect of individual 

constraints on the system's performance for correctly identifying a user increased 

exponentially with the number of constraints applied. 

The experts therefore supported: robust multimodal sensing, occlusion-

resistant biometrics, adaptive computer vision, environmental condition monitoring, 

and dynamic filtering systems. Consequently, Artefact 3 would incorporate: PPE 

detection modules, adaptive vision systems, noise filtering, environmental sensing, 

and fallback modality escalation. This theme also became the core of the Artefact's 

practical use in industry. Figure 5.14 shows that Experts 1, 4, 6, 7, 8, and 9 each 

contributed one theme to the NVivo thematic coding, illustrating the relationships 

among expert interview participants, the coded qualitative data, and the emergence of 

the Environmental Robustness and PPE Constraints. 
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Figure 5.14 Environmental Robustness and PPE Constraints NVivo expert coding 

5.4.1.5 Explainability and Confidence Transparency 

The fifth theme covers issues of transparency, interpretability and explainable 

decision-making when implementing an authentication system. Experts 4 and 5 also 

noted that, when designing highly adaptive systems for AI-based authentication, 

confidence transparency must be included in the adaptive fusion process. Experts 4 

and 5 emphasised the need for confidence and transparency in highly adaptive AI-

based systems, such as within the adaptive fusion process. Why was access granted? 

Why did a modality fail? Or how were weighting decisions made? are questions the 

system should be able to answer. 

The thematic analysis of experts’ comments has identified a growing concern 

about the lack of explainability in new AI-driven security systems. These concerns 

regarding the explainability of highly adaptive systems, identified in this theme, are 

also reflected in current discussions on Explainable AI (XAI) in cybersecurity and in 
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the governance of biometrics. As a result, Artefact 3 is to be introduced: per-modality 

confidence scoring, explainable fusion reasoning, audit logs, and decision 

transparency layers. 

In summary, these tools will allow an administrator or auditor to gain more 

insight into a user’s authentication behaviour. The inclusion of explainability in 

authentication mechanisms in an industrial security system helps meet auditing 

requirements and build trust in the system. Figure 5.15 shows that Experts 4 and 5 

each contributed one theme to the NVivo thematic coding, illustrating the 

relationships among expert interview participants, the coded qualitative data, and the 

emergence of the Explainability and Confidence Transparency. 

 
Figure 5.15 Explainability and Confidence Transparency NVivo expert coding 

5.4.1.6 Multimodal Integration 

Two of the experts (4 and 7) agreed with the current status of multimodal biometric 

integration in industrial security systems. As previously stated in Theme 5, no single 

modality is expected to perform perfectly across all possible scenarios in an industrial 

scenario. Thus, the use of multi-modal biometrics has already been proven by Expert 

4 and agreed upon by Expert 7 in simulations performed in virtual environments to 

analyse different scenarios. Redundancy and Complementarity between different 

biometric modalities are strengths of multimodal systems (Thematic Interpretation for 

Theme 6). 
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The findings from this Theme are used to further validate the work from the 

previous two Artefacts. That is, to strengthen the architecture and agree on the work 

from the previous Artefacts, and then to design the system adaptively for the final 

Artefact. Figure 5.16 shows that Experts 4 and 7 each contributed one theme to the 

NVivo thematic coding, illustrating the relationships among expert interview 

participants, the coded qualitative data, and the emergence of the Multimodal 

Integration. 

 

 
Figure 5.16 Multimodal Integration NVivo expert coding 

5.4.1.7 Policy and Compliance Integration 

Expert 3 focused on the issues of governance, interoperability and compliance of 

industrial systems in contrast to the usual biometric authentication systems. Expert 8 

also focused on similar issues. Expert 3 (biometric expert, law enforcement) was 

interested in the governance, policy and compliance aspects for a real-world 

deployment. In particular, Expert 3 highlighted the importance of the policy layer and 

required more detail on how conflicts would be solved. Expert 8 (industrial security 

expert) highlighted the difficulties of integrating modern biometric systems with the 

legacy industrial security infrastructures. 

The analysis of this theme's findings also revealed that experts considered 

governance integration into the system to be very important to deploy it in real-life 
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scenarios. Accurate technical output is not enough; the system also has to integrate 

with organisations' security policies and the operational ecosystem of industries. As a 

result, Artefact 3 is to be introduced: policy conflict-resolution engines, access 

governance modules, encryption controls, audit logging, and ISO 27001-aligned 

authentication policies. The architecture also supports very old industrial systems by 

adding pluggable integration layers. This theme explores a more enterprise-ready 

framework. Figure 5.17 shows that Experts 3 and 8 each contributed one theme to the 

NVivo thematic coding, illustrating the relationships among the expert interview 

participants, the coded qualitative data, and the emergence of the Policy & 

Compliance theme. 

 

 
Figure 5.17 Policy & Compliance NVivo expert coding 

5.4.1.8 Real-Time Performance and Latency 

Real-time authentication performance is another very important operational theme for 

most of the experts. Experts 1, 3, 6, 7, 8 and 9 described the need for real-time 

authentication when employees are on the move or working in processes within the 

industry. Therefore, it is considered a low-latency authentication criterion for IIoT that 

is easily applicable in practice. 

The experts further described the relationship between a system's real-time 

performance and low latency and workers’ acceptance of that system. This connection 

is described in the next sentence of text in the Experts’ Comments column for theme 
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8 (Table 5.2). Thematic analysis of this Theme for low-latency IIoT authentication for 

the industrial enterprise also identified the means to achieve it. This has led to the 

inclusion of Artefact 3: lightweight biometric models, asynchronous processing, edge-

based fusion, and low-computation adaptive algorithms. This theme reinforced the 

study’s emphasis on balancing usability, security, and operational continuity. Figure 

5.18 shows that Experts 1, 3, 6, 7, 8 and 9 each contributed one theme to the NVivo 

thematic coding, illustrating the relationships among the expert interview participants, 

the coded qualitative data, and the Real-time Performance and Latency theme. 

 
Figure 5.18 Real-time Performance and Latency NVivo expert coding 

5.4.1.9 Simulation versus Reality 

Experts 7 and 8 agreed that the Second Life simulation was useful for researchers to 

test hypotheses and that recognition could be tested in a controlled way, however, they 

agreed that, in the end, testing would have to be conducted in the real industrial 
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environment. Expert 7 and Expert 8 agreed that simulation of physical environments, 

such as Second Life, was a useful tool for prototyping, testing hypotheses, and so on, 

and that these need to be tested in real industrial environments in the end. This theme, 

therefore, validates the use of Design Science Research in this study while 

highlighting where further validation is needed. As a result, the study acknowledged 

that Second Life effectively supported controlled experimentation, behavioural 

simulation, and environmental modelling. 

This confirmed the earlier observations that Second Life supported (live) 

testing of designs in a virtual environment, but that, in the end, only live testing in the 

physical industrial environment counted. This theme exposed several of the study’s 

limitations and, as with all the other themes in this thematic analysis, strengthened the 

study’s credibility and transparency. Figure 5.19 shows that Experts 7 and 8 each 

contributed one theme to the NVivo thematic coding, illustrating the relationships 

among the expert interview participants, the coded qualitative data, and the Simulation 

vs Reality theme. 

 
Figure 5.19 Simulation vs Reality from NVivo expert coding 

5.4.2 General Conclusion of the Thematic Review 

The main finding of this thematic review across all themes is that there is an 

overwhelming consensus that experts designing biometric systems for the Industrial 

Internet of Things (IIoT) need to develop adaptive, context-aware, and 

environmentally resilient authentication systems. All of the points identified in the 
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thematic review by the experts of this study project pointed in the same direction. The 

design of adaptive systems adapts to the many constrained situations encountered in 

real life. Therefore, all the experts in the thematic review rejected the idea of static 

authentication architectures and instead sought intelligent, adaptive systems. A 

summary of the key requirements for the future IIoT biometric systems to be effective 

is adaptive weighting, environmental awareness, multimodal redundancy, spoof 

resistance, explainability, low-latency edge processing, policy integration, and real-

world operational robustness. 

The review is intended to significantly influence the major iterative 

developments between Artefacts 1 and 2, during which the framework for a static 

biometric fusion-based artefact has matured into an adaptive, intelligent industrial 

authentication architecture. In addition to conventional security accuracy measures 

(FAR, FRR, etc.) for industrial biometric systems, a variety of other factors must be 

addressed, including usability, worker movement, environmental variability, 

continuity of operation in the event of system failure, and organisational issues. 

The findings from the thematic review support the central argument of this thesis: that 

Biometric authentication for IIoT environments moves beyond traditional static fusion 

models and needs to be developed into an adaptive, explainable, context-aware, and 

human-centred authentication ecosystem. Figure 5.20 shows NVivo Word focus for 

the thematic analysis, which shows the main word Security, and sub focus words like 

authentication, industrial, IoT and Biometric. 

 

Figure 5.20 word focus for the thematic analysis from NVivo 
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Figure 5.21  Thematic analysis from NVivo Matrix Coding 

5.5 ARTEFACT 3 (A3) ARCHITECTURE SPECIFICATION 

The expert review and thematic analysis have resulted in Artefact 3 (A3) being 

identified as a modular layered architecture. The design keeps four main modalities 

(face, gait, voice, ear) and three fall-back modalities (iris, fingerprint, palm print) and 

focuses on an adaptive fusion core that adapts decisions according to context and 

modality confidence. 

5.5.1 Sensor/Input layer  

There are several sensors that capture raw biometric and contextual data, such as 

cameras for face recognition, for gait recognition, microphones for voice capture, and 

ear scanning devices. Context sensors estimate the conditions in the environment (e.g., 

lighting, dust), and the use of personal protective equipment (PPE) (e.g., detection of 

the presence of a helmet/mask). Fallback sensors (iris cameras; fingerprint/palm 

scanners) are used only for step-up authentication in response to policy. 

• Preprocessing modules: The input is normalised and filtered in the pre-

processing modules to minimise the environmental noise. In the case of vision 
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streams (face, gait, and iris), the pre-processing could involve noise-

cancelling, deblurring, and enhancement for low light, even in the presence of 

multispectral support if available. The noise-cancelled and segmented audio is 

fed into a feature extractor. If PPE is identified, the input is directed into the 

appropriate channels (e.g., ear or voice if the face is covered). 

• Recognition Modules: 

o Face Recognition: variations are dealt with by a CNN, such as a 

ResNet-based or lightweight CNN trained on industrial data. 

o Voice Recognition: Liveness detection (anti-spoof CNN) is parallel to 

the playback /synthetic voice filter. 

o Ear Recognition: a CNN model based on ear shape for identification. 

o Gait Recognition: Pose estimation/silhouette CNN to recognise 

persons by body movements. 

o Fallback Traits: Under certain policy conditions (e.g., in a high-risk 

area, or after multiple mismatches), iris (near-IR camera with liveness 

checking) and Fingerprint/Palm (scanner + minutiae extractor) are 

activated 

5.5.2 Adaptive Fusion Layer 

This is a critical unit which integrates modality scores to obtain an overall decision 

for authentication. The fusion is context and problem-dependent: 

• Weight Computation: A dynamic weighting engine is used to give weights to 

each of the modalities' scores based on current constraints (e.g., face weights 

are less in low light). The degradation is inversely related to weights, meaning 

that reliable modalities get more influence. 

• Score Aggregation: The scores are aggregated (summed and/or passed 

through a trained fusion network). It is not based on a threshold, but rather 

graded fusion (continuous confidence) as detailed in the equations adaptations 

found in artefact 2. 

• Adaptive Threshold: The threshold for the decision itself adapts to the 

context (e.g., the threshold for the aggregated score is higher when there is an 

attack risk). 
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5.5.3 Decision and policy layer 

The access decision generated by the fused score is matched to the rules in the policy. 

Site-specific requirements (e.g., “Gate entry requires face + voice”) are enforced by a 

rule-based engine (based on ISO/IEC 27001 principles), and in case of conflicting 

rules, it resolves the conflict. The results are access granted, access denied, or step up 

to fall back. A complete record of all decisions, even low-confidence denials, is 

recorded for traceability. Following IEC 62443 (IEC, 2009; IEC, 2020), the policy 

layer assigns each zone a target security level, applied here by analogy to physical 

access areas. The levels are illustrative. Real ones come from a risk assessment. 

Table 5.3 Zones and security Levels 

Zone Target level Authentication required Fallback or step-up 

Site gate 1–2 Unique identification and 

authentication (face, gait, ear) 

Supervised check or 

badge 

Hazardous areas, 

heavy plant 

2–3 Biometric fusion; second factor for 

permit-to-work entry 

Iris, fingerprint or 

palm print 

Control room 

(SCADA/HMI, 

PLC engineering) 

3 Fusion plus a possession factor Iris or fingerprint, 

then supervisor 

Safety system zone 3–4 Multifactor, possibly two-person, 

audited 

Break-glass 

procedure 

Remote and vendor 

access 

3–4 Multifactor on untrusted networks Not applicable 

Adaptive weights shift influence between modalities according to context. 

Adaptive thresholds may tighten or relax with context but never below the minimum 

for the zone's level. When confidence is too low for a zone, the system steps up by 

requesting another factor and does not lower the threshold. Two biometric modalities 

count as one factor type under common definitions (Grassi et al., 2017), so zones at 

level 3 or 4 combine biometric fusion with a possession factor. 

5.5.4 Data and management layer 

A secured data store stores biometric templates, policy settings, and audit logs. Access 

is managed through the use of controls based on ISO/IEC 27001 (e.g., least privilege, 
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logging, and secure handling). In certain cases, when updates are provided for the 

model, only authenticated interactions are allowed. Explainability outputs (confidence 

scores, modality contributions) are kept for auditing and reviews after the incident. 

5.5.5 Algorithms and Partitioning 

In this subsection, a deep dive into the machine learning and anti-spoofing measures 

is proposed for Artefact3 

• Machine Learning Models: Face/ear/gait recognition is done using CNN, 

voice recognition using LSTM-based or CNN with temporal modelling. 

Adaptive fusion can be learned via a reinforcement-learning agent (inspired 

by the Fusion Agent) or via LSTM ensembles, which enable learning optimal 

fusion weights conditioned on context. 

• Anti-Spoofing Measures: 

o Face Liveness: A lightweight CNN (inspired by LwFLNet) to detect 

print/display attacks with the help of texture and depth cues. 

o Voice Spoofing: A neural model (complex-valued network) that is based 

on phase and spectral features for detecting deepfakes/replays. 

o Iris/Fingerprint: Hardware checks are enabled. (e.g. pupil reaction for 

iris, sweat pore analysis for finger) are enabled. 

5.5.6 Edge vs Cloud  

There are critical recognition modules deployed on local edge devices (camera units 

or gateways) to achieve latency requirements. Non-critical tasks (model retraining, 

long-term analytics) are carried out in the cloud. A scheduling mechanism distributes 

the tasks among several edge nodes to distribute the load and keep the response time 

within a range of about 100–300 ms, as suggested in the research for IIoT. A working 

combination of edge and cloud is below. 

• Latency Targets: The targets of under 300 ms at the edge and under 1 s end 

to end are design goals derived from human response-time limits, under which 

about 1 s keeps a person's flow uninterrupted (Miller, 1968; Card et al., 1991; 

Nielsen, 1993), and from walking speed of about 1.3 to 1.4 m/s (Bohannon, 

1997), so a decision comes within about a metre and a half of travel. About 

700 ms of the 1 s budget remains for sensing, transmission and door actuation. 
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Edge processing avoids network delay and keeps biometric data on site 

(Satyanarayanan, 2017; Shi et al., 2016). 

• Data Flows: (1) Sensors to pre-processing and then to Recognition Modules 

(in parallel). (2) For each module, a score and confidence are produced. (3) 

Context analyser (PPE information, weather, network status) provides 

information to the fusion engine. (4) Fusion engine calls a weighted sum. The 

policy engine is evaluated for the evaluation of the score and rules. (6) Outputs 

and logs of decisions are created. Secure channels (e.g., TLS) are used for 

communicating between layers. 

5.5.7 Failure Modes & Mitigation:  

Failure scenarios include Sensor Loss, Heavy Occlusion, Spoof Detected, and Policy 

Rule Problem. The system has the following mitigation: 

• Redundancy: If one modality fails, then the other modalities with higher 

weights make it up for this. 

• Fallback: If the level of confidence is low, or if a denial has been forced, fall 

back to another type of authentication (e.g., ask for a fingerprint). 

• Manual Override: Security officer can override as a security measure, if 

necessary (logged for compliance). 

• Alerting: When sensors fail and/or sensors are detected as attacked, it creates 

an alert to the admin. 

• Graceful Degradation: If the pre-processing trait collected is very noisy, 

relaxed thresholds are implemented, and the use of multi-factor authentication 

is implemented if not entirely. 

Table 5.4 expert feedback impacted on Artefact 3 design elements 

Expert Feedback (Paraphrased) Artefact 3 Design Change 

Field Operator Must be fast; work in motion with 

PPE. 

Use real-time edge processing, 

motion-tolerant sensors, and strong 

PPE handling. 

Auth 

Systems 

Include spoofing resistance. Include one or more modules from 

each of the ISO/IEC 30107 PAD 

biometric standards. 
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IAM Specialist This module focuses on detailed 

policy conflict resolution in terms 

of ISO 27001. 

Introduce an in-depth policy engine 

and conflict rules; synchronise logs 

with ISO27001. 

Biometric Prof Add confidence and transparency. Explainability scores (per-modality). 

Red Team Explain deep fakes/replay attacks. Adversarial test plan on 

developing/Testing of Liveness/Anti-

Spoofing Algorithms. 

IoT Engineer Think about latency, prefer the 

edge. 

Implement biometric processing at 

the edge devices; optimise for a 

<300 ms response time. 

VR Researcher Validate beyond VR Organise field tests; calibration of 

VR-models with real data. 

IIoT Architect Legacy system integration Produce API adapters/Protocol 

Bridges for existing ICS systems  

Security 

Supervisor 

Easy to use with PPE. Simplify UI; allow for multiple 

sensor fusion, including prioritising 

unoccluded features. 

5.5.8 Artefact 3 Architecture Diagram Plan 

Figure 5.22 shows the Proposed Architectural and contextual diagrams for Artefact 3. 

Where the diagram is put in a pictorial form to explain/incorporate all the described 

attributes from section 5.5
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Figure 5.22 Artefact 3 Full framework
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5.6 CONCLUSION 

This expert review confirmed the overall direction of this research and informed 

the move from Artefact 2 towards Artefact 3 architecture (Figure 5.23). Three 

requirements were constantly mentioned, irrespective of experts: Low-latency, 

Edge-oriented processing (backed by the literature), and Robust policy 

governance (backed by the principle of ISO 27001). This leads to an Artefact 3 

design that combines these requirements in an adaptive multimodal fusion, 

liveness detection, and logs it for auditing purposes. 

• Limitations: The analysis is based on experts' views and proof-of-

concept-level architecture. Thematic analysis was not quantified, and the 

findings should be viewed as a qualification rather than a generalisation. 

Also, it is expected that the real-world validation will be completed across 

multiple phases, and can be modified if there is a change in technology or 

threat models. Finally, in this chapter, non-biometric fallback approaches 

(such as PINs and physical tokens) were not explored. 

• Next steps: Immediate work will include prototype integration and the 

development of an adversarial test suite. Recent studies on dynamic fusion 

mechanisms can be assessed, and on-device models can be optimised for 

the intended hardware to enhance the fusion mechanism. Further phases 

should focus on staged field deployment, compliance-oriented auditing 

(including retention and access control), and user acceptance testing. There 

is also a need for continuous monitoring of emerging threats, such as 

generative deepfakes, and for new standards, such as reporting standards 

(ISO/IEC 30107-3). 
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Chapter 6: DISCUSSION  

6.0 INTRODUCTION 

This chapter provides an interpretation of the results from Artefact 2 (A2) and Artefact 

3 (A3) of the work to the research questions and hypotheses presented in Chapter 3. 

It not only presents numerical results but also highlights their implications in the field 

of biometric fusion authentication in Industrial Internet of Things (IIoT) contexts and 

their contribution to the research and practice. The four areas of the discussion are: 

• Explain the results in relation to the research questions. 

• Evaluate the hypotheses in light of the evidence in the experiment. 

• Discuss implications of study (theoretical and practical). 

• Make suggestions for improvement and/or further studies. 

From the Second Life simulation, the results show that biometric fusion can 

result in strong performance in stable conditions, although as the environmental and 

operational factors become greater, the performance becomes less reliable. This 

further solidifies the importance of IIoT authentication that takes a proactive approach 

with adaptive, context-aware, and usability-focused designs. The direction for 

redesign identified in Artefact 3 was also confirmed by the expert review, which 

focused on the need for mechanisms that provide flexibility in response to changes in 

the environment, variability in behaviour, and stress during operation. 

This chapter is designed to align with the research design methodology 

presented in Chapter 3. Information from the artefacts is used to answer the main 

research question in section 6.1, and how the socio-technical integration of multiple 

technologies enables robust biometric user authentication in different situations is 

demonstrated. Section 6.2 answers the research questions (RQ1–RQ3) and relates the 

findings obtained from the system performance metrics to their answers. The 

hypotheses (H1–H3) are examined by evaluating the evidence (based on empirical 

findings and theory) in section 6.3. The Contribution and impact of this study to the 

body of knowledge, the future recommendations, and the conclusion of the chapter 

are discussed in Sections 6.4, 6.5, and 6.6, respectively. 
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6.1 DISCUSSION OF THE MAIN RESEARCH QUESTION AND 
SUB-QUESTIONS 

This section reviews and answers the main research question along with the research 

sub-questions. 

• Main Research Question: “How can biometric access control enable 
industry workers to authenticate seamlessly in various conditions?” 

Overall, the research indicates that the system's architecture is important for enabling 

seamless authentication for industrial workers, only if it can take advantage of varying 

conditions. In practice, this means that it is necessary to have a sense of context (e.g., 

PPE, lighting, motion), dynamic fusion behaviour, and clear escalation pathways 

when confidence is low, as seen from the analysis in sections 4.5 and subsections 

5.4.1.1 and 5.4.1.4. 

Under low constraints in Artefact 2 (low PPE obstruction, low lighting, Fast 

Movement, and industrial noise), the multimodal system achieved good authentication 

with high efficiency. The more constraints were added, the more unreliable the system 

became, and the reliability of the system went through three stages of behaviour: 

Stable phase (up to 1 constraint), Transitional phase (2–3 constraints), and Collapse 

phase (4, 5 constraints). 

The trend suggests that performance in the IIoT environment is not linear, 

meaning that as additional stressors are combined, the performance of the 

authentication can drop off sharply. As a result, the above concerns are important in 

industrial environments because these environments do not necessarily conform to 

laboratory environments. These conditions are usually: worker motion and task 

variability, occlusion of safety equipment (PPE), variability in lighting and shadows, 

Vibration and camera motion of machinery, High ambient noise, and Operator fatigue 

during long shifts. 

The static architecture was unable to maintain usability in the presence of 

combined stressors. In high constraint situations, the False Rejection Rate (FRR) 

increased to around 59.4%, which is a high rate of false rejection by legitimate workers 

from subsection 4.3.7.  

These results, combined, raise an old security-usability dilemma where a 

system is designed with strict security in mind, but may not be fast or continuous 

enough to be used on an industrial site. In Artefact 3, the expert review was therefore 

in favour of a redesign towards adaptive fusion with the ability to: 



 
 

187 
 

1. Dynamically weight modalities based on reliability. 

2. React to surroundings (e.g., PPE, light, movement, sound). 

3. Fall back to less effective modalities when necessary, in line with policy 

and/or low confidence. 

4. Minimise the number of legitimate rejections in times of stress. 

The results support the case for adaptive, context-aware fusion in IIoT. Artefact 3 is 

a conceptual design that has not been implemented or tested, so its feasibility 

remains to be shown. 

6.2 DISCUSSION OF RESEARCH QUESTION 1 TO 3 (RQ1–
RQ3) 

In this section, sub-questions 1 to 3 will be discussed and analysed in the subsections 

that follow. 

6.2.1 Research Question 1 

RQ1= “What are the limitations of using biometric authentication for industry 

workers?” 

The simulation results are consistent with literature that constraints limit biometric 

authentication. Because the constraints were scripted, this reflects the modelled 

degradation. The simulation demonstrated that biometric traits degrade differently 

depending on the type and intensity of the applied environmental stress from Section 

4.3. Visual biometric modalities such as FACE and EAR degraded rapidly under low-

light conditions, helmet obstruction, face masks, and visual interference. Behavioural 

modalities such as GAIT and VOICE also deteriorated when workers operated under 

heavy movement and load conditions from subsection 4.2.8.  

The study identified several core limitations: 

• Environmental Sensitivity 

The operating conditions of industrial processes have a great influence on 

biometric systems. The compound constraints magnified the instability in 

authentication in a non-linear fashion.   

• Static Fusion Weakness 

The system of equal-weight majority rule broke down when more than one 

biometric modality failed simultaneously. Static weighting was not able to 

adjust to varying environmental reliability.  
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• Human-Computer Interaction Challenges 

The study confirmed that usability and worker interaction behaviour have 

significant effects on the authentication performance. Lower authentication 

consistency was observed when more constraints were applied.  

• Simulation Constraints 

It also highlighted some of the methodological constraints in using simulation 

environments. Second Life was able to simulate the decision-support logic and 

environmental effects but could not duplicate the physiological (biometric) 

acquisition.  

Although these constraints exist, the simulation was still useful because it allowed 

them to experiment with the fusion logic and the condition-behavioural interaction 

score in a scalable virtual environment and to handle environmental degradation 

patterns.  

6.2.2 Research Question 2 

RQ2= “What biometric traits can be used to identify and verify workers 

effectively?” 

The results showed that the multimodal biometric fusion system is a more resilient 

authentication system than using a single biometric modality. The study tested a 

number of biometric characteristics: FACE, GAIT, VOICE, and EAR. It was found 

that none of the biometric data was absolutely consistent in all the environmental 

conditions. They were, however, observed to be differently sensitive across various 

operational scenarios. For instance, the FACE and the EAR degraded quickly in 

conditions with visual obstructions. Heavy movement and load were the cause of 

deterioration of GAIT and VOICE. Despite various constraints, AVATARID had a 

slow degradation modality, considered deep learning, indicating the impact and 

consistency of deep learning in this study.  

This is confirmation of the relevance of multimodal fusion for IIoT 

authentication systems. A combination of multiple biometric traits leads to an increase 

in redundancy and hence enhances the robustness of authentication. From sections 4.3 

and 4.4, the study also showed that alternative biometric systems like IRIS, 

FINGERPRINT, and PALMPRINT also provide fallback biometric features, offering 

escalation options when modalities are not working.  
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The literature, simulation and expert review together suggest that in an IIoT 

environment, successful authentication of workers needs a mixture of physiological 

biometrics, behavioural biometrics, contextual know-how of the system, and fallback 

mechanisms that are adaptive.  

6.2.3 Research Question 3 

RQ3= “What biometric mechanisms are required to develop a practical 

biometric access control framework tailored to IIoT requirements?” 

The results show that the practical IIoT biometric authentication systems must be 

adaptive and intelligent, instead of deterministic and rule-based systems from section 

4.5. From Artefact 2, it was found that fixed-majority-rule verification will become 

unstable with increasing environmental stresses. The expert review redesign in 

Artefact 3, therefore, suggested the following mechanisms: 

• Adaptive Fusion Weighting 

The modalities of biometrics should be dynamically adjusted based on the 

reliability of the environment.  

• Context-Aware Authentication 

The authentication engine should be able to analyse several environmental 

conditions, such as light spectrum, worker motion, the presence of PPE that 

blocks biometric pathways, and operational stress, to select the optimal 

biometric pathways.  

• Multi-Level Authentication Escalation 

The framework should ensure the ability to fall back to authentication using 

primary biometric traits when the system's authentication score is low or 

unreliable.  

• Human-Centred Authentication Design 

However, usability and worker operational efficiency should still be key to the 

design of authentication in IIoT systems.  

• Intelligent Environmental Responsiveness 

It would be better if the system could continuously track the degradation in 

reliability and dynamically adjust authentication thresholds rather than fixed 

acceptance thresholds. 

The proposed Artefact 3 authentication architecture is based on these mechanisms, as 

shown in Figure 5.23. 
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6.3 HYPOTHESES TESTING 

In this section, all hypotheses formulated in chapters 1 and 3 will be tested using 

evidence obtained from Artefacts 1, 2 and 3. The hypotheses were tested using a 

structured evidence-based evaluation approach aligned with the Design Science 

Research Methodology (DSRM). The testing process followed a logical reasoning 

approach, in which each hypothesis was evaluated by synthesising evidence from 

the three research artefacts. Artefact 1 provided theoretical validation through 

findings from the literature review in Chapter 2. Artefact 2 provided empirical 

validation through experimental evaluation of the proposed biometric access control 

framework under simulated IIoT conditions, and Artefact 3 provided practical 

validation through expert assessment and qualitative feedback. For each hypothesis, 

supporting evidence and contradictory evidence were critically examined to 

determine whether the findings confirmed, partially confirmed, or challenged the 

proposed relationship. 

The decision-making process involved comparing the expected outcomes 

defined by each hypothesis against the observed evidence from the artefact 

evaluations. The logical testing framework assessed whether the identified 

relationships between environmental conditions, biometric fusion performance, and 

adaptive authentication requirements were consistent across theoretical, experimental, 

and expert perspectives. A hypothesis was accepted when the combined evidence 

demonstrated sufficient alignment between the expected behaviour and observed 

findings, while limitations and opposing evidence were used to refine the 

interpretation. This approach ensured that hypothesis validation was not based on a 

single source of evidence but represented a comprehensive assessment combining 

theoretical justification, experimental results, and expert validation to determine the 

effectiveness and applicability of the proposed adaptive biometric access control 

framework for IIoT environments. 

6.3.1 Hypothesis 1 (H1) 

In this subsection, the hypothesis states that “Environmental factors and operational 

conditions negatively affect biometric authentication reliability”. 
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6.3.1.1 Positive Evidence for H1 

Yes, the results are consistent and supports H1 from the literature review, sections 5.4, 

4.3 and 4.4, and Evidence from all three artefacts strongly supports this hypothesis. 

• Evidence from Artefact 1 (Literature Review) 

The literature consistently reports that environmental factors remain a major 

challenge for contactless biometric authentication systems section 2.9. 

Previous studies identified illumination changes, occlusion caused by personal 

protective equipment (PPE), industrial noise, worker movement, dust, and 

weather conditions as significant causes of degraded biometric quality. Several 

researchers concluded that facial recognition systems experience considerable 

performance degradation when users wear masks or safety helmets, while 

voice recognition is adversely affected by machinery noise and reverberation. 

The literature, therefore, established the theoretical expectation that biometric 

reliability decreases as environmental complexity increases. 

• Evidence from Artefact 2 (Experimental Evaluation) 

The experimental simulation supports the theoretical evidence. As 

environmental constraints increased from one to five simultaneous conditions, 

authentication performance deteriorated substantially. The study identified 

three distinct operational phases: 

o Stable authentication under low environmental constraints; 

o Progressive degradation under moderate constraints; 

o A collapse phase when multiple constraints were combined. 

The False Rejection Rate increased considerably under compound constraints, 

demonstrating that legitimate workers were increasingly rejected during 

authentication. These findings suggest that environmental conditions directly 

influence biometric reliability. 

• Evidence from Artefact 3 (Expert Review) 

The expert review supports the experimental findings. Expert 1 stated that 

authentication systems must continue functioning despite helmets, masks, 

rain, dust, and worker movement, noting that "if it fails when things get messy, 

people won't use it." Similarly, Experts 4, 6, 8 and 9 all emphasised 

environmental robustness as a critical requirement for industrial deployment. 

The thematic analysis identified Environmental Robustness and PPE 
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Constraints as one of the dominant themes emerging from the qualitative 

evaluation. Collectively, the expert feedback validates the experimental 

evidence that environmental factors significantly affect authentication 

reliability. 

6.3.1.2 Evidence Against H1 

Although substantial evidence supports H1, several findings partially challenge the 

hypothesis. 

• Evidence from Artefact 1 

The literature also reported that multimodal biometric systems generally 

outperform unimodal systems under adverse environmental conditions 

because degradation rarely affects all biometric modalities simultaneously. 

• Evidence from Artefact 2 

The experiments showed that authentication performance did not completely 

collapse under moderate constraints. Some biometric traits remained relatively 

stable when others deteriorated. For example: 

o Avatar ID maintained consistently high performance. 

o Ear recognition remained usable when facial visibility declined. 

o Gait continued operating when facial features became partially 

occluded. 

These findings indicate that environmental conditions do not render biometric 

authentication unusable; instead, they expose weaknesses in static 

authentication architectures. 

• Evidence from Artefact 3 

Experts consistently argued that adaptive biometric weighting could mitigate 

much of the environmental degradation. Expert 2 stated that adaptive 

weighting was the framework's strongest contribution, while Expert 6 

emphasised that context-aware authentication can compensate for changing 

environmental conditions. Therefore, environmental effects are not 

irreversible but can be reduced through adaptive biometric fusion.  
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6.3.1.3 H1 Hypothesis Decision 

After considering evidence from all three artefacts, H1 is Supported as constraints 

increase, the pass rate of the static baseline decreases which is supported, in 

simulation. The literature established the theoretical relationship between 

environmental constraints and biometric degradation, the experimental evaluation 

quantitatively demonstrated this relationship, and the expert review confirmed its 

operational significance in industrial environments. 

However, the findings also demonstrate that the negative effects of 

environmental conditions can be substantially mitigated through adaptive multimodal 

biometric fusion, contextual awareness, and intelligent weighting strategies. 

6.3.2 Hypothesis 2 (H2) 

In this subsection, the hypothesis States that “Multiple biometric traits can effectively 

identify and verify workers in industrial environments.” 

6.3.2.1 Positive Evidence for H2 

Yes, the results, in part, corroborate H2 from the literature review, sections 4.3 and 

4.4, and Artefacts 2 and 3. under the same constraints, fusion achieves a higher pass 

rate than any single trait partly supported. 

• Evidence from Artefact 1 

The literature consistently finds that multimodal biometric fusion is more 

reliable than single-biometric authentication (Section 2.9). Previous studies 

demonstrated that combining physiological and behavioural biometrics 

improves recognition accuracy, robustness, and resistance to spoofing attacks, 

as the weaknesses of one modality are compensated for by the others. 

• Evidence from Artefact 2 

The experimental evaluation partly supports these findings. The multimodal 

authentication framework achieves high authentication accuracy under low 

and moderate environmental stress. The fusion of facial recognition, ear 

recognition, gait analysis, voice recognition and Avatar ID produced 

significantly higher authentication reliability than would be expected from 

individual modalities. The experiments further demonstrated that different 
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biometric traits degraded independently, creating useful redundancy during 

authentication. 

• Evidence from Artefact 3 

Experts 4 and 7 both liked the multimodal authentication. Expert 4 stated that 

"multi-modal biometrics is already proven," while Expert 7 considered the 

combination of multiple modalities appropriate for industrial simulation. The 

thematic analysis further identified Multimodal Integration as one of the core 

design principles incorporated into Artefact 3. 

6.3.2.2 Evidence Against H2 

Despite these positive findings, important limitations were identified. 

• Evidence from Artefact 1 

The literature cautioned that multimodal fusion alone does not automatically 

guarantee improved authentication performance if poor-quality biometric 

samples are fused without considering environmental context. 

• Evidence from Artefact 2 

The experimental evaluation suggest that static majority-rule fusion became 

increasingly unstable under compound environmental constraints. Facial 

recognition deteriorated significantly under PPE, while voice recognition 

became unreliable under industrial noise. This showed that merely increasing 

the number of biometric modalities does not necessarily improve 

authentication unless modality quality is considered during fusion. 

• Evidence from Artefact 3 

Experts repeatedly recommend replacing equal-weight fusion with adaptive 

weighting. Expert 2 identified adaptive weighting as the framework's strongest 

contribution, while Expert 4 recommended dynamic confidence scoring to 

account for varying biometric reliability. These findings indicate that 

multimodal fusion alone is insufficient. 

6.3.2.3 Hypothesis 2 Decision 

The evidence supports H2 under the same constraints, fusion achieves a higher pass 

rate than any single trait partly supported. 
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6.3.3 Hypothesis 3 (H3): 

In this subsection, the hypothesis states that “Practical IIoT biometric systems require 

adaptive fusion mechanisms, contextual responsiveness, and scalable integration.” 

6.3.3.1 Positive Evidence for H3 

The Findings/results corroborate H3 from sections 4.4 and 4.5, and Artefacts 2 and 3. 

Therefore it is Partly supported adaptive mechanism not tested 

• Evidence from Artefact 1 

The literature review identified adaptive authentication, context awareness, 

explainable AI, edge computing, and multimodal fusion as emerging research 

directions that address the limitations of conventional biometric systems. 

• Evidence from Artefact 2 

The experimental evaluation demonstrated that equal-weight fusion became 

increasingly unstable as environmental constraints accumulated. The observed 

degradation patterns clearly indicated that static authentication architectures 

lack the flexibility required for IIoT environments. 

• Evidence from Artefact 3 

The strongest support for H3 emerged from the expert review. 

o Experts consistently recommended: 

o adaptive weighting; 

o edge processing; 

o environmental sensing; 

o anti-spoofing mechanisms; 

o explainable AI; 

o policy integration; 

o low-latency authentication. 

The thematic analysis identified Adaptive Weighting, Edge Computing, 

Environmental Robustness, Explainability, and Policy Integration as dominant 

architectural requirements.  These findings directly informed the development 

of Artefact 3.  
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6.3.3.2 Evidence Against H3 

The evidence also revealed several implementation challenges. The literature review 

acknowledges that adaptive systems require significantly greater computational 

complexity than traditional biometric architectures. The experimental evaluation was 

conducted in a controlled virtual environment rather than a live industrial setting. 

Experts 7 and 8 further noted that simulation validity must eventually be confirmed 

through real-world deployment and that integration with legacy industrial systems 

remains challenging. These limitations suggest that although adaptive authentication 

is desirable, implementation requires additional engineering effort and validation. 

6.3.3.3 Hypothesis Decision 

H3 is Partly supported adaptive mechanism not tested. 

6.3.4 Overall Interpretation of the Hypothesis Testing 

The evidence converges across the three artefacts. This is supporting evidence, not 

validation. Artefact 1 established the theoretical foundations by identifying the 

limitations of conventional biometric authentication and highlighting the potential of 

multimodal, adaptive, and context-aware approaches. Artefact 2 partly supports these 

theoretical propositions through controlled experimentation, showing that 

environmental conditions significantly influence authentication performance and that 

static fusion strategies are inadequate under compound constraints. Artefact 3 

provided partial validation through expert review, confirming that adaptive weighting, 

environmental awareness, anti-spoofing mechanisms, edge processing, explainable 

AI, and policy integration are essential for industrial deployment although its not field 

tested 

Taken together, the evidence supports all three hypotheses while also refining 

their interpretation. The findings show that multimodal biometric fusion alone is 

insufficient for reliable IIoT authentication. Instead, robust industrial authentication 

requires an adaptive, context-aware framework that dynamically adjusts to 

environmental conditions, biometric quality, operational constraints, and 

organisational requirements. This integrated conclusion represents the principal 

contribution of the thesis and provides strong theoretical, empirical, and practical 

justification for the proposed adaptive contactless biometric access control framework 

for Industrial Internet of Things environments. 



 
 

197 
 

Table 6.1 Evidence matrix 

Evidence H1: constraints reduce 

reliability 

H2: multiple traits 

identify workers 

H3: adaptive, context-aware 

fusion needed 

Literature (2.9) For: occlusion, noise 

and light degrade face 

and voice. Against: 

multimodal systems are 

less affected 

For: fusion beats single 

traits. Against: fusing 

poor samples without 

context does not help 

For: adaptive and context-

aware fusion is an emerging 

direction. Against: more 

complex 

Simulation (Ch. 4) For: efficiency 1.00 up 

to one constraint, 0.17 at 

three, 0.00 from four 

(Table 4.9); tipping 

between two and three 

constraints (p141) 

For: fused decisions pass 

under low and moderate 

stress. Against: static 

fusion fails under 

compound stress; no per-

trait comparison yet 

Illustrates limits of static 

fusion; adaptive weighting 

not tested 

Experts (Ch. 5) For: environmental 

robustness a dominant 

theme (Experts 1, 4, 6, 

8, 9) 

For: multimodal 

approaches endorsed 

(Experts 4, 7) 

For: adaptive weighting, 

edge processing, policy 

integration. Against: 

simulation validity and 

legacy integration still to be 

shown (Experts 7, 8) 

Decision Supported (in 

simulation) 

Partly supported Partly supported; adaptive 

mechanism not tested 

6.4 CONTRIBUTION OF THE STUDY 

This research makes multiple contributions in the field of biometric fusion 

authentication and in the field of security in IIoT.  

• The study presents a simulation-based, structured method for studying the 

behaviour of the fusion of biometric data in virtual industrial environments 

with Second Life.  

• The research contributes to the current body of HCI to incorporate usability, 

environmental stress, behavioural variability, and adaptive biometric fusion 

into a single IIoT authentication framework.  

• The proposed Artefact 3 architecture provides a conceptual basis for adaptive 

biometric authentication systems in the future. 
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6.4.1 Practical Implications 

The implications of this research are meaningful for heavy construction industries 

with similar constraints / environmental stressors, advising them to upgrade or 

implement biometric access control systems. The results indicate that environmental 

variability should be taken into account when designing the system in the deployment 

sites, such as factories, ports, logistics centres, construction sites, mines, or 

manufacturing plants. 

It shows that, under certain circumstances, it is possible to obtain a high 

security performance with static biometric systems, but due to excessive legitimate 

rejection rates, the usability of the system with regard to operational use is reduced. 

Adaptive authentication, environmental sensing, worker usability, and multimodal 

redundancy should thus be key concerns for industrial authentication systems.  

The face-channel scores declined approximately linearly as the number of 

environmental constraints increased. The score decreased from 90 under no 

constraints to 5 under five constraints, representing an average reduction of 17 points 

per additional constraint, equivalent to approximately 18.9% of the initial score. In 

contrast, the overall pass rate declined nonlinearly across the constraint levels, with 

rates of 1.00, 0.93, 0.40, 0.23, 0.20 and 0.00, respectively (Table 4.5 & 4.10). The 

largest reduction occurred between one and two constraints, where the pass rate 

decreased from 93.3% to 40.0%. This difference between the approximately linear 

decline in individual channel scores and the nonlinear decline in overall pass rates 

reflects the operation of the static fusion rule and its fixed passing threshold of 60. 

This threshold behaviour is specific to the scripted simulation and the static fusion 

configuration; it should not be interpreted as evidence of equivalent behaviour in real-

world biometric systems. 

6.5 ISO STANDARDS ALIGNMENT TO ARTEFACT 3 

In this section ISO standards are mapped out to Artefact 3, to help aid its 

interoperability. Authentication must not obstruct local emergency actions (IEC, 

2013). Artefact 3 therefore (1) keeps emergency-stop and other safety functions 

independent of authentication and hard-wired, (2) gates only access, override, bypass, 

reset and restart, (3) provides an audited break-glass procedure in every zone, (4) gives 

a rejected worker a bounded fallback ladder of retry, alternate modality, token and 
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supervisor, (5) fails egress doors safe and sensitive-zone entry secure, and (6) does not 

make evacuation tracking depend on a biometric match. 

Table 6.2 ISO Mapping to Artefact 3 

Artefact 3 element (Section 

5.5) 

Standard counterpart How it is addressed 

Sensor and recognition 

modules 

IEC 62443-3-3 SR 1.1 Biometric identification of each worker 

Enrolment, template store, 

revocation 

SR 1.3, 1.4, 1.5 Account, identifier and authenticator management; 

template protection 

Policy layer with step-up SR 1.1 enhancements; 

security levels 

Stronger authentication in higher-level zones 

Adaptive thresholds Security level capability Tightened in higher-level zones, never below the 

zone minimum 

Failed-attempt handling SR 1.11 Lock-out balanced against emergency access 

Explainability output SR 1.10 Feedback must not leak information to an attacker 

Audit and decision log SR 2.8, 2.12; NIST AU 

family 

Records who were authenticated, when, with what 

confidence 

Remote and vendor access SR 1.13; IEC 62443-2-4 Multifactor authentication on untrusted networks 

The 59.4% false rejection rate under static fusion (Section 4.3.7) shows why 

authentication must never sit in the path of emergency actions. In line with IEC 62443-

3-3 and NIST SP 800-82, Artefact 3 separates safety functions from authentication, 

uses a bounded fallback ladder and provides an audited break-glass path (Section 

5.5.3). The figure comes from a scripted simulation, so it illustrates the risk and is not 

a field estimate. 

6.6 FUTURE RECOMMENDATIONS 

The findings of this research and limitations are used to propose several 

recommendations for future research as follows: 

 Expanded Biometric Modalities 
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The study of other biometric characteristics like thermal biometrics, heart rate 

signatures, behavioural micro-patterns, EEG, and wearable sensor biometrics 

should be explored in future studies.  

 Longitudinal Human-Centred Studies 

Future research should explore how well workers will accept and adapt to this 

unit, worker fatigue and stress behaviour, and the long-term effects on usability, 

through the application of usability principles.  

 Edge Computing and IIoT Integration 

For future deployments, the following are potential research areas: edge AI 

processing, real-time integration of IIoT, distributed biometric gateways, and 

low-latency authentication architectures.  

 Multi-User and Multi-Site Authentication 

Multi-worker support, cross-site synchronisation, and enterprise-scale 

federation should be supported in future systems.  

6.7 CHAPTER CONCLUSION 

The results of the study were discussed in this chapter, in reference to the research 

questions and hypotheses. The study showed that, in a stable environment, the 

biometric fusion authentication systems are effectively used to secure access to IIoT, 

however, in an environment that is stressful, the system can become more unstable. 

The results showed that the biometric reliability, usability, and stability of 

authentication are greatly affected by the environment. Multimodal biometric fusion 

worked well to make it more resilient, but a static equal-weight design was found to 

be inadequate for dynamic industrial settings. 

Thus, it can be concluded that future IIoT biometric authentication systems 

need to be adaptive, context-aware, and human-centred, where they will intelligently 

learn and adapt to the changing conditions of the environment and operational stress. 

This study combines the concepts of simulation testing, experimental analysis, and 

expert review-guided redesign to further theory and practice in the design of future 

adaptive biometric authentication systems in industrial settings.  

. 
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Chapter 7: Conclusion 

7.0 INTRODUCTION 

In this thesis, the author investigated the feasibility of enabling seamless biometric 

access control for industrial workers operating under realistic constraints. The issue 

that needed to be addressed was practical: many biometric systems that operate 

without problems in controlled environments fail when used in dynamic environments 

where workers are wearing PPE, lighting changes, noise, and movement cannot be 

controlled. The thesis, in response, proposed and tested an adaptive multimodal 

authentication system for IIoT, which considers the security and operational usability. 

The research questions (RQs) and the hypotheses were: 

• RQ1: What limitations arise when biometric authentication is used by 

industrial workers? (H1: The reliability of authentication is influenced by the 

environment or operation.) 

• RQ2: Which biometric traits and combinations can identify and verify 

workers effectively? (H2: multimodal trait makes a trait more reliable.) 

• RQ3: What mechanisms are required for a practical IIoT biometric access-

control framework? Now let's look at the mechanisms required for a feasible 

IIoT biometric access-control framework: (H3) Adaptive fusion, context 

awareness, and standards-informed governance are needed. 

The DSRM framing was employed in this study. The multimodal fusion system was 

evaluated in Artefact 2 (A2), which simulated a Second Life application in which a 

worker avatar was subjected to specific constraints (such as PPE obstruction, 

movement, and lighting). Artefact 3 (A3) then applied structured feedback from the 

nine industrial domain specialists to further develop the architecture into an adaptive 

and context-aware architecture with a specific focus on adversarial testing, standards 

alignment, edge deployment, and usability within the operational workflows. 

7.1 SUMMARISED KEY FINDINGS 

There are various key findings of this study: 

• Static fusion collapse: In Artefact 2, four to five constraints resulted in a sharp 

drop in the usability. In the worst-case stress, the False Rejection Rate (FRR) 

was about 59.4%. This helps H1 and shows how stressors can interact 
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nonlinearly in an industrial environment. In this case, the equal-weight fusion 

is impractical to run. 

• Multimodal resilience (with limits): None of the properties was consistent 

when all constraints occurred together. Face and ear recognition decreased in 

low lighting and with PPE, while gait and voice recognition decreased in the 

presence of high movement and noise. Traits (face, gait, voice, and ear) and 

fall-back iris/fingerprint options had a positive impact on overall resilience 

and, in part, supported H2. The results, however, demonstrate that 

multimodality is not enough without adaptive weighting: in compounded 

stress, even multimodal fusion can yield an unacceptably high number of false 

rejections. 

• Need for an adaptive framework: Artefact 3 proposes mechanisms to 

address RQ3 and H3, such as adaptive weighting (prioritising the most reliable 

modalities among the ones currently available), context sensing 

(understanding the context by sensing lighting, motion, and PPE), and 

escalation pathways (e.g., iris/fingerprint) if primary traits are not reliable. In 

response to adversarial threats, anti-spoofing and liveness detection 

(performed according to ISO/IEC 30107) were added, along with policy 

governance (which was based on ISO 27001) and edge-first processing, which 

met latency and privacy requirements. 

• Theoretical contributions: The thesis builds on the field of biometric fusion 

and IIoT security to show that authentication reliability rather than a gradual 

degradation when subjected to stressors in the industrial environment. It also 

proposes adaptive fusion, context sensing, and escalation pathways 

architecture-level synthesis (Artefact 3) that integrates all these aspects, as 

well as a means to explore usability-sensitive authentication logic at scale prior 

to field deployment using simulation. 

• Practical implications: In terms of experts, this study shows that in many 

scenarios, the deployment of generic biometric systems is not suitable for an 

industrial setting without modifications. Systems must be adaptable to 

changing conditions, and should strike a balance between security and the 

continuity of the workflow, and minimise unnecessary rejections. The expert 

panel highlighted the need for standards-aligned governance and explicit 
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presentation attack detection based on ISO/IEC 30107 principles to access 

control and auditability. Edge computing was also a recurring theme for 

minimising latency and avoiding reliance on cloud connectivity in situations 

with limited bandwidth or where connectivity is not guaranteed. 

7.2 KEY RESULTS MAPPED TO RESEARCH QUESTIONS 

This section briefly recaps the discussion in Chapter 6. 

• RQ1 (Limitations): The study is consistent with the findings that 

environmental and conditional constraints are the main limitations for 

industrial biometrics. Low light and headgear or PPE resulting in occlusion 

had a significant impact on visual modalities (e.g., face), and voice and gait 

were impaired by noise and gait variability. These effects were non-linear, with 

performance changing abruptly after several constraints were added; the 

highest-constraint case reached about 59% FRR. 

• RQ2 (Effective traits): Multimodal fusion (face, voice, gait, ear, with optional 

iris/fingerprint escalation) proved to be more resilient than any single 

modality, in that the different traits were more susceptible to different stressors. 

For instance, masked faces are still informative when discussing their gait, but 

not when discussing their voice, while masked voices are still informative, but 

when noise is high, gait is useful. As a result, the evidence supports the 

refinement of H2: modalities complement each other to enhance robustness, 

especially when fused with a weight rather than a fixed one. 

• RQ3 (Required mechanisms): Based on the experimental results and expert 

review, five mechanisms were found recurring in all the designs proposed for 

Artefact 3: (1) adaptive fusion and weighting based on reliability, (2) context 

awareness by using sensor information (lighting, motion), (3) escalation 

pathway to fallback mechanisms when confidence is low, (4) presentation 

attack detection and liveness checks that are consistent with the requirements 

of ISO/IEC 30107, and (5) edge-oriented processing to meet the latency 

requirements. The ISO/IEC 27001 principles help to implement a policy layer 

that enables auditability and operational governance. 



 
 

204 
 

7.3 THEORETICAL CONTRIBUTIONS 

This research makes several contributions to the literature on biometrics and IIoT 

security: 

• It embeds HCI and environmental aspects in the designs of a biometric system, 

according to the usability principles of ISO standard 9241-11. It takes into account 

effectiveness, efficiency, and satisfaction within context, which broadens the 

scope of biometric research into real-world uses. 

• It proposes a new Artefact 3 adaptive architecture that merges context-

awareness, adaptive fusion, escalation, and compliance. This system-level design 

has not been shown in prior work and can serve as a baseline for future adaptive 

biometrics research. 

• It demonstrates the value of virtual simulations (Second Life) for biometric 

experimentation, offering a method to test user-behaviour interactions and system 

logic under controlled yet realistic constraints. 

7.4 PRACTICAL AND INDUSTRIAL IMPLICATIONS 

For practitioners who are thinking about implementing biometric access control at 

factories, ports, construction sites, and other industrial settings, the results suggest that 

it is a misconception to think that there is a single “best” biometric they need to choose 

and that, rather, how the system is engineered to deal with variations is more 

important. Especially, occlusion, movement, noise, and intermittent connections 

should be considered in designs as well as continuity of the workflow, with careful 

attention to strong security measures. 

• Use multimodal, adaptive fusion: Integrate complementary features and use 

them in real-time to ensure the most sound and confident signal is used in real 

time. 

• Design for usability under pressure: Workers should not have to pause or 

repeat steps to get authenticated, false rejections will hinder operation, and 

decrease acceptance. 

• Treat liveness and spoof resistance as mandatory: Presentational attack 

detection and evaluate systematically (according to ISO/IEC 30107 

expectations). 
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• Leverage edge computing: Use edge computing to reduce latency and 

dependence on cloud connectivity by performing matching and fusion at the 

edge. 

• Engineer for harsh conditions: Ensure proper sensing and filtering of dust, 

rain, variable lighting, and high noise, and validate under representative site 

conditions. 

7.5 LIMITATIONS 

There are several limitations to the study that were partly mitigated by the expert 

feedback, but they are as follows: 

• Simulation vs. real-world capture: Artefact 2 used a virtual environment to 

do the simulation instead of a real-world capture. The evaluation of fusion 

logic and avatar behaviour was supported by Second Life, but it was unable to 

capture physiological biometrics, so the results may vary in physical 

deployments. 

• Simplified user modelling: Avatar interactions and constraint proxies are 

good approximations of actual actions, and may not accurately represent all 

the variability of human action, posture, constraints and fatigue. 

• Scope of conditions and threats: Conditions and threats simulated were 

limited to those defined in the simulation (up to five). Real sites bring more 

dynamics (weather, variety of PPE, changing workflows), and the Artefact 2 

threat model was not sophisticated adversaries or insider scenarios. 

• Baseline choice: Artefact 2 used the equal-weight majority fusion as a 

baseline. Advanced but non-adaptive baselines (e.g., learned fusion without 

context) were not tested and could give better results compared to the naive 

baseline. 

• Prototype maturity: Artefact 3 is specified as a conceptual architecture. Not 

yet implemented and validated as a live system, it cannot be assumed to 

provide benefits until the engineering process and introduction to a field in a 

staged evaluation are completed. 

• The only non-adaptive baseline was equal-weight majority fusion. A learned 

score-level fusion baseline, such as logistic regression on channel scores 

without context (Ross & Jain, 2003; Nandakumar et al., 2008), was not 
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included because the simulation produced only genuine, scripted-degradation 

attempts and no impostor scores, so a classifier could only learn the scripting 

rule. This is the first extension recommended.' Optional extension: a Monte 

Carlo score model comparing equal-weight, learned context-blind and 

context-weighted fusion at a fixed false acceptance rate, presented as a 

sensitivity analysis because the context-weighted rule uses the scripted 

degradation 

• The review used short, mostly structured questions with an open comment 

item, which produced focused judgements but limited explanation of reasons. 

The panel was selected purposively, coded by one researcher, and saw earlier 

summary results, so agreement may be partly anchored. Against the principles 

of Klein and Myers (1999), contextualisation and multiple interpretations were 

supported, while researcher–subject interaction and critical examination of 

bias were weak. Nine participants is consistent with code-saturation evidence 

(Guest et al., 2006; Hennink et al., 2017) but may not reach meaning 

saturation. Future work should use semi-structured follow-up interviews, a 

second coder and a wider panel 

7.6 RECOMMENDATIONS 

Based on the findings, the following actions are recommended: 

• Short-term (Research & Development): Carry out tests and a prototype of 

the Artefact 3 architecture, which includes adaptive weighting and context 

sensors. Start small-scale pilot tests in a controlled industrial environment, 

gather real data, and improve algorithms. Ensure policy readiness by 

implementing governance from the beginning that is based on standards (such 

as access control, logging, handling, and secure handling based on ISO/IEC 

27001 principles. 

• Short-term (security validation): Design and test liveness and anti-spoofing 

for each modality and implement repeatable PAD testing procedures, based on 

ISO/IEC 30107. 

• Medium-term (Deployment & Evaluation): Deploy pilots at one industrial 

site, or several industrial sites, such as a construction site or port. Take 

advantage of edge computing hardware to enable low-latency fusion. Collect 
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quantitative data (authentication success rates, FRR/FAR, time to authenticate) 

and qualitative feedback (user acceptance, ease of use) during the pilots. 

• Medium-term (adversarial and resilience testing): Take the evaluation 

beyond simple spoofing and coordinate the attack (e.g., deepfakes, replay, 

network-layer disruption). Monitor and record successes, false alarms, and 

operational effects, then incorporate findings into the improvements of fusion 

policies, escalation triggers, and monitoring rules. 

• Medium-term (standards and governance): Ensure that implementation is 

in accordance with relevant industrial security standards and biometric 

standards and define appropriate governance for enrolment, retention, access 

control, and audit logging. In cases of jurisdiction crossovers, ascertain if 

biometric handling is compliant with relevant privacy and data protection 

laws. 

• Long-term (Scale & Policy): Once the pilots are a success, plan for enterprise 

deployment. Implement biometric and context-aware authentication in the 

corporations' security policies. Train users to ensure high data quality and data 

acceptance. 

• Long-term (Continuous Evaluation): Implement ongoing monitoring of the 

system in production. Define KPIs (e.g. reduction in tailgating incidents, 

authentication speed, error rates) and regular audit performance. Solicit user 

feedback to iterate on usability improvements. 

• Research: Investigate other modalities (e.g., thermal, heartbeat, or wearable 

sensors) and AI techniques (e.g., reinforcement learning for fusion 

optimisation and explainable AI) to enhance adaptability and trust further. 

7.7 ARTEFACT 2 VS ARTEFACT 3 COMPARISON 

This subsection summarises the conclusions of the Artefact 2-Artefact 3 comparison 

in the table below. 
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Table 7.1 Artefact 2 and Artefact 3 comparison table from sections 4.5 and 5.5 

ASPECT ARTEFACT 2 (section 4.5) ARTEFACT 3 (section 5.5) 

Purpose Test a foundational system that fuses 

multiple data modalities based on 

static equal weights in a simulated 

IIoT setting. 

Create a holistic, flexible, 

context-aware, biometric 

access model for IIoT. 

 

Strengths Simple architecture showed the basic 

viability of the multimodal biometrics 

concept. 

Flexibility in adapting to a 

changing environment, 

environmental awareness, 

usability, and security 

improvement. 

Weaknesses High False rejection rate with 

multiple constraints, no Anti-

spoofing, Static Policy. 

More complex design; not 

tested in actual deployment; 

needs to have accurate 

sensing and model training; 

overhead of integration. 

Key 

Components 

Multimodal sensors (face, gait, voice, 

ear), equal weight majority fusion, 

simulated constraint token. 

Context sensors (light, 

motion, and PPE detectors), 

deep-learning feature 

extractors, adaptive 

weighting engines, liveness 

(anti-spoof) modules, edge 

computing nodes, and 

policy/access control layers. 

Readiness The prototype is only validated in 

simulation, not robust to the 

variability in the real world. 

Concept design, with expert 

feedback, needs to be 

validated in the field and in 

the engineering process 

before deployment. 
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7.8 CONCLUSION 

Overall, this research shows that to realise seamless biometric authentication in 

industrial environments, a fixed approach is not sufficient, but an adaptive, context-

aware approach is necessary. In contrast to the traditional multimodal fusion method, 

which is secure, it fails under the variations of real-world conditions. In contrast, the 

Artefact 3 architecture focuses on adapting security methods to the context of the user 

and the environment, as well as to escalate to fallback methods, as and when 

necessary, without detracting from the usability of the operation. The results include 

a theoretical analysis as well as practical design information, supported by simulations 

and expert validation.  

Going forward, efforts should be made to implement and pilot test Artefact 3 

in real IIoT environments and to iteratively improve it through adversarial testing and 

user feedback. Finally, these findings and standards-based controls (such as ISO 

27001/30107) can help to create reliable and usable access using biometrics that can 

satisfy the requirements of Industry 4.0. 
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Appendix Artefact 1 –Experts Participation 
This Appendix presents the expert's review document, which includes a detailed 

description of the study, as well as the questions and answers sent and received from 

various experts. 

 
Figure 7.1 Industrial Expert study. 

Overview of the Proposed System and Experimental Study 
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Introduction: 

The adaptive industrial authentication system is designed to operate and function 

effectively under real-world constraints. The study is founded on the theoretical 

construct (Artefact 1), evaluated through experimental results (Artefact 2) using 

Second Life virtual reality software, and then presents a functionally upgraded system 

architecture (Artefact 3). Together, these elements provide a complete view of how 

biometric authentication can be improved within constrained industrial environments. 

The core of this research is to address a key limitation in traditional 

authentication systems: their inability to adapt to environmental conditions. Drawing 

from the literature, the study assumes that authentication should not be static, but 

context-aware and responsive. This principle (Artefact 1) is implemented in the 

system (Artefact 3) through modules such as the constraint detection and context 

evaluation components, which allow the system to interpret environmental factors 

such as low lighting, movement, or protective equipment. The experimental findings 

(Artefact 2) demonstrate that incorporating contextual awareness improves the overall 

effectiveness of authentication decisions. 

To strengthen reliability, the system integrates multi-modal biometric inputs, 

including facial features, voice, ear characteristics, and avatar-based identity tokens. 

This approach is informed by theoretical work suggesting that combining multiple 

biometric sources increases accuracy and robustness. Within the implemented system, 

these inputs are processed through biometric capture interfaces and evaluated 

collectively. The experimental results confirm that this multi-modal approach 

enhances authentication performance, particularly in constrained scenarios where 

individual biometric signals may be degraded. 

A significant contribution of this research lies in its ability to handle 

environmental constraints typical of industrial settings. Factors such as masks, 

helmets, and fast movement are explicitly modelled within the system. These 

constraints are not treated as external limitations but as integral inputs that shape the 

authentication process. The results show that the system maintains effectiveness even 

with such constraints, demonstrating its practical applicability. 

Central to the system is an adaptive decision-making mechanism, which 

dynamically adjusts the importance (weighting) of different biometric inputs based on 

context. This reflects the theoretical expectation that not all biometric signals are 

equally reliable in all situations. The implemented adaptive weighting engine and 
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decision module ensure that the system prioritises the most reliable inputs at any given 

time. Experimentally, this leads to more consistent and efficient authentication 

outcomes. 

The system also incorporates a secure identity and policy management layer, 

ensuring that authentication decisions are aligned with predefined access control rules. 

Biometric templates and authorisation policies are stored and retrieved as part of the 

decision process. This integration ensures that the system is not only accurate but also 

secure and compliant with access requirements. 

To support evaluation, the research includes a monitoring and audit component 

that records performance metrics such as confidence scores, authentication outcomes, 

and decision logs. These outputs form the basis of Artefact 2, enabling a clear 

assessment of system effectiveness. Rather than focusing heavily on user perception, 

the study prioritises technical performance, particularly efficiency and effectiveness, 

as the primary indicators of success. 

Overall, the research demonstrates that an adaptive, context-aware biometric 

system can operate efficiently within a simulated industrial environment. The system 

design (Artefact 3) successfully implements the theoretical expectations (Artefact 1), 

and the experimental results (Artefact 2) confirm its effectiveness. This alignment 

provides strong evidence that the proposed approach is both technically sound and 

practically relevant. 

 

Closing Statement for Expert Readers 

This study establishes a clear link between theory (Artefact 1), system implementation 

(Artefact 3), and experimental validation (Artefact 2), demonstrating that adaptive, 

multi-modal biometric authentication can achieve efficient and effective performance 

in constrained industrial environments. 

 

Questions 

• Is this solution doable?  

• Is it comprehensive?  

• Other comments? 
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Appendix A2 – Expert Feedback  
Expert 1 Feedback 

Shipping / Construction Worker (Field Operator Perspective) 

Experience: 15+ years on industrial sites, MSC cybersecurity 

1. Is this solution doable? 

Yeah, it’s doable—but only if it works fast and doesn’t slow us down. On-site, we 

don’t have time to stand still for scans. If your system can recognise someone even 

when they’re moving or wearing gear, then it fits reality. 

2. Is it comprehensive? 

From what I see, yes. You’ve thought about helmets, masks, and lighting—that’s real 

life for us. Most systems ignore that. 

3. Other comments 

Just make sure it works in rough conditions—dust, noise, rain. If it fails when things 

get messy, people won’t use it. 

4. Qualifications and role 

Heavy machinery operator, logistics and port construction environments. 

 

Expert 2 Feedback 

Job: IT security, Authentication Systems 

1. Doable? 

Yes. The architecture aligns well with adaptive authentication frameworks. The 

integration of context-awareness is particularly strong. 

2. Comprehensive? 

Highly. The linkage between Artefact 1, Artefact 2, and Artefact 3 demonstrates 

theoretical, experimental, and architectural completeness. 

3. Other comments 

Your adaptive weighting engine is the strongest contribution. However, I would 

recommend incorporating adversarial testing—particularly spoofing resistance. 

4. Role 

PhD in IT security, specialised in biometric authentication systems/lecturer 

university of Enugu 10+ years. 
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Expert 3 Feedback 

1. Doable? 

Yes, especially with current IAM systems. The policy layer you included is critical 

and realistic. 

2. Comprehensive? 

Yes, though I would like to see more detail on policy conflict resolution. 

3. Other comments 

Your integration of biometric templates with access control policies is solid. 

Consider compliance frameworks like ISO 27001. 

4. Role 

Full stack and security developer +15 years / Identity & Access Management, BSC 

Information Technology 

 

Expert 4 Feedback 

1. Doable? 

Yes. Multi-modal biometrics is already proven; your novelty lies in adaptation. 

2. Comprehensive? 

Very strong. Combining ear, speech, and facial data is a robust approach. 

3. Other comments 

Weight adaptation based on environmental conditions is scientifically sound. I would 

suggest adding confidence scoring transparency. 

4. Role 

Professor in Biometric Systems Engineering, Biometric Systems Designer 7years 

 

 

Expert 5 Feedback 

1. Doable? 

Yes—but only if tested against attacks. 

2. Comprehensive? 

Technically yes, but offensively incomplete. 
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3. Other comments 

How does it handle spoofing? Deepfakes? Replay attacks? If this isn’t addressed, 

attackers will exploit it. 

4. Role 

Red Team Specialist, Applied Security 6+, MSc Computer Science 

 

Expert 6 Feedback 

1. Doable? 

Yes. The system fits well within IoT ecosystems where devices need contextual 

authentication. 

2. Comprehensive? 

Yes, particularly in handling environmental constraints. 

3. Other comments 

Latency and edge processing need consideration. Industrial IoT systems cannot rely 

heavily on cloud delays. 

4. Role 

IoT Systems Engineer, 6years   

 

Expert 7 Feedback 

1. Doable? 

Yes, especially using platforms like Second Life for simulation. 

2. Comprehensive? 

Yes, the use of avatars as proxies is clever and appropriate. 

3. Other comments 

Simulation validity is strong, but real-world transferability must be validated beyond 

VR. 

4. Role 

VR Systems Designer and Game designer 10+ years  
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Expert 8 Feedback 

1. Doable? 

Yes, and highly relevant for Industry 4.0 environments. 

2. Comprehensive? 

Yes, particularly the environmental constraint modelling. 

3. Other comments 

Your system aligns with smart factory needs. However, integration with legacy 

industrial systems will be a challenge. 

4. Role 

Industrial IoT Architect 15years +. BSc Computer Science 

 

Expert 9 Feedback 

1. Doable? 

If it’s simple and fast, yes. 

2. Comprehensive? 

Better than most systems we use. 

3. Other comments 

We deal with people wearing PPE all the time. If your system works with helmets 

and masks, that’s a big win. 

4. Role 

Site Security Supervisor +20years.
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Appendix B1- Second Life Test result table 
 

Table 7.2 Experimental Result 

TRIAL AVATAR MASK HELMET HEAVYLOAD LOWLIGHT FASTMOVE FACE GAIT VOICE EAR AVATARID FUSION_SCORE DECISION 
1 A1 0 0 0 0 0 82 84 86 88 96 87.67 PASS 
2 A1 0 0 0 0 1 67.2 70.6 74 77.4 92.2 77.07 PASS 
3 A1 0 0 0 1 0 67.2 70.6 74 77.4 92.2 77.07 PASS 
4 A1 0 0 0 1 1 52.5 57.1 61.9 66.9 88.3 66.45 PASS 
5 A1 0 0 1 0 0 67.2 70.6 74 77.4 92.2 77.07 PASS 
6 A1 0 0 1 0 1 52.5 57.1 61.9 66.9 88.3 66.45 PASS 
7 A1 0 0 1 1 0 52.5 57.1 61.9 66.9 88.3 66.45 PASS 
8 A1 0 0 1 1 1 37.7 43.7 49.9 56.3 84.5 55.85 FAIL 
9 A1 0 1 0 0 0 67.2 70.6 74 77.4 92.2 77.07 PASS 

10 A1 0 1 0 0 1 52.5 57.1 61.9 66.9 88.3 66.45 PASS 
11 A1 0 1 0 1 0 52.5 57.1 61.9 66.9 88.3 66.45 PASS 
12 A1 0 1 0 1 1 37.7 43.7 49.9 56.3 84.5 55.85 FAIL 
13 A1 0 1 1 0 0 52.5 57.1 61.9 66.9 88.3 66.45 PASS 
14 A1 0 1 1 0 1 37.7 43.7 49.9 56.3 84.5 55.85 FAIL 
15 A1 0 1 1 1 0 37.7 43.7 49.9 56.3 84.5 55.85 FAIL 
16 A1 0 1 1 1 1 23 30.2 37.8 45.8 80.6 45.23 FAIL 
17 A1 1 0 0 0 0 67.2 70.6 74 77.4 92.2 77.07 PASS 
18 A1 1 0 0 0 1 52.5 57.1 61.9 66.9 88.3 66.45 PASS 
19 A1 1 0 0 1 0 52.5 57.1 61.9 66.9 88.3 66.45 PASS 
20 A1 1 0 0 1 1 37.7 43.7 49.9 56.3 84.5 55.85 FAIL 
21 A1 1 0 1 0 0 52.5 57.1 61.9 66.9 88.3 66.45 PASS 
22 A1 1 0 1 0 1 37.7 43.7 49.9 56.3 84.5 55.85 FAIL 
23 A1 1 0 1 1 0 37.7 43.7 49.9 56.3 84.5 55.85 FAIL 
24 A1 1 0 1 1 1 23 30.2 37.8 45.8 80.6 45.23 FAIL 
25 A1 1 1 0 0 0 52.5 57.1 61.9 66.9 88.3 66.45 PASS 
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26 A1 1 1 0 0 1 37.7 43.7 49.9 56.3 84.5 55.85 FAIL 
27 A1 1 1 0 1 0 37.7 43.7 49.9 56.3 84.5 55.85 FAIL 
28 A1 1 1 0 1 1 23 30.2 37.8 45.8 80.6 45.23 FAIL 
29 A1 1 1 1 0 0 37.7 43.7 49.9 56.3 84.5 55.85 FAIL 
30 A1 1 1 1 0 1 23 30.2 37.8 45.8 80.6 45.23 FAIL 
31 A1 1 1 1 1 0 23 30.2 37.8 45.8 80.6 45.23 FAIL 
32 A1 1 1 1 1 1 8.2 16.8 25.8 35.2 76.8 34.63 FAIL 
33 A2 0 0 0 0 0 77.9 79.8 81.7 83.6 91.2 83.28 PASS 
34 A2 0 0 0 0 1 63.1 66.4 69.7 73 87.4 72.68 PASS 
35 A2 0 0 0 1 0 63.1 66.4 69.7 73 87.4 72.68 PASS 
36 A2 0 0 0 1 1 48.4 52.9 57.6 62.5 83.5 62.07 PASS 
37 A2 0 0 1 0 0 63.1 66.4 69.7 73 87.4 72.68 PASS 
38 A2 0 0 1 0 1 48.4 52.9 57.6 62.5 83.5 62.07 PASS 
39 A2 0 0 1 1 0 48.4 52.9 57.6 62.5 83.5 62.07 PASS 
40 A2 0 0 1 1 1 33.6 39.5 45.6 51.9 79.7 51.47 FAIL 
41 A2 0 1 0 0 0 63.1 66.4 69.7 73 87.4 72.68 PASS 
42 A2 0 1 0 0 1 48.4 52.9 57.6 62.5 83.5 62.07 PASS 
43 A2 0 1 0 1 0 48.4 52.9 57.6 62.5 83.5 62.07 PASS 
44 A2 0 1 0 1 1 33.6 39.5 45.6 51.9 79.7 51.47 FAIL 
45 A2 0 1 1 0 0 48.4 52.9 57.6 62.5 83.5 62.07 PASS 
46 A2 0 1 1 0 1 33.6 39.5 45.6 51.9 79.7 51.47 FAIL 
47 A2 0 1 1 1 0 33.6 39.5 45.6 51.9 79.7 51.47 FAIL 
48 A2 0 1 1 1 1 18.9 26 33.5 41.4 75.8 40.85 FAIL 
49 A2 1 0 0 0 0 63.1 66.4 69.7 73 87.4 72.68 PASS 
50 A2 1 0 0 0 1 48.4 52.9 57.6 62.5 83.5 62.07 PASS 
51 A2 1 0 0 1 0 48.4 52.9 57.6 62.5 83.5 62.07 PASS 
52 A2 1 0 0 1 1 33.6 39.5 45.6 51.9 79.7 51.47 FAIL 
53 A2 1 0 1 0 0 48.4 52.9 57.6 62.5 83.5 62.07 PASS 
54 A2 1 0 1 0 1 33.6 39.5 45.6 51.9 79.7 51.47 FAIL 
55 A2 1 0 1 1 0 33.6 39.5 45.6 51.9 79.7 51.47 FAIL 
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56 A2 1 0 1 1 1 18.9 26 33.5 41.4 75.8 40.85 FAIL 
57 A2 1 1 0 0 0 48.4 52.9 57.6 62.5 83.5 62.07 PASS 
58 A2 1 1 0 0 1 33.6 39.5 45.6 51.9 79.7 51.47 FAIL 
59 A2 1 1 0 1 0 33.6 39.5 45.6 51.9 79.7 51.47 FAIL 
60 A2 1 1 0 1 1 18.9 26 33.5 41.4 75.8 40.85 FAIL 
61 A2 1 1 1 0 0 33.6 39.5 45.6 51.9 79.7 51.47 FAIL 
62 A2 1 1 1 0 1 18.9 26 33.5 41.4 75.8 40.85 FAIL 
63 A2 1 1 1 1 0 18.9 26 33.5 41.4 75.8 40.85 FAIL 
64 A2 1 1 1 1 1 4.1 12.6 21.5 30.8 72 30.25 FAIL 
65 A3 0 0 0 0 0 86.1 88.2 90.3 92.4 100 91.92 PASS 
66 A3 0 0 0 0 1 71.3 74.8 78.3 81.8 97 81.45 PASS 
67 A3 0 0 0 1 0 71.3 74.8 78.3 81.8 97 81.45 PASS 
68 A3 0 0 0 1 1 56.6 61.3 66.2 71.3 93.1 70.83 PASS 
69 A3 0 0 1 0 0 71.3 74.8 78.3 81.8 97 81.45 PASS 
70 A3 0 0 1 0 1 56.6 61.3 66.2 71.3 93.1 70.83 PASS 
71 A3 0 0 1 1 0 56.6 61.3 66.2 71.3 93.1 70.83 PASS 
72 A3 0 0 1 1 1 41.8 47.9 54.2 60.7 89.3 60.23 PASS 
73 A3 0 1 0 0 0 71.3 74.8 78.3 81.8 97 81.45 PASS 
74 A3 0 1 0 0 1 56.6 61.3 66.2 71.3 93.1 70.83 PASS 
75 A3 0 1 0 1 0 56.6 61.3 66.2 71.3 93.1 70.83 PASS 
76 A3 0 1 0 1 1 41.8 47.9 54.2 60.7 89.3 60.23 PASS 
77 A3 0 1 1 0 0 56.6 61.3 66.2 71.3 93.1 70.83 PASS 
78 A3 0 1 1 0 1 41.8 47.9 54.2 60.7 89.3 60.23 PASS 
79 A3 0 1 1 1 0 41.8 47.9 54.2 60.7 89.3 60.23 PASS 
80 A3 0 1 1 1 1 27.1 34.4 42.1 50.2 85.4 49.62 FAIL 
81 A3 1 0 0 0 0 71.3 74.8 78.3 81.8 97 81.45 PASS 
82 A3 1 0 0 0 1 56.6 61.3 66.2 71.3 93.1 70.83 PASS 
83 A3 1 0 0 1 0 56.6 61.3 66.2 71.3 93.1 70.83 PASS 
84 A3 1 0 0 1 1 41.8 47.9 54.2 60.7 89.3 60.23 PASS 
85 A3 1 0 1 0 0 56.6 61.3 66.2 71.3 93.1 70.83 PASS 
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86 A3 1 0 1 0 1 41.8 47.9 54.2 60.7 89.3 60.23 PASS 
87 A3 1 0 1 1 0 41.8 47.9 54.2 60.7 89.3 60.23 PASS 
88 A3 1 0 1 1 1 27.1 34.4 42.1 50.2 85.4 49.62 FAIL 
89 A3 1 1 0 0 0 56.6 61.3 66.2 71.3 93.1 70.83 PASS 
90 A3 1 1 0 0 1 41.8 47.9 54.2 60.7 89.3 60.23 PASS 
91 A3 1 1 0 1 0 41.8 47.9 54.2 60.7 89.3 60.23 PASS 
92 A3 1 1 0 1 1 27.1 34.4 42.1 50.2 85.4 49.62 FAIL 
93 A3 1 1 1 0 0 41.8 47.9 54.2 60.7 89.3 60.23 PASS 
94 A3 1 1 1 0 1 27.1 34.4 42.1 50.2 85.4 49.62 FAIL 
95 A3 1 1 1 1 0 27.1 34.4 42.1 50.2 85.4 49.62 FAIL 
96 A3 1 1 1 1 1 12.3 21 30.1 39.6 81.6 39.02 FAIL 
97 A4 0 0 0 0 0 73.8 75.6 77.4 79.2 86.4 78.9 PASS 
98 A4 0 0 0 0 1 59 62.2 65.4 68.6 82.6 68.3 PASS 
99 A4 0 0 0 1 0 59 62.2 65.4 68.6 82.6 68.3 PASS 

100 A4 0 0 0 1 1 44.3 48.7 53.3 58.1 78.7 57.68 FAIL 
101 A4 0 0 1 0 0 59 62.2 65.4 68.6 82.6 68.3 PASS 
102 A4 0 0 1 0 1 44.3 48.7 53.3 58.1 78.7 57.68 FAIL 
103 A4 0 0 1 1 0 44.3 48.7 53.3 58.1 78.7 57.68 FAIL 
104 A4 0 0 1 1 1 29.5 35.3 41.3 47.5 74.9 47.08 FAIL 
105 A4 0 1 0 0 0 59 62.2 65.4 68.6 82.6 68.3 PASS 
106 A4 0 1 0 0 1 44.3 48.7 53.3 58.1 78.7 57.68 FAIL 
107 A4 0 1 0 1 0 44.3 48.7 53.3 58.1 78.7 57.68 FAIL 
108 A4 0 1 0 1 1 29.5 35.3 41.3 47.5 74.9 47.08 FAIL 
109 A4 0 1 1 0 0 44.3 48.7 53.3 58.1 78.7 57.68 FAIL 
110 A4 0 1 1 0 1 29.5 35.3 41.3 47.5 74.9 47.08 FAIL 
111 A4 0 1 1 1 0 29.5 35.3 41.3 47.5 74.9 47.08 FAIL 
112 A4 0 1 1 1 1 14.8 21.8 29.2 37 71 36.47 FAIL 
113 A4 1 0 0 0 0 59 62.2 65.4 68.6 82.6 68.3 PASS 
114 A4 1 0 0 0 1 44.3 48.7 53.3 58.1 78.7 57.68 FAIL 
115 A4 1 0 0 1 0 44.3 48.7 53.3 58.1 78.7 57.68 FAIL 
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116 A4 1 0 0 1 1 29.5 35.3 41.3 47.5 74.9 47.08 FAIL 
117 A4 1 0 1 0 0 44.3 48.7 53.3 58.1 78.7 57.68 FAIL 
118 A4 1 0 1 0 1 29.5 35.3 41.3 47.5 74.9 47.08 FAIL 
119 A4 1 0 1 1 0 29.5 35.3 41.3 47.5 74.9 47.08 FAIL 
120 A4 1 0 1 1 1 14.8 21.8 29.2 37 71 36.47 FAIL 
121 A4 1 1 0 0 0 44.3 48.7 53.3 58.1 78.7 57.68 FAIL 
122 A4 1 1 0 0 1 29.5 35.3 41.3 47.5 74.9 47.08 FAIL 
123 A4 1 1 0 1 0 29.5 35.3 41.3 47.5 74.9 47.08 FAIL 
124 A4 1 1 0 1 1 14.8 21.8 29.2 37 71 36.47 FAIL 
125 A4 1 1 1 0 0 29.5 35.3 41.3 47.5 74.9 47.08 FAIL 
126 A4 1 1 1 0 1 14.8 21.8 29.2 37 71 36.47 FAIL 
127 A4 1 1 1 1 0 14.8 21.8 29.2 37 71 36.47 FAIL 
128 A4 1 1 1 1 1 0 8.4 17.2 26.4 67.2 25.87 FAIL 
129 A5 0 0 0 0 0 88.6 90.7 92.9 95 100 94.07 PASS 
130 A5 0 0 0 0 1 73.8 77.3 80.8 84.5 99.8 84.07 PASS 
131 A5 0 0 0 1 0 73.8 77.3 80.8 84.5 99.8 84.07 PASS 
132 A5 0 0 0 1 1 59 63.8 68.8 73.9 96 73.45 PASS 
133 A5 0 0 1 0 0 73.8 77.3 80.8 84.5 99.8 84.07 PASS 
134 A5 0 0 1 0 1 59 63.8 68.8 73.9 96 73.45 PASS 
135 A5 0 0 1 1 0 59 63.8 68.8 73.9 96 73.45 PASS 
136 A5 0 0 1 1 1 44.3 50.4 56.8 63.4 92.2 62.88 PASS 
137 A5 0 1 0 0 0 73.8 77.3 80.8 84.5 99.8 84.07 PASS 
138 A5 0 1 0 0 1 59 63.8 68.8 73.9 96 73.45 PASS 
139 A5 0 1 0 1 0 59 63.8 68.8 73.9 96 73.45 PASS 
140 A5 0 1 0 1 1 44.3 50.4 56.8 63.4 92.2 62.88 PASS 
141 A5 0 1 1 0 0 59 63.8 68.8 73.9 96 73.45 PASS 
142 A5 0 1 1 0 1 44.3 50.4 56.8 63.4 92.2 62.88 PASS 
143 A5 0 1 1 1 0 44.3 50.4 56.8 63.4 92.2 62.88 PASS 
144 A5 0 1 1 1 1 29.5 37 44.7 52.8 88.3 52.25 FAIL 
145 A5 1 0 0 0 0 73.8 77.3 80.8 84.5 99.8 84.07 PASS 
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146 A5 1 0 0 0 1 59 63.8 68.8 73.9 96 73.45 PASS 
147 A5 1 0 0 1 0 59 63.8 68.8 73.9 96 73.45 PASS 
148 A5 1 0 0 1 1 44.3 50.4 56.8 63.4 92.2 62.88 PASS 
149 A5 1 0 1 0 0 59 63.8 68.8 73.9 96 73.45 PASS 
150 A5 1 0 1 0 1 44.3 50.4 56.8 63.4 92.2 62.88 PASS 
151 A5 1 0 1 1 0 44.3 50.4 56.8 63.4 92.2 62.88 PASS 
152 A5 1 0 1 1 1 29.5 37 44.7 52.8 88.3 52.25 FAIL 
153 A5 1 1 0 0 0 59 63.8 68.8 73.9 96 73.45 PASS 
154 A5 1 1 0 0 1 44.3 50.4 56.8 63.4 92.2 62.88 PASS 
155 A5 1 1 0 1 0 44.3 50.4 56.8 63.4 92.2 62.88 PASS 
156 A5 1 1 0 1 1 29.5 37 44.7 52.8 88.3 52.25 FAIL 
157 A5 1 1 1 0 0 44.3 50.4 56.8 63.4 92.2 62.88 PASS 
158 A5 1 1 1 0 1 29.5 37 44.7 52.8 88.3 52.25 FAIL 
159 A5 1 1 1 1 0 29.5 37 44.7 52.8 88.3 52.25 FAIL 
160 A5 1 1 1 1 1 14.8 23.5 32.7 42.2 84.5 41.65 FAIL 
161 A6 0 0 0 0 0 91.8 94.1 96.3 98.6 100 96.8 PASS 
162 A6 0 0 0 0 1 77.1 80.6 84.3 88 100 86.97 PASS 
163 A6 0 0 0 1 0 77.1 80.6 84.3 88 100 86.97 PASS 
164 A6 0 0 0 1 1 62.3 67.2 72.2 77.4 99.8 76.95 PASS 
165 A6 0 0 1 0 0 77.1 80.6 84.3 88 100 86.97 PASS 
166 A6 0 0 1 0 1 62.3 67.2 72.2 77.4 99.8 76.95 PASS 
167 A6 0 0 1 1 0 62.3 67.2 72.2 77.4 99.8 76.95 PASS 
168 A6 0 0 1 1 1 47.6 53.8 60.2 66.9 96 66.38 PASS 
169 A6 0 1 0 0 0 77.1 80.6 84.3 88 100 86.97 PASS 
170 A6 0 1 0 0 1 62.3 67.2 72.2 77.4 99.8 76.95 PASS 
171 A6 0 1 0 1 0 62.3 67.2 72.2 77.4 99.8 76.95 PASS 
172 A6 0 1 0 1 1 47.6 53.8 60.2 66.9 96 66.38 PASS 
173 A6 0 1 1 0 0 62.3 67.2 72.2 77.4 99.8 76.95 PASS 
174 A6 0 1 1 0 1 47.6 53.8 60.2 66.9 96 66.38 PASS 
175 A6 0 1 1 1 0 47.6 53.8 60.2 66.9 96 66.38 PASS 
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176 A6 0 1 1 1 1 32.8 40.3 48.2 56.3 92.2 55.77 FAIL 
177 A6 1 0 0 0 0 77.1 80.6 84.3 88 100 86.97 PASS 
178 A6 1 0 0 0 1 62.3 67.2 72.2 77.4 99.8 76.95 PASS 
179 A6 1 0 0 1 0 62.3 67.2 72.2 77.4 99.8 76.95 PASS 
180 A6 1 0 0 1 1 47.6 53.8 60.2 66.9 96 66.38 PASS 
181 A6 1 0 1 0 0 62.3 67.2 72.2 77.4 99.8 76.95 PASS 
182 A6 1 0 1 0 1 47.6 53.8 60.2 66.9 96 66.38 PASS 
183 A6 1 0 1 1 0 47.6 53.8 60.2 66.9 96 66.38 PASS 
184 A6 1 0 1 1 1 32.8 40.3 48.2 56.3 92.2 55.77 FAIL 
185 A6 1 1 0 0 0 62.3 67.2 72.2 77.4 99.8 76.95 PASS 
186 A6 1 1 0 0 1 47.6 53.8 60.2 66.9 96 66.38 PASS 
187 A6 1 1 0 1 0 47.6 53.8 60.2 66.9 96 66.38 PASS 
188 A6 1 1 0 1 1 32.8 40.3 48.2 56.3 92.2 55.77 FAIL 
189 A6 1 1 1 0 0 47.6 53.8 60.2 66.9 96 66.38 PASS 
190 A6 1 1 1 0 1 32.8 40.3 48.2 56.3 92.2 55.77 FAIL 
191 A6 1 1 1 1 0 32.8 40.3 48.2 56.3 92.2 55.77 FAIL 
192 A6 1 1 1 1 1 18 26.9 36.1 45.8 88.3 45.15 FAIL 
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Appendix B2- Second Life Implementation Code 
 

Gate_Scanner.Lsl — Land Scanner  

Place inside the Gate_Scanner prim on the land near the gate. 
// gate_scanner.lsl 
// Listens for PROBE messages, logs locally (object description), forwards to server 
or computes local fusion, 
// returns RESULT to HUD and instructs gate prim (GATE_CHANNEL). 

• Place gate_scanner.lsl in the Gate_Scanner prim content. Set SERVER_URL 
(ngrok https) when server is live. 

 
// ======================================================= 
//  GATE-SIDE BIOMETRIC SCANNER (MANUAL TOUCH VERSION) 
//  LSL-SAFE — NO SCOPE ERRORS — MATCHES HUD FORMAT 
// ======================================================= 
 
integer GATE_CH = -9001; 
integer LOG_CH  = -9002; 
 
// Biometrics 
list TRAITS = ["FACE","GAIT",”VOICE","EAR"," AVATARID"]; 
 
// Constraints 
list CONSTRAINTS = 
["MASK","HELMET","HEAVYLOAD","LOWLIGHT","FASTMOVE"]; 
 
// Detected constraints 
list DETECTED = []; 
 
// ---------- BASE SCORES ---------- 
integer getBase(string t) 
{ 
    if (t == "FACE") return 90; 
    if (t == "GAIT") return 85; 
    if (t == "VOICE") return 80; 
    if (t == "EAR")  return 75; 
    if (t == "AVATARID") return 100; 
    return 0; 
} 
 
// ---------- PENALTIES ---------- 
integer getPenalty(string c) 
{ 
    if (c == "MASK") return 25; 
    if (c == "HELMET") return 20; 
    if (c == "HEAVYLOAD") return 30; 
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    if (c == "LOWLIGHT") return 10; 
    if (c == "FASTMOVE") return 15; 
    return 0; 
} 
 
// ---------- DETECT CONSTRAINTS ---------- 
detectConstraints(key agent) 
{ 
    DETECTED = []; 
 
    list worn = llGetAttachedList(agent); 
    integer n = llGetListLength(worn); 
 
    integer i; 
    for (i = 0; i < n; i++) 
    { 
        key itemKey = llList2Key(worn, i); 
        string name = llToUpper(llKey2Name(itemKey)); 
 
        integer x; 
        for (x = 0; x < llGetListLength(CONSTRAINTS); x++) 
        { 
            string c = llList2String(CONSTRAINTS, x); 
            if (llSubStringIndex(name, c) != -1) 
            { 
                if (llListFindList(DETECTED, [c]) == -1) 
                    DETECTED += [c]; 
            } 
        } 
    } 
} 
 
// ---------- SUM PENALTIES ---------- 
integer sumPenalties() 
{ 
    integer total = 0; 
    integer i; 
    for (i = 0; i < llGetListLength(DETECTED); i++) 
    { 
        string c = llList2String(DETECTED, i); 
        total += getPenalty(c); 
    } 
    return total; 
} 
 
// ---------- BUILD REPORT ---------- 
string buildReport() 
{ 
    string r = "=== GATE-SIDE BIOMETRIC REPORT ===\n"; 
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    integer totalPenalty = sumPenalties(); 
    integer passCount = 0; 
 
    integer i; 
    for (i = 0; i < llGetListLength(TRAITS); i++) 
    { 
        string t = llList2String(TRAITS, i); 
        integer base = getBase(t); 
 
        integer s = base - totalPenalty; 
        if (s < 0) s = 0; 
 
        string st = "FAIL"; 
        if (s >= 60) 
        { 
            st = "PASS"; 
            passCount++; 
        } 
 
        r += t + ": " + (string)s + " (" + st + ")\n"; 
    } 
 
    string final = "FAIL"; 
    if (passCount >= 4) final = "PASS"; 
 
    r += "FINAL DECISION: " + final + "\n"; 
 
    if (llGetListLength(DETECTED) > 0) 
        r += "CONSTRAINTS: " + llDumpList2String(DETECTED, ", ") + "\n"; 
    else 
        r += "CONSTRAINTS: NONE\n"; 
 
    return r; 
} 
 
// ---------- MAIN ---------- 
default 
{ 
    touch_start(integer total) 
    { 
        key avatar = llDetectedKey(0); 
 
        // detect constraints from attachments 
        detectConstraints(avatar); 
 
        // build report 
        string rep = buildReport(); 
 
        // print to local owner / avatar 
        llRegionSayTo(avatar, 0, rep); 
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        // send to logger 
        llShout(LOG_CH, rep); 
 
        // gate command 
        if (llSubStringIndex(rep, "FINAL DECISION: PASS") != -1) 
            llShout(GATE_CH, "OPEN"); 
        else 
            llShout(GATE_CH, "CLOSE"); 
    } 
} 
 

Avatar_Hud.Lsl — Wearable Hud (Per Avatar) 

Place into a small prim, attach as HUD (center). Each test avatar must wear this. 
// avatar_hud.lsl 
// Wear this as HUD. It constructs a deterministic probe vector, detects constraints 

• Attach to HUD slot. 

• Set SERVER_URL to your server before deploying server. When 
SERVER_URL=="", HUD still sends region message to scanner for local 
decisions. 

 
// ======================================================= 
// HUD BIOMETRIC SCORING SYSTEM (STRICT LSL-SAFE VERSION) 
// ======================================================= 
 
integer GATE_CH = -9001; 
integer LOG_CH  = -9002; 
 
// Simple trait list 
list TRAITS = ["FACE","GAIT", "VOICE","EAR", "AVATARID"]; 
list CONSTRAINTS = 
["MASK","HELMET","HEAVYLOAD","LOWLIGHT","FASTMOVE"]; 
 
// Base scores 
integer getBase(string t) 
{ 
    if (t == "FACE") return 90; 
    if (t == "GAIT") return 85; 
    if (t == "VOICE") return 80; 
    if (t == "EAR") return 75; 
    if (t == "AVATARID") return 100; 
    return 0; 
} 
 
// penalties 
integer getPenalty(string c) 
{ 
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    if (c == "MASK") return 25; 
    if (c == "HELMET") return 20; 
    if (c == "HEAVYLOAD") return 30; 
    if (c == "LOWLIGHT") return 10; 
    if (c == "FASTMOVE") return 15; 
    return 0; 
} 
 
// detected constraints 
list DETECTED = []; 
 
// scans worn attachments for names containing keywords 
detectConstraints() 
{ 
    DETECTED = []; 
    integer invCount = llGetInventoryNumber(INVENTORY_OBJECT); 
    integer i; 
    for (i = 0; i < invCount; i++) 
    { 
        string item = llToUpper(llGetInventoryName(INVENTORY_OBJECT, i)); 
 
        integer x; 
        for (x = 0; x < llGetListLength(CONSTRAINTS); x++) 
        { 
            string c = llList2String(CONSTRAINTS, x); 
 
            if (llSubStringIndex(item, c) != -1) 
            { 
                if (llListFindList(DETECTED, [c]) == -1) 
                { 
                    DETECTED += [c]; 
                } 
            } 
        } 
    } 
} 
 
// sums all penalties 
integer sumPenalties() 
{ 
    integer total = 0; 
    integer i; 
    for (i = 0; i < llGetListLength(DETECTED); i++) 
    { 
        string c = llList2String(DETECTED, i); 
        total += getPenalty(c); 
    } 
    return total; 
} 
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// compute final report string 
string buildReport() 
{ 
    integer totalPenalty = sumPenalties(); 
    string r = "=== BIOMETRIC REPORT ===\n"; 
 
    integer passCount = 0; 
 
    integer i; 
    for (i = 0; i < llGetListLength(TRAITS); i++) 
    { 
        string t = llList2String(TRAITS, i); 
        integer base = getBase(t); 
 
        integer score = base - totalPenalty; 
        if (score < 0) score = 0; 
 
        string status = "FAIL"; 
        if (score >= 60) 
        { 
            status = "PASS"; 
            passCount++; 
        } 
 
        r += t + ": " + (string)score + " (" + status + ")\n"; 
    } 
 
    string final = "FAIL"; 
    if (passCount >= 4) final = "PASS"; 
 
    r += "FINAL DECISION: " + final + "\n"; 
 
    // Add constraints list 
    if (llGetListLength(DETECTED) > 0) 
        r += "CONSTRAINTS: " + llDumpList2String(DETECTED, ", ") + "\n"; 
    else 
        r += "CONSTRAINTS: NONE\n"; 
 
    return r; 
} 
 
// When HUD is touched, run the analysis 
default 
{ 
    touch_start(integer n) 
    { 
        detectConstraints(); 
        string report = buildReport(); 
 
        llOwnerSay(report); 
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        // send to gate 
        if (llSubStringIndex(report, "FINAL DECISION: PASS") != -1) 
            llShout(GATE_CH, "OPEN"); 
        else 
            llShout(GATE_CH, "CLOSE"); 
 
        // send to logger 
        llShout(LOG_CH, report); 
    } 
} 
 

Logger 

Put to store result in any prim provide 
 
integer LOG_CH = -9002; 
 
list ENTRIES = []; 
 
default 
{ 
    state_entry() 
    { 
        llListen(LOG_CH, "", NULL_KEY, ""); 
        llOwnerSay("LOGGER ACTIVE"); 
    } 
 
    listen(integer c, string nm, key id, string msg) 
    { 
        ENTRIES += [msg]; 
        llOwnerSay("LOG ENTRY RECORDED"); 
    } 
 
    touch_start(integer n) 
    { 
        integer i; 
        string out = "=== STORED LOGS ===\n"; 
 
        for (i = 0; i < llGetListLength(ENTRIES); i++) 
        { 
            out += "\n--- ENTRY " + (string)i + " ---\n"; 
            out += llList2String(ENTRIES, i) + "\n"; 
        } 
 
        llOwnerSay(out); 
    } 
} 
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Gate Control 

gate_controller.lsl — Sliding gate prim 
Put this into the physical gate prim (sliding door) and set its local position/slide 
distance if needed. 
// gate_controller.lsl 
// Sliding gate: opens when receives GATE_OPEN|uuid on GATE_CHANNEL, 
closes automatically after timeout. 
 
integer GATE_CH = -9001; 
 
rotation ROT_CLOSED; 
rotation ROT_OPEN; 
 
default 
{ 
    state_entry() 
    { 
        ROT_CLOSED = llGetLocalRot(); 
        ROT_OPEN = ROT_CLOSED * llEuler2Rot(<0,0,90> * DEG_TO_RAD); 
 
        llListen(GATE_CH, "", NULL_KEY, ""); 
    } 
 
    listen(integer ch, string nm, key id, string msg) 
    { 
        if (msg == "OPEN") 
        { 
            llSetLocalRot(ROT_OPEN); 
            llSleep(5.0); 
            llSetLocalRot(ROT_CLOSED); 
        } 
        else if (msg == "CLOSE") 
        { 
            llSetLocalRot(ROT_CLOSED); 
        } 
    } 
} 
 
 
 
 
 



 
 

260 
 

Appendix B3- Second Life Avatar Snapshot 
Scenario. 

 
Figure 7.2 Second life experimental scenario 

 

 
Figure 7.3 Gate and Output Test 
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Figure 7.4 Blender curated Biometric machine 

Avatar 1 Snapshots 

 
Figure 7.5 Avatar 1 
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Avatar 2 Snapshots 

 
Figure 7.6 Avatar 2 

Avatar 3 Snapshots 

 
Figure 7.7 Avatar 3 
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Avatar 4 Snapshots 

 
Figure 7.8 Avatar 4 

Avatar 5 Snapshots 

 
Figure 7.9 Avatar 5 
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Avatar 6 Snapshots 

 
Figure 7.10 Avatar 6 

Avatar Industrial Face Mask 

 
Figure 7.11 Industrial Face Mask 
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Avatar Industrial Face Mask & Heavy Load 

 
Figure 7.12 Industrial Face Mask & Heavy Load 

Avatar Industrial Face Mask & Helmet 

 
Figure 7.13 Industrial Face Mask & Helmet 

 
 
 



 
 

266 
 

 

Avatar Lowlight, Fastmove & Heavy Load 

 
Figure 7.14 Lowlight, Fastmove & Heavy Load 
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