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Abstract

With the rise of digital transformation across industries, Corporate Digital
Responsibility (CDR) emerges as a concept for ensuring ethical digital practices within
organisations. Effective implementation of CDR helps organisations stay ahead of
digital transformation. It creates broad social and economic value while minimising the
potential risks posed by digital technologies. However, the implementation of CDR in
the New Zealand tourism industry still faces many challenges, including the complexity
of data governance, legal compliance requirements, and the difficulty of deeply

integrating CDR into core strategies.

This study adopts a qualitative research methodology, collecting data from the official
websites of New Zealand travel agencies. Using thematic analysis, the research
examines publicly available content—particularly privacy policies, terms and
conditions, and digital communication practices—to assess the extent to which CDR
principles are reflected in practice. The findings show that while some travel agencies
demonstrate partial engagement with CDR principles, many fall short in areas such as
transparency, accountability, and stakeholder inclusion. A significant gap remains

between legal compliance and the proactive implementation of digital responsibility.

The study highlights the need for stronger CDR frameworks, clearer governance

structures, and industry-wide best practices to support ethical digital transformation.
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Overall, it underscores the crucial role of CDR in promoting long-term sustainability

and trust within the tourism sector.
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Introduction

1.1 Research Background

Tourism, especially international tourism, has traditionally been a significant
driver of national and regional economic development (Li et al., 2018). With the end of
the COVID-19 pandemic, cross-border leisure and business travel volume has been
increasing, and tourism is gradually returning to pre-pandemic levels. Tourism
generates employment, stimulates economic growth, and attracts investment. Moreover,
tourism is a vital source of income for a country and plays a crucial role in promoting
global awareness of its local culture and natural environment (Chambers, 2009).
Therefore, the tourism industry holds significant importance in a country’s
development and needs to innovate and grow steadily. This study examines the growth
trends of the tourism sector in New Zealand and explores how Corporate Digital
Responsibility (CDR) contributes to its sustainable and ethical digital transformation.

In recent years, the rise of digital technology has further accelerated the growth of
industries worldwide, and the tourism industry is no exception. As technology evolves,
digitalisation has opened up numerous possibilities for businesses to interact with
customers (Warner & Wiger, 2019). The personalisation and convenience offered by
technology play a critical role in enhancing customer experience and satisfaction
(Foroudi et al., 2018). Digital technology has equipped the tourism industry with

various tools to optimise its services (Pencarelli, 2020). From online booking systems
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to big data personalisation, innovative technologies enable travel companies to analyse
consumer behaviour and preferences effectively, allowing businesses to tailor their
products to meet specific needs (Li et al., 2018). Despite these advancements, digital
transformation has also introduced challenges for the tourism industry. As more
companies adopt digital strategies, individuals increasingly rely on digital tools,
exposing personal information and data to platforms (Quach et al., 2022). Incidents of
data breaches, misuse of customer information, and algorithmic bias have raised
significant concerns about data privacy, cybersecurity, and the ethical use of technology.
These issues have led to a decline in customer trust.

Consequently, as the digital transformation progresses, tourism businesses must
embrace digital technologies and address the ethical challenges that accompany them
(Flyverbom et al., 2019). The digital transformation has led to CDR's emergence,
emphasising the need for ethical behaviour in the digital space. CDR is an ethical
framework that guides organisations on using digital technologies responsibly and
positively, contributing to all stakeholders, including customers, employees, and the
wider community (Lobschat et al., 2021). The tourism industry, which often involves
collecting large amounts of personal data—from booking information to travel
preferences—faces the challenge of managing such data ethically and securely. As
consumers increasingly demand transparency and ethical practices, modern travellers
are becoming more aware of how their data is used. Consequently, travellers are more

likely to choose travel companies with robust privacy protections, strong security

11
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measures, and effective CDR practices (Kim et al., 2007). By proactively implementing
CDR and demonstrating a commitment to digital responsibility, companies can build
stronger customer relationships, enhance their brand reputation, and ultimately gain a
competitive advantage in the market. This is particularly crucial for travel companies.
Therefore, this study aims to review CDR frameworks and elements through
existing literature, identify key barriers to its implementation, and examine current
CDR practices in the New Zealand tourism industry using official data. As CDR is a
relatively new concept, one of the primary challenges in its implementation is the lack
of awareness and understanding among tourism businesses. Many companies,
particularly small and medium-sized enterprises (SMEs), may not be familiar with CDR
or fully grasp its importance. However, businesses must balance the opportunities and
risks of digital transformation through CDR implementation. Travel companies must
recognise the importance of CDR in protecting customer privacy and security and

ensure that their digital practices contribute positively to society.

1.2 Research Objectives and Questions

This study explores the impact of digital transformation and CDR on the New
Zealand tourism industry and its future development. As tourism organisations
increasingly rely on digital tools to attract customers and enhance marketing and

operational efficiencies, the ethical implications of digitalisation become ever more
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critical. Through an in-depth examination of digital transformation and CDR, this
research underscores the importance of CDR implementation and identifies key
elements and barriers to its adoption. Focusing on the context of the New Zealand
tourism industry, this study investigates the challenges tourism companies face in
adapting to the digital age. By collecting and analysing data on New Zealand tourism
businesses, the research examines current CDR practices within the industry in the
context of digital transformation. The findings provide a detailed analysis of existing
practices and the obstacles to effective CDR implementation. This research aims to
inform the New Zealand tourism sector of the necessity of integrating CDR into its
digital strategy to promote sustainable tourism development. The significance of this
study lies in its potential to offer valuable insights to tourism stakeholders. By
addressing both the benefits and challenges of digital transformation, the research
contributes to developing strategies that support ethical digital innovation within the

tourism industry.

Research Questions:
1. How are privacy practices and data management strategies
implemented by tourism agencies in New Zealand to align with CDR principles?
2. What are the key challenges faced by tourism organisations in New
Zealand in achieving compliance with privacy legislation and integrating

ethical digital practices into their operations?

13
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The first research question examines how travel organisations present their
handling of customer data and data security on their websites and policies. It also
explores the data management strategies they use to address the challenges of
digitalisation. This question aims to provide insight into how New Zealand travel
organisations implement privacy protection and data management strategies to ensure
compliance with CDR principles.

The second research question examines the main challenges faced by New Zealand
tourism organisations in implementing CDR. The research will explore the difficulties
these organisations face in complying with privacy legislation, for example, New
Zealand’s Privacy Act, and integrating ethical digital practices into their day-to-day
operations. These challenges may include technological barriers, resource constraints,
and a lack of understanding of CDR principles.

By identifying the current practices of New Zealand tourism organisations in
implementing privacy practices and data management strategies and by analysing the
main challenges faced by these organisations in implementing CDR, this study aims to
provide specific recommendations for the New Zealand tourism industry. These
recommendations will support CDR adoption and contribute to sustainable tourism

development through continuous adaptation to CDR principles.

1.3 Significance of the study

14
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The significance of this study lies in its provision of valuable insights for tourism
industry stakeholders, including policymakers, tourism organisations, and technology
developers, to support the development of an effective CDR framework for the New
Zealand tourism industry. By exploring the opportunities and challenges of digital
transformation and bridging the gap between technological innovation and corporate
responsibility, this study offers practical recommendations for tourism organisations to
integrate CDR into their daily operations. The findings suggest that implementing CDR
can contribute to the sustainable development of New Zealand's tourism industry by
enhancing consumer trust, securing data, and improving long-term competitiveness.

From a theoretical perspective, this study enriches the industry applicability of the
existing CDR framework by analysing its practical implementation within the tourism
sector. By examining the concept of CDR in existing studies, the research identifies
shortcomings in the tourism industry regarding digital ethics, privacy, and governance,
emphasising the need to incorporate CDR into long-term strategic planning rather than
merely treating it as a compliance-driven obligation. Furthermore, this study proposes
a CDR implementation framework specifically applicable to the tourism industry,
providing new directions for future academic research.

For tourism stakeholders, this study offers practical recommendations for
enhancing digital responsibility practices. By assessing travel agents' compliance with
the New Zealand Privacy Act 2020, the research highlights the importance of

appointing a privacy officer, developing a clear data policy, and promoting consumer
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empowerment through digital literacy. The findings provide strategic guidance for
tourism organisations to strengthen their CDR practices.

This study not only provides theoretical support and practical guidance for the
digital transformation of the tourism industry but also offers multi-level insights for
policymakers, industry practitioners, and consumers. By promoting responsible digital
practices, this research aims to help New Zealand’s tourism industry achieve
sustainable development in the face of globalised competition while also serving as a

reference for CDR implementation in other industries.

1.4 Structure of the dissertation

The remaining chapters of this dissertation are structured as follows: Chapter 2
provides a comprehensive literature review covering the context of New Zealand's
tourism industry, the theoretical underpinnings of CDR, and the key challenges the
tourism sector faces. This chapter offers an overview of previous research on digital
transformation and privacy practices within the tourism industry. Chapter 3 outlines the
research framework and methodology. This chapter introduces the research philosophy,
followed by an explanation of the methodology used for data collection and analysis. It
also includes the rationale for sample selection, the measurement approach, and the
methods used to assess the integration of privacy practices and digital responsibility

within New Zealand tourism organisations. Chapter 4 presents the study’s findings,
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including examples of current privacy practices, regulatory compliance, guidance
frameworks, and data management strategies within New Zealand’s tourism industry.
The results are examined using descriptive statistics, comparative analyses, and
thematic coding of qualitative insights. Chapter 5 discusses key findings concerning the
research questions and existing literature. This chapter also highlights the theoretical
contributions of the study and its practical implications for tourism businesses and
policymakers. Finally, Chapter 6 concludes the dissertation by summarising the key
insights, acknowledging the study’s limitations, and suggesting directions for future
research. This chapter emphasises the importance of proactive digital responsibility in

the tourism industry.
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Literature Review

2.1 Tourism industry in New Zealand

New Zealand's tourism industry is known for its natural beauty, outdoor adventure
opportunities and film locations. New Zealand has a pristine and diverse landscape.
New Zealand is known as ‘Clean and Pure’ (Bell, 2008). The unique landscape and
scenery created by volcanic eruptions provide an unrivalled experience of New
Zealand's scenery (Campbell et al., 2012). The rugged terrain and diverse environment
of New Zealand make it a popular location for adventure travelling.

Additionally, Queenstown, known as the ‘adventure capital’ of the world, offers a
wide range of extreme activities (Cater, 2006). Queenstown is the birthplace of bungee
jumping. On 12 November 1988, the first commercial bungee jump was launched at
the Kawarau Bridge, and bungee jumping has since become a popular activity. This
innovation has also inspired more world-first anti-gravity adventures, such as canyon
swings and zip-lining, complementing the natural landscape (Cloke & Perkins, 2002).

The beauty of New Zealand's outdoor landscapes has also attracted many
filmmakers. The country is internationally renowned as the setting for The Lord of the
Rings and The Hobbit film trilogies (New Zealand Tourism, 2024). As a result, many
film fans worldwide have chosen to visit New Zealand. Locations such as Hobbiton in
Matamata, filming sites near Queenstown, and Tongariro National Park attract film

enthusiasts who want to immerse themselves in the fantastical scenery of the films.
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However, New Zealand's tourism industry attracts many tourists (Stanford, 2008).
Some seek relaxation in natural beauty, others desire a romantic getaway, and some
enjoy scenic travel. Adventurous travellers are drawn to extreme activities and the great
outdoors, while movie fans visit to experience the iconic film locations.

According to the Markets Overview released by the New Zealand Tourism Board
(Tourism New Zealand, 2024), the top five source countries of tourists are Australia,
which is New Zealand's most prominent tourist market, accounting for nearly half (44%)
of all international tourists; followed by the United States of America. The United
States is New Zealand's second-largest tourist market in terms of the number of inbound
visitors. China is New Zealand's third-largest inbound tourist market. In 2019, China
was New Zealand's second-largest international tourist market and one of the countries
with the highest spending by holiday tourists. Next is the UK, with 169,300 British
tourists visiting New Zealand between April 2023 and April 2024, of which 68,300
were holidaymakers. Fifth is Germany, where tourists tend to stay longer and spend
more per trip than tourists from other countries (Tourism New Zealand, 2024).

Tourism is recognised as an important part of New Zealand's economy and culture
(Mclntosh, 2004). Tourisms generally recognised economic benefits include its labour
intensity and the regional distribution of expenditure (Simmons, 2013). International
tourism is one of the key drivers of New Zealand's growth and economic development.
In March 2019, international tourism expenditure accounted for 20.4% of New

Zealand's total exports of goods and services, and tourism contributed approximately
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5.8% of the country’s GDP (Stats NZ, 2019). New Zealand's international tourism
markets have boosted economic growth (Jaforullah, 2015). Before the outbreak of
COVID-19, the year ended March 2020, tourism generated 5.5 per cent of New
Zealand-Aotearoa’s GDP and 20.1 per cent of exports (MBIE, n.d.). The sector also
employed 225,000 people, which significantly positively impacts the regional economy
and promotes employment. However, the impact of COVID-19 on the tourism sector
has been severe. International visitor arrivals to New Zealand decreased by 98.6%, and
the number of people directly employed in tourism decreased by a third (MBIE, n.d.).
For the year ended March 2023, tourism was New Zealand's second-largest export
earner (Tourism New Zealand, n.d.). As a result, for the year ended March 2023, the
tourism-supported industry's indirect value added generated $8.8 billion in additional
income, or 2.5 per cent of GDP. And direct employment in the tourism industry was
189,432, or 6.7 per cent of total employment in New Zealand. In total, 317,514 people
were directly or indirectly employed in the tourism industry, representing one-ninth of

New Zealand's total population (Tourism New Zealand, n.d.).
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Figure 1
Monthly overseas visitor arrivals, May 2014-2024

GRAPH TABLE

Monthly overseas visitor arrivals, May 2014-2024
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Note. This figure shows the trend in total visitor arrivals to New Zealand from May
2014 to 2024. Statistics New Zealand. All material Stats NZ produces is protected by

Crown copyright.

Figure 1 shows the number of overseas visitors to New Zealand each month from
May 2014 to 2024. It includes two lines: the blue line represents actual arrivals, and the
yellow line shows the seasonally adjusted figures. The figure shows the trend from
2014 to 2019. The figure shows a clear seasonal pattern in New Zealand's travel
industry, with peaks in December-January. The trough is reached during New Zealand's
winter months from June to August. The seasonally adjusted line shows a gradual
upward trend, suggesting steady growth in international tourism between 2014 and
2019. In the middle and latter parts of the figure, the blue line represents actual arrivals,
and the yellow line shows the sharp seasonally adjusted decline. Overseas tourist
arrivals fell sharply after February 2020, coinciding with the start of the COVID-19

pandemic and global travel restrictions. From May 2020 to December 2023, actual
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arrivals fell to zero. Subsequently, actual arrivals were not recorded until 2023.
Seasonal fluctuations reappear between 2023 and 2024, suggesting a partial return to
standard travel patterns.

According to the International Visitor Arrivals Report New Zealand, released by
Stats New Zealand, over the past ten years, New Zealand's tourism industry has
experienced significant instabilities, primarily due to the impact of COVID-19 and the
subsequent recovery phase. Pre-COVID Era (2014-2019), New Zealand's international
tourist arrivals have steadily increased. Data shows a clear seasonal pattern in New
Zealand's international visitor numbers, with peaks typically occurring in the summer
months of December and January. By the end of 2019, visitor numbers were at their
highest level. However, with the outbreak in early 2020, arrivals dropped precipitously
to approach zero as global travel restrictions and border closures emerged (Gossling et
al., 2020). This virus outbreak led to an unprecedented decline in international tourist
arrivals. This sharp decline continued through 2020 and 2021, severely impacting New
Zealand's tourism industry. In mid-2022, New Zealand's international borders become
effective for all vaccinated international travellers, subject to a negative new crown test
before arrival (Gauld, 2022). New Zealand's international visitor numbers recovered
slowly but steadily as travel restrictions began to ease and borders gradually reopened.
By mid-2023, data showed a marked rise in arrivals, although the recovery has been
uneven. As of May 2024, visitor numbers are improving but have not yet returned to

pre-2019 pandemic levels. Until now, New Zealand's tourism industry has been in a
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recovery phase. While visitor numbers are slowly continuing to increase, the industry
has not yet fully returned to its pre-pandemic performance. Therefore, appropriate
digital innovation and progress are crucial for New Zealand's tourism industry
(Munasinghe et al., 2022). Adequate understanding of tourist preferences and
marketing are important strategies for recovering the tourism industry and continued

development.

2.2 Digital transformation in tourism industry

The digital revolution is radically changing our world, and the tourism industry is
actively participating in the digital transformation (Pencarelli, 2020). Kong et al. (2022)
proposed that the evolution of artificial intelligence in the history of tourism
development can be divided into three stages: the Initial stage (1991-2014), the
Exploratory stage (2015-2018), and the Development stage (2019-2021). In the initial
stage, with the advent of the Internet in the 1990s, physical travel suppliers such as
hotels, airlines, and destinations developed their travel websites for marketing and
distribution purposes (Leung, 2019). In the Exploratory stage, technological
advancements, big data, social media, online communities, and the sharing economy
became the driving forces for the development of the tourism industry (Bowen &
Whalen, 2017). The efficacy of digital data in creating compelling customer targeting

and service delivery in the tourism industry has been widely recognised (Stylos et al.,
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2021). By understanding tourists' travel preferences and behaviours through digital data,
travel agencies can develop timely and optimal strategies and travel packages (Li et al.,
2020). This ability to customise services and products enables agencies to maintain a
competitive advantage during challenging times (Peri¢ & Vitezi¢, 2021). Meanwhile,
Artificial intelligence systems and products were more widely adopted, including
autonomous driving, intelligent information services, and robotics technology in travel
companies and hotels (Ivanov & Webster, 2017; Kumar et al., 2021). In the
Development stage (2019-2021), according to a literature review by Madzik et al.
(2023), the tourism industry was severely affected by the COVID-19 outbreak,
destabilising the market environment. As a result, a significant number of companies
and organisations around the world have realised the importance of digital
transformation (Madzik et al., 2023). Digital technologies were instrumental in
implementing and monitoring health and safety protocols, enhancing public health
responses to the pandemic (Chamola et al., 2020). For instance, Al-driven contactless
services in hotels, airports, and tourist attractions minimised physical interactions,
ensuring safer travel experiences (Afaq & Gaur, 2021). In the post-pandemic era, digital
technology's needs, advantages, and disadvantages have attracted significant attention
(Kong et al., 2022).

The industry in New Zealand has undergone a significant shift with the rapid
development of digital technology. New Zealand businesses are increasingly adopting

Information and Communications Technology (ICT) as part of their initiative. Since
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2017, the total sales of published software and IT services increased by $7.1 billion, or
96% (Stats NZ, 2024). In 2019, computer service firms contributed one-third of total
corporate R&D expenditures (Stats NZ, 2020). With the development of ICT, it plays
an increasingly important role in enhancing the competitiveness of tourism
organisations and destinations (Navio-Marco et al., 2018). ICT became a key factor in
the competitiveness of tourism organisations and destinations (Buhalis & O’Connor,
2005). Examples include digital marketing, search engine, and content optimisation;
these strategies help to reach a wider audience and attract more potential customers, as
well as use customer data to create personalised marketing messages and offers. As
online marketing becomes an interactive staple, companies increasingly try to engage
consumers in an online dialogue (Navio-Marco et al., 2018). As a result, traditional
travel agents face the challenge of disintermediation, whereby suppliers such as airlines,
hotels, and car rental companies sell their services directly to consumers via the Internet
rather than relying on intermediary channels (Garkavenko, 2007). This shift has
fundamentally changed the way tourism services are distributed and consumed.

From the consumer's perspective, the ICT economy means new opportunities
(Gossling, 2020). For consumers, ICT provides convenience and accessibility.
Consumers can easily search and book travel services online, including flights,
accommodation, and tours (No & Kim, 2015). Consumers can also compare prices and
reviews and make informed decisions based on real-time information (Gossling, 2020).

The benefit for businesses is that ICT can be effective in increasing revenue. ICT tools
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such as online booking systems, dynamic pricing, and digital marketing can help
businesses attract more customers, increase bookings, and maximise revenue
(Dyshkantiuk et al., 2020). As an online booking engine for SMEs, it is a tool to
improve distribution and revenue management in the New Zealand tourism industry
(Smith & Schott, 2004). The rise of online booking systems further exemplifies the
impact of digital transformation on the tourism industry. Digital technologies have
significantly impacted the New Zealand tourism industry in recent years. As of August
2024, 692 travel agents are cooperating with Tourism New Zealand (Tourism New
Zealand, n.d.). Visitors can jump to the right travel agent page according to their needs.
These include 570 general travel operators, 240 self-drive holiday specialists, 231
adventure travel, 203 group travel specialists, and ski specialists (28), golf specialists
(49), fishing specialists (6), cruise holiday specialists (56), coach holiday specialists
(100), and accommodation specialists (52). All the listed travel agents are from
different regions and countries, but they all have official websites with product
descriptions, online booking, and contact details. Some travel agencies provide real-
time prices to visitors, while some customised travel agencies set prices based on
customer needs, providing practical and convenient information. Currently, there are
seven major systems on the market in New Zealand, most of which cover the entire
process from information display to booking, confirmation, and payment (Smith &
Schott, 2004). Reports show that New Zealand businesses that use the Internet more

extensively are 6 per cent more productive than the industry average (MBIE, 2017).
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Moreover, the tourism sector is increasingly characterised by the adoption of
innovative technologies. Smart tourism refers to the application of advanced
technologies—such as artificial intelligence (Al), the Internet of Things (IoT), big data,
and robotics—to improve the efficiency, sustainability, and personalisation of tourism
services and experiences (Pencarelli, 2020). It enhances service quality, supports data-
driven decision-making, and enables more interactive and user-centric travel

experiences.

For example, Christchurch Airport demonstrated a smart tourism initiative by
introducing Pepper, a humanoid robot, in 2019 to help passengers navigate security
screening procedures. This innovation not only improved passenger flow but also
reduced health-related risks. Following its success, the airport expanded its fleet to four
robots in subsequent years (Christchurch International Airport, n.d.). After the COVID-
19 outbreak, the tourism and hospitality industry increasingly adopted contactless
intelligent services to turn public health challenges into operational innovations (Li et
al., 2021). In New Zealand, SkyCity Hotels in Auckland implemented robotic food
delivery and code-swipe ordering at Andy’s Burgers & Bar (SkyCity Auckland, n.d.).
Similarly, Sudima Hotels have integrated service robots to enhance room service
operations (NZ Herald, 2024). These developments illustrate how smart tourism
technologies are not only improving operational efficiency but also elevating the

overall visitor experience, making tourism more responsive to modern travellers’ needs.
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2.3 Corporate Digital Responsibility

The use and development of digital technology raise ethical concerns about data
leaks, privacy, and unemployment (Dhirani et al., 2023; Zeng et al., 2020). Similarly,
network disruptions can paralyse tourism value systems that rely on constant
connectivity, and cybercrime seriously threatens tourism systems (Herden et al., 2021).
While ICT technologies bring many advantages to business, they also raise consumer
concerns about privacy breaches, extensive personal analyses, algorithmic bias and
discrimination (Someh et al., 2019). As the complexities of the digital age, businesses
must recognise the need to incorporate ethical considerations into their practices
(Herden et al., 2021). Hence, the concept of CDR has been proposed, constituting
applied ethics to guide actions, support judgments, and inform choices (Lobschat et al.,
2021).

CDR is an applied ethical framework designed to guide businesses in making moral
decisions related to digital transformation. It emphasises the need for organisations to
consider the impact of their digital practices on various stakeholders, including
consumers, employees, and society (Lobschat et al., 2021). The driving force behind
CDR is an increased sense of responsibility for the impact of the digital transformation
process and the opportunities and risks it presents for different interest groups (Pelters,

2021). As organisations become increasingly reliant on digital technologies, they must
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ensure that their actions are guided by ethical principles that prioritise the well-being
of all stakeholders. While CDR is increasingly recognised as an important component
of corporate responsibility, it is still an emerging concept and varies between regions
and industries.

CDR is crucial for maximising the benefits of digital transformation while
effectively managing its associated risks. CDR is important in the tourism industry,
where digital technologies play a role in delivering services and enhancing the customer
experience. Tourism companies are responsible for ensuring ethical practices in
managing users throughout the digital value chain, from data collection and storage to
service delivery (Wirtz et al., 2023). By reducing adverse privacy breaches and
consumer protection incidents, travel companies can build strong CDR frameworks and
earn their customers and business partners' trust and loyalty (Herden et al., 2021). In
this way, CDR becomes an extension of traditional corporate responsibility, reflecting
the ethical imperatives of the digital age. By adopting a strong CDR framework to
protect their stakeholders, travel companies can enhance their reputation and
competitiveness in an increasingly digital world.

CDR is increasingly recognised as essential to modern business practices,
especially as digital technologies become deeply ingrained in organisational
operations (Wynn & Jones, 2023). With growing concerns about digital technologies,
some countries have introduced legislation to control privacy and security. These

laws apply to specific technologies, business operations, physical architectures,
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cyberinfrastructure, and the entire information ecosystem. The development of CDR
also reflects differences in domestic and international legislation and strategic
autonomy, as well as current practices on how user data companies access and store
data in different jurisdictions (Wynn & Jones, 2023). For instance, the General Data
Protection Regulation (GDPR), effective 25" May 2018, is a data protection
legislation that provides rules for processing, storing, and managing data for
individuals in the European Union. It strengthens data protection in the European
Union to address new privacy challenges posed by advances in digital technology (Li
et al.,, 2019). In New Zealand, consumers are protected through the Consumer
Guarantees Act, the Privacy Act, and the Harmful Digital Communications Act
(HDCA) when purchasing goods from or sharing information with businesses in New
Zealand (New Zealand Government, 2020). New Zealand's Privacy Act applies to
any person, organisation, or business, whether in the public or private sector, that
collects and holds personal information about others. Thirteen information privacy
principles in the Privacy Act govern how businesses and organisations collect,
process, and use personal information (Privacy Commissioner, n.d.).

The New Zealand Government has promoted a Privacy by Design (PbD)
approach to protect private data in the operational and information ecosystem. PbD
is a design methodology that includes privacy as an essential priority in any product,
service, system, or process, to minimize the data protection concerns (Romanou,

2018). The principles of PbD ensure that the information privacy principles of privacy
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laws are met. Furthermore, the PbD raises organisational awareness about privacy
and personal information processing in projects, products, services, systems, or
processes. Identifying and addressing potential privacy risks and problems as early as
possible. Moreover, the success of the PbD principle relies not only on technical
solutions but also on integrating privacy protection into the organisation's overall
strategy. Therefore, companies are required to embed privacy protection into their
core strategy, rather than making it the responsibility of a single department, and to
engage in continuous communication and education with senior leaders, colleagues,
and employees (Angermann, 2023; Herden et al., 2021; Lobschat et al., 2021).

To guide this approach, the New Zealand Government has outlined seven
foundational principles of Privacy by Design:
1. Proactive not reactive, preventative not remedial

2. Privacy as the default

(98]

. Privacy embedded into design
4. Full functionality — positive-sum, not zero-sum

5. End-to-end security — lifecycle protection

[®)

. Visibility and transparency

~

. Respect for user privacy — keep it user-centric

(New Zealand Digital government, 2024)
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Although governments and authorities in various countries have enacted laws to
ensure online data security, the literature indicates that current CDR practices reflect a
lack of comprehensive legislation, low awareness, inconsistent implementation, and
reliance on autonomy (Angermann, 2023; Elliott et al., 2021). Many large organisations
seek to transform all business areas by leveraging digital technologies. However, most
are slow to publicly acknowledge and address the new responsibilities of introducing
these technologies (Wynn & Jones, 2023). Therefore, different industries face different

challenges when adopting CDR frameworks.

2.4 Key Elements for the Implementation of CDR

While the concept of Corporate Digital Responsibility (CDR) is gaining
recognition, its practical implementation remains challenging for many organisations
due to regulatory complexities, limited resources, and rigid organisational structures.
Accenture, one of the world’s largest IT consulting firms, first introduced the concept
of CDR in 2015, identifying five key areas of application: digital stewardship, digital
transparency, digital empowerment, digital equity, and digital inclusion (Brink et al.,
2020; Cooper et al., 2015; Elliott et al., 2021). These principles emphasise responsible
data use, fairness in digital participation, and the inclusive accessibility of digital

technologies and information (Angermann, 2023a; Elliott et al., 2021).
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Digital stewardship refers to managing customer data by developing and
implementing effective policies, processes, and technologies (Angermann, 2023).
Therefore, it ensures data's secure, compliant, and ethical use. In a data-driven economy,
digital stewardship is fundamental to building customer trust and complying with laws
and regulations. It requires organisations to focus not only on data security but also on
ensuring that data is collected, stored, and used in an ethical and socially responsible
manner (Herden et al., 2021). Similarly, digital transparency relates to how
organisations communicate openly with customers regarding how their data is collected,
used, and shared. Transparency is key to building customer trust, reducing concerns,
and increasing confidence in data processing (Wynn & Jones, 2023). Without clear and
open communication, customers may feel uncertain about data usage, which could
negatively impact their trust in digital services (Chang et al., 2018). In addition to
transparency, digital empowerment plays a crucial role in enabling customers to control
their data by providing them with the necessary tools, resources, and information to
protect their privacy where necessary (Angermann, 2023). By empowering customers,
organisations demonstrate a commitment to ethical data use, which can further enhance
trust and foster positive relationships with consumers. Digital equity ensures that
companies distribute the profits from data usage fairly and commit to not misusing
customer information (Angermann, 2023; Wirtz et al., 2023). Fair data use practices
not only contribute to customer trust but also prevent social injustices that may arise

from data exploitation. Additionally, digital inclusion emphasises the importance of
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making digital technologies accessible and affordable to everyone, reducing barriers to
digital participation and ensuring that all individuals, regardless of socioeconomic
background, have equal opportunities to engage with digital services (Basu et al., 2024).

To effectively implement Corporate Digital Responsibility, Angermann (2023)
outlines key elements for CDR adoption. These include embedding CDR at the
organisation's core and integrating digital responsibility into corporate values, culture,
and long-term vision. Organisations must go beyond regulatory compliance and view
CDR as a legal obligation and a strategic commitment to ethical digital engagement.
Additionally, establishing a clear direction and governance framework is essential, with
leadership and accountability structures in place to support the CDR programme.
Furthermore, effective implementation of CDR should involve all stakeholders,
ensuring the education and empowerment of employees to understand and adhere to
digital responsibility principles. This holistic approach enables organisations to embed
ethical digital practices at all levels, fostering a culture of responsibility and
transparency.

Despite the growing awareness of CDR, organisations continue to face several
challenges in implementing its principles effectively. One of the primary challenges is
regulatory complexity and compliance. Lobschat et al, (2021) and Martin & Murphy,
(2017) states that inconsistent global regulations create additional difficulties,
particularly for agencies and multinational corporations operating across multiple

jurisdictions. Another significant challenge is resource constraints (Merwe & Achkar,
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2022), especially for SMEs that may lack the financial and technical capacity to adopt
data protection technologies. For SMEs, adopting or even understanding CDR can be a
substantial challenge. Additionally, organisational awareness and culture play a critical
role in CDR adoption. Many organisations still view digital responsibility as a legal
obligation rather than an ethical commitment (Basu et al., 2024; K. V. Carl et al., 2022).
This perspective can hinder proactive engagement with CDR principles and result in a
compliance-driven rather than value-driven approach. These challenges emphasise the
need for clear regulatory guidance and ongoing education to strengthen CDR adoption

across industries.
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Figure 2
CDR implementation
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Note. The figure shows that several key elements have been identified to address the
challenges of CDR. From “The Challenge of Corporate Digital Responsibility — An Analysis
of Key Elements for CDR Implementation”, by P. Angermann, 2023, p.38. Copyright

by Universidade Catolica Portuguesa.

The figure highlights several key elements for implementing CDR, among which
four are critical to its successful adoption. These elements include integrating CDR into
the core strategy, going beyond regulatory compliance, establishing clear guidance and

governance, and ensuring the comprehensiveness of CDR across all stakeholders.
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However, continuously enhancing the CDR framework remains essential, given the
rapid pace of technological change. Ongoing monitoring, adaptation, and a sustained
commitment to digital stewardship and knowledge sharing are crucial to maintaining
effective CDR practices. By understanding and applying these key elements,
organisations can better manage risks, seize opportunities associated with digital

transformation, and create value for both their organisation and society.

2.4.1 Privacy

Privacy has become a significant point of public concern in this digital age. The
rapid development of information technology has led to profound changes in both the
definition and scope of privacy (Kovani¢ & Spac, 2022). Initially, privacy was
understood as an individual’s right to be free from intrusion. However, it has since
evolved to encompass the security and autonomous control of personal information in
the digital realm (Introna, 1997). Privacy fundamentally refers to an individual’s right
to control their personal information, which includes autonomy over the collection,
disclosure, and use of personal data (Solove, 2002). The rise of the internet has
transformed modern business, creating a new paradigm for business relationships and
transactions (Wu et al., 2012). Digital platforms such as websites, apps, and social
media frequently collect and store large amounts of users' data to better understand their
needs and provide services more closely tailored to their preferences (Anshari et al.,
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2019). From the consumers' perspective, personalised services benefit both parties
somewhat. For example, e-commerce platforms analyse users' purchase histories and
recommend products that match their preferences, saving users time and increasing
merchants' sales efficiency (Akter & Wamba, 2016; Anshari et al., 2019). However,
personalised services also pose privacy risks. If personal data is improperly disclosed,
it seriously threatens an individual's privacy (Kaaniche et al., 2020).

Consumer concerns centre on the expansion of databases, the volume of personal
data being collected, the potential for privacy invasions, and the loss of control over
how personal information is accessed and used (Culnan, 1993). The tourism industry is
a complex system covering a range of operations such as web search data, web access
data, online booking data and other transactional data to understand tourist behaviour
and improve tourism marketing (Li et al., 2018). However, the over-collection of such
data has also sparked widespread social controversy. Research has shown that the
potential for invasion of personal privacy triggers fear and mistrust in businesses (Wang
et al., 1998). This distrust not only affects consumers' purchasing decisions but may
also have far-reaching effects on the long-term reputation of the firm.

Privacy policies serve as a mechanism for individuals to trust that the company will act
appropriately. Many online companies place privacy policies on their websites to
reduce customer concerns about compromised personal information (Chang et al.,
2018). In addition, customers value transparency in how data is handled. Chang et al.

(2018) state that users find privacy policies more effective when organisations inform
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them of their data practices and allow them to manage their personal information.
Providing control over personal data reduces customer concerns about potential risks.
The online shopping environment requires higher levels of consumer trust than physical
stores (Grabner-Krauter & Kaluscha, 2003; van der Heijden et al., 2003). In this context,
a robust privacy policy is critical for building trust, protecting both the company and
its customers, and ensuring responsible data management (Chang et al., 2018; Martin
& Murphy, 2017). Research indicates that 65% of respondents are more willing to
provide personal information online when they trust it will not be misused and will
contribute to a higher-quality service (Wu et al., 2012).

In this respect, providing appropriate privacy policies and terms and conditions on
websites is essential. One of the primary reasons for developing a privacy policy is to
comply with legal requirements. Various countries and regions have introduced a series
of laws and regulations on personal information protection, requiring companies to act
by the law (Culnan & Bies, 2003). Additionally, for organisations, trust is the
cornerstone of any successful business relationship (Elliott et al., 2021). However,
many privacy statements are lengthy and challenging to read despite their importance,
leading consumers to overlook them (Martin & Murphy, 2017). Poor comprehensibility
may cause consumers to lose interest in privacy policies, preventing these policies from
fulfilling their intended purpose (Van der Heijden et al., 2003). A clear and transparent

privacy policy helps build and maintain customer trust (Wu et al., 2012).
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The issue of privacy protection is particularly critical in the tourism industry. The
industry highly depends on customers' personal information (Xiang et al., 2015). Smart
tourism, while integrating various new technologies, poses additional security threats
and challenges due to its cross-cutting, pervasive and comprehensive nature (Liu & Liu,
2016). Travel agencies, airlines, and online booking platforms typically collect large
amounts of sensitive personal data, including passport information, payment
information, and travel preferences (Yallop et al., 2021). While this data enables travel
companies to offer personalised services such as tailored travel packages and a more
convenient booking experience, there are significant risks (Xiang et al., 2015).
Research has shown that web functionality, web content and information security are
the three key factors influencing consumers' choice of online travel services (Liao &
Shi, 2017). However, once these data are improperly managed, they can lead to serious
security issues. Customers will face information security threats, including user data
leakage, payment system vulnerability and business system failure (Larasetiati & Ali,
2019). Privacy violations not only lead to loss of customer trust and loyalty but may
also cause irreparable damage to the organisation's reputation. Therefore, tourism
organisations that clearly emphasise their ethical responsibilities and effectively
address privacy concerns on their official websites significantly enhance consumers'

authenticity, trust and loyalty to their brands and digital products (Kim & Kim, 2024).
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2.4.2 Legislation

In the history of human rights development, the significance of privacy was
established in the 1948 Universal Declaration of Human Rights and was recognised as
a fundamental human right (Ziegeldorf et al., 2014). This concept has since been deeply
integrated into the constitutional systems of most countries. In this digital
transformation era, cybersecurity and privacy awareness have reshaped the business
landscape, leading to significant changes in all aspects of organisations and becoming
a key point of international attention (Saeed et al., 2023). Different countries and
regions have developed privacy laws with distinct characteristics shaped by their
political, economic, and cultural contexts, demonstrating their importance on

cybersecurity (Bechara & Schuch, 2020; Bygrave, 2010).

The United States was among the first countries to prioritise privacy protection,
enacting the Privacy Act of 1974, the Electronic Communications Privacy Act of 1986,
and the Children's Online Privacy Protection Act of 1998 (Fiero & Beier, 2022). These
regulations reflect the United States’ approach to privacy and security in the online
environment, addressing concerns across multiple dimensions and demographics. The
European Union’s General Data Protection Regulation (GDPR) has had far-reaching
global implications, granting consumers extensive control over their data. The GDPR
ensures access, correction, and deletion rights, thereby strengthening individuals'

control over their own data (Li et al., 2019). In New Zealand, the Privacy Act of 1993
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defines national values and privacy rights for citizens and online consumers (Hooper &
Vos, 2009). Furthermore, due to variations in culture, legislation, government
structures, and business practices, different countries hold diverse perspectives on and
approaches to information privacy (Chua et al., 2017). Given these legislative
differences, establishing a CDR framework will also vary across legal and cultural
contexts (Lobschat et al., 2021).

At the enterprise level, implementing CDR is inherently complex. The fundamental
application of CDR consists of voluntarily developed policies and principles of self-
governance, created, implemented, and monitored by companies themselves, extending
beyond statutory requirements (Merwe & Achkar, 2022). This results in greater
autonomy but also introduces uncertainty regarding how organisations disclose
privacy-related information in practice. Therefore, CDR should go beyond legal
compliance and incorporate self-regulation (Angermann, 2023). Government
regulation is designed to address well-defined issues; however, laws can also have
unintended consequences, such as increasing operational costs, particularly for small
and medium-sized tourism enterprises (Culnan & Bies, 2003). Compliance with
stringent local data protection regulations often demands significant financial resources,
creating considerable operational challenges (Hwang & Lockwood, 2006). Although
establishing a privacy department may be costly for organisations, it enhances

consumer trust and fosters long-term sustainability.
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Furthermore, with the rapid advancement of Al, many countries have yet to explore
the safety and privacy implications of Al applications sufficiently. Research by
Londofio-Cardozo and Paz (2021) indicates that concerns regarding Al regulation
remain low globally, with only 4% of countries or regions actively discussing the issue
(Londono-Cardozo & Paz, 2021). Therefore, demonstrating a lack of emphasis on
ethics and privacy leads to further challenges in understanding and implementing CDR.
In the tourism industry, Al is widely employed in intelligent recommendations and
itinerary planning (Shi et al., 2021). For instance, online travel agencies use Al
algorithms to suggest destinations and hotels based on tourists’ historical browsing and
booking records (Borras et al., 2014). However, insufficient regulation of data privacy
in Al applications may lead to the inappropriate collection and misuse of tourists'
personal preferences, consumption habits, and other private information (Yallop et al.,
2021). In the data-driven economy, information serves as a critical asset. Therefore,
organisations must prioritise security and privacy concerns, establish a robust CDR
framework, and go beyond mere regulatory compliance to ensure ethical digital

responsibility.

2.4.3 Guidance

Guidance is key in implementing digital responsibility (Angermann, 2023;

Lobschat et al., 2021). Guidance refers to principles and norms guiding an
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organisation's digital activities, such as data collection, storage, use, and sharing. It
covers everything from internal data management processes to external data
interactions with customers and all stakeholders (Le et al., 2024). Legal regulations
vary significantly from country to country and region to region, making it difficult
for companies to refer to existing CDR practices based on current regulations (Merwe
& Achkar, 2022). In this context, companies must reach a consensus on their digital
responsibilities and form practical guidance to regulate their digital behaviour.
Organisational consensus on corporate digital responsibility is essential to providing
clear guidance for its implementation (Carl et al., 2022).

In addition, companies of different sizes show significant differences in
determining responsibility for the CDR programme. Angermann (2023) found that
smaller companies often believe the management team should monitor CDR, whereas
larger organisations tend to delegate this responsibility to their Corporate Social
Responsibility (CSR) department. Unfortunately, many companies do not have a
dedicated CDR department and often place responsibility on compliance or other
departments, resulting in inconsistent implementation and oversight. To implement
CDR effectively, consideration of the broader ecosystem within a company is
necessary. The implementation involves multiple roles that interact with each other
during the development and use of digital technologies (Herden et al., 2021; Lobschat
et al., 2021). These roles may include project managers, business owners, privacy

officers or teams, legal teams, requirements engineers, designers, programmers,
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testers, and users. Therefore, for organisations, CDR should satisfy compliance and
actively engage in self-regulation (Angermann, 2023). Organisations can better
protect customer privacy and enhance their market competitiveness by establishing
strict internal data management processes and monitoring mechanisms.

Ensuring each role understands, shares knowledge, and engages with digital
stewardship and CDR will create a more integrated and practical approach to digital
responsibility. There is currently no research linking CDR closely to management
responsibilities within tourism organisations for the tourism industry. However, as
the digital transformation of travel organisations accelerates, travel companies must
adopt an agile approach to CDR. The tourism industry is unique in that customers
provide a large amount of personal information on platforms, which, if compromised,
can cause considerable losses to tourists and seriously damage the reputation of
tourism organisations. Mazilescu (2019) points out that digital transformation is an
inevitable trend, which, in turn, requires the tourism industry to be deeply involved
in data management and security issues. Given the rapid pace of technological
development, every company should adopt an agile approach to CDR and a strategy
for regularly reviewing and updating their policies to ensure that they maintain

optimal levels of digital responsibility (Herden et al., 2021).

2.5 Summary
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As digital transformation continues and awareness of digital security grows, it
has become critical for the New Zealand tourism industry to adopt a CDR approach.
As Xiang et al. (2015) highlighted, the tourism industry relies heavily on personal
customer data to provide services such as customised travel packages and bookings.
This reliance underscores the importance of privacy protection and the need for a

strong commitment to digital responsibility.

The CDR framework provides clear guidelines for organisations to manage their
digital practices, ensuring compliance with privacy regulations while promoting
ethical digital practices. According to Angermann (2023), reaching a consensus
within an organisation on its digital responsibilities is essential for developing
effective guidance. For CDR to be successful, it must be integrated into the
organisation's core strategy, go beyond mere regulatory compliance, and establish a
clear governance structure. In addition, it must ensure full accountability of all
stakeholders, which helps organisations guide the management of their digital
practices, including data collection, storage, use, and sharing (Angermann, 2023;
Lobschat et al., 2021). By adopting the CDR framework, the New Zealand tourism
industry can enhance privacy protections, build trust with customers, and ensure the

ethical use of data, which will support sustainable business practices in the digital age.
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Research Methodology

3.1 Research Paradigm

The ontological perspective chosen in this study is relativistic, which shapes how
the problem is viewed and addressed. Relativism is subjective and posits that reality is
not fixed or singular but is constructed and understood differently through various
observations. Our understanding of the world is inherently limited to our interpretation
of our experiences (Morgan, 2014). The relativism adopted in this study emphasises
subjective experience, which is influenced by social, cultural, and personal factors, as
qualitative research can delve into specific contexts and capture rich and nuanced
insights into complex phenomena (Lim, 2024), relativism helps the study to understand
the development of the local tourism industry in New Zealand more comprehensively,
both at the cultural and social levels.

In this study, it is acknowledged that different tourism agencies have varying
insights and practices regarding CDR. Therefore, there is no absolute right or wrong,
only different positions or conditions influenced by their past contexts and cultures.
The experiences of tourism organisations in implementing CDR are shaped by New
Zealand's political constraints, values, and socio-economic environment. The diversity
of their approaches to digital responsibility reflects their unique perspectives and
responses to the challenges and opportunities presented by the digital transformation of

the tourism industry. By recognising multiple realities, this study aims to understand in
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greater detail the impact and role played by CDR in the tourism industry. The relativist
ontological approach allows for considering different perspectives and practices of
CDR within the New Zealand tourism industry. By acknowledging that different
organisations construct their realities based on their unique experiences, this study can
effectively provide insights into how New Zealand tourism organisations practice
corporate digital responsibility.

In terms of epistemology, this study adopts a subjectivist approach. Subjectivism
recognises that each individual's personal views and experiences play a key role in
shaping their understanding of the world (Ratner, 2002). This approach acknowledges
that different travel agencies' experiences, cultural backgrounds, and environments
influence their interpretations and practices of corporate digital responsibility. It
emphasises the importance of recognising the diversity of human experience and
understanding that knowledge is not objective but shaped by subjective interpretation.
This perspective is key to understanding how different travel agencies implement CDR
practices.

Thus, the philosophical paradigm wused in this study is interpretivism.
Interpretivism holds that truth and knowledge are subjective, culturally and historically
contextualised, and based on people's experiences and understanding (Ryan, 2018).
Interpretative epistemology advocates understanding the world by studying people's
experiences and viewpoints. Researchers should explore real-life contexts to explain

and reconstruct these concepts and meanings.
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The main aim of this study is to explore the gaps in corporate digital responsibility
within the New Zealand tourism industry. Through an extensive literature review, this
study analyses the challenges and key elements of CDR implementation, providing a
theoretical foundation for further research on corporate digital responsibility in the
tourism industry. The literature review offers an in-depth understanding of CDR's
existing frameworks, challenges, and opportunities, forming a basis for exploring its
application in the New Zealand tourism sector. Adopting interpretivism as the
philosophical paradigm allows this research to delve into real-life understandings of
CDR practices and explain and reconstruct the underlying concepts and meanings.
Interpretivism emphasises documenting phenomena and understanding and explaining
the cultural, social, and contextual factors behind the data (Lacity & Janson, 1994). The
study interprets the secondary data through qualitative analysis and compares it with
existing literature to explore possible consistencies, differences, or gaps. The
interpretive approach highlights the importance of giving new meaning to observed
behaviours and practices, enabling researchers to interpret and understand them in
context. This deeper analysis helps explain the causes and meanings behind these
behaviours, ultimately building a comprehensive understanding of the research
questions. Thus, interpretivism helps to illuminate the unique challenges and future
directions of implementing digital responsibility in the New Zealand tourism industry.

By adopting this approach, the study aims to provide a nuanced and contextually rich
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understanding of how CDR is practised and perceived within the sector, contributing

to academic and practical advancements in the field.

3.2Research Method

A qualitative research methodology was employed in this study. Qualitative
research is a naturalistic form of inquiry that focuses on non-numerical data and
explores processes, patterns, and meanings rather than solely outcomes (Nassaji, 2020).
This approach is particularly valuable for gaining insights into the complexities and
challenges associated with implementing Corporate Digital Responsibility (CDR) in

the New Zealand tourism industry.

In this study, the data refers to publicly available website content from 30 New
Zealand travel agencies that met the selection criteria. This includes their terms and
conditions, privacy policies, contact information, presence of privacy officer details,
and other elements relevant to CDR principles such as digital transparency, data
governance, and ethical data handling. These online materials were collected and

recorded in a Microsoft Excel spreadsheet.

The dataset was organised with columns dedicated to specific CDR-related
variables, enabling structured coding. Coding involved categorising the qualitative data

to identify patterns and recurring themes. Thematic analysis was then applied to
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uncover key issues related to ethical practices, privacy protection, data management,
and stakeholder inclusion (Guest et al., 2012). This method facilitated a deeper
interpretation of the travel agencies’ digital practices and their alignment with CDR

principles.

By applying this approach, the study addresses two main research questions: (1)
How do tourism agencies in New Zealand implement privacy practices and data
management strategies to align with CDR principles? and (2) What are the key
challenges faced by tourism organisations in New Zealand in achieving compliance

with privacy legislation and integrating ethical digital practices into their operations?

3.3 Data collection

The secondary data were collected from Qualmark-accredited travel agents listed
on the official Tourism New Zealand website. Qualmark®, Tourism New Zealand’s
official quality assurance organisation, awards certification to businesses that meet
specific quality, environmental, and safety criteria. It serves as a trusted benchmark for
travellers and industry stakeholders alike. The Qualmark logo, which includes the ‘100%
Pure New Zealand’ slogan and the silver fern, is widely recognised as a symbol of
service excellence and reliable visitor experiences (Florek & Insch, 2008). As of August
2024, Tourism New Zealand has accredited 701 travel agents globally under the

Qualmark standard. This certification signifies that these travel agents or organisations
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have undergone specialised training by Tourism New Zealand and possess in-depth
knowledge of the country.

This study excluded travel agents not based in New Zealand, narrowing the
selection to 158 travel agents operating within the country, ensuring the accuracy of the
data. Furthermore, only websites using the ‘.co.nz’ or ‘.nz’ domain names were selected
from the 158 agents to guarantee that the data sources are directly linked to the New
Zealand market. Using New Zealand-specific domain names was crucial in maintaining
the credibility of the data. A domain name serves as an identifier for a computer system,
replacing numerical Internet Protocol (IP) addresses with readable text (Liddicoat,
2019). The ‘.co.nz’ domain is more representative of the New Zealand market, whereas
a ‘.com’ domain may indicate that a company is either not based in New Zealand or
does not primarily target the New Zealand market.

Furthermore, all entities with domain names ending in ‘.nz’ or ‘.co.nz’ are
regulated by InternetNZ (Liddicoat, 2019). These domain holders must comply with
InternetNZ regulations. According to the Fifth Edition of the .nz Dispute Resolution
Scheme Rules, which took effect on 1 October 2024, “domain name holders and their
registrations will be governed by the laws of New Zealand, and they will comply with
all obligations set out in these ‘.nz’ Rules, their contracts with registrars, and any other

relevant agreements" (InternetNZ, n.d.).

52



53

3.4 Sampling

For this study, data on travel agents with Qualmark accreditation were collected
from the official Tourism New Zealand website for sampling purposes. The dataset was
filtered to identify valid web pages, focusing on those using the ‘.co.nz’ domain.
Following the sampling process, the selected travel agent websites were systematically
reviewed to assess the presence of key elements, including terms and conditions,

privacy policies, booking policies, legal restrictions, and privacy officer information.

Excel was utilised as the primary data analysis tool to conduct fundamental
statistical analyses, such as calculating percentages and generating figures to visualise
the data. The percentages and other numerical findings were examined to identify
patterns, trends, and potential correlations. The primary objective of this analysis was

to address the research questions effectively.

Table 1

Sample selected
TRAVEL AGENCIES WEBSITE
34°SOUTH https://www.34south.co.nz/
AMPED THE SKI https://www.amped4ski.co.nz/
ADVENTURE TRAVEL
SPECIALISTS
ANZ SKY TOUR https://www.anzskytours.co.nz/

CRUISE DEALS POWERED https://www.cruisedeals.co.nz/
BY HOOT

EXPERIENCE GOLF https://www.experiencegolf.co.nz/
FINE TOURS NEW https://www.finetoursnewzealand.co.nz/
ZEALAND
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https://www.34south.co.nz/
https://www.amped4ski.co.nz/
https://www.cruisedeals.co.nz/
https://www.experiencegolf.co.nz/
https://www.finetoursnewzealand.co.nz/

GO2NEWZEALAND 2019
LTD

GREAT DAYS NEW
ZEALAND TOUR

HOT EVENT

HOUSE OF TRAVEL
AUCKLAND CITY
INTERNATIONAL STUDENT
TOURS

KATETRAVEL

NEW ZEALAND

LUXURY PRIVATE GUIDED
TOURS NEW ZEALAND
MATESRATES CAR HIRE
NEW ZEALAND FISHING
LODGES

NEW ZEALAND TOUR
NEW ZEALAND SELF
DRIVE TOURS

NZ TRAVEL BROKERS LTD
PAR NZ GOLFING
HOLIDAYS

PLAYING AROUND NEW
ZEALAND

PUKEKOHE TRAVEL
RELAXING JOURNEYS
SEASONZ TRAVEL
SETTLERS TOURS
THRIFTY TOURS NEW
ZEALAND

VYOM JOURNEYS
XPERIENZ

YNZ HOLIDAY

YOUNG PROFESSIONALS
TRAVEL (YOPRO TRAVEL)
ZEST4TRAVEL
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https://www.go2newzealand.nz/

https://greatdays.nz/

https://www.hotevents.co.nz/

https://www.houseoftravel.co.nz/

https://studenttours.co.nz/

https://www Katetravel.co.nz/

https://www.arohatours.co.nz/

https://www.matesratescarhire.co.nz/

https://www.newzealandfishinglodges.co.nz/

https://nztour.co.nz/

https://www.newzealandselfdrivetours.co.nz/

https://nztravelbrokers.co.nz/

https://www.parnz.co.nz/

https://playgolf.co.nz/

https://www.pukekohetravel.co.nz/

https://www.relaxingjourneys.co.nz/

https://www.seasonz.co.nz/

https://hello-newzealand.co.nz/

https://www.thriftytours.co.nz/

https://www.vyomjourneys.co.nz/

https://xperienz.nz/

https://www.oceaniacc.co.nz/

https://www.yoprotravel.co.nz/

https://www.zest4travel.co.nz/
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Thirty New Zealand travel agencies that met the selection criteria were chosen. The
data were recorded in a Microsoft Excel spreadsheet and systematically coded for
specific variables, including relevant terms and conditions, privacy policies, contact
details, privacy officer information, and other CDR-related factors. Coding involved
systematically categorising qualitative data to identify patterns and themes, thereby

facilitating the organisation and interpretation of the dataset.

The dataset consisted of 30 travel agencies, with columns dedicated to specific
aspects of CDR practices. Once the data had been collated and summarised, the
prevalence of CDR-related practices in the New Zealand tourism industry was
quantified using percentage calculations. The results of the research objectives were
analysed and compared with existing literature to identify consistencies, discrepancies,
and research gaps. This study provided targeted insights and recommendations for

enhancing CDR practices within New Zealand’s tourism industry.

3.5 Data analysis techniques

Thematic analysis was employed in this study to capture the complex meanings of
textual datasets (Guest et al., 2012) and to classify and analyse the collected data. The
findings were categorised into themes based on the secondary qualitative data gathered,
which enabled an organised understanding of key aspects of Corporate Digital

Responsibility (CDR) in the New Zealand tourism industry. Each theme was supported
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by data evidence. The identified themes included privacy, legislation, and CDR

implementation.

Figure 3

Phases of thematic analysis

Phase

1. Familiarizing yourself
with your data:

2. Generating initial codes:

3. Searching for themes:

4. Reviewing themes:

5. Defining and naming
themes:

6. Producing the report:

Description of the process

Transcribing data (if necessary), reading and re-reading the data, noting down
initial ideas.

Coding interesting features of the data in a systematic fashion across the entire
data set, collating data relevant to each code.

Collating codes into potential themes, gathering all data relevant to each
potential theme,

Checking if the themes work in relation to the coded extracts (Level 1) and the
entire data set (Level 2), generating a thematic ‘map’ of the analysis.

Ongoing analysis to refine the specifics of each theme, and the overall story the
analysis tells, generating clear definitions and names for each theme.

The final opportunity for analysis. Selection of vivid, compelling extract
examples, final analysis of selected extracts, relating back of the analysis to the
research question and literature, producing a scholarly report of the analysis.

Note. Braun & Clarke’s six-phase framework for doing a thematic analysis. From “Using

thematic analysis in psychology” by Braun, V., & Clarke, V, 2006, Qualitative Research in

Psychology, 3(2), 77-101. https://doi-org.ezproxy.aut.ac.nz/10.1191/1478088706qp0630a.

A According to Braun and Clarke’s (2006) six-phase framework for thematic

analysis, the first phase involves familiarising oneself with the data through repeated

reading and active engagement. In this study, reviewing the secondary data collected

from the websites of New Zealand travel agents allowed for an in-depth understanding

of the content. This process supported the identification of initial observations and ideas

about how various digital practices—such as privacy policies, data handling, and

disclosure statements—might relate to broader Corporate Digital Responsibility (CDR)

principles.
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The second phase involved generating initial codes from the familiarised data. The

information was entered into a Microsoft Excel spreadsheet and systematically coded

for each relevant variable. These variables included, but were not limited to, the

presence of a privacy policy, disclosures regarding third-party data sharing, and

booking conditions. The resulting codes formed a list that highlighted key aspects of

digital accountability practices among the sampled travel agents.

Figure 4

Table with coded examples

| Term & Condition| ~ | Privacy condition [~ | Booking Condition |~ | Third Party Usage (Cookies) [~ | Location [~ | Privacy Officer |~ |
Yes Yesg Yes Yes Auckland Mone
fes Yes R Yes Cruesnstown &5
1‘\‘&5 Ma Yes Mat Clear Auckland Mong
M Mo Mo Mot Clear Auckland Mones
Me Ma Mo Mot Clear Auckland MNone
s Yes Yes s wWanaka Town Mones
Yes Yes Yes Yes ‘Wanaka Town  Mone
fes Mo Mo Mot Clear Tokoroa Mones
Mo Ma Mo Mea Auckland Mong
[¥es Mo g Yas Wanaka Town Mones
Mo Ma Mo Mo Auckland Mone
M Mo Mo M Dianedin Mone
Ma Yes Mo Yes Auckland Mone
s Yes Yes s Taupa Mones
Yes Yesg Yes Yes Auckland Mone
Yes Yes s Auckland &5
Mo Mo No No Wellington Mone
Mo Yesg Mo M Tauranga Mone
Yes Yes Yes Yes Palmerstan Morth None
Ma Mo Mo M Christchurch MNone
Yes Yes Yes Yes Auckland Yes
AYes e M Ve Melsan Mone
Yes Mo Yes Mo Queenstown Mone
M Mo Yes M Christchurch MNone
Me Ma Mo Mo Christchurch Meng
fes Yes R Mo Pukekohe Mones
Mo Ma Mo Mo Auckland Mone
Wes Mo Yeg M Auckland Mone
Yes yEs Ma Me Melsarn ¥es
fes Yes Mo Mo Auckland Mones

Note. The table above demonstrated the process of coding. The study examined the

websites of selected New Zealand tourism organisations to identify specific words that
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frequently appeared on tourism websites based on themes. These included privacy

policies, terms treaties, booking terms, third-party use, and privacy officer information.

After the coding process, relevant codes were grouped into broader thematic
categories. For instance, the privacy policy and third-party data sharing codes were
classified under the privacy theme. The codes related to terms and conditions formed
the regulation theme, and the privacy officer code was categorised under the guidance
theme. The ‘searching for themes’ phase assisted in organising data corresponding to

each potential theme.

During the ‘review of themes’ phase, the emerging themes were revisited to ensure
they accurately represented the data. For example, it was examined whether the privacy
policy was relevant to the privacy theme and whether the data was valuable and
applicable. Additionally, sub-themes such as the scope and purpose of personal data
collected by New Zealand travel agencies and data disclosure were explored in step 5,
Define and Name the Themes. Once the viability of the themes was assessed, this study
defined and named the themes. Each theme was described in detail, including its
relevance to corporate digital responsibility practices and its relation to the research

questions.

Figure 5
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Example of coding definition and naming theme

THIRD-PARTY
ERIVACY POLIC‘a [DATA USETAGE]

[ THEME 1: PRIVACY ]

Scope and
Purposes of
personal data
collected

Compliance
with legal
obligations

Additional
findings

Privacy policy
visibility

Data
disclosure

Note. The coding tree visualised how the Corporate Digital Responsibility (CDR)
principles were categorised in the research findings. The figure above illustrated Theme
1: Privacy. Privacy reflected how travel organisations handled user data based on
privacy policies and third-party data usage found on travel agencies’ websites. These
categories were further divided into five sub-themes: privacy policy visibility, which
assessed travel organisations’ transparency; compliance with legal obligations, which
evaluated whether organisations adhered to privacy laws such as the New Zealand
Privacy Act 2020; the scope and purpose of personal data collected; data disclosure;

and other relevant findings.

The final step involved producing a detailed analytical report based on the data and
thematic narratives. This report included examples of data for each theme, such as
specific quotes or excerpts from travel agency websites and percentages derived from

the analysis. It also linked the analysis to the research questions and existing literature,
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discussing gaps, trends, and challenges related to CDR practices in the New Zealand

tourism industry.

3.6 Ethics Considerations

This research did not require AUTEC/ethical approval, as it relied solely on
secondary data obtained from publicly available sources, such as tourism organisations’
websites. Nevertheless, 1 acknowledged that ethical responsibilities remained
paramount. I was committed to upholding the highest ethical standards by respecting
the rights, privacy, and well-being of all individuals and organisations connected to the
data. This included avoiding any misrepresentation of the information analysed. These
ethical principles were diligently maintained throughout the entire research process.

Although the analysed data were publicly accessible, the privacy and reputational
interests of the organisations involved were carefully considered. To preserve
confidentiality and prevent direct identification, each travel agency was referred to by
a numerical identifier (e.g., Agency 1, Agency 2) throughout the analysis. This
approach ensured clarity and consistency while safeguarding organisational anonymity.

All data, including contact details and privacy policies, were collected from
publicly accessible sources such as official travel agency websites. The contact
information, including privacy officer details and complaint channels, was taken

exactly as presented on these websites at the time of data collection. No private or non-
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public information was accessed or used in this study. The inclusion of such details is
intended solely to illustrate how travel agencies communicate privacy responsibilities
and to analyse their compliance with Corporate Digital Responsibility principles.

It was acknowledged that the study included comparative observations and
evaluative comments, particularly when highlighting examples of practice in Corporate
Digital Responsibility (CDR). These comparisons were made strictly based on publicly
available information and aimed to provide constructive insights into industry-wide
patterns and opportunities for improvement. All evaluative statements were supported
by transparent criteria aligned with CDR principles, and no negative assumptions were

made about any organisation beyond what was explicitly evident in the reviewed data.
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Findings

In the context of digital transformation reshaping global industries, the concept of
CDR has emerged as an important framework for guiding responsible digital practices
within organisations. The five application areas for CDR are digital stewardship, digital
transparency, digital empowerment, digital equity, and digital inclusion.

This study evaluates the implementation of CDR principles by travel companies in
New Zealand, using the five-point CDR application framework outlined by Accenture.
Thirty travel organisations were analysed for privacy, data transparency, and customer
empowerment practices. Digital stewardship refers to travel agents' responsible use of
data, ensuring privacy and security. Digital transparency focuses on whether travel
agents provide clear, transparent communication regarding the use of customer data.
Digital empowerment involves enabling customers with digital tools and guidance to
enhance their experience and control over personal data. Digital equity refers to the fair
distribution of profits derived from customer data and includes the travel agent’s
commitment to never misuse this information. Lastly, digital inclusion ensures that the

company’s data is available for research while maintaining inclusive data practices.

4.1 Privacy

4.1.1 Privacy policy visibility
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Privacy policies regulate how internet service providers interact with their users

while enabling users to monitor how companies handle their data. The sample for this

research consisted of links to the official websites of 30 travel agencies. By reviewing

the web pages of these travel companies, the study gathered information on whether the

companies had listed a privacy policy on their sites. According to the findings, Theme

1 (Privacy): 50% of the companies have listed privacy conditions on their websites.

contrast, 50% of companies could not find privacy conditions on their websites.

Figure 6

Sample commercial website.

Tours & Holidays Reviews

Australian Holidays NZ Self-Drive Reviews
NZ Self-Drive Holidays NZ Short Break Reviews
NZ Short Breaks NZ Coach Tour Reviews

Planning

Destinations
NZ Travel Planner

Custom Itinerary

NZ Coach Tours NZ Small Group Tour Reviews

NZ Small Group Tours NZ Cruise Reviews

NZ Rail Journeys All Reviews

NZ Cruises

NZ Active Tours

Terms | Privacy | Cookies

Terms | Pnvacy | Cookies

Note. The screenshot of the details provided above comes from the official website of

Group Travel

How to Book

Blog

Company

About Us
Why Book with Us

Contact Us

Connect with us

In

a New Zealand travel agency, which offers background information about its services,

destinations, and organisational structure. This example demonstrates how a

commercial tourism website typically presents its privacy policy. Privacy policies are

usually located at the website's bottom section, along with terms and conditions and
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cookie information. Users must scroll to the bottom of the webpage to access the

privacy policy.

The findings indicated a significant gap in privacy transparency among travel
agencies. Fifty per cent of the companies did not have an easily identifiable privacy
policy on their web pages. Privacy policies were essential as they informed users about
how companies handle their personal data. As highlighted in existing literature, when
users are unaware of a company’s terms and conditions, they may unknowingly agree
to use their personal information in ways they disapprove of (Steinfeld, 2016). A
privacy policy outlines what information the company collects, how it is used, why it
is necessary, and what rights users have regarding their data processing. Without a
privacy policy, trust between the user and the company may be undermined, leading to

a potential breach of privacy.

4.1.2 Compliance with legal obligations

Under the Privacy Act 2020, Information Privacy Principle 3 (IPP 3) on collecting
information from subjects stipulates that if an organisation needs to collect personal
information, it must take reasonable steps to ensure that the individual is aware. The
organisation must disclose the fact that information is being collected, the purpose for

which it is being collected, and who will use or collect the information—such as the
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name and address of the agency collecting the information, the agency storing it, and
the rights of individuals under IPP to access and correct the information they provide.
These regulations protect user privacy by ensuring transparency and accountability
in data processing practices. Of the 50% (15) of travel agents that have a privacy policy
on their webpage, all of them inform their customers/users of the purposes for which
they collect information and what information they collect. Typically, travel agents
collect information about their customers to market products and services, contact
customers electronically, and improve the customer experience. In addition, the privacy
policy usually indicates how travel agencies handle data disclosure, data protection,

user rights, and other issues related to digital responsibility.
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Figure 7
Example of travel agency privacy policy page.

INTRODUCTION
Seasonz Travel Limited (we, us, our) complies with the New Zealand Privacy Act 1993 (the Act) when dealing with personal information. Persenal information
is information about an identifiable individual (a natural person).

This policy sets out how we will collect, use, disclose and protect your personal information.

This policy does not limit or exclude any of your rights under the Act. If you wish to seek further information on the Act, see v

CHANGES TO THIS POLICY
We may change this policy by uploading a revised policy onto the website. The change will apply from the date that we upload the revised policy.

‘WHO DO WE COLLECT YOUR PERSONAL INFORMATION FROM

We collect personal information about you from:

You, when you provide that personal information to us, including via the website and any related service, through any registration or subscription process,
through any contact with us (e.g. telephone call or email), or when you buy or use our services and products.

Third parties where you have authorised this or the information is publicly available.

If possible, we will collect personal information from you directly.

HOW WE USE YOUR PERSONAL INFORMATION

We will use your personal information:

To verify your identity.

To provide services and products to you.

To market our services and products to you, including contacting you electronically (e.g. by text or email for this purpose).
To improve the services and products that we provide to you.

To bill you and to collect money that you owe us, including authorising and processing credit card transactions.
To respond to communications from you, including a complaint.

To conduct research and statistical analysis (on an anonymised basis).

To protect andjor enforce our legal rights and interests, including defending any claim.

For any other purpose authorised by you or the Act.

DISCLOSING YOUR PERSONAL INFORMATION

We may disclose your personal information to:

Any business that supports our services and products, including any person that hosts or maintains any underlying IT system or data centre that we use to
provide the website or other services and products.

Other third parties (for anonymised statistical information).

A person who can require us to supply your personal information (e.g. a regulatory authority).

Any other person authorised by the Act or another law (e.g. a law enforcement agency).

Any other person authorised by you.

A business that supports our services and products may be located outside New Zealand. This may mean your personal information is held and processed
outside New Zealand.

PROTECTING YOUR PERSONAL INFORMATION
We will take reasonable steps to keep your personal information safe from loss, unauthorised activity, or other misuse.

ACCESSING AND CORRECTING YOUR PERSONAL INFORMATION

Subject to certain grounds for refusal set out in the Act, you have the right to access your readily retrievable personal information that we hold and to
request a correction to your personal information. Before you exercise this right, we will need evidence to confirm that you are the individual to whom the
personal information relates,

In respect of a request for correction, if we think the correction is reasonable and we are reasonably able to change the personal information, we will make
the correction. If we do not make the correction, we will take reasonable steps to note on the personal information that you requested the correction.

If you want to exercise either of the above rights, email us at infoiseasonz.conz. Your email should provide evidence of who you are and set out the details
of your request (e.g. the personal information, or the correction, that you are requesting)

We may charge you our reasonable costs of providing to you copies of your personal information or correcting that information.

INTERNET USE
While we take reasonable steps to maintain secure internet connections, if you provide us with personal information over the internet, the provision of that
information is at your own risk.

Note. The above screenshot shows the contents of a New Zealand travel agency's
privacy policy, highlighting the significance of the policy, which outlines what personal
information the company collects, what it is used for, and how it stores and protects
user data. Key sections typically include data collection methods, the use of personal

information, third-party sharing policies, and customer rights regarding data privacy.
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4.1.3 Scope and Purposes of personal data collected

New Zealand travel agencies collect various types of personal information from
customers to facilitate their services. This includes basic identifying details, contact
information, payment details, health data, and other random information. The purpose
of collecting such data varies between agencies, ranging from identity verification and

service improvement to marketing and compliance with legal requirements.

Basic Identifying Information (Full name, Date of birth, etc.)

- Travel Agency 23 “ will collect client's personal information to verify identity. To
conduct research and statistical analysis (on an anonymised basis). To protect
and/or enforce our legal rights and interests, including defending any claim. And
for any other purpose authorised by you or the Act.”

- Travel Agency 22 collect clients personal information “To facilitate the Services
and business operations. To improve our website, Services, marketing, customer
relationships and experiences (using data analytics etc.);

- Travel Agency 10 “collect your name, email address, user name, password, phone
number, demographic information, date of birth, address, location and any other

information we require or ask for to set you up with an account.”
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Contact details (phone number, email address, and postal address);

Travel Agency 23 collect client's contact detail to provide services and products.
To market their services and products. To respond to communications from clients,
including a complaint. And to improve the services and products.

Travel Agency 22 collect clients contact detail for “marketing and communication
purposes, to notify you about changes or updates to the Services”

Travel Agency 25 will retain client contact details for communication and
marketing purposes. “Any marketing emails we send will provide you with an

unsubscribe option. You can view all the data we hold about you on request.”

Payment Information (Billing address, Credit or debit card details);

Travel Agency 23 collects Financial Information “To bill you and to collect money
that you owe us, including authorizing and processing credit card transactions.”

Travel Agency 5 “‘use your payment information to process transactions securely.”
Credit card details are required to make an enquiry or booking with Travel Agency
2 “However, Travel Agency 2 does not store credit card numbers. Therefore,
customers will need to provide us with their credit card number for each payment

’

transaction.’
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Health Information (Medical conditions, Emergency contact details)

- Travel Agency 11 “...so-called sensitive personal data is collected for any medical

requirements...

Other random information

- Travel agency 10 “We also collect the following sensitive or special categories of
personal information: personal data revealing racial or ethnic origin and religious
or philosophical beliefs (Sensitive Information).”

- Travel agency 19 collects “club affiliation and membership details”

- Travel agency 11 collects browsing history such as “IP address (Internet Protocol
address) of the computer from which the Studenttours-website is accessed; Internet
address of the website from which the Studenttours-website was accessed (so-called
origin or referrer URL); Name of the retrieved files or information, Date and time
as well as duration of the call; transferred amount of data; Operating system and
information about the internet browser of the computer accessing the Studenttours-

website; http status code (e.g., “request succeeded” or “requested file not found”).”
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New Zealand travel agents collect personal data for various purposes, typically
aligned with service delivery, legal compliance, and business enhancement. However,
the specific uses of data collection practices can vary between agencies.

A prevalent use is identity verification, which helps to ensure that customers are
who they claim to be. Additionally, personal information is frequently utilised to
improve services and business operations. For instance, Travel Agency 22 clearly
outlines the various purposes of its data collection, linking it directly to service
improvement and operational efficiency. This includes using data analysis to enhance
service offerings and for marketing and communication purposes, which allows users
to understand how their data contributes to an improved customer experience. Other
common personal data uses include contact information for communication and
marketing purposes and secure payment processing.

Some agencies, offer clients with greater control regarding the use of contact
information, like Travel Agency 25, providing customers with an option to unsubscribe
from marketing emails. This allows users to control their data and builds trust. Travel
Agencies 2 and Travel Agencies 5 focus on securely handling payment transactions
when collecting payment information. Travel Agency 5, for example, explicitly states
that it does not store credit card numbers, providing users with clear insights into how
payment information is managed and reducing the risks of data breaches.

In addition to service-related purposes, some agencies use personal information for

research. Travel Agency 23 specifies that identifying information is used for
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anonymised research and statistical analysis and emphasises compliance with New
Zealand’s Privacy Act, ensuring the protection of users' rights.

When collecting sensitive health information, Travel Agency 11 implements
precise consent mechanisms and explains how the data will be processed and why it is
necessary for safety and emergency preparedness. Travel Agencies 10 and 11 provide
transparency about sensitive personal data, such as racial or ethnic origin and religious
beliefs, and digital tracking data, helping users understand how their online activities
are monitored.

Transparent data usage descriptions enhanced user trust, as seen in Travel
Agencies 5 and 22, which explicitly linked data collection to service improvements.
Second, user control was strengthened through opt-out options (e.g., Travel Agency

25).

4.1.4 Data disclosure

The study results revealed that 15 travel agencies clearly stated their data collection

purposes in privacy policies. Additionally, 14 agencies disclosed whether personal data

was shared with third parties, as shown in Table 2.

Table 2

Travel agencies with provide disclose

Agency Disclosure Recipients
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Travel agency 4
and Travel

agency 10

another company within our group in connection with any of
the potential uses of your personal information identified
above

any business that support our websites, products and services,
including any person that hosts or maintains any underlying
IT system or data centre that we use to provide our websites,
products or services or that we use to process payments

a credit reference agency for the purpose of credit checking
you

third parties (for anonymised statistical information)
professional advisers e.g. accountants, lawyers or auditors

a person who can require us to supply your personal
information (e.g. a law enforcement agency or regulatory
authority)

any other person with your consent

any other company in the case of a sale, merger,
consolidation, liquidation, reorganisation or acquisition

any other person authorised by applicable law.

Travel agency 2

provide statistical information about its sales, trading
patterns, and information on navigation techniques to

reputable third parties.
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Travel agency 5

Disclosure of Your Information for Third-Party Service
Providers

Legal Requirements and Business Transfers.

Travel agency 6

... With our suppliers

Travel agency 8

Business transactions
Law enforcement

Other legal requirements.

Travel agency

11

disclosure for the implementation of the services you have

selected for partners of Study Nelson.

Travel agency

14

We may disclose information when legally compelled to do so.

Travel agency

15

- We keep your information safe by not sharing it with any
third party and only using it to contact you directly with

information relevant to your query.

Travel agency

18

Share Your Personal Data to Authorised Third Parties.

Or with any legal obligations

Travel agency

19

disclose your personal information in accordance with your

authorisation and/or for the purposes.

Travel agency

22

Your Personal Information will not be sold, traded, rented

or otherwise provided to others without your consent.
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third parties may submit requests to access information that
has been generated from your use of our Services. This
might include, for example, law enforcement or government
agencies requesting information about you or Permitted

Users.

Travel agency 23

Any business that supports our services and products,
including any person that hosts or maintains any underlying
IT system or data centre that we use to provide the website or
other services and products.

Other third parties (for anonymised statistical information).
A person who can require us to supply your personal
information (e.g. a regulatory authority).

Any other person authorised by the Act or another law (e.g. a
law enforcement agency).

Any other person authorised by you.

A business that supports our services and products may be

located outside New Zealand

Travel agency

25

we may be required to share limited information with our
suppliers to enable reservations to be made (mostly names,

country of origin and ages but in some cases, a contact

74



75

number, address and email) to ensure that suitable and
correct services are supplied.
- We do not share email information or any other contact

details with other parties.

The recipients and uses of data disclosures vary across New Zealand's travel
agencies, involving multiple parties in the collection and sharing process. Travel
agencies collect personal data for various purposes, including booking, customer
service, marketing, and legal compliance. Third-party service providers, such as
accommodation providers, transport companies, and event organisers, also gather
personal data to facilitate bookings, customer transactions, and other operational
services. Additionally, law enforcement and government agencies may request access
to personal data for legal or regulatory purposes. Business partners and statistical
research entities often receive aggregated data to conduct analysis, gain transaction
insights, and improve services.

Some travel agencies, such as Travel Agents 4, 10, and 23, offers more detailed
disclosures, ensuring that customers are informed and in control of their data. For
example, Travel Agent 23 adopts a comprehensive approach to data disclosure, clearly
stating that it shares information with third parties supporting its services, including IT
infrastructure providers and data centres. It also ensures transparency regarding sharing

anonymised statistical data while limiting the disclosure of personal information to
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legally authorised entities, such as regulators and law enforcement agencies. This level
of clarity helps protect customer privacy and minimises the risk of misuse.

Travel Agencies 4 and 10 similarly emphasise that personal data may be shared
within their corporate group, informing customers about the internal flow of their data.
These agencies also specify data disclosures in the event of significant business changes,
such as mergers, acquisitions, or reorganisations, allowing customers to anticipate
potential data transfers. By listing authorised recipients, including credit reference
agencies, legal professionals, and law enforcement agencies, these travel agents ensure
that customers are fully aware of their data privacy rights and protections. In contrast,
other travel agencies provide minimal disclosure or lack of clear transparency regarding

the sharing of personal data.

4.1.5 Additional findings

Typically, privacy policies are located at the bottom of a website's homepage, and
users can easily find them due to their consistent placement. However, while these
policies are theoretically accessible, their readability remains a significant issue (Jensen
& Potts, 2004). Many privacy policies, such as Travel Agency 11, use complex
language, often with advanced vocabulary. This complexity can undermine the legal
foundation of "informed consent" and make it difficult for users to understand their

privacy rights fully. Furthermore, the study found that some travel agencies mention
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potential changes to their privacy policies within the document. However, users are
rarely notified of these updates directly, which may burden them more. To stay
informed, users may need to frequently check individual websites for any changes to
ensure their privacy rights are not compromised.

For example, in Travel agency 8: “Changes to this Privacy Policy: We may update
Our Privacy Policy from time to time. We will notify You of any changes by posting the
new Privacy Policy on this page. You are advised to review this Privacy Policy
periodically for any changes. Changes to this Privacy Policy are effective when they
are posted on this page.” Travel agency 21 "We may change this Privacy Policy from
time to time, any change in the policy will be updated on our website and will apply
from the date posted.” and Travel agency 5: “We may update this Privacy Policy from
time to time. Any changes will be posted on this page with an updated revision date.
Your continued use of our website following the posting of changes indicates your
acceptance of those changes.”

Requiring users to regularly review privacy policies and proactively check for
updates imposes an unreasonable burden, especially for individuals who lack the time
or inclination to review legal terms constantly. For instance, Travel Agency 5’s policy
states that continued use of the site implies acceptance of any changes, placing the
responsibility on users to remain informed and vigilant. Furthermore, most travel

agencies in the sample did not provide clear or practical ways for users to easily identify
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specific updates or changes, further hindering their ability to stay informed about their
privacy rights.

However, there is a good practice of informed consent, with Travel agency 19:
“We may amend and update this Privacy Policy from time to time by posting a revised
version on our website and/or App. Any changes will apply from the date we post the
updated Privacy Policy on the website or App. If we make any significant changes, we
will provide you with reasonable notice of such changes through the website or App,
or via other means such as email.” The best practices notify users of any changes to
their privacy policies—such as via email—to ensure customers remain aware of how
their personal information is handled and retain control over their data.

In conclusion, many of the privacy policies in this study fail to effectively serve
users due to their complex language, lengthy content, and default user consent. These
policies often contain advanced legal terminology that is difficult for the average user
to understand, leading to confusion and undermining the principle of ‘informed
consent’. As a result, users may unknowingly consent to compromising the security of
their data. While this approach ensures broad legal coverage for companies, it does not

adequately address users' needs, leaving them vulnerable to privacy risks.

4.2 Legal compliance
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According to the findings, Theme 2 (Legal compliance) reveals that 60% of the
companies listed terms and conditions on their websites, while 40% could not identify
terms and conditions on their websites. Terms and conditions are a legal agreement
between a company and its customers or potential customers, often found on websites
and online services. These agreements usually include disclaimers to protect the
business's interests. Clear and well-defined terms and conditions provide businesses
with a structured framework to safeguard their interests and offer protection for
consumers by clearly outlining their rights and defining how disputes will be handled.

The study found that 18 travel agencies (60%) in New Zealand included terms and
conditions on their websites. These terms typically cover the booking process, currency
and exchange rates, deposit or booking fees, payment and cancellation policies, and
risk factors (such as natural disasters or man-made risks). Additionally, these terms
usually address the company's liability for various services, such as package activities,
transportation, accommodation, and customer support. Essentially, the terms and
conditions act as a disclaimer, outlining the company’s limited liability in certain
situations, such as failure to perform or unforeseen circumstances.

However, a significant gap was observed in including consumer rights within these
agreements. Only 13 travel agencies (43%) clearly stated in their terms and conditions
or privacy policies that they comply with New Zealand law and are subject to the
relevant national legislation. While most agencies include disclaimers about business

responsibilities, customer rights and legal protections were often minimally addressed,
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making it harder for consumers to fully understand how their rights are protected or

enforced under New Zealand law or other applicable jurisdictions.

The companies listed below clearly state in their terms and conditions that they

comply with the New Zealand law or offer customers the option to use either the New

Zealand laws or the laws of other countries to protect their rights.

Travel Agency 23 “(we, us, our) complies with the New Zealand Privacy Act 1993
(the Act) when dealing with personal information. Personal information is
information about an identifiable individual (a natural person).”

Travel Agency 22 “processes personal information depending on the user's
location. It always complies with applicable privacy laws and applicable anti-spam
laws. If the user is in Australia, it complies with the the Privacy Act 1988 (Cth)
(Australian Privacy Act), and the Spam Act 2003 (Cth), or if the user is in New
Zealand, it complies with the Privacy Act 1993 and the Unsolicited Electronic
Messages Act 2007, or if the user is in the United Kingdom, it complies with the
Data Protection Act 2018 and the Privacy and Electronic Communications
Regulations 2003.”

Travel Agency 6, Travel Agency 25, Travel Agency 28 “These terms and
conditions should be read subject to and in conjunction with the provisions of the
Consumer Guarantees Act and the Fair Trading Act (applicable in New Zealand)

2

and do not affect your rights as expressed in these acts.
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Travel Agency 8 “These Terms are governed by the laws of New Zealand. Any
disputes arising from these Terms or your use of our website will be subject to the
exclusive jurisdiction of the courts of New Zealand.”

Travel Agency 2 “Any personal information that you disclose to us will be treated
in accordance with the provisions of the Privacy Act 1993 and our Privacy Policy
which appears on this Site, so far as we are in control of the same, except that it
may be supplied to Providers. New Zealand law shall govern all information and
Travel provided through the site.”

“...Travel Agency 10 will be subject to New Zealand law and the jurisdiction of
the New Zealand Courts. Suppliers and your contracts with them may be subject to
different laws and jurisdictions.... Travel Agency 10 Limited and the entities within
the Group, comply with the New Zealand Privacy Act 2020 when dealing with
personal information.”

Travel Agency 18: “This liability clause is subject to your rights under the
Consumer Guarantees Act and nothing in these terms and conditions is intended to
limit any rights you may have under the Consumer Guarantees Act or the Fair
Trading Act.”

Travel Agency 4 “(we, us, our) comply with the New Zealand Privacy Act 2020
when dealing with personal information.”

Travel Agency 15 “This liability clause is subject to your rights under the

Consumer Guarantees Act and nothing in these terms and conditions is intended to
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limit any rights you may have under the Consumer Guarantees Act or the Fair
Trading Act.”

Travel Agency 21: Your rights. “Nothing in these Terms is intended to limit any
rights you may have under the Consumer Guarantees Act 1993 or the Fair Trading
Act 1986. Privacy. We understand and respect the importance of your privacy and
we are committed to protecting your privacy in accordance with the Privacy Act
2020.”

“Travel Agency 14 maintain the information you send via e-mail in accordance
with applicable New Zealand law. In compliance with the New Zealand Unsolicited
Electronic Messages Act 2007 Act. These Terms and Conditions are governed by
and construed in accordance with the laws of New Zealand. Any disputes arising
under or in connection with these Terms shall be subject to the exclusive jurisdiction

of the courts of New Zealand.”

The findings of the study suggest that New Zealand travel agencies lack effective

Corporate Digital Responsibility (CDR) practices, particularly in disclosing legal

responsibilities and empowering consumers. Only 13 out of the 30 travel agencies

sampled provided clear statements that they were subject to New Zealand law or any

specific legal framework, which raises concerns about the level of transparency

provided to customers regarding their rights and protections.
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For example, Travel Agency 23 stands out by explicitly stating its compliance with
the New Zealand Privacy Act 1993, ensuring that customers are aware of their rights to
data protection under the New Zealand law. This disclosure provides clarity and helps
build consumer trust, as customers are reassured that their data is managed according
to established legal standards. In contrast, several other agencies, such as Travel
Agency 6, Travel Agency 25, and Travel Agency 28, mention their compliance with
the Consumer Guarantees Act 1993 and the Fair-Trading Act 1986 but fail to explain
how these laws directly protect consumers. This lack of detail could confuse customers
about their rights and legal recourse. The absence of clear communication on consumer
protection under these laws diminishes the level of digital empowerment, which is a
core component of CDR.

Moreover, although the terms and conditions section often contain disclaimers
protecting business interests, they rarely address consumer rights in a clear and
accessible way. This imbalance—focusing on business protection while neglecting to
empower consumers—highlights a significant gap in CDR practices. If consumers are
unaware of the legal protections available to them, they cannot make informed
decisions or take the necessary actions to safeguard their interests. The failure to
adequately empower customers in this regard weakens their confidence in travel
agencies and undermines trust in their ability to handle personal data and provide fair

treatment.
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4.3 Guidance

Organisational consensus on CDR is essential to ensure clear guidance on its
implementation (K. V. Carl et al., 2022), and in particular, a department should be
established to manage the CDR programme. Under New Zealand's privacy laws
(Privacy Act 2020, Ministry of Justice), organisations must appoint one or more
individuals to act as the organisation's Privacy Officer, whose responsibilities include
encouraging the agency to comply with the IPPs, dealing with requests made to the
agency under this Act; working with the Commissioner in relation to complaints,
investigations, and proceedings; and ensuring that the agency complies with the
provisions of the Act.

Travel agency 22 provides clients with three different privacy officer’s contact

details in the contact information section.

- “We take your concerns very seriously. If you have any questions or comments
about this Policy, or wish to make a complaint or exercise your privacy rights,

please contact our Privacy Olfficer using the details below:

Country Contact Details
Australia Phone: +61 7 5556 5556
Post: ANZCRO

Attn: Privacy Officer
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Address: Level 1, 6 Short Street, Southport QLD 4215
Email: privacy@anzcro.com.au

New Zealand Phone: +61 7 5556 5556

Post: ANZCRO

Attn: Privacy Officer

Address: Level 1, 6 Short Street, Southport QLD 4215
Email: privacy@anzcro.com.au

UK Phone: +61 7 5556 5556

Post: ANZCRO

Attn: Privacy Officer

Address: Level 1, 6 Short Street, Southport QLD 4215

Email: privacy@anzcro.com.au”

In addition, if clients are not satisfied with the response from Travel agency 22, they

also provide clients with alternative complaints organisations.

“Country Office

The Office of the Australian Information Commissioner (OAIC) via the OAIC
Australia website:

www.oaic.gov.au.
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The New Zealand Privacy Commissioner via the website:

New Zealand

https://www.privacy.org.nz/your-rights/making-a-complaint/
United The Information Commissioner's Office (ICO) via the website
Kingdom https://ico.org.uk/global/contact-us.”

“We would, however, appreciate the chance to deal with your concerns before you
approach one of these entities, so please do get in touch using the details above in this

’

section.’

Travel Agency 4, Travel Agency 10, and Travel Agency 11 have mentioned the
privacy officer position. Only 4 (13%) of the 30 New Zealand travel agents indicated a
privacy officer in their privacy policy or terms and conditions, highlighting a significant
gap in digital stewardship. The lack of a designated privacy officer at most travel
agencies may undermine their ability to manage data responsibly and communicate
effectively with customers. The absence of a privacy officer role also hinders the
development of consistent policies to address privacy issues. Furthermore, the lack of
a Privacy Officer at most travel agencies indicates that most travel agents in New
Zealand fail to maintain good digital empowerment practices and digital equity in
implementing CDR. Customers may not have a clear channel to address privacy

concerns without a dedicated role such as a Privacy Officer.
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Travel Agent 22 is an example of best practice in this area. It has a Privacy Officer
listed on its business website and clear and easy-to-understand contact details for
customers across multiple locations (Australia, New Zealand, and the UK). The agency
demonstrates excellent digital transparency by proactively making it easy for customers
to contact the appropriate person with privacy-related questions. It also exemplifies
digital empowerment, as customers are given the option to resolve concerns, enabling

them to take action where necessary.

4.4 Data Management

The more personal data travel agencies collect, and their data increases, the more
consumers' concern over privacy violations and a lack of control over their private
information also rises (Culnan, 1993). Therefore, data management is a crucial part of
validating CDR practices. Similarly, the New Zealand Privacy Act has enacted specific
regulations to protect information security (Ministry of Justice, 2020). Under the
Information Privacy Principle 5, "Storage and security of personal information," an
agency that holds personal information must ensure that the information is protected by
reasonable security safeguards against loss and unauthorised access, use, modification,
or disclosure, as well as other misuse. If personal information needs to be shared with
another person or organisation to provide a service on behalf of the agency, the agency

is required to take all reasonable steps to prevent any unauthorised use or disclosure of
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that information. The table below shows the different approaches taken by travel

agencies in New Zealand regarding data management and protection.

Table 3

Data management and security practices of selected New Zealand travel agencies

Travel Agency

Data Management and Security Practices

Travel agency 4

"We implement appropriate technical and organisational
measures to ensure a level of security appropriate to the risks
inherent in processing personal information. You play an
important role in keeping your personal information secure by
maintaining the confidentiality of any password and accounts
used in relation to our products and services. Notify us
immediately if there is any unauthorised use of your account or

any other breach of security."

Travel agency 5

"We implement appropriate security measures to protect your
personal information from unauthorized access, alteration,
disclosure, or destruction. However, no method of
transmission over the Internet or electronic storage is 100%

secure, so we cannot guarantee absolute security."

Travel agency 8

"The security of your personal data is important to us, but
remember that no method of transmission over the Internet or
method of electronic storage is 100% secure. While we strive

to use commercially acceptable means to protect your personal

data, we cannot guarantee its absolute security."

Travel agency 10

"We implement appropriate technical and organisational
measures to ensure a level of security appropriate to the risks

inherent in processing personal information. You play an
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important role in keeping your personal information secure by

maintaining the confidentiality of any password and accounts

immediately if there is any unauthorised use of your account or

used in relation to our products and services. Notify us

any other breach of security."

Travel agency 14

"We request that you do not send private information to us by
email. However, doing so is allowed, but at your own risk.
Some of the information you may enter on our website may be
transmitted securely via Secure Sockets Layer (SSL). Credit
card information and other sensitive information are never
transmitted via email. We use software programs to monitor
network traffic for unauthorized attempts to change or damage

information."

Travel agency 15

"We keep your information safe by not sharing it with any third
party and only using it to contact you directly with information
relevant to your query. However, we cannot be held
responsible for any cyber-attack or other breach of security.
Financial information is only gathered through personal phone

calls and stored securely on our server."

Travel agency 21

"We will not sell, rent, or lease your personal information to
third parties. In accordance with the Privacy Act 1993, you
may access and change your personal information at any time.
We will take all reasonable steps to keep your information

secure."

Travel agency 22

"We implement a variety of security measures to protect the
loss, misuse, and alteration of your Personal Information when

you enter, submit, or access your Personal Information. While

we endeavour to protect the privacy of your account and
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Personal Information we hold, we cannot always guarantee
complete security. There are a number of measures you need to
take to keep your information secure, such as choosing a

strong password."

Travel agency 23 "We will take reasonable steps to keep your personal
information safe from loss, unauthorised activity, or other

misuse."”

Effective data management and security practices are fundamental to ensuring the
protection of personal information and demonstrating a travel agency's commitment
to Corporate Digital Responsibility (CDR). While many agencies acknowledge the
importance of safeguarding client data, the depth and clarity of their policies vary
considerably.

Travel agency 11 (The best practice)

- In principle, you can visit our internet pages or use the online services without
having to provide any personal information. Only anonymous access data is stored,
e.g. the name of your Internet Service Provider (ISP), the website from which you
are visiting us, or the name of the requested file. This data is collected and evaluated
exclusively for the purpose of improving our online offer, they are at least
temporarily stored by us and deleted after a purely statistical evaluation, they do
not allow any conclusion on your person.

- Personal data is individual information about personal or factual circumstances of

a person. Personal data will only be collected if you provide such in the context of
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contacting us via our booking or contact form. Personal data includes, for example,
name, address, telephone number and e-mail address. We use the personal data in
accordance with the applicable statutory provisions, in with the data protection
provisions of the German Telemedia Act (TMG) and the German BDSG.

All data from the enrollment will be transferred to the database and processed
there for the execution of the enrollment process and participation on our tour.
Study Nelson, in accordance with the state of the art, undertakes all necessary
technical and organizational efforts to safeguard your personal data from loss,
falsification or knowledge of unauthorized persons.

Erasure concept: The user has the right to revoke a given consent with effect for the
future at any time.

The deletion of the stored personal data takes place when the user revokes the
consent to the storage, when your knowledge is no longer necessary to fulfill the
purpose of the storage, the contractual relationship is terminated or if your storage
for other legal reasons is inadmissible. Data for billing purposes and accounting
purposes are not affected by a request for cancellation.

Personal data of participants and their parents will be kept until the end of the 7th
vear after the regular end of the tour due to New Zealand statutory retention periods.

Study Nelson affiliates retain data submitted to them by Study Nelson in accordance

with their respective national regulations.
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Data management practices are crucial in protecting personal information and
compliance with privacy regulations such as New Zealand's Privacy Act 2020. Only 10
agencies mentioned data security in their privacy policies to safeguard client
information from loss, misuse, and unauthorised access. While some agencies
emphasise general security measures, others take more detailed approaches to data
protection. For example, Travel Agencies 5 and 23 mention implementing "reasonable
security measures" but fail to outline specific methodologies, ambiguous policies
weaken trust.

In contrast, Travel Agencies 10 and 22, and others provide more robust details on
their data security practices. These agencies acknowledge the inherent limitations of
online security and outline specific measures, such as encryption and strong password
strategies, to protect client data. These practices demonstrate a higher level of digital
transparency and empowerment, as clients are made aware of the specific measures
taken to secure their personal information, empowering them to take appropriate actions
to safeguard their privacy.

Travel Agencies 14 and 29 also adopt security practices such as using secure
servers and external platforms for data storage and advising clients not to send sensitive
data via unsecured email. These practices help mitigate the risks of data breaches and
unauthorised access, reflecting a commitment to digital stewardship by ensuring that
clients are informed about how to protect their data. The sample's best example of data

management practices comes from Travel Agency 11. This agency implements a
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comprehensive approach that includes limiting data collection, establishing regular data
deletion policies, and adhering to legal retention periods. It ensures that data is only
retained when necessary and that clients' personal information is not kept longer than
required. Travel Agency 11°s proactive approach to data minimisation and retention
policies ensures that client data is handled responsibly, minimising the risks associated
with unnecessary data storage.

While some New Zealand travel agents have demonstrated strong data
management practices by adopting encryption, strong passwords, and secure storage
methods, most travel agents do not specify how they address the risks inherent in data
security on their privacy policy pages. The lack of well-practised data management
reflects the challenges in digital stewardship and digital equity in the implementation

of CDR.

4.5 Summary

Based on the findings, this research illustration (figure 8) presents a structured
framework outlining the current CDR practices among tourism agencies in New
Zealand. It also provides basic steps for effectively implementing Corporate Digital
Responsibility (CDR) in New Zealand travel agencies. The framework emphasises an
incremental approach, starting with essential legal compliance and progressing to the

full integration of CDR into business strategies.
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CDR practice in New Zealand tourism
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Firstly, from the findings, the CDR practices of New Zealand tourism organisations
centred around privacy policies, identifying four key areas: privacy, legislation,
guidance, and data management. Travel organisations showed variations in their
privacy policies. Some travel agents provided clear and detailed information about data
collection and protection, while others offered vague or no information. In terms of
privacy transparency, the performance of each travel agent varied.

Secondly, compliance with the New Zealand Privacy Act 2020 remains
inconsistent. The findings indicate that most organisations have not appointed a privacy
officer, leading to poor data protection and security practices, disclosure, and consumer
rights safeguarding. This highlights the need for more vigorous enforcement and
industry-wide awareness. Furthermore, the lack of a designated privacy officer
underscores the absence of proper guidance within the tourism industry. Travel agents
largely follow the most basic legal requirements, but no standardised framework guides
CDR implementation, resulting in a gap in digital practices across New Zealand’s
tourism sector.

The industry exhibits varying levels of maturity when it comes to data management.
Some agencies have policies for secure data storage, encryption, and anonymisation,
while others have not mentioned any data management practices, possibly due to
resource constraints. Digital responsibility efforts are further complicated by unclear
stewardship, insufficient consumer control over personal data, and inadequate

cybersecurity measures.
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An incremental approach to CDR implementation is proposed to address these
challenges. First, agencies must ensure full compliance with the Privacy Act 2020 by
improving privacy policies and data management practices. Second, they should go
beyond legal compliance to enhance customer trust through five key CDR principles.
Digital Stewardship requires establishing internal policies and appointing a Privacy
Officer to oversee data management, ensuring compliance with legal and ethical
standards. Digital Transparency involves disclosing data collection, usage, and sharing
practices on official websites to enhance customer trust. Digital Empowerment
encourages organisations to provide customers with tools to manage their data, granting
them greater control over their personal information. Digital Equality can be achieved
through data minimisation and advanced security measures to prevent misuse and
unauthorised access. Lastly, Digital Inclusion calls for community collaboration to
promote inclusive data practices, ensuring that all stakeholders benefit from digital
advancements.

Finally, embedding CDR into core business strategies is crucial for long-term
sustainability. The government, industry, and regulators should collaborate to promote
best practices, provide training, and increase public awareness of CDR to drive digital

responsibility across the tourism sector.
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Discussion

5.1 Discussion of Finding

Based on the five application areas of CDR (Angermann, 2023) — this study
evaluates the practices of 30 travel companies in New Zealand in terms of privacy,
regulations, and guidance. The study finds that New Zealand travel agencies perform
differently in implementing CDR principles, with significant gaps overall.

In terms of digital stewardship, some travel agencies demonstrated good practices
in responsible data use and security measures. For example, Travel Agency 11 showed
a commitment to data minimisation by limiting data collection, establishing regular
deletion policies, and complying with statutory retention periods. However, most travel
agencies lacked a clear privacy officer role, resulting in inconsistent data stewardship
policies and weakening customer trust. Only 13% of travel agencies explicitly
mentioned a privacy officer in their privacy policies, highlighting the industry's
shortcomings in digital stewardship.

Regarding digital transparency, 50 per cent of the travel agents in the sample had
a privacy policy indicated on their web pages. Some travel agencies improved
transparency by providing precise data collection purposes and detailed security
measures. For instance, Travel Agencies 10 and 23 clearly stated the purpose and use
of data collection, while Travel Agencies 11 and 22 provided information on security

practices such as encryption and strong password policies. However, the privacy
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policies of many agencies are complex and lengthy, lacking clear explanations of data
usage and risks. This complexity makes it difficult for users to understand, undermining
the basic principle of "informed consent".

In terms of digital empowerment, some travel agencies enhanced customer
capabilities by offering user control and clear communication channels. For example,
Travel Agency 25 provides marketing email unsubscribing options and data viewing
methods, while Travel Agency 22 has established a privacy officer and provided multi-
regional contact information, reflecting its high attention to customer privacy issues.
However, most travel agencies fail to empower customers effectively with adequate
privacy protection options. There is a lack of clear explanations about user rights and
legal remedies.

The study found that travel agencies performed poorly in fairly distributing data
usage profits and preventing information abuse in digital equality. Although some
agencies, such as Travel Agencies 4 and 10, performed well by mentioning information
sharing within the group and disclosure during business changes in their privacy
policies, New Zealand travel agencies lack a clear commitment to the fair distribution
of data usage profits and do not fully explain how to prevent the abuse of customer
information. In digital inclusion, only a few New Zealand travel agents referenced in
their privacy policies whether their datasets are used for research and how they ensure

inclusive data practices. New Zealand travel agencies should actively improve digital
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inclusion and openly and mutually learn from each other's best practices. Therefore, it
helps in improving CDR practices.

In addition to the practice of travel agents in New Zealand, another finding is a
disconnect between legal compliance requirements and CDR's practical application.
Organisations often have privacy policies or terms and conditions on their websites that
align with legal requirements. However, because privacy acts are generic and not
tailored to an organisation's needs, policies may lack the detail needed to address each
organisation's unique situation. Policies are vital tools that communicate how an
organisation collects, stores, uses and shares customer data. However, the Privacy Act
does not regulate how privacy clauses should be written. As a result, most travel agents
refer to the most common privacy policies rather than incorporating their business
model. The result is that policies often lack comprehensibility in many New Zealand
travel agencies. Many privacy policies are written in complex legal language that may
be difficult for the average consumer to understand. Poor comprehensibility of complex
privacy policies, consistent with legal language, is especially common for individuals
without a law or privacy regulations background. This lack of readability can
undermine the effectiveness of privacy policies and prevent customers from making
informed decisions about their data. Additionally, some travel agents provide lengthy,
dense privacy policies that prevent customers from having the time or inclination to
read all the details. As a result, many customers may skip reading the policy and agree

to the terms, unknowingly accepting terms that expose their data to risk.
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In conclusion, there are significant gaps in the implementation of CDR principles
by New Zealand travel agencies, particularly in terms of digital equity and digital
inclusion. While some agencies have demonstrated good practices in digital
stewardship and digital transparency, the entire industry needs to simplify the language
of privacy policies, enhance user rights to know, establish privacy officer roles, and
clarify the distribution of profits from data use. These improvements are essential to

comprehensively enhancing customer trust and industry compliance.

5.2 Research questions

Research questions 1: How are privacy practices and data management strategies
implemented by tourism agencies in New Zealand to align with CDR principles?

This research question seeks to understand how the New Zealand tourism industry
is developing its digital practices to meet modern expectations of privacy and
responsibility. To achieve sustainable development and digital transformation within
the New Zealand tourism industry, it is crucial to incorporate CDR principles such as
transparency, fairness, customer empowerment, and legal compliance.

The research findings indicate that privacy practices among New Zealand tourism
agencies lack consistency and standardisation. While 50% of the sampled agencies
provide a privacy policy on their websites, the quality of these policies varies

significantly. For example, Agency 23 demonstrates good practice with a simple and
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clear privacy policy, while Agency 22 categorises the content of its privacy policy,
enabling users to quickly access relevant sections. However, many privacy policies are
lengthy and complex, making it difficult for customers to fully comprehend their rights
and how their data is handled. This lack of readability contradicts the CDR principle of
transparency, as merely having a privacy policy does not guarantee that users are
adequately informed. Furthermore, informed consent practices are weak, as many
agencies do not explicitly seek user permission before collecting and processing their
data. Instead, consent is often assumed through passive acceptance, such as continued
website use. This undermines the CDR principles of digital empowerment and equity,
as users may not be aware of the extent of data collection and its implications. These
limitations in transparency and empowerment indicate a failure to translate legal
compliance into meaningful consumer empowerment. As a result, privacy policies
often function as one-way legal statements rather than interactive tools. Privacy policies
should facilitate user understanding through clear explanations and interactive elements;
however, most agencies in this study fail to implement these practices.

The lack of data governance is evident in the fact that only 13% of the sampled
agencies have designated a privacy officer, highlighting a significant gap in
accountability. The absence of a privacy officer often results in inconsistent data
management practices, as there is no dedicated individual responsible for overseeing
compliance, risk management, and ethical data handling. Additionally, only 10

agencies mention data management practices in their privacy policies, with a focus on
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protecting personal information from loss, misuse, and unauthorised access. Another
critical issue is the lack of emphasis on fairness and inclusivity in data management
strategies. Very few tourism agencies actively consider how customer data is used to
promote digital fairness or prevent algorithmic bias. For example, agencies rarely
disclose how the financial benefits derived from customer data are distributed, which
may raise concerns about the ethical use of personal information.

These findings highlight the significant challenges faced by the New Zealand
tourism industry in complying with CDR principles. While there are some good
practices, many organisations fail to give customers control over their data through
accessible policies and consent processes. Closing these gaps is critical to fostering

customer trust and achieving sustainable digital transformation.

Research questions 2: What are the key challenges faced by tourism organisations
in New Zealand in achieving compliance with privacy legislation and integrating
ethical digital practices into their operations?

Tourism organisations in New Zealand exhibit varying levels of compliance with
the Privacy Act 2020, which requires transparent and accountable management of
personal data. A lack of legal awareness and expertise has prevented many
organisations from developing comprehensive data management strategies that meet
legal standards, as evidenced by the fact that very few have appointed dedicated privacy

officers to oversee compliance. The absence of a consistent framework for digital
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practices in the New Zealand tourism industry further complicates matters, as
organisations must interpret and apply privacy laws independently, leading to
inconsistencies across the sector(Lobschat et al., 2021). A key issue is digital
transparency, demonstrated by the differences in how organisations disclose the
collection, use, sharing, and storage of data.

Implementing advanced security measures to protect personal data from disclosure
or misuse is another critical area for improvement, especially for small and medium-
sized enterprises (SMEs), which may face resource constraints(Merwe & Achkar,
2022). Limited budgets and the high cost of legal advice and staff training make it
difficult for SMEs to implement effective CDR practices. Additionally, obtaining
informed customer consent remains challenging, as consent processes are often buried
in terms and conditions or complex privacy policies. These policies are lengthy,
complex, and difficult for users to understand (Jensen & Potts, 2004). Furthermore, few
organisations provide customers with the tools to manage their personal data, limiting
user control and authorisation.

These challenges reflect resource constraints, technological gaps, and a lack of
awareness of legal and ethical obligations within New Zealand tourism organisations.
Addressing these issues will require government support, industry cooperation, and
investment in education and technology to ensure compliance with privacy legislation

and adherence to CDR principles.
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5.3 Theoretical implications

This study analyses the implementation of CDR in the New Zealand tourism
industry, focusing on its practical execution. Previous studies have explored CDR from
both a conceptual and cross-industry perspective (Angermann, 2023; Lobschat et al.,
2021), but this study provides insights into how travel agents are responding to digital
responsibility, particularly regarding privacy, transparency, and governance. From a
theoretical standpoint, Angermann (2023) outlines four key elements for effective CDR
implementation: integrating CDR into the core strategy, exceeding regulatory
compliance, providing clear guidance and governance, and engaging all stakeholders.
However, New Zealand tourism organisations demonstrate inconsistency in applying
these principles.

Among these travel agencies, the integration of CDR into business strategy remains
limited. As Lobschat et al. (2021) argue, adopting CDR requires organisations to align
digital responsibility with their long-term business vision, embedding ethical digital
practices across all levels. While some agencies comply with the New Zealand Privacy
Act 2020 by maintaining basic privacy practices, few have incorporated CDR as a
central component of their digital transformation strategies.

The principle of exceeding compliance stresses that CDR should surpass minimum
regulatory standards (Merwe & Achkar, 2022). Agencies should proactively ensure
ethical data practices, promote digital equity, and strengthen cybersecurity measures.

However, the findings suggest that many New Zealand travel agents view CDR as an
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external obligation rather than an internal strategic priority. Most of the agents in the
sample only meet the minimum legal requirements. This passive approach to
integrating CDR into business strategy undermines the potential benefits of CDR, such
as the ability to respond to emerging threats and capitalise on opportunities presented
by digital technologies (Wynn & Jones, 2023).

The absence of a dedicated CDR governance structure further exacerbates the
challenges facing the tourism industry. Effective CDR implementation requires a clear
governance model (Lobschat et al., 2021), which should include the appointment of a
privacy officer or a dedicated digital management department. The study revealed that
while the New Zealand Privacy Act 2020 mandates organisations to appoint a privacy
officer, only 13% of travel agents explicitly reported having a privacy officer or a
designated CDR team. This highlights a significant gap between regulatory
requirements and actual implementation. Additionally, while the New Zealand
government promotes principles such as Privacy by Design (PbD), the adoption of this
principle remains inconsistent within the New Zealand tourism sector, indicating a need
for greater awareness of PbD practices.

Moreover, the scope of CDR remains limited in its comprehensiveness across all
stakeholders. The study found little evidence of New Zealand travel agents cooperating
with key stakeholders, such as employees, business partners, and regulators. This
impacts broader ethical responsibilities, such as promoting employee awareness of

digital responsibility, ensuring fair digital practices, responsibly sharing data, and
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adhering to broader industry regulations (Basu et al., 2024). Although the study relied
on secondary data, which limits deeper insights into internal operational practices,
reviewing the privacy policies and terms and conditions of New Zealand travel agents
reveals that the existing CDR framework has not been fully adopted. Travel agencies
must incorporate CDR into their digital practices to gain a distinct advantage in terms

of brand reputation and stakeholder trust and loyalty (Basu et al., 2024).e

5.4 Practical implications

This study provides several practical implications for travel agencies, public
administrations, and policymakers to address the challenges of digital transformation.
The study found that New Zealand tourism organisations exhibit varying levels of
engagement across the five key areas of CDR: digital stewardship, digital transparency,
digital empowerment, digital equity, and digital inclusion. Addressing these areas
requires action from various stakeholders to ensure that business practices align with

the theoretical framework.

Recommendations for New Zealand Travel Agencies

As shown in figure 8, New Zealand travel agents can refer to the CDR framework
presented in this paper to implement corporate digital responsibility step by step. First,
New Zealand travel agents must prioritise compliance with the Privacy Act 2020. In

particular, organisations without a privacy policy listed on their website should address
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this as an urgent matter. Furthermore, they should establish the position of privacy
officer to ensure that privacy policies and data management practices comply with the
law. To achieve this, travel agents should develop and implement an internal digital
policy to integrate data management and privacy protection into their daily operations.
Appointing a privacy officer can further support the effective implementation and
monitoring of these policies.

To ensure long-term sustainability, travel agents must integrate CDR into their core
business strategy. Enhance transparency by in implementing CDR, and travel agents
should clearly communicate how customer data is collected, used, and shared. This can
be achieved by updating privacy policies and terms and conditions on their websites,
ensuring that these policies are comprehensive, accessible, and easy to understand. In
addition, travel agents should enhance digital empowerment by providing customers
with the tools and resources needed to manage their data effectively. This includes
policy update alerts, options to correct personal information, data deletion requests, and
explicit consent mechanisms, enabling clients to have better control over their personal
information. Digital equity should also be a priority, and travel organisations can adopt
the principle of data minimisation, collecting only the necessary information. They
should also adopt data security technologies (e.g., encryption, anonymisation) to
protect customer data from misuse or leakage. Moreover, collaborating with industry
partners to promote digital inclusion will ensure that all stakeholders, including smaller

travel agencies, benefit from digital advancements. Larger organisations should
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consider knowledge-sharing programmes to help smaller businesses improve their
digital responsibility practices.

Although the implementation of CDR still faces challenges, such as limited
awareness and support for CDR, travel agents can work closely with government
agencies and other organisations to gain knowledge or technical support. Finally, and
most importantly, travel agents should conduct internal training to increase staff
understanding and acceptance of CDR. By incorporating best CDR practices within the
organisation and stating them clearly in terms and conditions or privacy policies, travel
agents can increase customer trust and encourage active participation from all
stakeholders in the implementation of CDR. This will help strengthen the digital

responsibility of the entire travel industry.

Recommendations to the New Zealand Government

The government should strengthen the regulatory framework by introducing more
detailed regulations to enhance user privacy protection. The government could
implement standardised privacy policies and mandatory transparency measures across
the travel industry to ensure consistency. Additionally, the government could provide
targeted support to small travel agencies and others that lack resources. For example,
many travel agencies lack the financial and technical resources to fully implement CDR.
Such support could include funding opportunities, training programmes, and organising

digital inclusion exchanges to help small businesses comply with CDR standards.
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Furthermore, the government can adopt best practices from the travel industry to
develop guidelines for implementing CDR standards. By establishing clear standards,
a unified approach to digital responsibility can be adopted across the travel industry.
Recognising and rewarding businesses that demonstrate strong CDR practices will

further motivate organisations to engage actively in responsible digital management.

Recommendations for Consumers

Consumers also have a key role to play in promoting ethical digital practices in the
tourism industry. However, this requires additional effort, complexity, and
inconvenience on the part of the consumer. Consumers can minimise digital
interactions by providing less personal information, such as the use of pseudonyms,
dates of birth, and profile pictures, thereby limiting activities that may disclose personal
information. Consumers can manage their digital activity by verifying a company’s
privacy policy. They can also limit access to information by adjusting privacy settings,
such as changing cookie settings. By raising awareness of digital security and privacy
rights, customers can make better choices and hold travel agents accountable for their
digital practices. Supporting businesses that prioritise ethical data management and
transparency will encourage wider adoption of CDR principles across the industry. By
making informed decisions, consumers can create a more responsible and sustainable

digital environment within the travel industry.
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5.5 Limitations and recommendations for future research

This study has made significant progress in exploring the CDR practices of travel
agents in New Zealand; however, several limitations should be acknowledged. The
primary limitation is the reliance on secondary data. This study utilised information
obtained from travel organisation websites. However, the data presented on these
websites may not fully reflect the actual digital responsibility practices within the
organisations. For example, some travel organisations may have more detailed internal
policies that are not publicly available, such as security and protection measures for
data storage. Additionally, secondary data may be outdated, as updates are often
delayed, meaning that the research findings could be time-sensitive and may not reflect
the latest practices of tourism organisations. Future research could address these
limitations by incorporating primary data collection methods, such as interviews or
surveys with key stakeholders, to obtain deeper and more comprehensive insights.

Secondly, the limited sample size impacts the generalisability of the study’s
findings. This study only covered 30 travel agents in New Zealand, which is a relatively
small sample compared to the size of the country's extensive tourism market. CDR
practices may vary significantly between travel agencies of different sizes, business
models, and market positions. For instance, a small travel agency may have limited
resources and may be under-invested or understaffed in data protection technologies,
while a larger agency may have a more sophisticated CDR system in place. Therefore,

the sample may not fully represent the CDR practices of the entire New Zealand travel
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industry. In future research, the sample size should be expanded to include a broader
range of travel agencies with different characteristics. Additionally, expanding the
scope of the study to include tourism organisations from other countries and regions
could facilitate a comparative analysis of CDR practices.

Furthermore, CDR is still an emerging concept, with insufficient literature and
mature frameworks available in both academic and practical fields. While the
importance of digital responsibility is increasingly recognised, significant gaps remain
in standardised practices and guidelines for CDR across industries. The relative
newness of CDR means there are few comprehensive models or definitions to guide
cross-industry implementation. As a result, many organisations may adopt temporary
or inconsistent approaches to digital responsibility, leading to gaps in CDR
implementation. To address these gaps, future research should focus on developing
comprehensive theoretical frameworks for CDR that can be applied across various

industries.

5.6 Conclusion

As society evolves, the tourism industry is increasingly embracing digitalisation.
However, with the rise of cybersecurity challenges and other associated risks, the
concept of CDR has emerged and is gradually gaining significance. This study

highlights the varying levels of engagement with CDR principles among New Zealand
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tourism organisations. While these organisations are generally compliant with the New
Zealand Privacy Act 2020 and have made progress in areas such as digital stewardship
and transparency, significant gaps remain. Many organisations fail to adopt a proactive
and comprehensive approach to CDR, resulting in inconsistencies in the
implementation of digital empowerment, equity, and inclusion.

Key challenges include limited transparency in privacy practices, a lack of
customer empowerment, and resource constraints that hinder New Zealand travel
agents from developing comprehensive and inclusive digital strategies. A major issue
is the absence of clear industry standards, which leads to organisations interpreting and
implementing CDR principles in varied ways. To address these gaps, a collaborative
approach is essential. Governments should introduce stricter regulations and
procedures while providing targeted support to smaller operators. Larger travel
organisations should integrate CDR into their core strategies, striving to go beyond
mere compliance by promoting data-inclusive practices. Customers can also play a role
by advocating for greater awareness of data security and supporting organisations that

adhere to stringent ethical standards.
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