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Abstract

QR code attendance offers a low-cost way to digitise presence records, but a visible code
by itself does not show that an attendance transaction is fresh, belongs to an authorised
participant, or has been delivered reliably over a constrained network. This paper ex-
amines a post-scan QR attendance transaction in a Routing Protocol for Low-Power and
Lossy Networks (RPL)-based Internet of Things environment using Contiki-NG/Cooja.
Unlike attendance studies that mainly strengthen QR freshness or identity checks and
RPL studies that mainly examine routing behaviour, the present work evaluates network
delivery, application acceptance, and exact replay rejection along the same transaction
path. The baseline combines token validation, attendance-rule checking, and server-side
duplicate state with IEEE 802.15.4, IPv6 over Low-Power Wireless Personal Area Networks
(6LoWPAN), RPL Lite, Carrier-Sense Multiple Access (CSMA), and the User Datagram
Protocol (UDP). The security claim is deliberately limited to the evidence available from
the recorded experiments: exact replayed attendance transactions are evaluated, whereas
confidentiality, cryptographic origin authentication, routing-control protection, and physi-
cal compromise are not claimed as implemented defences. Three recorded network sizes
(5, 20, and 50 motes) are analysed using packet delivery ratio (PDR), packet loss, aver-
age end-to-end delay, attendance success rate (ASR), and replay rejection. At 50 motes,
PDR is 91.7%, average delay is 37 ms, and ASR is 89.4%. All 38 recorded exact replay
attempts are rejected; the corresponding two-sided exact 95% binomial confidence interval
is 90.75-100%, so the observed result is not presented as universal replay immunity. The
PDR-ASR gap remains small across the recorded scenarios, but the available aggregate logs
do not permit the gap to be assigned uniquely to application rejection, queueing, retrans-
mission, or radio effects. The study therefore provides a bounded application-security and
scalability result, identifies the limits of the present evidence, and defines the additional
repeated-run, multi-hop, energy, cryptographic, and hardware measurements required for
deployment-oriented validation.

Keywords: wireless sensor networks; low-power and lossy networks; Internet of Things;
QR code attendance; RPL; 6LoWPAN; Contiki-NG; Cooja; replay attack; application
security; scalability

1. Introduction

Low-power Internet of Things (IoT) networks increasingly carry transactions whose
correctness matters at the application layer, not only packets whose delivery matters at
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the network layer. This distinction is important for wireless sensor networks (WSNs) and
low-power and lossy networks (LLNs), where modest processors, limited memory, shared
radio channels, and restricted energy budgets constrain both communication and security
design [1-3]. A protection mechanism that adds state, cryptographic operations, packet
bytes, or retransmissions can strengthen assurance while also consuming scarce resources.
Conversely, a network that is economical but unreliable can undermine an otherwise correct
application because a legitimate transaction that never reaches the validation service cannot
be accepted.

The Routing Protocol for Low-Power and Lossy Networks (RPL) was standardised
for IPv6 routing in LLNs and remains a central protocol for constrained multi-hop IoT
deployments [4]. Contiki-NG and Cooja provide a practical environment for studying such
systems across routing, radio, and application behaviour [5,6]. Comparative benchmarking
of low-end IoT operating systems also places Contiki-NG within the broader resource-
constrained software landscape [7]. Recent work illustrates the security—performance
coupling of RPL networks: replayed control traffic can disturb routing behaviour [8], Hello
Flood attacks can degrade delivery and power-related metrics [9], and energy-aware parent
selection introduces additional routing logic in exchange for resource and quality-of-service
benefits [10]. These observations motivate application studies in which network behaviour
and security outcomes are evaluated together.

QR code attendance is a useful example because the visible interaction is simple while
the trust problem is not. In a lecture, laboratory, workplace training session, or smart
building event, many participants may submit attendance within a short interval. A copied
image can be forwarded to an absent participant, a previously accepted transaction can
be retransmitted, an identifier can be altered, and legitimate traffic can be lost or delayed
during a burst. The system therefore has two simultaneous obligations: the communication
path must carry legitimate messages with acceptable delay, and the application must avoid
turning repeated or invalid messages into durable attendance records.

Recent attendance systems have used hashing and public key cryptography [11],
dynamic QR values and UUIDs [12], additional identity checks [13], and QR/GPS combi-
nations [14]. These approaches primarily strengthen the user-facing attendance workflow.
By contrast, RPL security research generally concentrates on control plane or routing attacks
rather than the semantic success of an attendance transaction [15,16]. The present study
connects these two research directions by evaluating a post-scan QR attendance transac-
tion over an RPL-based LLN and by keeping network delivery, application acceptance,
and replay rejection as distinct but related observations.

The implemented replay resistance mechanism is intentionally transparent. When a
transaction passes the token and attendance rules, the server retains sufficient transaction
state for the active attendance context. A later byte-equivalent or logically duplicate submis-
sion that maps to an already accepted event fails the duplicate/freshness predicate and is
rejected. This mechanism is not presented as a new cryptographic primitive, nor is it equiv-
alent to proving device possession of a nonce, one-time password (OTP), or time-based
secret. Time-based tokens, nonces, and OTPs generate or validate freshness evidence; the
mechanism studied here focuses on server-side prevention of a second durable attendance
record for the same accepted logical event. The research contribution lies in analysing that
application property together with RPL network scalability and in explicitly separating
what the baseline proves from properties that require cryptographic protection.

1.1. Research Challenges, Gaps, and Novelty

The first challenge is the difference between a visible QR value and an authenticated
transaction. A QR image can be public or copied, so trust should ultimately be associated
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with the response sent to the server rather than secrecy of the visual code itself. The second
challenge is duplicate state: replay resistance requires enough short-lived server state to
recognise an already accepted logical event without allowing the cache to grow indefinitely.
The third challenge is burst scalability. Attendance requests often arrive within a narrow
window; increasing the number of active motes may raise contention, packet loss, and delay
before validation is even reached. The fourth challenge is resource accountability. Terms
such as “lightweight” and “energy efficient” should be supported by memory, CPU, radio,
or energy measurements rather than inferred from a small algorithm alone.

The related literature leaves a gap at the boundary between these concerns. Secure
attendance studies generally evaluate the application, authentication method, or mobile
interface, while RPL security studies evaluate routing behaviour or attack detection. Few
studies report, within one attendance-oriented RPL experiment, both network-level deliv-
ery and application-level acceptance while also quantifying application replay rejection.
A second gap concerns claim scope: a replay check is sometimes discussed as if it implied
general authentication, even though QR cloning, message modification, node imperson-
ation, gateway compromise, and routing attacks require different controls. A third gap
is experimental traceability. Scalability claims are stronger when the measured range,
unavailable metrics, and statistical limits are made explicit instead of being filled with
assumed simulator defaults.

The novelty of this study is therefore methodological and architectural rather than
cryptographic. First, it treats the QR scan as the start of a networked attendance transaction
and evaluates PDR, loss, delay, ASR, and replay rejection along the same end-to-end path.
Second, it formalises the baseline acceptance rule and shows the precise condition under
which an exact replay is rejected. Third, it distinguishes the validated replay property
from unimplemented properties such as authenticated payload integrity, secure enrolment,
routing-layer defence, and measured energy efficiency. Fourth, it reports the demonstrated
scaling envelope up to 50 motes without extrapolating a maximum deployment size
that was not experimentally reached. Finally, it defines a concrete extension using NIST-
standardised Ascon authenticated encryption, secure device enrolment, repeated runs,
energy instrumentation, and hardware validation [17,18].

1.2. Research Questions and Key Contributions

The research questions were formulated from two issues that emerge from the problem
addressed in this study. First, an attendance transaction carried over a low-power and
lossy network depends on more than the correctness of the application logic; changes in
network scale can affect whether the transaction reaches the receiving application within
an acceptable time and is ultimately recorded. Examining network performance without
considering the resulting attendance outcome would therefore provide only a partial view
of system behaviour. Second, rejecting a repeated transaction is an important security prop-
erty, but it should not be confused with complete authentication or end-to-end protection.
The evaluation must consequently establish what the implemented validation mechanism
actually demonstrates while identifying the security properties that remain outside the
present implementation. These considerations motivate the following research questions:

e  RQ1: What relationship exists between network scale, packet delivery, communication
delay, and successful attendance recording in the evaluated RPL-based low-power
IoT network?

*  RQ2: What evidence does the implemented token and duplicate validation mechanism
provide for replay resistance, and what additional safeguards are required before
stronger authentication and energy efficiency claims can be supported?
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Justification for RQ1. The first research question connects communication behaviour
with the outcome that is meaningful to the attendance application. Increasing the number
of participating motes can influence contention, packet delivery, packet loss, and delay,
but these network effects become practically important only when they affect the com-
pletion of attendance transactions. RQ1 therefore examines packet delivery ratio (PDR),
packet loss, end-to-end delay, and attendance success rate (ASR) together. This enables the
evaluation to determine whether application-level performance follows changes observed
in the underlying RPL network rather than treating network and application metrics as
unrelated measurements.

Justification for RQ2. The second research question defines the security bound-
ary of the present work. The implemented mechanism uses token checking and dupli-
cate/freshness validation to determine whether a received attendance transaction should be
accepted. The recorded replay experiments provide evidence about repeated submissions
under the evaluated conditions, but they do not by themselves demonstrate cryptographic
message integrity, secure device identity, resistance to routing manipulation, or measured
energy efficiency. RQ2 was therefore formulated to assess the replay property that can be
supported by the available evidence while making clear which additional mechanisms and
experiments would be necessary for a stronger end-to-end security claim.

The study makes four principal contributions:

1.  Anintegrated low-power attendance architecture. The study models QR-based atten-
dance as an end-to-end network transaction rather than as an isolated QR-scanning
operation. The architecture separates attendance initiation, RPL-based low-power
communication, gateway delivery, and server-side validation. This separation makes
it possible to identify where communication failure and application rejection occur
and provides a clearer basis for evaluating the interaction between network and
attendance behaviour.

2. A clearly bounded replay resistance analysis. The work defines the conditions un-
der which an attendance transaction is accepted and examines how token and du-
plicate/freshness checks respond when an already accepted transaction is submit-
ted again. The security contribution is deliberately limited to the property demon-
strated by the implementation and recorded replay experiments. The accompanying
threat analysis also distinguishes this result from stronger properties such as crypto-
graphic authentication, message-integrity protection, node impersonation resistance,
and routing-layer security.

3. An application-aware scalability evaluation. The experimental study evaluates the
architecture with 5, 20, and 50 motes in Contiki-NG/Cooja and considers both net-
work and application outcomes. Packet delivery ratio, packet loss, end-to-end delay,
and attendance success are analysed together, allowing changes in low-power net-
work performance to be related directly to the success of the attendance service.
The evaluation therefore provides a measured scalability range without extrapolating
an unsupported maximum network capacity.

4. A deployment-oriented security and validation pathway. Beyond reporting the cur-
rent simulation results, the study identifies the controls and measurements needed to
progress toward a more complete operational system. These include authenticated
transaction protection, secure device enrolment, routing-aware defence, repeated
experiments across independent simulation runs, direct energy and memory mea-
surements, and hardware-based validation under realistic wireless conditions. This
contribution establishes a practical baseline against which the performance and re-
source cost of future security extensions can be assessed.
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Together, these contributions position the work as an evaluation of how the baseline
attendance-validation logic interacts with RPL-based communication, rather than as a
claim of a new cryptographic primitive. The resulting framework links application success,
network scalability, and a precisely defined replay property while keeping stronger security
and energy efficiency claims within the limits of experimentally demonstrated evidence.
The remainder of the paper is organised as follows. Section 2 provides the technical
background and motivates the choice of QR interaction for the target setting. Section 3
reviews recent RPL security, lightweight authentication, and secure attendance studies
and positions the contribution. Section 4 presents the architecture, protocol semantics,
and threat model. Section 5 defines the simulation methodology, metrics, and statistical
treatment. Section 6 reports the measured results. Section 7 interprets security, scalability,
and deployment implications; Section 8 states the validity limits; Section 8.2 defines the
next validation stage; and Section 9 concludes the paper.

2. Technical Background

The attendance architecture operates over a constrained IPv6 communication stack in
which short application messages are transported through a low-power wireless network.
IEEE 802.15.4 provides the low-rate link, 6LOWPAN adapts IPv6 to constrained frames,
RPL Lite supplies routing toward the root or gateway, CSMA coordinates medium access,
and UDP carries the attendance payload. RPL is especially relevant because a larger
population can increase contention and forwarding activity even when the application
message itself is small [4,5]. The study therefore evaluates the attendance service as
a networked application rather than treating the QR interaction as an isolated web or
mobile function.

2.1. QR Attendance as a Network Transaction

The simulation begins after visual recognition. A successful scan is abstracted into
an attendance message containing the information needed by the validation service, such
as participant identity, session context, timing/freshness information, and a token or
transaction identifier. This boundary avoids attributing camera or QR-decoding accuracy
to the network experiment. It also exposes the security-relevant event: the server must
decide whether a delivered message is acceptable and whether the same logical attendance
event has already been recorded.

Network delivery and attendance acceptance are deliberately separated. A legitimate
message may fail before reaching the application because of packet loss, while a successfully
delivered message may still be rejected by the attendance rules. This motivates the joint
use of PDR and ASR later in the paper. A small PDR-ASR gap suggests that application
success is tracking network delivery; a widening gap would indicate additional rejection or
application-side failure after delivery.

2.2. Why QR Codes for the Target Setting?

OR codes are attractive when the deployment already has displays and camera-
equipped phones or terminals because no dedicated contactless reader is required. A ses-
sion value can also be rotated in software, making QR suitable for short attendance win-
dows. These advantages do not make QR intrinsically secure: the image is observable and
can be photographed or forwarded. The appropriate design assumption is therefore that
the visual code is a challenge or session reference, while authenticity and freshness are
enforced in the response transaction.

Table 1 contrasts QR interaction with common alternatives at an engineering level.
NFC and RFID provide convenient proximity-based interactions but normally introduce
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dedicated tags or reader infrastructure; BLE supports passive proximity but adds beacon,
scanning, and radio management complexity; a mobile identity-only approach can provide
strong account integration but depends more heavily on enrolment and backend identity
services. QR remains useful where low deployment cost and easy session rotation are
priorities, provided that visual copying is treated as an expected attack surface rather than
ignored [11,13,14].

Table 1. Engineering comparison of attendance interaction options for the target low-power deployment.

Main Operational Advantage

Security/Deployment Consideration

Low additional hardware cost;
session values can be changed
in software

Visual content can be copied or forwarded; requires
short-lived context and authenticated response for
stronger assurance.

Deliberate close-range interac-
tion

Requires compatible hardware and enrolment;
physical proximity alone does not prevent creden-
tial sharing or device compromise.

Fast identification and estab-
lished access-control ecosystem

Adds reader/tag infrastructure; card sharing or
cloning must be addressed separately.

Passive or low-friction proxim-
ity detection

RSSI is an imperfect proxy for presence; scanning,
privacy, and beacon maintenance add design com-
plexity.

Approach Typical Infrastructure
Display/printed code

QR code plus camera-equipped
client

NEC NFC-capable device and
reader/tag

REID Tags/cards and RFID
readers
Beacons and

BLE beacon BLE-capable
clients/gateways
Enrolled applica-

Mobile identity  tion/account and

backend identity service

Can bind attendance directly to
an account or device credential

Strongly depends on secure enrolment, creden-
tial lifecycle, stolen-device handling, and back-
end availability.

2.3. Replay Semantics and Security Scope

Replay can occur at several layers. RPL control message replay manipulates routing
state and can affect availability or topology [8]; application replay resubmits an attendance
event that was previously valid. The two attacks share the notion of stale information being
reused but differ in object, consequence, and mitigation point. The present quantitative
experiment addresses the application case. RPL attacks remain part of the broader threat
model and require routing-aware controls.

The baseline uses deterministic token, authorisation, and duplicate checks rather than
authenticated encryption. This design is small in logical complexity, but “lightweight”
should not be interpreted as measured energy efficiency. NIST SP 800-232 makes Ascon-
AEADI128 a relevant future protection mechanism for constrained devices because it pro-
vides authenticated encryption in a standardised lightweight family [17]. Secure enrolment
is equally important because a cryptographic key must be associated with a trusted device
or user before origin authentication can be claimed [18,19]. These distinctions are carried
into the security model in Section 4.

3. Related Work and Research Positioning

Research relevant to this study falls into three connected areas: RPL security, authen-
tication for constrained devices, and secure digital attendance. These areas increasingly
overlap, but they are usually evaluated with different objectives. RPL studies tend to focus
on routing availability and attack detection, lightweight authentication studies concentrate
on cryptographic assurance and resource cost, and attendance studies usually emphasise
identity, freshness, or resistance to proxy attendance. The comparison below is therefore
organised around the specific question addressed here: how network delivery, application
acceptance, and replay handling are related when an attendance transaction is carried over
a constrained RPL path.
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RPL security studies show that an application can fail even when its own validation
logic is correct. Albinali and Azzedin studied replay attacks against RPL and demonstrated
the effect of stale routing information on network operation [8]. Hkiri et al. evaluate Hello
Flood behaviour in Cooja using delivery, delay, throughput, ETX, and power-related mea-
sures [9]. Arshad et al. proposed THC-RPL, a trust-enabled RPL scheme for Sybil-attack
mitigation and reported packet-loss ratios of 15-25%, average node energy consumption of
60-80 m]J, approximately 40% greater node-level energy conservation, a 50% increase in
network lifetime, and 10% fewer message exchanges in their evaluation [20]. The IoT-RPL
2021 dataset of Dhifallah et al. provides Cooja-generated traces for four RPL attack classes—
Blackhole, Flooding, DODAG Version Number, and Decreased Rank—for intrusion detec-
tion research [21]. Prajapati et al. surveyed RPL attacks and countermeasures [15], while
learning-based work examines black-hole and multiclass routing attack detection [16,22,23].
These studies establish that an application-level duplicate check cannot be used as evidence
of routing security. Energy-aware RPL work likewise shows that routing choices and
resource use are coupled [10].

A second body of work addresses authentication, cross-layer protection, and the cost of
security on constrained devices. Gusita et al. and Haider et al. reviewed resource-conscious
cryptographic and communication mechanisms for IoT systems [2,3], while broader multi-
layer and cross-layer studies have emphasised the interactions between device, network,
and application controls [24-26]. Garcia Ribera et al. evaluated an intrusion detection
approach for RPL-based IoT with overhead considerations [27], and Matos et al. provided
a useful deployed WSN contrast in which low-power operation is measured rather than
inferred [28]. NIST SP 800-232 standardises Ascon-based lightweight cryptography, includ-
ing Ascon-AEAD128 [17]. Fedrecheski et al. addressed secure zero-touch enrolment [18],
and PUF-based protocols illustrated device-bound authentication with formal and practical
evaluation [19,29]. These mechanisms address properties that the present duplicate-state
rule does not provide, including cryptographic message integrity and proof of possession
of a device-bound credential.

Secure attendance research has meanwhile moved beyond static QR registration.
Irawan et al. combined RSA and hashing and examined a security—resource trade-off [11].
Annurrahma et al. used dynamic QR values with UUIDv4 and contextual validation [12].
Oyerinde et al. developed a secure higher-education QR attendance workflow [13], while
Siregar et al. combined dynamic QR codes with GPS geofencing [14]. Panimozhi and
Murthy presented a web-based QR attendance prototype with proxy mitigation measures
and reported successful load handling in the application prototype [30]. Alabi et al. and
Abirami and Rohann provide further recent examples of enhanced QR-based attendance
designs [31,32]. These approaches strengthen the application-facing attendance process.
The present study addresses a different measurement question by pairing attendance
acceptance with RPL network delivery and delay at 5, 20, and 50 motes.

The present baseline is intentionally different from a nonce, OTP, or cryptographic
authentication protocol. Once a logical attendance event has been accepted, the server
retains duplicate state for the active session and prevents the same event from creating
a second durable record. This provides a directly testable exact-replay property, but it is
weaker than cryptographically binding fresh material to an enrolled device. The distinction
is central to the scope of this paper and to the comparison in Table 2.

The comparison makes the novelty boundary explicit. The paper does not claim a new
cryptographic primitive and does not treat duplicate checking as a substitute for dynamic
OR generation, authenticated encryption, secure enrolment, or RPL attack detection. Its
contribution is the joint interpretation of network-level delivery, application-level accep-
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tance, and a precisely bounded replay property, together with a transparent statement of
the measurements still needed to evaluate stronger security controls.

Table 2. Structured comparison of representative RPL security, constrained authentication, and QR
attendance studies.

Reference Primary Focus ie;;:;?;/}:/ alidation RPL/LLN  Evaluation Evidence Position Relative to This Study
Albinali and RPL replay at- Routing-control re- Yes Routing-level attack  Establishes replay risk at the routing layer
Azzedin [8] tacks play analysis behaviour rather than attendance semantics.
. . . Delivery, delay,
Hkiri et al. [9] Hello Flood im- Multl—metrlc attack Yes throughput, ETX and l?emonstrates netwo.rk—l.ayer _ secu-
pact evaluation . rity /performance coupling in Cooja.
power-related metrics
. Energy-aware Energy/QoS-aware Routing and en- Provides a routing and energy direction
Mokrani et al. [10] RPL parent selection Yes ergy/QoS evaluation for a secured follow-on design.
Panda and Muthura- RPL attack de- Multiclass learning- Yes Attack-classification Covers broader routing attacks than the
man [16] tection based detection evaluation deterministic application check used here.
Irawan et al. [11] QR a'ttendance RSA and hashing No Attendénce /security Exa@lneg Cryptographlc' attendance pro-
security evaluation tection without RPL scaling.
Annurrahma etal. [12] Dynamic QR at- UUIDv4 and contex- No Apphcahon—leyel . Strer}gth'ens code/session freshness at the
tendance tual freshness attendance validation ~ application layer.
. SecureA higher- .QR Workﬂow w ith Application/workflow  Strengthens attendance workflow but
Oyerinde et al. [13] education atten-  identity/security No .
evaluation does not evaluate an RPL transport path.
dance controls
Siregar et al. [14] Dynamic QR + Dual-factor con- o Context-aware atten- Adds contextual proxy-resistance evi-
& ’ GPS text/geofencing dance validation dence rather than LLN transport analysis.
. Con.stramed— . PUF-based authenti- Formal and Practi- -y, strates device-bound authentication
Lim et al. [19] device authenti- No cal authentication .
- cated protocol . beyond the present duplicate-state rule.
cation evidence
RPL Svbil de- Trust-enabled Packet loss, energy, Provides a routing-security baseline; it
Arshad et al. [20] P y routing/malicious-  Yes lifetime and message does not evaluate attendance semantics
ence . .
node isolation overhead or ASR.
Dhifallah et al. [21] RPL attack C00]‘a traces for four Yes Four labelled attack Supplies routing attack data rath?r than
dataset routing attacks classes an attendance acceptance mechanism.
Panimozhi and QR atten-  Web-based QR Prototype and load- Closest attendance-oriented comparator,
dance/proxy workflow with  No . . but not an RPL/LLN transport evalua-
Murthy [30] e handling evaluation .
mitigation proxy controls tion.
Attendance in- Token/rule checks PDR. loss. mean dela Relates network delivery, application ac-
This study tegrity + net- + duplicate state; Yes ! ! Y ceptance and exact replay rejection along

work scale

exact-replay test

ASR and replay counts

the same transaction path.

Quantitative Positioning Against Representative Comparison Studies

A numerical comparison is useful only when the measurement scope is kept visible.
THC-RPL, IoT-RPL 2021, and the QR attendance prototype address different layers of
the problem, so their numbers should not be treated as a league table. Table 3 therefore
reports the quantitative evidence that each source contributes and places it next to the
measurements from the present study. The present-study values used for comparison are
drawn directly from the recorded measurements reported in the Results section.

The numerical evidence supports the paper’s contribution without implying supe-
riority over studies that measure different phenomena. The largest recorded scenario
still delivers 91.7% of transmitted packets with a 37 ms mean delay and records 89.4%
of intended attendance events, while all 38 recorded exact replays are rejected. Across
the three scenarios, PDR falls by 6.5 percentage points and ASR by 7.1 percentage points,
with the PDR-ASR gap remaining between 1.6 and 2.3 percentage points. These results are
the publication-relevant evidence for the cross-layer question posed here: network delivery
and attendance acceptance are measured together, rather than one being inferred from the
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other. Because the scenarios are single aggregate runs, the manuscript continues to treat
these changes as descriptive rather than statistically significant.

Table 3. Quantitative positioning against three representative comparison studies. Values are
reported in their original evaluation scope and are not interpreted as directly interchangeable
performance measures.

Study

Evaluation Target

Reported Numerical Evidence

Relevance to the Present Study

Arshad et al
(THC-RPL) [20]

Sybil-resistant RPL
routing

Packet-loss ratio 15-25%; average node
energy 60-80 m]J; about 40% greater node-
level energy conservation; about 50%
longer network lifetime; 10% fewer mes-
sage exchanges.

Strong routing-security comparator,
but it evaluates Sybil mitigation rather
than attendance acceptance or exact
application replay.

Dhifallah et al.
(IoT-RPL  2021)
[21]

RPL attack dataset for
IDS research

Four Cooja-generated attack classes:
Blackhole, Flooding, DODAG Version
Number, and Decreased Rank.

Demonstrates broader routing attack
coverage; it is a dataset rather than
an attendance transaction or replay-
mitigation evaluation.

Panimozhi and
Murthy [30]

QR attendance with
proxy mitigation

Web-based prototype; the publication re-
ports successful load handling without

Closest application comparator, but its
evaluation emphasis is proxy mitigation
and web-application operation rather

errors in the tested application setup. than RPL PDR/ASR coupling

Present study

Cross-layer atten-

5 motes: PDR 98.2%, loss 1.8%, delay

12 ms, ASR 96.5%, replay 5/5 rejected; 20 Adds a numerical link between LLN
motes: 95.4%, 4.6%, 21 ms, 93.8%, 12/12;  delivery, application acceptance, and a
50 motes: 91.7%, 8.3%, 37 ms, 89.4%, bounded replay result over the same at-
21/21. Aggregate exact replay: 38/38 re- tendance path.

jected, exact 95% CI 90.75-100%.

transaction

4. System Architecture and Security Model

The system is described as an end-to-end attendance chain rather than as a OR reader
connected directly to a database. In a deployment, the attendance service creates or
activates a session value that can be represented by a QR code. After the visual interaction,
the client forms an application transaction containing the participant identity, session
context, freshness-related information, and a token or transaction identifier. The network
then carries that payload through the IEEE 802.15.4/6LoWPAN/IPv6/RPL/UDP stack
toward the border router or gateway, after which the receiving application applies the
attendance rules and duplicate state before committing a record. The simulation begins at
the post-scan transaction boundary; it does not model camera recognition or the visual QR
encoder itself.

The baseline is designed to answer a narrow security question. It can show whether
the same accepted logical attendance transaction is rejected when it is submitted again
while the relevant server state is retained. It cannot, without additional mechanisms, estab-
lish confidentiality, cryptographic origin authentication, protection against modified replay
variants, RPL control plane security, resistance to physical device capture, or backend
compromise. Those threats are kept outside the measured claim because the present im-
plementation does not contain the cryptographic keys, routing monitor, trusted hardware,
or platform controls needed to test them meaningfully.

4.1. Acceptance Rule and Replay Property

Let an attendance transaction be represented as

m; = (uj, s, ti, X;), (1)
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where u; is the participant identity, s; is the attendance-session context, ¢; denotes freshness-
related information available to the application, and x; denotes the token or transaction
identifier. The server accepts a transaction only when the token is valid, the identity/session
combination is authorised, and the logical transaction has not already been accepted for
that session:

-A(ml) = Vtok(mi) A Vuuth(mi) N [h(ml) ¢ SS;‘]/ 2)

where S, is the retained set of accepted logical identifiers for session s;. When Equation (2)
is true, the attendance record is committed, and the identifier is added to Ss;.

The replay property is therefore bounded. If m; has already been accepted and
the same logical identifier remains in S, an exact replay fails the final predicate and
cannot create a second durable attendance record. A crafted transaction that changes
fields and produces a different identifier is a different case and was not quantified in the
recorded replay experiment. A benign retransmission after an acknowledgement loss is
also operationally different from a malicious duplicate: an implementation should treat
it idempotently (returning the prior outcome without creating another record), but false
positive behaviour for such retries was not measured in the available data. These two
cases are now stated explicitly so that exact replay rejection is not confused with general
replay-safe protocol design.

4.2. Layered Architecture and Transaction Path

Figure 1 separates the attendance source, low-power network, gateway, and server-
side attendance application. The intended processing sequence is (1) a session value is
made available to the client through the QR interaction; (2) the post-scan client forms the
tokenised attendance payload; (3) UDP carries the payload over IPv6/6LoWPAN, with RPL
supplying a route toward the root; (4) the border router or gateway delivers the application
payload to the receiving service; and (5) the server evaluates token validity, authorisation,
and duplicate state before accepting or rejecting the event. This separation makes it possible
to distinguish a packet that never reaches the application from a delivered transaction that
fails an attendance rule.

loT-enabled QR Code-Based Smart Attendance System

=
°

Gateway / Border Router
(Server)

Server / Database
(Attendance Management)

Student Device
(QR Code Scanner) 7% Low-Power IPv6 Network

$

SENSOR LAYER

RPL Routing

IPv6 LoOWPAN
Server / Database

(Attendance Management)
.

Student Device Student Device Student Device
(QR Code Scanner)  (QR Code Scanner) (QR Code Scanner)
' ' '

2 Low-Power IPv6 Network
Sensor Layer Network Layer Application Layer = === <pJDataiTiansmistion
Student devices scan QR codes Data is transmitted using Server stores attendance =====p Internal Routing
and send data. 1Pv6 LOWPAN with RPL routing. and manages records. === DataFlow to Server

Figure 1. Layered architecture of the QR code attendance system. The simulation begins after the

OR interaction. The post-scan transaction is carried through the low-power IPv6/RPL path to the
gateway and then evaluated by the attendance application before a durable record is created.
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Figure 2 makes the complete chain explicit by including optional intermediate RPL
forwarders between the source and the sink/gateway. A node that can reach the root directly
may use a one-hop path, whereas a node outside direct reach requires one or more RPL for-
warding hops. The architecture therefore permits multi-hop operation. However, the recorded
quantitative dataset does not contain per-packet route depth, parent-change logs, or hop-
count distributions, so this paper does not claim to measure routing-performance differences
between one-hop and multi-hop paths. That limitation is carried into the methodology and
future validation plan rather than being filled with assumed routes.

=
, @ -
1
Student Mote Intermediate Sink / Gateway Server / Application
(Source) Router(s) (Node) (Attendance System)

o Generate Attendance Packet H

(Student ID, Token, g

Timestamp)
9 Transmit Packet —V

(IEEE 802.15.4) 5 3

___________ » -

e Forward Packet i N ‘

(RPL Routing) H $
o Receive Packet Validate Token &

at Gateway Check Duplicates
e Validate Token &

Check Duplicates Valid & Altendance

Not Duplicate? Accepted &
Recorded

o Attendance

Decision

H i Attendance

o Store / Log e ————— D e Rejected &

Result c Logged

— Data Transmission ——=9 Control / Routing / Response

Figure 2. End-to-end transaction sequence from a student mote through optional intermediate RPL
router(s), the sink/gateway, and the attendance application.

Figure 3 shows the application-level decision process that takes place after a packet
has been delivered successfully. Receipt of the packet alone does not create an attendance
record. The server first checks the submitted token, confirms that the user is authorised for
the relevant session, and applies duplicate and freshness checks. Only requests that satisfy
these conditions are accepted. This distinction also helps explain why packet delivery
ratio (PDR) and attendance success rate (ASR) may differ slightly, since successful network
delivery does not always result in successful application-level acceptance.

Evidence-grounded transaction and validation path

fresh + authorised + not duplicated
Accept and
record
——
QR scan/ Tokenised RPL / 6LOWPAN Gateway
attendance event UDP payload LLN transport validation
Reject /
log
—_—

invalid token, unauthorised identity, or duplicate

Figure 3. Validation path used to distinguish network delivery from application acceptance and
duplicate rejection.
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4.3. Threat Model and Attack Surfaces

The threat model distinguishes outsider, insider, and physical-compromise cases.
An outsider is assumed able to observe a displayed QR code, capture or reconstruct appli-
cation traffic within radio reach, submit unauthorised identifiers, and replay previously
observed transactions. An enrolled insider possesses a valid identity or device but may
attempt to reuse a legitimate attendance event, submit attendance on behalf of another
user, or exploit a copied QR value. A physical-compromise adversary may obtain a device
and extract locally stored material; this case is considered a deployment risk but is not
experimentally defended by the baseline. Gateway compromise and backend administra-
tive compromise are also outside the measured defence boundary because a compromised
validation service can alter the acceptance state directly.

The main attack surfaces are the visual QR channel, the client/mote, the IEEE 802.15.4/
6LoWPAN/RPL communication path, the gateway, and the attendance backend. Table 4
maps representative attacks to the baseline response and the control still required.

Table 4. Threat model, baseline response, and residual security requirement.

Attack Surface Adversary Action Baseline Response Residual Requirement
Re-submit an already ac- Duphcate/freshness' state e ithenticated freshness is still
- jects the repeated logical event . .
Application replay cepted attendance transac- needed against crafted variants or
. in the evaluated exact-replay
tion state-reset attacks.
cases
- Visual copying 1tse.1 Fis not pre- Short-lived session challenge plus
. . Photograph or share the visi- vented; the resulting transac- . . . .
QR cloning/forwarding . . . . identity/device-bound  authenti-
ble session code tion must still pass server-side
cated response.
checks
Rule violations may be rejected, Authenticated encryption or mes-
Message modifica- Alter identity, token, or ses- but undetected modification save authentication x}/fvri)th replav-safe
tion/MITM sion fields in transit cannot be excluded without a & play

cryptographic tag nonce/counter handling.

Node impersonation

Invalid identity/session com-

Submit traffic claiming an-
other participant/device

binations can be rejected; cryp-
tographic proof of possession
is not established

Secure enrolment and a device/user-
bound key or PUF credential.

RPL manipulation

Replay control messages, al-
ter rank, or induce sink-
hole/Hello Flood behaviour

Outside application duplicate
logic

RPL-aware monitoring, secure rout-
ing extensions, or gateway-side detec-
tion.

Physical device capture

Steal an enrolled device or ex-
tract local secrets

Not addressed by the simula-
tion baseline

Protected key storage, revocation, de-
vice binding, and compromise recov-

ery.

Gateway/backend com-
promise

Modify validation state or at-
tendance records

Outside the measured defence
boundary

Platform hardening, access control,
audit logging, and protected back-
end communication.

For deployment planning, Table 5 adds a qualitative prioritisation. These labels are not

measured probabilities; they are engineering judgements based on the ease of attempting
the attack in a classroom /workplace setting and the potential consequence if it succeeds.
They are included to make the residual risk discussion operational rather than to present
an empirical risk model.
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Table 5. Qualitative prioritisation of residual deployment risks.

Residual risk Likelihood Impact Deployment interpretation
. . . . . The visual code is easy to copy; impact rises when the
QR cloning/forwarding  High Medium-High response is not bound to an enrolled identity/device.
. . . . Requires a usable identity / credential path, but success-
Node impersonation Medium High ful impersonation directly affects attendance integrity.
Message modifica- Requires suitable network access; authenticated
. & Medium High payload protection is needed to detect undetected
tion/MITM . e
field modification.
RPL manipula- . . A nearby attacker can target availability even without
tion/flooding Medium High defeating application validation.

. . . . Less frequent than QR sharing, but compromise of
Physical device capture  Low-Medium  High stored credentials can defeat identity assumptions.
Gateway/backend com- . Harder to achieve in normal classroom use, but com-

Low Very high

promise

promise can alter validation state or records at scale.

A formal protocol tool such as ProVerif, Scyther, AVISPA, or Tamarin would be ap-
propriate once the authenticated transaction format and key-establishment procedure are
fully specified. Applying such a tool to the present non-cryptographic duplicate rule
would overstate what is being verified. The current paper therefore provides a formal
acceptance predicate and a bounded replay argument, while identifying machine-checked
authentication/freshness proofs as a requirement for the cryptographic extension [19].

Figure 4 summarises the two application-level security cases examined in this
work. The replay workflow is supported by the recorded experimental results, while
the unauthorised-identity workflow is included to illustrate the broader threat scenario
considered in the security analysis.

A. REPLAY ATTACK WORKFLOW B. SPOOFING ATTACK WORKFLOW

Legitimate Valid Attendance
Student Mote Packet Sent

ot bo ()  server
& A

+ Packet Accepted
Captures Valid Vs
Packet Replays Same
Packet

P A (Stored)
Attacker

Gateway /

Gateway /

(0 3

Token Validation
& Verification

Creates Fake
Student ID / Token
( Spoofed Packet )

Attacker

Duplicate Detection

(Token, Timestamp,
Sequence No.)

Packet
Accepted
(Stored)

Packet Rejected
& Logged

Figure 4. Application-level replay and unauthorised identity workflows considered by the security

Duplicate Found

Packet Rejected
& Logged

model. Quantitative attack counts are available for exact replay; unauthorised identity behaviour is
interpreted qualitatively.

5. Simulation Methodology and Experimental Evidence

The experimental evaluation examines the recorded behaviour of the attendance mech-
anism in Contiki-NG/Cooja as the number of participating motes increases. The available
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evidence includes scenario-level aggregates for packet delivery, packet loss, average end-
to-end delay, attendance success, and exact replay rejection. The analysis is deliberately
descriptive: parameters and repeated-run statistics that were not retained with the original
experiment are identified explicitly rather than reconstructed from simulator defaults.

5.1. Contiki-NG/Cooja Setup

The retained experiment contains three attendance network sizes: 5, 20, and 50 stu-
dent motes communicating toward a validation endpoint. Re-examination of the archived
setup screenshots recovered several configuration details that were not captured in the
earlier text record. Cooja was launched from the Contiki-NG tools/cooja directory with
./gradlew run; the source selection dialogue shows an attendance-rpl application con-
taining udp-client.c and udp-server. c; and the client creation dialogues identify Cooja
Mote Type #2. The 20- and 50-client setup screenshots record random positioning with
x,y € [0,100] and z = 0. A separate 5-mote setup screenshot records the same coordinate
interval when the root/server mote type was added. These values are reported as archived
configuration evidence rather than reconstructed defaults.

Figure 5 now uses only the retained Cooja screenshots from the original project archive.
The three panels show the 5 20, and 50-mote runs and include the simulator network view
together with the mote-output log. In each archived run the validation/root process visibly
reports received attendance traffic and repeated “DUPLICATE ATTENDANCE REJECTED”
events. These screenshots provide direct visual support for the presence of the duplicate
rejection logic in the recorded experiments. They are not used to manufacture counts that
are not visible in the raw archive, and they are not treated as evidence of a particular
routing tree.

The 20 and 50-client creation dialogues use the same random placement envelope,
x,y € [0,100] with z = 0. Holding the placement area constant while increasing the client
count from 20 to 50 raises the nominal client density from 20/10,000 to 50/10,000 clients per
square simulation coordinate unit, i.e., a factor of 2.5. This is a useful secondary observation
because the larger case is not only a larger population but also a denser nominal placement.
It is not presented as a controlled density experiment because the realised coordinates,
propagation model, transmission range, and random seed were not retained.

The visual packet arrows and radio message entries in Cooja show active communica-
tion among multiple simulated nodes, but they are not a retained history of RPL parent
selection or hop depth. Route depth histories, selected parent changes, and per-route statis-
tics were not preserved. The quantitative results are therefore interpreted as application and
communication behaviour for the recorded topologies, not as a controlled measurement
of multi-hop RPL routing efficiency. Figure 6 presents the archived Cooja setup evidence
retained from the original experimental work. It documents the Contiki-NG/Cooja launch
environment, the attendance-RPL client and server source files, and the mote-creation
settings used for the 20 and 50-client scenarios, including random placement across the
recorded x and y-coordinate range of 0-100 with z = 0.

Table 6 now distinguishes configuration details recovered directly from the archived
screenshots from parameters that still cannot be established. This is important because a
reproducibility table should not silently replace missing experimental settings with the
defaults of a later Contiki-NG/Cooja release.

The modulation question requires a distinction between the protocol stack and the
simulator abstraction. Cooja native motes execute Contiki-NG as native processes and do
not precisely emulate a particular mote radio transceiver [5,6]. Consequently, the presence
of an IEEE 802.15.4 link stack does not, by itself, establish that a specific RF waveform
was explicitly simulated in the archived Cooja run. The selected Cooja radio medium and
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operating channel are also absent from the retained evidence. Assigning UDGM, MRM,
a particular channel, or a physical modulation waveform after the fact would therefore
turn a reproducibility correction into a new experiment.

The two recent references suggested by the reviewer are retained because they illustrate
why physical-layer assumptions matter: Ma et al. studied a multi-carrier DCSK scheme
under multipath fading [33], whereas Gong et al. examined modulation choices in an
IoT-oriented wireless-power system [34]. They are used to motivate explicit PHY reporting,
not to reconstruct the original Cooja configuration. A future rerun should therefore save the
.csc scenario, pin the Contiki-NG commit, record the radio-medium class and parameters,
log the selected channel, and preserve the build-time configuration output together with
the raw per-packet trace.

Table 7 separates the evidence actually present in the archive from quantities that
would require a new experiment. This distinction was added because several reviewer
concerns depend on information that cannot be recovered reliably from an image or from
simulator defaults.

(a) 5 motes (b) 20 motes

@ @
\ P

/]
/

(c) 50 motes

[Start/Pausel Step Reload  Speed limit: O 0.01X0) 0.1XO) 1XO) 2X0) 20X@ U
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© Network
View Zoom

Radio messages: showing 87799/87885 packets
File Edit Analyzer View
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Figure 5. Archived Cooja evidence from the retained 5, 20, and 50-mote runs. The mote-output
panes show repeated duplicate attendance rejection at the validation/root process, while the net-
work/radio panes show active simulated communication. The screenshots are used as provenance
evidence only; they are not used to infer unrecorded route depth, radio parameters, or additional
numerical measurements.
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Figure 6. Archived Cooja setup evidence recovered during revision: (a) launch from the Contiki-NG

Cooja directory using Gradle; (b) the attendance-rpl client/server source files; and (c,d) the 20- and

50-client Cooja-mote creation dialogues showing random x/y placement over 0-100 with z = 0.

Table 6. Experimental configuration and availability of reproducibility parameters after re-checking

the archived Cooja setup evidence.

Element

Recorded Configuration/Evidence

Simulation platform

Contiki-NG with Cooja. Archived terminal evidence shows Cooja launched from
tools/cooja with ./gradlew run;the exact Contiki-NG release/commit was not retained.

Application source

Archived source selection dialogue shows the attendance-rpl project with udp-client.c
and udp-server.c. The source files themselves are not present in the supplied revi-
sion archive.

Mote implementation

Cooja native mote types are shown in the setup dialogues: mote type #1 for the root/server
setup and mote type #2 for clients.

Wireless/link stack IEEE 802.15.4 with CSMA.
Adaptation/network/routing 6LoWPAN, IPv6, RPL Lite.
Transport UDP.

Radio propagation model (e.g.,
UDGM/MRM)

The selected Cooja radio-medium class is not visible in the retained screenshots, and no
.csc scenario file is present; therefore, it remains unverified.

PHY modulation/operating channel

The archived experiment uses Cooja native motes rather than a retained hardware-emulation
profile. No explicit RF waveform/modulation setting or operating-channel value is visible
in the archive; neither is assigned retrospectively.

Transmission
power/communication radius

Not retained.
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Table 6. Cont.

Element

Recorded Configuration/Evidence

Node placement

Random positioning is explicitly recorded. For the 20- and 50-client creation dialogues, x
and y are each 0-100 and z = 0; the 5-mote setup archive shows the same range for the
root/server creation step. Exact realised coordinates and random seeds were not retained.

Nominal client density in the com-
mon 20/50 placement envelope

20-client case: 0.002 clients per square simulation coordinate unit; 50-client case: 0.005 clients
per square simulation coordinate unit (2.5x higher). This is a derived density indicator, not
a controlled propagation experiment.

RPL control timing (DIO/DAO pa-
rameters)

Not retained beyond use of RPL Lite.

Application traffic interval / offered
load

Not retained as a reproducible numerical schedule.

Application packet/payload size

Not retained as a reproducible byte count.

Network sizes

5, 20, and 50 student motes with one central validation/root endpoint.

Application abstraction

Post-scan tokenised attendance transaction.

Security cases

Normal attendance traffic, exact repeated attendance transactions, and unautho-
rised /spoofed identity behaviour.

Application checks

Token validation, attendance-rule validation, and duplicate/freshness state.

Recorded metrics

PDR, packet loss, average end-to-end delay, ASR, replay attempts, and replay rejections.

Random seeds/repeated indepen-
dent runs

Not retained; one aggregate record is available for each network size.

Energy instrumentation

Not recorded; no Energest/Powertrace duty-cycle data or current/voltage conversion inputs
are available.

Table 7. Evidence-to-claim boundary used in the revised analysis.

Question

Evidence Retained

Permitted Interpretation

Scale and nominal density

5-, 20-, and 50-mote runs; common 0-
100 by 0-100 random-placement en-
velope is visible for 20 and 50 clients

Descriptive comparison across the three recorded populations;
50 clients have 2.5x the nominal density of 20 clients in the
common placement envelope.

Delivery/application out-
come

Scenario-level PDR, packet loss,
mean delay, and ASR

Descriptive point estimates only; no significance claim without
independent repeated runs.

Exact replay

5/5, 12/12, and 21/21 in-
jected /rejected counts plus archived
log evidence of duplicate rejection

Exact-replay rejection can be quantified with binomial intervals;
modified replay and benign retransmission remain outside the
measured claim.

Routing detail

Network/radio activity is visible in
Cooja screenshots

No route depth, parent-change, or multi-hop efficiency claim
because those histories were not retained.

Tail latency and saturation

Mean delay only

No p95/max-latency or saturation threshold claim.

Energy/resource cost

No Energest/Powertrace counters,
current/voltage model, RAM/flash
profile, or per-run duty cycles

No numerical energy efficiency claim; only the measurement
method for a repeatable follow-on experiment is specified.

5.2. Parameter Scope and Reproducibility

The QR generation frequency, token lifetime, application timeout, and cryptographic
parameters are not treated as measured independent variables because the recorded experi-
ment begins at the post-scan transaction boundary and the baseline does not implement
authenticated encryption. Assigning concrete values after the fact would create an artificial
parameter set unrelated to the recorded outcomes. A deployment-oriented rerun should
specify the QR/session lifetime, transaction freshness rule, retry timeout, authenticated
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payload nonce construction, tag size, key lifetime, and enrolment procedure before data
collection begins.

A fully reproducible rerun would additionally require executable application source,
complete Cooja scenario files, the Contiki-NG version/commit, topology and radio pa-
rameters, random seeds, traffic schedule, and raw per-run logs. Those materials are not
available as a complete executable set for the present evaluation. The manuscript therefore
reports only the recorded 5-, 20-, and 50-mote evidence and transparent mathematical
transformations of those values.

5.3. Evaluation Metrics

The communication and application metrics have different denominators and should
not be treated as interchangeable. Let N;,; denote the number of intended unique atten-
dance events in the application workload. Let Ny, be the number of legitimate application-
packet transmissions counted for the delivery measurement and N;, the corresponding
packets received at the validation endpoint. If retries are present, Ni, need not equal Nj,;.
Likewise, a received packet is not automatically a successful attendance event because the
application may reject it after token, authorisation, freshness, or duplicate checking.

Packet delivery ratio (PDR) and packet loss are

PDR(%) = Z”‘ x 100, 3)

tx

Loss(%) = 100 — PDR. (4)

For a successfully delivered packet j with send and receive times of tg? and t£{)
the recorded average end-to-end delay is

=_ 1 %m0
D= ij_l(trx ~1). 5)

If Ny intended attendance events are durably accepted, the attendance success rate

(ASR) is
N acc

int

ASR(%) = x 100. 6)
For replay testing, with Ny, injected exact replay events and N,,; rejected events, the replay
rejection rate (RRR) is

rej

N,
RRR (%) = Ny 100. @)

The delivery-to-application gap is
Gpa = PDR — ASR. (8)

PDR and ASR would be numerically identical only under restrictive conditions: one trans-
mission per intended event, every delivered packet corresponding to one intended event,
and every delivered event being accepted. The present architecture does not assume those
conditions. Packet loss can reduce both measures, while application rejection, duplicate
handling, retry behaviour, or differences between packet and event counting can create a
residual gap after delivery. Because the retained data contain only aggregates rather than
packet-to-event traces, the contribution of each mechanism to Gp4 cannot be isolated.
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5.4. Statistical Treatment and Metric Availability

The retained PDR, loss, delay, and ASR values are single scenario-level aggregates
for each network size; independent repeated runs, per-packet samples, random seed
distributions, and variances are not available. The differences between 5, 20, and 50 motes
are therefore reported as descriptive changes rather than statistically significant effects.
Confidence intervals, standard deviations, or hypothesis tests for those four metrics would
require data that were not recorded and are not reconstructed. Replay testing is different
because the attempt/rejection counts are available, allowing exact two-sided Clopper—
Pearson 95% intervals to be reported for the replay rejection proportion.

Table 8 also makes clear that tail latency, direct energy, memory overhead, through-
put, routing-depth information, and a saturation threshold are unavailable. In particular,
the mean delay cannot reveal a maximum nor 95th-percentile delay nor can three network
size points at one unrecorded offered-load schedule establish where a capacity knee or
saturation point occurs. Those questions require an offered-load sweep, per-packet delay
distributions, throughput/queue or retry evidence, and repeated independent seeds. These
measures are requirements for the repeated-run validation stage rather than quantities
inferred from the available aggregates.

Table 8. Availability and interpretation of performance and security metrics.

Metric Status Use/Limitation in This Paper
PDR/packet loss Single aggregate D'esc.r%ptive communication reliability across 5, 20, and 50 motes; no run-to-run CI or
per scale significance test.
Average end-to-end Single aggregate Mean responsiveness only; maximum, distribution, and 95th percentile were not re-
delay per scale tained.
Attendance success Single aggregate Application-level success after communication and validation; no run-to-run vari-
rate per scale ance.
Repl - . : . . .
cpay o at Event counts RRR with exact binomial confidence intervals.
tempts/rejections
Throughput Not measured Required in controlled offered-load experiments before throughput claims are made.

Energy consumption

Not measured

Requires radio/CPU duty-cycle counters and device power parameters before an
energy claim can be made.

RAM/flash overhead =~ Not measured Required to quantify the cost of authenticated encryption and routing defences.
Routing depth,/parent Not retained Required to compare direct and multi-hop RPL behaviour.

changes

Saturation thresh- Not measured No saturation point is claimed. It requires controlled offered-load sweeps, per-packet
old/capacity knee tail latency, throughput/queue or retry traces, and repeated seeds.

6. Results and Evaluation

This section examines the behaviour of the proposed attendance architecture across the

evaluated RPL-based network configurations. The analysis considers both communication-
level performance and application-level outcomes so that changes in network behaviour
can be related directly to the successful completion of attendance transactions. The reported
results are based on the measurements obtained from the evaluated Contiki-NG/Cooja
scenarios rather than on assumed or extrapolated values. The evaluation focuses on packet
delivery ratio, packet loss, end-to-end delay, attendance success rate, and replay rejection
behaviour. Particular attention is given to how these measures change as the number of
participating motes increases and whether deterioration at the network layer is reflected in
the attendance application. Replay experiments are analysed separately to determine how
consistently repeated transactions are rejected under the recorded test conditions. Together,
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these results describe the recorded scalability and security behaviour; they are not used as
inferential evidence about unobserved network sizes or repeated runs.

6.1. Network and Application Outcomes

Table 9 reports the recorded communication, attendance, and replay rejection results
for the three evaluated network sizes.

Table 9. Recorded communication, attendance, and replay rejection results.

Motes PDR (%) Loss (%) Avg. Delay (ms) ASR (%) Replay Rejected/Injected
5 98.2 1.8 12 96.5 5/5

20 95.4 4.6 21 93.8 12/12

50 91.7 8.3 37 89.4 21/21

The results in Table 9 provide a consolidated view of both network-level and
application-level behaviour across the three evaluated scenarios. Although performance
decreases as the number of motes increases, the recorded values show that packet delivery
and successful attendance processing remain closely aligned throughout the evaluated
range. The following analysis considers these trends individually to clarify how network
growth affects reliability, delay, and attendance completion. Figure 7 plots PDR and ASR
on the same scale. The two measures remain close at each network size, suggesting that
application success broadly follows the ability of the network to deliver the underlying
transaction rather than diverging sharply because of application rejection.

100

—8— Packet delivery ratio

08 Attendance success rate

96 -

94 A

92 A

Rate (%)

90 A

88 A

86

5 20 50
Number of student motes

Figure 7. Recorded packet delivery ratio and attendance success rate as network population increases.

The PDR-ASR gaps are 1.7, 1.6, and 2.3 percentage points for 5, 20, and 50 motes,
respectively. The decline in PDR can plausibly lower ASR because an attendance event
that is not delivered cannot be accepted. The remaining PDR-ASR difference, however,
should not be assigned automatically to radio collisions or to application logic. Radio
collisions, queue pressure, and retransmissions primarily affect whether traffic is delivered,
whereas token/authorisation/freshness checks can reject a transaction after delivery; retry
and packet-to-event counting can also make the two denominators differ. The retained
aggregate data contain no collision counters, queue traces, retry-to-event mapping, or per-
transaction rejection reasons, so these causes cannot be separated quantitatively. The cross-
metric result is therefore an observed association: ASR broadly follows PDR, with a small
residual gap whose origin remains unresolved.
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6.2. Packet Loss and Delay Scaling

Packet loss rises by 6.5 percentage points between the smallest and largest recorded
scenarios, matching the absolute PDR decrease. Figure 8 shows this descriptive change.
Greater contention is one possible explanation as more motes share the medium, but col-
lision, queue overflow, selected parent, and per-packet retransmission traces were not
retained. The manuscript therefore does not identify a single root cause for the loss increase
or claim that the three aggregate points establish a general scaling law.

Average delay increases from 12 to 37 ms, a 25 ms absolute increase and an approx-
imately 208.3% relative increase from the 5-mote baseline. Figure 9 shows the recorded
means. These values do not describe tail latency: the per-packet delay distribution, maxi-
mum delay, and 95th percentile were not retained. Importantly, the manuscript does not
claim that saturation was observed. The three recorded network sizes show only that the
mean delay is higher at the larger recorded scenarios. Locating a capacity knee would
require a controlled offered-load sweep together with throughput, queue/retry behaviour,
and per-packet delay distributions over repeated seeds. The 50-mote result is therefore
reported only as the largest observed operating point under the recorded workload, not as
a saturation threshold or maximum supported size.

o
!

Packet loss (%)
w

20 50
Number of student motes

w4

Figure 8. Recorded packet-loss percentage for the three evaluated network sizes.

N N w w
o w o w
L L L L

Average end-to-end delay (ms)
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1

20 50
Number of student motes

w4

Figure 9. Recorded average end-to-end delay as network population increases.

https:/ /doi.org/10.3390/ electronics15214930


https://doi.org/10.3390/electronics15214930

Electronics 2026, 15, 4930

22 of 30

Table 10 summarises the descriptive changes in network and application performance
between the 5-50 mote scenarios. The comparison highlights the observed changes in
packet delivery, packet loss, average end-to-end delay, attendance success rate, and the
PDR-ASR gap across the evaluated range.

Table 10. Derived descriptive changes in network and application performance from 5 to 50 motes.

Performance Measure

Change (5-50 Motes) Interpretation

Packet delivery ratio (PDR)

—6.5 percentage points (—6.62% Delivery decreases with network size, while remaining
relative) above 90% at the largest evaluated point.

Packet loss

Loss increases as the network grows; causal attribution re-

. t int . . .
6.5 percentage points quires per-run link and queue counters that are not available.

Average end-to-end delay

Delay has the largest proportional change but remains below

+25ms (+208.3% relative) 40 ms in the 50-mote scenario.

Attendance success rate (ASR)

—7.1 percentage points (—7.36%  Application success decreases at a rate close to the decline
relative) in PDR.

PDR-ASR gap

Application success remains close to network delivery

1.6-2.3 percentage points throughout the tested scale.

These results answer RQ1 within the measured range. Increasing population is as-
sociated with lower delivery and ASR and with higher delay, but the service remains
operational at 50 motes. The study does not claim that 50 is the maximum practical network
size; it is the largest demonstrated operating point available in the experiment.

6.3. Replay Rejection Analysis

Replay testing provides the strongest event-level security evidence. Table 11 reports
both the observed rates and exact confidence intervals. The observed rejection rate is
100% in each scenario, but the intervals are intentionally shown because a finite number
of successes does not prove perfect rejection for all future traffic. Across all 38 replay
attempts, the exact two-sided 95% interval is 90.75-100%. Figure 10 provides a direct visual
comparison of the replay attempts injected and rejected in the 5, 20, and 50-mote scenarios.
The figure complements the numerical results in Table 11 and shows that every recorded
replay attempt was rejected in each evaluated network size.

The replay result is consistent with the acceptance rule in Equation (2): once the trans-
action identifier is present in the retained duplicate state, resubmission of the same logical
event fails the novelty check. This answers the demonstrated part of RQ2. It does not
establish protection against a modified payload that produces a different identifier, a valid
credential used by an imposter, a compromised endpoint, or RPL control plane manipula-
tion. Those residual cases are addressed in the threat matrix and deployment extension.

Unauthorised or spoofed identity behaviour is represented by the application work-
flow, but a complete attempt/rejection count is not available for that class. Reporting a
numerical spoofing detection percentage would therefore be unsupported. The defensible
conclusion is qualitative: the baseline contains an authorisation predicate intended to reject
identity /session combinations that do not satisfy the attendance rule; cryptographic proof
of identity remains outside the measured design.
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Table 11. Replay injections, rejections, observed rates, and exact two-sided 95% binomial confi-
dence intervals.

Motes Injected Rejected Observed RRR Exact 95% CI
5 5 5 100% 47.82-100%
20 12 12 100% 73.54-100%
50 21 21 100% 83.89-100%
Total 38 38 {100% 90.75-100%

Recorded replay injections and rejections

B Injected replay events
mmm Rejected replay events

20.0 4

17.5 A

15.0 A

12.5 A

10.0 A

Number of replay events
~
w

u
o
|

N
w
!

0.0 -

5 20 50
Network size (motes)

Figure 10. Recorded (replay injections and rejections. The plotted bars use the observed event counts
only; no interpolated attack data are introduced.

6.4. Demonstrated Deployment Envelope

Table 12 states the strongest deployment claim supported by the measured data. This
form is preferable to inferring a maximum population from three aggregate points. The 50-
mote scenario demonstrates that the tested workload can sustain 91.7% PDR, 37 ms average
delay, and 89.4% ASR. Whether a real deployment can support 75, 100, or several hundred
simultaneous clients cannot be answered without additional network sizes, repeated seeds,
and offered-load experiments.

Table 12. Demonstrated operating envelope and unresolved scalability questions.

Aspect Largest Demonstrated Point What Remains to Establish a Practical Maximum

Population 50 motes Additional sizes and controlled offered-load sweeps

PDR 91.7% Repeated runs, route depth analysis, link/collision statistics
Average delay 37 ms Delay distribution, tail latency, timeout interaction

ASR 89.4% Per-transaction failure attribution and application retry behaviour
Replay test 21/21 rejected at 50 motes Crafted variants, benign retransmissions, longer attack campaigns

Direct radio/CPU energy and RAM/flash profiling on baseline and

Energy/memory Not measured X
secured variants

7. Discussion and Results Interpretation

The recorded results show two related but distinct behaviours. First, PDR and ASR
decline together as the scenario grows from 5 to 50 motes. This is consistent with the
practical dependency of attendance success on delivery: an event that never reaches the
receiving application cannot be accepted. Second, the residual PDR-ASR gap remains small
(1.6-2.3 percentage points), but the available aggregates do not identify why a particular
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event lies in that gap. Post-delivery rejection is one explanation; differences between
packet and event counting, retries, and timing are others. Collisions or queue pressure
may contribute to the reduction in PDR itself, but without the corresponding counters
they cannot be isolated as the cause of the PDR-ASR difference. This distinction avoids
attributing a cross-layer observation to a mechanism that was not measured.

The security result is similarly bounded. The retained duplicate state prevents the
same accepted logical transaction from being counted twice in the exact-replay tests, but the
QR image remains observable and is not cryptographically bound to a particular device.
A copied QR value can therefore still be forwarded. Node impersonation and message
modification also remain possible in principle because the baseline has no cryptographic
proof that an apparently valid message originated from the claimed device. RPL manip-
ulation is a separate availability problem: an attacker can disturb routing without ever
creating an application duplicate. These threats were excluded from the quantitative claim
because the implementation does not contain the mechanisms needed to test resistance to
them, not because they are considered unimportant.

Authenticated encryption is a natural next step for the attendance payload. Ascon-
AEADI128 is standardised by NIST for constrained devices [17], whereas AES-CCM is a
mature authenticated encryption mode specified independently in RFC 3610 [35]. Either
approach could provide confidentiality and integrity when combined with sound nonce
management and secure key enrolment. Table 13 states the comparison only at the specifica-
tion level; no performance winner is claimed because neither mechanism was implemented
in the recorded experiment.

A meaningful implementation comparison must measure packet expansion, execution
time, RAM/flash use, radio airtime, and energy on the target platform. This keeps the
proposed cryptographic extension separate from the evidence obtained with the present
non-cryptographic duplicate-state baseline.

The archived 20-mote material shows active radio exchanges among the 21 simulated
motes, but the retained screenshots do not preserve RPL parent histories or per-packet
hop counts. The red packet arrows visible in Cooja should therefore not be treated as
a routing tree. The end-to-end architecture includes the complete chain from source,
through any selected RPL forwarders, to the border router/gateway and server, but the
present aggregate results are not a controlled measurement of multi-hop routing efficiency.
A dedicated routing study should control hop depth and density, retain parent changes
and route depth, and compare direct and multi-hop paths over independent seeds. This is
also necessary before conclusions about larger classrooms, denser workplaces, or a capacity
threshold can be supported.

Table 13. Specification-level comparison of candidate authenticated encryption options for the
follow-on design.

Property Ascon-AEAD128 AES-CCM Relevance to This Work
Both provide authenticated encryption; imple-
Standard NIST SP 800-232 (2025) [17] RFC 3610 (2003) [35] mentation cost must be measured on the se-
lected platform.
AES key; nonce Nonces must be unique under a key; nonce
Key/nonce 128-bit key and 128-bit nonce  lengthis 15 — L octets, construction must be specified before re-

withL=2...8 play/authentication claims are extended.

Authentication tag

128-bit tag in the base Ascon- Configurable 4, 6, 8, Tag size changes packet expansion and therefore
AEAD128 specification 10,12, 14, or 16 octets  radio airtime.

Status in this study

Not implemented Not implemented

No measured latency, memory, packet size, or en-
ergy comparison is reported.
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Practical deployment adds effects that the simulation does not reproduce completely.
Human occupancy can shadow or reflect radio paths, nearby Wi-Fi and Bluetooth ac-
tivity can alter interference, devices may have different radios and power-management
behaviour, and a gateway may be temporarily unavailable. A production design should
distinguish “received” from “accepted” status, make duplicate handling idempotent during
legitimate retries, protect stored attendance data, and provide a fallback procedure for
connectivity failures.

Energy is another area where an estimate would be misleading without the underlying
counters. Contiki-NG can expose software activity counters such as CPU, low-power, radio-
transmit, and radio-listen time, but a numerical energy value also needs a declared platform
voltage and state current model. For a future controlled run, the estimator would be

E = V(IcpuTcpu + IpmTiem + IrxTrx + Ix Tx), )
with energy per accepted attendance event reported as

E

Eacc = 7N .
acc

(10)
The activity times in Equations (9) and (10) were not retained for the present runs, and the
Cooja-native mote screenshots do not identify a physical radio whose current values could
be assigned defensibly. A numeric energy estimate would therefore depend on assumptions
that were not part of the recorded experiment. Instead of inserting a speculative value,
the revised validation plan now requires the raw activity counters, the selected hardware
current/voltage data, joules per accepted event, RAM/flash footprint, and packet size
expansion for every security configuration.

8. Limitations, Threats to Validity, and Deployment Validation

The findings should be interpreted within the boundary of the recorded simulation.
QR image capture and decoding are not simulated; the experiment begins with the post-
scan attendance transaction. The 20-mote Cooja view is also a shallow, largely direct-to-root
topology, and the available data do not include per-packet hop counts or route depth distri-
butions. The reported results therefore describe the recorded communication/application
behaviour, not a general measurement of multi-hop RPL routing performance.

8.1. Limitations and Threats to Validity

Statistical generalisation is limited because PDR, loss, delay, and ASR are represented
by one aggregate value for each network size. Independent repeated runs, seed distri-
butions, per-packet delays, and variances were not retained. Consequently, confidence
intervals, standard deviations, effect-size estimates, and significance tests are not reported
for those metrics. Replay events are an exception because attempt/rejection counts are
available, permitting exact binomial confidence intervals. Even there, 38/38 exact-replay
rejections remain a finite-sample result rather than proof of perfect future rejection.

External validity is bounded by the three recorded network sizes and the incomplete
physical-layer configuration record. The evaluation stops at 50 motes and does not contain
intermediate population points, controlled offered-load sweeps, repeated seeds, or tail
latency distributions. The revision recovered the same random placement bounds for
the visible 20- and 50-client creation dialogues (x,y = 0-100, z = 0), which means the
50-client case has 2.5 times the nominal client density of the 20-client case within that
common placement envelope. This derived observation strengthens the description of
the tested range, but it is not a substitute for controlled sparse-versus-dense experiments
because the realised coordinates, random seeds, selected radio-medium class, operating
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channel, and transmission power/range were not retained. These omissions prevent a
defensible extrapolation to larger populations and prevent the present data from identifying
a saturation threshold.

The attack evaluation is also intentionally narrow. Exact application replay is mea-
sured; modified replay variants, false positives under benign retransmission, cryptographic
message modification, node impersonation, RPL control plane attacks, jamming, physical
compromise, gateway /backend compromise, and side-channel attacks are not experimen-
tally defeated by the baseline. Their exclusion reflects missing mechanisms and evidence,
not low importance. Table 5 therefore treats several of these residual threats as high-impact
deployment concerns.

Energy efficiency is not an experimental finding of the present study. Direct CPU
activity, radio duty cycle, per-transaction energy, and memory footprint were not recorded,
so neither measured nor simulated energy estimates are reported. The absence of hardware
testing is likewise a material limitation. Before operational claims are made, the architecture
should be evaluated on constrained devices and a real border router under representative
interference, occupancy, and mobility conditions.

8.2. Deployment-Oriented Validation Plan

A stronger second-stage evaluation should preserve the existing 5-, 20-, and 50-mote
points for continuity and add at least 10, 30, 40, 60, 75, and 100 clients, with controlled
sparse/dense placement envelopes and explicit one-hop, two-hop, and deeper RPL topolo-
gies. Each population/topology/load combination should be repeated over at least five
independent random seeds. The primary outputs should include PDR, loss, throughput,
complete per-packet delay distributions (including maximum and 95th percentile), ASR,
route depth/parent changes, radio and CPU activity, estimated energy, and RAM/flash
footprint. A capacity threshold should be declared only after a pre-specified service crite-
rion is crossed consistently across repeated runs, rather than inferred from a single point.
Repetition would then support means, dispersion, confidence intervals, and effect sizes
instead of one aggregate value per scale.

Security experiments should separate application and routing attacks. Application
tests should include exact replay, replay with modified fields, forged /unauthorised identity,
altered authentication tags, and benign retransmissions that resemble duplicates. Rout-
ing tests should include RPL replay, rank manipulation, and feasible flooding/DoS cases.
The secured application configurations should compare the current baseline with authenti-
cated payload protection (for example, Ascon-AEAD128 and an AES-CCM baseline), while
keeping secure enrolment as an explicit prerequisite for origin authentication. Once the
cryptographic message flow is fully specified, formal verification can test freshness and
authentication properties independently of the network simulation.

The hardware stage should use constrained nodes and a real border router in a
classroom-like environment. It should introduce controlled Wi-Fi/Bluetooth interference
and human occupancy, record the same application and network outcomes, and measure
power directly. The practical workflow should also test QR/session rotation, acknowledge-
ment loss, benign retries, gateway outages, and user feedback so that duplicate protection
does not degrade legitimate attendance submission. Table 14 lists the information that
should be retained for a reproducible extension of the present evaluation. The listed
artefacts cover the implementation files, Cooja configuration, traffic and routing settings,
security parameters, attack conditions, energy measurements, and the raw logs and analysis
scripts required to repeat and examine the experiments independently. Table 14 summarises
the minimum reproducibility artefacts required for the extended evaluation. These include
the implementation files, simulation settings, traffic and routing configuration, security
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and attack parameters, energy measurements, and the raw logs and analysis scripts needed
to reproduce the experiments.

Table 14. Minimum reproducibility artefacts for the extended evaluation.

Artefact

Required Content

Contiki-NG source

Client, gateway/server, attack generator, and security configurations.

Cooja scenarios

Node types, positions, radio model, run duration, seed, and controlled route depth.

Build metadata

Contiki-NG version/commit, toolchain, and compile flags.

Traffic definition

Message interval, attendance window, payload size/format, offered load, and retry rule.

PHY /link configuration

Channel, modulation/PHY assumptions, transmission power/range, and propagation model.

RPL configuration

DIO/DAO timing, objective function, parent-selection settings, and route depth logs.

Security parameters

Token/session lifetime, nonce/counter construction, key/tag sizes, and enrolment assumptions.

Attack definition

Attacker capability, start/stop time, injected counts, replay source, and benign-retry controls.

Energy instrumentation

CPU /radio/low-power counters, platform current/voltage assumptions, and joules per ac-
cepted event.

Raw logs and scripts

Per-run packet, route, validation, attack, energy logs, and reproducible analysis code.

9. Conclusions

This paper examined a post-scan QR attendance transaction carried over an RPL-based
low-power IoT stack in Contiki-NG/Cooja. Across the three recorded network sizes, PDR
decreases from 98.2% to 91.7%, packet loss rises from 1.8% to 8.3%, average end-to-end
delay increases from 12 to 37 ms, and ASR decreases from 96.5% to 89.4%. The PDR-ASR
gap remains between 1.6 and 2.3 percentage points, showing that application success
broadly follows delivery in the recorded scenarios. Because only one aggregate record
is available per network size, these values describe the observed test points rather than
statistically significant scaling effects or a maximum supported population.

All 38 recorded exact replay attempts are rejected by the retained duplicate/freshness
state. The aggregate exact 95% confidence interval is 90.75-100%, and the result is intention-
ally limited to exact replay under the recorded conditions. It does not establish immunity
to modified replay variants, node impersonation, message modification, routing attacks,
physical compromise, or backend compromise. The formal acceptance predicate makes
that boundary explicit.

The revision also clarifies the topology and evidence boundary. The retained Cooja
screenshots directly show the 5-, 20-, and 50-mote runs and duplicate rejection at the
validation/root process. The visible 20- and 50-client setup dialogues use the same 0-100
by 0-100 random placement envelope, so the 50-client case represents 2.5 times the nominal
client density of the 20-client case. Even so, the screenshots do not preserve parent histories
or hop-count distributions, and the current data should not be interpreted as a quantitative
evaluation of multi-hop RPL routing efficiency. Future work should therefore combine
controlled multi-hop topologies and repeated seeds with tail latency, throughput, route
depth, memory, and direct energy measurements. Authenticated payload protection and
secure enrolment should then be evaluated alongside routing-aware defences, followed by
hardware experiments under realistic interference and occupancy. This staged validation
would show not only whether stronger protection works, but also what it costs on the
constrained devices and network that carry the attendance transaction.
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