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Abstract

The rapid evolution of social media and recommendation systems has transformed social
interactions and information dissemination, presenting both opportunities and challenges
for social analysis. This thesis provides comprehensive methods for analysing social media
content, detecting echo chambers, mitigating misinformation, and maximizing influence in
social networks.

First, the thesis addresses a fundamental task of social network analysis. Text summariza-
tion with knowledge graphs is crucial for condensing and contextualising vast unstructured
data, enhancing trend detection and decision-making. Two novel text summarization models,
KATSum and AaKOS, are proposed, demonstrating the effectiveness of integrating knowl-
edge graphs. KATSum is a Knowledge-aware Abstractive Text Summarization model that
enhances the standard Seq2Seq model, while AaKOS is an Aspect-adaptive Knowledge-
based Opinion Summarization model that generates personalized, aspect-oriented summaries
from product reviews.

Second, the thesis investigates user behaviour modelling and information diffusion in
online social networks. A novel user behaviour model, utilising deep neural networks and
knowledge graphs, presents users’ personalised actions after receiving influence messages.
The proposed model serves as the foundation for the rest of the chapters. Based on this,
a novel influence maximisation algorithm is then proposed based on the user behaviour
model, which aims to maximise the influence in online social networks by considering the
information alteration during the diffusion process.

Third, the focus shifts to investigating solutions for tackling misinformation detection,
especially given how information alteration through reframing can lead to the development of
misinformation. By adopting frame theories from communication studies, we aim to identify
misinformation portrayed from factual information but presented misleadingly. To address
this challenge, we propose a deep-learning-based model called FrameTruth, which leverages
large language models to extract the framing of information, incorporating this as a crucial
feature in misinformation classification. This approach delves into the nuanced manipulation
of narrative frames, an under-explored area within the Al community. By leveraging the

power of pre-trained large language models and deep neural networks, FrameTruth detects
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misinformation originating from accurate facts portrayed under different frames, utilising the
various impacts of framing theory elements.

Finally, the thesis tackles the challenge of identification of echo chambers in online social
networks by applying deep learning methodologies to model user beliefs based on historical
message content and behaviours. A novel content-based framework is proposed, capable
of detecting potential echo chambers by creating user belief graphs. This framework also

demonstrates the evolution of user belief over time using the user behaviour model.
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Chapter 1
Introdcution

In the digital age, online social networks (OSNs), such as X! (Twitter as the former name),
Facebook?, Weibo?, Youtube?, etc., have become the backbone of modern communication,
enabling the rapid dissemination of information [180]. Along with the outbreak of the
COVID-19 pandemic, the war between Russia and Ukraine, Japan’s discharging nuclear
wastewater and other hot topics, the Social Network Analysis (SNA) has entered a new
era and attracted great attention of researchers from multiple disciplines. Understanding
the dynamics of these networks requires a multi-faceted approach that encompasses global
network analysis, individual user behaviour, and specific user interactions.

Based on graph theory, social network analysis examines the structure of a social network,
which is structured from relational data with nodes such as individuals, groups or organiza-
tions and edges such as some pattern of relationships or interactions between them [124].
Social network analysis is also known as structural analysis since it leverages graph theory,
statistics, and computational techniques to understand the dynamics and impacts of social
interactions [175]. Social structures typically manifest in two distinct forms, i.e., global and
individual perspectives.

Globally, social network analysis provides insights into the overarching structure and
connectivity of the network. Techniques such as community detection and centrality measures
identify influential nodes and community clusters, which are critical for understanding how
information propagates [17, 121]. On the other hand, individually, examining user behaviour
reveals patterns of interaction, content consumption, and sharing tendencies. Behavioural

analysis can uncover how individuals influence and are influenced by others, which is

Thttps://x.com/
Zhttps://www.facebook.com
3https://weibo.com
“https://www.youtube.com
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essential for targeted interventions. For example, researchers explore the significance of
interacting with messages, e.g., retweet behaviours, in the information diffusion process and
how information cascades occur through the actions of influential users [86, 15].

Nowadays, with the development of Artificial Intelligence (Al), the way social networks
are analysed has also changed. More advanced techniques are applied to analyse social
networks, such as Machine Learning (ML), Deep Learning (DL), Knowledge Graphs (KGs)
and Natural Language Processing (NLP). The integration of these advanced Al techniques
into SNA not only provides deeper insights into user behaviours and network structures
but also enables the ability to address complex challenges, such as Influence maximization,
Misinformation detection, and Echo Chamber effect [4, 16, 39].

In this chapter, we present the research motivation, briefly outline the rationale and
significance of the study, and present the research methodology, including research questions,
evaluation methods, and advanced techniques applied to social network analysis in this thesis.

We also summarize this thesis’s contribution.

1.1 Influence Diffusion

Many researchers and practitioners have dedicated significant efforts to modelling and under-
standing the patterns of influence diffusion in online social networks. Predicting information
items or cascades has garnered substantial attention from both academic and business per-
spectives [80, 101, 190]. Two seminal influence-diffusion models, the Independent Cascade
(IC) model and the Linear Threshold (LT) model, are central to much of the existing research,
treating influence as a process akin to hopping and infecting [80, 103].

Building on these foundational models, numerous researchers have developed tailored
or varied approaches to address new challenges. For instance, Saito et al. introduced the
Asynchronous Independent Cascades (AsIC) and Asynchronous Linear Threshold (AsLT)
models, which enhance the IC and LT models by incorporating time delays in user interactions
[140]. Lagnier et al. proposed the Decaying Reinforced User-Centric (DRUC) model, a
variant of the LT model that incorporates user profiles into the influence diffusion process [88].
Barbieri et al. extended both the IC and LT models to create the Topic-aware Independent
Cascade (TIC) and Topic-aware Linear Threshold (TLT) models, which account for message
content and simulate topic distribution [19]. Liu et al. enhanced the LT model with the
Diffusion-Containment (D-C) model, which includes mechanisms for containing competitive

influence spread [107].
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Distinct from IC and LT-based models, Li et al. proposed agent-based influence diffusion
models, where the cascading process is modelled as an evolutionary pattern driven by
individual actions [101, 98].

In this section, several influence diffusion issues, i.e., influence maximization, misinfor-

mation detection and echo chamber detection, are introduced.

1.1.1 Influence Maximization

Influence maximization is a central problem in the study of influence diffusion. The goal of
influence maximization is to spread influence as widely as possible throughout a network
[80]. To achieve this, seed selection algorithms identify a set of influential users to initiate
the dissemination process. Most existing works are based on two seminal influence diffusion
models: the Independent Cascade (IC) model and the Linear Threshold (LT) model. In these
models, influence begins with affected users and spreads through the network’s topological
structure [36, 35]. However, there are two significant limitations in almost all research in this
field.

First, influence diffusion is typically treated as a probabilistic-based hopping and infecting
process that neglects users’ prior knowledge and the detailed content of the influence. Most
studies focus on the outcome of influence diffusion, such as estimating the number of users
influenced, and traditional influence maximization efforts aim solely at maximizing the
spread of influence. They overlook the connections between users’ knowledge and the
content of the influence. In reality, users perceive and interpret influence messages differently,
often associating them with their knowledge and background [42]. For instance, given the
news headline “Nearly 165,000 migrants eligible for fast-tracked residency”, different groups
will focus on different aspects: eligible migrants on the application process, investors on
property market impacts, and local business owners on future recruitment plans. These
varied interpretations highlight the importance of modelling users’ reactions to influence,
considering how they understand and disseminate messages.

Second, in many applications, it is crucial to maintain the consistency of messages
throughout the diffusion process. However, few studies consider information alteration.
Using the same news example, some people may share it with the belief that it will “boost
the economy”, while others might claim it will cause a “housing crisis”. These differing
interpretations can lead to complex influence spread chains, producing many variants of the
original message and deviating from the initial influence maximization goal. Therefore, it
is essential to consider information alteration and take measures to retain the originality of

influence messages during the diffusion process.
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To address these limitations, our solution focuses on the influence maximization problem,
emphasising suppressing information alteration during the diffusion process. We consider
users’ personalized prior knowledge and potential information alterations. Specifically, we
adopt Knowledge Graph (KG) technology to model users’ prior knowledge and subconscious
biases. Deep learning models are used to simulate users’ behaviours, generating responses
and comments that imply potential information alterations. Furthermore, we propose a novel
seed selection algorithm aimed at maximizing social influence while minimizing information
alterations. Extensive experiments demonstrate that our proposed influence-diffusion model
effectively captures information alterations and that our novel seeding algorithm outperforms
others in maximizing influence with minimal information alteration.

As information alteration is one of the reasons for the generation of misinformation, this
approach potentially has significant implications for detecting misinformation, particularly
in how content changes and how it is portrayed. By understanding and modelling these
alterations, we can better identify and mitigate misinformation as it spreads through social

networks.

1.1.2 Misinformation Detection

Misinformation is growing substantially in today’s media landscape, with fake news and
misleading information spreading through news websites and social media platforms. Gener-
ative Al (GAI) models, like ChatGPT, have expedited the process of creating sophisticated
articles and posts, making it difficult for readers to distinguish if the content is generated by
Al or humans [73, 111, 85].

Automatically identifying false claims is well-researched, especially using keywords
for traditional misinformation detection [134, 155]. However, identifying misinformation
becomes challenging when accurate facts are manipulated through biased frames to create
misleading narratives. Framing involves highlighting certain aspects of information while
omitting others, thus distorting the original message. Investigating strategic framing and its
role in online information dissemination is crucial [51, 142].

Framing theory, significant in communication fields, explains how the presentation of
information can influence perception. It suggests that the way information is framed can
manipulate individuals into accepting false information. By emphasizing certain factors and
omitting others, communicators can craft narratives that align with their agenda and mislead
the audience [144, 55, 52, 51].

Despite extensive research on framing detection and analysis, few studies explore how
frames impact misinformation emergence or which frame element has the greatest impact.

Classifying misinformation from factual information through framing manipulation remains
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challenging. For example, a factual narrative about water reform can be misleadingly
reframed using satire or selective emphasis, altering the original message’s perception.

Pre-trained Large Language Models (LLM) and deep neural networks are effective in
addressing framing classification and misinformation detection due to their ability to learn
from unstructured data and identify complex patterns [73]. Our hypothesis is that news on
the same topic can be turned into misinformation with different frames.

Misinformation, as one of the serious issues on social networks, can contribute to the
formation of echo chambers by reinforcing pre-existing beliefs and biases within a community,
leading to selective exposure and confirmation bias. When misinformation spreads within
these echo chambers, it is more likely to be accepted and shared without critical scrutiny,
as it aligns with the group’s established beliefs. This leads to a homogenized information

environment where falsehoods can flourish and become more deeply entrenched [45].

1.1.3 Echo Chamber detection

Online social platforms have become key sources for people to perceive information, re-
shaping how information is searched, filtered, and disseminated [118]. Modelling and
analysing the influence and dissemination of information on social networks, including
information maximization, misinformation detection, and echo chamber phenomena, have
become prominent subjects [96, 147].

Echo chambers are environments where individuals are predominantly exposed to in-
formation and opinions that align with their own while opposing views are excluded or
minimized. This selective exposure is exacerbated by the algorithmic filtering of social
media platforms, which personalize content to match users’ preferences, thus reinforcing
their existing viewpoints and creating a feedback loop of like-minded information [39].

The prominence of the echo chamber phenomenon has been heightened by the outbreak
of Covid-19, a global pandemic and leading topic of discussion. Conversations around
this subject vary widely, encompassing themes such as vaccine hesitancy and vaccination-
related deaths. Under these conditions, social platforms provide a conducive environment
for misinformation propagation due to the lack of editorial supervision. As a result, echo
chambers have emerged among users, significantly influencing responses to the Covid-19
pandemic [5]. For example, if members of a community consistently engage with and
promote content sceptical of Covid-19 vaccinations, the community can be identified as an

echo chamber resistant to prevailing medical advice on vaccines.
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1.2 Research Motivation

Online social networks, such as Facebook, X, WeChat, and Weibo, have become indis-
pensable in everyday life. Social influence is everywhere, not only in our daily physical
life but also in the virtual Web space. With the global penetration of online and mobile
social platforms, people have witnessed the impact of social influence in every field, such as
presidential elections, advertising, and innovation adoption [26, 14, 80, 152]. To date, there
is no doubt that social influence has become a prevalent yet complex force that drives our
social decisions, making a clear need for methodologies to characterize, understand, and
quantify the underlying mechanisms and dynamics of social influence.

Social network analysis has been studied extensively, and it has been applied to many
research fields, such as influence maximization, misinformation detection, and echo chamber
phenomenon [4, 16, 39]. This can bring benefits to various domains, especially those that

rely on analysing their customers’ behaviours to offer proper services or products.

Influence Maximization

Influence maximization is to identify a limited set of users from online social networks,
expecting that they can spread influences and maximize the impact across the entire network
[80]. Traditional models like the Independent Cascade (IC) and Linear Threshold (LT) focus
on probabilistic influence spread through network structures but have two major limitations
[36, 35].

Firstly, these models treat influence diffusion as a simple probabilistic process, neglecting
users’ prior knowledge and the specific content of the influence. They mainly focus on
estimating the number of influenced users without considering how users’ knowledge and
background affect their interpretation of the influence message [42].

Secondly, they often overlook the importance of maintaining consistent messages through-
out the diffusion process. Few studies address the issue of information alteration, which is

crucial for retaining the originality of influence messages.

Misinformation detection

In the age of digital communication, the proliferation of misinformation has become a
critical issue, posing significant threats to societal well-being, public health, and democratic
processes. Identifying misinformation is particularly challenging under the circumstances of
information alteration, especially when accurate facts are strategically manipulated through
biased frames to construct misleading narratives. These narratives, often carefully crafted,

can distort the truth and influence public perception in subtle ways. Moreover, the potential
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for Generative Al models to generate misleading narratives underscores the urgency of this
problem.

The manipulation of accurate facts involves presenting them in a context that alters their
intended meaning, leveraging cognitive biases and emotional triggers to sway opinions.
This tactic makes misinformation harder to detect and more convincing to the audience.
Traditional fact-checking methods are often insufficient in these scenarios, as they typically
focus on verifying the authenticity of individual facts rather than analysing the framing and
context in which these facts are presented.

Given the complexity of this issue, advanced methods are urgently needed to detect and

mitigate misinformation originating from accurate facts portrayed in different frames.

Echo Chamber Detection

Furthermore, the rise of social media platforms has amplified the spread and impact of such
altered information, such as framed misinformation. These platforms facilitate rapid dissemi-
nation and reinforcement of biased narratives within echo chambers, where individuals are
exposed to information that aligns with their pre-existing beliefs, further entrenching their
views and reducing their willingness to consider alternative perspectives.

Most works only consider the content of information, but individual behaviours and
content weights demonstrating the meaningful impact of the content on individuals are
neglected. For example, reviewing a message does not explicitly show what an individual
thinks about this message. However, a thumbs up after reviewing reveals that the individual
likes and agrees with this message. Subsequently, such behaviour increases the weight
of the information from this message in the corresponding belief graph. Also, most other
works mainly focus on identifying echo chambers globally, requiring high-performance
computation. Individual-level detection allows personalized interventions that help users
break free from echo chambers and require fewer computation resources. By tailoring
strategies to each person’s unique behaviour and preferences, we can promote exposure to
diverse perspectives and encourage critical thinking. This personalized approach is more
likely to be effective than broad solutions.

Text Summarization

The exponential growth of user-generated content on social media and online communication
platforms, including short/long posts, product/service reviews and comments to lengthy
articles and discussions. This huge volume of information demonstrates both opportunities

and challenges for social network analysis, where the goal is to understand the structure,
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dynamics, and impact of social interactions and information dissemination. One of the key
challenges in this field is efficiently extracting meaningful insights from the data. This is
where text summarization becomes critically important.

Text summarization can significantly enhance social network analysis by providing
concise and relevant user interactions and content summaries. This capability is particularly

valuable for several reasons:

* Information Overload: With the large volume of information on social networks, users
and researchers face information overload. Summarization techniques can help manage
this by providing brief yet comprehensive overviews of large datasets, enabling quicker

understanding and decision-making.

* Content Filtering: Social networks often contain a mix of high-quality content and
noise. Summarization can help filter out less relevant information, highlighting the
most significant and impactful content. This is particularly useful for identifying

influential posts, key discussions, and important themes within a network.

* User Behaviour Analysis: Understanding user behaviour and interaction patterns is
crucial to social network analysis. Summarized content can reveal the main topics of
discussion, sentiment trends, and user engagement levels, providing valuable insights

and more concise information fostering the analysis process.

» Resource Efficiency: analysing large volumes of text data can be resource-intensive.
Summarization reduces the amount of text that needs to be processed and analysed,

making social network analysis more efficient and scalable.

The aforementioned factors motivate the application of text summarization in the con-
text of social network analysis. By leveraging advanced text summarization techniques,
researchers can enhance their ability to extract meaningful insights from vast and complex
datasets. This, in turn, contributes to a deeper understanding of social dynamics, user

behaviour, and information dissemination on digital platforms.

1.3 Research Questions

Research Question 1: How can knowledge graphs and pre-trained language models be inte-
grated to improve the accuracy and adaptability of text summarization models for analysing

and summarizing user opinions and behaviours in online social networks?
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Research Question 2: What is the most suitable approach for modelling social network user
behaviours for mining social influence diffusion patterns?

e Sub Research Question 2.1: How can the user behaviour model contribute to the
maximization of social influence?

* Sub Research Question 2.2: How to maximize influence with minimum information
alteration through diffusion?

Research Question 3: With the spread of information with alterations, what is the best

approach to detect misinformation that is portrayed from the facts?

* Sub Research Question 3.1: Can framing theory provide extra information for
detecting the misinformation derived from the facts?

* Sub Research Question 3.2: What framing theory elements are providing insightful

information?

Research Question 4: How to effectively detect and evaluate the degree of echo chamber
effect with knowledge graph and deep neural networks?

1.4 Research Methodology

In this thesis, the research methodology comprises six steps: literature review, research
question definition, research objectives, research method design, data collection and analysis,

and evaluation of the proposed method, as shown in Figure 1.1.

Literature Research Research Research Data Collection Evaluation of
. Question .. . and Experiment Proposed
Review o Objectives Method Design .
Definition analysis Method

Fig. 1.1 Steps of applied research methodology.

The research begins with a literature review to identify and define relevant research
questions by analysing existing works, drawing inspiration, and pinpointing limitations and
research gaps. Based on insights from the literature review, we formulate our research
questions and set specific objectives outlining the expected outcomes. Leveraging previous
findings, we design our research method to achieve these objectives, including outlining the
experimental approach, selecting methodologies, collecting datasets, and planning execution.
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Public datasets available online are utilised to test our proposed methods, which are intro-
duced in the following section. We then conduct experiments by implementing the research
design, running simulations or analyses, and collecting experimental data. The results are
rigorously evaluated and analysed; if outcomes are unsatisfactory, we iterate on our methods,

adjusting and refining the approach as necessary.

1.4.1 Graph Representation

Graph representation is a method of presenting data structures where entities are depicted as
nodes and their relationships as edges within a graph. This approach enables the visualization
and analysis of complex, interconnected data in a clear and structured manner.

In this thesis, we utilise knowledge graphs to represent factual information. A knowledge
graph is a specific type of graph that depicts entities and the relationships between them.
These graphs are crucial for modelling user behaviours and calculating belief graph similari-
ties. To leverage the full potential of knowledge graphs, we convert them into representation

vectors.

Knowledge Graphs

Human knowledge provides a formal understanding of the world. Knowledge graphs repre-
senting structural relations between entities have become an increasingly popular research
direction towards cognition and human-level intelligence. In recent years, knowledge graphs
as a form of structured human knowledge have drawn great research attention from both
academia and the industry [48, 122, 172]. A knowledge graph is a structured representation
of facts consisting of entities, relationships, and semantic descriptions. Entities can be
real-world objects and abstract concepts, relationships represent the relation between entities,
and semantic descriptions of entities and their relationships contain types and properties with
well-defined meanings. A knowledge graph can be viewed as a graph when considering its
graph structure [151].

As shown in Figure 1.2, knowledge can be expressed in a factual triple in the form of
(head, relation, tail) or (subject, predicate, object) under the resource description framework
(RDF), for example, (Albert Einstein, WinnerOf, Nobel Prize). It can also be represented as
a directed graph with nodes as entities and edges as relations.

In this thesis, knowledge graphs are applied with deep learning and NLP technologies
to model user behaviours in social networks. In other words, we use the model to predict

user behaviour given received messages to see how a user reacts to them. We also construct
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Fig. 1.2 An example of Knowledge Graph.

knowledge graphs from plain text datasets for each user in a social network. These knowledge

Graphs will be converted into representation vectors for use in deep learning models.

Graph Attention Networks

In recent years, data in the form of graphs, e.g. social networks, biological networks,
recommendation systems, and transportation networks, have attracted much attention, leading
to an increasing interest in generating graph representations. Graph attention networks are
powerful neural networks based on the classic graph neural networks [141] that operate
on graph-structured data, leveraging masked self-attentional layers to compute the hidden
representations of each node in the graph by attending to its neighbours using a self-attention
mechanism. This attention-based architecture offers several notable advantages: (1) it
is efficient because the operation can be parallelized across node-neighbour pairs; (2) it
accommodates graph nodes with varying degrees by assigning arbitrary weights to the
neighbours; and (3) it is well-suited for inductive learning tasks, enabling the model to
generalize to entirely unseen graphs.

In Figure 1.3 (left), a single feed-forward layer ¢;; represents the attention mechanism as
the softmax of attention coefficients e;; which indicates the importance of node j's feature to
node i. Similar to the attention mechanism [160], the model allows each node in the graph to
attend to every other node. When the graph structure is injected into the attention mechanism,
allowing only to compute the attention for node j € N; where N; is some neighbourhood of
node i, the attention mechanism is calculated using the softmax function as:

exp(LeakyReLU (e;;))

- o 1.1
ij = softmaxj(eij) Yien, exp(LeakyReLU (eix))’ o

where LeakyReLU () is the activation function and the attention coefficient ¢;; is as:

- =
e,-j:a(Whi,Whj), (12)
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concat/avg
by

Fig. 1.3 Left: attention mechanism employed in GATs. Right: An illustration of multi-head
attention [161].

where h ; € R represents the node feature. Finally, the attention mechanism is expressed as:

exp(LeakyReLU (a7 [W7i| |WZ>J]))
Y icn, exp(LeakyReLU (AT (W Tt | |W 1 4]))

Oij = (1-3)
Figure 1.3 (right) demonstrates the multi-head attention mechanism by node 1 in its
neighbourhood. Multi-head attention is used to stabilize the learning process of self-attention,
and the aggregated features from each head are finally concatenated or averaged to update
the feature of node 1, as depicted in Figure 1.3 (right). Before this, a nonlinear function, o,

is applied as:
Hi=o(Y ayWh ;) (1.4)

JEN;

This thesis uses Graph Attention Networks (GATSs) to address various problems. GAT's
are used to encode graphs extracted from texts. They are extended to encode a user’s prior
knowledge and subconsciousness in social networks by adding two transformer layers for
generating initial embeddings. We convert these topological structure graphs into vector
representations by training GATs on each individual’s belief graph. Unlike the original GATs,
we introduce weighted relation features R = {r; ;|0 < i <n,0 < j < n} as the initial attention
coefficients. These weighted relation features are used during the attention calculation as

follows:

ei:j:a(Wl:\li7WiLj7ri,j)7 (15)
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where r; ; is the weighted relation from node i to node ;.

We add a global node to each graph to collect all the graph’s features. This global node is
linked to every node in the graph, and its representation represents the entire graph every
time we feed it to the model.

1.4.2 Language Models

A language model is a statistical model designed to predict the probability of a sequence of
words. It can generate, understand, and manipulate natural language text by learning patterns,
structures, and relationships within the language data it is trained on. Since the introduction
of the transformer architecture [160], language models have advanced to a significantly
more sophisticated stage. The advent of the transformer architecture has revolutionized the
development of language models, marking a significant leap from traditional recurrent and
convolutional neural networks. The proposed self-attention mechanism enables more efficient
parallelization and handling of long-range dependencies in text, leading to remarkable
improvements in performance and scalability. Building on this foundation, many pre-trained
language models like BERT (Bidirectional Encoder Representations from Transformers) and
other BERT-like language models have emerged [47, 184, 109, 89].

BERT (Bidirectional Encoder Representations from Transformers)

BERT opens the era of leveraging large-scale unsupervised learning on diverse text corpora
to capture rich contextual representations by understanding both the left and right context of
words simultaneously. This bidirectional approach differentiates BERT from earlier models
like LSTM, ELMo, GloVe, etc., enabling it to achieve state-of-the-art results on various
natural language processing tasks [68, 129, 128].

This thesis uses BERT as a text encoder to process news texts for text summarization and
product reviews for opinion summarization. Additionally, BERT encodes user posts as part
of our proposed user behaviour model. It is also used to generate embeddings, where the
embeddings of the special token “[CLS]” are leveraged as features to identify misinformation

BERT incorporates two key concepts that have driven recent advances in the NLP field:
(1) the transformer architecture and (2) unsupervised pre-training. The transformer is a
network architecture that relies entirely on attention mechanisms, eliminating the need for
traditional recurrent and convolutional components in sequence transduction models [160].
BERT’s model training involves two main steps: pre-training and fine-tuning. During the
pre-training process, BERT is trained on unlabelled data for various tasks, allowing it to learn
deep bidirectional representations. In the fine-tuning phase, the BERT model is initialized
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by the pre-trained parameters, and these parameters are then fine-tuned with annotated data
specific to downstream tasks.
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Fig. 1.4 The overview of BERT generating contextual embeddings

Figure 1.4 illustrates how BERT generates contextual embeddings. BERT’s input rep-
resentation can accommodate both individual sentences and pairs of sentences, allowing it
to tackle a variety of downstream tasks. Each input sequence begins with a special classi-
fication token [CLS] and ends with a [SEP] token to separate distinct sentences. The final
input representation is the output of a stack of transformer layers processing the input by
summing up three types of embeddings: position embeddings, segment embeddings, and
token embeddings.

1.4.3 Evaluation Methods

In this thesis, we apply different evaluation methods to different problems.

ROUGE

In Chapter 3, we apply ROUGE to evaluate the performance of summarization models.
ROUGE-1 and ROUGE-2 refer to the overlap of uni-gram and bi-gram between the source
text and the generated summary, respectively. ROUGE-L describes the longest common sub-
sequence. ROUGE is one of the most widely used evaluation metrics for text summarization.
It focuses on token-level matching but ignores the semantic-level matching between the
summary and the source text, which results in the inability to identify factual errors. Formally,
ROUGE-N is an n-gram recall between a summary and a golden summary. ROUGE-N is
computed as follows[104]:
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Yse {ReferenceSummaries} ngmn es Countyparcn (g ramy )

ROUGE —N =
Yse {ReferenceSummaries} Zgram,, esCount (gramn)

(1.6)

Alteration-Based Influence Degree (ABID)

In Chapter 4, we propose a novel method to evaluate the influence coverage with a major
consideration of information alteration called Alteration-Based Influence Degree (ABID)
and calculated as follows:

a
[F(SC)]

ABID = |f(SC)|- (1 — Y Arr(w)), (1.7)

v,EF (SC)

where f(SC) refers to the influence coverage, i.e., the cardinality of the users who received
SC| = k. In contrast, F(SC)
is a set of users who spread the influence message, i.e., the users who are activated, Vv; €
F(SC),vi € VAs(vi) =1. a € [0,1] denotes a parameter, balancing the weight of the

or spread the influence message, when seed set SC is selected,

information alteration degree. If & = 0, the alteration is not considered, while only influence
coverage contributes to the objective function. Arr(v;) is a function, which estimates the
alteration degree between msg, and msg’., representing originally diffused message and the
message delivered by v;, respectively.

Confusion Matrix

In Chapter 5, as the misinformation detection problem is transformed into a binary classi-
fication task, a confusion matrix is used to calculate the Precision, Recall and F1 score by

calculating the following terms:

* True Positives (TP): when predicted misinformation is actually labelled as misinforma-

tion;
* True Negatives (TN): when predicted information is actually labelled as information;
* False Positives (FP): when predicted information is actually labelled as misinformation;

* False Negatives (FN): when predicted misinformation is actually labelled as informa-
tion.

Based on the Confusion Matrix, Precision, Recall, F1-score and Accuracy are calculated

to assess the model by comparing it with existing baseline models.
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* Accuracy evaluates the model’s performance across all categories.

|TP|+|TN|
|TP|+|TN|+ |FN|+|FP|

Accuracy = (1.8)

* Precision evaluates the correctness of the positive instances (the correctness of misin-

formation predicted) that our model has predicted.

TP

P L — 1.9
TP+ |FP) (1.9

Precision =

* Recall indicates how many of the actual positive instances our model can correctly

recognize.
7P|

Recall = ——————
|TP|+ |FN|

(1.10)

* F1-score is the harmonic mean of precision, and it provides a balanced measure that
considers both precision and recall.

Precision x Recall
F1_score =2 x —cctston = frecd (1.11)
Precision + Recall

1.5 Contribution

In this section, the key research contributions are summarised below:

* A novel user behaviour model is proposed to predict user interactions and behaviours
when receiving a message from other sources. It has the potential to This model
consists of two encoders, a Knowledge Graph encoder and a text encoder, and a
decoder where the Knowledge Graph embeddings and text embeddings are fused
and utilised to generate text. This user behaviour model can help with creating more
personalized user experiences by accurately predicting user interactions and behaviours.
This can be particularly beneficial for applications like recommendation systems, and
targeted advertising. Moreover, this model can be applied to help with echo chamber

detection and mitigation by analysing user behaviour patterns and tendencies.

* Two novel summarization models, KATSum and AaKOS, are designed to verify
the effectiveness of integrating Knowledge Graphs in text generation used in the user
behaviour model. In KATSum, a triplet classifier is also trained to filter key information.
Integrating Knowledge Graph and triplet classifier can address the unfaithfulness and
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factual error issues in classical text summarization. Relevent results from KATSum
are published in [167]. AaKOS utilised the self-supervised manner to train the model

to address the issue of a lack of adaptive nature in opinion summarization.

* We first address the influence maximization problem considering the information
alteration in the influence diffusion process retaining the influence originality. We
also model the complex influence diffusion process by considering users’ personalised
behaviours and the possibility of information alteration, where the user behaviour
model is utilised to produce user reactions. A novel seeding algorithm is also proposed,
enabling a trade-off between maximizing the influence diffusion and retaining the
originality of spreading influences.

* We propose two deep learning-based models, the FrameTruth Model (FTM) and the
Frame Element-based Model (FEM), to tackle the challenge of identifying misin-
formation portrayed from factual information but presented in a misleading manner,
integrating the framing theory. We are also the first to explore the impact of elements

of framing theory on identifying misinformation.

* To identify if a user is isolated in an echo chamber, a novel content-based framework
is built to model the user’s beliefs based on their historical message contents and
behaviour. These messages and behaviours are transformed into weighted belief
graphs. Each user’s belief graph is compared with its neighbour to estimate the echo
chamber degree of the ego network. We also utilise the user behaviour model to
demonstrate the evolution of the echo chamber showing the alignment between the

echo chamber degree and user behaviours.

1.6 Thesis Structure

The following part of this thesis is managed as below:

* Chapter 2 reviews relevant literature on influence diffusion, influence maximization,

misinformation, echo chamber detection and mitigation and text summarization.

* Chapter 3 introduces two text summarization models based on the enhanced seq2seq
model by incorporating NLP and Knowledge Graph technology. This chapter aims to

answer the sub-research questions 1.2 and 1.3.
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* Chapter 4 demonstrates a solution for the influence maximization problem by propos-
ing the knowledge-aware model for influence diffusion with information alteration and

ABID algorithm for seed selection. This chapter answers the research question 1.

* Chapter 5 showcases the effectiveness of framing theory in detecting misinformation.
Both framing categories and framing elements are explored to tackle research question
2.

* Chapter 6 presents a method of detecting echo chambers from an individual perspec-
tive applying Knowledge Graph and Deep Learning technologies. The results have
demonstrated the effectiveness of this method. This chapter addresses the research

question 3.

* Chapter 7 summarises the thesis by concluding the proposed methods and bringing

up future works.



Chapter 2
Literature Review

In this chapter, a comprehensive literature review on social network analysis is presented,
covering five key aspects: influence diffusion, influence maximization, misinformation

detection, echo chamber detection and mitigation, and text summarization.

2.1 Influence Diffusion

Influence diffusion in social networks is an important study area, with applications ranging
from influence maximization to misinformation control. Understanding how influence
propagates through social networks and developing methods to maximize or limit this spread
is crucial for commercial and societal purposes. This section aims to demonstrate key
contributions in the field and identifies common limitations.

Influence diffusion models are reviewed and followed by the influence diffusion applica-
tion, which includes influence maximization, misinformation detection, and echo chamber

detection.

2.1.1 Influence Diffusion Models

In the past decade, many researchers and practitioners have dedicated significant efforts to
modelling and learning the patterns of influence diffusion in online social networks, revealing
that predicting information items or cascades has attracted great attention from both academic
and business perspectives [80, 101, 190]. In this section, basic diffusion models and their
variations are reviewed and classified into threshold models, epidemic models and user

behaviour models.
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Threshold Models

Each node in Threshold Models has a specific threshold above which it will be activated
and attempt to interact and activate its neighbours if its neighbours include some inactive
nodes. Two seminal threshold models, the Independent Cascade (IC) model and the Linear
Threshold (LT) model, are utilised by most existing research, where influence is treated as a
hopping and infecting process [80, 103].

Given a network G = (V, E) where V represents the nodes in the network or users in a
social network, E represents the edges between nodes or relationships between users.

The Independent Cascade (IC) model is initialized with a set of activated nodes S C V
from which each active node v; € S has a single chance to activate its neighbours v; € I'(v;).
If v; successfully activates v, then v; is marked as active and starts to interact and activate
its neighbours by disseminating their influence with a specific probability. If v; is failed
to activate v, then v; will not have a second chance to activate v;. The influence diffusion
process ends when all are attempted to be activated, whether successful or not. Once activated,
the node will remain active and can not be deactivated.

The Linear Threshold (LT) model is a model in which a node or user is activated
by comparing the sum of influence weights from its previous level of neighbours with its
threshold. Similar to the IC model, the LT model is also initialized with a set of activated
nodes S C V from which each active node v; € S has a specific influence weight w;; € [0,1] to
its neighbours v; € I'(v;). When all the influence weights of node V;’s neighbours are added

up, it should satisfy that the sum is not larger than 1 as follows:

Z wij <1, (2.1)

VjEF(V,')

Each node in the network has a threshold; the higher the threshold, the harder it is for its
neighbours to activate it. When the sum of the influence weights of v;’s neighbours is above
the threshold, v; is activated.

The difference between these two models is that in the IC model, node v; is activated
based on the pre-defined probability from its neighbour, while in the LT model, node v; is
activated based on its own threshold.

Based on these foundational models, many researchers have tailored or varied them to
address new problems. For instance, Saito et al. propose novel influence-diffusion models,
Asynchronous Independent Cascades (AsIC) and Asynchronous Linear Threshold (AsLT),
which improve the IC and LT models, respectively, by considering time delays in user
interactions [140]. They address two problems: one is to learn the parameters, probability

for the IC model, and influence weight for the LT model, and another one is to align the
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asynchronism of the model with the real-world dataset. The probability that node v; can

influence node v; is:

1
C 1+exp(—0Tx,,,,)’

Priw; = P(Xv;,0) (2.2)

My = r(xvi7vj7¢) = exp(_¢TxVi7Vj)7 (2.3)

where x,, ,; is a J—dimentional link attribute vector, 07 = (8y,...,6;) and 97 = (¢y, ..., d;)
are diffusion probability and time-delay parameter, respectively.

Barbieri et al. argue that both IC and LT models are topic-blind, so they extend both
the IC and LT models to propose the Topic-aware Independent Cascade (TIC) model and
Topic-aware Linear Threshold (TLT) model, which categorize message content and simulate
topic distribution [19]. In TIC, they calculate the probability based on the topic. Given a topic
z € [1,K], the corresponding probability Py, v; and each disseminated item i, the probability

that node v; succeeds in activating node v; with the disseminated item i is:

K
Priv; = X Kilhos 2.4)
z=1

where ¥¢ represents the distribution of the topics, with Zle %=1
Similarly, in TLT, a node v; is activated on item i when the sum of influence weights on
topic z from its neighbours is above 6, which is a random threshold that uniformly selected

from [0, 1]. So, at time step #, the sum of influence weights from v;’s neighbours on item i is:

K
W)=Y Y %p,, (2.5)
z=lveli(v; 1)
where I (v j,1) represents v;’s neighbours at time step ¢ that are active on item i.
Chen et al. is another work extending the IC model with meeting events as IC-M
incorporating time-delay [34]. A meeting probability m(v;,v;) is defined and calculated as:

m:E —[0,1](if (vi,v;) ¢ E,m(vi,vj) =0) (2.6)

which offers a more realistic probability than the original IC model.

Lagnier et al. introduce a variant of the LT model, the Decaying Reinforced User-Centric
(DRUC) model, which incorporates user profiles into the influence diffusion process [88].
Liu et al. enhance the LT model with a diffusion-containment model, the D-C model, by
including the containment of competitive influence spread [107]. Unlike the IC and LT-based
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models, Li et al. propose agent-based influence diffusion models, where the cascading

process is modelled as an evolutionary pattern driven by individual actions [101, 98].

Epidemic Models

Except for the aforementioned traditional influence models, there are also models that
mimic the spread of epidemics as the infected people have a chance to infect their sur-
roundings. There are several states in these models, i.e., Susceptible (S), Infected (1),
Recovered/Removed (R), and Exposed (E). According to different complexity, there are the
Susceptible-Infected (SI) model, Susceptible-Infected-Recovered (SIR) model, Susceptible-
Infected-Susceptible (SIS) model, Susceptible-Infected-Recovered-Susceptible (SIRS) model,
Susceptible-Exposed-Infected-Recovered (SEIR) model and Susceptible-Exposed-Infected-
Recovered-Susceptible (SEIRS) model [60, 178, 126, 77, 12, 95, 24].

In the SI model, there are only two states, and it starts from a set of susceptible nodes. If
infected, they will become infectious and have a chance to infect other susceptible nodes.
Once nodes are infected, they remain infected and infectious permanently. Different from SI,
the SIS model allows infected nodes to recover from infectious and change to susceptible.
The recovered nodes can be infected again once their connected nodes are infectious. In SIR,
the infected nodes are allowed to be cured and become immune to the disease or influence
in social networks. So, after the state of a node is changed to “Recovered”, it will never be
infected. However, the SIRS model does not agree with that, it argues that the cured nodes
can also be susceptible and infected by others. So, in the SIRS model, the cured nodes still
have a chance to be infected, and each node in this model has a chance to be infected, cured,
and infected again. Moreover, another important state is brought in to make the model closer
to real life. The SEIR and the SEIRS models bring the state “Exposed” in as a middle state
between susceptible and infected while in SEIR, the node becomes immune after being cured,
in SEIRS, each node can be infected again even after being cured.

When it comes to social networks, those states are translated into terms like “infected”,
meaning “influenced,” “susceptible”, meaning easy to be influenced, and “exposed”, meaning
exposed to some specific influence, like advertisements, rumours, etc., and “recovered”

meaning getting rid of influence for some reason.

User Behaviour Models

The aforementioned influence models all focus on the network structure in which nodes
represent users and edges represent relationships between them, omitting one of the most

important elements, which is the user behaviours, like their interests in topics, opinions
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to some events, etc, [190]. By considering user behaviours, the methods will have more
potential to offer solutions with higher relevance to realistic scenarios. The study on user
behaviour in echo chambers is not well researched until recent years with the development of
Al

Cui et al. select users by estimating their historical evidence of user behaviours to
predict the cascade outbreak. They aim to leverage historical cascade data to develop a
novel data-driven approach for selecting critical users as sensors and predicting outbreaks
based on the cascading behaviours of these users. Specifically, they introduce the Orthogonal
Sparse Logistic Regression (OSLOR) method, which jointly optimizes user selection and
outbreak prediction. In this method, the prediction loss is combined with both an orthogonal
regularizer and an L1 regularizer to ensure high prediction accuracy while maintaining the
sparsity and low redundancy of the selected sensors [43].

Saito et al. have addressed the challenge of constructing influence from users’ historical
behaviours, focusing on the independent cascade model. They formally define the likelihood
maximization problem and then the Expectation Maximization (EM) algorithm is employed
for its resolution. However, their formulation does not scale effectively to large datasets as
in social networks, due to the necessity of updating the influence probability in each EM
algorithm iteration [139].

Tang et al. investigated topic-based social influence within social networks, where
discussion topics are dispersed among users. Their objective was to identify topic-specific
sub-networks and determine topic-specific influence weights among members of these
sub-networks. To achieve this, they proposed a graphical probabilistic model known as the
Topical Factor Graph (TFG) to integrate the information into a single probabilistic framework.
Additionally, they introduced the Topical Affinity Propagation (TAP) model, which utilises
TFG to infer the influence graph. To address efficiency concerns, they developed a distributed
implementation of the TAP model [152].

However, nearly all existing influence-diffusion models overlook the detailed contents of
the information. Specifically, while a few studies consider influence topics or general content
categories, these are insufficient to capture fine-grained information. Research has shown
that users’ prior knowledge significantly impacts message acceptance [78, 101]. Therefore,
it is crucial to consider the association between users’ prior knowledge and detailed influence

content in the spreading of influence.

2.1.2 Influence Maximization

Influence maximization is recognized as a popular NP-hard problem, widely investigated
by researchers [80]. The objective is to select a finite set of users from a social network,
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expecting them to maximize the impact across the entire network [80]. This set of users is
called the seed set, the process of identifying these influencers is known as seed selection,
and the algorithms used for seed selection are referred to as seeding algorithms. The classic
influence maximization problem aims to maximize the overall number of influenced users,
thereby reaching a large coverage audience.

Several classic algorithms, such as Random Selection, Greedy Selection, Degree-based
Selection, etc., are widely used as baselines to compare with the proposed approaches. The
descriptions of these algorithms are as follows.

* Random Selection: is a method that follows a randomized rule to activate influential
users from the network randomly. The randomized rule can be different distributions
which offer different chances to nodes according to different networks and spreading

strategies;

* Greedy Selection: aims to maximize the spread of influence through a network by
iterating each node and selecting the ones with the most coverage.

It provides a (1 — 1 /e)-approximation guarantee for the influence maximization prob-

lem under sub-modular influence functions:

o(S) > (1—1/e)xo(S¥) 2.7)

where S is the set of nodes the greedy algorithm selects, and S* is the optimal set of

nodes.

The greedy algorithm is a widely used method in influence maximization tasks. How-
ever, it requires a high cost of computation, which motivates researchers to develop

more efficient algorithms;

* Degree-based Selection: is a heuristic approach based on the degree of nodes in the
network. The degree of a node in a network is the number of edges connected to it.
So, the idea behind the degree-based selection is that nodes with more connections are

more influential.

* CELF Selection: retains the approximation guarantee of the greedy algorithm while
achieving faster execution by leveraging the sub-modular property of the influence
function. it significantly reduces the number of influence spread evaluations, making it

more practical for large-scale networks.
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Both CELF and its improved variant CELF++ optimize the influence maximization
process by reducing redundant computations, making it a practical choice for large-

scale social network analysis [92, 62]

* IMM Selection: is an algorithm combining the Reverse Influence Sampling technique
and martingale theory to identify influential nodes in large-scale social networks
efficiently. It is highly efficient compared to traditional greedy algorithms and provides

strong probabilistic guarantees on the quality of the solution.

However, this objective cannot be directly applied to scenarios with different goals, such
as minimizing rumours and misinformation. Consequently, numerous studies have explored
variants of the influence maximization problem. For example, Li et al. model multiple
influence diffusion by considering the relationships among various influences [102]. They
also study influence maintenance and propose a novel seeding algorithm aimed at sustaining
long-term influence [98]. Additionally, Li et al. develop a model to suppress negative social
influences by injecting other influences [97]. Bharathi et al. investigate competitive influence
diffusion, focusing on scenarios where multiple types of messages compete within a social
network [22]. Furthermore, Gershtein et al. introduce the IM-Balanced system, which allows
users to explicitly declare the desired balance when multiple objectives are present [59].

Furthermore, almost no research in the field of influence maximization considers the al-
teration of information within the cascading process. Users often modify influence messages
based on their prior knowledge or attach their opinions before spreading them. This critical
feature is overlooked by almost all existing studies. In contrast, we aim to maximize influence
while suppressing the alteration of influence, ensuring the integrity of the original message
as it spreads through the network. By addressing this gap, our approach seeks to maintain
the fidelity of the information being disseminated, thereby enhancing the effectiveness and

reliability of influence maximization strategies.

Influence Diffusion with Deep Learning

Influence diffusion is a naturally complex process where users spread influences based on
numerous factors such as prior commitment level, preferences, neighbours’ opinions, and
more [101]. To accurately model real-world influence diffusion, it is crucial to account
for users’ prior knowledge and behaviours. In recent years, deep learning techniques and
knowledge graphs (KG) have been recognized as suitable tools for modelling users’ complex
behaviours and knowledge structures; thus, they are increasingly adopted for predicting

influence diffusion.
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Yang et al. propose a Neural Diffusion Model (NDM) to predict influence cascades from
a microscopic perspective, employing deep learning techniques such as attention mechanisms
and convolutional networks for cascade modelling [182]. Wang et al. introduce an attention-
based RNN to capture cross-dependencies in influence diffusion and employ a coverage
strategy to mitigate the attention misallocation problem [173]. Hu et al. develop a memory-
based deep recurrent network, known as Diffusion-LSTM, to recursively predict the entire
diffusion path of an image through a social network [69]. Wang et al. explore the use of
representation learning to assist in information diffusion prediction on graphs [171].

Qiu et al. utilise users’ local network information as input to a graph neural network
with an attention mechanism, learning users’ latent feature representations to predict social
influence, considering both network structures and user-specific features [132]. Keikha et
al. employ deep learning technologies to learn network embeddings by extracting local
and global structural information from single and multiple interconnected networks to
tackle the influence maximization problem [79]. Similarly, Tian et al. propose a deep
influence evaluation model to learn node features and address the topic-aware influence
maximization problem, using network structural information, topics, and users’ interests to
identify influential users [157].

Cai et al. propose a holistic influence diffusion model that considers users’ cyber and
physical interactions, addressing a new holistic influence maximization problem [31]. Teng
et al. employ knowledge graphs to model relevant items in a sequence of promotions,
considering multiple target products in multiple promotions and users’ dynamic perceptions
of these product relations [156].

While most existing deep learning-based influence cascade prediction approaches focus
on learning sharing behaviours in a social network—namely, “who influenced whom” infor-
mation is explicitly labelled in the influence-diffusion chain—they often overlook how users
perceive information and generate influencing messages based on their existing knowledge.
In contrast, we aim to leverage deep learning and knowledge graphs to model users’ complex
behaviours with a key consideration of information alteration, simulating influence diffusion
from a microscopic perspective. By doing so, we hope to capture the nuances of how infor-
mation is transformed and propagated through social networks, providing a more accurate

and comprehensive understanding of influence diffusion.

2.1.3 Misinformation Detection

With the rise of social media, the field of misinformation detection has attracted significant
attention from both researchers and practitioners, and the ease with which information can
be distributed and consumed has increased, allowing misinformation also to increase [73].
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Traditional Misinformation Detection

Traditional misinformation detection focuses on incorporating user-based and content-based
approaches. Specifically, user-based or context-based strategies analyse the social envi-
ronment surrounding misinformation, focusing on user attributes and behaviour, while
content-based approaches delve into textual and emotional facets of content [150].

The user-based approaches include extracting explicit and implicit features from user
profiles [148] and focusing on status-sensitive users to facilitate early detection [110, 114].
For example, Hamdi et al. propose a novel methodology for evaluating the credibility of
information sources on Twitter, utilising node2vec to extract features from Twitter’s follower
and followee graph and incorporating user-specific attributes [66].

Modern content-based strategies have resulted from combining tensor-based article
modelling with semi-supervised learning [2], leveraging transformer-based language mod-
els [127], and hybridising Convolutional and Recurrent Neural Networks [120]. While
these works provide valuable insights into misinformation detection, they primarily address
misinformation through individual user characteristics and isolated content features, often
overlooking the broader narrative structure or frames via which the content is portrayed.

Moreover, there is also traditional rule-based misinformation detection for fact-checking,
and fake news is focused on detecting misinformation by paying attention to who provided the
information or what the content was. Manual fact-checking relied on the author’s reputation
and/or the source to determine the veracity of the information [65]. Similarly, to detect fake
news on social media, the social contexts, such as explicit and implicit features of user’s
profiles, are evaluated to determine the credibility of the information [150]. In addition
to social contexts, fake news detection focuses on the content of the text by extracting
linguistic features in order to detect sensational headlines that are frequent in fake news
[150]. Moreover, identifying negation keywords, such as ‘no,” ‘not,’ or ‘never,” significantly
enhances the classification of rumours [87]. Traditional rule-based approaches rely on
information specific to the topic to correctly identify misinformation. Therefore, these
approaches experience limitations when detecting misinformation about a new topic [163].
These shortcomings are addressed with the introduction of semi-supervised and unsupervised
methods [125].

Furthermore, these traditional methods experience limitations in dealing with misinfor-
mation derived from factual events but framed to convey alternative implications. This is
particularly challenging with lengthy articles that contain a mix of truthful and misleading

information.
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Deep Learning Based Misinformation Detection

Many researchers have explored the use of deep learning techniques to automate misinforma-
tion detection, such as tensor and transformer-based models and convolutional and recurrent
neural networks [73, 2, 120, 127, 130]. Latent patterns and spatial context are extracted
from tensor-based models to construct k-nearest-neighbour graphs and belief propagation
for semi-supervised misinformation detection [2]. Liu and Wu propose a novel deep neural
network composed of a status-sensitive crowd response feature extractor, a position-aware
attention mechanism, and a multi-region mean-pooling mechanism, addressing the early
detection of fake news on social media [110]. A hybrid of convolutional neural networks
(CNN) and recurrent neural networks (RNN) leverages the strengths of CNN in extracting
local features and of RNN in capturing long-term dependencies to detect fake news [120].
Another RNN model finds that combining sentiment, emotional, irony and hate analysis
with bagging, boosting, stacking and voting means, produces a higher accuracy than without
the various analyses [130]. An evaluation of transformer-based models Large Language
Models, namely, BERT variants to be used as baselines for misinformation detection, can
achieve comparable or better performance than more complex state-of-the-art methods [127].
More recently, a transformer-based model, MisRoBZARTa, utilises ROBERTa and BART to
outperform single transformer misinformation detection models [159]. Finally, a hybrid deep
learning model integrating features-based models and universal sentence encoding reveals
promising results on the PHEME dataset [6].

While these techniques are able to accurately detect misinformation without considering
the narrative or frame, their challenge lies in dealing with misinformation stemming from
factual events that are skewed to convey a different implication. Furthermore, they also
face difficulties handling lengthy news articles that potentially contain both truthful and

misleading information.

Framing Theory

Moreover, news frames significantly impact reader interpretation. The frame of a piece
of text can increase the salience of specific parts of information, i.e., to make information
more meaningful, noticeable, or memorable [52, 74]. An example by Entman shows that
a frame can influence how many readers notice, understand, remember, evaluate, or act
upon information presented to them [52]. Furthermore, the problem definition, causal
interpretation, moral evaluation, and treatment recommendation are also demonstrated as
the four identifiable elements of a frame [52]. Multiple methods have been developed
to detect frames using different approaches. Liu et al. develop a neural network-based
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approach for detecting frames from news based on the article headlines through fine-tuning
a Large Language Model, i.e., BERT, where one prominent public affairs issue in the US,
i.e., gun violence, is focused [106]. Alternatively, Walter and Ophir leverage computational
tools to develop a novel method, the Analysis of Topic Model Networks, for the inductive
identification and categorisation of frames, demonstrating its effectiveness across diverse U.S.
news corpora, thus offering potential theoretical, methodological, and practical implications
for framing research [164]. Similarly, Arendt et al. adopt the reinforcing spiral framework
and a mixed-methods approach to explore the underlying mechanism of the news-framing
effect [10]. Cabot et al. finetune a joint method based on RoBERTa, including metaphor,
emotion, and frames defined by Card et al. to model political discourse [30, 33].

Despite the existing research works on frame detection and analysis, very few studies
investigate how frames impact the emergence of misinformation [106, 74]. The key challenge
in detecting framing-induced misinformation lies in classifying misinformation stemming

from accurate facts but presented under different frames.

2.1.4 Echo Chamber detection and mitigation
Echo Chambers on Social Platforms

Social platforms have become the primary sources of information for many individuals,
offering an unprecedented volume of data. This shifts the way people access information and
forms echo chambers, isolating them in the process [39]. The detection of echo chambers
has been a research focus across various fields [13, 136], serving as the first step towards
mitigating this phenomenon.

Social structures typically manifest in two distinct forms, i.e., global and individual per-
spectives. Most research has studied echo chambers from a global or topological perspective,
primarily focusing on user interactions while overlooking the source of these interactions
[18, 29]. Cinelli et al. analyse echo chambers by assessing whether the overall network is
strongly polarized towards two sides of a controversy, emphasizing user interaction networks
[39]. Cossard et al. explore echo chambers within vaccine communities using clustering
techniques, demonstrating the existence of echo chambers within real social networks [41].

Analysing extensive topological structure datasets from a global perspective necessitates
high-performance computing resources. The ego network centred around a focal user offers a
feasible way to model a community, enabling measurement of the echo chamber degree with
a focus on that user. Thus, inspired by Li et al. and Valerio et al., we incorporate the concept
of the ego network in our study [11, 99]. Li et al. propose agent-based influence diffusion

models, where the influence cascading process is modelled as an evolutionary pattern driven
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by individuals’ actions. Valerio et al. analyse the micro-level structural properties of online
social networks and demonstrate that ego networks play a significant role in social networks,
impacting information diffusion within the network. Hu et al. investigate the impact of Al
recommendation on forming echo chambers from both individual and topological levels [70].

Graph-Based Echo Chamber Detection

Examining social networks can provide valuable insights into echo chambers. Due to
homophily, individuals within an echo chamber are well-connected, while those outside these
chambers have weaker connections. Beyond connectedness, a common method for detecting
echo chambers involves analysing the propagation patterns of discussed topics.

Network-based detection is among the most prevalent methods for identifying echo
chambers. With the growing use of social media platforms, these have increasingly become
habitats for echo chambers. For instance, Guarino et al. demonstrate the use of community
detection to show that high segregation and clustering of communities by political alignment
serve as evidence of echo chambers on social media [63].

To analyse the holistic network, several algorithms are used to detect communities in a
network or a graph, such as Fast Greedy, Louvain, WalkTrap, and Infomap.

As optimally finding communities is NP-hard, the Fast Greedy algorithm is always
utilised as a community detection approach [121]. The Fast Greedy algorithm obtains a
network that optimizes on modularity, which is a measure of the quality of a graph containing

communities as:

gy ik

“ o AT g

Q Jo(ci,cj) (2.8)

where A;; is the weight of the edge between node i and j, k; is the total weight of the edges
connected to node i, ¢; is the community for node i, o'(c;, c;j) represents an indicator function
and m is the number of total edges [41].

Similar to the Fast Greedy, the Louvain algorithm’s objective is also the quality of
community using the same equation 2.8. This algorithm initializes the graph by assigning a
unique community to each node in the graph. Then, these communities are merged if the
modularity is increased when a node is compared with its neighbours. Each community is
subsequently condensed into a single node, with the new edge weights being the sum of the
previous graph’s edge weights [25]. Nourbaksh et al. identify communities that indicate
groups of users with large intra-group co-linking behaviour, and small inter-group co-linking
[123]. Cossard et al. also utilise the Louvain algorithm to identify echo chambers on an

Italian Twitter dataset.
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The WalkTrap algorithm is a random walk-based method that targets the same end

community [131]. The distance between two specific nodes v; and v; is defined as:
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where Pvti,Vk is the probability that node v; will walk to node vy in ¢ timesteps, d(k) represents
the degree of node vy.

The WalkTrap algorithm also begins by initializing each node in the graph with a unique
community. Hierarchical clustering groups similar nodes by merging the closest communities
to form a new graph where each node represents a merged community. This process repeats
until only one community remains. A Monte Carlo approach can be employed to estimate the
probabilities for random walks to address the high computational complexity of identifying
optimal communities.

Del Vicario et al. apply the WalkTrap algorithm to identify echo chambers to study the
opinions on Brexit on a Facebook dataset. To achieve that, a Bipartite graph is created, and
the WalkTrap is used to detect communities as echo chambers [46].

The Infomap algorithm optimizes the map equation to identify communities [137]. The
map equation aims to determine the lower bound on the length of the sequence used to
represent a walk on the graph. This representation can be minimized using Huffman codes
[71], where the most frequently visited nodes are represented in a minimal form. To further
reduce the walk’s length, the graph can be divided into modules. Each module has its
own codebook (module codebook) and a codebook for movements between modules (index
codebook). The description length for a module can be represented by the map equation:

m
L(M) =q~H(Q) + ;p"@H (P") (2.10)

i=
where H(Q) is the frequency-weighted average length of codewords in a codebook, H (P')
represents the frequency-weighted average length of codewords in module codebook i, g~
means the probability of existing from a module while pg represents the probability that a
module codebook i is used when visiting node v; with a probability of p,;. Different from
other algorithms, the WalkTrap optimizes the flow of information while others optimize

modularity.
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Content-Based Echo Chamber Detection

Content-based methods identify echo chambers by analysing the information texts produced
by individuals. Several researchers have made significant contributions to this field. Villa et
al. propose both a topology-based and content-based approach, analysing the topological
structure of the social network and sentiment aspects related to the content [162]. Cinelli
et al. conduct a comparative analysis on a large-scale dataset to identify echo chambers
through social network homophily. They define “leaning” as the attitude expressed by a
piece of content towards a specific topic about the content [39]. Abd-Alrazaq et al. propose a
text-mining method on a large dataset, considering information texts but neglecting temporal
information, which can provide contextual insights [1]. Lwin et al. and Xue et al. demonstrate
that discourses on Twitter about Covid-19 continually evolve, develop, or change over time
[113, 181]. Inspired by these studies, we restructure the dataset into chronologically user-
specific streams.

Most existing studies solely consider the content of information but overlook individual
behaviours and content weights, which demonstrate the significance of content on individuals.
For instance, reading a message does not explicitly reveal an individual’s thoughts about
the message. However, a subsequent “like” or “upvote” implies that the individual agrees
with this message, thereby increasing the weight of information from this message in the
corresponding belief graph. We argue that beliefs in individuals’ minds carry different
weights, and not all beliefs hold equal significance. As a result, behaviours offer valuable
insights into people’s perspectives on related messages.

Therefore, we propose a belief-aware echo chamber detection framework incorporating
content and individual behaviours. Our framework constructs belief graphs for each individ-
ual in our dataset, considering their behaviours. To measure the degree of echo chambers, we
calculate the similarities between the belief graphs of the focal user and their neighbours.
With this framework, social platforms can detect communities where members are primarily
exposed to reinforcing views, potentially limiting the diversity of thoughts and contributing

to polarization.

2.2 Text Summarization

Numerous research efforts have focused on enhancing abstractive generators’ paraphrasing
capabilities. For example, Rush et al. apply the neural encoder-decoder architecture to text
summarization and discuss potential encoder choices [138]. Based on this research work,
many researchers investigated approaches to improve encoding and decoding capabilities,

addressing issues such as out-of-vocabulary and repetition. See et al., for example, employ
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pointer and coverage mechanisms to tackle these problems while developing the pointer-
generator network to accurately reproduce source text information [145]. Gehrmann et al.
propose a two-step process to address content selection issues: token-level sequence tagging
for content selection and bottom-up copy attention to restrict attention over selected source
text fragments [58].

In recent years, fact-aware summarization has attracted significant attention, highlighting
the challenges associated with generating factually accurate summaries. Previous studies
have revealed that abstractive summarization models are prone to hallucinating phenomena,
with approximately 30% of summaries from state-of-the-art models exhibiting factual incon-
sistency [84, 32]. To mitigate this issue, various approaches have been proposed. Cao et al.
introduce fact-aware neural abstractive summarization, incorporating extracted facts into the
encoder alongside the source text [32]. Kryscinski et al. develop a novel method for verifying
factual consistency and identifying conflicts between the source text and summaries [84]. Li
et al. treat fact-aware summarization as an entailment-aware process, arguing that summaries
should be semantically entailed by the source text [94]. Zhu et al. utilise Knowledge Graphs
to integrate factual information into the summarization process [192].

Despite the advancements in abstractive summarization and fact-aware techniques, ex-
isting works possess certain limitations that stem from overlooking the adaptive nature of
opinion summarization. The ability to adapt summaries based on user-specific preferences,
requirements, or interests is essential for capturing a wide range of aspects and accommo-
dating diverse user needs. Furthermore, most existing approaches predominantly focus on
generating summaries that preserve the general or most salient information from the source

text, often leading to summaries that may not cater to individual user preferences.

Keywords Extraction

Classic abstraction models learn the distribution over the input texts and generate the token-
level or sentence-level representations. These vectors are fed into the decoder, producing a
summary with the trained model parameters to maximize the output likelihood. However,
the output is sometimes difficult to control due to the unconstrained nature of neural-based
language models. Thus, many researchers attempt to adopt constraints during the text
summary-generating process. For example, Zhou et al. propose a selective gate network to
extract key points, leading the summary to be more focused on these extracted keywords
[191]. Ercan et al. leverage WordNet in the lexical chain-building algorithm, which can
discover the relations between two-word senses [53]. Building lexical chains turns out to
be very time-consuming work since it relies on exhaustive algorithms. Litvak et al. [105]

propose a graph-based method of both supervised and unsupervised approaches. In the
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supervised approach, the novel method first converts the documents into word graphs and
trains a classifier to check if the corresponding word is included in the document extractive
summary. In the unsupervised approach HITS algorithm [82] is utilised to calculate the
weight of each node and select the top ones.

The aforementioned works have achieved promising results. However, the limitations are
still presented. Classical abstractive summarization models do not consider the impact of
additional references from the source text but generate summaries that only rely on the hidden
states of the inputs. Fact-aware models apply a fact-aware approach to guide the generating
process, but unrelated information is also used as guidance. Such unrelated information
may distract the summarization generator from producing a better summary. Meanwhile,
approaches with keyword extraction neglect the relation of these keywords, and the generator
may manipulate the facts.

In this thesis, we propose a novel Knowledge-aware Abstractive Text Summarization
(KATSum) model that can address the limitations mentioned above. We utilise the Knowledge
Graph to extract triplets, eliminate the noise with a trained classifier, and identify useful

triplets as auxiliaries to guide the text summarization generation process.

Opinion Summarization

Opinion summarization can also be categorized into abstractive and extractive methods.
Mirroring the developmental trajectory of general summarization, extractive methods initially
gained widespread use in this domain due to the high cost of creating golden summaries for
datasets, particularly for review datasets where such summaries are not mandatory [38]. Early
works in this field predominantly treat the task as a sentence or phrase selection problem,
employing either ranking or classification approaches. For instance, Wei et al. prioritize
sentences that closely correspond to the query [174]. At the same time, Erkan et al. employ
a stochastic graph-based method to rank sentences by calculating their importance based
on eigenvector centrality within a graph representation of the sentences [54]. Extractive
methods remain popular for opinion summarization [40, 90, 56, 7].

Abstractive methods for opinion summarization began to emerge around 2010, with
Ganesan et al. introducing a graph-based algorithm for generating abstractive summaries
[57]. Although this approach produces abstractive summaries, it selects words, phrases,
or sentences from the original text, rendering it more akin to an extractive method. In
recent years, a growing number of studies have begun to leverage machine learning and
deep learning techniques for this task. Notably, Chu et al. present an unsupervised neural

model for multi-document summarization, proposing an end-to-end architecture featuring an
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auto-encoder. This approach decodes the mean of the input reviews’ representations into a

coherent summary review without relying on any review-specific attributes [38].

Self-supervision

In addition to the abstractive and extractive categories, opinion summarization can be classi-
fied into supervised and unsupervised categories. Given the scarcity of golden summaries for
datasets, unsupervised approaches are more frequently employed to address this challenge.
Both [28] and [38] are unsupervised models that employ auto-encoders, suggesting that
review representations can encapsulate sentiment, topics, and opinions about products.

Recently, text summarization has shifted toward a self-supervised approach by utilising
similar content as pseudo summaries [7, 50]. To achieve this, Amplayo et al. fine-tune
a pre-trained model using their synthetic training dataset of (review, summary) pairs and
generate aspect-specific summaries by modifying their introduced aspect controllers [7].
Meanwhile, Elsaha et al. tackle multi-document opinion summarization by assuming one of
the documents serves as a target summary for a set of similar documents [50].

However, sampling similar content or documents from the entire dataset may result in the
loss of salient information, as a subset may not encompass all relevant details. In the context
of opinion summarization, this lost information could be significant to different individuals
with distinct requirements. Amplayo et al. develop a method for generating aspect-specific
summaries and constructing a synthetic dataset composed of (review, summary) pairs. To
achieve this, they employ a technique involving the sampling of reviews as pseudo summaries,
introducing three distinct aspect controllers at the word, sentence, and document levels [7].

Nevertheless, this approach unavoidably leads to a certain degree of information loss.

2.3 Summary

This chapter conducts a comprehensive literature review in all relevant fields, i.e., influence
diffusion, influence maximization, misinformation detection, echo chamber detection and
text summarization.

Limitations in these issues are recognized and summarized as follows:

* Classic abstractive summarization models do not consider the impact of additional
reference from the source text but generate summaries only relying on the hidden states
of the inputs. Fact-aware models apply a fact-aware approach to guide the generating

process, but unrelated information is also used as guidance. Such unrelated information
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may distract the summarization generator from producing a better summary. Mean-
while, approaches with keyword extraction neglect the relation of these keywords, and

the generator may manipulate the facts.

Despite the advancements in abstractive summarization and fact-aware techniques,
existing works possess certain limitations stem from overlooking the adaptive nature
of opinion summarization. The ability to adapt summaries based on user-specific
preferences, requirements, or interests is essential for capturing a wide range of
aspects and accommodating diverse user needs. Furthermore, most existing approaches
predominantly focus on generating summaries that preserve the general or most salient
information from the source text, often leading to summaries that may not cater to

individual user preferences.

* Probabilistic Diffusion: Most research treats influence diffusion as a simple probabilis-
tic hopping and infecting process, ignoring users’ prior knowledge and the detailed

content of influence.

Information Alteration: Few studies consider the importance of maintaining constant
messages throughout the diffusion process. Information alteration can complicate
the influence spread chain, producing many variants and deviating from the initial
objective. It is crucial to account for information alteration and take measures to retain

the originality of influence messages.

* Despite the existing research on frame detection and analysis, very few studies investi-
gate how frames impact the emergence of misinformation [106, 74]. The key challenge
in detecting framing-induced misinformation lies in classifying misinformation stem-
ming from accurate facts but presented under different frames. Although both frame
and framing element detection are possible, the impact of frames on misinformation

detection requires further research.

* For echo chamber detection, most existing studies solely consider the content of infor-
mation but overlook individual behaviours and content weights, which demonstrate the
significance of content on individuals. For instance, reading a message doesn’t explic-
itly reveal an individual’s thoughts about the message. However, a subsequent ’like’ or
upvote’ implies that the individual agrees with this message, thereby increasing the
weight of information from this message in the corresponding belief graph. We argue
that beliefs in individuals’ minds carry different weights, and not all beliefs hold equal
significance. As a result, behaviours offer valuable insights into people’s perspectives
on related messages.
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In Chapter 3, two summarization models, KATSum and AaKOS, are proposed to in-
corporate knowledge graphs and deep learning to summarize articles and product reviews,
respectively. Chapter 4 addresses the issue of information alteration by proposing a novel
seed-selecting algorithm that maximizes influence while considering information alterations,
maintaining the originality of influence messages. In Chapter 5, two models, the FrameTruth
Model (FTM) and Frame Element-based Model (FEM), are introduced to identify misinfor-
mation stemming from accurate facts but presented under different frames. Additionally, a
belief graph-based method is proposed to detect if a user is isolated in an echo chamber at

the individual level.



Chapter 3

Text Summarization with Knowledge
Graph

In this chapter, two novel text summarization models, KATSum and AaKOS, are proposed.
Both are composed of knowledge graphs and pre-trained language models.

Text Summarization is recognised as one of the NLP downstream tasks, and it has been
extensively investigated in recent years. Meanwhile, the exponential increase in online
information has led to an overwhelming amount of opinions and comments on various
activities, products, and services. This makes it difficult and time-consuming for users to sift
and process all the available information when making decisions. Text summarization can
assist people with rapidly perceiving information from long or multiple documents, including
news articles, social posts, product reviews, etc.

Most existing research works attempt to develop summarization models to produce
a better output. However, advent limitations of most existing models emerge, including
unfaithfulness and factual errors. In this chapter, we propose a novel model, named KATSum
(Knowledge-aware Abstractive Text Summarization), which leverages the advantages offered
by Knowledge Graphs to enhance the standard Seq2Seq model. On top of that, the Knowledge
Graph triplets are extracted from the source text and utilised to provide keywords with
relational information, producing coherent and factually errorless summaries.

Recent advances in pre-trained language models, such as ChatGPT, have demonstrated
the potential of Large Language Models (LLMs) in text generation. While LLMs hold
immense potential for text summarization, their practical application in real-time contexts
is hindered by their substantial data and resource demands. Furthermore, existing text
summarization approaches often lack the ‘“adaptive” nature required to capture diverse
aspects in opinion summarization, which is particularly detrimental to users with specific

requirements or preferences. In this chapter, we also propose an Aspect-adaptive Knowledge-
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based Opinion Summarization model for product reviews, which effectively captures the
adaptive nature required for opinion summarization. The model generates aspect-oriented
summaries given a set of reviews for a particular product, efficiently providing users with
useful information on specific aspects they are interested in, ensuring the generated summaries
are more personalized and informative.

Extensive experiments use real-world datasets to evaluate the proposed model. The
results reveal that the KATSum can effectively utilise the information from the Knowledge
Graphs and significantly reduce the factual errors in the summary. In the meantime, AaKOS
outperforms state-of-the-art approaches in opinion summarization and is adaptive and ef-
ficient in generating summaries that focus on particular aspects, enabling users to make

well-informed decisions and catering to their diverse interests and preferences.

3.1 Overview

The rapid development of the Internet generates a massive amount of information daily,
leading to challenges in efficiently retrieving valuable information, such as news, online
shopping reviews, etc., which are important for people to consume daily information. These
reviews are crucial as they support consumers’ decision-making and guide businesses in
refining their marketing strategies. Individuals often seek insights into specific aspects of
products or services, highlighting the need for effective summarization tools [7].

Text Summarization aims to produce short and brief texts for long or multiple documents
while keeping the core information. In response to this, text summarization techniques
have emerged as powerful solutions, enabling the ability to condense salient information
from multiple comments, aiding efficient decision-making [7]. Text summarization is to
generate concise summaries while preserving core information. Two main methods are
commonly used: extractive and abstractive methods. Extractive methods identify the most
meaningful phrases and sentences and combine them without modification to form a summary
[189, 179]. In contrast, abstractive methods employ innovative language to craft summaries,
often introducing new expressions [49, 145]. Hybrid approaches have also been proposed,
combining both methods to generate coherent text while retaining key information [187, 108].

Based on the above comparisons, it is evident that the extractive methods can produce a
summary that closely follows the grammar rules and presents the facts since the summary
consists of text chunks copied over from the source text without any modification. In
other words, the selected text chunks are supposed to be concatenated to produce a short
passage as a summary. However, by leveraging such an approach, the summary appears not

coherent since two sentences in a summary may be far from each other in the source text.
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Compared with the extractive methods, the abstractive methods can produce cohesive text.
However, they suffer from two major issues, i.e., unfaithfulness and factual inconsistency.
The former indicates that the content of the generated summary is far from the main idea
of the source text, failing to retain the salient information. The latter refers to the issue
that the summarization generator produces incorrect facts from the source text due to its
unconstrained nature. Studies have shown that abstractive generator tends to distort the facts
from the source text [84, 115], and 30% summaries generated through abstractive methods
suffer from the factual inconsistency [32]. In this sense, it is vital to mitigate this issue and
avoid producing misleading texts.

Many research works employ keywords in the summarization models, ensuring that the
key information from the source text is incorporated. For instance, Li et al. develop an
extractor to extract keywords as guidance, which can prevent the model from losing key
information [93]. Zhou et al. propose a selective gate network to select keywords from the
source text [191]. See et al. utilise the pointer mechanism and propose a pointer-generator
model to identify the keywords [145]. However, the relations, representing the semantic
relationships between the keywords, are neglected, leading to unfaithfulness and factual
errors in the summary.

Knowledge Graph has been widely acknowledged as a suitable tool for modelling con-
nected data, where the nodes present entities and links are modelled as corresponding
semantic relationships. In this chapter, we aim to propose a novel text summarization frame-
work by leveraging the advantages offered by Knowledge Graph. The proposed framework
is capable of producing coherent text and emphasising the facts extracted from the source
text, where the Knowledge Graph guides the summarization generation process. Specifically,
we utilise the Knowledge Graph triplets, in the form of {head, relation,tail}, to incorporate
keywords with their relationships in the process of text summarization. Different from the
existing keyword extraction methods, we present the summarization process as a pipeline,
starting from Knowledge Graph construction. Then, the extracted Knowledge Graph will
be mapped into a lower-dimensional embedding space, in which each triplet embedding is
supposed to be fed into a trained classifier, checking if this triplet should be included in
the summary or not. To evaluate the proposed framework, we conduct experiments on the
CNN/Daily Mail dataset and calculate the ROUGE scores. The experimental results reveal
that our model can yield a better performance by comparing it against the baseline models.

Except for document summarization, opinion summarization is acknowledged as a
sub-research domain of text summarization, which aims to generate summaries from a
set of reviews [112, 7, 3]. Opinion summarization has been studied using extractive and

abstractive approaches, where ranking algorithms, rule-based methods, and machine learning
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are employed to identify important phrases, sentences, or paragraphs [135, 40]. Abstractive
approaches utilise neural networks and deep learning technologies to generate more coherent
summaries [7, 9].

From the training perspective, the field has seen a shift towards self-supervised methods,
which employ similar content as pseudo summaries instead of gold-standard summaries
[28, 72, 7]. Although these methods facilitate the training of summarization models without
the need for labour-intensive and expensive human-generated summaries, they lack the
“adaptive” nature that is essential for capturing diverse aspects of opinion summarization.
One major concern with using similar content as pseudo summaries is the potential loss of
salient information, which is particularly detrimental to users with specific requirements or
preferences. This limitation leads to incomplete or inadequate summaries, as not all critical
aspects may be represented. Consequently, users may not have access to all the necessary
information for making informed decisions. Moreover, when using sampled reviews as
pseudo summaries, there is a risk that the generated summaries may not comprehensively
cover the diverse aspects present in a larger set of reviews. The lack of adaptability is
particularly problematic for users interested in specific aspects or features. This underscores
the importance of developing summarization methods that can effectively capture and present
a wide range of aspects to cater to users’ diverse needs and interests.

Recently, ChatGPT has shown proficiency in generic text summarization, with various
methodologies emerging to harness its capabilities for producing concise summaries [23,
153]. Though ChatGPT can generate concise summaries, the performance does not exceed
traditional fine-tuned methods, especially when it is aspect or query-based summarization
[183].

To address the aforementioned limitations, in this chapter, we also propose the Aspect-
adaptive Knowledge-based Opinion Summarization (AaKOS) model, which can effectively
capture the adaptive nature required for opinion summarization. By incorporating adapt-
ability in AaKOS, it can dynamically adjust to users’ preferences and interests, ensuring
the generated summaries are more personalized and informative. On top of that, AaKOS
does not rely on datasets with text-golden summary pairs, which are difficult and expen-
sive to create. Instead, AaKOS works with datasets without human-written summaries as
labels, allowing for greater dataset flexibility. Specifically, AaKOS transforms plain texts
into weighted Knowledge Graphs utilising LLMs as the triplet extractor to extract useful
information with fine-grained prompts and encodes both aspect-related triplets in plain text
format and corresponding graphs using a text encoder and a graph encoder, respectively.

AaKOS model is trained in a self-supervised approach, which involves utilising the

original sentences derived from the aspects and knowledge graph as pseudo summaries.
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In contrast to other self-supervised models that rely on synthetic pairs of source texts and
pseudo summaries, AaKOS does not sample reviews from the dataset. Instead, it accurately
pairs knowledge graphs and aspects with their corresponding content.

AaKOS significantly enhances output precision, particularly for given aspects. When an
aspect is determined, relevant content and sub-graphs are extracted from the processed dataset.
Consequently, the output contains information only about the specific aspects included in
the graph, ensuring that other aspects are not summarized in the output. This adaptability
enables the AaKOS model to generate aspect-specific summaries, catering to users with

diverse interests and preferences and providing more personalized and informative results.
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Fig. 3.1 Sample Summary Generated

Figure 3.1 demonstrates the summary generated by our model when given several specific
aspects. Specifically, with particular aspects, our model can generate a corresponding
summary for a mobile phone from the dataset. Aspects and related contents are coloured in
the summary. The value of the weight controller is set to we > 0.2, so triplets with weights
higher than 0.2 and corresponding sub-graphs are used to generate the summary, and triplets
{battery, life_0.1, easy dead}, {battery, life_0.1, easy dead} and {battery, life_0.1, easy dead}
and {camera, resolution_0.15, average level} are not included in the summary.

By leveraging knowledge-based techniques and aspect-adaptive summarization, our
proposed model addresses the limitations of existing methods and offers a more efficient way
to extract and present relevant information to users. This approach not only helps users make
well-informed decisions but also supports enterprises in refining their strategies based on the

aspects that matter most to their customers.
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Our contributions can be summarized as below:

* We utilise Knowledge Graphs to address the unfaithfulness and factual error problem;
* We imply a triplet classifier to identify the core triplets;

* We utilise LLMs as triplets extractors with fine-grained prompts to facilitate the

construction of Knowledge Graphs from the review sets;

* We utilise the self-supervised manner to train a graph-to-text model which also incor-
porates the embeddings of relevant triplets generated by a pre-trained language model,
1.e., BERT;

* We also introduce a weight controller that is able to control the sentiment trends of the

output.

The rest of this chapter is organized as follows: In Section 6.2, the related works and
limitations are articulated. In Sections 3.3 and 3.4, we elaborate on the proposed KATSum
text summarization model, the AaKOS opinion summarization model, and the corresponding

experimental setup and results, respectively. Finally, this chapter is concluded in Section 6.5.

3.2 Related works

Text Summarization

Numerous research efforts have focused on enhancing abstractive generators’ paraphrasing
capabilities. For example, Rush et al. apply the neural encoder-decoder architecture to text
summarization and discuss potential encoder choices [138]. Based on this research work,
many researchers investigated approaches to improve encoding and decoding capabilities,
addressing issues such as out-of-vocabulary and repetition. See et al., for example, employ
pointer and coverage mechanisms to tackle these problems while developing the pointer-
generator network to reproduce source text information accurately [145]. Gehrmann et al.
propose a two-step process to address content selection issues: token-level sequence tagging
for content selection and bottom-up copy attention to restrict attention over selected source
text fragments [58].

In recent years, fact-aware summarization has attracted significant attention, highlighting
the challenges associated with generating factually accurate summaries. Previous studies
have revealed that abstractive summarization models are prone to hallucinating phenomena,
with approximately 30% of summaries from state-of-the-art models exhibiting factual incon-

sistency [84, 32]. To mitigate this issue, various approaches have been proposed. Cao et al.
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introduce fact-aware neural abstractive summarization, incorporating extracted facts into the
encoder alongside the source text [32]. Kryscinski et al. develop a novel method for verifying
factual consistency and identifying conflicts between the source text and summaries [84]. Li
et al. treat fact-aware summarization as an entailment-aware process, arguing that summaries
should be semantically entailed by the source text [94]. Zhu et al. utilise Knowledge Graphs
to integrate factual information into the summarization process [192].

Despite the advancements in abstractive summarization and fact-aware techniques, ex-
isting works possess certain limitations that stem from overlooking the adaptive nature of
opinion summarization. The ability to adapt summaries based on user-specific preferences,
requirements, or interests is essential for capturing a wide range of aspects and accommo-
dating diverse user needs. Furthermore, most existing approaches predominantly focus on
generating summaries that preserve the general or most salient information from the source

text, often leading to summaries that may not cater to individual user preferences.

Keywords Extraction

Classic abstraction models learn the distribution over the input texts and generate the token-
level or sentence-level representations. These vectors are fed into the decoder, producing a
summary with the trained model parameters to maximize the output likelihood. However,
due to the unconstrained nature of neural-based language models, the output is sometimes
difficult to control. Thus, many researchers attempt to adopt constraints during the text
summary-generating process. For example, Zhou et al. propose a selective gate network to
extract key points, leading the summary to be more focused on these extracted keywords
[191]. Ercan et al. leverage WordNet in the lexical chain-building algorithm, which can
discover the relations between two-word senses [53]. Building lexical chains turns out to
be very time-consuming work since it relies on exhaustive algorithms. Litvak et al. [105]
propose a graph-based method of both supervised and unsupervised approaches. In the
supervised approach, the novel method first converts the documents into word graphs and
trains a classifier to check if the corresponding word is included in the document extractive
summary. In the unsupervised approach, the HITS algorithm [82] is utilised to calculate the
weight of each node and select the top ones.

The aforementioned works have achieved promising results. However, the limitations are
still presented. Classical abstractive summarization models do not consider the impact of
additional references from the source text but generate summaries that only rely on the hidden
states of the inputs. Fact-aware models apply a fact-aware approach to guide the generating
process, but unrelated information is also used as guidance. Such unrelated information

may distract the summarization generator from producing a better summary. Meanwhile,
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approaches with keyword extraction neglect the relation of these keywords, and the generator
may manipulate the facts.

In this chapter, we propose a novel Knowledge-aware Abstractive Text Summarization
(KATSum) model, which can address the limitations mentioned above. We utilise the
Knowledge Graph to extract triplets, eliminate the noise with a trained classifier and identify

useful triplets as auxiliaries to guide the text summarization generation process.

Opinion Summarization

Opinion summarization can also be categorized into abstractive and extractive methods.
Mirroring the developmental trajectory of general summarization, extractive methods initially
gained widespread use in this domain due to the high cost of creating golden summaries
for datasets, particularly for review datasets where such summaries are not mandatory [38].
Early works in this field predominantly treated the task as a sentence or phrase selection
problem, employing either ranking or classification approaches. For instance, Wei et al.
prioritize sentences that closely corresponded to the query [174], while Erkan et al. employed
a stochastic graph-based method to rank sentences by calculating their importance based
on eigenvector centrality within a graph representation of the sentences [54]. Presently,
extractive methods remain popular for opinion summarization [40, 90, 56, 7].

Abstractive methods for opinion summarization began to emerge around 2010, with
Ganesan et al. introducing a graph-based algorithm for generating abstractive summaries
[57]. Although this approach produced abstractive summaries, it selected words, phrases,
or sentences from the original text, rendering it more akin to an extractive method. In
recent years, a growing number of studies have begun to leverage machine learning and
deep learning techniques for this task. Notably, Chu et al. presented an unsupervised neural
model for multi-document summarization, proposing an end-to-end architecture featuring an
auto-encoder. This approach decoded the mean of the input reviews’ representations into a

coherent summary review without relying on any review-specific attributes [38].

Self-supervision

In addition to the abstractive and extractive categories, opinion summarization can also
be classified into supervised and unsupervised categories. Given the scarcity of golden
summaries for datasets, unsupervised approaches are more frequently employed to address
this challenge. Both [28] and [38] are unsupervised models that employ auto-encoders,
suggesting that review representations can encapsulate sentiment, topics, and opinions about

products.
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Recently, text summarization has shifted toward a self-supervised approach by utilising
similar content as pseudo summaries [7, 50]. To achieve this, Amplayo et al. fine-tune
a pre-trained model using their synthetic training dataset of (review, summary) pairs and
generate aspect-specific summaries by modifying their introduced aspect controllers [7].
Meanwhile, Elsaha et al. tackle multi-document opinion summarization by assuming one of
the documents serves as a target summary for a set of similar documents [50].

However, sampling similar content or documents from the entire dataset may result in the
loss of salient information, as a subset may not encompass all relevant details. In the context
of opinion summarization, this lost information could be significant to different individuals
with distinct requirements. Amplayo et al. develop a method for generating aspect-specific
summaries and constructing a synthetic dataset composed of (review, summary) pairs. To
achieve this, they employ a technique involving the sampling of reviews as pseudo summaries,
introducing three distinct aspect controllers at the word, sentence, and document levels [7].
Nevertheless, this approach unavoidably leads to a certain degree of information loss.

Differing from the existing works, our approach first extracts aspects using LLMs and
then transforms the text dataset into Knowledge Graphs, which consist of numerous triplets
with weighted edges. The edges are formatted as aspect_weight, as depicted in Figure 3.1.
To train our model, we utilise a self-supervised methodology, creating pseudo summaries for
the relevant triplets and mapping them as sample pairs. Aspect control is achieved through a
Weight Controller & to guide the selection of aspects, enabling the regulation of sentiment
trends within these aspects.

3.3 KATSum: Knowledge-aware Abstractive Text Summa-

rization

In this section, we introduce the proposed novel text summarization model, called Knowledge-
aware Abstractive Text Summarization (KATSum) model, by explaining the architecture and
triple extraction process.

The architecture of KATSum has been presented in Figure 3.2. The proposed KATSum
model consists of a knowledge-aware encoder encoding the article and identifying key infor-
mation, as well as a decoder generating texts. The knowledge-aware encoder incorporates
two pipelines, i.e., the classic encoder pipeline and the knowledge-graph pipeline. The former
is composed of a pre-trained BERT model [47], which produces the hidden states used as

part of the decoder input. The latter extracts key triplets from the source texts and maps them
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into an embedding vector space. Before feeding into the decoder, the outputs from the BERT

encoder and knowledge graph are fused as the decoder input.
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On top of that, we employ a Knowledge Graph embedding classifier to identify the

knowledge included in the summary from the source text. Triplets are extracted from both
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source texts and summaries to train this classifier and presented as source triplet set and
summary triplet set, respectively. In order to identify the key triplets, TransE [27] has been
adopted to transform the extracted Knowledge Graph into a low-dimensional embedding
space so that the semantic-level similarity can be compared. Each triplet from the source set
is labelled as 1 if a similar triplet is found in the summary triplet set, and O otherwise. We
train the Knowledge Graph embedding classifier to identify the key information from the
source text by using the labelled data. The information from the source text can be extracted
in the form of a triplet, i.e., {head,relation,tail}. The Sigmoid classifier is formulated in
Equation 3.1.

Vi = o (We;+Db), 3.1

where e; denotes the vector of Triplet #;. The identified triplet embedding is fused into the
baseline model from where we get the Vector v;.

The decoder of KATSum derives from the Transformer Decoder with 6 identical layers.
Inspired by [108], we follow the training strategy using two Adam optimizers respectively,

with different warm-up schedules for the learning rate:
7 . -0.5 -1.5
lre =Ire-min(step™ " step - warmup, ) (3.2)

Iry=1Iry- min(step™ % step - warmupgl's) (3.3)

3.3.1 Experimental Setup

In this section, we first formulate the text summarization problem. Then, the datasets and

baselines used in the experiments are introduced. Finally, we explain the parameter selections.

Text Summarization Problem

Given an input sequence, X = {x1,X2,X3,...,X, }, where n refers to the sequence length. The
objective is to obtain a text summary, ¥ = {y1,¥2,¥3,...,¥m}, m < n, where m refers to the

summary length.

Experimental Datasets

Two real-world datasets have been utilised in the experiments, i.e., CNN/Daily Mail [67, 145]
and XSum [119]. The statistics of both datasets are listed in Table 3.6.
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Table 3.1 The statistics of two datasets

Sample Pairs Avg Tokens
Dataset Data Type
Training Validating Testing Source Text Summary
CNN/Daily Mail News 287,226 13,368 11,490 781 56
XSum News 204,045 11,332 11,334 431 23

* CNN/Daily Mail is a widely used dataset in many research works especially has been
used for evaluating text summarization. It consists of news articles (781 tokens on
average) from CNN and Daily Mail websites paired with multi-sentence summaries
(3.75 sentences or 56 tokens on average). It, in total, contains 287,226 (92%) training
pairs, 13,368 (4.3%) validation pairs and 11,490 (3.7%) test pairs.

* XSum is a dataset of articles (431 tokens on average) and one-sentence summaries (23
tokens on average) collected from BBC. The official random split includes 204,045
(90%), 11,332 (5%) and 11,334 (5%) documents in training, validation and test sets,

respectively.

Evaluation Metrics

ROUGE [104] is selected as the evaluation metric for measuring the quality of the generated
summaries. ROUGE_1 and ROUGE_2 refer to the overlap of uni-gram and bi-gram between
the source text and the generated summary, respectively. ROUGE_L describes the longest
common sub-sequence. ROUGE is one of the most widely used evaluation metrics for text
summarization [104]. It focuses on token-level matching but ignores the semantic-level
matching between the summary and the source text, which results in the inability to identify

factual errors.

Baselines

To evaluate KATSum, we utilise the existing models with encoder-decoder architecture as the
baselines. Specifically, the transformer-based pre-trained language models, e.g., BERT [47],
are adopted as the encoder. For the decoder, we select the original transformer decoder with
six identical layers [81]. To accommodate the BERT input, three types of embeddings, i.e.,
token embeddings, segment embeddings and position embeddings, are fused as one input

vector before being fed into the encoder.
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There are many other pre-trained language models. Different combinations of these
models, e.g., BERT as encoder and GPT2 as decoder, can yield a different performance.
Therefore, we select different combinations of several pre-trained language models as the
baselines. In this chapter, the optional encoders include BERT and XLNet [184]. As for the

decoder, the original transformer decoder is applied.

Parameters Selection

As the encoder of the KATSum backbone, we leverage “bert-base-uncased” implemented by
Hugging Face'. While the decoder possesses 768 hidden units, and the hidden size of the
feed-forward layer is 2,048.

As the decoder is transformer-based, we train the model using the same strategy as [108]
since the transformer decoder needs to be trained from scratch while the BERT encoder is
well pre-trained. We fine-tune the encoder and train the decoder separately with different
schedules. For encoder, we use 8; = 0.9 for Adam optimizer, [r, = 2¢~3 as the initial
learning rate, warmup, = 20,000. For decoder, we use B, = 0.999 for the Adam optimizer,
Ir4 = 0.1 as the initial learning rate, warmupy = 10,000. The parameter settings are given
according to the empirical values from the existing studies.

To label the Knowledge Graph triplets, we also conduct experiments on the similarity
threshold. Given the choices, i.e., threshold € {0.5,0.8,0.9}, the model yields the best
performance when threshold = 0.8. To initiate the training, we first train the classifier based
on the labelled data for 5 epochs, having 10,000 steps in each epoch. Then, we train the model
by using the original data for 200,000 steps. Next, we evaluate and save checkpoints every
2,500 steps. As the GPU memory limits the batch size, we employ the gradient accumulation
and calculate the gradient every 5 steps. All the models are trained on 1 Tesla P100 GPU
with a memory of 16GB.

3.3.2 Experimental Results
Experiment 1

In this experiment, we calculate ROUGE scores on both CNN/Daily Mail and XSum to
compare the performance. The experimental results are illustrated in Tables 3.7 and 3.9. Two
baseline models are implemented. One adopts BERT as the encoder, while the other employs
XLNet as the encoder.

Uhttps://huggingface.co/
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The experimental results explicitly show that our model can remarkably outperform
the baselines with the assistance of Knowledge Graph, especially when using XLNet as
the encoder. Our model’s score with XLNet is more than 20% higher than the baseline
on CNN/Daily Mail. Using XSum, KATSum with XLNet also outperforms other models,
especially the ROUGE_L scores.

Table 3.2 ROUGE results on CNN/Daily Mail over different models

Model ROUGE_1 ROUGE_2 ROUGE_L
Baseline (BERT - Transformer decoder) 32.5 14.2 29.8
Baseline (XLNet - Transformer decoder) 34.2 15.6 31.5
KATSum (BERT) 41.4 20.3 39.5
KATSum (XLNet) 42.8 20.7 40.2

Table 3.3 ROUGE results on XSum over different models

Model ROUGE_1 ROUGE_2 ROUGE_L
Baseline (BERT - Transformer decoder) 33.7 14.6 27.2
Baseline (XLNet - Transformer decoder) 34.1 14.3 28.4
KATSum (BERT) 44.8 22.4 38.1
KATSum (XLNet) 45.6 229 38.4

Different pre-trained language models are employed as our backbone encoders. We
conduct analysis and discuss the results. Intuitively, XLLNet is more suitable for working
with Knowledge Graph since XLNet can encode the entire article without length restrictions
[184]. Specifically, BERT only uses the first 512 tokens of the source text, and the rest are
not encoded. In contrast, the Knowledge Graph can offer key information extracted from the
entire source text. In this case, the decoder may not effectively utilise the key information.
XLNet has been proven to be effective at increasing the performance of a summarizer [170].
Thus, the XLNet has also been applied as the encoder of KATSum.
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Experiment 2

In this experiment, we conduct an ablation study to demonstrate the importance of the Knowl-
edge Graph component of KATSum. Specifically, we first remove the classification process
from the Knowledge Graph component, directly using the knowledge graph embeddings
from the graph neural network, and observe the impact on the final results. Then, we remove
the whole Knowledge Graph component from the model and compare the results with the
complete model with the Knowledge Graph component and classification process. We use 1/3
of the entire CNN/Daily Mail dataset and conduct experiments using the Bert-base KATSum
model.

As can be observed from Table 3.10, the model with the classification process (removing
noisy information) can yield a better performance. From Table 3.11, we can observe that
the Knowledge Graph component brings contributions to the text summarization, and it can
help the model generate better summaries. The Knowledge Graph constructed based on the
source text incorporates the complete information. Whereas, some information appears not

as important as others, and it may distract the generator from identifying the main idea.

Table 3.4 ROUGE results under the condition of with and without the classification process.
The model is BERT-based, where 1/3 of the dataset is utilised to conduct experiments.

Model ROUGE_1 ROUGE_2 ROUGE_L
KATSum (with classification) 31.7 11.3 28.8
KATSum (without classification) 29.5 10.6 27.4

Table 3.5 ROUGE results under the condition of with and without the Knowledge Graph
component. The model is BERT-based, where 1/3 of the dataset is utilised to conduct
experiments.

Model ROUGE_1 ROUGE_2 ROUGE_L

KATSum (with KG component) 31.8 11.2 28.8

KATSum (without KG component) 26.7 9.3 25.2
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3.4 AaKOS: Aspect-adaptive Knowledge-based Opinion

Summarization

In this section, we present an in-depth description of the proposed Aspect-adaptive Knowledge-
based Opinion Summarization (AaKOS) model for tackling the aspect-adaptive opinion
summarization task. This task is characterized as a text generation process that utilises inputs
in both graph and plain text formats. These inputs are subsequently transformed into graph
embeddings via a graph encoder and text embeddings via a text encoder.

In AaKOS, Graph Attention Networks (GATs) [161] are employed as the means to
encode these graphs. This is because GATs lie in the ability to effectively capture the
complex relationships between nodes in a graph through attention mechanisms by casting the
weighted edges into weighted nodes representing the relationships of two connected nodes.
In this way, GATs can adaptively focus on more relevant and informative connections while
encoding the graph structure.

Data pre-processing is a key step of AaKOS. Given a collection of reviews related to
a single product, our objective is to convert the plain text data into Knowledge Graphs
and subsequently utilise these relevant graphs for generating summaries. Prior to imple-
menting the proposed model, it is essential to pre-process the dataset through a series of
steps, including cleaning the dataset, classifying aspects, and ultimately extracting relevant
triplets to construct Knowledge Graphs and recording the corresponding sentences as pseudo
summaries. The processed reviews are also used to pre-train a BERT model further, which is
used in the subsequent steps.

The architecture of AaKOS is illustrated in Figure 3.4, which comprises two encoders and
a decoder. The two encoders consist of a BERT-based text encoder [47] and a GAT's-based
graph encoder. The former utilises a pre-trained BERT model [47] to generate hidden states
from a given set of triplets, which are then employed as part of the decoder input. The latter
transforms the filtered sub-graphs into graph embeddings. The decoder is constructed with
multi-head attention layers for text and cross-attention layers for integrating text embeddings
and graph embeddings. The cross-attention mechanism can be represented by the following

equations:
Q=W,ES K =WE"\V =W,E', (3.4)

T
Attn = softmax(QL)V, (3.5)

Vi
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where W,, Wy, W, represent learnable parameters. E¢ and E’ denote the embeddings of
graph and text, respectively. Additionally, d; corresponds to the embedding dimension. In
the AaKOS model, Graph Attention Networks (GATSs) [161] are employed along with an
additional global node featuring the product name as the node value. This is mainly due to the
outstanding performance in the current setting. Thus, GATs are utilised as the graph encoder
in the final design. The attention mechanisms in GAT's are computed using Equations 4.3,
4.4, and 4.5.

L a_ exp(Bij)
04y = softmaxs(fij) = Yier(n) exp(Bix)” G0
Bi; = LeakyReLU (a” [Wh;||Whj]), (3.7)
hi=o(), &Wh;), (3.8)

JEN;
where I'(n;) denotes the neighbourhood of node n; within the graph, while A4; corresponds
to the representations of n;. f;; signifies the importance of n; with respect to n;, and ¢
represents the normalized attention of n; across all neighbouring nodes. The final graph
embeddings, denoted as emb € RY, are gathered by the additional global node, which
connects every node in the graph.

In this model, all reviews are initially converted into knowledge graphs, which are
subsequently mapped into a lower-dimension vector space using GATs. The resulting vectors
(graph embeddings) are utilised in conjunction with aspect embeddings from a text encoder
as input for a decoder to generate summaries.

To regulate the sentiment trend, the Knowledge Graph is designed as a weighted structure,
and a parameter called the Weight Controller is introduced. This parameter serves as a
threshold for filtering relevant attributes by comparing edge weights to the controller’s value.
If the edge weight of a triplet is bigger than the controller, this triplet will be selected, and
its corresponding text records will be selected as a pseudo summary. Adjusting the weight
controller enables the filtering of less-discussed perspectives, thereby highlighting aspects
that most people focus on or identifying prevailing trends. For example, in Figure 3.1, the
weight controller is set to we > 0.2, excluding attributes with a weight lower than 0.2 from

the summary.
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Fig. 3.4 The architecture of the AaKOS model.

3.4.1 Experimental Setup
Datasets

To conduct the experiments, three real-world datasets are employed to evaluate the per-
formance of the proposed AaKOS model, i.e., Amazon Product Review dataset 2 SPACE
dataset [8] and YELP dataset 3.

* Amazon Product Review dataset is an extensive collection of millions of product
reviews from Amazon, encompassing 46 categories. We focus on the top 10 categories
with the highest number of reviews. Each review in the dataset includes 15 attributes,

such as marketplace, customer_id, star_rating, review_id, and review_date, among

Zhttps://jmcauley.ucsd.edu/data/amazon/index_2014.html
3https://www.yelp.com/dataset
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others. In this work, we retain only the essential features, specifically product_id,

review_headline, and review_body.

* SPACE (Summaries of Popular and Aspect-specific Customer Experiences) dataset
is a comprehensive compilation of “hotel” reviews sourced from TripAdvisor *. It
features human-written abstractive opinion summaries intended solely for evaluation

purposes.

* YELP is a dataset composed of businesses, reviews and user data from Yelp. Chu et al.
also collect 200 reference summaries from Amazon Mechanical Turk > for evaluating
and testing [38] their approach on YELP. We evaluate our model using these reference

summaries as well.

In addition to the aforementioned datasets, the Amazon Product Review dataset with
golden summaries is also used in [28]. Specifically, BraZinskas et al. curated a dataset
with gold-standard summaries derived from the Amazon Product Review dataset, where
15 products from each of the Amazon review categories, i.e., Electronics, Clothing, Shoes
and Jewelry, Home and Kitchen, Health and Personal Care, are sampled. On top of that, 8
reviews from each product are selected to serve as summaries. Three workers were assigned
to each product, who were to read the reviews and write a summary text. These summaries
are exclusively used for evaluation purposes. We assess our model, trained on our custom
pre-processed Amazon dataset, using the corresponding summaries in our experiments.

In order to train our model on these datasets, we first need to pre-process them in
accordance with the pipeline detailed in Section 3.4.1. This ensures that our model can be

effectively trained using a self-supervised approach.

Data Pre-processing

Figure 3.5 demonstrates the process of data pre-processing. Basically, after extracting aspects
from reviews, they are employed in conjunction with the review set to construct Knowledge

Graphs and corresponding pseudo-summary sets. Three key stages are elaborated as follows.

Data Cleaning Process. Initially, the dataset undergoes a cleaning procedure, where entries
with a review length of less than 100 characters are removed. While this may lead
to the loss of some information from the overall review pool, the final performance

of our model relies on the processed curated dataset. Any eliminated information

“https://www.tripadvisor.com/
Shttps://www.mturk.com
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is considered non-existent. Subsequently, we leverage product IDs to determine the
number of products with more than five reviews, ensuring a sufficient quantity of
information for each product. The dataset is then partitioned into smaller subsets based
on product categories. The processed review text serves as the foundation for further
pre-training a BERT model, which will function as the text encoder in subsequent
stages.

Aspect Extraction and Knowledge Graph Construction. The cleaned dataset is com-
prised of product IDs, product titles, product categories and corresponding review texts.
The subsequent steps involve extracting aspects from the dataset and constructing
Knowledge Graphs for each product, incorporating aspects and related content. To ex-
tract aspects of each product, we design a fine-grained prompt to guide LLMs in extract-
ing key triplets from the texts. Given a set of reviews of a product R = {ry,r2,...,rm},
for each review r; composed of sentences S; = {s;1,5:2, ..., Sin }» €ach sentence is clas-
sified into an aspect class A(R) = {ay|s;; € S;}, where A(R) is the final set of various
aspects related the given product. For each aspect class a,, we then cluster all the
sentences S = {s;; € UL, S;} across all reviews Cluster(ay) = {sij|ax,Vsij € Ui~ Si},
where Cluster(ay) is the cluster of sentences related to the given aspect a,. For each
cluster associated with aspect ay, triplets in the format of (head, relation,tail) are
extracted T (ay) = {(head, relation,tail)|a,} which will subsequently be used to form
the weighted knowledge graph G =, c4{(head, relation,tail) € T (ay)} of a product.
Edges within these graphs are weighted by calculating the proportion of mentioned
attributes, where Figure 3.1 further illustrates the weighted graphs.

Sample Pairs Mapping. Given that these datasets lack gold-standard summaries, it is not
feasible to train the model in a supervised manner or evaluate the model using metrics
like ROUGE [104]. Therefore, our model is trained using a self-supervised approach.

To create the dataset for self-supervised training while extracting triplets from reviews,
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we also record the corresponding sentences, which are used as pseudo summaries
in the training process. We randomly select k aspects and merge the corresponding
triplets into one graph. This graph is subsequently mapped with the pseudo summary,
which consists of related sentences. The value of k varies based on the number of

aspects of each product.

Evaluation Metrics

To evaluate our model, we use ROUGE [104] to measure the lexical overlap between gener-
ated and reference summaries. Rouge_1, Rouge_2, and Rouge_L are reported, representing
uni-gram, bi-gram, and longest common subsequence overlaps, respectively.

In addition to ROUGE, we also assess our model using another metric called aspect
coverage. This metric employs an aspect-based sentiment analysis (ABSA) task [116] to

predict the category and sentiment of extracted opinion phrases from summaries.

Baselines

LexRank [54] is an unsupervised graph-based summarization method. It employs a ranking
algorithm to determine node centrality. In LexRank, sentences are treated as nodes to
form a graph with weighted edges calculated using TF-IDF. In this chapter, following
the settings from [8], we also use BERT [47], and SentiNeuron [133] vectors to

calculate the adjacency matrices.

Opinosis [57] is a graph-based summarization framework that generates concise abstractive
summaries of highly redundant opinions. It assumes no domain knowledge and

leverages mostly the word order in the existing text.

Meansum [38] is an unsupervised neural model for multi-document summarization. It
proposes an end-to-end architecture with an auto-encoder, where the mean of input
review representations decodes into a reasonable summary review without relying on

any review-specific features.

Copycat [28] is a summarization model based on the pointer-generator mechanism [145]. It
follows the intuition of controlling the “amount of novelty” during summary generation.
With this intuition, they define a hierarchical variational autoencoder model to produce

summaries that reflect common opinions.

QT [8] enhances the ability to control the summarization process by leveraging the proper-

ties of quantized space to generate aspect-specific summaries.
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Table 3.6 The results of the general summarization experiment on the SPACE dataset.

SPACE(general) Rouge_1 Rouge 2 Rouge_L | Aspect Coverage(F1)
LexRank 29.85 5.87 17.56 0.520
LexRank(SENTI) 30.56 4.75 17.19 0.520
LexRank(BERT) 31.41 5.05 18.12 0.520
Opinosis 28.76 4.57 15.96 0.570
MeanSum 34.95 7.49 19.92 0.610
Copycat 36.66 8.87 20.90 0.676
QT 38.66 10.22 21.90 0.758
AaKOS(ours) 39.42 11.06 23.48 0.772
Human Up. Bound | 49.80 18.80 29.19 0.845

3.4.2 Experimental Results

In this section, we present the results of our model in comparison with other baselines.
We evaluate our method alongside the baselines on both General and Aspect-adaptive

Summarization to demonstrate its performance.

Experiment 1: General Summarization

We begin by presenting the results for General Summarization. In this experiment, we employ
the full aspect set and do not control the weight, generating a summary that encompasses
all aspects of a product. Aspects with low-weight labelled attributes are also included in the
summary. A comparison of our model with other baselines on the SPACE dataset is shown
in Table 3.6. Considering the Aspect Coverage metric, our model outperforms the other
baselines. However, compared to human-written summaries, there remains a significant gap,
indicating substantial room for improvement.

The comparison of our model with other baselines on the Amazon dataset is presented in
Table 3.7. With the exception of the Rouge_L result, our model surpasses all baselines in
performance. The performance comparison between our proposed model and several baseline
models on the YELP dataset is detailed in Table 3.8. It is evident that our model demonstrates
superior performance, outperforming all other baseline models under comparison.

Although the ROUGE results meet our expectations, the Aspect Coverage does not
significantly outperform the other baselines as anticipated. In General Summarization, we
apply all extracted aspects, and all relevant content in the Knowledge Graph is utilised, so

every aspect should be included in the summary.
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Table 3.7 The results of the general summarization experiment on the Amazon dataset.

Amazon(general) | Rouge_1 Rouge_2 Rouge_L | Aspect Coverage(F1)
LexRank(BERT) 31.47 5.07 16.81 0.663
Opinosis 28.42 4.57 15.50 0.614
MeanSum 29.20 4.70 18.15 0.710
Copycat 31.97 5.81 20.16 0.731
QT 34.04 7.03 18.08 0.739
AaKOS(ours) 35.21 7.58 20.04 0.752

Table 3.8 The results of the general summarization experiment on the YELP dataset.

YELP(general) Rouge_1 Rouge_2 Rouge L | Aspect Coverage(F1)
LexRank(BERT) | 26.46 3.00 14.36 0.601
Opinosis 24.88 2.78 14.09 0.672
MeanSum 28.46 3.66 15.57 0.713
Copycat 29.47 5.26 18.09 0.728
QT 28.40 3.97 15.27 0.722
AaKOS(ours) 30.12 5.68 20.35 0.736

Two factors may limit the improvement of Aspect Coverage: 1) aspect extraction: we
employ clustering to identify aspects with a pre-defined number of clusters, which is likely
to introduce bias. The impact of the number of clusters should also be evaluated; 2) output
length limitation: since we set an output length limit of 256, some information is inevitably
omitted after reaching this constraint.

As the first factor is related to data pre-processing, which affects the entire training
process and requires a considerable amount of time to complete, we only conducted an
experiment on varying the output length to validate our assumption regarding the second
factor. Results are displayed in Table 3.9. As the table indicates, our model exhibits a
noticeable improvement when the output length is increased from 256 to 512, confirming

that our assumption about the second factor is accurate.

Experiment 2: Aspect-adaptive Summarization

In this experiment, we demonstrate the ability of our model to adapt to various aspects of
the SPACE dataset. In Table 3.10, we compare six specific aspects individually based on
Rouge_L., and average results for Rouge_1, Rouge_2, and Rouge_L are also shown. To
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Table 3.9 The results of Aspect Coverage with output length 512.

Models AC(SPACE) | AC(Amazon) | AC(YELP)
LexRank(BERT) 0.520 0.663 0.601
Opinosis 0.570 0.614 0.672
MeanSum 0.610 0.710 0.713
Copycat 0.676 0.731 0.728
QT 0.758 0.739 0.722
AaKOS(256) 0.772 0.752 0.736
AaKOS(512) 0.803 0.824 0.826
Human Up. Bound 0.845 - -

ensure that the outputs of other baselines contain only the content of the particular aspect,
we use the aspect to filter out the relevant sentences from our pre-processed SPACE dataset,
as described in Section 3.4.1. These filtered contents are then used as input for all baseline
models. Since our model requires different inputs, we utilise the corresponding graphs and

aspects as inputs.

Table 3.10 The results of aspect-adaptive summarization experiment on SPACE dataset.

SPACE(ASP) Rouge_L R_1 R 2 RL
Building Cleanliness Food Location Rooms Service Average
LexRank(ASP) 11.56 17.65 11.73  16.64 1523  18.65 | 2146 326 1524
MeanSum(ASP) | 15.67 14.03 1325 19.03 15.67 18.14 | 21.87 448 1597
Copycat(ASP) 13.28 22.64 1525  21.59 16.80 24.62 | 2435 7.16 19.03
QT(ASP) 15.31 21.38 16.03  22.16 19.83 2438 | 26.18 7.85 19.85
AaKOS(ASP) 17.12 25.06 16.29  24.02 19.58  26.13 | 28.67 8.65 21.37
Human 40.33 38.76 33.63 35.23 29.25 3031 | 44.86 18.45 34.58

The result for the “Rooms” aspect falls below the QT’s result, and for “Food”, it only
slightly surpasses the best baseline. Our model outperforms all baselines on other aspects and
average results, exhibiting significant improvement, particularly on “Cleanliness”. However,

a considerable gap between our model and human-written results still exists.
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Table 3.11 The general summaries from all models about “Hotel Erwin”.

Models

General Summaries for ‘“Hotel Erwin”

Human

All staff members were friendly, accommodating, and helpful. The hotel and
room were very clean. The room had modern charm and was nicely

remodeled. The beds are extremely comfortable. The rooms are quite with
wonderful beach views. The food at Hash, the restaurant in lobby, was fabulous.
The location is great, very close to the beach. It’s a longish walk to Santa Monica.

The price is very affordable.

MeanSum

It was a great stay! The food at the hotel is great for the price. I can’t believe
the noise from the street is very loud and the traffic is not so great, but that is

not a problem. The restaurant was great and the food is excellent.

Copycat

This hotel is in a great location, just off the beach. The staff was very friendly
and helpful. We had a room with a view of the beach and ocean. The only
problem was that our room was on the 4th floor with a view of the ocean. If

you are looking for a nice place to sleep then this is the place for you.

QT

Great hotel. We liked our room with an ocean view. The staff were friendly
and helpful. There was no balcony. The location is perfect. Our room was
very quiet. I would definitely stay here again. You’re one block from the
beach. So it must be good! Filthy hallways. Unvacuumed room. Pricy, but

well worth it.

AaKOS

The Hotel Erwin is an excellent choice for its great and convenient location
right on Venice Beach. Rooms were quiet, clean, comfortable and with great
ocean views, even though some claimed the noise levels. The rooftop bar
provides a great view of the ocean and the experience of watching the sunset.
The service of Hotel Erwin is friendly and accommodating. Food and drinks

are delicious at fare price.

Case Study

In this section, we present a case study by delving into a detailed comparison of the general

and aspect-adaptive summarization capabilities of various models using the reviews of “Hotel

Erwin”.
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Table 3.12 The aspect-adaptive summaries from AakOS about “Hotel Erwin”.

Aspects Aspect-adaptive Summaries for Hotel Erwin by AaKOS

The rooms of Hotel Erwin were quiet, clean, comfortable and
with great ocean views. They have a modern and spacious
Room and Service design with comfortable beds. However, bathrooms with
sliding glass doors may have privacy concerns. The hotel offers

great, friendly and accommodating service with helpful staff.

The Hotel Erwin has a very great and convenient location. It

o ) locates right on Venice Beach. The building is decorated newly
Building and Location
and very stylish. The rooftop bar provides a great view of the

ocean and the experience of watching the sunset.

The hotel is clean. The rooms are clean, comfortable and well-

) maintained. The hotel and the restaurant off the lobby provide
Cleanliness and Food

great food and drinks are delicious with fare price including

breakfast, and room service.

In Table 3.11, we demonstrate the general summaries produced by several models, includ-
ing the human-written summary and the one generated by the proposed AaKOS model. Upon
examining the table, it is evident that the summaries provided by the AaKOS model align
more closely with the human-written summary in terms of detail and comprehensiveness.

One of the noticeable differences is the perspective from which the summaries are written.
Except for the human-written summary and that generated by AaKOS, all other models use
a first-person perspective, as indicated by the frequent use of pronouns like “I”’ and “we”.
However, a summary should ideally represent the collective opinion of numerous reviews
rather than an individual perspective. This highlights one of the strengths of the AaKOS
model, i.e., its text-to-graph transformation process effectively filters out irrelevant nouns,
such as personal pronouns, retaining only the ones relevant to the aspects being summarized.

Moving to Table 3.12, we can observe the aspect-adaptive summaries generated by
AaKOS for “Hotel Erwin”. These aspect-oriented summaries provide detailed insights into
specific features of the hotel, such as “Room and Service”, “Building and Location”, and
“Cleanliness and Food”.
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A noteworthy observation here is the depth and precision of the aspect-specific summaries
produced by AaKOS. They bring out the nuances of different aspects, like the privacy
concerns related to bathroom designs under “Room and Service” or the enjoyable experience
of watching the sunset from the rooftop bar under “Building and Location.” Such focused
summaries would be particularly beneficial for potential customers looking for information
on specific aspects of the hotel.

This case study shows the effectiveness of the AaKOS model in generating both general
and aspect-specific summaries. It effectively condenses broad opinions and provides detailed,
relevant summaries. Moreover, its ability to create aspect-oriented summaries proves in-
valuable in providing potential customers with targeted information, ultimately aiding their

decision-making process.

3.5 Conclusions

In this chapter, we present a novel knowledge-aware text summarization model, called
KATSum, and a novel approach to conduct aspect-adaptive and knowledge-based opinion
summarization, through the development of the Aspect-adaptive Knowledge-based Opinion
Summarization (AaKOS) model. The KATSum model employs the Knowledge Graph to
improve the quality of the summaries in terms of ROUGE scores. With the knowledge-aware
encoder, the input text will be processed by the pre-trained language model and converted
into Knowledge Graph embeddings. Such features can help to address unfaithfulness and
factual inconsistency. The AaKOS model is self-supervised, training on accurately matched
pairs of aspect graphs and pseudo summaries. It proves effective in capturing diverse aspects
from reviews and tailoring the summaries to align with the specific requirements of users.
To achieve this, reviews are first transformed into knowledge graphs, providing a structured
representation of the information contained in the review. If users specify certain aspects
they’re interested in, the model retrieves the corresponding sub-graphs and leverages these to
produce summaries that directly address the desired aspects. The model also introduces a
weight controller that aids in accounting for varying sentiment trends, lending a dynamic
dimension to the summarization.

Extensive experiments have been conducted to evaluate KATSum using two real-world
datasets, i.e., CNN/Daily News and XSum, to evaluate the performance of AaKOS models
under both general text summarization and aspect-adaptive summarization tasks, where
three real-world datasets are adopted, i.e., Amazon product review, SPACE, and YELP. The
experimental results have, respectively, shown that the KATSum significantly outperforms

the baselines with pre-trained models, and explicitly demonstrated its superiority over other
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baseline models in crafting comprehensive general summaries. These summaries span all
aspects of reviews. Additionally, the AaKOS model excels in generating targeted, aspect-
specific custom summaries.

The results of KATSum and AaKOS have been published in [167, 168], respectively.

Considering the huge volume of messages generated every day on social networks,
text summarization is a powerful tool for distilling key topics, identifying trending themes,
and supporting various relevant tasks. By leveraging these capabilities, the methodologies
discussed in this chapter provide a foundation for social analysis. This integration can
enhance the ability to analyze large-scale social data efficiently, like the Amazon Product
Reviews, offering insights into network behaviours, topic trends, and the dynamics of online
interactions.



Chapter 4

Maximizing Social Influence With

Minimum Information Alteration

With the rapid advancement of the Internet and social platforms, how to maximize the
influence across popular online social networks has attracted great attention from both
researchers and practitioners. Almost all the existing influence diffusion models assume that
influence remains constant in the process of information spreading. However, in the real
world, people tend to alternate information by attaching opinions or modifying the contents
before spreading it. Namely, the meaning and idea of a message normally mutates in the
process of influence diffusion. In this chapter, we investigate how to maximize the influence
of online social platforms with a key consideration of suppressing information alteration in
the diffusion cascading process. We leverage deep learning models and knowledge graphs to
present users’ personalised behaviours, i.e., actions after receiving a message. Furthermore,
we investigate the information alteration in the process of influence diffusion. A novel seed
selection algorithm is proposed to maximize the social influence without causing significant
information alteration. Experimental results explicitly show the rationale of the proposed user
behaviours deep learning model architecture and demonstrate the novel seeding algorithm’s

outstanding performance in both maximizing influence and retaining the influence originality.

4.1 Overview

Social media, such as Facebook!, Twitter? and WeChat>, has been reconsigned as an im-

partible part of people’s daily life. Through social media platforms, people communicate,

Thttps://www.facebook.com/
Zhttps://twitter.com/
3https://www.wechat.com/
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produce and share information arbitrarily without physical and temporal limitations [64].
Meanwhile, social media has also become one of the main sources through which users
perceive information. Influences spreading across online social networks exert a significant
impact on people’s opinions and behaviours [35]. Therefore, a great many research works
have been dedicated to a common social phenomenon, i.e., influence diffusion, due to its
various applications, e.g., recommendation systems [177, 186], viral marketing [91, 80],
epidemics spreading modelling [188], and even in the US congressional election [26].
Influence maximization is to identify a limited set of users from online social networks,
expecting that they can spread influences and maximize the impact across the entire network
[80]. The initially selected user set is named as seed set, and the selecting process is called
seed selection. Most existing works are developed based on two seminal influence diffusion
models, i.e., the Independent Cascade (IC) model and Linear Threshold (LT) model, where
the influence is initiated from the affected users, spreading through the network topological
structure [36, 35]. However, there are two major limitations for almost all the research works
in this field. First, influence diffusion is simply treated as a probabilistic-based hopping
and infecting process where the users’ prior knowledge and the detailed content of influence
are ignored. Specifically, almost all the studies focus on the outcome of influence diffusion,
1.e., estimating the number of users getting influenced. Likewise, the traditional influence
maximization only looks at maximizing the influence spread but ignores the connections
between users’ knowledge and the influence content. Whereas, in the real world, users tend
to perceive and interpret the influence message in different ways, mainly by associating
it with their knowledge and background [42]. For example, given the same piece of news
entitled “Nearly 165,000 migrants eligible for fast-tracked residency”, different people will
focus on different aspects. Eligible migrants care about the detailed resident application
process; investors could be more interested in the property market due to the prospective
increasing demand; local business owners may plan future recruitment. Given such various
interpretations and responses, it is important to model the users’ reactions to the influence,
namely, how they understand the messages and diffuse them. Second, in most applications,
it is important to remain constant messages to be propagated throughout the entire diffusion
process. However, few research works take information alteration into consideration. Using
the same example, some people may share the same news and believe this action will
“boost the economy”, while others claim it may cause a “housing crisis”. With such different
information alterations, the influence spread chain can be complex, producing many influence
variants in the network and deviating from the initial objective of influence maximization.
Therefore, it is important to consider the information alteration and take measures to retain

the originality of influence messages in the process.
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To address the above two limitations, in this chapter, we focus on the influence max-
imization problem with a key consideration of suppressing the information alteration in
the diffusion process, where users’ personalised prior knowledge and possible information
alteration are taken into consideration. To be more specific, we adopt Knowledge Graphs
(KG) to model users’ prior knowledge and sub-consciousness. Deep learning models are
utilised to model the users’ behaviours, which can generate responses/comments that im-
ply potential information alteration. On top of that, A novel seed selection algorithm is
proposed, aiming to maximize the social influence without causing significant information
alterations. Extensive experiments are conducted, and the results explicitly reveal that the
proposed influence-diffusion model can capture information alteration. The proposed novel
seeding algorithm outperforms the others in terms of maximizing influence with minimum
information alteration.

To summarise, our contributions to this research work can be presented in three folds:

* To the best of our knowledge, this is the first full research work considering the
information alteration in the influence diffusion process. We are also the first to aim to

achieve influence maximization by retaining the originality of influence.

* We model the complex influence diffusion process by considering users’ personalised
behaviours and the possibility of information alteration, where Graph Transformer
Network is adopted to generate KG embeddings for representing users’ prior knowl-
edge, and NLP technologies with deep learning methods are utilised to produce user

reactions.

* We propose a novel seeding algorithm, enabling a trade-off between maximizing the
influence coverage and retaining the originality of spreading influences.

The rest of this chapter is organised as follows. In Section 4.2, we introduce the related
works and briefly describe our proposed information diffusion model with Graph Transformer
Network, deep learning methods and NLP models. In Section 4.3, we formulate the problem
and explain the equations and some tricks we use during modelling, and we also introduce the
dataset, including pre-processing and demonstrating statistics. In Section 4.4, we introduce
our diffusion model, including the Graph Transformer Network, which is used to learn the
representation of users’ knowledge, Multi-head Attention, which is used to combine user
knowledge and received messages to generate user feature representations in order to be fed
into our NLP language model which is used to generate the response to the received message
due to users’ knowledge. In Section 6.4, extensive experiments are conducted, and results
are demonstrated to evaluate the performance of the proposed algorithm. Conclusion and

future works are described in Section 4.6.
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4.2 Related Work

4.2.1 Information Diffusion

Many researchers and enterprises have dedicated significant efforts to modelling and learning
influence diffusion in online social networks, revealing that predicting information items
or cascades has attracted great attention from both academic and business perspectives
[80, 101, 190]. Most existing research works have been developed based on two seminal
influence-diffusion models, i.e., the IC model and the LT model, where influence is treated
as a hopping and infecting process [80, 103]. Based on these two fundamental models,
many researchers attempt to tailor them to fit new problems. For example, Saito et al.
propose a novel influence-diffusion model, called Asynchronous Independent Cascades and
Asynchronous Linear Threshold (AsIC and AsLT), which improves the IC model and the
LT model, respectively, by considering time delay on user interactions [140]. Lagnier et al.
propose a variant of the LT model, named the Decaying Reinforced User-Centric (DRUC)
model, where the information content user’s profiles are involved in the process of influence
diffusion [88]. Barbieri et al. extend both the IC model and LT model and propose the
Topic-aware Independent Cascade (TIC) model and Topic-aware Linear Threshold (TLT)
model, which can categorise the content of each message and simulate topic distribution
[19]. Liu et al. enhance the LT model and propose a diffusion-containment model, i.e., D-C
model, by including the realistic specialities of the containment of the competitive influence
spread [107]. Different from IT and LT-based models, Li et al. propose agent-based influence
diffusion models, where the influence cascading process is modelled as an evolutionary
pattern, driven by individuals’ actions [101, 98].

However, almost all the existing influence-diffusion models ignore the detailed contents
of the information. Specifically, a few studies only consider the influence topics or general
content categories, but these appear insufficient to capture the fine-grained information of
an influence. Studies have shown that the users’ prior knowledge significantly impacts the
acceptance of a message [78, 101]. Therefore, it is important to consider the association

between the user’s prior knowledge and detailed influence content in the influence spreading.

4.2.2 Influence Maximization

Influence maximization is recognised as a popular NP-hard problem, which has been widely
investigated by many researchers [80]. The objective is to select a finite set of users from
the networks, expecting they can maximize the impact across the entire network [80]. The

identified set of users is called a seed set, the process of identifying this set of influencers is
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called seed selection, and the algorithms used for seed selection are named seeding algorithms.
The objective of the classic influence maximization problem focuses on maximizing the
overall number of influenced users, serving the goal of reaching a large audience, but this
cannot be directly applied to some particular situations with a different objective, e.g., how
to minimize the rumours. Therefore, numerous research works have been dedicated to the
investigation of influence maximization variants. For example, Li et al. model multiple
influence diffusion by considering the relationships among various influences [102]. Li et al.
study influence maintenance and propose a novel seeding algorithm aiming to sustain long-
term influence [98]. Li et al. propose a novel model which aims to suppress negative social
influences by injecting other influences [97]. Bharathi et al. investigate competitive influence
diffusion by focusing on the scenario when multiple types of messages are competing within
a social network [22]. Gershtein et al. propose an IM-Balanced system, allowing users to
explicitly declare the desired balance when multiple objectives are presented [59].

Almost no research in the field of influence maximization considers information alterna-
tion within the information cascading process. Users always tend to modify the influence
messages based on their prior knowledge or attach their opinions before spreading them.
Such a critical feature is ignored by almost all the research works. In contrast, in this chapter,

we intend to maximize the influence and suppress the alternation of influence.

4.2.3 Influence Diffusion with Deep Learning

Influence diffusion is a naturally complex process, where users spread influences based on
numerous factors, e.g., prior commitment level, preference, neighbours’ opinions, etc. [101].
Therefore, to model real-world influence diffusion, it is important to model users’ prior
knowledge and behaviours. Nowadays, deep learning techniques and KG are acknowledged
as suitable tools for modelling users’ complex behaviours and knowledge structures; thus,
they are also adopted to predict the influence diffusion. Yang et al. propose a Neural Diffusion
Model (NDM) to generally influence cascade prediction from a microscopic perspective,
where deep learning techniques, including attention mechanism and convolutional network
for cascade modelling, are employed [182]. Wang et al. propose an attention-based RNN to
capture the cross-dependence in the influence diffusion and introduce a coverage strategy to
mitigate the attention misallocation problem [173]. Hu et al. propose a memory-based deep
recurrent network, i.e., Diffusion-LSTM, to recursively predict the entire diffusion path of
an image through a social network [69]. Wang et al. investigate how to use representation
learning to assist information diffusion prediction on graphs [171]. Qiu et al. utilise the users’
local network as input to a graph neural network with an attention mechanism to learn users’

latent feature representation to predict social influence, where the network structures and
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user-specific features are taken into consideration [132]. Keikha et al. employ deep learning
technologies to learn network embedding by extracting local and global structural information
from single and multiple interconnected networks to tackle the influence maximization
problem [79]. Similarly, Tian et al. propose a deep influence evaluation model to learn
node features and address the topic-aware influence maximization problem, where network
structural information, topic and users’ interests are used to identify influential users [157].
Cai et al. propose a holistic influence diffusion model by considering users’ both cyber and
physical interactions and address a new holistic influence maximization problem [31]. Teng
et al. employ the Knowledge Graph to model relevant items in a sequence of promotions
considering multiple target products in multiple promotions, and users’ dynamic perceptions
of these product relations [156].

Whereas most existing deep-learning-based influence cascade prediction approaches
focused on learning the sharing behaviours in a social network. Namely, “who influenced
whom” information is explicitly labelled in the influence-diffusion chain, but ignores how the
users perceive the information to produce an influencing message based on users’ existing
knowledge. Different from these research works, we intend to leverage deep learning and KG
to model the users’ complex behaviours with a key consideration of information alteration,

simulating influence diffusion from a microscopic perspective.

4.3 Formal Definition and Problem Formulation

4.3.1 Formal Definition

Definition 1: Social Network refers a graph G = (V,E), including a set of users V =
{vo,Vv1,...,v, } and a collection of edges among the users E = {eg, e, ..., ey }. The cardinality
of V and E is represented as |V| and |E|, respectively. Meanwhile, user v; has a set of
neighbours I'(v;), where I'(v;) = {v;|e;; € E}. If user v; is identified as a member of the seed
set or is activated, v;’s activation state is regarded as active, i.e., s(v;) = 1, and s(v;) = 0 vice

versa.

Definition 2: Influence Message is considered one of the concrete representations of social
influence, which generally refers to a piece of information sent to or left for a recipient. In
the current setting, influence message msg, denotes a sequence of words, e.g., a tweet posted
by the neighbour, which can be delivered from one user to another, potentially affecting
the user’s opinions or behaviours. msg,(v; — v;) describes that user v; delivers influence

message msg, to user v;. The representation of msg, and msgy(vi = v j) is denoted as msgy
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and msgx (v; — v;), respectively. For simplicity, msg, refers to a message received by v; and

delivered from the neighbour.

Definition 3: Information Alteration, in general, refers to an action from a user, altering
the existing information based on the user’s knowledge and perception. In this context, infor-
mation alternation describes user v;’s behaviour, modifying an existing influence message
msgx(v; = vi),v; € I'(v;) by changing the existing words of msg, or adding new words to
msgy, producing a new influence message msg.

To explain this further, in the influence-diffusion process, msg, can be forwarded without
any alteration but is also potentially modified by any user before sending it to the neighbours,

i.e., msgh.

Definition 4: Prior Knowledge is defined as all the knowledge that a person has before
learning a topic. Prior knowledge significantly impacts people’s perception of influence
messages [37]. In other words, given the same message, different users have different
understandings due to their prior knowledge [185]. In the current setting, user v;’s prior
knowledge K; is represented as a KG, consisting of a collection of triples extracted from
delivering message set {msg,(vi = v;)|vi € I'(v;) }. The embedding of K; is represented as K.

Definition 5: Sub-consciousness refers to the unconscious mind, the knowledge and process
that existed well under the surface of conscious awareness, which is theorised to exert an
influence on users’ behaviours [176]. In this research, sub-consciousness forms a context
of how a user perceives the information, user v;’s sub-consciousness S; is represented as
a KG, formed through resolving all the triples extracted from the receiving message set
{msgy(vi = vi)|v; € T(vi)}. The embedding of S; is denoted as S;.

Prior Knowledge and Sub-consciousness are modelled as Knowledge Graphs in which
the knowledge is presented as factual triples (head, relation, tail) or (subject, predicate,
object). Multiple triples form a directed graph. Head/Subject and tail/object are entities
extracted from plain texts, which denote the messages given in the dataset. Relation/Predicate
refers to a link between two entities, describing the corresponding semantic relationship.
For example, given a message Elbert Einstein was born in German Empire., the triplet is

represented as (Elbert Einstein, bornin, German Empire).
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4.3.2 Problem Formulation

Influence Maximization with the Minimum Information Alteration (IM-MIA) problem is
defined as the process of maximizing the overall influence coverage, i.e., the total number
of influenced users, and minimizing the information alternation in the diffusion process,
i.e., attempting to retain the originality of the influence message throughout the cascade.
Therefore, we adopt Alteration-Based Influence Degree (ABID) as the evaluation metric
to measure the influence coverage by considering information alteration. Specifically, the
influence coverage presents a positive correlation with ABID, while the alteration positions a
negative correlation.

Specifically, in social network G = (V, E), each user v; has a chance to alter the influence
message msg, received from the neighbours I'(v;) before delivering it to the neighbours.
The information alteration initiated by v; is based on both prior knowledge K; and sub-
consciousness S;. Given a finite budget k (seed set size) and social network G = (V,E)
with the users’ sending and receiving messages, i.e., {Ko, K1, ..., K, } and {So,S1,...,S, }, the

objective is to maximize ABID, which is formulated in Equation 4.1.

max<|f(SC)|-(1 SO (SC Y, Atr(vi) ) 4.1)

vi€F (SC)

where f(SC) refers to the influence coverage, i.e., the cardinality of the users who received
or spread the influence message, when seed set SC is selected, |SC| = k. In contrast, F (SC)
is a set of users who spread the influence message, i.e., the users who are activated, Vv; €
F(SC),vi € VAs(vi) =1. a € [0,1] denotes a parameter, balancing the weight of the
information alteration degree. If o = 0, the alteration is not considered, while only influence
coverage contributes to the objective function. Azr(v;) is a function, which estimates the
alteration degree between msg, and msg’., representing originally diffused message and the
message delivered by v;, respectively.

Furthermore, to measure the alteration degree between two influence messages msgy (vg —
vi) and msg; (v — v;) from user v; to v, the cosine similarity function given in Equation 4.2
is employed.

Atr(vi) = 1 — cos(msgy (v — Vi), msg, (Vi = vj)), 4.2)

where v; € T'(vg),v; € I'(v;), and msg, denotes any influence message received by v; and
delivered from vy.



4.4 Knowledge-aware Influence Diffusion with Information Alteration 74

4.4 Knowledge-aware Influence Diffusion with Information

Alteration

4.4.1 KIAID-based Influence Diffusion Model

To address the aforementioned IM-MIA problem, we propose a novel influence-diffusion
model, named Knowledge-aware Information Alteration Influence Diffusion (KIAID) Model.
KIAID leverages users’ prior knowledge, sub-consciousness and historically interactive
behaviours for building a deep-learning-based model, which is capable of predicting the
user’s behaviours, namely, generating a message or forwarding the message after receiving
one from the neighbours.

Figure 4.1 utilises one of the influence diffusion paths as an example, which demonstrates
how the KIAID model is applied to the information-diffusion process. In this figure, User
v; is initially activated and successfully activates v;. As a seed user, v; delivers the original
influence message msg, to v;. When msg, reaches user v;, if v; is activated, the KIAID
model takes the corresponding prior knowledge K, sub-consciousness S; and msg, as the
input of the KIAID model. Subsequently, influence message msg;, i.e., the altered influence
message produced by v;, is generated. Thus, the information alteration degree Atr(v;)
can be calculated based on the cosine distance between msgy and msg; by using Equation
4.2. Similarly, with the input message msg;, user v, is activated and produces msg,, by
considering both K, and S,,. The diffusion process of this path ends when the influence
message reaches v, if v, is not activated successfully or all its neighbours are attempted at
least once.

v Y

,@ﬂ,@&,mgﬂg@
Fig. 4.1 Influence Diffusion with the KIAID Model

The detailed architecture of the KIAID model is presented in Figure 4.2, which consists

of three key modules, i.e., User KG (including both prior knowledge and sub-consciousness),

Encoder and Decoder. There are two major reasons why KG is applied to model the user’s
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knowledge. First, KG is capable of presenting the interconnections of the key entities.
KG’s reliability appears higher than that of plain text. Second, KG can automatically filter

redundant data, retaining key information.
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Fig. 4.2 The Architecture of the KIAID Model

Specifically, Sub-consciousness KG and Prior Knowledge KG are generated by following
the same approach, i.e., extracting semantic triples and conducting entity resolution, but
with different data sources. The former leverages the user’s received influence messages,
while the latter uses the delivered influence messages. Graph Neural Network (GNN) [141]
is adopted to obtain the embeddings of both KGs. Furthermore, we extend the Graph
Attention Networks (GATs) [161] by adding two transformer layers, which generate the
initial embeddings. The attentions are calculated by using Equations 4.3, 4.4 and 4.5.

exp(B) ws)

aij = softmax;(B;;) = Yrer(ny P (Bi)’
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Bij = LeakyReLU (a” [Whi||W hj)), (4.4)
h,’ = G( Z Ol,'jW]’lj), (45)
JEN;

where I'(n;) denotes the neighbourhood of node #; in the graph; A; refers to the embeddings
of n;; B ;j represents the importance of n; to n;; @;; indicates the normalised attention of
n; across all the neighbours. The final graph embeddings, emb € RY, are collected by an
inserted global node which connects every node in the KG.

The encoder module has multiple layers, and each layer is composed of multi-head
attention, layer normalisation and a feed-forward network, which are formulated in Equations
4.6 and 4.7.

h' = LayerNorm(h'=" + MHAtt (W'~ 1)), (4.6)

h' = LayerNorm(h! + FFN(R)), (4.7)

where 1° denotes the first input vector of text; LayerNorm represents the layer normalization
operation; MHAtt refers to the multi-head attention; FFN describes the Feed-Forward
Network and [ here denotes one of the multiple encoder layers.

Inspired by [160], we extend the decoder module by inserting two more attention layers
to integrate the text representations and graph embeddings. The output of the decoder is
the generated text, i.e., the reaction towards a message based on the incoming influence
message and the user’s knowledge. There are two scenarios: (1) the output is the same as
or close to the original text. This will be treated as a forwarding behaviour; (2) the output
produces different text. We regard the influence message as altered and will be diffused to
the neighbours.

To analyse the rationality and validity of the KIAID, we demonstrate the convergence of

the model training on two datasets and give a study case in Experiment 1.

4.4.2 Alteration-based Seed Selection Algorithm

There are numerous classic seed selection algorithms for addressing the traditional influence
maximization problem, e.g., degree-based, greedy and random selection [80].

To address the IM-MIA problem, we propose a novel seeding algorithm based on the
KIAID model, named Alteration-Based Seed Selection (ABSS) algorithm, which considers
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both node degree and the information alteration degree. The ABSS is described in Algorithm
1.

Algorithm 1 Alteration-Based Seed Selection Algorithm
Input: G = (V,E), k, msgy, o
Output: Seed set SC, |SC| =k

1: Generate a seed set: SC < 0

2: Generate a candidate set: C <

3: for Vv; € V do

4 sum_Atr:=0

5 for Vv; e I'(v;) do

6: Calculate Afr(v;) w.r.t. msgy using Equation 4.2
7 sum_Atr := sum_Atr +Atr(v;)

8 end for

9 avg_Atr(v;) = m - sum_Atr

10: C+ CU{v;}

11: Sort C by avg_Atr in a descending order
12: if |C| > 2k then

13: Remove the last element from C

14: end if

15: end for

16: for Vv; € C do

17: Estimate v;’s ABID using Equation 4.8

18: SC + SCU{v;}

19: Sort SC in terms of ABID in a descending order
20: if [SC| > k then

21: Remove the last element from SC
22: end if
23: end for

24: return SC

ZV]'EF(V,') AZ‘I’(VJ')
[F(vi)]

In Algorithm 1, the inputs incorporate social network G with users V and relationships

I(viyo) = [f(vi)|(1 — o )/ V] (4.8)

E, seed set size k, influence message to be diffused msg,, and parameter . The output
is the selected seed set SC. Lines 1-2 initialize two sets for carrying seeds and candidate
seeds. Lines 3-9 aim to calculate the average information alteration degree of each user’s
neighbourhood. Line 10 adds the user to the candidate set. Lines 11-15 limit the size of the
set by eliminating users who have the lowest average degree of information alteration. Lines
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16-23 estimate the ABID of each element in C and identify the top k users as the seeds. Line
24 returns the seed set SC.

Our algorithm measures the alteration degree by considering both the user degree and the
average message alteration degree contributed by the neighbours. For each user, only the
one-hop neighbour is involved in the computation. Thus, the alteration degree calculation
presents a linear time complexity, which is associated with the cardinality of the neighbours,
O(|T'(v;)|). The worst scenario is that a user connects all the others, and the complexity
will be O(|V|). The complexity of iterating all the users and corresponding neighbours is

n
O( Y. Degree(v;)) = O(|E|), and the worst case is that every node is connected to all other
i=1

nodes in the graph, which will lead the complexity to O(|V|* (|[V|—1)) = O(|V|* —|V|) =
O(|V]?). As we select k seeds from 2k candidates, the complexity of selection is O(2k).

Therefore, the complexity is O(|V | +2k), where 2k is constant, and the final complexity is
o(IV[?).

4.5 Experiments and Analysis

We conducted seven experiments for this research study. Experiment 1 aims to demonstrate
the rationality of the KIAID model by analysing the convergence and using case studies.
Experiment 2 investigates the information alteration patterns of five different influence
messages in the influence-diffusion process. Experiment 3 evaluates the performance of the
proposed ABSS algorithm in terms of influence coverage. In Experiment 4, by applying
the ABSS algorithm, we further compare the patterns of influence coverage and ABID for
different influence messages. Experiment 5 compares the performance of seeding algorithms
in terms of ABID. In Experiment 6, we explore the performance difference by varying the
parameter «. In the last experiment, we conduct an ablation study to verify the importance
and contribution of the Knowledge Graphs.

4.5.1 Dataset Description

In this research, we conduct experiments by using two real-world datasets, i.e., Enron Email*
and Twitter dataset from Kaggle®.

* Emails have been proved to be useful for studies in information and social network
analysis, especially in detecting hidden organisational structures and selecting influ-
ential spreaders [146]. The dataset includes 150 named users and 11,013 edges [83].

“https://www.cs.cmu.edu/ enron/
>https://www.kaggle.com/datasets/hwassner/TwitterFriends
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We assume that email reciprocation implies relationships and that the email contents
reflect users’ knowledge. The Enron email dataset is pre-processed by eliminating
some long advertising emails, and duplicate and short emails. Next, each user’s sent
and received emails are organised in chronological order.

* The Twitter dataset is widely used as an academic research dataset among researchers.
The original dataset contains 40,000 users. Data pre-processing is conducted by
eliminating those without friends or followers. Furthermore, users with fewer than
45 posts or fewer than 12 friends are removed. Finally, we construct a Twitter friend
graph, having 4,139 nodes and 18,321 edges, with an average of 136 posts.

On both datasets, for each user, we construct two KGs based on their sent/post and
received messages, respectively, with Stanford OpenlE ©. Recall that the KG extracted from
a user’s sent/post messages is defined as Prior Knowledge, and the KG extracted from
received messages is named as sub-consciousness. We assume that the received messages
will gradually fade out of the user’s memory. Thus, a time-decay function is applied to each
user’s sub-consciousness KG, which is formulated in Equation 4.9.

In —1;
wi=1-— m7 4.9)
where #; denotes the timestamp of the i-th message in the reverse chronological order, 7,
describes the timestamp of the last message, fy represents the timestamp of the first message,
and f refers to a parameter that keeps the weight from being 0.

4.5.2 Experiment Setup

In the experiments, some classic seeding algorithms are used as the counterparts of our
proposed ABSS algorithm, including Random selection, Degree-based selection, Greedy
algorithm [80], CELF algorithm [92] and IMM algorithm [154]. We compare the overall
influence coverage and information alteration of all six algorithms. Meanwhile, we also
evaluate each of them by estimating the ABID. Since the diffusion model is IC-based, i.e.,
probabilistic-based, all experiment results are obtained by calculating the average value over
multiple trials.

The weight of the information alteration is controlled by parameter o € [0, 1], aiming to
balance the impact of information alteration. & = 1 is applied to all the experiments except
Experiment 6, in which we showcase the impact of o. The size of the seed set varies from 1
to 21 on the Enron email dataset, and 1 to 101 on the Twitter dataset.

®https://nlp.stanford.edu/software/openie.html
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To calculate the influence alteration of each user’s output message, we adopt a fine-tuned
BERT [47] on the dataset to generate a representation vector for each output message and
calculate the distance to the original message by using the Cosine similarity function as
shown in Equation 4.2.

4.5.3 Experiment 1: KIAID Model Rationality Analysis

The first experiment aims to reveal the validity and rationality of the proposed KIAID model.
As mentioned previously, KIAID is a deep-learning-based model that considers the received
influence message and user knowledge and generates text as the delivering message. We
present the convergence of model training and give a study case.

The model training aims to reduce the loss. Since two datasets are leveraged in this
research, the loss and accuracy trends of two models are demonstrated in Figures 4.3
and 4.4. For both Enron Email and Twitter datasets, the KIAID model is trained for 100
epochs. The model evaluation is conducted based on the word prediction task at the end
of each epoch using the validation dataset. As we can observe both loss and accuracy
trends demonstrate good convergence on both datasets, confirming the model’s validity by
accurately modelling user behaviour. By achieving a reliable prediction of user reactions,
the KIAID model provides a robust foundation for suppressing information alteration during

influence diffusion.
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Fig. 4.3 Enron: The loss and accuracy of both training and validating
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Fig. 4.4 Twitter: The loss and accuracy of both training and validating

Next, we present a study case based on the KIAID model. Figure 4.5 demonstrates an
example, i.e., how user Victor reacts when an influence message is received. In this figure, the
keywords of the received message, i.e., extend, #465490, ENA and HPL, are captured from
the received message. Victor provides all the relevant information about entities mentioned in
the message. The model not only gives the corresponding response but also corrects the false
statement in the received message by indicating the right deal number, #462490, between
ENA and HPL. A corresponding part of Victor’s KG is also illustrated, and corresponding
entities are coloured in blue and red. In this case, this received message will be diffused as

Victor’s reaction towards the received message.

4.5.4 Experiment 2: Alteration Patterns

Experiment 2 investigates information alteration patterns by employing degree-based and
ABSS algorithms on the Enron email dataset. Five different influence messages are picked
from the corpus for the influence-diffusion simulation, including meeting arrangement
(msgl), advertisement (msg2), business question (msg3), irrelevant message (msg4) and
personal talking (msg5). The details are listed in Table 4.1.

Figures 4.6 and 4.7 show the results after applying the degree-based seed selection
algorithm and ABSS algorithm, respectively. As can be seen from both figures, msg2 and
msg4 are altered the least among these five messages, while msg5 is altered the most. msg3
and msg1 sit in the middle, initially showing a rapid upper trend with the increase of k and
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Yes

a third party Extended

Received message #462490

Victor, Can you extend deal #465490
between ENA and HPL A
work_with deal_number
ENA

Delivered message deal_with deal_with

The ENA's zone 5 sale number is
#465490 with a third party

zong_5_sale_number work_with

ENA's deal number is #462490 with
HPL and #462490 has been extended. v

O #465490 HPL O

Fig. 4.5 An example of received and delivered messages

then a downside when k reaches 13. This implies that increasing k over a particular threshold
can help to retain the originality of the influence message. Meanwhile, the message content
impacts the degree of information alteration. People tend to alter the message if it is an open
topic, e.g., personal talking but seldom update a fact, e.g., meeting arrangement.

Based on the results in Figures 4.6 and 4.7, we can also observe the proposed ABSS
algorithm appears more effective. Given the same influence message, the ABSS algorithm
produces a lower average alteration and shows an evident decreasing trend when & increases
up to 13. This phenomenon is the most obvious on msg3.

These findings provide a better understanding of how different message types influence
alteration patterns. Such insights are critical for designing algorithms that effectively suppress
information alteration while maintaining a high-influence coverage.

The Twitter dataset does not define a clear type of message, which is different from that of
Enron Email. Thus, we randomly select 10 messages for influence propagation and estimate
the average alteration degree of these messages using various algorithms. The results are
presented in Figure 4.8. As can be seen from the figure, the ABSS algorithm demonstrates

strong capabilities of suppressing influence alteration.
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Table 4.1 5 messages of different types

Messages

Types

msgl

Here are the net open Socal border positions we have for Elvis and
Cactus. Let’s try and set up a conference call with Phillip and John to
talk about their offers at the back-end of their curves.

Meeting arrange-
ment

msg2

The legendary Stan Lee, creator of Spiderman and the Incredible Hulk,
brings us “Let the Game Begin”, episode #1 of 7th Portal — a new series
exclusively on shockwave.com.

Advertisement

msg3

Are there behind closed doors discussions being held prior to the meet-
ing? Is there the potential for a surprise announcement of some sort of
fixed price gas or power cap once the open meeting finally happens?

Business question

msg4

In this future, you will be able to teleport instantly as a hologram to be
at the office without a commute, at a concert with friends, or in your
parents’ living room to catch up. This will open up more opportunity no
matter where you live. You’ll be able to spend more time on what matters
to you, cut down time in traffic, and reduce your carbon footprint.

Irrelevant content

msgS

I am sorry I have not called to see how you are doing. How are you?
How is Olivia and the rest of the family? How is the house coming
along? We are doing fine. Meredith is sitting and eating some solid
foods. She is at a very fun age. I am going to Chicago tomorrow on
business. I am going to have dinner with Esther on Thursday night.

Personal talking

Fig. 4.6 Enron
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Fig. 4.8 Twitter: Average alteration of six algorithms on 10 messages

4.5.5 Experiment 3: Coverage Comparison

In this experiment, we aim to investigate the performance of the ABSS algorithm in terms of
influence coverage and compare it with other classic seed selection algorithms, including
Random selection, Degree-based selection, Greedy algorithm [80], CELF algorithm [92] and
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IMM algorithm [154]. The experimental results are presented in Figure 4.9 and 4.10. The
greedy algorithm performs the best on both datasets, and the proposed ABSS is quite close
to it. However, the greedy algorithm is not scalable for large networks [36]. This proves that
our algorithm is as stable as the greedy algorithm to select seeds.

One observation is that, when the seed size is small, the influence coverage of ABSS on
the Enron email dataset (small dataset) appears a bit lower than most of the other algorithms
and converges to the same level as the seed set size k increases. As for the Twitter dataset
(large dataset), the influence coverage of ABSS always remains lower than the others at
the beginning. However, as seed set size k increases, it also converges to the close level
as other algorithms. This is because we also take information alteration into consideration
while selecting the seed set. Nodes with high degrees are not always the best choice in our
algorithm.

From this experiment, we can see that the ABSS algorithm demonstrated comparable
performance to other classic algorithms in terms of influence coverage. This highlights its
ability to achieve the dual objectives of maximizing influence while retaining the originality
of influence messages, aligning with the goal of optimizing influence propagation in a
realistic social network setting.

A~ Degree -~ ABSS Greedy —#&— CELF —#&— IMM

-@- Random

1.0

0.9

0.8

Coverage (%)

0.7

0.6

Fig. 4.9 Enron: Average Coverage of six algorithms
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Fig. 4.11 Influence coverage and ABID of 5 influence messages

4.5.6 Experiment 4: Simulation

In this experiment, we simulate the information-diffusion process by using the proposed
KIAID model to spread five influence messages. After applying the ABSS algorithm to each
influence message, the influence coverage and ABID are calculated and presented.

In Figures 4.11, the ABID values of msgl, msg2 and msg4 rise as k increases. However,
the values of msg3 and msg5 decrease. As can be seen from Figure 4.7 the overall alterations
of msgl, msg2 and msg4 appear stable, and there are no significant ups and downs. Based
on the observations from these figures, there are two reasons why the ABID declines as
the coverage increases. First, the alteration increasing rate appears high while the coverage
increasing rate becomes low, as shown in msg3 of Figures 4.11 and Figure 4.7, when k
increases from 3 to 9, a series of consecutive drops is presented with the rapid increase of
alteration. Second, when the influence coverage starts to converge, the ABID diminishes as

the alteration rises, even with a minor increase. Based on the observation from these figures,
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we can conclude that ABID is very sensitive to information alteration, especially when the
coverage is converged, slight information alterations can lead to an obvious reduction in
ABID. In Figure 4.11, given k = 15, msg2 shows an obvious fall when the alteration slightly
increases, referring to the corresponding alteration of msg5 in Figure 4.7.

However, given a larger seed set size k, the alteration decreases when the influence
coverage starts to converge, and the total influence coverage also starts to increase.

This experiment shows that ABID values are highly sensitive to alteration and that slight
changes can significantly affect the influence’s quality. This reinforces the goal of quantifying
the trade-off between influence coverage and information alteration. The ABID metric is a
practical tool for assessing this balance, directly addressing the core problem of influence

maximization with minimal alteration.

4.5.7 Experiment 5: ABID Comparison

This experiment aims to evaluate the performance of the proposed novel seeding algorithm,
i.e., the ABSS algorithm, in terms of ABID. Recall that the evaluation metric ABID measures
the influence coverage with a major consideration of information alteration.

Figures 4.12 and 4.13 demonstrate the ABID produced by six algorithms with different
seed set sizes on both Enron email and Twitter datasets, respectively. It is evident that the
proposed ABSS algorithm outperforms the other classic seeding algorithms.

Given a low budget k, we can see from Figure 4.9 and 4.10, the ABSS algorithm weakens
the influence coverage, but appears strong in retaining the originality of the influence message.
As the seed set size k increases, our ABSS algorithm performs better and better, and we
can observe that when k is bigger than 30, our ABSS algorithm starts to outperform other
algorithms.

Meanwhile, as can be observed from Figure 4.12 the greedy algorithm performs even
worse than the degree-based algorithm, especially when k increases up to 17. In Figure 4.13,
other algorithms also perform very close to the Greedy algorithm. This implies that high
influence coverage is not always the best choice for spreading influences since the information
can be altered. Whereas, a balance between influence coverage and information alteration
becomes the key point.

This experiment shows that the ABSS algorithm outperforms other seed selection algo-
rithms in terms of ABID when seed set sizes are sufficiently large. This demonstrates its
efficacy in addressing the Influence Maximization with Minimum Information Alteration
(IM-MIA) problem, directly contributing to the goal of balancing coverage and originality in
influence propagation.
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Fig. 4.13 Twitter: Average ABID of six algorithms

4.5.8 Experiment 6: Parameter Analysis

Experiment 6 aims to investigate the impact of the introduced parameter o € [0,1]. We
calculate the ABID on all four algorithms with different o values, i.e., & € {0,0.5,0.8,1}.
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The results on both Enron Email and Twitter datasets are listed in Tables 4.2 and 4.3,
respectively.

o is the parameter controlling the strength of alteration while disseminating a message.
As can be observed from both tables, a lower ¢ value corresponds to a smaller difference
among the algorithms. When o = 1, the effect of the alteration is fully considered, having
both influence coverage and alteration contributed to the ABID. In this case, our seeding
algorithm ABSS outperforms other algorithms, especially when k grows larger. With the
increase of ¢, the ABID appears close to the convergence. When o = 0, the alteration is not
taken into consideration, i.e., only the influence coverage contributes to the ABID. In this
case, the results appear the same as those of coverage. We can also draw the conclusion that
a o value corresponds to a higher difference among the seeding algorithms. In this case, our
ABSS seeding algorithm performs much better than the others.

This experiment shows that lower values of the parameter o result in reduced sensitivity
to information alteration, while higher values amplify its effect. This flexibility underscores
the adaptability of the proposed model to varying social network scenarios, showcasing the

ability to create a customizable and scalable framework for influence maximization.

Table 4.2 Enron email: ABID of six algorithms with different alpha values

. Seed Set Size k

Alpha values | Algorithms 1 ‘ 3 ‘ 3 ‘ 5 ‘ 9 ‘ 11 ‘ 3 ‘ 15 ‘ 7 ‘ 9 ‘ ox]
Greedy 0.608 0.672 0.682 0.676 0.683 0.693 0.693 0.693 0.693 0.693 0.703
CELF 0.616 0.666 0.684 0.676 0.673 0.683 0.693 0.693 0.703 0.703 0.713
a=1 IMM 0.624 0.676 0.710 0.679 0.666 0.663 0.673 0.673 0.698 0.713 0.718
Degree 0.608 0.659 0.694 0.679 0.686 0.693 0.703 0.703 0.703 0.713 0.723
Random | 0.493 0.524 0.510 0.526 0.518 0.496 0.507 0.527 0.554 0.558 0.593
ABSS 0.648 0.702 0.740 0.735 0.752 0.752 0.742 0.733 0.742 0.742 0.752
Greedy 0.648 0.721 0.737 0.737 0.744 0.752 0.752 0.752 0.752 0.752 0.760
CELF 0.653 0.713 0.737 0.737 0.737 0.744 0.752 0.752 0.760 0.760 0.768
=08 IMM 0.655 0.719 0.760 0.737 0.729 0.729 0.737 0.737 0.756 0.768 0.772
Degree 0.646 0.705 0.745 0.737 0.745 0.752 0.760 0.760 0.760 0.768 0.776
Random | 0.510 0.558 0.541 0.567 0.564 0.545 0.562 0.583 0.612 0.610 0.647
ABSS 0.676 0.742 0.783 0.784 0.800 0.800 0.792 0.784 0.792 0.792 0.800
Greedy 0.709 0.796 0.821 0.828 0.832 0.842 0.842 0.842 0.842 0.842 0.846
CELF 0.708 0.783 0.817 0.828 0.832 0.837 0.842 0.842 0.846 0.844 0.851
=05 IMM 0.702 0.783 0.835 0.825 0.823 0.827 0.832 0.832 0.844 0.851 0.854
’ Degree 0.704 0.774 0.822 0.825 0.833 0.842 0.846 0.846 0.846 0.851 0.856
Random | 0.537 0.607 0.590 0.628 0.634 0.618 0.644 0.668 0.697 0.689 0.727
ABSS 0.719 0.801 0.850 0.857 0.871 0.871 0.866 0.861 0.866 0.866 0.871
Greedy 0.808 0.922 0.963 0.978 0.987 0.994 0.994 0.994 0.994 0.994 0.994
CELF 0.803 0.904 0.947 0976 0.985 0.989 0.993 0.993 0.993 0.993 0.993
=0 IMM 0.782 0.893 0.962 0969 0984 0.987 0.989 0.993 0.993 0.993 0.993
Degree 0.802 0.887 0.951 0973 0982 0.989 0.993 0.993 0.993 0.993 0.993
Random | 0.582 0.694 0.672 0.728 0.752 0.737 0.781 0.814 0.842 0.820 0.859
ABSS 0.751 0.883 0.942 0958 0.982 0.989 0.993 0.993 0.993 0.993 0.993
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Table 4.3 Twitter: ABID of six algorithms with different alpha values

. Seed Set Size k

Alpha values | Algorithms =751 —737 741 | 51 | 61 [ 71 | 81 [ 91 [ 10i
Greedy |0.156 0.251 0296 0306 0321 0320 0.298 0288 0296 0322 0340

CELF | 0.125 0212 0305 0321 0312 0316 0288 0285 0289 0318 0.332

yel IMM | 0.126 0217 0270 0280 0273 0268 0273 0265 0259 0277 0300
Degree | 0.120 0.183 0248 0276 0278 0.284 0267 0276 0.281 0270 0.296

Random | 0.056 0.074 0.078 0.097 0.097 0.094 0.105 0.112 0.115 0.135 0.147

ABSS | 0.115 0208 0308 0326 0.355 0382 0.413 0434 0461 0.469 0.504

Greedy |0.173 0.289 0351 0374 0403 0410 0396 0389 0397 0419 0434

CELF | 0.140 0239 0350 0377 0383 0395 0377 0380 0385 0411 0423

" 08 IMM | 0.141 0244 0314 0336 0342 0348 0361 0357 0355 0374 0394
Degree | 0.134 0206 0288 0326 0339 0353 0343 0359 0369 0.366 0.389

Random | 0.061 0.084 0091 0.116 0.119 0.21 0.144 0.156 0.164 0.190 0.202

ABSS | 0.120 0218 0328 0357 0390 0.420 0.448 0471 0497 0511 0545

Greedy |0.198 0345 0433 0478 0526 0545 0542 0539 0548 0564 0575

CELF | 0.163 0281 0417 0460 0491 0513 0509 0523 0529 0551 0.561

405 IMM | 0.163 0.284 0380 0420 0446 0469 0492 0495 0500 0519 0535
Degree | 0.155 0241 0349 0403 0429 0457 0458 0483 0.500 0.510 0.528

Random | 0.068 0.097 0.109 0.143 0.153 0.162 0203 0221 0238 0273 0.284

ABSS | 0.127 0234 0359 0403 0443 0476 0502 0527 0.550 0.575 0.607

Greedy |0.243 0442 0568 0.652 0.728 0.767 0.785 0.793 0.804 0.806 0.812

CELF | 0204 0348 0532 0598 0.667 0713 0734 0761 0772 0.784 0.789

w0 IMM | 0202 0348 0493 0563 0.620 0673 0712 0725 0741 0.763 0.770
Degree | 0.192 0302 0452 0.532 0.577 0.632 0.652 0.687 0.722 0.748 0.762

Random | 0.083 0.116 0.138 0.192 0206 0227 0301 0328 0360 0412 0421

ABSS | 0.141 0264 0413 0484 0532 0574 0593 0.624 0.642 0.681 0.714

4.5.9 Experiment 7: Ablation Study

An ablation study to showcase the importance and contribution of the Knowledge Graph
components of the model, including prior knowledge and sub-consciousness. Such compo-
nents impact the quality of the generated output text. For simplicity, we choose three k values
to show the results.

Tables 4.4 and 4.5 compare the performance by adding or removing Knowledge Graphs.
When they are removed, the ability to suppress the influence alteration of our ABSS algorithm
is weakened. On the Twitter dataset, when k = 21, the result of ABSS without KG appears
lower than Greedy. This shows that our model benefits from the Knowledge Graph rather
than from a sole language model.

This ablation study shows that removing the Knowledge Graphs reduce the model’s ability
to control alteration, showcasing their importance in the model architecture. This aligns with
the technical goal of leveraging user prior knowledge and subconsciousness to minimize
information alteration. The integration of Knowledge Graphs is a critical component of the
proposed KIAID model.
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Table 4.4 Abalation study using Twitter dataset

k
21 61 101
ABSS (with KG) | 0.308 0.413 0.504
ABSS (without KG) | 0.287 0.336 0.426
Greedy 0.296 0.298 0.340

Algorithms

Table 4.5 Abalation study on Enron email dataset

k
5 11 21
ABSS (with KG) | 0.740 0.752 0.752
ABSS (without KG) | 0.702 0.723 0.723
Greedy 0.682 0.693 0.703

Algorithms

4.5.10 Discussion

Seven experiments are conducted by leveraging the proposed novel influence-diffusion model,
1.e., KIAID, considering the user’s knowledge and information alteration. Through these
experiments, we demonstrate the advantages of addressing the IM-MIA problem with the
proposed ABSS algorithm. The results from these experiments validate the effectiveness of
the KIAID model and ABSS algorithm in maximizing social influence while suppressing
information alteration.

Based on the experiment results, the following insights can be revealed as follows:

* The results from Experiment 2 prove that our seed selection algorithm considering
information alteration can effectively reduce the alteration of the message during the

diffusion process.

* From the observation of Experiment 4, we uncover that the alteration-based influence
is very sensitive to information alteration. Slight information alteration can cause an
obvious reduction in alteration-based influence, especially when influence coverage

starts to converge.

» Experiment 5 carries out the result that, the proposed ABSS algorithm can outperform

other baseline algorithms in terms of ABID.

By conducting this research, we have come to understand that the scale of social networks

raises concerns about the applicability of our model. As the language model is trained on
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messages, the sheer size of the network can result in an increase in training data. Conse-
quently, the simulation’s runtime may also increase as the network expands. However, by
designing the language model training and individual view-based simulation of information

diffusion separately, we can mitigate the impact of large-scale networks.

4.6 Conclusion and Future Works

In this chapter, we focused on the problem of Influence Maximization with Minimal Informa-
tion Alteration. A novel influence maximization approach, which can measure the extent to
which the users in a social network can change the messages that they receive, was proposed.
In the proposed approach, we use Knowledge Graphs to represent users’ knowledge and train
a model to generate the users’ reactions toward the received messages. In addition, a novel
Knowledge-Aware Information Alteration Diffusion Model was proposed. By applying this
model to the IC-based diffusion process, we also propose a novel Alteration-Based Seed
Selection algorithm to tackle the Information Maximization problem with a key consider-
ation of suppressing information alteration. We further conduct extensive experiments to
demonstrate the advantages of our model and algorithms. Experimental results show that
compared with other classic seed selection algorithms, our algorithm can effectively increase
the influence coverage and retain the originality of the influence message. The results of this

chapter have been published in [166].



Chapter 5

Misinformation Detection with Deep
Learning and Framing Theory

The proliferation of misinformation jeopardizes social cohesion, distorts the truth, and desta-
bilizes democratic processes. Despite numerous studies on detecting misinformation within
online social networks, much of this misinformation is derived from factual information but
presented in misleading ways, implying meanings that differ from literal interpretations and
thus leading readers astray. Such instances pose a significant challenge for classification
since their textual features are very similar to those of truthful information.

In this chapter, We delve into the rapidly evolving challenge of misinformation detection,
with a specific focus on the nuanced manipulation of narrative frames — an under-explored
area within the AI community, by proposing deep-learning-based models to detect misin-
formation originating from accurate facts portrayed under different frames. The potential
for Generative Al models to generate misleading narratives underscores the urgency of this
problem. Drawing from communication and framing theories, we posit that the presentation
or 'framing’ of accurate information can dramatically alter its interpretation, potentially
leading to misinformation. In particular, the intricate user interaction in social networks plays
an important role in this process, as these platforms provide an unsupervised environment for
the dissemination of misinformation. Through real-world examples, we demonstrate how
shifts in narrative frames can transmute fact-based information into misinformation.

Our innovative approach leverages pre-trained Large Language Models and deep neural
networks to detect misinformation from accurate facts portrayed under different frames.
These advanced Al techniques offer unprecedented capabilities in identifying complex
patterns within unstructured data, critical for examining the subtleties of narrative frames.

Our objective is to bridge a significant research gap in the Al domain, providing valuable
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insights and methodologies for tackling framing-induced misinformation, thus contributing
to the advancement of responsible and trustworthy Al technologies.

Two novel models, FrameTruth Model (FTM) and Framed Element-based Model (FEM),
are proposed to address the challenges mentioned above. FTM leverages Large Language
Models to extract the framing of the information, incorporating this as an important feature
in the process of misinformation classification. FEM investigates how framing elements
affect misinformation detection, treating each element as a separate feature for the language
model to process. Our research systematically examines these elements, offering important
insights into the subtle ways information can be skewed using framing.

We evaluate both models by comparing their performance against popular baselines on
real-world datasets, demonstrating their superiority in classifying misinformation derived
from facts. We also examine the impact of framing theory elements, proving the rationale for

applying framing theory to enhance misinformation detection performance.

5.1 Overview

Misinformation in today’s media landscape is growing substantively, where fake news and
false or misleading information are disseminated through various media channels, e.g., news
websites and online social media platforms that most people frequently use and consume
information [73]. Artificial Intelligence (AI) has advanced from exclusively understanding
language to Generative Al (GAI) models that can automatically generate articles, posts, and
narratives with remarkable sophistication[111]. The accessibility of GAI models such as
ChatGPT has expedited the process of creating manipulative misinformation. In most cases,
it can be difficult for readers to distinguish whether the narrative was written by a GAI model
or a human author [85].

Automatically identifying incorrect facts or claim validation is a well-researched task that
has achieved high accuracy results, particularly with traditional misinformation detection
focused on keywords [134, 155]. However, identifying misinformation becomes challenging
when accurate facts are manipulated through biased frames to create misleading narratives.
Manipulating through biased frames involves selecting and highlighting certain aspects of
information while omitting others, presenting an alternative perspective that can distort the
original message [51]. This manipulation of accurate information by changing the perspective
and frames can lead to the propagation of misinformation, making framing a critical factor in
misinformation detection. Investigating strategic framing and its role in online information
dissemination is essential to address this issue [142].
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The framing theory has been recognised as an important concept in the communica-
tion fields, explaining how the presentation of information can influence an individual’s
perception and interpretation of that information [144, 55, 52]. It illuminates the process
by which communicators strategically highlight specific facets of a perceived reality within
a communication text. In the context of misinformation, framing theory suggests that the
way information is presented or framed can be used to manipulate individuals into accepting
false or misleading information as accurate. Framing involves the selection of some factors
about an issue or event, making them salient, or emphasizing these factors over other factors.
It is about selecting and deciding which parts of a situation or event to make salient to an
audience. Salience can be achieved by bringing the factors to the audiences’ attention through
their typographic appearance and layout, such as headlines and bold text; or the way their
discussion is carefully crafted through the communicating text; or by the deliberate omission
of these factors and the skilled manipulation of the logic of the arguments presenting the
facts of the situation. It also suggests how information is presented and communicated
in a narrative - the story that communicates the facts in a meaningful way - can influence
an individual’s perception and interpretation of that information and is recognized as an
important concept in the communication and social science fields [51, 52, 61, 144, 55].

Despite identifying specific frames, framing theory also suggests that four frame elements
contribute to how information is presented: problem definition, causal interpretation, moral
evaluation, and treatment recommendation [52]. Specifically, the problem definition defines
the problem by determining the actions of a causal agent along with their associated costs
and benefits. It is measured by what is culturally acceptable, while the causal interpretation
identifies which forces cause the problem. The moral evaluation makes moral judgments on
the causal agent and their effects, with the treatment recommendation offering suggestions to
solve the problem and the possible effects these might have. When it comes to misinformation,
framing theory suggests that the manner in which information is conveyed or framed can
be harnessed to persuade readers into embracing inaccurate or misleading information as
truthful. By strategically highlighting specific facts or interpretations while purposefully
excluding others, individuals or organizations can craft a specific narrative that aligns with
their agenda to mislead the audience [51]. By selectively emphasising certain facts or
elements, individuals or organisations can frame a particular narrative in a way that suits
their agenda and misleads the audience.

There are numerous research studies concerning the detection of framing, the identifica-
tion of elements within a frame, and the analysis of framing itself [52, 164, 158]. While there
are few existing research works on framing detection and framing analysis, very few studies

explore how frames impact the emergence of misinformation or which frame element has the
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greatest impact on the overall frame. It is challenging to classify misinformation stemming
from factual information. Therefore, misleading information created by manipulating the
frame of a truthful narrative would be undetected by traditional misinformation detection
models. The key challenge is that it is very difficult to classify the misinformation stemming
from the correct information by alternating the corresponding frames or framing elements.
For example, an excerpt of a factual information narrative with a political frame:

“The proposed three waters reform program harks back to the Havelock North water
contamination event in 2016... The government estimates that we’ll need a mind-boggling
8120 billion to $185 billion over the next 30 years... The government believes that four
entities, aggregating all the water services across the country, offer the best and quickest
opportunity to achieve the desired improvements... The review was expanded to cover all
three waters, and this acknowledges the inter-relationships between the three networks.”

Information is presented in a straightforward and factual manner, explaining the motiva-
tion behind the reform, the expected costs, and the time frame, describing the government’s
belief that larger entities can achieve efficiency gains, and understanding why all three water
networks were reviewed. However, an excerpt of a misleading narrative with a semantic
frame that uses specific terms to associate the statement with other communication contents
or features, including irony, lettering, metaphor and so on [143]. The following example
shows the satire/irony which suggests the opposite of the original message:

“Because nothing says ‘clean water’ like shifting responsibility from local government to
some fancy-sounding entity, right?... They even established a drinking water regulator to
ensure everything meets regulatory standards because we all know how important it is to
regulate things, right?... Because who needs small, local councils when you can have these
big entities making all the decisions for you? Efficiency gains are just a bonus, my friends!...
Because why bother keeping it simple when you can add some unnecessary complexity?”

Satire, oversimplification, and selective framing are used to mislead as it mocks the
idea of clean water as a priority, ignoring the serious health concerns that prompted the
government to consider these reforms, downplays the significance of regulatory standards
by sarcastically framing them as if they are unnecessary. At the same time, the actual cost
estimates are not addressed seriously, dismissing the efficiency gains, oversimplifying the
government’s rationale for proposing larger entities to handle water services and sarcastically
dismissing the complexity of reviewing all three waters, suggesting that it is unnecessarily
complicated.

Pre-trained Large Language Models (LLM) and deep neural networks have been ac-

knowledged as efficient and effective techniques to address the framing classification and
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misinformation detection problem since they can learn from unstructured data and identify
complex patterns that are difficult to detect using traditional methods [73].

Our hypothesis is that news or articles on the same topic can be converted into misinfor-
mation when given different frames, and in this chapter, we use the frame of a narrative and
the frame elements as key considerations in the process of identifying misinformation.

To address this challenging issue, in this chapter, we propose and develop two framing
theory-based models, FramedTruth Model (FTM) and Frame Element-based Model (FEM),
for identifying misinformation stemming from portrayed facts under different frames. The
primary goal of the first model is to detect misinformation that has been intentionally reframed
by individuals or entities with the aim of deceiving or misleading their audience. The second
model is the first full research work, addressing the framing-based misinformation detection
issue, investigating how framing elements affect misinformation detection, and treating each
element as a separate feature for the language model to process. Our research systematically
examines these elements, offering important insights into the subtle ways information can
be skewed using framing. This also enhances the accuracy and effectiveness of detecting
misinformation.

To assess the performance of the proposed models, we evaluated them against several
well-known baselines using real-world datasets. Experimental results highlight their superior
capability in classifying misinformation manipulated from factual content. Additionally,
we perform ablation studies to confirm the contributions of key elements and analyse the
effects of parameter selection. We also provide case studies for a qualitative evaluation of the
proposed models.

Our contributions of this chapter include:

* We formally define misinformation that is portrayed from the facts and formulate the

misinformation detection problem in the context of Generative Al.

* We propose a novel model called FrameTruth Model (FTM) and Framed Element-
based Model (FEM), which can effectively identify misinformation stemming from
portrayed facts under different framing. To the best of our knowledge, this is the first

full research work, tackling the framing-based misinformation detection problem.

* We are the first to investigate how framing elements affect misinformation detection,
treating each element as a separate feature for the language model to process. Our
research systematically examines these elements, offering important insights into the
subtle ways information can be skewed using framing. This also enhances the accuracy

and effectiveness of detecting misinformation.
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5.2 Related Works

With the rise of social media, the ease with which information can be distributed and con-
sumed has increased, allowing misinformation also to increase [73], leading to significantly

increased attention from both researchers and practitioners.

5.2.1 Traditional Misinformation Detection

Traditional misinformation detection focuses on incorporating user-based and content-based
approaches. Specifically, user-based or context-based strategies analyse the social envi-
ronment surrounding misinformation, focusing on user attributes and behaviour, while
content-based approaches delve into textual and emotional facets of content [150].

The user-based approaches include the extraction of explicit and implicit features from
user profiles [148] and the focus on status-sensitive users to facilitate early detection [110,
114]. For example, Hamdi et al. propose a novel methodology for evaluating the credibility of
information sources on Twitter, utilising node2vec to extract features from Twitter’s follower
and followee graph and incorporating user-specific attributes [66].

Modern content-based strategies have resulted from combining tensor-based article
modelling with semi-supervised learning [2], leveraging transformer-based language mod-
els [127], and hybridising Convolutional and Recurrent Neural Networks [120]. While
these works provide valuable insights into misinformation detection, they primarily address
misinformation through individual user characteristics and isolated content features, often
overlooking the broader narrative structure or frames via which the content is portrayed.

Moreover, there is also traditional rule-based misinformation detection for fact-checking,
and fake news is focused on detecting misinformation by paying attention to who provided
the information or what the content of the information was. Manual fact-checking relied
on the author’s reputation and/or the source to determine the veracity of the information
[65]. Similarly, to detect fake news on social media, the social contexts, such as explicit
and implicit features of user’s profiles, are evaluated to determine the credibility of the
information [150]. In addition to social contexts, fake news detection focuses on the content
of the text by extracting linguistic features in order to detect sensational headlines that
are frequent in fake news [150]. Moreover, identifying negation keywords, such as ‘no,’
‘not,” or ‘never,” played a significant role in enhancing the classification of rumours [87].
Traditional rule-based approaches relied on information specific to the topic to correctly
identify misinformation. Therefore, these approaches experienced limitations when detecting
misinformation about a new topic [163]. These shortcomings were addressed with the

introduction of semi-supervised and unsupervised methods [125].
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Furthermore, these traditional methods experience limitations in dealing with misinfor-
mation derived from factual events but framed to convey alternative implications. This is
particularly challenging with lengthy articles that contain a mix of truthful and misleading
information. Unlike these conventional approaches, our proposed method advances the field
by incorporating ‘framing theory’ as a critical factor in misinformation detection. FTM
analyses not only the content but also the underlying narrative, which is important in under-
standing how information can be skewed by framing to mislead. This represents a significant
advancement, offering a more nuanced and comprehensive approach to tackling the complex

nature of misinformation in today’s information landscape.

5.2.2 Deep Learning Based Misinformation Detection

Many researchers have explored the use of deep learning techniques to automate misinforma-
tion detection, such as tensor and transformer-based models and convolutional and recurrent
neural networks [73, 2, 120, 127, 130]. Latent patterns and spatial context were extracted
from tensor-based models to construct k-nearest-neighbour graphs and belief propagation
for semi-supervised misinformation detection [2]. Liu and Wu propose a novel deep neural
network composed of a status-sensitive crowd response feature extractor, a position-aware
attention mechanism, and a multi-region mean-pooling mechanism, addressing the early
detection of fake news on social media [110]. A hybrid of convolutional neural networks
(CNN) and recurrent neural networks (RNN) leverages the strengths of CNN in extracting
local features and of RNN in capturing long-term dependencies to detect fake news [120].
Another RNN model found that combining sentiment, emotional, irony and hate analysis
with bagging, boosting, stacking and voting means produced a higher accuracy than without
the various analyses [130]. An evaluation of transformer-based models Large Language
Models, namely, BERT variants to be used as baselines for misinformation detection, can
achieve comparable or better performance than more complex state-of-the-art methods [127].
More recently, a transformer-based model, MisRoBZARTa, utilised RoBERTa and BART to
outperform single transformer misinformation detection models [159]. Finally, a hybrid deep
learning model integrating features-based models and universal sentence encoding revealed
promising results on the PHEME dataset [6].

While these techniques are able to accurately detect misinformation without considering
the narrative or frame, their challenge lies in dealing with misinformation stemming from
factual events that are skewed to convey a different implication. Furthermore, they also
face difficulties handling lengthy news articles that potentially contain both truthful and

misleading information.
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5.2.3 Framing Theory

Moreover, news frames significantly impact reader interpretation. The frame of a piece
of text can increase the salience of specific parts of information, i.e., to make information
more meaningful, noticeable, or memorable [52, 74]. An example by Entman showed that a
frame can influence how a large portion of readers notice, understand, remember, evaluate,
or act upon information presented to them [52]. Furthermore, the problem definition, causal
interpretation, moral evaluation, and treatment recommendation are also demonstrated as
the four identifiable elements of a frame [52]. Multiple methods have been developed
to detect frames using different approaches. Liu et al. develop a neural network-based
approach for detecting frames from news based on the article headlines through fine-tuning
a Large Language Model, i.e., BERT, where one prominent public affairs issue in the US,
1.e., gun violence, is focused [106]. Alternatively, Walter and Ophir leverage computational
tools to develop a novel method, the Analysis of Topic Model Networks, for the inductive
identification and categorisation of frames, demonstrating its effectiveness across diverse U.S.
news corpora, thus offering potential theoretical, methodological, and practical implications
for framing research [164]. Similarly, Arendt et al. adopt the reinforcing spiral framework
and a mixed-methods approach to explore the underlying mechanism of the news-framing
effect [10]. Cabot et al. finetune a joint method based on RoBERTa including metaphor,
emotion, and frames defined by Card et al. to model political discourse [30, 33].

Despite the existing research works on frame detection and analysis, very few studies
investigate how frames impact the emergence of misinformation [106, 74]. The key challenge
in detecting framing-induced misinformation lies in classifying misinformation stemming
from accurate facts but presented under different frames. Inspired by the framing theory
from communication studies [52], we integrate this theory in the proposed FTM, enabling it
to distinguish the misinformation portrayed from the actual facts.

Although both frame and framing element detection are possible, the impact of frames on
misinformation detection requires further research. Our proposed FEM explores this impact
by incorporating the framing theory presented by Entman to solve the earlier challenge of
detecting misinformation stemming from accurate facts that are skewed to be misleading
potentially [52]. Additionally, FEM discerns the respective contributions of the four framing

elements to the overall accuracy of misinformation detection.

5.3 Preliminary

In this section, we give formal definitions, and the problem of detecting misinformation

portrayed from the facts is also formulated.
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5.3.1 Formal Definition

Definition 1: Narrative generally refers to a way of sharing stories or information, whether
it is spoken, written, or shared online. In the current context, the narrative indicates the news
stories and articles that are being disseminated online. Let N = {n,n»,...,n,} denote the
set of narratives, a narrative can be information or misinformation in online social networks,

where n; represents a single narrative.

Definition 2: Information refers to the presentation of facts in a way that aims to convey
these facts accurately. The narrative of the information is constructed to reflect its true
nature and implications without distorting or omitting key elements. Let I € A refer to the

information set:

I={(fa,n)| fac FANn €N} (5.1)

where fa € FA refers to a specific fact in a fact set, n € .4 refers to a narrative of a narrative

set for information.

Definition 3: Misinformation, converse to information, involves using the same facts but
framing them within a narrative that is designed to mislead, deceive, or manipulate the
audiences. The key aspect of misinformation in this chapter is not the distorted facts but how
they are presented in a misleading narrative. Let M € A represent a set of misinformation
which is composed of the content and the specific narrative:

M ={(fa,n)| fac FANn €N} (5.2)

where fa € FA refers to the same fact in a fact set as information, n € N refers to the narrative

of a narrative set for misinformation.

Definition 4: Frame suggests how information is structured and presented in a story, in-
cluding the perspective from which it is told. It suggests how information is presented in
a narrative - the story that communicates the facts in a meaningful way - can influence an
individual’s perception and interpretation of that information and is recognized as an impor-
tant concept in the communication and social science fields. Mathematically, f represents a
frame, and the set of frames is FR = {fry, fra,..., frm}. The relationship between a frame
and a narrative of one article can be represented by R : N — FR, where R(n;) = fr;, and R

represents the element extractor.
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Definition 5: Frame Elements are the specific components used to construct a frame
in articles. A frame is generally composed of four elements, and they constitute how
information should be displayed in front of the readers and how the readers would perceive
the content. Each article has four elements: “problem definition”, “causal interpretation”,
“moral evaluation”, and “treatment recommendations”. Let e represent one of the elements
of a frame in an article and &; = {e},e»,e3,e4} represents the element set of the article a;
where e represents the “problem definition”, e, represents the “causal interpretation”, e3

represents the “moral evaluation”, and e4 represents the “treatment recommendations”.

5.3.2 Problem Formulation

The Misinformation Detection problem is defined as the process of classifying articles
to identify misinformation stemming from portrayed facts under different narratives, thus
misleading the audiences. To achieve that, we adopt the Frame Element-based Model
(FEM), incorporating the elements of framing theory extracted from the articles. The FEM
is trained to understand the semantics and narratives of articles. Having a set of articles
A ={ay,as,...,a,}, given an article a; € A, the model first extracts the frame elements
E; ={ey,ez,e3,e4} of the article, and then encode them to get the hidden state 4; of it which
is later used to calculate the probability to predict if the article is misinformation or not.

P(h;) = softmax(w-h; +b), (5.3)

where P(h;) is the probability that an article a; contains misinformation, and A; represents
the last hidden state of the given article a; or corresponding element set E;, .

The object of the last step of predicting is defined as minimizing the loss function L:

w*,b* :argmiglL(w,b)%—?LHWHz, (5.4
w,

where w* and b* are the target optimal weights, and the loss function L, which is the cross

entropy loss function, is defined as:

1
N !

1

M=

L=-— [yilog P(hi) + (1 —yi)log(1 — P(h;))], (5.5)

1

where N is the number of samples, and y; is the actual label of the article a;.
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5.4 FramedTruth: A Frame-based Model Utilising Large

Language Models for Misinformation Detection

5.4.1 FramedTruth Model

In this section, we elaborate on the proposed FramedTruth Model (FTM) for misinforma-
tion detection in the context of news articles. FTM consists of several key components,
including news frame identification, frame and article encoding, the fusion of frame and
article representations and classification. This also exhibits the impact of frames for detecting
misinformation in news content.

To identify the dominant frame in a given news article, we leverage the power of Chat-
GPT! by providing the following prompt: “Act as an academic researcher. Here are some
examples of news article frames: environmental frame, political frame, business frame, race
relations and so on. Please identify the most possible dominant frame in the following news

article. Remember, only give the frame name without any other information.”
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Fig. 5.1 FramedTruth Framework
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Figure 5.1 demonstrates the overall Framework of the FramedTruth model, which is
capable of detecting misinformation by considering frames in news articles. With a Dual-
Encoder architecture, the FramedTruth model incorporates two separate BERT layers, each
dedicated to handling a different type of input. Subsequent to these BERT layers, a linear
layer is implemented. One of these BERT encoders is tasked with the encoding of the news
article, while the other is assigned to encode the corresponding frame.

BERT [47] is a bidirectional multi-layer transformer architecture with multi-head self-
attention mechanism. Attention is calculated as follows:

KT

Attention(Q,K,V) = softmax(Qﬁ)V (5.6)
k

Q =W,E,K =W,E,V =W,E, (5.7)

where O, K,V refer to the matrices of queries, keys and values, respectively. W,, Wy, W,
represent learnable parameters. E denotes the embeddings of text. Frame BERT receives
the embeddings of frames, while the Article BERT receives the embeddings of the articles.
Multi-head attention is defined as follows:

MultiHead(Q,K,V) = Concat (head,, ..., head,)W° (5.8)

The “Article BERT” is dedicated to focusing only on encoding news articles, which can
vary in length and cover various topics. It is tasked with transforming these articles into a
suitable vector representation that encapsulates their semantic content, preparing it for further
stages to identify misinformation.

The “Frame BERT” is exclusively tasked with encoding frames, which serve as additional
features within news articles. These frames are instrumental in forming the perspective or
viewpoint that a news article conveys, acting like a lens through which readers understand the
content. Since frames are distinct from the actual content of the article, they are individually
encoded by “Frame BERT”. This separate encoding ensures that they do not interfere with
the processing of the main article content itself.

Upon identifying the misinformation, both the article and its corresponding frame are fed
into their respective encoders. These distinct inputs are processed independently. The output
representations of both encoders are then concatenated to form a single vector, merging the

semantic information of the article and its frame.

h; = Concat(h;, h;), (5.9)
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where h} and K represent the hidden states of the frame and the news article, respectively.
The concatenated output undergoes a dropout layer for regularisation prior to entering the

linear layer. After passing through this layer, the output is processed by a softmax function.

The resulting output signifies the probabilities associated with the predefined labels, i.e.,

information and misinformation.

P = softmax(Dropout (h))WT +b). (5.10)

where P is the probability distribution of the class labels.

5.4.2 Experiments and Results

To evaluate the performance of the proposed FTM, we carry out three experiments. The
first experiment involves a comparison of the FTM with various state-of-the-art models in
the realm of misinformation classification. In the second experiment, an ablation study is
conducted to validate the significance of the frame factor within the model. Lastly, we present
a case study in the third experiment to demonstrate the practical validity of the proposed
FTM.

Datasets and Generation

In the experiments, we adopt two datasets, each comprising news articles along with their
corresponding frames. Each article within these datasets is assigned one of two labels: “0”

for information and “1” for misinformation.

« The Knowledge Basket? is one of New Zealand’s news and information archives. We
only capture the news focus on the “Three Waters Reform” in New Zealand, a topic of
substantial political discourse and interest spanning from 2017 to 2023. This dataset
accumulates a total of 1,841 articles. Following the application of our labelling process

yields 3,262 articles labelled in concordance with their identified frames.

« Kaggle Fake News Dataset’ contains news articles from multiple sources such as
Reuters, the New York Times. For the purpose of our study, we confine our selection
to the “TRUE” set. To augment the dataset to fulfil the research objectives, we produce
another set of data by varying the frame of existing news, ultimately resulting in 25,718
labelled samples following the augmentation process.

Zhttps://www.knowledge-basket.co.nz/
3https://www.kaggle.com/datasets/stevenpeutz/misinformation-fake-news-text-dataset-79k
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Data Processing and Generation. The methodology we employ to refine our datasets
is demonstrated in Figure 5.2. This process begins with news articles from trustworthy
platforms and proceeds through several transformative and generative steps. In this process,
we employ three prompts for the following purposes: prompt 1) to identify frames from
original articles, prompt 2) to generate new articles by altering frames, and prompt 3) to

generate new articles while preserving the frames from the original articles.

[ Frame }—b[ Frame Dict }—b[ New Frame ]

+ Prompt 1 + Prompt 2 \i

[ ChatGPT ]44{ News Article }——[ ChatGPT }7{ News Atrticle
+ Prompt 3
\i
[ ChatGPT ]

[ News Article } _D

Fig. 5.2 The Flow of Data Processing and Generation

First of all, we employ ChatGPT to identify an article’s frame, following the previous
approach with prompt 1. The model returns a frame category, in response to which we
select a contrasting frame from an expansive frame dictionary. This dictionary comprises
an array of frames, each designed in accordance with the selected dataset and proved by
domain experts in communication to generate content with the potential to mislead readers.
For example, suppose an article is identified as ’Environmental Urgency’. In that case, we
might select the contrasting frame *Economic Impact’ to illustrate how different frames
can mislead the readers from an environmental issue to an economic issue, thus shaping
the readers’ opinions on the environmental issue as they should not be. Utilising the newly
selected frame in conjunction with the original article, we instruct ChatGPT to produce a
new article while emphasising the prescribed frame, using prompt 2. Consequently, the
articles generated adhere to the same factual basis as the original ones and maintain semantic
similarity. However, they provide different implications that potentially mislead readers.
These newly framed articles are ultimately labelled “1”, indicating misinformation. To assess
the validity of the dataset generated through altering the frame, we have chosen a random
sample comprising 10% of the generated news articles. These were then reviewed by domain
experts specialising in communication studies with positive feedback. 92% of these reviewed
articles are recognised as the given classification. Furthermore, to balance the frame and label

distribution, inspired by [20], we also swap a part of the information with misinformation.
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Meanwhile, we leverage ChatGPT to re-articulate the original articles, ensuring the
preservation of their initial frames, by invoking prompt 3. The key rationale behind this
approach is to prevent the model from differentiating between ChatGPT-generated text and
human-authored text, thereby enabling it to concentrate solely on classifying misinformation.

These rewritten articles are finally labelled as “0”, referring to information.

Experiment 1: Performance Comparison

In this experiment, we aim to demonstrate the performance of the FramedTruth model in
comparison to several well-established classification models. The models under comparison
include BERT [47], RoBERTa [109], ALBERT [89], and XLNet [184]. These models
serve as our benchmarks, and we utilise the pre-existing versions from the Hugging Face’s
transformers library* for our experiments. All the models undergo fine-tuning on the training
dataset, in accordance with the experimental environment settings specified earlier. In order
to assess the performance of our proposed model with the baseline models, we adopt widely
accepted evaluation metrics for classification tasks, i.e., Precision, Recall, and the F1-Score.

As can be seen from Tables 5.1 our proposed model, i.e., FramedTruth, demonstrates
superior capabilities in classifying misinformation in both “Three Waters” and “Kaggle Fake
News” datasets. On the “Three Waters” dataset, FramedTruth substantially outperforms
the traditional sequence classification models (BERT, RoBERTa, ALBERT, and XLNet).
Specifically, FramedTruth exhibits remarkable accuracy, precision, recall, and F1-Score
values of 0.9862, 0.9695, 0.9734, and 0.9715, respectively. These values surpass those of its
closest competitor (RoBERTa), which delivers an accuracy of 0.8622, a precision of 0.8784, a
recall of 0.7915, and an F1-Score of 0.8327. Similarly, the “Kaggle Fake News” dataset also
shows the outstanding performance of FramedTruth over the other models. In this instance,
FramedTruth achieves an accuracy of 0.9854, a precision of 0.9625, a recall of 0.9447, and
an F1-Score of 0.9535.

Experiment 2: Ablation Study

In this experiment, we conduct an ablation study to assess the performance of the FramedTruth
model, both with and without the integration of frame information. The key objective of this
experiment is to validate the critical role that frame incorporation plays in enhancing the
effectiveness of misinformation detection. This experiment is implemented on both datasets.

The results of the experiment, as illustrated in Tables 5.2 and 5.3, reveal that the model in-

corporating frame information outperforms its counterpart without this attribute. This finding

“https://huggingface.co/docs/transformers/index



5.4 FramedTruth: A Frame-based Model Utilising Large Language Models for
Misinformation Detection 108

Table 5.1 Results on the Three Waters Dataset and the Kaggle Fake News Dataset.

Three Waters Reform Dataset Kaggle Fake News Dataset

Models Accuracy Precision Recall F1 score | Accuracy Precision Recall F1 score
BERT 0.8469 0.8188  0.8127 0.8364 0.8278 0.8574 0.7806 0.8172
RoBERTa 0.8622 0.8784 0.7915 0.8327 0.8201 0.7862  0.8726  0.8273
ALBERT 0.8086 0.7651  0.8057 0.7849 0.8368 0.8523  0.8095 0.8303
XLNet 0.8545 0.8113 0.8658 0.8376 0.8237 0.8574 0.7709 0.8118
FrameTruth | 0.9862 0.9695 0.9734 0.9715 0.9854 0.9625 0.9447 0.9535

shows the fundamental role that framing plays in the successful detection of misinformation
that is portrayed from facts. Framing embeds vital contextual information into the articles,

thus contributing significantly to the overall model performance.

Table 5.2 Results of Ablation Study on Three Waters Dataset

Models Accuracy Precision Recall F1_score

FramedTruth(No frame) 0.8132 0.8015 0.7562  0.7782
FramedTruth(With Frame)  0.9862 0.9695 09734 0.9715

Table 5.3 Results of Ablation Study on the Kaggle Fake News Dataset

Models Accuracy Precision Recall F1_score

FramedTruth(No frame) 0.8361 0.8902 0.7564 0.8179
FramedTruth(With Frame)  0.9854 0.9625 0.9447 0.9535

On top of that, the training loss comparison between the model with frames and the
model without frames is visualised in Figure 5.3. When frame information is considered,
the model converges more rapidly, indicating that the frames offer distinct and advantageous

information for the detection of misinformation.

Experiment 3: Case Study

In this experiment, we conduct a case study to analyse the similarities between two articles
written about the same event where each article has been written with a different frame before
testing for misinformation with and without consideration for their frames. The articles focus
on a council’s decision to withdraw its membership from Local Government New Zealand
(LGNZ).
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Fig. 5.3 The Training Loss Comparison

The first article has a political frame and writes:

9

“...the council felt that LGNZ had not done enough to advocate for councils...”, “...coun-
cillors expressed their dissatisfaction with LGNZ, with some stating that the organization
had become ‘mouthpieces for the Department of Internal Affairs’...”, “Timaru Mayor
Nigel Bowen explained that the council had been concerned about LGNZ’s approach...”,
“LGNZ president Stuart Crosby expressed disappointment. .. "

Similarly, the second article with a blaming frame writes on the same points:

“The council believes that LGNZ has failed to adequately advocate for councils...”,
“Councilors expressed their disappointment with LGNZ, stating that instead of advo-
cating for councils, the organization has become ‘mouthpieces for the Department of
Internal Affairs’...”, “Mayor Nigel Bowen has expressed the council’s concerns about
LGNZ’s approach...”, “LGNZ President Stuart Crosby expressed...”

The examples from the two articles show how similar the articles are as they both report
that the council decided to leave LGNZ due to their disappointment and dissatisfaction with

how poorly LGNZ advocated for councils and had become “mouthpieces for the Department
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of Internal Affairs”. Additionally, both articles relay the Mayor’s concerns and LGNZ’s
response to the council’s withdrawal.

As a result, without the article’s frame, both articles were classified as 0 (information),
whereas with the FramedTruth model, the blaming frame article was correctly detected
as 1 (misinformation). It is hard to detect the differences between the two articles due
to their semantic similarities. However, once the frames of the articles were considered,

misinformation was identified.

5.5 Detecting Misinformation through Framing Theory

5.5.1 Frame Element-based Misinformation Detection Model

Linear + Softmax Output

1

Dropout + Bi-LSTM

SEP)

Concatenation

A

[ Recurent BERT ]

|
4 Frame Elements | News Article
|

Fig. 5.4 The Architecture of the Frame Element-based Model

In this section, the proposed Frame Element-based Model (FEM) for Misinformation
detection is introduced in the context of news articles. Figure 5.4 demonstrates the overall
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framework of our proposed model, and in Algorithm 2, we showcase the steps of the whole
process.

Initially, the Frame Element Extractor is utilised to process the news article to extract
four framing elements: Problem Definition, Causal Interpretation, Moral Evaluation, and
Treatment Recommendation. These elements represent the core of how the information is
framed. The extracted framing elements, along with the corresponding news article, are then
tokenized performing as the fundamental preprocessing step in NLP.

To capture the subtle contextual nuances of each element, following the tokenization,
we independently encode each element and the corresponding news article (Lines 6 to 14
in Algorithm 2). This nuanced understanding of different elements is vital as each frame
carries different weights and implications for the overall narrative of this news article. The
separate encoding also allows us to quantify the impact of each element to reveal the most
influential aspects of how the article is framed, thus increasing the chance of identifying
misinformation.

Independently encoding each element and article is a strategic choice that can enhance
the model’s analytical precision, allowing for reliable misinformation detection. Line 6
starts the recurrent process. An empty tensor is created in advance and used to concatenate
each embedding from each loop. In the recurrent process, we first encode the article, which
performs as the main body of the input, and then each element is encoded.

The embeddings of each element embE and the news article embA are then concatenated
to form a dense vector emb as the representation of the whole input followed by a dropout

layer to prevent overfitting.

emb, = concat(emb;_1,h;), (5.11)

where emb; represents the concatenated embeddings of the current time step, and 4, represents
the embeddings of an element embE or the article embA.

The concatenated embeddings emb from the previous layer are then fed to a Bi-LSTM
layer. The Bi-LSTM layer is applied to capture the holistic context after all elements and
article embeddings are concatenated. This allows the model to understand how different

elements of the article relate to each other.

h; = Relu(BiLST M (emb)), (5.12)

where #; is the representation of the input after being processed by a Bi-LSTM layer and a

Relu activation function.
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A linear layer, including a Dropout, is applied to map the high-dimensional output
representation /; from the Bi-LSTM layer to the target space. The softmax function is used
to obtain the probability distribution over the potential classes, which finalizes the prediction
process to identify the misinformation.

predicts = so ftmax(Dropout (h))WT +b), (5.13)

where predicts is the probability distribution of the class labels, W7 is the learnable weight
matrix, b refers to the bias.

Algorithm 2 Frame Element-based Misinformation detection Algorithm
Input: D = (a, E)
Output: 0 (misinformation) or 1 (information)

1: Information < Collect(sources)
Misin formation <— ChatGPT (information, prompt1)
FrameElements <— ChatGPT (articles, prompt2)
Create BERT, BiLSTM, FC Layer as classifier, Dropout, Relu
emb :={}
for a;,E; € D do
embA := BERT (a;)
emb := concat(emb, embA)
fore; € E; do
embE := BERT (e;)
emb := concat(emb, embE)
end for
emb := Dropout (emb)
: end for
. outputs := BILSTM (emb)
: h:= Relu(out puts)
. logits := classifier(Dropout(h))
. predicts := so ftmax(logits)

R A o
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5.5.2 [Experiment Setups

Model Setup

To ensure an efficient training process, we conduct our experiments on the Paperspace’

platform utilising the following tailored computational and training settings to the unique
demands of each dataset:

Shttps://www.paperspace.com/



5.5 Detecting Misinformation through Framing Theory 113

* GPU Configuration: The model is trained over a span of 100 epochs utilising NVIDIA’s
A6000 48GB GPU and 45 GB 8 CPU.

* Dropout: To mitigate the risk of overfitting, a dropout rate of 0.3 was applied during

training.

* Learning Rate: The training uses an initial learning rate of 1 x 10~, and it is modulated
following a cosine schedule with a warm-up phase. The warm-up steps vary in

accordance with the specificities of each dataset.

* Batch Size: The batch size is determined based on the particular requirements and

characteristics of each dataset.

* Frame Element Extractor: ChatGPT, as a powerful generative Al model, is used as the
element extractor. Different extractors can be applied for the same purpose.

Datasets

In this section, we introduce 4 datasets used to evaluate our model. To assess the general-
ization capability of the model, we used three single-topic datasets, which are the Three
Waters Reform dataset, the Covid-19 dataset, the Nuclear Pollution dataset, and a mixed-topic
dataset, which is the Kaggle Fake News dataset. The statistics of these datasets are displayed
in Table 5.4.

« Three Waters Reform dataset is collected from The Knowledge Basket®, it is one
of New Zealand’s news and information archives, providing researchers, information
professionals and library users with access to New Zealand information resources since
1994. We only capture the news focus on the “Three Waters Reform” in New Zealand,
a topic of substantial political discourse and interest spanning from 2017 to June 2023.
This dataset accumulates a total of 1,841 articles. Following the application of our
labelling process yields 3,262 articles labelled in concordance with their identified

frames and frame elements.

* Covid-19 is collected using Newsapi’, which is an API service that allows developers
to retrieve news articles from various sources on a worldwide scale. We use “Covid-19”
as keywords to retrieve news articles in the period from 01/12/2019 to 20/08/2023.
These articles reflect the in-time attitude to the Covid-19 pandemic. This dataset
includes 13,386 articles after the pre-processing.

Ohttps://www.knowledge-basket.co.nz/
"https://mewsapi.org/



5.5 Detecting Misinformation through Framing Theory 114

* Nuclear Pollution dataset is collected using the Newsapi as well and with the keywords
“nuclear pollution” over the last 5 years. This dataset provides a comprehensive view
of the discourse surrounding nuclear pollution, offering a diverse range of perspectives
and information. After the data pre-processing, there are 2,431 articles with an average
token length of 482.

+ Kaggle Fake News Dataset® contains news articles from multiple sources such as
Reuters and so on. For the purpose of our study, we confine our selection to the
“TRUE” set and randomly select 3k articles. To augment the dataset to fulfil the
research objectives, we produce another set of data by varying the frame of existing
news, ultimately resulting in 5,915 labelled samples following the implementation of

our augmentation process.

Table 5.4 The statistics of the datasets after pre-processing.

Dataset articles average length
The Three Waters | 3,262 823
Covid-19 13,386 537
Nuclear Pollution | 2,431 482
Mixed-topic 5,915 469

Data Pre-processing

Our proposed methodology commences with the collection of datasets comprised of news
articles from reliable sources. These articles constitute our ground truth, representing
information opposite to misinformation. Accordingly, we synthesize misinformation based
on the framing theory by altering the frames of our collected news articles. This process
augments our datasets in a generative method at the document level and unfolds in three
structured phases [20].

* Frame Identification and Element Extraction: utilising the capabilities of LLM,
we first process the collected news articles to identify their frames and extract four
elements of framing theory. These extracted framing elements reflect the news articles’
original and unaltered state. They are annotated with the label “17, signifying their
category as information. The frames we harness in this chapter are selected and proved

by domain experts in communication, including:

8https://www.kaggle.com/datasets/stevenpeutz/misinformation-fake-news-text-dataset-79k
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Political Frame focuses on shaping the narrative of political topics to influence

public opinion, such as elections, policy introduction, etc.

Healthcare Frame centres on healthcare topics, like medical services, medical

insurance services, medicines, etc.

Environmental Frame Focusing on environmental issues, this frame is based on

climate change and preserving the environment.

Business Frame refers to the deceptive narratives in misinformation. It involves

organizational structure, business processes, and strategic planning.

Race Frame involves the perspective through which issues of race are viewed. It
encompasses how discussions, policies, and narratives are shaped, influencing societal

understanding and perceptions of racial and ethnic issues.

* Frame Alteration: The second stage involves the alteration of the frame, utilising
ChatGPT to manipulate the article narrative while maintaining the original factual
information. This step simulates the process of creating misinformation through
narrative manipulation, a common way that preserves factual information but skews
the frame to mislead readers. 20% of the altered narratives are verified by the domain
experts.

* Element Extraction: In the final step, we process the narrative-manipulated articles
through ChatGPT to extract the corresponding four elements of framing theory, labelled
“0” along with the manipulated articles, signifying their category as misinformation.

This eventually establishes the basis for comparison with the information.

This pre-processing procedure is designed to construct binary-category datasets that
are comprised of information and misinformation with elements of framing theory, thereby
enabling the nuanced training of our model. Through this process, we not only aim to
create datasets that serve as the foundation of misinformation detection but also enhance the
understanding of how narrative (framing theory in this chapter) can be utilised to generate

misinformation.
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Evaluation Metrics and Baselines

To evaluate the performance of our proposed model (FEM), we utilise the Confusion Matrix
as our primary evaluation measurement. The Confusion Matrix provides a comprehensive
visualization of the performance by categorizing predictions into four different classifications
[149].

* True Positives (TP): when predicted misinformation is actually labelled as misinforma-

tion;
* True Negatives (TN): when predicted information is actually labelled as information;
* False Positives (FP): when predicted information is actually labelled as misinformation;

* False Negatives (FN): when predicted misinformation is actually labelled as informa-

tion.

Based on the Confusion Matrix, Precision, Recall, F1-score and Accuracy are calculated

to assess the model by comparing it with other existing baseline models.
* Accuracy is utilised to evaluate the model’s performance across all categories.

|TP|+ |TN|
|TP|+|TN|+ |FN|+ |FP|

(5.14)

Accuracy =

* Precision evaluates the correctness of the positive instances (the correctness of misin-

formation predicted) that our model has predicted.

7P|

Precision = ————
|TP|+ |FP|

(5.15)

* Recall presents an indication of how many of the actual positive instances our model

can correctly recognize.
TP

Recall = ——————
|TP|+|FN|

(5.16)

* F1-score is the harmonic mean of precision, and it provides a balanced measure that

takes both precision and recall into account.

Precision x Recall
F1_score = 2 x —2ct2on = tecd (5.17)
Precision + Recall
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As our baselines, we perform the fine-tuning of several highly utilised pre-trained
transformer-based language models followed by a feed-forward layer as a classifier for

misinformation detection. These baselines include:

* BERT [47] is a groundbreaking transformer-based model in the field of NLP. It is
known for its deep bidirectional training, meaning it considers the context from both
the left and right sides in all layers. This leads to a more nuanced understanding of
language context and semantics. BERT has been highly influential in improving the
performance of a wide range of NLP tasks.5

* RoBERTa [109] is built upon BERT by modifying key hyperparameters, training
with more data, and longer training times. These changes help RoBERTa outperform
BERT on several benchmark NLP tasks. It is known for its improved robustness and
efficiency.

* ALBERT [89] is a version of BERT optimized for lower memory consumption and
increased speed. It introduces two major modifications: factorized embedding parame-
terization and cross-layer parameter sharing. These changes reduce the model’s size

without significantly affecting its performance, making it more scalable and efficient.

* XLNet [184] is an extension of the Transformer model. Instead of the standard trans-
former, XLNet uses transformer-XL [44]. It combines the best of both autoregressive
(AR) and autoencoding (AE) models. Unlike BERT, XL Net learns to predict a word at

a position in a sequence considering all permutations of the sequence.

* LongFormer [21] is designed to handle longer texts. It is an extension of the standard
transformer-based model, like BERT, but optimized for lengthy documents. Its key
innovation is the introduction of an attention mechanism that scales linearly with

sequence length.

5.5.3 Experiments and Analysis
Experiment 1: Model Evaluation - against baselines

In this experiment, we compare the performance of our model with other baseline models
on four datasets introduced in Section 5.5.2. The results are displayed in Table 5.5 ,5.6, 5.7
and 5.8 respectively. The results on each dataset consistently show that our model (FEM)
incorporating frame elements with the original news article significantly outperforms other

models with only articles, presenting the importance of frame elements.
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From these results, we can observe that frame elements play a crucial role in understand-
ing and interpreting information. We also demonstrate the results of our model with only
frame elements and only texts as input respectively. Compared to the baselines, the results
with only frame elements as input are also beyond them.

By analysing the performance of our model with only frame elements compared to the
other baselines, we can observe the significance of these elements. Frame elements contribute
to the deeper semantic understanding of the content by narrowing it down to the core theme
reducing the distracting noise. This enables the model to grasp not just the explicit meaning
but also the implicit intentions and nuances thus increasing the probability of precisely
detecting misinformation.

Experiment results in Table 5.8 on the Mixed-topic dataset demonstrate that frame
elements can also provide a more general representation of information, making the model

more adaptable and robust to variations of information.

Table 5.5 Results on the Three Waters Dataset.

Models Accuracy Precision Recall F1_score
BERT 0.8469 0.8188 0.8127 0.8157
RoBERTa 0.8622 0.8784 0.7915  0.8327
ALBERT 0.8086 0.7651 0.8057 0.7849
XLNet 0.8545 0.8113  0.8657 0.8376
LongFormer 0.8591 0.8283  0.8516  0.8398
FEM (text+frames) | 0.9862 0.9695 09734 0.9715
FEM (only text) 0.8652 0.8316 0.8638 0.8474
FEM (only frames) | 0.9278 0.9355 0.9605 0.9478

Experiment 2: Parameter Analysis

In this experiment, we conduct a comparative analysis to explore the contribution of each
element to misinformation detection. The experimental framework analyses the composite
efficacy of the model, which is equipped with four elements: problem definition, causal
interpretation, moral evaluation, and treatment recommendation. Within the area of misinfor-
mation detection with frame elements, exploring the individual contribution of distinct frame
elements is vital to help us understand how frame elements influence the model’s capability

to grasp the veracity of information.
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Table 5.6 Results on the Covid-19 Dataset.

Models Accuracy Precision Recall F1_score
BERT 0.8372 0.8052 0.8074  0.8063
RoBERTa 0.8547 0.8539 0.7867  0.8190
ALBERT 0.8104 0.7783  0.8163  0.7968
XLNet 0.8429 0.8207 0.8629 0.8412
LongFormer 0.8546 0.8617 0.8694  0.8655
FEM (text+frames) | 0.9783 0.9583 0.9708  0.9645
FEM (only text) 0.8865 0.8737 0.8826  0.8781
FEM (only frames) | 0.9132 0.9195 0.9361 0.9277

Table 5.7 Results on the Nuclear Pollution Dataset.

Models Accuracy Precision Recall FI_score
BERT 0.8035 0.7921  0.80167  0.7969
RoBERTa 0.8167 0.8234  0.7826  0.8025
ALBERT 0.8051 0.7568  0.7864  0.7713
XLNet 0.8268 0.8035  0.8284  0.8158
LongFormer 0.8462 0.8254  0.8316  0.8285
FEM (text+frames) | 0.9538 0.9429  0.9531  0.9480
FEM (only text) 0.8491 0.8365  0.8537  0.8450
FEM (only frames) | 0.9035 0.9216  0.9268  0.9242

The model with all 4 elements serves as the benchmark for optimal performance, show-
ing a high degree of accuracy, precision, recall, and F1-score. This provides a holistic
frame element-based analysis of information, thus enhancing the probability of identifying
misinformation.

Then, we remove each frame element from all four elements, keeping the other three ele-
ments remaining. Figure 5.5 displays all performance metrics while Figure 5.6 demonstrates
the trend of F1-Scores during the training process.

We can observe from all these figures that when the element of Problem Definition is
removed from the model, a pronounced decrement in all measurements is demonstrated. This
suggests that the recognition of Problem Definitions is instrumental in the precise detection

of misinformation, potentially due to its role in pinpointing the core theme within the
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Table 5.8 Results on the Mixed-topic Dataset.

Models Accuracy Precision Recall F1_score
BERT 0.8354 0.8127 0.8165 0.8146
RoBERTa 0.8497 0.8503  0.7902  0.8191
ALBERT 0.8126 0.7816  0.8257  0.8030
XLNet 0.8528 0.8320 0.8783  0.8545
LongFormer 0.8736 0.8542 0.8867 0.8701
FEM (text+frames) | 0.9696 0.9582  0.9683  0.9632
FEM (only text) 0.8823 0.8574 0.8929  0.8748
FEM (only frames) | 0.9158 0.9207 0.9319 0.9263

narrative that may be manipulated. Without incorporating the element of Problem Definition,
the model’s capability to differentiate between true and misleading content is significantly
compromised.

Meanwhile, the absence of the Moral Evaluation frame also results in a noticeable decline
in all performance metrics. It appears to be an important factor in the framing of information,
indicating that it is often manipulated through misinformation to obtain emotional biases or
ethical stances.

The model, which lacks the frame of problem definition or moral evaluation, demonstrates
a noticeable drop in precision and accuracy, indicating a higher rate of false positives. This
implies that while the model may still identify genuine instances of misinformation, it is also
more likely to incorrectly classify accurate information as misinformation.

On the contrary, a lack of the frame of Causal Interpretation or Treatment Recommenda-
tion does not show a substantial decline in performance metrics compared to the benchmark.
This observation implies that while they have a role in the misinformation detection process,
however, their absence does not critically influence the capability of the model to identify
misinformation.

One noticeable difference in the results demonstrated in Figure 5.5(c), and Figure 5.6(c)
on the Nuclear Pollution dataset is the lack of the frame of Treatment Recommendation.
Removing the Treatment Recommendation element also results in a lower performance across
all metrics indicating that in the context of nuclear pollution, the treatment recommendation
is likely to be a key indicator of the news articles. A lack of this element in this area could

also allow misinformation, proposing ineffective or misleading responses to harness the
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readers. The decrement in performance of missing the frame of treatment recommendation

also implies that the contribution of each element can vary depending on the subject.
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Fig. 5.5 Measure the performance of removing one of the elements on all four datasets.

Experiment 3: Similarity Comparison

Table 5.9 One single pair similarity and similarities removing one of the elements.

Info vs Mis-info Similarity F1-score
Article Similarity 0.86 0.8474
Elements Similarity(all 4 elements) 0.61 0.9478

Elements Similarity(without problem) 0.79 0.9046

Elements Similarity(without causal) 0.62 0.9454

Elements Similarity(without moral) 0.81 0.9065

Elements Similarity(without treatment) 0.64 0.9354
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Fig. 5.6 The F1-scores during the training process on all four datasets.

Table 5.10 Compare article average similarity with average similarity calculated using 4
elements.

Info vs Mis-info three water covid nuclear mixed
Article Similarity 0.86 0.82 0.83 0.85
Elements Similarity(all 4 elements) 0.58 0.62 0.59 0.61
Elements Similarity(without problem) 0.83 0.81 0.82 0.83
Elements Similarity(without causal) 0.59 0.62 0.60 0.63
Elements Similarity(without moral) 0.81 0.79 0.81 0.80
Elements Similarity(without treatment) 0.60 0.64 0.78 0.63

In this experiment, we analyse the relationship between the similarity between informa-
tion and misinformation under different conditions relating to the presence or absence of

specific frame elements within our model. This experiment represents how closely misin-
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formation mirrors authentic information in terms of framing. The cosine function is used to
calculate their similarities:

hi-h;

imhi ) = ——
sim(hishj) = TR T T

(5.18)

where h; and h; represent the final hidden states of two articles or elements from two articles.

Table 5.9 shows the similarities of one randomly selected article from the Three Waters
Reform dataset and the overall performance (F1-score) of the model on this dataset. The
similarity between the information article and the misinformation article is used as the
benchmark for further analysis. The similarity of 0.86 shows that, without any specialized
modification, misinformation is quite successful at resembling a genuine news article.

From Table 5.9, we can observe that the similarity between the information article and
the misinformation article is the highest at 0.85. However, the F1 score of the model with
only text on this dataset is 0.8474, which is lower than for other conditions, especially when
utilising only all 4 elements, which holds the lowest similarity of 0.61 and the highest F1
score of 0.9478.

This experiment indicates the alignment of similarity with the model performance as
an inverse relationship. The lower the similarity, the higher the performance is in detecting
misinformation. This underscores the importance of elements of framing theory in the
detection process and points out their potential impact on improving detection accuracy.

We also calculate the average similarity scores between information and misinformation
across four distinct datasets under different conditions. Results are displayed in Table 5.10.
The pattern of similarity scores is relatively consistent across different topics, indicating
that the manipulation of framing in misinformation follows a similar pattern. However, on
the nuclear dataset, when omitting the frame of treatment recommendation, the similarity
still remains at a high level, indicating the importance of treatment recommendation in this
dataset.

Overall, by comparing the average similarities across all datasets, we can observe the
alignment of similarities with omitting distinct elements except the impact when omitting the
frame of treatment recommendation on the nuclear dataset. This indicates a unique pattern
in the context of a specific topic, showing that different elements of framing theory have
varying levels of impact depending on the topic. This also underlines the importance of

topic-sensitive approaches in misinformation detection.
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Experiment 4: Case study

In this experiment, we conduct a case study to analyse the similarities between two articles
written about the same topic where each article has a different frame and frame elements.
The articles focus on the government’s proposed water reforms.

The first article has a political frame:

“There’s a lot of change being proposed by the government. .. Fundamentally, they’re
considering shifting responsibility for our three waters: water supply, wastewater, and
stormwater, from local government into four large entities... The government now believes
that costs of between $120 billion and $185b will be required: between $4 and $6b per year
on average. .. The proposed three waters reform program harks back to the Havelock North
water contamination event in 2016. .. It’s on this basis that the government has concluded
that four entities, aggregating all the water services across the country, offer the best and
quickest opportunity to achieve the desired improvements to the three-waters networks.”

While the second article has a semantic frame to show their satire:

“Oh, boy! The government is proposing some exciting changes, folks. Brace yourselves
because they’re considering taking control of our beloved three waters. You know, the
precious water supply, wastewater, and stormwater that our local government has been
responsible for?... The government estimates that we’ll need a mind-boggling $120 billion
to $185 billion over the next 30 years. .. Well, now they want to hand it over to these big
entities. What a brilliant idea, right?... And get this — the government thinks it would be
cheaper if larger entities took over the water services. Apparently, they can borrow more,
with the government’s backing, of course. I mean, who needs small, local councils when you
can have these big entities making all the decisions for you?”

The similarities calculated in Table 5.9 of 0.86 indicate that the articles are highly similar
as they both share details about the reform. However, once the frame elements are considered,
the article similarity decreases to 0.61.

The political frame is informative and objective, presenting a detailed overview using
formal language and statistics to support its claims, while the semantic frame is emotional
and opinionated, using colloquial language and employing vivid imagery to engage readers
emotionally, which may risk oversimplification and bias.

To determine the classification without frame elements, our model only encodes the
news article. In comparison, for classifying with the frame elements, the elements and news
articles are encoded independently with their embeddings concatenated into one vector prior
to classification. The inclusion of these extra features enhances the model’s performance.

For example, given the problem definition for the political frame:
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“The proposed shift of responsibility for three waters from local government to four large
entities known as water supply entities.”

As well as the problem definition for the semantic frame:

“The proposed government takeover of three waters”

The problem definition of each article highlights their differences in framing. The
politically framed article’s problem definition is detailed with a neutral tone, while the
semantic frame’s problem definition is short and has a negative perspective.

Both articles are classified as information without frame elements. However, once the
frame elements are considered, the semantic frame is correctly classified as misinformation.
This suggests that including the frame elements in our model contributes to the successful
classification of misinformation by reinforcing the differences between the two semantically

similar articles.

Discussions

We proposed a Frame Element-based Model (FEM) to distinguish misinformation from infor-
mation. Several experiments are conducted, providing crucial insights into the importance of
elements of framing theory in misinformation detection. Results are evaluated by comparing
them with baseline models. Furthermore, we analysed the contribution of each element,
demonstrating the different roles of the elements. By comparing the article similarities and
element similarities, we obtained insights into how the elements improve the performance of
detecting misinformation. Based on the experimental results, we have the following insights

observed:

* The results of Experiment 1 on all datasets consistently proved that incorporating the
elements of framing theory while detecting misinformation stemming from portrayed

facts under different narratives can help improve the performance.

* The parameter analysis experiment revealed that the absence of certain framing ele-
ments, particularly Problem Definition and Moral Evaluation, leads to a significant
decrease in the model’s accuracy and precision. This underscores the critical role these
elements play in the accurate detection of misinformation.

* Experiment 2 also demonstrates a finding that the specific element plays a different
role on different topics, highlighting the potential impact of elements and underscoring
the necessity for topic-sensitive approaches in misinformation detection, as different

elements of framing theory have varying levels of impact depending on the topic.
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* The similarity comparison experiment further illustrated how misinformation closely
mirrors authentic information in terms of framing. The results indicated an inverse
relationship between similarity and model performance: lower similarity between
the information and misinformation articles led to higher performance in detecting

misinformation.

* The case study shows that not applying the framing theory to the articles can lead to
the result of the article with a semantic frame incorrectly classified as information,
increasing the potential for misleading interpretations. It also shows that while articles
may be semantically similar, the choice of framing can greatly impact the narrative of

content being misleading or misinterpreted.

5.6 Conclusion and Future Work

In this chapter, we introduce the FramedTruth model (FTM) and the Framed Element-based
Model (FEM) to identify misinformation in the context of news articles incorporating the
elements of framing theory.

For FTM, we explore the use of LLM in the process of identifying frames and augmenting
data samples. On top of that, we conducted extensive experiments to evaluate the performance
of the FramedTruth model. The experiments on two real-world datasets demonstrated the
FramedTruth model’s superior performance in identifying misinformation compared to
several well-known transformer-based models. The ablation studies further validated the
significant contributions of framing, highlighting its crucial role in misinformation detection.
The results of FTM have been published in [165].

The FEM leverages ChatGPT and deep neural networks to detect misinformation origi-
nating from accurately portrayed facts under different frames. The efficacy of FEM is demon-
strated through comprehensive performance comparisons with other methods, highlighting
the effectiveness of Framed Element-based approach against traditional misinformation
detection models. The contribution of each element is also evaluated and analysed along with
the similarities under different conditions, indicating the importance of the specific element
and showcasing how the narrative of an article is framed.

This chapter also provides a foundational understanding of how frames and elements of
framing theory influence the perception and interpretation of information. Building upon the
insights obtained, there are several future directions. Future studies can delve into the impact
of specific elements across various topics, such as the frame of treatment recommendation
on the nuclear dataset, which shows more impact than on the other three datasets, raising

questions that can be explored in the future. Besides the contribution of each element we
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explored, relations among these elements can also be explored as a future direction that can
help us understand and enhance the ability to detect misinformation under more complex
scopes.



Chapter 6

Echo chamber detection and mitigation

The phenomenon known as the “echo chamber” has been widely acknowledged as a sig-
nificant force affecting society. This has been particularly evident during the Covid-19
pandemic, wherein the echo chamber effect has significantly influenced public responses.
Therefore, detecting echo chambers and mitigating their adverse impacts has become crucial
to facilitating a more diverse exchange of ideas, and fostering a more understanding and
empathetic society. In response, we use deep learning methodologies to model each user’s
beliefs based on their historical message contents and behaviours. As such, we propose a
novel, content-based framework built on the foundation of weighted beliefs. This framework
is capable of detecting potential echo chambers by creating user belief graphs, utilising
their historical messages and behaviours. To demonstrate the practicality of this approach,
we conducted experiments using the Twitter dataset on Covid-19. These experiments illus-
trate the potential for individuals to be isolated within echo chambers. Furthermore, our
in-depth analysis of the results reveals patterns of echo chamber evolution and highlights
the importance of weighted relations. Understanding these patterns can be instrumental in
the development of tools and strategies to combat misinformation, encourage the sharing of
diverse perspectives, and enhance the collective well-being and social good of our digital

society.

6.1 Overview

Nowadays, online social platforms have become one of the key sources for people to perceive
information. It also reshapes the way of searching, filtering and disseminating information
[118]. Modelling and analysing the influence and dissemination of information on social
networks, including information maximization, social sentiment analysis, concern detection,

etc. [96, 147], have become prominent subjects [76, 100]. One of the main perspectives of
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social media is to expose users to like-minded peers, which may result in echo chambers
that could reinforce users’ pre-existing viewpoints and drive the communities to be more
polarized [39]. Individuals in these communities are easily affected by their surroundings.
Estimating the extent to which an individual is isolated in an echo chamber is helpful in
breaking the isolation.

Jamieson et al. were the first to define the phenomenon occurring on social media
platforms where information within a community is amplified and metaphorically term it
as the “echo chamber” [75]. To determine whether an individual is isolated within an echo
chamber, we focus on their surroundings and behaviours. Therefore, we define the echo
chamber from an individual perspective. This phenomenon is characterized by an individual

who:

* Resides in a community that echoes their opinion, wherein most neighbours share

similar views.

* Inhabits this community, where the individual’s perspectives are repeatedly reinforced
by community members. This reinforcement is achieved through reading related
messages, sending messages that align with the community’s views, or responding to

messages from like-minded neighbours.

 Self-reinforces by engaging in communication that aligns with their viewpoint. This
could involve sending relevant messages to neighbours, responding affirmatively
to messages with the same opinion, or viewing related messages posted by their
neighbours or recommended by the platform.

The prominence of the echo chamber phenomenon has been heightened by the outbreak
of Covid-19. Recognised globally as a pandemic, Covid-19 has become a leading topic of
discussion. Conversations around this subject vary widely, encompassing themes such as
vaccine hesitancy and vaccination-related deaths. Under these conditions, social platforms
provide a conducive environment for misinformation propagation due to the lack of editorial
supervision. As a result, echo chambers have emerged among users, significantly influencing
responses to the Covid-19 pandemic [5]. For example, if members of a community consis-
tently engage with and promote content sceptical of Covid-19 vaccinations, the community
can be highly identified as an echo chamber resistant to the prevailing medical advice on
vaccines. Exposure to such misinformation can lead to adverse societal consequences.

To address this challenging issue, we propose a novel approach to detect the echo chamber
phenomenon and estimate the corresponding degree. In pursuing this aim, we explore the

utility of knowledge graphs in identifying echo chambers from an individual perspective and
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propose a content-based framework that constructs belief graphs for each individual. During
this construction process, we extract triplets from the individual’s related Twitter content,
including tweets, retweets, and replies. To assess the impact of individual behaviours, we
incorporate them as distinct parameters to calculate weights for these triplets. Extensive
experiments are conducted, and the results explicitly show that modelling an individual’s
belief graphs with weighted relations can effectively reveal an individual’s trends on a specific
topic and identify the echo chambers to which the individual belongs.

The rest of this chapter is organised as follows. In Section 6.2, the related works and
limitations are articulated. Section 6.3 gives formal definitions and elaborates on the proposed
content-based belief-aware echo chamber detection framework. Section 6.4 introduces the
data pre-processing and the experimental results. Finally, the chapter has been concluded in
Section 6.5.

6.2 Related Work

6.2.1 Echo Chambers on Social Platforms

Social platforms have become the primary sources of information for many individuals,
offering an unprecedented volume of data. This shifts the way people access information and
forms echo chambers, isolating them in the process [39]. The detection of echo chambers
has been a research focus across various fields [13, 136], serving as the first step towards
mitigating this phenomenon.

Social structures typically manifest in two distinct forms, i.e., global perspective and
individual perspective. Most research has studied echo chambers from a global perspective or
topological viewpoint, primarily focusing on user interactions while overlooking the source
of these interactions [18, 29]. Cinelli et al. analyse echo chambers by assessing whether the
overall network is strongly polarized towards two sides of a controversy, emphasizing user
interaction networks [39]. Cossard et al. explore echo chambers within vaccine communities
using clustering techniques, demonstrating the existence of echo chambers within real social
networks [41].

Analysing extensive topological structure datasets from a global perspective necessitates
high-performance computing resources. The ego network centred around a focal user offers a
feasible way to model a community, enabling measurement of the echo chamber degree with
a focus on that user. Thus, inspired by Li et al. and Valerio et al., we incorporate the concept
of the ego network in our study [11, 99]. Li et al. propose agent-based influence diffusion

models, where the influence cascading process is modelled as an evolutionary pattern driven
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by individuals’ actions. Valerio et al. analyse the micro-level structural properties of online
social networks and demonstrate that ego networks play a significant role in social networks,
impacting information diffusion within the network. Hu et al. investigate the impact of Al
recommendation on forming echo chambers from both individual and topological levels [70].

6.2.2 Content-Based Echo Chamber Detection

Content-based methods identify echo chambers by analysing the information texts produced
by individuals. Villa et al. propose both a topology-based and content-based approach,
analysing the topological structure of the social network and sentiment aspects related to
the content [162]. Cinelli et al. conduct a comparative analysis on a large-scale dataset
to identify echo chambers through social network homophily. They define “leaning” as
the attitude expressed by a piece of content towards a specific topic about the content [39].
Abd-Alrazaq et al. propose a text-mining method on a large dataset, considering information
texts but neglecting temporal information, which can provide contextual insights [1]. Lwin et
al. and Xue et al. demonstrate that discourses on Twitter about Covid-19 continually evolve,
develop, or change over time [113, 181]. Inspired by these studies, we restructure the dataset
into chronologically user-specific streams.

Most existing studies solely consider the content of information but overlook individual
behaviours and content weights, which demonstrate the significance of content on individuals.
For instance, reading a message doesn’t explicitly reveal an individual’s thoughts about
the message. However, a subsequent ‘like’ or ‘upvote’ implies that the individual agrees
with this message, thereby increasing the weight of information from this message in the
corresponding belief graph. We argue that beliefs in individuals’ minds carry different
weights, and not all beliefs hold equal significance. As a result, behaviours offer valuable
insights into people’s perspectives on related messages.

Therefore, we propose a belief-aware echo chamber detection framework incorporating
content and individual behaviours. Our framework constructs belief graphs for each individ-
ual in our dataset, considering their behaviours. To measure the degree of echo chambers, we
calculate the similarities between the belief graphs of the focal user and their neighbours.
With this framework, social platforms can detect communities where members are primarily
exposed to reinforcing views, potentially limiting the diversity of thoughts and contributing

to polarization.
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6.3 Belief-Aware Echo Chamber Detection

In this section, we formally define related terms and explain the proposed belief-aware echo

chamber detection framework.

6.3.1 Formal Definitions

Two types of graph structures are utilised in this chapter: one is the ego network, a directed
graph G =< U, E > that includes a focal user and its neighbours, and the other is the user
belief graph BG =< H,WR,T >.

An ego network consists of a focal user uy and their neighboring users, denoted as
U = {ug,...,u, }. Each user, represented by u; € U, corresponds to a node in this directed
network. Each edge(u;,u;) between nodes is directed as the flow of information, indicating
that user u; follows, replies to, or mentions user u;. Each user in an ego network also has
a unique belief graph, representing their personal network of beliefs, which is clarified in
Definition 2.

A belief graph is a unique graph containing multiple triplets BG = {H,WR, T}, where
H and T refer to nodes in belief graphs, and WR = {wr;|0 < i < m} represents relations
between nodes, defined as weighted relations. The belief graph is constructed by extracting
triplets from users’ historical messages and behaviours on corresponding messages across
various topics.

Similarity sim(v;,v;) refers to the distance between two vectors in a low-dimensional
space. The similarity is a value between [0, 1], where 0 implies completely contrary view-
points, while 1 signifies identical viewpoints.

Echo chamber degree p(u,k) is a measure that evaluates the likelihood of an echo
chamber. A higher degree suggests a higher probability that an individual experiences an
echo chamber related to a specific topic k.

Topic k refers to the label of each message, e.g., m;. The topic set is denoted as
T ={Ty,T1,..., T, }. Messages with the same topics express similar discourse. One message
is assigned only one topic. In our framework, topics are used for graph partitioning.

Each user in an ego network is represented by their sub-graphs. The Graph encoder
receives each sub-graph and generates representations representing each user in the ego
network. Subsequently, the graph representations are utilised for the calculation of the echo
chamber probability of this ego network.

As illustrated in Fig. 6.1, we determine the echo chamber degree in 5 phases:
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* 1) Construct a belief graph for each individual, considering both their Twitter stream
and their user behaviours. Based on each corresponding behaviour to a message, we
increase or decrease the weights of triplets extracted from this message.

* 2) Partition the corresponding part of an individual’s belief graph into sub-graphs
according to different topics.

* 3) Select an individual and its neighbours to create an ego network based on their

followee/follower relations and mentioning behaviour.

* 4) Calculate the similarities of sub-graphs on a given topic between the focal user and
its neighbours to assess the closeness of their beliefs.

* 5) Quantify the echo chamber degree by evaluating their average similarity and infor-
mation entropy.

A sub-graph is a graph partitioned from an individual’s complete belief graph given a
specific topic. Sub-graphs are used to compare users. Messages refer to texts that users
receive and post, including tweets, retweets, and replies. User behaviours refer to user

operations on a social platform, including:

* Viewing: Users view messages posted by their neighbours (followees) or recommended

by the platform.

» Liking: Users like a message by clicking the blank heart symbol.
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* Disliking: Users express dislike for a message by cancelling their liking behaviour, i.e.,
clicking the solid heart symbol.

* Reposting: Users repost viewed messages.

* Sending: Users post a message or reply to someone in their own words.

We presume each behaviour reflects a different perspective on corresponding messages
and aids in modelling changes in user beliefs. For example, when a user likes a message, we
increase the weight of triplets extracted from this message by assigning a changing rate to

the weight. The changing rates are defined for different behaviours as shown in Table 6.1:

Table 6.1 Changing rate of each behaviour on corresponding information.

Reviewing Liking Disliking Reposting Sending

Changing Rate(r) 0.5 2 -2 1 2

6.3.2 Belief Graph Construction

The first step in this work is to construct belief graphs for each individual in the ego network.
We extract triplets (i.e., {head, relation, tail}) from the content and calculate weights for
these triplets by analysing the individual’s behaviours. We then attach the weights to the
relations, resulting in weighted relations. A belief graph that reflects an individual’s belief
consists of multiple triplets with weighted relations. We use Stanford OpenIE! to extract
triplets from texts.

To calculate the weights, we employ a logarithmic function to prevent the weights from
reaching extremely high or low. This logarithmic transformation helps maintain a balanced

range of weights. The function is defined as follows:

wi = In(w;+ri) +1, (6.1)

where w; is the previous weight of the same triplet and r; is the changing rate as shown in
Table 6.1.

During extraction, the same triplets may be extracted multiple times. For each new
triplet, the initial weight is defined as 0, and its current weight is calculated based on the
changing rate of the corresponding behaviour. When we encounter the identical triplet, we
add the change in weight according to the current behaviour to its previous weight (i.e., w; in
Equation 6.1).

Uhttps://nlp.stanford.edu/software/openie.html
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6.3.3 Belief Graph Partitioning

A complete belief graph of an individual encompasses information from several topics.
Comparing complete graphs may allow irrelevant information to affect performance on the
given topic. Hence, we perform a graph partitioning step before transforming graphs into
graph representations.

In this step, we utilise word embeddings from a word2vec model [117] to identify nodes
within the belief graph that have similar words to the given topic and keywords. The cosine
similarity function, as shown below, is utilised to measure the similarity between word
embeddings. Nodes and relations in both directions are subsequently used to form the
sub-graph.

Vl'-Vj

= (6.2)
il vi

sim(vi,v;)

where v; and v; denote word embeddings obtained from the word2vec model.

6.3.4 Echo Chamber Detection

To compare the similarities among belief graphs, we convert these topological structure graphs
into vector representations. This is achieved through training Graph Attention Networks
(GATs) on each individual’s belief graph to generate graph representations. Different from the
original GATs [? ], we introduce the weighted relation features R = {r; ;|0 <i<n,0 < j<n}
as the initial attention coefficient. The weighted relation features are used during the attention

calculation as follows:

eij=a(Wh;,Whj,r;;) (6.3)

Equation 6.3 represents the importance of node j’s features to node i. W denotes a weight
matrix used to parameterize a shared linear transformation, fzi represents the features of node
i, and r; ; is the weighted relation from node i to node j. To collect all features of the whole
graph, we add a global node to each graph. This global node is linked to every node in the
graph, and its representation represents the entire graph.

We hypothesize that similar graphs express similar beliefs on relevant topics. To test
this, we compute the similarity between individuals’ belief graphs. We apply the graph
representations generated by the trained GATsS to a cosine similarity function to calculate

these similarities:
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k 1k hk ) hk
sim(hi hy,) = ———— (6.4)
B A
where hf denotes the representation of user i’s sub-belief graph on topic &, and || k¥ |
represents the Euclidean norm of hf hﬁ refers to the representation of the focal user’s

sub-graph on topic k. The average similarities are then calculated as follows:

avg(h*) =1/n Z sim(h¥,hk), (6.5)
i=1

where n describes the number of the focal user’s neighbours.
In addition to similarity, inspired by [70], we also consider information entropy from
information theory and statistical mechanics to calculate the probability of an individual

being isolated in an echo chamber. The equation is as follows:

H(gh)=—Y pe-In(py), (6.6)
kCK

where py is the percentage of a user’s sub-graph on topic &, and g refers to the belief graph
of the focal user of an ego network on topic k. Finally, we use both average similarity and

information entropy to measure the echo chamber using the following equation:

plu,k) = avg(hk) - H(gh), (6.7)

where u represents a focal user. A higher p(u,k) indicates a greater likelihood that u is
isolated in an echo chamber. In such a case, the ego network centred around user u is a

p(u,k) possibility echo chamber on topic k.

6.4 Experiments and Analysis

This section provides details of two experiments conducted to validate the efficacy of the
proposed Belief-based Echo Chamber Detection model. The first experiment evaluates the
similarities in responses of echo chamber members to multiple related messages. The second
experiment implements an ablation study to elucidate the progression of the Belief Graph
module within the BeECD framework and to investigate the impact of weighted relations on
belief graphs.
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6.4.1 Data Collection and Organisation

The experiments utilise a dataset gathered from Twitter related to COVID-19. This dataset,
part of the continually updated COVID-19 Twitter chatter dataset maintained by Georgia
State University’s Panacea Lab, spans a crucial six-month period from December 2020 to
May 2021. This time frame is particularly significant as it encompasses a period when
several candidate vaccines displayed safety and the ability to generate immune responses.
The proposed BeECD can be applied to any dataset. In this chapter, we leverage Covid-19 as
the dataset to validate this approach.

Each individual’s content and behaviours are organised into a chronological stream, in-
cluding the user’s tweets, tweets from the user’s neighbours, retweets, replies, corresponding
tweets, likes, and liked tweets. We limit our focus solely to English tweets, replies, and
retweets, and uniquely, we include retweets in the streams of each individual, allowing us to
process retweeting behaviour and corresponding content concurrently.

To facilitate computation, we extracted a sub-graph from the total dataset, comprising
285 users, 3,587 interconnections, and 42,478 posts, which include tweets, retweets, and

replies.

6.4.2 Experiment 1: Response Analysis

In this experiment, we hypothesize that each user within an ego network can respond
appropriately to one or multiple similar messages, anticipating that responses from like-
minded users will exhibit greater similarity than those from dissimilar users. The implications
of this phenomenon in real-world contexts are substantial. Consider, for instance, an ego
network exhibiting an 80% echo chamber probability. If the average response probabilities
within this network align closely with this percentage, it will signify that most users within
the network are engaged in disseminating and consuming similar information. In a practical
sense, this may translate to a reinforcement of a specific narrative or perspective. The
resulting lack of engagement with diverse viewpoints could amplify polarization. This may
create a self-reinforcing cycle in which users are confined to information confirming their
pre-existing beliefs, thereby becoming increasingly resistant to alternative viewpoints or
evidence contradicting their established convictions.

In addition to calculating the echo chamber probabilities, we subsequently train an
encoder-decoder structured language model on the entire dataset, feeding 20 random mes-
sages from the test set into each ego network based on the same topic that the ego network

inclines towards. The language model is used to assess the similarity of the users’ responses.
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By comparing the echo chamber probabilities and response similarities, we assess the efficacy

of the proposed framework. The results depicted in Fig 6.2 corroborate our hypothesis.
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Fig. 6.2 The probabilities of detected echo chamber and user response similarities.

By presenting the outcomes from three distinct ego networks with varying degrees of
echo chamber probabilities, it’s clear that the average response probabilities align with the
calculated echo chamber probabilities.

This experiment sheds light on the intricate relationship between online interactions
and the formation of echo chambers. The observed alignment between the echo chamber
probability and user response patterns underscores the role digital platforms play in shaping
real-world perspectives, emphasizing the need for further research and interventions in this

domain.

6.4.3 Experiment 2: Belief Graph Impact Analysis

The second experiment seeks to understand the influence of weighted relations on the
evolution of echo chambers. We additionally train Graph Attention Networks (GATs) that
do not account for the properties of relations during the training process. Belief graphs are
initiated using data from the first two months of six, following which the remaining data is
partitioned into 25 unique time intervals. From each interval of the users’ Twitter streams,
users’ beliefs and behaviours are extracted and used to update their corresponding belief
graphs.

By partitioning data into distinct time intervals, we highlight the significance of temporal
evolution in shaping users’ beliefs. This process shows the importance of identifying the
beliefs and understanding how they transform and develop over time. Such an approach
corresponds to real-world scenarios, where individuals often undergo phases or shifts in their
perspectives. These changes may be influenced by various factors, such as past experiences,
exposure to new information, or personal growth, reflecting the complexity and dynamism of

human belief systems.
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We anticipate that our framework, which incorporates weighted relations, is capable of
detecting variations in user beliefs, including instances where these beliefs intensify before
subsequently diminishing. This approach offers insight into the dynamic nature of belief
changes. On the other hand, in the absence of such weighted relations, a user’s beliefs appear
to remain unaltered and static. This lack of dynamism obscures the potential to observe the
evolutionary patterns of echo chambers, even in cases where users undergo significant shifts
in their perspectives. We selected four representative curves from our proposed framework
with weighted relations and corresponding curves from the framework lacking weighted
relations for comparison. The results depicted in Fig 6.3 effectively showcase different

patterns of evolution of echo chambers in our proposed framework with weighted relations.
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Fig. 6.3 The evolution of echo chambers.

From Fig 6.3, it is clear that our proposed framework can effectively represent the
evolution of echo chambers or users’ shifting perspectives. The result also highlights a
crucial difference between the two models. The use of weighted relations, as opposed to
non-weighted ones, allows for a more nuanced representation of the complexities inherent
in human interactions and belief systems. In real-world terms, not all interactions influence
our beliefs equally. Some might have a significant impact due to the trustworthiness of the

source or the emotional resonance of the content, while others might be casually scrolled past
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without much thought. Thus, incorporating weighted relations can more accurately model
how real people might be influenced by their digital interactions.

Understanding the evolution of echo chambers using advanced models like GATs with
weighted relations is crucial in today’s digital age. Such insights provide a clearer picture
of how beliefs change over time on platforms like Twitter, emphasizing the need for digital

platforms to prioritize diverse content exposure and critical thinking among their users.

6.5 Conclusion and Prospective Research Directions

In this study, we introduce a novel content-based methodology for echo chamber detection
on social networks, coined as the belief-aware echo chamber detection approach shedding
light on the intricate relationship between online interactions and the formation of echo
chambers. We leverage Knowledge Graph technology to construct user belief graphs, taking
into account both message content and user behaviour. Additionally, we train modified
Graph Attention Networks, incorporating weighted relations into the computation process.
Similarities between user belief graphs are then computed. The experimental results indicate
promising effectiveness and demonstrate real-world implications of our approach in analysing
echo chambers on social platforms. The final results have been published in [169].
However, the detection of echo chambers represents a seminal work, and addressing the
subsequent effects presents significant challenges. Future research endeavours will focus
on strategies for mitigating the echo chambers, further advancing the understanding and

management of social network dynamics.



Chapter 7

Conclusion

7.1 Research Contributions

7.1.1 Text Summarization

* I propose a novel knowledge-aware text summarization model, KATSum, which
employs the Knowledge Graph to improve the quality of the summaries in terms of
ROUGE scores. With the knowledge-aware encoder, the input text will be processed
by the pre-trained language model and converted into Knowledge Graph embeddings.

Such features can help to address unfaithfulness and factual inconsistency.

* I propose a novel model, Aspect-adaptive and Knowledge-based Opinion Summariza-
tion (AsKOS), which is self-supervised training on an unlabeled dataset. This dataset
contains accurately matched pairs of aspect graphs and pseudo summaries without

requiring a time-consuming labelling process.

* I improve the effectiveness in capturing diverse aspects from reviews and tailoring the

summaries to align with the specific requirements of users.

7.1.2 Influence Maximization

* [ first proposed suppressing the information alteration while maximizing the influence

in the dissemination process.

* I propose a user behaviour model to take the users’ personalised prior knowledge and
subconsciousness to predict user behaviour and generate user responses given input

information.
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* [ take the possible information alteration into consideration while addressing the influ-

ence maximization problem to keep the originality of the disseminated information.

* Tadopt Knowledge Graph (KG) to model users’ prior knowledge and sub-consciousness.
Deep learning models are utilised to model the users’ behaviours, which can generate

responses/comments that imply potential information alteration.

* I propose a novel seed selection algorithm aiming to maximize the social influence

without causing significant information alterations.

7.1.3 Misinformation Detection

¢ [ formulate the misinformation is portrayed from factual information but presented in
a misleading manner, implying meanings that differ from literal interpretations and

thus leading readers astray.

* I explore the application of framing theory in detecting misinformation with factual

information but presented in a misleading way.

* I propose the FrameTruth Model (FTM) incorporating frame categories, the Large

Language Model and Deep Learning to address misinformation detection.

* | propose the Frame Element-based Model (FEM), taking advantage of frame elements
to precisely identify misinformation originating from accurately portrayed facts under

different frames.

* [ explore the separate contribution of each frame element to demonstrate how misinfor-

mation is framed.

7.1.4 Echo Chamber Detection

* I define the echo chamber detection from the individual level as estimating the echo

chamber degree to see if an individual is isolated in an echo chamber.

* I model each user by constructing their belief graphs according to their historical

behaviours and posts.

* [ propose a novel method to calculate the echo chamber degree incorporating graph
similarities between the belief graphs of the focal user and its neighbours and cross-

entropy.
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7.2 Limitations and future directions

In this thesis, I addressed several problems in the field of social network analysis incorporating
knowledge graph technique and Deep Learning.

Future research directions in the fields of text summarization, information diffusion,
misinformation detection, and echo chamber detection are summarised as follows:

Current existing summarization models rely solely on language models which could
generate biased content which aligns with the training data. Future summarization models
should leverage knowledge graphs to enhance the accuracy and coherence of generated
summaries. Knowledge graphs can provide structured context and relationships between
entities, improving the relevance and informativeness of the summaries. Combining knowl-
edge graphs with self-supervised training techniques can customise summaries based on
specific informational needs. This approach allows models to learn from large amounts of
unlabeled data, tailoring summaries to user preferences and enhancing the adaptability of
summarization systems.

Meanwhile, given the limitations of ROUGE as an evaluation metric, it is essential
to explore new methodologies for evaluating text summarization. These metrics should
effectively measure coherence, readability, context dependency, and even reliability, aligning
more closely with the advancements in large language models.

In the information diffusion field, the proposed approach can be applied to various sce-
narios where maintaining the integrity of the influence is essential. This includes marketing
campaigns, public health messaging, and political communications, where the fidelity of the
original message is critical to achieving desired outcomes. In the future, we intend to explore
two potential avenues for the future expansion of this work.

First, a more accurate knowledge representation model will be investigated to capture
information alteration.

Second, though the proposed model showed strong performance in small- to medium-
scale networks, its computational efficiency remains challenging in large-scale and dynamic
networks. This limitation was most noticeable where processing delays increased significantly
with larger seed sets. We intend to address the same issue in a more challenging environment,
i.e., large-scale and dynamic social networks. Agent-based modelling will be applied to
distribute the computation cost of the algorithm and improve its efficiency, following the
brief steps below:

* Understand the Dynamics of Large-Scale Networks by performing network analysis to
identify key features such as scale, density, modularity, dynamic changes and temporal

behaviours.
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* Define agent characteristics and roles with attributes such as knowledge, preferences,

influence thresholds, behaviour patterns and their relationships.

* Develop a scalable agent-based simulation model for scenarios with varying message

types, influence thresholds, and information alterations to test robustness.

* Integrate real-time updates for dynamic networks by developing mechanisms to update

the agent-based model dynamically as nodes join, quit, or modify behaviours.

* Incorporate learning mechanisms such as deep learning and reinforcement learning for

agents.

For misinformation detection, further investigation into framing theory is still needed to
understand its role and impact on frame-based misinformation detection, like how frames
convey ideas through different portraits, and how frames are utilized on different platforms,
e.g. Facebook, X, etc. To that end, more data from different sources will be collected and
analysed thoroughly. Based on the analysis, a model that can precisely predict frames will be
developed utilizing advanced technologies.

The detection of echo chambers represents a seminal work, and addressing the subsequent
effects presents significant challenges. Future research endeavours can focus on strategies
for mitigating the echo chambers, further advancing the understanding and management of
social network dynamics.

By addressing these research directions, future studies can contribute to more robust and
adaptive models in text summarization, influence maximization, misinformation detection,
and echo chamber detection, ultimately enhancing the effectiveness and reliability of online

social networks.
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