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Dataset link: https://doi.org/10.5281/zenodo.7 Context: Security as a key non-functional requirement of software development is often ignored and devalued
959584 in DevOps programs, with security seen as an inhibitor to high velocity required in DevOps implementation.
Keywords: Hence, the DevSecOps approach as a security-orientated expansion to DevOps, has aimed to integrate security
Multivocal literature review into DevOps implementation by promoting collaboration among development, operation and security teams.
DevSecOps DevSecOps is a topical concept and rapidly emerging area of practice in both academic and industrial settings.
DevOps Objective: We reviewed both the white and grey literature to identify recent researches and practical trends
Security of DevSecOps, aiming to: (a) review, document and analyze the current state of DevSecOps in the existing

Global software engineering literature; (b) investigate the application of DevSecOps in Global Software Engineering (GSE) contexts.

Method: A Multi-vocal Literature Review on DevSecOps and its global application was conducted, by executing
a dual-track strategy including white (104 studies) and grey (43 studies) literature from 2012 to 2021. A
Thematic Analysis was performed to identify, synthesize and analyze the themes within data for reporting the
MLR results.

Results: Through the Multi-vocal Literature Review and Thematic Analysis, this paper identifies five major
aspects of DevSecOps (Definitions, Challenges, Practices, Tools/Technologies, and Metrics/Measurement);
collects related themes of each aspect; and generates a Challenge-Practice-Tool-Metric (CPTM) model by
integrating the themes of the latter four aspects within a lifecycle model. Moreover, an unexplored area relating
to the global application of DevSecOps has been identified.

Conclusion: Based on MLR results, a CPTM (Challenge-Practice-Tool-Metric) model is built to reveal the
current status of DevSecOps. The model provides a breakdown and a broad landscape of DevSecOps, from
which researchers and practitioners may select an area of focus to improve their knowledge or practice. With
DevSecOps spanning the many stages of the lifecycle, we believe the model will enable emphases and absences
such as global aspects to be investigated.

Editor’s note: Open Science material was validated by the Journal of Systems and Software Open Science Board.

1. Introduction Software security can be divided into security of the software de-
velopment environment, and security of the software in the production

DevOps is a trending term and has gained popularity in the Software environment (Morales et al., 2020). The growing importance of se-

Engineering (SE) industry and academia. It aims to improve the perfor-
mance of software development implementation by enhancing software
development (Dev) practices with IT Operations (Ops) practices as part
of the SE process (Hussain et al., 2017). However, security as a key
non-functional requirement is often ignored and devalued with DevOps
programs, due to security being seen as an inhibitor to the high velocity
required in DevOps implementation (Myrbakken and Colomo-Palacios,
2017).
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curity with SE for development and deployment of software products
includes: needs to focus on end-user privacy for larger scale systems; the
emergence of Software as a Service (SaaS) as an alternate deployment
model; globally distributed systems; and the requirements of rapid
delivery cycles. Besides, the utilization of technologies such as cloud,
container and serverless computing requires upfront consideration of
security requirements with feature implementation (Fernandez and
Brito, 2019). According to SANS 2022 DevSecOps survey (Edmundson
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and Hartman, 2022): in 2022, nearly 92% of responding organizations
are using cloud and 25% are using multiple cloud providers; 65% of
responding organizations run over 25% of their applications in the
cloud; 8% run 100% of their applications in the cloud. Moreover,
virtual machines, containers and serverless are the top three cloud-
hosted technologies. The security implication to these figures is that
cloud resources should be properly secured, as the use of multi-clouds
and cloud-based technologies would not only benefit organizations but
also cause security complications. However, the survey (Edmundson
and Hartman, 2022) reveals the reality of many companies is that
they under-utilize security methods such as Cloud Security Posture
Management and Cloud Workload Protection Platform.

To build security in DevOps, the term ‘DevSecOps’ has been cre-
ated as a security-oriented variant of DevOps. It aims to integrate
security into DevOps without impacting the development speed and
quality, addressing risks and security issues, through enhanced collab-
oration amongst security, development, and operations teams (Zaydi
and Nassereddine, 2020). A key benefit of DevSecOps is that it shifts
security and testing upfront with development (shift-left) and enables
continuous security implementation throughout the Software Develop-
ment Lifecycle (SDLC), to reduce security threats earlier and address
security issues faster (Carter, 2017). Another benefit is that manual
security tests and support activities are reduced by the automation, so
that teams can focus more on policies (Ahmed and Francis, 2019). SANS
survey (Edmundson and Hartman, 2022) shows that in 2022, 58%
of responding organizations adopt DevSecOps to varying extent; 21%
do not; and 18% deem their DevSecOps adoptions to be “spurious”,
SANS therefore advises organizations to sustain promoting DevSecOps
practices. In addition to SANS, Gartner Betts (2022) forecasts that 85%
of organizations will adopt DevSecOps practices by 2027, migrating
from DevOps to DevSecOps. Thus, we believe that the current state of
DevSecOps is worth studying systematically, from the perspectives of
SE academia and industry.

Meanwhile, software academia and industry’s interest in another
trend - Global Software Engineering (GSE), has also been increasing
during this decade. GSE is a business strategy to arrange project teams
distributed and geographically separated (Grande et al., 2024). The
benefits include: specialized and diverse skilled human resources from
all over the globe, reduction of costs due to the possible salary savings,
and reduction of duration by leveraging time-zone effectiveness and
round-the-clock productivity (Conchuir et al., 2009; Vizcaino et al.,
2016). GSE and DevOps/DevSecOps essentially belong to Collaborative
Software Engineering (CoSE), which is “about creating the organizational
structures, reward structures, and work breakdown structures that afford
effective work towards goal” (Whitehead et al., 2010). Thus, a growing
number of researchers and organizations pay attention to the adoption
of DevOps in the GSE context, to achieve further success in SE (Cico
et al., 2021). As an expansion of DevOps, we also believe that adopting
DevSecOps in global settings deserves careful academic study, in order
to enhance the security aspects for global DevOps applications.

This paper aims to review, document and analyze the current state
of DevSecOps in the existing literature, and to investigate its adop-
tion in GSE contexts. DevSecOps is topical in academic and industrial
settings, so that the investigations from academia and industry are
equally essential to learn from. Thus, a Multi-vocal Literature Review
(MLR) was conducted by executing a dual-track strategy covering the
published and unpublished literature, to identify recent researches and
practical trends and to find out opportunities for further research. MLR
is a special form of Systematic Literature Review (SLR) which uses
not only formally and commercially published literature (called White
Literature, e.g. journal and conference papers) but also includes un-
published work (called Grey Literature, e.g. technical reports, websites,
blogs, etc.) (Garousi et al., 2019). Although the existing MLRs (Myr-
bakken and Colomo-Palacios, 2017; Prates et al., 2019; Akbar et al.,
2022), SLRs (Sanchez-Gordon and Colomo-Palacios, 2020; Rajapakse
et al.,, 2022), Grey Literature Review (GLR) (Mao et al., 2020) and
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mapping study (Mohan and Othmane, 2016) have made contributions
to the topic of DevSecOps, this MLR reports some new findings for
this fast moving new field, e.g., the analysis of differences between
academia and industry, the new taxonomy, a novel Challenge-Practice-
Tool-Metric (CPTM) model for DevSecOps, and the absence of global
applications. We believe that the MLR could consolidate, confirm,
update and add value to the extant literature. We give the review and
comparison of all existing review papers (Table 1) in Section 2.2.1.
The rest of the paper is organized as follows: Section 2 introduces
the key concepts and reviews the related work; Section 3 describes
the research methodology, including multivocal literature review and
thematic analysis; Section 4 reports the results, presents a Challenge-
Practice-Tool-Metric (CPTM) model for DevSecOps, and discusses the
findings along with study implications; Section 5 provides the threats
to validity; Section 6 concludes the paper and provides the future work.

2. Key concepts and related work

This section introduces three key concepts, namely, DevOps, De-
vSecOps, and GSE; and reviews the existing related work by comparison
with this paper.

2.1. Key concepts

2.1.1. DevOps

There are different ways to define DevOps. Simply, DevOps is
a compound of development (Dev) and operations (Ops) (Sebastian
et al., 2020). DevOps can be defined as a culture (Soni, 2015), aiming
to bridge the gaps between developers and operations (Huttermann,
2012), emphasizing the collaboration within and between teams in-
volved in the Software Development Lifecycle (SDLC) (Dyck et al.,
2015; Humble and Molesky, 2011). Bass et al. (2015) defines DevOps
as a process which is “a set of practices aimed to reduce the time between
committing a change to a system and the change being placed into normal
production, while ensuring high quality”. Loukides (2012) defines DevOps
as a technology, emphasizing the automation for software delivery and
infrastructure changes. Humble and Molesky (2011) defines Culture,
Automation, Measurement, and Sharing (CAMS) as four pillars of De-
vOps. Smeds et al. (2015) defines Capabilities, Cultural Enablers, and
Technological Enablers as critical related elements of DevOps while
identifying Capabilities as the most important of all three. Jabbari
et al. (2016) based on previous studies, defines DevOps as “a de-
velopment methodology aimed at bridging the gap between Development
and Operations, emphasizing communication and collaboration, continuous
integration, quality assurance and delivery with automated deployment
utilizing a set of development practices”. Different perspectives and ways
to define DevOps inspire various taxonomies used to define DevSecOps,
we explain this in Section 4.1.2.

2.1.2. DevSecOps

Software security can be divided into security of the software de-
velopment environment (security threats in the factory) and security of
the software being developed (software security testing) (Morales et al.,
2020). The importance of security consideration with SE has triggered
the emergence of DevSecOps, which is a security-orientated expansion
to DevOps. The most common definition of DevSecOps is: “the concept
of incorporating security practices in the DevOps processes by promoting
collaboration between development, operations and security teams” (Mohan
and Othmane, 2016). Essentially, the DevOps/DevSecOps approach
belongs to Collaborative Software Engineering (CoSE), which is “about
creating the organizational structures, reward structures, and work break-
down structures that afford effective work towards goal” (Whitehead et al.,
2010). The terms ‘SecDevOps’, ‘DevOpsSec’, and ‘Security in DevOps’
are the aliases to DevSecOps (Rahman and Williams, 2016).
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Table 1
Comparison among review papers.
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Reference Year Research methods Search sources Included studies Aspects involved
Mohan and 2016 Mapping study Google Scholar, IEEE, OWASP 5WL + 3 Definition, Practices, Compliance,
Othmane (2016) and RSA conferences Presentations Automation, Tools, Configuration
management, Team collaboration,
Availability of activity data, Information
secrecy
Myrbakken and 2017 MLR Google Scholar, Google 2 WL + 50 GL Definitions, Characteristics, Benefits,
Colomo-Palacios Challenges, Evolution
(2017)
Prates et al. (2019) 2019 MLR ACM, IEEE, Scopus, Google 2 WL + 11 GL Metrics
Scholar, Google
Sanchez-Gordon and 2020 SLR Google Scholar 11 WL Cultural aspects
Colomo-Palacios
(2020)
Mao et al. (2020) 2020 GLR Google 141 GL Security risks, Practices
Akbar et al. (2022) 2022 MLR + Survey ACM, IEEE, Wiley, Springer Link, 46 WL + 41 GL Challenges
Science Direct, Google Scholar,
Google
Rajapakse et al. 2022 SLR + Thematic analysis ACM, IEEE 54 WL Challenges, Solutions
(2022)
Ours 2022 MLR + Thematic analysis ACM, IEEE, Scopus, Google 104 WL + 43 GL Definitions, Challenges, Practices, Tools,

Metrics, Global applications

2.1.3. Global software engineering

Global Software Engineering (GSE) is a business strategy to have
the project teams distributed and geographically separated (Grande
et al., 2024), aimed to find specialized and diverse skilled human re-
sources from “a global pool”, to promote competitiveness by accessing
a global market (Vizcaino et al., 2016), to reduce software development
costs due to the possible salary savings, and to shorten development
duration by leveraging time-zone effectiveness and round-the-clock
productivity (Conchuir et al., 2009). GSE depends on the distributed
teams comprising of stakeholders from different geographic locations,
different time zones, and even different organizational and national
cultures (Jalali et al., 2010; Tamburri et al., 2012). Thus, GSE also
faces challenges from geographical, temporal, linguistic and cultural
distances so that it is particularly associated with the 3C Collabora-
tion model (Communication, Coordination and Cooperation) (Conchuir
et al., 2009; Tamburri et al., 2012). Same as DevOps/DevSecOps, GSE
also belongs to CoSE (Whitehead et al., 2010). Collaboration is vital
to the success of DevOps, DevSecOps, and GSE. As GSE becomes a
prevalent approach, it warrants investigating the adoption of DevOps
and DevSecOps in GSE settings.

2.2. Related work

2.2.1. Existing reviews on DevSecOps

Some review studies have been conducted on DevSecOps to identify
its definitions, benefits, challenges, practices, tools, metrics, applica-
tions, etc. We chronologically summarized the existing review work
and demonstrated the comparison in Table 1. Historically, the findings
of early studies were basic but premature and unshaped, due to the
extremely limited data sources of this emerging area. Along with the
development of DevSecOps, the research aspects of DevSecOps have
been becoming clear and taking shape, the majority of studies focus on
the challenges when adopting DevSecOps, and the practices applied in
DevSecOps. Recently, the research trend is going to explore the inter-
relation of challenges, practices and tools, further to build theoretical
frameworks for DevSecOps.

In 2016, Mohan and Othmane (2016) conducted a mapping study to
identify DevSecOps definition, practices, compliance requirements, au-
tomation, tools, configuration management, team collaboration, avail-
ability of activity data and information secrecy. To our knowledge, this
paper might be the earliest review study on DevSecOps, it reviewed a

limited amount of studies, including five academic papers and three
conference presentations. This paper serves a pioneer role but the
findings are relatively premature and unshaped.

Myrbakken and Colomo-Palacios (2017) presented an MLR to iden-
tify definition, characteristics, benefits, challenges and evolution. The
MLR was conducted in 2017 when DevSecOps was still a new approach,
so limited white literature (WL) (2) and grey literature (GL) (50)
were available for reviewing. WL results were fewer than GL results
including sources that had not been peer-reviewed. In 2019, Prates
et al. (2019) presented an MLR to identify 9 DevSecOps metrics from 2
WL papers and 11 GL articles. These two papers selected MLR as review
method due to the lacking academic studies at that time (mentioned
in their limitations). In contrast, using MLR is an active choice to this
paper, not a compromise, so that it covers both of the researcher-
oriented and practitioner-oriented sources to analyze DevSecOps from
dual perspectives.

In 2020, Sanchez-Gordon and Colomo-Palacios (2020) presented
an SLR to identify DevSecOps from a cultural perspective. Mao et al.
(2020) conducted a GLR to identify security risks on DevOps and to
collect a set of DevSecOps practices. By contrast, we did not define
a specific aspect, when we raised research questions and formulated
the search string. Our attempt was to cover the entire software devel-
opment life cycle, from development to operation, instead of a single
point of view or a specific step such as security testing. In this way, the
MLR would provide a general and broad coverage of this topic.

In 2022, an MLR by Akbar et al. (2022) revealed 18 DevSecOps
challenges and grouped them in 10 categories; subsequently surveyed
with practitioners to assess findings and the result showed that identi-
fied challenges and categories were relevant to the industry. Another
recent SLR by Rajapakse et al. (2022) identified 21 challenges and 31
solutions by applying thematic analysis, further classified them in four
categories: People, Practices, Tools, and Infrastructure. To a certain
extent, these two review papers are similar to ours, since the research
trend is going to explore the interrelation of challenges, practices and
tools, further to create theoretical frameworks for DevSecOps. Thus, our
paper serves a confirmatory role for the existing literature in addition
to its more specific contributions. However, in addition to the partial
replication of existing work, we use different classifications; and we
provide a general and broad coverage of this topic, rather than a
very focused aspect or step, in order to cover the entire SDLC. This
work identifies multiple research aspects of DevSecOps and models
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their links. There are four levels of interpretation in Thematic Anal-
ysis (Cruzes and Dyba, 2011a): Text, Code, Themes, and Model. The
mentioned review papers (Akbar et al., 2022; Rajapakse et al., 2022)
both stopped at the third level - Themes, while our MLR has reached
the final level - Model. Moreover, our MLR involves the exploration
of adopting DevSecOps in GSE, and identifies the absence of global
dimension of DevSecOps in the existing literature.

Overall, the existing review studies on DevSecOps are relatively
early or focus on a single perspective or aspect, therefore a substantial
body of academic research on the topic has not been completely built.
This paper provides a more comprehensive review, throughout the
decade (2012-2022) of DevSecOps development, so that it aims to
update and add value to the extant literature.

2.2.2. Existing studies on global DevOps

Some papers reflect the global context of DevOps. Gupta et al.
(2019) presented their experience in a global DevOps project across
India, the USA and Germany, that had successfully established contin-
uous delivery and short release cycles with agile. Hussain et al. (2017)
investigated online job advertisements and combined with interviews;
identified required knowledge, skills and capabilities for DevOps roles
in New Zealand; further revealed that the global dimension of DevOps
roles were apparent in most job ads sometimes by explicit mention
(16% job postings explicitly mentioned global aspects) but more often
by implication, reflected that global DevOps has been involved but
not importantly. Diel et al. (2016) identified sets of communication
challenges (geographical, socio-cultural, temporal distance) and strate-
gies (frequency, direction, modality and content) in distributed DevOps,
through exploratory observations and interviews. A recently published
paper by Grande et al. (2024) presented the results of a systematic map-
ping study in the adoption of DevOps in Global Software Development
(GSD). This paper proposed the definition of DevOps in global settings;
captured the goals of adopting DevOps in GSD along with 5 motivating
issues; identified 11 benefits, 9 challenges and 15 practices of DevOps
in GSD; mapped the identified challenges with a list of well-known GSD
risks; also mapped the links between the motivating issues, benefits,
challenges and practices.

However, these studies do not mention any security aspect in the
‘global DevOps’ setups. Security is one of the motivations behind this
MLR, to investigate the academic and industrial work, further to iden-
tify evidence-based practices for bridging the gap between DevSecOps
and GSE.

3. Research method

A Multi-vocal Literature Review (MLR) was conducted for the re-
search. MLR is a special form of Systematic Literature Review (SLR)
which use not only formally and commercially published literature
(called White Literature, e.g., journal and conference papers) but also
includes unpublished work (called Grey Literature, e.g., technical re-
ports, websites, blogs, etc.) (Garousi et al., 2019). The most common
definition of GL called ‘Luxembourg definition’ was presented at the
3rd International Conference on Grey Literature in Luxembourg in 1997
(Farace and Schopfel, 2010), it defined: “Grey literature is that which is
produced on all levels of government, academics, business and industry in
print and electronic formats, but which is not controlled by commercial pub-
lishers”. In 2004, a postscript was added: “..not controlled by commercial
publishers, i.e., where publishing is not the primary activity of the producing
body”. In 2010, Schopfel who is member of GreyNet defined (Schopfel,
2010): “Grey literature stands for manifold document types produced on all
levels of government, academia, business and industry in print and electronic
formats that are protected by intellectual property rights, of sufficient quality
to be collected and preserved by libraries and institutional repositories, but
not controlled by commercial publishers, i.e., where publishing is not the
primary activity of the producing body”. There is no need to define WL
as it is a relative concept to GL. According to the definitions, the
boundary between white and grey literature is whether it is controlled
by commercial publishers.
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3.1. Motivation and process

The reason for using MLR is that the emerging topic is very signif-
icant in industry since many software development companies apply
DevSecOps nowadays. Practitioners are the first to adopt and review
new approaches and emerging technologies. To get the best outcome,
both white and grey literature should be included. DevSecOps is a
topical area in industrial settings, practitioners constantly produce
technical reports, feedbacks and reviews. Hence, it would be useful
to learn about DevSecOps. Fig. 1 depicts the MLR process adapted
from Garousi’s guidelines (Garousi et al., 2019), and which also shows
Thematic Analysis (TA) (Cruzes and Dyba, 2011a) was adopted for
data synthesis. A review protocol was developed and updated over the
research timeline. The latest version of the review protocol is available
in an open repository at zenodo.org (https://doi.org/10.5281/zenodo.
7959584), attached with data extraction form and the search records
of databases.

3.2. Philosophical stance

From the philosophical stance, the research design involves both
positivist and interpretive paradigms, and ‘“although combined
approaches are methodologically challenging” (Cruzes and Dyba, 2010),
the study adopts a pragmatic strategy as recommended by both Hoda
(2021), and Cruzes and Dyba (2010). The earlier steps of the research,
from the beginning of the MLR to the data extraction step in Fig. 1,
belong more to the positivist perspective underlying the evidence based
SE movement (Kitchenham et al., 2004), which aims to derive an
objective reality from pure data by using quantitative analysis, without
undue influence of researchers’ interpretations (Alharahsheh and Pius,
2020). Although bias in study selection, quality assessment, and data
extraction were inevitable, they could be mitigated by the formulation
and implementation of the review protocol. Nonetheless, a literature
review considers synthesis and interpretation as a mandatory prop-
erty (Rowe, 2014), hence the later steps from data synthesis in Fig. 1
can be addressed through an interpretivist stance, which advocates
a relativist ontology and subjective epistemology, using qualitative
methods (Alharahsheh and Pius, 2020). In this case, we collected white
and grey literature in strict accordance with the search strategy and
selection criteria, and conducted quantitative analysis on the selected
papers. Afterwards, we employed (Reflexive) Thematic Analysis (Braun
and Clarke, 2021) as a synthesis method to conduct qualitative analysis
on the collected data, through coding, theming and modeling, to gain
further depth through seeking the existing perception and experience
of DevSecOps.

3.3. Objectives and research questions

The objectives of this MLR were to: (a) review, document and
analyze the current state of DevSecOps in the existing literature; (b)
investigate the adoption of DevSecOps in GSE contexts. The following
were the research questions and associated sub-questions which were
investigated.

* RQ1: What is the current state of DevSecOps (namely, aspects in-
volved, related themes in each aspect and their links) in the existing
(white and grey) literature?

Sub-question 1.1: What aspects of DevSecOps can be found in the
existing (white and grey) literature?

Sub-question 1.2: What themes do these aspects contain?
Sub-question 1.3: How do the identified aspects and themes link to
each other?

* RQ2: How is DevSecOps adopted in the Global Software Engineering
(GSE) contexts?


https://doi.org/10.5281/zenodo.7959584
https://doi.org/10.5281/zenodo.7959584
https://doi.org/10.5281/zenodo.7959584

X. Zhao et al.

The Journal of Systems & Software 214 (2024) 112063

Apply Search
Strings for WL
Collection
. Define In/Exclusion
Identify Raise Formulate Criteria for Study
MLR Start Review % Research [~ Search Selection & Study Quality
Objectives Questions Strings Assessment
Apply Search
Strings for GL
Collect
Thematic Analysis s
II
Y
bata Meet Criteria
Translate codes| Synthesis Data " . Include the 5 .
II (Thematic Extraction Snowballing, [« Study election
Analysis)
(_:lassify theme: Does Not Meet Criteria
into categories
Exclude the | Does Not Meet Criteria
Study
Create model
Combine Findings & Discussion:
Results of WL | Compare results with other reviews |—— Report the MLR End Confiffnatory Search
Review after the MLR (in 2022)
& GL for acceptance & complementary

Fig. 1. An overview of the MLR process.

3.4. Search strategy

Based on the research questions, the search strategy was been
defined and discussed, including search sources, search strings, and
snowballing.

3.4.1. Search sources

Three digital databases with advanced or constructed search fea-
tures were used for White Literature (WL) collection: ACM Digital
Library, IEEE Xplore, and Scopus, as these databases in combination
were considered to comprehensively cover the computing and soft-
ware engineering discipline publications. ScienceDirect and Scopus are
both owned by Elsevier and somewhat overlap. ScienceDirect was
not selected because it is more suitable for searching journal papers
on specific topics. Our attempt to search with ScienceDirect did not
produce sufficient results, so we used Scopus, which is the biggest
abstract and citation database, providing a wide range of literature
from multiple publishers. Similarly, Springer was not used as it did
not provide us a sufficient number of empirical studies relating to this
topic. However, some high-quality secondary papers were found via
ScienceDirect and Springer, hence, these were used during snowballing
search and the confirmatory search after MLR. Google was used to
search the Grey Literature (GL).

3.4.2. Search strings

To address RQ1, Search String 1 = (devops AND (security OR secure
OR safe)) OR secdevops OR devsecops. The search string does not en-
close the terms ‘secure’ and ‘safe’ in double-quotes, so variations such
as ‘securely’, ‘safely’ and ‘safety’ are included too. Some dictionaries
define security in terms of safety, and vice versa (Burns et al., 1992).
Germanic languages, Romanic languages and Chinese do not even
distinguish them (Line and Rostad, 2006). Although the definitions of
security/secure and safety/safe have a lot in common, they are not
identical but complementary (Line and Rostad, 2006). In context of
information technology, Line (Line and Rostad, 2006) indicates that
safety focuses on the undesirable effects that are unintentional; security
focuses on the undesirable effects that are caused by malicious parties
out of the system. Burns et al. (1992) distinguishes safety and security
by causalities and failure consequences: a system is safety-critical if

failure could immediately and directly cause absolute harm; a system
is security-critical if failure could only cause relative harm, or could
raise the possibility of harm. Both papers (Burns et al., 1992; Line and
Rostad, 2006) underline that security and safety connotations are not
separate: security flaws compromise safety while safety breaches make
security impossible. Considering the above, safe was included in the
string.

After applying Search String 1 in all search sources, the results did
not include any studies involving the adoption of DevSecOps in GSE
settings. To address RQ2, we used an additional Search String 2 =
(devops AND (security OR secure OR safe) OR secdevops OR devsecops)
AND (“global software engineering” OR “‘global software development” OR
gse OR gsd OR “globally distributed” OR “‘distributed software development”
OR “distributed software engineering”’ OR “multi-site” OR ‘“multi-nation”
OR “transnational” OR ‘“remote work”). The intention of Search String
2 was to narrow the search to a global-orientation by specifying ad-
ditional keywords related to GSE, because Search String 1 retrieved
hundreds of papers from each database, potentially led to accidentally
missing a few GSE-related papers.

Search strings might be adapted due to the differences between
databases and the acceptability of Boolean operators. Search strings
were also applied to Google search for GL collection. After eliminating
advertising, the first 18 results pages (180 GL articles) were browsed,
as the relevance became extremely weak after page 19. Searches were
limited as follows: strings were searched within Metadata (title, ab-
stract and keywords); books, posters and abstracts were excluded;
language was set to English; and publication year was set between
2012 and 2021. This was the decade within which the DevOps con-
cept became common while DevSecOps was first mentioned in 2012
(Sanchez-Gordon and Colomo-Palacios, 2020), actually the earliest re-
lated paper was published in 2013. Search results were sorted by
relevance enabling us to know when the relevance was extremely weak
and to stop the search. Search strings were also applied on Google for
GL collection. Pre-selection criteria were applied for this, by reading
the titles, abstracts (for WL), and summaries (for GL), to identify
appropriate literature.

3.4.3. Snowballing search
In addition to the database searches, snowballing was applied to lo-
cate relevant studies. In a normal way, we conducted database searches
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firstly, and later complemented with snowballing searches. Though
Wohlin et al. (2022) recommend that using snowballing as the first
search strategy is also a good alternative. In this case, the main purpose
of snowballing was to validate the reliability of relevant studies, and
its minor purpose was to search for more papers. Because database
searches had already identified a large collection of papers, and snow-
balling could was unlikely to find more papers beyond the result of
database searches, hence, we mainly applied backward snowballing,
rather than forward. For example, backward snowballing was always
applied to trace and validate the literature review sections of the in-
cluded papers. It was also applied on some secondary studies to search
for their selected primary studies. The process mainly relied on Google
Scholar, and a few additional databases were included, e.g., Springer,
ScienceDirect, and the university library’s databases. Like snowballing
in the WL search, ‘back-links’ within Google were navigated either
forward or backward to detect additional GL articles and validate the
reliability.

3.5. Study selection and quality assessment

Study inclusion and exclusion criteria were defined to ensure that
selected studies provided data to answer the research questions. In
practice, GL selection criteria usually overlap and are integrated with
a quality assessment guide (Garousi et al., 2019).

Inclusion criteria: (a) The study mentions one or more primary as-
pects related to the topic of DevSecOps, e.g., definition, challenges, prac-
tices/activities/solutions, tools/technologies, metrics/measurement, and
global applications; (b) The study is written in English; (c) The study is pub-
lished from 2012; (d) The study has a clearly stated methodology/research
design; (e) The study has credible source.

Exclusion criteria: (a) The study does not have a full-text; (b) The
study is external to the subject area of computer science and software
engineering (c) The study does not have a rigorous research method to prove
the correctness of findings; (d) Duplicate studies; (e) Secondary studies.

Quality assessment was applied to ensure further inclusion/
exclusion criteria, to determine the validity of sources, to assess the
importance of studies, and to minimize bias (Kitchenham, 2007). Fig. 2
shows a screenshot of the quality assessment criteria defined in our
MLR protocol, adapted from Garousi’s MLR guidelines (Garousi et al.,
2019) and Kitchenham’s SLR guidelines (Kitchenham, 2007). Garousi
presented a QA checklist for GL only, it was adapted and extended to
also cover WL. The first 14 questions were grouped into 6 categories
and would be answered YES/NO, so the criteria would be marked 0/1.
“Literature Type” would be marked on a scale from 0 to 4. Hence, the
full mark is 18 (14 + 4), and we set 11 (60% of 18) as the passing
score. QA scores of the included papers are available at zenodo.org
(https://doi.org/10.5281/zenodo.7959584).

3.6. Replication and snowballing

The exclusion criterion (e) states that secondary studies should be
excluded to ensure the credibility of this MLR. However, six important
secondary studies (Myrbakken and Colomo-Palacios, 2017; Mohan and
Othmane, 2016; Prates et al., 2019; Sanchez-Gordon and Colomo-
Palacios, 2020; Akbar et al., 2022; Rajapakse et al., 2022) were iden-
tified and used to validate our findings. According to Wohlin et al.
(2022), the replication in SLRs can be used as a method for the
acceptance of new knowledge. Researchers sometimes rely on inten-
tional replication to validate their own results, by comparing other
SLRs/MLRs on the same topic, but raising different questions, perform-
ing different search strategies, selecting different primary studies, and
using different analytical methods (Wohlin et al., 2022).

Snowballing was applied to these review papers to identify the
overlaps of included primary studies compared with our MLR. Table 2
reports the number of overlapping and non overlapping papers. Only
the WL papers are compared, as some GL articles are not available
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or not accessible anymore. For non-overlapping papers, there are two
situations: the chief one is that the paper had been selected during
database searches but was excluded by our selection criteria or qual-
ity assessment; another one is that the paper had not been selected
during database searches but fulfilled our criteria, therefore would be
complementary.

3.7. Search execution

Table 3 shows a summary of the search execution. The numbers
of collected studies were counted along with implementing the search
procedure. We conducted Search 1 by applying Search String 1, but its
result did not include any studies involving the global aspect of DevSec-
Ops. To address RQ2, we performed Search 2 by using Search String 2
which includes additional global-related keywords. The full included
white and grey papers/articles are listed in Appendices A.1-A.2.

The work of paper collection and selection had been finished in July
2021. To avoid staleness and to continue validation, we conducted a
continuous confirmatory process termed ‘Confirmatory Search’ after the
MLR to find the latest literature. The confirmatory search used the same
search strings with the MLR but included additional databases such
as ScienceDirect and Springer. The selection criteria were broadened
(including secondary studies) to enable us to find more recent studies,
to be used for validation purposes rather than the continuation of
the MLR. By 2022, 13 new WL papers and 7 GL articles have been
added (Appendix A.3). However, these new papers and articles which
were collected from the confirmatory search were not taken into the
thematic analysis, and were not integrated in the final CP'TM model,
in order to avoid affecting the original MLR results. Fig. 3 depicts the
number of included articles based on the source types and the published
years. There are 147 articles collected from this MLR, and 20 new
articles collected from the confirmatory search after MLR. Conference
papers and grey literature articles play significant roles in DevSecOps
research. The peak of published years is between 2019 and 2020.
Besides, the number of GL articles was lacking before 2017, but it has
been increasing since 2018.

3.8. Data extraction and data synthesis (Thematic analysis)

Data extraction was performed to gather relevant information from
selected studies. This was done by using an adapted data extraction
form (Kitchenham, 2007). Data synthesis was performed to collate and
summarize the result of data extraction (Kitchenham, 2007).

3.8.1. Thematic analysis

Data synthesis was conducted by using Thematic Analysis (TA),
which is a method for identifying, analyzing and reporting themes
with data, combining qualitative (text segments, codes, themes) and
quantitative (frequency statistics) evidence (Braun and Clarke, 2006).
Flexibility is a key advantage of TA method, enabling researchers to
provide a wide range of analytic options (Braun and Clarke, 2006).
Compared to other methods, TA is said to be relatively easy to learn and
perform, thereby being accessible to inexperienced researchers (Braun
and Clarke, 2006). Thus, TA is one of the most frequently used methods
for data synthesis in SE, 2/3 of the systematic reviews in SE employed
TA to synthesize the data from primary studies (Cruzes and Dyba,
2011b). The key distinction between TA and another classic synthesis
method - Grounded Theory (GT), is that GT uses an ongoing process to
code data throughout data collection (Cruzes and Dyba, 2011b), while
TA is applied after data collection. Another distinction is that GT aims
to create a new theory, but TA is used to capture themes and summarize
key features based on existing frameworks. Therefore, the latter is a
more appropriate choice for this study. Considering the above, TA was
selected as the synthesis method.

Braun and Clarke (2021) specify three types of TA: Coding reli-
ability, Codebook, and Reflexive. We used reflexive TA, which fully
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Criteria

Questions

Authority of the producer

(Measure=0or 1)

Is the author or the publishing organization reputable?
Has the author published other work in the field?

Does the author have expertise in the area?

Methodology

(Measure=0or 1)

Does the work have a clearly stated aim?
Does the work have a stated methodology?
Does work have authoritative and contemporary references?

Are any limits clearly stated?

Objectivity

(Measwre=0or 1)

Does the work provide objective statements or credible findings?
Is there vested interest? E.g.. a tool comparison by authors that are working for particular tool vendor.

Is the conclusion supported by the data?

Publication Date

(Measure=0 or 1)

Does the work have a clearly stated date?

Novelty

(Measwre=0or 1)

Does the work have a novel idea or something unique?

Does the work strengthen or refute a current position?

Impact

(Measure=0or1)

For WL, is the author’s work cited often? / For GL. is the source viewed/shared/discussed often?

Literature Type

(Measure =0 to 4)

WL: peer-reviewed academic papers (Measure = 4).

WL: PhD/Master thesis (Measure = 3).

*  GL with high credibility. such as books. magazines, specialized databases, white papers. method creators and
consultants’ websites and case studies (Measure = 2).
*  GL with medium credibility. such as technical reports. news, Q/A sites, blogs. presentations and videos (Measure = 1).

*  GL with low credibility, like ideas/opinions/thoughts/commentaries without evidences (Measure = 0).

Fig. 2. Study quality assessment form.

Table 2
Overlaps of included primary studies between review papers.
Existing review papers Year Included primary Overlapped Not Overlapping
studies (WL) with this MLR overlapped percentage
Mapping study by Mohan and Othmane (2016) 2016 5 2 3 40%
MLR by Myrbakken and Colomo-Palacios (2017) 2017 2 2 0 100%
MLR by Prates et al. (2019) 2019 2 1 1 50%
SLR by Sanchez-Gordon and Colomo-Palacios (2020) 2020 11 8 3 73%
SLR by Rajapakse et al. (2022) 2022 54 26 28 48%
MLR by Akbar et al. (2022) 2022 46 26 20 57%
Table 3

Summary of MLR search execution.

Search 1 results
WL/GL

Search steps

Search 2 results
WL/GL

Applying search string
Study pre-selection
Study selection

Study quality assessment
Snowballing

692 (acm-416, ieee-100, scopus-176)/400 m studies
327 (acm-113, ieee-90, scopus-124)/180 studies
238 (acm-101, ieee-88, scopus-49)/56 studies

96 (acm-26, ieee-39, scopus-31)/43 studies

102 (acm-26, ieee-45, scopus-31)/43 studies

216 (acm-97, ieee-27, scopus-92)/150k studies
66 (acm-35, ieee-21, scopus-10)/100 studies

8 (acm-7, ieee-0, scopus-1)/ 3 studies

2 (acm-2, ieee-0, scopus-0)/0 study

2 (acm-2, ieee-0, scopus-0)/0 study

embraces qualitative research values and researchers’ subjective skills,
thereby fitting an experiential (e.g., critical realist, contextualist) and
critical (e.g., relativist, constructionist) framing of language, data and
meaning (Braun and Clarke, 2021). In reflexive TA, analysis is a sit-
uated interpretative reflexive process and can be conducted induc-
tively or deductively; coding is open and organic without a coding
framework; themes are the final outcome of data coding and iterative
theme development. In comparison with ‘reflexive TA’ (informed by
interpretivism, which advocates a relativist ontology and subjective
epistemology (Alharahsheh and Pius, 2020)), ‘coding reliability TA’ is
concerned with objective and unbiased coding (informed by positivism,
which aims to achieve an objective reality from pure data without
human interpretation (Alharahsheh and Pius, 2020)); ‘codebook TA’
uses their developed hybrid variant of a structured codebook or coding
framework with coding reliability approaches (informed by pragma-
tism, which is driven by pragmatic demands around pre-determined

information needs (Braun and Clarke, 2021)). Except for ‘coding re-
liability TA’, agreement between researchers and inter-rater reliability
are not required as measures of quality for ‘codebook TA’ and ‘reflexive
TA’. Braun and Clarke (2021) rather critically stress that it is “illogi-
cal, incoherent and ultimately meaningless” to require coding reliability
and bias suppression in reflexive TA, “because meaning and knowledge
are understood as situated and contextual, and researchers’ subjectivity is
conceptualized as a resource for knowledge production, which inevitably
sculpts the knowledge produced, rather than a must-be-contained threat to
credibility”.

3.8.2. Model creation

Cruzes and Dyba (2011a) present four levels of interpretation and
abstraction in TA: Text, Code, Themes, and Model. According to the
recommended steps (Cruzes and Dyba, 2011a), the first author initially
read the text from many pages of included papers, identified specific
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Fig. 3. Number of included papers based on source types and published years.

segments of text, and labeled segments into codes. Subsequently, code
overlaps were reduced and the codes were translated into themes.
Themes were further classified into categories (high-order themes), and
we finally created a conceptual model. TA can be performed either by
manual methods or using a software programme (Braun and Clarke,
2006). We analyzed manually because initial text segments and codes
capturing concepts (e.g., the definitions) were so long that they were
difficult to fit to software, which favors short and descriptive codes.
The TA process was performed manually, by searching for concepts
and highlighting segments of text on included papers, extracting data to
word documents, writing notes for potential themes, and making tables
for numeric counts. TA associated materials are available at zenodo.org
(https://doi.org/10.5281/zenodo.7959584)

The TA process initially followed an inductive approach (coding
and theming were directed by the content of data (Braun and Clarke,
2020)). After generating sets of codes/themes, it was supplemented by
a deductive approach (coding and theming were directed by existing
concepts (Braun and Clarke, 2020)). Specifically, MLR data was col-
lected from WL and GL. WL data was initially coded and themed in
an inductive approach; GL data was subsequently analyzed mainly in a
deductive approach, based on the codes/themes generated during the
TA of WL. In developing the model we were cognizant of the view that
“thematic analysis has limited interpretative power beyond mere description
if it is not used within an existing theoretical framework” (Cruzes and Dyba,
2010). So in addition to the four inductively derived categories we
complemented the thematic dimensions of the developing model with
a DevSecOps lifecycle framework (MacDonald and Head, 2016), based
on the established concept of the SDLC (Pothukuchi et al., 2023; Mo-
hammed et al., 2017). This framework was then applied deductively,
to map the themes and categories to each applicable lifecycle stage to
derive the final CPTM model (Fig. 5).

Coding tasks were completed by the first author, because reflexive
TA does not demand to have multiple coders who work independently,
and to measure the agreement between coders (inter-rater reliabil-
ity) (Braun and Clarke, 2021). However, to strengthen the process, the
output was reviewed and evaluated in consultation with the second and
third authors by weekly or bi-weekly meetings to achieve consensus.
Sets of developing codes and themes were shared progressively. There
was a good level of agreement on the early TA steps such as texting,
coding and early theming, until we were classifying themes and naming
categories (higher-order themes). A main discrepancy among us was
on how to accurately name the categories and classify related themes.
Another discrepancy was about the design of the model. We designed
more than three versions, where incorporating the SDLC framework
and mapping the themes to lifecycle stages developed the themes
usefully, but this integration process took a considerable amount of

time to design, complete and refine, from 2021 to 2023. The reason
is that there are a large number of items, elements and categories
to be covered in such a broad landscape. How to present the model
in a perfect format is still a somewhat open question to us. Indeed
the challenge posed for practitioners in categorizing the broad based
phenomenon of DevOps has been recognized by the authors of the State
of the DevOps report (Puppet, 2023), who have settled on a new focus
on ‘Platform Engineering’. Nonetheless, after iterative negotiations in
joint meetings, three authors reached a consensus on coding, theming,
classifying, mapping to stages and modeling.

3.8.3. Trustworthiness assessment

To assess the trustworthiness of the synthesis, in terms of the cred-
ibility, confirmability, dependability and transferability (Cruzes and
Dyba, 2011a), TA tasks were reviewed by leveraging Braun’s check-
list (Braun and Clarke, 2021). Credibility is importantly concerned with
the quality of selected primary studies, a quality assessment was there-
fore conducted on the included papers. Another concern for achieving
credibility is the suitability of text segments, specifically long segments,
in this case, e.g., definitions of DevSecOps. Confirmability is mainly
focused on the agreement among researchers, which has been men-
tioned above. Besides, the second and third authors are experienced
scholars, their recognition could also be an aspect of confirmability.
Dependability refers to the stability of findings (Cruzes and Dyba,
2011a), which was validated by comparing with the findings of other
SLRs/MLRs on the same topic, but with different questions, different
search strategies, different primary studies and different analytical
methods. Transferability refers to the extent to which the findings can
be transferred to other settings (Cruzes and Dyba, 2011a), which would
be assessed by the further work which is a Delphi study currently
underway to validate and refine the findings.

3.9. Combination of WL and GL

Finally, all the processed data, codes and themes from the white
and grey literature were combined, analyzed, reported and discussed,
concluding the MLR to answer the research questions.

4. Results and discussion

Results are reported and discussed in this section to answer the
research questions and associated sub-questions. Furthermore, we com-
pared the results with four previous review papers (Myrbakken and
Colomo-Palacios, 2017; Mohan and Othmane, 2016; Prates et al., 2019;
Sanchez-Gordon and Colomo-Palacios, 2020) and two newly published
review papers (Akbar et al., 2022; Rajapakse et al., 2022), which have
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been summarized on Tables 1 and 2 in Section 2 (the GLR by Mao
et al. (2020) was abandoned as it totally used grey literature), in
order to validate and complement our findings, meanwhile, using our
new findings to update the extant literature. In addition, several study
implications for researchers and practitioners are provided.

4.1. RQ1 - Current state of DevSecOps in literature

To answer RQ1 regarding the current state of DevSecOps in the
existing literature, Search String 1 was applied to ACM, IEEE and
Scopus databases, so that 327 academic papers were initially collected.
After pre-selecting and eliminating duplicates, 238 papers remained.
After performing the study selection, quality assessment and snow-
balling, 102 WL papers were finally included. On the other hand,
Search String 1 was applied on Google to search GL work. The first 18
pages (180 search results, because results had relevance till page 18)
were browsed, so that 56 GL articles were collected. After the quality
assessment, 43 GL articles were finally included. Considering the rigor,
timeliness, and replicability of the study, it is necessary to state that GL
sites were accessed and collected by June 30, 2021.

4.1.1. Five aspects of DevSecOps

To answer Sub-question 1.1 “What aspects of DevSecOps can be found
in the existing literature?”, we read through all included WL and GL
primary studies, additionally appealed to three MLRs (Myrbakken and
Colomo-Palacios, 2017; Prates et al., 2019; Rajapakse et al., 2022), two
SLRs (Sanchez-Gordon and Colomo-Palacios, 2020; Akbar et al., 2022),
and a mapping study (Mohan and Othmane, 2016), to identify common
terms. As a result, five major aspects of DevSecOps in the existing white
and grey literature are identified:

Definitions: definitions for the term DevSecOps and equivalent
terms;

Challenges: the problems, concerns and uphill tasks that are faced
when adopting DevSecOps;

Practices: DevOps and security activities suited for DevSecOps;
Tools/Technologies: specific tools and technical approaches that
are used for DevSecOps;

Metrics/Measurement: means for measuring the effect and matu-
rity of DevSecOps practices.

If the wording of studies were different and confusing, synonyms
would be considered. For example, “Meanings”, “Perceptions” and
“Concepts” were categorized as fitting the “Definitions” aspect. “Ac-
tivities”, “Approaches”, “Solutions” and “Strategies” were categorized
as fitting the “Practices” aspect. Several minor aspects were omitted
and regarded as a part of the major aspect. For instance, characteristics
and benefits of DevSecOps were often mentioned in definitions, we
therefore considered them as codes/themes under the major aspect of
“Definitions”.

Fig. 4 depicts the distribution of the five aspects of DevSecOps,
i.e., the total frequency of the initially identified text segments of
each aspect, including similarities and repetitions, that would be fur-
ther coded and themed. We believed that the initial text segments,
e.g., phrases, clauses, or long sentences, could reflect the result more re-
alistically than codes and themes, which had been artificially processed.
“Practices” was the most widely focused aspect in the literature, while
“Metrics/Measurement” had the least coverage. WL work gave more
results on definitions, challenges and practices, while GL work focused
mostly on tools and metrics. This reflects that DevSecOps investigation
from academia and industry are equally essential and complementary
for learning and practice. From Fig. 4, it can be seen that scholars tend
to do phenomenological research on this topic, by defining concepts
and identifying challenges and practices when adopting DevSecOps. On
the other hand, industrial practitioners take a pragmatic look at their
DevSecOps approach, focusing on tools and metrics to offer solutions
to customers.
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Table 4 shows the included WL and GL work relating to each aspect.
For examples: paper S1-IEEE-08 (Rafi et al., 2020) identifies DevSec-
Ops challenges and classifies them into a Culture-Automation-Measure-
Sharing (CAMS) model; S1-IEEE-06 (Tomas et al., 2019) presents re-
sults from interviews on DevSecOps challenges and practices and also
classifies results using the CAMS model; S1-IEEE-12 (Rahman and
Williams, 2016) summarizes experiences in utilizing DevSecOps prac-
tices based on a survey; S1-IEEE-06 (Tomas et al., 2019), S1-IEEE-57
(Wagner and Ford, 2020) and S1-GL-43 (Chickowski, 2018) identify
DevSecOps metrics; S1-SC-01 (Sen, 2021) and S1-GL-42 (Blogumas,
2020) list DevSecOps tools with their functions. In addition, the newly
included papers from confirmatory search after MLR and the covered
aspects of DevSecOps are also reported. For examples: CS-ACM-01
(Rajapakse et al., 2021) identifies 14 challenges and 23 practitioners’
recommendations (practices) in integrating security tools; CS-ACM-02
(Gonzalez et al., 2021) reveals 7 pain points (challenges) of writing au-
tomated security tests; CS-ACM-03 (Brasoveanu et al., 2022) proposes a
Security Maturity self-Assessment Framework adapted from three well-
known models, i.e., OWASP DevSecOps Maturity Model (DSOMM),
OWASP Software Assurance Maturity Model (SAMM), Building Security
In Maturity Model (BSIMM), and ISO/IEC 27001 standard, in order
to measure how the security practices work; CS-IEEE-02 (Ahamed
et al., 2022) presents a DevOps framework to systematize security
analyses in multi-cloud application development; CS-IEEE-03 (Sojan
et al., 2021) provides a solution based on micro-service architectural
style to monitor the cloud-native infrastructure involving automation
for easy deployment and event-triggered alerting; CS-IEEE-04 (Anger-
meir et al., 2021) identifies five types of automated security activities
along with relevant tools; CS-IEEE-05 (Ibrahim et al., 2022) proposes
an automated DevSecOps module for infrastructure as code; CS-SC-02
(Nisha, 2022) proposes a DevSecOps migration model to comprehen-
sively cover the migration challenges, migration strategies, migration
procedure, support functions, tools, and evaluation factors.

4.1.2. Themes and classification

Table 5 summarizes the TA results to help answer Sub-question 1.2
“What themes do these aspects contain?”. We discovered two common
taxonomies used to identify DevSecOps. The first taxonomy by Smeds
et al. (2015) identifies the following elements: Capabilities, Cultural
Enablers, and Technological Enablers. A second taxonomy by Humble
and Molesky (2011) identifies Culture, Automation, Measurement, and
Sharing (CAMS) as key elements of DevSecOps. While the latter is more
widely used. These two taxonomies are derived from DevOps principles
and thus do not fully capture the DevSecOps approach (e.g., DevSecOps
technology includes but is not limited to automation). Hence, based on
our own MLR results, all the emerging themes are classified into the
four categories (high-order themes):

» Organization, People and Culture (OPC): includes themes relat-
ing to organizational structure, people management, and cul-
tural strategies, e.g., breaking silos, collaboration, communica-
tion, sharing, training, recruiting, etc.

Process Capabilities (PC): includes themes relating to the capabil-
ities of DevSecOps process, e.g., integration of security, security-
left, continuous activities, risk management, faster lifecycle, etc.
Acuna and Juristo (2004) defined the term Capabilities as “the
skill or attribute of the personal behavior of a person that can be
considered as a behavioral characteristic and according to which
activity-oriented behavior can be logically and reliably classed”. Mao
et al. (2020) defined it as “the processes that an organization
should be able to carry out, while the enablers allow a fluent, flexible
and efficient way of working”. Wang and Ahmed (2007) defined
Capabilities as “the firm’s capacity to deploy resources, usually in
combination, and encapsulate both explicit processes and those tacit
elements embedded in the processes”; and argued that ‘“capabilities
are not simply processes, but embedded in processes”. The definitions
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Fig. 4. Aspects of DevSecOps.
Table 4
Work relating to each aspect.
Aspects Related WL work (Paper ID) Related GL work (Paper ID)
Definitions S1-ACM-04, 07, 45, 50, 68, S1-IEEE-03, 05, 06, 08, 10, 12, 21, 22, 24, 26, S1-GL-01, 02, 04, 05, 10, 11, 12, 13, 15, 16, 19,
44, S1-SC-01, 02, 03, 04, 09, 10, 11, 14, 21, 22, 31, CS-ACM-01, 02, 03, 23, 26, 27, 33, CS-GL-01, 02, 03, 04, 05, 06, 07
04, CS-IEEE-01, 02, 03, 04, 05, 06, CS-SC-01, 02, 03
Challenges S1-ACM-01, 05, 06, 19, 52, 59, 64, 66, 95, S1-IEEE-01, 04, 06, 07, 08, 11, S1-GL-13, 15, 17, 18, 19, 20, 24, 28, 29, 30, 37,
12, 16, 25, 28, 33, 39, 42, S1-SC-08, 26, CS-ACM-01, 02, 04, CS-IEEE-01, 38, 39, 40, CS-GL-07
06, CS-SC-01, 02, 03
Practices S1-ACM-01, 02, 03, 08, 09, 15, 45, 49, 50, 52, 69, 71, 72, 81, 95, S1-GL-02, 04, 06, 08, 09, 10, 11, 13, 14, 15, 17,
S1-IEEE-02, 04, 06, 07, 09, 10, 11, 12, 13, 15, 16, 17, 18, 20, 21, 24, 26, 18, 19, 22, 23, 24, 25, 28, 30, 31, 32, 35, 36, 41,
29, 30, 31, 33, 34, 36, 38, 39, 40, 41, 43, 52, 54, 55, 57, 61, 71, 84, 86, CS-GL-01, 02, 03, 04, 06, 07
S$1-SC-07, 08, 09, 11, 15, 17, 18, 20, 22, 26, 27, 32, 34, 36, 38, 40, 41,
42, CS-ACM-01, 03, 04, CS-IEEE-01, 02, 03, 04, 05, 06, CS-SC-02, 03
Tools/Technologies S1-ACM-52, 76, 89, 95, 99, S1-IEEE-06, 07, 18, 31, 33, 39, 55, S1-SC-01, S1-GL-01, 03, 04, 10, 21, 23, 42, CS-GL-01, 02,
09, 12, 18, 20, 26, 29, 34, 42, 45, 48, CS-ACM-01, CS-IEEE-01, 02, 03, 03, 05
04, 05, 06, CS-SC-02
Metrics/Measurement S1-IEEE-06, 57, CS-ACM-03, CS-SC-02 S1-GL-01, 18, 43
Table 5
Thematic analysis and synthesis results.
Aspects Extracted data (text segments) WL/GL Coded data Translated codes into themes Classified themes into categories
DevSecOps definitions 28/15 definitions 74 codes 21 themes 4 categories: OPC, PC, Technology, Business
DevSecOps challenges 73/53 challenges 85 codes 23 themes 4 categories: OPC, PC, Technology, Business
DevSecOps practices 219/137 practices 142 codes 56 themes 4 categories: OPC, PC, Technology, Business
DevSecOps metrics 7/13 metrics 20 codes 16 themes 3 categories: OPC, PC, Technology
DevSecOps tools 18/45 tools 56 codes 16 themes Single category: Technology
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emphasize that person/organization/firm are part of capabilities,
that partly overlap “Organization, People and Culture” category.
Thus, the composite term “Process Capabilities” is defined to
avoid confusion.

Technology: includes themes relating to technological approaches
and software and hardware tools, e.g., automation, cloud, con-
tainerization, testing techniques and tools.

Business: includes themes relating to business benefits, customers,
quality of product and service, e.g., increasing value, higher qual-
ity, less impacts to users, etc. The reason for adding the Business
category was that the MLR specially the GL results showed a
business perspective on DevSecOps.

A. DevSecOps definitions. 28 and 15 DevSecOps definitions were
extracted from WL and GL respectively, including similarities and
repetitions. We labeled 74 codes from the extracted data; and translated
codes into 21 themes. These themes were further classified into four
categories: OPC, Process Capabilities, Technology, and Business. The
four categories were elicited from our synthesis of the definitions, and
formed the basis for later grouping. Table 6 lists the themes and codes
with categories, frequencies and sources.

The data showed some DevSecOps definitions were repeatedly
quoted or paraphrased in the papers we reviewed. Snowballing was
applied with WL studies to trace the sources of these definitions,
while GL has no references to enable snowballing. However, the traced
sources are all secondary studies, hence, they were not included into
the MLR. Table 7 identifies the authors who presented the common
DevSecOps definitions that were quoted or paraphrased by selected
papers. These codes were grouped into a special theme “Authors of
common definitions”. The frequencies of these codes (names) were
counted to measure the commonality and reliability of definitions.
Results show that the definition by Mohan and Othmane (2016) is
the most frequently cited (9 counts): “DevSecOps is seen as a necessary
expansion to DevOps, refers to incorporating security practices in the DevOps
processes by promoting collaboration between the development, operations
and security teams”.

B. DevSecOps challenges. 73 and 53 DevSecOps challenges were ex-
tracted from WL and GL respectively, including similarities and repeti-
tions. We labeled 85 codes and classified them into 23 themes which
were further classified into four categories: OPC, Process Capabilities,
Technology, and Business. We validated our findings of challenges
with three review papers: Myrbakken and Colomo-Palacios’ MLR (Myr-
bakken and Colomo-Palacios, 2017), Akbar’s MLR (Akbar et al., 2022),
and Rajapakse’s SLR (Rajapakse et al., 2022). Eventually, 28 DevSecOps
challenges have been identified - 23 were from our findings and another
5 were included from the findings of Myrbakken and Colomo-Palacios’
MLR (Myrbakken and Colomo-Palacios, 2017). According to frequency
statistics, OPC category contains 9 challenges and ranks first, followed
by PC (8), Technology (7) and Business (4). This ranking reflects the
degree of attention to types of challenges in literature. However, future
work such as our current Delphi study needs to be conducted to verify
whether it is consistent in the real world. Moreover, it is worth noting
that all the challenges identified by this study can match or at least
partly match the findings of two newly published review papers (Akbar
et al., 2022; Rajapakse et al., 2022), though using various categories,
therefore the commonality of findings on DevSecOps challenges can be
verified. Hence, the SE community needs to be aware of these identified
challenges and continue doing research to improve the DevSecOps
approach.

Challenges in “Organization, People and Culture” category. Table 8 lists
themes and codes related to Organization, People and Culture. Items
marked with an asterisk wholly or partly matched the findings of two
MLR studies (Myrbakken and Colomo-Palacios, 2017; Akbar et al.,
2022) and an SLR study (Rajapakse et al., 2022). C09 is an addi-
tional challenge identified by Myrbakken and Colomo-Palacios’ MLR
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study (Myrbakken and Colomo-Palacios, 2017). Statistics report the
most frequently mentioned OPC-related challenge is “C02-Challenges
of collaboration, communication and coordination”. This challenge
reveals that the isolation between developers, operation and InfoSec
would cause the lack of collaboration, communication and coordination
among teams, further lead to friction, conflicts and mistrust (Rafi
et al., 2020). Another most important OPC-related challenge is “CO05-
Lack of security knowledge and skills, need for training”, that stresses
the necessity of training security knowledge and skills, especially for
developers (Tomas et al., 2019). In addition, “C01-Cultural resistance
and organizational opposition” also deserves attention, it can be seen
as the primary cause for all OPC-related challenges. Without addressing
this issue at the beginning, projects may not start off well (Rafi et al.,
2020; Tomas et al., 2019).

Challenges in “Process Capabilities” category. Table 9 lists themes and
codes related to Process Capabilities. The asterisked items wholly or
partly matched the findings of Myrbakken and Colomo-Palacios (2017),
Akbar et al. (2022) and Rajapakse et al. (2022). The most frequently
mentioned one is “C10-Difficulties in integrating security into DevOps
without losing speed and affecting current process and performance”.
The traditional way of including security at the end of the SDLC is in-
herently slow and becomes the reason to decelerate delivery, so that the
main challenge of migration from DevOps to DevSecOps is to maintain
the agility and speed of DevOps after implanting security (Nisha, 2022).
Also, the adoption of incompatible or immature practices would hinder
the DevOps environment running (Kumar and Goyal, 2020).

Challenges in “Technology” category. Table 10 lists the themes and
codes related to Technology. The asterisked items partly or wholly
matched the findings of Myrbakken and Colomo-Palacios (2017), Akbar
et al. (2022) and Rajapakse et al. (2022). C19 and C23 are two ad-
ditional challenges which were identified by Myrbakken and Colomo-
Palacios’ MLR study (Myrbakken and Colomo-Palacios, 2017). The most
frequently mentioned technological challenge is “C21-Use of cloud
and serverless computing brings security complications”. It is indis-
putable that the increasing use of cloud and cloud-based technolo-
gies is an accelerator of DevSecOps development. However, the miss-
configured cloud environments become the cause of security breaches
for attacks (Fernandez and Brito, 2019). Another crucial technological
challenge is “C18-Lack of mature tools for automation and security”.
Various prioritization-based studies (Akbar et al., 2022; Rafi et al.,
2020) also identify this challenge and rank it in the top tier, thus
reflecting the real needs of DevSecOps organizations.

Challenges in “Business” category. Table 11 lists the themes and codes
related to Business. One notable finding is that there is no business-
related challenge identified from GL. This reflects the nature of grey
literature which, from the authors’ experience, mostly paints a pos-
itive picture of the phenomenon being analyzed or promoted. We
included two additional business challenges (C27-28) from Myrbakken
and Colomo-Palacios’” MLR study (Myrbakken and Colomo-Palacios,
2017).

C. DevSecOps practices. 219 and 137 DevSecOps practices were ex-
tracted from WL and GL respectively, including similarities and rep-
etitions. We labeled 142 codes and classified them into 56 themes,
which were further classified into four categories: OPC, Process Ca-
pabilities, Technology, and Business. We compared our findings with
five previous review papers (Myrbakken and Colomo-Palacios, 2017;
Mohan and Othmane, 2016; Prates et al., 2019; Sanchez-Gordon and
Colomo-Palacios, 2020; Rajapakse et al., 2022) to validate our identi-
fied DevSecOps practices. 60 practices have been identified - 56 were
identified from our included primary studies; 2 were complemented
from Sanchez-Gordén and Colomo-Palacios’ SLR (Sanchez-Gordon and
Colomo-Palacios, 2020); and 2 were complemented from Rajapakse’s
SLR (Rajapakse et al., 2022). Statistics show that Technology category
ranks first with 23 practices, followed by PC (17), OPC (15) and



X. Zhao et al. The Journal of Systems & Software 214 (2024) 112063

Table 6
Thematic analysis on DevSecOps definitions.
Categories Themes (Frequency) Codes [Papers contributed to the code]
OPC Dev, Sec and Ops (10) Development, operations and security teams [S1-IEEE-05, 08, 12, S1-SC-10, 21, S1-ACM-68,

S1-GL-15, 19, 27]
dev/sec/ops [S1-IEEE-26]
Expansion to DevOps (4) Expansion to DevOps [S1-IEEE-08, S1-SC-21]
Extension to DevOps [S1-SC-01]
Extension of the DevOps [S1-GL-33]
Culture (8) Culture [S1-ACM-45, S1-GL-10, 13, 26]
Cultural approach [S1-IEEE-26]
Cultural shift [S1-ACM-50, S1-GL-11]
Shift the mindset [S1-IEEE-10]

Collaboration (9) Collaboration/collaborate [S1-IEEE-08, 12, 26, S1-SC-10, 21, S1-ACM-45, 68, S1-GL-26]
Team work [S1-GL-02]

Breaking silos of security (4) Breaking silos of security [S1-IEEE-08, 24, 26]
Break down the barrier [S1-IEEE-22]

Sharing knowledge (3) Sharing that knowledge [S1-IEEE-08]
Giving that knowledge to the different teams [S1-IEEE-24, 26]

Shared responsibility (6) Shared responsibility [S1-GL-10, 33]

Everyone’s responsibility [S1-GL-10]

Security is a part of everyone’s job [S1-GL-12]
Make everyone accountable for security [S1-GL-27]
At the top of every developer’s mind [S1-GL-12]

Philosophy (3) Philosophy [S1-GL-02, 19, 26]
Communication (1) Communication [S1-GL-19]
Combination of DevOps and SecOps (1) Combination of DevOps and SecOps [S1-GL-13]
PC Integration of security into DevOps (21) Incorporating security practices in the DevOps processes [S1-IEEE-08, S1-SC-21]

Incorporation of security practices in a DevOps environment [S1-SC-10, 11]
IT processes with security approach [S1-ACM-04, S1-IEEE-21]
Integration of security with development and operation [S1-SC-09]
Integrating security principles [S1-IEEE-12]
Integration of security processes and practices [S1-IEEE-10, S1-GL-10]
Introduction of more security-oriented processes [S1-SC-22]
Integrates continuous security into the original DevOps process [S1-IEEE-03]
Injection of security principles and controls into the DevOps [S1-ACM-50]
Integrating secure development best practices and methodologies into development and
deployment processes [S1-IEEE-44]
Integrating the software development and operation processes considering security and compliance
requirements [S1-SC-11]
Integrating security methods into a DevOps process [S1-GL-02]
Integrating security practices within the DevOps process [S1-GL-26]
Adding security components to each step of the DevOps [S1-GL-23]
Bake security into the rapid-release cycles [S1-GL-11]
Integrating security into a continuous integration, continuous delivery, and continuous deployment
pipeline[S1-GL-16]
Built-in security [S1-GL-04]

Agile (4) Agile [S1-ACM-45, S1-IEEE-03, S1-GL-05]
Smart and lightweight approach [S1-SC-31]

Security is the main concern throughout the SDLC (7) Security is the main emphasis [S1-SC-14]
Security is given high priority throughout the SDLC [S1-ACM-07]
Key concern throughout all phases of the development lifecycle and even post deployment
[S1-SC-31]
Security practices are implemented at each stage of the cycle [S1-ACM-07]
Security is implemented at the right level and at right time [S1-IEEE-24]
Emphasizes the importance of sound information security practices [S1-GL-01]
Security through the entire SDLC [S1-GL-19]

Shifting security to the start (8) Puts security at the forefront of requirements [S1-IEEE-24]
Shifting security to the early stages [S1-IEEE-06]
Security from the start/beginning [S1-GL-04, 15, 33]
Integrate security objectives as early as possible [S1-GL-10]
Placing security practices early during the SDLC [S1-GL-05]
Avoids any risk of security being an afterthought [S1-GL-01]

Time reduction (4) Time reduction [S1-ACM-04, S1-IEEE-21]
Increase deployment rates [S1-IEEE-22]
Shorten the SDLC [S1-GL-23]

Security assurance (3) Maintaining a secure operational atmosphere [S1-IEEE-22]
Identifying security vulnerabilities [S1-SC-31]
Responsible for application security [S1-IEEE-05]

Technology Tooling (2) Reliance on operational tools [S1-ACM-45]
Tooling [S1-GL-10]
Automation (2) Automation/automating [S1-GL-04, 19]
Security-as-Code (1) Security as code [S1-GL-26]
Business High quality (4) Without lost quality [S1-ACM-04, S1-IEEE-21]

Quality affirmation [S1-SC-14]
High software quality [S1-GL-23]
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Table 7
Authors of common definitions.
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Themes

Codes [Papers contributed to the code] (Counts)

Authors of common definitions

Mohan and Othmane [S1-IEEE-08, 26, S1-SC-09, 10, 11, 21, 22, S1-ACM-45, 68] (9)

Rahman and Williams [S1-IEEE-08, 12, 44, S1-SC-22] (4)
Carter [S1-IEEE-24, 26] (2)

Carturan and Goya [S1-IEEE-21, S1-ACM-04] (2)
Myrbakken and Colomo-Palacios [S1-IEEE-10] (1)
Mohan, Othmane, and Kres [S1-SC-11] (1)

Table 8
Thematic analysis on DevSecOps challenges related to OPC.

Themes/Challenges (Freq)

Codes [Papers contributed to the code]

CO01-Cultural resistance and organizational opposition (7)*

Developer resistance to integrate security protocol [S1-IEEE-08, S1-ACM-05]

Developers lose autonomy [S1-IEEE-06]

Resistance to change [S1-GL-15]

Challenge of the shifting role of security [S1-GL-37]
Organizational opposition [S1-GL-24]

Cultural resistance [S1-GL-20]

C02-Challenges of collaboration, communication and coordination (20)*

Teams working towards conflicting objectives [S1-SC-08]

Insufficient monitoring of collaboration [S1-ACM-01]

Challenge of unrestricted collaboration [S1-IEEE-08, S1-ACM-05]
Coordination of security team and DevOps team [S1-IEEE-08, S1-ACM-05]
Untrusted inputs causing isolation [S1-IEEE-08, S1-ACM-05]

Conflict between security and development [S1-IEEE-06]

Collaboration challenges [S1-GL-28, 29]

Conlflicting aims [S1-GL-38, 40]

Failing to collaborate with the InfoSec team [S1-GL-18]

Lack of coordination between InfoSec team and developers [S1-GL-19]
Gaps between DevOps and Security teams [S1-GL-20]

Disconnect between security and development [S1-GL-39]

Friction between development and security [S1-GL-13]

Communication requirements [S1-GL-15]

Lack of common process and platform for communication, collaboration, and sharing information
and feedback [S1-SC-08]

C03-Neglecting security (3)*

Not prioritize security [S1-IEEE-06]

Focused on velocity, not security [S1-GL-17]
Neglect security [S1-GL-30]

C04-Lack of security awareness and responsibility (3)*

Security awareness [S1-IEEE-06]

Nobody is responsible for security [S1-IEEE-06]
Security push-pull [S1-IEEE-06]

CO05-Lack of security knowledge and skills, need for training (9)*

Lacking security education [S1-IEEE-06]

Lacking knowledge and training [S1-IEEE-06]

Lack of security knowledge [S1-IEEE-08, S1-GL-38, 40]
Developers are not security specialists [S1-GL-15]
Unfamiliar with common security risks [S1-GL-18]
The skills gap [S1-GL-37]

Not enough security savvy [S1-GL-39]

C06-Recruiting challenges (3)

Recruiting challenges [S1-GL-24]

Understaffing InfoSec teams and engaging too late with the InfoSec team [S1-GL-18]
Boundary between specialist and generalist [S1-IEEE-06]

CO07-Inconsistent security polices design (2)*

Inconsistent security polices design [S1-ACM-05, S1-IEEE-08]

C08-Challenges of governance and leadership (1)*

Insufficient level of governance on DevSecOps adoption [S1-SC-08]

Lack of clarity and transparency in strategy [Myrbakken and Colomo-Palacios’ MLR]
Lack of commitment of leadership and senior management [Myrbakken and Colomo-Palacios’

MLR]

C09-Lacking confidence*

Low or no confidence in DevSecOps [Myrbakken and Colomo-Palacios’ MLR]

Business (5). Unsurprisingly, the literature mostly covers technology-
related practices, that suggests the research and practitioner focus, not
necessarily the real importance and adoption of DevSecOps practices
based on facts.

Practices in “Organization, People and Culture” category. Table 12 lists
themes and codes related to OPC. Sanchez-Gordén and Colomo-
Palacios’s SLR (Sanchez-Gordon and Colomo-Palacios, 2020) charac-
terized DevSecOps from people and cultural perspective. Rajapakse’s
SLR (Rajapakse et al., 2022) mentioned DevSecOps solutions related
to people. Hence, these two SLR studies were used to validate our
findings in terms of OPC-related practices. The asterisked items wholly
or partly matched the findings of the SLR studies (Sanchez-Gordon
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and Colomo-Palacios, 2020; Rajapakse et al., 2022), and two addi-
tional practices (P14-15) from Sanchez-Gordon and Colomo-Palacios
(2020) were included to make our findings more complete. Statis-
tics show that the most frequently mentioned OPC-related practice is
“P02-Improving collaboration, communication and cooperation”, that
exactly corresponds to the most cited OPC-related challenge identified
before “C02-Challenges of collaboration, communication and coor-
dination”. Rahman and Williams (2016) observed and analyzed the
collaboration and communication between Dev and Ops, between Dev
and Sec, and between Ops and Sec, and findings show that Sec teams
actively collaborate with Dev and Ops teams in established DevOps
organizations, and a supervised collaboration among teams might help
to improve the automated deployment for system’s security. However,
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Thematic analysis on DevSecOps challenges related to Process Capabilities.

Themes/Challenges (Freq)

Codes [Papers contributed to the code]

C10-Difficulties in integrating security into DevOps without losing speed and

affecting current process and performance (11)*

Integrate security practices into a fast moving DevOps pipeline without slowing
down [S1-SC-08]

Implementing security in CI/CD [S1-GL-28]

Rapid pace of change [S1-GL-29]

Faster development process [S1-GL-28]

Keep up with the pace of DevOps [S1-GL-30]

DevOps velocity [S1-GL-37]

Slow security testing [S1-GL-38, 40]

Running current product and services in parallel to its transformation to
DevSecOps [S1-SC-08]

Tradeoff between security measures and CI system performance [S1-ACM-95]
Interconnectedness of the DevOps process [S1-GL-28]

C11-Using unsuitable metrics (3)*

Using unsuitable metrics [S1-ACM-01, 05, S1-IEEE-08]

Cl2-Compliance requirements (5)*

Compliance requirements [S1-IEEE-07, 08, 11, S1-ACM-05, S1-GL-39]

C13-Neglecting change control in security (1)*

Neglecting change control in security [S1-IEEE-08]

Cl14-Lack of standards (2)*

Lack of security standards [S1-IEEE-08]
Lack of tool standards [S1-IEEE-06]

C15-Ignoring processes and security essentials leading to technical and security debt

@

Ignoring processes and security essentials leading to technical debt and security
debt [S1-SC-08]

Cl6-Poor visibility of security track record (1)

Poor visibility of security track record [S1-GL-19]

Cl7-Inadequate privileged credentials and access controls causing cyber attacks (2)

Inadequate controls provide an opening for attack [S1-GL-30]
Privileged credentials used in DevOps are targeted by cyber attackers [S1-GL-17]

Table 10
Thematic analysis on DevSecOps challenges related to Technology.

Themes/Challenges (Freq)

Codes [Papers contributed to the code]

C18-Lack of mature tools for automation and security (19)*

Lack of automated testing tools [S1-IEEE-06, 08, S1-ACM-05]

Lack of integrated testing tools [S1-IEEE-08, S1-ACM-05]

Wrong automated deployment tools [S1-IEEE-12, S1-ACM-01]

Immature automated tools [S1-IEEE-08, 12, S1-ACM-01, 05]

Need for automated testing [S1-IEEE-08, S1-ACM-05]

Mismatched tools [S1-GL-15]

Tool-centric approaches to secrets management create security gaps [S1-GL-17]
Inefficient SAST tools [S1-GL-19]

Manual pen-testing becomes a bottleneck [S1-GL-19]

Threat modeling scalability issue [S1-IEEE-08, S1-ACM-05]

C19-Complexity in managing different tools*

Complexity in managing different tools [Myrbakken and Colomo-Palacios’ MLR]

C20-Challenges of legacy system refactoring (4)*

Challenging to automate legacy system [S1-IEEE-06]
Lack of cloud support [S1-GL-19]

Systems are not scalable [S1-GL-19]

Legacy infrastructure [S1-GL-24]

C21-Use of cloud and serverless computing brings security
complications (21)*

Cloud security complications [S1-SC-25, 44, S1-IEEE-06, 16, 25, 39, S1-ACM-19, 52, 59, 66, S1-GL-24,
29, 38, 40]

Attacks due to miss-configured cloud environments [S1-IEEE-33, 42]

Security smells in Infrastructure as Code [S1-ACM-06, S1-IEEE-28, S1-SC-26]

Security smells in serverless computing [S1-GL-28]

Cloud and open source environments lead to compromise of critical information, configuration errors,
compliance issues and security breaches [S1-GL-20]

C22-Containers and other tools come with their own risks (3)*

Container and other tools can often be the reason for security concerns [S1-GL-20]
Workload containerization [S1-GL-29]
Tools come with their own risks [S1-GL-30]

C23-Availability and reliability of infrastructure, tools, automation,
and network bandwidth*

Availability and reliability of infrastructure resources, tools, automation, and network bandwidth for
shorter and frequent deployment cycle [Myrbakken and Colomo-Palacios’ MLR]

C24-Continuous deployment chaos (1)

Continuous deployment chaos [S1-GL-19]

Table 11
Thematic analysis on DevSecOps challenges related to Business.

Themes/Challenges (Freq)

Codes [Papers contributed to the code]

C25-Challenges of cost control (2)

High cost such as salaries for security experts, costs on new tools [S1-IEEE-04]
Risk and cost battle [S1-IEEE-06]

C26-Conflicts between security and business (2)

Security and business objectives are implemented using conflicting approaches [S1-ACM-64]
Dilemma in selection of business processes in product and service delivery for transformation to
DevSecOps [S1-SC-08]

C27-Customer readiness for frequent releases*

Customer readiness for applying frequent releases [Myrbakken and Colomo-Palacios’ MLR]

C28-Training users for using advanced tools*

Users need to be properly trained when using advanced tools [Myrbakken and Colomo-Palacios’ MLR]
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Table 12
Thematic analysis on DevSecOps practices related to OPC.
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Themes/Practices (Freq)

Codes [Papers contributed to the code]

PO1-Cultural shift to security (3)*

Cultural shift [S1-GL-41]
Change the security mindset [S1-GL-32]
Make security a priority [S1-GL-32]

P02-Improving collaboration, communication and cooperation (34)*

Work collaboratively [S1-ACM-02]

Enhanced collaboration [S1-ACM-02]
Cross-departmental collaboration [S1-IEEE-04]
Collaborating development, operation and security [S1-IEEE-04, 12]
Close collaboration [S1-IEEE-12]

Collaboration within and between different teams [S1-IEEE-12]
Collaboration amongst different departments [S1-IEEE-12]
Collaboration between Dev and Ops [S1-IEEE-12]
Collaboration between Dev and Sec [S1-IEEE-12]
Collaboration between Sec and Ops [S1-IEEE-12]
Team collaboration [S1-IEEE-15]

Strong collaboration [S1-IEEE-15]

Strong communication [S1-IEEE-12]

Close communication [S1-ACM-02, S1-IEEE-09]
Communication of security requirements [S1-ACM-02]
Virtual communication [S1-ACM-02]

Face-to-face communication [S1-ACM-02]

Physical communication [S1-ACM-02]

Trust [S1-ACM-02, S1-IEEE-29]

Trustworthy [S1-ACM-02]

Trusted relationships [S1-ACM-02]

Mutual trust [S1-ACM-02]

Implicit trust [S1-ACM-02]

Trust within the teams [S1-IEEE-29]

Cross-functional collaboration [S1-GL-30]

Foster collaboration [S1-GL-25]

Open contribution and collaboration [S1-GL-24]
Collaboration and integration [S1-GL-02]
Communicate and collaborate [S1-GL-32]

Improving empathy and cooperation [S1-GL-10]
Reducing friction [S1-GL-10]

P03-Shared and collective responsibility for security (3)*

Shared responsibility for security [S1-ACM-02]
Collective responsibility [S1-GL-02]
Assign security responsibility to one person from DevOps team [S1-GL-28]

P04-Shared knowledge (3)*

Knowledge sharing [S1-ACM-02]
Learn from each other [S1-GL-32]
Shared threat intelligence [S1-GL-24]

PO5-Training, learning and education for security (6)*

Training [S1-GL-06, 10, 32]
Cross-training [S1-GL-35]
Educate developers [S1-GL-25]
Security learning [S1-GL-14]

P06-Security champions (2)*

Security champions [S1-ACM-02, S1-GL-10]

PO7-Recruiting success (1)*

Recruiting success [S1-GL-10]

P08-Continuous feedback loop (6)*

Feedback loop [S1-ACM-15]
Continuous feedback loops [S1-GL-09, 13, 15, 22, 35]

P09-Be reactive and responsive (1)

Be reactive and responsive [S1-GL-32]

P10-Shameless retrospectives (1)*

Shameless retrospectives [S1-IEEE-09]

P11-Impose security policies (2)*

Impose policy and governance [S1-GL-41]
Implement security policies [S1-GL-30]

P12-Commitment and agreement (1)*

Commitment and agreement [S1-IEEE-29]

P13-Enhance transparency (2)*

Transparency [S1-IEEE-29, S1-SC-09]

P14-Continuous improvement mindset*

Continuous improvement mindset [Sdnchez-Gordén and Colomo-Palacios’ SLR]

P15-Leadership support*

Leadership support [Sanchez-Gordén and Colomo-Palacios’ SLR]

unrestricted collaboration might cause inappropriate access to system
resources, and further might hurt system’s security. The second most
cited OPC-related practice is “P05-Training, learning and education for
security”, which also corresponds to the No. 2 challenge “C05-Lack of
security knowledge and skills, need for training”.

Practices in “Process Capabilities” category. Table 13 lists themes and
codes related to PC. The asterisked items wholly or partly matched
the findings of Myrbakken and Colomo-Palacios’ MLR (Myrbakken and
Colomo-Palacios, 2017) and Rajapakse’s SLR (Rajapakse et al., 2022).
One additional practice (P31) was complemented from Rajapakse’s SLR
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study (Rajapakse et al., 2022). In this category, the most frequently
mentioned practice is “P16-Shifting security to the left (early)”, which
could address the challenge “C10-Difficulties in integrating security
into DevOps without losing speed and affecting current process and per-
formance”. In a variety of practices and applications, shift-security-left
is always regarded as the core idea of DevSecOps.

Practices in “Technology” category. Table 14 lists the themes and codes
related to Technology. The asterisked items matched or partly matched
the finding of Mohan and Othmane’s mapping research (Mohan and
Othmane, 2016), Myrbakken and Colomo-Palacios’ MLR (Myrbakken
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Table 13
Thematic analysis on DevSecOps practices related to Process Capabilities.
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Themes/Practices (Freq)

Codes [Papers contributed to the code]

P16-Shifting security to the left (early) (18)*

Shifting security to the left [S1-IEEE-04, 24, 26, S1-SC-08, 11, S1-ACM-50, 81]

Moving security to the left [S1-GL-08, 09, 13, 15, 18, 31, 35, 36]
Integrate security during the planning phase [S1-GL-35]

Take a proactive approach to security [S1-GL-17]

Include security early [S1-GL-28]

P17-Security-by-Design (12)*

Security by design [S1-SC-07, 08, 18, 20, 22, S1-IEEE-16, 29, 30, 36, S1-ACM-45, 69, S1-GL-31]

P18-Increase the visibility (2)

Increase the visibility [S1-SC-09]

Enhance visibility [S1-GL-41]

P19-Good documentation, logging and reporting (3)*

Good documentation and logging [S1-IEEE-15]

Better reporting [S1-GL-02, 19]

P20-Compliance control (6)

Compliance control [S1-IEEE-11, S1-SC-27, S1-GL-10, 24]

Identify compliance requirements beforehand [S1-GL-28]
Bridging the divide between compliance and development [S1-GL-02]

P21-Risk management (9)*

Risk management (including risk assessment, risk treatment and risk control) [S1-SC-11, 18, 20, 22,

26, 40, 41, S1-ACM-03, S1-IEEE-34]

P22-Vulnerability and incident management (5)*

Vulnerability and incident management [S1-GL-14]

Incident management [S1-GL-08, 10]
Vulnerability management [S1-GL-23, 30]

P23-Privilege management (3)*

Least privilege controls [S1-IEEE-33]

Privileged access management [S1-GL-30]
Secure access via secrets management [S1-GL-41]

P24-Configuration management (1)

Configuration management [S1-GL-10]

P25-Patch management (1)

CI/CD for patching management [S1-GL-10]

P26-Define metrics (3)*

Define metrics [S1-GL-06, 19]

Measurement [S1-GL-02]

P27-Software process maturity (2)*

Software process maturity [S1-SC-32]

Building Security In Maturity Model (BSIMM) model [S1-ACM-01]

P28-Define security requirements (2)*

Define security requirements [S1-GL-06]

Security requirements and design [S1-GL-14]

P29-Security review and evaluation (8)*

Security reviews [S1-GL-18]

Security evaluation [S1-GL-14]

Proactive security assessments [S1-GL-10]

Detect existing security flaws [S1-SC-09]

Make sure the basics of host and network security are in place [S1-SC-09]
Host hardening [S1-GL-10]

Application-level assessment [S1-GL-10]

Operational controls validation and improvement [S1-GL-14]

P30-Keep credentials safe (1)

Keep credentials safe [S1-GL-06]

P31-Common weaknesses enumeration (1)

Common weaknesses enumeration [S1-GL-08]

P32-Hybrid life cycles with data-security focus*

Combining data security and software development life cycles [Rajapakse’s SLR]

and Colomo-Palacios, 2017), and Rajapakse’s SLR (Rajapakse et al.,
2022). One additional practice (P55) was complemented from Ra-
japakse’s SLR study (Rajapakse et al., 2022). As expected, the most
frequently mentioned practice is “P33-Automate tools and security pro-
cesses”, not only in this category, but also in all DevSecOps practices.
Automation is one of the pillars of DevSecOps and DevOps (Humble and
Molesky, 2011), typical applications include: automated testing, auto-
mated code reviews, automated scans and automated monitoring. From
the grey literature, we find that the leading DevSecOps organizations
are committed to automate their security process as much as possible,
hence, selecting and using appropriate automated tools is a key factor
to DevSecOps’ success.

Practices in “Business” category. Table 15 lists the themes and codes
related to Business. The business-related practices were discovered
from GL. WL studies appear to have ignored this category. While the
practitioners from industry provide insights into DevSecOps practices
from the real business perspective, this category at the moment lacks
the academic view.

D. DevSecOps metrics. The result showed that only two WL papers
and three GL articles mentioned the measurement or metrics of DevSec-
Ops. 7 and 13 metrics were extracted from WL and GL respectively,
and no duplicates and similarities between WL and GL. This reflects
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that the existing literature (particularly WL) is lacking on DevSecOps
metrics, and there has been no adequate exchange and consensus on
this aspect between academia and industry. We identified 20 codes
and 16 themes, further classified into three categories: OPC, Process
Capabilities, and Technology. Tables 16 and 17 depict the TA results
on DevSecOps metrics, with measuring and goal. Two previous MLR
studies (Prates et al., 2019; Myrbakken and Colomo-Palacios, 2017)
were used to validate our “Metrics” findings. Asterisked items represent
the matched metrics (M02, 06, 09-12). Three additional metrics (M07,
08, 19) were complemented from Prates et al. (2019) and were grouped
into “PC” and “Technology” categories. It is worth noting that Prates’
MLR (Prates et al., 2019) is the only review work which involved De-
vSecOps metrics so far, and the results were also identified mainly from
GL work. “M20-Business metrics” were complemented from Myrbakken
and Colomo-Palacios (2017) and grouped into “Business” category.
There are no business-related metrics identified from our included
studies. Eventually, a total of 20 DevSecOps metrics are identified. OPC-
related and business-related metrics are relatively scarce, compared
with the other two categories. Moreover, a newly published paper
by Amaro et al. (2023) elicited 24 DevOps metrics through MLR and
interview. When we mapped our 20 identified metrics to their findings,
13 DevSecOps metrics can match 10 DevOps metrics. (Table 18, M
stands for DevSecOps metrics; Me stands for DevOps metrics). The
comparison shows that approximately half of the DevOps metrics are
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Table 14
Thematic analysis on DevSecOps Practices related to Technology.
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Themes/Practices (Freq)

Codes [Papers contributed to the code]

P33-Automate tools and security processes (93)*

Automation [S1-ACM-01, 09, 49, 71, 72, 81, 95, S1-IEEE-06, 07, 09, 10, 12, 13, 15, 20, 21, 26, 38,
41, 54, 57, S1-SC-08, 09, 11, 17, 18, 20, 22, 26, 27, 32, 40, S1-GL-02, 04, 06]
Automated/automating test/testing [S1-ACM-01, 09, 49, 81, 95, S1-IEEE-06, 07, 09, 10, 12, 15, 21,
26, 38, 41, 54, 57, S1-SC-08, 09, 11, 17, 18, 22, 26, 27, S1-GL-08,11,13,15, 35]

Automated monitoring [S1-ACM-01, 71, 72, 81, S1-IEEE-07, 12, 13, 15, 21, 26, 38, S1-SC-08, 09, 18,
20, 26, 40]

Automated/automating scans [S1-IEEE-07, S1-SC-32]

Automated/automating code review [S1-IEEE-07, 12, S1-GL-23]

Automate as much as possible [S1-GL-25, 28]

Automate protection of business logic flaws [S1-GL-09]

Automate tools and security processes [S1-GL-17, 30]

Use automated security tools [S1-GL-41]

P34-Security-as-Code (5)*

Security as code [S1-SC-08, 09, 18, S1-IEEE-06, S1-GL-32]

P35-Threat modeling (15)*

Threat modeling/analysis [S1-IEEE-02, 04, 07, 11, 30, 36, 39, 61, 71, S1-SC-26, S1-GL-06, 10, 14, 25,
28]

P36-Continuous monitoring (22)*

Continuous monitoring [S1-IEEE-07, 12, 13, 15, 21, 26, 38, S1-SC-08, 09, 18, 20, 26, 40, S1-ACM-01,
15, 71, 72, 81, S1-GL-02, 06, 25, 31]
24 x 7 proactive monitoring [S1-GL-24]

P37-Secure coding (6)

Source code repository and scanning [S1-GL-10]
Secure coding [S1-GL-10, 14, 28]

Build preapproved code [S1-GL-18]

Conduct code dependency checks regularly [S1-GL-25]

P38-Advanced malware detection (1)

Advanced malware detection employs machine learning and deep learning [S1-SC-32]

P39-Cloud security (4)

Verify cloud infrastructure [S1-GL-28]
MUSA Security DevOps framework [S1-ACM-52]
MUSA DevOps framework for security in multi-cloud applications [S1-IEEE-16, 40]

P40-Container security (14)*

Container/Containerization security [S1-ACM-52, S1-IEEE-55, S1-GL-28, 41]
Run container as non-root users [S1-IEEE-55, S1-SC-09, 34]

Use the latest version of image [S1-SC-42]

Conduct deep scanning of container image [S1-IEEE-04]

Enhance security of Docker [S1-IEEE-31, S1-GL-10]

Security practices in Kubernetes [S1-IEEE-18, S1-GL-10]

Version control, metadata and orchestration [S1-GL-10]

P41-Sensitive information scan (1)

Sensitive information scan [S1-GL-23]

P42-Software Composition Analysis (2)

Software composition analysis [S1-GL-06, 23]

P43-Red team security drills (2)*

Red team security drills [S1-IEEE-04]
Red and blue team exploit testing [S1-GL-24]

P44-Fault injection (chaos engineering) (1)

Fault injection (chaos engineering) [S1-IEEE-13]

P45-RASP (4)

Runtime Application Self-Protection (RASP) [S1-SC-32, S1-GL-02, 08, 25]

P46-SAST (4)*

Static Application Security Testing (SAST) [S1-GL-02, 08, 23, 25]

P47-DAST (5)

Dynamic Application Security Testing (DAST) [S1-IEEE-10, S1-GL-02, 08, 23, 25]

P48-IAST (5)*

Interactive Application Security Testing (IAST) [S1-IEEE-15, S1-GL-02, 08, 19, 25]

P49-Immutable-as-Code (1)

Immutable-as-code ensures the immutability of infrastructure and avoids accidental configuration
drifts [S1-IEEE-33]

P50-Policy-as-Code (2)

Policy-as-Code is an attempt to code the policy itself [S1-IEEE-33, S1-GL-17]

P51-Design-as-Code (1)

Design-as-code: CAIRIS (Computer Aided Integration of Requirements and Information Security) model
[S1-IEEE-36]

P52-Compliance-as-Code (1)

Compliance as code [S1-GL-23]

P53-Adopting DevSecOps in microservices-based applications (8)

Adopting DevSecOps in microservices-based applications [S1-IEEE-17, 43, 52, 57, 84, 86, S1-SC-15,
36]

P54-Integrate security issues within your general bug tracker (1)

Integrate security issues within your general bug tracker [S1-GL-19]

P55-Big data and behavioral analytic techniques*

Obtain fast feedback from end users and predictive analytic for trends in user behaviors [Rajapakse’s
SLR]

Table 15

Thematic analysis on DevSecOps practices related to Business.

Themes/Practices (Freq)

Codes [Papers contributed to the code]

P56-Consumable security services with APIs (1)

P57-Separation of duties (2)
P58-Business-driven security (1)

P59-Linear scalability and affordable cost (1)
P60-Availability and business continuity management (1)

Consumable security services with APIs [S1-GL-24]
Separation of duties [S1-GL-14, 17]

Business-driven security [S1-GL-24]

Linear scalability and affordable cost [S1-GL-19]
Availability and business continuity management [S1-GL-14]
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Table 16
Thematic analysis on DevSecOps metrics 1.
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Categories Themes/Metrics (Frequency) Codes [Papers contributed to the code]

OPC MO1-Security-trained rate (1) The ratio of developers that have gone through security-training in the team [S1-IEEE-06]
Measuring: The number of developers that have gone through security-training divided by the total number of developer in the
team. Higher rate means better training.
Goal: Know the number and the level of developers with good security mindset, knowledge and skills.

PC MO02-Top vulnerability (3)* Number of mistakes in different security categories [S1-IEEE-06]

OWASP top 10 [S1-IEEE-06]

Top vulnerability types and recurring bugs [S1-GL-43]
Measuring: Count the number of different types of mistakes and keep track of most recurring vulnerabilities.
Goal: Help planning training provided to developers accordingly and capacitate them with knowledge to handle and mitigate

returning vulnerabilities
MO03-Time spent correcting
mistakes in each category (1)

Time spent correcting mistakes in each category [S1-IEEE-06]

Measuring: Count the time spent correcting mistakes different vulnerability types. The shorter, the easier.
Goal: Assess the difficulties of addressing different vulnerability types.

MO04-Security review
performance (3)

Whether features undergo a security review [S1-GL-18]

Measuring: The percentage of features that undergo security review early in the design process. This percentage should go up

over time.

Goal: Know the current state and progress of security reviews.

Whether security review slows down the development cycle [S1-GL-18]

Measuring: How much time the reviews add to the development process. The time that security reviews take should go down
until it reaches an agreed-to minimum.

Goal: Assess the efficiency of security reviews.

How well security is integrated into the delivery lifecycle [S1-GL-18]

Measuring: Measure the number of security reviews captured at each of the stages of the software development lifecycle
(design, develop, test, and release). This number should go up until it reaches a value that suggests that InfoSec is fully

integrated into the lifecycle.

Goal: Know the degree of InfoSec team’s involvement in each step of the software delivery lifecycle.

MO5-SLA performance (1) SLA performance [S1-GL-43]

Measuring: set up service level agreements (SLAs) based on criticality and tracking the SLA performance religiously
Goal: Assess the SLA performance

MO6-Critical risk profiling (1)*
[S1-GL-43]

Critical risk profiling-the relation between issue criticality and the value of that vulnerability to possible attackers

Measuring: Vulnerability should be associated with a score for a criticality and another that defines the value of that
vulnerability to attackers. Vulnerabilities that have high scores in both criticality and value should be addressed first. The
scores are expected being as small as possible.

Goal: Prioritize the order of addressing issues.

MO7-Point of risk per device*

Point of risk per device [Prates’ MLR]

Measuring: Identify and keep track of un-patched vulnerabilities per server. The number of vulnerabilities should tend to zero.
Goal: Prioritize vulnerabilities according to their criticality giving special attention to the ones that are most exposed to attack

from the internet.
MO08-Number of continuous
delivery cycles per month*

Number of continuous delivery cycles per month [Prates’” MLR]

Measuring: Count the number of attempts to deploy versus the number of successful attempts. A positive value is to have the
highest number of successful attempts.
Goal: Measure how quickly code changes can be deployed to production.

related to security, which further implies that a fair portion of DevOps
teams have always been attaching great importance to the security
aspects, even though they do not claim to be adopting DevSecOps.

E. DevSecOps tools. 18 and 45 tools were extracted from WL and
GL respectively. We used tools’ names as codes, and grouped 56
tools/codes into 16 themes based on their functions. The theme was
based on the core function if a tool had multiple functions. All themes
of tools were classified into the “Technology” category. Table 19
reports the identified tools. We compared our findings with Mohan
and Othmane’s mapping study (Mohan and Othmane, 2016) and com-
plemented sets of monitoring and alerting tools, cyber security tools,
and logging tools. Hence, we finally identified 18 tool groups. The
result shows that container tools such as Docker and Kubernetes are the
most prominent in the existing literature, especially white literature.
To enhance the security of containers, container security tools such as
Twistlock, Notary and Aqua Security could be selected. The second
most frequently mentioned type of tool is an automation platform,
e.g., Chef, Jenkins and Puppet. This reflects that automation plays a key
role in DevSecOps and DevOps projects. From another point of view,
namely, the grey literature or practitioners, the theme mentioned the
most is vulnerability management tools, covering a variety of brands
and products, e.g., Snyk, ArcherySec, Defect Dojo, HackerOne, etc.

18

4.1.3. Links between aspects and themes - CPTM model for DeySecOps

There are no mature DevSecOps models created by the white liter-
ature. For examples, Mohammed et al. (2017) defines the main steps
of the SDLC: Requirements, Design, Coding, Testing, Deployment, and
Maintenance; Pothukuchi et al. (2023) defines SDLC steps: Discov-
ery, Design, Development, Testing and QA, Release, and Maintenance.
GL work such as Jireh (2016) presents a DevOps model to depict
the SDLC with eight steps: Plan, Code, Build, Test, Release, Deploy,
Operate, and Monitor. Similar to the DevOps model but more security-
oriented, Gartner (MacDonald and Head, 2016) presents a DevSecOps
model, which decomposes DevSecOps lifecycle into ten steps: Plan,
Create, Verify, Preproduce, Release, Prevent, Detect, Respond, Pre-
dict, and Adapt. These steps form a loop which starts with planning,
where each iteration is completed and the next one is improved.
The DevOps model by Jireh (2016) and the DevSecOps model by
Gartner (MacDonald and Head, 2016) have been universally accepted
by both of the academia and industry, and are the most frequently
cited DevOps/DevSecOps models in the existing white and grey liter-
ature (Myrbakken and Colomo-Palacios, 2017). Table 20 defines the
steps of Gartner (MacDonald and Head, 2016) DevSecOps model, and
Table 21 maps our identified themes to these steps.

To answer Sub-question 1.3 “How do the identified aspects and themes
link to each other?”, a Challenge-Practice-Tool-Metric (CPTM) model for
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Table 17

Thematic analysis on DevSecOps metrics II.
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Categories Themes/Metrics (Frequency) Codes [Papers contributed to the code]
Technology MO09-Number of adversaries Number of adversaries per application—is associated with the practice of Threat Modeling and Risk Analysis [S1-GL-43]
per application (1)*
Measuring: Team exercise where the objective is to think how many adversaries they think an application as and register those
findings.
Goal: Identify the applications inside an organization that are more exposed to possible attacks and prepare accordingly.
M10-Adversary return rate Adversary return rate-Measures how often an adversary will use the same strategy and procedures [S1-GL-43]
(1=
Measuring: Measure is done by counting the number of times adversaries use the same attacking strategy and compiling into a
ranking that visible for every team member. Ideal is to have a plan to handle each attacking strategy.
Goal: Define appropriate training and preparing to better handle these known attacks.
M11-Defect density (1)* Defect density-the number of confirmed defects detected in software/component during a defined period of
development/operation divided by the size of the software/component [S1-GL-43]
Measuring: Defect density is measured by dividing the total number of confirmed defects by the total line of codes of all the
modules in the new release. Ideal is to have the lowest density value possible.
Goal: Helps Sec team and developers negotiate reasonable goals to reduce defect density over time.
M12-Defect burn rate (1)* Defect burn rate-indicates how quickly the team is addressing defects. [S1-GL-43]
Measuring: Take the total number of defects found in development and divided it by the sum of defects found in development
and production and multiplied by 100. The rate is higher, the team is more effective.
Goal: Measure Dev team productivity solving defects.
M13-Penetration test pass rate Systems that are affected by internal and external penetration testing [S1-IEEE-06]
@
Measuring: The degree of system that passed authorized and simulated cyberattacks.
Goal: evaluate the security of the system in a simulated scenario.
M14-Security test pass rate (1) Security test pass rate [S1-IEEE-57]
Measuring: The ratio of failed-versus-pass static security source code scans in a given time period.
Goal: Identify security vulnerabilities in the build stage.
M15-Code scanning detection Code scanning detection rate [S1-IEEE-57]
rate (1)
Measuring: Count the number of security scans that come back with a problem in a given timeframe or given process phase, as
well as the number of problems. This rate should decrease with time or with movement from one stage to the next.
Goal: Improvements in this metric over time can increase confidence in the safety and security of the product.
M16-Whether automated Whether automated testing covers security requirements [S1-GL-18]
testing covers security
requirements (1)
Measuring: As InfoSec gains greater input into the testing process, the number or percentage of security requirements that are
included in the automated testing process. This percentage should go up over time.
Goal: Know the degree of InfoSec team’s involvement in writing automated tests.
M17-Use of preapproved Use of preapproved libraries, packages, tool chains, and processes [S1-GL-18]
libraries, packages, tool
chains, and processes (1)
Measuring: Initially, measure whether InfoSec is engaged in tools development. As work progresses, the number of
InfoSec-approved libraries, packages, and tool chains that are available, or the number of these resources that are used by the
development and operations teams. Engagement should increase over time until the organization agrees that InfoSec oversight
of tools is at the correct level. Similarly, the percentage or number of preapproved tools in use should increase until the team
uses all the tools that InfoSec has created or approved.
Goal: Know the degree of InfoSec team’s engagement in tools development and the usage of preapproved libraries, packages,
tool chains.
M18-Use of SAFe DevOps Use of SAFe DevOps Health Radar [S1-GL-01]
Health Radar (1)
Measuring: Use SAFe DevOps Health Radar to measure DevOps performance, by assessing the maturity of four aspects and 16
activities of the CI/CD pipeline.
Goal: know the maturity of DevOps.
M19-Number of issues during Number of issues during red teaming drills [Prates’ MLR]
red teaming drills*
Measuring: Count the number of defects found and fixed by the Red Team.
Goal: Measure the effectiveness of Red Team.
Business M20-Business metrics* Business metrics [Myrbakken and Colomo-Palacios’ MLR]

Revenue [Myrbakken and Colomo-Palacios’ MLR]

Key performance indicators (KPI) [Myrbakken and Colomo-Palacios’ MLR]

Measuring: Define suitable DevOps KPIs for the organization and assess the revenue accurately.
Goal: Know the current state in business views, and find out how to improve it.

DevSecOps (Fig. 5) has been created to cover the identified challenges,
practices, tools and metrics; and to show the links between these four
elements associated with the four categories, which are: “Organization,
People and Culture” is shaded in yellow; “Process Capabilities” in blue;
“Technology” in green; and ‘“Business” in red. The ten steps of the
Gartner DevSecOps model (MacDonald and Head, 2016) have been
integrated into this CPTM model, as discussed in Section 3.8.2 on
model creation, and all identified themes of the four elements have
been allocated to these lifecycle steps. The CPTM model is the result
of conducting the TA process and the main contribution of this MLR.
Due to layout constraints, its full version is shared at zenodo.org (https:
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//doi.org/10.5281/zenodo.7959584). In addition to the interlink, the
CPTM model is decomposed into separate Figs. 6-9 for readability.

In the CPTM model, within each step of the DevSecOps lifecycle,
there are four columns to indicate the four elements, namely, Chal-
lenges, Practices, Tools and Metrics. The connecting lines demonstrate
the relationships between the four elements. For example, it shows
what practices can be adopted to overcome the challenges; what tools
can be used in the practices; and what metrics can be applied to
measure the performance of DevSecOps practices. However, in the
model, one challenge may correspond to multiple practices; and not
each practice has its corresponding tools and metrics. A few items in
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Table 18
DevSecOps metrics mapped to DevOps metrics.
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DevOps metrics by Amaro et al. (2023) DevSecOps metrics

MeO1-Mean time to recover/restore
Me03-Deployment frequency

Me07-Mean time to detection

Me09-Defect escape rate

Mel1-SLAs and SLOs

Mel3-Production error and Incident rate
Mel4-Customer tickets volume and feedback
M17-Pipeline automated tests pass rate
Mel8-Westrum culture measures
Mel9-Automated test code coverage

MO5-SLA performance

M20-Business metrics

MO3-Time spent correcting mistakes in each category
MO08-Number of continuous delivery cycles per month
M15-Code scanning detection rate

M11-Defect density; M12-Defect burn rate

MO4-Security review performance; M06-Critical risk profiling; MO7-Point of risk per device
M14-Security test pass rate

MO1-Security-trained rate
M16-Whether automated testing covers security requirements
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Fig. 5. Challenge-Practice-Tooling-Measurement (CPTM) model for DevSecOps.

the model appear to be cross-cutting themes across categories, and
their categories potentially differ from those in our thematic analysis.
For instance, all tools are grouped into Technology category, but some
of them may appear on other categories in the model to match their
corresponding practices. All items in the model were identified from
our MLR findings, without artificial reconstructions. Thus, the model
will be evaluated, upgraded and further validated in subsequent work.

The distribution of the four categories (OPC, PC, Technology, and
Business) associated with ten DevSecOps steps can be analyzed, by
viewing the four colors in the model. Fig. 6 shows that most challenges
and practices in OPC (yellow) and PC (blue) categories are in the Plan
and Create steps, and might be adapted (Fig. 9) and re-planned. This
reveals that a number of challenges would occur in the beginning of
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the DevSecOps process, from Plan to Create steps. In which case, the
corresponding practices, tools and metrics should be planned, created
and adapted as early as possible. This exactly reveals the spirit of
DevSecOps - shift security to the left. A definite plan and a thorough ex-
ecution is the key to DevSecOps’ success. Moreover, it can be seen from
Fig. 7, several business-related challenges and practices (red) appear
in the Release step, this reflects the fact that the business perspective
is also important for releasing the product, not only planning and
adapting, therefore the organizations who adopt DevSecOps should be
concerned with their business performance at the beginning, the middle
and the end of the lifecycle.

In comparison with the previous three categories, Figs. 7 and 8
depict technology-related challenges and practices (green) are mainly
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Table 19
Thematic analysis on DevSecOps tools.
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Themes/Functions (Frequency)

Codes/Tools [Papers contributed to the code]

TO1-Automation tools (11)

Chef [S1-IEEE-07, S1-SC-12, 20, 26], Jenkins [S1-SC-12], Ansible [S1-SC-20, S1-GL-04], Puppet [S1-SC-20],
Gauntlt [S1-IEEE-06], SaltStack [S1-SC-01, 20]

TO02-Automated code review tools (4)

Veracode Greenlight [S1-SC-01], PMD [S1-GL-23], DevSkim [S1-GL-23], FindSecBugs [S1-GL-23]

T03-Threat modeling tools (2)

IriusRisk [S1-SC-01], Microsoft threat modeling tool [S1-IEEE-39]

T04-Containerization tools (22)

Docker [S1-SC-09, 18, 20, 29, 34, 42, 45, 48, S1-ACM-95, 99, S1-IEEE-31, 55, S1-GL-03, 10], Kubernetes
[S1-ACM-52, 76, 89, S1-SC-20, 29, S1-IEEE-18, S1-GL-03, 10]

TO5-Container security tools (3)

Twistlock [S1-GL-42], Notary [S1-GL-42], Aqua Security [S1-GL-42]

T06-Cloud security tools (7)

Terraform [S1-SC-12, 20, S1-IEEE-33], AppScan on Cloud [S1-GL-42], AWS Security service [S1-GL-42],
ThreatModeler Cloud Edition [S1-GL-42], Trend Micro Cloud One [S1-GL-42]

TO07-Sensitive information scanning tools (3)

TruffleHog [S1-GL-23], GitSecrets [S1-GL-23], Talisman [S1-GL-23]

TO8-SAST tools (7)

Kiuwan [S1-SC-01], Flawfinder [S1-GL-23], Graudit [S1-GL-23], Bandit [S1-GL-23], Spotbugs [S1-GL-23],
SonarQube [S1-GL-23, 42]

T09-DAST tools (7)

OWASP ZAP [S1-GL-23], BDD Security [S1-GL-23], Arachini [S1-GL-23], Nikto [S1-GL-23], Radamsa [S1-GL-23],

FuzzDB [S1-GL-23], Fortify Webinspect [S1-GL-42]

T10-RAST tool (1)

Fortify Application Defender [S1-GL-42]

T11-Advanced malware detection tool (1)

CodeAl [S1-SC-01]

T12-Software composition analysis tools (3)

Retire.js [S1-GL-23], OSSAudit [S1-GL-23], OWASP Dependency-Check [S1-GL-23]

T13-Compliance-as-Code tools (3)

nspec [S1-GL-23], ServerSpec [S1-GL-23], OpenSCAP [S1-GL-23]

T14-Vulnerability management tools (8)

Defect Dojo [S1-GL-23], ArcherySec [S1-GL-23], Snyk [S1-GL-10, 21], HackerOne [S1-GL-21], Claire [S1-GL-21],

Stethoscope [S1-GL-21], Rapid7 Nexpose [S1-GL-21]

T15-DevOps performance measuring tool (1)

SAFe DevOps Health Radar [S1-GL-01]

T16-Monitoring and alerting tools (2)*

Suricata [S1-GL-21], NewRelic [S1-GL-42]

Nagios Icinga, Graphite, Ganglia, Cacti, Pager Duty, Sensu, Boundry, Pingdom [Mohan and Othmane’s mapping

study]

T17-Cyber security tools*

Tripwire, Snort [Mohan and Othmane’s mapping study]

T18-Logging tools*

PaperTrail, Logstash, Loggly, Splunk, SumoLogic [Mohan and Othmane’s mapping study]
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Fig. 7. CPTM model - Verify, preprod and release.

distributed in the steps of Verify, Preproduction, Prevent, Detect, Re-
spond and Predict. This reveals the implementation of DevSecOps relies
principally on technological enablers and tools. For instance, the most
important technology-related challenge in Verify step (security testing)
is “the lack of mature tools for automation and security”, so that sets
of practices and tools are identified, e.g., SCA (Software Composition
Analysis), SAST (Static Application Security Testing), DAST (Dynamic
Application Security Testing) and IAST (Interactive Application Secu-
rity Testing). Another example is in the operation steps, i.e., Prevent,
Detect, Respond and Predict, “the use of cloud and containers brings
certain security complication”, so that sets of practices and tools for
cloud security and containers security can be selected. In addition,
some other technological practices e.g., RASP (Runtime Application
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Self-Protection), Continuous Monitoring, Sensitive Information Scan,
etc, are also adopted by the operation.

4.1.4. Summary of the answer to RQ1

In summary, based on the included white and grey literature, five
aspects of the DevSecOps topic have been identified: Definitions, Chal-
lenges, Practices, Measurements/Metrics, and Technologies/Tools. A
Thematic Analysis process was conducted to collect, analyze and report
the related themes of each aspect, further four categories have been
identified: OPC (Organization, People and Culture), PC (Process Capa-
bilities), Technology, and Business. These categories and themes have
in turn been mapped to the ten stages of a lifecycle model. On this
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basis, a Challenge-Practice-Tool-Metric (CPTM) model for DevSecOps
is deduced, covering 28 challenges, 60 practices, 20 metrics, and sets
of tools based on their functions. The CPTM model reveals the current
state of DevSecOps in academia and industry, and captures the existing
experience in this area. In comparing academia and industry (WL
and GL), scholars have tended to contribute to research studies into
the phenomenon, by defining concepts and identifying challenges and
practices. By contrast, the practitioners from industry have contributed

23

more to the business perspective and pragmatic implications of the
DevSecOps approach, focusing on practical tools and metrics to provide
solutions.

4.2. RQ2 - Adopting DevSecOps in GSE

After applying Search String 1 in all search sources, the results did
not include any work involving the adoption of DevSecOps in GSE
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Table 20
Steps of DevSecOps model by Gartner (MacDonald and Head, 2016).

Steps Definitions

Plan The step to set project objectives, identify security requirements,
plan security measures, define metrics and policies, prepare
organizations/teams, select technologies/tools, and develop
budgets

Create The step to start executing the plan, prepare security practices,
and set up security tools

Verify The step to conduct security practices by using appropriate
(automated) tools and technologies, such as security tests (SAST,
DAST, IAST) and software composition analysis (SCA)

Preproduction The step to include further security tests, such as chaos
engineering and red team drilling

Release The step to sign the software and get it ready to be released
and build it into the production environment, by reviewing
configuration, infrastructure, network bandwidth, compliance,
etc

Prevent The step to protect the runtime environment architecture, such
as cloud, containers, serverless, user access control, etc

Detect The step to continuously monitor and scan the runtime
environment architecture, such as runtime application
self-protection, sensitive information scan, malware detection, etc

Respond The step to address the vulnerabilities detected in the previous
step

Predict The step to analyze the vulnerabilities to identify the causes

Adapt The step to improve security processes and re-plan the

DevSecOps lifecycle, based on the lessons learned from the
previous steps

contexts. To address RQ2, the additional Search String 2 was applied
and resulted in 126 WL papers. After eliminating duplicates, 66 papers
remained. However, most of them talk about global DevOps, without
involving the security aspect. After study selection and QA, only 2
papers (both from ACM) involving GSE, DevOps and security were
finally included. The search results held even when Search String 2
had been adjusted numerous times such as by trying other additional
keywords, e.g., ‘multi-site’, ‘multi-nation’, ‘transnational’, etc.

4.2.1. Lack of global dimension in WL

Paper S2-ACM-04 (Gupta et al., 2019) presents an empirical study
on a global software project of the development team distributed
geographically across India, the USA and Germany, that successfully

The Journal of Systems & Software 214 (2024) 112063

adopted DevOps. Authors identified challenges and practices when
adopting global DevOps. Comparing their challenges and practices to
our CPTM model, we identified several matched challenges (e.g. De-
vOps team setting-up; people’s mindset; continuous requirements; and
new architecture, tools and technologies) and practices (e.g. “shift
right-move left” expectation; setting environment where experimenta-
tion and failure are safe, recommend early and fast failure; employing
automation and cloud to achieve everything-as-code).

Paper S2-ACM-05 (Viggiato et al.,, 2019) presents an exploratory
and inductive research study to identify similarities and differences
of GSE practices from different domains. Some of the findings are
related to DevOps and security: (a) Continuous integration is not always
a homogeneous GSE practice in some domains, e.g. banking and e-
commerce domains usually interrupt continuous integration during
critical commerce periods (like Black Friday), aiming at avoiding in-
serting bugs in systems; (b) the E-commerce domain particularly values
UX and non-functional requirements (performance, usability, security),
so they are accustomed to conduct extensive tests instead of frequent
continuous delivery; (c) Healthcare domains give high priority to re-
liability, privacy and security, so more security practices are needed;
(d) Social network domain typically has no dedicated test team, tests
are conducted by developers, relying on modern architectures, such as
micro-services. These findings provide a practical guide on selecting
appropriate domains for further research on Global DevSecOps.

4.2.2. Absence of global dimension in GL

Search String 2 and its variants were also applied on Google to
search GL. After browsing the first 10 pages (100 results), no GL
work involving the three terms (GSE, DevOps, and security) had been
found. This reveals that the existing GL does not provide any practical
experience on Global DevSecOps.

4.2.3. Summary of the answer to RQ2

In summary, the results report a notable absence of the global
dimension in the white and grey literature. To our knowledge, we find
that most of the existing literature only covers two of the three terms
(DevOps, security, and GSE) simultaneously: some papers focus on the
adoption of DevOps in GSE, excluding security; others cover DevOps
and security (DevSecOps), excluding GSE. There are four possibilities
for the results in our analysis. The first one is that no significant
correlation exists between GSE and DevSecOps, namely, there are no
distinguishing characteristics of DevSecOps whether it is adopted in a
local or in a global setting. Or it may be that security is typically a
centralized and control-oriented function in organizations, so global as-
pects are not prominent. The third possibility is that there is a research

Table 21
Identified themes mapped to steps by Gartner (MacDonald and Head, 2016).

Steps Challenges Practices Tools Metrics Steps Challenges Practices Tools Metrics

Plan Co1 PO1 NA NA Release  C12 P20, P52 T13 NA
C03 P01, PO6 NA NA C23 P29 T17 MO04
C05 P04, P05 NA MO1 c27 P56, P60 NA M20
Co6 P07 NA NA c28 P55 NA M20
C10 P16, P17, P32, P51 NA MO03, M05, M08
Cl1 P26, P27 T15 M18 Prevent C17 P23, P30 NA NA
Cl4 P21, P22, P31 T14 MO02, M06, M07 C21 P39, P53 TO06 NA
C15 P28, P35 TO3 M09, M10 Cc22 P40 TO04, TO5 NA
C25 P59 NA M20 Detect C18 P38 T11 NA
C26 P57, P58 NA M20 Cc21 P36, P39, P41, P45, P53 TO06, T07, T10, T16 NA

Create c02 P02, P08, P10 NA NA C22 P36, P40, P41, P45 T04, TO5, TO7, T10, T16 NA
C04 P03, P09 NA NA Respond C21 P39, P53 TO6 NA
Cco7 P11, P50 NA NA C22 P40 T04, TO5 NA
Ccos P13, P15 NA NA Predict C13 P24, P25, P49 NA M17
Cc09 P12, P14, P15 NA NA C16 P18, P19, P24 T18 NA
C18 P33, P37 T02 M15 Adapt Co1 P01 NA NA
C19 P33 TO1 NA C03 P01, P06 NA NA
C20 P34, P54 NA NA C15 P28, P35 TO3 M09, M10

Verify ~ C18 P42, P46, P47, P48 TO08, T09, T12 M11, M12, M14, M16 C25 P59 NA M20

Preprod C18 P43 NA M19 C26 P57, P58 NA M20
C24 P44 NA M13
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gap in this area. The fourth possibility, also maybe a limitation, is
that some terminologies were missed in determining our search string,
though we have revised our search strings to verify this negative result.
To prove the above possibilities, further work is needed to seek more
concrete proof from academic and industrial sources.

4.3. Confirmatory search after MLR

To avoid staleness and to continue validation for the MLR findings,
we conducted a continuous confirmatory process of what we have
termed ‘Confirmatory Search’ after the MLR to find the latest literature.
By 2022, 13 academic papers and 7 grey articles have been newly
included (Appendix A.3). The new papers and articles which were
collected from the confirmatory search were not taken into the thematic
analysis, and were not integrated in the final CPTM model, because the
confirmatory search was conducted after the MLR and TA processes, in
order to find the latest literature while not affecting the original MLR
results.

From newly included academic papers, we find that the main
research aspects of DevSecOps are still its definition, challenges, prac-
tices, and tools, involving a few new contributions to metrics/
measurement, e.g., Brasoveanu et al. (2022) and Nisha (2022). We
have reported in Table 4. For the Global aspect of DevSecOps, paper
CS-ACM-04 (Liu et al., 2021) designed a DevOps architecture scheme
for the cross-network and multiple environment CoSE. It revealed
traditional large-scale enterprises in China faced two challenges when
adopting DevOps in high security environment: (1) physical isolation
of multiple environments (development, test and production environ-
ment); (2) cross regional collaboration of teams which have complex
compositions, large number of employees, but very limited resources.
These are also the challenges of GSE.

As mentioned in Section 2, two recently published review papers
are similar to ours. CS-SC-01 (Akbar et al., 2022) conducted an MLR,
which revealed 18 DevSecOps challenges (all challenges can match
or partly match our findings) and grouped them into 10 categories.
CS-SC-03 (Rajapakse et al., 2022) conducted an SLR and also applied
TA, identified 21 challenges (all can match our findings) and 31 so-
lutions (29 can match our identified practices) of DevSecOps, and
classified their findings into four categories: People, Practices, Tools,
and Infrastructure.

From the new GL work, we find that the new material is only
novel by date, not data. Most GL articles slip into a routine and repeat
similar stories. They introduce repetitive contents in a conventional
form, which consists of a common definition, and sets of challenges,
practices and tools. This reflects that practitioners’ perspectives on De-
vSecOps have been converging, since the DevSecOps pattern has shaped
up. In contrast, although there are no apparent new findings/themes
identified from the new WL work, some recent publications make new
contributions to framework design for DevSecOps, by using the known
findings. For example, 7 of the 13 new WL papers proposed their
new models or frameworks. This reveals that DevSecOps research has
been towards the next stage. Scholars summarize the first decade of
DevSecOps development (2012-2022), so that the research trend is
moving to framework design on this topic.

4.4. Study implications

We believe that this study could provide some valuable contribu-
tions for both researchers and practitioners working in the area of
DevSecOps.

For researchers, the study provides a systematic state-of-the-art
overview of DevSecOps in the past decade, by executing a dual-track
strategy including white and grey literature. Firstly, the paper iden-
tifies five main aspects of DevSecOps studies in the existing liter-
ature, namely, Definition, Challenges, Practices, Tools/Technologies,
and Metrics/Measurement. Of these, challenges and practices seem to
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be of most concern for researchers. So we believe that this finding
could help researchers to see a body of knowledge and choose research
directions in this area. Secondly, the study provides a framework
covering identified challenges, practices, tools and metrics within the
DevSecOps lifecycle, so that researchers could learn about the detailed
implementation and the existing experience of DevSecOps process,
Thirdly, the model will enable researchers to select areas of focus,
themes and stages in the lifecycle which have not been well cov-
ered for further investigation. Fourthly, the study reveals that there
is extremely limited literature related to adopting DevSecOps in GSE
contexts, thereby helping researchers to avoid unnecessary work in this
direction, or in contrast, offering a potential research gap.

In addition to researchers, the study could provide knowledge and
experience for the practitioners who adopt the DevSecOps paradigm.
For example, practitioners could refer to the CPTM model as a road
map during the execution of DevSecOps projects, as it depicts what
practices can be adopted to address corresponding challenges; what
tools can be selected to use; and what metrics can be applied to measure
the performance. The model also covers various categories (i.e., OPC,
PC, Technology and Business), so that it could guide DevSecOps teams
to consider work items for different roles and from different perspec-
tives and identify areas of weakness that could benefit from increased
attention.

Furthermore, from this study, we find that researchers and practi-
tioners have different emphases and strengths in this area, and they
are complementary. According to recent literature, researchers have
summarized the first decade of DevSecOps development and have
been striving to develop frameworks for DevSecOps, highlighting major
challenges, crucial practices, relevant tools and their links. Meanwhile,
industrial organizations are committed to the development and appli-
cation of more pertinent tools and metrics which can be adopted by
DevSecOps teams. Thus, we are looking forward to strengthening the
cooperation between academia and industry, to achieve the unity of
DevSecOps work from a variety of perspectives.

However, there remain some open areas for the CPTM model to
incorporate and developing trends for further consideration. While the
model addresses the full software development lifecycle from plan to
operate and refine, that is inherently based on the concept of a project,
and does not directly address the layered dimensions of the enterprise
and distributed organization (GSE), with portfolio and program dimen-
sions augmenting that of the project (Antil, 2023; Beecham et al., 2021;
Lal and Clear, 2021). A further area warranting attention for cyberse-
curity professionals is the rapidly developing set of developments in
Artificial Intelligence (Chakrabarty et al., 2023) and their implications
for security.

5. Threats to validity

This MLR faces several potential threats to validity, including study
selection bias, quality assessment subjectivity, data extraction bias,
trustworthiness of synthesis, and construction of search string.

5.1. Bias of study selection, quality assessment, and data extraction

Study inclusion/exclusion bias, quality assessment subjectivity and
data extraction bias are the common threats to validity in SE secondary
studies (Ampatzoglou et al., 2019). Particularly in this study, the
first author drove the tasks of paper collection, without an additional
execution by the other researchers. To mitigate the threats, we clearly
defined inclusion/exclusion criteria, study quality assessment form and
data extraction form when we developed the review protocol, discussed
among authors, and updated over the research timeline. Nonetheless,
while we believe that the results are representative, it cannot be certain
that all literature has been included and all useful data has been
covered. For this reason, we decided to apply snowballing on previous
MLR/SLR papers, to further compare and validate our findings by
referring to these papers.
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5.2. Trustworthiness of synthesis

As mentioned in the research methods section, the tasks of coding
and theming were mainly completed by the first author, and the
output was reviewed and evaluated in consultation with the second
and third authors by weekly or bi-weekly meetings. Although us-
ing reflexive TA does not demand to measure agreement (Braun and
Clarke, 2021), the trustworthiness of synthesis is still a threat needed
to be assessed. Inevitable biases which emerged from researchers’
subconscious preferences could affect the trustworthiness of synthe-
sis. In this case, researchers had certain preconceived notions in this
topic, e.g., the identified elements of DevOps/DevSecOps (Capabil-
ities, Cultural Enablers, and Technological Enablers) (Smeds et al.,
2015) and the CAMS (Culture, Automation, Measurement, and Sharing)
model (Humble and Molesky, 2011), that might have influenced the
ways of coding and theming. Also, the four elements of the CPTM
model (Challenge, Practices, Tool, and Metrics) might be identified by
the influence of existing review papers or our preconceived notions of
DevSecOps. To ensure the trustworthiness of synthesis, TA tasks were
reviewed by leveraging Braun’s checklist (Braun and Clarke, 2021); and
the four components of trustworthiness, i.e., credibility, confirmability,
dependability and transferability (Cruzes and Dyba, 2011a) have also
been carefully assessed (Section 3.8.3). It is important to distinguish
between bias and subjectivity, especially in this research, when per-
forming a Reflexive Thematic Analysis, which is based on relativist
ontology and subjective epistemology. Subjectivity which was caused
by researchers’ knowledge, experiences, roles and backgrounds, could
affect data collection, analysis and interpretation. However, it should
be considered as a strength for knowledge production, rather than a
threat to credibility (Braun and Clarke, 2021).

5.3. Construction of search string

Inappropriate construction of search string might return redundant
or lacking search results (Ampatzoglou et al., 2019). This MLR found
extremely limited primary studies related to the adoption of DevSecOps
in global settings. Some terminologies specific to GSE and DevSecOps
were possibly missed in determining our search string. Although we had
modified the search string multiple times with additional keywords and
employed the snowballing technique, the results did not change. Thus,
we could safely draw a negative conclusion that there is an absence
of the global dimension of DevSecOps in the existing white and grey
literature.

6. Conclusion and future work

This paper reviews the existing white and grey literature in the
area of DevSecOps and its adoption in the GSE contexts. The study
identifies five major aspects of DevSecOps (Definitions, Challenges,
Practices, Tools/Technologies, Metrics/ Measurement); collects the re-
lated themes of each aspect by performing a Thematic Analysis (TA)
process; and builds a Challenge-Practice-Tool-Metric (CPTM) model
by integrating the included themes of the latter four aspects, within a
staged lifecycle model. Moreover, the paper explores the adoption of
DevSecOps in global settings, from the existing white and grey litera-
ture, so that it identifies the missing global dimension of DevSecOps
and analyzes relevant reasons.

In the future work, we intend to conduct an empirical investigation
to verify the utility of the CPTM model, and thus to improve and refine
it. Hence, we are conducting a Delphi study on the identified Chal-
lenges, Practices, Tools and Metrics of DevSecOps, gathering opinions
and comments from both academic and industrial experts, to determine
the degree of emphasis and priority allocated to specific aspects by
using the Analytic Hierarchy Process (AHP) (Brunelli, 2014). Another
potential further research direction may be conducting a field study
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with a global software vendor with the cloud deployment of its software
products, to validate the efficacy of the CPTM model in a global setting.

Furthermore, we notice that a State of DevOps Report 2023 pre-
sented by Puppet (2023) highlights a recent industry trend - many
organizations do not use the term DevOps anymore, since they have
internalized all its lessons. The report also suggests a clear pattern
emerged that mature DevOps organizations tend to instead use Platform
Engineering, which is “the discipline of designing and building self-service
capabilities to minimize cognitive load for developers and to enable fast
flow software delivery”. Platform teams provide shared infrastructure
platforms to internal users, i.e., software developers and engineers;
and they continuously develop, build, maintain and support underlying
infrastructures, aiming to provide self-service solutions, which enable
development teams to deliver fast, and ensure consistency for the rest of
the organization (Puppet, 2023). Thus, a potential future direction may
be deduced to extend the topic of DevSecOps by including security in
Platform Engineering, if the research trend also begins to evolve from
DevOps to Platform Engineering. A further area warranting attention
for cybersecurity professionals is the rapidly developing set of devel-
opments in Artificial Intelligence (Chakrabarty et al., 2023) and their
implications for security.

In conclusion, the Challenge-Practice-Tool-Metric (CPTM) model
we have presented here provides a breakdown and a broad landscape
of DevSecOps, from which researchers and practitioners may select an
area of focus to improve their knowledge or practice. With DevSecOps
spanning the many stages of the lifecycle, we believe the model will
enable emphases and absences such as global aspects to be investigated.
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