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Abstract 

Fault diagnosis has always been vital to providing a high level of dependability in systems. The comparison 

approach is one of the most prevalent diagnosis techniques that offers a simple and yet practical way to identify 

faulty nodes in a system. Even though several comparison-based diagnostic models have already been introduced, 

the majority of them only diagnose permanent faults in static networks. Nowadays, intermittent faults and dynamic 

systems are more challenging to diagnose and become more common. This paper, first, proposes a novel 

comparison-based diagnostic model that deals with hybrid fault model in mobile networks. Both the diagnosable 

systems and faults under the proposed model have been characterised. Second, this paper proposes an efficient 

fault diagnosis protocol for hybrid faults in mobile networks. The proposed protocol employs a network coding 

technique to exchange the diagnosis messages so that it can provide a correct diagnosis with a higher probability 

of completeness. The correctness and complexity proofs of the proposed protocol are presented, and they show 

the viability of the proposed diagnostic model and protocol for hybrid faults in mobile networks. Besides, we study 

and analyse the performance of the proposed protocol under various fault and system parameters using 

OMNeT++ simulation. The simulation results show that our protocol can diagnose hybrid faults in mobile 

networks with high accuracy and less overhead. 

Keywords: Dependability; Fault Diagnosis; Intermittent Fault; Mobile Networks; Network Coding 

1. Introduction 

Wireless and mobile networks include mobile ad-hoc networks (MANETs), vehicular ad hoc networks 

(VANETs), wireless sensor networks (WSNs), and wireless mesh networks (WMNs) [1-3]. These networks 

provide ubiquitous connectivity and services where the deployment of fixed networks is not an option [4, 5]. There 

are both economic and environmental reasons for the constant increase in demands on mobile networks [6-10]. 

Due to their ever-changing nature and harsh deployment situations, these networks are highly vulnerable to faults 

that may incapacitate the components and the operations of a network [11-13]. In other words, faults threaten the 

dependability of networks and their ability to deliver the required services [14, 15]. As such, researchers have 

investigated several techniques to improve dependability. In particular, the problem of automatic fault 

identification has inspired the development of system-level fault diagnosis theory [16] and various diagnosis 

models [17, 18]. The diagnosis problem aims to form a consensus among faultless nodes about the fault status of 

nodes in a system and therefore sustain the system’s performance and integrity. This consensus on faulty nodes is 

of high interest for protocols and services being run over distributed systems. 

Comparison-based models are the most practical diagnosis models, and they have been used widely in many 

systems [19, 20]. They enable nodes to diagnose a system on their own and without explicit testing. In brief, these 

models, at their core, involve assigning tasks to nodes, and the resulting outputs of the same assigned task are 

compared. A set of comparison outcomes is called a syndrome, which is analysed to identify faulty nodes. The 

underlying logic of this approach is that faultless nodes performing the same task produce identical correct results. 

Many comparison-based models have been developed to meet the diagnosis requirement of various systems [21-

26]. However, diagnosis models designed for mobile networks are challenging and therefore rare. In general, 

existing comparison-based models could be categorized into deterministic and probabilistic models. The former 

provides a correct and complete diagnosis, whereas the latter provides a correct but incomplete diagnosis. Correct 

diagnosis guarantees that no faultless nodes be classified wrongly as faulty. Complete diagnosis assures 

identifying all faulty nodes. Deterministic models impose rigid assumptions on fault behaviours and the number 

of faulty components in a system. On the other hand, probabilistic models consider assumptions that are more 

realistic, such as no upper bound on the number of faulty nodes, no strings on fault occurrence time, and nodes 
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could be faulty or faultless with probability. It is clear that probabilistic comparison-based models are more 

appropriate for mobile networks where faults and topology are unpredictable. To the best of our knowledge, our 

research in this paper introduces the first probabilistic comparison-based model for fault diagnosis in mobile 

networks. 

In this paper, we first propose a probabilistic comparison-based diagnostic model considering the design 

requirements of mobile networks; particularly, their intrinsic characteristics such as unsteady topologies, 

asynchronous communications, and limited knowledge about the network. Besides, the proposed diagnostic model 

supports a more realistic hybrid fault model. That is, not only are permanent faults allowable in the system under 

diagnosis, but so, too, are intermittent faults. The intermittent faults manifest temporarily and at random intervals. 

In other words, those intermittent faults might be inactive sometime during the diagnosis process; hence, they 

might be undetectable at that time. Due to their intermittency and random duration, the identification of 

intermittent faults has a varying degree of certainty. The proposed diagnostic model promises a correct diagnosis 

with a high probability of completeness. Second, this paper introduces a fault diagnosis protocol for hybrid faults 

in mobile networks. The proposed protocol implements our proposed probabilistic diagnosis model. This protocol 

employs a probabilistic broadcasting mechanism to propagate tasks over the network. Also, it leverages a network 

coding technique to exchange nodes’ results of the tests. The protocol can identify both permanent and intermittent 

faults with higher probability. The proof of correctness and the analysis of the complexity of the protocol are 

provided. We also study its performance by an extensive set of simulations to evaluate the efficiency of the 

protocol under different scenarios. Furthermore, the performance of our protocol is compared with other related 

protocols whenever it is applicable. The results show that our proposed protocol performs better in terms of 

communication and time complexity. 

The remainder of the paper is organised as follows. Section 2 presents an overview of the current comparison-

based diagnosis models and highlights the key features of our proposed diagnostic model as compared to them. 

Section 3 describes the proposed probabilistic comparison model, including the diagnosable systems and faults. 

Section 4 presents a self-diagnosis protocol for mobile networks and demonstrates its correctness proofs as well 

as its complexities analysis. Section 5 shows the simulation results and comparative analysis. Section 6 discusses 

the findings and their implications and concludes the paper. 

2. Related Works 

Diverse comparison-based models have been proposed for fault diagnosis in various systems. This section 

investigates existing diagnosis models that employ comparison approaches to identify faulty nodes. Mainly, it 

focuses on models that have potentials in wireless mobile networks and on models that consider hybrid faults. It 

provides critical insights into their assumptions and limitations. Besides, it highlights the promising features of 

our proposed model for diagnosing hybrid faults in mobile networks. 

Existing comparison-based diagnosis models can be broadly categorized into deterministic or probabilistic 

models. The former models identify correctly and completely the set of faults in the system, whereas the latter 

ones offer a correct diagnosis with a high probability of completeness. The deterministic models, however, impose 

rigorous requirements on the system’s structure and faulty nodes’ behaviour, and that limits their usefulness and 

hinders their scalability. The broadcast comparison model [21] offers a deterministic diagnosis service for 

multicomputer systems. It involves sending a task to two distinct nodes, and their responses are broadcast to every 

node in the system using an underlying weak reliable broadcast protocol. Every faultless node compares their 

outputs, and then, the comparison outcomes are used to identify faulty nodes in a distributed manner. In [22], 

Chessa and Santi introduced a deterministic comparison-based model for wireless ad-hoc networks. This model 

takes advantage of broadcast communications in wireless networks to enhance the diagnosis process. Specifically, 

once a node sends a task, all neighbour nodes receive and execute the task. Also, once a node sends a tasks’result, 

each neighbour node receives the result. Every node then forms a local diagnosis of its neighbouring nodes. The 

Chessa and Santi model considers a fixed wireless network with no change of the network topology. In addition, 

it suffers from high message redundancy. Chessa and Santi developed the Static-DSDP diagnosis protocol that 

can provide a correct and complete diagnosis for fixed wireless ad hoc networks [22]. In the Static-DSDP protocol, 

nodes use Chessa and Santi model to maintain a local view about the status of neighbouring nodes. Next, they 

exchange their views so that each fault-free node maintains a global perspective of the network. To overcome the 

shortcomings of the Chessa and Santi model, Elhadef et al. [23] proposed a time-varying comparison model that 

sends the task and the response together and hence, mobile nodes could be diagnosed not only by the tester nodes 
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but also by any node. In addition, instead of replying to every task, nodes only respond to a limited number of 

tasks that is more than the minimum connectivity of the network. A Mobile-DSDP protocol is proposed in [22] 

for mobile networks where nodes generate their local views and then exchange their views to form a global 

perspective about the network. These models rely on timers to identify faults, and they implicitly assume that a 

system is synchronous. In [24], Jarrah et al. proposed a time-free comparison model that can diagnose mobile 

networks with more realistic assumptions. Unlike other models, the time-free comparison model uses no timers 

and requires no synchronisation. An RLNC-DSDP protocol is proposed to employ the time-free comparison 

model for diagnosing the status of adjacent nodes and then propagating the local views using a random linear 

network coding (RLNC) technique. These deterministic models consider permanent faults only and require upper 

limits on the number of faulty nodes in the system. 

Dahbura et al. [27] introduced the first probabilistic comparison-based model. This model assumes that a faulty 

node produces correct outputs with a probability, 𝑝. In addition, it assumes that the number of possible incorrect 

outputs, 𝑚, is extremely large. Therefore, the output of a faulty node matches the output of a fault-free one with 

probability, 𝑝. Comparing the outputs of two faulty nodes, however, produces a match with probability, 𝑝2. In 

[28], the (𝑝, 𝑘)-probabilistic model utilizes tasks with 𝑘 possible incorrect outputs to identify the faulty nodes. 

So, the output of a faulty node matches the output of a fault-free node with a probability, 𝑞 = 1 𝑘⁄ . This model 

suits tasks with known possible outputs. In [29], Rangarajan and Fussel proposed a probabilistic model that 

considers the same assumptions in [27]. However, it runs tasks on a small set of nodes, and no global syndrome 

is analysed. In other words, the diagnosis process is executed for local nodes. These probabilistic models consider 

hybrid faults, permanent and intermittent faults, and they impose no limit on the number of faulty nodes. However, 

they communicate using a one-to-one communication paradigm since they proposed for multiprocessor systems 

and wired networks. Hence, they are not suitable for wireless and mobile networks. To the best of our knowledge, 

there is no probabilistic comparison-based model proposed for mobile networks. 

In [30], the authors proposed a self-diagnosis protocol for hybrid faults in MANETs. This protocol repeatedly 

employs the Chessa and Santi comparison model to identify nodes experiencing permanent and intermittent faults. 

It also maintains a spanning tree connecting nodes in a MANET. This protocol has several shortcomings that 

lower its efficiency in mobile networks. Particularly, it assumes that the communications are synchronous and 

reliable. Also, maintaining a spanning tree in mobile networks seems unrealistic. Many diagnosis protocols have 

proposed for other wireless and mobile networks such as WSNs [31], WMNs [32], and VANETs [33]. However, 

these protocols have several limitations, such as assuming the existence of infrastructure in a network and 

synchronous communications, and hence, their usefulness is not guaranteed in infrastructure-less mobile 

environments.  

This paper introduces a novel probabilistic diagnostic model for hybrid fault diagnosis in mobile networks. The 

proposed model takes account of more realistic assumptions on diagnosable faults and systems. It diagnoses 

hybrid faults where nodes could be faulty with a probability. In addition, it imposes no upper bound on the number 

of faulty nodes in a system, and it requires neither synchronisation nor fixed network topologies. These 

assumptions suit mobile networks where intermittent and dynamic faults are expected to occur frequently. The 

proposed model, also, employs a network coding technique to exchange the diagnosis messages, and that reduces 

significantly the messages required to diagnose a system. Table 1 presents the main features of the proposed model 

against current models. 

3. A Probabilistic Comparison-Based Fault Diagnosis 
3.1 System Model  

This paper considers mobile networks that are dynamic topology systems consisting of an infinite number of 

mobile nodes. Each run contains a finite set of nodes, ∏ =  {𝑣1, 𝑣2, … ., 𝑣𝑛}, where 𝑣𝑖 is node 𝑖 and 𝑛 is the number 

of nodes. Nodes may enter and depart the system without restraint. The system is asynchronous in a sense that no 

upper bounds are assumed on node speed, transmission delay and computation time. Nodes communicate via 

wireless links. Each node is assumed to have a matchless identifier, 𝐼𝐷. Further, it is assumed that there exists a 

link layer protocol that provides essential services for nodes communications such as contention resolution, one-

hop reliable broadcasting, and identifying nodes. Some examples of such link layer protocols can be found in [1, 

34, 35]. A typical mobile network model is shown in Fig. 1. 
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Table 1. Comparison among diagnostic models. 

Protocol 
Deterministic 

/probabilistic 
Fault type 

Number of 

faults 
Topology 

Global 

vs 

local 

Communication 

Paradigm 

[27] Probabilistic Intermittent 
No upper 

bound 
Static Global One-to-one 

[28] Probabilistic Intermittent 
No upper 

bound 
Static Global One-to-one 

[29] Probabilistic Intermittent 
No upper 

bound 
Static Local One-to-one 

[21] Deterministic Permanent Upper bound Static Global One-to-one 

[22] Deterministic Permanent Upper bound Static Global One-to-many 

[23] Deterministic Permanent Upper bound Dynamic Global One-to-many 

[24] Deterministic Permanent Upper bound Dynamic Global One-to-many 

This paper Probabilistic 
Intermittent 

&Permanent 

No upper 

bound 
Dynamic Global One-to-many 

 

 

Figure 1. A mobile network model. 

The topology of a system is represented by a communication graph, 𝐺𝑡 = (𝑉, 𝐿𝑡) , where 𝑉 = ∏ is the set of 

mobile nodes, and 𝐿𝑡 ⊆ 𝑉 × 𝑉  is the set of links at time 𝑡. 𝑇𝑅𝑣 represents the transmission range of each node 

𝑣 ∈ 𝑉. There is a link (𝑢, 𝑣) ∈ 𝐿𝑡 for every two nodes 𝑢, 𝑣 ∈ 𝑉 if 𝑢 is within the 𝑇𝑅𝑣 at time 𝑡.  𝑁𝑣 represents the 

set of neighbour nodes within the transmission range, 𝑇𝑅𝑣 , at time 𝑡. 𝐺𝑡 is undirected, and hence (𝑢, 𝑣) ∈ 𝐿𝑡  if 
(𝑣, 𝑢) ∈ 𝐿𝑡. The degree of a node 𝑣,  𝑑𝑒𝑔𝑣 =  |𝐿𝑣|. Neighbour nodes may change over time since their movement 

is unrestrained. However, each node knows the identities of its neighbours at any time 𝑡. 
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3.2 Fault Model  

In this subsection, we define the fault model considered in this research. Mainly, we describe diagnosable faults 

that may manifest in the system in terms of the fault’s type and behaviour. 

Our research focuses on identifying faulty nodes in mobile networks. Faultless nodes exhibit the correct responses 

to the same stimulus, whereas faulty nodes manifest various responses according to the faults they undergo. This 

fault model considers faults from different perspectives as follows. First, from a fault duration perspective, this 

research assumes that nodes are subject to both permanent and intermittent faults. While a permanent fault 

demands external intervention for repair or removal, an intermittent fault appears and disappears frequently and 

unpredictably. Second, based on the behaviour of a faulty node, this research considers soft faults that do not 

interrupt the communications with other nodes, such as omission and timing faults. Hard faults, such as crash 

faults, which prevent communication with the rest of the system, are excluded in this paper. Third, based on fault 

occurrence time, a fault could be static or dynamic. A dynamic fault occurs during the diagnosis session, whereas 

a static fault exists before the session and lasts to the end of the session. Here, both static and dynamic faults are 

considered. Nodes undergoing permanent and static faults operate all the time incorrectly, whereas nodes 

experiencing intermittent and dynamic faults may operate correctly sometimes and fail at other times. We model 

the behaviour of a node as a Bernoulli trial as follows. Let 𝑝𝑣𝑗  be the probability of a faulty node, 𝑣, operates 

correctly at the time, 𝑗. Hence, 1 − 𝑝𝑣𝑗  is the probability that 𝑣 operates incorrectly at the same time, 𝑗. Let 𝑝𝑣 

denote the average values of probabilities over all times. For simplicity, it is assumed that this probability, denoted 

by 𝑝𝑣, is the same for all times, and all nodes. This assumption could be easily extended. In addition, it is assumed 

that faults in different nodes occur independently. Dependent faults and malicious faults are beyond the scope of 

this paper and a matter of future research.  

While the nodes in these networks use wireless links to communicate, and these links, by nature, are lossy, we 

assume that messages are reliably delivered. This assumption can be achieved by an underlying data link layer 

protocol that can provide a reliable broadcast even in the presence of unpredictable behaviours as described above 

in the system model. It is also noteworthy that the proposed diagnostic model in the next subsection can tolerate 

delays that may be caused by such data link layer protocol because it uses no timers and requires no synchronicity.   

It is assumed further that there is no upper bound on the number of faults since hard faults are excluded. Soft 

faults, on the other hand, are included, but they have no impact on the system’s connectivity. 

3.3 Diagnostic Model  

This subsection introduces a comparison-based diagnostic model for fault diagnosis in mobile networks. The 

proposed model respects the hybrid fault model characterised in the previous subsection; hence, it relaxes stringent 

assumptions imposed by previous models. Also, it employs the comparison approach to identify the set of faulty 

nodes; that is, the agreements and disagreements of output results obtained by distinct nodes for identical tasks 

are the basis for identifying the state of nodes. In this model, each faultless node carries out all the comparisons 

in the system. The fault identification process is performed in multiple rounds to detect dynamic and intermittent 

faults with a high probability. In addition, this model leverages network coding to deal with the high 

communication overhead caused by multiple testing rounds. 

This model utilises a comparison approach to identify faulty nodes. That is, instead of nodes testing one another, 

a task is assigned to two distinct nodes, and their results are compared. We assume that tasks can only detect faults 

existing at the testing time in a testee node. It is assumed that the number of possible incorrect results is huge, and 

faulty nodes produce random and independent results. The design of these tasks is beyond the scope of this 

research since it may vary depending on the system under consideration. The outcome of the comparison is 0 if 

the results are matched, and 1 otherwise. In our model, the same task is assigned to every node in the system, and 

this strategy eliminates the overhead that may be caused by generating different tasks at each node. Using the 

same task enables nodes to perform the diagnosis process in a fully distributed fashion. In addition, this strategy 

maintains consistency, exposing nodes to the same task. Given that, nodes may be faulty with different probability 

due to considering intermittent faults; this model governs the generation of comparison outcomes in nodes based 

on the following assumptions. 

A1: A faultless node comparing its output with a faultless node’s output always produces a match outcome, 0. 
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A2: A faultless node comparing its output with a faulty node’s output produces a match outcome, 0 with a 

probability, 𝑝, and a matchless outcome, 1 with a probability 1 − 𝑝. 

A3: A faulty node comparing its output with a faultless node’s output produces a match outcome, 0 with a 

probability, 𝑝, and a matchless outcome, 1 with a probability 1 − 𝑝. 

A4: A faulty node comparing its output with a faulty node’s output produces a match outcome with a 

probability, 𝑃𝑏: 

 𝑃𝑏 =  𝑝2 +
(1 − 𝑝)2

𝑚
 (1) 

where 𝑚 represents the number of possible incorrect outputs. We assume 𝑚 is extremely large, and hence 𝑃𝑏 ≈

𝑝2 . In other words, 𝑃𝑏  is insignificant even though it may occur in the case where both produce the correct output 

for the same task. 

The A1 assumption states that faultless nodes behave consistently and run as expected. As such, their outputs are 

always identical; hence, the comparison outcome is 0. In this sense, faultless nodes are continually diagnosed 

correctly by other faultless nodes. On the other hand, the assumption A4 states that faulty nodes misbehave 

repeatedly, and their outputs are different. Therefore, the outcome of comparing two faulty nodes is 1. When one 

of the nodes under comparison is faulty, and another one is fault-free, the assumptions A2 and A3 state that there 

is a probability, 𝑝, that the faulty node is acting correctly at that time; hence, both nodes generate identical results. 

Therefore, faulty nodes may be undetectable at that time. 

To overcome this issue, our model uses multiple rounds to improve the probability of identifying nodes 

experiencing such hybrid faults. That is, a set of tasks, 𝐽 = {𝑗1, 𝑗2 , … 𝑗𝑟}, is to be executed by nodes in a system 

up to r rounds. Clearly, the complete diagnosis, where all faults are identified, is still not guaranteed in a finite 

time. That is, a node is diagnosed as a faultless node if it performs all the tasks correctly. This might happen with 

a probability, 𝑝𝑟. On the other hand, a faulty node is identified correctly if it performs at least one task incorrectly 

and this happens with a probability, 1 − 𝑝𝑟. 

The probability, λ, of a faultless node producing a mismatch with a faulty node is equal to the probability of 

producing identical outputs for the previous 𝑖 − 1 tasks multiplied by the probability of producing different 

outputs for the 𝑖th task as follows. 

 𝜆 = 𝑝𝑖−1. (1 − 𝑝) (2) 

The minimum number, rmin, of tasks that a faulty node should perform to be detectable with an accuracy, 𝑐 = 1 −

𝑝𝑟, is  

 𝑟𝑚𝑖𝑛 = ⌈
𝑙𝑛 (1 − 𝑐)

𝑙𝑛 (𝑝)
⌉ (3) 

This formula indicates that the detection accuracy of faulty nodes is proportional to the probability of a node being 

faultless. In addition, the detection accuracy increases with the number of rounds. Fig. 2 shows the values of 𝑟𝑚𝑖𝑛 

for different values of 𝑝 and 𝑐. It is clear that the larger the value of 𝑝, the larger the value of 𝑟. In other words, 

the identification of a faulty node that produces correct results with high probability requires a relatively high 

number of rounds. 

This model aims to reach a consensus about comparison outcomes among faultless nodes; hence, each node takes 

the responsibility of diagnosing the system based on a syndrome generated. Therefore, the following assumptions 

are considered at each round. 

A5: Nodes cooperatively distribute tasks so that every node receives a task at each round. 

A6: Each faultless node correctly receives any task results broadcast in the system. 

A7: Nodes cooperate in exchanging messages using a network-coding paradigm. 

A8: Each node maintains an updated syndrome considering comparison syndromes generated in earlier rounds. 

These assumptions assure the consistency of comparison outcomes produced by all faultless nodes in the system. 

In other words, faultless nodes reach a consensus about comparison outcomes. Hence, the correctness is 

guaranteed, and the completeness could be reached with probability approaching one in the long run. The 
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probability of completeness comes from considering intermittent faults that might be undetectable. That is, 

complete diagnosis is non-deterministic and proportional to the fault’s probability. On the other hand, faulty nodes 

may produce inconsistent outcomes, and hence, their behaviours are untrustworthy. In this model, each node takes 

the responsibility of diagnosing the system, postulating itself as a faultless node. In this sense, the diagnosis 

algorithm is executed in a fully distributed manner. 

 

Figure 2. The number of rounds required for specific fault probabilities. 

4. A Self-Diagnosis Protocol for Hybrid Faults 

In this section, we introduce a distributed self-diagnosis protocol using a network coding-based comparison model 

for hybrid faults identification in mobile networks. It is called a network coding-based comparison distributed 

self-diagnosis protocol (NCBC-DSDP). Our proposed protocol can identify permanent and intermittent faults 

regardless of the change of the network topology in mobile networks. Thus, it supports more realistic assumptions 

about the fault models and network structure. 

4.1 Protocol Description 

Faultless nodes start diagnostic sessions at regular intervals. Each session includes multiple rounds of testing that 

run in sequence. The diagnostic session ends when each node completes the protocol execution. The protocol 

diagnoses nodes using various diagnostic messages, such as test request messages and test response messages, 

which have to be transmitted during a diagnostic session. Nodes, in each testing round, conform to the following 

procedures: 

• Task Assigning 

A single task, 𝑗𝑖, is generated by a node, 𝑢, at the 𝑖th test round. The task, 𝑗𝑖, is then assigned to every 

node, including 𝑢 itself, in a network by retransmitting 𝑗𝑖 among nodes, if necessary. Note that, given the 

broadcast nature of wireless networks, retransmission of the task could be dispensable. Since the goal is 

to have each node executing the same task, diverse mechanisms [36, 37] could be adopted to convey and 

assign 𝑗𝑖 to each node with less overhead. Here, a simple probabilistic broadcasting mechanism [36, 38] 

is employed. The retransmission of 𝑗𝑖 from a node depends on the forwarding factor, 𝑑𝑣,: 

  

 𝑑𝑣 =  
𝑙

|𝑁𝑣|
 (4) 

where 𝑙 is the number of times a node 𝑣 has received the task 𝑗𝑖, and  |𝑁𝑣|  is the number of neighbour 

nodes for node v. In other words, 𝑑𝑣 is inversely proportional to |𝑁𝑣|. It has been proved mathematically 
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and through simulations that the value of 𝑙 should be ~ 6-8 in probabilistic forwarding and ~ 3 in case of 

network coding. This mechanism has been adopted widely to reduce the number of redundant 

rebroadcasts [38].  

Using the same task in every test round is of interest becuase it reduces the complexity of task assignment 

and generation. Also, it enables nodes to perform the comparison in a fully distributed manner. 

• Task Execution 

Upon receiving 𝑗𝑖, a node, 𝑣 , executes the task and generates an output result, 𝑅𝑖
𝑣 . Afterwards, node 

𝑣 calculates the result’s checksum, 𝐶𝑖
𝑣 , which will be broadcast to every node in the system. It is assumed 

that nodes collaborate with each other to disseminate their checksums through the network. This step 

helps each node to diagnose all other nodes in a fully distributed manner. However, it imposes high 

communication overheads. Therefore, this protocol employs a network coding technique to exchange the 

checksums among nodes [39, 40]. Network coding combines the checksums and sends out a single 

encoded message instead of transmitting them individually [41]. Once a node collects enough encoded 

messages, it can decode them and retrieve the original checksums. In the following, we describe the 

RLNC technique implemented in this protocol. 

 

Each node 𝑣 generates and propagates encoded packets instead of sending original information. An 

encoded packet, e, is the total of multiplying each packet with the corresponding value in the coding 

vector, 𝑒 as given by 

 𝑒 = ∑ 𝑥𝑖 

𝑛

𝑖=1

𝑦𝑖  (5) 

where 𝑥 =  (𝑥1, 𝑥2, … . . , 𝑥𝑛) is a coding vector that comprises coefficients selected randomly from a 

finite field, 𝐹28, 𝑛 is the number of nodes, and 𝑦 = (𝑦1 , 𝑦2, … . , 𝑦𝑛) is a vector of original packets. In the 

case of sending 𝐶𝑖
𝑣,𝑒𝑣 encoded packet from node v has one at 𝑣’s location and zero at all other locations. 

Every node has a decoding matrix, 𝑀𝑣, which stores the coding vectors it receives. The size of 

𝑀𝑣 depends on the generation size. Upon receiving an innovative packet that increases the rank of 𝑀𝑣, 

𝑣 may generate and propagate linear combination of packets received based on a forwarding factor, 𝑑𝑣 

[38]. The non-innovative packets are ignored. In this protocol, packets for each task are combined 

linearly with each other. In other words, replies for a task could be encoded and decoded together. Once 

the decoding matrix becomes full rank, i.e., 𝑛 linearly independent combinations have been received, the 

original checksums could be retrieved by performing a decoding process, namely Gaussian eliminations. 

It has been shown that the probability of the matrix being un-decodable tends to 0 and hence negligible 

[41-43]. 

 

• Syndrome Generation 

Once a node, v retrieves the original checksums, it compares their outputs with its own checksum and 

produces a comparison syndrome, assuming itself to be faultless. Here, node 𝑣 maintains an updated 

syndrome, 𝑆, that maps nodes and their faulty status, 𝑆 < 𝐼𝐷, 𝑠𝑡𝑎𝑡𝑢𝑠, 𝑐𝑏 >, where 𝐼𝐷 is the identifier 

of the node, 𝑠𝑡𝑎𝑡𝑢𝑠 is the faulty status of the node, and 𝑐𝑏 is a parameter that describes whether a node 

status has changed during the diagnostic session. 𝑠𝑡𝑎𝑡𝑢𝑠 is set to 0 (faultless) for nodes reporting 

identical checksums with 𝑣 and to 1 (faulty) for nodes reporting non-matching checksums. 𝑐𝑏 is 

initialized to 0 indicating that the node with 𝐼𝐷 has not changed its status from the previous test round. 

Both 𝑠𝑡𝑎𝑡𝑢𝑠 and 𝑐𝑏 are set to 1 if the node’s 𝑠𝑡𝑎𝑡𝑢𝑠 has been changed from previous test rounds. The 

parameter 𝑐𝑏 is used to differentiate between permanent and intermittent faults. 

After executing 𝑟 test rounds, nodes, assuming themselves, to be faultless, take the responsibility of diagnosing 

the network depending on their updated syndromes. In this sense, the NCBC-DSDP provides a fully distributed 

diagnosis approach. Faultless nodes continuously report correct outputs, matching other faultless nodes. 

Therefore, 𝑠𝑡𝑎𝑡𝑢𝑠 = 0 for every faultless node and 𝑐𝑏 = 0 indicates the consistency of 𝑠𝑡𝑎𝑡𝑢𝑠 over all tasks. On 

the other hand, nodes experiencing permanent faults report continuously incorrect matchless outputs. Thus, their 

𝑠𝑡𝑎𝑡𝑢𝑠 in the updated syndromes is 1, and their 𝑐𝑏 = 0 because they show constant dissimilarity. Nodes 

undergoing intermittent faults, however, may manifest inconsistent outputs. That is, they might report correct 
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outputs matching faultless ones for some tasks, and for other tasks, they report incorrect matchless outputs. Thus, 

their 𝑠𝑡𝑎𝑡𝑢𝑠 is 1 in the updated syndromes, and their 𝑐𝑏 is 1 indicating their changing behaviour. 

It is noteworthy that intermittent faults are tricky, and they might be unobservable because they are likely to be 

exercised when they are inactive. In this case, nodes experiencing intermittent faults act like faultless nodes. 

Therefore, this model cannot guarantee a complete diagnosis. 

4.2 Protocol Correctness and Analysis 

In this subsection, we first prove the correctness of the proposed protocol and then we analyse its complexity in 

terms of communication, time, decoding, and energy complexities. 

4.2.1 Proof of Correctness 

This protocol guarantees a correct but incomplete diagnosis because nodes in a system may undergo intermittent 

faults, and these faults could be undetected after many tasks. Hence, in this subsection, we prove that the proposed 

protocol provides a 100% correct diagnosis and a complete diagnosis with high probability. That means the 

proposed protocol can diagnose all faultless nodes correctly; however, faulty nodes can be diagnosed correctly 

with a high probability. It is noteworthy that incomplete diagnosis is the best strategy for intermittent faults 

diagnosis. 

We establish the correctness of the NCBC-DSDP based on two main properties: correct testing and correct 

responding. Correct testing is achieved if each node in the system receives the testing tasks in each testing round. 

Correct responding is achieved if the tasks’ results are received correctly by each faultless node in the system. To 

prove the correctness of the NCBC-DSDP, we need to prove that it satisfies both the correct testing and the correct 

responding properties. Lemma 1 shows the correct testing property, followed by its proof.   

Lemma 1. Let 𝐺𝑡 = (𝑉, 𝐿𝑡) be a communication graph that represent a mobile network at time t. Let 𝑢 ∈ 𝑉 be a 

node that starts a diagnosis session, then tasks are generated for multiple test rounds and each node 𝑣 ∈ 𝑉 will 

receive the same task in each test round. 

Proof. The NCBC-DSDP employs a probabilistic mechanism to broadcast tasks among nodes in a network. In 

this mechanism, each node, 𝑢, broadcasts a task received with a forwarding factor, 𝑑𝑢 =  
𝑙

|𝑁𝑢|
. Hence, we need to 

prove that this forwarding factor is enough to propagate the tasks to every node in the network. First, we need to 

analyse the expected additional coverage of rebroadcasting a test task. Let us consider the simple case where 𝐶𝑣 

and 𝐶𝑢 are the circle areas of radius 𝑟 that are covered by the transmissions of two neighbour nodes 𝑣 and 𝑢 

respectively. When node 𝑣 rebroadcasts the test task, which was broadcast by 𝑢, then the area, |𝐶𝑣∩𝑢| that is 

covered by both 𝐶𝑢  and 𝐶𝑣 is 4 ∫ √𝑟2 − 𝑥2𝑟

𝜕/2
 𝑑𝑥, where 𝜕 is the distance between 𝑢 and 𝑣. Hence, the expected 

additional coverage when the node 𝑣 broadcasts the test task is  |𝐶𝑢−𝑣| = 𝜋𝑟2 − 4 ∫ √𝑟2 − 𝑥2𝑟

𝜕/2
 𝑑𝑥. When 𝜕 =

𝑟, |𝐶𝑢−𝑣| is the largest coverage area and it approximately equals 0.61𝜋𝑟2. In other words, the maximum 

additional coverage is 61% of a circle area. However, we are interested in the average value of |𝐶𝑢−𝑣| because 

neighbour nodes can be distributed randomly within the transmission range of the node 𝑢. The average value can 

be obtained by integrating the above value over the circle of radius 𝑥 in [0, 𝑟]: the average value of |𝐶𝑢−𝑣| =

∫
2𝜋𝑥.[𝜋𝑟2−4 ∫ √𝑟2−𝑥2𝑟

𝑥
2⁄ ]

𝜋𝑟2  𝑑𝑥
𝑟

0
≈ 41% . In other words, a rebroadcast provides, in average, about 41% additional 

coverage of a circle area. In [], it has been shown through simulations that if a node 𝑤, which was overheard the 

test task from both 𝑢 and 𝑣, rebroadcasts the test task, then the additional coverage is about 19%. Further, the 

additional coverage tends to be 0 when a test task is overheard about 8 times [36, 38]. Accordingly, the NCBC-

DSDP broadcasts the tasks with a forwarding factor 𝑑𝑣 where 𝑙 = 8. It is noteworthy that this value of 𝑙 is 

independent of the network density. 

Now, we prove that the NCBC-DSDP satisfies the correct responding property. This property is given in Lemma 

2, followed by its proof. 

Lemma 2. Let 𝐺𝑡 = (𝑉, 𝐿𝑡) be a communication graph that represent a mobile network at time t. Let the diagnosis 

session be initiated and a node 𝑢 ∈ 𝑉 has generated a test response, then each faultless node 𝑣 ∈ 𝑉 will receive 

and retrieve the 𝑢’s response within a finite time. 
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Proof. Here, we need to prove that the test responses are received and retrieved by every faultless node in the 

network. That is, the response messages that include task results generated by nodes are successfully received and 

retrieved by each faultless node in the network. In essence, this problem is an all-to-all broadcasting problem. 

Therefore, our proposed protocol employs the efficient broadcasting algorithm presented in [38]. In our protocol, 

each node transmits its results to its neighbour nodes. Intermediate nodes, then, transmit a random linear 

combination over a finite field F28 of other results, which have been previously received for the same task. In 

other words, replies for the same task are grouped as one generation, and the encoding and decoding are performed 

on packets of the same generation. Moreover, nodes transmit the random linear combinations based on a dynamic 

forwarding factor shown in Algorithm 6A in [38]. We have set 𝑙 = 3 so that the probability of not being able to 

decode tends to 0. The detailed proof analysis can be found in [38].  

Now, we prove that the NCBC-DSDP is a correct distributed self-diagnosis protocol because it guarantees that by 

the end of a diagnosis session each faultless node identifies all other faultless nodes correctly and identifies with 

high probability the faulty nodes in a system. This is shown in Theorem 1, followed by its proof. 

Theorem 1. Given a mobile network with a communication graph 𝐺𝑡 = (𝑉, 𝐿𝑡), the NCBC-DSDP is correct with 

high probability of completeness. That is, the diagnosis output of the NCBC-DSDP at each faultless node, 𝑢 is 

ℱℱ ⊆ 𝐹𝐹𝑢 and 𝐹𝑢  ⊆ ℱ. In other words, 𝑢 correctly identifies other faultless nodes in the system and identifies 

the faulty nodes with high probability. 

Proof. The proof of this Theorem follows trivially from Lemmas 1 and 2. That is, Lemma 1 ensures that each 

node is tested multiple times, executing several tasks. The nodes in the network correctly receive each task’s 

result, and Lemma 2 ensures this. Once a faultless node, 𝑢, collects the results of a task, 𝑗, then node 𝑢 updates 

the diagnosis syndrome as described in Section 4. Node 𝑢, next, diagnoses the network taking into consideration 

the assumptions investigated earlier. Faultless nodes execute the proposed protocol correctly; hence, they generate 

the same updated syndrome. The updated syndrome includes nodes that consistently generate matched results, 

and these are diagnosed as faultless nodes. Among these faultless nodes, there might be nodes that are 

experiencing intermittent faults; hence, a complete diagnosis is not guaranteed. The nodes that consistently 

generate mismatched results are diagnosed as permanent faults, whereas the nodes that generate mismatched 

results from time to time are diagnosed as intermittent faults. Accordingly, faultless nodes can correctly identify 

all other faultless nodes, and they can identify faulty nodes with high probability taking into account the number 

of testing rounds and the probability of faults. Faulty nodes are expected not to follow the proposed protocol, and 

their diagnosis is untrustworthy, and, in fact, that has no impact on other nodes decisions since the diagnosis 

process is fully distributed. 

4.2.2 Complexity Analysis 

Here, we analyse the complexities of our proposed protocol considering four main metrics. The first is 

communication complexity, which refers to the number of diagnosis messages exchanged during the diagnosis 

session. The second is time complexity, which refers to the duration of a diagnosis session, including all the test 

rounds. The third is computational decoding complexity, which reflects the necessary computations to decode the 

decoding matrix at each node. And the fourth is the energy consumption, which refers to the amount of energy 

consumed as a result of the diagnosis process. These are the main overheads caused by employing our proposed 

protocol, and the analysis is as follows. 

The communication complexity of the NCBC-DSDP is 𝑂(2 × 𝑛 + 𝑛 × 𝑛 × 𝑑); where 𝑛 is the number of nodes, 

and 𝑑 is the forwarding factor. In order to drive this communication complexity, the maximum number of 

diagnosis messages, which is transmitted during a diagnosis session, is calculated as follows. For each task, there 

is at most 𝑛 messages to broadcast the task and 𝑛 test response messages because every node should reply one 

time to each task. In addition, 𝑛 × 𝑛 × 𝑑 coding messages are required to exchange nodes’ responses. Therefore, 

the total number of diagnosis messages exchanged is 2 × 𝑛 + 𝑛 × 𝑛 × 𝑑 and hence the communication 

complexity is 𝑂(2 × 𝑛 + 𝑛 × 𝑛 × 𝑑). 

The time complexity of the NCBC-DSDP is 𝑂(∑ 𝜏𝑖
𝑟
𝑖=1 ); where 𝜏𝑖 is the diagnosis duration for a specific round, 𝑖, 

and 𝑟 is the number of rounds that is required for a given detection accuracy,𝑐. In particular, we need to analyse 

the lower bound of the number of tasks that a faulty node should perform in order to be diagnosed correctly. Let 

𝑝 be the probability of a faulty node, 𝑢 behaves as a faultless node at specific task. Since we consider intermittent 

faults, a faulty node,𝑢 may perform many tasks correctly and this may happen with probability, 𝑝𝑟 . However, a 
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faulty node is correctly diagnosed as faulty if it performs a task, 𝑗 incorrectly and this may happen with 

probability 1 − 𝑝𝑟 . In other words, the detection accuracy, 𝑐 =   1 − 𝑝𝑟 . By solving this equation, we can 

calculate the number of rounds,𝑟, which is required to achieve a certain detection accuracy. That is, 𝑟 = ⌈
𝑙𝑛 (1−𝑐)

𝑙𝑛 (𝑝)
⌉ 

and hence the time complexity is 𝑂(∑ 𝜏𝑖
𝑟
𝑖=1 ). 

The computational decoding complexity of the NCBC-DSDP is 𝑂(𝑟 ∙ 𝑛3).  For each round, a decoding matrix of 

𝑛 × 𝑛 size is required to store the received coding vectors at each node. Gaussian elimination can be performed 

on this matrix to solve the system with complexity bounded as 𝑂(𝑛3). Because there is one such matrix per round, 

the decoding complexity is 𝑂(𝑟 ∙ 𝑛3). However, this is the worst case where all tasks are executed simultaneously. 

Various techniques could be used to reduce the decoding complexity. However, this is out of the scope of this 

paper, and interested readers can consult [38]. 

The energy complexity of the NCBC-DSDP is 𝑂(∑ 𝐸𝐶𝑖
𝑛
𝑖=1 ); where  𝐸𝐶𝑖 is the energy consumed by a node, 𝑖. 

Here, we study the energy consumed by nodes to send and receive diagnosis messages during the diagnosis 

session. It is of interest to mention that transmissions are the main source of energy consumption in mobile 

networks [44-46]. We assumed that the total energy consumed by a node 𝑢 for diagnosing purpose is as follows. 

First, the transmission energy, which is required to transmit a message, is 𝐸𝑡𝑥 = 𝛽 ∗ 𝑚𝑠𝑔𝑆𝑖𝑧𝑒 ∗ 𝐸0, where 𝛽 is a 

transmission energy factor, 𝑚𝑠𝑔𝑆𝑖𝑧𝑒 is the length of the message, and 𝐸0 is the energy required by a unit of 

message length. Second, the receiving energy, which is required to receive a message is 𝐸𝑟𝑥 = µ ∗ 𝑚𝑠𝑔𝑆𝑖𝑧𝑒 ∗ 𝐸0, 

where µ is a receiving energy factor. Hence the total energy consumed by a node 𝑢 is 𝐸𝐶𝑢 = 𝑚𝑠𝑔𝑆𝑒𝑛𝑡 × 𝐸𝑡𝑥 +

𝑚𝑠𝑔𝑅𝑒𝑐 × 𝐸𝑟𝑥, where 𝑚𝑠𝑔𝑆𝑒𝑛𝑡 and 𝑚𝑠𝑔𝑅𝑒𝑐 are, respectively, the number of messages sent and the number of 

messages received by the node 𝑢. Hence, the overall energy consumption is ∑ 𝐸𝐶𝑖
𝑛
𝑖=1  and hence the energy 

complexity is 𝑂(∑ 𝐸𝐶𝑖
𝑛
𝑖=1 ). 

5. Performance Evaluation and Analysis  

This section presents the performance results of the proposed protocol. An extensive set of simulations has been 

conducted using the OMNeT++ simulator [47, 48]. This simulator has been widely used because of its availability 

and credibility [49-52]. 

5.1 Performance Metrics 

We consider three primary metrics to evaluate the performance of the proposed protocol. First is the 

communication overhead, which represents the total number of diagnostic messages exchanged during the 

diagnosis session. Second is the diagnosis time that determines the diagnosis session duration. The fewer the 

diagnostic messages and the shorter the diagnosis time are, the more efficient the protocol is. Third is the detection 

accuracy, which refers to the percentage of faulty nodes that are correctly diagnosed as faulty. We use this metric 

to evaluate the completeness property because intermittent faults are considered, and the complete diagnosis is 

not ensured. The higher the detection accuracy, the more efficient the protocol is. 

5.2 Description of Scenarios 

The following scenarios are used to evaluate the protocol performance under various circumstances. Table 2 

summarises the configurations of each scenario. 

• Scenario 1 evaluates the efficiency of the proposed protocol to diagnose permanent faults in fixed-

topology networks. Here, nodes do not move in the network. The network size varies from 10 − 100 

nodes with a random deployment where 10% of nodes are faulty. The performance of our proposed 

protocol, the NCBC-DSDP, is compared with other existing protocols, the Static-DSDP [22], Mobile-

DSDP [23], and RLNC-DSDP [24]. 

• Scenario 2 evaluates the efficiency of the proposed protocol to diagnose permanent faults in dynamic 

topology networks where some nodes keep moving in the network. The number of nodes is fixed at 50, 

where the number of faulty nodes varies between 1 and 5. The performance of our proposed protocol, 

the NCBC-DSDP is compared with the Mobile-DSDP and RLNC-DSDP, which consider mobile 

networks. For this study, the random-waypoint mobility model is used, with no waiting time and with a 
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fixed speed at 20m/s. This mobility model allows the nodes to select a random destination in the 

simulated area, and then they start moving until arriving at the destination and so on. 

• Scenario 3 studies the effect of increasing the number of intermittent faults on the performance of our 

proposed protocol. The total number of nodes in this scenario is 80, where the number of faulty nodes 

varies between 2 and 30, with a high fault probability of 70%. Since this scenario focuses on diagnosing 

intermittent faults, three testing rounds are used. 

• Scenario 4 investigates the performance of our proposed protocol with the number of testing rounds, 

varying between 3 to 15. The total number of nodes is 80, where 20 nodes are experiencing intermittent 

faults with a low fault probability, 10%. 

• Scenario 5 studies the effect of node mobility on the performance of our proposed protocol. The total 

number of nodes is 50, where 2 − 18 nodes are experiencing intermittent faults with 70% fault 

probability. This scenario uses the random-waypoint mobility model with no waiting time and with 

random node speeds between 2m/s and 20m/s. They are compared with no node mobility case. Three 

testing rounds are used in this scenario because intermittent faults are considered. 

• Scenario 6 studies the performance of our proposed protocol with various fault probabilities, varying 

between 0.1 to 1.0. In this scenario, the total number of nodes is 80, which includes 20 faulty nodes, 

experiencing intermittent and permanent faults. In this scenario, two testing rounds are used. 

Table 2. Simulation Scenarios. 

Notation Scenario 1 Scenario 2 Scenario 3 Scenario 4 Scenario 5 Scenario 6 

Protocols 

Static-DSDP  

Mobile-
DSDP 

RLNC-DSDP 

NCBC-DSDP 

Mobile-

DSDP 

RLNC-DSDP 
NCBC-DSDP 

NCBC-

DSDP 

NCBC-

DSDP 

NCBC-

DSDP 

NCBC-

DSDP 

       

# of Nodes, n 10 - 100 50 80 80 50 80 

       
Network Topology  Fixed Dynamic Fixed Fixed Dynamic Fixed 

       

Node Speed, s 0 20 m/s 0 0 2 – 20 m/s 0 
       

Fault Types Permanent Permanent Intermittent Intermittent Intermittent 

Permanent 

& 
Intermittent 

       

# of Faulty Nodes, nf 1 – 10 1 – 5 2 – 30 20 2 – 18 20 
       

# of Test Rounds, r 1 1 3 3 – 15 3 2 

       
Fault Probability, Pf 100% 100% 70% 10% 70% 10% - 100% 

       

Area Size 600m×600m 300m×300m 600m×600m 600m×600m 300m×300m 600m×600m 
       

Transmission Range 150 150 150 150 150 150 

In Scenarios 3, 4, 5 and 6, we focused on studying the performance of our proposed protocol and evaluating its 

ability to diagnose intermittent faults under various settings. However, we exclude other protocols since they do 

not diagnose intermittent faults. 

5.3 Simulation Results and Analysis 

This subsection presents the simulation results obtained for the scenarios described in the previous subsection. 

The simulations are carried out and repeated 10 times with different random seed numbers to provide a confidence 

interval of 95% ± 10% margin of error. Hence, the simulation results represent the average value of the 10 runs 

for every point. 

5.3.1 Performance Comparison of Various Diagnose Protocols for Permanent Faults in Fixed Networks 

(Scenario 1)  
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Fig. 3 compares the communication overhead of our proposed protocol, the NCBC-DSDP, and the other existing 

protocols, the Static-DSDP, Mobile-DSDP and RLNC-DSDP with a different number, n, of nodes. It can be seen 

that the communication overhead of all considered protocols increases with 𝑛 in the network. The reason is that 

these protocols perform the diagnosis process in a distributed fashion where each node participates in the diagnosis 

process and transmits diagnosis messages. Therefore, the larger the n, the more diagnosis messages the nodes 

transmit. However, NCBC-DSDP shows much better performance. For example, at 𝑛 = 100, the NCBC-DSDP 

sends about 85 − 80% fewer diagnosis messages than the Static-DSDP and Mobile-DSDP protocols, and 50% 

fewer diagnosis messages than the RLNC-DSDP. There are two main reasons for these results. The first reason is 

that the NCBC-DSDP requires two kinds of diagnosis messages to be exchanged during the diagnosis session, 

whereas the other considered protocols need three kinds of messages to be exchanged by each node in the network. 

In other words, the NCBC-DSDP, in essence, demands fewer diagnosis messages. The second reason is that the 

NCBC-DSDP employs a probabilistic flooding and RLNC technique to propagate the diagnosis messages and 

that reduces the required number of diagnosis messages significantly. The Static-DSDP and Mobile-DSDP 

employ a simple flooding mechanism to propagate the local views of nodes, and that causes too much 

communication overhead, as shown in Fig. 3. Unlike the Static-DSDP, which needs nodes to reply to each task 

they receive, the Mobile-DSDP and RLNC-DSDP require nodes to reply to 𝜎 ≤ 𝑛; therefore, nodes send a fewer 

number of test response messages. This reduction in the number of test responses makes Mobile-DSDP slightly 

better than the Static-DSDP. The RLNC-DSDP shows better performance than the Static-DSDP and Mobile-

DSDP because it uses an RLNC technique instead of simple flooding to propagate the local view of nodes. 

 

Figure 3. The communication overhead vs number, n, of nodes in Scenario 1. 

Fig. 4 presents the diagnosis time of the NCBC-DSDP, Static-DSDP, Mobile-DSDP and RLNC-DSDP with 

different n. Clearly, NCBC-DSDP shows less diagnosis time than other protocols for the same reasons described 

above: the two-step diagnosis process that the NCBC-DSDP uses and the RLNC technique that it employs. Since 

we only consider permanent faults in this scenario, all the protocols achieve 100% detection accuracy within a 

single testing round. Jo
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Figure 4. The diagnosis time vs number, n, of nodes in Scenario 1. 

5.3.2 Performance Comparison of Various Diagnose Protocols for Permanent Faults in Mobile Networks 

(Scenario 2)  

Fig. 5 compares the communication overhead of the Mobile-DSDP, RLNC-DSDP and NCBC-DSDP protocols in 

a mobile network under Scenario 2. In this scenario, the movement of nodes leads to topology changes. Here, we 

excluded the Static-DSDP from this comparison because it tolerates no topology changes. As seen in Fig. 5, the 

communication overhead of the NCBC-DSDP is nearly constant regardless of topology changes. That is, the 

NCBC-DSDP shows robust behaviour against topology changes. Moreover, it is less than both the Mobile-DSDP 

and RLNC-DSDP. For example, when the number of faulty nodes is 5, the Mobile-DSDP sends 4 times more 

diagnosis messages than the NCBC-DSDP. In addition, the RLNC-DSDP sends about 1.5 times more diagnosis 

messages than the NCBC-DSDP. The figure shows that the RLNC-DSDP is more efficient than the Mobile-

DSDP, imposing less communication overhead. Again, the credit goes to the RLNC technique employed by the 

RLNC-DSDP. 

Fig. 6 compares the diagnosis time of the protocols under Scenario 2. All the considered protocols show robust 

results with the increase in the number of faulty mobiles. Clearly, the diagnosis time of the Mobile-DSDP is about 

4 times longer than the NCBC-DSDP’s diagnosis time. In addition, the diagnosis time of the RLNC-DSDP is 

approximately double that of the NCBC-DSDP. Again, all the considered protocols achieve 100% detection 

accuracy within single testing round because only permanent faults are considered. That is, every fault-free node, 

either mobile or fixed, identified both the fixed and the faulty mobile nodes. 

5.3.3 Performance of the NCBC-DSDP for Different Number of Intermittent Faults in a Fixed Network 

(Scenario 3)  

Fig. 7 shows the number of messages required to detect various numbers, nf , of faults after 𝑟 = 3 testing rounds 

under Scenario 3. The figure shows that the number of messages is independent of nf. Similarly, Fig. 8 shows that 

the diagnosis time is more or less constant with nf. Both these results show the robustness of the NCBC-DSP 

regarding the increasing number of faults in the network. Fig. 9 illustrates the detection accuracy of the NCBC-

DSDP under Scenario 3. It can be seen that the detection accuracy is above 95% due to using a high fault 

probability, Pf  = 70% and 𝑟 = 3. This result is consistent with the expected detection accuracy shown in Fig. 2. 
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Figure 5. The communication overhead vs the number of faulty mobiles in Scenario 2. 

 

 

Figure 6. The diagnosis time vs the number of faulty mobiles in Scenario 2. Jo
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Figure 7. The communication overhead vs the number, nf, of faulty nodes in Scenario 3. 

 

 

Figure 8. The diagnosis time vs the number, nf, of faulty nodes in Scenario 3. Jo
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Figure 9. The detection accuracy vs the number, nf, of faulty nodes in Scenario 3. 

5.3.4 Performance of the NCBC-DSDP for Intermittent Faults with Different Number of Testing Rounds 

in a Fixed Network (Scenario 4)  

Fig. 10 and Fig. 11 show the communication overhead and the diagnosis time of the NCBC-DSDP with the 

number,𝑟 of testing rounds under Scenario 4, respectively. As expected, both the number of diagnosis messages 

and the diagnosis time increase with 𝑟. This is because the diagnosis process goes through multiple rounds in 

order to diagnose nodes at different times.  

 

Figure 10. The communication overhead vs number, r, of testing rounds in Scenario 4. 
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Fig. 12 presents the detection accuracy of the NCBC-DSDP in this scenario. Clearly, the detection accuracy 

increases with 𝑟, as excepted, because the detection accuracy is directly proportional to the number of testing 

rounds. In this scenario, because we use a very low fault probability, Pf  = 10%, the fault detection becomes harder. 

The figure shows that using 3 testing rounds, the detection accuracy of the NCBC-DSDP is about 53%. That is, 

fault-free nodes in the network have identified about 11 out of 20 faulty nodes. The detection accuracy rises above 

80% after 7 testing rounds. It is clear that a high detection accuracy comes with a high communication overhead 

and a long diagnosis time. 

 

Figure 11. The diagnosis time vs number, r, of testing rounds in Scenario 4. 

 

Figure 12. The detection accuracy vs number, r, of testing rounds in Scenario 4. 

Jo
ur

na
l P

re
-p

ro
of

Journal Pre-proof



   
 

19 

 

5.3.5 Performance of NCBC-DSDP for Intermittent Faults in Mobile Network with various Speeds 

(Scenario 5) 

Fig. 13 shows the number of diagnosis messages required to detect a variable number of faulty nodes using the 

NCBC-DSDP in mobile networks where nodes are moving with various speeds. Clearly, there is no significant 

difference between the performances under various speeds. In other words, the communication overhead is robust 

against node speeds and topology changes. Fig. 14 also shows a similar observation that the latency is independent 

of speeds. Fig. 15 compares the detection accuracy under different speeds. Clearly, the detection accuracy is robust 

with topology changes. 

 

Figure 13. The communication overhead vs the number of faulty nodes under various node speeds (Scenario 5). 

 

Figure 14. The diagnosis time vs the number of faulty nodes under various node speeds (Scenario 5). 
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Figure 15. The detection accuracy vs the number of faulty nodes under various node speeds (Scenario 5). 

5.3.6 Performance of the NCBC-DSDP for Intermittent and Permanent Faults in a Fixed Network 

(Scenario 6) 

Fig. 16 illustrates the communication overhead of the NCBC-DSDP protocol regarding various fault probabilities 

after a fixed number of testing rounds, r = 2 under Scenario 6. It can be seen that the number of messages 

exchanged is independent of Pf, and it is approximately 2,350 messages.  

 

Figure 16. The communication overhead vs fault probability, Pf, in Scenario 6. 

A similar observation can be seen in Fig. 17, which shows the diagnosis time of the NCBC-DSDP. In Fig. 17, it 

is clear that the diagnosis time of the NCBC-DSDP is more or less the same with Pf . This is because the number 
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of testing rounds is fixed to 2. Fig. 18 shows the detection accuracy with regards to different fault probabilities 

after 2 testing rounds. The detection accuracy is about 25% for Pf  = 10%. In other words, just 5 out of 20 faulty 

nodes can be detected correctly. However, for Pf  = 90%, the detection accuracy increases above 95%. These 

results are reasonable because the lower the fault probability, the higher a node acts faultlessly; hence, the more 

difficult it will be to detect the fault. Thus, we can conclude the detection accuracy is inversely proportional to Pf. 

 

Figure 17. The diagnosis time vs. fault probability, Pf, in Scenario 6. 

 

 

Figure 18. The detection accuracy vs. fault probability, Pf, in Scenario 6. 
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5.3.7 The performance of the NCBC-DSDP in terms of energy consumption 

Here, we investigate the energy consumption of our proposed protocol compared to other protocols. The same 

settings of Scenario 1 were used in this investigation. Further, the following energy settings were considered. The 

energy consumption in transmission mode is 330mA and the energy consumption in receiving mode is 230mA. 

Both modes use a 5.0V energy supply [44, 45].  

Fig. 19 compares the average energy consumption of our proposed protocol, the NCBC-DSDP, and the other 

existing protocols, the Static-DSDP, Mobile-DSDP and RLNC-DSDP with a different number of nodes. Overall, 

the energy consumption increases with the number of nodes for all considered protocols. This is because the larger 

the number of nodes is, the more diagnosis messages the nodes transmit and receive, and the more energy the 

nodes consumed. However, the NCBC-DSDP shows better performance in terms of energy consumption. For 

example, when the number of nodes is 100, the average energy consumption per node in the NCBC-DSDP is 

about 100 Joules. Using the RLNC-DSDP, the average energy consumption is about 250 Joules. The Static-DSDP 

and Mobile-DSDP consume 7-9 times more energy than the RLNC-DSDP. However, the results show 

insignificant differences when the number of nodes is less than 30. The main reason is that the number of 

transmissions of the NCBC-DSDP and RLNC-DSDP is very close to that of the Static-DSDP and Mobile-DSDP, 

as shown in Fig. 3. Particularly, this is due to the sparsity of the network. 

 

Figure 19. The average energy consumption per node vs the number of nodes in Scenario 1   

6. Discussions and Conclusions 

This paper investigates the problem of system-level diagnosis for hybrid faults in mobile networks. This problem 

aims to enhance the dependability of a network by allowing fault-free nodes to reach a consensus on the state of 

the network, identifying faulty nodes and avoiding their impact. This problem is of utmost interest in mobile 

networks where nodes perform their tasks, such as routing cooperatively; hence, being aware of the state of other 

nodes in the network is crucial for successful operations. While the comparison approach is one of the most 

practical approaches that have been proposed to deal with the system diagnosis problem, existing comparison-

based diagnosis models suffer from various limitations in mobile networks. Notably, the majority of existing 

models diagnose fixed topology networks and permanent faults. Nonetheless, mobile networks experience 

dynamic topology and intermittent faults more often. 
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Therefore, the main contribution of this paper is the proposed probabilistic comparison-based model. The benefit 

of this model lies in its potential to diagnose hybrid faults in mobile networks, respecting their intrinsic 

characteristics. This model can provide a correct diagnosis with high probability completeness using test tasks. 

Identifying intermittent faults is a challenge because several testing rounds are required and that imposes too much 

overhead. The proposed model employs a network coding communication paradigm to exchange the diagnosis 

messages so that the diagnosis overhead is minimized. It is noteworthy that the proposed diagnostic model could 

employ regular tasks that a mobile network performs; hence, the diagnosis overhead it causes can be easily 

justified. This paper also advanced the NCBC-DSDP protocol as the one to implement the proposed model, 

demonstrating its potential to improve the dependability of mobile networks. The NCBC-DSDP imposes no 

restrictions on network topology or communication; hence, it is the most suitable protocol for mobile networks to 

the best of our knowledge.  

Both the analytical and the simulation results verify the merit of the NCBC-DSDP in terms of communication and 

time complexity as well as detection accuracy. The simulation results show that the proposed protocol could 

perform the diagnosis process with very little overhead and very low latency. Reduced overhead is a benefit for 

energy efficiency because energy consumption depends primarily on the number of messages exchanged. The 

detection accuracy is high. It could also be improved by executing more testing rounds if more accuracy is 

required. However, multiple testing rounds should be used with caution because it increases the diagnosis 

overhead. It is recommended that the diagnosis process stops when a satisfactory accuracy is achieved. In other 

words, the diagnosis process can be adaptive with the detection accuracy rather than using a fixed number of 

testing rounds. These results prove that the NCBC-DSDP can provide a correct diagnosis with a high probability 

of completeness under both static and dynamic network topologies. In other words, the results demonstrate the 

robustness of our proposed protocol with topology changes. 

The future directions of this research include investigating the implementations of our proposed model into 

Vehicular Ad Hoc Networks (VANETs) and Wireless Mesh Networks (WMNs). These networks have 

infrastructure that supports their operations, and that can be useful to reduce the diagnosis overhead. In this sense, 

nodes forming the backbone of a network can contribute to the diagnosis process more than other nodes in the 

network. Another future direction would be to study a more general fault model that considers malicious faults. 

Our proposed model and protocol are limited to benign independent faults. However, it is very common to have 

malicious and dependent faults in mobile networks. Therefore, there is a need to deal with such kind of faults in 

mobile networks 
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