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Abstract

The increasing usage of wireless local area networks (WLANS) in distributed emergency
services (e.g., for natural or manmade disasters, telemedicine, and health care) and other
time-critical applications requires an efficient medium access control (MAC) protocol.
This MAC protocol would support emergency traffic and provide a strict quality of
service (QoS) guarantee in saturated emergency applications where a high number of
nodes report an emergency. The IEEE 802.11e working group enhanced the 802.11 MAC
protocol to support QoS. However, recent studies have shown that the 802.11e standard
has limitations since it neither supports emergency traffic nor provides a QoS guarantee

under medium-to-high traffic loads.

In this thesis, a strict QoS MAC framework for emergency traffic in distributed WLANSs
under medium-to-high traffic loads is investigated. This framework is based on novel
MAC protocols supporting emergency traffic in WLANS. This research first proposes a
multiple preemptive MAC protocol (termed as multi-preemptive enhanced distributed
channel access [MP-EDCA]), which was developed by modifying an enhanced 802.11e
standard (EDCA) in which high priority emergency traffic is given the privilege to
preempt the low priority traffic in accessing the medium. A significant network
performance gain with respect to lower delays for lifesaving emergency traffic is obtained
with MP-EDCA under medium-to-high traffic loads. The improved performance is

achieved by modifying the slot time and short inter-frame space in the frame header.

One of the most crucial mechanisms for providing a strict QoS guarantee in WLANS is
admission Control. The admission control estimates the state of the network’s resources
and thereby decide the emergency traffic flow that can be admitted without promising
more resources than are available and therefore violating a previously made guarantee.
Thus, a preemptive admission control MAC protocol is developed and reported in this
thesis to support a strict QoS guarantee for emergency traffic in WLANS.

To serve more emergency nodes in WLAN:S, it is useful to be able to redesign frame

aggregation and BlockAck method of MP-EDCA protocol mentioned earlier. The frame



aggregation with a simple 2-bit BlockAck scheme (called FASBA) for MP-EDCA is
investigated in this thesis. FASBA enhances the capabilities of MP-EDCA, provides

assurance of service delivery and offers higher throughput performance by reducing
MAC transmission overheads.
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Chapter 1

Introduction

In recent years, there has been a remarkable growth in the deployment of IEEE 802.11-
based wireless local area networks (WLANSs) under the brand name Wireless Fidelity
(Wi-Fi) [1, 2]. This growth is due to the low cost, international standards (e.g., 802.11a,
b, g, n, and ac) flexibility and mobility offered by the technology. The WLANS have been
deployed almost everywhere, for example, in workplaces, homes, educational
institutions, libraries, offices, shopping malls, stock markets, cafeterias, buses stops,
airports, hospitals, health care centres, and disaster-affected areas [3]. Simultaneously,
there has been significant growth in the use of time-sensitive applications, such as real-
time video conferencing, voice over internet protocol (\VolP), internet protocol television
(IPTV), video on demand (VoD) and in distributed emergency services (e.g. disaster
surveillance, health monitoring system) over WLANs [4, 5]. The time-sensitive
applications and emergency services are both not only characterised by their high
bandwidth requirements but also impose strict restrictions on packet delays, jitter and
packet losses and require a quality of service (QoS) guarantee. In addition to a QoS
guarantee, emergency traffic requires in-channel preemption support (e.g., channel access

priority on arrival).

The medium access control (MAC) protocol is a key factor influencing the performance
of WLANSs. The IEEE 802.11e working group enhanced the 802.11 MAC to provide QoS
to time-sensitive applications in WLANSs. IEEE 802.11e defines a mechanism termed
hybrid coordination function (HCF), which includes two channel access mechanisms: (1)
HCF controlled channel access (HCCA), and (2) enhanced distributed channel access
(EDCA). HCCA is a centrally controlled reservation-based MAC protocol, which is
rarely implemented on real systems because of its higher design complexity, inefficiency

for normal data transmission and lack of robustness [6]. In contrast, EDCA is a distributed



contention MAC protocol that provides QoS by adjusting inter-frame spaces (IFSs) and
contention window (CW) sizes. EDCA is simple and easy to implement [7].

1.1 Motivation and Research Objectives

The increasing usage of distributed emergency services (for natural disaster or disaster
caused by humans, telemedicine and health care) in WLANS requires the support of
immediate channel access together with a strict QoS guarantee from MAC. The IEEE
802.11e (EDCA) standard is the MAC enhancement for QoS. However, the 802.11e
(EDCA) has several performance limitations. The key limitations include no inherent
support for emergency traffic [8, 9], neither provide QoS guarantee [10-14] nor works

well under medium-to-high traffic load [15, 16].

Supporting emergency traffic by providing it with a strict QoS guarantee for WLAN
under medium-to-high traffic loads is a challenging task. In the past 20 years, various
QoS-aware MAC schemes have been proposed by many network researchers. Most of
the schemes focus on either network capacity enhancement or service differentiation by
adjusting the CW or IFS. While attempts have been made to develop methods for
achieving a QoS guarantee, the problem of supporting emergency traffic as well as
providing strict QoS guarantee under medium-to-high traffic conditions is yet to be fully
solved [12, 17-24]. Therefore, the primary objective of this research was to develop a
strict QoS-aware MAC framework to support emergency traffic by redesigning an
enhanced IEEE 802.11e standard (EDCA). To achieve this aim, the following objectives

have been set:

e To design and evaluate a novel QoS-aware MAC protocol to support emergency
traffic in distributed WLANS.

e To design and evaluate a preemptive admission control (PAC) MAC protocol for
strict QoS guarantee in WLANS.

e To redesign frame aggregation with a simple block acknowledgement MAC
protocol to reduce the transmission overhead, enhance throughput performance

and provide a guarantee of service delivery in WLANS.



1.2 Research Methodology for Investigation

The main objective of this thesis is to develop a strict QoS MAC framework for
supporting emergency traffic with the provision of a strict QoS guarantee in WLANS. To
achieve this research objective, extensive computer simulations were used as a primary
tool for modelling the network and evaluating the performance of WLANS. In addition,
the analytical modelling approach is also applied to some extend to study the system

performance.

Figure 1.1 outlines the methodology adopted in this thesis. Both simulation and analysis
were used to develop three MAC protocols: (1) multi-preemptive enhanced distributed
channel access (MP-EDCA; Chapter 4) for supporting emergency traffic in the medium,
(2) PAC-MP-EDCA (Chapter 5) for providing a QoS guarantee, (3) and frame
aggregation with block acknowledgement (Chapter 6) for reducing the transmission
overheads, enhancing throughput performance, lowering delay and increasing the number
of high priority emergency nodes. These three MAC schemes constitute a framework.
The advantages of the framework are accommodating an increased number of lifesaving
emergency nodes in the network, giving privilege to high priority emergency traffic to
preempt the low priority traffic and access the channel, and providing a QoS guarantee to

lifesaving emergency services in terms of packet delays.

Considering the requirements of this research, testing the performance of the proposed
MAC protocols in the real-world environment is highly expensive. Thus, this research
adopts computer simulations to test and evaluate the performance of the proposed WLAN
MAC protocols. Moreover, the simulation approach allows generalisation of the findings
by testing various network scenarios. To choose the computer simulation tool, various
simulations tools were analysed. The Riverbed Modeler (also known as OPNET Modeler)
version 18.0 was chosen because it is a credible simulation tool used by network
researchers worldwide [25, 26]. Certain authors in [27] have ranked Riverbed Modeler at
the third position among various simulation tools used in network communication
research published in the years 2007-2009. Moreover, Riverbed Modeler provides a
development environment with many built-in tools to develop wireless technologies and

protocols, and evaluate their performance before actual commercial production.

Moreover, the network, node, and process models of Riverbed Modeler were customised

to implement the proposed MAC schemes (presented in Chapter 4 to 6). Extensive
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simulations were performed to evaluate the performance of the proposed MAC protocols.
Simulations were also used for validation of the proposed models by comparing the
simulation results with those of other MAC protocols in the related studies. Moreover,
MATLAB was used in Chapter 6 to evaluate the performance of the mathematical

concepts of the designed algorithms.

Chapter 4 Chapter 5 Chapter 6
Preemptive Admission Frame Aggregation with
MP-EDCA Protocol Control Simple BlockAck
| [ |
g | | |
+
5 H N I
Simulati Analysis and MATLAB and
imutation Simulation Simulation
|

System Implications

Figure 1.1: Block diagram of the adopted methodology.

1.3 Research Process Adopted

This thesis adopted a customised multi-methodological approach of the design science
research (DSR) process, proposed by Nunamaker, Chen and Pudin [28] for developing

the framework for supporting and providing a QoS guarantee in WLANS.
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The multi-methodological approach serves as a commonly accepted framework for
DSR. This methodology was suitable for this thesis since it is a fully connected model
and incorporates the principles, practices and procedures required to conduct
investigation during research. Figure 1.2 shows the adapted customised multi-

methodological approach to information science (IS) research.

Theory Building
Conceptual Framework

Consolidate Results
Interpret Simulation
Results

Experimentation
Computer Simulation

Analysis / Evaluation
Validation

Figure 1.2: Customised multi-methodological approach used to perform this research.

The multi-methodological approach to IS of the DSR methodology includes four phases:
theory building, experimentation, systems development and observation. Each phase
contains a set of activities undertaken to achieve specific goals. The observation phase
incorporates case studies, survey and field studies, which is for future work and is not
included in the present research. Moreover, the systems development phase is customised
to consolidate results. The entry point of the present research is theory building where the
conceptual framework is constructed. System prototypes are set in the experimentation
phase, and network simulations are performed in this phase. Analysis/Validation is very
important for the undertaken research. A new phase, namely analysis/validation is created
to assign due importance to these activities. This phase works as a bridge between the
theory building phase and experimentation phase and may concern itself with either the
validation of the underlying theories (looking backwards along the research life cycle)

and contributing to theory building. Finally, the performance and usability of the
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proposed system is tested in the customised consolidate results phase. This phase also
includes identification of strengths and weakness of the proposed system and
interpretation of simulation results. Table 1.1 shows the four phases involved in the

customised multi-methodological approach and their relationship to this research.

Table 1.1: Four phases of customised multi-methodological approach and its relationship to this
research.

Phases Relationship to this research

This phase includes a review of the literature, identification of the

problem, formulation of questions, development of ideas and
Phase 1

concepts, construction of a strict QoS MAC conceptual framework,
Theory building P Q P

new methods and system models (e.g., analysis and simulation

models).

This phase consists of research strategies such as simulations. This

Phase 2 phase is guided by theory building. Results from network simulations
Experimentation may be used in the evaluation phase to refine theories and improve
the system.
Phase 3 The observation phase is modified to the evaluation phase. This phase
Evaluation includes validation of simulation models and comparison of results.

The system development phase is modified to the consolidate results
Phase 4 phase. The performance and usability of the proposed system is tested
Consolidate results | and its strengths and weakness are identified. Finally, the simulation

results are interpreted.

1.4 Contributions and the Structure of this Thesis

The overall structure of this thesis is shown in Figure 1.3. The figure presents three main
sections, including the introductory part, main contributions and concluding remarks. It
is important to develop a strong foundation for these areas before considering emergency
support. The introductory chapter (Chapters 2 and 3) provide the foundation and
background material for the thesis.



Chapter 2 Chapter 3
QoS MAC Protocols for Emergency Traffic and

Wireless LANs QoS guarantee in WLANSs
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Chapter 4 Designing Multi-Preemptive MAC Protocol
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Chapter 6 Redesigning Frame Aggregation and
Frame Aggregation and BlockAck to Achieve Better QoS for
BlockAck Emergency Trafficin WLANs

Chapter 7 Concluding
Conclusion and Future Work remarks

Figure 1.3: Structure of this thesis.

Chapter 2 provides an introduction to the QoS and WLANSs. The QoS parameters are
outlined. Applications from the QoS perspective are identified and described. The 802.11
MAC layer is described. In particular, the 802.11e MAC layer, including EDCA, and
HCCA are described. The block acknowledgement and admission control scheme that

affect the network performance are also discussed.

Chapter 3 describes emergency services and categories of emergency traffic. The
performance of WLAN:S is highly influenced by MAC protocols. An in-depth review of
literature in the areas of the QoS and emergency traffic support in wireless MAC
protocols is provided. The chapter describes the previous research on providing service

differentiation, and a QoS guarantee and supporting emergency traffic in WLANS.



The original contributions of this thesis are presented in Chapters 4 to 6, which are
primarily concerned with supporting emergency traffic, providing strict QoS guarantee

and enhancing throughput performance of WLAN performance.

Chapter 4 reports the design of a QoS-aware wireless MAC protocol termed the MP-
EDCA protocol. The MP-EDCA protocol is developed by redesigning the 802.11e EDCA
standard for supporting emergency traffic. For providing better emergency traffic support,
organisations dealing with emergency services are studied. It is reported that
organisations give priority to lifesaving emergency followed by health, property and

environment.

MP-EDCA gives privileges to high priority lifesaving emergency traffic to preempt the
ongoing traffic stream for immediate channel access and accommodate larger number of
lifesaving emergency nodes. The Riverbed Modeler 18.0 evaluates the performance of
MP-EDCA.

In Chapter 5, a PAC-MP-EDCA protocol is developed and reported. It protects existing
high priority emergency traffic from other high priority or low priority emergency traffic.
In this chapter, PAC-MP-EDCA is described and simulation results are presented to
verify that the MP-EDCA performance can be enhanced with PAC.

Chapter 6 describes a method of frame aggregation with a simple block acknowledgement
(termed FASBA) to achieve high throughput for emergency traffic in WLANs. FASBA
enhances the throughput performance, increases the number of emergency nodes in the
network, and provides a guarantee of service delivery in WLANSs. FASBA is described

and simulation results are presented to verify that the protocol’s performance is better

than that of MP-EDCA protocol.

The thesis is summarised and concluded in Chapter 7.



Chapter 2

QoS MAC Protocols for WLANSs

2.1 Introduction

In Chapter 1, the motivations for supporting emergency traffic and providing a strict QoS
guarantee in WLANSs were outlined. A primary objective of this thesis is to develop a
framework for WLANS, which supports emergency traffic and provides a strict QoS
guarantee for lifesaving emergency traffic in a dense emergency situation where a high
number of nodes report the emergency. To achieve this objective, a general understanding
of WLAN:S is required. This chapter aims to introduce various key concepts of WLANS

that are necessary for designing, modelling and developing such a framework.

Section 2.2 describes QoS parameters used in this thesis for evaluating the performance
of QoS WLAN MAC protocols. The applications from the QoS perspective are
highlighted in Section 2.3. Factors which affect the QoS are summarised in Section 2.4.
Section 2.5 has four subsections. The IEEE 802.11 standards are discussed in Subsection
2.5.1. In Subsection 2.5.2 the evolutionary path for adopting WLAN technology is
outlined. The architecture of typical WLAN focusing on both ad hoc and infrastructure
networks, is explained in Subsection 2.5.3. MAC is one of the important components of
802.11 WLAN:Ss that influence the QoS performance, and the IEEE 802.11 MAC protocol,
including distributed coordination function (DCF) and point coordination function (PCF)

are described in Subsection 2.5.4.

Section 2.6 describes IEEE 802.11e, which is an enhancement of the 802.11 MAC layer
for the QoS. The 802.11 MAC protocols implemented in 802.11e namely EDCA and
HCCA, are also outlined in this section. Section 2.7 highlights the transmit opportunity,

frame aggregation, and block acknowledgement schemes introduced by IEEE 802.11e to
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enhance throughput performance. The WLAN admission control is described in Section
2.9. Finally, the chapter is summarised in Section 2.10.

2.2 Quality of Service (QoS)

Different communities perceive and interpret QoS in different ways. For example, the
network communities refer to it as the “measure of service quality provided by the
network to the users”. Another side, the Internet Engineering Task Force considers QoS
as “a set of service requirements to be met by the network while transporting a flow” [29].
The main objective is to provide the QoS while maximising network resource utilisation.
The network user community refers to QoS as the quality perceived by applications/users.
The International Telecommunication Union (ITU) defines QoS as “the ability of a
network or network portion to provide the functions related to communications between
users” [30].

In fact, the concept of QoS is very broad. Over IP networks, QoS is more technically
oriented, focusing on monitoring and improving network performance metrics such as
packet delay, jitter, packet loss, and throughput. Table 2.1 illustrates the commonly used

network performance metrics [31].

Table 2.1: Commonly used network performance metrics.

Metric Description

End-to-end packet

The time required to transfer a packet across a network
delav (latencv)

Variability of packets delay within the same packet stream. For

it (i example, if delay of packet 1 is 8 ms and delay of packet 2 is 5 ms

EHENEE then jitter is 3ms.
Router or end devices will drop packets when buffer capacity is full,
Packet loss )
causing packet loss.
The amount of data successfully delivered over the communication
Throughput

channel, usually measured in bits per second or packets per second.

MAC sub-layer is one of the key components, which influence the performance of the
network. IEEE 802.11e working group enhances the capabilities of traditional 802.11
MAC by prioritising traffic in EDCA. However, EDCA has limitation as it neither support
emergency traffic nor provide QoS guarantee. Therefore, this research enhances the

10



capabilities of existing 802.11e MAC sub-layer for prioritising emergency traffic

providing strict QoS guarantee.

2.3 Applications from the QoS Perspective

In recent years, the use of different applications over WLANS has grown significantly.
From the QoS perspective, these applications can be categorised into three different
groups [32]. Figure 2.1 illustrates various application from the QoS perspective. These

applications from the QoS perspective are described as follows:

e Applications with quantitative QoS specifications: These applications require a
strict QoS guarantee. These applications have specific requirements and impose
strict restrictions on packet delay, jitter, packet loss and throughput. For example,

the required one-way end-to-end delay for voice packet is 150 ms [33].

e Applications with qualitative specifications: These applications require QoS, but
do not have any specific requirements to describe the desired treatment. For
example, web browsing needs QoS but does not have any specific QoS

requirement.

e Applications without qualitative specification: These applications do not require
any QoS. For example, an application that runs in the background.

Applications
A 4 v
Applications with specific Applications without Applications that do not
QoS requirements, e.g., specific QoS requirements, require any QosS, e.g.,
real time VolP e.g., browsing background traffic

Figure 2.1: Applications from QoS perspective.
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2.4 Factors affecting QoS

There are various factors, which are present in the realistic environment and affect the
QoS in terms of throughput, delay and packet loss. These factors are: network load, node

mobility, noise, hidden nodes, channel fading, and security.

Network load: The network load is the key factor, which affects the QoS as all the nodes
in one wireless network share the medium. Increasing the node in a
network means increasing the channel access contention among the
nodes. The increase network load increase the collision rate, decrease

throughput performance, increase delay and cause of packet loss. [34].

The main objective of this research to support emergency traffic and provide strict QoS
guarantee under medium to high traffic load. Therefore, we investigated performance of

proposed MAC protocols considering the network load from low to high.

Node mobility: The node mobility affects the performance of the network. The increase
distance between sender node and receiver node decrease the network
performance due to weak signal strength and cause low throughput,

higher delay and increase bit error rate (BER) [35].

Hidden nodes: A hidden node problem occurs when a node communicates with the AP
but cannot communicate with the other node. Figure 2.2 illustrates the
hidden node problem. Where node A and node C can communicate with
AP but both are out of range (hidden) for each other.

Figure 2.2: Hidden node problems in which Node A and C are hidden to each other.
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Channel fading: In the wireless network, channel fading is the gradual loss of signal due
to weather (e.g., rain) or obstacles (e.g., walls) and affect the performance
of the network [36].

Noise: The noise is an unwanted energy in the signal and may affect the quality of signal.
The QoS provided by the network is highly determined by the noise. The
lower signal to noise ratio (SNR) may cause bursts of errors. In the
wireless network, packets are corrupted due to bit errors cause by the
noise. The SNR is measured in decibel (dB). The SNR higher than 40dB
Is considered excellent signal where a network provides excellent QoS
by achieving higher throughput, lower delay and lower packet errors.
Another side, SNR lower than 10dB means signal is not good enough for
communication. The wireless network assures QoS guarantee wheen
SNR is good (i.e., SNR > 25 dB0) [37].

Security: Security and QoS are commonly considered separate paradigms. However,
both are linked together when we elaborate the network performance. For
example, certain types of attacks on the network security affect the
application performance and ensuring the application performance is the
main mission of the QoS. In another example, taking the security
measures such as encryption before sending the data and decryption
when receiving it may increase the delay and overall affect the QoS [38].

25 IEEE 802.11 Standards, WLAN Architecture and MAC

2.5.1 IEEE 802.11 Standards

The IEEE 802.11-based WLANSs have gained widespread popularity and have become
ubiquitous networks [39]. The Physical (PHY) and MAC characteristics of 802.11 are
specified in the legacy 802.11-1997 [40] and the latter 802.11a [41], 802.11b [42],
802.11g [43], 802.11n [39], 802.11ac [44] and 802.11ax. PHY and MAC specifications
refer to amendments to achieve higher throughput by advancing the modulation and the
channel coding. These all 802.11 based standards use the same carrier sense multiple
access with collision avoidance (CSMA/CA) as a MAC protocol. They reduce their

transmission rate for maximising the coverage area work in both ‘infrastructure’ and ‘ad
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hoc’ modes. There are several MAC amendments to support QoS (802.11e) [45], security

(802.11i) [3], and emergency and internetworking (802.11u) [16]. Table 2.2 summarises

the main characteristics of 802.11 standards. The evolutionary path of these 802.11

standards is discussed in the next section.

Table 2.2: IEEE 802.11 standards and their technical specifications.

802.11 | Release | Freq. | Datarate | MIMO [Modulation|Bandwidth| Indoor [Outdoor
standards (GHz2) Mbps stream MHz range | range
(m) (m)
DSSS,
802.11 |June 1997 2.4 1,2 No FSSS 20 20 100
6,9, 12,
802.11a |Sep. 1999 5 18, 24, 36, No OFDM 20 30 120
48, 54
802.11b [Sep.1999| 2.4 55,11 No DSSS 20 38 140
6,9, 12,
802.11g [June 2003| 2.4 | 18, 24, 36, No |OFDM, DSS 20 38 140
48, 54
7.2 to 150
802.11n [Oct. 2009| 2.4, 5 (per 4 OFDM 20, 40 70 250
stream)
7.2 to 6933
MIMO- 20, 40, 80,
802.11ac |(Dec. 2013 5 (per 8 OFDM 160 35 -
stream)
7.2 t0 Multi-User
802.11ax 2019 2.4,5 | 10530 (per 4 MIMO- 20, fg(’)so’ 35 250
stream) OFDMA
802.11i |Nov. 2004 Based on IEEE 802.11 PHY Characteristics
802.11e |Nov. 2005 Based on IEEE 802.11 PHY Characteristics
802.11u |Feb. 2011 Based on IEEE 802.11 PHY Characteristics

2.5.2 An Evolutionary Path of Adopting WLAN Technology

Generally, IEEE throughput performance has increased over time from 1 Mbps (802.11b)
to 7000 Mbps (802.11ac) [3, 16, 39-45] and the anticipated 802.11ax shall offer higher
throughput of up to 10 Gbps. This shows that the key focus among all WLAN standards

was associated with throughput enhancement. Based on performance, there are various
IEEE WLAN standards.
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Figure 2.3: Evolutionary path for adopting 802.11 WLANS.

Figure 2.3 shows the evolutionary path for WLAN standards. At the bottom left of the
figure, low performance, initially designed WLAN technologies (802.11a and 802.11b)
are shown. Both were introduced in 1999. The key differences were in frequency bands
and signal modulation techniques. The 802.11b uses the 2.4 GHz frequency band, which
is suitable for long distance but has lower throughput (up to 11 Mbps), while the 802.11a
uses the 5 GHz frequency band, which provides higher throughput (up to 54 Mbps) over
a short distance. In terms of signal modulation, the 802.11a uses orthogonal frequency
division multiplexing (OFDM), while the 802.11b uses direct sequence spread spectrum
(DSSS).

At the top-right of the evolution path, is the 802.11ax, which is to be publicly released in
2019. In comparison to the 802.11a and 802.11b, the 802.11ax is designed to operate in
the 2.4 and 5 GHz frequency bands. The 802.11ax applies orthogonal frequency division
multiple access (OFDMA) to improve the overall spectrum efficiency, and thus, it is
expected to offer higher user throughput compared with 802.11a and 802.11b. The
throughput of 802.11ax is yet to be confirmed, but the predicted throughput is 10 Gbps.
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While throughput enhancement has been the focus of the standards, the delay is another
major factor that can affect communication systems. During the same period that is 1999
to date, there is significant growth in using different time-critical applications namely
emergency services which require QoS support from standards. In 802.11a and 802.11b
standards, QoS was not supported. All traffic namely voice, video and background traffic,
was treated in the same way. IEEE 802.11e is the MAC enhancement in 802.11 for QoS.
The 802.11e categorises the traffic into four categories: voice, video, best-effort and
background traffic. However, there was no support for emergency services, which require

immediate channel access (minimised delay).

2.5.3 IEEE 802.11 WLAN Architecture

IEEE 802.11 WLAN architecture is based on the basic service set (BSS). A BSS may
have one or more wireless stations (STA — known as node) and a central base station
termed an access point (AP). WLAN that deploys APs, often considered as infrastructure
wireless LAN. In typical infrastructure-based BSS, nodes are connected with AP and the
AP is connected with the Ethernet via the wire as illustrated, where Ethernet interconnects
the AP with the router in Figure 2.4.

In IEEE 802.11 WLAN, STAs may group together (without the AP) to form an ad hoc
network for internetworked communications. An ad hoc network without a central control
and without connections to the outside world forms an independent BSS (IBSS). Figure
2.5 is an illustration of an IBSS. An ad hoc network is suitable for dense emergency such
as natural or manmade disasters, where relief works form a group and communicate with

each other.

An ad hoc network may be categorised into two types, single-hop, and (2) multi-hop
networks. In a single-hop network, a station (STA) communicates directly with another
neighbouring STA within the transmission range. By contrast, in a multi-hop network, an
STA communicates with another STA which may not be in the direct transmission range

through intermediate STAs.

Further, in a multi-hop network, an STA communicate with designation STA through
multiple intermediate STAs. A multi-hop network may consist of hundreds of STA and
is unaffected if an intermediate STA leaves the network. However, many challenges
remain in the design of multi-hop ad hoc networks, such as providing strict QoS
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guarantee, especially in term of end-to-end delay required by time-critical real-time
applications, ensuring security or tackling route failure due to mobility of intermediate

devices, unreliable wireless channels and lack of centralised control [46, 47].
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Figure 2.4: A 802.11-based wireless infrastructure network.
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Figure 2.5: A 802.11-based wireless ad hoc network.



2.5.4 |EEE 802.11 MAC

An efficient QoS MAC protocol should provide a QoS guarantee to time-sensitive
applications and support emergency traffic together with simplicity of operations and
high bandwidth utilisation. Ideally, such a protocol should provide high throughput, and
low end-to-end packet delay, jitter, and packet losses, as well as prioritise time-sensitive
traffic.

The 802.11 MAC layer is among the most important components of a typical WLAN.
The 802.11 MAC provides two access methods: (1) DCF as the core, and (2) PCF as
optional. DCF is a contention-based protocol that can provide the best-effort service. The
DCEF is built on the CSMA/CA medium and optional request to send and clear to send
(RTS/CTS) mechanism for sharing the medium among multiple STAs. In CSMA/CA,
STA first sense the medium before initiating the transmission. Three IFS intervals are
specified in the standard: short IFS (SIFS), point coordination function IFS (PIFS) and
DCF-IFS (DIFS). The SIFS interval is the smallest IFS, followed by PIFS and DIFS, in
that order. SIFS has highest priority use for acknowledgement, RTS and CTS frames.
PCF has medium priority use for time-sensitive applications. DIFS has the lowest priority
use for data. Many network researchers have proposed IFS-based schemes to support QoS
for time-sensitive applications in the 802.11 MAC layer [48, 49].

In DCF mode, all STAs wait until the channel becomes idle for a DIFS period (see
Equation 1). The DIFS period is calculated from DCF parameters. Table 2.3 lists the DCF
parameters of various IEEE 802.11 standards. STAs start the backoff process to avoid
collisions. During the process, each STA chooses a random interval, termed backoff
timer, calculated from CW: random [0, CW] x SlotTime, where CW = CW minimum
(CWmin) < CW < CW maximum (CWmax); values of CWmin, CW, CWmax and
SlotTime are based on the PHY layer. All STAs decrement their backoff timer until the
medium becomes busy. If the time has not reached zero and the medium becomes busy,

the STA freezes its timer. The STA transmits when its timer decrements to zero.

If two or more STASs’ timers decrement 0, a collision will occur. Once an STA transmits
the packets successfully, the receiving STA sends an ACK after a SIFS. If STA does not
receive ACK packet within the timeout, the transmitting STA retransmits the frame
(assuming that the frame has collided). To reduce the probability of collision, CW is
doubled until it reaches CWmax.
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The PCF provides contention-free (CF) frame transfer. This is available in infrastructure
mode, where STAs are connected to the network through an AP. The PCF uses centralised
polling approach based on the round robin algorithm. PCF would be suitable for time-

sensitive traffic for QoS; however, its algorithm is complex and it is expensive to

implement [50].

Table 2.3: DCF parameters of various IEEE 802.11 standards.

Standard Slot Time SIFS DIFS CWmin CWmax
802.11a 9us 16ps 34us 15 1023
802.11b 20us 10us 50us 31 1023

Short =9 us Short = 28us | Short = 15
802.11g Long = 20us 10ps Long =50us | Long =31 1023
802.11n (2.4 Short = 9us Short =28us | Short =15
(GHz) Long =20us 10us Long =50us | Long =31 1023
802.11n (5 GHz) 9us 16us 34us 15 1023

802.11ac 9us 16ps 34us 15 1023

802.11ax 4.5us 16us 34us 15 1023
2.6 IEEE 802.11e for QoS

The IEEE 802.11e [45] working group has developed a new standard, the IEEE 802.11e,
to support time-sensitive applications i.e., real-time voice or video conferencing. IEEE
802.11e introduced a new coordination function termed HCF, which provides the
combined advantages of DCF and PCF.

HCF uses the mandatory EDCA mechanism for contention-based transfer and an optional
HCCA mechanism for contention-free services. Both EDCA and HCCA work on the top
of DCF, as shown in Figure 2.6.
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Figure 2.6: IEEE 802.11e MAC architecture.

2.6.1 Enhanced Distributed Channel Access (EDCA)

EDCA, previously termed enhanced distributed coordination function (EDCF) [45], is
HCF’s contention-based channel access; it provides service differentiation by using a
prioritised QoS approach. EDCA defines the access category (AC) mechanism to
prioritise the traffic at the STA. Each STA may have up to four access categories, that is,
voice (AC_VO0), video (AC_VI), best efforts (AC_BE) and background (AC_BK) to
support eight user priorities (UPs) as defined in IEEE 802.1d [51]. The mapping from
priorities to ACs is defined in Table 2.4.

The voice traffic has given a high priority, followed by vide, best-effort and background.
An AC with the high priority is assigned a shorter CW to ensure that a higher priority
traffic will be able to transmitted before the lower priority traffic. This is differentiation
incorporated by setting the CW limits for each AC: CWmin[AC] and CWmax[AC], from
which CW[AC] is computed, as shown in (2.1).

To provide further difference, a IFS is introduced for each AC. The arbitration IFS (AIFS)
is used instead of DIFS. For each AC, AIFS is used that is larger from DFIS, as shown in
(2.2).
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CWIAC] = CWmIn[AC] < CWmax[AC] (2.1)
AIFS [AC] = AIFSN[AC] x SlotTime + SIFS (2.2)
Backoff Timer = Random[0, CW] x SlotTime (2.3)

EDCA mechanism works similar to DCF i.e., any time, any STA can begin the
transmission if the STA sense the medium idle. Otherwise, the STA defers until the end
of current transmission on the wireless medium. After deferral, the STA waits for a period
of AIFS [AC] to start a backoff procedure. The backoff is a random number interval
calculated from the interval (1, CW [AC] + 1) as shown in (2.3). Each AC within STA
contends for accessing the medium and starts the transmission independently if STA
sense idle for at least AIFS. Collision among ACs within a single STA is resolved by
granting the medium to the highest priority AC, after which the lower priority AC
backoff. Table 2.5 lists the default DCF and EDCA parameters.

IEEE 802.11e introduced transmit opportunity (TXOP), a time interval for further
prioritising the traffic. An 802.11e enabled STA with high priority traffic may hold the
medium and send multiple frames during the TXOP interval. An STA can either content
for obtaining the TXOP or can be allocated by the hybrid coordinator. An STA can only
send one packet if TXOP value is set zero.

Table 2.4: User priority to access category mappings.

Priority User priority 802.1d Access Designation
(same as 802.1d designation category (AC) (Information)
priority)
Lowest 1 Background AC_BK Background
2 Not defined AC BK Background
0 Best effort AC_BE Best Effort
3 Excellent effort AC_BE Best Effort
4 Control load AC VI Video
5 Voice AC_VI Video
M 6 Video AC_VO Voice
gt 7 Network AC_VO Voice
Control
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Table 2.5: DCF and EDCF parameters for IEEE 802.11e.

TXOP Limit
Parameters AC CWmin CWmax AIFSN
FHSS | DSSS

DCF - aCw aCWmax 2 0 0

AC_BK aCWmin aCWmax 7 0 0

AC BE aCWmin aCWmax 3 0 0

EDCA

AC_VI | (aCWmin+1)/2-1 aCWmin 2 6.016ms|3.008ms
AC VO | (aCWmin +1)/4-1 | (@CWmin + 1)/2 -1 2 3.264 |1.504ms

2.6.2 HCF-Controlled Channel Access (HCCA)

The HCCA provides QoS by using a parameterised QoS approach. HCCA uses a QoS-
aware centralised controller, termed an HC. The HC uses different operating approach
than the PCF’s point coordinator (PC). The HC is collocated with the QoS access point
(QAP) of the QoS basic service set (QBSS). HCCA uses the HC’s higher priority of
access to the wireless medium to initiate frame exchange sequences. HCCA allocates
TXOPs to HC and other QSTASs to provide a timer interval, called controlled access phase
(CAP) for contention-free transfer of data. The HC traffic delivery and TXOP allocation
may be scheduled during the contention period (CP) and any locally generated
contention-free period (CFP) to meet the QoS requirements of a particular traffic category

or traffic stream.

Centralised control MAC protocols manage QoS more easily but are rarely implemented
in products currently owing to their higher complexity, inefficiency for normal data
transmission and lack of robustness [6]. This research will be conducted based on the
distributed wireless MAC protocol, that is, EDCA. The main advantage of the distributed
function is that no centralised control mechanism (i.e., PCF or HCCA) is required and no
infrastructure (i.e. access point) is necessary [52]. HCCA is beyond the scope of this

research. However, further details about HCCA is available in [45].

2.7 Transmit Opportunity, Frame Aggregation, and Block Acknowledgement

In the legacy 802.11 [39], Stop and Wait Automatic Repeating reQuest (SW-ARQ)
mechanism is used for packets transmission. In this mechanism, the sender transmits a

single packet (frame) and then waits for an acknowledgement. This involves a lot of
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overheads owing to the time spent on sensing the channel before sending the packet and
immediate transmission of ACKs after each receiving packet [53]. Figure 2.7 shows the
IEEE 802.11 MAC overheads and actual payload.

Direct access
[May + DIFS) Backoff PPOU Acknowledgerment
+ >4 - r4—>
Channel DIFs lotTime PLCP PLCP Mac FC3 SIFS ALK
Busy preatble | heade |Header MSDU (PAYLOAD]
Overhead I
Payload l |

Figure 2.7: IEEE 802.11 MAC overheads and actual payload.

To eliminate the overheads and enhance the throughput performance, IEEE 802.11e
introduced new mechanisms termed transmit opportunity (TXOP), frame aggregation and
block acknowledgement (BlockAck). These mechanisms are briefly described in the next

sections.

2.7.1 Transmit Opportunity (TXOP)

A TXOP is a time interval. In the EDCA mode, the STA may be allowed to access the
channel for the period of a TXOP and send multiple frames during this period. An STA
may not access the channel beyond this time. If the frame size is very large such that it
cannot be transmitted in a single TXOP, the frame should be defragmented into smaller
frames. If the TXOP value is zero (0), it means the STA can transmit only a single frame.

2.7.2 Frame Aggregation

During the TXOP period, an STA may combine multiple data packets received from the
upper (transport) layer to make a large aggregated frame. Frame aggregation may be
categorised into two types or levels: (1) aggregate MAC service data units (AMSDU),
and (2) aggregated MAC protocol data units (AMPDU). The two-level frame aggregation

is illustrated in Figure 2.8.
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In A-MSDU, multiple MSDUs, also termed logical link control (LLC) packets, are
combined together. Each A-MSDU has one MAC address followed by multiple MSDUs.
For A-MSDU s, it is required that each MSDU should have same traffic identification
(TID); that is, each MSDU in an A-MSDU belongs to same traffic flow, comes from one
source and needs to be transmitted to one destination. Multiple A-MSDUs are aggregated
to form a protocol data unit (PDU), in an A-MPDU, multiple PDUs are combined
together. In contrast to MSDU, each PDU has its own TID.

/N
Subframe Header MSDU Padding
First Level
MAC Header WD .. FCS
d Subframe
AMSDU
N
MPDU Delmiter MPDU Padding

Second Level

MPDU MPDU
d P [ zetler Subframe o Subframe
AMPDU

Figure 2.8: Two-level of frame aggregation.

2.7.3 Block Acknowledgement (BlockAck)

To eliminate protocol overhead, IEEE 802.11e [45] introduced an optional Selective
Repeat ARQ (SR-ARQ) scheme, which is known as block acknowledgement (BlockAck
or BA). The BlockAck (illustrated in Figure 2.9) is now a compulsory part of IEEE
802.11n high throughput (HT) devices [54]. This BlockAck mechanism (i.e., sending a
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single ACK instead of several ACKSs) reduces protocol overhead, improves the channel
efficiency and enhances the throughput performance [55]. The whole process of
BlockAck is divided into three phases: (1) setup (2) transmitting and (3) tear-down
phases. In the setup phase, both sender and receiver STAS negotiate the agreement on the
successful transmission. The agreement may include the buffer size and BlockAck policy.
After agreeing on the buffer size and BlockAck policy, the sender STA transmits a group
of data frames (during a TXOP period) one by one without waiting for ACK in
transmitting phase. All data frames are separated by a SIFS interval. Once all frames are
transmitted, a single BlockAck frame is sent back to the sender STA to inform how many
packets received without any error. Finally, the agreement between both (sender and

receiver) STAs is terminated by sending the delba frame [45].
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Figure 2.9: IEEE 802.11 (EDCA) BlockAck mechanism.
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Two BlockAck schemes are used in IEEE 802.11e: delayed and immediate. Delayed
BlockAck is useful for applications that can tolerate moderate latency. In this scheme, the
sender sends a normal ACK frame first for an acknowledgement then the receiver sends
back the BlockAck at any other time before BlockAck Timeout. The immediate
BlockAck method is useful for applications requiring high bandwidth and low latency. In
this scheme, receivers generate the BlockAck within the SIFS time interval.

2.8 Admission Control

The admission control is a useful technique to provide a QoS guarantee and handle
network congestion [56]. An 802.11e [45] network may use admission control to
administer policy, regulate the available bandwidth, or ensure that time-sensitive
applications receive the required QoS guarantee. Admission control ensures that
admittance of new traffic stream into a resource-constrained network does not affect the
QoS required by existing traffic streams. There are two distinct admission control
mechanisms: one for EDCA’s contention-based access and another for HCCA’ controlled
access as illustrated in Figure 2.10. In general, admission control depends on vendors’
specification such as available channel capacity, link conditions, retransmission limits,

and the scheduling requirements of a given stream [39].

Admission control for EDCA is limited to AC_VO and ACVI. In EDCA based admission
control, AP advertises ACM bit via a beacon if admission control is required for any
particular AC. An STA with the particular AC sends an ADDTS request frame to AP with
traffic specification (TSPEC). TSPECs allow an EDCA STA to send traffic requirements
to the AP for admittance. After receiving the ADDTS request frame, AP executes the
admission control algorithm and responds back to the STA using ADDTS response frame.
The response frame contains the admission decision.

EDCA-based admission control mechanisms can be classified in different ways. For
example, Gao, et al. [57] have categorised admission control into two types: (1)
measurement-based admission control and (2) model-based admission control. The
measurement-based admission control makes the decisions by continuously measuring
the network conditions such as delay or throughput. There are various examples of
measurement-based admission controls such as distributed admission control (DAC),

two-level protection and guarantee, virtual MAC and virtual source algorithms, and
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threshold-based admission control. By contrast, model-based admission controls use
certain models or performance metrics to estimate the network status. Markov chain or
contention-based admission controls are examples of model-based admission control.

Figure 2.10 illustrates the classification of EDCA-based admission control mechanisms.

Khoukhi, et al. [58] categorised EDCA-based admission control for ad hoc networks as
single hop and multi-hop (illustrated in Figure 2.11). The multi-hop admission controls
may be further categorised into two types: (1) decouple and (2) couple. In couple
admission controlled schemes, intermediate STAs have capabilities to make the routing
decision to achieve admission decisions. Conversely, in decouple admission controls
schemes, a traffic route is already discovered and the admission control know the route

of traffic from source to destination [59].

IEEE 802.11e Admission
Control

Admission Control for HCCA
(Not covered in this research)

Admission Control For EDCA

Measurement Based ! Model Based

Threshold-Based Admission Control
DAC Distributed Admission Control

Admission Control based on Markov Model

Admission Control based on CW
Two-Level Guarantee and Protect

Virtual MAC and Virtual Source Algorithms

Figure 2.10: Classification of IEEE 802.11e-based admission control.
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Figure 2.11: IEEE 802.11e wireless ad hoc network based admission control.

2.9 Adopted WLAN Performance Evaluation Approach

The primary objective of this thesis is to create a framework that supports emergency
traffic and provides a QoS guarantee in WLANSs under the high traffic load. The
performance of a typical WLAN can be measured using QoS parameters, that is, network
throughput, end-to-end MAC delay, and packet loss. This section depicts methods
adopted for measuring QoS performance in this thesis.

It would be very costly to implement realistic dense network scenarios of proposed MAC
protocols, IEEE 802.11 standards and other similar protocols for testing and evaluating
the network performance. Thus, this research adopts computer simulation to test and
evaluate the performance of the proposed MAC protocols. Moreover, simulation methods
provide a means of varying different network metrics leading to a generalisation of the

research findings.

For selecting the credible simulator, various simulators have been surveyed including
Riverbed Modeler [25]. It is identified that Riverbed is one of the credible, widely used
simulator tools for modelling WLAN [25], and MATLAB (matrix laboratory) [60] is one
of the leading programming languages used for develop mathematical algorithms and
analyse data. Both Riverbed and MATLAB are used to evaluate the WLAN performance.
While Riverbed Modeler is used to develop, model, and simulate network scenarios for

the purpose of testing and evaluating the network performance, MATLAB is used to
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evaluate the performance of the mathematical algorithms and produce the graphs based
on the results produced by the Riverbed Modeler. The proposed methodology is

appropriate for this thesis, a view that is supported by key network researchers [61-63].

In this thesis, the performance evaluation is presented for all proposed MAC protocols in
Chapters 4, 5 and 6, while all WLAN MAC protocols are modelled and simulated in the
same network environment (WLAN 802.11b, 802.11g and 802.11n). Further, the
effectiveness of the proposed MAC protocols is evaluated in comparison with the IEEE

802.11standards and other similar existing MAC protocols.

2.10 Summary

In this chapter, the fundamentals of QoS, and WLANSs were described and essential
background information for designing QoS Wireless MAC protocols which support
emergency traffic and provide a QoS guarantee was provided. In particular, IEEE 802.11
standards together with WLAN architecture were discussed. IEEE 802.11 MAC protocol
including DCF and PCF were described. The 802.11e (enhanced of 802.11) with QoS
MAC protocols implemented in 802.11 WLANSs, including EDCA and HCCA were
investigated. The schemes such as block acknowledgement and admission control, which
may affect the performance of WLANs were also reported. A review of literature for
supporting emergency traffic and providing QoS guarantee in wireless MAC protocols

presented in Chapter 3.
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Chapter 3

Emergency Traffic and QoS Guarantee in

WLAN:S

3.1 Introduction

In Chapter 2, QoS and the fundamentals of IEEE 802.11 WLANSs were discussed to gain
a basic understanding. The primary objective of this thesis to develop a framework that
supports emergency traffic and provides a QoS guarantee in WLANS. To achieve this
objective, a clear understanding of the related challenges is required. The remainder of
the chapter is organised as follow: First, Section 3.2 describes emergency services and
emergency traffic. Next, Section 3.3 and its subsections 3.3.1 to 3.3.4 present an in-depth
literature review on MAC protocols providing QoS guarantee and supporting emergency
traffic. MAC protocols performance issues are highlighted in Section 3.4. Section 3.5
discusses the design challenges for MAC protocols. The approach adopted for validating
simulation models is provided in Section 3.6. Finally, the chapter is summarised in
Section 3.7.

3.2 Emergency Services and Emergency Traffic

3.2.1 Emergency Services

An emergency may be defined as a situation or an event that involves an immediate risk

to human life, health, property or environment [64]. An emergency involving risk to life
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Is prioritised since the general thinking is that nothing else is more important than human
life.

In recent years, the use of emergency services (e.g. health monitoring, disaster
surveillance) over WLANS has grown significantly [4, 5]. These applications require
emergency traffic support from the medium (i.e., on-arrival channel access priority over
normal traffic) together with a strict QoS guarantee especially in terms of delay under

saturated network conditions.

3.2.2 Emergency Traffic

To provide better emergency traffic support in WLANS, organisations that deal with
emergency services are studied. It is reported that most such organisations categorise
emergency traffic into four different types: emergency to (1) life, (2) health, (3) property
and (4) environment [65-67]. Not all emergencies require the same level of priority, and
hence, these services can be linked to various service priorities. For example, emergency
to life has the highest priority because nothing is more important than human lives. This
is followed by prioritisation of health, property and environment (see Figure 3.1: Types

of emergency traffic.

Property

Environment

Figure 3.1: Types of emergency traffic.
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3.3 Emergency Traffic and QoS Wireless MAC Protocols

The increasingly use of WLANSs in public safety and emergency network services
necessitates a strict QoS guarantee, especially since a large number of users report an
emergency for immediate channel access. Unfortunately, the traditional IEEE 802.11e-
based EDCA does not support a strict QoS guarantee for lifesaving emergency traffic
under high loads. A key requirement of both type of traffic (i.e. real-time multimedia and
emergency traffic) is certain QoS support (in terms of packet delay, throughput and jitter).
In addition to QoS (in terms of delay, throughput and jitter), emergency traffic requires
on arrival channel access priority than the routine (normal) traffic. The challenge is to
design a MAC protocol that can satisfy these requirements owing to the probabilistic

nature of the wireless medium.

An efficient QoS MAC protocol should provide a QoS guarantee to time-sensitive
applications and support emergency traffic (through on-arrival channel preference and
priority over normal traffic) together with the operational simplicity and high bandwidth
utilisation. Ideally, such a protocol should provide high throughput, and low end-to-end
packet delay, jitter, and packet losses, as well as channel access priority on arrival to
emergency traffic. Many network researchers have attempted to investigate MAC
protocols to enhance the performance of traditional IEEE 802.11 MAC protocols. These
MAC protocols may be categorised into four different classes: (1) those providing service
differentiation by adjusting MAC parameters, namely EDCA [45], (2) those providing a
QoS guarantee in terms of delay by optimising admission control, that is, Xio’s two-level
protection and guarantee mechanism [17], (3) those supporting emergency traffic by
tunning physical parameters, that is, Balakrishnan’s CP-EDCA [8], and (4) those
enhancing the throughput performance by reducing protocol overhead, that is, Sarkar’s
buffer unit multiple access (BUMA) [68]. See Figure 3.2: Classification of IEEE 802.11
MAC protocols for QoS.
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Figure 3.2: Classification of IEEE 802.11 MAC protocols for QoS.

The next subsection (i.e., 3.2.1, to 3.2.4) provide a brief review of the literature on these
classifications of IEEE 802.11 MAC protocols for QoS.

3.3.1 Service Differentiation

The IEEE 802.11e working group introduced a new MAC protocol termed IEEE 802.11e
[45] to support time-sensitive applications and provide a QoS guarantee. However, many
network researchers [10-14, 69] reported that IEEE 802.11e (EDCA) does not perform
well under medium-to-high traffic load because of its high collision rate, or because of
many of slots are going free (idle slots) and there is MAC/PHY overhead. Over the past
20 years, many MAC schemes have been proposed by network researchers to improve
the throughput performance and provide service differentiation by giving priority to time-
sensitive applications. Most of the schemes are based on the backoff mechanism, CW,
IFS or Hybrid schemes to improve the performance of EDCA under medium-to-high

traffic loads.

Table 3.1 lists the key network researchers and their main contributions to the design of
wireless MAC protocols. The column 2 of the table shows the main contributions done
by the key researchers in wireless MAC protocols. The main approaches used to design
or improve the performance of MAC protocols are highlighted in column 3 and
limitations of MAC protocols are shown in column 4 (Table 3.1).
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Table 3.1: Key researchers and their contributions to QoS-aware MAC protocols.

Researcher |Contribution |Key concept/description Limitation

Younggoo, |FCR Adjusted contention window to| Does not provide QoS under

K. Y. et al achieve fast collision resolution. medium-to-high traffic loads.

[70]

Romdhani, |Adaptive Dynamically adjusted the contention |Reduces by more than 50%

L. etal [71] [EDCF of each traffic class. the collision rate but goodput

obtained is up to 25%.

Lin, W. et al. |M-EDCF Avoided collisions by adjusting the|Limited for the inter-frame

[72] contention window and backoff timer. | space.

Lai, Y. et al. [EDCA-LA Improved the performance by |Suitable for a cross-layer

[73] adjusting the backoff timer for each |solution only that works in
access category based on channel | conjunction with a QoS-aware
conditions. MAC layer.

Jian-Xin, W.|RAMP Reduced collision by using adaptive |Limited error feedback in a

et al. [74] random CW and AIFS values and |complementary modular
assigning different values to same|manner to achieve the output
priority traffic at a time. tracking & system robustness.

Moraes, R.|I-EDCA Achieved better performance by |Limited for default parameters

et al. [75] Improving tuning CW based on channel|of the EDCA standard, the

EDCA condition. number of high packet loss and
packet delays under saturated
network conditions

Li, M. et al.|QoS for LPT |Achieved QoS for low priority traffic | Optimal only for small problem

[76] (LPT) with high throughput by|and greatly outperforms some
adjusting the CW and persistence | existing algorithms for large
factor. problem instances.

Liang, C. C|EDCA-CA Improved EDCA performance by|Limited as regards the

etal. [77] Contention dynamically adjusting the CW of|numerical model and analysis

Adaptation traffic classes based on applications |to verify the adaptive CW
requirements. scheme.

Shagdar, O.|TM-EDCA Maximised channel capacity with|Limited to ACs, does not

et al. [78] better QoS (service differentiation) by |consider the traffic load and
adjusting CW of each AC is based on | collision.
nodes and channel busyness ratio.

Chen, Y. et|QHDCF Obtained better performance for high | Does not starve the low-priority

al. [10] priority traffic without affecting low |traffic.
priority traffic with high throughput.

Kosek-Szott, | IPSD-EDCA Introduced a new backoff mechanism | Limited to AIFSN and CW,

K. et al. [79] to improve the performance of EDCA | provide differentiation service
and provide service differentiation | ynder the low-traffic loads.
based on AIFS and CW.

Sanada, et|IT-EDCA Optimised the backoff to enhance Does not perform well when

al. [80] the throughput performance. The the traffic load increases.
proposed investigates the channel
condition and optimise the CW and
backoff mechanism.

Syed, et al.|PI-EDCA Enhanced throughput performance |Increases the collision among

[81] and reduced collision rate by|STAs.

optimising CW & adjust backoff time
based on active STAs of each AC.
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These DCF/EDCA schemes were grouped into three main categories (Figure 3.3). A
brief description of each of the main contributions in the design of the wireless MAC
protocols listed in Table 3.1 is shown in Fig 3.3.

IEEE 802.11 based
MAC schemes

PCF/HCCA
Not covered in this
reesarch

Backoff
Algorithm

QoS for LPT,
PI-EDCA

Contention
Window

IPSD-EDCA, IT-EDCA

Interframe
Space

FCR, Adaptive EDCF, M-EDCF,
I-EDCA, EDCA-CA, TM-EDCA

Examples of QoS MAC protocols.

Figure 3.3: Approaches used in the design of wireless MAC protocols for providing service

differentiation.

Younggoo, et al. [70] developed an efficient MAC scheme termed fast collision resolution
(FCR) to resolve the collision quickly by increasing CW size for all STAs to reduce
backoff in the contention resolution period. The FCR scheme assigns the smallest window
size and idle backoff timer to the STA having successfully transmitted the packet to save
idle time slots. Further, it decreases the backoff timer exponentially as compared with
linearly as specified in EDCA when an STA detects a number of idle slots. Younggoo, et
al [70] further proposed enhancement of FCR into a real-time-FCR scheme to improve
the fairness and QoS support for time-sensitive applications. A similar scheme, the
Adaptive EDCF (A-EDCF), was also proposed in [71]. The authors determined that the
main reason of high collisions is resetting CW from CW[AC] to CW[min] after successful
transmission in the existence of a number of STAs contending for the medium.
Considering this fact, they proposed a step-by-step decrement in CW[AC] by a factor of
0.8 or lower after a successful transmission collision rate experienced by the AC; the
factor value will be based on the collision rate experienced by the AC.
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Lin et al. [72] developed the Modified EDCF (M-EDCF) to improve the performance of
EDCA by increasing the CW size on the basis of the average collision rate and choosing
the new backoff time. By contrast, Lai et al. [73] proposed an adaptive EDCA with a link
adaption (EDCA-LA) scheme where each category adjusts its backoff timer based on
channel conditions. Similarly, Jian-Xin [74] investigated a random adaptive mechanism
to adjust MAC parameters (RAMPS). Author assigns different values to the same priority
traffic streams in a given time. The authors in [75] and [77] enhanced the performance of
EDCA by dynamically adjusting CW. In [75], CW was tuned according to the channel
condition and average collision rate, while Liang et al. [77] adjusted the CW of each

traffic class based on application requirements and network conditions.

While many network researchers have worked on either MAC enhancement or service
differentiation independently, very little work has been carried out by considering the
combined effect of MAC enhancement and service differentiation of EDCA. Li. et al.
[76] proposed a dynamic priority reallocation mechanism, which distributes a number of
active nodes over traffic streams and dynamically alters the CW and persistence factor to
address the problem of high throughput with better service differentiation. Similarly,
Shagdar et al. [78] also investigated the network throughput performance with service
differentiation by adjusting the CW of each AC, taking the channel busyness ratio and
considering the number of nodes within a network. Chen et al. [10] proposed a high
performance distributed coordination function with QoS support (QHDC) scheme to
enhance the performance of EDCA. QHDC works in two modes: active mode and
contention mode. The active mode is used for data; the transmitting STA will select the
next transmitting STA from active STAs based on the probability class having high
priority. The contention mode follows the EDCA mechanism. Kosek-Szott et al. [79]
reported a MAC scheme to provide service differentiation in EDCA (IPSD-EDCA). The
scheme introduced a new backoff mechanism to achieve high throughput. Moreover,

CWmin, CWmax and AIFS were used to provide better service differentiation.

Sanada, et al. [80] investigated the MAC protocol to enhance the throughput performance.
The concept is to optimize the backoff mechanism. They investigated the channel
condition and optimised the CW and backoff mechanism based on the traffic load. Syed,

etal. [81] developed a MAC protocol for WLANS to enhance the throughput performance
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of EDCA. The proposed scheme estimates the active STAs for each AC, and based on

that, optimises the CW and adjusts the backoff time.

Table 3.2: Key researchers and their contributions in providing QoS guarantee in WLANS.

Researcher | Contribution | Key concept / description Limitation
Xiao, Y. et | Providing Introduced two-level approach; | Change the connection
al. [17] QoS distributed admission control | window size for the deferring
guarantee to | and tried-and-know | stations.
voice and mechanism to provide QoS
video guarantee to voice and video.
Chen, X. et | Improving Proposed two schemes; call | Not improving QoS for other
al. [18] QoS admission control for high | traffic.
guarantee to | priority and rate control for low
real-time priority traffic.
traffic
Hamidian, Improved QoS guarantee by | Al the traffic have same
A. et al | EDCA-RR investigating admission control | yriority, not capable to
2006  [12] | EDCA-DRR | and traffic scheduler. Real- | prigritise traffic and have
and 2008 time traffic reserved the | high collision rate.
[19] channel. The problem of
hidden STAs during reserved
TXOP is also addressed.
Yang, C. et | pRED Enhanced in the previously | Scheduling mechanism to
al. [20] proposed mechanism by | give priority.
Floyd, S. et al. [82] to provide
better QoS guarantee.
Sarma, N. | SPQAMP Improved QoS guarantee by | Static CW are assigned to
et al. [21] providing non-overlapping CW | time-sensitive traffic. May not
to time-sensitive traffic. perform well under medium
to high traffic load.
Cetinkaya, Providing Proposed three schemes, i.e., | Provide limited QoS for IP
C.[22] different QoS | admission control, flow-based | networks. Difficult to
to different and class-based queuing to | implement
real-time prioritise the traffic
traffic
Tadayon, N. | Improving Achieved better QoS | Limitation of Replacement for
et al. [23] QoS guarantee by tuning CW on the | Uniform PDF with Gamma
guarantee basis of channel’s load. PDF.
Ferng, H. et | FRRBC Investigated QoS guarantee | Using multiple mapping only
al. [24] with fairness. functions from allowances to
fixed-bit binary numbers to
indicate different priorities.
Mansoor, et | FACU Proposed admission control | FACU exploits piggybacked
al. [82] and optimise TXOP information containing.

All these QoS Wireless Mac protocols provide service differentiation and enhance the

performance of 802.11e (EDCA) using certain key parameters such as contention
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window, block acknowledgement, transmit opportunity. None of them works well under

medium-to-high traffic load or provides any QoS guarantee.

3.3.2 Service Guarantee

Despite providing service differentiation, the EDCA cannot support strict QoS guarantee
for time-sensitive applications [83]. Many efforts have been taken to provide QoS
guarantee in EDCA. Table 3.2 lists the key network researchers and their main
contributions in providing QoS guarantees to time critical applications. Column 2 of the
table shows the main contributions in the wireless MAC protocols. The main approaches
are used to design and improve the performance of QoS aware MAC protocols and the
limitations of the corresponding method are highlighted in column 3 and column,

respectively.

Many network researchers consider that a QoS guarantee cannot be provided without
defining the proper network control mechanism and regulating new input traffic streams
into the network. Xiao, Y. etal. [17] adopted a two-level protection approach to guarantee
real-time traffic. They proposed distributed admission control and a tried-and-known
approach. The distributed admission control measures the channel utilisation during each
beacon interval, based on which available capacity is calculated. Traffic streams do not
receive transmission time if their class capacity is zero. Further, STAs are not allowed to
increase the transmission time allocated to them. Moreover, a tried-and-know
mechanism, where a new STA flow is first temporarily accepted and then the throughput
and delay performance is measured for some beacon interval. If it affects the performance

(i.e., does not match the requirements) then flow is rejected.

Similarly, Chen et al. [18] proposed two schemes: call admission mechanism and rate
control mechanism. The call admission control is for high priority traffic and the rate
control for low priority traffic. The rate control utilises the remaining channel capacity
without affecting high priority traffic; each STA monitors the channel busyness ratio and
estimates the rate of the ongoing real-time traffic before adding new traffic. Hamidian,
A. et al. [12] developed EDCA with resource reservation (EDCA-RR). They proposed
traffic scheduler and admission control mechanism. Before admitting the new traffic

stream, it calculates the schedule service interval; otherwise, it similar like the EDCA. In
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[19], Hamidian, A. et enhanced EDCA-RR [12] and proposed the EDCA-distributed
resource reservation (EDCA-DRR) scheme that uses a distributed approach for the same

admission control, traffic scheduling and resource reservation.

Yang et al. [20] proposed the priority random early detection (PRED) mechanism by
enhancing random early detection (RED) [84]. PRED alters the queue[AC] based on
traffic loads, using a scheduling mechanism to prioritise each packet within the STA.
Sarma et al. [21] investigated a strict priority based QoS aware MAC protocol, termed
SPQAMP. The SQMAP gives priority to STAs those have real-time traffic to send the
packet by assigning non-overlapping CW values for real-time and best-effort traffic, and

resets the backoff counter instead of freezing for best-effort traffic.

Centikaya [22] investigated QoS for supporting time-sensitive applications. Author
proposed admission control, class-based queuing and flow-based schemes. Further, each
STA alters the backoff counter based on the priority of STA’s own packet and of the
previously transmitted packet to support QoS and provide protection to ongoing time-
sensitive traffic from new traffic. Tadayon, N. et al [23] addressed the inefficiency of the
uniform probability density function (PDF) used by EDCA while treading the new time-
sensitive traffic. They replaced Uniform PDF with Gamma PDF to prioritise the time-

sensitive traffic.

Mansoor, et al. [82] proposed a feedback based admission control unit (FACU) scheme
and optimised the TXOP to improve the QoS of video transmission in WLANs. However,
authors did not consider other real-time traffic such as voice or emergency. Moreover,

the proposed scheme does not provide any QoS guarantee.

Most of these schemes only provide QoS guarantee under low traffic loads, and when the
traffic load is increased, they provide service differentiation rather than QoS guarantee.
Here, the question may arise about supporting a strict QoS guarantee, rather than service
differentiation for time-sensitive applications operating under medium-to-high traffic

load conditions.

3.3.3 Emergency Traffic Support in QoS MAC protocols

The 802.11e (EDCA) does not provide any mechanism to prioritise emergency traffic
[39]. Recently, the 802.11u-2011 [16] working group introduced a new standard termed
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802.11u for interworking with external networks that also supports emergency traffic over
infrastructure-based WLANS but it may not provide emergency traffic support over ad
hoc WLANS. The general packet radio service (GPRS) and global system for mobile
communications (GSM), or any other infrastructure networks are highly affected by
disasters. An ad hoc networking approach will allow the relief groups to enter the disaster
area and communicate with each other quickly [85].

Previously, schemes to support emergency traffic over WLANSs have been proposed.
Table 3.3 summarises the key network researchers and their main contributions in the
support of emergency traffic over WLANSs. Conte et al. [86] investigated centrally
controlled admission control to support emergency calls. The admission control requires
additional information to identify the emergency traffic. Further, two approaches are
proposed to provide additional information: use of Emergency flag as a field in the traffic
specification (TSPEC) element for the source message, and creation of high priority
emergency traffic class and such class information is provided by using the Traffic Stream
(TS) Information field of TSPEC with the source message. Authors in [87] investigated
the performance traffic over EDCA under medium-to-high traffic loads. They introduced
a new AC for emergency or any other time-critical traffic. However, emergency traffic
requires immediate channel access and should be capable to preempt the ongoing traffic
flow. To address this issue, many network researchers proposed channel preemption
schemes [8, 88-91].

Sheu, T.L. et al. [90] proposed centralised channel preemption scheduling (CCPS)
scheme. The proposed scheme can only be managed by a central controller but is not
suitable for ad hoc or distributed networks. Eiager et al. [89] invented the latency-aware
service opportunity (LASO) preemption channel scheme that curtails the ongoing traffic
flow of the low priority traffic. However, ongoing low priority traffic flow can not be
interrupted if the medium is assigned for a pre-allocated time duration. Balakrishnan et
al. [92] proposed a channel preemptive EDCA (CP-EDCA) scheme to support emergency
traffic in distributed networks. The new emergency traffic is capable to break an ongoing
traffic flow and obtains the channel access. To provide pre-emption capability to
emergency traffic, authors adjust the values SIFS and SlotTime. However, this scheme
does provide priority to lifesaving emergency traffic may not works well in a dense

emergency situation where a high number of emergency users want to access the channel.
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Table 3.3: Key researchers and their contributions to support emergency traffic in WLANS.

Researcher | Contribution | Key concept / description | Limitation
Conte, A. et | Enabling Proposed admission control | Handles only a resource
al. [86] emergency (Central Controller) with | request for an emergency call
support to additional information for | in a well-adapted way.
802.11e 802.11e to enable
emergency support.
Lu-ming, C. | Investigating | Investigated performance of | Supports only neural networks
et al. [87] emergency emergency traffic under | and synthetic model.
traffic high traffic load. Proposed
performance | new access category for an
emergency.
Sheu, T. L. et | Centralised Defined centralised channel | Limited for the bandwidth
al. [90] channel preemption mechanism that | resource of a web channel.
preemption can only be coordinated
through a central device.
Eiger, M. et | LASO Proposed latency aware | Limited goal of the scheduling
al. [89] service opportunity channel | method is to meet delay
preemption mechanism for | requirements of HCCA traffic
emergency traffic. flows.
Balakrishnan, | CP-EDCA Investigated in-channel | Does not provide QoS
M. et al. [8] preemption mechanism for | guarantee to lifesaving
emergency traffic. emergency traffic under
medium-to-high traffic load.
Selingnan, A. | Terminal with | Proposed a terminal with an | Limited to a few terminals with
etal. Emergency emergency access oOver | emergency access.
Access WLAN to LAN and other
communication systems.
Sunghwa, S. | Adaptive Introducing a new Adapting | Does not support lifesaving
et al. [88] AIFS and AIFS and admission control | emergency traffic in the
admission to provide priority to medical | network.
control application

Son, et al. [88] investigated three types of medical traffic: (1) medical alarm, (2) electro-

cardiogram (ECG) and (3) non-real-time traffic. Medical alarm traffic was given the

highest priority, followed by ECG and non-real-time traffic. They developed a MAC

protocol for WLANS to provide priority to medical traffic. An adaptive AIFS scheme

with admission control is proposed for 802.11e (EDCA). The key concept is to adjust

AIFS values based on the QoS required by medical traffic. The AIFS values are increased

for low priority traffic if high priority medical traffic is not receiving the required QoS.

Moreover, an admission control is introduced for low priority traffic to provide a QoS

guarantee to the highest priority medical alarm traffic. However, the highest priority

traffic (medical alarm) is not protected by the same class of traffic. The strict QoS
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guarantee may not be achieved in saturated network conditions where a high number of
nodes with medical alarm traffic need to access the medium.

Preemption schemes are also proposed in other wireless networks. Balakrishnan, M., et
al. [93] investigated EDCA based channel preemption scheme for wireless sensor
networks. The scheme achieves 50% lower delay while accessing the wireless medium
for emergency traffic. In [91], authors investigated channel preemption mechanism for
supporting emergency traffic cellular networks. They introduced two gueues: one queue
for emergency and another queue for the routine traffic; the emergency traffic is capable
to preempt the routine traffic.

3.3.4 Frame Aggregation and BlockAck

The foundation background on the TXOP, frame aggregation and block
acknowledgement was provided in Section 2.9. It was highlighted that IEEE 802.11 MAC
does not perform well due to protocol overheads [39, 94]. To enhance the performance
of 802.11 MAC and reduce the overhead, the IEEE 802.11e MAC introduced several
mechanisms and parameters termed TXOP, block size and BlockAck. For performance
optimisation, the 802.11e enhancement left these parameters open in the standard, for
example, block size or BlockAck policies [95]. The use of a smaller block size increases
the overheads since the STA needs to negotiation each time before transmitting the frame.
Further, the larger block size may increase the error rate and results in delay for real-time

applications [96, 97].

Over the past 10 years, many schemes have been proposed to enhance the throughput
performance by reducing the protocol overhead. Most of the schemes are based on
optimising TXOP, frame concatenation and BlockAck. Table 3.4 lists the key network
researchers and their main contributions to the design of wireless MAC protocols for
enhancing the throughput performance in WLANSs. Column 2 of the table shows the main
contributions in wireless MAC protocols that other researchers have done. The main
approaches these researchers used to design or improve the performance MAC protocol

are highlighted in column 3.
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Table 3.4:

Key researchers and their main contributions in wireless MAC protocols.

Researcher | Contribution | Key concept/description Limitation
Sarkar and | BUMA Enhanced throughput | Does not consider TCP
Sowerby performance by reducing | applications.
[68] transmission overhead. It is limited to UDP
applications.
Cabral, et | O-BlockAck Optimised BlockAck to reduce | Increases higher queue
al. [98] delay and increase the number of | delay under medium-to-
users in the network. high traffic loads.
IEEE A-MSDU Enhanced throughput | Aggregated only into a
802.11n A-MPDU performance and achieved | single MPDU
' : channel efficiency by using
[54] I|-e|¥/2{)ld {7 various frame-aggregation
schemes
Hazra and | TXOP based Investigated frame concatenation | Based only frame-
De [99] frame and BlockAck based on TXOP to | concatenation with
concatenation | enhance the performance and | block-
and BlockAck | provide QoS acknowledgement
(TFCB) scheme.
Saif, et al. | mA-MSDU Proposed aggregation scheme | Headers are small
[100] that aggregates frame header and | compared with the
implemented retransmission | legacy headers.
control over individual subframes
Azevédo HTA Investigated packet aggregation | Compared with another
Filho. et al. scheme based on packet's | prominent packet
[101]’ journey  (source node to | aggregation scheme.
destination) time and application’s
delay tolerance.
Kim and | ATA for EDCA | Achieved performance | Only for fairness among
Cho [102] enhancement and fairness by | STAs with various
tuning TXOP and BlockAck. multimedia
applications.
Kowsar and | Two-level Optimised throughput | Analyses its
Biswas aggregation performance by aggregating A- | performance by using
MSDU and A-MPDU. only simulation in multi-
[103]
client mode.
Seytnazarov | QAA- Enhanced throughput | Has less nodes
and Kim | MPDU performance by aggregation | transmitting. It's only for
[104] MPDU for voice traffic. A-MPDU aggregation.
Liu, et al. | Adaptive A- Investigated  two-level  frame | Achieves only higher
[105] MPDU aggregation scheme for | throughput. Increases
retransmission  for  reducing | queuing delay at the
transmission overheads. receiving end.

These 802.11 (DCF) or 802.11e (EDCA) based schemes were grouped into three main
categories (Figure 3.4). A brief description of each of the main contribution to the design
of the wireless MAC protocols listed in Table 3.4 is given below.
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Figure 3.4: Approaches used in the design of wireless MAC protocols to reduce transmission
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overhead.

Recent studies [97] have shown that the 802.11e BlockAck scheme can enhance network

throughput performance at the cost of resequencing delay at the receiving buffer.

Many MAC protocols have been proposed to reduce the transmission overhead, enhance
the throughput performance and increase channel efficiency. These MAC schemes may
be categorised as frames aggregation [54] [61] [97] , optimising TXOP [96] , BlockAck
[91] or hybrid [92] [94] [95] [98]. Sarkar and Sowerby [68] proposed a new protocol
termed BUMA that combines short packets in a flow to form large frames (with a single
header and trailer) for reducing control and transmission overhead. However, BUMA is

only suitable for UDP applications and may not provide assurance of delivery.

Azevédo Filho, et al. [101] proposed a holding time aggregation (HTA) packet
aggregation scheme for reducing the MAC transmission overload. In HTA, each station

STA calculates the amount of time a packet takes for its journey and the time up to which
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an application may tolerate the delay. Moreover, STA considers the application
requirement and dynamic wireless environment, that is, variable bandwidth for packet

aggregation. However, the proposed HTA scheme is only suitable for UDP applications.

The IEEE 802.11n [54] standard defined two frame aggregation schemes for achieving
higher throughput at the MAC layer, A-MSDU and A-MPDU. In the result of
aggregation, the standard 802.11 introduced new frame headers. Although, these headers
are smaller as size compared with those of the legacy 802.11, these still have negative
performance especially when added with small payload. Moreover, the network
performance is highly affected while transmitting the A-MSDUs because of lack of
control of subsequence frames and retransmission. To address this issue, Saif, et al. [100]
developed a MAC scheme termed minimised header MSDU aggregation scheme (mA-
MSDU) for reducing the transmission overheads by aggregating MSDUs. The proposed
scheme minimised headers’ overheads by optimising the subframe aggregation headers.
Moreover, the authors introduced implicit sequence control (ISC) as error controller for
subframes. The advantage of using ISC is to retransmit only the corrupted subframes. By
contrast, Kowsar and Biswas [103] proposed a two-level aggregation scheme by
combining A-MSDU and A-MPDU schemes. This scheme enhances the throughput

performance and decreases the MAC delay.

Implementation of IEEE 802.11n does not aggregate MPDU for voice traffic because of
its specific end-to-end delay requirements. Seytnazarov and Kim [104] identified that the
performance of the network is highly degraded in saturated traffic conditions when
multiple nodes access the medium for transmitting voice traffic. They proposed a QoS-
aware adaptive A-MPDU aggregation scheme (QAA-MPDU). The QAA-MPDU scheme
optimises throughput performance by aggregating MPDU for voice traffic and reducing

protocol overhead.

Liu, et al. [105] first reported that the adaptive MAC protocol data unit (A-MPDU) MAC
scheme does not provide transmission efficiency under an error-prone environment. To
overcome from this problem, they proposed an adaptive A-MPDU (AA-MPDU) frame
aggregation scheme. The AA-MPDU uses three modules: (1) the bit error rate (BER),
estimator to calculate the average error rate, (2) a retransmission A-MPDU Level (RAL)
module to identify the position of lost subframe and (3) a theoretical throughput decision
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module that uses BER estimates and RAL modules for making decisions to use the frame

aggregation scheme.

Hazra and De [99] proposed a frame concatenation with block acknowledgement scheme
based on TXOP to enhance the throughput performance of EDCA and provide a QoS
guarantee to time-sensitive applications. However, the proposed schemes are only
suitable for client-server application, such as transferring files, or rich multimedia

applications for sending multiple picture frames.

Cabral, et al. [98] optimised the block acknowledgement (O-BlockAck) scheme to reduce
the delay and increase the number of users within the network. They investigated the
performance of O-BlockAck scheme using a single service and a mixture of services used
by the node. The empirical results showed that fragment size 12 is more appropriate for
a mixture of services and supported users may be increased from 30 to 35within a

network.

Azevédo Filho, et al. [101] proposed holding time aggregation (HTA) packet aggregation
scheme for reducing the MAC transmission overload. In HTA, each station STA
calculates the amount of time a packet takes for its journey and the time up to which an
application may tolerate the delay. Moreover, STA considers the application requirement
and dynamic wireless environment, that is, the variable bandwidth for packet aggregation.

However, the proposed HTA scheme is only suitable for UDP applications.

Many researchers investigated TXOP for enhancing throughput performance and
reducing protocol overhead. Feng, et al. [106] proposed the random early detection
transmit opportunity (RED-TXOP). They tuned the TXOP dynamically for optimising
the throughput performance of multimedia traffic. Kim and Cho [102] investigated an
adaptive TXOP allocation (ATA) scheme for EDCA to enhance the performance and
provide fairness. In the proposed scheme, each station decides (to increase or decrease)
the TXOP interval based on the traffic load and delay bound required by the application.
An STA increases TXOP interval in two conditions. First, the STA increases its TXOP
to satisfy the QoS guarantee required by its packet queue, and second, when the traffic

load is low.
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3.4 Wireless MAC Performance Issues

Previous research demonstrated that most of the proposed MAC schemes target
throughput enhancement or service differentiation by adjusting IFS and CW. In addition
to service differentiation, many MAC schemes have been proposed to provide the QoS
guarantee. However, none of them provides a strict QoS guarantee. Further, little research

has been conducted in the area of emergency traffic support over WLAN.

Moreover, there is a lack of a suitable framework to support emergency traffic in a dense
emergency situation, such as a disaster where a high number of nodes report an
emergency. The present thesis aims to develop a robust framework to provide a strict QoS
guarantee for time-sensitive applications and to support emergency traffic by enhancing
802.11e.

A new MAC protocol termed MP-EDCA, developed as a minor modification of EDCA,
can be used to overcome the limitation of the 802.11e (EDCA) as aforementioned. The
MP-EDCA is described in Chapter 4. Moreover, the PAC protocol is used to enhance the
performance of MP-EDCA and described in Chapter 5.

3.5 Design Challenges for Distributed Wireless MAC Protocols

The design principles of wireless MAC protocols are different from those of wired
network protocols. Designing a wireless MAC protocol that supports emergency traffic
and provides a QoS guarantee is a challenging task because of various factors, such as the
shared medium at the local area network (LAN) level, probabilistic nature of the wireless
medium, specific QoS required by time-sensitive traffic, preemptive support require by

emergency traffic, node mobility and probabilistic nature of wireless medium.

Shared medium: At the LAN level, all the stations share the common channel. Without
proper access control, two or more stations may transmit simultaneously resulting in

packet collisions and delay. The main challenge is to control the shared wireless medium.

Specific QoS requirements: STAs with real-time multimedia or emergency traffic require
a QoS guarantee. The increasing number of STAs on a particular channel (high traffic

load) increases the chances of simultaneous packet transmission from multiple STAs and
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leads to a collision. In such scenarios, a specific QoS required by the real-time traffic may
not be guaranteed without a proper admittance control mechanism.

Supporting emergency traffic: In addition to the QoS guarantee, emergency traffic needs
special treatment as preemption. The preemption approach provides an immediate
channel access ensuring the admission of emergency traffic. The IEEE 802.11u [16] is a
new standard for interworking with external networks supporting emergency traffic and
preemption over infrastructure-based WLANSs. However, the proposed mechanism does
not provide emergency traffic support over the distributed WLANSs. Although various
innovative MAC protocols have been developed by network researchers [8, 89] none of

them supports emergency traffic under medium to high traffic load.

Node mobility: A wireless STA in the network may move independently and randomly
which may increase the distance between the sender and receiver STAs. Variations in the

distance may affect the QoS and overall network performance.

3.6 Validation of Simulation Models

For producing credible results, it is important to validate the simulation model and ensure
that simulation parameters are configured correctly. One of the validating approaches is
to compare the results of the simulation model with that of standards (e.g. IEEE 802.11e
EDCA). Another approach is to compare the results with related work [107]. A credible
network simulator may produce invalid results if the simulation parameters are not
correctly configured. Therefore, simulation model verification becomes an important part
of any simulation study. The validation of simulation results presented in Chapters 4, 5,

and 6 are discussed next.

In this thesis, Riverbed Modeler commercial version 18.0 was used for designing models
and evaluating the performance of the proposed protocols. In Chapter 4, the simulation
results presented for the proposed MP-EDCA protocol was validated by comparing the
results of Balakrishnan’s CP-EDCA protocol [8]. We also compare our simulation results
with the IEEE standards 802.11e EDCA [45]. Similarly, the simulation results for the
proposed PAC-MP-EDCA (reported in Chapter 5) was against the IEEE standards
802.11e EDCA [45]. Finally, the results obtain for the proposed FASBA (presented in
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Chapter 6) was validated by comparing the results with that of BUMA protocol [94] as
well as the IEEE standards EDCA.

In addition to comparing the result of the proposed schemes with the state-of-the-art MAC
protocols, simulation log files were thoroughly checked to ensure that there was no errors
and the simulation models run smoothly. In addition to Riverbed simulations,
programming algorithm was developed and implemented in MATLAB for further
validating the FASBA’s results (Chapter 6). For validating the programming algorithm,
code review approach was used. In the code review approach, programming code was
passed to other developers for code correctness.

3.7 Summary

In this chapter, a thorough review of the literature for providing a QoS guarantee and
supporting emergency traffic in wireless QoS MAC protocols was presented. The
literature review reveals that the IEEE 802.11e (EDCA) does not have inherent
emergency traffic support. Moreover, it neither provides a QoS guarantee nor works well
under medium-to-high traffic loads. Therefore, network researchers proposed many QoS
MAC schemes to enhance the performance of 802.11e (EDCA). However, most of the
QoS schemes have focused on either network throughput enhancement or service
differentiation by adjusting CW or IFS. While many efforts have been made to provide a
QoS guarantee in EDCA, but they do not provide a strict QoS guarantee especially under
medium-to-high traffic loads. Additionally, there is not enough research published in the
area of emergency traffic over WLANSs. Therefore, research on developing techniques to
provide a strict QoS guarantee as well as support for emergency traffic in such systems is
required. Providing emergency traffic support in WLANSs is further discussed in
Chapter 4.

49



Chapter 4

Multiple Preemptive MAC Protocol for
Emergency Traffic in WLANSs

4.1 Introduction

In Chapter 3, a literature review on IEEE 802.11 for providing QoS and supporting
emergency traffic in wireless MAC protocols was presented. The primary objective of
this thesis is to support emergency traffic in WLAN. This is achieved by modifying the
existing WLAN MAC protocol. This chapter presents a simple but effective Multiple
Preemptive-EDCA (MP-EDCA) scheme that modifies physical parameters such as SIFS
and slot time, in the IEEE 802.11e MAC protocol. MP-EDCA provides multiple levels
of channel access preemption where high priority emergency traffic preempts the low
priority emergency traffic for accessing the channel on arrival. The proposed scheme is
also published in [108]. A method for supporting emergency traffic in a dense emergency
situation where a high number of nodes report the emergency is described.

Although prior investigations [8, 86, 109, 110] have considered how to support
emergency traffic by modifying WLAN MAC, the MP-EDCA scheme is simple and does
not require any significant change in the existing protocols. Moreover, the same existing
standard equipment may be used without a major redesign. The chapter starts by
introducing the emergency traffic support and the choice of the network protocols in
Section 4.2. The previous related studies are further reviewed in Section 4.3, while the
proposed MP-EDCA protocol is described in Section 4.4. Section 4.5 illustrates the key

concepts and design comparison of four channel access methods namely, the 802.11 DCF,
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802.11e (EDCA), CP-EDCA and MP-EDCA. Section 4.6 presents the experimental setup
and implementation details of MP-EDCA in Riverbed Modeler. Simulation results are
presented and discussed in Section 4.7. Section 4.8 provides the strengths and weakness
of the MP-EDCA protocol. The implementation aspects of MP-EDCA are discussed in
Section 4.10. The chapter is summarised in Section 4.11.

4.2 Emergency Traffic Support and Choice of Network Protocols

As discussed in Section 2.2, an emergency requires immediate attention. Moreover,
emergency traffic may be categorised into four types. Lifesaving emergency traffic has
the highest priority because of the general view that nothing is more important than
human life. To support the emergency traffic, we have the choice of a fixed backbone,

centralised control infrastructure based or distributed networks.

Fixed backbone or infrastructure-based networks are highly affected by natural and
manmade disasters, such as earthquakes, fires and floods. In fact, the traditional networks,
such as GPRS, GSM and other infrastructure-based networks are not reliable for
emergency communications (e.g., 9/11 disaster in the United States) since they quickly
become overloaded in disaster-affected areas even in a small urban area. However,
distributed wireless networks are becoming popular for emergency networking solutions
[111, 112].

The distributed wireless networks use distributed wireless MAC protocols. The main
advantage of such MAC protocols is that no centralised control infrastructure (i.e., access
point) is necessary [52]. Conversely, supporting emergency traffic and providing a QoS
guarantee under medium-to-high traffic loads is very challenging [15, 16].

In the IEEE 802.11 distributed wireless MAC protocols, including DCF and EDCA, each
station or AC senses the medium for a certain amount of time (i.e., DIFS or AIFS time).
If the medium is idle for the DIFS or AIFS time, the station transmits the frame.
Otherwise, it postpones the transmission and waits for the idle time (interval). If the
station senses the medium is busy after the interval, an STA or AC needs to delay its

transmission further. This mechanism of existing wireless MAC protocols works well for
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normal traffic but is not helpful for emergency traffic that requires immediate channel

access.

4.3 Previous Research on Enhancing of 802.11e

Many network researchers have proposed schemes to support emergency traffic and
provide a QoS guarantee to enhance the performance of the 802.11e standard. This section
only highlights the selected set of literature (discussed in Subsection 3.3.3) that has
proposed approaches used to incorporate emergency traffic in WLANs. However, a
centralized channel preemption technique was also investigated by Sheu, et al. [17] and
Conte et al. [86]. While the preemption method in [17] seems to function for
infrastructure-based WLANS, this centrally coordinated controller is not suitable for
distributed WLANSs. This was confirmed by the investigation in [86], and as a solution,
the authors proposed two approaches: one, to include an emergency flag in the traffic
specification field (TSpec) and the other, to introduce a class of high priority emergency

traffic termed Traffic Stream Information (TSpec) with the source message.

The preemption approach provides immediate channel access, ensuring the admission of
emergency traffic. The IEEE 802.11u-2011[16] working group was the first to introduce
a new standard, 802.11u, for interworking with external networks supporting emergency
traffic and preemption over infrastructure-based WLANs. However, the proposed
mechanism does not provide emergency traffic support over ad hoc WLANS. This issue
was addressed in [18], where the authors proposed another class of preemption termed a
LASO, which prioritises the high-class traffic and limits the duration of lower-class
traffic. However, it does not allow interruption once the channel is acquired for a pre-

allocated duration.

The preemption approach was further improved in [8], whereby Balakrishnan et al.
introduced a class of preemptive channel access method, the Channel Preemptive EDCA
(CP-EDCA), to support emergency traffic. However, CP-EDCA does not support
“multiple-emergency” traffic and is not suitable for applications requiring dense
emergency networking. This is because CP-EDCA treats all emergency traffic in a similar

way (i.e., no emergency service differentiation) and therefore lifesaving emergency
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traffic is highly affected. To overcome the limitations of CP-EDCA, the proposed class
of EDCA protocol termed MP-EDCA is discussed in the next section.

4.4 Description of the Proposed MP-EDCA Protocol

The proposed MP-EDCA protocol described in this chapter differs from the earlier work
described in Section 4.2. It has different goals and capabilities.

MP-EDCA overcomes the problem of CP-EDCA by providing multi-level emergency
preemptions for quicker admission/access to the channel for lifesaving emergency traffic.
This is achieved by breaking down the ongoing traffic stream and taking control of
resources. MP-EDCA extends CP-EDCA by incorporating the idea of in-channel multiple
preemptions to support dense emergency traffic in distributed networks. It provides high
priority to a lifesaving emergency than to an emergency related to health, property and
environment by adjusting SIFS and slot-time in the emergency frames. Moreover, MP-
EDCA employs a prioritised queuing contention mechanism and contention-free bursting
(CFB). The CFB allows continuous transmission of multiple high priority emergency

frames without contending the transmit opportunity (TXOP) period.

The concept of in-channel multiple preemptions is shown in Figure 4.1. MP-EDCA
supports both the normal traffic mode operation for priorities other than an emergency
(Figure 4.1a) and emergency traffic mode of operation (Figure 4.1b). A high priority
emergency gqueue has the privilege to interrupt the ongoing TXOP burst of lower priority
emergency or non-emergency queue. The interrupted queue backs off and contends after
the high priority emergency bursting. The IFS and slot time [14] are modified to support
multiple preemptions for the transmission of emergency frames. The MP-EDCA

algorithm, and timing sequences, are illustrated in Figure 4.1 for 802.11 radios.
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Routine TXOP (contention free bursting)

Risk to Life Emergency TXOP

2
Routine Data Ack Routine Data Ack RtoL Data Ack RtoL Data Ack R
RtoLAIFS / RtoLSIFS  RtoLSIFS RtoLSIFS
RtoLSlotTime Risk to Health Emergency TXOP
RtoH Data Ack RtoH Data Ack -
RtoHAIFS / RtoHSIFS RtoHSIFS RtoHSIFS
RtoHSlotTime .
Risk to Property Emergency TXOP
RtoP Data Ack RtoP Data Ack .
. . . L RtoPAIFS / RtoPSIFS RtoPSIFS RtoPSIFS
Multiple Preemption: Frames who has high priority RtoPSlotTime
upon arrival, preempts the on-going traffic bursting Risk to Environment Emergency TXOP
and transmits for TXOP
RtoE Data Ack RtoE Data Ack
RtoEAIFS / RtoESIFS RtoESIFS RtoESIFS
RtoESIotTime
Routine (normal) Traffic in Emergency TXOP
Routine Data Ack Routine Data ----
NPAIFS/
NPSlotTime NPSIFS NPSIFS

a) EDCA or Normal Mode

b) MP-EDCA in Emergency Mode

Figure 4.1: Channel TXOP multiple preemptions: (a) EDCA or normal operating mode; and (b) MP-EDCA emergency mode of operation.
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The details of Channel TXOP multiple preemptions are as follows:

1.

The risk to life SIFS (RtoLSIFS) is set to 10us similar to SIFS. This minimum
time is required for PHY/MAC processing and Rx/Tx turnaround time. In each
RtoL frame burst, frames are separated by RtoLSIFS time. The RtoL frame burst
Is split by RtoLSlotTime that cannot be interrupted.

RtoLSlotTime: This slot time (25us) is a combination of RtoLSIFS and Clear
Channel Assessment (CCA). The slot time for R2L priority is different from the
slot time for all other priorities. The CCA period is required to detect the frame in
the wireless medium after the transmission initiation by another node. In MP-
EDCA, the AIFS [13] duration for lifesaving emergency priority is one
RtoLSlotTime.

The risk to Health SIFS (RtoHSIFS): This slot time (25 ps) is a combination of
RtoLSIFS and CCA. In R2L TXOP frame burst, frames are separated by
RtoHSIFS. Since RtoHSIFS slot time is equivalent to RtoLSIFS lifesaving
emergency traffic is allowed to interrupt ongoing Risk to Health priority frame
burst.

RtoHSlotTime: This slot time (40 ps) is a combined period of RtoHSIFS and
CCA. The slot time for Risk to Health priority is different from RtoLSlotTime.
The node with RtoH priority can sense the channel for RtoHSIFS as long as there
IS no ongoing transmission of R2L and the channel is idle for CCA to initiate the
transmission. In MP-EDCA, the AIFS [13] duration for health saving emergency
priority is one RtoHSlotTime.

The risk to Property SIFS (RtoPSIFS): This period (40 ps) is a combination of
RtoPSIFS and CCA. The RtoHSIFS separates the frames in a TXOP frame burst
of Risk to Property node. Since RtoPSIFS is identical to RtoHSlotTime, lifesaving
and health-saving emergency traffic is allowed to interrupt ongoing transmission

of Risk to Property nodes.

The risk to Property Slot Time (RtoPSlotTime): This slot time (55 ps) is the
combined period of RtoPSIFS and CCA. RtoPSlotTime differs from

RtoLSlotTime, RtoHSlotTime, and normal priority slot times. The node with
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10.

RtoP priority can sense the channel for RtoPSlotTime to initiate the transmission
as long as there is no ongoing transmission from RtoL and RtoH, and the channel
is idle for CCA.

. The risk to Environment SIFS (RtoESIFS): This period 55 us is a combination of

RtoPSIFS and CCA. The RtoESIFS separates the frames in a TXOP frame burst
of Risk to Environment node. The duration of RtoESIFS is identical to
RtoPSlotTime, allowing RtoL, RtoH, and RtoP nodes to preempt the ongoing

transmission of RtoE nodes.

The risk to Environment Slot Time (RtoESlotTime): This slot time (70 ps) is the
combined period of RtoESIFS and CCA which is different from RtoLSlotTime,
RtoHSlotTime, RtoPSlotTime, and normal slot time. The node with R2E priority
can sense the channel for RtoESIotTime to initiate transmissions as long as there
IS no ongoing transmission from RtoL, RtoH, and RtoP, and the channel is idle
for CCA.

Normal Priority SIFS (NPSIFS) during an emergency: The period (70us) is the
combined period of RtoESIFS and CCA. Basically, RtoESIFS separates the
frames in a TXOP frame burst of normal priority node. The NPSIFS is identical
to RtoESIotTime, allowing RtoL, RtoH, RtoP and RtoE nodes to interrupt the

ongoing transmission of normal priority node.

Normal Priority Slot Time (NPSlotTime): This slot time (85 ps) is the combined
period of NPSIFS and CCA. NPSlotTime differs from RtoLSlotTime,
RtoHSlotTime, RtoPSlotTime, and RtoESIotTime. The node with no priority will
sense the channel to initiate the transmission as long as the channel is not being
used by any emergency nodes for the duration of CCA period. This allows nodes

to transmit routine/normal traffic.

Figure 4.2 shows the MP-EDCA channel access timing diagram. The idea is similar to
IFS of 802.11e (EDCA) that uses the waiting time to allow high priority traffic to access
the channel. An ongoing frame burst sequence (Data-Ack-Data) is managed by SIFS. The
smaller SIFS is set for high priority emergency traffic irrespective of the frame priority.
However, in MP-EDCA, the highest priority emergency traffic controls the channel by

interrupting the ongoing lower priority traffic burst.
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SIFS for RtoLife frame bursting | RtoLifeSIFS

RtoLifeAIFS = AIFS[0] = RtoLifeSlotTime | RtoLifeSIFS | CCA

SIFS for RtoHealth frame bursting RtoHealthSIFS

RtoHealthAIFS = AIFS[0] = RtoHealthSlotTime |  RtoHealthSIFS CCA

SIFS for RtoProperty frame bursting RtoPropertySIFS
RtoPropertyAlFS = AIFS[0] = RtoPropertySlotTime RtoPropertySIFS CCA
SIFS for RtoEnvironment frame bursting RtoEnvironmentSIFS
RtoEnvironmentAIFS = AIFS[0] = RtoEnvironmentSlotTime RtoEnvironmentSIFS

Figure 4.2: MP-EDCA SIFS and SlotTime modifications.

Figure 4.3 illustrates the principle of operation of the proposed MP-EDCA. Fig. 4.3(a)
shows the burst of RtoL frames. Each frame is separated by RtoLSIFS. The bursts of risk
to health, property, and environment frames are shown in Figures 4.3(b), 4.3(c) and
4.3(d), respectively. Each emergency frame is identified by its own SIFS. Figure 4.3(e)

shows the burst of normal priority frames in the emergency period.
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MP-EDCA: Emergency mode

a) MP-EDCA: Risk to Life: CFB for all frames
<
Data F t Ack
ata Fragmen ‘ Data Fragment Ak |
RtolSIFS RtolSIFS RtolSIFS RtolSIFS RtoLSIFS
b) MP-EDCA: Risk to Health: CFB for all frames
Data Fragment Ack Data Fragment Ack Data Fragment Ack |
RtoHSIFS RtoHSIFS RtoHSIFS RtoHSIFS RtoHSIFS
¢) MP-EDCA: Risk to Property: CFB for all frames
<
Data Fragment Ack Data Fragment Ack Data Fragment Ack
RtoPSIFS RtoPSIFS RtoPSIFS RtoPSIFS RtoPSIFS
d) MP-EDCA: Risk to Environment: CFB for all frames
Data Fragment Data Fragment - ................
RtoESIFS RtoESIFS RtoESIFS

€) MP-EDCA: Normal Priority: CFB for all frames

Data Fragment < -

NPSIES NPSIFS NPSIFS

Figure 4.3: Frame bursting in MP-EDCA emergency mode.

58




The RtoL emergency TXOP bursting has the highest priority (RtoLifeAIFS) followed by
Risk to Health emergency, Risk to Property, and Risk to Environment frame burst. Each
IFS time is separated by CCA time, which is the minimum time required to detect a new
transmission on the channel. The IFS and slot prioritisation mechanisms are exclusively
used in providing multiple preemption privileges for various priority emergency traffic.
Thus, all priorities other than an emergency will fall in the normal/routine category in the
context of channel preemptions. However, prioritised channel access still exists between
all traffic categories because MP-EDCA uses the same contention mechanism as standard
EDCA.

A new RtoL emergency frame is transmitted if the channel is sensed idle for
EPAIFS/RtoLSlotTime, which is the smallest period than that for all other priorities.
Similarly, high priority emergency frames are transmitted if the channel is sensed idle for
SlotTime/AIFS period since RtoLSlotTime < RtoHSIotTime < RtoPSlotTime <
RtoESlotTime < NPSlotTime. A high priority emergency frame has a SlotTime < Low
priority emergency frame SIFS; therefore high priority emergency frames can break the
ongoing lower-priority emergency transmissions on arrival, and on the next run wait for
its smaller slot-time to access the channel. The low priority emergency frame backs off

and contends after the high priority emergency burst to regain channel access.

A network allocation vector is used to protect the entire burst of frames subject to the
TXOP limit [45] from the same or low priority emergency traffic. MP-EDCA complies
with the 802.11e standard by allowing multiple preemptions even though the network
allocation vector is set. However, the duration of the network allocation vector is set to

protect only a single frame with immediate acknowledgement.

The above mechanism of MP-EDCA achieves multiple levels of preemption. A high
priority emergency traffic preempts a low priority emergency traffic and receives channel
access on arrival. To provide further service differentiation, the MP-EDCA node may use
EDCA four (4) ACs (i.e. AC_VO, AC VI, AC_BE and AC_BG) for different types of
service. Table 4.1 illustrates EDCA’s AC to MP-EDCA traffic mapping. Columns 1 and
2 show four types of applications together with associate ACs and Column 3 and 4 show

emergency and normal traffic in MP-EDCA’s emergency mode.
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Table 4.1: EDCA’s access category to MP-EDCA’s traffic mappings.

Priority EDCA Access Emergency traffic in Normal traffic in
applications | category (AC) | MP-EDCA emergency MP-EDCA
type mode emergency mode
Lowest Background AC BK Risk to Environment Background
Best Effort AC_BE Risk to Property Best Effort
Video AC VI Risk to Health Video
Highest Voice AC_VO Risk to Life Voice

To provide further details on design difference, legacy 802.11 (DCF), 802.11e (EDCA),
CP-EDCA, and MP-EDCA is described in the next section.

4.5 Design Comparison of DCF, EDCA, CP-EDCA and MP-EDCA

Figure 4.4 shows the key concepts and design comparison of four channel access
methods namely, 802.11 DCF [18], 802.11e (EDCA) [45], CP-EDCA [8], and the
proposed MP-EDCA. It is obvious that the IEEE 802.11 DCF does not provide any
service differentiation (i.e., no QoS) at all. The 802.11e (EDCA) supports voice, video,
best-effort, and background traffic through four queues as defined in the standard [45].
However, it has no provision for supporting emergency traffic. As shown in Figure 4.4
CP-EDCA supports only one class of emergency traffic through a single queue in addition
to serving routine traffic. The emergency traffic preempts the ongoing routine traffic to
acquire the channel. In contrast, the proposed MP-EDCA supports four classes (Class 1
to Class 4) of emergency traffic (per node) through four emergency priority queues. The
background traffic types are served through a separate queue. For instance, Class 1 (Risk
to Life) emergency traffic stream may have the highest priority, followed by Class 2 (Risk
to Health), Class 3 (Risk to Property) and Class 4 (Risk to Environment). Each high
priority emergency traffic stream can preempt the low priority one to acquire the channel.
A question may arise about four classes of emergency traffic in MP-EDCA: Why not
implement three or five classes? We consider four classes of emergency traffic based on
the published literature in which most organisations have categorised emergency into four
classes, namely life, health, property and environment [9, 10]. These four classes are

linked to services that have practical implications in real-life scenarios. For instance, the
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Figure 4.4: Principle of operation of 802.11, 802.11e, CP-EDCA and MP-EDCA.
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lifesaving emergency has the highest priority because nothing is more important than
human lives. This is followed by service prioritisation to health, property and
environment. It should be noted that the proposed MP-EDCA cannot support unlimited
priority classes owing to SIFS and slot-time constraints. The performance of these

channel access is evaluated next.

4.6 Performance Evaluation

The concept of the proposed MP-EDCA scheme was presented in the previous section.
This section presents the modelling and simulation setup. The proposed MP-EDCA
protocol described in this chapter differs from the earlier work described in Section 4.3.

It has different goals and capabilities.

In this section, the MP-EDCA and CP-EDCA protocols are implemented in the Riverbed
Modeler. The performance of MP-EDCA is evaluated by extensive simulations. MP-
EDCA’s performance is compared with IEEE 802.11 (EDCA) [45] and Balakrishnan et
al.’s CP-EDCA [8]. The MP-EDCA protocol was evaluated by measuring parameters
such as average network MAC delay, average MAC delay node with lifesaving
emergency traffic, data drop ratio, packet retransmission, and average throughput.

Note: The MAC protocols, namely, MP-EDCA, CP-EDCA, IEEE 802,11 (EDCA) for
Chapter 4, MP-EDCA with PAC, MP-EDCA without PAC and EDCA for Chapter 5,
FASBA for Chapter 6 were implemented in the Riverbed Modeler to model and evaluate

the performance of the network.

4.6.1 Riverbed Modeler as a Simulation Environment

Various computer simulators are available to design and develop WLAN MAC protocols.
To study the performance of the proposed MAC protocols and compare them with the
state-of-the-art existing MAC schemes and IEEE standards, simulation models were
developed by using Riverbed Modeler version 18.0 [25]. The Riverbed Modeler provides
a development environment with many built-in tools to develop wireless technologies and

protocols and evaluate their performance before actual commercial production. The
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Riverbed Modeler was chosen because of its popularity [113] and availability at Auckland

University of Technology during the duration of this research.

The Riverbed Modeler is available for the Microsoft Windows operating system. The
C/C++ programming languages are used to develop Riverbed Modeler. Riverbed
provides a graphical user interface (GUI) to create network scenarios. Moreover,
Riverbed allows users to modify their C/C++ writing code and implement a customised
model. The Riverbed code can be modified by using the Riverbed interface or Microsoft

Visual C++ integrated development environment (IDE).

4.6.2 Riverbed Modelling Domains

The Riverbed Modeler comprises three hierarchal models: (1) network model, (2) node
model and (3) process model. All codes are executed at the process model. As shown in
Fig. 4.5, the process model deploys state machines to define various simulation events,
which are presented as C++ programming. The Riverbed coding can be edited using
Microsoft Visual Studio, which makes the debugging process easier than on the Riverbed
interface. The proposed handover algorithm involved various modifications at both node
and network access systems, particularly the MAC and network layers. The details of
main modifications are explained in the following subsections. More details about

Riverbed configurations are available in Appendix A.
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Figure 4.5: Riverbed Modeler hierarchical models.
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4.6.3 Modelling Assumptions

To study the performance of the proposed MP-EDCA, the following assumptions are

made:

e Assumption 1: Uniform distribution of emergency nodes. Each MP-EDCA
scenario has the same number of risk to life, risk to property, risk to health and

risk to environment nodes.
e Assumption 2: There is no hidden node.

e Assumption 3: The channel is noise free. Therefore, packet loss is because of the

only collision.
e Assumption 4: All nodes are static.
e Assumption 5: All the nodes start (sending/receiving packet) at the same time.

e Assumption 6: Only the ad hoc (single-hop) networks are considered in the study.

4.6.4 Designing Node Model in Riverbed Modeler

The Riverbed Modeler provides comprehensive tools and built-model to design, and
develop a communication network and evaluate the network performance. Riverbed has
built-in functionality of IEEE 802.11 (EDCA). However, to implement MP-EDCA and
CP-EDCA, Riverbed Modeler’s node, process and state models were modified. This
section briefly describes how the MP-EDCA scheme is modelled in the Riverbed
Modeler. More details on using and configuring Riverbed Modeler are provided in
Appendix A.
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Figure 4.6: MP-EDCA customised process model.

Figure 4.6 shows the MP-EDCA process model developed by modifying the existing
WLAN process model in Riverbed Modeler 18.0 (www.Riverbed.com). The timing
modules (Figure 4.2) and the preemption algorithms (Figure 4.3) for both MP-EDCA
and CP-EDCA are also implemented in Riverbed. The MP-EDCA emergency node model
is depicted in Figure 4.6, enabling immediate channel access for Risk to Life emergency
traffic throughout the TXOP period. No preemptions are allowed during the Risk to Life

emergency TXOP period because it is prioritised by the shortest wait time.

Moreover, the WLAN node model was customised as shown in Fig. 4.7. The MAC and
physical layers are enhanced to make it a better representation of an actual 802.11 WLAN.
Further, several algorithms were developed and tested to support the four emergency
priorities of MP-EDCA using Riverbed. A new MP-EDCA node was also created.
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Figure 4.8 shows the WLAN attributes of the MP-EDCA node. A new attributed termed
“Emergency” was created. The emergency attribute has values ranging from 1 to 5 to
identify various priorities. For example, ‘1’ is for risk to life priority, ‘2’ for risk to health,
‘3’ for risk to property, ‘4’ for risk to the environment and ‘5’ for normal priority in an

emergency period.
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Figure 4.7: MP-EDCA node model. Figure 4.8: MP-EDCA emergency nodes
attributes.
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4.6.5 Code Contribution

The Riverbed Modeler has four models: (1) network, (2) node, (3) process and (4) state.
The state model is based on C/C++ programming code. The state model consists of
programming four blocks: (1) static variables, (2) temporary variables (3) head block, and
(4) functional block. To implement MP-EDCA, the function block of Riverbed Modeler’s
WLAN_MAC module, which is written in C/C++ language was modified. Moreover, a
new variable was created, the type_of_emergency_flag in the state variable block. The
value of this variable, types_of emergency_flag was set through the MP-EDCA node
attribute. A code was added to set values SIFS and Slot as depicted in Fig. 4.9. Note: SIFS
and slot_time values were set based on the type of emergency selected from the MP-
EDCA’s node.

* MP-EDCA Code for Function Block of Emergency_WLlLan_Mac */
case WlanC_Direct_Sequence:

if (type_of efmergency flag==1) * Emergency - risk to life */
{

sifs_time = 10E-06;

slot_time = 25E-06;
.
else if (type_of emergency_flag==2) /* Emergency - risk to health */
{

sifs_time = 25E-06;

slot_time = 25E-06;

else if (type_of emergency flag ==3) /* Emergency — risk to property */

sifs_time = 40E-086;
slot_time = 55E-06;

else if (type_of emergency flag==4} /* Emergency — risk to environment */
sifs_time = 55E-06;
slot_time = 70-06;

,
else * Mormal data in MP-EDCA emergency */
{

sifs_time = 70E — 06;

slot_time = 85E -06;
I

¥
/* End of MP-EDCA Code */

Figure 4.9: Code for setting SIFS and Slot Time based on the emergency type.

67



4.6.6 Modelling the Network

Figure 4.10 depicts the scenario used for the present study where mobile nodes are static
and randomly distributed over the simulated area. Four types of emergency traffic are
randomly attributed to mobile nodes, namely, lifesaving, health, property and
environment applications. As discussed previously, lifesaving application is prioritised
over remaining applications. The present scenario includes a high number of nodes
reporting an emergency. Nodes with red colour are either node under the emergency
situation or first responders have identified an emergency with a certain priority. Red
nodes need more help from other first responders (green ones). Nodes with green colour
are the first responders who are free and want to help in the disaster.

Figure 4.11 shows Riverbed representation of a fully connected network for simulating
MP-EDCA emergency scenarios with N = 10 nodes. The risk to life, risk to health, risk
to property, and risk to environment are shown in Figures 10(a) to 10(d), respectively.
Each MP-EDCA scenario consists of an equal number of (Class 1 to Class 4) emergency
nodes (identical configuration).

Environment @
First
Responder Property

First
Responder

91.1’

91.1)
91.1)

First
Responder

Environment

Emergency (disaster) situation where a
high number nodes report emergency.

Figure 4.10: Simulation environment for MP-EDCA.
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Figure 4.11 also shows (1) Application Definition, and (2) Profile Definition objects.
Each scenario uses voice traffic generated by Application Definition. Further, application
start time, simulation duration and number of repetitions are configured in Profile
Definition. The number of nodes is increased up to 40 to observe the effect of system
performance for various emergency priorities. MP-EDCA supports four types of
emergencies with various priorities (uniform node distribution). Class 1 category nodes
use RtoLSIFS and RtoLSlotTime, Class 2 category nodes use RtoHSIFS and
RtoHSIlotTime, Class 3 nodes use RtoPSIFS and RtoPSlotTime, and Class 4 nodes use
RtoESIFS and RtoESIotTime. In CP-EDCA, all emergency nodes use a single emergency
priority, therefore emergency priority RtoLSIFS and RtoLSlotTime are used in the
present study as specified in CP-EDCA [8]. In EDCA [45], all nodes use default SIFS
and SlotTime since EDCA does not support emergency traffic. Apart from SIFS and

SlotTime, all other parameters are set to EDCA default values.

node_1

(c) Risk to Property emergency nodes (d) Risk to Environment emergency nodes

Figure 4.11: Riverbed representation of the fully connected network (MP-EDCA).
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The performance of MP-EDCA is evaluated by extensive Riverbed-based simulation
under high traffic loads. We simulated 30 scenarios, 10 for each of EDCA, CP-EDCA
and MP-EDCA. Table 4.2 shows the MAC parameters used in the simulation. The

simulation results report the steady-state behaviour of the network and have been obtained

with the relative error < 1%, at the 99% confidence level.

Table 4.2: MAC parameters used in simulation.

General Data rate = 11 Mbps
Parameters Protocol = IEEE 802.11b
Number of nodes: 4, 8, 12, 16, 20, 24, 28, 32, 36 and 40
Application = Real-time voice
TXOP limit =3 ms
Contention | MP-EDCA
Parameters Risk to Life Risk to Health Risk to Property | Risk to
(RtoL) Priority | (RtoH) Priority (RtoP) Priority Environment
Nodes Nodes Nodes (RtoE) Priority
Nodes
RtoLSIFS =10 RtoHSIFS = 25 RtoPSIFS = 40 RtoPSIFS = 55
RtoLSlotTime = | RtoHSIlotTime = | RtoSIFS =55 RtoESIotTime = 70
25 40 AIFS[0] =1slot | AIFS[0] =1slot
AIFS[0]=1slot | AIFS[0]=1slot | WMin[0] =2 slots | WMIin[0] = 2 slots
WMin[0] = 2 | WMin[0] =2slots | WMax[8] =8 slots | WMax[8] = 8 slots
slots WMax[8] = 8 slots
WMax[8] = 8
slots
CP-EDCA
Class 0 (Emergency Priority) Class 1 (Normal Priority)
EPSIFS =10 NPSIFS = 40
EPSlotTime = 25 NPSlotTime = 55
AIFS [0] = 1 slot AIFS[1] = 4 slots
WMIin[0] = 2 slots WMin[1] = 8 slots
WMax[8] = 8 slots WMax [1] = 64 slots

EDCA

SIFS =10 ps for all priorities

Slot Time = 20 ps (default) for all priorities

AIFS [2]
Wmin [0] = 2 slots
WMax = 8 slots
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In this research, the MAC parameters used in simulation are for ideal environment. There
are two reasons for choosing ideal environment: (1) generalise the results; and (2) it is
always good to test evaluate the performance of proposed system under ideal

environment.

For this chapter, we used the IEEE 802.11b standard, which has max throughput of
11Mbps [42]. While, 802.11n provides throughput up to 150Mbps (per stream) [39]. A
network may accommodate more number of life-saving emergency nodes by using
802.11n [39] or 802.11ac [44]. Moreover, the stationary node model was used where node
was static (no mobility). Another side, in real environment mobile nodes are keep moving.
If a sender station moves near to the receiver station may be the cause of increased signal
strength and increase the throughput performance. Another side, increased distance
between sender and receiving node may be cause of weak signals and may be cause of

packet loss, low throughput and higher end-to-end delay.

Emergency traffic is prioritised into four categorised. i.e., (1) risk-to-life, (2) risk-to-
health, (3) risk-to-property and (4) risk-to-environment. Therefore, we use nodes multiple
of four in the each simulation scenario. We use uniform node distribution. Therefore, each
MP-EDCA scenario has equal number of emergency to life, health, property and
environment saving nodes. This may not be the case in realistic scenario and number may
vary of each emergency category. In such case, increasing high priority emergency nodes
in the network increase the channel access contention and in the result strict QoS
guarantee may be compromised. To address this limitation, a Preemptive Admission

Control is investigated in Chapter 5.

Voice is preferred method of communication for first responders [114]. Therefore, real-

time interactive voice is used for evaluating the network performance.

Testing the model under realistic environment is essential for the success of model [115].
Therefore, it is recommended for future work to test the performance of proposed MAC

protocol under the realistic environment.
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4.7 WLAN Performance Measurement Metrics

To evaluate the performance of MAC protocols proposed in chapter 4, 5, and 6, we used

following WLAN performance metrics: MAC delay (Network and Class 1), packet

retransmissions, throughput and packet drop ratio. These parameters of WLAN

performance metrics are described below:

MAC Delay: This is calculated from the duration when frame is inserted into the
transmission queue of MAC layer, until the time frame is dispatched to the PHY
layer. This includes time for generating (inserting the frame into the queue), total
queuing time, contention delay, internal backoff and collision (in case of 802.11¢)
and dispatches time. The MAC delay is measured in milli seconds.

Network MAC Delay: Average MAC delay of all the nodes in the network.

Average MAC Delay of Class 1 (risk to life) emergency traffic: MP-EDCA
categorises the emergency into four (4) classes as discussed in Subsection 4.4.
The main motivation of this research is to provide a QoS guarantee for class (risk
to life) saving emergency traffic. To evaluate the performance of class 1 (risk to
life) traffic, each MP-EDCA scenario consists of an equal number of (Class 1 to
Class 4) emergency nodes as shown in Fig. 4.11. Identical scenarios and
configuration were used to compare the performance of MP-EDCA with state-of-
the-art MAC protocols proposed in the literature, that is, CP-EDCA and EDCA.
In each MP-EDCA-based scenario, the average MAC delay of class 1 (risk to life)
emergency traffic was calculated and compared with average MAC delay of

identical nodes of other schemes.

Packet Drop Ratio: This ratio is also referred to as data dropped ratio. It is linked
with the packet collision rate. A packet is usually dropped when one or more
packets fail to reach the destination address. This is measured by the percentage
(%) of data dropped to data sent [116].

Packet Retransmissions: One of the most commonly used techniques used for
recovering the packet errors and losses [117]. Sender resends the packet if the
packet is damaged or lost. It is measured as the ratio or percentage of number of

retransmission attempts with respect to number of packets sent
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e Average Throughput: The most common parameter used to evaluate network
performance, measured in Mbps. It is expressed in various ways, such as the
amount of data successfully delivered within a timeframe. It can be explained as
a fraction of the total channel capacity used for data transmission.

An efficient MAC protocol should satisfy the strict QoS needs of emergency traffic, in
terms of lower MAC delay, higher throughput, lower data dropped and packet

retransmission attempts.

4.8 Results and Discussion

The main motivation for designing MP-EDCA is to provide certain QoS guarantees (in
terms of delay) for Class 1 emergency nodes in a dense emergency situation where a large
number of nodes report an emergency. For performance evaluation, four parameters are
considered: MAC delay, packet drop ratio, throughput and packet retransmission. The
MAC packet delay (network-wide as well as an individual node) is a key performance
metric considered in this chapter. The delay is measured from the moment an application
frame is queued at the MAC-layer until the frame is successfully transmitted. This
includes channel contention, queuing and frame transmission delays. Moreover, other
QoS parameters such as throughput, packet drop ratio and packet retransmission
attempted are used for testing the effectiveness of the proposed protocol for improving
the overall network performance. MP-EDCA outperformed the other two MAC protocols,
CP-EDCA and EDCA. The performance improvement is achieved by adjusting the values
of SIFS and Slot Time. The tuning of SIFS and Slot Time allow the high priority traffic

to preempt the low priority emergency traffic.

4.8.1 Network MAC Delay

Figure 4.12 shows the average network MAC delay of MP-EDCA, EDCA and CP-EDCA
with varying node density from 4 to 40 nodes. The MAC delays of all three schemes (MP-
EDCA, EDCA and CP-EDCA) are almost similar for N = 4 to 16 nodes. However, the
average delays of both EDCA and CP-EDCA increase sharply for N = 16 to 40 nodes.
One can observe that MP-EDCA offers lower packet delays than both EDCA and CP-
EDCA for N > 16 nodes. For example, the network-wide MAC delays for MP-EDCA,
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EDCA, and CP-EDCA are 3.4 sec, 8.7 sec and 8.5 sec, respectively. It is found that MP-
EDCA can achieve about 60% lower delays than CP-EDCA. Considering 11 Mbps
channel, about 5 sec reduction in one-hop MAC delay per emergency frame, when

employing MP-EDCA, is significant.
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Figure 4.12: MAC delay comparison of EDCA, CP-EDCA, and MP-EDCA.

4.8.2 Average MAC Delay of Class 1 (risk-to-life) Emergency Traffic

One of the main objectives of this research is to support lifesaving emergency traffic in
the network under high traffic loads. Figure 4.13 shows the average MAC delay of class
1 (Risk to Life) emergency node. The performance of the Class 1 node is compared with
that of the CP-EDCA’s emergency node (note: In CP-EDCA all types of emergency
traffic have the same priority) and EDCA’s node with voice priority. Notably, the
proposed MP-EDCA offers about 70% and 80% lower MAC delays than EDCA and CP-
EDCA protocols, respectively. Further, also noted that the MP-EDCA’s MAC delays for
Class 1 remain low when the nodes increased from 16 to 40. Figure 4.14 further illustrates
the results. The average MAC delay for class 1 traffic (MP-EDCA) is within the limit of
the required QoS by real-time voice traffic (i.e.,, one-way end-to-end delay) of

accommodating increased number of lifesaving emergency nodes in the network and
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Figure 4.13: MAC delay for Class 1 (risk-to-life) emergency node. Comparison of EDCA, CP-
EDCA, and the proposed MP-EDCA protocols.
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providing the required QoS guarantee in terms of delay is achieved by providing on-
arrival channel access and multiple preemptive mechanisms, and delaying low priority

emergency traffic.

4.8.3 Packet Drop Ratio

The network-wide data (packets) drop ratio of MP-EDCA, EDCA and CP-EDCA
protocols for N = 4 to 40 nodes for an ad hoc network is shown in Fig. 4.15. It is observed
that fewer packets are dropped under the MP-EDCA protocol than EDCA, and CP-
EDCA. For example, MP-EDCA offers about 75% lower data drop than EDCA for
N =12 nodes. This improvement is because of MP-EDCA protocol’s channel access
strategy where only high priority emergency (lifesaving) nodes compete for channel
access (fewer instances of contention by nodes). Conversely, in EDCA and CP-EDCA,
all the nodes (including low priority emergency nodes) compete for channel access.
Consequently, MP-EDCA achieves higher throughput than EDCA and CP-EDCA.
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Figure 4.15: The packet drop ratio versus the number of active nodes of EDCA, CP-EDCA and
the proposed MP-EDCA.
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4.8.4 Packet Retransmission

The key idea of deploying MP-EDCA for WLAN is to provide the prioritised emergency
traffic with the required QoS. This is achieved when the number of retransmitted packets
is decreased and it improves the overall communication service. The simulation results
shown in Fig. 4.16 present the average number of packet retransmissions for three
protocols considered. For various number of nodes, the proposed MP-EDCA outperforms
both CP-EDCA [8] and the standard ECDA. The MP-EDCA decreases the number of
packets retransmitted up to 60% lower than both CP-EDCA and the standard EDCA. This

was achieved by the optimisation of the slot time and SIFS.
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Figure 4.16: Average retransmission attempts versus the number of nodes of EDCA, CP-EDCA
and the proposed MP-EDCA.

4.8.5 Average Throughput

Figure 4.17 exhibits the comparative average of the network throughput for various
numbers of nodes. The obtained results show that the proposed MP-EDCA outperforms
both EDCA and CP-EDCA QoS mechanisms in providing better throughput. MP-EDCA
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offers an improved network throughput up to 0.77 Mbps compared with 0.7Mbps of CP-
EDCA and 0.64Mbps of EDCA. Generally, MP-EDCA achieves up to 20% and 10%
higher network throughput over EDCA and CP-EDCA, respectively. On the examining
the graphs in Fig. 4.17 closely, one can notice that the average network throughput

constantly increases with the increase in the number of nodes.
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Figure 4.17: Average network throughput versus the number of nodes of EDCA, CP-EDCA
and the proposed MP-EDCA.

4.9 Strengths and Weaknesses

4.9.1 Strengths of MP-EDCA

The MP-EDCA is a novel scheme that supports emergency traffic (provides immediate
channel access as compared with the normal traffic), and accommodates increased
number of emergency nodes in the network. Moreover, high priority emergency traffic is
allowed to preempt the low priority emergency traffic. The proposed scheme is simple

but effective and can be implemented with minor modification of EDCA. However,
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MP-EDCA does not provide a QoS guarantee in terms of delay when traffic loads

increase.

MP-EDCA provides better emergency traffic support and accommodates more nodes
with lifesaving emergency traffic in the network than EDCA and CP-EDCA because it
prioritises the emergency traffic. In addition, a high priority emergency traffic may
preempt the low priority emergency traffic and obtain immediate channel access. This
improvement is due to MP-EDCA’s multiple preemptive strategy. The MP-EDCA
provides a certain QoS guarantee to class 1 emergency nodes in a dense emergency
application where a large number of nodes report an emergency. Moreover, MP-EDCA
is simple and can be easily implemented within EDCA. Further, the proposed scheme as
energy efficient as EDCA because MP-EDCA uses the same contention mechanism as
standard EDCA.

Although MP-EDCA provides a better emergency traffic support than EDCA and CP-
EDCA, it does not provide a strict QoS guarantee and protection to ongoing emergency

traffic burst from an upcoming same priority emergency traffic.

4.9.2 Limitations of MP-EDCA

To identify the limitations of MP-EDCA, extensive simulations performed in Riverbed
Modeler [118] to study the performance of MP-EDCA and confirm the problem of a strict
QoS guarantee. The nodes were increased further and five scenarios were created with
the 44 nodes to 60 nodes of each EDCA, CP-EDCA, and MP-EDCA. Uniform node
distribution was used since MP-EDCA incorporates the four different types of

emergencies, related to life, health, property and environment.

Figures 4.12 to 4.17 illustrate that MP-EDCA performs better and accommodates more
emergency nodes than EDCA and CP-EDCA. However, MAC delay for class 1 (risk to
life) traffic of MP-EDCA is increases significantly for N > 40 nodes.

The MP-EDCA achieve its objective by providing on-arrival channel access priority and
accommodating more lifesaving emergency nodes in the network. However, it does not
provide a QoS guarantee when the network load is increased (N > 40 nodes) as shown in
Fig. 4.18 and Fig. 4.19. The network overload may lead to performance degradation for
lifesaving emergency traffic that should be strictly avoided.
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Figure 4.18: MAC delay performance for a Class 1 (Risk to Life) emergency node.
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4.10 Implementation Aspects of MP-EDCA

A disaster is a dreadful dense emergency event, which may cause substantial loss of
human life, property or environment [119]. Disasters can be categorised into two types,
natural and manmade disasters. In recent years, the frequency of both disasters increased,

which demands effective communication mechanisms for saving human life [120].

Cellular, fixed infrastructure or centrally controlled networks are highly affected by an
emergency [121]. Moreover, cellular networks either become jammed (network
congested) or shut down to avoid remote detonation of more explosives. For example,
after the bombing attacks in Boston, the network load increased the number of times.
Cellular networks were jammed because numerous people were trying to contact their
loved ones or trying to gather information about the incident. To normalise the situation,
people were warned through social media to text, rather than call to free some bandwidth.
Moreover, people were requested to open their closed WLANSs [121]. A news Atrticle
published in [121] also highlights the need for deployment of city-wide Wi-Fi (brand
name of WLAN) with emergency traffic support.

First responders (relief workers) need reliable communication during dense emergency
situations to save human life. To provide reliable communication under such situation, a
WLAN is the alternative. However, the WLAN in its current form does not support

emergency traffic, especially in a dense emergency situation.

The deployment of MP-EDCA could address this issue by supporting emergency traffic
and prioritising lifesaving emergency traffic. Moreover, the deployment shall take effect
only when the existing WLAN upgrades the MAC protocol, such as the protocols
proposed in this thesis. In addition to a disaster situation, the proposed protocol could be
used in network-saturated conditions such as public events (e.g., soccer game) to

prioritise emergency traffic.

WLANSs use unlicensed radio frequencies. Therefore, other device protocols may take
advantage of it. Consider the above emergency situations (e.g., 9/11 or Boston bombing),
the deployment of MP-EDCA in an emergency is simple. Consequently, the system
planners could use the ideas and results provided in this thesis for adequately handling a

dense emergency in terms of communication.
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4.11 Summary

In this chapter, an in-channel multiple service preemption scheme termed MP-EDCA was
discussed. The MP-EDCA extends the original 802.11e capabilities by accommodating
emergency traffic in 802.11 networks. The scheme provides immediate channel access
privileges to high priority emergency traffic in distributed networks.

The performance of MP-EDCA, CP-EDCA and EDCA were compared by extensive
simulation experiments. The simulation results showed that MP-EDCA achieved up to
60% lower MAC delays (network-wide), about 99% lower delays for risk-to-life
emergency traffic, 75% lower packet drop ratio, up to 60 lower packets retransmitted and
20% higher throughput than CP-EDCA. The MP-EDCA can provide better QoS to
emergency nodes under high traffic conditions more effectively. Moreover, immediate
channel access for lifesaving emergency traffic is guaranteed even in a saturated
emergency since nodes for an emergency provided. However, when all nodes are in “risk
to life” (an unusual case), MP-EDCA performs as well as the CP-EDCA.

In MP-EDCA, physical parameters, such as SIFS and slot time are modified in such a
way that high priority emergency (lifesaving) traffic receives the highest priority,
immediate channel access and ability to preempt any low priority emergency (health,
property and environment) traffic. Next, in Chapter 5, the provision of the QoS guarantee

using admission control is investigated.
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Chapter 5

Preemptive Admission Control MAC for Strict
QoS Guarantee in WLANS

5.1 Introduction

In Chapter 4, a novel in-channel MP-EDCA was proposed for supporting emergency
traffic. The primary objective of this thesis is to develop a MAC framework that supports
emergency traffic (immediate channel access) and provide strict QoS guarantee in
WLANSs. The MP-EDCA protocol reported in Chapter 4 supports emergency traffic by
giving privileges to high priority lifesaving emergency traffic to preempt the ongoing
traffic stream for immediate channel access and accommodates more nodes with
lifesaving emergency traffic. However, MP-EDCA may not be effective in providing a
QoS guarantee under high traffic loads (see Fig. 4.18). Therefore, this chapter addresses
the limitations of MP-EDCA by proposing a preemptive admission control (PAC)
protocol, termed PAC-MP-EDCA.

Admission control is used to implement network management policies, manage the
available bandwidth, or ensure that time-sensitive applications will receive the required
QoS guarantee [45]. Admission control ensures that the admittance of new traffic streams
into a resource-constrained network does not affect the QoS required by existing traffic
streams. There are two distinct admission control mechanisms: contention-based for
EDCA and controlled-based for HCCA. In general, admission control depends on

vendors’ specifications such as available channel capacity, link conditions,
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retransmission limits, and the scheduling requirements of a given stream [39]. The use of
admission control in the proposed research will provide a strict QoS guarantee to time-

sensitive applications.

The objective of PAC is to address the performance degradation issue of MP-EDCA and
provide a strict QoS guarantee in dense emergency applications where a high number of
nodes report the emergency. The PAC is simple and effective and uses admission control

scheme based on the capacity analysis.

The remainder of the chapter is organised as follows. In Section 5.2, the previously
reviewed research on providing QoS guarantee is reviewed further. The proposed PAC-
MP-EDCA is described in Section 5.3. Section 5.4 presents the simulation setup and
discusses implementation aspects of PAC. Simulation results are presented and discussed
in Section 5.5. The strengths and limitations of PAC-MP-EDCA are discussed in Section

5.6, and the chapter is concluded in Section 5.7.

5.2 Previous Research on Providing QoS Guarantee using Admission Control

Emergency traffic requires a strict QoS guarantee and main limitation of IEEE 802.11e
(EDCA) is that it does not provide any QoS guarantee to time-sensitive applications under
medium-to-high traffic load [15]. Therefore, many network researchers believe that a QoS
guarantee cannot be achieved without defining effective admission control. This section
briefly reviews only a selected set of admission control schemes discussed in Subsection
3.3.2.

Despite providing service differentiation, the EDCA cannot support strict a QoS
guarantee for time-sensitive applications [83]. Thus, numerous researchers proposed
remarkable admission control methods for regulating incoming traffic into the network.
Son, S. et al. [88] proposed admission control, which applies an adaptive arbitration inter-
frame spacing AIF mechanism to address the QoS guarantee in EDCA. However, this
admission control limits the traffic based on network capacity and adaptive AIFs to
prioritise high priority traffic. The authors [88] only claim that the system provides
differentiation of services near absolute priority for high priority traffic.
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Xiao, Y. et al. [17] adopted a two-level protection approach to guarantee time-sensitive
traffic. They proposed a distributed admission control and tried-and-known approach;
The admission control measures the channel utilisation on each beacon interval, based on
which available capacity is calculated. Traffic streams do not receive transmission time
if their class capacity is zero. Further, STAS are not allowed to increase transmission time.
In addition to the tried-and-known mechanism, a new STA flow is first temporarily
accepted and throughput and delay performance are measured for some beacon interval.
If it affects the performance and does not meet a specific requirement, then flow is
rejected. Similarly, Hamidian et al. [19] proposed an EDCA-distributed resource
reservation (EDCA-DRR) scheme that uses a distributed approach for same admission
control, traffic scheduling and resource reservation. This EDCA-DRR is an enhancement
of EDCA with resource reservation (EDCA-RR) [12], which calculates the schedule
service interval and resource reservation before admitting the time sensitive traffic

stream.

Time-sensitive applications need stringent QoS requirements and thus an efficient AC
mechanism should always give them high priority. Chen et al. [18] proposed two
schemes: call admission mechanism and rate control mechanism. Call admission control
is for real-time traffic and rate control is for best-effort traffic. Rate control utilises
remaining channel capacity without affecting the time-sensitive traffic; each STA
monitors the channel busyness ratio and estimates the rate of the ongoing real-time traffic
before adding the traffic. Similarly, Sarma et al. [21] investigated a strict priority based
QoS-aware protocol (SPQAMP) that gives priority to time-sensitive STA to send the
packet by assigning non-overlapping values to CW for high priority and low priority
traffic and resets the backoff counter instead of freezing for low priority traffic. In
addition, a similar approach that provides QoS to different time-sensitive applications
based on the traffic flow and queuing schemes is proposed in [22]. In this AC method,
each STA alters the backoff counter based on its own packet’s priority and previously

transmitted packet’s priority to protect time-sensitive traffic.

Yang et al. [122] investigated the priority random early detection (PRED) mechanism by
enhancing the random early detection (RED) proposed in [84]; PRED alters queue[AC]
based on the traffic load used scheduling mechanism to give priority to each packet within
the STA.
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Finally, Pang et al. [123] investigated a Joint Measurement-based Admission and
Bandwidth Control (JMABC). JMABC provides protection to ongoing traffic stream
from the upcoming traffic stream through a measurement-based admission control
scheme. Moreover, JMABC prioritises real-time traffic using the packet scheduling
scheme. All incoming packets from other stations are first admitted by admission control
and then forwarded to the adaptive class-based queue, which is monitored by a feedback
monitoring module. The feedback monitoring module determines this queue’s throughput
and system’s total throughput and provides the feedback back to admission control.
JMABC may provide a QoS guarantee to real-time traffic, however, operations cost of
JMABC may highly affect the system performance.

Most of the proposed schemes in literature only provide a QoS guarantee under low traffic
load, and when the traffic load is increased they provide service differentiation rather than
a QoS guarantee [124]. Unlike these approaches, the proposed PAC-MP-EDCA protocol
provides a strict QoS guarantee, especially to lifesaving emergency traffic. The
PAC-MP-EDCA is discussed next.

5.3 Description of Proposed Preemptive Admission Control Protocol

The proposed PAC-MP-EDCA scheme described in this chapter differs from the earlier

work described in Section 5.2. It has different goals and capabilities.

The PAC mechanism in the proposed scheme can protect high priority traffic from low
priority data. In most cases, it protects high priority data from being degraded by the other
traffic of the same priority. In MP-EDCA, admission control is not required to protect
high priority data from the low priority data owing to its preemptive nature. However, it
may require protecting high priority lifesaving emergency traffic from other same priority
traffic. In this section, a model-based admission control for EDCA is presented. The
specifications of admission control are based on the IEEE 802.11e standard [2].
Moreover, PHY and MAC parameters use to tune the admission control were presented
in Chapter 4. The PAC-MP-EDCA enhances the capabilities of 802.11e standard and
defines the decision related to admission of new emergency flow starts/departs or the
WLAN state changes. The PAC mechanism is assumed to be located at the central

coordinator emergency node or AP (Fig. 5.1). In Fig. 5.1, the node in red colour represent
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the first responders in the disaster situation, and the node in green colour has all the
resources. Green colour node works as a central coordinator node (AP). All other nodes

look to the green node for resources.

The proposed PAC protocol addresses the performance degradation problem of MP-
EDCA and provides a strict QoS guarantee to lifesaving emergency traffic. In the present
study, an admission control is introduced based on the PAC algorithm and capacity
analysis of emergency traffic. Among the four types of emergency traffic, admission

control is applied to the Risk to life (lifesaving) emergency traffic.

911y 911y

Incoming

Call

Figure 5.1: Emergency scenario of PAC-MP-EDCA.

Central coordinator node (green node in Fig. 5.1) advertises ACM bit for lifesaving
emergency traffic category using the Beacon to indicate that admission control is
mandatory for lifesaving emergency traffic. The node with lifesaving emergency traffic
sends Add Traffic Stream (ADDTS) request action frame to AP that includes a Traffic
Specification (TSPEC). The parameters for PAC includes a MAC Service Data Unit
(MSDU) size, mean data rate, min Physical (PHY) rate, surplus bandwidth allowance
(SBA). Once AP receive ADDTS request, AP runs the PAC mechanism (PAC algorithm
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and capacity analysis) and communicate back to the emergency node with the admittance
decision using ADDTS response action frame.

5.3.1 The Proposed PAC-MP-EDCA algorithm

In the PAC protocol, a wireless station first specifies its traffic characteristics and QoS
needs using the TSPEC. A new emergency traffic stream (node) can only join the network
if either network has availability of required resources or the node has higher emergency
priority than the priority with existing ongoing nodes. The PAC algorithm is implemented
in each of the wireless nodes at the MAC layer. The implementation aspect of PAC-MP-
EDCA is shown in Figure 5.1, and the corresponding pseudo-code is shown in Figure
5.2.

1 Ifrequired slots (bandwidth) is available for new traffic flow then

2 Accept the new emergency traffic flow

3  Else

4 If new traffic flow has higher priority than ENVIRONMENT (EMERGENCY) then

5 find all existing lowest priority traffic flows than new traffic flow's priority

6 Calculate the required number of slots for new traffic flow

. Find low priority traffic flow which is using the same number of slots //best
match or random match

8 Preempt the low priority of existing traffic flow

9 Admit new high priority traffic flow

10 Else (the new traffic flow has the lowest priority than all existing flows)

11 Reject the admission of new traffic flow

12 End

13 End

Figure 5.2: The pseudo code of the proposed PAC-MP-EDCA algorithm.

Suppose, there are Su-1 ongoing traffic streams. When the new emergency traffic stream
Su™ arrives, the PAC will calculate the available resources. If enough resources are
available to admit the new emergency traffic stream Su'™ and satisfy the QoS required by

the new stream without affecting the QoS required by ongoing traffic stream, admission
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will be granted to new traffic stream. Otherwise, the priority of new traffic stream is
checked.

5.3.2 Capacity analysis of Risk to Life emergency

The PAC-MP-EDCA is based on the capacity analysis of emergency traffic. The capacity
analysis approach presented in this Section is adopted from [86]. The main difference is
that admission control reported by Sunghwa, S. et al. [86] is limited to low priority traffic,
whereas admission control reported in this Chapter is only limited to the high priority
lifesaving emergency traffic. Another difference is that the design of PAC-MP-EDCA is
based on the MP-EDCA, described in Chapter 4.

In PAC-MP-EDCA, among the four categories of emergency traffic considered in this
research, admission control is applied only to RtoL (lifesaving) emergency traffic and
will be activated dynamically when the load is reached at the network capacity. The high
priority emergency traffic will be delivered timely because of MP-EDCA’s preemptive
nature. The problem occurs when the same priority traffic wants to access the medium in
a saturated situation which increases the collision and degrade the performance.
Therefore, proposed PAC-MP-EDCA analyse the network capacity and provide the
protection to the existing (ongoing) flow of RtoL emergency traffic from low or same
priority emergency traffic specifically in saturated network condition. The admission
control analyses the network capacity for emergency traffic before admitting the new
traffic flow. To analyse the network capacity for emergency traffic, we followed the
similar capacity analysis scheme conducted for saturated condition by [125].

For n RtoL nodes within the BSS, let the probability of the network state as fraction of
transmitting time of node k be denoted by p;. The idle channel time is denoted by p,.
Furthermore, the ratio of the expected transmission time e[¢, ] to the expected backoff

time e[y, ] for transmitting node k be denoted by u, = e[@i]/€[Wil.

The total number of transmissions by RtoL node k are represented by ci(t). In the
network scenario, if the channel is idle and all the RtoL nodes waiting for the channel

would decrease the backoff counters. Thus, the ratio of p, to p, can be represented as:
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Where vy, (j) represents the length of the j-th backoff interval of RtoL node k and ¢ (j)
Is the length of jth transmission of RtoL node k. From the equation (5.1), a system of the

linear equations may be defined as below:

—P1_P2_ _Pn
Po = T Hn (5-2)

As Y-op, = 1, the above equation can be solved as follows:

1

Po = Thtigrim, Pk = Pok, (5.3)

We consider that MPDU of RtoL node k consists of a MAC header (where MAC header
includes frame check sequence). Let, the payload be transmitted at the rate of &;, the PHY
header consist of preamble and acknowledgement frame; and are transmitted at the ratio
of 8,,:n (< &%), which does not depend on &, in case of reliable transmission. Moreover,
Tpu, Ty, Ty, and Ty 1S the time period for transmitting the complete frame i.e., PHY
header, MAC header, payload and ACK. The transmission rate of node k to transmit a

packet, denoted as &, can be expressed as:

6_k = w6 + (1 — W) O min, (5-4)

(Tmu+TpL)

where wy, = (Tpu+Tun+TpL+T ack)’

As, Tqrs is negligible as compare to Ty, , thus is not considered in the calculation of &.

herefore, x;, the achievable throughput of saturated node k, is given as:

R K =
X = PyO = (m) e (5.5)
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Based on the pseudo code (Fig. 5.2) and above capacity analysis, a simple admission
control for RtoL emergency services is designed. We consider that a node with RtoL
emergency traffic first sends a request for admission to the central coordinator node. After
receiving the request, central coordinator node may send the admission response with

acceptance or rejection.
Discussion:

Let ng:o, and vgy,, be the total number of ongoing RtoL nodes, the maximum number
of allowable RtoL nodes is based on the capacity analysis e.g., 40. The central coordinator
node receives the admission request, the central coordinator node accepts the request as
long as ngror < Vrior, — AVgreor, Where Avg,,,. 1S @ positive integer number. Here, Avg;o,
is used for modelling error of capacity analysis into consideration. Once the RtoL
emergency traffic stream is admitted, the central coordinator node updates ng;,;. . In case,
central coordinator node does not receives any traffic from connected RtoL node for a
given time, that is, generally more than the packet generation interval of the RtolL
application. Then, the central coordinator node shall consider the connection is lost,
therefore, decrease the ng:,; by 1. In this process, central coordinator node will not
calculate the probability or rates in Egs. (5.1) to (5.5) to estimate the vg;, ., that can be
estimated by the traffic model of RtoL node. Therefore, there is not computation cost of

this admission control.

Consider, the throughput achievable in Eq (5.5) is taken without estimating the collision,
the assumption is that the central coordinator node will not admit new RtoL nodes over
the capacity. The central coordinator node will maintain the number of RtoL connection
at the given time for managing the network capacity. Since, multiple RtoL nodes
simultaneously access the medium and be cause of collision. Therefore, to minimise the
probability of the collision, the admission delaying techniques may incorporated in
central coordinator node. For example, v;,,; as the interval for generating packet of RtoL
node, and T, is a time when the RtoL connection i is admitted. The Az, (> 0) as the
offset timing of RtoL connection k within v;,,; At, = mod(ty, Vi) Where mod(x, y) is

a modulus function that divides x by y and returns modulo. If the central coordinator node
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receives a new admittance request for RtoL node at the time of 7, it calculates the
difference between At,, and At, (Vk # m). If the calculated difference is lower than
CWhrroL - ©s10¢ TOr any k += m, the central coordinator node may not respond to the

admission request and may delay the admission by certain time while d( > 0) , where:
Aty = mod (T + d, Pine)

{%:%}IAT;" — Aty | > CWhrop * @510t (5.6)

Then, the central coordinator node updates the offset timing of RtoL connection m as the
updated value of At,,,. Moreover, the central coordinator node accepts the RtoL node
admission request if no any RtoL node satisfying Eq (5.6). The admission request from

RtoL nodes may come at random time. Therefore, the probability is negligible.

The vt IS a few tens, ¢y, is a hundred milliseconds and CWxrror. @si0r 1S 1€SS than 1
milisecond. Therefore, the delay from central coordinator node while admitting the new

RtoL node is according to the Eq (5.6).

5.4 Performance Evaluation

The objective of PAC-MP-EDCA is to address the performance degradation issue, and
provide a QoS guarantee to the lifesaving emergency traffic of MP-EDCA. Therefore,
this section evaluates the performance of the proposed PAC and compares it with the MP-
EDCA [108] and EDCA [126]. Three simulation models, (1) MP-EDCA with PAC
(PAC-MP-EDCA), (2) MP-EDCA without PAC and (3) EDCA models were developed
in Riverbed Modeler [25]. While the main objective is to evaluate the performance of
MP-EDCA with and without PAC, the performance of PAC-MP-EDCA is compared with
that of the already implemented EDCA for the validating simulation results. For
developing the models, the code, existing process models and node models of Riverbed
Modeler were modified. The performance of PAC-MP-EDCA is evaluated by using

extensive simulations.
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5.4.1 Simulation Environment and Parameters

Figure 5.3 shows the Riverbed representation of a fully connected network of
PAC-MP-EDCA. For simulating (1) PAC-MP-EDCA, (2) MP-EDCA and (3) EDCA, a
total of 45 scenarios (15 scenarios in each case) were created. For each scenario, nodes
vary from N = 4 to 60, which communicated with the central coordinator node. AP

functionality of a central coordinator node was enabled.

Uniform node distribution was used in the MP-EDCA and PAC-MP-EDCA scenarios
where each scenario consists of an equal number of (Class 1 to Class 4) emergency nodes
(identical configuration). The number of nodes was increased up to 60 to observe the
effect of system performance for various emergency priorities. MP-EDCA supports four

types of emergencies with various priorities (uniform node distribution).

APPL
=B==E

Application
Dafiniton

AppDef

RioPro

RioEnyvironment

Figure 5.3: Riverbed representation of the fully connected network PAC-MP-EDCA.

Class 1 category nodes use RtoLSIFS and RtoLSlotTime, Class 2 category nodes use
RtoHSIFS and RtoHSIotTime, Class 3 nodes use RtoPSIFS and RtoPSlotTime, and Class
4 nodes use RtoESIFS and RtoESIotTime. In EDCA [45], all nodes use default SIFS and
Slot Time as EDCA does not support emergency traffic. Apart from SIFS and Slot Time,
all other parameters are set to EDCA default values. Table 5.1 shows the parameter values
used in the simulation of MP-EDCA with PAC (PAC-MP-EDCA) and without PAC
(MP-EDCA). Each simulation run lasted 300 seconds. The real-time voice traffic was

used to evaluate the performance.
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Table 5.1: MAC parameters used in simulation.

Data rate = 65Mbps (base)/600 Mbps (max)

WMin[0] =2slots | AIFS[0] =1slot | WMin[0] = 2 slots

General | o ool = IEEE 802.11n

Parameters Number of MP-EDCA without PAC nodes without 4 - 60 nodes
Number of MP-EDCA with PAC: 4 — 60 nodes
Application: Interactive voice (G.723.1.5.3K Encoder Scheme)
TXOP limit =3 ms

Contention MP-EDCA and PAC-MP-EDCA

Parameters
Risk to Life Risk to Health Risk to Property | Risk to
(RtoL) Priority (RtoH) Priority (RtoP) Priority Environment
Nodes Nodes Nodes (RtoE) Priority

Nodes

RtoLSIFS =10 RtoHSIFS = 25 RtoPSIFS = 40 RtoPSIFS = 55
RtoLSlotTime = 25 | RtoHSlotTime = RtoSIFS =55 RtoESIotTime = 70
AIFS [0] = 1slot 40 AIFS [0]=1slot | AIFS[0] =1slot

WMin[0] = 2 slots

WMax[8] = 8 slots | WMin[0] = 2 slots | WMax[8] = 8 WMax[8] = 8 slots
WMax[8] = 8 slots
slots
EDCA

SIFS =9 ps for all priorities

Slot Time = 20 us (default) for all priorities
AIFS [2]

Wmin [0] = 2 slots

WMax = 8 slots

Short = 9us

Long =20us 10us  Short = 28us

Long =50us  Short=15

Long =31 1023

5.5 Results and Discussion

The main motivation for designing PAC is to provide certain QoS guarantees for Class 1
(lifesaving) emergency nodes of MP-EDCA in a dense emergency where numerous nodes

report an emergency. To study the performance of PAC, QoS parameters, such as average

network MAC delay, average MAC delay of class 1 (risk to life) traffic, data drop ratio,

packet retransmission and average throughput were measured. The WLAN performance

measurement metrics are defined in Chapter 4 (Section 4.7).
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5.5.1 Network MAC Delay

Figure 5.4 exhibits the average network MAC delay for the proposed PAC-MP-EDCA
compared with MP_EDCA and the standard EDCA. As shown in the figures, the MAC
delay remains the same and very low for all three considered schemes up to 25 nodes.
When the number of nodes increases from 25 to 60, the MAC delay for EDCA sharply
increases up to 0.067 seconds (4.02 ms), while it remains low for both PAC-MP-EDCA
and MP-EDCA schemes. EDCA delay increases due to the increased collision since all
nodes have the same priority and thus the contention is high. The effectiveness of the
proposed PAC-MP-EDCA is shown in Figure 5.5. On examing Fig. 5.5 closely, it can be
observed that both schemes offer the same MAC delay up to 44 nodes. However, when
the number of nodes keeps increases (from 45 nodes onwards), MP-EDCA delay
increases accordingly, since it does not provide prioritisation of lifesaving emergency
nodes. The effectiveness of PAC is remarkable for an increased number of nodes (from
45 nodes onwards) where the MAC delay is not affected by the increased network
load/number of nodes for lifesaving emergency nodes. Thus, based on the simulation
results, it can be confirmed that WLAN technologies could be used for emergency traffic
provided that the existing MAC protocol admission control implements the proposed
PAC scheme.
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Figure 5.4: Network MAC delay. Comparison of EDCA, MP-EDCA, and the proposed
PAC-MP-EDCA protocols.
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Figure 5.5: This diagram is redrawn by expanding Fig. 5.4 for clear illustration of MAC delay
of PAC-MP-EDCA and MP-EDCA
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5.5.2 Average MAC Delay of Risk to Life Emergency Traffic

Figure 5.6 depicts the simulation results of the MAC delay performance of the average
risk to life nodes for the considered MAC protocols at the various number of nodes. The
delay remains very low and the same for three schemes up to 20 nodes. Similar to network
MAC delay, the delay for EDCA increases exponentially up to 0.04 sec (2.4 ms) from 20
nodes up to the end of the simulation. Delays for both MP-EDCA and PAC-MP-EDCA
remain constant and the same from 20 nodes to 40 nodes. The key contribution of the
proposed PAC-MP-EDCA is well identified with an increased number of nodes, from 40
nodes to 60 nodes where the delay for PAC remains very low and constant compared with
MP-EDCA delay which increases from 0.1 ms at node 40 nodes up to 1.1 ms at 60 nodes.
Figure 5.7 compares the node MAC delay achieved for both MP-EDCA and PAC-MP-
EDCA. The proposed PAC achieved up to 98 % and 10% lower MAC delay over the
standard EDCA and MP-EDCA schemes, respectively. Generally, PAC offers very low

and constant node MAC delay regardless of the increase in the number of nodes.
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Figure 5.6: Average MAC delay of class 1 (risk-to-life) emergency nodes. Comparison of the
EDCA, MP-EDCA, and proposed PAC-MP-EDCA.
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5.5.3 Packet Retransmission

Figure 5.8 shows the number of retransmitted packets for the three MAC protocols
considered in the simulation. The proposed PAC-MP-EDCA improves the MAC packet
retransmission efficiency by reducing the number of retransmissions attempts required in
packet recover the losses. It can be observed that the number of retransmitted packets
increases with the increase in the number of nodes for all schemes. The PAC-MP-EDCA
achieved 80% and 20% lower retransmitted packets over the standard EDCA and MP-
EDCA schemes, respectively. Therefore, the proposed PAC-MP-EDCA scheme can be

used in wireless networks to achieve efficient retransmission.
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Figure 5.8: Packets retransmission attempts. Comparison of EDCA, MP-EDCA and the
proposed PAC-MP-EDCA.

5.5.4 Average Throughput

Figure 5.9 exhibits the comparative average of the average user throughput for a variable
number of nodes. The graphs in Fig. 5.9 shows that the proposed PAC-MP-EDCA offers
improved throughput up to 9 Mbps, while the lowest value is attributed to the standard
EDCA that provides up to 7 Mbps for 60 nodes. Generally, all three protocols provide
equal throughput for small number of nodes (up to 25 nodes). This is because with fewer
nodes, there is no network congestion. The main contribution of the proposed PAC-MP-
EDCA scheme is that it can support a larger number of nodes with traffic generated by
lifesaving nodes prioritised. The proposed PAC achieved up to 22% and 12% higher
throughput than the standard EDCA and MP-EDCA, respectively. Significantly, the key
difference between these protocols is noticed for an increased number of nodes. Thus, the
proposed PAC is needed for improving the user throughput for prioritised traffic in real-

world applications.
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Figure 5.9: Average throughput Comparison of EDCA, MP-EDCA and the proposed
PAC-MP-EDCA.

5.6 Strengths and Weaknesses

The main contribution and strength of PAC are to address the performance degradation
issue and assure a strict QoS guarantee for emergency traffic specifically lifesaving
emergency in the dense emergency where a high number of nodes report the emergency.
Therefore, this chapter proposes a PAC protocol. PAC enhances the capabilities of the
MP-EDCA protocol and addresses the performance degradation issue when the network
traffic load increases from low to high. Moreover, PAC protects the high priority
lifesaving emergency ongoing traffic flow from the upcoming same high priority or low
priority flows. Further, PAC assures the QoS guarantee to lifesaving emergency traffic in
a saturated emergency situation where a high number of nodes report an emergency. The
proposed admission control scheme is based on the preemptive approach and network
capacity analysis mechanism. Therefore, maximum number of lifesaving emergency are
admitted in the network. Moreover, the proposed scheme is simple, energency efficient
and can easily be implemented by modifying the existing 802.11 (EDCA).
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EDCA, MP-EDCA and PAC-MP-EDCA were implemented and tested in the Riverbed
simulation environment. We contributed code (written in C++) to Riverbed Modeler by

creating new node and process models.

There is a trade-off between exiting lifesaving traffic streams and upcoming lifesaving
traffic streams. To provide the QoS guarantee to existing lifesaving traffic streams,
admittance is limited to other upcoming lifesaving traffic streams. Moreover, the process
of enabling admission control may provide the QoS guarantee but increase the overhead.

5.7 Implementation Aspects of PAC-MP-EDCA

Recall the disaster situation and implementation aspects of MP-EDCA discussed in
Section 4.10. In the disaster situation, first responders protect human life, save property
and protect the environment [127]. First responders (relief workers) need reliable
communication during dense emergency situations to save human life. For saving human
life, first responders need resources, which are with the central coordinator node as shown
in Fig. 5.1. Therefore, they need effective communication with central coordinator node.
In certain scenarios, a high number of nodes (first responders) might have lifesaving
emergency traffic and would want to communicate with a central coordinator node for
resources. In such a scenario, the performance of a network may be degraded when a high
number of nodes with lifesaving emergency traffic communicate with a central

coordinator node.

In such a situation, the deployment of PAC-MP-EDCA could address this issue. The PAC
may be dynamically activated at the central coordinator node in the dense emergency
situation, such as a disaster. The PAC-MP-EDCA enabled central coordinator will admit
the nodes with risk to life traffic based on the available network capacity. Moreover, all
the nodes with risk to life priority by default preempt the low priority emergency traffic

owing to the inherent MP-EDCA support.

When planning for deployment of WLANSs, system planners can consider
PAC-MP-EDCA to support emergency traffic where lifesaving emergency traffic has the
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highest channel access priority. PAC-MP-EDCA is most useful in a situation where there
is at least one central node that can handle admission control.

5.8 Summary

In this chapter, a PAC-MP-EDCA protocol is proposed and reported. The PAC extends
the capabilities of the original 802.11e and MP-EDCA. The PAC provides a strict QoS
guarantee to MP-EDCA’s class 1 (lifesaving) emergency traffic under saturated network
conditions. The PAC provides a strict QoS guarantee together with immediate channel
access privilege to high priority emergency traffic in a saturated emergency without much
starvation in the network, which is significant QoS improvement over 802.11e (EDCA)
and its variants, CP-EDCA and MP-EDCA.

The performance of PAC-MP-EDCA, MP-EDCA, and EDCA were compared in
extensive simulation experiments. The simulation results showed that PAC-MP-EDCA
achieved up to 88% lower MAC delays (network-wide), about 99% lower MAC delays
for risk-to-life emergency, 73% lower packet retransmitted and 15% higher throughput
than MP-EDCA for N >= 60 nodes. The PAC-MP-EDCA provides significant
performance improvement over EDCA and MP-EDCA. PAC-MP-EDCA assures a strict
QoS guarantee to lifesaving emergency traffic under high network traffic loads where a
high number of nodes report an emergency. However, nodes with risk to lifesaving

emergency traffic may not be admitted if the network has no capacity.

In PAC-MP-EDCA, admission control based on the network capacity analysis
introduced. The PAC-MP-EDCA also incorporates the MP-EDCA’s capability, that is,
gives highest priority to lifesaving emergency traffic and allow high priority emergency
traffic to preempt any low priority emergency (health, property and environment) traffic.
Next, in Chapter 6, achieving a better QoS for emergency traffic by redesigning frame

aggregation with a simple block acknowledgement (FASBA) scheme is reported.

102



Chapter 6

Redesigning Frame Aggregation and BlockAck
to Enhance QoS Guarantee for Emergency

Traffic in WLANS

6.1 Introduction

In Chapter 5, a novel preemptive admission control protocol was proposed to provide a
QoS guarantee in WLANS. The primary objective of this thesis is to develop a framework
that supports emergency traffic and provide strict QoS for emergency traffic in WLANS.
To achieve the objectives, frame aggregation with simple BlockAck schemes are
redesigned and termed, FASBA. The FASBA enhances the capabilities of MP-EDCA
protocol (Chapter 5), provides assurances of service delivery, enhance the throughput,
reduce MAC transmission overheads and ultimately larger number of emergency nodes

supported in the network.

Many researchers [94, 96, 101, 103] investigated frame aggregation to enhance
throughput performance and reduce MAC transmission overheads. However, these
schemes work on UDP traffic and may not provide a guarantee of service delivery.
Moreover, these schemes use either smaller block size which increases the transmission
overheads or larger block size which may increase the error rate and results in a delay for
time-sensitive applications [96, 97]. Furthermore, IEEE 802.11e introduced BlockAck
scheme, which is now a compulsory part of IEEE 802.11n high throughput devices [25].
However, recent results show that BlockAck enhances the throughput performance at the

cost of resequencing delay at the receiving buffer [44].
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Many network researchers investigated frame aggregating and BA schemes to enhance
throughput performance. Most of the frame aggregation methods and BlockAck schemes
are complex, or they only use an ideal environment (error-free channel) and work under
low traffic load. To overcome these performance problems, this chapter proposes an
extension to MP-EDCA (Chapter 4) called frame aggregation with simple block
acknowledgement (FASBA) which was developed through minor modifications of
EDCA [126]. The proposed scheme is suitable for traffic (such as emergency traffic)

which required service delivery guarantee under medium to high traffic load.

The key network researchers and their main contributions in the area of wireless MAC
protocol design and performance improvement by tuning TXOP, frame aggregation and
BlockAck were identified and discussed in Chapter 2. In Section 6.2, previously related
research on frame aggregation and block acknowledgement schemes are further
reviewed. The proposed FASBA protocol’s frame redesign strategy is discussed in
Section 6.3. Section 6.4 evaluates FASBA and simulation results are presented in Section
6.5. The implementation aspect is discussed in Section 6.8 and the summary of the main

findings in Section 6.9.

6.2 Previous Work on the Frame Aggregation and Block Acknowledgement

Many MAC schemes have been proposed by network researchers to enhance the
throughput performance of the 802.11 MAC protocol by reducing protocol overhead.
However, these schemes are based on aggregating frames, optimising block
acknowledgement or adjusting transmit opportunity (TXOP). This section only recaps a
selected set of literature (discussed in Subsection 3.3.4) that is indicative of the range of

approaches used to incorporate emergency traffic in WLANS.

IEEE 802.11 does not perform well due to protocol overheads [39, 94]. For the
performance optimization, 802.11e enhancement left these parameters open in the
standard, for example, block size or BlockAck policies [95]. Network researchers have
developed various techniques for enhancing the performance of 802.11 by reducing the
overhead. Most of the proposed mechanisms modified TXOP, block size and BlockAck
for improving the performance of IEEE 802.11e protocol. The small size of the block

increases the communication overheads since each time STA needs to negotiation before
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transmitting the frame. To overcome the issue of the small size of the block, one can form
a large frame by combining short packets in a flow. However, the larger block size may
increase the error rate and results in a delay for real-time applications [96, 97]. Thus,
Sarkar and Sowerby [68] proposed a new MAC protocol called buffer unit multiple access
(BUMA). The proposed BUMA protocol reduces transmission overheads by applying the
frame aggregation approach and achieves higher throughput. However, BUMA is only
suitable for UDP applications and may not provide a guarantee of service delivery.
Similarly, Saif, et al. [100] developed a MAC scheme called minimised header MAC
service data unit (MSDU) aggregation scheme (MmA-MSDU) for reducing the
transmission overheads by aggregating MSDUSs. This scheme optimized the subframe by
minimizing the headers overhead. Furthermore, researchers in [93] proposed an Implicit
Sequence Control (ISC) as subframes error controller that retransmits only the corrupted
subframes. On the other hand, a two-level frame aggregation mechanism is suggested by
combining A-MSDU and aggregate MAC protocol data unit (A-MPDU) schemes [96].
This scheme enhanced the performance of throughput and offered a reduced MAC delay.
Both A-MSDU and A-MPDU are defined by IEEE 802.11n [54] standard for achieving
higher throughput at the MAC layer. Although the new frames are smaller in size
compared with legacy 802.11, they still have negative performance, especially when
added with the small payload. Moreover, network performance is highly affected while
transmitting the A-MSDUSs due to lack of control subsequence frames and retransmission.
Implementation of IEEE 802.11n do not aggregate MPDU for voice traffic due to its
specific end-to-end delay requirements. Seytnazarov and Kim [104] identified that the
performance of the network is highly degraded in saturated traffic condition when
multiple nodes access the medium for transmitting voice traffic. Authors proposed a QoS
aware adaptive A-MPDU aggregation scheme (QAA-MPDU). The QAA-MPDU scheme
optimizes throughput performance by aggregating MPDU for voice traffic and reducing
protocol overhead. Liu, et al. [105] developed adaptive A-MPDU MAC scheme.

Hazra and De [99] developed a frame concatenation with block acknowledgement for
providing QoS guarantee for time-sensitive applications. However, the proposed scheme
is only suitable for the client-server application. To provide fairness and enhancing the
performance of EDCA, Kim and Cho [102] proposed an Adaptive TXOP Allocation
(ATA) scheme. In ATA scheme, stations adjust the TXOP interval based on traffic load
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and delay bound required by the application. The TXOP interval is increased in two steps:
First, STA increases its TXOP to satisfy the QoS guarantee required by its packet queue.

Second, when the traffic load is low.

For reliable communication, the receiving station acknowledges each and every received
packet. However, this mechanism decreased the overall network performance due to an
increasing number of acknowledgement packets. As the solution, researchers proposed
various approaches utilizing and optimizing block acknowledgement Cabral, et al. [98].
The Optimized block acknowledgement (O-BlockAck) developed in Cabral, et al. [98]]
reduces the delay and increase the number of users within the network. O-BlockAck
scheme uses single service and a mixture of services used by the node. The empirical
results have shown that fragment size 12 is more appropriate for a mixture of services and
supported users may be increased from 30 to 35within a network. One more mechanism
for improving the EDCA scheme is called holding time aggregation (HTA) developed by
Azevédo Filho, et al. [101]. In HTA, each STA calculates the amount of time a packet
takes for its journey and the time an application may tolerate the delay. However, the

proposed HTA scheme is only suitable for UDP Applications.

6.3 Redesigning Frame Aggregation and Block Acknowledgement Schemes

The proposed FASBA scheme described in this chapter differs from the earlier work
described in Section 6.2. It has different goals and capabilities. First, the main objective
of the proposed FASBA scheme to accommodate more number of emergency nodes. This
objective is achieved by enhancing the WLAN throughput performance under medium to
high traffic load and reducing transmission overhead. Secondly, provide QoS guarantee
in terms of message delivery. These objectives of FASBA are achieved by aggregating
frames and implementing Simple BlockAck mechanism. The FASBA extends
BUMA[94] by incorporating the idea of frame-aggregation for reducing protocol’s
transmission overhead. Moreover, FASBA employs a simple 2-bit BlockAck strategy
which will increase the number of nodes in the network and provides QoS message

delivery.

In each FASBA enabled STA, a buffer (temporary memory) is used to combines and hold
three (3) packets with single packet header and trailer at the MAC layer before
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transmission for reducing transmission overheads and optimizing the performance.
Figure 6.1 illustrates the FASBA’s frame aggregation mechanism. The figure also shows

the acknowledgement mechanism followed by SIFS.
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Figure 6.1: FASBA frame aggregation of three packets with two-bit acknowledgement.

The FASBA’s simple block acknowledgement mechanism is illustrated in Table 6.1. The
first column shows the two bits of acknowledgement, followed by purpose and next
possible bits which will be sent by the STA. If both Ack bits are 11, means all three
packets (i.e. packet 1, packet 2, and packet 3) are successfully delivered. The transmitting
STA will send next three packets (i.e. packet 4, packet 5, and packet 6). If Ack bits are
01, means packet 2 and packet 3 are transmitted successfully. The transmitting STA will
send packet 1, 4, and 5. Similarly, if Ack bits are 10, means packets 1, and packet 2 are
delivered successfully and STA will send packet 3, 4, and 5. In all other cases, all three

packets will be resent.

Table 6.1: Proposed FASBA’s simple 2-bit BlockAck mechanism.

Two bits Purpose Next Packets)

11 All frame/packet received successfully. Transmit 4,5,and 6
another one.

01 Only resend packet 1, (packet # 2 and #3 received 1,4,and 5
successfully).

10 Only resend packet 3, (packet # 1 and #2 received 3,4,and 5
successfully)

00/ None Resend (all three packets). 1,2,and 3
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6.4 Performance evaluating of the proposed FASBA Scheme

In this section, the performance of FASBA is evaluated by quantitative stochastic
simulation. FASBA’s performance is compared with that of EDCA. The FASBA protocol
was evaluated by measuring parameters such as throughput, packet delay, packet drop

ratio and retransmission attempts.

6.4.1 Simulation Environment and Parameters

To evaluate the performance of FASBA, network simulator Riverbed Modeler and
MATLAB were used for the simulation study. In Riverbed Modeler, total 30 scenarios
were created, 15 of each FASBA, and MP-EDCA. Table 6.2 shows the MAC parameters
used in the simulations. To implement the frame concatenation as shown in Fig. 6.1, a
new data frame is developed with the reserve type field of 11 and subtype value of 1000

of the frame control field of MAC frame structure.

A new simple 2-bit BlockAck request and response frames are created by customising
the 802.11 EDCA frames in Riverbed Modeler. The node, network and process models
of Riverbed Modeler were customised. The 802.11 WLAN MAC packet formats may be
categorized into three types i.e. (1) Management, (2) Control, and (3) Data packets. For
implementing FABA in Riverbed Modeler, Type of MAC data (shown in Fig. 6.2) and
BlockAck of control packets (shown in Fig. 6.3) are modified. The type bits of WLAN
data packet are used for identifying the packet sequence. And only four bits out of 32 bits
of BlockAck field of control packs were used for sending the acknowledgement.

Moreover, EDCA’s MAC model was also customised to implement the BlockAck request
and BlockAck frames. The activation of FASBA is through the same activation process
used in the EDCA, that is adding block acknowledgement (ADDBA) frame.

The FASBA’s implementation mechanism frame-aggregation with  block-
acknowledgement maintain the backward compatibility with the existing DCF and EDCA
MAC protocols.
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Figure 6.2: FASBA’s data packet format.
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Figure 6.3: FASBA’s control packet format.
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Table 6.2: MAC parameters used in simulation.

Data rate = 65Mbps (base)/600 Mbps (max)
General | o ool = IEEE 802.11n
Parameters Number of MP-EDCA nodes: 4 - 60
Number of FASBA nodes: 4 — 60
Application: data (text message of 150 characters).
TXOP limit =0 ms
Contention MP-EDCA and FASBA
Parameters
Risk to Life Risk to Health Risk to Property | Risk to
(RtoL) Priority (RtoH) Priority (RtoP) Priority Environment
Nodes Nodes Nodes (RtoE) Priority
Nodes
RtoLSIFS =10 RtoHSIFS = 25 RtoPSIFS = 40 RtoPSIFS = 55
RtoLSlotTime = 25 | RtoHSlotTime = RtoSIFS =55 RtoESIotTime = 70
AIFS [0] = 1slot 40 AIFS [0]=1slot | AIFS[0] =1slot
WMin[0] =2slots | AIFS[0] =1slot | WMin[0] =2 slots | WMin[0] = 2 slots
WMax[8] = 8 slots | WMin[0] = 2 slots | WMax[8] = 8 WMax[8] = 8 slots
WMax[8] = 8 slots
slots

6.5 Simulation Results and Discussion

For both individual stations and the overall network, three important network
performance metrics are used i.e. (1) throughput, (2) packet delay, (3) packet drop ratio

(packet loss). These performance metrics were defined in the Chapter 4 (section 4.7).

6.5.1 Throughput Performance

The network throughput versus active nodes of FASBA and MP-EDCA for an ad hoc and
infrastructure network is exhibit in Fig. 6.4 and Fig. 6.5 respectively. One can observe
that FASBA provides higher throughput than EDCA irrespective of network architecture,
especially under medium to high traffic. For example, Fig. 6.4 compares average network
throughput (ad hoc network) for N = 4 to 60 nodes. It is found that FASBA offers an
improved network throughput up to 10 Mbps for 60 notes. One can observe that both MP-
EDCA and FASBA provide similar throughput performance for N = 4 to 36 Nodes. For
40 to 60, FASBA performs much better than MP-EDCA. For example, the proposed
FASBA scheme achieved about 15% higher throughput than the standard MP-EDCA at
N= 60 nodes.
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Figure 6.4: Average ad hoc network throughput performance of MP-EDCA, and proposed
FASBA schemes.

Figure 6.5 exhibits the comparative average network throughput of an infrastructure
network. The graphs are shown in Fig. 6.5 illustrate that the proposed FASBA offers an
improved network throughput up to 15 Mbps for 60 notes. Similar to the ad hoc network
6.4(a), both schemes (MP-EDCA and FASBA) provides equal throughput for the number
of nodes up to 28. While adding the nodes from 32 to 60, FASBA outperforms
MP-EDCA. As shown in the graphs, FASBA achieves up to 17.5 % higher throughput
than the standard MP-EDCA. Moreover, one can notice that the average throughput of
both i.e., infrastructure and ad hoc networks constanty increases when the number of

nodes are increased.
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Figure 6.5: Average infrastructure network throughput performance of MP-EDCA, and
proposed FASBA.

6.5.2 MAC Delay

The average network-wide MAC delay of FASBA and MP-EDCA for N = 60 stations in
ad hoc network is shown in Fig. 6.6. One can observe that FASBA outperforms EDCA
in delay performance when the network load is increased from node N = 24 to 60. For
example, FASBA’s mean packet delay is about 30% lower than MP-EDCA’s in the
network with N=60 nodes.

The emergency traffic and other time-sensitive applications are delay sensitive. It is found
that FASBA may manage up to 32 emergency nodes. Another side, MP-EDCA can
manage 24 nodes. It is observed that FASBA’s mean packet delay is lower than
MP-EDCA in both ad hoc and infrastructure network environment.

The main conclusion that can be drawn from Fig. 6.6 that nodes using FASBA have a
substantially lower mean packet delay than the nodes using MP-EDCA, especially under
medium to high traffic load.
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Figure 6.6: Average network-wide MAC delay. Comparison of MP-EDCA, and the proposed
FASBA.

6.5.3 Packet Retransmission

Figure 6.7 exhibits the number of retransmitted packets for the two MAC protocols
considered in the simulation. As it can be seen from the figure, the proposed FASBA
protocol improves the retransmission of MAC by reducing the retransmissions attempts.
If you look closely to the Fig. 6.7, one can notice that the number of retransmitted packets
increases with the increase in the number of nodes for both schemes. The proposed
FASBA achieved 60% lower re-transmitted packets over the standard MP-EDCA. This
is achieved by optimisation of block acknowledgement mechanism. The proposed

FASBA scheme can be used in wireless networks to achieve efficient retransmission.

113



0.35

03 e+@+MP-EDCA e=miémmProposed FASBA Y

0.25 ¢

o
N

0.15

\

[
o v
0.05 o

ol ’
P
"J ....//——
/‘ %—‘
12 16 200 24 28 32 36 40 44 48 52 56 60
Number of Nodes

Retransmission Attempts (packets)
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6.6 Validation of Riverbed Simulation Results using MATLAB

To validate simulation models and results, we used the approach discussed in Section 3.6.
In addition, to compare our FASBA’s simulation results with an already implemented
model of MP-EDCA in Riverbed Modeler, we implement our proposed mechanism of

FASBA’s SimpleBlockAck in MATLAB. The implementation aspect is discussed below.

In the Matlab, We evaluate the performance of FASBA’s frame aggregation mechanism
with ACK and Simple BlockAck schemes. In ACK, all three packets are resent again.
Another side, FASBA’s simple block acknowledgement mechanism (see Table 6.2) is
used. For implementing BlockAck, and FASBA’s SimpleBlockAck in Matlab, a cell
variable of user-defined length is created. The simulation is run until the cell variable is
not emptied. Two arrays variables i.e. (1) new-bits, and (2) old-bits are used to move the
data. Iterations are used to empty the cell. In each iteration, three bits (packets) are
removed from the cell variable and added into the new “new-bits” variable. These bits

and any other bits in the variable “old-bits” are assigned to the variable packet. In the
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SimpleBlockAck, the probability of 0.1% is used. A bit (packet) is assumed to be lost
based on the probability. The lost bit is stored in the old-bits variable. The final bits are
sent by removing lost bits and are stored in the variable SimpleBlockAck. In the
simulation, any lost bits by the system are identified and sent with the next packets data.

Another side in ACK, all bits (packets) are sent again.

The simulation was carried out to demonstrate the effectiveness of the proposed
algorithm. The bit stream length of 5000 was used and three bit are transferred at once
from sending to the receiver with a probability of missing a bit was set to be at 10 percent
(0.1). In the first set of experiment, when if a packet is lost while sending it to the receiver,
the whole packet (all three bits) are sent again, the results are shown in the Figure B.1. It
took 1844 iteration to send the completed bit stream. The second set of experiment was
performed where only the missing bit is sent when any bit in the packet was lost. When
the experiment was repeated with the same settings, the results are shown in Figure B.2.
This time, the proposed algorithm took 1718 iterations to send the complete bit stream.
The proposed algorithm has taken 126 less iterations to send a complete message, which

is an improvement of 7.34%.

6.7 Strengths and Weaknesses

The main contribution and strength of FASBA are to improve the performance and
provide assurance of service delivery. This chapter, therefore, proposes a frame
aggregation with simple block acknowledgement (FASBA) protocol, FASBA an
enhancement to MP-EDCA scheme that addresses the performance issue due to
transmission overhead. FASBA provides better bandwidth utilization than MP-EDCA
because it wastes less transmission capacity in the backoff state, and consequently
achieves higher throughput, lower MAC delay, lower retransmission attempts, and lower
packets drop ratio under medium to high traffic load. This improvement is due to
FASBA’s frame aggregation and simple two (2) bit block acknowledgement strategies to

send a single header and trailer with transmitting multiple packets.

The results show that that under an error-prone environment, FASBA enhances
throughput performance in both ad hoc or infrastructure networks, provides lower MAC

delay and retransmission attempt. Ultimately, FASBA accommodates more number
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emergency nodes in the network. However, the performance of FASBA depend upon the
length of the packet, and bit error rate. The FASBA performs better in lower packet length
and higher bit error rate. Network under low traffic load, FASBA performs as good as
DCF. However, results present in this chapter are based on optimistic network

environment. However, burst errors would affect the throughput and delay performance.

6.8 Implementation Aspects of FASBA

In the emergency such as natural or manmade disaster where high number of nodes (first
responders) report an emergency, the first priority of first responders is to save human
life. For saving human life, they require effective communication in saturated network
conditions. However, a network may not have the required capacity to accommodate all
the RtoL nodes with real-time traffic. Thus, first responders may use short emergency

text messages but there is no inherit support to prioritise emergency messages.

To overcome from the situation, FASBA may be used. FASBA extends the capabilities
of MP-EDCA and prioritises lifesaving emergency traffic. Moreover, FASBA provides
enhances the throughput performance, reduces MAC delay, and assures guarantee of

service delivery.

The FASBA protocol is easy to implement and provides cost-effective solutions to
improve the performance of 802.11 based WLANs. FASBA based devices require a
random access memory (RAM) for holding the frames. A buffer may be created for frame
aggregation and destroyed once frames are delivered. FASBA does not require any other

hardware for implementation.

Generally, end-user devices are faster, have high power processor and ram. The FASBA’s
frame formulating (i.e. aggregating frames) strategy is effective. The processing time for
combing frames is negligible in the current era of high-speed end-user devices. The data
frame and control frame format of 802.11 can be modified for implementing FASBA.

In the dense emergency situation, FASBA performs better where high number of nodes
report emergency. Network under the low traffic, FASBA performs as better as DCF by

sending one frame at a time.
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6.9 Summary

In this chapter, a frame aggregation scheme together with a simple two-bit block
acknowledgement scheme called FASBA was reported. The FASBA extends the
capabilities of MP-EDCA. Therefore, FASBA has inherent emergency traffic support,
that is, prioritise emergency traffic. Moreover, FASBA enhances the throughput
performance, provide a guarantee of service delivery, accommodate an increased number
of emergency nodes. The improvement in the FASBA’s performance achieved by
addressing the protocol transmission overheads incorporating frame aggregation with

block acknowledgement schemes.

In FASBA, frames such as data frame and control frames are modified for achieving
higher throughput, reducing frame queueing delay and providing a guarantee of service

delivery under medium to high traffic load.

The performance of FASBA and MP-EDCA were compared by simulation experiments.
The simulation results showed that FASBA reduces the transmission overhead, achieve
higher throughput performance, reduce MAC delay, and accommodate more number of

lifesaving emergency nodes in the network.

The simulation results showed that FASBA achieved up to average 14% higher
throughput (ad hoc network), 17% higher throughput infrastructure networks, MAC delay
is up to 22% lower, and average packet drop ratio is 60 % lower than MP-EDCA. The
FASBA can provide better QoS to emergency nodes under high traffic conditions more
effectively. Next, in Chapter 7, implications for system planning, conclusion and future

development of this research are outlined.
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Chapter 7

Conclusion and Future Directions

The thesis is concluded in Section 7.1, while the future research directions are presented
in Section 7.2. This chapter also provides a discussion on the implications for system

planning and deployed in Section 7.3.

7.1 Conclusion

This thesis focused on developing a MAC framework that supports emergency traffic by
providing strict QoS guarantee. The usage of time-critical applications (such as
emergency services) over the WLANS is increasing. Further, addressing the lack of
inherent emergency traffic support and providing of strict QoS guarantee in distributed
wireless MAC protocols were the main motivations of this research. In WLANS,
supporting emergency traffic and providing QoS guarantee is very challenging owing to
the current WLAN MAC layer that utilises a shared medium that doesn’t define
emergency traffic among its type of services. This increases noise interference,
particularly for the overloaded network. While there are multiple parameters that may
affect QoS performance of emergency traffic at the MAC layer level, short-inter-frame
space (SIFS) and slot time were identified as the main factors. Other factors, such as
admission control, frame aggregation and block acknowledgement also influence the
performance of WLANs for emergency traffic. To meet the research aims, the
organisation dealing with emergency services were studied. Generally, emergency
organisations categorise the emergency traffic into four general types (i.e., emergency to
life, health, property and environment) and the highest priority is given to emergencies
related to life, followed by health, property and environment. To support these
emergencies, traffic type over WLANS, SIFS and slot time were modified in this thesis.

Moreover, to preserve the acceptable packet delay, the admission control for managing
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the administration of the emergency traffic was proposed. The proposed admission
control module accepts or rejects the incoming session based on its priority and the
available network resources. Further, to provide better QoS to emergency traffic, frame
aggregation with simple block acknowledgement scheme was proposed. The proposed
scheme reduces the MAC transmission overheads, enhances throughput performance and
reduces the MAC delay.

This thesis has makes several original contributions, which are reported in Chapters 4 to
6. A summary of the contributions is outlined below. The MAC protocol is among the
key factors that influence the performance of WLANSs. The IEEE 802.11e working group
enhanced the 802.11 MAC to provide QoS to time-sensitive applications in WLANS.
However, the 802.11e (EDCA) standard has limitations and it neither supports emergency
traffic nor provides a strict QoS guarantee. Therefore, this research focused on providing
emergency traffic support and a strict QoS guarantee in WLANS.

To overcome these limitations, this thesis developed a MAC framework, which includes
several new protocols. To support emergency traffic, a new protocol termed MP-EDCA
(Chapter 4) was developed by modifying the existing 802.11e (EDCA) standard. To
provide a strict QoS guarantee, a new MAC protocol termed PAC-MP-EDCA (Chapter
5) was developed and to serve emergency nodes better, FASBA protocol (Chapter 6)
was developed.

In Chapter 4, an in-channel multiple service preemptive protocol termed MP-EDCA was
discussed. The MP-EDCA extends the original 802.11e capabilities by accommodating
emergency traffic in 802.11 networks. The proposed MP-EDCA provides immediate
channel access privileges to high priority emergency traffic in distributed networks. The
performance of MP-EDCA is compared with that of CP-EDCA and EDCA by extensive

simulation experiments.

Performance metrics, such as average MAC delay, packet drop ratio, packet
retransmission and throughput, were used to evaluate the performance. Empirical results
showed that MP-EDCA offers a significant performance gain over CP-EDCA and EDCA.
For example, MP-EDCA achieved 60% lower MAC delays (network-wide), about 99%
lower MAC delays for risk-to-life emergency traffic, 75% lower packet drop ratio, up to
60% lower packet retransmitted than CP-EDCA and 20% higher throughput than CP-
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EDCA. The MP-EDCA can provide a better QoS to emergency nodes under medium-to-
high traffic conditions more effectively. Moreover, immediate channel access for
lifesaving emergency traffic is guaranteed even in a saturated emergency if nodes for
emergency exist. However, when all nodes are in ‘risk to life’ (an unusual case),
MP-EDCA performs as well as the CP-EDCA.

In MP-EDCA, physical parameters such as SIFS and slot time, are modified in such a
way that high priority emergency (lifesaving) traffic is given the highest priority,
immediate channel access and the ability to preempt any low priority emergency (health,
property and environment) traffic.

In Chapter 5, the provision of a QoS guarantee using admission control is investigated.
To achieve this QoS guarantee, a PAC technique was introduced in the design fabrics of
MP-EDCA and the resulting protocol was termed PAC-MP-EDCA (Chapter 5). The
performance of PAC-MP-EDCA was compared with that of MP-EDCA by extensive
simulations. The simulation results showed that PAC-MP-EDCA offers a significant
performance gain over MP-EDCA. For example, PAC achieved 88% lower MAC delays
(network-wide), about 99% lower MAC delays for risk-to-life emergency nodes, 73%
lower packet retransmitted and 15% higher throughput than MP-EDCA when N >= 60.

The PAC-MP-EDCA provides a strict QoS guarantee to MP-EDCA’s class 1 (lifesaving)
emergency traffic under saturated network conditions. The proposed system provides
strict QoS guarantee together with immediate channel access privilege to high priority
emergency traffic in a saturated emergency without much starvation in the network,
which is significant QoS improve over 802.11e (EDCA) and its variants, CP-EDCA and
MP-EDCA.

In the PAC-MP-EDCA, admission control based on capacity analysis together with a
preemptive algorithm was developed for the central coordinator node. The admission
control was modified in such a way that high priority emergency (lifesaving) traffic
obtains the highest priority, immediate channel access and the ability to preempt any low

priority emergency (health, property and environment) traffic.

In Chapter 6, to serve more emergency nodes in WLANS, the frame aggregation with a
simple 2-bit BlockAck scheme (termed FASBA) for MP-EDCA was investigated. The
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802.11(DCF) MAC protocol has a problem of transmission overheads which limits its

performance.

To address this problem, many researchers investigated frame aggregation to enhance
throughput performance and to reduce MAC transmission overheads. However, the
schemes they proposed work on UDP traffic, neither provide assurance of service delivery
nor prioritise emergency traffic. Moreover, these schemes use either a smaller block size,
which increases the transmission overheads or a larger block size, which increases the
error rate and result in a delay for time-sensitive applications. Further, IEEE 802.11e
introduced BlockAck scheme. However, recent results show that BlockAck enhances the

throughput performance at the cost of resequencing delay at the receiving buffer.

The proposed FASBA (Chapter 6) extends the capabilities of MP-EDCA by enhancing
throughput performance. In FASBA, frames, including the data frame and control frames,
are modified for achieving higher throughput, reducing frame queuing delays and

providing a guarantee of service delivery under medium-to-high traffic load.

The performance of FASBA was evaluated through Riverbed Modeler simulation and
was validated by MATLAB. The simulation results showed that FASBA reduces the
transmission overhead, achieve higher throughput performance, reduces MAC delay and
accommodate more number of lifesaving emergency nodes in the network. For example,
FASBA achieved an average of up to 14% higher throughput (ad hoc network), 17%
higher throughput infrastructure networks, 22% lower MA delay and 60% lower packet
drop ratio as compare to MP-EDCA. The FASBA can provide better QoS to emergency
nodes under high traffic conditions more effectively.

In this thesis, the extensive simulation experiments have been performed in Riverbed
Modeler. The Riverbed Modeler was chosen because of its popularity. It has wireless suit
required to model the wireless network and evaluate the network performance. Moreover,
it has capability to evaluate the network performance using node mobility and channel
fading. Riverbed Modeler was also used for designing models and evaluating the
performance of the proposed MAC protocols. For producing a credible result, it is
important to validate the simulation model and make sure that simulation parameters are
configured correctly. One of the validating approaches is to compare the results of

implemented simulation model with the results of already implemented (valid) models.
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Therefore, MP-EDCA is evaluated by comparing the simulation results with the other
two related protocols: Balakrishnan’s CP-EDCA and an already implemented a
simulation model of EDCA. Similarly, the performance of PAC (Chapter 5) is verified
against the MP-EDCA and EDCA. Finally, the performance of FASBA (presented in
Chapter 6) is tested against the MP-EDCA. However, the performances of the proposed
MAC schemes depend on various factors such as network load, noise, node mobility,
distance between sender and receiver, and channel fading. Therefore, it is recommended
for future work to test the performance of the proposed MAC protocol under the realistic

environment.

7.2 Future Research Directions

This thesis provides a WLAN MAC framework for supporting emergency traffic under
the dense emergency situation (disaster) where high number nodes report an emergency.
The aim was to answer the research question “How emergency traffic can be supported
in WLANS under medium to high traffic load?”” and “How can strict QoS guarantee be
provided to the time-sensitive application in WLANSs under medium to high traffic
load?”. This section highlights some research issues that could be investigated for the

future extension of this research.

e Testbed implementation of MP-EDCA

In this thesis, a novel MAC protocol called MP-EDCA for supporting emergency
traffic was reported in Chapter 4. A significant network performance gain with
respect to lower delays for lifesaving emergency traffic is obtained with MP-
EDCA under medium to high traffic loads. The performance of MP-EDCA was
tested by performing the extensive simulation. The simulation results were
verified by comparing the results against an already implemented simulation
model of EDCA customised model of CP-EDCA.

The performance of MP-EDCA was evaluated using simulation tools where all
nodes were stationary. There are various factors such as node mobility, hidden

nodes, exposed nodes, path loss, and signal fading which may affect the system’s
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performance. Therefore, the performance of MP-EDCA must be tested in real-

world environment before it can be released for the use.

In the upcoming future, the performance of MP-EDCA should be investigated on
the Testbed. The real equipment may be used to verify and validate MP-EDCA
performance. This will make it possible to collect real-world measurements,
which shall be used for confirming the effectiveness of MP-EDCA in disaster
situations. For testing the performance of MP-EDCA in the testbed environment,

one may adopt the approached discuss in [128].

Supporting emergency traffic in other wireless networks.

In this thesis, the organisation who deal with emergency services, were studied
for providing effective emergency traffic support in WLAN. It is reported that the
emergency organisation prioritise the emergency traffic and giving priority to
lifesaving emergency traffic followed by health, property, and environment.
These emergency traffic priorities are incorporate elegantly in the MP-EDCA.

In the dense emergency, people may use the other wireless networks (such as
cellular or sensor network) for contacting their love-ones and cause network
congestion. In the result of network congestion, people under risk to life may
suffer. Therefore, there is a need to investigate and incorporate MP-EDCA based

emergency traffic priority approach in other wireless networks.

Investigating emergency traffic support in other wireless networks will be another
important area of future research. For providing ubiquitous emergency traffic
support, one may need to investigate other wireless networks and map their
priorities with the emergency traffic priorities suggested in MP-EDCA.

Evaluate performance of MP-EDCA and PAC-MP-EDCA in the error-prone

environment.

The performance of MP-EDCA and PAC-MP-EDCA protocols were tested in the

error-free-environment. This is not the case for the real-world network where
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various communication errors are introduced by various causes such as path loss

and signal fading.

As a future work, the performance of MP-EDCA, PAC-MP-EDCA and FASBA
can be evaluated in an error-prone environment by considering the frame errors
caused by various factors such as co-channel and adjacent channel interference,

multi-path fading, and ambient noise.

Emergency-aware Internet of Things (EIoT)

The increasing number of physical objects (devices) on the network highlights the
importance of 10T. In the internet of things (10T), devices extending the internet
and exchanging data without human interaction [129]. In the dense emergency,
system planners may use the internet of things for saving human life if the
emergency traffic support is incorporated in the devices. Therefore, an emergency

aware of 10T is another area of future research.

MAC is one of the key components which influence the performance of the
network. The MAC protocols used in 10T may be groups by distance-wise i.e.,
shorter distance and longer distance. The MAC protocols for the shorter distance
are: Bluetooth 802.15.1, radio frequency identification (RFID), Bluetooth low
emergency, near field communication (NFC), IEEE 802.15.4. Another side MAC
protocols for longer distance are: SigFox, long term evolution (LTE), narrow band
loT [130]. For providing emergency traffic support in 10T, MAC protocols used
in 10T need to be investigated. Traffic priority mapping among the MAC protocols

need to be performed so devices give priority to lifesaving traffic in an emergency.

7.3 System Implication and Deployment

The wireless MAC protocols that support emergency traffic and provide QoS were

investigated in Chapters 4 to 6. A primary objective of this thesis is to develop a strict

QoS guarantee framework that could be deployed for supporting emergency traffic over

WLANS. To achieve this goal, system planners could apply the results presented in the

124



previous chapters to provide emergency traffic with the provision of a QoS guarantee in
the system. This section provides guidelines based on the results obtained in Chapters 4
to 6. The possible emergency scenarios and concrete guidelines for system planners are

discussed next.

In the dense emergency, such as disaster may cause a huge loss of human life, property,
and environment. The disaster also high affect the communication system. Moreover,
Cellular or fixed infrastructure networks either get jam due to network congestion or

shutdown to avoid remote detonation for more explosives.

First responders need reliable communication among them to save more and more human
lives as shown in Figure 4.9. To provide reliable communications, WLAN could be the
good alternative communication system, if system planners upgrade the firmware of
WLAN devices with MP-EDCA, PAC-MP-EDCA and FASBA. The MP-EDCA supports
emergency traffic and prioritises lifesaving emergency traffic in the network. In addition
to a disaster situation, MP-ECA protocols could be also used in network saturated

condition such as public event (soccer game) and may give priority to emergency traffic.

First responders need resources to save human life which are with the central coordinator
node (shown in Figure 5.1). Therefore, they also need a reliable communication with the
central coordinator. There may be a scenario where a high number of nodes (first
responders) have lifesaving emergency traffic and want to communicate with the central
coordinator node for resources. In such scenario, PAC-MP-EDCA is most useful in a
situation where there is at least one central coordinator node, which can handle admission
control. The PAC-MP-EDCA enhances the capabilities of MP-EDCA and prioritises
lifesaving emergency traffic. Moreover. PAC-MP-EDCA dynamically activated and

provides strict QoS guarantee in saturated network conditions.

In the dense emergency, the network may not have the capacity to accommodate all real-
time lifesaving emergency traffic. The first responders may use short text messages
instead of real-time traffic. However, there is no inherent support in WLAN to prioritise
emergency text messages. In such a scenario, FASBA can help. FASBA prioritises
emergency traffic, provides a guarantee of service delivery, and enhances throughput

performance by reducing transmission overheads.
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The FASBA protocol is easy to implement and provide a cost-effective solution to
provide better QoS and assure for emergency nodes. For implementing the system,
System planners may need to consider systems with higher random access memory
(RAM) for holding multiple frames. In addition to the RAM, systems may use processing
power for aggregating multiple frames. However, the processing power or RAM used by
the FASBA is negligible in the current era of high-speed devices.
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Appendix A

Riverbed Modeler Configuration

A.1. Introduction

There are various computer simulators available to design and develop IEEE 802.11
WLAN MAC protocols. The Riverbed Modeler is one of the popular network simulator
tools. The Riverbed Modeler previously known as Opnet Modeler is a simulator software
developed by Riverbed technologies. The Riverbed Modeler can be used to design,
model, and analyse various communication networks, protocols, applications, and
devices. The Riverbed Modeler is suitable for all types of networks including WLAN,
WIMAX, and Cellular (4G or LTE). The Riverbed provides all built-in models to simulate

IEEE standards and allows to customise or even create new network models.

There are two versions of Riverbed Modeler i.e. (1) Academic and (2) Commercial
version. The academic version allows to create the network scenarios and evaluate the
performance by using existing network models. Another side, the commercial version
allows to customise the existing models or create your own network models. The typical
example is MP-EDCA that was designed in this thesis by customising existing IEEE
802.11(EDCA) build-in models of Riverbed Modeler (commercial version).

The Riverbed Modeler is popular among network engineers, students and network
researchers. There are many New Zealand based network and telecom companies
including Spark Digital, Datacom Systems, 3D Networks, Fujitsu NZ are the partner of

Riverbed [131]. The free academic and commercial versions of Riverbed Modeler are
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available for download at the https://support.riverbed.com/. The beginner of Riverbed

Modeler may refer to [132] and advanced users may refer to [133].

The MAC protocols i.e. MP-EDCA, PAC, CP-EDCA, FASBA, and standard EDCA are
implemented in the Riverbed Modeler version 18.0 in order to model and evaluating the

performance.

A.2. Strengths and Weaknesses of Riverbed Modeler

The Riverbed Modeler is available for Windows operating system. The C/C++
programming languages are used to develop Riverbed Modeler. Riverbed provides a
graphical user interface (GUI) to create network scenarios. Moreover, Riverbed allows

users to modify their C/C++ writing code and implement users customized model.

The Riverbed Modeler provides a development environment with many built-in tools to
develop wireless technologies and protocols, and evaluate the performance before the
actual commercial production. The modeller allows users to create high-fidelity models,
scalable simulation and analyses a wide range of wired and wired networks. Many
network organisations use Riverbed Modeler to improve their network productivity and

enhance network performance. Modeler enables users to:
e Create wireless and wired protocols and technologies.
e Test and Evaluate performance

e Enhance research and development productivity and accelerate time-to-market.

However, the main disadvantage of Riverbed Modeler is its licensing costs, memory

consuming models, and insufficient tutorials.

A.3. Creation and Customization of Riverbed Models.

The Riverbed code can be modified by using Riverbed interface or Microsoft Visual C++
integrated development environment (IDE). The Riverbed Modeler has four models i.e.
(1) Network (2) Node (3) Process and (4) State. The state model is based on C/C++
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programming code. The state model consists of four programming blocks i.e. (1) head (2)

functional (3) static and (4) temporary variables.

Figure A.1 shows a Riverbed representation of a fully connected network scenario for
simulating MP-EDCA with PAC. The scenario consists total of 60 nodes. Each MP-
EDCA scenario consists of an equal number of (Class 1 to 4) emergency nodes (identical
configuration). Fig. A.1 also shows Application Definition and Profile Definition objects.
Each scenario uses voice traffic generated by the Application Definition. Another side,
application start time, duration and number of repetitions are configured in Profile
Definition. We increase the number of nodes up to 40 to observe the effect of system
performance for various emergency priorities. MP-EDCA supports four types of
emergencies with various priorities (uniform node distribution). The new MP-EDCA
node model is built by modifying the existing Riverbed Modeler’s “wlan_station _adv”

node model.
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Figure A.1: Riverbed network simulation scenario.
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The following changes have been made:

This section highlights how to customise process models, nodes and routers by modifying

existing process model, nodes and routers for WLANSs and see how the performance is

affected by changes in the configuration. We will also learn how to dynamically modify

physical characteristics, like the Slot Time, the SIFS (Short Interframe Space), the

Minimum and Maximum Contention Windows which we cannot normally modify in the

Riverbed Modeler. For modifying these physical characteristics, we need to customise

the Riverbed Modeler’s standard process models such as wlan_dispatch, wlan_mac and

wlan_mac_hcf, and the node models wlan_ethernet_router_adv and wlan_wkstn_adv.
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Figure A.2: Customised WLAN MAC process model.

A.3.1 Modifying wlan_mac Process Model
Steps:
1 Riverbed the process model “wlan_mac” in Riverbed Modeler

2 Open function block (FB) of wlan_mac from the toolbar and
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3 Compile the wlan_mac process model.
4 Modify the required code.

5 Compile the process model

Figure A.3: Customised MAC hybrid coordination function process model.

A.3.2 Modifying wlan_mac_hcf Process Model
Steps:
1 Open the process model “wlan_mac_hcf” in the Riverbed Modeler
2 Save “wlan_mac_hcf” as demo_wlan_mac_hcf
3 Open function block (FB) of wlan_mac from the toolbar and
4 Compile the wlan_mac process model.

5 Modify the required code.

131



6

Compile the process model

Figure A.4: Customised WLAN dispatch model.

A.3.3 Customisation of wlan_dispatch Process Model

Steps:

1

2

3

8

9

Open the Riverbed process model “wlan_dispatch” in Riverbed Modeler
Save as demo_wlan_dispatch

Open the model attributes from interfaces menu

Select Wireless LAN parameters then click edit properties

Add properties i.e. slot time, SIFS

Add attributes name “Slot Time; Type double; Unit secs; Default Value = 20E-
06”.

Add attribute name “SIFS; Type double; Units secs; Default Value = 10E-06”
Double click on the Test Spawn and modify the code as required.

Compile the process model and

10 Close the process model.

11 Modify the required code.

12 Compile the process model
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Figure A.5: Customisation of WLAN node model.

A.3.4 Customisation of Workstation
Steps:
1 Open the Riverbed node model wlan_wkstn_adv for workstation
2 Save wlan_wkstn_adv as demo_wlan_wkstn_adv
3 Right click on wireless_lan_mac and select edit attributes
4 Change the process model from wlan_dispatch to demo_wlan_dispatch.
5 Click Ok to save the attributes

6 Compile the demo_wlan_wkstn_adv node model and close the node model.

A.3.5 Creating Custom Router (Access Point)

Steps:
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5

6

Open the node model wlan_ethernet_router_adv for workstation

Save as demo_wlan_ethernet_router_adv

Right click on wirless_lan_mac, and select attributes

Change the process model from wlan_dispatch to demo_wlan_dispatch
Click Ok to save the attributes

Compile the demo_wlan_ether_router_adv node model and close the node model.

Right click on application definition and set the following properties

1. Name = AppDef

2. Application Definition (Number of Rows) = 1

3. Name = voice

4. Voice attributes

a. Silence length = default

b. Talk spurt length = default

c. Symbol destination name = voice destination
d. Encode scheme = G.711

e. Type of service = Interace voice (6)

Right click on profile definition and set the following properties

1. Name = ProfDef

2. Profile Definition (number of Rows) = 1

3. Name = voice

4. Application Number of Rows =1

a. Name = voice

b. Start time offset = no offset
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c. Duration = end of profile
d. Inter-repetition = exponential (300)
e. Number of repetition = unlimited
f. Repetition pattern = serial
I. Operation mode = serial
ii. Start time = uniform (50, 60)
iii. Duration = end of simulation
g. Inter-repetition = constant (3000)
h. Number of repetition = constant (0)
I. Repetition patter = serial
5. Right click on the first workstation and set the following properties
a. Name = voice source
b. Application supported profile
i. Number of rows = 1
ii. Profile name = voice
iii. Start time = start of simulation

iv. End time = end of simulation

A.4 Radio Propagation and Error Models in Riverbed Modeler

The path loss models are generally categorized into four classes i.e. (1) free space, (2)
suburban fixed, (3) outdoor or indoor, (4) vehicular. To estimate the path loss through the
use of empirical radio propagation models are widely used by the research community as
these models are easy to implement in a simulation environment and produce satisfactory

results [134, 135]. The Riverbed Modeler supports several radio propagation models, and
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allow users to create or customise any propagation model. Table A.1 lists the three radio

propagation models with their formula and the brief description. In order to customise the

propagation model in Riverbed Modeler, network model, node model, process model, and

transceiver objects need to be modified. The source code of these objects can be found in
the STD folder of Riverbed Modeler.

Table A.1: Radio Propagation Models in Riverbed Modeler.

Model Free Space
P, G, G._\?
Formula Pro(r) = 555 3
Widely used for an empty (ideal) environment where no or very little obstruction.
.. Pix is a received signal power (in Watts) and function of distance. Another side,
Description
P is the power transmitted in watts. Grx is the gain of receiving antenna and Gix
is gain of transmitting antennas. Where L represents the path loss in decibels.
Model Okumura-Hata
Formula L = Lest. + Amu - Hue - Hee - 2KcorrecTion
Widely used model for urban areas.
In the formula, L is average path loss, Lrs. is the free space loss, and Amu
Description |is average attenuation. All measure in decibel. Hem and Hgg are the
mobile station and base station gain respectively. Kcorrection represents
obstacles i.e. environmental or water.
Model Erceg’s Suburban Fixed
Formula PL:H+1O'Y10g10(d/d0)+Xf+ Xn+ s ford > do
This model is based on extensive simulations and suitable for the
o suburban environment. In this model, PL represents instantaneous
Description ) ] ) )
attenuation, H Is an interception, y is wavelength, d is distance, and X denotes
the height of base (AP) or STA.
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A.S. IEEE 802.11 WLAN Packet Types

The IEEE 802.11 WLAN packets may be categorized into three (3) types i.e. (1)
management, (2) control and (3) Data. These three packets types may also have subtypes.
The IEEE uses six (6) bits to identify the type of packet. The first two (2) bits are used to
identify the type of packet. The bits 00 refers that packet is management type, bits 01
refers packet is control type, whereas bit 11 refers the packet is data. The remaining four
(4) bits are used to identify the subtype of the packet.

The management packets are used by the STA or AP to get authentication, association
and synchronization. Table A.2 illustrates the management packet types. Another side,
control packets are used to control the transmission. The packets such as RTC, CTS,
ACK, power saving packets and CFP are examples of control packet types. Table A.3
highlight the control packets, subtypes and usage. The data packet may vary and may
have various subtypes. Table A.4 highlights the WLAN data packets.

Table A.2: WLAN management packets.

Two Four

bits Packet type bits Subtype Usage

Associate |An STA sends this packet to an AP or other

00" |Management | 0000 request neighbouring STA for getting the association.

Associate |AP or neighbouring STA responds on the

00 |Management | 0001 o
response |association request.

Re-associate |Similar to associate request but includes

00 |Management 0010 . . N
request information of current association.

Re-associate |AP or neighbouring STA responds on the re-

00 |Management 0011 -
response |association request.

00 [(Management | 0100 |Probe request|STA seeks AP or BSS.

Probe AP or STA respond to the probe request with

00 |Management 0101
response [supported parameters.

00 |Management | 1000 Beacon |AP sends Beacon packets for announcing CFP.

ATIM (Announcement Traffic Indication Message)

00 /Management | 1001 ATIM used synchronise STAs in IBSS.

00 |Management | 1010 | Disassociate |Used for announcing dis-association.

00 |Management | 1011 |Authentication|STA uses for handshaking.

De- Used to announcing de-authentication with other

00 Management 1100 authentication|STA or BSS.
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Table A.3: Subtypes of WLAN control packets.

Two Four
bits Packet type bits Subtype Usage
01 |Control 1010 | Power saving mode [An STA in the power saving mode may
awake periodically to listen.
01 (Control 1011 | Requestto send |AP or neighboring STA responds on the
(RTS) association request,
01 |Control 1100 |Clear to send (CTS)
01 |Control 1101 | Acknowledgement |STA acknowledges the acceptance of
receiving data.
01 [Control 1110 | Contention Free |Announcing the end of CFP.
Period (CFP)
01 [Control 1111 | Ending CFP with |STA ends the CFP and acknowledges the
Acknowledgement |acceptance of receiving data in a single
packet.
Table A.4: WLAN data packets.
Two Four
bits Packet type bits Subtype Usage
10 |Data Any Any There are various subtypes of data packets.

The Riverbed Modeler is available for Windows operating system. The C/C++
programming
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Figure A.6: Packet format of WLAN MAC.

Figure A.7: Packet format of WLAN AMSDU sub-frame.

Figure A.8: Packet format of WLAN AMPDU frame.
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Figure A.9: Packet format of WLAN AMPDU sub-frame.
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Appendix B

Implementation of FASBA in MATLAB

B.1. Introduction

In the Matlab, We evaluate the performance of FASBA’s frame aggregation mechanism
with BlockAck and Simple BlockAck schemes. In BlockAck, all three packets are resent
again. Another side, FASBA’s simple block acknowledgement mechanism (see Table
6.2) is used. For implementing BlockAck, and FASBA’s SimpleBlockAck in Matlab, a
cell variable of user-defined length is created. The simulation is run until the cell variable
is not emptied. Two arrays variables i.e. (1) new-bits, and (2) old-bits are used to move
the data. Iterations are used to empty the cell. In each iteration, three bits (packets) are
removed from the cell variable and added into the new “new-bits” variable. These bits
and any other bits in the variable “old-bits” are assigned to the variable packet. In the
SimpleBlockAck, the probability of 0.1% is used. A bit (packet) is assumed lost from.
The lost bit is stored in the old-bits variable. The final bits are sent by removing lost bits
are stored in the variable SimpleBlockAck. In the simulation, any lost bits by the system
are identified and sent with the next packets data. Another side in BlockAck, all bits

(packets) are sent again. The Matlab code is given below:

3555555555555 555%5%5%%555%5%5%%5555%5%5%%555%5%5%%555%5%5%5555%5%5%%55%55%5%5%%5%5%5%5%%
Frame aqgregatlon scheme w1th Block Acknowledqement and Slmple Block
Acknowledgement

5 0000000000000 0000000000000000000000000000000000000000000000000000000

function [BlockAck, SimplBlockAck] = NumberofPackets (intl)
clc
cell = 1: 1 : intl;

time as = cputime;
cell = 1: 1 : intl;
t = 3;

SimpleBlockAck = [];
old bits = [];
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[1;

randperm(3) ;
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if length?cell)< t
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rand;
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disp('.
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else
cputime-time as
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if isempty(old bits)
end
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[1;

intl;

[1;
[1;
[1;

[1;

cputime;
len new bits

1

1:

time as
cell =

= 3;
BlockAck
old bits
new bits
packet

t



while ~isempty(cell)
if isempty(old bits)
if length(cell)< t
t = length(cell);

end
new bits = cell(l:t);
cell(l:t) = [1;
packet = [];
packet = [old bits new bits];
len new bits = [len new bits t];
else
new bits = old bits;
old bits = [];
packet = [];
packet = [old bits, new bits];
len new bits = [len new bits 0];
end
w = rand;
if w <= 0.001
S disp('. . . . ")

lostBit = randperm(3);
lostBit = lostBit(1l);

old bits = [old bits packet];
packet = [];
final = [final packet];
else
final = [final packet];
old bits = [];
new bits = [];
end
end
BlockAck;
$ plot(final, '-0'")
e = cputime-time as
disp ('CPU Time ..ttt ettt e ettt eeeeee e ")
figure;
plot(len new bits, '-o')

length (len new bits)
ook ek ek ek ek ek ok ek ek ok ek ok ek ek ok ek ok ek ok ek ke ok ke ok ke ok sk ke ok ke ke ok ek ok ook ok |

Figure B.1: Matlab code for implementing BlockAck and Simple BlockAck.

The simulation was carried out to demonstrate the effectiveness of the proposed
algorithm. The bit stream length of 5000 was used three bit are transferred at once from
sending to the receiver with a probability of missing a bit was set to be at 10 percent (0.1).
In the first set of experiment, when if a packet is lost while sending it to the receiver, the
whole packet (all three bits) are sent again, the results are shown in the Figure B.1. It took

1844 iteration to send the completed bit stream. Second set of experiment was performed
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where only the missing bit is sent when any bit in the packet was lost. When the
experiment was repeated with the same settings, the results are shown in the Figure B.2.
This time, the proposed algorithm took 1718 iterations to send the complete bit stream.
The proposed algorithm has taken 126 less iterations to send a complete message, which

is an improvement of 7.34%.
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Figure B.2: FASBA sending three bits and three frames for lost message.

FASBA with Simple BlockAck
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Figure B.3: FASBA with Simple BlockAck.
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