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Abstract

The digital age has sharpened the clash between health and privacy. Smart health monitoring
systems (SHMSs) grant unparalleled health insights to empower individuals and communities,
but their intrusive nature of data collection raises concerns for privacy. To delve more deeply
into the intricacies of privacy phenomena in the health empowerment context through SHMSs,
the present study includes two manuscripts organized as Chapter 2 and Chapter 3. Manuscript
1 aims to provide a comprehensive review of privacy contextualization in SHMSs. It addresses
the question of, “What are the key insights provided by the existing IS privacy literature that
can inform our perspective on privacy in the SHMSs context?”. Manuscript 2 employs a mixed-
methods approach to explore actual and potential SHMS users through the lens of health
empowerment theory. It aims to conduct a value-reflexive examination of health and privacy
within the SHMS health empowerment context, addressing another research question of this
study: “How do users' value perceptions of health empowerment and privacy evolve in the

context of SHMSs, and what factors influence these changes?”

Manuscript 1 develops a contextual framework derived from a systematic review of 49 peer-
reviewed articles. This framework provides valuable insights for scholars aiming to understand
the multifaceted privacy concerns in SHMSs settings. The findings help both healthcare
providers and policymakers in pinpointing and addressing potential privacy issues surrounding
personal health information when developing and implementing healthcare surveillance
systems. Furthermore, the findings highlight existing knowledge gaps and suggest some key
future research avenues to achieve a more profound understanding of privacy within the

realm of SHMSs.

Manuscript 2 uncovers intricate dynamics between privacy and health priorities in SHMS use,
particularly across age groups. The findings suggest that individuals tend to prioritize health
over broader ethical and privacy considerations in the context of immediate health concerns,
which may challenge the notion of traditional trade-off. However, this tendency varies with
age. Non-elderly users (under 65) express greater discomfort with SHMS-related privacy loss
compared to their elderly counterparts, hinting at generational shifts in privacy expectations.
Furthermore, an interesting disconnect emerges in community health perspectives, where
non-elderly users perceive their own health empowerment as inherently linked to the well-

being of their communities, while, for elderly users, these concepts seem less intertwined.

The study presents a comprehensive review of privacy contextualization and a nuanced re-

evaluation of privacy within SHMSs, recognizing the complex interplay between health and



privacy in the digital world. It is among a number of pioneering papers reporting on the
prioritization of health empowerment over privacy concerns in SHMSs. This study also exhibits
a notable opportunity to embrace contrarian thinking and explore alternative viewpoints.
Theoretically, it contributes to the extension of health empowerment theory, adding to the
development of the SHMS health empowerment research model. Practically, it suggests that
SHMS practitioners should reassess the dynamics of the relationship between privacy concerns
and health empowerment. Emphasizing perceived health benefits at personal and communal
levels can be an effective strategy to address the tension between privacy and health

empowerment.
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Chapter 1 Introduction

Smart health monitoring systems (SHMSs) are a form of health information technology (HIT),
utilizing cutting-edge surveillance technologies to monitor changes in individuals’ personal
vital signs and daily health (Alabdulatif et al., 2019; Almujally et al., 2023). These surveillance
technologies encompass devices like blood glucose wearables and electrocardiogram (ECG)
monitors, which are crucial for the functionality of SHMSs (Stavropoulos et al., 2020). The
global SHMS devices market, valued at USD 190 billion in 2024, is projected to surge to USD
474 billion by 2032 (GlobeNewswire, 2023), showing vast potential of surveillance

technologies in smart health monitoring applications.

The substantial growth of SHMSs in recent years can be attributed to the anticipated benefits
that include facilitating communication between patients and healthcare providers,
streamlining diagnostic and treatment processes, reducing costs associated with professional
visits, and improving the quality of personal care (Akmandor & Jha, 2018; Salehi-Amiri et al.,
2022). While offering their individual members enhanced management of their health status
(Sovacool & Del Rio, 2020), SHMSs also provide vital community-level support for public health
research, policy development, and disease prevention strategies, among other benefits
(Wolfenden et al., 2019). For example, SHMS projects can strengthen observational studies on
chronical illnesses and facilitate interoperability over connected hospitals (Pramanik et al.,
2017). As surveillance applications, SHMSs provide interactive contexts for health
empowerment among individual community members and health service providers, while
shaping the regulatory landscape of health policy and systems on a broader scale (Nelson et

al., 2016).

Health empowerment is a dynamic process in which people recognize and engage their
personal and social contextual resources, and purposefully participate in improving health
with the aim of achieving optimal well-being (Jiang et al., 2022; Shearer, 2007). Health
empowerment is regarded as the ability of an individual to control their lives and health
experiences at a personal level (Shearer, 2007). For instance, some health wearable devices
can enhance health empowerment by encouraging overweight users to actively participate in
decision making and increase their exercise output (Mardonova & Choi, 2018). Health
empowerment is also a multi-level concept with significance for community psychology in
relation to collective groups of individuals (Rappaport, 1987; Swift & Levin, 1987; Zimmerman,
2000). For instance, healthcare service providers collaborate with partners across the

community and utilize clinical-trial data (successes and failures) to make breakthrough
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scientific discoveries (Groves et al., 2013; Pramanik et al., 2017). With this understanding,
community health empowerment in the context of SHMSs can be achieved if members actively
engage in collective activities that influence health-related decisions affecting the health status
of their community. Based on health empowerment theory (Rissel, 1994), community health
empowerment also reflects a raised level of individual health empowerment, where the

individual is a ‘true member’ of an SHMS community.

Despite considerable investments in SHMSs and recognition of their relevant benefits, the
actual achievement of health empowerment through SHMSs appears to fall short both at the
individual and community-level, including health professionals. In this thesis, | define all
individual users and practitioners involved in SHMSs as stakeholders. Multiple global reports
(e.g., Accenture.com, 2020; Capterra.com, 2021; Fortune.com, 2023; New Zealand loT
Alliance, 2017) highlight that consumers’ privacy concerns about the surveillance technologies
embedded in SHMSs are a key reason they avoid using health monitoring applications and
sharing their health data with health professionals. According to both media reports and the
literature, the use of such surveillance technologies evokes confusion or uncertainty among
SHMS consumers and other community-level members about who bears responsibility in the
event of the loss of health data, and how the proper protection and usage of this data within
the surveillance framework can be guaranteed (Accenture.com, 2020; Duckert & Barkhuus,
2022; Princi & Kramer, 2020). Therefore, while SHMSs provide ambitious health insights that
can empower individuals and communities, their intrusive nature through data collection
(surveillance) raises concerns about privacy, potentially undermining efforts to achieve health
empowerment and instead leading to undesirable consequences. These include low SHMS
adoption, limited data sharing, incomplete health insights, regulatory and legal challenges, and
widespread distrust of surveillance technologies, all of which can seriously impede the
realization of the full benefits of health empowerment (Mata-Cervantes et al., 2016; Matt et

al., 2019; Nelson et al., 2016).

For much of human history, both health and privacy have stood as fundamental rights, deeply
ingrained in the fabric of human existence (Cohen & Ezer, 2013; Di lorio et al., 2021). They are
distinct rights by nature, valued highly for different reasons, but each inextricably linked to
Maslow’s hierarchy of needs (Maslow, 1943). Maslow’s hierarchy of needs refers to a pyramid
of human needs from the most basic to the highest (Maslow, 1943). The hierarchy suggests
that people seek to satisfy five sets of needs: physiological needs, safety needs, belongingness
needs, esteem needs, and self-actualization needs. For example, health is valued as a
physiological necessity associated with meeting our most basic need for survival and well-

being against injury and accidents (McLeod, 2007; Shapiro et al., 2019), while privacy is valued
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as a safety and security requirement in the higher level of needs associated with meeting our
need to not be caused harm (Maslow, 1970; Shen et al., 2021). Privacy is also valued for its
ability to help meet our needs for esteem and self-actualization, whereby we are seen
positively by others and are able to express ourselves genuinely and freely (Laufer & Wolfe,

1977; Maslow, 1970; McLeod, 2007).

Because of contemporary demands of convenience, personalization, and capitalism (Puntoni
et al., 2021; Zuboff, 2015), the needs for health and privacy in the modern digital world have
increasingly come into contention, serving as opposing forces where the gain of one requires
the loss of the other (Fox, Clohessy, et al., 2021; Hassandoust, Akhlaghpour, et al., 2021; Princi
& Kramer, 2020; Schomakers & Ziefle, 2023; Shen et al., 2019). Within the literature, some
degree of privacy loss is assumed to be an important determinant for effective health
diagnosis and treatment throughout the course of one’s life (Gao et al., 2015; Seh et al., 2020).
However, the contention between the needs of privacy and health in SHMSs seems to
contradict Maslow’s hierarchy principle, which states that basic needs must be satisfied before
any other needs in a higher level can be satisfied (Maslow, 1943). According to this principle,
individual users of SHMSs will raise privacy issues only after their health needs have been
adequately addressed by the system; however, in practice, Maslow’s hierarchy of needs seems

inadequate in explaining the situation.

Privacy is often characterized as multidimensional, elastic, and dynamic, adapting to the
nuances of individual life experiences (Smith et al., 2011). Thus, people’s beliefs about privacy
may vary, and its importance may be rated differently for various reasons and contexts,
especially in monitoring situations like SHMSs (Kennedy et al., 2021). In short, privacy is
context-dependent (Smith et al., 2011). Contextualization enriches our understanding of the
subjects under investigation and unveils alternative interpretations of the phenomena from
more insightful perspectives (Zahra et al., 2014). It is a foundational step that sets the stage for
a deeper exploration. In the information systems (IS) field, the most commonly cited contexts
for privacy are related to technological workplace applications, the use of information by

sector, the type of information collected from individuals, and politics (Smith et al., 2011).

Given this background, it is urgent to understand privacy phenomena in the context of SHMSs
and to conduct a value-reflexive examination of privacy as it relates to health empowerment in
this setting. In this vein, the study aims to synthesize the fragmented views on privacy in
SHMSs, offering a comprehensive contextualization of privacy before exploring the privacy

issues in relation to individual and community health in SHMS settings. Therefore, my first
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research question is: What are the key insights provided by the existing IS privacy literature

that can inform our perspective on privacy in the SHMSs context?

Existing literature on SHMSs often provides a rather fragmented and limited exploration of
contextualized privacy. For example, contextualized privacy definitions are often missing or
poorly explained, focusing only on one group’s view of privacy (e.g., Bhatt & Chakraborty,
2020; Dadhich et al., 2022; Peek et al., 2016; Ravishankar et al., 2015). Weaknesses such as
these create contextual ambiguity and weaken researchers’ abilities to set their studies’
direction, choose theories, and interpret their findings (Dinev et al., 2013). Furthermore, a
meta-review of the literature was conducted to re-evaluate the existing review studies for a
context-specific exploration of privacy issues in the HIT domain (see Appendix Table A. 1 in
Chapter 2), the results indicated that existing review studies on the topics of privacy and smart
health are incomplete. For example, in some studies, the review criteria, including
transparency and the research agenda, are inadequately provided: establishing criteria such as
a search strategy and formulating a research agenda are foundational elements of
methodological transparency for maximizing research impact (Paré et al., 2016; G. Wagner et
al., 2021). Also, the exploration of contextual privacy was found to be incomplete. For
example, only one review paper analyzed privacy definitions in its study context (Shen et al.,
2019). A handful of papers reviewed antecedents and outcomes of privacy (e.g., Carver &
Mackinnon, 2020). A limited set of papers discussed research agendas (e.g., Shen et al., 2019;
Talal et al., 2019; Zaman et al., 2022). Given the importance of contextualized privacy
(Nissenbaum, 2004, 2009), this study therefore aims to conduct a robust review on the topic
and highlight the deficiencies of the existing literature which fails to provide a full picture of

contextualized privacy and its significance in SHMSs (see Chapter 2).

With a stronger understanding of contextualized privacy issues in SHMSs, the study continues
by exploring privacy phenomena in the context of SHMSs and conducting a value-reflexive
examination of privacy as it relates to health empowerment in this setting (see Chapter 3).
According to the findings from the systematic literature review (SLR), privacy in exchange for
health has become an accepted assumption when digital technologies are chosen to empower
effective health systems and personalized healthcare (e.g., Hassandoust, Johnston, et al.,
2021; Tran & Nguyen, 2021) — but should it be? Should we assume privacy loss is acceptable
for everyone when balanced against their health or are there aspects of the fundamental right
to privacy that persist beyond the promise of better health? Further, does the consideration of
individual privacy even matter when the health of an entire community is at stake? So, in the
context of empowering health versus concerns for privacy, when we ask, “Which values do we

value?” (Zimmer et al., 2023, p. 1), the answer could very well be, “It depends.”
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Values are defined “as trans-situational goals, varying in importance that serve as guiding
principles in the life of a person or group” (Schwartz et al., 2012, p. 664). Values can be
understood as "what is important to us in life" (Schwartz, 2012, p. 3), and the trade-off
between pertinent and conflicting values is what steers an individual toward pursuing a
specific goal (Schwartz, 2012). There is a prevailing belief that an individual's values serve as
consistent indicators of their thoughts and behaviors in value-relevant situations (Rohan,
2000). The degree of concern individuals feel about something in life can be explained by the

level of importance they attach to values associated with that object.

The values of power, achievement, and hedonism promote individuals’ self-enhancement
goals. Threats to these values activate cognitive awareness and affective experience related to
such threats (Schwartz et al., 2000). It has been argued that these self-enhancement values
are also associated with the violation of personal privacy (Alashoor et al., 2015; Schwartz et al.,
2000). Privacy represents a fundamental human right to be free from intrusion by others
(Solove, 2002; Tavani, 2007), and includes an individual’s right to restrict (or manage) others’
access to personal data through the use of surveillance (Marx, 2015). In the health sector,
privacy concerns reflect an individual’s need for a physiological sense of control, boundaries,
and self-protection concerning their health information (Zhu et al., 2022). The antecedents of
privacy concerns can be categorized according to their influence on the individual, contextual,
or macro-environmental level (Henderson & Snyder, 1999; Li, 2011; Miltgen & Peyrat-Guillard,
2014; Xu, 2019). A summary of studies on privacy concerns in the SHMS context is presented
in Appendix Table C. 1. In sum, this literature suggests privacy matters to HIT users, even when

weighed against one’s health. The details of findings are presented in the following chapter.

Despite the conventional notions of privacy in mainstream research, a number of studies
challenge the traditional assumptions of privacy and health value (e.g., Princi & Kramer, 2020;
Zarcadoolas et al., 2013). For example, some researchers argue that privacy concerns are not a
barrier preventing participants from using HIT (Zarcadoolas et al., 2013). Therefore, before
accepting any conventional understanding as a definitive underlying assumption about how
individuals perceive and experience the tension between privacy and health in the SHMS
context, it is important to ask the following: How do users' value perceptions of health
empowerment and privacy evolve in the context of SHMSs, and what factors influence these

changes?

Empowerment is a complex concept originating from women’s and civil rights movements
(Rissel, 1994). Based on this concept of empowerment, empowerment theory links individual

well-being with the larger political and social environment, suggesting that people need
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opportunities to become active in community decision making to improve their well-being,
lives, organizations, and communities (Zimmerman, 2000). Health empowerment theory has
developed from empowerment theory and uses the premise of empowerment to explain
health promotion in the context of health communities (Rissel, 1994). Health empowerment
theory provides a model that includes both individual and community health empowerment
(Rissel, 1994): individual health empowerment is a pre-requisite for the next level, i.e.,
community health empowerment (Rissel, 1994; Swift & Levin, 1987; Torre, 1986). In other
words, a combination of both levels is essential before community health empowerment can
occur (Rissel, 1994). It is noteworthy that empowerment is a construct considered to be both
an outcome and a process (Rissel, 1994). It is an outcome when empowerment is defined by
the distinction between levels (Rissel, 1994; Zimmerman, 1990). Empowerment is also a
process that simultaneously operates at both levels until community health empowerment is

obtained with an increase in the control over resources (Rissel, 1994; Zimmerman, 2000).

1.1 Research Purpose and Research Questions

The meta-review (review of existing literature review articles) findings strongly underscore the
need to address the deficiencies of privacy in previous review studies. To derive a more
informed interpretation and conclusion regarding privacy concerns related to SHMSs for
researchers and other stakeholders (such as practitioners), the present study first aims to
provide a more comprehensive, integrative review of privacy contextualization in SHMSs. It
includes synthesizing privacy definitions from various perspectives and reviews the
antecedents and outcomes of privacy, relevant theories, methodological transparency,
research agenda, and other pertinent scopes (see Chapter 2). The study then explores privacy
concerns in relation to health empowerment by conducting a value-reflexive examination of
health and privacy in the health empowerment context via the use of SHMSs (see Chapter 3).
Leveraging health empowerment theory, the present researcher pursues alternative
perspectives that may challenge prevailing attitudes or trends but allow for a deeper
investigation into the intricacies of privacy phenomena related to SHMSs. This study seeks to
explore the complex dynamics, or the ongoing contention between health and privacy values
in relation to SHMSs, surfacing inconsistencies and disparities between the study’s findings
and prevailing thought on the value of privacy in health information technology use like

SHMSs.
The research questions (RQs) that emerge from the purpose of this study are as follows:

RQ1 (Chapter 2): What are the key insights provided by the existing IS privacy literature

that can inform our perspective on privacy in the SHMS context?
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RQ2 (Chapter 3): How do users' value perceptions of health empowerment and privacy

evolve in the context of SHMSs, and what factors influence these changes?

1.2 Theoretical Background

1.2.1 Contextualization of Privacy in SHMSs

Over the past two decades, IS researchers have shifted their focus away from technology
development and toward the social context surrounding the design and use of information
technologies (Avgerou, 2019; Sidorova et al., 2008). This shift underscores the importance of
contextualization in IS research, which involves identifying domains beyond the individual
components of a central phenomenon (Renwick & Gleasure, 2021). Researchers have long
been encouraged to provide a contextualized definition of their phenomena of interest, as this
definition plays a pivotal role in setting the stage for how the phenomena will be examined

(Angel & Calo, 2023; Solove, 2002).

Context is important to theory development (Avgerou, 2019). Contextualization in privacy
research can be utilized as a powerful sensitizing tool for illuminating the boundary conditions
of privacy theories (Xu & Zhang, 2022). In simple terms, contextual richness is an essential way
to help link research phenomena and build theory (Zahra, 2007). New theories are emerging
which may not have yet received a great deal of attention in new research themes, such as
SHMSs. Contextualization helps enrich the existing theoretical perspectives by creating
opportunities for their potential integration, and even advancing new theoretical frameworks
(zahra, 2007). Hence, the study approaches contextual richness by examining antecedents and
outcomes of privacy in SHMSs, as well as theories and methodologies utilized in the previous
literature. Considering their contextual significance, the SLR work pays particular attention to
surveillance and stakeholders to provide a complete picture of privacy contextualization within

the smart health monitoring context.

1.2.2 Theorizing the Imperative of Health Empowerment

To provide a foundation from which to explore the tension between the values of health and
privacy in the SHMS context, while simultaneously engaging with our own value systems, the
study looks to health empowerment theory (Rissel, 1994). Health empowerment theory is a
derivative of empowerment theory and promotes empowerment as a tool or means by which
to achieve the broader goal of better health (Rissel, 1994). As mentioned earlier, this theory
suggests a model including both individual and community health empowerment (Rissel,
1994). Applying the definitions proposed by Spreitzer (1995), individual health empowerment

refers to individuals’ perceptions of access to information, support, resources, and
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opportunities to learn and grow, enabling individuals to optimize their health and obtain a
sense of competency, meaningfulness, self-determination, and impact in their lives.
Community health empowerment is a group phenomenon that includes a raised level of
individual health empowerment, a political action in which individuals have dynamically
participated, and the achievement of the redistribution of resources or decision making
beneficial to the community in question (Rissel, 1994). Thus, community health empowerment
in the context of SHMSs can be achieved if members actively engage in collective activities that

influence health-related decisions affecting the SHMS community’s health status.

In terms of the challenge of balancing the values of privacy and health empowerment,
individuals who are more passionate about gaining broader experiences, sharing their
information and knowledge, and acquiring skills, distinguish themselves in the supportive
environment of the SHMS community (Rissel, 1994). Through their engagement with SHMSs,
individuals not only feel part of the SHMS community and experience personal growth, but
also have power as part of that community (Laverack & Wallerstein, 2001; Wolfenden et al.,
2019). Despite the parallel advancements in both personal and community levels of
empowerment, privacy concerns can deter individuals from engaging with SHMSs, sharing
personal health information, and actively participating in health-related initiatives. This is a
crucial issue because personal health data is fundamental to the functionality of SHMSs

(Nelson et al., 2016).

This study adopts health empowerment theory as an overarching theoretical lens to explain
the health versus privacy phenomenon in SHMS contexts. It introduces a fresh perspective on
the role of health empowerment theory, guided by the following considerations. First, the
term ‘theory’ is part of a group of words that includes speculation, supposition, guess,
conception, conjecture, proposition, hypothesis, explanation, and model (Weick, 1995). There
are opportunities to carry theories more flexibly with diverse purposes (Weber, 2012). A
theory can serve as a lens through which researchers highlight specific things while filtering
out what is seen as irrelevant or noise. Although theories shape what researchers observe—
influencing both what they notice and what they overlook (Truex et al., 2006)—this study
applies health empowerment theory as a tool to guide the process of understanding complex

and often conflicting real-world phenomena (Truex et al., 2006).

Second, health empowerment theory serves as a middle-range theory, offering a framework
for explanation. Drawn on the health empowerment framework, the researcher utilizes
contextual evidence, including interviews, to contextualize the theory and develop an SHMS

health empowerment model (Hassan & Lowry, 2015). Third, IS researchers are recommended
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to use theories that allow for exploring a broader, social perspective, rather than the narrow,
individualistic perspective that had previously dominated the literature (Weber, 2012). Health
empowerment theory goes beyond simply achieving outcomes; it prioritizes the importance
knowledge, agency, and control over one’s health. Thus, health empowerment theory is well-
suited to explain the health value that SHMS users gain in exchange for their privacy, within

the context of health empowerment through SHMS usage.

1.3 Research Philosophy

The process of academic research is primarily driven by the philosophical perspectives of the
researcher. These perspectives shape the foundational assumptions of various research
paradigms and guide the formulation of research questions, as well as the design and analysis
of the study (Creswell, 2009). A philosophical paradigm can be seen as a set of fundamental
beliefs held by individuals. It represents a worldview that outlines the nature of the world, the
individual’s place within it, and the range of potential relationships to that world and its
components (Guba & Lincoln, 1994). The principles of a post-positivist paradigm focus on the
significance of meaning and the generation of new knowledge; they support dedicated social
movements, which aim to transform society and advance social justice (Ryan, 2006). Post-
positivism asserts that claims about reality must be subjected to the broadest possible critical
examination to enable the closest possible understanding of reality (Guba & Lincoln, 1994).
The present research follows a post-positivist research paradigm (Creswell & Poth, 2018),
because it seeks objective answers to the research questions. The research philosophy can be

represented in terms of four elements: ontology, epistemology, methodology, and method.

1.3.1 Research Ontology

Ontology is the branch of philosophy that studies the nature of existence and reality (Creswell
& Poth, 2018). It is concerned with how we understand reality. Ontological assumptions can be
categorized along a spectrum, with realism at one end and relativism at the other (Crotty,
1998). Among the beliefs of alternative inquiry paradigms, post-positivism represents critical
realism, where reality is assumed to exist but to be only imperfectly understood due to the
inherent limitations of human intellectual mechanisms and the complex nature of phenomena
(Guba & Lincoln, 1994). Critical realism posits that an objective social and natural reality exists
that waits to be scientifically discovered and studied (realism), but it also acknowledges that
this reality is imperfectly measured and subjectively constructed (relativism) (Guba & Lincoln,
1994; Pickard, 2013). In the present research, privacy phenomena exist in the context of
SHMSs. However, following post-positivism’s critical realism, this research seeks a more

informed interpretation and conclusion on privacy phenomena related to SHMSs. It therefore
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explores privacy in relation to health empowerment by conducting a value-reflexive

examination in SHMSs.

1.3.2 Research Epistemology

Epistemology refers to the philosophy of knowledge, focusing on the validity of information
required for research and the methods by which it can be acquired (Ponterotto, 2005). In
simple terms, epistemology focuses on the nature of knowledge or how we come to know and
understand things, which is closely linked to ontology and methodology (Krauss, 2005). While
ontology deals with the nature of reality, epistemology addresses how we can know that
reality (Krauss, 2005). The present research investigates epistemologies by way of assumptions
about knowledge. It aims to see the whole picture of privacy issues in relation to health
empowerment in SHMSs, striving for objectivity beyond just the facts (Ryan, 2006). The
research addresses inconsistencies and disparities between its findings and the prevailing
thoughts on the value of privacy in health information technology use. It means to explore
whether the findings fit with pre-existing knowledge. Consequently, the epistemology
approach in the present research emphasizes critical traditions, suggesting that findings are

potentially true but always open to falsification (Ryan, 2006).

1.3.3 Research Methodology

Although the post-positivist paradigm is mostly connected to quantitative research,
researchers can use this paradigm when they are undertaking a mixed methods study in order
to uncover multiple perspectives (Onghena et al., 2019; Yin, 2017). To address the research
questions, the present study mainly employs a sequential two-stage mixed-methods design

encompassing both qualitative and quantitative studies (Creswell & Plano Clark, 2018).

This specific design is chosen due to its three methodological advantages. Firstly, a sequential
mixed-methods research design has the ability to address various types of questions—
whether confirmatory, exploratory, and pseudo-exploratory!—within the same study inquiry
(Venkatesh et al., 2013). Secondly, it enables a holistic understanding and integrative insights
into findings from a combination of qualitative and quantitative aspects, which strikes a
balance between depth and breadth (Venkatesh et al., 2013). Thirdly, a mixed-methods design
is particularly suitable for exploring new contexts where issues are challenging to explain or

describe using existing views (Agerfalk, 2013).

! pseudo-exploratory questions are designed to elicit responses that could help contextualize the model
for testing. (Banasiewicz, 2021).
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Because a mixed-methods research design should serve a specific purpose, it is crucial to
consider the appropriateness of the selected mixed-methods design (Venkatesh et al., 2016).
Mixed-methods designs are categorized by their purpose: developmental, completeness,
complementarity, expansion, corroboration/confirmation, compensation, and diversity
(Venkatesh et al., 2013). Among these categories, the study follows the developmental
purpose, which involves using the findings of a qualitative study to develop a suitable set of
constructs, establish relationships among these constructs in the form of a model, and
propose a corresponding set of hypotheses. Subsequently, these hypotheses are tested using a
guantitative method (Venkatesh et al., 2016). The research design adheres to ethical
guidelines, ensuring appropriate handling of ethical considerations such as participants' data
privacy protection, voluntary consent, and risk of harm. It received approval from Auckland
University of Technology Ethics Committee (AUTEC). Further justification for employing a
developmental mixed-methods design can be found in Appendix Table C. 2. It explains the
steps of establishing criteria and the requirements of a developmental mixed-methods

research design in the present research.

To answer RQ1 and identify directions for future research, an SLR was conducted, focusing on
privacy in smart health monitoring studies (see Chapter 2). A literature review helps address
broad questions through a holistic review approach, providing a complete picture of the
prevalence of research on a focal topic (Grant & Booth, 2009). It is “a form of secondary study
that uses a well-defined methodology to identify, analyze, and interpret all available evidence
related to a specific research question in a way that is unbiased and (to a degree) repeatable”
(Kitchenham & Charters, 2007, p. vi). It also ensures accuracy and impartiality in the search
and retrieval process while supporting the development of future research guidelines or

directions that professionals can use (Fernandez-Alemdn et al., 2013).

To answer RQ2, an empirical study was conducted. This empirical study included a pre-study
component in the mixed-methods design that served to establish the extant perspective of the
contention between privacy and health in the context of SHMSs and health empowerment
theory. The main body of the empirical study includes both qualitative and quantitative
studies. The details of the qualitative (Study 1) and quantitative (Study 2) components of the

mixed method approach are described in Chapter 3.

1.4 Research Contributions and Significance

This study addresses the gap in the comprehensive contextualization of privacy in the context
of SHMSs. It develops a contextual framework derived from a systematic review of 49 peer-

reviewed articles. This framework provides valuable insights for scholars aiming to understand
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privacy concerns in SHMS settings. The findings highlight existing knowledge gaps and suggest
six targeted research avenues to achieve a more profound understanding of privacy within the
realm of SHMSs. Based on the findings and the developed framework, a deeper understanding
is gained of the intricate interplay of privacy and health values within the digital environments
that SHMS users experience. This understanding challenges the conventional notion that
privacy concerns uniformly impede health empowerment across one’s lifespan. As one of the
pioneering papers reporting on the prioritization of health empowerment over privacy
concerns in the context of SHMSs, our study offers implications for research and practical

applications.

1.5 Organization of the Thesis

The remainder of this paper is organized into 4 chapters following the guidelines of the
Postgraduate Handbook for Format Two. Figure 1. 1 offers a visual representation of the thesis

structure for the convenience of readers.

Figure 1.1

Thesis structure
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Chapter 4: General Discussion

Chapter 2 addresses RQ1, which is based on the SLR, or Manuscript 1. Chapter 2 first sets the
stage for the review by discussing the importance of contextual clarity in IS research and the
shortcomings of existing review articles in meeting this need. It then outlines the methodology
of the SLR, including article selection and the coding process. Finally, it presents the findings, a

discussion of future implications, and concluding remarks.

Chapter 3 addresses RQ2, which is based on the mixed-methods study, or Manuscript 2.
Chapter 3 first describes the salient literature that informs current understanding of the values

of privacy relative to health in HIT environments. It then describes the theoretical foundation
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on which the study explores the contentions surrounding health and privacy that SHMS users
experience. The mixed-methods research design is then presented, along with the findings

that inform the discussion. Theoretical and practical implications follow.

Chapter 4 provides a general discussion based on the findings and contributions of the
previous two chapters. Finally, Chapter 5 concludes the study by reviewing the research
guestions and research purposes, highlighting the contribution and implications of the

research, and indicating limitations and future research directions.
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Preface to Chapter 2

Chapter 2 aims to answer the first research question (RQ1): What are the key insights provided
by the existing IS privacy literature that can inform our perspective on privacy in the SHMS
context? As shown in Figure 1. 2, Chapter 2 includes Manuscript 1, titled ‘Privacy in smart
health monitoring: A systematic review and research directions.’” Chapter 2 addresses the gap
in the comprehensive contextualization of privacy in the context of SHMSs, developing a
contextual framework derived from a systematic review of 49 peer-reviewed articles. This
framework provides valuable insights for researchers aiming to understand the multifaceted
privacy concerns in SHMS settings. The findings from this chapter can help both healthcare
providers and policymakers in pinpointing and addressing potential privacy issues surrounding
personal health information when developing and implementing healthcare surveillance
systems. The findings also highlight existing knowledge gaps and suggest six targeted research
avenues to achieve a more profound understanding of privacy within the realm of SHMSs. The
remainder of this chapter presents Manuscript 1 based on the findings of RQ1. This manuscript
was submitted to the journal of Communications of the Association for Information Systems, a

peer-reviewed journal ranking A, on 5 May 2024 and is currently undergoing a major revision.

Figure 1. 2

The position of Chapter 2 in the thesis
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Chapter 2 Privacy in Smart Health Monitoring: A Systematic

Literature Review (Manuscript 1)

2.1 Abstract

Privacy concerns related to surveillance technologies are a primary deterrent for consumers
hesitant to share their health data with service providers in smart health monitoring systems
(SHMSs). These concerns could impede the adoption and operational success of these
systems, resulting in dissatisfaction among both consumers and service providers. Despite its
importance, existing literature on SHMSs often provides a rather fragmented and limited
exploration of contextualizing privacy, due to the complex nature of surveillance and multi-
stakeholder involvement. To address the gap in comprehensively contextualizing privacy
within SHMSs, this study develops a contextual framework derived from a systematic review of
49 peer-reviewed articles. This framework provides valuable insights for scholars aiming to
understand the multifaceted privacy concerns in SHMS settings. Our findings can help both
healthcare providers and policymakers in pinpointing and addressing potential privacy issues
of personal health information when developing and implementing healthcare surveillance
systems. Furthermore, the findings highlight existing knowledge gaps and suggest six targeted
research avenues to achieve a more profound understanding of privacy within the realm of

SHMSs.

Keywords: Privacy, Contextualization, Smart Health Monitoring, Stakeholders, Surveillance,

Systematic Literature Review.

2.2 Introduction

Smart health monitoring systems (SHMSs) are modern personal health systems that employ
real-time surveillance technologies and sensor-based smart health applications to monitor the
vital signs and daily health status of their users (Alabdulatif et al., 2019; Almujally et al., 2023).
These systems have seen significant growth in recent years due to their anticipated
advantages, such as promoting communication between patients and doctors, improving
diagnostic and treatment processes, reducing professional visit costs, and enhancing personal
care quality (Akmandor & Jha, 2018; Greco et al., 2020). It is estimated that the global SHMS
market, valued at USD 172 billion in 2023, will reach USD 474 billion by 2032 (GlobeNewswire,
2023; Market.Us, 2023). Yet, despite significant investments in SHMSs and the advantages

they provide, the adoption of SHMSs by both consumers and health professionals continues to
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be unsatisfactory for various reasons, such as resistance to change, infrastructure limitations,

and a lack of standardization (Osama et al., 2023; Talwar et al., 2023).

Among the cited reasons for the slow adoption of SHMSs, privacy concerns stand out (Arbabi
et al., 2022; Essén, 2008; Sovacool & Del Rio, 2020). Multiple global reports (e.g.,
Accenture.com, 2020; Capterra.com, 2021; Fortune.com, 2023; New Zealand loT Alliance,
2017) point to consumers’ privacy concerns related to the surveillance technologies embedded
in SHMSs as the key reason preventing them from using health monitoring applications and
sharing their health data with health professionals. These surveillance technologies include
devices such as electrocardiogram ECG monitors and blood glucose wearables, which are
essential to the efficacy of SHMSs (Rashidi & Mihailidis, 2013; Stavropoulos et al., 2020), but
evoke confusion or uncertainty among SHMS consumers about who bears responsibility in the
event of the loss of their health data, and how the proper protection and usage of this data
within the surveillance framework can be guaranteed (Accenture.com, 2020; Duckert &

Barkhuus, 2022; Princi & Kramer, 2020).

For scholars, the juxtaposition of the growth and potential of SHMSs with consumer concerns
for privacy represents an intriguing phenomenon to research. However, while investigations
into the impact of consumers’ privacy concerns on their willingness to adopt and utilize SHMSs
may seem appealing, the extant SHMS literature available to inform such work presents a
rather limited and fractured perspective on privacy in the context of surveillance and
monitoring. Contextualized privacy definitions are either absent or articulated poorly, and
despite emphasizing the significance of privacy with respect to the adoption of SHMSs,
researchers often encounter challenges in effectively communicating its meaning through
clear definitions (e.g., Bhatt & Chakraborty, 2020; Dadhich et al., 2022; Peek et al., 2016;
Ravishankar et al., 2015) and limiting the perspective of privacy to a single stakeholder.
Unfortunately, weaknesses such as these create contextual ambiguity, which hampers
researchers’ abilities to set their studies’ direction, choose theories, and interpret their

findings (Dinev et al., 2013).

Privacy is a multidisciplinary concept (Smith et al., 2011), and privacy researchers in the
general field of information systems (IS) have embraced diverse perspectives in defining and
investigating various privacy issues for different purposes. For instance, privacy has been
defined as a right of being alone from a legal perspective (Warren & Brandeis, 1890), as a
commodity that can be traded for benefits in an economic sense (Campbell & Carlson, 2002;
Smith et al., 2011), as a control over the acquisition and use of personal information, signifying

an individual’s ability to manage these aspects (Culnan & Bies, 2003), and as a state or
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condition that indicates restricted access to personal information (Schoeman, 1984). This
plurality of perspectives has served the IS discipline well, but in terms of understanding privacy
as a byproduct concern of SHMS surveillance activities, prior researchers do not identify their
perspective(s) of interest. As a result, the overall body of literature that informs SHMS privacy

research seems incomplete.

Privacy is also a context-dependent concept (Smith et al., 2011). Contexts represent
differentiated social spheres serving as organizing principles that shape individual expectations
of privacy (Nissenbaum, 2018; Zuboff, 2015). Individuals strive to keep perceived private
information private in accordance with the context (Bantan & Shawosh, 2024; Nissenbaum,
2010). SHMSs are complex health contexts due to their use of surveillance technologies and
how stakeholders engage with them (Winter & Davidson, 2019). Such systems engage multiple
stakeholders based on their interests across various disciplines, multiple levels, and toward
multiple data domains (Ribeiro et al., 2019; Talal et al., 2019; Winter & Davidson, 2019). It
could be argued that the more stakeholders (e.g., consumers, healthcare providers,
government authorities, and smart technology providers) are involved (OECD, 2015; Peek et
al., 2016; Swinkels et al., 2018), the more opportunities there are for privacy loss. The diversity
of these stakeholders’ views and their potential conflicting interests or concerns regarding
privacy highlight the complexity of privacy concerns around SHMSs, considering different
stakeholders’ views could shape the development, implementation, and acceptance of SHMSs
(Ismagilova et al., 2020). However, within the literature that has explored the contextual
nuances pertaining to SHMS surveillance and stakeholder involvements, limited studies have
explored both the perspectives on privacy and the contextual factors (antecedents or
outcomes). For example, one study investigated the contextual factor with respect to
individual customers’ surveillance concerns about data privacy issues (Chadborn et al., 2019).
Another study focused on the outcome of privacy on medical practitioners’ attitudes toward

adopting smart healthcare services (Pan et al., 2019).

Given its critical importance to scholars, we propose a contextual framework for SHMS privacy
research that accommodates the diverse perspectives and contextual nuances of privacy in the
context of SHMSs. This framework is developed using a systematic review of the IS literature
to reveal an existing understanding of privacy that we then contextualize to the unique
environment of SHMSs and its multiple stakeholder perspectives. The research question

guiding our review process is:

RQ: What are the key insights provided by the existing IS privacy literature that can inform

our perspective on privacy in the SHMS context?
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Our framework for SHMS privacy research offers valuable insights to scholars interested in
understanding the contextual nuances of privacy in SHMS settings. Additionally, we review a
wide range of theories and methods applicable for research in this space. Our findings can also
assist both healthcare providers and policymakers in addressing privacy issues surrounding
personal health information when developing and implementing healthcare surveillance
systems. Furthermore, our findings uncover existing knowledge gaps and identify potential

research avenues for future investigation.

The remainder of this paper is organized as follows. We first set the stage for our review by
discussing the importance of contextual clarity in IS research and the shortcomings of existing
review articles in meeting this need. We then outline our systematic literature review
methodology, including article selection and coding process. Finally, we present the findings,

discussion of future implications, and concluding remarks.

2.3 Addressing the Incomplete Contextualization of Privacy in SHMSs

Over the past couple of decades, IS researchers have shifted their focus away from technology
development and toward the social context surrounding the design and use of information
technologies (Avgerou, 2019; Sidorova et al., 2008). This shift underscores the importance of
contextualization in IS research, which involves identifying domains beyond the individual
components of a central phenomenon (Renwick & Gleasure, 2021). These domains provide
conditions that can either constrain or enable the formation of the phenomenon (Avgerou,
2019). Contextualization enriches our understanding of the subjects under investigation and
unveils alternative interpretations of the phenomena from more insightful perspectives (Zahra
et al., 2014). Ultimately, research remains incomplete unless there is a clear specification of
the context for conducting the research and where the findings could be reasonably applicable
(Davison & Martinsons, 2016). Contextualization also underscores the scope and boundaries of
a concept within a specific research context (Mulligan et al., 2016; Solove, 2006). Knowledge
construction stems from individuals experiencing the contextual situations in which their
thoughts occur (Dewey, 1958). Beyond a contextualized definition with dynamic characteristics
and various conceptual perspectives, contextualizing involves providing further explanations of
a research phenomenon, theory, and findings in a given specific context or setting (Ravitch &
Carl, 2019). It considers the influence of factors like time, place, culture, and social dynamics
on the phenomenon under investigation (Avgerou, 2019; Xu & Zhang, 2022). In essence,

contextualization is a foundational step that sets the stage for a deeper exploration.

Researchers have long been encouraged to provide a contextualized definition of their

phenomena of interest, recognizing its pivotal role in setting the stage for how the phenomena
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will be examined (Angel & Calo, 2023; Solove, 2002). For privacy concerns related to SHMS
surveillance, a context-focused definition of privacy will help elucidate any abstract concepts
and delineate the unique characteristics of privacy, accommodating a range of perspectives,
whether convergent or divergent (Solove, 2002). SHMSs operate within intricate environments
spanning various disciplines, values, and interests, and encompassing multiple data domains
(Ribeiro et al., 2019; Talal et al., 2019; Winter & Davidson, 2019). To adequately contextualize
privacy within SHMSs, it is essential to first develop a definition that incorporates diverse
conceptual perspectives from various disciplines and use a broader lens (Locke & Golden-
Biddle, 1997; Sandberg & Alvesson, 2011). Hence, to set the stage for our context-specific

review of privacy within SHMSs, we begin by examining contextualized definitions of privacy.

The manner in which researchers contextualize privacy significantly influences their ability to
predict outcomes and propose solutions (Smith et al., 2011; Solove, 2002). Moreover, context
is important to theory development (Avgerou, 2019). Contextualization in privacy research can
be utilized as a powerful sensitizing tool for illuminating the boundary conditions of privacy
theories (Xu & Zhang, 2022). In simple terms, contextual richness is an essential way to help
link research phenomena and build theory (Zahra, 2007). New theories are emerging and
might not yet receive as much attention in new research themes, such as SHMSs (Zahra, 2007).
Contextualization helps enrich the existing theoretical perspectives by creating opportunities
for their potential integration, and even advancing new theoretical frameworks. Hence, we
study contextual richness by examining antecedents and outcomes of privacy in SHMSs, as
well as theories and methodologies utilized in the previous literature. Considering their
contextual significance, our review also gives particular attention to surveillance and
stakeholders to provide a complete picture of privacy contextualization within the smart

health monitoring context.

2.3.1 Meta-review of the Extent of SHMS Privacy Review Articles

As part of this context-specific exploration, we first re-evaluated the existing review studies on
privacy issues in the smart health monitoring context. These review articles were scoped using
search terms related to ‘privacy’ and ‘smart health.’ In this meta-review, we identified that the
review criteria (transparency and research agenda) were inadequately provided (see Appendix
Table A. 1 in Chapter 2). Establishing criteria such as search strategy and formulating a
research agenda are foundational elements of methodological transparency. They are
essential for the advancement of knowledge in a particular research field and for maximizing

research impact (Paré et al., 2016; G. Wagner et al., 2021). These reviews offer a valuable, but
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limited avenue for obtaining insights from privacy phenomena in healthcare surveillance

contexts.

Based on the synthesis of the existing reviews, the exploration of contextual privacy concerns
is found to be incomplete. Only one review paper analyzed the privacy definitions in its study
context (Shen et al., 2019), while all of the review papers neglected key perspectives of privacy
(right, commodity, control, state). These review papers also lacked exploration of the
underlying theoretical models and theories of the reviewed articles. Further, only a few papers
reviewed antecedents and outcomes of privacy (Carver & Mackinnon, 2020), and only a
limited set of papers discussed research agendas (e.g., Shen et al., 2019; Talal et al., 2019;
Zaman et al., 2022). The meta-review findings strongly underscore the need for synthesizing
partial perspectives to offer a comprehensive, integrative review, that addresses the above
deficiencies in previous review studies, allowing researchers and stakeholders (e.g.,
practitioners) to derive a more informed interpretation and conclusion on privacy concerns
related to SHMSs. The present review aims to rectify these significant shortcomings in the
literature by providing a comprehensive review of privacy contextualization in SHMSs. It
includes examining privacy definitions from various perspectives and reviewing antecedents
and outcomes of privacy, relevant theories, methodological transparency, research agenda,

and other pertinent scopes.

2.4 Review Method

A literature review helps address broad questions through a holistic review approach,
providing a complete picture of the prevalence of research on a focal topic (Grant & Booth,
2009). It is “a form of secondary study that uses a well-defined methodology to identify,
analyze and interpret all available evidence related to a specific research question in a way
that is unbiased and (to a degree) repeatable” (Kitchenham & Charters, 2007, p. vi). It also
ensures accuracy and impartiality in the search and retrieval process while supporting the
development of future research guidelines or directions that professionals can use (Fernandez-
Aleman et al., 2013). To answer the research question posited in this review and identify
directions for future research, we conducted a systematic literature review focusing on privacy
in smart health monitoring studies. Completing a systematic literature review is an iterative
process that depends on the quality and scope of the included studies (Moher et al., 2009). In
the following two sections, we explain the search strategy and the process of screening and
selecting studies based on the preferred reporting items for systematic review (PRISMA)

guidelines (Moher et al., 2009).
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2.4.1 Search Strategy

The present study focused on peer-reviewed journal articles and conference papers written in
English. Given that the concept of smart health monitoring emerged in early 2000 (Meier et
al., 2013; Pan et al., 2019), this study considered articles published between January 2000 and
February 2024. The search utilized the databases of Scopus, Science Direct, JSTOR, IEEE Xplore,
Emerald Insight, EBSCO-host, ACM Digital Library, and AIS eLibrary. Other sources, including
PubMed and OVID, were also used to identify relevant articles. Using keywords aligned with
our research question, the search primarily targeted articles related to ‘privacy’ and ‘smart
health.” Given the distinctive feature of smart health monitoring technology, we purposefully
focused our search on the term ‘surveillance.” However, ‘surveillance’ may be excessively
restrictive since many articles can use alternative terms for surveillance such as ‘monitor,’
‘track,” or ‘detect.” Thus, we also searched for ‘monitor,” a widely used term, to find as many
potential studies as possible. Generally, exclusion criteria for the studies were (1) non-
empirical and not peer-reviewed, (2) non-full text, (3) irrelevant to the purpose of the review
(e.g., paying limited attention to information privacy in smart health monitoring contexts, (4)
technically focused, (5) duplicated, (6) and written in another language. Details of inclusion

and exclusion criteria are presented in Table 2. 1.
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Inclusion and exclusion criteria
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Inclusion criteria

Exclusion criteria

Language
Full text availability
Source type

Subject area

Type of system

Study setting
Participants

The findings of the
study

English
Full text
Empirical and peer reviewed

A focus on privacy issues (mainly or
partially) using a non-technical
perspective

Smart health, e.g., wearable
healthcare, loT-based smart homes,
healthcare surveillance, etc.

Health data

Individual users, healthcare
professionals, government
authorities, smart technology
providers

Relevance to a better privacy
understanding, in terms of
definition, factors, or outcomes of
privacy in the study setting

Non-English

Non-full text

Non-empirical (e.g., review,
conceptual, and editorial), book
section, PhD thesis and dissertation
Less privacy exploration within
technical focus

Not smart health, e.g., self-
monitoring application

No health data
Parties not contributing to the
subject area

No relevant findings regarding a
better privacy understanding in the
study setting

2.4.2 Study Selection

A review reporting guideline is essential in literature reviews as it helps modify the original

review protocol and enables changes to be reported as appropriate throughout the process.

Moreover, it can be used to mitigate the risk of overlooking any potentially eligible studies.

Following the PRISMA guidelines (Moher et al., 2009), we conducted a four-phase process

consisting of identification, screening, eligibility, and inclusion, as shown in Figure 2. 1. In the

identification process, we initially found 364 records by searching for keywords in the

database and 347 records remained after removing duplicates. Screening the title and abstract
resulted in a preliminary list of 99 records. However, a few studies were excluded according to
the inclusion and exclusion criteria. For instance, studies were removed if they included the
search keywords but lacked a clear focus on privacy (e.g., Cristiano et al., 2022b; Grill et al.,
2016; Rahman et al., 2022). Studies were also excluded if they only focused on technical
aspects — for example, a study focusing on creating a system architecture for a sensor-based
smart-health framework that can minimize privacy concerns (Rahman et al., 2022). In addition,
articles were excluded if their main focus was not on smart health monitoring, for example,
post-Covid public health surveillance (e.g., Seberger & Patil, 2021; Yang, 2022). In the eligibility
process, articles in the preliminary list were further assessed with a full-text screen by applying
the exclusion criteria, and 43 records were included accordingly. In the last process, six

relevant studies were revealed through forward and backward searches of references in the



citations of included articles (Webster & Watson, 2002). A total of 49 records were obtained

from a final examination separately conducted by this study’s three authors.

Figure 2.1

Four-phase study selection process guided by the PRISMA flow diagram

2.4.3 Data Collection Process and Coding

Data were extracted into a spreadsheet by the first author and verified by the other two
authors. The first author completed the preliminary coding work using the inclusion and
exclusion criteria. The other authors reviewed the coding work to ensure all conflicts and
discrepancies were resolved. The codes were developed following the research questions. In

preparation for addressing our research question, we coded definitions of privacy in smart
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health monitoring contexts and categorized them in the existing definitional perspectives, i.e.,

privacy as a right (Warren & Brandeis, 1890), a commodity to exchange (Campbell & Carlson,

2002), an ability to control (Culnan & Bies, 2003), and a state (Schoeman, 1984). We then
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coded privacy proxies, variables for the antecedents and outcomes, and sorted them into
several categories by guiding the coding rules and the definitions from the previous literature.
New codes for the antecedents and outcomes were developed when the existing categories of
codes could not capture them. The results were analyzed based on the following themes: 1)
whether the study highlighted surveillance issues; 2) how surveillance was described; 3) which
stakeholder(s) was involved in the study; and 4) whether the study investigated more than one
stakeholder. Then, the theories and methods used to identify the antecedents and outcomes

were also coded.

2.5 Findings

In this section, we provide a general descriptive overview of the reviewed articles’
characteristics, as well as our findings related to privacy definitions and contextualization,
privacy-related proxies, antecedents, and privacy outcomes present in the reviewed articles.
We also highlight key findings of the articles, particularly those concerning surveillance and

stakeholder dynamics.

2.5.1 Overview of the Articles’ Characteristics

In total, 49 articles on privacy and smart health were included in the review, covering the
period from 2006 and 2024, as shown in Table 2. 2. Notably, 41% of these articles were
published between 2021 and 2024. Studies in Asia-Pacific and European regions contributed to
a significant portion of the published articles, compared to those coming from North America.
Smart homes and smart wearables were the most commonly investigated systems. In terms of
the study methods, the reviewed literature exhibited a nearly equal distribution between
gquantitative and qualitative studies. However, only a limited number of studies focused on a
mixed-methods approach. Notably, 8 studies investigated multiple groups of stakeholders in

relation to group-level analysis.
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Summary of the articles’ characteristics
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Variable Studies Percentage
Year of publication
2021-2024 20 41%
2017-2020 23 47%
2006-2016 6 12%
Source type
Journal article 44 90%
Conference paper 5 10%
Region
Asia-Pacific 18 37%
Europe 17 35%
North America 8 16%
Multiple countries 6 12%
Type of system
Smart home 15 31%
Wearable 12 24%
MHealth/eHealth/remote health 11 22%
Smart health 8 16%
loT 3 6%
Method
Quantitative 23 47%
Qualitative 21 43%
Mixed methods 5 10%
Participant
Consumers/patients/residents/users 37 76%
Multiple groups of stakeholders 8 16%
Healthcare providers 4 8%

Theories Used in the Published Articles

Generally, the technology acceptance model (TAM), the unified theory of acceptance and use

of technology (UTAUT), and the privacy calculus theory (PCT) proved to be the most popular

theories in the literature to explain both the antecedents and outcomes of privacy issues.

However, not all the identified antecedents and outcomes were explained by theory. From the

theories used to explain antecedents, six theories were applied to analyze the antecedents of

privacy issues (see Appendix Table B. 1): the mobile users’ information privacy concerns model

(MUIPC), PCT, the theory of communicative action, categorization theory, the theory of

contextual integrity (Cl), and notions of borders. In contrast, theories employed in the

outcome literature were more diverse than in the antecedent literature (see Appendix Table

B. 2). In particular, multiple theories were found to aim at one outcome — such as the use of

PCT and the theory of planned behavior (TPB) to predict subsequent actual behavior

surrounding privacy concerns (Princi & Kramer, 2020) and the use of TAM, innovation diffusion

theory (IDT), protection motivation theory (PMT), and PCT to explore behavior intention

affected by perceived privacy risks (Karahoca et al., 2018). In turn, one theory (or a set of
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theories) was used to identify multiple outcomes of privacy issues — for example, the use of
TAM to identify outcomes of attitude toward adoption, perceived usefulness, and perceived
ease of use (Papa et al., 2020), and the use of PCT and the concept of risk-risk trade-off as a set

of theories to identify outcomes of perceived value and application usage (Tran & Nguyen,

2021).

Methods Used in the Published Articles

The reviewed literature was evenly split between quantitative and qualitative studies (see
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Appendix Table B. 3). However, only a small subset of studies employed a mixed methods
approach. Almost all the quantitative studies were based on questionnaire survey methods
(e.g., Liu & Tao, 2022), while two studies conducted experiments (Princi & Kramer, 2020;
Seiferth & Schaarschmidt, 2020). Nearly half of the reviewed qualitative studies adopted the
interview approach to address their research questions, while the focus group was the second
most popular method used. A few qualitative studies employed the case study method. In
addition, longitudinal studies, workshops, jury sessions, and qualitative surveys were other
methods that could also be classified into the qualitative method category. In total, only five
studies used a mixed-methods design. Mixed-methods research covers various types of
purposes such as developmental, diversity, completeness, and so on (Venkatesh et al., 2016).
To ensure that the questions from one strand could be used to develop hypotheses to be
tested in the next (i.e., developmental purpose), two studies collected qualitative information
before conducting quantitative surveys based on the qualitative findings (Cristiano et al.,
2022a; Wiegard & Breitner, 2019). In order to obtain divergent views of the same
phenomenon (i.e., diversity purpose), two other studies conducted surveys and interviews to
analyze the preferences and needs of smart home technologies (Arar et al., 2021; Balta-Ozkan
et al., 2013). To ensure a complete picture of a phenomenon (i.e., completeness purpose), one
study involved a two-month feasibility assessment based on a questionnaire and interviews at
three different time points to assess the initial perspectives of older adults on IoT smart home

devices (Choi et al., 2020).

2.5.2 Thematic Analysis

A hybrid model is ideally suited for exploring events that prompt specific changes in outcomes
or states. It enables a more comprehensive understanding and explanation within a specific IS
field (Burton-Jones et al., 2015; de Guinea & Webster, 2017). Motivated by the notion of
hybrid models and the antecedents—privacy concerns—outcomes (APCO) model of information
privacy (Smith et al., 2011), we seek to develop a high-level contextual framework to present
our synthesis results. The proposed framework is shown in Figure 2. 2. Our framework
distinguishes between antecedents of privacy, privacy phenomena, and outcomes of privacy,
leveraging a hybrid perspective. We understand that frameworks are typically introduced after
the findings and discussions sections, reflecting emerging identifications. However, we present
the framework upfront, aligning with the guidance of Suddaby (2006) and Pool et al. (2024). In
doing so, the readers can be informed early on about the critical theoretical dimensions and
impacts to be presented. In the following sections, our findings are structured and explained in

accordance with this contextual framework.
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Figure 2. 2

A contextual framework of privacy in smart health monitoring

Key context matters of privacy in smart health monitoring:
Surveillance and Stakeholders
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2.5.3 Privacy Definitions and Contextualizations

Privacy is a multidisciplinary concept rooted in diverse justifications (Smith et al., 2011).
Initially, it was framed as “the right to be let alone,” acknowledging its legal value (Warren &
Brandeis, 1890, p. 193). Economically, privacy is analyzed through cost-benefit lenses and
trade-off principles and has been reconceptualized as a commodity (Campbell & Carlson, 2002;
Smith et al., 2011). In social psychology, privacy in the work of Westin (1967) refers to “the
ability of individuals to control the terms under which their personal information is acquired
and used” (Culnan & Bies, 2003, p. 326). Philosophically, privacy is seen as a “state or
condition” (Schoeman, 1984, p. 199), delineating limited access to personal information,

intimacies, thoughts, or body (Schoeman, 1984).

Based on the knowledge above, we extracted the definitions of privacy in the literature from
the main perspectives — right, commodity, control, and state. Out of 49 studies, only 17 studies
(34%) explicitly defined or implicitly described privacy or privacy proxies (see Appendix Table
B. 4). Among them, 12 (out of 17, 71%) viewed privacy as a control. For example, information
privacy was defined as personal control over the unauthorized access, collection, and
improper use of personal information in the mHealth application context (Tran & Nguyen,

2021, p. 3). Six studies (out of 17, 35%) viewed privacy as a state. For example, privacy risk was
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interpreted as the possibility of information abuse, such as information theft and leakage
when using mHealth services (Deng et al., 2018). Five studies (out of 17, 30%) were classified
into privacy as a commodity. These studies employed the trade-off or risk-benefit concept to
understand privacy and usage of smart health-related services. For example, the relationship
between privacy concerns and the actual behavior of individuals when using an loT healthcare
device was examined from a privacy calculus perspective (Princi & Kramer, 2020). Only one
study (out of 17, 6%) defined privacy as a right (Fritz et al., 2016). A further study was coded
‘N/A’ representing ‘not applicable,” based on its suggestion that different people rate the
importance of privacy differently for a myriad of reasons across a number of circumstances.
Therefore, it was difficult to classify this study into any existing conceptual perspectives
(Kennedy et al., 2021). Finally, it should be noted that across the studies that provided
definitions, many considered using more than one conceptualized perspective to explain
privacy. For example, privacy was characterized as both a control and a commodity in varied
smart health contexts (Matt et al., 2019; Princi & Kramer, 2020; Tran & Nguyen, 2021; Wiegard
& Breitner, 2019).

2.5.4 Proxies, Antecedents, and Outcomes

Privacy-related Proxies

Before discussing the antecedents and outcomes of privacy issues, we present a summary of
the privacy proxies used in the literature. Nearly half of the studies (23 out of 49, 47%) did not
use a proxy to investigate privacy (see Appendix Table B. 5). For example, privacy itself was
reported as a significant issue when using loT, among other factors in the healthcare system
(Dadhich et al., 2022). Nine studies (out of 49, 18%) used privacy concerns as the proxy of
privacy, and 7 studies (out of 49, 14%) used privacy risk (or perceived) as the proxy. In
addition, privacy protection (3, out of 49, 6%), perceived risk (3, out of 49, 6%), loss of privacy
(2, out of 49, 4%), perceived privacy (1, out of 49, 2%), and privacy policy (1, out of 49, 2%)
were other proxies found in the literature. Three studies (out of 49, 6%) ‘embedded’ the
privacy risk topic under the perceived risk variable (del Rio-Lanza et al., 2020; Pan et al., 2019;
Seiferth & Schaarschmidt, 2020). For instance, participants were asked about the perceived
risk in terms of privacy risk, psychological risk, and financial risk (Seiferth & Schaarschmidt,

2020).

Antecedents of Privacy Issues

Our thematic analysis results identified 9 antecedents among 7 studies contributing to privacy

issues in smart health monitoring environments, as shown in Table 3. We categorized them
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into two categories: individual and stakeholder by consulting previous studies (Li, 2011;

Miltgen & Peyrat-Guillard, 2014; Smith et al., 2011).

Table 2.3

Extracted antecedents and outcomes of privacy issues

Category Constructs/Themes Articles
Antecedents
Individual Perceived health information Wiegard and Breitner (2019)

Stakeholder

sensitivity

Surveillance concerns

Regulatory expectation
Individuals’ trust in business
operators

Cultural differences

Mobile users’ information privacy
concerns

Stakeholders’ concerns about
surveillance

Stakeholders’ experience of using
mHealth

Implementation of data mechanisms

Chadborn et al. (2019)
Wiegard and Breitner (2019)
Shimizu et al. (2022)

Kulyk et al. (2020)
Wiegard and Breitner (2019)

Beaudin et al. (2006)
Pan et al. (2019)

Burrows et al. (2018)

Outcomes

Individual

Adoption/use/participation

Continuous use

Intention to adopt/use

Attitude toward adoption

Willingness to disclose/share data

Alzahrani et al. (2021);
Beaudin et al. (2006); Choi
and Kim (2024); Fritz et al.
(2016); Hassandoust,
Johnston, et al. (2021); Sayibu
et al. (2022); Tran and Nguyen
(2021)

Burrows et al. (2018); Matt et
al. (2019)

Arar et al. (2021); Bhatt and
Chakraborty (2020); Choi et al.
(2020); Dadhich et al. (2022);
Deng et al. (2018);
Esmaeilzadeh (2023);
Karahoca et al. (2018); Li et al.
(2021); Liu and Tao (2022); Lu
et al. (2021); Mettler and Wulf
(2020); Princi and Kramer
(2020); Zhang et al. (2019);
Zhu et al. (2022)

del Rio-Lanza et al. (2020);
Ghorayeb et al. (2021);
Kwiecien et al. (2020); Papa et
al. (2020); Shimizu et al.
(2022); Shimizu et al. (2021)
Aljedaani et al. (2023);
Kwiecien et al. (2020); Seiferth
and Schaarschmidt (2020)




Stakeholder

Trust in smart technology/services
Perceived value

Perceived usefulness (of smart
wearable healthcare)

Perceived ease of use (of smart
wearable healthcare)

Feelings of health empowerment
Attitudes to adopting smart
healthcare services
Implementation of smart health

Deng et al. (2018); Liu and Tao
(2022)

Tran and Nguyen (2021);
Wiegard and Breitner (2019)
Papa et al. (2020); Sayibu et
al. (2022)

Papa et al. (2020)

Nelson et al. (2016)
Pan et al. (2019)

Peek et al. (2016); Shimizu et

services al. (2022); Xing et al. (2021)
Designing smart health systems Cristiano et al. (2022a);
LeBaron et al. (2020);
Ravishankar et al. (2015)
Stakeholders’ use of wearable Runkle et al. (2019)
monitoring technology
Smart home development Balta-Ozkan et al. (2013);
Kennedy et al. (2021); Kim et

al. (2018); Suman (2017)

Individual-level antecedents encompass a category of factors primarily concerning the
characteristics, attitudes, attributes, and behaviors of individuals regarding specific privacy
issues in the smart health technology context (Dinev & Hart, 2004; Li, 2011; Xu, 2019). We
found several antecedents relevant to the individual-level category: perceived health
information sensitivity (Wiegard & Breitner, 2019), surveillance concerns (Chadborn et al.,
2019), regulatory expectation (Wiegard & Breitner, 2019), individuals’ trust in business
operators (Shimizu et al., 2022), and cultural differences (Kulyk et al., 2020). Users’ information
privacy concerns are related to their personal disposition to privacy and have been
operationalized as a general concern in previous studies (e.g., Malhotra et al., 2004; Xu, 2019).
These studies suggest that individual users with a high degree of information privacy concern
are likely to be high on risk beliefs. Likewise, mobile users’ information privacy concerns was
considered as a personal deposition to privacy and coded as an antecedent that directly
influences the perceived privacy risks or uncertainties of mobile users in a health information
monitoring context (Wiegard & Breitner, 2019). The degree of transparency regarding data
collection, processing, and sharing mechanisms within SHMSs significantly influences users'
trust and their subsequent privacy concerns (Awad & Krishnan, 2006; Esmaeilzadeh, 2019;
Finch & Tene, 2014). This relationship is impacted by users' technological literacy, suggesting
that enhancing transparency and educating users about SHMS technologies could mitigate
privacy concerns (Esmaeilzadeh, 2019; Someh et al., 2019; Zhang et al., 2017). Thus, we

suggest the following proposition:
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Proposition 1a. Technological transparency can influence individuals’ trust and privacy

concerns in the context of smart health monitoring.

Individual-level antecedents encompass cultural factors that shape how individuals perceive
privacy (Smith et al., 2011). For instance, Dinev et al. (2006) found that in Italy, privacy is often
at risk due to the Italian penchant for conversation, which reduces the likelihood of keeping
anything confidential, whether it's personal matters or business secrets. Similarly, cultural
differences could account for differing decisions on whether to submit or share personal
information at the individual level (Dinev et al., 2006). In the reviewed studies, cultural
differences have been identified as an influential factor in privacy concerns analyzed at the
individual level (Kulyk et al., 2020). Researchers have found that people from Southern
European countries perceive data disclosure as a personal choice, while people from Eastern
European countries feel forced to disclose personal data. Overall, cultural and societal norms
toward health information privacy shape SHMS use (Li, 2011; Miltgen & Peyrat-Guillard, 2014).
Cross-cultural differences in privacy expectations necessitate tailored SHMS privacy practices
that align with local privacy norms and values, indicating a need for context-specific privacy

management strategies. Thus, we suggest the following proposition:

Proposition 1b: Contextual privacy norms across cultures can influence individuals’ privacy

concerns in the context of smart health monitoring.

Stakeholder-level antecedents emphasize the ways in which a specific industry and its
stakeholders utilize information, encompassing their actions and attitudes toward
safeguarding personal data, which, if compromised, could erode personal privacy (Tallon,
2013). Antecedents in relation to stakeholders have been widely associated with
organizational reputation, implementation of privacy policies, informativeness, and the
trustworthiness of an organization, among others (loannou et al., 2020; Li, 2011; Miltgen &
Peyrat-Guillard, 2014). In the existing literature, three stakeholder-level antecedents have
been identified: healthcare providers’ concerns about surveillance (Beaudin et al., 2006),
healthcare providers’ experience of using mHealth (Pan et al., 2019), and implementation of

data mechanisms (Burrows et al., 2018).

In a study by Beaudin et al. (2006) from the perspective of healthcare providers’ concerns
about surveillance, various professionals such as general practitioners, nurses, caregivers, and
social workers, who constitute an essential stakeholder group, expressed skepticism toward
smart home monitoring due to their perceptions of privacy issues. Healthcare providers are
aware that their involvement in health tracking or surveillance activities may evoke privacy

concerns among individuals, such as patients fearing judgment from family or clinical
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caregivers (Beaudin et al., 2006). Therefore, healthcare providers’ concerns about the negative
influence of surveillance technologies can be considered a crucial antecedent of privacy issues
in SHMSs. Moreover, in a study by Pan et al. (2019), healthcare providers’ experience of using
mHealth (in terms of pleasant usage experience) has been found to negatively impact their
perception of privacy risks associated with smart healthcare services, and positively affecting
their intention to adopt these services. Additionally, studies have suggested that privacy issues
and relevant challenges can result from the failure or lack of meaningful awareness in
mechanisms implemented by various stakeholders (Burrows et al., 2018; Jakobi et al., 2019).
We coded implementation of data mechanisms as another stakeholder-related antecedent
because it is a powerful influencer that controls privacy by negotiating existing boundaries and
borders (Burrows et al., 2018). The alignment (or misalignment) of privacy expectations among
SHMS stakeholders (e.g., users, healthcare providers, technology providers, and regulators)
plays a critical role in shaping the ecosystem's privacy landscape (Lyles et al., 2021; Windasari
et al., 2021). Misalignments may lead to privacy tensions and breaches, suggesting that a
collaborative approach to establishing shared privacy norms and expectations is critical for the

success of SHMSs (Lyles et al., 2021). Thus, we suggest the following proposition:

Proposition 2: Stakeholder dynamics and privacy expectation alignment can influence

individuals’ privacy concerns in the context of smart health monitoring.

Outcomes of Privacy Issues

We identified 15 outcomes among 41 studies (91%), coded in individual and stakeholder

related categories (as shown in Table 3 above).

Individual-related outcomes are the most noticeable impact of privacy issues and refer to
individuals’ subsequent behaviors and beliefs (Miltgen & Peyrat-Guillard, 2014; Smith et al.,
2011). This group of outcomes reflects the impact and relevance of privacy concerns on
individual-level attitudes, perceptions, and behaviors in relation to smart health monitoring
systems. These factors pertain specially to the outcomes related to the characteristics or
actions of individual people rather than broader group outcomes. Many researchers have
argued that privacy significantly impacts the adoption (e.g., Beaudin et al., 2006; Fritz et al.,
2016) and continuous use of a healthcare-based smart service (e.g., Burrows et al., 2018; Matt
et al., 2019). Additionally, instead of examining users’ actual behavior when using or adopting
a healthcare-based smart service, we found that a large number of studies examined users’
intentions to use such services based on the theory of reasoned action (TRA), which suggests
that behaviors match actual intentions (Fishbein & Ajzen, 1977; Smith et al., 2011). For

instance, a study by Lu et al. (2021) found that perceived privacy risk was negatively related to
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the intention to use smart healthcare devices. A few studies focused on the attitude toward
adoption, such as accepting smart home technologies (Ghorayeb et al. 2021) and adopting
smart wearable healthcare devices (Papa et al., 2020). Individuals’ willingness to disclose or
share their data was found to be another important outcome affected by the desire to
preserve privacy (Kwiecien et al., 2020). Moreover, privacy was shown to have a negative
association with individuals’ trust in smart technology or services (Deng et al., 2018; Liu & Tao,
2022) and individuals’ perception of the value of smart healthcare applications (Wiegard &

Breitner, 2019).

We found that perceived privacy assurance, derived from effective privacy protection
mechanisms and clear communication of these protections, fundamentally shapes users'
engagement with SHMSs by influencing their adoption/use, continuous use, and intention to
adopt/use (Bansal et al., 2015; Chalhoub et al., 2024; Xu et al., 2011). When users perceive
strong privacy assurances, their trust in smart technologies/services increases, leading to a
positive shift in their attitude toward adoption and a greater willingness to disclose/share data
(Bansal et al., 2015; Chalhoub et al., 2021). Furthermore, perceived privacy assurances
enhance the perceived value and usefulness of smart wearable healthcare technologies,
making them more appealing for adoption. This comprehensive impact of perceived privacy
assurance on individual-level factors highlights the critical need for SHMS developers and
policymakers to prioritize privacy as a core component of technology design and user
communication strategies, thereby enhancing user engagement and empowerment in

managing their health. Thus, we suggest the following proposition:

Proposition 3: The integral role of perceived privacy assurance can result in shaping user

engagement and trust in SHMSs.

Stakeholder-related outcomes refer to outcomes or consequences that are relevant to the key
stakeholders involved in the caused privacy issues of the smart health technologies over a
broad range, covering economic, social, and environmental aspects from the stakeholders’
collective perspective (Ruhlandt, 2018; Valle-Cruz, 2019). In addition to individuals (e.g.,
patients and users), the key stakeholders of smart health monitoring systems often include
healthcare providers, smart technology providers, and government authorities (OECD, 2015;
Peek et al., 2016; Swinkels et al., 2018). According to our review results, stakeholder-related
(non-individual stakeholders) outcomes in the context of smart health monitoring include
stakeholders’ attitudes to adopting smart healthcare services (Pan et al., 2019),
implementation of smart health services (e.g., Peek et al., 2016), designing smart health

systems (e.g., Cristiano et al., 2022a), stakeholders’ use of wearable monitoring technology
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(e.g., Runkle et al., 2019), and the overall smart home development driven by multiple

stakeholders (e.g., Kennedy et al., 2021).

Effective stakeholder collaboration in the design, implementation, and promotion of SHMSs
acts as a critical catalyst for overcoming privacy concerns, fostering innovation, and enhancing
the adoption and continuous use of these technologies (Thiebes et al., 2023; Ullah et al.,
2021). Integration of diverse stakeholder perspectives — including those of healthcare
providers, technology developers, users, and regulatory bodies — into the development and
governance of SHMSs leads to more privacy-centric designs and policies (Miyachi & Mackey,
2021; Ullah et al., 2021). Such collaborative efforts result in smart health services and
wearable technologies that are not only more aligned with end-user privacy expectations but
also with the operational and ethical standards of healthcare providers and the regulatory
frameworks of government authorities (Renwick & Gleasure, 2021). This integrated approach
facilitates the creation of SHMSs that are perceived as more trustworthy and valuable by all
stakeholders, thereby improving attitudes toward adoption, enabling smoother
implementation processes, promoting more innovative system designs, and ultimately driving
the development of smart homes and healthcare environments that are both technologically

advanced and privacy-respecting. Therefore, we suggest the following proposition:

Proposition 4: Stakeholder collaboration can be a catalyst for privacy-centric SHMS innovation

and adoption.

2.5.5 A Matter of Context

Privacy is a context-dependent phenomenon. The term ‘context’ means the surroundings
associated with phenomena existing in the environment external to individuals, most often
requiring different levels of analysis (Cappelli, 1991; Mowday & Sutton, 1993; Smith et al.,
2011). In IS research, the most commonly cited contexts for privacy are related to
technological applications, the use of information by sector, the type of information collected
from individuals, and the political context (Smith et al., 2011). Given that the type of
information is well acknowledged in the smart health monitoring context and political contexts
can be emotionally charged through the presentation of authors’ beliefs in different causes
(Smith et al., 2011), our review work emphasizes surveillance and stakeholder matters to

compile a full picture of privacy contextualization in the smart health monitoring context.

Surveillance involves any gathering and processing of personal data in order to manage or
influence those whose data have been collected (Fox, Clohessy, et al., 2021). To review the

extent to which the effectiveness of surveillance technologies was addressed in the included
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studies, we extracted the keywords describing the surveillance phenomenon and synthesized
these into three groups — Highlight, Mention, and Not mention (see Appendix Table B. 6). Most
studies came under the Highlight group, which strongly suggested the perception of a
surveillance or monitoring phenomenon in the evaluation of privacy in a smart healthcare
context. For example, Choi et al. (2020) investigated the effect of potential privacy risks
deterring individual users from choosing different types of monitoring devices. Studies in the
Mention group only briefly referred to surveillance issues and provided no explanations or
discussions. For example, some researchers mentioned constant monitoring as a kind of
surveillance with several negative implications (Kim et al., 2018). Studies in the Not mention
group did not consider or discuss surveillance issues at all. Among the identified keywords,
monitoring (e.g., (Chadborn et al., 2019; Choi et al., 2020) and tracking (e.g., (Beaudin et al.,
2006; Li et al., 2021) had widespread use in the majority of studies when referring to
surveillance issues. A few studies used intrusiveness (e.g., (Etemad-Sajadi & Dos Santos, 2019)
and intervention (e.g., (Fritz et al., 2016; Shimizu et al., 2022) to explain the negative feelings
related to monitoring or surveillance activities. Notably, some studies also explored the
surveillance effectiveness of different monitoring devices — the video camera was ranked first

with the highest negative effect (Arar et al., 2021; Balta-Ozkan et al., 2013).

Stakeholders are defined as any group or individual “who can affect or is affected by the
organization’s purpose” (Freeman et al., 2010, p. 93). The key stakeholders of smart health
monitoring systems often include individuals (e.g., patients and customers), healthcare
providers, smart technology providers, and government authorities (OECD, 2015; Peek et al.,
2016; Swinkels et al., 2018). Stakeholders play a key role in the implementation of privacy
protection concerning smart services. In this study, stakeholder context was reviewed
according to 1) whether a study investigated multiple stakeholders, and 2) which
stakeholder(s) was included. A limited number of studies explored privacy issues in the context
of multiple stakeholders (e.g., Peek et al., 2016), compared to a distinct group of studies
focusing on one single stakeholder (either an individual user or healthcare professional), as
shown in Appendix Table B. 7. In multi-stakeholders studies, privacy was reported as not a
large concern for some groups of stakeholders (e.g., older adults or rest home managers) but
much more important to other groups of stakeholders (e.g., technology developers) (Alzahrani
et al., 2021). This means that different stakeholders may have different beliefs regarding
privacy concerns. The importance of multi-stakeholders was also highlighted and discussed in
some single stakeholder-focused studies from the perspective of individuals (Chadborn et al.,
2019; Chen et al., 2021; del Rio-Lanza et al., 2020; Hunter et al., 2020; Ravishankar et al., 2015;

Suman, 2017). For instance, individual stakeholders were identified as being frequently
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ignored by organizations due to the divergence of goals between individuals and other

stakeholders (Chadborn et al., 2019).

2.6 Discussion

In this section, we present our discussion on privacy definitions and contextualizations,
antecedents and outcomes, along with the implications and limitations of our research by
leveraging the contextual framework in Figure 2 as our guiding structure. Furthermore, our
discussion extends to encompass the diverse theories, methodologies, and contextual nuances
that collectively paint a comprehensive portrait of privacy contextualization within the existing

scholarly landscape.

Privacy definitions and contextualizations: The review findings reveal that privacy definitions
were insufficiently expressed or incorporated by privacy and smart health monitoring studies.
While some studies discussed different perspectives of privacy such as viewing it as a right,
commodity, control, and state (see Appendix Table B. 4), a consistent and sufficient definition
of privacy from these diverse conceptual perspectives was generally underdeveloped. We
identified three implications for future researchers to consider. First, clarifying the
contextualized definition of privacy from one or multiple perspectives can enrich our
understanding of privacy within multidisciplinary environments like smart health monitoring.
This clarification will aid researchers in delineating the focus of their studies and selecting
appropriate theoretical frameworks and theories. For instance, if the study focuses on viewing
privacy as a commodity or something of value, trade-off theories like privacy calculus can be
employed (e.g., Matt et al., 2019; A. Wagner et al., 2021). In light of the state perspective,
theories like Balance theory can be utilized to explore if a state is either balanced or
imbalanced toward a triadic-relationship system of privacy, consumer, and health insurance
providers. Second, a chosen perspective can facilitate researchers in adopting existing
measurement items from other studies which also use the same perspective. For example,
Princi and Kramer (2020) employed measurement items from Smith et al. (1996) as both
studies hold a control perspective on privacy. Third, privacy is not a one-size-fits-all concept: it
changes based on the situation and individuals' experiences, especially in complex systems like
smart health monitoring (Pang et al., 2020; Solove, 2007). Privacy is multidimensional and
varies with context, which is ever-changing due to the various life experience of individuals
(Altman, 1977; Laufer & Wolfe, 1977; Xu et al., 2011). Though this complexity can make
defining privacy challenging, it is both fundamental and essential for advancing research in this
field as it helps to support knowledge accumulation and progress in the smart health

monitoring area (Gruber, 1995). Thus, combining different perspectives helps liberate our
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understanding of privacy across different disciplines and levels in complex environments like
SHMSs. For example, Matt et al. (2019) explored how people's control over their data affects
their willingness to use health monitoring devices, and then looked at the cost-benefit aspect
of privacy and functionality in continuous usage. Several additional instances (i.e., Princi &
Krédmer, 2020; Tran & Nguyen, 2021; Wiegard & Breitner, 2019) in the reviewed literature

showcased the integration of multiple perspectives to comprehend the privacy phenomena.

Proxies, antecedents, and outcomes: The review findings suggest that proxies, antecedents,
and outcomes related to privacy in smart health monitoring are lacking and underdeveloped.
This highlights the need for further exploration of privacy and its interplay with other concepts
through a measurable framework. Given the difficulty of measuring privacy, a great deal of
empirical privacy research in the social sciences has relied on a privacy-related proxy as the
central construct to measure privacy and explore its relationships with the antecedents and
outcomes of that proxy (Smith et al., 2011). A proxy is highly recommended because
measuring relationships depend on people’s perceptions and cognitions rather than their
rational assessments. Several researchers highlighted the importance of examining privacy
beyond privacy concerns, as privacy concerns may have a negative connotation and do not
straightforwardly represent privacy (Dinev et al., 2013; Fox, van der Werff, et al., 2021).
Moreover, privacy can be investigated by involving more than one proxy. For instance,
Wiegard and Breitner (2019) studied the relationship between mobile users’ information
privacy concerns and perceived privacy risks. In sum, there is a need for a more precise
measurement of privacy that should be carefully matched with the research context to further

advance the literature (Stewart & Segars, 2002).

Antecedents are factors that influence the shaping of privacy issues (Ozdemir et al., 2017; Xu
et al., 2011). A lack of knowledge of influential factors could result in an incomplete
understanding of the privacy issue, hampering the delivery of appropriate privacy protection in
smart health monitoring. Several antecedents were explored in the reviewed literature in
terms of different levels (individual and stakeholder). However, the majority of the
explorations were at the individual level but with very little antecedent analysis at the
stakeholder or other levels. Privacy is of growing concern when involving multiple stakeholders
(Smith et al., 2011). The introduction of smart healthcare services can often generate
resistance from service providers (e.g., clinicians) when adopting the services (Pan et al.,
2019). Thus, antecedents should be studied deeply from the stakeholder perspective (Smith et
al., 2011). Moreover, despite the identification of cultural differences (Kulyk et al., 2020) as an
important societal-level antecedent, our review analysis found that the antecedents from

other levels such as societal, environmental, cross-cultural, or national levels, were seldom
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explored. Due to their significant impact on individuals' information privacy, the antecedents
from these under-researched levels should be effectively addressed in future empirical
studies. Furthermore, our review findings indicate that a large fund of knowledge has been
gained from considering individual users’ perceptions of privacy issues. However, a small
number of stakeholder-level studies also evaluated perceptions of individuals who offered
healthcare professional service through smart devices (e.g., Pan et al., 2019). Interestingly,
perceptions of customers’ privacy risks were also shown to exist among other stakeholders
who sought to limit individuals’ use of smart health monitoring applications (Galanxhi-Janaqi &
Nah, 2004). For example, a perception of privacy-related risk was found to negatively impact
doctors’ personal attitudes toward using smart healthcare services, which could eventually
affect the implementation of the service (Pan et al., 2019). Thus, privacy researchers should be
cautious as focusing solely on the perceptions of individual customers may introduce bias and
overlook the perspectives and experiences of other individuals (aside from customers),

consequently failing to identify group-level privacy issues (Bélanger & Crossler, 2011).

Outcomes have been frequently linked to a specific privacy phenomenon in the reviewed
studies. Indeed, without considering the outcomes, it is difficult to determine how important
dealing with privacy truly is (Phelps et al., 2001). Smart health monitoring systems strive to
generate co-created outcomes of value for both the individual users and the community at
large (Janamian et al., 2016; Ramaswamy & Ozcan, 2014). Regarding the outcomes for
individual users, the results of the reviewed literature showed a great interest in measuring
intentions or attitudes toward the usage or adoption of smart health systems while neglecting
actual behaviors. Although the theory of reasoned action (TRA) suggests that behaviors will
match actual intentions, it should be cautioned that the relationship between privacy and
stated intentions does not always reflect actual behaviors (Smith et al., 2011). Future studies
could target actual behaviors and thoroughly investigate contextual factors that may predict

those behaviors (Plangger & Montecchi, 2020).

Moreover, smart health monitoring systems involve collaborative healthcare service
communities (Alabdulatif et al., 2019; Deloitte, 2019), in which stakeholders who work
together using shared health data generate value for individual customers and share this value
among stakeholders (Vargo et al., 2008; Winter & Davidson, 2019). It is important to explore
the behavioral outcomes at the stakeholder level, for example, stakeholders’ attitudes (e.g.,
Pan et al., 2019) and their use of smart health systems (e.g., Runkle et al., 2019). Additionally,
exploring organizational and regulatory outcomes is essential for organizations and
policymakers to effectively manage privacy issues in SHMSs (Manyika et al., 2011; Winter &

Davidson, 2022). For example, understanding how privacy influences practices fosters trust
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between organizations and users (Esmaeilzadeh, 2019; Liu & Tao, 2022). This enables
organizations to identify innovation opportunities and develop new products, services, and
processes that prioritize privacy and security (Xu, 2019). Companies that demonstrate a strong
commitment to privacy can gain a competitive advantage by attracting privacy-conscious
customers and partners (Smith et al., 2011). By emphasizing the regulatory outcomes
influenced by privacy concerns, companies can ensure compliance with relevant laws and
regulations, avoiding costly penalties and legal actions (Esmaeilzadeh, 2019). On the other
hand, policymakers rely on research and evidence to inform the development of laws and

regulations related to privacy and data protection (Solove, 2006; Someh et al., 2019).

Theories: Overall, the reviewed literature exhibits a significant deficiency in the application of
theory. However, this absence of relevant theories raises questions about the validity and
value of the research (Sutton & Staw, 1995). A theory is a linguistic device used to
parsimoniously organize and clearly communicate concepts in a complex empirical world
(Bacharach, 1989). It helps explain underlying processes and provides an understanding of the
systematic reasons for a specific occurrence or non-occurrence (Sutton & Staw, 1995).
Therefore, it is important to use an appropriate theory or (theories) to solidify the research
motivations and assumptions when examining privacy-related constructs. Prior studies have
commonly employed theoretical frameworks like TAM, UTAUT, and UTAUT 2 to understand
how people adopt and use health information technologies. However, these models have
faced criticism for being overly simplistic and limited. They concentrate solely on individuals'
perceptions and intentions to use technologies, lacking specificity to the health domain (Lee et
al., 2003; Shachak et al., 2019). Some researchers have also argued that the contributions of
those frameworks to knowledge in this area have reached a plateau (Rouidi et al., 2022;
Shachak et al., 2019). Moreover, the review of the research found that one of the key barriers
to the successful implementation of digital health devices is both their low level of acceptance
and resistance by healthcare professionals (Cilliers & Flowerday, 2014; Pan et al., 2019; Rouidi

et al., 2022).

Methods: The application of a mixed-methods design was quite limited in the literature.
However, this method provides an opportunity to develop fresh theoretical perspectives by
combining the strengths of qualitative and quantitative methods (Venkatesh et al., 2016).
Moreover, a mixed methods design is particularly useful because it helps provide a holistic
understanding of a phenomenon at an early research stage (Venkatesh et al., 2013). The
nature of the healthcare context frequently changes and involves contextually relevant

challenges (such as the technological complexity associated with users) (Califf et al., 2020).
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Thus, using the mixed-methods design is appropriate to better explore the underlying layers of

privacy issues in healthcare-related domains (Califf et al., 2020; Fox & James, 2021).

Context matters: Context matters are dynamic forces and factors embedded within an entity
and have been used as important predictors to measure a proposed relationship in an entity
(Edwards & Steins, 1999; Shah & Ward, 2003; Shalley et al., 2004). Since these forces span
multiple levels that are not relevant to a user (or a user group) (Kaplan et al., 2010; Shalley et
al., 2004), several attempts were made by privacy researchers to distinguish contextual factors
from other sets of factors (such as individual factors and macro factors) (Li, 2014; Miltgen &
Peyrat-Guillard, 2014; Ozdemir et al., 2017). Surveillance was also an important theme in the
literature review, with many studies highlighting the influence of surveillance in the smart
health system. However, research on influencing factors stemming from surveillance has yet to
be developed. The range of topics explored in the literature review was narrow and
straightforward. For example, a large number of studies focused on the participants’
acceptance of a surveillance device installed in their homes. Researchers who focus on
surveillance as a matter of context should employ a measurable predictor to more deeply
understand how privacy is affected by surveillance. Regarding stakeholders, only a small
portion of the research in the reviewed literature focused on entities beyond individual users.
The resistance of healthcare professionals to smart health systems due to their privacy
concerns could be a key barrier to the successful implementation of digital health (Pan et al.,
2019). Smart health monitoring can be seen as a dynamic community relying on multi
stakeholders. Thus, unlike personal devices, the success of a smart health service hinges on the
cooperation of multiple stakeholders, not merely on individuals’ usage. It is recommended to
shift research attention to the stakeholder level by evaluating contextual factors related to the

context of collaborative stakeholders.

2.6.1 Implications for Stakeholders and Practice

Implementing privacy protection in smart monitoring services is challenging due to the
intricate network of stakeholders and their diverse protection mechanisms. The participation
of various stakeholders has been found to provoke privacy issues among individuals, serving as
a significant antecedent factor and outcome of privacy. This review has emphasized four key

stakeholders of smart health monitoring systems.

Individuals: Individuals include any end-users of smart health applications. In the dynamic
environment of smart health monitoring, where collaboration among stakeholders is
paramount, it is crucial for individual users to recognize themselves not only as beneficiaries

but also as vital stakeholders, given their active involvement. Individuals’ perceptions of
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privacy and surveillance concerns are found to block them from using health monitoring
technologies and sharing their health data with other stakeholders in smart health monitoring
systems. However, individuals should understand the duality of privacy and surveillance in
smart health monitoring applications. Smart health monitoring systems and surveillance
technologies are forming new contexts of health data flow. In complex environments like this,
multiple stakeholders naturally interact and collaborate across different disciplines and levels,
working across various data domains to ensure individuals receive healthcare benefits. Hence,
individuals should acknowledge the dual nature of privacy and surveillance in smart health
monitoring systems and actively engage in smart health monitoring services in order to

empower their health through the system.

Healthcare providers: Stakeholders in this category refer to clinicians such as doctors and
nurses, caregivers, volunteers, and emergency personnel, among others, and involve
healthcare facilities ranging from hospitals and health systems, ambulatory surgery centers,
long-term care facilities, home health agencies, ancillary providers, to community group
homes. The adoption of smart health monitoring technologies can offer advantages to
healthcare providers, including enhanced operational efficiency, cost reductions in patient
care delivery, improved quality measurement, and expanded reporting capabilities. However,
concerns about privacy and associated challenges may arise if healthcare providers encounter
difficulties in implementing effective data governance mechanisms or if there is a lack of
meaningful awareness among this group of stakeholders. Data governance in healthcare
services has been given significant prominence in recent years, based on its aim to maximize
the value of data assets and manage data-related risks in the system. Since data governance
can diffuse tension in terms of privacy and data sharing, mitigate risks, and balance interests
within the multidisciplinary contexts of data sharing, healthcare providers should develop data

governance mechanisms for their privacy activities.

Smart technology providers: Smart technology providers often encompass developers,
vendors, and suppliers who focus on providing and maintaining smart health devices, service
apps, and smart health monitoring service platforms by means of various information and
communication technologies (ICTs), including sensing and surveillance. These technology
providers are at the forefront in introducing surveillance technologies in smart health
monitoring applications. Privacy issues have been demonstrated to influence the design,
strategies, and development of functionalities within smart health systems when considered
from a design thinking lens. There is a significant amount of literature on privacy-focused
technologies in smart health monitoring applications. However, there is relatively little

research that delves into the negative impacts of privacy concerns on smart technology
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providers. Therefore, it is imperative for smart technology providers to have a thorough
understanding of the privacy concerns associated with their technologies due to the key
considerations discussed below. Technology providers have an ethical responsibility to protect
the privacy and confidentiality of users' health data. Adhering to privacy regulations and laws
is crucial for smart technology providers to avoid legal repercussions. Mishandling of privacy
issues can lead to negative publicity and damage the reputation of developers and providers.
By prioritizing privacy and implementing robust data protection measures, they can protect

the brand reputation of technology providers.

Government authorities: Governmental authorities include government agencies, policy
makers, and legislators that help achieve better data governance among stakeholders. Only a
few of the reviewed studies investigated the efforts of government authorities regarding the
privacy issues of smart health monitoring. However, antecedents, including individual-level
regulatory expectation and trust in business operators and stakeholder-level health tracking
data mechanisms, are all associated with the active involvement of government authorities.
Moreover, smart health initiatives, like the development of smart homes, are intricately linked
with the overarching objective of smart city development pursued by local government
authorities. Therefore, it is imperative for government bodies to prioritize the management of
individuals' privacy concerns by enhancing regulatory frameworks and fostering collaboration

with other stakeholders involved in these systems.

2.6.2 Recommendations for Future Research Avenues

Based on the review of the existing literature, our study provides six research avenues along

with a number of research questions for future research.

Avenue 1 - Contextualized definition: Clarifying the contextual and dynamic nature of privacy
through a clarified definition is a pragmatic approach for accurately grasping and analyzing
privacy issues (Solove, 2002; Xu & Bélanger, 2013; Zhang et al., 2017). A definition is essential
as it serves as a foundational principle for facilitating transparent communication and fostering
a coherent understanding of privacy (Dinev et al., 2013). Without a precise and consistent
understanding, there is a risk of fragmented and ambiguous interpretations of privacy (Dinev
et al., 2013). Despite its importance, the definition of privacy within the context of smart
health monitoring remains underdeveloped in the literature. To fulfil the contextualized

definition of privacy, researchers could answer the following research questions:

1. Privacy holds diverse interpretations. How do researchers define it pragmatically?

2. How has privacy been characterized in SHMSs?
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Avenue 2 - Multi-level analysis: In general, multi-level research involves exploring phenomena
at different levels of analysis, including individuals, groups, organizations, and communities
(Blakely & Woodward, 2000; Smith et al., 2011). The community level, in particular, has
garnered significant attention due to the advancements in remotely delivered virtual
healthcare ecosystems (Schiavone et al., 2021). Multi-level research is essential for mapping a
complete picture of privacy conceptualization and crucial for the mechanisms and reasons
behind the occurrence of the privacy phenomenon (Ancona et al., 2001). The debate
surrounding privacy conceptualization is fueled by complexity across various levels (Mulligan
et al., 2016). However, our review shows that the existing literature has provided insufficient
analysis across various levels regarding the antecedents and outcomes of privacy phenomena
in smart health monitoring contexts. analysis Rather than solely focusing on individuals'
perceptions, researchers can utilize our proposed framework to broaden their investigation at
multiple levels in their forthcoming empirical studies. To conduct a multi-level analysis,

researchers could explore the following research questions:

1. How do individual characteristics, organizational practices, stakeholder dynamics,
and societal influences interact to shape privacy conceptualizations in the context of

smart health monitoring technologies?

2. What are the key factors at the individual, organizational, stakeholder, societal, and
technological levels that contribute to enhancing user acceptance of privacy features in

SHMSs?

Avenue 3 - Methods of analysis: Future researchers are encouraged to use a mixed-methods
design rather than using a single method in order to comprehensively investigate the privacy
dynamic in the context of smart health monitoring. They are advised to explicitly delineate
and/or recognize the purposes of their mixed-methods design, which could help readers
better grasp the goals and outcomes of their mixed methods research papers (Venkatesh et
al., 2013). To achieve this, it is critical to be aware of the exact nature of mixed-methods
designs and the wide range of purposes for using a mixed-methods approach (Venkatesh et al.,
2013; Venkatesh et al., 2016). Several purposes (i.e., developmental, diversity, and
completeness) appeared in the reviewed literature. Other purposes and examples (such as
complementarity, expansion, corroboration/confirmation, and compensation) can be found in
the work of Venkatesh et al. (2013). In addition, meta-inferences are narratives, theoretical
statements, or a story inferred from an integration of findings from qualitative and
quantitative and strands of mixed methods research. Meta-inferences are considered
important components of mixed-methods research (Venkatesh et al., 2013). It is hard to define

a research program as truly being mixed-methods research unless it provides combining
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findings from both qualitative and quantitative studies (Venkatesh et al., 2013). Thus,
researchers using mixed-methods designs should offer an explicit discussion of meta-

inferences. There are further potential research questions to explore as presented below:

1. How do ethnographic studies illuminate the nuances of privacy concerns in relation
to smart health monitoring technologies, and how can these insights inform the

development of more robust privacy policies and practices?

2. What do rich qualitative interviews with stakeholders tell us about the
organizational policies, procedures, and cultural norms surrounding privacy issues in the

context of SHMSs?

3. To what extent do methodological biases in sample selection impact the validity and
generalizability of research on privacy issues in SHMSs, and what strategies can be

employed to mitigate these biases?

Avenue 4 - Stakeholder analysis: Future studies can concentrate on analyzing multi-
stakeholder engagement, delving into the stakeholders' ecosystem for privacy protection
management in smart health monitoring. True cooperation among stakeholders was argued to
be far from reality in terms of users’ active participation in advanced health systems (Suman,
2017). Individuals do not feel encouraged to use smart health devices (or services) to share
health data because of their surveillance and privacy concerns stemming from inadequate
cooperation amongst stakeholders. Researchers are recommended to deepen stakeholder-
specific investigations in response to an insufficient analysis of stakeholders in the literature.
The investigation should also provide a clear description of the categories or types of
stakeholders involved in the context. An investigation of multiple stakeholders would help to
mitigate health data privacy concerns and allow users to regain control (Chadborn et al.,

2019). Possible research questions include the following:

1. How do the diverse values and objectives of stakeholders in SHMSs contribute to the

effectiveness of implementing data privacy mechanisms?

2. How can value co-creation strategies be employed within the stakeholder ecosystem
of SHMSs to address privacy concerns and enhance user engagement and

empowerment?

Avenue 5 - Contributing to the IS theories: A theory is viewed as a system that logically
connects its key components through propositions or hypotheses (Bacharach, 1989). It serves
to elucidate the relationships between phenomena by emphasizing causal connections and
determining the sequencing and timing of such phenomena (Sutton & Staw, 1995). The

significance of theory in IS lies in its ability to explain the what, why, and/or how of
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phenomena (Mueller & Urbach, 2017). However, our review findings reveal a significant
dearth in the application of theory, with an overreliance on TAM- or UTAUT-related models.
Despite their prevalence, TAM and its related models have faced criticism for oversimplifying
the system usage context and adopting a narrow viewpoint (Shachak et al., 2019). Given the
intricate nature of privacy issues within smart health contexts, this oversimplification has
become more pronounced. To contribute to IS theories and overcome the limitations of the
current literature, future researchers could derive significant value from incorporating more
influential theories and embracing a broader perspective that effectively addresses the
complexity of smart health contexts. Rather than prescribing specific theories, we encourage
scholars to consider theoretical pluralism and adopt theories that go beyond offering simple
causal explanations. That is, scholars can consider dynamic and longitudinal perspectives using
process theories/models and stage theories. In the IS field, process theories focus on the
dynamic and temporal aspects of phenomena, which explain how specific outcomes are
gained through a series of actions or events (Markus & Robey, 1988). For instance, health
empowerment theory emphasizes the ongoing process through which individuals gain control
over their health and health-related activities in a broader senseg, i.e., a professional
community (Rissel, 1994; Spreitzer, 1995). It involves a series of activities and interactions that
result in greater health empowerment within the community. Diffusion of innovations theory
highlights that diffusion is the process by which an innovation is transmitted through specific
channels over time among the members of a social system (Rogers, 2003; Sahin, 2006).
Moreover, as suggested in the work of Li (2012), integrating multiple theories in a study can
yield more fruitful insights into privacy and related behaviors. Furthermore, it is essential for
researchers to establish connections among the theories when constructing an integrated
theoretical framework (Li, 2012). For example, the privacy calculus theory is commonly
employed as a central approach to analyzing individuals’ behavior before incorporating other
theories. While these different theories are used to interpret how the privacy calculus is
processed, the general findings support the central role of the privacy calculus (Laufer &

Wolfe, 1977, Li, 2012). Potential research questions are as follows:

1. How do individuals make decisions to disclose health data in SHMSs: thinking

beyond privacy trade-off?

a. How do psychological, socio-cultural, and technological factors collectively influence

individuals' decisions to disclose health data in SHMSs?

b. What alternative theoretical frameworks can better explain these influences beyond

the traditional privacy trade-off model?
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2. How can customer-perceived value be reshaped in SHMSs from a multidimensional

development theory perspective?

a. In the context of SHMSs, how are different dimensions of customer-perceived value

— comprising utility, trust, personalization, and privacy concerns —interrelated?

b. How can multidisciplinary theoretical perspectives enhance our understanding of

these relationships to improve user engagement and system design?

Avenue 6 - Investigating less-explored aspects of emerging themes from this review:
Researchers are encouraged to focus on the influencing factors arising from lesser-explored
aspects of emerging themes, such as barriers to surveillance and difficulties in involving new
stakeholders with new business plans, as well as the profound impact of emotional responses
such as stress, anxiety, and discomfort stemming from privacy concerns (De Moya & Pallud,
2020; Degirmenci, 2020; Zhang et al., 2022). The use of surveillance or monitoring devices (or
services) without appropriate privacy protection mechanisms in the system is very likely to
stimulate competing demands for privacy and data sharing when individuals use smart health
monitoring systems, which can result in individuals’ unwillingness to employ smart health
devices or services (Pirzada et al., 2021; Prati et al., 2019; Westin, 2003). Although surveillance
was recognized as an important theme in the reviewed literature, only a few studies explored
surveillance-related contextual factors. Likewise, health insurance providers are emerging as
stakeholders interested in subsidizing the purchase of wearable devices and implementing
bonus programs. However, involving new stakeholders may heighten the complexity of privacy
management. It is crucial to analyze the characteristics of these new stakeholders and their

contextually relevant challenges in addressing the privacy concerns of individual customers.

Moreover, our findings reveal a notable disparity in the distribution of studies, with a
substantial contribution from Asia-Pacific and European regions, while insights from North
America remain relatively limited. Despite this, numerous reports highlight a concerning
prevalence of privacy breaches associated with SHMSs in North America (e.g.,CNBC.com, 2022;
Thelancet.com, 2023). This raises questions about whether North America might exhibit a
greater tolerance for privacy breaches in SHMSs compared to European regions, prompting an
investigation into how these variations in cultural and regulatory contexts impact privacy
perceptions and management strategies. Is this disparity potentially influenced by variations in
regulatory frameworks and cultural perspectives? In respect to these less-explored aspects,

there are a number of possible research questions of interest for future researchers:

1. How can inappropriate traceability and monitoring affect individuals' willingness to

share data in the context of smart health monitoring?
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2. How do perceived privacy risks influence the use of reward-based SHMSs?

3. Does North America exhibit a greater tolerance for privacy breaches in SHMSs

compared to European regions?

In sum, this section has discussed several promising avenues for future research. Each avenue
highlights unique perspectives and research questions based on a contextualized definition,
multi-level analysis, methods of analysis, stakeholder analysis, contribution to the IS theories,

and investigation of less-explored aspects of emerging themes.

Future researchers are encouraged to combine multiple avenues to gain a richer
understanding of the specific privacy issues surrounding a particular SHMS research topic.
Manuscript 2 exemplifies the effective integration of multiple research avenues,
demonstrating how future researchers can incorporate these approaches into their studies.
Manuscript 2 shows that SHMSs grant unparalleled health insights to empower individuals and
communities, but their intrusive nature of data collection raises privacy concerns. Against this
backdrop, Manuscript 2 delves more deeply into the factors influencing privacy concerns in the
use of SHMSs while examining the intricate dynamics between privacy and health priorities in
SHMS use. Motivated by Avenue 5, this manuscript embraces a broader and contrarian view
beyond the privacy trade-off perspective. It adopts health empowerment theory that
considers dynamic, multi-level, and longitudinal perspectives. Motivated by Avenue 3,
Manuscript 2 also highlights the importance of a mixed-methods approach for better
understanding the privacy dynamic in the context of smart health monitoring. Additionally,
Manuscript 2 focuses on less-explored aspects of technological challenges associated with the
surveillance-based nature of SHMSs, which is motivated by Avenue 6. Motivated by Avenue 2,
this manuscript uses a multi-level analysis to explore how the factors interact and influence
privacy concerns at different levels, such as individual, family and community health levels, in

relation to SHMSs.

2.6.3 Limitations

Our review has some limitations. First, despite our broad search terms for surveillance, it is
possible that some critical articles and concepts were missed since previous researchers may
have used alternative terms to surveillance, monitor, track, or detect to describe the
surveillance situation. Second, a number of reviewed articles used various terms for smart
health monitoring systems, such as eHealth, remote health, connected health, or smart home
which may have caused inconsistencies in the article inclusion. Third, the review aimed only at
key stakeholders — individuals, healthcare providers, smart technology providers, and

government authorities. Future literature reviews could include more novel stakeholders, for
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example, insurance service providers, which may be essential in smart health monitoring

systems.

2.7 Conclusion

We addressed the gap in the existing literature concerning the incomplete contextualization of
privacy in SHMSs and answered our research question. Initially, we emphasized the
importance of contextual clarity in privacy research within SHMS contexts and highlighted the
deficiencies of previous review articles in meeting this requirement. Through a systematic
literature review encompassing 49 articles, we proposed a contextual framework for SHMS
privacy research, synthesizing partial perspectives to offer a comprehensive understanding of
the current state of contextualized privacy in these systems. Our framework offers valuable
insights for scholars seeking to grasp the nuanced aspects of privacy in SHMS settings.
Furthermore, we examined the theories and methods utilized in current SHMS research,
advocating for scholars to consider multiple theoretical perspectives and adopt mixed-
methods approaches. Our findings can assist healthcare providers and policymakers in
identifying potential privacy issues related to personal health information when collaborating
on the development and implementation of healthcare surveillance systems. Additionally, our
research identified existing knowledge gaps and outlined six potential research avenues to

achieve a thorough understanding of privacy in SHMSs.
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Preface to Chapter 3

Based on the findings from Chapter 2 and existing literature, Chapter 3 aims to answer the
second research question (RQ2): How do users' value perceptions of health empowerment and
privacy evolve in the context of SHMSs, and what factors influence these changes? As shown in
Figure 2. 3, Chapter 3 includes Manuscript 2 titled ‘Empowering Health, Rethinking Privacy: A
Value-Reflexive Examination of Health and Privacy in the Smart Health Context’. The SLR work
of Chapter 2 uncovered the reality of privacy phenomena studied in the reviewed literature. It
offers critical contributions to the entire thesis. For instance, it provides a contextual
framework for a comprehensive understanding of privacy in SHMSs. It highlights the multi-
level analysis as an important research avenue for researchers on privacy in SHMS contexts,
which motivated the investigation in both individual and community-level health
empowerments rather than focusing solely on the individual level. Moreover, it supports the
importance of deriving significant value from incorporating theories that can better capture

the intricate dynamics of smart health environments.

Figure 2. 3

The position of Chapter 3 in the thesis

Chapter 3: Mixed-methods Study (Manuscript 2)
Empowering Health, Rethinking Privacy: A Value-Reflexive Examination of Health and
Privacy in the Smart Health Context

ND D

The insights from Chapter 2 pave the way for Chapter 3, which further explores privacy
concerns in relation to health empowerment in SHMSs. Drawn on health empowerment
theory, Chapter 3 involves a sequential two-stage mixed-methods design encompassing both
qualitative and quantitative studies. The findings show that health concerns trump broader
ethical and privacy considerations. Faced with illness, individuals prioritize their well-being
above all else; however, age significantly modulates this equation. Non-elderly users (under

65) express greater discomfort with SHMS-related privacy loss compared to their elderly
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counterparts, hinting at generational shifts in privacy expectations. Furthermore, an
interesting disconnect emerges in community health perspectives, where non-elderly users
perceive their own health empowerment as inherently linked to the well-being of their
communities, while, for elderly users, these concepts seem less intertwined. The findings of
Chapter 3 challenge the notion of a universal trade-off and unveils intricate dynamics between
privacy and health priorities in SHMS use, particularly across age groups. Chapter 3 pursues
alternative perspectives that may challenge prevailing attitudes or trends but allow to discover
deeper on the intricacies of privacy phenomena within SHMSs. It contributes to addressing the
contention between health and privacy values in SHMSs, surfacing inconsistencies and
disparities between our exploration’s findings and the prevailing thoughts on the value of

privacy in health information technology use like SHMSs.
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Chapter 3 Health and Privacy: A Value-reflexive Examination

(Manuscript 2)

3.1 Abstract

The digital age has sharpened the clash between health and privacy. Smart health monitoring
systems (SHMSs) grant unparalleled health insights to empower individuals and communities,
but their intrusive nature of data collection raises concerns for privacy. Challenging the notion
of a universal trade-off, this study unveils intricate dynamics between privacy and health
priorities in SHMS use, particularly across age groups. Through a mixed-methods exploration
of actual and potential SHMS users, we discovered that in the context of immediate health
concerns, individuals may prioritize health over broader ethical and privacy considerations.
Faced with illness, individuals may prioritize their well-being above all else; however, this
tendency varies with age. Non-elderly users (under 65) express greater discomfort with SHMS-
related privacy loss compared to their elderly counterparts, hinting at generational shifts in
privacy expectations. Furthermore, an interesting disconnect emerges in community health
perspectives, where non-elderly users perceive their own health empowerment as inherently
linked to the well-being of their communities, while, for elderly users, these concepts seem
less intertwined. These findings challenge the prevailing assumption that health
empowerment through SHMSs necessarily entails universal privacy sacrifices. Our study invites
a nuanced re-evaluation of privacy within SHMSs, recognizing the complex interplay between
health and privacy in the digital world. Given the study's limitations, further research is

warranted to substantiate these findings and explore their implications more deeply.

Keywords: Health empowerment; privacy; smart health technology; contrarian thought; value-

reflexive.

3.2 Introduction

For much of human history, health and privacy have been among the many inalienable rights
of humans (Cohen & Ezer, 2013; Di lorio et al., 2021). They are distinct rights by nature, valued
highly for different reasons, but each inextricably linked to Maslow’s hierarchy of needs
(Maslow, 2013; Shapiro et al., 2019; Zimmerman, 2000). For example, health is valued as a
physiological necessity associated with meeting our most basic need for survival and well-
being against injury and accidents (McLeod, 2007; Shapiro et al., 2019), while privacy is valued
as a safety and security requirement associated with meeting our need to not be caused harm

(Maslow, 1970; Shen et al., 2021). Privacy is also valued for its ability to help meet our needs
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for esteem and self-actualization, whereby we are seen positively by others and able to

express ourselves genuinely and freely (Laufer & Wolfe, 1977; Maslow, 1970; McLeod, 2007).

In the modern digital world, because of contemporary demands of convenience,
personalization, and capitalism (Puntoni et al., 2021; Zuboff, 2015), health and privacy have
increasingly come into contention, serving as opposing forces where the gain of one requires
the loss of the other (Agaku et al., 2014; Fox, Clohessy, et al., 2021; Mechanic & Meyer, 2000;
Nelson et al., 2016; Niknejad et al., 2022; Seh et al., 2020; Srivastava et al., 2022). Within this
literature, some degree of privacy loss is assumed to be an important determinant for
effective health diagnosis and treatment throughout the course of one’s life (Agaku et al.,
2014; Ali & Dang, 2022; Gao et al., 2015; Hassandoust, Akhlaghpour, et al., 2021; Seh et al.,
2020). Privacy in exchange for health has become an accepted and somewhat obfuscated
underlying assumption of digital technologies that empower effective health systems and
personalized healthcare; but should it be? Should we assume privacy loss is acceptable for
everyone when balanced against their health or are there aspects of the fundamental right to
privacy that persist beyond the promise of better health? Further, does the consideration of
individual privacy even matter when the health of an entire community is at stake? So, in the
context of empowering health versus concerns for privacy, when we ask, “Which values do we

value?” (Zimmer et al., 2023, p. 1), the answer could very well be, “It depends.”

Against this backdrop, this study explores the complex dynamics, or the ongoing contention
between health and privacy values as it persists in the SHMSs of today and surface
inconsistencies and disparities between the findings of our exploration and the prevailing
thoughts on the value of privacy in health information technology (HIT) use. SHMSs are a form
of HIT that employ advanced surveillance technologies to monitor changes in individuals’
personal vital signs and daily health (Alabdulatif et al., 2019; Ray et al., 2020; Winter &
Davidson, 2019). The continuous monitoring and personalized feedback offered by SHMSs
empower both individuals and communities, as they provide their users a better
understanding of their health status (Sovacool & Del Rio, 2020), while also providing
community-level support for public health research, policy development, and disease
prevention strategies (Wolfenden et al., 2019). In doing so, however, they problematize values
associated with privacy (Essén, 2008; Maher et al., 2019), as ethical dilemmas arise due to the
potential intrusion into individuals' basic human rights and the erosion of their privacy relative
to the good of the whole. As such, it’s not clear if the assumptions of individual privacy values
that underpin extant HIT research are applicable in the SHMS context or are in need of

revision.
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Leveraging health empowerment theory and following a mixed-methods research design
involving 377 actual and potential users of SHMSs, we find that, when people face health
issues or immediate concerns for their health, they prioritize these problems over the broader
issues of ethics, equity, and privacy. we also find support for the notion that the relative value
of privacy to health does not hold steady through one’s lifetime, nor for health interests
beyond oneself. Specifically, concerns for privacy loss from SHMS use is a significant health
empowerment determinant for non-elderly users (less than 65 years old), but not for elderly
users. Moreover, non-elderly SHMS users attribute the health empowerment of their
communities to their individual health empowerment, while elderly users seem to disconnect
the two. These are two important findings from our research that are not consistent with the
assumptions of privacy versus health that have underpinned our current expectations of HIT
use in the digital world and indicates a departure from conventional wisdom and underscores

the complexity of the privacy-health empowerment dynamics.

In the sections that follow, we first describe the salient literature that informs our current
understanding of the values of privacy relative to health in HIT environments. We then
describe the theoretical foundation upon which we are able to explore the health and privacy
value contention SHMS users experience. We then describe the mixed-methods research
design and the findings that inform our discussion. Theoretical and practical implications

follow.

3.3 The Values of Privacy Relative to Health in HIT Environments

Values are defined “as trans-situational goals, varying in importance that serve as guiding
principles in the life of a person or group” (Schwartz et al., 2012, p. 664). Values can be
understood as "what is important to us in life" (Schwartz, 2012, p. 3), and the trade-off
between pertinent and conflicting values is what steers an individual toward pursuing a
specific goal (Schwartz, 2012). While individual values are organized into a cohesive system
that influences and elucidates individuals' attitudes and behaviors (Schwartz et al., 2012),
certain values are compatible with each other, while others may be contradictory (Schwartz et

al., 2012).

Usually, values are abstract, giving rise to a broad constellation of related attitudes and
behaviors. Core values are pervasive and commonly internalized from a young age (Aronson,
2004). There is a prevailing belief that an individual's values serve as consistent indicators of
their thoughts and behaviors in value-relevant situations (Rohan, 2000). The degree of concern
individuals feel about something in life can be explained by the level of importance they attach

to values associated with that object.
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The values of power, achievement, and hedonism promote individuals’ self-enhancement
goals. Threats to these values activate cognitive awareness and affective experience related to
such threats (Schwartz et al., 2000). It has been argued that these self-enhancement values
are also associated with the violation of personal privacy (Alashoor et al., 2015; Schwartz et al.,
2000). Privacy is considered to be a fundamental human right to be free from intrusion by
others (Solove, 2002; Tavani, 2007), involving an individual who restricts (or manages) access
to personal data through the same surveillance means (Marx, 2015). In the IS field, the most
commonly cited contexts for privacy are related to technological workplace applications, the
use of information by sector, the type of information collected from individuals, and politics

(Smith et al., 2011).

Research in the HIT context has contributed to this discussion (Shen et al., 2019), showing that,
due to the intensive usage of surveillance and monitoring technologies, HITs impose various
negative effects on the privacy of their users (Essén, 2008; Maher et al., 2019). These effects
include being seen and traced without knowledge or permission (Burrows et al., 2018; Gupta
et al., 2021; Perez & Zeadally, 2021), risks of sensitive health data sharing and losing control
over lifestyle choices (Hassandoust, Johnston, et al., 2021; Wiegard & Breitner, 2019), and a
post-adoption feeling of lack of control over personal information inconsistent with actual

privacy risks (Zhang et al., 2019).

Despite the conventional notions in mainstream research, few perspectives challenged the
traditional assumptions of privacy and health value (e.g., Princi & Kramer, 2020; Zarcadoolas et
al., 2013). For example, researchers argue that privacy concerns are not a barrier preventing

participants from using electronic health information tools (Zarcadoolas et al., 2013).

In the HIT context, privacy concerns refer to individuals’ concerns for the protection of their
personal health information and medical facilities’ use of it (Kuo et al., 2014). According to the
existing literature, the antecedents of these concerns can be categorized according to their
individual, contextual, or macro-environmental level influence (Henderson & Snyder, 1999; Li,
2011; Miltgen & Peyrat-Guillard, 2014; Xu, 2019). The antecedents of privacy concerns at the
individual level include personality, knowledge and experience, as well as various other
psychological factors and demographic characteristics (Li, 2011; Smith et al., 2011; Xu, 2019),
while antecedents at the contextual level include traceability (Beaudin et al., 2006; Chadborn
et al., 2019), security (Alraja, 2022; Hsu et al., 2013), fairness/equity (Li, 2012; A. Wagner et al.,
2021), information sensitivity, ethical considerations (Gupta et al., 2021; Kaplan, 2016; Li et al.,
2023; Pirzada et al., 2021), and the importance of organizational transparency (Xu, 2019).

Finally, legislation and regulatory structure (Wiegard & Breitner, 2019; Xu, 2019), cultural
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values (Kulyk et al., 2020; Li, 2011; Yun et al., 2019), and social norms are three macro-
environmental factors that have been argued to be effective predictors of privacy concerns

related to HIT use.

In summary, this literature would suggest privacy matters to HIT users, even when weighed
against one’s health. But before this knowledge can serve as an ironclad underlying
assumption of how individuals perceive and experience the tension between privacy and
health in the SHMS context, we believe a more nuanced exploration is required: one that takes
a contrarian view of the assumption and differentiates among and between individuals and

their community empowerment interests.

3.4 Theorizing the Health Empowerment Imperative

To provide a foundation from which to explore the tension between the values of health and
privacy in the SHMS context, while simultaneously engaging with our own value systems, we
look to health empowerment theory. Health empowerment theory is a derivative of
empowerment theory and promotes empowerment as a tool or means by which to achieve
the broader goal of better health (Rissel, 1994). It transcends the achievement of outcomes,
rather, it embraces the notions of prioritizing knowledge, agency, and control over one’s
health. For these reasons, the study explores the contention between health and privacy
values that persist in the perception of SHMSs from the perspective of prioritizing health

empowerment over the general values of health and privacy.

Empowerment is a complex concept originating from the women’s and civil rights movements
(Rissel, 1994). It is often promoted as an idea of enhancing individuals’ possibility to control
their lives and health experiences at an individual level (Shearer, 2007), but empowerment is
also a multi-level construct significant for community psychology in relation to collective
groups of individuals (Rappaport, 1987; Swift & Levin, 1987; Zimmerman, 2000). Based on this
concept of empowerment, empowerment theory links individual well-being with the larger
political and social environment, suggesting that people need opportunities to become active
in community decision making to improve their well-being, lives, organizations, and

communities (Zimmerman, 2000).

Health empowerment theory uses the premise of empowerment to explain health promotion
in the context of health communities. The theory suggests a model including both individual
and community health empowerment (Rissel, 1994). Applying the definitions proposed by
Spreitzer (1995), individual health empowerment refers to individuals’ perceptions of access to

information, support, resources, and opportunities to learn and grow, enabling individuals to



71
optimize their health and obtain a sense of competency, meaningfulness, self-determination,
and impact on their lives. Community health empowerment is a group phenomenon that
includes a raised level of individual health empowerment, a political action in which individuals
have dynamically participated, and the achievement of some redistribution of resources or
decision making beneficial to the community in question (Rissel, 1994). As highlighted in the
study by Israel et al. (1994), “an empowered community has the ability to influence decisions

and changes in the larger social system” (p. 5).

Previous studies (e.g., Swift & Levin, 1987; Torre, 1986) suggested that individual health
empowerment is a pre-requisite for the next level of empowerment. A combination of both
levels is essential before community health empowerment can occur. Moreover, according to
Rissel (1994), empowerment is considered to be both an outcome and a process. It is an
outcome when empowerment is defined by the distinction between levels. Meanwhile,
empowerment is a process that simultaneously operates at both levels until reaching

community health empowerment with an increase in the control over resources.

3.4.1 Individual and Community Health Empowerment through SHMSs

In the context of SHMS, according to health empowerment theory (Rissel, 1994), community
health empowerment can be achieved if members actively engage in collective activities that
influence health-related decisions affecting the SHMS community health status. In other
words, community health empowerment reflects a raised level of individual health
empowerment, where the individual is a ‘true member’ of an SHMS community. The study
applies health empowerment theory as an overarching theoretical lens in our research
context, because it is suitable for explaining the health value SHMS users gain in exchange for
their privacy. Privacy concerns reflect an individual’s physiological sense of control, boundary,
and self-protection about their health information (Zhu et al., 2022). In contrast, the value of
the empowered individual health in SHMSs is based on a sense of competency,
meaningfulness, self-determination, and positive impact on their lives (Kim & Gupta, 2014;

Spence Laschinger et al., 2010).

Following the challenge of balancing values of privacy and health empowerment, individuals
who are more passionate about gaining broader experiences, sharing their information and
knowledge, and acquiring skills distinguish themselves in the supportive environment of the
SHMS community (Rissel, 1994). Through their engagement with SHMS, they are not only
feeling as if they are a part of an SHMS community and growing personally, but that they have
power as part of that community (Laverack & Wallerstein, 2001; Wolfenden et al., 2019).

Despite the parallel advancements in both personal and community levels, there is a potential
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deterrent effect of privacy concerns on individuals' willingness to engage with SHMS, share
personal health information, and actively participate in health-related initiatives, given that

personal health data forms the foundation for the functionalities in SHMS (Nelson et al., 2016).

3.5 Mixed Methods Research Design and Results

The present research follows a post-positivist research paradigm to uncover multiple
perspectives (Creswell & Poth, 2018). It employs a sequential two-stage mixed-methods design
encompassing both qualitative and quantitative studies (Creswell & Plano Clark, 2018). This
specific design is chosen due to its three methodological advantages. Firstly, a sequential
mixed-methods research design has the ability to address exploratory questions within the
same study inquiry (Venkatesh et al., 2013). Secondly, it enables a holistic understanding and
integrative insights of findings from a combination of qualitative and quantitative aspects,
which strikes a balance between depth and breadth (Venkatesh et al., 2013). Thirdly, a mixed-
methods design is particularly suitable for exploring new contexts where issues are difficult to

explain or describe using existing views (Agerfalk, 2013).

Because a mixed-methods research design should serve a specific purpose, it is crucial to
consider the appropriateness of the selected mixed-methods design (Venkatesh et al., 2016).
Mixed-methods designs are categorized by their purpose: developmental, completeness,
complementarity, expansion, corroboration/confirmation, compensation, and diversity
(Venkatesh et al., 2013). Among these categories, we follow the developmental purpose,
which involves using the findings of a qualitative study to develop a suitable set of constructs,
establish relationships among these constructs in the form of a model, and propose a
corresponding set of hypotheses. Subsequently, these hypotheses are tested using a
guantitative method (Venkatesh et al., 2016). Figure 3. 1 presents a roadmap of our mixed-

methods research design.
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Figure 3.1

Roadmap of our developmental, mixed-methods approach

Pre-study
Purpose: Gather secondary data from the existing literature on HIT: privacy and health
empowerment theory

Study 1 v
Characterization: Qualitative
Methodology: Interviews
Data collection: 20 semi-structured, in-depth interviews
Analysis: Thematic analysis, pattern-matching technique
Purpose: Explore the contention between health and privacy values by consulting
secondary data obtained in the pre-study; identify theoretical factors (themes/constructs)
using interview findings and develop the research model of SHMS health empowerment

Study 2
Characterization: Quantitative
Methodology: Online surveys
Data collection: 377 anonymous responses
Analysis: Bootstrapping and multi-group analysis
Purpose: Test and validate the SHMS health empowerment model

As shown in Figure 3. 1, we included a pre-study component in our mixed-methods design that
served to establish the extant perspective of the contention between privacy and health in
SHMSs and health empowerment theory. The details of the qualitative (Study 1) and

guantitative (Study 2) components of our mixed method approach are described next.

3.5.1 Study 1: Qualitative Study Design

Study 1 adopts an explorative research approach (Creswell & Poth, 2018), employing
qualitative interviews with 20 individual participants, based on specific SHMSs ranging from
some clinical trials to surveillance-based monitoring products available in the local market,
e.g., glucose monitors and wearable bio-stickers. The purpose of these interviews is to identify
key theoretical considerations and contextual factors for managing privacy concerns in relation
to individual and community health empowerment, and then use those insights to formulate a
research model and associated set of hypotheses. The interviews were pseudo-exploratory to
help contextualize the model for testing. They were semi-structured, and based on an
interview guide (Taylor et al., 2016). The interview questions were mainly derived from the
literature, including insights into data governance mechanisms (Abraham et al., 2019), and
tailored to the smart health context. The interview participant profiles can be found in
Appendix Table C. 3. The participants varied in their familiarity with SHMSs. Some were
healthcare and government professionals with a greater awareness of relevant legislation,

while others were end-users, including five categorized as laypeople. These lay participants are
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identified as "Not familiar" (see Appendix Table C. 3), to distinguish their perspectives from
those of professionals. Incorporating viewpoints from both laypeople and experienced end-
users is beneficial, as it captures a more diverse range of perspectives (Langley et al., 2018),
thereby enhancing the applicability of the SHMS model in promoting health empowerment. It
also helps address the concern about the alignment between interview participants and survey

participants.

The interview protocol was structured in three main sections: 1) gathering demographic
information, 2) exploring antecedent factors influencing privacy concerns in SHMS contexts,
and 3) delving into the connection (or contention) between privacy and the promotion of
health well-being at both individual and community levels in relation to SHMS. The interview
questions are listed in Appendix G. The interviews were audio-recorded and fully transcribed
for coding purposes. The analysis of the interview transcripts was completed by two

researchers using Nvivo v12 software.

The interview transcripts were analyzed using thematic analysis to identify important patterns
and themes in the datasets of data governance mechanisms in terms of privacy. Thematic
analysis is a technique widely used to identify, analyze, and report patterns or themes from
gualitative data (Braun & Clarke, 2006). Using this technique, we executed several main steps,
including reading the transcripts, generating initial codes, identifying the themes, defining
themes, and reporting themes (Braun & Clarke, 2006). Moreover, we adopted a flexible
pattern-matching technique to identify more promising themes for later theorizing. A flexible
pattern-matching technique enables the interaction of inductive and deductive components
while combining rigor with high flexibility (Bouncken et al., 2021). For example, with a
deductive interaction, we combined two factors of cultural diversity and religious difference

into one factor as cultural and religious differences.

3.5.2 Developing and Hypothesizing an SHMS Health Empowerment Model

In the following section, we showcase a selection of quotes considered to be the most
informative and explicit insights relating to the factors from the interviews. The quotes are
integrated into insights spanning a full model of individual and community level health
empowerment, henceforth referred to as an SHMS health empowerment model. Appendix

Table C. 4 presents the selected quotes by participants on the key constructs and relationships.

Based on the interview results, we identified seven antecedent factors impacting individuals’
privacy concerns with SHMSs. These factors include legislative protection, transparency,

cultural and religious differences, ethical considerations, fairness/equity, traceability, and
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security, which can be integrated into three value-based themes, i.e., regulatory and

sociocultural, ethical, and technological (see Table 3. 1).

Table3.1

SHMS privacy concern themes

Themes Factors of privacy concerns
Regulatory and sociocultural Legislative protection
Transparency
Cultural and religious differences
Ethical Ethical considerations
Equity/fairness
Technological Traceability
Security

Regulatory and sociocultural theme in relation to privacy concerns

The findings reveal three factors in relation to regulatory and sociocultural privacy concerns in
SHMSs: legislative protection, transparency, and cultural and religious differences. In general,
legislative protection of data privacy refers to the right to information, provisions prohibiting
or restricting the use of mechanisms of data governance, rules on IT-security-legislation, and
provisions supporting the use of mechanisms (Weber, 2010). In healthcare settings, it has been
reported that robust legislative protection addresses privacy concerns, reduces skepticism
toward technical innovations, and enhances their perceived value (Gasser et al., 2020; Li et al.,
2016; Nguyen et al., 2022; Princi & Kramer, 2020). In line with this literature, all the
interviewees highlighted the importance of legislative protection for the effective
management of privacy issues in SHMSs. For example, a participant (participant#5) who was a
caregiver from the healthcare industry stated, “I am very familiar with the existing privacy acts
and codes ...[because] we were repeatedly mentioned all those acts when we have nursing
courses.” Although some other participants were not familiar with those acts and codes, they
nevertheless mentioned the importance of legislative protection. A typical quote
(participant#3) was: “I'm not as familiar as | should be...I guess in New Zealand where generally
people are pretty well protected it's an area that's really difficult to make sure it's well covered

inlaw.”

Transparency refers to ensuring everything is visible, denoting one’s openness or open
communication to pursue trustworthiness (Kim et al., 2014). Since transparency is defined as
openness of information, transparency and openness could be used in an interchangeable way
(Zhang et al., 2020). In healthcare system contexts, transparency ensures that system

operations are visible and understandable. It includes clearly communicating the system’s
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capabilities, such as accuracy, limitations, potential errors, and recognized biases (Khanna &
Srivastava, 2020). Transparency has been found to be positively associated with customers’
privacy concerns in various IS contexts (e.g., Bargh et al., 2017; Xu, 2019). Additionally, the
relationship between privacy and transparency is treated as a trade-off (Bargh et al., 2017). A
statement from an individual working in a government health authority (participant#2) was
made as “You [government health authorities] can also be very clear in your privacy-related
materials about what the information will be used for...so people who really wanted to know
what's going on [can] go and read the full document...but for the relatively small number of
people that could read that code and understand it, they could go there and confirm that.”
Another participant who was a nurse of a healthcare provider stated, “I have to let him [the
patient] know what I'm going to do first and then talk to the person about what the reason is
for having this test. And then the beginning is to understand that, well, if there are elderly
people who have Alzheimer's, they will also call with the family and communicate with them

first, then, | know what to do next” (participant#6).

Cultural and religious differences influence people’s attitudes and behaviors when they are
involved in using healthcare monitoring devices (Karadag et al., 2019). Different cultural and
religious backgrounds contribute to varying interpretations and perspectives on privacy-
related matters (Smith et al., 2011; Sovacool & Del Rio, 2020). The literature indicates that
cultural and religious factors play a significant role in shaping privacy concerns across different
countries (e.g., Choi & Kim, 2024; Martin & Nissenbaum, 2016). Similarly, most interviewees
emphasized the importance of cultural and religious matters related to privacy concerns. One
participant (participant#10), an SHMS project manager from the healthcare industry, claimed,
“We would get feedback from one of our cultural advisory groups before we go into these
projects. We are just making sure that we’re not completely missing the issue [since] the device
could be linked with some ethical considerations.” It should be noted that over-highlighting of
cultural and religious differences may negatively influence the fairness and equity aspects
during the implementation of data protection mechanisms (Kordzadeh & Ghasemaghaei,
2022; Ministry of Health New Zealand, 1998). An interviewee who was a technical manager
from a technology company (participant#8) pointed out, “New Zealand has to respect to
Maori? culture, we need to obey to Mdori data protection rights...but we don't bother about
Indian or Asian or Chinese data rights at all ... Asian differences or any other differences are not

that much valued and we only talked about Maori data sovereignty.” Since legislative

2 M3ori culture is the cultural practices, beliefs, and customs of the indigenous Maori people of New
Zealand. (Harding et al., 2011).
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protection, transparency, as well as cultural and religious differences are three important

factors assumed to affect privacy concerns in SHMSs, we posit the following hypotheses:

H1: Legislative protection is negatively associated with privacy concerns in relation to SHMS.

H2: Transparency is negatively associated with privacy concerns in relation to SHMS.

H3: Cultural and religious differences are positively associated with privacy concerns in relation

to SHMS.

Ethical theme in relation to privacy concerns

The topic of data ethics strives for a universal declaration of human rights: No one shall be
subjected to torture or to cruel, inhuman, or degrading treatment or punishment (Sharkey &
Sharkey, 2012). Based on our findings, we observed the importance of ethics in healthcare.
Data ethicists place emphasis on values such as moral dilemmas, fairness, and trust (Jones et
al., 2018). Those values are closely linked to the evaluation of ethical behaviors (Wagner &
Sanders, 2001). Thus, we define data ethics as an umbrella in this study that allows all ethics-
related topics (e.g., fairness/equity) to be involved in the discussion. The interview results
show ethical considerations and equity/fairness are two salient factors that touch on privacy

concerns and enhance individuals’ data protection in a health monitoring system.

The factor of ethical considerations focuses on managing ethical concerns such as a loss of
personal liberty, an increase in the feelings of objectification and loss of control, and deception
and infantilization (Sharkey & Sharkey, 2012). Ethical considerations, in conjunction with
consent and privacy issues, have been extensively discussed, underscoring their crucial role in
protecting personal health information (e.g., Kennedy et al., 2021; Lee et al., 2016; Sarathy &
Robertson, 2003). Ethical considerations also gained remarkable attention in the interview
results. One interviewee (participant#2), who was working in a government health authority,
indicated, “We are interested in the ethical space and we would call this social license, it's not
so much what can you [we] do purely legally, but what would people expect you [us] to do and
what is kind of good behavior and...trying not to do things that people wouldn't expect or
might not be happy with, even if technically you [we] could do them legally.” The participants
understood that surveillance technologies have to be used to access and monitor health data,
but these technologies may increase ethical issues as well. Another participant
(participant#10) noted, “Our sticking [monitoring] device could be linked with the usage of
tracking devices in prison...but those are ankle bracelets right? We need to make sure a device,

well, it’s not a device, it was a way to capture people’s vitals by using the camera on users’
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phones...[therefore] we should be more careful about ethical when we recruited patient

volunteers.”

The equity/fairness factor emphasizes the absence of avoidable or remediable differences
between groups of people (Schaefer & Ballantyne, 2022). Health information must not be
collected by unlawful means or by means that are unfair or unreasonably intrusive in the
circumstances (The Ministry of Health New Zealand, 2017). The literature suggests that
fairness aspects have a positive impact on privacy protection belief (e.g., Li et al., 2011; A.
Wagner et al., 2021). As said by one interviewee (participant#1) from a government authority,
“[Equity is] one of four main dimensions together with clinical safety, privacy, and security in
terms of data protection scope in the healthcare sector.” It is noteworthy that, throughout the
interviews, there was a frequent blending or conflation of ethical concerns, and
equity/fairness in the discussions. Similarly, previous literature argues that several concepts,
including ethics, anonymity, confidentiality, secrecy, security, overlap and can easily be
confused with the concept of privacy (Smith et al., 2011). Given the aforementioned findings
from interviews and existing literature, where privacy has been investigated in the HIT
literature from multiple ethical theoretical perspectives (e.g., Gupta et al., 2021; Pirzada et al.,

2021), we posit the following hypotheses:

H4: Ethical considerations are negatively associated with privacy concerns in relation to SHMS.

HS5: Equity/fairness is negatively associated with privacy concerns in relation to SHMS.

Technological theme in relation to privacy concerns

Advanced technology, with its increased capabilities in communication, computation, retrieval,
and storage, has redefined the concepts of personal information privacy and the right to
privacy (Hathaliya & Tanwar, 2020; Henderson & Snyder, 1999). Under the technological
capability theme, the factors of traceability and security have been argued to pose privacy
concerns. Traceability aids in examining the interconnectedness between the devices and the
associated data owners in SHMSs (Lomotey et al., 2017). The interconnected nature of data
collection and data sharing, enabled by traceability, allows for the accountability of health
services to be tracked. At the same time, it heightens vulnerability to privacy leaks and security
threats (Butpheng et al., 2020). This dual aspect of traceability inherently intensifies the
tension between the need for traceability and privacy protection requirements (Ganascia,
2011; Yang, 2022). The interview findings reflected these dual aspects. Most participants
recognized that SHMSs are largely associated with e-discovery practices or surveillance means

to realize access development and continuous monitoring. A participant (participant#10)
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informed the researchers, “To be able to use that device within New Zealand, we have to
switch off the voice recognition part, but there were questions such as can | be listened or can |
be tracked.” On the other hand, it is noteworthy to learn that traceability can contribute to the
enhancement of health data protection practices. Another participant (participant#4) thought,
“They [traceability] will be able to monitor improper data transfer processes... this [traceability]
can avoid or detect unauthorized behaviors and increases data protection ability of the

system.”

Security is defined as a condition that results from the maintenance and establishment of
protective measures that safeguard a state of inviolability from influences or hostile acts (Al
Ameen et al., 2012). Security management includes the execution of risk assessments, the
setup of data security roles, and the definition of data security policies, standards, and
procedures (Abraham et al., 2019). It is a constant topic that has been proven to be
significantly interrelated with privacy protection activities in healthcare systems. There has
been a limited number of researches examining the relationship between security and privacy
(e.g., Casald Luis et al., 2007; Hsu et al., 2013). More commonly, security and privacy have
been treated as intertwined components. For example, Arpaci et al. (2015) hypothesize that
perceived security and privacy will positively influence attitudes toward the educational use of
cloud services. Despite the limited research, security is identified as another important factor
under the technological theme in our findings. One participant (participant#2) reminded the
researchers of the importance of distinguishing between privacy and security, saying, “Privacy
is much more about individual control of identifiable information and security is much more
about the mechanisms that you use in relation to the web and IT systems to stop people
getting in from the outside or stop people from the inside who shouldn’t see information from
seeing it.” Based on the interview findings, privacy and security are considered highly
correlated areas in SHMS settings, where personal data is often required to be shared and
communicated among various service providers. For example, a participant (participant#3)
commented, “In the past, people have asked me for my password at the hospital and I've
always been a bit hesitant...now in order to give my clinicians access...I have to go online and
basically share my password with them, [however], the provider should make a better means
of password protection.” Since both traceability and security are important in promoting
awareness and appreciation of SHMS participation, and they have been tightly linked to health

information privacy protection activities, we posit the following hypotheses:

H6: Traceability is negatively associated with privacy concerns in relation to SHMS.

H7: Security is negatively associated with privacy concerns in relation to SHMS.
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Privacy concerns and individual health empowerment

Our findings underscored the significance of individual health empowerment within a smart
health monitoring environment. Within SHMSs, individual health empowerment can be
described as a psychological evolution coupled with an enhanced sense of better control over
one’s personal health conditions, stemming from both experiential learning and the support
received while engaging with SHMS devices (Nelson et al., 2016). It is an increased intrinsic
motivation reflecting how individuals see their engagement with specific tasks in terms of four
valued cognitions, i.e., meaning, competence, self-determination, and impact (Kim & Gupta,
2014; Nelson et al., 2016; Spreitzer, 1995). Our interview findings align with this perspective.
For instance, one interviewee (participant#3) articulated, “/ am sure the system means a lot to
me because of its ability to offer knowledge further enhanced my confidence. Being able to
view the daily data [glucose records] provided me with a consistent measure of my health

condition, giving me a sense of safety and strength.”

Few studies suggest that perceived privacy influences health empowerment of individual users
(e.g., Liuetal., 2021; Nelson et al., 2016). However, the literature demonstrates the linkage
between privacy and each dimension of individual health empowerment. For instance, privacy
has been recognized to negatively associated with competence of user, a dimension of
individual health empowerment. When users fear that interacting with an SHMS might expose
their sensitive health data, they may refrain from exploring its functionalities, limiting their
ability to develop the necessary skills and confidence to use it optimally privacy (Li, 2018).
Privacy can also influence self-determination of user, another dimension of individual health
empowerment, relating to the extent to which users feel in control of their health-related
decisions. If users perceive that their data is being used without their explicit consent or that
they lack control over privacy settings, they may feel disempowered (Helm & Seubert, 2020).
This can lead to disengagement from digital health solutions, ultimately limiting their ability to

take proactive steps in managing their health (Kreitmair, 2024).

The interviews data reveals a potential association between individuals’ privacy concerns of
using SHMS and their personal health empowerment related to the use and control over
personal health information. For example, one (participant#10) mentioned that “People may
feel empowered after using the system as they can feel more in control over their health
information.” Another person (participant#3) stated, “There can be no movement along the
journey towards self-empowerment unless they [we] feel confident that their [our] data is
going to be protected and respected and they [we] can be confident their [our] data is not

going to be used for any reason.” Regardless of the privacy paradox phenomenon that likely
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exists between privacy attitude and behavior (Acquisti, 2004; Kokolakis, 2017; Smith et al.,
2011), both existing literature and the interview findings reveal privacy concerns as an
important factor that influences individual health empowerment in digital health contexts.

Thus, we posit the following hypothesis:

H8: Privacy concerns are negatively associated with individual health empowerment in the

SHMS context.

Individual and community health empowerments

According to health empowerment theory, community health empowerment has been
recognized as a raised level of individual health empowerment (Rissel, 1994). It represents a
group of members with actual control over resources, from which they obtain a high level of
psychological empowerment (Israel et al., 1994; Rissel, 1994). Community health
empowerment focuses on the ability to use power to solve health and well-being issues. It
means that individuals have an increased influence on health-related decisions within the
SHMS community (Kapondera et al., 2019; Laverack, 2001; Rissel, 1994). The interview data
was in line with this understanding and offered detailed explanations, emphasizing that
community health empowerment is an outcome of individual health empowerment. One
participant (participant#15) was quoted as saying, “The system can increase our ability to
participate in our health data management, in particular it allows us to coordinate with other
people including other individuals that is definitely a great opportunity to empower the overall
community members including me.” Community health empowerment is a critical outcome to
the overall community development as it allows a shift of focus from the individual to
collective actions in communities (Rissel, 1994). Our interview results support this viewpoint,
as evidenced in statements such as, “By participating and interacting in the system, users are
able to influence service providers and the service quality of the system that must benefit the
overall community health status” (participant#13). Both existing literature and interview data
emphasize the importance of community health empowerment and suggest its relationship

with individual health empowerment. Thus, we posit the following hypotheses:

H9: Individual health empowerment is positively associated with community health

empowerment.

Trust in SHMS

Trust occurs when a party believes that the other party has characteristics advantageous to its
own interest (Chang & Fang, 2013; McKnight & Chervany, 2001). It is associated with many

themes such as the motivation, credibility, transparency, and responsibility of a system
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(Mittelstadt, 2017). The existing literature indicates that trust not only promotes a sense of
individual empowerment but also facilitates community empowerment within healthcare
collaborative environments (Minheere et al., 2023; Wakefield et al., 2006). From the individual
perspective, one interviewee (participant#9) mentioned that trust is important for the
acceptance of SHMS, saying, “Everybody has to be able to trust a service system and its new
technology before being willing to try it.” It reflects a common sentiment found in the
interview results. Another interviewee (participant#7) remarked, “Overall, trust is an
extremely important thing. It can even have a direct impact on the health index of the elderly.”
From the community perspective, one participant (participant#1) who was from the
government health authority stressed, “Trust is often regarded as a relational basis that can
influence the entire population health development.” Thus, we posit two hypotheses as

follows:

H10: Trust in SHMS is positively associated with individual health empowerment.

H11: Trust in SHMS is positively associated with community health empowerment.

Informed by existing literature and our interview discoveries, various personal and social
factors have also been recognized in shaping health empowerment at both the individual and
community levels (Ali & Dang, 2022; Chan et al., 2021; Morley & Floridi, 2019; Swift & Levin,
1987). These factors include age (Forsyth, 2020; Shearer, 2007; Zimmerman, 2000), gender
(van Uden-Kraan et al., 2009), education (Anderson et al., 2019; Seibert et al., 2011), health
literacy skills (Morley & Floridi, 2019), income (Shearer, 2007; Xu, 2019), traumatic experience
(Zimmerman, 2000), and racial/ethnic background (Zimmerman, 2000). As such, we posit two

hypotheses as follows:

H12: Personal and social factors are significantly related to individual health empowerment.

H13: Personal and social factors are significantly related to community health empowerment.

Based on the existing literature, qualitative findings, and the proposed hypotheses, we
develop an SHMS empowerment model as shown in Figure 3. 2. The SHMS health
empowerment model offers a testable representation of the assumptions of individual privacy
values that underpin extant HIT research. In this model, privacy concerns are considered an
important psychological condition, influenced by a group of contextual factors, including the
regulatory, ethical, and technological aspects of SHMS use. In turn, individual health
empowerment is an outcome influenced by privacy concerns, while community health

empowerment is posited as an ultimate outcome of individual health empowerment.
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Moreover, these two levels of empowerment are also considered to be influenced by trust,
personal factors (i.e., age, gender, education and health literacy skills), and social factors (i.e.,

income, traumatic experience, and racial/ethnic background).

Figure 3. 2

SHMS health empowerment model
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3.5.3 Study 2: Quantitative Study Design

Based on the mixed-methods design, we use Study 2 to empirically test the SHMS health
empowerment model among individuals who are using or interested in using SHMS. We
established an online questionnaire survey webpage on the Qualtrics platform. The
guestionnaire details can be found in Appendix H. We launched the link of the created
webpage and managed the distribution and participant recruitment using a professional
agency, Prolific. The sample characteristics of prescreen participants on Prolific platform
included individuals whose primary language is English and who live in Australia, New Zealand,
and the USA. Moreover, participants under 18 years old or those who answered NO to a filter
guestion regarding their understanding of a smart health monitoring system (SHMS) were
excluded. Based on a statistical power analysis using G Power v3.1 software, a sample size of
208 is suggested to be appropriate for the complete model (Faul et al., 2007). Overall, 377
valid responses were received after removing the incomplete and unqualified responses. The

demographic information of the survey participants is summarized in Appendix Table C. 5.

The hypothesis-related measurement items were developed from sources tested in previous
research. We used a five-point Likert scale ranging from 1 (strongly disagree) to 5 (strongly

agree) to measure the key constructs of the model. All the constructs of the model are first-
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order reflective constructs, except individual health empowerment, which is a reflective
second-order construct, with four reflective first-order factors—competence of user, meaning
of system usage, self-determination of user, and impact of system usage. The measurement
items are presented in Appendix Table C. 6, with a comparison to the original items. For
instance, to better align with the context of the current study, the wording of LEGP1 regarding
the legislative protection construct was revised to: “I think the existing laws in my country are
sufficient to protect my health data privacy,” compared to the original, which stated: ‘The
existing laws in my country are sufficient to protect consumers’ online privacy.’” Additionally,
several original items were not adapted due to their lack of relevance, such as the original item
for the construct of ethical considerations, “Does not criticize subordinates without good

reason,” which was excluded.

The measurement and structural models were tested using Partial Least Squares-Structural
Equation Modelling (PLS-SEM) SmartPLS v4 software. PLS-SEM is a causal-predictive approach
to SEM that emphasizes prediction in assessing statistical models, where structures are
developed to provide causal explanations (Hair et al., 2019). PLS-SEM is suitable for
exploratory research (Benitez et al., 2020) and has been commonly applied in quantitative
research to assess the relationship between variables in a privacy-related healthcare context
(Dadhich et al., 2022; Hassandoust, Akhlaghpour, et al., 2021; Liu & Tao, 2022). Given these

reasons, PLS-SEM was chosen for testing our complex framework.

Survey designs frequently suffer from common method bias (CMB). Common method bias is
defined as the “variance that is attributable to the measurement method rather than to the
constructs the measures represent” (Podsakoff et al., 2003, p. 879). To offset CMB concerns in
our study, we consulted procedural guidance and statistical tests by MacKenzie et al. (2011).
The test results indicate that CMB is not a significant concern for this research. The procedural
guidance and statistical tests are summarized in Appendix Table C. 7. Further, a pre-test of the
guestionnaire was run among 50 participants to fine tune the survey in order to improve the

logical validity and reliability of the questions.

3.5.4 Quantitative Results

Measurement model assessment

Using PLS-SEM, we assessed the reliability and validity of the measurement model through
several criteria, including indicator reliability, internal consistency, convergent validity, and
discriminant validity of the instrument items (Chin, 2009). As shown in Table 3. 2, indicator

reliability (loadings > 0.7), internal consistency reliability (a > 0.7, CR > 0.7), and convergent
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validity (average variance extracted or AVE > 0.5) were all confirmed to be satisfactory, except
for CURE3, ETCO1, ETCO2, PRIV3, COME1, COMES5, TRUS1 and TRUS2, which have been
dropped from the model. To test the discriminant validity of the constructs, we followed
HeteroTrait-MonoTrait (HTMT) criteria (Hair et al., 2023). HTMT values greater than 0.9
indicate the lack of discriminant validity between conceptually similar constructs. Based on the
findings shown in Appendix Table C. 8, all HTMT values between the constructs were below 0.9
and in line with the requirement. The four first-order dimensions—competence of user,
meaning of system usage, self-determination of user, and impact of system usage—serve as
reflective indicators of the second-order construct, individual health empowerment. The

calculated AVEs of the first-order constructs were greater than 0.50.

Table 3.2

Convergent validity testing

Construct ltem Std. loading of Cronbach's Average variance
each item alpha extracted (AVE)
Legislative LEGP1 0.914 0.863 0.785
protection LEGP2 0.859
LEGP3 0.884
Transparency TRAN1 0.782 0.831 0.735
TRAN2 0.916
TRAN3 0.869
Cultural and CURE1 0.915 0.837 0.757
religious differences | CURE2 0.933
CURE4 0.749
Ethical ETCO3 0.879 0.841 0.758
considerations ETCO4 0.896
ETCO5 0.836
Equity/Fairness EQFA1 0.853 0.920 0.758
EQFA2 0.899
EQFA3 0.910
EQFA4 0.843
EQFA5 0.847
Security SECU1 0.919 0.909 0.847
SECU2 0.936
SECU3 0.905
Privacy concerns PRIV1 0.927 0.901 0.834
PRIV2 0.884
PRIV4 0.928
Individual health COMP1 0.792 0.855 0.778
empowerment COMP2 0.923
- Competence of COMP3 0.924
user :
MEAN1 0.837 0.858 0.779
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Individual health MEAN2 0.900
empowerment-
- Meaning of system | MEAN3 0.909
usage
Individual health SELD1 0.846 0.847 0.767
empowerment- SELD2 0.911
- Self-determination
of user SELD3 0.868
Individual health IMPA1 0.856 0.794 0.711
empowerment- IMPA2 0.895
- Impact of system
usage IMPA3 0.773
Community health | COME2 0.918 0.823 0.739
Empowerment COME3 0.726
COME4 0.920
Trust TRUS3 0.823 0.715 0.771
TRUS4 0.930

Structural model assessment

After confirming the adequacy of the measurement model, the next step of Study 2 involves a
structural model assessment. This assessment entails evaluating collinearity among the
exogenous constructs (Hair et al., 2019). The Variance Inflation Factor (VIF) test was
performed for confirming collinearity among the constructs and revealed that the majority of
the values were satisfactory, except for the PRIV3 item value in the construct of privacy
concerns, which was then dropped. We ran bootstrapping with 5000 subsamples at a 5%
significance value to test the path coefficients’ statistical significance (Hair et al., 2019). The

results of this assessment are shown in Figure 3. 3.
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Structural model results
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In terms of tests of hypotheses H1-H3, the results support H1 (B =-0.128,

p =0.017) and indicate that legislative protection is a significant factor that negatively affects
privacy concerns in SHMS contexts. This result aligns with numerous studies that suggest a
negative influence of legislative protection on patients’ information privacy concerns in
different health informatics service contexts (e.g., Nguyen et al., 2022; Segura Anaya et al.,
2018; Xu, 2019). The results also support hypothesis H3 (f = 0.230, p = 0.000). This finding also
aligns with existing literature. For instance, Kulyk et al. (2020) explored the impact of culture
on security and privacy risk perception in smart health environments across three countries.
Velykoivanenko et al. (2021) evaluated the impact of data collection such as religion and
sexual orientation in relation to privacy in the context of healthcare trackers (Velykoivanenko
et al., 2021). The results, however, do not support hypothesis H2 (B = 0.204, p = 0.000), which
posited a negatively significant relationship between transparency and privacy concerns. This
finding is interesting and, while unanticipated, is consistent with an argument from the
interviews in which one participant from the government health authority commented, “Many
people have privacy concerns based on assumptions, and once we educate them and attempt
to manage health data in a more transparent way, they are gonna have more concerns”

(participant#1).

Hypotheses H4 and H5, referring to negative associations between ethical issues and privacy

concerns, were not supported (B =-0.047, 0.013; p =0.422, 0.798, respectively). These findings
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suggest that neither ethical considerations nor equity/fairness are critical factors associated
with privacy concerns in SHMSs, which is surprising given that earlier studies have shown that
equity and ethical considerations (such as ethical commitment) are important for managing
privacy in digital healthcare services (e.g., Maher et al., 2019; Princi & Kramer, 2020; Zakaria &
Ramli, 2017).

With respect to the technological theme, the relationship between traceability and privacy
concerns in H6 was not supported (B =-0.022, p = 0.652). While many previous studies report
a negative relationship between traceability and privacy (e.g., Beaudin et al., 2006; Chadborn
et al., 2019; Landau et al., 2010), the lack of significance in this relationship in our study might
be due to an underlying understanding that SHMSs are designed around the concept of
tracking data. In contrast, the results support H7, showing security negatively influences
privacy concerns (B =-0.389, p = 0.000). Other studies also confirm that security reduces users’
privacy concerns in various information health technology contexts (Graham, 2021; Talal et al.,

2019; Yang et al., 2017).

Hypothesis H8, which hypothesized a negative association between privacy concerns and
individual health empowerment was not supported (B = -0.053, p = 0.294). This finding
contradicts previous studies that found privacy concerns have a negative impact on the health
empowerment of individuals (e.g., Hajian et al., 2023; Mata-Cervantes et al., 2016; Nelson et
al., 2016), showing that HIT privacy concerns play an important role in people’s health
empowerment. Consistent with prior literature (Rissel, 1994; Zimmerman, 2000), the results of
Study 2 support H9 and confirm a positive association between individual health
empowerment and community health empowerment (B = 0.139, p = 0.000). Previous studies
suggest that trust in an HIT positively impacts both individual and community health

empowerment (Jiang et al., 2022; McClair et al., 2021; Suarez Vazquez et al., 2017).

Our findings support trust as being positively related to individual health empowerment (B =
0.331, p = 0.000), but not community health empowerment (B = 0.065, p = 0.088). These
findings provide support for hypothesis H10, but not H11, suggesting the trust in the HIT may
be more individually focused, and individuals might not perceive the technology as directly
contributing to the empowerment of entire communities. Regarding the personal and social
factors in relation to individual health empowerment posited in H12, education, health literacy
skills, income, traumatic experience, and racial/ethnic background were supported (B = -0.113,
0.316, 0.103, -0.126, 0.136; p = 0.016, 0.000, 0.029, 0.067, 0.004, respectively), while age and
gender were not supported. These findings suggest that individuals with higher education or

with more prior traumatic experience would have more concerns for their well-being.
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Conversely, people with higher health literacy skills, higher income levels, or dependent on

their racial/ethnic backgrounds, would likely have less concern for their well-being.

Regarding the personal and social factors in relation to community health empowerment
posited in H13, age, education, health literacy skills, and traumatic experience were supported
(B =-0.404, 0.115, 0.085, -0.457; p = 0.000, 0.001, 0.018, 0.000, respectively), while gender,
income, and racial/ethnic background were not supported. These findings indicate that age
and prior traumatic experience would likely negatively influence community health
empowerment, while education and health literacy skills would positively influence

community health empowerment.

Finally, we conducted a mediation test for a potential indirect link between privacy concerns
and community health empowerment through the mediating factor of individual health
empowerment. The findings reveal that privacy concerns have neither a significant negative
direct (B =-0.008; p = 0.342), nor indirect effect on community health empowerment in the
SHMS context. This finding challenges conventional expectations based on existing literature

(e.g., Andrejevic et al., 2021; Demiris, 2006).

Multi-group analysis

Considering age differences in the context of SHMSs use is fundamental to tailoring
interventions, addressing disparities, and promoting inclusive, effective, and ethical health
technologies across the lifespan (Deng et al., 2018; Kim & Ho, 2021; Pirzada et al., 2021;
Segura Anaya et al., 2018); thus, it is critical to determine if certain privacy norms may
influence the perception of privacy concerns among different age groups; or whether the
concept of empowerment aligns with individualistic values and communal health goals among
different age groups. As such, we examined variations in age classifications on perceptions of
individual and community health empowerment, specifically, the difference between elderly
and non-elderly SHMS user groups. To do so, a multi-group analysis (MGA) implemented to
compare whether the coefficient differences between the two groups are significant. The MGA
analysis is built its logic through theorizing that privacy concerns that are negatively associated
with individual health empowerment vary over one’s lifespan in the SHMS context (Miltgen &

Peyrat-Guillard, 2014; Schomakers & Ziefle, 2023).

MGA is a method for testing non-parametric significance. We particularly examined the p-
value to determine the significance of different group-specific path coefficients. A p-value
smaller than 0.50 or larger than 0.95 is considered significant (Karahoca et al., 2018; Sarstedt
et al., 2011). We created an elderly group comprising individuals aged 65 and above using the

survey data, and a non-elderly group consisting of participants below 65 years old.
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Subsequently, we ran an MGA following the guide and procedures outlined by Shrout and

Bolger (2002).

The MGA analysis results suggest that the two groups of people have significant differences in
perceptions and understandings in terms of the effects between privacy concerns, individual
health empowerment, community health empowerment, and other relationships proposed in
the model. In terms of the antecedents of privacy concerns, the MGA analysis results show
that security is significantly associated with privacy concerns among the non-elderly ( = -
0.438, p = 0.000), but not among the elderly. In contrast, ethical considerations are considered
a significant determinant of privacy concerns for SHMS use among the elderly (B =-0.333, p =
0.000), but not the non-elderly. However, the MGA results show that the relationship between
cultural and religious differences and privacy is significant for both the elderly and non-elderly

groups (B =0.374, 0.190; p = 0.000, 0.001, respectively).

The MGA analysis results also show privacy concerns are a significant impacting factor of
individual health empowerment among the non-elderly (§ =-0.103, p = 0.049), but not among
the elderly. Similarly, the relationship between individual and community health
empowerment is significant among the non-elderly (B = 0.322, p = 0.000), but not the elderly.
Trust in SHMSs is a significant factor of individual health empowerment among both the
elderly and non-elderly (B =0.325, 0.367; p = 0.000, 0.000, respectively). The findings also
present significant influences of education and racial/ethnic factors among the non-elderly (B
=-0.143, 0.112; p=0.023, 0.045, respectively), but non-significant among the elderly. In terms
of the factors hypothesized to affect community health empowerment, education is important
to shape community health empowerment for the non-elderly (B=0.199, p=0.006), but not
among the elderly. Additionally, income is found to be a significant factor in both the elderly

and non-elderly (B = -0.479, -0.135; p=0.038, 0.036, respectively).

3.5.5 Applicability Check

As an integral part of the research process, applicability checks allow practitioners to provide
feedback to researchers concerning the research objects (such as models, processes, and
theories) being developed or utilized in research (Rosemann & Vessey, 2008). To internalize
our quantitative findings from the proposed model and improve the relevance of research to
practice (Rosemann & Vessey, 2008), we performed a variation of applicability checks by
carrying out follow-up interviews, taking into account scheduling constraints (Drechsler &
Breth, 2019). These interviews involved five participants (see the participants with * in

Appendix Table C. 3) from Study 1 and comprised the evaluations of three dimensions of
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relevance: namely, importance, accessibility, and applicability under the guidelines by

Rosemann and Vessey (2008).

Overall, the findings were perceived as important, accessible, and applicable to the specified
SHMS contexts. In terms of importance, every participant observed that the findings were
timely, important, and aligned with practical needs by addressing the contention between
privacy concerns and health empowerment in SHMS. For example, one participant stated,
“You know, privacy issues, particularly the absence of informed information or inappropriate
information shared in the system can set us back from using the system. However, it should be
beneficial to our health management goals. | think the work you’re doing is really important. |
can truly see the value in what you’re working to achieve here, which helps provide an
important solution regarding how service providers better handle privacy practices in a real
health monitoring environment” (Participant#3). Another participant opined, “The findings are
really important that prompt us to re-think of privacy concerns in a specific monitoring system
scenario and provide a fresh way to resolving the debate between privacy and health

empowerment” (Participant#10).

Accessibility involves evaluating whether the research is readable, understandable, and
focuses on results rather than the research process (Klein et al., 2006; Rosemann & Vessey,
2008). In the interviews, we introduced our research objectives and the mixed-methods
research design, and the key findings based on the proposed research model. Based on the
introduction, all participants found our research and its relevant findings easy to read and
understand. Considering that participants might have limited interest in delving into health
empowerment theory, we chose not to provide the definition of the theory at the beginning.
However, we noticed that two participants (participant#4, #10) encountered some challenges
in grasping the research model. To address this issue, we promptly offered additional
explanations regarding health empowerment theory. In response, they acknowledged that

they found no difficulty in understanding the model design and its pertinent findings.

The applicability of research to practice emphasizes whether the paper to be published is
complete, and whether it offers directions, guidance, and concrete recommendations (Klein et
al., 2006; Rosemann & Vessey, 2008). All participants were not only of the opinion that our
findings were complete but also believed that they could be implemented effectively in
practice. One participant commented as follows: “I think the themes and relationships are
logically presented and seem worthy of testing in a real healthcare monitoring environment.
For instance, | fully agree with the assumption that cultural differences have a major impact on

privacy concerns, especially given the multicultural background of our country. People with
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different cultures can impact on their way how they perceive privacy concerns”
(participant#13). Another participant added, “I can see that testing the model, including its
components and relationships, should have no challenge for those service providers involved
health monitoring systems. It would undoubtedly assist them in considering privacy concerns
and main factors and better managing users’ health empowerment and improving overall
health condition finally” (participant#4). When we discussed the findings that suggested
privacy concerns were not a significant factor in individual health empowerment, one
participant commented, “People, especially older folks, are much more focused on getting their
health needs met. If there is any way to share their health information to get those health
needs met, | would say a priority. It's very much more on having their needs met than how
those needs are met” (participant#1). In summary, the feedback collected during the
applicability check interviews was positive and encouraging. It demonstrated that the
participants understood our findings and also considered them important to be considered for

implementation in practice.

3.6 Discussion

Prioritizing the value of health empowerment over the general values of health and privacy,
we followed a developmental mixed-methods research approach to explore the contention
between health and privacy values as it persists in the SHMSs of today and surface
inconsistencies between the findings of our exploration and the assumptions that have driven
the prevailing thoughts on the issue. Findings from the qualitative study (Study 1) of this
research suggest that the legislative protection, transparency, cultural and religious
differences, ethical considerations, equity, security, and traceability of an SHMS are
influencing factors on individuals’ privacy concerns in relation to individual and community
health empowerment. Those findings also support other relationships among privacy
concerns, trust, and individual and community health empowerment, which we subsequently
tested in a quantitative study (Study 2). The findings from the quantitative study reveal several
inconsistencies with the underlying assumptions that the prior HIT literature is built upon

concerning the contention between health and privacy values.

Following the guidelines of Venkatesh and colleagues (Venkatesh et al., 2013; Venkatesh et al.,
2016), we will now elaborate on the meta-inferences derived from the findings of both studies
and discuss their implications. We describe three meta-inferences contrary to and challenging
traditional assumptions regarding privacy concerns associated with health technologies,
highlighting shifts in value priorities with age, and indicating diminished concerns for ethical

and equity considerations related to privacy values. These findings also provide insights to the
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policymakers, healthcare providers, and technology developers on individuals’ impetuses for

SHMS health empowerment.

3.6.1 Meta Inferences and Theoretical Implications

Meta-inference 1: our findings challenge the conventional assumption that privacy concerns

should negatively impact both individual and community health empowerment.

The conventional assumption is that privacy concerns inherently hinder health-related
advancements at both individual and collective levels (Agaku et al., 2014; Ali & Dang, 2022;
Gao et al., 2015; Hassandoust, Akhlaghpour, et al., 2021; Seh et al., 2020). This is the trade-off
between privacy loss and improved health outcomes that has been pervasive in the HIT
literature for years. Contrary to this assumption, our findings suggest that the perceived trade-

off between privacy concerns and health empowerment might not be as pronounced.

Elder individuals seem uninterested in concerns for their privacy and are more willing to
prioritize the tangible benefits of health empowerment over potential privacy risks associated
with smart health technologies. Similarly, while privacy is often considered a crucial factor in
adopting health technologies at a community level, our findings propose that community
health initiatives may not be significantly hindered by privacy apprehensions. This aligns with
the findings from previous studies in similar contexts (e.g., Ebardo, 2018; Lee & Lee, 2020;
Tran & Nguyen, 2021). Therefore, there might be a need to shift the conventional perspective
that often assumes privacy concerns associated with the personal health data disclosure act as

a barrier to the widespread acceptance and utilization of health technologies.

This overarching tendency underscores an emphasis on the perceived benefits of improved
health outcomes, both at the personal and communal levels, which often take precedence
over values associated with potential privacy loss. For many older individuals, the tangible
advantages linked to health empowerment substantially influence the weighing of priorities
(Esmaeilzadeh, 2019), thereby shaping a prevailing inclination towards embracing smart health
technologies, even in the face of privacy-related apprehensions (Esmaeilzadeh, 2022). The
SHMS benefits derived from health empowerment are often immediate and tangible.
Monitoring vital signs, managing chronic conditions, and receiving timely health alerts
contribute to a sense of control and well-being (Kang & Hwang, 2022; Princi & Kramer, 2020).
In contrast, privacy concerns may seem abstract and distant, especially when weighed against

concrete health improvements (Hallam & Zanella, 2017).

Regarding the community health considerations, individuals may adopt a collective benefit

perspective (Schulz-Baldes et al., 2007). They may perceive that sharing health data for the
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greater good of the community, such as contributing to public health well-being or early
detection of health trends, outweighs or overrides individuals’ privacy concerns in relation to
using healthcare systems. Individuals may believe that certain concessions in individual privacy

are justifiable for the benefit of the broader population (Mir et al., 2018).

Based on the findings of this study, trust in health systems (i.e., SHMSs) and community health
programs can play a significant role. If individuals have confidence that health data is managed
responsibly and the benefits extend to the broader community, they may be more willing to
share information without heightened concerns about privacy. Individuals feel empowered by
the idea that their shared health data contributes to community-level health decision making,
resource allocation, or the development of targeted health interventions. Therefore, based on
these findings, there is a need to reassess the dynamics of the relationship between privacy
concerns and health empowerment. Factors beyond privacy considerations may play a more

substantial role in influencing individual and community attitudes toward health technologies.

Meta-inference 2: the value of privacy relative to health and the attribution of community health
empowerment on one's own health empowerment are not consistent across the span of one’s

lifetime.

The relative value of privacy to health is not static across one's lifetime and varies based on
factors such as age and culture (Zou et al., 2024). For example, younger people may express
more significant concerns about privacy loss than older people (Pirzada et al., 2021). Younger
individuals, often referred to as digital natives, have grown up in an era where digital
technologies and online interactions are prevalent. They might be more conscious and
concerned about the privacy implications of sharing health-related information. In contrast,
older people may not be as accustomed to the digital landscape and may not perceive the

same level of privacy concerns in sharing health information online (Pirzada et al., 2021).

Moreover, older people, who may have different health priorities or perceptions of risk, might
not see privacy concerns as being as important as their health empowerment, and they tend
to prioritize the benefits of health-related technologies over potential privacy risks. On the
other hand, younger people might perceive greater health risks associated with privacy
breaches, leading to a stronger negative impact on their health empowerment. This could be
due to concerns about the misuse of health data or potential discrimination based on health
information. In addition, different age groups may have distinct cultural norms and
expectations regarding privacy. Younger people usually place a higher value on personal data
protection, influenced by changing societal attitudes, while older people may have different

privacy expectations shaped by their experiences and trusting cultural backgrounds.
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We also found that the attribution of community health empowerment to one's own health
empowerment matters to the younger people and not older. As we get older, we may become
more isolated and less attached to our communities (Donovan & Blazer, 2020) — this would
understandably make us not feel as though the health of our communities has anything to do
with our own health. Younger individuals might be more idealistic and community-oriented as
they establish themselves in society and see their health as interconnected with the health of
the broader community due to a sense of shared responsibility. In contrast, older individuals
may prioritize personal well-being over community health, most likely due to the lack or
limited extent of social contact with others (Donovan & Blazer, 2020; George et al., 2012),
especially if they perceive a diminishing role or influence in their community, and they may
have a more individualistic perspective on health, placing greater emphasis on personal
experiences and less on community impact. Again, cultural and generational variations could
also play a role. Younger generations might be more attuned to collective health
empowerment due to cultural shifts and changing societal values, while older generations
might retain a more traditional or individualistic viewpoint (North & Fiske, 2015). The
differentiation in empowerment dynamics across age groups suggests that a one-size-fits-all
approach is insufficient. Theoretical models should incorporate age-specific variables,
acknowledging that younger and older users may require different empowerment strategies to

maximize the benefits of SHMSs while mitigating privacy concerns.

Meta-inference 3: the role of ethics and equity considerations become inconsistent at best when

the value of privacy is weighed against health.

Equity and fairness considerations of privacy loss may be perceived as abstract concepts for
SHMS users. The immediate and tangible aspects of privacy breaches may overshadow
abstract equity considerations. Moreover, the perceived advantages to individual health and
well-being may be more concrete and tangible, leading individuals to focus on these aspects
rather than abstract equity principles. This implies that when faced with health challenges, the
urgency of addressing pressing problems may overshadow other values. Although ethical
frameworks call for a balance between promoting health outcomes and respecting individuals'
rights, ensuring that privacy safeguards are in place, and promoting transparency in health
data practices (Khanna & Srivastava, 2020; Lankshear & Mason, 2001), individuals may be less
concerned about ethical and equity considerations if they believe the benefits outweigh the
potential risks to privacy. This might be because they are not fully aware of the ethical and
equity considerations associated with privacy loss in the context of smart health systems. Lack
of awareness or understanding of the broader implications may result in a greater emphasis

on immediate health-related benefits. Moreover, if individuals trust the healthcare systems
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(i.e., SHMS) and believe that their health data is handled responsibly, used for legitimate

purposes, and is secure, they may be less inclined to raise ethical or equity-related concerns.

On the other hand, the findings of the study show that the elder group reports ethical
considerations as a significant factor in relation to privacy concerns. As individuals grow older,
accumulated life experiences, exposure to evolving ethical norms, and a deeper understanding
of the societal context may contribute to a heightened ethical awareness. This increased
ethical consciousness, observed in the elder group, indicates a more profound consideration of
the moral implications associated with privacy loss. However, despite this ethical
consciousness, as individuals age, there is a tendency to prioritize health and well-being over
privacy concerns. This might be because of growing recognition of the importance of health in
later stages of life, where the immediate and tangible benefits of health empowerment may

outweigh abstract privacy issues.

3.6.2 Implications for Research and Practice

This study presents a notable opportunity to embrace contrarian thinking and explore
alternative viewpoints, with the aim of gaining a deeper understanding of the intricate
interplay of privacy and health values within the digital environments that SHMS users
experience. It challenges the conventional notion that privacy concerns uniformly impede
health empowerment across one’s lifespan. As one of the pioneering papers reporting the
prioritization of health empowerment over privacy concerns in SHMSs, our study offers

implications for research and practical applications.

The implications of this research also encompass both theoretical extensions and important
insights derived from the proposed research model and contradictory findings. This study
contributes to the extension of health empowerment theory by applying it in a digital
healthcare context, leading to a re-evaluation of the dynamics between privacy values and
health empowerment within these specific environments. This extension allows us to develop
the SHMS health empowerment research model, while also considering modern surveillance
capabilities and community sharing opportunities. Moreover, our findings reflect how SHMSs
facilitate health empowerment, emphasizing the enhancement of individuals' and
communities' control over health data and outcomes. This aligns with health empowerment
theory, which posits that empowerment is both an individual and collective process,
significantly affecting health behaviors and outcomes. These insights reinforce health
empowerment theory, demonstrating that empowerment is a critical factor in the adoption
and effective use of SHMSs. This theory should continue to inform the design and

implementation of SHMSs, ensuring that these systems provide users with the knowledge,
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resources, and control necessary to feel empowered in managing their health. In achieving
this, we find that health empowerment theory can be effectively aligned with the nuances of

an SHMS environment.

Moreover, the findings of this study suggest contrasting insights that challenge the
assumptions that underpin extant HIT research concerning the contention between privacy
and health. Prioritizing the value of health empowerment over the traditional focus solely on
health and privacy might seem counterintuitive, yet it presents a revolutionary proposition for
the digital age. This shift is less about abandoning health or privacy entirely, and more about
recognizing how empowerment acts as a powerful driver for achieving better health
outcomes. As individuals gain knowledge, self-management skills, and agency, they become
active participants in their health journey, making informed choices, seeking timely care, and
experiencing deeper well-being through self-determination and control. This focus extends
beyond health metrics, promoting individual and community benefits, while also tackling
systemic inequities in access to needed health resources. It also unleashes the potential for
collective action, as empowered individuals become advocates for their communities and a
healthier society for all. While navigating the digital world requires balancing empowerment
with data protection and ethical frameworks, prioritizing it allows us to harness technology for

good, enabling both individuals and communities to take charge of their health.

Our findings show that privacy loss was a less formidable challenge and had no real potentially
beneficial consequences beyond advantages to one's own health. This insight is an important
contribution that is counter to expectations derived from prior literature. It helps to argue that
the prior literature perspective on the value of privacy relative to health is a historical
perspective grounded in healthcare contexts that did not involve digital and community
sharing opportunities. Also, in contrast to traditional literature on health empowerment
theories which predominantly focused on individual agency, this study introduces insights into
community-level health empowerment. It challenges assumptions that privacy concerns
universally impede collective health initiatives. Therefore, it underscores the need to consider
communal dynamics in the health empowerment framework. Finally, the study aids in
advancing a positive narrative around health empowerment. By highlighting that privacy
concerns may not be insurmountable obstacles or even obstacles at all for certain groups, it
encourages a more optimistic perspective on the role of technology in fostering health

empowerment at both individual and community levels.

In practical terms, the findings suggest SHMS practitioners should reassess the dynamics of the

relationship between privacy concerns and health empowerment. The subsequent section
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summarizes unconventional implications for practitioners in the SHMS domain to
contemplate. Emphasizing the perceived benefits of improved health outcomes both at the
personal and communal levels would be an effective strategy to address the contention
between privacy and health empowerment, because such benefits often take precedence in
privacy values in SHMS environments. Factors other than privacy concerns could have a more

pronounced impact on shaping individual and community perspectives regarding HIT.

Our findings also show that the value of privacy relative to health is not consistent across the
span of one’s lifetime. It implies that individuals under the age of 65 generally prioritize
personal data protection more, influenced by changing societal attitudes, whereas older
individuals may have distinct privacy expectations shaped by their experiences and trusting
cultural backgrounds. Thus, SHMS practitioners are strongly encouraged to consider age as a
significant factor when formulating privacy-related strategies to better serve SHMS users.
Challenging the conventional notion that privacy loss holds ethical and equitable value, our
findings also suggest that the significance of individual health empowerment may surpass
ethical concerns associated with privacy loss, especially when the outcome involves improved
healthcare. Thus, SHMS practitioners should be aware that the perceived advantages to
individual health and well-being may be more concrete and tangible, prompting individuals to

prioritize these aspects over abstract ethical principles.

3.6.3 Limitations and Future Studies

Like all research studies, this study has a few limitations. However, those limitations provide
future research opportunities. While our findings suggest a tendency for individuals to
prioritize health over privacy when facing health issues, this conclusion should be viewed
within the context of our study's limitations and the need for further research to validate
these results. The survey results may be impacted by sample selection bias. Respondents who
participated in this survey were individuals from Australia, New Zealand, and the United States
at the time of the survey, which can be considered as limiting the generalizability of this study,
considering the importance of geographical, regulatory, and cultural (localization) factors in
individuals and community health empowerment. Therefore, future research may consider
approaching individuals in the context of other countries. Another limitation is that in this
study we are dealing with perspectives of potential SHMS users rather than actual experiences
from real users. Future research could enhance the study by incorporating the insights and
feedback from individuals who have practical experience with SHMS, allowing for a more
comprehensive understanding of the dynamics between privacy concerns and health

empowerment.
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The unexpected findings, challenging preconceived notions about the negative impact of
privacy concerns on both personal and community health empowerment, pave the way for a
new avenue in future research. For instance, transparency as a significant factor of privacy
concerns can be further explored from a dual perspective. Clear distinctions for cultural and
religious differences, ethical considerations, and equity/fairness remain crucial and could be
better elucidated in both qualitative interviews and quantitative surveys. The findings also
suggest a significant tendency towards paradoxical behavior in smart health monitoring
contexts. Concrete solutions designed to address this paradoxical behavior within SHMSs are
currently undeveloped and warrant greater attention in future research. These aspects are
prone to confusion during discussions on privacy issues. Moreover, although the factor of
coordination among individual users and service providers was not included due to reliability
and validity issues, it should be included in future examinations as it is still an essential
contextual factor related to privacy concerns and data governance. The study also suggests
exploring the evolving dynamics of health empowerment. Researchers can look deeper from a
contrarian perspective into the interplay between individual and community empowerment,

privacy considerations, and the evolving landscape of health technologies.

3.7 Conclusion

In response to a special issue call for employing contrarian thinking by problematizing values
that define the digital world, our aim was to explore the contention between health and
privacy values in SHMS and surface inconsistencies and disparities between our exploration’s
findings and the prevailing thoughts on the value of privacy in HIT use. Our findings challenge
the conventional belief that privacy concerns should negatively impact both personal and
community health empowerment. We also show that the value of privacy relative to health is
not consistent across the span of one’s lifetime and that the role of ethics and equity
considerations become inconsistent at best when the value of privacy is weighed against
health. This study lays the groundwork for future studies by offering a notable opportunity to
adopt contrarian thinking and question the conventional belief that privacy concerns uniformly

impede health empowerment throughout one’s life.



Preface to Chapter 4

Chapter 4 provides a comprehensive discussion on the key findings and contributions of
Chapters 2 and 3. It offers implications for research and practice, identifies future research

directions, and acknowledges some limitations. The position of Chapter 4 in this thesis is

illustrated in Figure 3. 4.

Figure 3.4

The position of Chapter 4 in the thesis

Chapter 4: General Discussion
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Chapter 4 General Discussion

This thesis adopted a post-positivist approach. The findings showed that the reality of privacy
phenomena and their impact on health empowerment in the context of SHMSs have been
imperfectly explored but grants such reality can be discovered as accurately as possible. Using
this approach, a comprehensive SLR was carried out as detailed in Manuscript 1 (see Chapter
2). The SLR addresses first research question (RQ1): What are the key insights provided by the
existing IS privacy literature that can inform our perspective on privacy in the SHMS context?
Answering this question involved addressing criticisms regarding the incomplete
contextualization of privacy in existing smart health monitoring studies. Based on an analysis
of 49 peer-reviewed articles, a comprehensive understanding was gained of the issues
involved and a contextual framework was developed (see Figure 2. 2). Overall, this review
uncovered the reality of privacy phenomena studied in the reviewed literature, presenting
contextualized privacy in terms of definitions and contextualization, privacy-related proxies,
antecedents, and outcomes. The findings also highlighted the contextual matters of
surveillance and stakeholder dynamics in the context of SHMSs. All these contributed to a

comprehensive understanding of contextualized privacy in the SHMS context.

More essentially, this review work made it possible to identify existing knowledge gaps and
potential research avenues. This significantly aligned with the research purpose of this thesis
and inspired further investigation into the second research question (RQ2): How do users'
value perceptions of health empowerment and privacy evolve in the context of SHMSs, and
what factors influence these changes? Research avenues resulting from the review work
inspired the development of the rest of the thesis. For example, Avenue 2 highlighted the
importance of multi-level stakeholder analysis as another promising avenue for research on
privacy in SHMS contexts (see future research Avenue #2 in Chapter 2). It indicated that the
existing literature has provided insufficient analysis across various groups (e.g., individual,
group, community) regarding the antecedents and outcomes of privacy phenomena in SHMS
contexts. Exploring multi-level stakeholders is important for mapping a complete picture of
privacy conceptualization and crucial for understanding the mechanisms and reasons behind
the occurrence of privacy-related concerns (Ancona et al., 2001). Thus, rather than focusing
solely on a single stakeholder such as individuals' perceptions, the study broadened its
investigation to the multi-level using mixed methods. A community-level approach was found
to be particularly crucial for research on HIT, as improving community health is the primary
and ultimate goal of remotely delivered virtual healthcare ecosystems like SHMSs (Schiavone

et al., 2021). Considering the importance of community health, privacy concerns were
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explored in relation to individual and community-level health empowerment in SHMS contexts
using health empowerment theory. Therefore, the analysis in Manuscript 2 not only focused
on health empowerment of individuals but also introduced insights into community-level
health empowerment (see Chapter 3). Based on Avenue 2, the model developed from the
empirical study in Chapter 3 included three key constructs: privacy concerns, individual health

empowerment, and community health empowerment.

Avenue 3 was another future research avenue that emerged from the review study, and
highlighted the need for a mixed-methods design rather than using a single method to
investigate the privacy dynamic in SHMSs contexts (see future research Avenue #3 in Chapter
2). A mixed-methods approach allows researchers to address exploratory questions within the
same study inquiry (Venkatesh et al., 2013). It enables a holistic understanding and integrative
insights into findings from a combination of qualitative and quantitative aspects, which strikes
a balance between depth and breadth (Venkatesh et al., 2013). Moreover, this specific design
is particularly suitable for exploring new contexts where issues are challenging to explain or
describe using existing views (Agerfalk, 2013). Further justification for employing a
developmental mixed-methods design in this research can be found in Appendix Table C. 2.
Given these methodological benefits, a mixed-methods approach was employed in Manuscript
2 to explore privacy and health in the context of SHMSs (see Chapter 3). This approach is
based on a sequential two-stage design incorporating both qualitative and quantitative
empirical studies. Manuscript 2 included a close examination of the reality of privacy concerns
in SHMSs, identifying the important factors that influence these concerns and exploring their

impact on privacy in relation to health empowerment within SHMSs.

Avenue 5 highlighted the significance of theory in the IS field that lies in its ability to explain
the what, why, and/or how of phenomena (Mueller & Urbach, 2017). Oversimplifying theory
adoptions falls short of researchers’ ambitions to address the complex nature of privacy issues
within SHMS contexts. While embracing a broader perspective that effectively addresses the
complexity of SHMS contexts, researchers are encouraged adopt theories that go beyond
offering simple causal explanations. As mentioned in Chapter 2, scholars can consider dynamic
and longitudinal perspectives using process theories/models and stage theories. For instance,
Nelson et al. (2016) exemplify this approach in response to Avenue 5, acknowledging the
significant outcome of using smart trackers with both individuals and society at large. Adopting
the self-regulation theory, a process theory, they identified key elements contributing to the
health empowering capabilities of smart trackers. Inspired by Avenues 2 and 5, this study
applied health empowerment theory from the empirical study in Manuscript 2. Health

empowerment theory emphasizes the ongoing process through which individuals gain control
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over their health and health-related activities in a broader sense, i.e., a professional
community (Rissel, 1994; Spreitzer, 1995). It involves a series of activities and interactions that
result in greater health empowerment within the community. The study used health
empowerment theory to achieve comprehensive explanations for privacy concerns from a
dynamic perspective relating to both individual and community health improvement (see

Chapter 3).

The remaining sections of this chapter discuss the findings based on the research questions
addressed in Chapters 2 and 3. Following that, research implications, practical implications,

future research directions, and the limitations of the study are discussed.

4.1 Key Findings & Contributions

This section summarizes the findings from Chapter 2 and Chapter 3 and responds to the
research questions of this thesis from an overall perspective. The discussions can be read in
conjunction with Table 4. 1. This table is presented at the end of this section, summarizing the

key findings and contributions of Chapters 2 and 3.

4.4.1 Findings and Contributions of Chapter 2

Findings of Chapter 2. In Chapter 2, the research question (RQ1) was: What are the key
insights provided by the existing IS privacy literature that can inform our perspective on privacy
in the SHMS context? This question was posed for the following reasons. Researchers often
encounter challenges in effectively communicating the meaning of privacy through clear
definitions and limited perspective of privacy to a single stakeholder (e.g., Bhatt &
Chakraborty, 2020; Dadhich et al., 2022; Peek et al., 2016; Ravishankar et al., 2015). However,
contextualized privacy definitions are either absent or articulated poorly in the existing
literature. These weaknesses create contextual ambiguity, which impedes researchers’ abilities

to set their studies’ direction, choose theories, and interpret their findings (Dinev et al., 2013).

The findings in Chapter 2 indicated significant shortcomings as follows. First, a consistent and
sufficient definition of privacy from diverse conceptual perspectives has been generally
underdeveloped in the existing literature. Only a third of the reviewed studies explicitly
defined or implicitly described privacy phenomena in their focal areas. Yet, clarifying the
contextualized definition of privacy from one or multiple perspectives can enrich the
understanding of privacy within multidisciplinary environments like smart health monitoring
(Zahra et al., 2014). Second, the existing literature has provided insufficient analysis across
various levels regarding the antecedents and outcomes of privacy phenomena in smart health

monitoring contexts. Analysis of the findings showed that the antecedents from other levels
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such as societal, environmental, cross-cultural, or national levels, were seldom explored. Lack
of multi-level entity analysis makes it difficult to understand how privacy concerns interplay
and influence each other across these levels (Smith et al., 2011). This can result in an
incomplete picture of how privacy is managed and perceived among different groups within

HIT environments.

Third, a significant dearth in the application of the theory was identified, with an overreliance
on TAM- or UTAUT-related models. While the absence of relevant theories raises questions
about the validity and value of the research (Sutton & Staw, 1995), studies using theories were
found to commonly employ theoretical frameworks like TAM, UTAUT, and UTAUT 2 in order to
understand how people adopt and use health information technologies. However, such
models have faced criticism for being overly simplistic and limited. They concentrate solely on
individuals' perceptions and intentions to use technologies, lacking specificity related to the
health domain (Lee et al., 2003; Shachak et al., 2019). Fourth, only a small subset of studies
employed a mixed-methods approach (e.g., Arar et al., 2021; Cristiano et al., 2022a). However,
a mixed-methods design is particularly useful because it helps provide a holistic understanding
of a phenomenon at an early research stage (Venkatesh et al., 2013). It is hard to define a
research program as truly being mixed-methods research unless it provides combining findings

from both qualitative and quantitative studies (Venkatesh et al., 2013).

Fifth, only a few studies explored surveillance-related contextual factors (e.g., Beaudin et al.,
2006; Chadborn et al., 2019). However, surveillance has been recognized as an important
theme in the reviewed literature. The use of surveillance or monitoring devices (or services)
without appropriate privacy protection mechanisms in the system is very likely to stimulate
competing demands for privacy and data sharing when individuals use SHMSs, which can
result in individuals’ unwillingness to employ smart health devices or services (Pirzada et al.,

2021; Prati et al., 2019; Westin, 2003).

The findings also rectified the shortcomings of reviewed studies by providing a comprehensive
review of privacy contextualization in SHMSs. It included examining privacy definitions from
various perspectives, and reviewing the antecedents and outcomes of privacy, relevant

theories, methodological transparency, research agenda, and other pertinent scopes.

Contributions of Chapter 2. Chapter 2 offers significant contributions to the entire thesis. First,
it provides a contextual framework for a comprehensive understanding of privacy in SHMSs.
Second, it highlights multi-level analysis as an important research avenue for researchers on
privacy in SHMS contexts. Motivated by multi-level analysis, the empirical study (Manuscript 2)

can investigate both individual and community-level health empowerment rather than
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focusing solely on the individual level. Third, Chapter 2 supports the importance of deriving
value from incorporating more theories that better capture the intricate dynamics of smart
health environments. It encourages researchers to embrace a broader perspective (rather than
TAM-related frameworks) to effectively address the complexity of smart health contexts.
Specifically, the findings of Chapter 2 suggest that researchers can integrate psychological and
socio-cultural theories, including psychological empowerment and balance theory, in order to
offer deeper insights into multi-entity engagement and the broader social implications of
SHMSs. Given these contributions, the study employed health empowerment theory —a
psychological theory to address the privacy phenomenon in a complex health monitoring

context.

Fourth, the findings underscore the value of the mixed-methods approach, because a mixed-
methods approach facilitates a comprehensive investigation of privacy dynamics in the context
of smart health monitoring, thereby enhancing the depth and breadth of research findings in
this critical area (Venkatesh et al., 2013). Moreover, the findings contribute to informing the
developmental purpose of the study’s mixed-methods design. Finally, the findings highlight the
importance of exploring surveillance-related contextual factors when examining privacy
phenomena in SHMSs, making use of contextual factors (e.g., traceability) in the research

model development in Chapter 3.

4.4.2 Findings and Contributions of Chapter 3

Overall, the aim of Chapter 3 was to explore the contention between health and privacy values
as it persists in SHMSs today, as well as the surface inconsistencies and disparities between the
findings of the study’s exploration and the prevailing thoughts on the value of privacy in health
information technology (HIT) use. Based on this aim, the research question (RQ2) of Chapter 3
was as follows: How do users' value perceptions of health empowerment and privacy evolve in

the context of SHMSs, and what factors influence these changes?

Incorporating the key findings and contributions of Chapter 2, a mixed-methods study was
conducted in order to comprehensively investigate the privacy dynamic in the context of smart
health monitoring. Health empowerment theory was utilized, because, as mentioned earlier, it
made it possible to derive significant value and offer a broader perspective that effectively
addresses the complexity of smart health contexts. Hypotheses were proposed and developed
by utilizing the SHMS health empowerment model, taking into account a surveillance-related

contextual factor (i.e., traceability).
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Qualitative Findings of Chapter 3. The qualitative findings obtained from Study 1 of Chapter 3
related to seven antecedent factors impacting individuals’ privacy concerns with SHMSs in
terms of three value-based themes. As summarized in Table 4. 1, these factors are legislative
protection, transparency, and cultural and religious differences (regulatory and sociocultural
theme), ethical considerations and equity/fairness (ethical theme), and traceability and
security (technological theme). The findings also suggested a potential association between
individuals’ privacy concerns surrounding the use of SHMSs and individual health
empowerment, a potential association between individual and community health
empowerment in the use of SHMSs, and a potential association between individual and
community health empowerment in the use of SHMSs. Details of the qualitative findings can

be found in Appendix Table C. 4.

Quantitative Finding of Chapter 3. The quantitative findings from Study 2 of Chapter 3 mainly
encompassed a group of confirmations for the proposed hypothesis. As summarized in Table
4. 1, these findings confirmed that legislative protection is negatively associated with privacy
concerns in relation to SHMS. Legislative protection of data privacy refers to the right to
information, provisions prohibiting or restricting the use of mechanisms of data governance,
rules on IT-security-legislation, and provisions supporting the use of mechanisms (Weber,
2010). Transparency refers to ensuring everything is visible, denoting one’s openness and
open communication when pursuing trustworthiness (Kim et al., 2014). The findings confirmed
that transparency is negatively associated with privacy concerns in relation to SHMS. Cultural
and religious differences influence people’s attitudes and behaviors when they are involved in
using healthcare monitoring devices (Karadag et al., 2019). The findings confirmed that
cultural and religious differences are positively associated with privacy concerns in relation to
SHMSs. Security is a central constant topic and security management includes the execution of
risk assessments, the setup of data security roles, and the definition of data security policies,
standards, and procedures (Abraham et al., 2019). According to the quantitative findings,

security is negatively associated with privacy concerns in relation to SHMSs.

The quantitative findings supported that individual health empowerment is positively
associated with community health empowerment, aligning with the proposal of health
empowerment theory where community health empowerment has been recognized as a
raised level of individual health empowerment (Rissel, 1994). Finally, trust occurs when a party
believes that the other party has characteristics advantageous to its own interest (Chang &
Fang, 2013; McKnight & Chervany, 2001). It is associated with many themes such as the

motivation, credibility, transparency, and responsibility of a system (Mittelstadt, 2017). The
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findings confirmed that trust in SHMSs is positively associated with individual health

empowerment.

Contributions of Chapter 3. The qualitative stage (Study 1) of Chapter 3 contributed to the
proposal of hypotheses and the development of the SHMS Health Empowerment model. This
model (see Figure 3. 2 in Chapter 3) presents a testable framework capturing the relationships
between identified antecedent factors — grouped into regulatory, sociocultural, ethical, and
technological themes — and their impact on privacy concerns in SHMSs. The model also
elucidates the potential associations among privacy concerns, individual health
empowerment, community health empowerment, and trust, offering a comprehensive
understanding of these dynamics in SHMSs. This model and the relevant hypotheses allowed

the study to proceed to the quantitative stage (Study 2) of Chapter 3.

The quantitative stage (Study 2) of Chapter 3 focused on testing the assumptions in the model
from the qualitative stage through an online questionnaire survey. Three key contributions
from the findings can be considered as follows. First, the quantitative findings in this stage
challenge conventional belief in the relationship between privacy concerns and health
empowerment, concluding that the impact of privacy concerns on both individual and
community health empowerment is not uniformly negative. In other words, the perceived
trade-off between privacy concerns and health empowerment might not be as pronounced as
a number of prior studies believe. The findings propose that community health initiatives may
not be significantly hindered by privacy apprehensions. Therefore, there may be a need to
shift the conventional perspective that often assumes privacy concerns associated with
personal health data disclosure act as a barrier to the widespread acceptance and utilization of

health technologies.

Another contribution from the quantitative findings is indicating that the importance of
privacy relative to health empowerment varies across different life stages, indicating that the
value placed on privacy is not consistent throughout one's lifetime. In other words, the relative
value of privacy to health is not static across one's lifetime and varies based on factors such as
age and culture. For instance, younger individuals might be more idealistic and community
oriented as they are establishing themselves in society and see their health as interconnected
with the health of the broader community based on a sense of shared responsibility. In
contrast, older individuals may prioritize personal well-being over community health,
especially if they perceive a diminishing role or influence in their community, and they may
have a more individualistic perspective on health, placing greater emphasis on personal

experiences and less on community impact.
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Finally, the quantitative findings indicate that ethical and equity considerations have variable
significance when trading off or balancing the value of privacy against health benefits,
suggesting that these relationships can be complex and context dependent. When faced with
health challenges, the urgency of addressing pressing problems may overshadow other values.
Although ethical frameworks advocate for balancing the promotion of health outcomes with
respect for individuals' rights, ensuring that privacy has safeguards, and promoting
transparency in health data practices (Khanna & Srivastava, 2020; Lankshear & Mason, 2001),
individuals may be less concerned about ethical and equity considerations if they believe the
benefits outweigh the potential risks to privacy. In short, the role of ethics and equity

considerations becomes inconsistent when the value of privacy is weighed against health.
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Key findings and contributions of Chapters 2 and 3
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Thesis chapter Approach Key findings of this thesis Key contributions of this thesis
Chapter 2: Systematic ® A consistent and sufficient definition of privacy from diverse conceptual ® Provided a contextual framework for a comprehensive understanding of
Privacy in Smart literature perspectives was generally underdeveloped in the existing literature. privacy in SHMSs.
Health review e The existing literature provided insufficient analysis across various levels
Monitoring: A regarding the antecedents and outcomes of privacy phenomena in smart
Systematic health monitoring contexts.
Literature Review e Only a small portion of the reviewed literature focused on entities beyond ® Recognized multi-level analysis as an important research avenue for
(Manuscript 1) individual users. researchers on privacy in SHMSs.
e Assignificant dearth in the application of theory was identified, with an ® Recognized the significant value of incorporating more comprehensive
RQ1: What are overreliance on TAM- or UTAUT-related models. theories that capture the intricate dynamics of smart health environments.
the key insights e Understood that integrating psychological and socio-cultural theories
provided by the (such as psychological empowerment and balance theory) could offer
existing IS privacy deeper insights into multi-entity engagement and the broader social
literature that implications of SHMSs.
can inform our Adopted health empowerment theory, a psychological theory to address the
perspective on privacy phenomenon in a complex health monitoring context.
privacy in the ® Only a small subset of studies employed a mixed methods approach, e Highlighted the value of a mixed-methods approach to comprehensively
SHMS context? although this approach allows researchers to comprehensively investigate the investigate the multifaceted privacy concerns inherent in SHMSs, thereby
privacy dynamic in the context of smart health monitoring. enhancing the depth and breadth of research findings in this critical area.
e Only a few studies explored surveillance-related contextual factors, although e Supported the importance of exploring surveillance-related contextual
surveillance was recognized as an important theme in the reviewed literature. factors in terms of the privacy phenomenon resulting from the use of
SHMSs.
e Involved a contextual factor (i.e., traceability) in the research model
development.
Chapter 3: Mixed- e Captured seven antecedent factors related to three value-based themes e Developed hypotheses and constructed the SHMS Health Empowerment
Health and methods: impacting individuals’ privacy concerns with SHMSs: Model, anchoring in Health Empowerment Theory.
Privacy: A Value- 1) — Regulatory and sociocultural theme: 1) Legislative protection 2) —The model presents a testable framework capturing the relationships
reflexive Qualitative Transparency 3) Cultural and religious differences between identified antecedent factors and their impact on privacy concerns
Examination study — Ethical theme: 4) Ethical considerations 5) Equity/fairness in SHMSs.

(Manuscript 2)

RQ2: How do
users' value
perceptions of

—Technological theme: 6) Traceability 7) Security
e |dentified a potential association between individuals’ privacy concerns
when using SHMSs and individual health empowerment.
e |dentified a potential association between individual and community health
empowerments in the use of SHMSs.

—The model elucidated the potential associations among privacy
concerns, individual health empowerment, community health
empowerment, and trust, offering a comprehensive understanding of these
dynamics.
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health
empowerment
and privacy
evolve in the
context of
SHMSs, and what
factors influence
these changes?

e |dentified that trust has a potential association with individual and
community health empowerment in the use of SHMSs.

e Captured personal and social factors significantly related to both individual
health empowerment and community health empowerment.

Mixed-
methods:

2)
Quantitative
study

Tested the hypotheses:

e Legislative protection is negatively associated with privacy concerns in
relation to SHMSs.

e Transparency is negatively associated with privacy concerns in relation to
SHMSs.

e Cultural and religious differences are positively associated with privacy
concerns in relation to SHMSs.

® Security is negatively associated with privacy concerns in relation to SHMSs.
e Individual health empowerment is positively associated with community
health empowerment.

e Trust in SHMSs is positively associated with individual health empowerment.

® Privacy concerns are a significant impacting factor on individual health
empowerment among the non-elderly, but not among the elderly.

® The quantitative findings of this mixed-methods study challenged
conventional belief in the relationship between privacy concerns and health
empowerment by viewing the impact of privacy concerns on both individual
and community health empowerment as not uniformly negative.

® Suggested that the importance of privacy relative to health empowerment
varies across different life stages, indicating that the value placed on privacy
is not consistent throughout one's lifetime.

e Highlighted that ethical and equity considerations demonstrate variable
significance when trading off or balancing the value of privacy against health
benefits, suggesting that these relationships can be complex and context-
dependent.
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4.1 Implications for Research

As detailed in the discussion above, in respect to Chapter 2, the implications for research
consist in developing a contextual framework for SHMS privacy research that accommodates
the diverse perspectives and contextual nuances of privacy in the context of SHMSs. The
framework (see Figure 2. 2) provides valuable insights for scholars aiming to understand the
multifaceted privacy concerns in SHMS settings. Privacy is a multidisciplinary concept with a
multifaceted nature rooted in diverse justifications (Burgoon, 1982; Smith et al., 2011). By
understanding its multi-faceted nature, researchers can better understand the diverse privacy
concerns and needs that arise in various contexts and different technologies (Mulligan et al.,
2016). A hybrid model is ideally suited for exploring events that prompt specific changes in
outcomes or states. It would enable a more comprehensive understanding and explanation
within a specific IS field (Burton-Jones et al., 2015; de Guinea & Webster, 2017). The
framework is motivated by the notion of this hybrid model and the antecedents—privacy
concerns—outcomes (APCO) model of information privacy (Smith et al., 2011). The framework
distinguishes between antecedents of privacy, privacy phenomena, and outcomes of privacy,

leveraging a hybrid perspective.

The framework addresses the literature gap, identifying the fragmented and limited
exploration of contextualizing privacy in the area of SHMSs. The implications of the study
include six potential research avenues with relevant research questions for future researchers
to utilize. The avenues are in terms of contextualized definition, multi-level analysis, methods
of analysis, stakeholder analysis, contributing to IS theories, and investigating less-explored
aspects of emerging themes from the present review of Chapter 2. For example, one of the
avenues implies that clarifying the contextual and dynamic nature of privacy through a
clarified definition is a pragmatic approach for accurately grasping and analyzing privacy
issues. Researchers interested in this avenue are encouraged to explore research questions
such as: Privacy holds diverse interpretations. How do researchers define it pragmatically?
Moreover, these avenues laid the ground for the remainder of the present research. As
discussed earlier, this research followed the second and third avenues by undertaking a multi-
level exploration of privacy and health in SHMS settings and using a mixed-method design.

Details of the avenues and relevant research questions can be found in Chapter 2.

Chapter 3 suggested a notable opportunity for future research to embrace contrarian thinking
and explore alternative viewpoints. This would help researchers to gain a deeper
understanding of the intricate interplay of privacy and health values within the digital

environments that SHMS users experience. The findings suggest a nuanced perspective is
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needed on the relationship between privacy concerns and health empowerment across an
individual’s lifespan. Additionally, the findings invite a reconsideration of several assumptions
that have shaped existing research on the balance between privacy and health. Prioritizing the
value of health empowerment over the traditional focus on solely health and privacy might
seem counterintuitive, yet it presents a revolutionary proposition for the digital age. Given
that privacy concerns may not be insuperable obstacles or even obstacles at all for certain
groups, the findings imply a more optimistic perspective on the role of technology in fostering

health empowerment at both individual and community levels.

The overall implications of the research encompass both theoretical extensions and insights
derived from the proposed research model and its contradictory findings. The empirical study
of Chapter 3 contributes to an extension of health empowerment theory and applyingitin a
digital healthcare context, leading to a re-evaluation of the dynamics between privacy values
and health empowerment within SHMSs. In contrast to traditional literature on health
empowerment theories, which predominantly focused on the individual users, this study
introduces insights into community-level health empowerment. In other words, this extension
allows for the incorporation of both individual and community levels of empowerment into
the SHMS health empowerment research model, taking into account modern surveillance
capabilities and opportunities for community sharing. This extension aids in challenging
assumptions that privacy concerns universally impede collective health initiatives. It
underscores the need to consider communal dynamics in the health empowerment
framework. Moreover, applying health empowerment theory to explore the dynamics
between health and privacy in the SHMS context can help explain the traditional assumptions
of need-related theories like Maslow’s hierarchy of needs. Following Maslow’s hierarchy
principle, health is a basic-level need, while privacy is a higher-level need. This implies that in
the SHMS context, individual users of SHMSs raise privacy issues only after their health needs
have been adequately addressed by the system. The findings of the present study are in line
with Maslow’s hierarchy, revealing that if people’s health is secure, they may care about

privacy in their SHMS use, particularly across age groups.

4.2 Implications for Practice

Implementing privacy protection in smart health monitoring is challenging due to the intricate
network of stakeholders and their diverse protection mechanisms. The participation of various
stakeholders has been found to provoke privacy issues among individuals, serving as a
significant antecedent factor and outcome of privacy concerns. The review work in Chapter 2

emphasized four key stakeholders within SHMSs: individuals, healthcare providers, smart
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technology providers, and government authorities (OECD, 2015; Peek et al., 2016; Swinkels et
al., 2018).

Individuals include any end-users of smart health applications. In the dynamic environment of
smart health monitoring, where collaboration among stakeholders is paramount, it is crucial
for individual users to recognize themselves not only as beneficiaries but also as vital
stakeholders, given their active involvement. Individuals’ perceptions of privacy and their
surveillance concerns are found to block them from using health monitoring technologies and
sharing their health data with other stakeholders in smart health monitoring systems.
However, individuals should understand the duality of privacy and surveillance in smart health

monitoring applications.

In respect to healthcare providers, the adoption of smart health monitoring technologies can
offer advantages to healthcare providers, including enhanced operational efficiency, cost
reductions in patient care delivery, improved quality measurement, and expanded reporting
capabilities. However, concerns about privacy and associated challenges may arise if
healthcare providers encounter difficulties in implementing effective data governance
mechanisms or if there is a lack of meaningful awareness among this group of stakeholders.

Healthcare providers should develop data governance mechanisms for their privacy activities.

Smart technology providers are at the forefront of introducing surveillance technologies in
smart health monitoring applications. Privacy issues have been demonstrated to influence the
design, strategies, and development of functionalities within smart health systems when
considered from a design thinking lens. There is a significant amount of literature on privacy-
focused technologies in smart health monitoring applications. However, there is relatively little
research that delves into the negative impacts of privacy concerns on smart technology
providers. Therefore, it is imperative for smart technology providers to have a thorough

understanding of the privacy concerns associated with their technologies.

Governmental authorities include government agencies, policymakers, and legislators that
help achieve better data governance among stakeholders. However, antecedents, including
individual-level regulatory expectations and trust in business operators and stakeholder-level
health tracking data mechanisms, are all associated with the active involvement of
government authorities. Moreover, smart health initiatives, like the development of smart
homes, are intricately linked with the overarching objective of smart city development
pursued by local government authorities. Therefore, it is imperative for government bodies to
prioritize the management of individuals' privacy concerns by enhancing regulatory

frameworks and fostering collaboration with other stakeholders involved in these systems.
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Overall, the findings highlight that there is a need to reassess the dynamics of the relationship
between privacy concerns and health empowerment in the SHMS context. Emphasizing the
perceived benefits of improved health outcomes both at the personal and communal levels
would be an effective strategy to address the contention between privacy and health
empowerment, because such benefits often take precedence in privacy values in SHMS
environments. Factors other than privacy concerns (such as trust) could have a more

pronounced impact on shaping individual and community perspectives regarding SHMSs.

The findings — derived from the quantitative approach of Manuscript 2 —also imply that the
value of privacy relative to health is not consistent across the span of one’s lifetime. It implies
that individuals under the age of 65 generally prioritize personal data protection to a greater
degree, influenced by changing societal attitudes, whereas older individuals may have distinct
privacy expectations shaped by their experiences and trusting cultural backgrounds. Thus,
SHMS practitioners are strongly encouraged to consider age as a significant factor when
formulating privacy-related strategies to better serve SHMS users. Challenging the
conventional notion that privacy loss holds ethical and equitable value, the study’s findings
also suggest that the significance of individual health empowerment may surpass ethical
concerns associated with privacy loss, especially when the outcome involves improved
healthcare. Thus, SHMS practitioners should be aware that the perceived advantages to
individual health and well-being may be more concrete and tangible, prompting individuals to

prioritize these aspects over abstract ethical principles.

4.3 Future Research

The findings in Chapter 2 uncover existing knowledge gaps and identify potential research
avenues for future investigation. Based on the findings, a contextual framework of privacy in
SHMSs was developed in Chapter 2 that provides valuable insights for future research seeking
to understand multifaceted privacy concerns in SHMS settings. For example, future
researchers are encouraged to use a mixed-methods design rather than using a single method
in order to comprehensively investigate the privacy dynamic in the context of smart health
monitoring. Future studies can concentrate on analyzing multi-stakeholder engagement,
delving into the stakeholders' ecosystem to develop privacy protection management
recommendations in smart health monitoring. Researchers are encouraged to focus on the
influencing factors arising from lesser-explored aspects of emerging themes, such as barriers
to surveillance and difficulties in involving new stakeholders with new business plans, as well
as the profound impact of emotional responses such as stress, anxiety, and discomfort

stemming from privacy concerns.
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In Chapter 3, the unexpected findings, challenging preconceived notions about the negative
impact of privacy concerns on both personal and community health empowerment, pave the
way for a new avenue in future research. For instance, transparency as a significant factor of
privacy concerns can be further explored from a dual perspective. Clear distinctions based on
cultural and religious differences, ethical considerations, and equity/fairness remain crucial
and could be better elucidated in both qualitative interviews and quantitative surveys. These
aspects are prone to confusion during discussions on privacy issues. Moreover, although the
factor of coordination among individual users and service providers was not included in this
study due to reliability and validity issues, it should be included in future examinations as it is
still an essential contextual factor related to privacy concerns and data governance. The study
also suggests exploring the evolving dynamics of health empowerment. Researchers can look
more deeply from a contrarian perspective into the interplay between individual and
community empowerment, privacy considerations, and the evolving landscape of health

technologies.

4.4 Limitations

Chapter 2 has some limitations. First, despite the broad search terms for surveillance, it is
possible that some critical articles and concepts were missed since previous researchers may
have used alternative terms to surveillance, monitor, track, or detect to describe the
surveillance situation. Second, a number of reviewed articles used various terms for smart
health monitoring systems, such as eHealth, remote health, connected health, or smart home
which may have caused inconsistencies in the article inclusion. Third, the review aimed only at
key stakeholders — individuals, healthcare providers, smart technology providers, and
government authorities. Future literature reviews could include more novel stakeholders, for
example, insurance service providers, which may be essential in smart health monitoring

systems.

Chapter 3 also has several limitations. However, these limitations provide future research
opportunities. The survey results may have been impacted by sample selection bias.
Respondents who participated in this survey were individuals from Australia and New Zealand,
which can be considered as limiting the generalizability of this study, taking into account the
importance of geographical, regulatory, and cultural (localization) factors in individual and
community health empowerment. Therefore, future research may consider approaching
individuals in the context of other countries. Another limitation is that this study deals with the
perspectives of potential SHMS users rather than actual experiences from real users. Future

research could enhance the study by incorporating the insights and feedback of individuals
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who have practical experience with SHMSs, allowing for a more comprehensive understanding

of the dynamics between privacy concerns and health empowerment.
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Chapter 5 Conclusion

This chapter is divided into the following parts: a review of the research journey, a review of

the research purpose, a review of the research questions, and concluding remarks.

5.1 Review of Research Journey

The journey of this research began in November 2020 and included four phases. Phase 1
identified that health and privacy have increasingly come into contention in the digital age,
serving as opposing forces where the gain of one requires the loss of the other. Smart health
monitoring systems (SHMSs) grant unparalleled health insights to empower individuals and
communities, but their intrusive nature of data collection raises concerns for privacy.
Identifying privacy phenomena within the context of SHMSs greatly motivated the study’s
initial review as well as to define the research purpose and questions. Based on this, the next
step was to clarify the philosophical perspectives, select an appropriate research
methodology, and to identify possible theories suitable for this research. A PhD candidature
assessment (PGR9 presentation) was undertaken and confirmation received. Figure 5. 1

summarizes the key activities completed throughout the PhD journey.

Figure 5.1
Research journey
Phase 1 Phase 2 Phase 3 Phase 4
Nov 2020 - Jun 2022 Jul 2022 - Jul 2023 Aug 2023 - Feb 2024 Mar 2024 - Sep 2024
* Identify research * Conduct and submit the * Complete ethics * Conduct and submit PhD
phenomenon SLR (Manuscript 1) application and receive thesis
. . o approval (quantitative) . .
* Define research purpose < Complete ethics application * Revise and resubmit
and research questions and receive approval * Collect quantitative data Manuscripts 1 and 2 based
Clstif il hical (qualitative) o on feedback of journals
arify philosophica . Conduct quantitative (CAIS and EJIS)
perspectives * Collect qualitative data research
* Select research » Conduct qualitative * Conduct and submit the
methodology research mixed-methods paper

(Manuscript 2)

Identify possible theories

* Complete candidature
assessment (PGR9) and
receive confirmation

In Phase 2, an SLR (Manuscript 1) was undertaken, which was submitted to the
Communications of the Association for Information Systems (CAIS) and is currently under a
major revision. The findings indicated the deficiency of privacy definitions in SHMS contexts,
and insufficient analysis across various levels regarding the antecedents and outcomes of
relevant privacy phenomena. The findings also highlighted a significant lack of a

comprehensive theoretical application and mixed-methods approaches, as well as a lack of
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exploration into surveillance-related contextual factors. These findings provided crucial
insights for further research on privacy concerns in relation to health improvement in SHMSs
(Manuscript 2). In the same phase, the ethics application was completed and approval was
received for the qualitative data collection, which was the first stage of the mixed-methods
study (Manuscript 2). This approval enabled the collection of qualitative data through
conducting interviews with 15 participants. The interview transcripts were analyzed using
thematic analysis, from which theoretical factors were derived and the research model of
SHMS health empowerment was developed. In Phase 3, the focus shifted to quantitative
research — the second stage of this mixed-methods study. To be able to test and validate the
SHMS health empowerment model derived from the findings of the qualitative stage, another
ethics application was submitted and approval was received for the quantitative data
collection. Data was collected using an online questionnaire survey before the entire mixed-
methods research was ultimately finalized. It was then submitted to the European Journal of
Information Systems (EJIS) and is now under major revisions based on the reviewers’ feedback

(Manuscript 2).

In the final phase — Phase 4 — the PhD thesis was written and submitted following the Format
Two requirements, which include two manuscripts. During this phase, both manuscripts were

revised based on feedback from the journals the manuscripts had been submitted to.

5.2 Overall Research Purpose

SHMSs utilize advanced surveillance technologies to monitor changes in individuals’ personal
vital signs and daily health. These technologies include devices such as blood glucose
wearables and electrocardiogram (ECG) monitors, which are crucial for the functionality of
SHMSs. In light of surveillance technologies, SHMSs enable interactive contexts of health
empowerment, fostering multi-level empowerment among individual community members
and other stakeholders, including health service practitioners. However, consumers’ privacy
concerns about the surveillance technologies embedded in SHMSs are widely reported as a
key reason they avoid using health monitoring applications and sharing their health data with

other stakeholders, like health professionals.

Because of contemporary demands of convenience, personalization, and capitalism (Puntoni
et al., 2021; Zuboff, 2015), the needs for health and privacy in the modern digital world have
increasingly come into contention, serving as opposing forces where the gain of one requires
the loss of the other (Agaku et al., 2014; Fox, Clohessy, et al., 2021; Mechanic & Meyer, 2000;
Nelson et al., 2016; Niknejad et al., 2022; Seh et al., 2020; Srivastava et al., 2022). Within the

literature, some degree of privacy loss is assumed to be an important determinant for
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effective health diagnosis and treatment throughout the course of one’s life (Agaku et al.,
2014; Ali & Dang, 2022; Gao et al., 2015; Hassandoust, Akhlaghpour, et al., 2021; Seh et al.,
2020). However, should we assume privacy loss is acceptable for everyone when balanced
against their health, or are there aspects of the fundamental right to privacy that persist
beyond the promise of better health? Further, does the consideration of individual privacy

even matter when the health of an entire community is at stake?

For much of human history, both health and privacy have stood as fundamental rights, deeply
ingrained in the fabric of human existence (Cohen & Ezer, 2013; Di lorio et al., 2021). They are
distinct rights by nature, valued highly for different reasons, but each is inextricably linked to
Maslow’s hierarchy of needs (Maslow, 2013; Shapiro et al., 2019; Zimmerman, 2000). While
individual values are organized into a cohesive system that influences and elucidates
individuals' attitudes and behaviors (Schwartz et al., 2012), certain values are compatible with
each other while others may be contradictory (Schwartz et al., 2012). So, in the context of
empowering health versus concerns for privacy, which values do we value? How do users'
value perceptions of health empowerment and privacy evolve in the context of SHMSs, and
what factors influence these changes? Few perspectives in the current literature have
challenged the traditional assumptions of privacy and health value or explored important
factors that impact privacy concerns in the given context. Thus, it is urgent to understand
privacy phenomena in the context of SHMSs and address the contention between health and
privacy values in relation to SHMS, highlighting inconsistencies and disparities between the

study’s findings and prevailing thoughts on the value of privacy in HIT use like SHMSs.

5.3 Review of Research Question 1

What are the key insights provided by the existing IS privacy literature that can inform our

perspective on privacy in the SHMS context?

Privacy is often characterized as multidimensional, elastic, and dynamic, adapting to the
nuances of individual life experiences. Crucially, privacy is context-dependent and people’s
beliefs about privacy may vary. Its importance may be assessed differently for various reasons
and contexts, particularly in HIT-based monitoring situations like SHMSs. Contextualization
enriches our understanding of the subjects under investigation and unveils alternative
interpretations of the phenomena from more insightful perspectives (Zahra et al., 2014).

Contextualization is a foundational step that sets the stage for deeper exploration.

Given the importance of privacy contextualization and the deficiencies of the existing

literature, which fails to meet the requirement of compiling a full picture of contextualized
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privacy, the first purpose of this study was to conduct a systematic literature review. This
review sought to achieve a comprehensive contextualization of privacy in SHMSs, laying the
groundwork for a more in-depth exploration of privacy issues. The first research question in
this study was: What are the key insights provided by the existing IS privacy literature that can
inform our perspective on privacy in the SHMS context (RQ1)? To address this question,
Chapter 2 examined privacy definitions from various perspectives and reviewed antecedents
and outcomes of privacy, relevant theories, methodological transparency, research agenda,
and other pertinent scopes. Key findings and contributions are presented in Table 4. 1 of
Chapter 4. This presentation answers RQ1, i.e., providing key insights and perspectives on

privacy in the SHMS context.

5.4 Review of Research Question 2

RQ2: How do users' value perceptions of health empowerment and privacy evolve in the

context of SHMSs, and what factors influence these changes?

Despite the conventional notions in mainstream research, few perspectives have challenged
the traditional assumptions of privacy and health value (e.g., Princi & Kramer, 2020;
Zarcadoolas et al., 2013). The literature suggests that privacy matters to HIT users, even when
weighed against one’s health. However, before this knowledge can serve as an ironclad
underlying assumption of how individuals perceive and experience the tension between
privacy and health in the SHMS context, it is important to delve more deeply. A more nuanced
examination is required — one that takes a contrarian view of existing assumptions and

differentiates among and between individuals and their community empowerment interests.

To achieve the purpose above, Chapter 3 explored privacy concerns in relation to health
empowerment by conducting a value-reflexive examination of health and privacy in the health
empowerment context via the use of SHMSs. Leveraging health empowerment theory and
adopting a mixed-methods design, the study pursued alternative perspectives that may
challenge prevailing attitudes or trends but made it possible to discover the intricacies of
privacy phenomena within SHMSs. An exploration of the contention between health and
privacy values as it persists in SHMSs was approached from the perspective of prioritizing
health empowerment over the general values of health and privacy. The findings presented in
Chapter 3 relate to the contention between health and privacy values in SHMSs and the
inconsistencies and disparities between this study’s findings and the prevailing thoughts on

the value of privacy in health information technology use like SHMSs.
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These findings from Chapter 3 made it possible to address the second research question of this
thesis: How do users' value perceptions of health empowerment and privacy evolve in the
context of SHMSs, and what factors influence these changes (RQ2)? Based on the qualitative
findings and the existing literature, antecedent factors impacting individuals’ privacy concerns
with SHMSs were identified in terms of three value-based themes. These factors include
legislative protection, transparency, and cultural and religious differences (regulatory and
sociocultural theme); ethical considerations and equity/fairness (ethical theme); and
traceability and security (technological theme). A potential association was identified between
individuals’ privacy concerns when using SHMSs and individual health empowerment. Other
factors including trust and personal social factors were also identified to have a potential

association with individual and community health empowerment in the use of SHMSs.

Then, based on these findings, the SHMS Health Empowerment Model was developed, along
with hypotheses anchored in Health Empowerment Theory. The developed SHMS health
empowerment model was then tested and validated. In brief, the quantitative findings
indicated that legislative protection, transparency, cultural and religious differences, and
security are the important factors influencing privacy concerns in SHMSs. In terms of how
users' value perceptions of health empowerment and privacy evolve in the context of SHMSs,
and what factors influence these changes, the findings revealed that the perceived trade-off
between privacy concerns and health empowerment might not be as pronounced as
commonly believed. The value of privacy relative to health and the attribution of community
health empowerment on one's own health empowerment are not consistent across the span
of one’s lifetime. The role of ethics and equity considerations become inconsistent at best

when the value of privacy is weighed against health.

5.5 Submission Status

The progress timeline of the submissions is presented in Figure 5. 2. Manuscript 1 is based on
the SLR paper. It was submitted to Business & Information Systems Engineering (BISE), a peer-
reviewed journal with A-rank based on Australian Business Deans Council (ABDC) ranking, on
24 May 2023. This submission had a rejection outcome on 12 October 2023, showing some
room for improvement in the motivation, methodological clarity, and contributions of the
study. Based on feedback from both BISE and supervisors, the narrative flow was changed and
more reviewed articles were included in the SLR study. Revised Manuscript 1 was submitted to
Communications of the Association for Information Systems (CAIS), another peer-reviewed
journal with A-rank at ABDC list, on 5 May 2024. A decision was received from CAIS on 18 June

2024, requiring major revisions and a resubmission in six months. Under the guidance of
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supervisors, the study is now being revised based on the reviewers’ comments. Due to
reasonable and manageable comments from the review team, Manuscript 1 will likely be

resubmitted in August 2024.

Figure 5. 2

Submission timeline

Manuscript 1 Manuscript 2

Submitted to the journal of
Business & Information Systems Engineering (BISE) —@
24 May 2023

Received BISE’s rejection feedback @
12 October 2023

Submitted to the journal of
@ European Journal of Information Systems (EJIS)
31 January 2024
Submitted to the journal of
Communications of the Association for Information Systems (CAIS) ——@
5 May 2024

Received the CAIS’s feedback requesting major revisions
18 June 2024
Received the EJIS’s feedback requesting some revisions

22 June 2024

Manuscript 2 is based on the mixed-methods paper. It was submitted to the EJIS, a peer-
reviewed journal with A*-rank at ABDC list on 31 January 2024. This submission responded to
a call for papers for a special issue on Embracing Contrarian Thinking: Value-Reflexive Research
for a Digital World.? On 22 June 2024, it received positive feedback from EJIS; however major
revisions were requested with a deadline of 20 September 2024, before the manuscript can be

considered for publication.

5.6 Concluding Remarks

This thesis has provided a comprehensive contextualization of privacy in SHMSs. It has
explored the complex dynamics, or the ongoing contention between health and privacy values
and revealed inconsistencies and disparities between the findings and prevailing thoughts on
the value of privacy in health information technology use, such as the use of SHMSs. The
findings from this thesis challenge the conventional assumption that privacy concerns
negatively impact both individual and community health empowerment. It is evident that the
dynamic relationship between privacy and health within an HIT-based smart monitoring
environment often diverges from traditional notions, and can be further assessed through a

deeper exploration.

3 Detailed requirement for this call for papers can be found at
https://www.callforpapers.co.uk/embracing-contrarian-thinking
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Moving forward, it is crucial to recognize the importance of adopting a nuanced perspective
that accounts for individual variations and community empowerment aspirations within SHMS
contexts. By doing so, we can better navigate the contention between privacy and health,
ultimately paving the way for more effective and inclusive approaches to HIT usage. In
concluding this study, it is clear that further research and continued dialogue are essential to
fully comprehend and address the complexities of privacy and health within SHMSs. Only
through ongoing exploration and collaboration can we offer solutions that consider both

privacy concerns and health empowerment in an increasingly digital world.
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Appendix A: Chapter 2 - Review Studies Summary

Appendix Table A. 1

Previous review studies on privacy in the health information technology domain
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Appendix B: Chapter 2 - Coding Results

Appendix Table B. 1

Theories used to explain the antecedents

Category Antecedents Privacy proxy Theory
Individual Perceived health Perceived privacy PCT (Wiegard & Breitner,
information sensitivity  risk 2019)
Surveillance concerns N/A Theory of communicative
action (Chadborn et al.,
2019)
Mobile users’ Perceived privacy MUIPC (Wiegard &
information privacy risk Breitner, 2019)
concerns
Stakeholder  Stakeholders’ Perceived risk Categorization theory (Pan
experience of using (including privacy et al.,, 2019)
mHealth risk)
Implementation of data N/A Cl theory, Notions of
mechanisms borders (Burrows et al.,
2018)

For the individual antecedents, PCT was the most commonly used theory in privacy research.
In the smart health domain, PCT was used as the extended risk-benefit analysis framework to
predict the impact of perceived health information sensitivity on perceived privacy risk
(Wiegard & Breitner, 2019). The MUIPC model was considered as an important predictor of
individuals’ perception of privacy risk in a smart monitoring service (Wiegard & Breitner,
2019). In addition, the theory of communicative action was used to interpret the divergence
between the experience and views of participants regarding their privacy concerns when using

smart home monitoring devices (or services) (Chadborn et al., 2019).

In terms of organizational antecedents, categorization theory (or principles) was used to
explain the interplay between individuals and products, proposing that customers classify the
products they own as integral to their personal self (Weiss & Johar, 2013). In the healthcare
area, categorization theory was employed to interpret medical practitioners’ initial impression
and acceptance of smart healthcare. In this theory, customers’ acceptance of a new product
may be based on similarity with earlier products rather than on the technology itself (Pan et
al., 2019). Cl theory highlights a desirable state in which individuals strive to keep perceived
private information private in accordance with the context (Nissenbaum, 2010). In the privacy
and smart health monitoring literature, the notion of borders and Cl theory were jointly used
to explain the stakeholder antecedent, with the argument that data management mechanisms

of smart homes should meet the criteria of robustness and plasticity inherent to boundary
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objects because they are associated with the privacy expectations of other household

members in smart homes (Burrows et al., 2018).



Appendix Table B. 2

Theories used to explain the outcomes
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Category

Outcomes

Privacy proxy

Theory

Individual

Organizational

Stakeholder

Adoption/use/
participation

Continuous use

Intention to
adoption/use

Attitude toward
adoption

Trustin
technology/services

Perceived value

Feelings of health
empowerment
Perceived usefulness

Perceived ease of
use

Medical
practitioners’
attitude to adopting
smart healthcare
services

Smart home
development

Implementation of
smart health services

Perceived privacy
risk

Privacy concerns

N/A

N/A

N/A
N/A

Privacy concerns
Perceived privacy
risk

Privacy concerns

Perceived privacy
risk

Loss of privacy
Loss of privacy

Loss of privacy
N/A

Perceived privacy
risk

Perceived privacy
risk

Privacy protection
Loss of privacy
N/A

Loss of privacy

N/A

N/A

N/A

The concept of risk-risk
tradeoff, PCT (Tran &
Nguyen, 2021)

Unique theoretical
framework of ‘surveillance
culture’ (Choi & Kim, 2024)
IDT, Person-centered care
(Fritz et al., 2016)

Balance theory
(Hassandoust, Johnston, et
al., 2021)

UTAUT 2, HITAM, HIPC
(Matt et al., 2019)

UTAUT (Arar et al., 2021;
Dadhich et al., 2022)
UTAUT (Zhu et al., 2022)
UTAUT (Zhang et al., 2019)

PCT, TPB (Princi & Kramer,
2020)

TAM, IDT, PMT, PCT
(Karahoca et al., 2018)
TAM (Liu & Tao, 2022)
TAM (Papa et al., 2020)

TAM (Liu & Tao, 2022)
TAM, TRA, TPB, UTAUT2
(Bhatt & Chakraborty, 2020)
The concept of risk-risk
tradeoff, PCT (Tran &
Nguyen, 2021)

PCT, TPB, TRA (Wiegard &
Breitner, 2019)
Self-regulation theory
(Nelson et al., 2016)

TAM (Papa et al., 2020)
UTAUT (Sayibu et al., 2022)
TAM (Papa et al., 2020)

Valence framework (Pan et
al., 2019)

Foucault’s theory
(governmentality and bio-
power) (Suman, 2017)
Normalization process
theory (NPT) (Peek et al.,
2016)
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In terms of the individual outcome aspect, theories of TAM, UTAUT, and/or UTAUT2 were
commonly used to test individual-related outcomes affected by privacy. Based on the
individual's perceived usefulness (PU) and perceived ease of use (EOU) of that information
technology (Davis, 1989), TAM in smart health studies was extended with other
characteristics, e.g., some Al-specific factors, to examine the impact of the loss of privacy on
users’ trust in smart technology and their adoption intention (Liu & Tao, 2022). UTAUT was
formulated with four core determinants (i.e., experience, voluntariness, age, and gender)
aiming to explain users’ intentions to use information technology (Venkatesh et al., 2003). For
instance, it was applied to test the relationship between privacy issues and individuals’
intention to adopt certain smart health monitoring services (Dadhich et al., 2022). Extending
UTAUT with three additional constructs of habit, price value, and hedonic motivation (EI-Masri
& Tarhini, 2017; Venkatesh et al., 2012), researchers combined UTAUT2 with other theories to
explain the privacy impact on individuals’ continuous use (e.g., Matt et al., 2019) and their
trust in the new smart healthcare devices (or services) (e.g., Bhatt & Chakraborty, 2020).
Moreover, PCT was often employed to investigate the trade-off between benefits and privacy-
related risks (e.g., Tran & Nguyen, 2021; Wiegard & Breitner, 2019). In the reviewed literature,
PCT was used to test the impact of privacy issues on individuals’ perception of an application’s
value and individuals’ intention to use the application following integration with other
theories, such as the concept of risk-risk trade-off (Tran & Nguyen, 2021), IDT (Karahoca et al.,
2018), PMT (Karahoca et al., 2018), TPB, and TRA (Princi & Krdmer, 2020; Wiegard & Breitner,
2019). Other theories, including the balance theory (Hassandoust, Johnston, et al., 2021), the
health information technology acceptance model (HITAM), the health information privacy
concerns model (HIPC) (Matt et al., 2019), and the unique theoretical framework of
‘surveillance culture’ (Choi & Kim, 2024), were applied in the literature to explore individuals’
use or their continuous use of smart healthcare services in health monitoring contexts.
Moreover, self-regulation theory was used to examine the feelings of health empowerment as

an outcome at the individual level (Nelson et al., 2016).

With regard to the organizational outcomes, researchers used the valence framework to
evaluate the privacy-related impact of smart healthcare services on medical practitioners’
attitudes toward adopting these services from an integrated economics and psychology
perspective (Pan et al., 2019). In terms of stakeholder-related outcomes, Foucault’s theory
integrating governmentality and bio-power was applied to explore the relationship between
privacy and overall smart home development from a collective perspective of key stakeholders

(Suman, 2017). This theory is related to oppressive practices enabled by authoritarian relations
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of power and knowledge (Banville, 2020). Moreover, normalization process theory (NPT) was
adopted to investigate the overall implementation effectiveness of smart health services
affected by privacy issues (Peek et al., 2016), proposing the necessary factors for successfully

implementing and integrating interventions into routine tasks (May et al., 2009).
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Appendix Table B. 3

Methods used in the published articles

Method Frequency Articles
Quantitative
Survey 21 Aljedaani et al. (2023); Bhatt and Chakraborty

(2020); Choi and Kim (2024); Dadhich et al. (2022);
del Rio-Lanza et al. (2020); Deng et al. (2018);
Etemad-Sajadi and Dos Santos (2019); Karahoca et
al. (2018); Kwiecien et al. (2020); Liu and Tao
(2022); Lu et al. (2021); Mettler and Wulf (2020);
Nelson et al. (2016); Pan et al. (2019); Papa et al.
(2020); Runkle et al. (2019); Sayibu et al. (2022);
Shimizu et al. (2021); Tran and Nguyen (2021);
Zhang et al. (2019); Zhu et al. (2022)

Experiment 2 Princi and Kramer (2020); Seiferth and
Schaarschmidt (2020)

Qualitative

Interview 10 Alzahrani et al. (2021); Beaudin et al. (2006);
Burrows et al. (2018); (Esmaeilzadeh, 2023); Fritz et
al. (2016); Hassandoust, Johnston, et al. (2021);
Kennedy et al. (2021); LeBaron et al. (2020); Li et al.
(2021); Matt et al. (2019)

Focus group 4 Ghorayeb et al. (2021); Hunter et al. (2020); Peek et
al. (2016); Xing et al. (2021)

Case study 3 Ravishankar et al. (2015); Shimizu et al. (2022);

Suman (2017)

Longitudinal study 1 Chen et al. (2021)
Workshop 1 Kim et al. (2018)
Jury session 1 Chadborn et al. (2019)
Qualitative survey 1 Kulyk et al. (2020)
Mixed-methods
Developmental 2 Cristiano et al. (2022a); Wiegard and Breitner (2019)

Diversity 2 Arar et al. (2021); Balta-Ozkan et al. (2013)
Completeness 1 Choi et al. (2020)
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Coding of privacy definitions/descriptions
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Definitions and causal explanations

Commodity

Perspectives
Control

State

N/A

Article

Privacy definitions

“The concept of privacy has therefore evolved in the digital age to
include contextual integrity... which advocates the flow of personal
information should be contextually appropriate” (p. 113).

Perceived privacy is “other people can see my data without (letting) me
knowing; ...other people will release my data against my will; ...difficult
to maintain the data totally protected; ...difficult to ensure that good use
is made of the data” (p. 142).

“Four views on privacy emerged: ‘privacy as modesty’, ‘private by
nature’, ‘privacy normed’, and ‘privacy as American’” (p. 150).

“‘Privacy as modesty’ was portrayed as the idea of being watched while
not fully clothed” (p. 150).

“!Private by nature’ was seen as a form of privacy that involved a general
way of life in which one maintains a significant part of personal life that
is considered private” (p. 150).

“‘Privacy normed’ referred to the idea that a group view (societal or
cultural) exists regarding what individuals do, or not do, in private.”
“‘Privacy as American’ was associated with the language of the historical
values of United States’ citizens such as rights to life and liberty, which
included the right to privacy” (p. 150).

“A fundamental aspect of privacy is the control over personal data” (p.
4).

“...individuals evaluate anticipated benefits and perceived risks in order
to make a rational decision regarding the disclosure of their personal
data...people will rather not use 10T in healthcare when they perceive
privacy risks” (p. 3).

X

Burrows et al. (2018)

del Rio-Lanza et al.
(2020)

Fritz et al. (2016)

Princi and Kramer
(2020)



“...information privacy refers to individuals’ control over the collection,

unauthorized access and improper use of their personal information” (p.

3).

160

Tran and Nguyen
(2021)

Privacy (or privacy proxies) with causal explanations/descriptions

Perceived privacy captures users’ attitudes toward personal health
information disclosure. Privacy threats were attributable to the
subthemes of perceived relativity, severity, and control.

Privacy risk refers to the possibility of information abuse, such as
information theft and leakage due to using mHealth services.
Individuals’ privacy concerns are related to their sensitive health data
sharing and their ability to control their lifestyles.

Perceived risks mostly refer to the “potential for loss associated with
releasing personal information”.

Different people rate privacy’s importance differently for a myriad of
reasons across different circumstances.

Concerns were expressed regarding privacy and data sharing, e.g., what
exactly is being collected and where the data is going, and when.

Loss of privacy refers to how an individual perceives that using smart
healthcare services infringes on their privacy. Perceived loss of privacy
negatively influenced consumers’ acceptance of m-health services.
Perceived privacy protection is the perception of the likelihood that a
smart wristband provider will protect consumers’ confidential
information collected during electronic transfer from unauthorized use
or disclosure.

There is a loss of privacy as smart wearable healthcare records personal
information.

Privacy concerns of mobile users are modeled using three dimensions:
errors, perceived intrusion, and secondary use of personal information.
Individuals compare perceived privacy risks (PPR) with anticipated
benefits.

Matt et al. (2019)

Deng et al. (2018)
Hassandoust,
Johnston, et al. (2021)
Karahoca et al. (2018)
Kennedy et al. (2021)

LeBaron et al. (2020)

Liu and Tao (2022)

Nelson et al. (2016)

Papa et al. (2020)

Wiegard and Breitner
(2019)



Perceived privacy risk is defined as patients’ feeling of a lack of control
over their personal information after adopting mobile apps, and it is not
consistent with a real privacy risk.

Privacy concerns reflect an individual’s sense of boundary, self-
protection, and control. Users’ concerns about the violation of their
ability to control their personal information have also become
increasingly severe.

Zhang et al. (2019)

Zhu et al. (2022)

161
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Coding of privacy proxies
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Privacy proxy

Frequency

Percentage

Articles

Not using a proxy

Privacy concerns
(or perceived)

Privacy risk (or
perceived)

Privacy protection

Perceived risk
(including privacy
risk)

Loss of privacy
Perceived privacy
Privacy policy

23

[EEN

47%

18%

14%

6%

6%

4%

2%
2%

Alzahrani et al. (2021); Arar et al. (2021);
Balta-Ozkan et al. (2013); Beaudin et al.
(2006); Bhatt and Chakraborty (2020);
Burrows et al. (2018); Chadborn et al.
(2019); Dadhich et al. (2022); Etemad-
Sajadi and Dos Santos (2019); Fritz et al.
(2016); Hassandoust, Johnston, et al.
(2021); Hunter et al. (2020); Kennedy et
al. (2021); Kulyk et al. (2020); Kwiecien et
al. (2020); LeBaron et al. (2020); Li et al.
(2021); Peek et al. (2016); Ravishankar et
al. (2015); Sayibu et al. (2022); Shimizu et
al. (2021); Suman (2017); Xing et al.
(2021)

Choi and Kim (2024); Choi et al. (2020);
Cristiano et al. (2022a); Ghorayeb et al.
(2021); Kim et al. (2018); Mettler and
Wulf (2020); Princi and Kramer (2020);
Runkle et al. (2019); Zhu et al. (2022)
Deng et al. (2018); Esmaeilzadeh (2023);
Karahoca et al. (2018); Lu et al. (2021);
Tran and Nguyen (2021); Wiegard and
Breitner (2019); Zhang et al. (2019)

Chen et al. (2021); Nelson et al. (2016);
Shimizu et al. (2022)

del Rio-Lanza et al. (2020); Pan et al.
(2019); Seiferth and Schaarschmidt
(2020)

Liu and Tao (2022); Papa et al. (2020)
Matt et al. (2019)

Aljedaani et al. (2023)




Appendix Table B. 6

Surveillance focused as a matter of context
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Category Keywords Articles
Highlight Monitoring, tracking Alzahrani et al. (2021)
Monitoring Aljedaani et al. (2023)
Monitoring sensors Burrows et al. (2018)
Sensors, video camera Arar et al. (2021); Balta-Ozkan et al.
(2013)
Personal tracking Beaudin et al. (2006)
Safety monitoring Chadborn et al. (2019)
Sensor, passive monitoring Choi et al. (2020); Hunter et al. (2020)
Remote monitoring Cristiano et al. (2022a)
Intrusiveness Etemad-Sajadi and Dos Santos (2019)
Intervention Fritz et al. (2016)
Interventions, surveillance Shimizu et al. (2022)
Ethical, monitoring Kennedy et al. (2021)
Spying, surveillance, monitoring, Kulyk et al. (2020)
eavesdropping
Continuous tracking Matt et al. (2019)
Constantly tracking Mettler and Wulf (2020)
Constant monitoring (Regular check-ups, Esmaeilzadeh (2023)
ongoing screening, continuing surveillance of
health status, monitoring symptoms,
constant observation of signs, being
controlled)
Sensors Ravishankar et al. (2015)
Surveillance, anxieties Shimizu et al. (2021)
Surveillance culture, surveillance imaginary, Choi and Kim (2024)
surveillance practices, watched
Acceptance of monitoring Kwiecien et al. (2020)
Watching, recording LeBaron et al. (2020)
Track, nonintrusive, passive Li et al. (2021)
Monitoring, negative beliefs Nelson et al. (2016)
Duration of monitoring, behavioral Runkle et al. (2019)
modification
Social surveillance Tran and Nguyen (2021)
Technology surveillance Sayibu et al. (2022)
Mention Monitoring technology Ghorayeb et al. (2021)
Surveillance Kim et al. (2018)
Extensive collection Princi and Kramer (2020)
Tracking, behavioral profiles Wiegard and Breitner (2019)
Track Xing et al. (2021)
Feeling of being followed or watched Papa et al. (2020)
Feeling under surveillance Zhu et al. (2022)
Not Bhatt and Chakraborty (2020); Chen et
mention al. (2021); Dadhich et al. (2022); del

Rio-Lanza et al. (2020); Deng et al.
(2018); Hassandoust, Johnston, et al.
(2021); Karahoca et al. (2018); Liu and
Tao (2022); Lu et al. (2021); Pan et al.
(2019); Papa et al. (2020); Seiferth and
Schaarschmidt (2020); Suman (2017);
Zhang et al. (2019)
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Stakeholder focused as a matter of context
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Category

Stakeholders

Articles Frequency

Percentage

Single
stakeholder

Individuals

Healthcare
professionals

Aljedaani et al. (2023); Araret 35
al. (2021); Bhatt and
Chakraborty (2020); Burrows
et al. (2018); Chadborn et al.
(2019); Chen et al. (2021);
Choi and Kim (2024); Choi et
al. (2020); Dadhich et al.
(2022); del Rio-Lanza et al.
(2020); Esmaeilzadeh (2023);
Etemad-Sajadi and Dos
Santos (2019); Fritz et al.
(2016); Ghorayeb et al.
(2021); Hassandoust,
Johnston, et al. (2021);
Hunter et al. (2020); Karahoca
et al. (2018); Kennedy et al.
(2021); Kulyk et al. (2020);
Kwiecien et al. (2020); Liu and
Tao (2022); Lu et al. (2021);
Matt et al. (2019); Mettler
and Wulf (2020); Nelson et al.
(2016); Pan et al. (2019); Papa
et al. (2020); Princi and
Kramer (2020); Ravishankar
et al. (2015); Sayibu et al.
(2022); Seiferth and
Schaarschmidt (2020);
Shimizu et al. (2022); (Shimizu
et al., 2021); Suman (2017);
Tran and Nguyen (2021);
Zhang et al. (2019); Zhu et al.
(2022)

Hunter et al. (2020); Panetal. 2
(2019)

71%

4%

Multiple
stakeholders

Healthcare
providers and
individuals

Insurance
companies and
individuals
Experts
(Industrial) and
individuals
Service
providers,
technology
developers,
and individuals

Beaudin et al. (2006); 6
Cristiano et al. (2022a); Deng

et al. (2018); LeBaron et al.
(2020); Li et al. (2021); Runkle

et al. (2019)

Wiegard and Breitner (2019) 1

Balta-Ozkan et al. (2013) 1

Alzahrani et al. (2021) 1

12%

2%

2%

2%



Individuals,
device
providers, and
healthcare
providers
Healthcare
experts, IT
experts, and
law
professionals
Individuals,
healthcare
providers,
technology
designers and
suppliers, and
policy makers

Xing et al. (2021)

Kim et al. (2018)

Peek et al. (2016)

2%

2%

2%

165
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Appendix Table C. 1

Literature review summary of privacy concerns in the smart health monitoring context
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No Author(s) HIT area Privacy Proxy Determinan  Contention of  Theory Method Participant Main finding(s)
and Year conceptualization used t factors privacy and /framework

health values

1 Bansalet  Personal “privacy is defined as the  Privacy Perceived N/A Utility Quantitative  Student The conceptual model
al. (2010)  health “claim of individuals, concern  health Theory population argues that individuals'

information groups, or institutions to information intention to disclose such

determine for sensitivity, information depends on

themselves when, how, Previous their trust, privacy concern,

and to what extent online and information sensitivity,

information about them privacy which are determined by

is communicated to invasion personal dispositions—

others” (p. 138). personality traits,
information sensitivity,
health status, prior privacy
invasions, risk beliefs, and
experience—acting as
intrinsic antecedents of
trust.

2 Burrows Smart home “The concept of privacy N/A Mechanisms  N/A Contextual Quialitative Households The study has uncovered a
etal. has therefore evolved in integrity need for mechanisms that
(2018) the digital age to include allow people to interact

contextual integrity more directly with data that
(Nissenbaum, 2010), will be collected and

which advocates the collated in smart homes in
flow of personal the not-so-distant future.
information should be

contextually

appropriate” (p. 113).

3 Chadborn  Smart health  N/A N/A Technologic  Our The theory Qualitative Older adults Views of older people were
etal. al: misuse of interpretation  of felt to be frequently ignored
(2019) technology of life-world Communicat by organizations

and systems- ive Action

implementing systems and



4

5

del Rio-
Lanza et
al. (2020)

Deng et
al. (2018)

mHealth

mHealth

Perceived risk to
inadequate privacy
means “other people can
see my data without
(letting) me knowing; ...
other people will release
my data against my will;
...difficult to maintain the
data totally protected; ...
difficult to ensure that
good use is made of the
data”. (p. 142)

Privacy risk refers to the
possibility of information
abuse, such as
information theft and
leakage due to using
mHealth services.

world
perspectives
enabled a
nuanced
understandin
g of these
tensions or
trade-offs
within the
implementati
onand
experience of
a smart city
for older
people.

Perceiv N/A N/A

ed risk

of

inadequ

ate

privacy

Privacy N/A N/A

risk

developed
by
Habermas

N/A Quantitative  Patients

Technology Quantitative  Patients
acceptance
model

(TAM)
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technologies. Participants
demonstrated diverse levels
of digital literacy and a
range of concerns about
misuse of technology.

Variables such as digital
information, perceived
effort and social influence
increase the intention of
using mHealth. On the other
hand, inadequate
information acts as a barrier
that restrains the intention
of using mHealth.

The results corroborated
that the proposed model fits
well. Trust, perceived
usefulness (PU), and
perceived ease of use
positively correlated with
mHealth service adoption.
Privacy and performance
risks negatively correlated
with the patients’ trust and
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Dhanired  Electronic
dy etal. medical
(2014) records
Fritzetal. Smart home
(2016)
Gaoetal. Medical
(2015) wearable
device

N/A Privacy
concern
s

Four views on privacy N/A

emerged: ‘privacy as
modesty’, ‘private by
nature’, ‘privacy
normed’, and ‘privacy as
American’ (p. 150)

N/A Perceiv
ed
privacy
risk

N/A

N/A

N/A

No

Openness to
the idea of
adopting such
a technology
was
influenced by
perceived loss
of privacy and
compensation
for this
perceived loss
with a feeling
of safety and
knowledge of
receipt of
health-
assistance.
Since HIT may
aggravate
individuals’
privacy
concerns over
the potential
misuse of

No Qualitative

Diffusion of Qualitative
Innovation

theory;

Person-

centered

care

privacy Quantitative

calculus

Patients

Older adults

Users of
healthcare
wearable
devices
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adoption intention toward
mHealth services.

Despite their initial lack of
knowledge of the health
record, focus group
participants were
overwhelmingly positive
about the prospect of online
access to medical records.
However, they worried
about potential loss of
privacy and interference
with the patient—provider
relationship.

Implications for adoption
arise from the level of help
needed to remain
independent and the
acceptable loss of privacy.
As the level of need
increases, the acceptable
loss of privacy increases
with it. This appears to be a
recognized fact by older
adults in this study. One
participant pointed out that
moving into an assisted
living or nursing home
would alter levels of privacy
as well.

Consumer’s decision to
adopt healthcare wearable
technology is affected by
factors from technology,
health, and privacy
perspectives.
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Gupta et
al. (2021)

Digital
healthcare

“Privacy is a key concern  Perceiv
in the development of Al ed
systems, specifically in privacy
the health care field, asa  risk
large amount of private
information, such as

phone numbers, social

security numbers, pin

codes, usage locations

and other clinical

records, etc., is involved

in the Al system process”

(p. 2261).

Ethical risk

personal
health
information
(Lietal.,
2014),
consumers’
decisions to
adopt
healthcare
wearable
technology
would involve
a highly
salient
privacy
calculus in
which users
may face the
tradeoff
between
perceived
benefits and
perceived
privacy risks
N/A Perceived
risk theory

Quantitative

Not specify

169

This study attempts to
establish that Al risks in
digital healthcare are
positively associated with
responsible artificial
intelligence. The moderating
effect of perceived trust and
perceived privacy risks are
also examined. We
answered two important
questions: (a) what are the
practices of responsible AlI?
and (b) what perceived risks
have been associated with



10 Hassando
ust,
Johnston,
etal.
(2021)

11  Karahoca
etal.
(2018)

12 Kulyk et
al. (2020)

Pay-As-You-
Live service
and Health
wearable
devices

Internet of
things (loT)
products in
healthcare

Smart home
and health

Individuals’ privacy Privacy
concerns are related to concern
their sensitive health s

data sharing and their

ability to control their

lifestyles.

Perceived risks mostly Perceiv

refer to the “potential ed

for loss associated with Privacy

releasing personal Risk

information”

N/A privacy
issues

N/A

N/A

Influence of
culture

Potential
sources of
discord for
consumers
with the
system
relates to
their ability to
participate in
the system in
a way that
maximizes
benefit and
reduces risk
to their
privacy and
control over
their lifestyle
choices.
Privacy
calculus
theory was
adopted to
present
anticipated
benefits and
perceived
risks which
affect an
individual’s
decision to
share
information
with others.
No

PAYL services
consumers

Balance Qualitative

theory

TAM, IDT, Quantitative  Residents
protection

motivation

theory,

privacy

calculus

theory

Owners and
non-owners of

No Qualitative
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the development of
responsible Al?

The three entities of interest
are the PAYL service users,
health insurance providers,
and one of the identified
attitude objects. The whole
system works when there is
balance (participation of
users in the PAYL service)
but fails under conditions of
imbalance.

The results show that for
females, compatibility and
trialability have more
impact on perceived ease of
use (PEQOU) whereas for
males PA has more impact
on PEOU. Image, perceived
privacy risk, perceived
vulnerability have more
impact on males when
compared to females.

As researchers stress the
importance of context in
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environment smart home determining privacy issues,

s environments our findings provide a
further confirmation for this
approach, indicating the
need to consider both
cultural factors and context
of a specific system or data
exchange in order to
support the end users with
their security and privacy

protection.
13  LeBaron In-Home Concerns were Privacy N/A N/A N/A Mixed Patients and Smart health systems to
etal. Smart health  expressed regarding concern methods family support cancer pain
(2020) system privacy and data sharing, s caregivers management should (1)

Liu and Al-smart
Tao healthcare
(2022)

Luque et Personal
al. (2013)  medical
informatics

e.g., what exactly is
being collected and
where the data is going,
and when.

Loss of privacy refers to
how an individual
perceives that using
smart healthcare
services infringes on
their privacy. Perceived
loss of privacy negatively
influenced consumers’
acceptance of

mHealth services.

N/A

Users of smart

account for the experience
of both the patient and the
caregiver, (2) prioritize
passive monitoring of
physiological and
environmental variables to
reduce burden, and (3)
include functionality that
can monitor and track
medication intake and
efficacy.

The results showed that
perceived usefulness,
perceived ease of use, and
the three Al-specific
characteristics were
important determinants of
public acceptance of smart
healthcare services, whose
roles were fully or partially
mediated by trust.

The participants have
experience using computers
and most are interested in



16 Mattet Consumer
al. (2019) Health
Wearables
(CHWS)
17 Nelsonet Activity
al. (2016)  trackers
18 Papaet Smart
al. (2020)  healthcare

Perceived privacy
captures users’ attitudes
toward personal health
information disclosure.
Privacy threats were
attributable to the
subthemes of perceived
relativity, severity, and
control.

Perceived privacy
protection is the
perception of the
likelihood that a smart
wristband provider will
protect consumers’
confidential information
collected during
electronic transfer from
unauthorized use or
disclosure.

There is a loss of privacy
as smart wearable
healthcare records
personal information.
Intrusiveness refer to a
loss of privacy as smart
wearable healthcare

Perceiv N/A The

ed continuous

privacy use depends
onan
individual’s
trade-off
decision
between the
beneficial and
adverse
properties of
tracker use.

privacy N/A N/A
protecti

on

loss of N/A N/A
privacy

UTAUT 2;
the Health
Information
Technology
Acceptance
Model
(HITAM);
Health
Information
Privacy
Concerns
Model
(HIPC)

Self-
regulation
theory

TAM

Qualitative Users of fitness
trackers

Quantitative  Individuals
wearing smart
wristbands

Quantitative  Individuals (Not

specified)
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PHR features. However,
computer or broadband
access and privacy are
important barriers.

It identifies 11 subthemes to
attribute to three main user
determinants (perceived
benefit, deficiency, and
privacy).

This study showed that the
system-specific elements of
smart wristbands do
influence an individual's
feelings of empowerment.
The provision of feedback,
attractiveness and privacy
protection mattered but
their (significant) influence
was rather weak in nature.
The results confirm that
health empowerment leads
to normative and affective
commitment.

The results indicated that
intrusiveness and comfort
do not have a significant
direct impact on Intention
to use Behavior Intention
(BI) SWH devices. At the
same time Intrusiveness had
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20

Princi and
Kramer
(2020)

Sovacool
and Del

Rio

(2020)

eHealth

Smart homes

(SWH) devices are
recording personal
information.

“A fundamental aspect
of privacy is the control
over personal data” (p.
4).

N/A

Privacy N/A
concern

S;

Perceiv

ed

privacy

risks

N/A N/A

“individuals
evaluate
anticipated
benefits and
perceived
risks in order
to make a
rational
decision
regarding the
disclosure of
their personal
data...people
will rather not
use loT in
healthcare
when they
perceive
privacy risks”
(p-3).
“Whether N/A
users will

adopt and

embrace this
motley

collection of
devices...conc

erns about

privacy,

security, and
hacking must

be

Privacy
calculus
theory;
theory of
planned
behavior

Quantitative

Qualitative

Individuals (Not
specified)

Experts from six
different types
of institutions
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a significant impact on PU of
SWH devices and Comfort
has a strong significant
impact on PU and PEOU of
smart wearables.

The study demonstrates
that while actual control
does not affect the
willingness to use loT in
healthcare, people have a
higher intention to use an
loT healthcare device when
they perceive to be in
control of their data.

The study critically examines
the potential perils of smart
home technologies
alongside their promise,
together with a broader
range of sustainability
dimensions, emphasizing
not only energy and climate
attributes but also issues
related to privacy, trust,
demographics, politics, and
socio-technical systems.
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22

23

Tran and
Nguyen
(2021)

Wiegard
and
Breitner
(2019)

Xu (2019)

mHealth

Pay-As-You-
Live service
and wearable
technologies

Health
Informatics
as a Service
(Hlaas)

“information privacy
refers to individuals’
control over the
collection, unauthorized
access and improper use
of their personal
information” (p. 3).

Privacy concerns of
mobile users are
modeled using three
dimensions: errors,
perceived intrusion, and
secondary use of
personal information.
Individuals compare
perceived privacy risks
(PPR) with anticipated
benefits.

N/A

Perceiv N/A

ed

privacy

risk

Perceiv Information

ed sensitivity,

privacy Regulatory

risks expectation
Mobile
users’
information
privacy
concerns

Privacy Privacy

concern  awareness,

s perceived
informative
ness,
information
sensitivity,
privacy
social
norms,

addressed”
(p. 16)
Perceived
privacy risk is
negatively
associated
with
perceived
value of
COVID-19
contact-
tracing apps.
The perceived
privacy risk by
individuals is
negatively
associated
with
perceived
value.

N/A

The concept  Quantitative
of risk-risk

tradeoff;

privacy

calculus

theory

Mixed-
methods

PCT; TPB;
TRA;

The
expectancy
theory

Quantitative

Users of
contact-tracing
apps

Experts from
insurance
companies; the
participants
were recruited
from social
network groups
associated with
healthcare
wearable
devices and two
forums on the
topics
wearables tech,
fitness and
smartwatches.
Individuals (Not
specified)
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Findings revealed that users
engage in health risk-privacy
risk tradeoff when
evaluating and deciding to
use the apps.

The results show that
current privacy risk factors
dominate the perceived
value of an individual to use
PAYL services.

Five antecedent factors at
different levels influence
patients' privacy concern for
Hlaas, including privacy
awareness (patient level),
perceived informativeness
(service level), information
sensitivity (information
contingency), regulatory
expectations (macro-
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25

Zarcadool
asetal.
(2013)

Zhang et
al. (2019)

Electronic
medical
record

Diabetes
management
apps

N/A

Perceived privacy risk is
defined as patients’
feeling of a lack of
control over their
personal information
after adopting mobile
apps, and it is not
consistent with a real
privacy risk.

regulatory
expectation,
importance
of
information
transparenc
y

Privacy N/A

concern

S

perceiv N/A

ed

privacy

risk

Participants
appeared
willing to
make
tradeoffs,
accepting the
potential risk
of breaches
to their
personal
privacy for
the
convenience
and
accessibility
of electronic
records.

N/A

No

Unified
Theory of
Acceptance
and Use of
Technology
(UTAUT)

Qualitative

Quantitative

vulnerable
consumers

Adult patients
with diabetes
who were
familiar with
diabetes
management

apps
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environmental level), and
importance of information
transparency (organizational
level). Privacy concern for
Hlaas significantly affects
patients' trust belief,
perceived privacy risk, and
adoption intention.

Major themes were
enhanced consumer
engagement/patient
empowerment, extending
the doctor’s visit/enhancing
communication with health
care providers, literacy and
health literacy factors,
improved prevention and
health maintenance, and
privacy and security
concerns.

Performance expectancy
and social influence are the
most important
determinants of the
intention to use diabetes
management apps.
Facilitating conditions and
perceived privacy risk also
have an impact on
behavioral intention.
Therefore, it is necessary to
improve facilitating
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Zhu et al.
(2022)

Smart
wearable
devices

Privacy concerns reflect Privacy
an individual’s sense of concern
boundary, self- S
protection, and control.

Users’ concerns about

the violation of their

ability to control their

personal information

have also become

increasingly severe.

N/A

N/A

UTAUT

Quantitative

Individuals (Not
specified)
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conditions and provide solid
privacy protection.

Privacy concerns of
consumers have a negative
effect on smart wearable
devices usage, while health
consciousness positively
impacts consumers’ usage
of smart wearable devices.
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Appropriateness of a developmental mixed-methods design (Adapted from Venkatesh et al. (2016))

177

Steps in mixed-methods
inquiry

Property of mixed-
methods research

Decision consideration

Other design decision(s) likely
to affect the current decision

Design decision

Step 1: Decide on the
appropriateness of a mixed-
methods design

Research questions

Purposes of mixed-
methods research

Paradigmatic view

Epistemological
perspective

A mixed-method design was used as we intend to
provide a holistic understanding of the value of privacy in
health information technology (HIT) use, by developing
and testing a SHMS health empowerment model.
Neither the quantitative nor qualitative method alone is
sufficient to answer the research question of this study.
One of the main purposes of a mixed methods research
is to ensure that the questions from one strands emerge
from the conclusions of a previous strands, or to use one
strands to develop hypotheses to be tested in the next.
Given the lack of our understanding on users’ value
perceptions of health empowerment and privacy in the
SHMSs context, a mixed-methods approach helps to
develop hypotheses within the SHMS health
empowerment model and empirically test them. It
matches a developmental purpose.

The present research seeks answers to the research
questions, following a post-positivist research paradigm.
It posits that the reality of privacy phenomena and their
impact on health empowerment in the context of SHMSs
have imperfectly been explored, but grants such reality
can be discovered as accurately as possible.

Qualitative and quantitative components of the study
used the different paradigmatic assumptions. The
present research investigates epistemologies by way of
assumptions about knowledge. It explores privacy issues
in relation to health empowerment in SHMSs, striving for
objectivity beyond just the facts.

Research goals and objectives

Research question

Research question, purpose
of mixed methods

Research question, purposes
of mixed methods

Research question:

This study aims to answer the following question:

How do users'value perceptions of health empowerment and
privacy evolve in the context of SHMSs, and what factors influence
these changes?

The purpose of the present mixed-methods research is to develop
and then test a SHMS health empowerment model. This
‘developmental’ purpose involves using the findings of a
qualitative study to develop a suitable set of constructs, establish
relationships among these constructs in the form of a model, and
propose a corresponding set of hypotheses, and then test the
hypotheses through a quantitative method.

Overall, we followed a post-positivist research paradigm to
uncover multiple perspectives (Creswell & Poth, 2018).

For the qualitative strand, we followed an interpretive
phenomenological approach (IPA) for understanding participants
experiences and thinking about the privacy phenomenon in
relation to health empowerment in SHMS contexts through the
perspective of participants (SHMS users or potential users), rather
than the researcher (Cohen et al., 2013).

Quantitative strand: we adopted the post-positivist perspective
where there are a priori fixed hypotheses in the form of the
causal relationships between the phenomenon that are
investigated with the structured instruments. The data analysis
approach is deductive. The hypotheses are either supported or
rejected based on the results of statistical analysis (Cohen et al.,
2013).

Single paradigm stance.
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Step 2: Develop strategies for
mixed-methods approach

Design investigation
strategy
Strands of research

Mixing strategy

Time orientation

This research was intended to develop and test a model
and associated hypotheses.
This research involved two stages of studies.

The qualitative and quantitative components of the
study are mixed in that the qualitative results informed
the quantitative design.

The data collection was conducted sequentially, starting
with the qualitative strand, followed by the quantitative
strand.

Research question,
paradigmatic assumption
Purpose of mixed-methods
research

Purposes of mixed-methods
research, strands/phases of
research

Research questions, strands
of research

Study 1 (Qualitative)
Study 2 (Quantitative)
Multistrand design

Sequentially mixed methods

Sequential design

Priority of The qualitative and quantitative components are equally Research question, strands of  Equivalent status design

methodological important. research

approach
Step 3: Develop strategies for ~ Sampling design The samples for the quantitative and qualitative Design investigation strategy, = We implemented sequential mixed-methods sampling strategy
collecting and analysing strategies components of the study were from Australia, New time orientation with parallel samples to collect the qualitative and quantitative

mixed-methods data

Data collection
strategies

Data analysis strategy

Zealand, and the United States.

Qualitative data were collected in Study 1.
Quantitative data were collected in Study 2.

Qualitative data were firstly analyzed, followed by
quantitative data analysis.

Sampling design strategies,
time orientation, strands of
research

Time orientation, data
collection strategy, strands of
research

data.

A purposive random sampling strategy was employed in the
qualitative strand, targeting participants with knowledge and
experience in specific SHMSs. These systems ranged from those
used in clinical trials to surveillance-based monitoring products
available in the local market.

The quantitative strand used a probability sampling strategy
where individuals were randomly selected from the population,
who was claiming to be able to understand what is a smart health
monitoring system (SHMS).

Study 1 were based on semi-structured interviews with open-
ended questions using an interview transcript. The participants’
voice was recorded for this strand.

Study 2 were based on an online questionnaire survey with
closed-ended questions adapted from the previously validated
measurement items.

A sequential qualitative-quantitative analysis design was used.

Step 4: Draw meta-inferences
from mixed methods findings

Type of reasoning

The data analysis included developing and testing/
confirming hypotheses.

Design investigation strategy

Inductive and deductive theoretical reasoning.

Step 5: Assess the quality of
meta-inferences

Inference quality

The qualitative and quantitative inferences met the
standards.

Research question, design
strategy, sampling design,
data collection and data

We maintained a primary focus on the research purpose and
research question throughout all data analysis, interpretations,
and discussions.
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analysis strategies, type of
reasoning

In Study 1, we used different types of validity checks, including
design validity, analytical validity, and inferential validity
(Venkatesh et al., 2013).

e We adhered to descriptive validity to ensure the accuracy of
our (the researchers') reports.

® For credibility and transparency ensuring that the results of
qualitative strand are credible and believable, we collected data
from a purposive random sample of participants with knowledge
and experience in specific SHMSs.

® To ensure analytical validity, we employed well-designed
protocol for data collection. The interview protocol was pre-
tested to finetune the questions based on feedback and
suggestions from respondents. During the interviews, we asked
every question in the prescribed order according to the interview
protocol.

e Moreover, inferential validity was evaluated to ensure we can
accurately understand participants’ experiences, views, and
intentions. This was achieved by obtaining participants’ feedback
during the interviews. We also coded and reported data as closely
as possible to participants’ interview transcripts and notes.

In Study 2, we assessed the statistical results. As reported, the
statistical validity criteria including construct validity, internal
validity, discriminant validity and statistical conclusion validity
also confirmed that the quantitative inference met the criteria
(Venkatesh et al., 2013).

Step 6: Discuss potential
threats and remedies

Inference quality

Potential issues were discussed and addressed with
appropriate remedies.

Data collection strategies,
data analysis strategies

We have taken several remedial actions to address the data
collection and data analysis threats.

e To avoid unequal sample sizes for the data collection, both
qualitative and quantitative studies had a fairly large sample size.
e To avoid potential bias in the data collection, a specific
interview protocol/script was used in Study 1 for all interviewees.
A third-party agency data collection platform was used in Study 2
for the participant recruitment and quantitative data collection.
® To remove threat(s) to data conversion, we analyzed the
qualitative data by creating codes and then counting codes and
evaluating their weights.

® We also assessed and discussed the validity of both studies to
address threats to multiple validates (as discussed above).
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Interview participants’ profiles

180

Participant# Age Gender Industry Occupation Education Familiarity with SHMSs End-user?
1* 35 Female Government Director of Clinical Digital Governance Postgraduate diploma Very familiar No
2 45 Male Government Manager of Data Governance Master’s degree Familiar No
3* 78 Female N/A Retired N/A Very familiar Yes
4* 34 Female Government Staff Master’s degree Very familiar Yes
5 a7 Female Healthcare Caregiver High school Familiar No
6 38 Female Healthcare Nurse Bachelor’s degree Very familiar No
7 45 Female Healthcare Caregiver Bachelor’s degree Familiar No
8 33 Male Technology Technical manager Doctorate degree Very familiar No
9 35 Female Healthcare Nurse Postgraduate diploma Very familiar No
10* 51 Female Healthcare Project manager Doctorate degree Very familiar No
11 30 Male Technology Developer Doctorate degree Very familiar No
12 43 Female Healthcare Caregiver High school Familiar No
13* 52 Female Education Lecturer Doctorate degree Not familiar Yes
14 77 Female Education Retired High school Not familiar Yes
15 34 Male Technology Staff Bachelor’s degree Familiar Yes
16 25 Female Education Student Master’s degree Not familiar Yes
17 38 Male Technology Unemployed Master’s degree Not familiar Yes
18 37 Female Marketing Staff Bachelor’s degree Not familiar Yes
19 49 Male Technology Staff Bachelor’s degree Familiar Yes
20 50 Female Education Staff Master’s degree Familiar Yes
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Selected quotes by respondents
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Constructs and descriptions Selected quotes supporting each construct Themes Aggregated
(15t order) (2m order) aspects
Legislation of data privacy protection includes e “We definitely take legality very seriously. We know what our obligations are when it comes Legislative Regulatory and
the right to information, provisions prohibiting  to privacy through privacy law, through privacy codes” (participant#2). protection sociocultural
or restricting the use of mechanisms of data ® “I'm not as familiar as | should be...I guess in New Zealand where generally people are pretty
governance, rules on IT-security-legislation, well protected it's an area that's really difficult to make sure it's well covered in law.”
provisions supporting the use of mechanisms, (participant#3).
and so on (Weber, 2010). ® “I think | am very familiar with the existing privacy acts and codes ...not so much in-depth...we
were repeatedly mentioned all those acts when we have nursing courses” (participant#5).
Transparency refers to ensuring everything is ® “Many people have privacy concerns based on assumptions and once we educate them and Transparency

visible, denoting one’s openness or open
communication to pursue trustworthiness (Kim
et al, 2014).

attempt to manage health data in a more transparent way, they are gonna have more
concerns” (participant#l).

® “You [government health authorities] can also be very clear in your privacy-related materials
about what the information will be used for... you can provide what we call a layered privacy
statement...if you want more information go to this 3 pages, 5 pages, 10 pages, whatever it is
that gives you the full explanation of the system. We wrote a probably 60 or 70-page privacy
impact assessment associated with COVID tracer...so people who really wanted to know what's
going on [can] go and read the full document...but for the relatively small number of people
that could read that code and understand it, they could go there and confirm that”
(participant#2).

® “At this point you will naturally think of saying | have to let him know [the patient] what I'm
going to do first, and then, definitely explain to the person first and then talk to the person
about what the reason is for having this test. And then the beginning is to understand that,
well, if there are elderly people who have Alzheimer's, they will also call with the family and
communicate with them first, then, | know what to do next” (participant#6).



People with different cultural and religious
backgrounds have different concepts of privacy
(Smith et al., 2011). Cultural and religious
factors influence people’s attitudes and
behaviors when they are involved in using
healthcare monitoring devices (Karadag et al.,
2019).

Cultural and
religious
differences

® “Maori communities and their extended families have a different sense of data protection
than a western concept” (participant#l).

® “For example, New Zealand has to respect Maori culture... we need to obey Mdori data
protection rights. But we don't bother about Indian or Asian or Chinese data rights at all,
although India or China has a universal data policy. Asian differences or any other differences
are not that much valued and we only talked about Maori data sovereignty” (participant#8).

e “We would get feedback from one of our cultural advisory groups before we go into these
projects. We are just making sure that we’re not completely missing the issue [since] the device
could be linked with some ethical considerations” (participant#10).

Ethical considerations focus on managing
ethical concerns. Concerns/considerations may
include a loss of personal liberty, an increase in
feelings of objectification and loss of control,
deception and infantilization, and so on
(Sharkey & Sharkey, 2012).

Equity refers to the absence of avoidable or
remediable differences between groups of
people (Schaefer & Ballantyne, 2022). Health
information must not be collected by unlawful
means or by means that are unfair or
unreasonably intrusive in the circumstances
(The Ministry of Health New Zealand, 2017).

Ethical
considerations

e “We’ve got mechanisms around governance...we've got data ethicists... [it is] a real joint Ethical aspect
effort... on the ethics of data...as part of our program” (participant#1).

® “We are interested in the ethical space and we would call this social license, it's not so much
what can you [we] do purely legally, but what would people expect you [us] to do and what is
kind of good behavior and...trying not to do things that people wouldn't expect or might not be
happy with, even if technically you [we] could do them legally” (participant#2).

® “Our sticking [monitoring] device could be linked with the usage of tracking devices in
prison...but those are ankle bracelets...right? We need to make sure a device...well...it’s not a
device...it was a way to capture people’s vitals by using the camera on users’ phones...
[therefore] we should be more careful about ethical when we recruited patient volunteers.”
(participant#10).

e “[Equity is] one of four main dimensions together with clinical safety, privacy, and security in
terms of data protection scope in the healthcare sector” (participant#1).

e “Fairness is often called equity and we need to take into account different people in different
situations can be affected in different ways” (participant#2).

Equity/fairness

Traceability is defined as the ability to identify
and verify the chronology and components of
events in all paces of a process (Arbabi et al.,
2022). Traceability can either expose
interactions between the devices and the
associated data owners (e.g., unauthorized
used, inappropriately shared, and insecurely
processed), or transparently audit the
streamed data for potential compromises in a
healthcare system (DAMA International, 2009;
Lomotey et al., 2017).

® “They [Traceability] will be able to monitor improper data transfer processes...for Traceability Technological
example...staff members can be traced and recorded when they download large personal

datasets such as excel files from the system to local USB sticks...this [traceability] can avoid or

detected unauthorized behaviors and increases data protection ability of the system”

(participant#4).

® “To be able to use that device within New Zealand, we have to switch off the voice

recognition part...but there were questions such as can | be listened or can | be tracked...the

nurses would inform their patients that the collected data is completely anonymous and no one

will see their data...and we could never link that data back” (participant#10).



Security is defined as a condition that results
from the maintenance and establishment of
protective measures that safeguard a state of
inviolability from influences or hostile acts (Al
Ameen et al., 2012).

® “Privacy is much more about individual control of identifiable information and security is Security
much more about the mechanisms that you use in relation to the web and IT systems to stop

people getting in from the outside or stop people from the inside who shouldn’t see information

from seeing it” (participant#2).

® “In the past, people have asked me for my password at the hospital, that clinic or whatever,

and I've always been a bit hesitant...now in order to give my clinicians access...| have to go

online and basically share my password with them... I've had to give him my password so he can

access my data to be enabled to help me the best way...[However,] the provider should make a

better means of password protection” (participant#3).

183

Privacy concerns refer to the degree of an
individual’s concerns about the possible loss of
privacy following voluntary or surreptitious
information disclosure to application
developers or providers (Trkman et al., 2023).
These concerns are associated with
uncertainties regarding new technologies,
representing an individual’s level of anxiety
about the electronic transaction of private data
(Trkman et al., 2023).

® “There can be no movement along the journey towards self-empowerment unless they [we] Privacy
feel confident that their [our] data is going to be protected and respected and they [we] can be
confident their [our] data is not going to be used for any reason. | am sure the system means a
lot to me because of its ability to offer knowledge further enhanced my confidence. For
example, being able to view the daily data [glucose records] provided me with a consistent
measure of my health condition, giving me a sense of safety and strength” (participant#3).

e “A lot of people know that if their blood saturation goes under a certain number, they are
then in control of that they can either switch on their oxygen or they come back into hospital”
(participant#10).

® “When | don’t have as many privacy worries, | feel more sure about managing my health
information, making it simpler for me to take charge of my well-being as I've got all my health
documents and records that | need in one place” (participant#15).

Privacy concerns

Individual health empowerment in the context
of SHMSs, is defined as individuals’ perceptions
of access to information, support, resources,
and opportunities to learn and grow, enabling
individuals to optimize their health and obtain
a sense of competency, meaningfulness, self-
determination, and impact on their lives
(Spreitzer, 1995).

Community empowerment is a group
phenomenon that includes a raised level of
psychological empowerment among SHMS
users, a political action part in which users
have dynamically participated, and the
achievement of some redistribution of
resources or decision making beneficial to the
community in question (Rissel, 1994). Israel et
al. (1994) mentioned that “an empowered

® “Everyone becomes partners and they all contribute stuff of great value that can benefit the
individual, but collectively also represent huge value for the community” (participant#3).

® “People may feel empowered after using the system as they can feel more in control over
their health information” (participant#10).

® “| think that individual health empowerment will positively affect the community
empowerment although individuals are virtually connected in the system. By participating and
interacting in the system, users are able to influence service providers and the service quality of
the system that must benefit the overall community health status” (participant#13).

® “The system can increase our ability to participate in our health data management, in
particular it allows us to coordinate with other people including other individuals that is
definitely a great opportunity to empower the overall community members including me”
(participant#15).

Individual health
empowerment

Community health
empowerment

Health

empowerment




community has the ability to influence
decisions and changes in the larger social
system” (p. 5).
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Trust management deals with security policies,
credentials, and trust relationships. Trust
management has emerged as a promising
technology to facilitate collaboration among
entities in a digital environment where
traditional security paradigms cannot be
enforced due to a lack of centralized control
and incomplete knowledge of the environment
(Yan etal., 2011).

e “Trust is very fragile but critical and we need to make sure that we've got enough data
protection mechanisms in place to maintain that trust. Within the community framework
shaped by a monitoring system, trust is often regarded as a relational basis that can influence
the overall community health development” (participant#1).

® “Overall, trust is an extremely important thing. It can even have a direct impact on the health
index of the elderly. For example, if | run to take a patient's temperature, or if you want to enter
an elderly person's room, they may be taking a lunch break. However, if you trust each other,
the person will not feel disturbed and will not have a privacy concern” (participant#7).

® “As these are essential documents that we have to keep for a long time, so the PIAS [Privacy
Impact Assessment] and those cloud risk assessments | have to say that I've presented those to
that they were approved. | then have to tell so the executive leadership team if those things
haven't happened, | won't get approval. So there's lots of trust and cross checks and they trust
that the process is happening. If | say it's happening, then they trust that we've got the
approval and that we can move forward” (participant#10).

® “Everybody has to be able to trust a service system and its new technology before being
willing to try it” (participant#9).

® “There are lots of trust and cross checks and people live in the community must trust in each
other then we can move forward. It would mean that the community has to be trustworthy
before we can call it a powerful community” (participant#10).




Appendix Table C. 5

Survey respondents’ demographic information
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ltems Category Frequency Ratio
Age 18-24 63 17%
25-34 97 26%
35-44 59 16%
45-54 36 10%
55-64 13 3%
Over 65 109 29%
Gender Female 209 55%
Male 163 43%
Others 5 1%
Education Some school, no degree 3 1%
High school graduate 44 12%
Some college, no degree 70 19%
Bachelor’s degree 163 43%
Master’s degree 49 13%
Professional degree 17 5%
Doctorate degree 19 5%
Others 12 3%
Health literacy skills Not at all 2 1%
A little bit 16 4%
Somewhat 53 14%
Quite a bit 170 45%
Extremely 136 36%
Income Less than $30,000 67 18%
$30,000-550,000 34 9%
$50,001-570,000 48 13%
$70,001-5100,000 120 32%
$100,001-5140,000 70 19%
Over $140,001 21 6%
Others 17 5%
Traumatic experience Yes 79 21%
No 298 79%
Racial/ethnic background European 251 67%
Maori 3 1%
Pacific Peoples 3 1%
Asian 76 20%
Latino 7 2%
Middle Eastern/Latin American/ African 12 3%
Australian Aboriginal 3 1%
Others 22 6%




Appendix Table C. 6

Measurement items of constructs

186

Construct Adapted items Original items Reference
Legislative protection LEGP1: | think the existing laws in my living country are sufficient ~ The existing laws in my country are sufficient to Lwin et al.
to protect my health data privacy. protect consumers’ online privacy. (2007)
LEGP2: |think there are stringent international laws to protect There are stringent international laws to protect
my personal information that | share in the SHMS. personal information of individuals on the
Internet.
LEGP3: I think the government is doing enough to ensure that | The government is doing enough to ensure that
am protected against data privacy violations. consumers are protected against online privacy
violations.
Transparency TRANZ1: | believe the SHMS should allow me to find out my Whether health informatics as a service will Xu (2019)

health information that the SHMS keeps in their databases.

TRAN2: | believe the SHMS service providers should tell me how
long they will keep information they collect from me.

TRANS3: | believe the purpose that the SHMS collect my health
data should be clear.

allow me to find out what information about me
they keep in their databases.

Whether health informatics as a service tells me
how long they will retain information they
collect from.

The purpose for which health informatics as a
service applications want to collect from me.

Cultural and religious differences

CURE1: | think | would be uncomfortable using the SHMS due to

Being uncomfortable due to privacy while giving  Karadag et al.

privacy while sharing my health data and interacting with people  care to patients in the opposite gender. (2019)
in the opposite gender who are providing the service to me.
CURE2: | think | may not use the SHMS and share my health data  Not being able to give sufficient physical care to
and interact with involved people of service providers in the patients in the opposite gender.
opposite gender who are providing the service to me.
CURES3: | think | may have difficulty in communicating with others Having difficulty in meeting patients and their
in the systems who cannot speak English. relatives who can’t speak Turkish.
CURE4: | think I may have difficulty in explaining or Having difficulty in explaining or understanding
understanding while sharing my health data and interacting with  while giving care due to difference in religious
other people due to differences in religious belief. belief.
Ethical considerations ETCO1: | believe that the actions in the SHMS should be always Makes sure that his/her actions are always De Hoogh
ethical. ethical. and Den
ETCO2: | believe that the SHMS should be earnest. Means what he/she says, is earnest. Hartog (2008)



ETCO3: | believe that the SHMS deserves trust and can be relied
upon.

ETCOA4: | believe that the SHMS can be trusted to serve my
interests (rather than its own benefits).

ETCOS: | believe that the SHMS do not pursue own best interest
at the expense of me.
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Deserves trust, can be believed and relied upon
to keep his/her word.

Can be trusted to serve the interests of his/her
subordinates rather than him/herself.

Pursues own best interest at the expense of
others (reverse coded).

Does not criticize subordinates without good

reason.
Equity/fairness EQFA1: | believe that what users receive from using the SHMS is What | receive from using the services of the A. Wagner et
fair with regard to the profit smart health service providers of company is fair with regard to their profit. al. (2021)
the SHMS receive.
EQFA2: | believe that the ratio between what users get out of The ratio between what | get out of using the
using the SHMS and the profit the smart health service providers service provided by the company and the profit
make is fair. the firm makes with me is fair.
EQFA3: | think what the smart health service providers earn with | think what the company earns with me is fair in
users’ using of this device is fair in comparison to what it offers comparison to what they offer me.
to users.
EQFAA4: | believe services that the SHMS offers users is The service the company offers me is
commensurate with what they earn with it commensurate with what they earn with it.
EQFADS: | believe the profit that the SHMS makes is fair, given the  The profit the company makes is fair, given the
service users receive from the SHMS. service | receive.
Security SECU1: | think the risk of an unauthorized third party overseeing  The risk of an unauthorized third party Hsu et al.
the SHMS is low. overseeing this system is low. (2013)
SECU2: | think the risk of abuse of my health information is low The risk of abuse of my health information (e.g.
when using the SHMS. case reports) is low when using this system.
SECU3: I think the SHMS is secure in conducting my health | would find this system secure in conducting my
information management. health management.
Privacy concerns PRIV1: | am concerned that the information gathered through | am concerned that the information | submit Trkman et al.
the SHMS could be misused. through the proximity tracing app could be (2023)

PRIV2: | am concerned that the SHMS service providers (e.g.,
technology providers) can find my private health information
through the system.

misused.

| am concerned that the developers or the
proximity tracing application provider can find
private information about me through the app.



PRIV3: | am concerned about my captured information through
the SHMS because of what others might do with it.

PRIV4: | am concerned about my captured information. through
the SHMS because it could be used in a way | did not foresee.

| am concerned about submitting information
through the proximity tracing app because of
what others might do with it.

| am concerned about submitting information
through the proximity tracing app because it
could be used in a way | did not foresee.
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Individual health empowerment

— Competence of user

COMP1: | have mastered the skills necessary for using an SHMS.
COMP2: | am self-assured about my capabilities to use an SHMS

COMP3: | am confident about my ability to use an SHMS.

I have mastered the skills necessary for using the
system.

| am self-assured about my capabilities to use
the system.

| am confident about my ability to use the
system.

Kim and
Gupta (2014)

— Meaning of system usage

MEAN1: The SHMS that | may use, would be very important to
me in relation to my personal health goals.

MEAN 2: The SHMS that | may use, would be meaningful to me
in relation to my personal health goals.

MEAN 3: My SHMS activities would be personally meaningful to
me in relation to my personal health goals.

The system | use is very important to me.
The system | use is meaningful to me.

My system activities are personally meaningful
to me.

Kim and
Gupta (2014)

— Self-determination of user

SELD1: I think | would have significant autonomy in determining
how | may use the SHMS for setting up my health goals.

SELD2: I think | would have considerable opportunity for
independence and freedom in how | may use SHMS for setting
up my health goals.

SELD3: | think I could decide on my own how to go about using
SHMS for setting up my health goals.

| have significant autonomy in determining how |
use the system for work.

| have considerable opportunity for
independence and freedom in how | use the
system for work.

| can decide on my own how to go about using
the system for work.

Kim and
Gupta (2014)

— Impact of system usage

IMPAZ1: | think if | use an SHMS, my impact on what happens to
my health status would be large.

IMPAZ2: | think if | use an SHMS, | will have significant influence
over what happens to my health status

IMPA3: | think if | use an SHMS, | will have a great deal of control
over what could happen to my health.

Based on system usage, my impact on what
happens at work is large.

Based on system usage, | have significant
influence over what happens at work.

Based on system usage, | have a great deal of
control over what happens at work.

Kim and
Gupta (2014)

Community health
empowerment

COME1: | believe the community members should have
influence over decisions that affect the community health.

My community has over decisions that affect my
life.

Israel et al.
(1994)



COME2: | believe the community members should influence
decisions that affect the community’s health status.

COMES3: | believe, by working together, people in the community
can influence decisions that affect the community’s health
status.

COME4: | believe people in the community should work together
to influence health-related decisions on the state or national
level.

COMES: Overall, | am satisfied with the amount of influence |
have over decisions that affect the community’s health status.

| can influence decisions that affect my
community.

By working together, people in my community
can influence decisions that affect the
community.

People in my community work together to
influence decisions on the state or national
level.

| am satisfied with the amount of influence |
have over decisions that affect my community.
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Trust

TRUS1: | believe the SHMS should operate in a highly reliable
manner.

TRUS2: | believe the SHMS should promote my benefits as well
as its own.

TRUS3: | believe the SHMS does not engage in any kind of
exploitive and damaging behavior to me.

TRUS4: | feel confident and assured in using the SHMS.

This e-vendor will operate its business in a highly
dependable and reliable manner.

This e-vendor will promote customers’ benefits
as well as its own.

This e-vendor will not engage in any kinds of
exploitive and damaging behavior to customers.
When browsing this site, | feel confident and
assured.

Chang and
Fang (2013)
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Appendix Table C. 7

Procedural and statistical remedies

Techniques Actions

Procedural remedies (Podsakoff et al., 2003)

Protecting anonymity of Before the participants engaged in the survey, we

respondents and alleviating  guaranteed their anonymity. We reassured the participants

evaluation apprehension that there were no correct or incorrect answers and
encouraged them to answer the questions truthfully.

Enhancing scale items We utilized measurement items from existing literature that
had been pre-validated and deemed reliable.

Statistical remedies

Harman's single factor test To examine the unrotated solution, all measurement items

(Harman, 1976; Podsakoff &  were loaded into an exploratory factor analysis. The analysis

Organ, 1986) revealed forty factors from the dataset with the first factor

explaining 24.6% of the variance, and no factor contributed
to the majority of the variance. It suggests that CMB is not
considered a significant issue for our findings.

Lindell and Whitney’s (2001)  This test uses a theoretically unrelated construct as a control

marker variable test on dependent variables. In this study, we adopted a fantasy
construct from the field of psychology, specifically focusing
on respondents’ attitude while watching an enjoyable
movie. No distinction was observed between the
comparative models, one lacking the marker variable and
the other incorporating it. Additionally, all the significant
paths remained significant, confirming that CMB is not a
major issue.




Appendix Table C. 8

HTMT values for discriminant validity
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Competence of user 0.192
Cultural and religious differences 0.081 0.168
Equity/fairness 0.100 0.096 0.061
Ethical considerations 0.070 0.169 0.063 0.603
Health literacy skill 0.183 0.453 0.149 0.059 0.084
Impact of system usage 0.181 0.325 0.090 0.275 0.240 0.251
Legislation protection 0.067 0.048 0.048 0.441 0.617 0.043 0.274
Meaning of system usage 0.264 0.405 0.200 0.241 0.272 0.257 0.567 0.165
Privacy concerns 0.137 0.142 0.282 0.312 0.402 0.088 0.222 0.416 0.157
Security 0.126 0.234 0.177 0.567 0.652 0.124 0.288 0.561 0.209 0.583
Self-determination of user 0.091 0.372 0.128 0.352 0.306 0.206 0.606 0.283 0.448 0.285 0.331
Traceability 0.142 0.181 0.295 0.255 0.241 0.223 0.286 0.060 0.381 0.099 0.237 0.131
Transparency 0.112 0.153 0.310 0.093 0.100 0.166 0.054 0.185 0.157 0.204 0.084 0.064 0.498
Trust in SHMS 0.095 0.311 0.213 0.613 0.695 0.159 0.422 0.573 0.426 0.489 0.705 0.380 0.343 0.051




Appendix D: Ethics Approval Letters

Letter for Qualitative Data Collection (Study 1, Chapter 3)

AUT

TE WANANGA ARONUI
0 TAMAKI MAKAU RAU

Auckland University of Technology Ethics Committee (AUTEC)

Auckland University of Technology
D-88, Private Bag 92006, Auckland 1142, NZ
T: +64 9 921 9999 ext. 8316

E: ethics@aut.ac.nz
www_aut.ac.nz/researchethics

13 September 2022

Farkhondeh Hassandoust
Faculty of Business Economics and Law

Dear Farkhondeh

Re Ethics Application: 22/156 An investigation of surveillance and privacy-protective data governance and their
impacts on smart health monitoring systems use: A collaborative stakeholder perspective

Thank you for providing evidence as requested, which satisfies the points raised by the Auckland University of
Technology Ethics Committee (AUTEC).

Your ethics application has been approved in stages for three years until 13 September 2025.
Standard Conditions of Approval

1. Theresearch is to be undertaken in accordance with the Auckland University of Technology Code of Conduct
for Resesrch and as approved by AUTEC in this application.

2. A progress report is due annually on the anniversary of the approval date, using the EA2 form.

3. Afinal report is due at the expiration of the approval period, or, upon completion of project, using the EA3
form.

4. Any amendments to the project must be approved by AUTEC prior to being implemented. Amendments can
be requested using the EA2 form.

5. Any serious or unexpected adverse events must be reported to AUTEC Secretariat as a matter of priority.

6. Anyunforeseen events that might affect continued ethical acceptability of the project should also be reported
to the AUTEC Secretariat as a matter of priority.

7. Itis your responsibility to ensure that the spelling and grammar of documents being provided to participants
or external organisations is of a high standard and that all the dates on the documents are updated.

8. AUTEC grants ethical approval only. You are responsible for obtaining management approval for access for
your research from any institution or organisation at which your research is being conducted and you need to
meet zll ethical, legal, public health, and locality obligations or requirements for the jurisdictions in which the
research is being undertaken.

Please guote the application number and title on all future correspondence related to this project.

For any enqguiries please contact ethics@aut.ac.nz. The forms mentioned above are available online through
http://www.aut.ac.nz/research/researchethics

(This is a computer-generated letter for which no signature is required)

The AUTEC Secretariat
Auckland University of Technology Ethics Committee

cc: jingjing zhang@ l.acnz; t.ac.nz
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Letter for the Amendment to Extend Recruitment of Interview Participants in Australia (Study
1, Chapter 3)

AU

TE WANANGA ARONUI
0 TAMAKI MAKAU RAU

Auckland University of Technology Ethics Committee
(AUTEC)

2 February 2023

Farkhondeh Hassandoust
Faculty of Business Economics and Law

Dear Farkhondeh

Re: Ethics Application: 22156 An investigation of surveillance and privacy-protective data governance and their
impacts on smart health monitoring systems use: A collaborative stakeholder perspective

Thank you for your responses to the conditions for the amendments to your ethics application.
The amendment to extend recruitment of participants in Australia is approved.
Non-Standard Conditions of Approval

1. Please increase length of time to follow up invitation from 1 to 2 weeks.

2. Please insert AUTEC approval number on the advertisement.

3. Please provide AUTEC with a signed copy of the data sharing agreement (this is for the overseas based
supervisors not the Australian participants).

Non-standard conditions do not need to be reviewed by AUTEC unless requested but must be completed before
commencing your study. Please send through any requested documents for file.

Standard Conditions of Approval

1. The research is to be undertaken in accordance with the Auckland University of Technology Code of Conduct

for Research and as approved by AUTEC.

All public facing documents must have the AUTEC approval number and be of a high standard of spelling and

grammar. Dates on the Information Sheet(s) and Consent Form(s) must be consistent.

Any amendments to the project must be approved by AUTEC prior to being implemented.

A progress report is due annually on the anniversary of the approval date.

A final report is due at the expiration of the approval period, or, upon completion of project.

Any serious or adverse events must be reported to AUTEC, this includes unforeseen issues that might affect

continued ethical acceptability of the project.

7. AUTEC grants ethical approval only. You are responsible for obtaining management permission for access from
any institution or organisation at which your research is being conducted and you need to meet all ethical,
legal, public health, and locality obligations or requirements for the jurisdictions in which the research is being
undertaken.
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The application number and title need to be referenced on all correspondence related to this project.

All forms are available enline http://www.aut.ac.nz/research/researchethics

For any enquiries, please contact ethics@aut.ac.nz

(This is a computer-generated letter for which no signature is required)

The AUTEC Secretariat
Auckland University of Technology Ethics Committee

Cc: jingjing.zhang@autuni.ac.nz; ajohnston@cba.ua.edu; harminder.singh@aut.ac.nz

Auckland University of Technology, D-88, Private Bag 92006, Auckland 1142, New Zealand
T:+64 9921 9999 ext. 8316: E: ethics@aut.ac.nz: www.aut.ac.nzfresearchethics



194

Letter for Quantitative Data Collection (Study 2, Chapter 3)

AU

TE WANANGA ARDNUI
O TAMAKI MAKAU RAU

Auckland University of Technology Ethics Committee
(AUTEC)

14 September 2023

Farkhondeh Hassandoust
Faculty of Business Economics and Law

Dear Farkhondeh

Re Ethics Application: 22/156 An investigation of surveillance and privacy-protective data governance and their
impacts on smart health monitoring systems use: A collaborative stakeholder perspective

Thank you for your responses to the conditions for the amendment to your ethics application.
An online survey to complete the second stage of the research has been approved.
Mon-Standard Conditions of Approval

1. Removal of the repetition of the contact details of the Executive Secretary from the information sheet and
Kate O'Connor's name. Please refer to the current Information Sheet exemplar on the website.

Mon-standard conditions do not need to be submitted to or reviewed by AUTEC unless requested but must be completed
befare commencing your study.

Standard Conditions of Approval

1. The research is to be undertaken in accordance with the Auckland University of Technology Code of Conduct
for Research and as approved by AUTEC.

2. All public facing documents must have the AUTEC approval number and be of a high standard of spelling and

grammar. Dates on the Information Sheet(s) and Consent Form(s) must be consistent.

Any amendments to the project must be approved by AUTEC prior to being implemented.

& progress report is due annually on the anniversary of the approval date.

A final report is due at the expiration of the approval period, or, upon completion of project.

Any serious or adverse events must be reported to AUTEC, this includes unforeseen issues that might affect

continued ethical acceptability of the project.

7. AUTEC grants ethical approval anly. You are responsible for obtaining management permission for access from

mboE W

any institution or organisation at which your research is being conducted and you need to meet all ethical,
legal, public health, and locality obligations or requirements for the jurizdictions in which the research is being
undertaken.

The application number and title need to be referenced on all correspondence related to this project.

All farms are available online http://www.aut.ac.nz/research/researchethics

For any enquiries, please contact ethicsi@aut.ac.nz

(This is @ computer-generated letter for which no signature is reguired)

The AUTEC Secretariat
Auckland University of Technology Ethics Committee

Ce: jingjing.zhang@zutuni.ac.nz; zjohnston@cba.ua.edy; harmindersingh@zut.acnz

Auckland University of Technology, D-88, Private Bag 92006, Auckland 1142, Mew Zealand.
T: +64 5 521 9593 ext. 8316: E: ethics@aut ac.nz; www_aut ac.nz/ressarchethics
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Participant Information Sheet

This Information Sheet is prepared for the participants from individual volunteer users.

Date Information Sheet Produced:
9 March 2023
Project Title

An investigation of surveillance and privacy-protective data governance and their impacts on smart health
monitoring systems use: A collaborative stakeholder perspective

An Invitation

Tena koe! Greetings. | am Jingjing Zhang, a PhD student in the department of Business Information Systems at
Auckland University of Technology (AUT). To complete my PhD research in the above project title, | would like to
invite you to participate in an interview and share your opinions from the individual user perspective. You would
be asked about, for example, your experience with your health data privacy protection and the usage of a smart
health monitering device and service. The interview will take around 60 minutes, face-to-face or via a video
conferencing platform, such as Zoom or Microsoft Teams, on a date and time most convenient to you in the
following weeks.

Your participation in this research is voluntary (it is your choice), and whether or not you choose to participate will
neither advantage nor disadvantage you. Moreover, please be assured that you will not be identified in any way.
This project is under the supervision of Dr Farkhondeh (Ferry) Hassandoust from AUT (New Zealand) and Professor
Allen Johnston from the University of Alabama (United States).

What is the purpose of this research?

This research is in two stages. In the first stage or current stage, the research aims to investigate how data
governance mechanisms have been developed by stakeholders (e.g., government authorities, decision-makers or
managers from smart technology providers, healthcare providers, and individual users) toward managing
surveillance and privacy concerns. In the second stage, the research aims to investigate the effects of the
implemented data governance mechanisms on individuals” use of smart health monitoring devices and services,
understanding individuals’ experiences and perceptions of their surveillance and privacy concerns.

Individual users are defined as part of key stakeholders in this research. In the current stage (Stage 1). As an
individual stakeholder representative, you are invited to participate in an interview. Please be aware that | will
conduct other interviews with participants from different stakeholder groups. The outputs of this research will be
a thesis and academic publications.

How was | identified and why am | being invited to participate in this research?

You have been identified from one of the following channels: 1) Some potential participants are asked to pass on
the details about the study to you, and you decide to contact me. Therefore, your contact details have been
identified to me. 2) You have responded to one of the social media advertisements.

Because you are identified as an individual user who is using or has the potential to use a specific smart health
monitoring device, you may have some perceptions and opinions when you communicate with other stakeholders
(such as healthcare providers, smart technology providers, and government authorities) and share your health data
with them through the device. Your perceptions and opinions will be valuable in investigating how data governance
is developed to manage surveillance and privacy concerns in a smart health monitoring system.

How do | agree to participate in this research?

To agree to participate in this research, you can complete a Consent Form, which is attached to this document. You
can consent by emailing the signed Consent Form to me at jingjing.zhang@autuni.ac.nz. The Consent Form will also
be handed to you before the interview when the interview is arranged offline and you wish to complete it face-to-
face.
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Your participation in this research is voluntary (it is your choice), and whether or not you choose to participate will
neither advantage nor disadvantage you. You can withdraw from the study at any time. If you decide to withdraw
from the study, you will be offered the choice between having any data identifiable as belonging to you removed
or allowing it to continue to be used. However, removing your data may not be possible once the findings have
been produced.

What will happen in this research?

The interview will take around 60 minutes via a video conferencing platform, such as Zoom or Microsoft Teams.
The location for a face-to-face interview can be arranged in the researcher’s office at AUT or other public areas
(e.g., cafés).

Before the interview, we will ask for your consent to participate in this study and to audio-record the conversation;
it is your choice to agree or not agree to the recording. The recordings will be transcribed into a written document
and shared with my supervisors. The involved researchers (my supervisors and me) will use the transcribed data for
this research, and the data will be kept securely, not allowing third parties to access them.

During the interview, you will be asked about your experiences related to the data governance field, particularly
surveillance and privacy protection concerns that may be risks when you share your health data through your smart
health monitoring device. Your answers will be recorded, collected, and analysed in this research.

What are the discomforts and risks?

| do not anticipate any discomforts or risks with your participation in this study. You can refuse to answer some
questions if you regard them as intrusive or are unwilling to answer them. You can choose to withdraw from this
study at any time.

How will these discomforts and risks be alleviated?

You can ask me to stop the interview if you feel discomfort or risk. Your participation in this study is voluntary. If
you choose not to continue participating in this study, your decision will not disadvantage you in any way.

What are the benefits?
The benefit of this research is that the student researcher obtains a doctoral degree.

Moreover, this research will allow participants to reflect on their data governance mechanisms and use the findings
to discuss how to better collaborate with other stakeholders to develop effective data governance mechanisms
that can better manage user personal and healthcare data in a smart health monitoring context.

How will my privacy be protected?

Your personal data, like your name and your background, will be protected and managed by the de-identification
procedure (i.e., pseudonymisation). It means | will not use identifiable information about you. Instead, any
identifiable information will be coded using numbers in the data analysis process, in disseminating findings, and in
the resulting publications. For instance, if we quote your comments directly, the quote will only be attributed to a
pseudonym title, such as Participant 1, not to you personally.

Confidentiality might be affected if you choose to be interviewed on the premises of your organisation. If you have
any questions during the interview, please ask anytime.

Your contact details are stored on the hard drives of the researcher's computer only for the purpose of feeding
back the insights of this research. Data will be stored securely for six years and then will be deleted.

What are the costs of participating in this research?

There is almost no cost to participate in this research other than approximately 60 minutes of your time, which is
much appreciated. Your Internet access available during the interview may be considered a monetary cost when
the interview is arranged online, as you suggest.

What opportunity do 1 have to consider this invitation?

Please respond to this invitation within four weeks so | can schedule an interview at a date and time of your
convenience. The interview can occur at AUT or other public locations such as a café or other indoor public facilities.
If needed, an online interview can be arranged via a video conferencing platform such as Zoom or Microsoft Teams.

Will I receive feedback on the results of this research?

If you would like to receive a summary of the research findings, please make sure you tick the appropriate box in
the Consent Form and provide your contact details, and we will be happy to share a one or two-page summary of
the findings with you.
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What do | do if | have concerns about this research?

Any concerns regarding the nature of this project should be notified in the first instance to the Project Supervisor,
Dr Farkhondeh (Ferry) Hassandoust, ferry@aut.ac.nz, (+649) 921 9999 ext. 5419.

Concerns regarding the conduct of the research should be notified to the Executive Secretary of AUTEC,
ethics@aut.ac.nz, (+649) 921 9999 ext. 6038.

Whom do | contact for further information about this research?

Please keep this Participant Information Sheet and a copy of the Consent Form for your future reference. You are
also able to contact the research team as follows:

Researcher Contact Details:

lingjing Zhang

jingjing.zhang@autuni.ac.nz | (+649) 921 9999 ext. 26995
Project Supervisor Contact Details:

Dr Farkhondeh (Ferry) Hassandoust

ferry@aut.ac.nz | (+649) 921 9999 ext. 5419

Approved by the Uni ity of Ti gy Ethics Committee on 2 February 2023, AUTEC Reference number 22/156.
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Quantitative Stage (Study 2 in Chapter 3)

Participant Information Sheet

Date Information Sheet Produced:
XX September 2023
Project Title

An investigation of surveillance and privacy-protective data governance and their impacts on smart health
monitoring systems use: A collaborative stakeholder perspective

An Invitation

Greetings. | am Jingjing Zhang, a PhD student in Business Information Systems at Auckland University of Technology
(AUT), New Zealand. To complete my PhD research in the above project title, | invite you to participate in a survey
and share your ideas and experiences about the use of smart health monitoring devices (or services), your concerns
about surveillance and privacy (if any), and data governance mechanisms implemented by service providers to
address you concerns. You can withdraw from the survey by closing the browser. However, please be informed that
once data is submitted it is unable to be withdrawn as it is anonymous. Please be informed that whether you choose
to participate will neither advantage nor disadvantage you.

What is the purpose of this research?

The research aims to investigate the effects of the implemented data governance mechanisms on individuals”
perceptions of surveillance and privacy concerns and their effects on the use of smart health monitoring devices
(or services). The outputs of this research will be a thesis and academic publications.

How was | identified and why am | being invited to participate in this research?

You have been invited to participate in this research through a third-party panel data service, Prolific. Your input
will be invaluable in helping to understand the effects of the data governance mechanisms on customer perceptions
of surveillance and privacy concerns and their effects on the use of smart health monitoring devices (or services).

How do | agree to participate in this research?
By completing this web survey, you are indicating your consent to participate in the research.

Your participation in this research is voluntary (it is your choice), and whether or not you choose to participate will
neither advantage nor disadvantage you. You can withdraw from the survey by closing the browser. However,
please be informed that once data is submitted it is unable to be withdrawn as it is anonymous.

What will happen in this research?

You will be given a survey link. The survey will ask demographic questions such as your age and education. You will
also be asked about your concerns associated with surveillance and privacy in the context of smart health
monitoring systems, your perceptions of the data governance mechanisms implemented for surveillance and
privacy protection, your perceived benefits of data sharing in the context, and your willingness to use smart health
maonitoring devices (services). You can email the primary researcher and request a copy of the collated results.

What are the discomforts and risks?

There will not be any discomfort or risk, as the level that the participants may experience discomfort or
embarrassment will be minimal. Your participation is anonymous and voluntary.

How will these discomforts and risks be alleviated?

We will not share your information and survey responses with anyone outside this research team.
What are the benefits?

The benefit of this research is that the student researcher obtains a doctoral degree.

Moreover, this research will allow participants to reflect on the important data governance mechanisms for
managing surveillance and privacy concerns and use the findings to promote better data governance mechanisms
that benefit individual users and other stakeholders in smart health monitoring systems.
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How will my privacy be protected?

The survey is anonymous. No party other than us will have access to the data. All data will be securely destroyed
after a period of six years.

What are the costs of participating in this research?

There are no costs to you for participating in this study except for approximately 10-15 minutes of your time
answering survey questions, which is much appreciated.

What opportunity do | have to consider this invitation?
You will have two weeks to fill in the web survey since you have received a link to the survey.
Will | receive feedback on the results of this research?

Yes. You are welcome to email Jingjing Zhang (jingjing.zhang@autuni.ac.nz) if you wish to receive a summary of the
research findings.

What do I do if I have concerns about this research?

Any concerns regarding the nature of this project should be notified in the first instance to the Project Supervisor,
Farkhondeh (Ferry) Hassandoust, ferry@aut.aconz. (+649) 921 9999 ext. 5419,

Concerns regarding the conduct of the research should be notified to the Executive Secretary of AUTEC,
ethics@aut.ac.nz, (+645) 921 9999 ext. 6038.

Whom do | contact for further information about this research?

Please keep this Information Sheet for your future reference. You are also able to contact the research team as
follows:

Researcher Contact Details:
Jingjing Zhang, jingjing.zhang@autuni.ac.nz
Farkhondeh (Ferry) Hassandoust, ferry@aut.ac.nz,
Allen C. Johnston, acjohnston5@ua.edu

Project Supervisor Contact Details:
Dr Farkhondeh Hassandoust

ferry@aut.ac.nz | (+649) 921 9999 ext. 5419

Approved by the Auckland University of Technology Ethics Committee on 14 September 2024, AUTEC Reference number 22/156.,
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Appendix F: Consent Form

Consent Form for the Qualitative Data Collection (Study 1, Chapter 3)

AU

TE WANANGA ARONUI
O TAMAKI MAKAU RAU

Consent Form

Project title: An investigation of surveillance and privacy-protective data
governance and theirimpacts on smart health monitoring systems use:
A collaborative stakeholder perspective

Project supervisor: Dr Farkhondeh Hassandoust, Professor Allen Johnston

Researcher: Jingjing Zhang

Q | have read and understood the information provided about this research project in the Information Sheet
dated 9 March 2023.

o} | have had an opportunity to ask questions and to have them answered.

o} I understand that notes will be taken during the interviews and that they will also be audio-taped and
transcribed.

Q | understand that taking part in this study is voluntary (my choice) and that | may withdraw from the study at
any time without being disadvantaged in any way.

o} I understand that if | withdraw from the study then | will be offered the choice between having any data that
is identifiable as belonging to me removed or allowing it to continue to be used. However, once the findings
have been produced, removal of my data may not be possible.

o} | agree to take partin this research.

o} | wish to receive a summary of the research findings (please tick one): YesO NoQ

Participant’s signature: ... e

Participant’s name: ... frrere e ———

Participant’s Contact Details (if appropriate):

Date:

Approved by the Auckland University of Technology Ethics Committee on 2 February 2023 AUTEC Reference number
22/156

Note: The Participant should retain a copy of this form.
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AU

TE WANANGA ARONUI
O TAMAKI MAKAU RAU

Oral Consent Protocol

For use when interviews are being conducted by videoconference.

Project title: An investigation of surveillance and privacy-protective data
governance and theirimpacts on smart health monitoring systems use:
A collaborative stakeholder perspective

Project Supervisor: Dr Farkhondeh Hassandoust, Professor Allen Johnston

Researcher: Jingjing Zhang

The participant joins the videoconference
o Do you agree to my recording your consent to participate?
If they agree, then the record function will be activated and they will be asked the following:

o] Have you read and understood the information provided about this research project in the Information Sheet
dated 9 March 20237

o Do you have any questions about the research?

o] Do you understand that notes will be taken during the interviews and that the interview will also be audio-
recorded and transcribed?

o Do you understand that taking part in this study is voluntary (your choice) and that you may withdraw from the
study at any time without being disadvantaged in any way?

o] Do you understand that if you withdraw from the study then you will be offered the choice between having
any data that is identifiable as belonging to you removed or allowing it to continue to be used? However, once
the findings have been produced, removal of your data may not be possible.

o Do you agree to take part in this research?

o Do you wish to receive a summary of the research findings? (please tick one): YesO NoQ
o] Do you want me to send you a copy of the audio recording for this consent? YesQ NoQ
o] Please confirm you name and contact details

Participant’s MAMET oo i s s b et o0 b bS8 08 a4 40 R4 48 S48 08 a0k s e R nhn

Participant’s Contact Details (if appropriate):

I will now turn off the recording of the Consent and then will start a separate recording for the
interview.

Approved by the Auckland University of Technology Ethics € ittee on 2 February 2023, AUTEC Reference number
22/156.

Note: The Participant should retain a copy of this form.
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Appendix G: Interview Questions (Study 1, Chapter 3)

Student researcher Jingjing Zhang
Project supervisor Dr Farkhondeh (Ferry) Hassandoust, Professor Allen C. Johnston
Participants Volunteer individual users

Warm-up questions

1. Are you familiar with any smart healthcare monitoring devices*? Where did you hear about it?
Do you use it? If so, how often? And for how long have you used it?
What motivated you the most to use it?

W

You may not yet use the smart health monitoring system, but | learned that you are interested in
using it in the future. Could you talk about your idea of such kinds of devices or services? Such as any
advantages and disadvantages of using it.

Research-focused questions
Part 1: privacy and surveillance concerns

We have discussed that the smart health monitoring system (or the XXX system) can record your health-
related data and share the data with other parties (such as your doctors, nurses, and the device
provider who produced this device) when necessary for better healthcare management. For example,
Freestyle Libre is a continuous glucose monitoring system with a sensor and mobile app. You can stick
the sensor to your skin (on the back of the upper arm), and the system will be able to record your blood
glucose readings and monitor your glucose trends for you. Through this sensor-based system, your
glucose information can also be shared with others, such as your doctor or the provider of the Freestyle
Libre product.

5. When you recognise that the device is going to monitoring your health information, will you have
some potential concerns about data protection? For example, you think you are a bit difficult to share
your health data with service parties through the system? Could you explain

a. Whom did you worry about? For example, it could be your healthcare provider (e.g., doctor,
nurse) who can access your health data through the device, or the device provider (the
company who produced this device) if you think they may use some method you are
uncertain about to visit your data remotely without your permission.

b. Is anyone else you worried about?

c. What kind of activities by those stakeholders will make you worry about your data
privacy/protection? Are there any specific behaviors that you dislike regarding the privacy
aspect?

6. How important is your health data protection/privacy to you? Do you realise the availability of
information privacy policies that can protect your privacy? Is it important if you are required to read
and accept (or reject) those policies before you can use it?

7. Besides privacy concerns, do you have other concerns or undesired feelings when you know that
device could probably monitor your health information? For example, you might be concerned that
someone behind the system could learn when you eat or sleep since your glucose information or
heart working condition can be shared with others through the device. (This question is related to
surveillance concerns.)

Part 2: Antecedent factors impacting individuals’ privacy concerns with SHMSs

4 During the interview, XXX will be replaced with a specific smart health monitoring device or service.
For example, the FreeStyle Libre Flash, Dexcom G6 glucose monitoring system, or KardiaMobile
Personal EKG Monitor etc., that can be found in the local market.
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8. If you had data privacy or related concerns when being monitored by a device, how do you consider
addressing those concerns?

9. What do you think of the importance of “responsibility” in the reporting structure of data
governance? For example, the “responsibility” allows the system to tell the truth about how they
collect and use your health information.

10. What do you think of the importance of the “decision-making authority” in the reporting structure of
data governance? For example, the “decision-making authority” allows the system to improve the
process and better protect your health data.

11. Several aspects of health data protection are involved when a smart health monitoring system
collects and manages your health data. For example: security, confidentiality, fairness, efficiency,
accuracy, transparency, reliability, effectiveness, traceability, ethnicity (ethical consideration),
legality (legislative protection), appropriateness etc. In your opinion, what are the main important
factors (characters) (mentioned above) to manage your surveillance- and privacy-related concerns
caused by the monitoring device? Why? Why are these factors important to you?

12. How familiar are you with the following acts?

a. Privacy Act 2020°

b. Search and S Surveillance Act 20126

c. Others (for example, Health Information Privacy Code 2003, Health Practitioners Competence
Assurance Act 2003, Health and Disability Commissioner Act 1994, Good Medical Practice, etc.)

13. Data privacy protection unavoidably involves a larger group of stakeholders due to the resource-
independent, context-dependent, and organizational-boundary-crossing nature of the information.
To improve stakeholders’ collaboration for better data governance in terms of privacy and relative
management, several three aspects are often involved into discussion: communication, training and
the coordination of decision making among stakeholders.

14. What do you think of the term collaboration?

15. What do you think of the impact of stakeholders’ collaboration on your health data protection in
terms of communication, training, and coordination? For example, how do you value the
communication among different stakeholders such as doctors, government, smart technology
providers of this device, and representatives from individual users (e.g., you) that could help to
manage and address privacy and surveillance-related issues in terms of customers’ health data
protection?

16. You are welcome to share more if you recognise other critical points or aspects regarding the rational
governance mechanisms, which should be considered to address data protection concerns.

Part 3: Privacy and health empowerment

Individual Health empowerment is defined as individuals’ perceptions of access to information, support,
resources, and opportunities to learn and grow, enabling individuals to optimize their health and obtain
a sense of competency, meaningfulness, self-determination, and impact on their lives.

Community Health Empowerment is a group phenomenon that includes a raised level of psychological
empowerment among SHMS users, a political action part in which users have dynamically participated,

5 New Zealand’s Privacy Act 2020 is a framework in New Zealand that protect an individual’s right to
privacy of personal information, including the right of an individual to access their personal
information.

Please visit https://www.legislation.govt.nz/act/public/2020/0031/latest/whole.html#LMS23223 for
more information.

6 New Zealand’s Search and Surveillance Act 2012 facilitates the monitoring of compliance with the law
and the investigation and prosecution of offences in a manner that is consistent with human rights
values.

Please visit https://www.legislation.govt.nz/act/public/2012/0024/latest/whole.html for more
information.
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and the achievement of some redistribution of resources or decision making beneficial to the
community in question. An empowered community has the ability to influence decisions and changes in
the larger social system.

17. Canyou describe any concerns you have regarding using Smart Health Monitoring Systems (SHMS)?

18. How do you balance the need for your concerns (e.g., privacy concerns) with the potential health
benefits provided by SHMS? Let’s assume A as a confident and proficient user of SHMS, what do you
think about how A could contribute to improving the health and well-being of their community? (In
our study, we term this phenomenon Community Health Empowerment.)

19. Does your perspective differ when comparing A's age, specifically whether they are under 65 or over
65 years old?

20. What do you think of the importance of a high level of trust among various stakeholders of the
system?

Last question: What do you think of the future of smart health devices? To what extent do privacy
concerns deter individuals from using these devices to improve (empower) their health and community

health promotion?

-End-
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Appendix H: Online Questionnaire (Study 2, Chapter 3)

A survey about using smart health monitoring systems

In this study, we are seeking participants aged 18 and above who have an understanding of what a
smart health monitoring system (SHMS) is after viewing the given introduction at the beginning of this
survey.

The participants will be asked about their ideas and experiences about smart health monitoring systems
and devices, thoughts or concerns about monitoring technology, health data protection, and health data
management activities implemented by service providers to provide better customer service.
<<Participant Information Sheet>> (See Appendix E)

Please provide information about your background below.

Filtering question: Age: What is your age? (End of Survey if Below 18 is Selected)
1) Below 18

2) 18-24

3) 25-34

4) 35-44

5) 45-54

6) 55—64

7) Over 65

Please provide information about your background below.

Gender: What is your gender?
1) Female
2) Male
3) Gender variant/Non-conforming
4) Prefer not to say
Education: What is the highest degree or level of school you have completed?
1) Some school, no degree
2) High school graduate
3) Some college, no degree
4) Bachelor’s degree
5) Master’s degree
6) Professional degree
7) Doctorate degree
8) Other: Please specify
9) Prefer not to say
Health literacy skills: How confident are you filling out medical forms by yourself?
1) Not at all 2) A little bit 3) Somewhat 4) Quite a bit 5) Extremely
Traumatic experience: Did you experience a traumatic event? (e.g., lose a parent(s) during your
childhood)?
1) Yes
2) No
Income: Which income level describes you? In either Australian dollars (AUS), New Zealand dollars
(NZ), or United States dollars (US)
1) Less than $30,000
2) $30,000-$50,000
3) $50,001-$70,000
4) $70,001-$100,000
)
)
)

5) $100,001-$140,000
6) Over $140,001
7) Unknown
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8) Refused to answer

Cultural background: What racial or ethnic groups describe you?
1) European

2) Maori

3) Pacific Peoples

4) Asian

5) Latino

6) Middle Eastern/Latin American/ African
7) Australian Aboriginal

8) Native Hawaiian/Other pacific islander
9) Other ethnicity. Please specify

—_— — — — — — — —

Please read the following scenario very carefully.

Smart health monitoring systems (SHMS) are intelligent surveillance systems that employ smart health
monitoring devices to monitor changes in the vital signs of individual customers. In the system, the
monitoring devices are used to collect health information from customers. Meanwhile, multiple smart
health service providers, such as healthcare providers (e.g., clinics, hospitals), smart technology
providers, government authorities, and so on, who are connected with the SHMS use the collected
health information to deliver services to customers.

Here is a video about a glucose-monitoring wearable device. It would be a good example for you to
understand better how a smart health monitoring device interacts with customers and relevant
healthcare providers to offer services to customers. In the video, the sensor of the glucose monitoring
device is linked to an iPhone or Android-based app. It can measure customers’ glucose every minute. By
wearing the device, customers can scan and share their readings at any time from anywhere. These
readings provide customers and their healthcare providers with valuable information. Sharing glucose
readings with healthcare providers allows for easier and more productive conversations about
customers’ diabetes management. Healthcare providers can access to the SHMS which is secure and
cloud-based. By doing this, healthcare providers can review the glucose readings of customers and
provide treatment support in person or remotely. It means that healthcare providers can quickly help
customers identify patterns and trends in glucose levels and discuss possible changes to a diabetes
management plan for customers. You can click the video for more details about this example.

Filtering question: Based on the introduction above, | have an understanding of what is a smart
health monitoring system (SHMS). (End of Survey if No is Selected)

1) Yes

2) No

Do you believe you are presently using a smart health monitoring device (similar to the given
example shown in the video)?

1) Yes. Please identify

2) No

3) Maybe in the near future

Please pay attention to the below points:

Please note that “SHMS” refers to Smart Health Monitoring Systems.

Smart health monitoring systems (SHMS) are intelligent surveillance systems that employ smart health
monitoring devices, to monitor the changes in the vital signs of individual customers. In the system, the
monitoring devices are used to collect health information from customers. Meanwhile, multiple smart
health service providers, such as healthcare providers (e.g., clinics, doctors, hospitals), smart technology
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providers, government authorities, and so on, who are connected with the SHMS use the collected
health information to deliver services to patients/customers.

If you are not currently using a Smart Health Monitoring Service (SHMS), please assume using a SHMS,
sharing your health information with service providers (e.g., your doctor, nurses) in the system, while

answering the following questions.

You may come across similar questions in the next sections. We need to include similar questions to
establish statistical reliability and validity.

How much do you agree with each of the following statements? “SHMS” refers to Smart Health

Monitoring Systems.

Construct: Legislative protection

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree
4 - Agree

5 - Strongly agree

e | think, the existing laws in my living country are sufficient to
protect my health data privacy.

e | think, there are stringent international laws to protect my
personal information that | share in the SHMS.

e | think the government is doing enough to ensure that | am
protected against data privacy violations.

How much do you agree with each of the following statements? “SHMS” refers to Smart Health

Monitoring Systems.

Construct: Transparency

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree
4 - Agree

5 - Strongly agree

e | believe the SHMS should allow me to find out my health
information that the SHMS keeps in their databases.

o | believe the SHMS service providers should tell me how long they
will keep information they collect from me.

e | believe the purpose that the SHMS collect my health data should
be clear.

How much do you agree with each of the following statements? “SHMS” refers to Smart Health

Monitoring Systems.



Construct: Cultural and religious differences

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree

4 - Agree

5 - Strongly agree

e | think | would be uncomfortable using the SHMS due to privacy
while sharing my health data and interacting with people in the
opposite gender who are providing the service to me.

e | think | may not use the SHMS and share my health data and
interact with involved people of service providers in the opposite
gender who are providing the service to me.

e | think | may have difficulty in communicating with others in the
systems who cannot speak English.

e | think | may have difficulty in explaining or understanding while
sharing my health data and interacting with other people due to
differences in religious belief.

How much do you agree with each of the following statements? “SHMS”

Monitoring Systems.

refers to Smart Health

Construct: Ethical consideration

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree

4 - Agree

5 - Strongly agree

o | believe that the actions in the SHMS should be always ethical.
® | believe that the SHMS should be earnest.

e | believe that the SHMS deserves trust, and can be relied upon.
e | believe that the SHMS can be trusted to serve my interests
(rather than its own benefits).

o | believe that the SHMS do not pursue own best interest at the
expense of me.

How much do you agree with each of the following statements? “SHMS” refers to Smart Health

Monitoring Systems.

Construct: Equity/fairness

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree

4 - Agree

5 - Strongly agree

e | believe that what users receive from using the SHMS is fair with

regard to the profit smart health service providers of the SHMS
receive.
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e | believe that the ratio between what users get out of using the
SHMS and the profit the smart health service providers make is fair.
e | think what the smart health service providers earn with users’
using of this device is fair in comparison to what it offers to users.

® | believe services that the SHMS offers users is commensurate
with what they earn with it.

e | believe the profit that the SHMS makes is fair, given the service
users receive from the SHMS.

How much do you agree with each of the following statements? “SHMS” refers to Smart Health

Monitoring Systems.

Construct: Traceability

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree
4 - Agree

5 - Strongly agree

o | expect the SHMS to help me carefully trace and evaluate my
health condition (e.g., blood glucose).

® | expect traceability of the SHMS gives me quick and easy access
to large and integrated volumes of information | need.

® | expect traceable information the SHMS provides is trustworthy.

How much do you agree with each of the following statements? “SHMS” refers to Smart Health

Monitoring Systems.

Construct: Security

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree
4 - Agree

5 - Strongly agree

e | think the risk of an unauthorised third party overseeing the
SHMS is low.

e | think the risk of abuse of my health information is low when
using the SHMS.

e | think the SHMS is secure in conducting my health information
management.

How much do you agree with each of the following statements? “SHMS” refers to Smart Health
Monitoring Systems.



Construct: Privacy concerns

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree

4 - Agree

5 - Strongly agree

® | am concerned that the information gathered through the SHMS
could be misused.

® | am concerned that the SHMS service providers (e.g., technology
providers) can find my private health information through the
system.

® | am concerned about my captured information through the
SHMS because of what others might do with it.

® | am concerned about my captured information through the
SHMS because it could be used in a way | did not foresee.

How much do you agree with each of the following statements? “SHMS” refers to Smart Health

Monitoring Systems.

Construct: Individual health empowerment — Competence of user
(sub-dimension)

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree

4 - Agree

5 - Strongly agree

® | have mastered the skills necessary for using a SHMS.
® | am self-assured about my capabilities to use a SHMS.
e | am confident about my ability to use a SHMS.

How much do you agree with each of the following statements? “SHMS” refers to Smart Health

Monitoring Systems.

Construct: Individual health empowerment — Meaning of system
usage (sub-dimension)

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree

4 - Agree

5 - Strongly agree

e The SHMS that | may use, would be very important to me in
relation to my personal health goals.

e The SHMS that | may use, would be meaningful to me in relation
to my personal health goals.

® My SHMS activities would be personally meaningful to me in
relation to my personal health goals.
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How much do you agree with each of the following statements? “SHMS” refers to Smart Health

Monitoring Systems.

Construct: Individual health empowerment - Self-determination
of user (sub-dimension)

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree

4 - Agree

5 - Strongly agree

e | think | would have significant autonomy in determining how |
may use the SHMS for setting up my health goals.

e | think | would have considerable opportunity for independence
and freedom in how | may use SHMS for setting up my health goals.
e | think | could decide on my own how to go about using SHMS for
setting up my health goals.

How much do you agree with each of the following statements? “SHMS” refers to Smart Health

Monitoring Systems.

Construct: Individual health empowerment — Impact of system
usage (sub-dimension)

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree

4 - Agree

5 - Strongly agree

e | think if | use a SHMS, my impact on what happens to my health
status would be large.

e | think if | use a SHMS, | would have significant influence over
what happens to my health status.

e | think if  use a SHMS, | would have a great deal of control over
what could happen to my health.

How much do you agree with each of the following statements? “SHMS” refers to Smart Health

Monitoring Systems.

Construct: Community empowerment

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree

4 - Agree

5 - Strongly agree

® | believe the community members should have influence over
decisions that affect the community health.

® | believe the community members should influence decisions that
affect the community’s health status.

e | believe, by working together, people in the community can
influence decisions that affect the community’s health status.
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® | believe people in the community should work together to
influence health-related decisions on the state or national level.
e Overall, | am satisfied with the amount of influence | have over
decisions that affect the community’s health status.

How much do you agree with each of the following statements? “SHMS” refers to Smart Health

Monitoring Systems.

Construct: Trust

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree
4 - Agree

5 - Strongly agree

e | believe the SHMS should operate in a highly reliable manner.

e | believe the SHMS should promote my benefits as well as its own.
e | believe the SHMS does not engage in any kind of exploitive and
damaging behavior to me.

e | feel confident and assured in using the SHMS.

Attention Check 1:

Please read the follow text attentively, as it pertains to an Attention Check. The colour test you are
about to take part in is very simple, when asking for your favourite colour you must select 'Brown'. This
is an Attention Check.

Based on the text you read above, what colour have you been asked to enter?

1) Blue

2) Green

3) Orange

4) Brown

Attention Check 2:

How much do you agree or disagree with the following statement? Please indicate your agreement with
the statement below. This is an Attention Check.

| swim across the Pacific Ocean to get to work every morning.
1) Strongly disagree

2) Disagree

3) Neither agree nor disagree

4) Agree

5) Strongly agree

Marker Variable:

Please be patient and assist us by answering the following set of questions. They refer to your feelings
when watching a good movie. Please answer these questions based on your ‘gut’ feeling. The exact
answer is not important to us — but it is required for statistical calibration of the earlier questions.
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How much do you agree or disagree with each of the following statements about your feelings when

you watch a good movie?

Construct: Fantasy

1 - Strongly disagree

2 - Disagree

3 - Neither agree nor disagree
4 - Agree

5 - Strongly agree

e When | am watching an interesting movie, | imagine how | would
feel if the events in the movie were happening to me.

o | really get involved with the feelings of the characters in a movie.
® | am usually objective when | watch a movie or play, and | don't
often get completely caught up in it.

After seeing a play or movie, | have felt as though | were one of the
characters.

e | daydream and fantasise, with some regularity, about things that
might happen to me.

® Becoming extremely involved in a good movie is somewhat rare
for me.

e When | watch a good movie, | can very easily put myself in the
place of a leading character.

Thank You for Completing Our Survey!
To submit this survey, click the 'Next' button on the bottom right side of your screen.
Your response has been recorded while you click the 'Next' button.

We thank you for your time spent taking this survey.

-End-



