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Abstract

Information security policy (ISP) violations are one of the biggest concerns for all organisations around the
world, resulting in billions of direct and indirect losses, especially in the financial industry. While different
justifications can be made to explain the performance of ISP, the low-level commitment of senior
management and inadequate enforcement mechanisms are regarded as the critical factors leading to ISP
inefficiency and breaches in organisations. The extant literature has argued that senior managers and their
leadership style play a crucial role in enforcing employees’ compliance with ISP. However, previous
research has mostly investigated the behavioural aspects of ISP compliance at the individual level and there
has been a lack of investigation on the effectiveness of ISP from managerial and organisational

perspectives.

Thus, this study investigated the predictors of ISP effectiveness by 1) examining the effect of external
mechanisms on the motivation of senior management commitment and 2) evaluating the influence of
transformational leadership on the enforcement of organisational ISP. Drawing on neo-institutional theory,
this research investigated the influence of external mechanisms — coercive, mimetic, and normative — on
the effectiveness of ISP through the mediator role of senior management participation in ISP. Applying the
transformational leadership framework, this study also evaluated the impact of transformational leadership

on ISP effectiveness through the mediating effect of ISP enforcement.

The proposed research model was implemented using field survey data of 207 professional managers in the
financial sector. Partial least square structural equation modelling (PLS-SEM) was used to test the proposed
hypotheses. The results reported that coercive and mimetic mechanisms positively influence senior
management participation in ISP, which eventually leads to a higher level of ISP effectiveness in an
organisation. It was also found that ISP enforcement mediates the relationship between transformational

leadership and ISP effectiveness in an organisation.

This study provides theoretical and practical contributions. Drawing on neo-institutional theory and the
transformational leadership framework, this research produced an integrated theoretical model to

8



understand ISP effectiveness. Moreover, this study broadens current ISP research from an individual level
to a managerial perspective. The research findings enhance the existing literature of neo-institutional theory
and extend transformational leadership studies in the context of ISP effectiveness within organisations. In
practical terms, this study provides organisations and senior managers with a better understanding of the
influencing factors in the external environment that affect organisational decisions. Organisations might
find it useful to evaluate and take advantage of those mechanisms to motivate the commitment of senior
managers in ISP, which will in turn contribute to ISP management. Furthermore, this study indicates the
importance of senior managers’ leadership skills in promoting ISP enforcement and ISP effectiveness. This
finding might help organisations in examining senior managers’ competency and in constructing a human

resources development plan.



Chapter 1.  Introduction

The introduction of this study contains three parts. The first part highlights the significance of this study
and its motivation to examine the effectiveness of information security policy (ISP) in organisations
generally, and in financial institutions specifically. This section also introduces the literature related to this
study and its application to the research as a whole. The second part presents the objectives of this research

and its research questions, and the third part reviews the research design and contributions of this study.

1.1.  Significance and Motivation of this Research

According to Gartner Research (2020b), the global expenditure on information technology (IT) in 2020
was projected to decline by 5.4% because of the continuing spread of COVID-19. However, it was
estimated to recover and grow by 4% to achieve $3.8 trillion in 2021 (Gartner, 2020b). Despite the
decreasing trend in global IT spending in 2020 due to the pandemic, the global expenditure on IS and risk
management was projected to grow by 2.4% — $123.8 billion — in 2020 (Gartner, 2020a). Worldwide
changes in working conditions did not reduce the importance of IS; instead, they shifted investments in IS
to certain fields such as cloud adoption and remote working technologies (Gartner, 2020a). Information
security (IS) breaches are one of the biggest concerns for all organisations around the world, resulting in
billions of direct and indirect losses (Jang-Jaccard & Nepal, 2014; Lanz & Sussman, 2020; Mihaela, 2020;
Teh et al., 2015). Cybersecurity incidents lead to direct and significant economic losses through operational
disruption, legal expenses relating to customers’ claims, and information theft and sabotage — or indirect
effects leading to a firm’s reduction in value due to private information disclosure (EY, 2020; ISACA,
2019; Steinbart et al., 2018). Regardless of the increasing investment in technological aspects of 1S,
organisations are still facing a growing loss because of the negligence of employees (Chang & Lin, 2007,

Chen et al., 2012; Hassandoust et al., 2020).
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PricewaterhouseCoopers (PwC) reported that in 2020, more than 40% of financial organisations
experienced information-related fraud (PwC, 2020). In 2013 in the United Kingdom, 94% of banks were
influenced by employee-related violations, and more than 50% of IS violations arose from the employee’s
non-compliance (Teh et al., 2015). Thus, due to the intensive amount of sensitive information in the
financial industry, the development and effectiveness of IS are crucial for every financial firm (Teh et al.,

2015; Von Solms, 2001).

Although the importance of IS has been highlighted for several decades, IS violations still occur for several
reasons, including the low-level commitment of the senior management level or the board (Ahmad et al.,
2014; Chang & Ho, 2006; EY, 2020; ISACA, 2019; Von Solms, 2001). Ernst & Young (EY) (2020)
reported that in 2020, 60% of organisations did not have a head of IS position at the executive management
level or the board, thus influencing senior management engagement in IS. The issues do not come from the
senior management’s lack of awareness of IS; rather, they originate from the low level of understanding,
skills, and engagement of high-level executives (EY, 2020). In order to minimise these issues, it is essential
that senior level managers engage in IS-related procedures and policies (Hu et al., 2007; Knapp & Ferrante,
2014; Knapp et al., 2007). Senior management commitment to IS will contribute to ensuring employees’
compliance with information security policy (ISP) by raising employees’ awareness, promoting cooperation
among them, and effectively enforcing policies (Barton et al., 2016; Choi, 2016; Daud et al., 2018; Veiga
& Eloff, 2007). Senior management participation in ISP awareness and policy enforcement programmes
will improve employees’ perception about the benefits and costs of complying and in turn, reduce violating
behaviours, thus advancing IS and effective ISP management (Knapp & Ferrante, 2012; Knapp et al., 2007).
Despite the crucial role of senior managers in ISP effectiveness, there has been inadequate attention paid to
the determining factors motivating senior management involvement in this process (Pham & Hassandoust,
2020). As a result, there is a need to evaluate the influence of external mechanisms on senior management

involvement in ISP and the promotion of ISP effectiveness.
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Empirical evidence suggests that employees usually involve in non-compliance behaviours because of
ineffective security awareness programme or lack of ISP enforcement (Bulgurcu et al., 2010; Herath &
Rao, 2009; Kajtazi et al., 2018). Policy enforcement plays a role of providing employees with an
understanding of ISP benefits or consequences and compelling them to take appropriate actions to comply
with ISP and in turn, reduce the chances of penalties, demotion, and firing (Goo et al., 2014; Knapp &
Ferrante, 2012; Knapp et al., 2007). In the survey of global information security in 2020, EY (2020) reported
that 59% of organisations regarded the relationship between IS and other departments as mistrustful or non-
existent, leading to inconsistency in ISP enforcement and a lower level of employees’ understanding of IS.
This issue also creates confusion and ambiguity in compliance or non-compliance behaviours (EY, 2020;
Mink & Greifeneder, 2010). Thus, organisations should have proactive approaches towards IS by providing
effective and uniform enforcement of ISP to gain employees’ awareness and willingness to participate in
ISP. Such enforcement can also minimise the deviant behaviours of employees and control ISP compliance,

thus driving its efficiency (Knapp & Ferrante, 2012).

Although software can create uniform enforcement of ISP via administrator alerts and reports, the
involvement of leadership is inevitable in organisational ISP compliance (David, 2002; Knapp & Ferrante,
2014; Knapp et al., 2007). Leaders usually act as organisational representatives, and their behaviours affect
organisational behaviours (Gilbert et al., 2011). Their leadership styles improve subordinates understanding
of policies, procedures, and norms, promote affective commitment and reduce organisational deviance
(Jiang et al., 2015; Mostafa & Shen, 2020). Moreover, management’s leadership style also plays an
important role in ISP enforcement by facilitating the ISP implementation, promoting IS best practices and
reducing ISP misuse behaviours inside organisations (Barton et al., 2016; Knapp et al., 2006; Knapp et al.,
2007; Veiga & Eloff, 2007). Organisations need senior managers’ leadership to promote the security
management through appropriate actions such as articulating the vision, objectives, and strategies of the
organisation; communicating and inspiring employees; and governing, enforcing, and maintaining the IS

environment (Daud et al., 2018; Knapp et al., 2006; Veiga & Eloff, 2007). Empirical evidence highlights
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the benefits of transformational leadership on organisational satisfaction and performance as compared to
other leadership styles (Niehoff et al., 1990; Podsakoff et al., 1990; Sosik, 1997). Transformational leaders
can gain followers’ trust and satisfaction through both soft and harsh power bases, leading to employees’
organisational citizenship behaviours going beyond expectations (Pierro et al., 2013; Podsakoff et al.,
1990). Despite the fact that transformational leadership can work as a mechanism to promote organisational
performance (Dvir et al., 2002; Kark et al., 2003; Price & Weiss, 2013), there is inadequate research’s
attention on the relationship between transformational leadership and ISP enforcement. Thus, this study
also argues the importance of examining the influence of transformational leadership on ISP effectiveness

in organisations through the mediating effect of ISP enforcement.

1.2.  Research Objective and Research Questions

Drawing on neo-institutional theory and the transformational leadership framework, this study
investigates and seeks to understand the relationship between senior management participation in
ISP, transformational leadership, ISP enforcement, and organisational ISP effectiveness. Applying
neo-institutional theory (DiMaggio & Powell, 1983), this research investigates the impact of
external mechanisms — coercive, mimetic, and normative mechanisms — on senior management
involvement in ISP and in turn on the effectiveness of ISP in organisations. Further, through
applying a transformational leadership framework (Bass, 1985; Podsakoff et al., 1990), this
research investigates the significance of adopting transformational leadership in helping senior

managers improve ISP effectiveness through the mediator role of ISP enforcement.

Based on these arguments, this research seeks empirical evidence to answer two research

questions:
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Research Question 1: What is the impact of neo-institutional factors on the effectiveness of ISP in

organisations through the mediator role of senior management participation in ISP?

Sub research question 1.1: What is the impact of coercive mechanisms on the effectiveness of

ISP in organisations through the mediator role of senior management participation in ISP?

Sub research question 1.2: What is the impact of mimetic mechanisms on the effectiveness of ISP

in organisations through the mediator role of senior management participation in ISP?

Sub research question 1.3: What is the impact of normative mechanisms on the effectiveness of

ISP in organisations through the mediator role of senior management participation in ISP?

Research Question 2: What is the impact of transformational leadership on the effectiveness of ISP in

organisations through the mediator role of ISP enforcement?

The result can shed light on the critical institutional factors and the crucial transformational leadership

behaviours that significantly affect the effectiveness of ISP.

1.3.  Research Design and Contributions

This study applies a postpositivist philosophical approach and undertook quantitative causal research
utilising an online survey method. All the constructs of this research were multi-item scales adjusted from
established scales of literature with minor adjustments to match with the context of ISP. A seven-point
Likert scale was adopted for all measurement items, ranging from strongly disagree (1) to strongly agree
(7). The online survey was developed on the Qualtrics platform provided by Auckland University of
Technology (AUT). The study incorporated a pre-test, pilot, and main study, collecting data from managers
who are aware or in charge of ISP inside their organisations within the financial sector in Vietnam. Partial
least square- sequential equation modelling (PLS-SEM) was employed for data analysis and conducted on
Smart PLS 3.0. The results of this study illustrate that all the hypotheses are supported except Hypothesis

3 regarding the impact of normative mechanisms on senior management participation in ISP and Hypothesis
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7 regarding the moderator role of the security, education, training awareness (SETA) programme on the
relationship between ISP enforcement and effectiveness in organisations. The research findings are
explained based on the current literature, which leads to a discussion on the theoretical and practical

contributions in the IS field.

This research aims to provide both theoretical and practical contributions. Theoretically, this research
presents an integrated model for evaluating the important factors related to ISP effectiveness and extends
the IS research that has mainly conducted at the individual level (e.g., employees’ compliance) and has not
fully investigated the managerial and organisational perspectives. In terms of practice, the results give
managers an overall interpretation of critical factors, including external and internal factors that might
impact an organisation’s ISP. The research findings also support managers to better understand the
influencing external factors and the key transformational leadership factors that may significantly influence
ISP effectiveness. Thus, the research provides organisations an effective strategy for evaluating ISP

performance as well as improve IS management.
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Chapter 2. Literature Review

Drawing on neo-institutional theory and the transformational leadership framework, this study aims to
evaluate the impact of external mechanisms and transformational leadership behaviours on ISP
effectiveness in organisations. This chapter discusses about ISP literature, neo-institutional theory, and the
transformational leadership framework in order to provide foundational knowledge to inform this study.
This chapter is organised as follows: the first section outlines the extent of the literature on IS management
and ISP. Then, conceptual and empirical studies on ISP effectiveness are discussed in the second section.
The third section reports the theoretical lenses of neo-institutional theory and transformational leadership,

their definitions, and their roles in the effectiveness of organisational ISP.

2.1. IS Management and ISP

The following sections present a discussion on IS management and senior management support for ISP.

The conceptual and empirical studies of ISP effectiveness are also elaborated in this section.

2.1.1. 1S Management

IS has been investigated through different aspects such as IS planning and system risk management, the
development and economical values of ISP, and ISP effectiveness (Bulgurcu et al., 2010; Gordon & Loeb,
2002; Hsu et al., 2015; Kankanhalli et al., 2003; Knapp et al., 2007; Straub Jr, 1990). The term IS is defined
as the procedures and systems applied to prevent sabotage of organisational information such as access by
unauthorised parties or information disclosure and destruction (Hill & Pemberton, 1995). IS management
refers to assuring the security of information by effectively managing the IS risks, threats and vulnerabilities
(Kritzinger & Smith, 2008). Additionally, previous studies emphasised that IS management is not a one-
time activity; instead, an organisation should focus on developing and maintaining IS throughout the

lifecycle of the organisation’s operational duration (Hill & Pemberton, 1995; Kritzinger & Smith, 2008).
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IS management include not only technical components like technology protection and operations but also
strategic component made up of leadership and governance; managerial and operational components
including security management and organisation, IS policies, IS program management, and user security
management (Veiga & Eloff, 2007). Rather than just setting up technical components, the balance between
technical and non-technical, such as policies, processes, procedures, standards and people, is necessary and
important (Dey, 2007; Kritzinger & Smith, 2008).Efficient IS strategies aligned with an organisation’s
business strategies can protect and preserve the company data from external and internal threats, maintain
organisation’s information, and increase economic wealth (Jang-Jaccard & Nepal, 2014; McFadzean et al.,
2006; Teh et al., 2015). However, investments in the technological features of IS are often inadequate and
it is suggested that organisations thoroughly assess their IS management and apply a comprehensive 1S
strategy in both technological and managerial contexts (Chang & Lin, 2007; Chen et al., 2012; McFadzean
et al., 2006; Seeholzer, 2012; Teh et al., 2015). Various theories and frameworks have been applied in IS
studies and have been shown to have significant contributions in explaining the effectiveness of IS
management. Organisations can apply the general deterrence theory in setting up disincentives, policies,
and sanctions (Kankanhalli et al., 2003; Knapp et al., 2007), adopt the theory of planned behaviour in
designing security education, training, and awareness (SETA) programmes that emphasise outcome beliefs
(Bulgurcu et al., 2010), or administer institutional theory in motivating senior management to participate
in IS management (Barton et al., 2016; Hu et al., 2007). Therefore, maintaining diversity in the selection of
IS management instruments is concluded to be valuable in strengthening IS management (Chen et al., 2011,

Kankanhalli et al., 2003; McFadzean et al., 2006).

2.1.2. Senior Management Support for ISP

In IS research, the importance of senior management’s role in achieving organisational goals has been
substantially investigated — for example, in terms of raising employees’ awareness, promoting cooperation

among employees, and creating effective enforcement policies to maintain employee compliance (Daud et
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al., 2018; Hu et al., 2012; Veiga & Eloff, 2007; VVon Solms, 2001). For many decades, support from senior
managers has been perceived as an essential and necessary factor in security management (Knapp et al.,
2007). Senior management support can be described as the extent that top management evaluates the
significance of IS functions and the intensity of their actual involvement in supporting 1S goals and
priorities (Knapp et al., 2007). Empirical research suggests that breaches and violations in IS originate from
the inefficiency of ISP development and enforcement, and also from the lack of commitment and
involvement of senior managers (Ahmad et al., 2014; Bulgurcu et al., 2010; Chang & Ho, 2006; EY, 2020;
ISACA, 2019; Kajtazi et al., 2018; Von Solms, 2001). ISP refers to procedures and policies that are
designed to prevent both intended and unintended actions that might harm the digital assets of organisations
including stealing organisational data — for example, confidential customer data, company data, and
stakeholders’ data — or attacking, sabotaging, and damaging the internal or external network and the
organisational information system (Infosys) (Hu et al., 2012). Moreover, ISP enforcement refers to the

punishment or sanctioning of ISP violations (Knapp et al., 2006; Knapp et al., 2007).

With effective ISP development and enforcement, managers can optimise the information preservation
process and improve the effectiveness of ISP (Knapp & Ferrante, 2012; Knapp et al., 2006). Extant literature
suggests four actions to promote IS effectiveness. First, senior managers should develop and install policies
related to IS in an organisation. Second, management should ensure employees are notified and educated,
especially about the punishments for violations. Third, managers should adopt monitoring tools to enforce
these policies and deter potential breaches in the future. Finally, management should continuously control,
evaluate, and modify preventive mechanisms to minimise the chance of an IS incident occurring (Knapp et
al., 2007; Straub Jr, 1990). Thus, in a recent study, Knapp et al. (2007) highlighted the importance of senior
management support in IS effectiveness through the mediator role of end-user training, IS culture, and the
relevance and enforcement of ISP in organisations. Furthermore, previous studies in 1S have confirmed the
role of senior management commitment in developing ISP strategy, controlling ISP enforcement, and

accomplishing successful IS management and ISP effectiveness (Barton et al., 2016; Bulgurcu et al., 2010;
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Choi, 2016; Hsu et al., 2015; Hu et al., 2012; Hu et al., 2007; Kankanhalli et al., 2003; McFadzean et al.,

2006).

Early research of Jarvenpaa and Ives (1991) separated senior management support into two streams:
involvement and participation. Involvement refers to the psychological states of executives while
participation is actual behaviours, including planning, developing, and implementing IT strategies.
Although both involvement and participation benefit IT management, Jarvenpaa and lves (1991) maintain
that the involvement of senior management is more strongly associated with the success of IT management
rather than personal participation. Senior management does not have enough time or expertise to deeply
participate in actual activities. If senior management spent more time on activities such as developing and
evaluating strategies and programmes; communicating, inspiring, and articulating a vision to all employees;
and establishing effective controls and enforcing them, IS management would greatly improve (Barton et

al., 2016; Choi, 2016; Hu et al., 2012; Jarvenpaa & Ives, 1991).

Employees’ actions are shaped by their cognitive beliefs, which are significantly influenced by the
recognised behaviours of senior management (Bulgurcu et al., 2010; Hu et al., 2012; Jarvenpaa & lves,
1991). Through actual actions such as championing, committing, and involving employees in ISP, senior
managers could help develop employees’ cognitive beliefs and create a fair environment that motivates
employees to follow the rules and understand the risk and seriousness of non-compliance activities (Hu et

al., 2012), eventually achieving an adequate level of ISP in an organisation.

2.1.3. ISP Effectiveness: Conceptual and Empirical Studies

Previous research has examined ISP effectiveness from both conceptual and empirical aspects based on a
variety of theories, including general deterrence theory (D’Arcy et al., 2009; Kankanhalli et al., 2003;
Knapp et al., 2007; Mishra et al., 2014; Straub Jr, 1990), criminological theory (Beebe & Rao, 2005; Hu et

al., 2012), the theory of planned behaviour (Bulgurcu et al., 2010; Hu et al., 2012), social control theory
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(Hsu et al., 2015), and institutional theory (Barton et al., 2016; Hu et al., 2007). Early IS research found
that security measures used to achieve effective IS contained deterrents, preventives, motivational factors,
and environmental factors (Straub Jr, 1990). IS effectiveness could be ensured with sufficient deterrents
and preventives — guidelines and policies that discouraged, deterred, and reduced misuse behaviours — or
with an effective environment that provided correct privileges and ensured the high visibility of security

administrators (Straub Jr, 1990).

Conceptual studies have adopted general deterrence theory in IS research, utilising disincentives against
committing criminal acts (Blumstein, 1978). Disincentives are divided into two aspects: the certainty of
sanctions and the severity of sanctions, which both focus on punishment and deterring anti-social acts
(Kankanhalli et al., 2003; Straub Jr, 1990). Empirical studies on IS management are generally classified
into two streams: (1) research on IS effectiveness via employees’ commitment to ISP and (2) research on
IS effectiveness via ISP development. The first stream of research seeks to identify the behaviours and the
origin of those behaviours in regard to ISP (Bulgurcu et al., 2010; Herath & Rao, 2009; Ifinedo, 2012;
Puhakainen & Siponen, 2010; Vance et al., 2012). This approach evaluates employees’ compliance with
ISP via deterrence theory, protection motivation theory, planned behaviour theory, and rational choice
theory and indicates that employees’ actions are significantly influenced by factors such as intrinsic and
extrinsic motivation (Bulgurcu et al., 2010; Herath & Rao, 2009), coping appraisals such as self-efficacy,
and threat appraisals such as deterrent severity and rewards (Bulgurcu et al., 2010; Ifinedo, 2012; Vance et
al., 2012). It has been found that employee’s intentions are influenced by attitude (determined by the benefit
of compliance, cost of compliance, and cost of non-compliance), outcome belief (determined by intrinsic
benefit, intrinsic cost, rewards, and sanctions), and self-efficacy. Furthermore, the first approach aims to
develop employees’ commitment to ISP through the SETA programme, which includes education, training,
and coaching; deterrence and enforcement such as formal or informal sanctions; and fear appeals. All these
approaches together significantly impact employees’ compliance and enhance organisational security

culture (D’ Arcy et al., 2009; Herath & Rao, 2009; Ifinedo, 2012).
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In the second stream of IS management research, studies have conceptualised institutional theory,
leadership theory, and the system risk management framework in IS research to measure IS effectiveness
and explore the critical and inevitable factors that promote organisational ISP (Chang & Ho, 2006; Choi,
2016; Kankanhalli et al., 2003; Knapp & Ferrante, 2014; Knapp et al., 2007; Moon et al., 2018). Studies
have illustrated that ISP effectiveness is significantly influenced by ISP awareness, relevance and
enforcement, internal audit, top management support, leadership, and other organisational factors (IT
competence, organisational size, industry type, environmental uncertainty). For example, top management
support has been found to positively influence the effectiveness of ISP (Kankanhalli et al., 2003; Knapp &
Ferrante, 2014; Knapp et al., 2007; Steinbart et al., 2018). Moreover, empirical studies with a technical lens
have adapted the system risk management framework and concluded that system auditing significantly
affects the effectiveness of IS management (Mishra et al., 2014; Steinbart et al., 2018). Since this study

aims to understand IS effectiveness through ISP development, it focuses on the second stream approach.

Findings from extant literature have reported positive, negative, and non-significant correlations between
predictive factors and ISP effectiveness. For instance, studies have illustrated that organisational factors
such as organisational support, IT competence, organisational size, and industry type have a positive and
significant impact on IS management. Furthermore, management mechanisms such as the IS reporting
structure, system auditing, workgroup collective administration, knowledge coordination, and the SETA
programme have been found to significantly influence IS effectiveness. On the other hand, the role of
deterrent severity on ISP effectiveness has been reported as not significant (Kankanhalli et al., 2003).
Nevertheless, Beebe and Rao (2005) found that the perceived net benefit of crimes has a negative and
significant influence on Infosys security effectiveness. In other words, if employees perceive the costs of

non-compliance as higher than the benefits, they tend to comply with ISP.

There are several theoretical foundations used in previous ISP effectiveness studies, including deterrent
theory, social alignment theory, integrated knowledge theory, behavioural theory, social control theory, and

institutional theory, as well as frameworks/models such as the input-process-output framework, task
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interdependence, risk management, and IS management standards. Most theories are related to employees’
behaviours and the mechanisms utilised to govern employees’ compliance. Based on the literature review
of ISP effectiveness studies, there are numbers of variables that can assist future studies in determining the
research gap and formulating a theory. Although the role of senior management has been found to
significantly influence ISP effectiveness, there is a gap in previous studies regarding the factors that can
promote senior management involvement in ISP. A summary of previous ISP effectiveness studies is shown

in Table 2.1.
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Table 2.1

Summary of ISP Effectiveness Studies

Authors/ | Determinant Dependent Theoretical Method Country/ Main findings
Year factors variable foundation Region
(influencing
factors)
Yoo etal. | Individual Self- Workgroup Input-Process- | Quantitative: | South Korea Positively significant mediator role of
(2020) Efficacy (ISE), Information Output 1.Field survey WCE and SKC on the relationship
Workgroup Security Framework 2. Secondary between ISE and WISE.
Collective Efficacy | Effectiveness data Positively significant positive
(WCE), and Security | (WISE) relationship between WCE and WISE.
Knowledge Positively significant relationship
Coordination (SKC) between SKC and WISE.
Moon et | Integrated Infosys security | Relational Quantitative: | South Korea Positively significant relationship
al. (2018) | knowledge effectiveness leadership Survey between integrated knowledge and
theory, social research Infosys security effectiveness.
alignment
theory, and
integrated
knowledge
theory
Steinbart | IS reporting IS effectiveness | System risk Quantitative: | United States Positively significant relationship
etal. structure, Internal management Survey between IS reporting structure, internal
(2018) audit, Top research audit, top management support, and 1S
management support effectiveness.
Choi Relevance of ISP Infosys Transformation | Quantitative: | South Korea Positively significant relationship
(2016) and Enforcement of | Security al leadership Survey between Relevance of ISP and Infosys
ISP Effectiveness framework, research Security Effectiveness.
deterrence Positively significant relationship
theory between Enforcement of ISP and Infosys
Security Effectiveness.

23




Hsu etal. | Extra-role ISP Behavioural Quantitative: | Taiwan Positively significant relationship
(2015) behaviours, and In- | effectiveness theory, social Survey between extra-role and in-role behaviours
role behaviours. control theory, | research on the effectiveness of ISP.
and deterrence
theory
Knapp Top management IS programme | Task Quantitative: | United States Positively significant mediator role of
and support, Awareness | effectiveness interdependenc | Survey and Canada security culture on the relationship
Ferrante | and training support, e, and research between predictors and ISP effectiveness
(2014) and Security culture institutional under low task interdependence
theory on ISP environment.
Insignificant mediator role of security
culture on the relationship between
predictors and ISP effectiveness under
high task interdependence environment.
Mishra et | Deterrent practices, | Security Deterrence Quantitative: | United States Positively significant relationship
al. (2014) | ISP clarity, and effectiveness theory, system | Survey between ISP clarity, system auditing, and
System auditing risk research ISP effectiveness.
management
Tuand Organisational IS management | Critical Systematic - Positively significant relationship
Yuan support, performance success factor | literature between indicated factors and 1S
(2014) Organisational of IS review management performance.
awareness, and management
Security controls
development
Knapp ISP management, IS programme | Deterrence Quantitative: | United States Positively significant relationship
and including ISP effectiveness theory Survey between ISP management and ISP
Ferrante | awareness, ISP research effectiveness.
(2012) enforcement, ISP
maintenance
Hagen et | IS measures IS effectiveness | Interrelated Quantitative: | Norwegian Positively inverse relationship between
al. (2008) | including ISP, perspectives on | Survey implementation of IS measures and the
procedures and the research effectiveness of organisational IS.

control, tools and
methods, awareness
creation

effectiveness
of IS measures
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Knapp et | Top management Security Deterrence Quantitative: | Fourteen Positively significant mediator role of
al. (2007) | support, User training, | effectiveness | theory Survey countries: e.g., | user training, security culture, policy
Security culture, Policy research United States, | relevance, policy enforcement on the
relevance, Policy Canada, relationship between top management
enforcement United support and security culture.
Kingdom
Chang IT Competence, IS IS Quantitative: | Taiwan Positively significant relationship
and Ho Environmental management | management | Survey between all organisational factors and the
(2006) uncertainty, Industry effectiveness | standards research effectiveness of IS management.
type, and Organisation BS7799
size.
Beebe Perceived Net Benefits | Infosys Criminologica | Qualitative: - Negative relationship between perceived
and Rao | of Crime. security | theory conceptual net benefits of crime and Infosys security
(2005) effectiveness analysis effectiveness.
Kankanha | Deterrent efforts, Infosys Deterrence Quantitative: | Singapore Positively significant relationship
lli etal. Deterrent severity, and | security theory Survey between deterrent efforts, preventive
(2003) Preventive efforts effectiveness research efforts, and Infosys security

effectiveness.

Insignificant relationship between
deterrent severity and Infosys security
effectiveness.

25




2.2.  Theoretical Lenses: Neo-institutional Theory and Transformational

Leadership

This study adopts neo-institutional theory and the transformational leadership framework to better
explain the interconnection and role of senior management involvement and ISP enforcement in
improving ISP effectiveness in organisations. The neo-institutional and transformational

leadership framework are explained in the following sections.

2.2.1. Neo-institutional Theory: Definitions and Mechanisms

Institutional theory has contributed significantly in explaining the importance of institutional
environments in organisational decisions, actions, and structures (Mizruchi & Fein, 1999;
Suddaby, 2010; Teo et al., 2003; Zucker, 1987). Institution was conceptualised as a system of
regulative and constitutive rules that form collective beliefs and understanding of groups (Searle,
1995, 2005); a structure of social rules that regulate social interactions (Hodgson, 2006); or a
group of actions and means of actions that are constituted by social norms and rules (Tolbert &
Zucker, 1996; Weber et al., 1947). Moreover, North (1991) argued that the roles of institutions
are forming as well as formally or informally enforcing the rules of the game, while organisations
are the players in that game. Organisational studies indicated that rationalised system build up
by social norms and organisational structures and goals were shaped by external audiences and
stakeholders (Meyer & Rowan, 1977). In a study on institutional theory, DiMaggio and Powell
(1983) explain that “the diversity of organisational forms is isomorphic to environmental
diversity” (DiMaggio & Powell, 1983, p. 149). Due to the scarcity of not only resources and
customers but also political power and institutional legitimacy, neo-institutional theory postulates
that organisations confront external pressures that enforce them to comply with shared norms of
appropriate actions if they want to possess social and economic fitness (DiMaggio & Powell,
1983). In other words, firms are affected by elements in the environment and tend to modify
themselves according to those elements to survive or succeed (Hu et al., 2007; Meyer & Rowan,

1977).
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Neo-institutional theory contains three institutional isomorphisms: coercive, mimetic, and
normative isomorphisms, described as external mechanisms that influence the rationality in an
organisation (DiMaggio & Powell, 1983; Hu et al., 2007; Meyer & Rowan, 1977). Coercive
isomorphisms are both formal and informal pressure from other organisations such as regulation
from local government or other professional organisations and networks in the industry
(DiMaggio & Powell, 1983). Coercive pressures come from different sources such as
governmental regulation, professional associations, parent corporations, or the competitive
requirements of the market (DiMaggio & Powell, 1983; Teo et al., 2003; Zucker, 1987). Mimetic
isomorphisms refer to “a powerful force that encourages imitation” (DiMaggio & Powell, 1983,
p. 151). Mimetic mechanisms manipulate firms to intentionally or unintentionally imitate the
actions of other associations perceived to be successful (Guler et al., 2002). In some specific
conditions such as poor technology, ambiguous objectives, or a fluctuating and uncertain
environment, imitating other external organisations may help them survive with little expense
(DiMaggio & Powell, 1983). Normative isomorphisms refer to professionalisation in which a
group of members collectively form a cognitive base (DiMaggio & Powell, 1983). Additionally,
they are the standards and norms created by different groups which others are forced to follow.
Formal education and professional training can work as normative isomorphisms to form an
organisational norm. By gathering together similar groups of employees within an organisation,
variations and differences in organisational behaviour can be overridden by the same inclinations,
tendencies, and stance of these groups (DiMaggio & Powell, 1983). Neo-institutional theory has
been popularly and frequently adopted in organisational research to study the external pressures
on organisational behaviours (Hassandoust et al., 2020; Liang et al., 2007; Mizruchi & Fein, 1999;

Suddaby, 2010).

2.2.2. Senior Management and Neo-institutional Theory in ISP

Senior management commitment helps ensure employees’ compliance with ISP by raising their
awareness, promoting cooperation among employees, and having effective enforcement policies

(Daud et al., 2018; Kankanhalli et al., 2003; Knapp et al., 2006; Veiga & Eloff, 2007; Wall et al.,
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2013). The competence of management level in all departments ranging from IS to non-IS
managers plays a crucial role in ISP effectiveness by developing and articulating vision, training
and coaching employees on new policies, communicating and motivating commitment, and
deterring and punishing behavioural misconduct. Most ISP issues arise from the low-level
commitment of all senior management rather than from IS managers alone (Ahmad et al., 2014;

Barton et al., 2016; Chang & Ho, 2006; Choi, 2016; Von Solms, 2001).

Senior management committees play the role of middleman in transforming external pressures
into organisational objectives and actions based on their assumptions
and acceptance of perceived behaviours (Liang et al., 2007). By modifying organisational
visions, strategies, values, and culture through procedures, policies, regulations, and sanctions,
senior managers effectively develop new ISP that can adapt to the new requirements of the market
(Hu et al., 2007). Despite the importance of the senior management level in ISP effectiveness,
there has been inadequate attention paid to the factors determining senior management
involvement in this process (Johnson, 2009). Johnson (2009) conducted exploratory research that
demonstrated critical mechanisms classified as internal and external can motivate the involvement
of senior management. However, although both external and internal pressures significantly
influence ISP, external influences have been found to be a critical and dominant factor affecting
the mediator role of senior management in IS management (Hsu et al., 2015; Hu et al., 2007;
Johnson, 2009). As a result, there is a need to investigate the effect of external factors on senior

management in motivating them to participate in and promote ISP effectiveness.

Neo-institutional theory has significantly contributed to an understanding of the importance of
external mechanisms in organisational decisions, actions, and structures (Mizruchi & Fein, 1999;
Suddaby, 2010; Teo et al., 2003; Zucker, 1987). These mechanisms have been confirmed to
significantly impact organisational behaviours in different areas of research. For instance,
mimetic mechanisms significantly influence website adoption (Flanagin, 2000), IT adoption
(Tingling & Parent, 2002), electronic data interchange adoption (Teo et al., 2003), and IT
investment decisions (Hu & Quan, 2006). Moreover, Liang and colleagues (2007) determined

that coercive and mimetic mechanisms have a significantly positive effect on ERP assimilation,
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while Hu and colleagues (2007) demonstrated the contributions of coercive and normative forces
on organisational ISP and IS practices. A study by Barton and colleagues (2016) reinforced the
finding of Liang and colleagues (2007) that mimetic influences significantly impact senior
management beliefs and participation in Infosys security, while Lee and Larsen (2009) found that
all three mechanisms influence senior management commitment. Hence, to investigate the
relationship between external influences and their impact on the effectiveness of ISP, this study
adopts the theory of neo-institutional factors to explain the motivation of senior management in

promoting ISP effectiveness.

2.2.3. Transformational Leadership: Definitions and Elements

Over recent decades, leadership traits and effectiveness have gained a great deal of attention in
international academic research (Bass, 1985; Bass & Avolio, 1990; Burns, 1978;
Nanjundeswaraswamy & Swamy, 2014; Piccolo & Colquitt, 2006). In 1978, Burns (1978)
developed the concepts of transactional leadership and transformational leadership, while
emphasising the distinction between these two leadership styles (Kevin et al., 2000).
Transactional leadership focus on increasing employee collaboration by creating exchanges
between leaders and followers. Transactional leaders monitor those exchanges using the “carrot
and stick” approach — rewards for good performers and punishment for bad performers. On the
other hand, transformational leaders achieve employee cooperation through persuasion,
motivation, and inspiration, resulting in trust and respect (Bass, 1985, 1990; Bass & Avolio, 1990;
Burns, 1978; Judge & Bono, 2000). Transformational leaders encourage followers to develop
beyond their immediate self-interests. They raise employees’ awareness of stakeholders’ interests
and well-being as well as organisational and social wealth while pushing them to move from
“concerns for existence to concerns for achievement, growth and development” (Bass & Avolio,

1990, p. 22).

However, there also exists complementary integration between those two leadership styles, in that
transformational leadership might be ineffective without the existence of transactional leadership

(Bass, 1985; Judge & Piccol, 2004; Kevin et al., 2000). Successful transformational leaders might
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need to inflate transactional leadership traits in an appropriate context to boost the performance
of subordinates while still supporting individual needs and self-interests (Kevin et al., 2000).
Transformational leadership contains four elements: inspirational motivation, idealised influence,
individualised consideration, and intellectual stimulation (Bass, 1985). Inspirational motivation
refers to the behaviour of articulating an attractive vision, using emotional arguments and
demonstrating optimism and enthusiasm to followers. Idealised influence requires leaders to be
role models in order to gain trust, respect, and confidence from followers. Individualised
consideration refers to the concentration and attention of leaders on the individual needs of
followers. Leaders provide additional support, encouragement, training and coaching facilities to
followers to promote their development and raise their confidence to take more responsibility.
Intellectual stimulation focuses on followers’ creativity by encouraging innovative perspectives
on old problems, challenging followers’ status quo, raising their awareness of issues, and
improving problem-solving skills (Bass & Avolio, 1990; Judge & Bono, 2000; Kark et al., 2003).
Breaking down those elements into specific behaviours, Podsakoff et al. (1990) outline six critical
transformational leadership behaviours: identifying and articulating a vision, providing an
appropriate model, fostering the acceptance of group goals, presenting high performance
expectations, and providing individualised support and intellectual stimulation. For instance,
inspirational motivation can be illustrated by developing, articulating, and inspiring a vision
within an organisation. Idealised influence is demonstrated by providing an appropriate model for
employees to follow, promoting commitment and fostering the acceptance of group goals, and
fostering the belief and trust shown by followers. The transformational leadership framework has
drawn a great deal of attention in organisational research and has been applied as the main
framework in leadership research (Avolio, 2004; Lowe & Gardner, 2000). A summary of six

transformational leadership behaviours is presented in Table 2.2.
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Table 2.2

Transformational Leadership Behaviours

Items Definition/ Explanation

Identifying and The “behaviour on the part of the leader aimed at identifying

Articulating a new opportunities for his or her unit/division/company, and

Vision developing, articulating, and inspiring others with his or her
vision of the future” (Podsakoff et al., 1990, p. 112).

Providing an The “behaviour on the part of the leader that sets an example

Appropriate Model | for employees to follow that is consistent with the values the
leader espouses” (Podsakoff et al., 1990, p. 112).

Fostering the The “behaviour on the part of the leader aimed at promoting

Acceptance of cooperation among employees and getting them to work

Group Goals together toward a common goal” (Podsakoff et al., 1990, p.
112).

High Performance | The “behaviour that demonstrates the leader’s expectation for

Expectations excellence, quality, and/or high performance on the part of
followers” (Podsakoff et al., 1990, p. 112).

Providing The “behaviour on the part of the leader that indicates that

Individualised he/she respects followers and is concerned about their personal

Support feelings and needs” (Podsakoff et al., 1990, p. 112).

Intellectual The “behaviour on the part of the leader that challenges

Stimulation followers to re-examine some of their assumptions about their
work and rethink how it can be performed” (Podsakoff et al.,
1990, p. 112).

2.2.4. Role of Transformational Leadership in Organisations

With effective leadership mechanisms, senior managers can enhance ISP effectiveness and
maintain employees’ compliance through sufficient awareness, training, and enforcement (Daud
etal., 2018; Knapp et al., 2006; Veiga & Eloff, 2007). However, senior managers do not have any
of the direct influence, control, or interaction needed to develop, monitor, and punish all
employees that require appropriate leadership to effectively improve 1S management (Choi,
2016). As a result of both direct and indirect interaction between leaders and followers,
transformational leadership behaviours are correlated with organisational management
effectiveness and high employee performance (Dvir et al., 2002; Judge & Piccol, 2004; Kark et
al., 2003; Lowe et al., 1996; Podsakoff et al., 1990; Price & Weiss, 2013). Transformational

leadership has been recognised by various evaluations — including financial indicators and
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performance ranking — to be more effective and efficient than transactional leadership (Bass,
1985, 1990; Judge & Piccol, 2004). Specifically, performance evaluations take into consideration
the recognition, commitment, and satisfaction of employees, the trust and belief in the leaders,
and the status-quo of followers (Bass et al., 2003; Piccolo & Colquitt, 2006; Walumbwa et al.,

2008).

Moving from transactional to transformational leadership, new leadership theory focuses on the
interactions between leaders and followers (Jansen et al., 2009). Transformational leadership
enhances the relationship between leaders and followers, thereby increasing follower
commitment and collective goals achievement, while also preventing counterproductive activities
(Kahai et al., 2003). In particular, transformational leaders with soft power bases — “expert,
referent, informational power, and legitimacy of dependence” — rather than harsh power bases —
“coercion, reward, legitimacy of position, equity, and reciprocity” — elicit significant positive
organisational commitment (Pierro et al., 2013, p. 1124). Although several studies have
emphasised the importance of employees’ commitment to IS management (Bulgurcu et al., 2010;
D’Arcy et al., 2009; Herath & Rao, 2009; Puhakainen & Siponen, 2010; Vance et al., 2012), there
is a limited number of studies on the contribution of transformational leadership to effective ISP.
Thus, this study adopts the transformational leadership framework to explore how
transformational leadership can improve ISP effectiveness through the mediating role of ISP

awareness and enforcement.
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Chapter 3.  Theoretical Framework and Hypotheses

This chapter aims to develop a conceptual model to evaluate the influence of external mechanisms
and transformational leadership behaviours on ISP effectiveness. In the following section, the
neo-institutional theory and transformational leadership framework are integrated to
conceptualise the research model and interpret the relationships between the constructs of the

model. Then, the researched hypotheses are constituted and discussed.

3.1. Theoretical Framework

3.1.1. Neo-institutional Theory and ISP Effectiveness

Institutions are defined as the structures of both formal and informal rules that enforce social
behaviours (Scott, 2001). Institutional theory explained the role of organisations as the players
that are governed and controlled by the set of rules created by institutions (North, 1991).
Institutional theory was adopted in different areas of research such as sociology, politics,
economics, businesses and organisational analysis (Bjorck, 2004). In other disciplines such as
organisational security, institutional theory can be served as an effective tool to analyse IS issues
due to its capabilities of explaining the environment consists of social and cultural factors (Bjorck,

2004). Thus, this study applied the institutional theory in studying organisational security.

Neo-institutional theory has contributed a significant explanation for the impact of external forces
on organisational decisions and strategies (Mizruchi & Fein, 1999). Based on neo-institutional
theory, organisations tend to modify their businesses based on the external environment factors
to survive and succeed in the market (DiMaggio & Powell, 1983; Meyer & Rowan, 1977).
Nevertheless, external pressures cannot directly influence organisational behaviours without
involving the role of human agents inside organisations, that is, senior managers (Liang et al.,
2007). Neo-institutional theory emphasises that adjustments in the structure and behaviours of
organisations are stimulated by the requirement for organisational legitimacy instead of by the
competitive and desirable drive for organisational efficiency (Liang et al., 2007). The need for
organisational legitimacy means that organisations seek to make themselves similar to other

organisations rather than to be seen as more efficient or effective. Previous research has suggested
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that institutional modifications can also be interpreted by the cultural factors within the

environment organisations operate in (Suddaby, 2010).

DiMaggio and Powell (1983) developed constructs of neo-institutional theory, including coercive,
mimetic, and normative mechanisms that represent the external factors that drive organisational
changes and organisational strategy. Coercive isomorphisms refer to both formal and informal
forces from governmental regulations, professional associations, and the competitive
requirements of the market (DiMaggio & Powell, 1983; Teo et al., 2003; Zucker, 1987). Mimetic
mechanisms refer to mimicking the actions of firms to resolve conditions of uncertainty.
Normative isomorphisms refer to a collective form of a cognitive base or standards established

by organisational groups (DiMaggio & Powell, 1983; Guler et al., 2002).

Neo-institutional theory has been applied to explain the assimilation of different fields of Infosys
research ranging from IT adoption to IT investment decisions (Hu & Quan, 2006; Liang et al.,
2007; Mizruchi & Fein, 1999; Suddaby, 2010; Teo et al., 2003; Tingling & Parent, 2002; Zucker,
1987). External pressures — coercive, mimetic, and normative mechanisms — have been employed
as predictor constructs of organisational assimilation through the mediator role of top
management beliefs and participation. For example, Liang et al. (2007) revealed external forces
could directly influence the assimilation of the ERP system or indirectly through the mediator
role of top management beliefs and participation. In the context of IS, Hu and colleagues (2007)
highlight the impact of coercive and normative forces on the assimilation of organisational ISP
and IS practices. In a recent study, Hassandoust and colleagues (2020) investigated the role of
normative, mimetic, and coercive forces in explaining organisational security compliance and
security culture mediated by top management beliefs and the IS knowledge sharing within
organisations. Thus, as a result of applying neo-institutional theory in the context of ISP, this

study adopted neo-institutional mechanism constructs to explain ISP effectiveness.

3.1.2. Transformational Leadership Framework and ISP Effectiveness

Transformational leadership has gained a lot of attention in organisational research as a way of
improving organisational performance and enhancing employees’ commitment and compliance
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(Dvir et al., 2002; Kark et al., 2003; Price & Weiss, 2013). Transformational leadership is the
mechanism through which to motivate followers to achieve beyond expectations while still
engaging in a strong emotional connection between leaders and followers (Bass, 1990).
Moreover, transformational leadership as a predictor significantly improves leadership
effectiveness and organisational outcomes (Judge & Piccol, 2004). Transformational leadership
might directly impact organisational citizenship behaviours, which are the voluntary
commitments of employees to organisational goals, or indirectly through its effects on mediators
such as followers’ trust and satisfaction, encouraging them to take on more extra-role behaviours
(Podsakoff et al., 1990). Podsakoff et al. (1990) identify six transformational leadership
behaviours: articulating a vision, providing an appropriate model, fostering the acceptance of
group goals, expressing high performance expectations, providing individualised support, and
providing intellectual stimulation. Leaders can gain followers’ trust and respect through these
transformational leadership behaviours and promote and nurture employees’ organisational
citizenship conduct, such as going beyond the minimum requirements, taking more responsibility,
and preventing problems from occurring (Podsakoff et al., 1990). In the context of IS, Choi (2016)
indicates that transformational leadership elements, such as idealised influence, individualised
consideration, and inspirational motivation, act as a mechanism to promote Infosys security
effectiveness. Thus, emerging from these arguments, this study applies the transformational
leadership framework to evaluate the role of transformational leadership behaviours in ISP

effectiveness.

3.2. Research Model and Hypotheses

Drawing on the neo-institutional theory and transformational leadership model, this study
discusses the hypothesised relationship between external mechanisms, transformational
leadership behaviours, ISP enforcement, senior management participation in ISP, and ISP

effectiveness.
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3.2.1. Research Model

Based on the previous theoretical review, this study proposes a research model in which neo-
institutional mechanisms and transformational leadership behaviours are modelled as the
antecedents of senior management participation in ISP and ISP enforcement, respectively.
Moreover, the influence of senior management participation in ISP and ISP enforcement on ISP
effectiveness is examined. This study also evaluates the moderating effect of the SETA
programme on the relationship between ISP enforcement and ISP effectiveness. Three control
variables (i.e., job tenure and certification of senior managers, and training or educations provided
for senior managers) identified in the theoretical framework are included in the research model,

as shown in Figure 3.1.
Figure 3.1
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3.2.2. Neo-institutional Factors and Senior Management Participation in ISP

According to neo-institutional theory, external mechanisms drive organisational behaviours
through the mediator role of top management beliefs and participation (Barton et al., 2016;
Hassandoust et al., 2020). The external factors and stimuli shape senior managers’ beliefs, which

in turn guide their behaviours and lead to their involvement in actions such as offering visions,
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guidelines, and governance in organisations (Jarvenpaa & lIves, 1991; Liang et al., 2007). For
instance, normative mechanisms influence top management’s belief in adopting new structures
and practices through the establishment of social values, social norms, and professionalisation
(Johnston & Warkentin, 2010). The subjective culture of social networks shapes top management
beliefs about the standards, benefits, and costs of new practices. Consequently, it motivates
managers to participate in driving changes in their organisations (Cavusoglu et al., 2015; Teo et
al., 2003). In addition, in some risky and ambiguous situations in the market, mimetic mechanisms
stimulate organisations to mimic the practices of other organisations in order to reduce the
research costs and gain reputation (Hassandoust et al., 2020; Hwang & Choi, 2017). The empirical
evidence also supports that external factors significantly influence senior management
participation (Hsu et al., 2012; Hu et al., 2007). In the context of IS, top management’s
participation mostly depends on their belief in the contribution and value of IS instead of the
objective reality. Therefore, to drive IS effectiveness, external mechanisms might shape senior
managers’ belief in the urgency of IS and encourage them to champion the IS strategy, establish
legitimacy, articulate vision, and control compliance (Hu et al., 2007). The extant literature has
not fully investigated the effect of external forces on the ISP effectiveness through the mediator
role of top management. However, neo-institutional theory postulates that external forces
significantly influence senior management participation (Barton et al., 2016; Hu et al., 2007,

Liang et al., 2007).

Coercive mechanisms include both formal and informal factors that coerce firms to adopt new
procedures and structures to legitimise their organisation in the environment (DiMaggio &
Powell, 1983). Coercive forces can come in the form of regulatory agencies that directly require
top managers to follow these procedures and structures (Barton et al., 2016; Liang et al., 2007).
In developing countries, the influence of government regulation significantly impacts
organisational policies and practices (Park & Luo, 2001). Furthermore, organisational practices
can be indirectly influenced by business partners or dominant organisations in the industry.
Although they do not apply direct pressure, organisations might face indirect coercion based on
the relationship with business partners or the competitive requirements of the industry (Cavusoglu

et al., 2015; Hassandoust et al., 2020). Therefore, top management actions are required to drive
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organisational changes to maintain a good relationship with business partners or gain a
competitive advantage in the market. In previous empirical studies, Teo et al. (2003) and Liang
et al. (2007) investigated the impact of coercive mechanisms on senior management commitment
in the context of electronic data interchange and ERP adoption. In terms of IS assimilation, the
effects of coercive pressures were highlighted as positively related to senior management
participation (Barton et al., 2016; Hu et al., 2007). Thus, this study expects a positive effect of
coercive forces on the participation of senior managers in ISP. | therefore hypothesise:

Hypothesis 1: Coercive mechanisms related to ISP will positively affect senior management

participation in ISP.

Mimetic mechanisms have been found to be critical in forming organisational strategies in
response to uncertain market conditions or new and undefinable technology (DiMaggio & Powell,
1983). There are two types of mimetic mechanisms: adopting the practices of successful players
in the market or adopting general and standardised practices (Teo et al., 2003). Organisations tend
to intensively track their competitors’ successful actions and perceive them as a foundation for
imitation (Haveman, 1993). Top managers are stimulated to mimic their competitors’ strategies
if they believe there is potential profit for their company in doing so (DiMaggio & Powell, 1983).
For example, to reduce barriers to entry, organisations may mimic the actions of the first mover
or leading player in the market to reduce their research costs and gain a reputation. (Cavusoglu et
al., 2015; Hassandoust et al., 2020). Moreover, the high innovation cost of developing 1S
strategies and the number of unpredictable security threats motivate senior managers to mimic
other organisations’ IS practices in order to minimise the uncertainty of a number of conditions
and control unexpected outcomes (Hwang & Choi, 2017; Lun et al., 2008). Liang et al. (2007)
and Barton et al. (2016) maintain that mimetic forces can directly lead to top management
participation through the mediator role of their belief, whereby that belief is translated into actual
involvement in the context of ERP and IS assimilation. Therefore, | hypothesise:

Hypothesis 2: Mimetic mechanisms related to ISP will positively affect senior management

participation in ISP.
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Normative mechanisms relate to the cognitive beliefs of groups that come from sources such as
formal education or professional and industrial networks. In other words, through common
education and training, a cognitive base is formed that influences both beliefs and participation at
the top management level (DiMaggio & Powell, 1983). Normative pressures can be derived from
business partners and professional associations (Cavusoglu et al., 2015). Senior managers can
assess the perceived benefits and costs of adopting IS practices through observing their customers,
suppliers, and stakeholders or attending education programmes, conferences, and workshops
(Cavusoglu et al., 2015; DiMaggio & Powell, 1983). Therefore, their cognitive beliefs are
assembled and established, which in turn leads to actual involvement (Barton et al., 2016). For
example, surveys have shown that many professionals are influenced by the benefits and
contributions of IS standards (e.g., ISO 17790 and BS 7799) in building a firm’s brand and
customer loyalty and organisations are eager to adopt these standards (Cavusoglu et al., 2015).
Teo et al. (2003) point out that normative forces originating from the adoption of technology by
customers and suppliers could impact the assimilation of that technology. The level of adoption
in the market influences organisational norms and senior management’s commitment to the
standards (Liang et al., 2007; Teo et al., 2003). Furthermore, Barton et al. (2016) highlight the
importance of the normative mechanism in the assimilation of Infosys security through the
mediator role of senior managers’ participation in Infosys security. Therefore, I hypothesise:

Hypothesis 3: Normative mechanisms related to ISP will positively affect senior management

participation in ISP.

3.2.3. Transformational Leadership and ISP Enforcement

Transformational leadership has gained substantial attention for its ability to explain the
behaviours of subordinates (Lowe & Gardner, 2000; Lowe et al., 1996). Although
transformational leadership is more prevalent in the higher level of management, the outcome of
such leadership is desirable for every firm (Lowe et al., 1996). Transformational leadership has
shown a significantly positive association with organisational commitment, performance, and

satisfaction (Niehoff et al., 1990; Podsakoff et al., 1990; Sosik, 1997). According to general
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deterrence theory, employees’ compliance is controlled by the certainty and severity of
punishment (Blumstein, 1978; Kankanhalli et al., 2003). From the ISP perspective, enforcement
can be enhanced based on leaders’ communication, demonstration, and control regarding
punishments for IS violation (Knapp & Ferrante, 2012). Because transformational leadership
incorporates both soft power and harsh power bases, followers are inspired to voluntarily
participate beyond organisational goals and tend to reduce counterproductive behaviours which
leads to higher commitment and compliance (Pierro et al., 2012). Furthermore, empirical research
has revealed the mediating effect of employees’ trust and satisfaction on the relationship between
transformational leadership and both in-role and extra-role behaviours (Podsakoff et al., 1990).
Transformational leadership promotes in-role behaviours, which are required acts connected with
punishments and rewards. It also stimulates extra-role behaviours defined as employees’
citizenship behaviours, which are the spontaneous sense of responsibility and commitment to go
beyond organisational tasks and procedures (Podsakoff et al., 1990; Viator, 2001). In the context
of ISP, Hsu et al. (2015) found that both in-role and extra-role behaviours positively impact ISP
effectiveness. For instance, in-role behaviours are employees’ compliance with security policies
while extra-role behaviours are voluntary commitment such as promoting ISP awareness, helping
and encouraging others, and engaging in developing and improving ISP, which in turn lead to
improvement in ISP effectiveness. Moreover, in-role and extra-role behaviours promote
employees’ commitment, which is critical in IS management and essential in terms of employees’
compliance and ISP enforcement (Bulgurcu et al., 2010; D’ Arcy et al., 2009; Herath & Rao, 2009;
Hsu et al., 2015; Puhakainen & Siponen, 2010; Vance et al., 2012). Thus, in line with these
arguments, this study employs a transformational leadership framework to examine the influence

of transformational leadership behaviours on effective ISP enforcement in organisations.

Transformational leadership refers to mechanisms through which to encourage, inspire, and
develop employees’ self-interests to move beyond expectations (Bass, 1985; Bass & Avolio,
1990). Podsakoff et al. (1990) identify six transformational leadership behaviours: articulating a
vision, providing an appropriate model, fostering the acceptance of group goals, expressing high
performance expectations, providing individualised support and providing intellectual

stimulation. Transformational leadership elements considered as core behaviours — articulating a
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vision, providing an appropriate model, fostering the acceptance of group goals — illustrate the
actual actions of leaders in the identification of opportunities, the articulation and inspiration of
their vision, their specific visualisation and demonstration of real examples that comply with a
firm’s values, and the promotion of cooperation between stakeholders (Podsakoff et al., 1990).
By providing sufficient awareness and understanding of a firm’s ISP regarding its visions, values,
and benefits, senior managers can educate employees about the benefits of compliance and the
certainty and severity of punishments in order to promote their commitment (Beebe & Rao, 2005;
D’Arcy et al., 2009; Knapp & Ferrante, 2014). A specific example of compliance and non-
compliance with organisational ISP can provide employees with knowledge of the benefits and
costs of compliance, with ISP compliance leading to enhanced ISP enforcement in organisations
(Daud et al., 2018; Knapp et al., 2006; Veiga & Eloff, 2007). Furthermore, high performance
expectations reflect a manager’s requirement for excellence and a high-performance mindset in
an organisation (Podsakoff et al., 1990). Leaders can influence followers’ attitudes and
perceptions through ISP and by expressing the performance expectations of followers. Followers’
awareness of the consequences of organisational behaviours positively affects their security
behaviours (Ahmad et al., 2019; Knapp et al., 2007). An effective security monitoring tool is
managers’ expectation in terms of IS behaviours. Their expectation can develop followers’
awareness and responsibility towards excellence and quality (Ahmad et al., 2019). Providing
individualised support relates to the recognition and consideration of followers’ needs and
feelings. Individualised support shows that leaders care for both followers’ material and spiritual
life and give them opportunities to develop and self-actualise (Bass, 1985; Bruch & Walter, 2007;
Podsakoff et al., 1990). Transformational leadership behaviours can lead to effective leadership
and improve performance through their impact on followers’ trust and satisfaction (Judge &
Piccol, 2004; Lowe et al., 1996; Podsakoff et al., 1990). Through trust and satisfaction,
transformational leaders gain the commitment of followers and can subsequently motivate them
to engage in organisational citizenship behaviours (Bass, 1985; Bass & Avolio, 1990; Podsakoff
et al., 1990). Specifically, individualised support significantly promotes the citizenship
behaviours of altruism and courtesy amongst followers, which involve helping others with

organisational tasks and preventing re-occurring problems (Podsakoff et al., 1990; Rafferty &
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Griffin, 2004). In addition, intellectual stimulation involves leaders’ encouragement of followers’
creative problem-solving; that is, followers gain awareness of problems and think about them in
innovative ways (Bass, 1985; Rafferty & Griffin, 2004). This leads to improvement in the
capabilities of followers to conceptualise, analyse, and settle issues, and also optimises their
solutions so they are of the best quality (Bass & Avolio, 1990; Rafferty & Griffin, 2004).
Although intellectual stimulation might create an ambiguous and stressful environment with a
great deal of conflict for followers in the short run, it is expected to be more desirable in the long
run when employees work out the clarity of their roles and requirements (Podsakoff et al., 1990).
Nevertheless, the most important value of intellectual stimulation is that followers feel valued and
that the organisation and leaders appreciate their investment, contributions, and values, thus
indicating a positive correlation between intellectual stimulation and organisational commitment
(Podsakoff et al., 1990). Therefore, this study expects that senior managers’ effective
transformational leadership is likely to improve ISP implementation, encourage 1S best practices
and promote perfect compliance among followers. Thus, it leads to a higher level of enforcement
of ISP. As a result, | hypothesise:

Hypothesis 4: Transformational leadership will positively affect ISP enforcement in

organisations.

3.2.4. Senior Management Participation, ISP Enforcement, and ISP Effectiveness

ISP is an essential and inevitable factor in sustainable computing services as it protects an
organisation’s information and prevents financial loss and reputation damage (Feng et al., 2014;
Harmon & Auseklis, 2009). The extant literature explains the effectiveness of ISP based on
various theories such as general deterrence theory, criminological theory, and social control
theory (Bulgurcu et al., 2010; D’ Arcy et al., 2009; Hsu et al., 2015; Hu et al., 2012; Kankanhalli
etal., 2003; Straub Jr, 1990). Empirical studies have suggested that top management support plays
a critical role in IS management and compliance through developing and establishing IS
standards, along with gaining employees’ awareness and commitment (Knapp & Ferrante, 2014;

Knapp et al., 2007; Steinbart et al., 2018). Top management support refers to the critical role of
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senior managers in IS activities and their prioritising of 1S over other functions in an organisation
(Knapp & Ferrante, 2014). Research studies have emphasised the fundamental and essential role
of senior managers in IS outcomes through their implementation of security initiatives and their
promotion of a security-aware culture to enforce security policies (Knapp & Ferrante, 2014). The
effectiveness of IS does not come from technological aspects such as firewalls or anti-virus
software, but with top management support (Dutta & McCrohan, 2002). Senior management
participation can foster the security culture in an organisation through recognition, support, and
sponsorship for 1S activities (Knapp et al., 2007). On the other hand, the participation of senior
managers also relates to the relationship with stakeholders such as internal audit, IS, and human
resource (HR) departments in the promotion of a rigid management environment regarding ISP
(Steinbart et al., 2018). According to the theory of planned behaviour, employees’ compliance is
influenced by the behaviours of senior management (Bulgurcu et al., 2010; Hu et al., 2012;
Jarvenpaa & Ives, 1991). Thus, senior management participation works as a mechanism to shape
employees’ cognitive beliefs, motivate them to achieve the benefits of compliance activities, and
voluntarily comply with organisational ISP. Therefore, | hypothesise:

Hypothesis 5: A higher level of senior management participation in ISP will lead to a higher level

of ISP effectiveness in organisations.

ISP acts as a controlling factor in an organisation to improve IS. The “fear of sanctions and
unpleasant consequences” prevents employees from becoming involved in criminal acts against
policies (Knapp et al., 2007, p. 53). General deterrence theory illustrates that employees are
deterred from criminal behaviour based on the certainty and severity of punishment (Blumstein,
1978). Thus, to enhance the effectiveness of ISP, organisations should include all desirable goals
in standards, rules, and policies in order to control employees’ actions, create awareness of
negative behaviours, and advance organisational IS compliance (Knapp & Ferrante, 2012). Based
on the establishment of ISP, effective monitoring techniques and surveillance programmes can
detect and punish negative behaviours and violations, leading to a reduction in repeated acts of
violation (Choi, 2016; Knapp & Ferrante, 2012). The act of enforcement creates a positive 1S

climate that enhances employees’ adherence to ISP and encourages their voluntary compliance,
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thus reducing the cost of sanctions and the severity of punishments, such as a monetary penalty,
demaotion, suspension, or firing (Goo et al., 2014; Knapp & Ferrante, 2012; Knapp et al., 2007).
ISP enforcement guides employees’ perception toward the certainty and severity of punishments,
thus restraining them from engaging in deviant activities that target IS while improving ISP
compliance and the performance of IS management (D’ Arcy et al., 2009; Goo et al., 2014; Knapp
& Ferrante, 2012). Knapp and Ferrante (2012) divided the concept of ISP into ISP relevance, ISP
enforcement, and ISP maintenance. They indicate that an effective enforcement programme gives
employees a clear understanding of the severity of punishment, which in turn leads to a reduction
in deviant behaviours and the promotion of IS. | therefore hypothesise:

Hypothesis 6: A higher level of ISP enforcement will lead to a higher level of ISP effectiveness in

organisations.

3.2.5. The Moderating Role of the SETA Programme in ISP Effectiveness

The security education and training awareness (SETA) programme has been widely adopted in
organisations to promote ISP compliance (Barlow et al., 2018; Chen et al., 2015; D’Arcy &
Hovav, 2009; D’ Arcy et al., 2009). The SETA programme is effective as it is a control mechanism
that reduces IS misuse behaviour while improving security compliance intentions and the security
culture of an organisation (Chen et al., 2015; D’Arcy et al., 2009). According to general
deterrence theory, security countermeasures reduce the incidence of misuse behaviours by
providing offenders with information on the certainty and severity of sanctions (D’ Arcy & Hovav,
2009; D’Arcy et al., 2009). The SETA programme can be designed as an IS misuse
countermeasure and applied and communicated to employees to reinforce the expectation of
compliance and the consequences of IS violations. Based on the active and visible standards in
the SETA programme, organisations can discourage a potential abuser from becoming involved
in criminal acts by educating them about the perceived benefits of compliance and the perceived
costs of non-compliance and violations (Barlow et al., 2018; D’Arcy et al., 2009). The SETA
programme can improve compliant behaviours by providing informational communication and

normative communication. Informational communication refers to explaining the importance of
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policies while normative communication refers to describing the compliant or non-compliant
behaviours of other employees (Barlow et al., 2018; D’ Arcy et al., 2009). This study maintains
that an organisation with a not well-established SETA programme has weaker influences derived
from organisational ISP enforcement to promote ISP effectiveness. Thus, | hypothesise:

Hypotheses 7: The SETA programme positively moderates the impact of ISP enforcement on ISP

effectiveness.

Table 3.1 presents the proposed research hypotheses for this research.
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Table 3.1

Research Hypotheses of this Study

#

Hypotheses

Hypothesis 1

Coercive mechanisms related to ISP will positively affect senior
management participation in ISP,

Hypothesis 2 | Mimetic mechanisms related to ISP will positively affect senior
management participation in ISP,
Hypothesis 3 | Normative mechanisms related to ISP will positively affect senior

management participation in ISP,

Hypothesis 4

Transformational leadership will positively affect ISP enforcement in
organisations.

Hypothesis 5 | A higher level of senior management participation in ISP will lead to
a higher level of ISP effectiveness in organisations.

Hypothesis 6 | A higher level of ISP enforcement will lead to a higher level of ISP
effectiveness in organisations.

Hypothesis 7 | The SETA programme positively moderates the impact of ISP

enforcement on ISP effectiveness.

3.2.6. Control Variables

Previous literature has illustrated that the job tenure of senior managers (Chang & Ho, 2006; Choi,

2016), the certification of senior managers (Choi, 2016; Rohmeyer, 2006), and training and

education provided for senior managers (Choi, 2016; Tu & Yuan, 2014) might affect IS

compliance and IS effectiveness. In this study, job tenure can be classified into two types: job

tenure in the financial industry and job tenure with management roles in the financial industry.

Thus, this research expects that these three factors potentially control the effectiveness of ISP.

Figure 3.2 highlights the hypothesised relationship between constructs and control variables in

this study.
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Figure 3.2

Research Model and the Hypothesised Relationships
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Chapter 4.  Methodology

This chapter presents a comprehensive discussion of the design and methodology of this research
adopted to evaluate the theory-based formulated research model. The research design, data

collection approach, and data analysis technique will be discussed in this chapter.

4.1. Research Design

According to Crotty (1998) and Gray (2004), the interrelationship between the researcher’s
epistemology perspective and the theoretical viewpoint of the research, methodology, and
methods can affect the research design process. Epistemology provides the researcher with the
philosophical background to determine the theory of knowledge and the theoretical stance
required when studying phenomena, while methodology refers to the strategy of investigating a
research question to provide an outcome (e.g., phenomenological research, experimental research,
and survey research), and methods refer to actions and approaches (e.g., interview, observation,

and questionnaire) (Creswell, 2009; Gray, 2004; Leavy, 2017).

In philosophy, ontology is the study of being with a focus on understanding “what is” knowledge
while epistemology aims to understand “what it means to know” (Gray, 2004, p. 16). Ontology
relates to assumptions of reality and its essential characteristics (Blaikie, 2000; Bryman & Bell,
2007). Ontology can be illustrated as a set of principles or beliefs that demonstrates a personal
explanation of any facts in the world. There are two main categories of ontology: realism and
relativism. Realism can be described as the independent existence of entities. The typical
characteristic of realism is the rejection of the belief that humans have precise knowledge of the
world and an emphasis on the independence of realities and the human mind (Phillips, 1987;
Putnam, 1999; Sayer, 2000). In contrast, relativism focuses on the fact that individuals and their
assessments construct realities and that there are subjective differences from person to person
(Bryman & Bell, 2007; Guba & Lincoln, 1994). Thus, the ontology of this research is realism
according to the independence of the object from the researcher, emphasised by the research

problem which seeks to examine the relationship between neo-institutional theory and
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transformational leadership, and the effectiveness of information security policies (ISP).
Furthermore, epistemology refers to the view that our explanation of this world is a combination
of our knowledge, perspectives, and viewpoint (Putnam, 1999; Sayer, 2000). Epistemology
contains three main categories: objectivism, constructivism, and subjectivism. Objectivism claims
that truth or social phenomena are separate from social factors while constructivism states that
truth does not independently exist, and humans build up knowledge by experiences and their
interaction with the external world. Subjectivism maintains that truth only exists in the human
mind, which means that the interpretation of facts is highly dependent on the receiver’s mental
choices, biased attendance, or feelings (Bryman & Bell, 2007; Peikoff, 1991; Putnam, 1999;
Sayer, 2000). The epistemology of this study is objectivism because instead of including the
researcher’s values, the focus of this research is to find out the objective truth regarding the impact

of neo-institutional theory and transformational leadership elements on the effectiveness of ISP.

4.1.1. Research Paradigm

The first requirement when designing research is to identify the research paradigm (Creswell,
2009; Leavy, 2017). The research paradigm refers to “the basic belief system or worldview that
guides the investigator, not only in choices of methods but in ontologically and epistemologically
fundamental ways” (Guba & Lincoln, 1994, p. 105). There are four types of research paradigms:
positivism, postpositivism, critical theory, and constructivism (Guba & Lincoln, 1994). Critical
theory refers to historical realist ontology while constructivism is based on relativist ontology.
Both philosophical research paradigms follow a transactional and subjectivist epistemology.
Reality under the critical theory paradigm is assumed to be constructed and influenced by the
investigator and social factors (Guba & Lincoln, 1994). Likewise, constructivism rejects the
independent existence of truth. Both critical theory and constructivism emphasise the dependence
of investigators on reality. Their approach to studying a phenomenon is to use qualitative methods
to generate or develop a theory rather than testing a hypothesis (Creswell, 2009; Guba & Lincoln,

1994, 2005).
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Positivism is based on a realist ontology with a dualist and objectivist epistemology. Positivists
assume that there is only one reality and the investigated object independently exists without any
influences from the investigator (Creswell, 2009; Guba & Lincoln, 1994, 2005). In other words,
the process of studying phenomena must be conducted objectively without any participation of
the researcher in order to get rid of biases. A positivist methodology is experimental and
manipulative and uses quantitative methods to confirm predetermined hypotheses (Guba &
Lincoln, 1994). Postpositivism, however, assumes that an imperfect reality exists due to flawed
human intellectual mechanisms. Postpositivism is based on a critical realist ontology and a
modified objectivist epistemology which asserts that there is no optimal way to determine the
truth; instead, the research objective is to use strengths to minimise weaknesses (Creswell, 2009;
Guba & Lincoln, 1994, 2005). According to Kivunja and Kuyini (2017), a positivist paradigm
views truth or knowledge as already existing and truth can be discovered by formulating and
testing a hypothesis. This differs slightly from the postpositivist paradigm which views
researchers’ errors as impediments to determining the real truth. The postpositivist paradigm is
regarded as a better guide for this research as its objectives are to generate hypotheses based on
theory and to collect data to support or reject them (Creswell, 2009; Guba & Lincoln, 1994;
Leavy, 2017). Thus, this research adopts the postpositivist paradigm with a quantitative approach

to test the formulated hypotheses.

4.2.  Data Collection Approach

4.2.1. Survey Method and Sampling

As stated earlier, postpositivism refers to independent reality and is based on “probability testing
and building evidence to reject or support hypotheses” (Leavy, 2017, p. 92). From a theoretical
perspective, postpositivist research aims to investigate the causal relationship between constructs
by formulating a theory and using a quantitative methodology and methods to prove the
predetermined theoretical proposition. There are two primary quantitative designs: experimental
and survey research (Creswell, 2009; Leavy, 2017). Experimental research refers to true

experiments such as selecting a research subject, taking deliberate action, and observing the result
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to confirm a hypothesis based on cause-and-effect logic (Leavy, 2017). On the other hand, survey
research is more popularly used in social science research to investigate a population based on its
sample characteristics. The survey research technique involves asking standardised questions,
collecting subjective or objective data, and statistically analysing the data to confirm a hypothesis

(Leavy, 2017).

This study seeks to investigate the correlations between neo-institutional mechanisms,
transformational leadership behaviours and the effectiveness of ISP. Therefore, the survey
method was regarded as appropriate for this research for the following reasons. The survey
method is preferable in testing hypotheses without variable manipulation (Newsted et al., 1998).
Additionally, survey research supports researchers in finding out the characteristic of a population
by statistically generalising data from a group of samples. This refers to the empirical testing of
constructs to determine the true relationships between established constructs (Malhotra & Grover,
1998; Newsted et al., 1998). The quantitative survey approach supported this study by providing
a generalisable picture of ISP effectiveness explained by neo-institutional theory and
transformational leadership. Survey research contains two types: explanatory and exploratory
survey research (Malhotra & Grover, 1998). The exploratory survey research is used to familiarise
the researcher with the research topic while the explanatory survey research is more applicable in
investigating the causal relationship between constructs (Malhotra & Grover, 1998). Thus, the
explanatory (causal) survey approach was applied in this study to test the theory and hypotheses
related to the impact of neo-institutional theory and transformational leadership behaviours on

ISP effectiveness.

There are two methodologies in survey research: cross-sectional design and longitudinal design
(Leavy, 2017). A cross-sectional design is adopted to collect numeric data at one point of time
with closed-ended questions while a longitudinal design focuses on multiple items at a changing
point in time. A cross-sectional design is more about finding the pattern of the population while
a longitudinal design focuses more on changing phenomena (Leavy, 2017). The cross-sectional
design was employed in this research to gather sample data at one point of time in order to study

the population’s characteristics (Leavy, 2017). In a survey approach, the characteristics of a
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population are drawn from the data collected from the sample and statistically analysed to answer
the research question (Malhotra & Grover, 1998). The population of this research is management-
level professionals who are aware of or in charge of security-related policies in financial
institutions (e.g., banks) in Vietnam. The primary technique of survey research is a questionnaire
(Leavy, 2017). In this study, questionnaire items were created based on the measurement items
of previous research. Due to the high-level of respondents who were senior managers in banks
and financial firms and the limited accessibility to these respondents, the sample was selected by
convenience and accessibility sampling. A sample size of 200 was selected. In statistics, effect
sizes refer to quantitative measures of relationship and correlation between constructs. This
sample was deemed appropriate for exploratory research and reliable in identifying strong,
medium, and no effect sizes by using the partial least squares (PLS) method (Goodhue et al.,
2006). The survey delivery method was an online survey operated on the Qualtrics platform
provided by AUT. In the data collection process, human resources (HR) managers from financial
firms in Vietnam were attempted and requested to share the survey link with their organisation’s

managers who were aware of or in charge of ISP in their organisation.

4.2.2. Measurement Items Development

Questionnaire construction is “the heart of survey research” (Leavy, 2017, p. 103). In this study,
the measurement items applied in question construction were adopted and modified from the
validated items of previous studies to match with this study’s situation. Researchers argue that
there are advantages in adopting items from previous studies in terms of quality, reliability and
validity (Bryman & Bell, 2007). Thus, the measurement items of this research were established
by utilising multiple item constructs operationalised from previous studies. According to Neuman
(2011), the Likert scale is popularly used in survey research, requiring respondents to express
their agreement or attitudes towards a statement in ordinal-level categories. In this survey
research, a seven-point Likert scale (strongly disagree, disagree, somewhat disagree, neither agree
nor disagree, somewhat agree, agree, and strongly agree) was adopted in the measurement items

of the mentioned constructs except the normative mechanism which was assessed by a five-point
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Likert scale (very low, below average, average, above average, very high). A seven-point Likert
scale helps to provide a greater variety of choices and meet the objective reality of respondents
(Joshi et al., 2015). Furthermore, optimal reliability can be achieved with a seven-point scale as
the need for improvement in reliability is very small compared to the effort spent on a higher item

scale (Matell & Jacoby, 1971).

In econometrics and social science research, endogenous variables are called “jointly determined
variables” that “have outcome values determined within the model” (Lewis-Beck et al., 2004, p.
849). In other words, in a causal system, this can be explained by joint interaction among
variables. On the other hand, an exogenous variable is an independent factor in a causal system
whose value is controlled by factors outside the causal system being studied. Its contribution is to
help determine the value and explain the nature of an endogenous variable (Lewis-Beck et al.,
2004). In this study, the model consists of nine exogenous (independent) variables, three
endogenous (dependent) variables, and one moderator variable. The measurement items of three
exogenous variables of neo-institutional theory — coercive, mimetic, and normative mechanisms
— and the endogenous variable of senior management participation were adapted from Liang et
al. (2007). Transformational leadership is a reflective second-order construct and the items used
to measure its six factors — articulate vision, provide model, fostering acceptance, high-
performance expectation, individualised support, and intellectual stimulation —were adapted from
Viator (2001). The items from a study by Chen et al. (2015) were used to measure the moderator
variable of the SETA programme. The measurement items used to measure the endogenous
construct of ISP enforcement and ISP effectiveness were adapted from Knapp et al. (2006) and

Hsu et al. (2015), respectively. Table 4.1 illustrates the measurement items for this research.
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Table 4.1

Measurement Items

Construct Item Measurement items Reference
Names
Coercive COER1 | The local government requires our organisation to | (Liang et
Mechanism use ISP al., 2007)
COER2 | The industry association requires our organisation to
use ISP
COER3 | The local competitive conditions require our
organisation to use ISP
Mimetic MIM1 Our main competitor who has adopted ISP have | (Liang et
Mechanism greatly benefitted al., 2007)
MIM2 Our main competitor who has adopted ISP are
favourably perceived by others in the same industry
MIM3 Our main competitor who has adopted ISP are
favourably perceived by their suppliers and
customers
Normative NORML | Please indicate the extent of ISP adoption by your | (Liang et
Mechanism organisation’s suppliers al., 2007)
NORM?2 | Please indicate the extent of ISP adoption by your
organisation’s customers
NORMS3 | Please indicate the extent to which the government’s
promotion of ISP influences your organisation to
use
Senior PART1 | The senior management of our organisation actively | (Liang et
Management articulates a vision for the organisational use of ISP | al., 2007)
Participation | PART2 | The senior management of our organisation actively
in ISP formulated a strategy for the organisational use of
ISP
PART3 | The senior management of our organisation actively
established goals and standards to monitor the use
of ISP
Acrticulate ARTI1 | | create an interesting picture of the future for our | (Viator,
Vision organisation’s ISP practice area 2001)
ARTI2 | | have a clear understanding of where we are going
in terms of ISP
ARTI3 | | inspire other employees with my ISP related plans
for the future of our organisation
ARTI4 | | am able to get other employees committed to my
ISP related dream of the future of our organisation
ARTI5 | I am always seeking new opportunity to improve our
organisation’s ISP
Provide PROV1 | Interms of ISP compliance, | lead by "doing" rather | (Viator,
Model than "telling". 2001)
PROV2 | Interms of ISP compliance, | lead by examples and
best practices
PROV3 | Interms of ISP compliance, | provide a good model
for other employees to follow.
Fostering FOST1 || foster collaboration between my team and | (Viator,
Acceptance information security team. 2001)
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FOST2 | | develop team attitude and spirit among employees
in order to comply with ISP.
FOST3 || encourage employees to be "team player" in
relation to ISP compliance
FOST4 | | encourage all teams to work together for the same
goal towards ISP compliance.
High HIGH1 || show employees that | expect a lot from them | (Viator,
Performance regarding ISP compliance 2001)
Expectation | HIGH2 | I insist only on the best performance (zero ISP non-
compliance)
HIGH3 | I will not settle for the second best when it comes to
ISP compliance
Individualise | INDIV1 | I respect my employees’ feelings regarding ISP | (Viator,
d Support related activities 2001)
INDIV2 || behave in a way that is thoughtful of my
employees’ personal needs regarding ISP related
activities
Intellectual INTEL1 | | provide my employees with new ways of (Viator,
Simulation approaching ISP issues to make them think about 2001)
possible solutions
INTEL2 | | force my employees to rethink some of their ISP
related ideas.
ISP ENFO1 | Employees caught violating ISP are appropriately | (Knapp et
Enforcement corrected al., 2006)
ENFO2 | Information security rules are enforced by
sanctioning the employees who break them
ENFO3 | Repeat security offenders are appropriately
disciplined
ENFO4 | Termination is a consideration for employees who
repeatedly break security rules
SETA SETAL1 | In my organization, employees are briefed on the | (Chen et
Programme consequences of modifying organisation’s datain an | al., 2015)
unauthorized way.
SETA2 | My organization educates employees on their
information security responsibilities.
SETA3 | In my organization, employees are briefed on the
consequences of accessing information systems that
they are not authorized to use.
ISP EFFEL1 | The ISP achieves most of its goals. (Hsu et al.,
Effectiveness | EFFE2 | The ISP accomplishes its most important objectives. | 2015)
EFFE3 | Generally speaking, information in our organisation
is sufficiently protected.
EFFE4 | Overall, the ISP is effective in our organisation.
EFFE5 | The information security program (policy) has kept

our organisation’s security losses to a minimum.

Common method variance (CMV) is a big concern in survey-based research due to the invalidity

of scores derived from the measurement method (Jarvis et al., 2003). Common method bias

(CMB) refers to the gap between the trait score and the measured score of that trait because of

using a common method including more than one measurement that results in specious
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covariance. CMB indicates the origin of systematic measurement error that might affect a study’s
validity (Malhotra et al., 2006). There are four approaches to address the issue with CMV. First,
the traditional multitrait-multimethod (MTMM) procedure requires the use of multiple methods
to measure each trait (Malhotra et al., 2006). It refers to approaches that design the data collection
process to “obtain measures of the predictor and criterion variables from different sources”
(Podsakoff et al., 2003, p. 887). Second, the modern MTMM technique uses confirmatory factor
analysis (CFA) to solve the problem of traditional MTMM, which does not offer an accurate
assessment of CMV (Malhotra et al., 2006). CFA analysis accurately measures the unbiased
relationship between latent constructs. Third, Harman’s single-factor test expects all items loaded
into exploratory factor analysis and assumes CMV exists if “(1) a single factor emerges from
unrotated factor solutions, or (2) a first factor explains the majority of the variances in the
variables” (Malhotra et al., 2006, p. 1867). However, it faces the disadvantage of insufficient
sensitivity to detect CMV with an increasing number of latent factors. Fourth, the marker variable
test adds an unrelated construct to the model. Subsequently, CMV can be assessed by ensuring
there is no relationship between the marker variable and other variables in the model (Malhotra
et al., 2006). The marker variable of this study is the Vietnam airline’s brand image variable,
which was measured by a multiple-item scale and theoretically not correlated to other constructs.

Thus, it was applied in this study to control CMV and reinforce discriminant validity.

To fine-tune the survey, a pre-test and pilot study were applied to examine and refine the final
questionnaire and its instruments (Straub et al., 2004). The pre-test study was conducted with
several experts, who were professional managers working in the financial industry in Vietnam, to
verify the understandability of the questionnaire. Adjustment and modification were made based
on the experts’ comments on the Vietnamese words used in the survey. The pilot study was
completed with more than 30 respondents who were managers working in the financial industry
in Vietnam and aware of or in charge of the information security policy in their organisation. The
reliability and validity test of the constructs was tested using PLS-SEM. According to the pilot
test, all the constructs passed the reliability and validity test, making them appropriate constructs

for the main survey study.
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4.2.3. Ethical Considerations

Several ethical considerations require researchers’ attention before conducting research. First, one
of the most important ethical consideration is confidentiality (Corti et al., 2000; Kaiser, 2009;
Wiles et al., 2008). Participation in this study was voluntary and respondents’ information was
not disclosed at any time. The gathered data was only used for the research purpose. This not only
reduced the risk of information leakage that might damage a company's well-being but also helped
participants feel comfortable answering the questions (Singer et al., 1995). Second, respondents
were sent a participant information sheet in Vietnamese that provided details of the study (e.qg.,
purpose, potential risks, and benefits). The participants were informed that the results of the
research would be used for academic purposes only. According to AUTEC, all research study
needs to emphasise partnership, participation, and protection. Therefore, all the rights and benefits
of respondents were ensured in this research. The ethics approval letter and the participant’s

information sheet (in both English and Vietnamese) are attached in Appendices A and B.

4.3. Data Analysis Technique

The dataset of this research was analysed based on Structural Equation Modeling (SEM) due to
its ability to process multivariate statistical analyses to explore the multiple relationships between
variables (Gefen et al., 2011; Hair et al., 2016). There are two main statistical methods for SEM:
covariance-based SEM (CB-SEM) and PLS-SEM. There are some benefits of using PLS-SEM
rather than CB-SEM such as its focus on prediction and explanation of the constructs’ variance
through other explanatory constructs rather than confirming a theory. The objective of PLS-SEM
is to maximise the explanatory power (R? value) of the dependent constructs (Hair et al., 2016;
Hair et al., 2012). Moreover, there is no requirement for large sample size, normal distribution
data, or goodness-of-fit criterion in PLS-SEM, compared to CB-SEM in which the failure of
assumptions might lead to an extremely inaccurate result. PLS-SEM is also preferred when
handling a large and complex model with many latent variables (Hair et al., 2016; Hair et al.,

2011; Hair et al., 2012; Henseler & Fassott, 2010; Henseler et al., 2009). Additionally, PLS-SEM
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has advantages over CB-SEM in its use of a continuous moderator variable using multi-item

scales (Matthews et al., 2018).

This study evaluates the impact of neo-institutional mechanisms on the effectiveness of ISP
through the mediating effect of senior management participation in ISP. It also examines the
influence of transformational leadership behaviours in the effectiveness of ISP mediating by ISP
enforcement. Therefore, it more focuses on evaluating and discovering the relationship between
constructs rather than testing or confirming a theory, which makes the use of PLS-SEM more

beneficial than CB-SEM (Hair et al., 2016).

Furthermore, this study’s research model contains 13 latent variables including one moderator
variable, which can be considered too large and complex for the use of CB-SEM (Henseler &
Fassott, 2010; Henseler et al., 2009; Matthews et al., 2018). Therefore, this study employed PLS-
SEM as the statistical method in examining the research model and measurement items and

analysing the data.
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Chapter 5.  Data Analysis and Findings

This chapter presents the findings from the data analysis that utilised the PLS-SEM tool. The first
section reports the measurement scales of this study. The second section illustrates the descriptive
statistics of respondents’ profile and the measurement instruments. The third section discusses
and evaluates the measurement model in terms of reliability and validity including internal
consistency reliability, indicator reliability, convergent validity, and discriminant validity. The
fourth section validates the structural model by examining the R? values and path coefficients.
The mediation and moderation effects are evaluated and the hypothesised relationships between
constructs are reported. The control variables’ effects and common method bias are also addressed

in this chapter.

5.1. Measurement Scales

The process of naming the measurement scales model of this study is presented in this section.
Thirty-one items were adopted in the survey as follows: coercive mechanism (3 items), mimetic
mechanism (3 items), normative mechanism (3 items), senior management participation in ISP (3
items), articulate vision (5 items), provide model (3 items), fostering acceptance (4 items), high
performance expectation (3 items), individualised support (2 items), intellectual stimulation (2

items), ISP enforcement (4 items), SETA programme (3 items), and ISP effectiveness (5 items).

5.2.  Descriptive Statistic

The participants’ demographic profiles along with the measurement instruments were collected
in the survey. This section reports the demographic profile of respondents and the descriptive

statistics of the measurement items.
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5.2.1. Demographic Profile of Respondents

The survey gathered respondents’ demographic information, including gender, age,
organisational position, education level, job tenure, certification related to information security,
and training and education. A summary of the descriptive statistics of the demographic profile of

respondents is reported in Table 5.1.

Out of 207 respondents, 90 (43.5%) were male, 93 were female (44.9%) and 24 respondents
preferred not to state their gender (11.6%). In terms of age, 48.3% of respondents were aged
between 31-40, 32.4% were aged between 41-50, 12.1% were aged between 21-30, 6.8% were
aged over 50, and 0.5% were aged less than 20. Most of the respondents were IT managers
(25.1%), followed by those who were CISOs (chief information security officers) (19.3%). In the
remainder, 15.9% were security managers, 13.5% were chief information officers (CI1Os), 13%
were chief executive officers (CEOs), and the remainder were from other management positions
in financial firms such as chief internal audit officers, chief accounting officers, chief financial
officers, and risk managers. Most of the respondents had achieved a postgraduate/master level
degree or higher (72.9%), followed by those who had achieved a bachelor’s degree (24.6%). In
the remainder, 1.4% had achieved a college degree and 1.0% had achieved a high school diploma.
Over 42% of respondents had worked for financial firms for 5-10 years, 26.6% had held a 1-5-
year tenure, 19.3% had held a 10-15-year tenure, 9.2% had held a tenure for more than 15 years,
and the remainder had held a tenure for less than 1 year in a financial firm. In terms of
management positions in financial firms, 54.6% of respondents had held a 1-5-year tenure, 23.2%
had held a 5-10-year tenure, 9.2% had held a 10-15-year tenure, 11.1% had held a tenure for less
than 1 year, and the remainder had held more than a 15-year tenure. Regarding certificates related
to IS, most of the respondents had 3 certificates (19.8%), 18.8% had 2 certificates, 15% had 1
certificate, 33.8% did not have any certificate, 7.7% had 4 certificates and the rest had 5
certificates. Finally, in terms of annual training or education related to IS, 50.7% had 1-5 training
or education sessions per year, 23.7% had 5-10 training or education sessions per year, 15.5% had
more than 10 training or education sessions per year, and 10.1% did not have any annual training

or education sessions.
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Table 5.1

Participants’ Demographic Information

Demographic Information Frequency | Percentage
Gender Male 90 43.5%
Female 93 44.9%
Prefer not to say 24 11.6%
Age Under 20 years 1 0.5%
21-30 years 25 12.1%
31-40 years 100 48.3%
41-50 years 67 32.4%
Above 50 years 14 6.8%
Role (Organisational Chief Executive Officer 27 13.0%
Position) Chief Information Officer 28 13.5%
Chief Information Security Officer 40 19.3%
A manager in IT department 52 25.1%
A manager in Security department 33 15.9%
Other types of manager 14 6.8%
Other - Please specify 13 6.3%
Education Level High School Diploma 2 1.0%
College 3 1.4%
Bachelor 51 24.6%
Postgraduate/Master or above 151 72.9%
Job Tenure in Financial Less than 1 year 5 2.4%
Industry 1-5 years 55 26.6%
5-10 years 88 42.5%
10-15 years 40 19.3%
More than 15 years 19 9.2%
Job Tenure with Less than 1 year 23 11.1%
Management role in 1-5 years 113 54.6%
Financial Industry 5-10 years 28 23006
10-15 years 19 9.2%
More than 15 years 4 1.9%
Number of Certificates 0 certificate 70 33.8%
Related to IS 1 certificate 31 15.0%
2 certificates 39 18.8%
3 certificates 41 19.8%
4 certificates 16 7.7%
5 certificates 10 4.8%
Number of Training or 0 training or education 21 10.1%
Education Sessions 1-5 training or educations 105 50.7%
Related to IS per Year 5-10 training or educations 49 23.7%
More than 10 training or educations 32 15.5%
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5.2.2. Descriptive Statistics of Measurement Items

The descriptive statistics of measurement items including mean and standard deviation were
analysed by SPSS version 26 and reported. Table 5.2 shows the descriptive statistics for all
constructs and indicators.

Table 5.2

Descriptive Statistics for the Measurement Items

Constructs Indicators Mean Std. Dev
COER1 6.08 1.086
Coercive Mechanism COER2 6.14 0.989
COER3 6.22 0.918
MIM1 6.23 1.001
Mimetic Mechanism MIM2 6.24 0.876
MIM3 6.30 0.950
NORM1 3.66 0.772
Normative Mechanism NORM?2 3.59 0.813
NORM3 3.69 0.872
PART1 6.27 0.889
Senior Management Participation in ISP PART2 6.31 0.854
PART3 6.29 0.879
ARTI1 6.03 1.142
ARTI2 6.14 0.946
Avrticulate Vision ARTI3 6.22 0.939
ARTI4 6.18 1.001
ARTI5 6.21 1.005
PROV1 6.27 0.909
Provide Model PROV2 6.23 0.856
PROV3 6.32 0.912
FOST1 6.03 1.074
. FOST2 5.97 1.165
Fostering Acceptance FOST3 6.09 1124
FOST4 6.14 1.086
HIGH1 6.20 1.037
High Performance Expectation HIGH2 6.22 1.091
HIGH3 6.28 0.993
.. . INDIV1 4.70 1.372
Individualised Support INDIV2 171 1409
. . INTEL1 5.76 1.295
Intellectual Stimulation INTEL2 530 1377
ISP Enforcement ENFO1 6.11 1.101
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ENFO2 6.20 0.829
ENFO3 6.36 0.811
ENFO4 6.35 0.828
SETAl 6.12 1.022
SETA Programme SETA2 6.19 1.018
SETA3 6.21 1.016
EFFE1 6.20 1.008
EFFE2 6.20 0.874
ISP Effectiveness EFFE3 6.25 1.026
EFFE4 6.27 0.961
EFFES 6.31 0.962

5.3. Measurement Model Assessment

Smart PLS 3.0 professional was used to analyse the measurement and structural model of this
study. The reliability and validity of the measurement model were assessed by internal
consistency reliability, indicator reliability, convergent validity, and discriminant validity of the
measurement items (Chin, 2010; Hair, 2014). Then, the transformational leadership construct
which was modelled as a second-order reflective-reflective construct was assessed, as presented

in the following section (Hair, 2014).

5.3.1. Internal Consistency Reliability

Internal consistency reliability is the initial criterion to assess a reflective measurement model. A
composite reliability (CR) that is higher than the threshold value of 0.7 can be regarded as
satisfactory (Chin, 2010; Hair, 2014). Table 5.3 reports the descriptive statistics and the CR value
of all first-order constructs in the research model. The CR of all constructs ranged from 0.87 to
0.96, which was above the accepted threshold value of 0.7. This indicated that all constructs were

reliable and had satisfactory internal consistency reliability (Gefen et al., 2000).
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Table 5.3

Descriptive and Reliability Statistics for Reflective Constructs

Constructs Indicators | Factor Loadings | Std. Dev stat-li—s:tics

Coercive Mechanism COER1 0.89*** 0.03 35.29
CR=0.90 COER2 0.84%** 0.04 21.93
COER3 0.88%** 0.03 35.43

Mimetic Mechanism MIM1 0.92%** 0.01 69.39
CR=091 MIM2 0.84%** 0.04 20.80
MIM3 0.92%** 0.02 45.67

Normative Mechanism NORM1 0.90*** 0.18 5.12
CR=0.90 NORM?2 0.86%** 0.26 3.30
NORM3 0.83%** 0.22 3.83

Senior Management Participation PART1 0.83*** 0.04 21.94
in ISP PART2 0.75%** 0.07 10.44
CR=087 PART3 0.90%** 0.02 54.06
Articulate Vision ARTI1 0.83%** 0.03 24.64
CR=0.93 ARTI2 0.83%** 0.03 26.25
ARTI3 0.87%** 0.03 30.56

ARTI4 0.87%** 0.02 37.43

ARTI5 0.84%** 0.04 20.02

Provide Model PROV1 0.84%** 0.03 27.31
CR=0.89 PROV?2 0.80%** 0.04 22.22
PROV3 0.90%** 0.02 40.03

Fostering Acceptance FOST1 0.90*** 0.02 4414
CR=0.95 FOST2 0.88%** 0.03 25.90
FOST3 0.90%** 0.02 37.28

FOST4 0.93%** 0.02 60.98

High Performance Expectation HIGH1 0.85*** 0.05 17.36
CR=0.92 HIGH2 0.88%** 0.02 41.98
HIGH3 0.92%** 0.02 51.84

Individualised Support INDIV1 0.97** 0.38 2.60
CR=0.96 INDIV2 0.95%* 0.38 2.49
Intellectual Stimulation INTEL1 0.95%** 0.01 81.57
CR=0.95 INTEL2 0.96%** 0.01 96.71
ISP Enforcement ENFO1 0.81%** 0.06 13.63
CR=0.93 ENFO2 0.84%*x 0.04 23.64
ENFO3 0.86%** 0.04 23.92

ENFO4 0.89%** 0.02 45.77

SETA Programme SETAL 0.80*** 0.06 14.63
CR=0.89 SETA2 0.86%** 0.03 29.26
SETA3 0.87%** 0.04 22.12

ISP Effectiveness EFFE1 0.84*** 0.03 31.84
CR=0.93 EFFE2 0.84%* 0.04 21.37
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EFFE3 0.87*** 0.03 3241
EFFE4 0.86*** 0.03 26.18
EFFES5 0.85*** 0.04 21.69
Note: * p < 0.05, ** p<0.01, *** p< 0.001

5.3.2. Indicator Reliability

Indicator reliability can be assessed by factor loadings which show whether associated indicators
of a construct have common characteristics or not (Hair, 2014). The minimum requirement for
indicator reliability is that all indicators’ outer loadings should be 0.708 or higher and statistically
significant (Hair, 2014). As shown in Table 5.3, all items in this study had outer loadings that
were statistically significant and higher than the threshold value of 0.708. According to the result,

all measurement items adopted in this study had satisfactory indicator reliability.

5.3.3. Convergent Validity

Convergent validity is the extent of correlation between a measure with alternative measures in a
construct. Convergent validity can be measured by the average variance extracted (AVE) value.
A construct has satisfactory convergent validity when it has an AVE value higher than 0.5 and all
the outer loadings exceed 0.7 for all items (Hair, 2014). Table 5.4 reports that all constructs’
AVE value ranged from 0.69 to 0.93, which is higher than the threshold value of 0.5. The results

showed that all constructs of this study had sufficient convergent validity.
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Table 5.4

AVE Value for First-Order Constructs

Constructs Average Variance Extracted (AVE)
Coercive Mechanism 0.75
Mimetic Mechanism 0.76
Normative Mechanism 0.75
Senior Management Participation in ISP 0.69
Avrticulate Vision 0.72
Provide Model 0.72
Fostering Acceptance 0.82
High Performance Expectation 0.78
Individualised Support 0.93
Intellectual Stimulation 0.91
ISP Enforcement 0.72
SETA Programme 0.72
ISP Effectiveness 0.72

5.3.4. Discriminant Validity

Discriminant validity refers to the level of the distinction between constructs. It indicates
that a construct uniquely describes a phenomenon that is not explained by other constructs
of the model (Hair, 2014). There are three evaluation methods to determine discriminant
validity: 1) Fornell-Larcker’s criterion, 2) cross loadings, and 3) the heterotrait-monotrait
(HTMT) ratio (Hair, 2014; Hair et al., 2019; Henseler et al., 2015). In the first method, to
achieve adequate discriminant validity, the square root of AVE values of a construct
should be higher than the correlation with other constructs (Hair, 2014). Table 5.5 reports
the square root of the AVE value in bold and the correlation between constructs in non-
bold. The results showed that all the correlations between constructs were lower than the
square root of the AVE value (bolded values on the diagonal) which indicated that

Fornell-Larcker’s criterion was satisfied.
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Table 5.5

Factor Loadings of the Measurement Model
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Coercive Mechanism 0.87
Mimetic Mechanism 0.73 | 0.87
Normative Mechanism 0.26 | 0.20 | 0.86
Senior Management Participation in ISP | 069 | 0.73 | 0.16 | 0.83
Articulate Vision 061| 064 |0.19| 0.64 | 0.85
Provide Model 0.57| 052 |0.08| 055|0.68| 0.85
Fostering Acceptance 0.35| 0.37(0.23| 039|048 | 051 0.90
High Performance Expectation 0.43| 050|002 051|059 | 0.63|0.45|0.88
Individualised Support -0.14 | -0.20 | 0.34 | -0.16 | 0.01 | -0.05 | 0.16 | 0.02 | 0.96
Intellectual Stimulation 010 0.18|10.24| 0.19|0.32| 0.25|0.45|0.31| 0.33]0.95
ISP Enforcement 054 | 052 |004| 055|061 | 0.64|0.41|0.66|-0.13|0.18 | 0.85
SETA Programme 0.53| 055|0.08| 0.64|051| 047 |0.38|0.42|-0.13|0.30|0.54 | 0.85
ISP Effectiveness 056 | 057(0.11| 069|063 | 0.64|0.48|0.57|-0.11|0.31|0.62 | 0.69 | 0.85
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In the second method, the model has satisfactory discriminant validity when its indicators’ outer
loadings for associated constructs exceed the level of its cross loadings on other constructs (Hair,
2014). In this study, the correlation table between constructs and the cross loadings was generated
using the SmartPLS algorithm function. Table 5.6 demonstrates the indicators’ outer loadings as
bolded values and cross loadings as non-bolded values. All the indicators’ outer loadings were
higher than the cross loadings.

Table 5.6

Cross Loadings of the Measurement Model

Items

Coercive Mechanism
Mimetic Mechanism
Normative Mechanism
Articulate Vision
Provide Model
Fostering Acceptance
Individualised Support
SETA Programme
ISP Enforcement
ISP Effectiveness

Senior Management Participation in ISP
High Performance Expectation
Intellectual Stimulation

COER1 089 | 064 | 020 | 059 | 053 | 045|022 | 038 |-0.16 | 0.01 | 043 | 0.49 | 0.48
COER2 084 | 060 | 028 | 058 | 050 | 053 | 038 | 030 | -0.07 020 | 047 | 044 | 047
COER3 0.88 | 065 | 019 | 064 | 055 | 051031 | 043 |-0.14 | 0.06 | 048 | 0.48 | 051
MIM1 0.66 | 090 | 0.18 | 0.66 | 0.60 | 050 | 0.27 | 050 | -0.19 ] 013 | 051 | 051 | 0.53
MIM2 056 | 084 | 015 | 059 | 051 | 039 | 036 | 038 |-0.17 | 022 | 042 | 0.34 | 045
MIM3 069 | 087 | 019 | 066 | 056 | 047 | 034 | 042 ]-015]014 | 051 | 049 | 0.52
NORM1 | 029 | 020 | 090 | 0.18 | 019 | 0.12 | 0.14 | 0.01 | 0.24 | 012 | 0.08 | 0.07 | 0.10
NORM2 | 015 | 0.15| 086 | 0.12 | 0.10 | -0.03 | 0.26 | -0.02 | 0.37 | 0.30 | 0.05 | -0.07 | 0.08
NORM3 | 019 | 017 | 083 | 011 | 021 | 0.10 | 024 | 0.07 | 031 | 024 | 0.07 | 0.08 | 0.11
PART1 0.60 | 060 | 016 | 083 | 057 | 044 | 037 | 043 | -0.06 | 0.09 | 0.54 | 050 | 0.53
PART2 051 ] 054 | 022 | 075 | 045 | 041027 | 033 ]-011 | 023 | 044 | 0.33 | 0.50
PART3 0.61 | 067 | 005| 090 | 057 | 051|033 | 050]|-0.21]015| 0.60 | 053 | 0.68
ARTI1 048 | 053 | 011 | 051 | 085 | 0.61 | 037 | 050 |-0.02 | 0.22 | 0.38 | 0.60 | 0.57
ARTI2 0.65| 057 | 023 | 058 | 085| 061 | 046 | 046 | 0.00 026 | 051 | 057 | 051
ARTI3 052 | 055 | 015 | 063 | 0.86 | 053 | 0.36 | 050 | 0.00 | 0.26 | 0.47 | 0.45 | 0.53
ARTI4 050 | 049 ] 019 | 054 | 086 | 058 | 045 | 055 | 0.04 1030 | 038 | 047 | 0.55
ARTI5 041 ] 056 | 012 | 047 | 082 | 054|041 | 047 | 0.02 | 035 | 043 | 043 | 0.50
PROV1 045 | 043 ] 012 | 045| 057 | 085|042 | 056 | 0.02]025| 040 | 056 | 0.50
PROV2 039 ]| 035] 002 | 043 | 052 | 0.78 | 043 | 0.42 | -0.03 | 0.25 | 0.35 | 0.41 | 0.52
PROV3 058 | 054 | 006 | 052 | 064 | 091 | 046 | 061 |-0.11)017 | 045 | 0.63 | 0.61
FOST1 041] 037 ] 026 | 038 | 053 | 053 090 | 046 | 018 | 043 | 0.35 | 0.41 | 0.46
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FOST2 028 ] 033 | 023 | 033 | 042 | 042|087 | 030 | 022|042 | 039 | 033 ] 0.39
FOST3 022 ] 025] 015| 032 | 033 | 042 |09 | 041 | 013|042 | 027 | 032 ] 041
FOST4 033 ] 036 | 019 | 036 | 044 | 046 | 094 | 044 | 0.06 | 0.38 | 0.37 | 0.39 | 045
HIGH1 035] 046 | 003 | 045| 050 | 051|037 | 083 | 0.00)023 | 034 | 044 | 0.46
HIGH2 044 | 046 | 0.00 | 043 | 055 | 0.60 | 040 | 0.89 | 0.06 | 0.27 | 0.39 | 0.63 | 0.50
HIGH3 036 | 042 | 003 | 048 | 050 | 056 | 042 | 093 |-001)031 | 037 | 0.65]| 0.55
INDIV1 | -0.10 | -0.19 | 0.35 | -0.12 | 0.02 | -0.03 | 0.16 | 0.04 | 097 | 0.31 | -0.12 | -0.13 | -0.10
INDIV2 | -0.17 | -019 | 031 | -0.18 | -0.01 | -0.07 | 0.16 | 0.00 | 0.96 | 0.32 | -0.13 | -0.13 | -0.12
INTEL1 | 005 | 014 | 026 | 014 | 030 | 022 | 041 | 029 | 0.36 | 0.95 | 0.24 | 0.16 | 0.27
INTEL2 | 014 | 021 | 020 | 021 | 031 | 027 | 045 | 030 | 026 | 096 | 034 | 017 | 031
SETA1 037 ] 047 ] 011 | 051 | 039 | 027|034 | 032]-011 023 | 081 | 0.36 | 051
SETA2 046 | 044 | 002 | 054 | 043 | 045|033 | 037 |-007)030| 087 | 047 | 0.65
SETA3 052 | 050 | 0.08 | 059 | 048 | 047|030 | 037 |-0.16 | 0.24 | 0.87 | 0.53 | 0.59
ENFO1 045 | 047 | 000 | 046 | 054 | 053 | 030 | 046 | -0.09 | 0.06 | 0.50 | 0.81 | 0.48
ENFO2 052 | 042 | 014 | 044 | 056 | 052 | 041 | 049 |-013 | 022 | 044 | 0.84 | 0.50
ENFO3 042 | 044 | -003 | 050 | 049 | 054035 | 063 ]-011 049 | 046 | 0.86 | 0.53
ENFO4 046 | 043 | 002 | 047 | 047 | 057|033 | 064 |-012 | 013 | 045 | 0.89 | 0.58
EFFE1 049 | 051 | 016 | 056 | 0.60 | 059 | 047 | 057 | 0.00 | 025 | 0.53 | 0.57 | 0.83
EFFE2 045] 050 | 019 | 059 | 058 | 049 | 048 | 0.46 | -0.02 | 0.37 | 0.61 | 045 | 0.84
EFFE3 054 | 050 | 0.04 | 061 | 050 | 054|040 | 049 |-012 | 022 | 0.57 | 0.56 | 0.86
EFFE4 052 | 053 | 0.06 | 065| 054 | 062|037 | 050 |-017 | 0.26 | 0.67 | 0.56 | 0.86
EFFE5 039] 039 ] 005| 054 | 046 | 047031 | 041 ]-015 021 | 056 | 049 | 0.85

The HTMT ratio is used to evaluate the correlation between constructs. Henseler et al. (2015)
suggest that the performance of HTMT is better in determining specificity and sensitivity rates
than cross-loadings or the Fornell-Larcker criterion. Typically, for conceptually similar
constructs, HTMT values above 0.9 would suggest the lack of discriminant validity between the
constructs and with respect to conceptually distinct constructs, HTMT values less than 0.85 are
the indications of discriminant validity (Henseler et al., 2015). Table 5.7 reports that all HTMT
ratios of the correlations between constructs were satisfied (lower than 0.90), except the mimetic

mechanism that had a HTMT ratio higher than 0.90. Thus, MIM3 was removed and the HTMT

ratio was 0.88, which was a satisfactory result.

Overall, the results confirmed that all discriminant validity testing methods including the Fornell-
Larcker criterion, cross-loadings, and the HTMT ratio were met, showing that the measurement

model had discriminant validity.
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Table 5.7

HTMT Ratio of the Measurement Model
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Mimetic Mechanism 0.882
Normative Mechanism 0.291 | 0.244
Senior Management Participation in ISP 0.865 | 0.877 | 0.206
Articulate Vision 0.695 | 0.726 | 0.222 | 0.772
Provide Model 0.683 | 0.634 | 0.111 | 0.695 | 0.790
Fostering Acceptance 0.389 | 0.376 | 0.277 | 0.458 | 0.521 | 0.591
High Performance Expectation 0.506 | 0.600 | 0.050 | 0.623 | 0.667 | 0.743 | 0.500
Individualised Support 0.159 | 0.212 | 0.406 | 0.177 | 0.027 | 0.073 | 0.179 | 0.053
Intellectual Stimulation 0.125 | 0.169 | 0.295 | 0.227 | 0.363 | 0.306 | 0.497 | 0.347 | 0.359
ISP Enforcement 0.639 | 0.648 | 0.113 | 0.669 | 0.675 | 0.746 | 0.448 | 0.741 | 0.148 | 0.197
SETA Programme 0.643 | 0.679 | 0.099 | 0.811 | 0.599 | 0.571 | 0.443 | 0.498 | 0.153 | 0.352 | 0.642
ISP Effectiveness 0.645 | 0.659 | 0.133 | 0.823 | 0.693 | 0.744 | 0.517 | 0.644 | 0.120 | 0.340 | 0.694 | 0.801
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5.3.5. Second-Order Construct Assessment

The transformational leadership behaviours were modelled as a second-order reflective-formative
construct with six first-order constructs: articulate vision, provide model, fostering acceptance,
high performance expectation, individualised support, and intellectual stimulation. The
transformational leadership second-order formative measurement model and its outer loadings

are illustrated in Figure 5.1.
Figure 5.1

Second-order Factor of Transformational Leadership

Transformational
Leadershi

0.86%** 0.82%** 0.77*** 0.78%** 0.11 0.52%**
Fosterin| High Individualised Intellectual
Articulate Vision Provide Model £ Performance . .
Acceptance . Support Stimulation
Expectation

Note: * p < 0.05, ** p<0.01, *** p< 0.001

The construct of transformational leadership had the outer loadings as follows: articulate vision
(0.86), provide model (0.82), fostering acceptance (0.77), high performance expectation (0.78),
individualised support (0.11), and intellectual stimulation (0.52). All the items were statistically
significant with a p-value under 0.001, except for the individualised support construct that had
low loadings with an insignificant result and was removed from the research model (Hair, 2014).
After the removal of individualised support, the CR increased from 0.92 to 0.93 and AVE
increased from 0.77 to 0.86, which is higher than the threshold value of 0.7 for CR and 0.5 for

AVE (Gefen et al., 2000; Hair, 2014).

Overall, the second-order construct had satisfactory reliability and validity test. The results

confirmed that the model was statistically valid and fit to be used to assess the structural model.
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5.4.  Structural Model Assessment

This section evaluates the validity of the structural model and presents the results of the
hypothesised relationships. Mediation and moderation analysis are also assessed here. This part

also reports the effect of control variables and common method bias.

5.4.1. Coefficient of Determination (R2)

The coefficient of determination (R?) refers to the extent of variance in endogenous variables that
can be explained by exogenous variables. Thus, a higher value of R? indicates a higher level of
predictive accuracy. The R? values of approximately 0.67 are substantial, 0.33 are average and
0.19 are weak. This study applied SmartPLS to compile the R? value and the bootstrapping
required to generate the t-statistics value. The bootstrapping generated 10000 samples from 207
cases, which is optimal for assessing PLS-SEM parameters (Streukens & Leroi-Werelds, 2016).
The results showed that neo-institutional factors explained 57.8% of the variance in senior
management participation in ISP and transformational leadership explained 45.4% of the variance
in ISP enforcement. Furthermore, all predictors explained 62.5% of the variance in ISP

effectiveness.

5.4.2. Path Coefficients

Each hypothesis presents a path connecting two latent constructs, and researchers can accept or
reject the hypothesis based on the path coefficients between them. In the structural model analysis,
path coefficients should also be checked for the “algebraic sign, magnitude, and significance”
(Urbach & Ahlemann, 2010, p. 21). The postulated hypothesis can be rejected if the algebraic
sign of the path coefficients contrasts with the theoretical relationship. A path coefficient’s
magnitude presents the strength of the relationship between two latent variables. Urbach and
Ahlemann (2010) suggest that the path coefficient is significantly satisfied at the minimum level
of 0.5. In this study, the path coefficients were generated by the SmartPLS bootstrapping function

to test the relationship and the significance level between constructs. In addition to evaluating the
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t-value and p-value, an assessment of the confidence interval is needed. The confidence interval

refers to the probability of determined error. For example, if the probability of error is 5%, the z-

value is 1.96, which results in the upper bound equalling the path coefficient + 1.96 X standard

deviation and the lower bound equalling the path coefficient - 1.96 X standard deviation. Henseler

and colleagues (2009) maintain that “if a confidence interval for an estimated path coefficient
does not include zero, the hypothesis that equals zero is rejected” (p.306). Thus, a lower bound
and upper bound range that includes zero should be rejected. Table 5.8 reports the path
coefficients, standard deviation, t-statistics, and the confidence interval of standardised regression
coefficients. Based on the table results, the acceptance or rejection of the hypotheses is reviewed
in the next section.

Table 5.8

Path Coefficients, T-statistics, Standard Deviation, and Confidence Interval for Hypothesised

Paths

Path T Std. | Lower | Upper

Paths Coefficient |Statistics| Dev | Bound | Bound

Coercive Mechanism -> Senior

Management Participation in ISP 0.37*** 471 |0.08| 0.22 0.52
Mimetic Mechanism -> Senior

Management Participation in ISP 0.41*** 6.04 |0.07| 0.27 0.55
Normative Mechanism -> Senior

Management Participation in ISP -0.02 050 |0.05| -0.12 0.07
Senior Management Participation in ISP -

> ISP Effectiveness 0.51*** 463 |011| 0.29 0.72
Transformational Leadership -> ISP

Enforcement 0.67*** 1255 | 0.05 0.57 0.78
ISP Enforcement -> ISP Effectiveness 0.34** 313 |011| 0.3 0.55

Note: * p < 0.05, ** p<0.01, *** p< 0.001 Formulas to calculate upper and lower bounds were:
Upper bound = Path coefficient + 1.96 X Standard Deviation, Lower bound = Path coefficient -
1.96 X Standard Deviation

5.4.3. Mediation Analysis

Mediation and moderation relationships are essential but might create confusion in PLS-SEM
(Hair, 2014). Mediation aims to explain both the direct and indirect path relationship between

73



constructs. This section contains two mediation analyses. The first analysis examines the
relationship between neo-institutional factors and ISP effectiveness through the mediator role of
senior management participation in ISP. The second analysis explores the relationship between
transformational leadership and ISP effectiveness mediating by ISP enforcement. The approach
of Preacher and Hayes (2008) is better suited to the PLS-SEM method than is the Sobel test due
to its greater flexibility in distributional assumptions and sample size (Hair, 2014). There are three
steps in Preacher and Hayes’ model when evaluating the mediation relationship: 1) evaluate the
significance of the direct effect excluding the mediator variable in the model, 2) evaluate the
significance of the indirect effect including the mediator variable in the model, and 3) evaluate
the variance accounted for (VAF). If the VAF value is greater than 0.80, between 0.20 and 0.80,
or less than 0.20, the relationship is full mediation, partial mediation, and no mediation,

respectively (Hair, 2014).

Figures 5.2 and 5.3 demonstrate the result of the first mediation analysis, which sought to
determine the mediating effect of senior management participation in ISP on the relationship
between neo-institutional factors and ISP effectiveness. The first step was to analyse the influence
of the coercive, mimetic, and normative mechanisms on ISP effectiveness. Figure 5.2 reports that
there was a significantly positive effect of the coercive and mimetic mechanisms on ISP

effectiveness.
Figure 5.2

Results of First Mediation Analysis without the Mediator Variable

/" Neo-institutional factors ™,
™

Coercive

Mechanism I

i MJLnet_lc L 0.29%%% ISP Effectiveness J R*=10.37
: . Mechanism |

Normative
: Mechanism :

LS

The second step was to evaluate the indirect effect of institutional mechanisms on ISP

effectiveness. The mediating effect of senior management participation on ISP effectiveness was
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also examined. Figure 5.3 demonstrates that the coercive and mimetic mechanisms had a positive
influence on ISP effectiveness. Moreover, there is a significantly positive effect of senior
management participation in ISP on ISP effectiveness. However, there was no significant effect
of coercive and mimetic mechanisms on ISP effectiveness when the mediator variable was

included.
Figure 5.3

Results of First Mediation Analysis with the Mediator Variable

emT T T T ISP Effectiveness R*=0.50
" Neo-institutional Factors 0.12

i Coercive :
! Mechanism | : 0.07
i ( Mimetic ) ;(0'02 e
: | Mechanism | 0.37%%% 0.54
i [ Normative | 0.4]%%*
% | Mechanism |
S .. - -0.03 Semior M
entor Management 2 _
CL s R?=0.57
Participation in ISP }

Table 5.9 shows that path coefficients of coercive and mimetic mechanisms were insignificant as

they contained zero (Henseler et al., 2009).
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Table 5.9

Results of First Mediation Analysis: Path Coefficients, Standard Deviation, T-statistics and

Confidence Interval

Paths Pa_lth Std. T _ Lower | Upper
Coefficients | Dev | Statistics | Bound Bound

Coercive Mechanism -> ISP
Effectiveness 0.12 0.12 1.05 -0.11 0.35
Coercive Mechanism -> Senior
Management Participation in ISP 0.37*** 0.08 4.94 0.22 0.52
Mimetic Mechanism -> ISP
Effectiveness 0.07 0.14 0.51 -0.18 0.35
Mimetic Mechanism -> Senior
Management Participation in ISP 0.41*** 6.04 0.07 0.27 0.55
Normative Mechanism -> ISP
Effectiveness -0.02 0.07 0.34 -0.15 0.11
Normative Mechanism -> Senior
Management Participation in ISP -0.03 0.05 0.54 -0.13 0.07
Senior Management Participation
in ISP -> ISP Effectiveness 0.54%*** 0.11 5.03 0.33 0.76

Note: * p < 0.05, ** p<0.01, *** p< 0.001 Formulas to calculate upper and lower bounds were:
Upper bound = Path coefficient + 1.96 X Standard Deviation, Lower bound = Path coefficient -
1.96 X Standard Deviation

Figures 5.4 and 5.5 report the result of the second mediation analysis, that was undertaken to
evaluate the mediating effect of ISP enforcement on the relationship between transformational
leadership and ISP effectiveness. Figure 5.4 shows that there was a significantly positive influence

of transformational leadership on ISP effectiveness.
Figure 5.4

Results of Second Mediation Analysis without the Mediator Variable

Leadership

Transformational | 7% *L ISP Effectiveness J R2=10.51

Figure 5.5 and Table 5.10 illustrate the significance of the indirect effect of transformational
leadership on ISP effectiveness. Transformational leadership was found to positively influence
both ISP enforcement and ISP effectiveness. Moreover, there was a significantly positive

relationship between ISP enforcement and ISP effectiveness. The introduction of the mediator
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variable ISP enforcement reduced the coefficient values between transformational leadership and

ISP effectiveness from 0.71 to 0.55.
Figure 5.5

Results of the Second Mediation Analysis with the Mediator Variable

ISP Effectiveness J R2=0.54

0.55* 3}k T

Transformational %
Leadership 024
0.69* kK ‘

ISP Enforcement } R2=0.48

Table 5.10

Results of Second Mediation Analysis: Path Coefficients, Standard Deviation, T-statistics and

Confidence Interval

Path T Lower | Upper
Paths Coefficients Std. Dev Statistics | Bound | Bound
ISP Enforcement -> ISP 0.24%* 0.11 2.24 002 | 046
Effectiveness
Transformational Leadership -> 0.55%** 0.08 6.59 0.39 071
ISP Effectiveness
Transformational Leadership -> 0.69%** 0.05 15.92 0.59 0.79

ISP Enforcement
Note: * p < 0.05, ** p<0.01, *** p< 0.001 Formulas to calculate upper and lower bounds were:
Upper bound = Path coefficient + 1.96 X Standard Deviation, Lower bound = Path coefficient -
1.96 X Standard Deviation

According to Preacher and Hayes (2008), the last step in assessing the mediating effect of a
construct is to calculate the VAF value: VAF = (p12.p23)/(p12.p23+p13). Table 5.11 presents a
summary of the direct and indirect relationship in the mediation analysis of this research. As
mentioned earlier, a VAF value less than 0.20 indicates no mediation; a VAF value between 0.20
and 0.80 indicates partial mediation; and a VAF value greater than 0.80 indicates full mediation.
Adding the mediator variables into the research model provides further explanation on the
variance of criterion variables with the mediator variables. The R? value increased from 38% to
50% in the first mediation analysis and increased from 51% to 54% in the second mediation

analysis. The results showed that there was no mediation effect of senior management
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participation on ISP effectiveness in the research model due to the insignificant indirect effects.
On the other hand, the partial mediation effect of ISP enforcement on the relationship between

transformational leadership and ISP effectiveness was significant.
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Table 5.11

Results of the Mediation Analysis: Path Coefficients, Standard Deviation, VAF, Type of Mediation, and Final Results

Path Std. Type of
Paths Coefficients | Dev VAF Mediation Result
1 | Coercive Mechanism -> Senior Management .
piz-1 Participation in ISP 0.37 0.08 No indirect No
023-1 E??Iotr' Management Participation in ISP -> ISP 0.54%*x 011 offect mediation | No mediation effect of
ec _|veness _ : senior management
p13-1 | Coercive Mechanism -> ISP Effectiveness 0.12 0.12 participation in ISP on
D1z -2 Mm]e_tlc Mec_hanlsm -> Senior Management 0. 45%** 008 the relationship
Participation in ISP No indirect No between neo-
Senior Management Participation in ISP -> ISP L institutional
-2 . Yt A1 , .
p2s Effectiveness 05 0 effect mediation mechanisms (coercive,
p13-2 | Mimetic Mechanism -> ISP Effectiveness 0.1 0.12 mimetic, and
_3 | Normative Mechanism -> Senior Management -0.03 0.05 normative
P12 Participation in ISP ' ' No indirect No mechanisms) and ISP
| Senior Management Participation in ISP -> ISP e o effectiveness
P23 -3 Effectiveness 0.54 0.11 effect mediation
p13-3 | Normative Mechanism -> ISP Effectiveness -0.02 0.07
p12 -4 | ISP Enforcement -> ISP Effectiveness 0.24** 0.11 The relationship
p2s-4 | Transformational Leadership -> ISP Enforcement 0.69%** 0.05 between
Partial transformational
0.23 mediation leadership and ISP
p1z-4 | Transformational Leadership -> ISP Effectiveness 0.55%** 0.08 effectiveness was
partially mediated by
ISP enforcement

Note: *** p<0.001. p12 and p23 are the paths between the independent variable, dependent variable, and mediator variable. p13 is the path

between the independent variable and dependent variable without the mediator variable.
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5.4.4. Moderation Analysis

A moderator is a construct that directly influences the strength or the direction of the relationship
between a predictor (exogenous or independent) and a criterion (endogenous or dependent)
variable (Baron & Kenny, 1986; Hair, 2014). There are two types of moderating relationship:
continuous and categorical. The continuous moderating effect occurs when the moderator
construct’s measurement is a metric while its measurement is a category with the categorical
moderating effect. The continuous moderating effect influences the strength of the relationship
rather than the direction (Hair, 2014). Figure 5.6 illustrates the relationship between variables.
Path “a” represents the influence of the predictor, path “b” represents the influence of the
moderator, and path “c” represents the interaction of these two. The testing of the hypothesis is
based on the significance level of path “c” and not conceptually relevant to the significance level

of the predictor or moderator (path “a” and “b”) (Baron & Kenny, 1986).
Figure 5.6

Moderator Model. Adopted from Baron and Kenny (1986)

i ~

Predictor
b . a
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In this research model, the SETA programme was evaluated as a continuous moderator variable
between ISP enforcement and ISP effectiveness. Figure 5.6 shows that the SETA programme and
ISP enforcement positively influenced ISP effectiveness. However, the moderating effect of the
SETA programme on ISP effectiveness was insignificant. Thus, there was no moderating effect
of the SETA programme on ISP effectiveness. Table 5.12 presents the results of the moderation

analysis of the SETA programme construct.
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Figure 5.7

Results of Moderation Analysis

[ SETA Programme J
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Table 5.12

Results of Moderation Analysis: Path Coefficients, Standard Deviation, T-statistics, and

Confidence Interval

Paths Path Std. T Lower | Upper
Coefficients Dev Statistics | Bound | Bound
ISP Enforcement -> ISP 0.37%** | 0.09 4.02 019 | 055
Effectiveness
SETA Programme -> ISP 051%** | 0.10 5.25 031 | 071
Effectiveness
Moderating Effect SETA -> ISP 0.02 003 048 004 | 008
Effectiveness

Note: * p < 0.05, ** p<0.01, *** p< 0.001 Formulas to calculate upper and lower bounds were:
Upper bound = Path coefficient + 1.96 X Standard Deviation, Lower bound = Path coefficient -
1.96 X Standard Deviation

5.4.5. Testing Hypotheses

In structural model analysis, the path coefficients between latent constructs are examined to test
and confirm the proposed theoretical model and hypotheses. The R? should be reported in PLS
studies for all dependent constructs in the research model (Hulland, 1999). In this research, there
were three dependent variables: senior management participation in ISP, ISP enforcement, and
ISP effectiveness, with an R? value of 0.58, 0.45, and 0.62, respectively. In other words, 57.8%
of variance in senior management ISP participation, 45.4% of variance in ISP enforcement, and

56.1% variance in ISP effectiveness could be explained by the independent variables.
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According to the results, all the hypotheses were supported except for Hypothesis 3 and

Hypothesis 7. The path coefficients for the supported hypotheses were positive and the

statistically significant  (path coefficients) value ranged from 0.23 to 0.67. Table 5.13 and Figure

5.7 provide a summary of hypothesis testing in this study.

Table 5.13

Summary of Hypothesis Testing

# Hypotheses Result

H1 | Coercive mechanisms related to ISP will positively affect senior | Supported
management participation in ISP.

H2 | Mimetic mechanisms related to ISP will positively affect senior | Supported
management participation in ISP.

H3 | Normative mechanisms related to ISP will positively affect senior | Not supported
management participation in ISP.

H4 | Transformational leadership will positively affect ISP enforcement | Supported
in organisations.

H5 | A higher level of senior management participation in ISP will lead | Supported
to a higher level of ISP effectiveness in organisations.

H6 | A higher level of ISP enforcement will lead to a higher level of ISP | Supported
effectiveness in organisations.

H7 | The SETA programme positively moderates the impact of ISP | Not supported
enforcement on ISP effectiveness.
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Figure 5.8

Results of Hypothesis Testing
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The hypothesis testing analysis demonstrated the significant positive relationship between
coercive mechanisms and senior management participation in ISP (p=0.37, t=4.69, p <0.001).
Thus, the hypothesis (H1) that coercive mechanisms related to ISP will positively affect senior
management participation in ISP was supported. Mimetic mechanisms were also found to
positively influence senior management participation in ISP (=0.45, t=5.72, p <0.001). Thus, the
hypothesis (H2) that mimetic mechanisms related to ISP will positively affect senior management
participation in ISP was supported. However, there was an insignificant relationship between
normative mechanisms and senior management participation in ISP ($=-0.02, t=0.50, p = 0.616).
Thus, the hypothesis (H3) that normative mechanisms related to ISP will positively affect senior
management participation in ISP was not supported. Furthermore, there was a significantly
positive relationship between transformational leadership and ISP enforcement (p=0.67, t=12.74,
p < 0.001). Thus, the hypothesis (H4) that transformational leadership will positively affect ISP

enforcement in organisations was supported (as demonstrated in Table 5.14).

Table 5.14 also reports that senior management participation in ISP had a significant path
coefficient with ISP effectiveness (p=0.35, t=3.88, p < 0.001). Hence, the hypothesis (H5) that a

higher level of senior management participation in ISP will lead to a higher level of ISP
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effectiveness in organisations was supported. ISP enforcement was also found to positively
influence ISP effectiveness (=0.23, t=2.62, p = 0.009). Hence, the hypothesis (H6) that a higher
level of ISP enforcement will lead to a higher level of ISP effectiveness in organisations was

supported.

Similarly, the moderation analysis discussed above and the path coefficients of the moderating
effect of the SETA programme on the relationship between ISP enforcement and ISP
effectiveness were found to be insignificant (p=-0.01, t=0.51, p = 0.608). Thus, the hypothesis
(H6) that the SETA programme positively moderates the impact of ISP enforcement on ISP
effectiveness was not supported (see Table 5.14).

Table 5.14

Results of Hypotheses
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Management Participation in ISP

Mimetic Mechanism -> Senior etk
H2 Management Participation in ISP 0.45 0.08 5.72 0.30 0.60
Normative Mechanism -> Senior
H3 Management Participation in ISP -0.02 0.05 | 050 | -0.12 | 008
Transformational Leadership -> ISP
Enforcement
Senior Management Participation in
H5 ISP -> ISP Effectiveness 0.35*** | 0.09 3.88 0.17 0.53
H6 | ISP Enforcement -> ISP Effectiveness | 0.23** | 0.09 2.62 0.06 0.40
H7 | Moderating Effect 1 -> ISP 001 | 003 | 051 | -0.06 | 004
Effectiveness
Note: * p < 0.05, ** p<0.01, *** p< 0.001 Formulas to calculate upper and lower bounds were:
Upper bound = Path coefficient + 1.96 X Standard Deviation, Lower bound = Path coefficient -

1.96 X Standard Deviation

H4 0.67*** | 0.05 | 12.74 | 0.57 0.77

5.4.6. Testing Control Variables
The results of the structural model analysis with control variables (certification, job
tenure, and training or education) are reported in Table 5.15. As shown in Table 5.15,

there was a significantly positive relationship between the number of senior managers’
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certificates in ISP and ISP effectiveness (f=0.26, t=4.58, p <0.001). Moreover, job tenure
with a management role in the financial industry, that is, the number of years working in
management positions in the financial industry, positively influenced ISP effectiveness
(B=0.24, t=2.15, p = 0.032). The remaining control variables (job tenure in the financial
industry and training or education provided for senior managers) had no significant

impact on ISP effectiveness.
Table 5.15

Results for Control Variables: Path Coefficients, Standard Deviation, T-statistics, and

Confidence Interval

Path T Lower | Upper
Paths Coefficients Std. Dev Statistics | Bound | Bound
Certification of Senior Managers - 0.26%** 0.06 458 0.14 0.38

> |SP Effectiveness

Job Tenure with Management Role

in Financial Industry -> ISP 0.24** 0.11 2.15 0.02 0.46

Effectiveness

Job Tenure in the Financial

industry -> ISP Effectiveness -> 0.01 0.12 0.11 -0.23 0.25

ISP Effectiveness

Training or Education Provided for

Senior Managers -> ISP -0.13 0.08 1.60 -0.29 0.03

Effectiveness
Note: * p < 0.05, ** p<0.01, *** p< 0.001 Formulas to calculate upper and lower bounds were:
Upper bound = Path coefficient + 1.96 X Standard Deviation, Lower bound = Path coefficient -

1.96 X Standard Deviation

A comparison between Figure 5.7 (in the hypothesis section) and Figure 5.8 showed that after the
introduction of control variables, the R?increased from 0.62 to 0.65, which indicated that most of
the variance of the dependent variables was explained by the theoretical constructs and only a
small portion of the variance (3%) was explained by the control variables. Thus, the inclusion of

control variables did not significantly influence the impact of the theoretical constructs.
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Figure 5.9

Structural Model with Control Variables
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5.4.7. Common Method Bias

This study adopted the procedural and statistical remedies, multitrait-multimethod, and the
marker variable to address and control the issue of common method bias (Malhotra et al., 2006;
Podsakoff et al., 2003). For the procedural remedies, the measurement items predictor and the
criterion variables were adopted from pre-validated constructs and scales in the literature and the
guestions were placed in an appropriate arrangement in the questionnaire. Furthermore, the
anonymity of the survey was ensured. The survey indicated that there were no right or wrong

answers and encouraged respondents to answer the questions truthfully.

For the statistical remedies, Harman’s single factor test was conducted to evaluate the variance
explained by a single factor. An unrotated principal component factor analysis was performed
using SPSS 26. Podsakoff and colleagues (2003) suggest that CMB occurs when a single factor
from the factor analysis accounts for more than 50% of the variance in all of the variables. After
the factor analysis using SPSS with 43 factors, the result of Harman’s single factor test indicated
that the first factor accounted for 38.13%, which can be interpreted as meaning that no single
factor explained the majority of the variance. Thus, this research might not face issues with CMB.
Then, the marker variable test was performed. The marker variable, which is a theoretically

unrelated construct, was added to the research model as a control variable in criterion variables.
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CMB occurs if the variance explained is increased by the unrelated construct. The marker variable
was Vietnam Airlines’ brand image, which was theoretically not correlated to other constructs
and was measured by a multiple-item seven-point Likert scale. Table 5.16 indicates that the
variance change after the inclusion of the marker variable was marginal (0.4% to 2.9%). This
result showed that the issue of CMB was not significant in this study.

Table 5.16

Marker Variable Test

>
Paths R? R Wlth'Marker AR?
Variable
Mar_ke_r V_ana_ble -> Senior Management 57 8% 59 9% 2 1%
Participation in ISP
Marker Variable -> ISP Enforcement 45.4% 48.3% 2.9%
Marker Variable -> ISP Effectiveness 56.1% 56.6% 0.5%
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Chapter 6.  Discussion of Results

This chapter presents a summary of the key findings of this study based on the results of data
analysis in the last chapter. A detailed discussion of the findings in accordance with the research
questions is then presented. The results are reviewed and their consistency or inconsistency with
the findings of previous theoretical and practical studies are examined, with a focus on the
relationship between neo-institutional forces, senior management participation in ISP and ISP
effectiveness, transformational leadership, ISP enforcement and ISP effectiveness, and the

moderating effect of the SETA programme.

6.1. Summary of Key Findings

Investment in IS is growing substantially around the world and one of the biggest concerns in
organisations is IS breaches that can result in significant direct and indirect losses (EY, 2020;
Gartner, 2020a; ISACA, 2019; Steinbart et al., 2018). Despite IS policies and the increasing
investment in IS control technology, the main reason for IS losses originates from the negligence
of employees (Chang & Lin, 2007; Chen et al., 2012; Hassandoust et al., 2020). The extant
literature suggests that employees’ non-compliance behaviours come from insufficient security
awareness programmes, lack of I1S-related training and coaching, and inadequate enforcement
policies (Bulgurcu et al., 2010; Herath & Rao, 2009; Kajtazi et al., 2018). Inappropriate ISP
implementation might create confusion and ambiguity concerning the benefits and costs of non-
compliance behaviours, leading to a tendency to ignore or even violate organisational ISP and
harm an organisation’s information and assets (EY, 2020; Mink & Greifeneder, 2010).
Furthermore, ISP violations also derive from a low-level of awareness, knowledge, skills, and the
engagement of the senior management level (Ahmad et al., 2014; Chang & Ho, 2006; EY, 2020;
ISACA, 2019; Von Solms, 2001). By becoming involved and utilising their leadership skills,
senior managers can effectively transfer knowledge to employees, inspire them, and provide
adequate pressure for enforcement (Bulgurcu et al., 2010; Chang & Ho, 2006; Knapp & Ferrante,
2012; Knapp et al., 2007). Therefore, there is a need to better understand the antecedents of ISP
effectiveness in organisations.
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Senior management commitment and support for IS play an important role in promoting the ISP
compliance of employees (Daud et al., 2018; Kankanhalli et al., 2003; Knapp et al., 2006; Veiga
& Eloff, 2007; Wall et al., 2013); however, there has been little focus on to how to motivate them
to participate in IS management or on identifying the appropriate leadership traits required to
improve IS performance. Several studies, however, have found that neo-institutional factors or
external mechanisms have a positive influence on the commitment of senior managers in IS
management (Hsu et al., 2015; Hu et al., 2007; Johnson, 2009). Furthermore, the extant literature
has found that transformational leadership can result in a number of positive outcomes in relation
to employees’ commitment and workforce activities (Pierro et al., 2013), leading to positive IS
performance (Bulgurcu et al., 2010; D’Arcy et al., 2009; Herath & Rao, 2009; Puhakainen &
Siponen, 2010; Vance et al., 2012). As a result, there is a need to investigate the effect of external
factors on senior management and the importance of the transformational leadership of senior
managers in promoting ISP effectiveness in organisations. In this research, neo-institutional
mechanisms and transformational leadership were evaluated to explain their influences on ISP

effectiveness.

This study has attempted to extend the IS research that has previously focused on the individual
level of IS engagement (e.g., employee compliance) and address the lack of investigation from
managerial and organisational perspectives. The research model adopted the neo-institutional
theory and transformational leadership framework to explain the role of external mechanisms and
transformational leadership on ISP effectiveness through the mediator role of senior management

participation in ISP and ISP enforcement.

Overall, the findings indicated that the proposed theoretical model is able to explain the influence
of external mechanisms on senior management participation in ISP as well as the role of
transformational leadership in ISP enforcement, which in turn, leads to ISP effectiveness. The
research model, with its three dependent variables, has significant explanatory power. Neo-
institutional mechanisms explained 57.8% of the variance in senior management participation in
ISP, transformational leadership explained 45.4% of the variance in ISP enforcement, and all

predictors explained 62.4% of the variance in ISP effectiveness. All the proposed hypothesised
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relationships in the research model were supported by a majority percentage at the significance

level of p < 0.001 except for Hypothesis 3 and Hypothesis 7.

Based on the research findings, it is clear that senior management participation in ISP is positively
influenced by coercive and mimetic mechanisms and ISP enforcement is positively influenced by
transformational leadership. ISP effectiveness was found to be significantly influenced by senior
management participation in ISP and ISP enforcement. No relationship was found between
normative mechanisms and senior management participation in ISP (Hypothesis 3). Furthermore,
there was no mediating effect of senior management participation in ISP on the relationship
between neo-institutional mechanisms and ISP effectiveness while ISP enforcement played a
partial mediator role in the relationship between transformational leadership and ISP
effectiveness. Finally, no moderating effect of the SETA programme on the relationship between
ISP enforcement and ISP effectiveness was found (Hypothesis 7). Table 6.1 presents a summary

of the research findings under each of the underlying research questions.
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Table 6.1

Summary of Key Findings

Research Questions

Findings

Research Question 1: What is the influence
of  neo-institutional  factors on the
effectiveness of ISP in organisations through
the mediator role of senior management
participation in ISP?

Sub research question 1.1: What is the
influence of coercive mechanisms on the
effectiveness of ISP in organisations through
the mediator role of senior management
participation in ISP?

Sub research question 1.2: What is the
influence of mimetic mechanisms on the
effectiveness of ISP in organisations through
the mediator role of senior management
participation in ISP?

Sub research question 1.3: What is the
influence of normative mechanisms on the
effectiveness of ISP in organisations through
the mediator role of senior management
participation in ISP?

Senior management participation in ISP

positively influences ISP effectiveness.

Coercive mechanisms positively influence
senior management participation in ISP and in
turn, lead to higher ISP effectiveness in an
organisation.

Mimetic mechanisms positively influence
senior management participation in ISP and in
turn, lead to higher ISP effectiveness in an
organisation.

There is no significant relationship between
normative mechanisms, senior management
participation in ISP, and ISP effectiveness in
an organisation.

There is no mediating effect of senior
management participation on the relationship
between coercive, mimetic, and normative
mechanisms and ISP effectiveness.

Research Question 2: What is the influence
of transformational leadership on the
effectiveness of ISP in organisations through
the mediator role of ISP enforcement?

Transformational ~ leadership  positively
influences ISP enforcement and in turn, leads
to higher ISP effectiveness.

ISP enforcement positively influences ISP
effectiveness.

There is a partial mediating effect of ISP
enforcement on the relationship between
transformational ~ leadership and ISP
effectiveness.

6.2.  Discussion of the Findings

The findings based on the research questions are presented in this chapter. The results are
evaluated and compared with previous studies in neo-institutional theory, the transformational
leadership framework, and IS effectiveness. This research predicted a positive relationship
mechanisms and senior ISP,

between neo-institutional management participation in

transformational leadership, and ISP enforcement, and a positive relationship between the two
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dependent variables — senior management participation in ISP and ISP enforcement — and ISP
effectiveness. All the relationships were found to be significant except for the normative
mechanisms and criterion variables, and the moderating effect of the SETA programme. Thus,
this chapter examines the role of significant relationships and the potential reason for non-

significant relationships.

6.2.1. The Role of Neo-institutional Factors in Explaining ISP Effectiveness

through Senior Management Participation in ISP

This section discusses the role of neo-institutional factors in explaining ISP effectiveness through
the mediator role of senior management participation in ISP based on three sub-research

guestions.

Research Question 1: What is the influence of neo-institutional factors on the effectiveness of

ISP in organisations through the mediator role of senior management participation in ISP?

Neo-institutional theory refers to institutional isomorphisms — coercive, mimetic, and normative
isomorphisms — that influence the rationality in organisations (DiMaggio & Powell, 1983). In this
study, coercive and mimetic mechanisms were found to positively influence senior management
participation in ISP. Moreover, senior management participation in ISP was found to positively
influence ISP effectiveness in an organisation. Therefore, it can be concluded that external factors
motivate senior managers’ participation in ISP. If senior management participation in ISP is
higher, ISP within organisations is enhanced. In particular, external factors change senior
managers’ beliefs and help them recognise the opportunities and benefits in applying those factors
inside organisations. This leads to their actual involvement and participation in ISP and in turn,
improves the utilisation of ISP in an organisation. The influence of external factors on senior
management participation in IS has received theoretical support from the research of Hu and
colleagues (2007), which argues that institutional factors motivate top managers to participate in
IS initiatives and implement IS protocols and practices. In the context of this study, by actually

participating in ISP, senior managers can shape the values and norms related to IS, promote the
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designed IS-related practices, and motivate employees to comply with the implemented ISP,
which will eventually lead to the effective implementation of ISP in an organisation. The positive
impact of senior management participation in ISP on the effectiveness of ISP in an organisation
has also received support from previous studies (e.g., Knapp & Ferrante, 2014; Knapp etal., 2007;
Steinbart et al., 2018). For instance, top managers are able to advance security culture (as a form
of ISP effectiveness) through the act of recognition, sponsorship, and support for IS activities
(Knapp et al., 2007), enhance IS practices by developing and establishing IS standards as well as
gaining employees’ awareness and commitment (Knapp & Ferrante, 2012), and promote a
security environment by improving relationships with stakeholders such as IS, internal audit, and
HR (Steinbart et al., 2018). Thus, improvement in the effectiveness of ISP can be addressed by

investigating the factors that increase senior management participation in ISP.

6.2.1.1 The Role of Coercive Mechanisms in Explaining ISP Effectiveness through

Senior Management Participation in ISP

Sub research question 1.1: What is the influence of coercive mechanisms on the effectiveness

of ISP in organisations through the mediator role of senior management participation in ISP?

Coercive mechanisms refer to formal or informal pressures from other organisations such as
professional associations, governmental regulation, parent corporations, and competitive
requirements of the market (DiMaggio & Powell, 1983; Teo et al., 2003; Zucker, 1987). The
research findings showed a significantly positive relationship between coercive mechanisms and
senior management participation in ISP (=0.37, t=4.69, p <0.001). However, the direct and
indirect effect of coercive mechanisms on ISP effectiveness and the mediator role of senior
management participation in ISP were non-significant. In terms of 1S, coercive mechanisms
cannot directly influence the effectiveness of ISP; instead, it positively influences senior
managers’ participation in ISP, which in turn will lead to ISP effectiveness in organisations. In
other words, external forces will not impact the performance of ISP management without the
direct involvement of the senior management level. If the pressures from local government,

industry associations, or competitive conditions are higher, senior managers are likely to take ISP
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more seriously and become more engaged in developing and promoting ISP activities. The power
of governmental regulation to implement changes related to IS directly impact senior executives’
behaviours instead of affecting them through belief structures that are developed through other
scenarios such as industry associations and competitive conditions. Therefore, with a higher level
of the actual involvement of senior managers in ISP, the effectiveness of ISP is likely to be higher
(Knapp et al., 2007). This research finding is supported by the extant literature that has found that
coercive forces influence the participation of top management (e.g., Barton et al., 2016;
Hassandoust et al., 2020; Hu et al., 2007; Liang et al., 2007). For example, Hu and colleagues
(2007) found that coercive forces motivate senior managers to participate in organisational
changes and promote top-down information related to IS practices across the organisation.
Furthermore, Hassandoust and colleagues (2020) highlight the importance of external factors such
as government regulation on the participation of senior management in establishing information
security knowledge-sharing platforms in organisations, which will eventually lead to an
improvement in the security culture of an organisation. The State Bank of Vietnam (SBV) created
a regulation that requires financial institutions operating in Vietnam to install and maintain
security systems and solutions to control operational risk, prevent data leakage, and promote
Vietnam’s monetary and banking system (SBV, 2011). However, the requirement of SBV cannot
directly reach all employees in an organisation — only the top management of the financial firms
can be reached. Thus, the more top management proactively initiates, develops, and sponsors new
ISP and practices and drives changes in organisations to fit with the coercive forces, the more

effective the implementation of ISP and its utilisation in organisations (Knapp et al., 2007).

6.2.1.2 The Role of Mimetic Mechanisms in Explaining ISP Effectiveness through

Senior Management Participation in ISP

Sub research question 1.2: What is the influence of mimetic mechanisms on the effectiveness

of ISP in organisations through the mediator role of senior management participation in ISP?

Mimetic isomorphisms refer to external forces that motivate a firm to modify itself by imitating

other organisations (DiMaggio & Powell, 1983; Guler et al., 2002). The research findings showed
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a significantly positive relationship between mimetic mechanisms and senior management
participation in ISP (f=0.45, t=5.72, p <0.001). Nevertheless, the mediating effect of senior
management participation in ISP was insignificant. It means that the mimetic mechanism does
not directly influence ISP effectiveness. It positively influences senior managers’ participation in
ISP and in turn, leads to a higher level of ISP effectiveness. If the ISP adoption practices of other
organisations, such as competitors, suppliers, customers, and others, are perceived as beneficial,
senior managers are more likely to participate in promoting ISP. The perceived benefits affect
senior managers’ belief and their actual participation in ISP activities. The research finding is in
line with previous studies that have found a positive relationship between mimetic mechanisms
and the level of senior management participation (e.g., Barton et al., 2016; Hassandoust et al.,
2020; Liang et al., 2007). For example, Liang and colleagues (2007) found that mimetic forces
impact senior management’s observations and perceptions and in turn, lead to a higher level of
participation in organisational changes. Barton and colleagues (2016) suggest that mimetic
mechanisms are the dominant factors in driving Infosys security assimilation in organisations.
Organisations tend to copy the best Infosys security practices implemented by other organisations
to reduce spending on their own resources. Senior managers recognise those benefits and promote
organisational changes to achieve them, which in turn leads to an improvement in ISP
effectiveness. Hassandoust and colleagues (2020) also indicate the role of mimetic mechanisms
— that is, impersonating the actions of successful organisations — in guiding top managers’
perception and participation, which eventually leads to a reduction in uncertainty and the
mitigation of risks and threats related to IS. However, the finding of this study contradicts that of
Hu and colleagues (2007), who found that the role of mimetic mechanisms is ambiguous in IS.
They maintain that IS violations spread and the lack of success stories regarding IS in the media
reduces the perception of potential benefits. Furthermore, there are limited opportunities to learn

about the IS best practices of other organisations that can be copied or mimicked (Hu et al., 2007).
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6.2.1.3 The Role of Normative Mechanisms in Explaining ISP Effectiveness through

Senior Management Participation in ISP

Sub research question 1.3: What is the influence of normative mechanisms on the effectiveness

of ISP in organisations through the mediator role of senior management participation in ISP?

Normative mechanisms refer to the standards and norms created by groups with the same formal
education or professional networks that others are forced to follow (DiMaggio & Powell, 1983).
The research findings showed that there is no significant relationship between normative
mechanisms and senior management participation in ISP ($=-0.02, t=0.50, p = 0.616). Moreover,
the mediating effect of senior management participation in ISP and ISP effectiveness were found
to be statistically insignificant. Thus, there is no influence of normative mechanisms on either
senior management participation in ISP and ISP effectiveness. In the extant literature, Liang and
colleagues (2007) emphasise the influence of normative mechanisms on senior management
participation because “norms carry with them accepted practices pre-evaluated within the
organisational field without needing further cognitive effort on the part of top management” (p.
74). Top management faces normative pressures that influence their opinions and actions because
of the potential benefits formed by the positive outcomes of past adoption (Sherer, 2010).
Although this study found an insignificant influence of normative mechanisms on senior
management participation, the research finding is in line with previous research (e.g., Barton et
al., 2016; Dubey et al., 2019; Liang et al., 2007). The finding can be explained by the difficulties
in differentiating and separating normative isomorphisms (Mizruchi & Fein, 1999). Liang et al.
(2007) and Dubey et al. (2019) maintain that the insignificant results come from the conjecture
of a study that a single informant cannot accurately interpret the extent of ISP adoption. Dubey
and colleagues (2019) argue that the reason for insignificance is based on contextual differences.
This study was conducted in Vietnam, which is a developing country with a socialist state and in
the context of the financial industry in which financial organisations are controlled by SBV (SBV,

2011). Thus, the context might create contradictory results that need further studies to address.
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6.2.2. The Role of Transformational Leadership in ISP Effectiveness through ISP

Enforcement

Research Question 2: What is the influence of transformational leadership on the effectiveness

of ISP in organisations through the mediator role of ISP enforcement?

Transformational leadership refers to a mechanism that focuses on the relationship between
leaders and followers that is leveraged to gain employees’ trust and respect and to push them to
move beyond expectation (Bass, 1985, 1990; Bass & Avolio, 1990; Burns, 1978; Judge & Bono,
2000). The research found that transformational leadership positively influenced ISP enforcement
(B=0.67, t=12.74, p < 0.001). It also found that ISP enforcement positively influenced the
effectiveness of ISP ($=0.23, t=2.62, p = 0.009) and there was a partial mediating effect of ISP
enforcement on the relationship between transformational leadership and ISP effectiveness. The
results indicate that transformational leadership positively contributes to ISP effectiveness and
ISP enforcement plays a mediator role that can provide a richer picture of the relationship between
transformational leadership and ISP effectiveness. Organisations with transformational leaders
tend to gain greater employee trust, respect, and commitment. In both their in-role and extra-role
behaviours, employees are encouraged to move beyond legitimate reward systems and contribute
to overall organisational effectiveness. In terms of ISP, transformational leadership helps
employees gain awareness, understand more about IS practices, and better value ISP in the
organisation as well as its benefits and costs. Thus, it reduces IS misuse behaviours, advances
security compliance in the organisation, and promotes the effectiveness of IS management. This
result has received theoretical support from previous research regarding the role of
transformational leadership in organisational effectiveness (e.g., Bhattacharya, 2011; Choi, 2016;
Flores & Ekstedt, 2016; Guhr et al., 2019; Ritu et al., 2018; Viator, 2001). Viator (2001) proposes
that transformational leadership behaviours can improve organisational commitment directly, or
indirectly through role clarity and the satisfaction of followers. Transformational leaders’
effectiveness in communication and their inspiration helps employees understand their
responsibilities and increases their desire to go beyond expectation. Ritu and colleagues (2018)

highlight the influence of transformational leadership in terms of promoting innovative
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behaviours and reducing resistance to changes. Transformational leaders can inspire followers to
proactively participate in ISP by setting high goals and providing real examples as well as
encouraging them to re-think situations in their own way. Employees are more likely to
understand the benefits of ISP, justify them as achievable goals, and move towards those goals.
Hence, resistance to change will reduce and organisational compliance and performance will
increase. In terms of 1S, Choi (2016) indicates that transformational leadership can enforce ISP
in organisations, which enhances Infosys security effectiveness in these organisations. The
persuasion, assistance, and direction of transformational leaders can provide employees with a
detailed understanding of IS and promote their compliance behaviours, which will eventually lead
to an improvement in 1S compliance and IS effectiveness. Flores and Ekstedt (2016) also agree
that transformational leadership positively impacts IS awareness, involvement and commitment
in organisations. Not only 1S managers, but other non-IS managers that possess transformational
leadership skills are capable of participating in, developing, and advancing IS management (Choi,
2016). Guhr and colleagues (2019) suggest that transformational leaders do not have to be IS-
oriented; generalised transformational leadership can also improve employees’ ISP compliance
intention and IS management. Thus, transformational leadership should be shared and adopted

across organisations to support ISP management.

6.2.3. The Moderator Role of SETA Programme

The SETA programme is introduced and implemented in organisations to enforce ISP (Barlow et
al., 2018; Chen et al., 2015; D’ Arcy & Hovav, 2009; D’Arcy et al., 2009). The SETA programme
refers to policies and procedures to improve the awareness of ISP, reinforce skills and knowledge
related to IS, and provide appropriate information about sanctions and punishments of IS
violations (Chen et al., 2015; D’Arcy et al., 2009). The SETA programme can work as a
mechanism to reduce IS misuse behaviours and encourage compliant behaviours by providing
informational communication and normative communication (Barlow et al., 2018; D’ Arcy et al.,
2009). Thus, this study proposed the moderator role of the SETA programme in the relationship
between ISP enforcement and ISP effectiveness. Although the research findings suggested that

the moderating effect of the SETA programme is insignificant ($=-0.01, t=0.51, p = 0.608), the
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SETA programme was found to directly influence ISP effectiveness (f=0.51, t=5.25, p =<0.001).
In terms of the direct effect of the SETA programme, the findings of this study are in line with
previous studies that have found there is a positive impact of the SETA programme on security
policies commitment(Chen et al., 2015) and or security compliance (D’Arcy et al., 2009). The
reason might be that the SETA programme directly influences employees’ knowledge and
perception about IS practices, which promotes their ISP compliance. However, in terms of
strengthening the relationship between ISP enforcement and ISP effectiveness, instead of
employee-related programmes (i.e., SETA), there might be other organisational factors such as
organisational structure and culture that influence the relationship. These organisational factors
can better explain organisational transformation and can fundamentally contribute to
organisational performance (Chang & Ho, 2006). Previous studies have reported that
organisational factors such as IT competence, environmental uncertainty, industry type,
organisational structure, and organisational size can influence IS management in organisations
(Chang & Ho, 2006; Steinbart et al., 2018; Tu & Yuan, 2014). Steinbart and colleagues (2018)
highlight the role of another organisational factor — internal audit — in advancing IS by improving
internal control measures and reducing harmful incidents. With sufficient support and authority
from top management and sufficient IS reporting structures, internal audit can reinforce ISP
enforcement and enhance ISP effectiveness. Furthermore, Chang and Ho (2006) found that
organisational size and industry type can influence the performance of IS and that financial
organisations are “relatively more sensitive to the effectiveness of IS security due to large

potential losses resulting from IS security threat and abuse” (p. 356).
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Chapter 7. Conclusions

A summary of the previous six chapters is presented in this chapter. The following section
presents a summary of empirical findings to address the two underlying research questions. The
next two sections discuss the theoretical and practical contributions of this study. Then, the
limitations of this study and suggestions for future research are presented. Finally, the last section

provides concluding remarks.

7.1.  Summary of the Study

Overall, this study focused on investigating transformational leadership and the external factors
that explain senior management participation in ISP, ISP enforcement, and ISP effectiveness.
Drawing on neo-institutional theory and the transformational leadership framework, this study
examined the literature on IS and ISP management. It provided an overview of previous studies
to explain the factors that influence the effectiveness of ISP. Through the research questions and
literature review, the theoretical research gaps were identified and justified as the motivation of
this study. The literature on IS management, neo-institutional theory, and the transformational
leadership framework provided an appropriate background on the role of external factors and
transformational leadership behaviours and helped explain the effectiveness of ISP in an
organisation. However, this study was encouraged by the need for more research to evaluate the
determinants of the effectiveness of ISP from an organisational and managerial perspective
instead of the individual perspective that has largely been the focus of recent studies (Pham &

Hassandoust, 2020).

This study adopted three theoretical lenses — neo-institutional theory, the transformational
leadership framework, and the IS management framework — to provide the theoretical arguments
and support the research model in its evaluation of the influence of institutional mechanisms on
senior management participation in ISP, the role of transformational leadership in ISP
enforcement, and the contributions of those predictors in explaining the effectiveness of ISP. The
research model was developed with independent variables: three first-order neo-institutional

mechanisms constructs — coercive mechanisms, mimetic mechanisms, and normative
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mechanisms —, second-order transformational leadership construct, first-order SETA constructs
and first-order dependent variables, senior management participation in ISP, ISP enforcement,

and ISP effectiveness.

An online survey method was adopted in this study. The data was collected from professional
managers who were aware or in charge of security-related policies in financial institutions (e.g.,
banks) in Vietnam. In total, a dataset of 207 responses was used in this study to test and evaluate
the research model. A PLS-SEM technique was adopted for a reliability and validity test and

structural model assessment.

The study then reported the results of the hypothesised relationships in the research model and
the mediating and moderating relationships in the structural model. Overall, all hypotheses of this
study were supported except for Hypothesis 3 and Hypothesis 7. The research findings showed
that coercive and mimetic mechanisms positively influence senior management participation in
ISP. Transformational leadership was found to positively influence ISP enforcement. This study
also found that senior management participation in ISP and ISP enforcement positively impacts
ISP effectiveness in an organisation and that there is no mediating effect of senior management
participation in ISP on the relationship between institutional mechanisms and ISP effectiveness.
On the other hand, it was found that ISP enforcement partially mediates the relationship between
transformational leadership and ISP effectiveness. Finally, results showed that there is no
moderating effect of the SETA programme on the relationship between ISP enforcement and ISP
effectiveness. Overall, these research findings are mostly consistent with the extant literature.
Thus, theoretical and practical contribution can be drawn from the results. This study suggests
that external factors and transformational leadership play an important role in IS management.
Organisations can develop effective IS strategy and investigate the root cause of ISP issues by
evaluating the institutional mechanisms in the market or the internal enforcement system. This
study also recommends the adoption of transformational leadership that can lead to a higher level

of enforcement, leading to ISP effectiveness in an organisation.
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7.2.  Theoretical Contributions

This study offers a better understanding of IS management through its evaluation of the
effectiveness of IS from an organisational and managerial perspective instead of an individual
level. To improve the performance of IS, developing an effective IS strategy and policies to
control and enhance employees’ compliance is critical (Teh et al., 2015; Von Solms, 2001).
According to the IS literature, top management plays a crucial role in improving employees’
compliance and security culture (Bulgurcu et al., 2010; Herath & Rao, 2009; Ifinedo, 2012;
Puhakainen & Siponen, 2010; Vance et al.,, 2012) and developing effective ISP within
organisations (Kankanhalli et al., 2003; Knapp & Ferrante, 2014; Knapp et al., 2007; Steinbart et
al., 2018). Moreover, without sufficient enforcement, employees tend to become involved in non-
compliance IS activities (Bulgurcu et al., 2010; Herath & Rao, 2009; Kajtazi et al., 2018). Most
IS studies have focused on predictors that affect employees’ compliance and there has been a lack
of attention to organisational-level forces as factors that motivate the commitment of top
managers, as well as how to improve the enforcement of ISP in organisations. Thus, this study

focused on investigating 1S management from a managerial and organisational perspective.

The low-commitment level of senior management or the board to IS has been highlighted for
several decades as an antecedent of IS violations (Ahmad et al., 2014; Chang & Ho, 2006; EY,
2020; ISACA, 2019; Von Solms, 2001). Senior management commitment to IS helps maintain
ISP employees’ compliance by providing ISP-related awareness, perception, and enforcement
that reduce violating behaviours, thus advancing IS and effective ISP management (Barton et al.,
2016; Choi, 2016; Daud et al., 2018; Knapp & Ferrante, 2012; Knapp et al., 2007; Veiga & Eloff,
2007). Therefore, there is a need to evaluate the predictors of senior management participation in
ISP. Neo-institutional theory can explain the commitment of senior management based on
coercive, mimetic, and normative mechanisms that can affect organisational decisions through
the mediator role of top management beliefs and participation. Neo-institutional mechanisms refer
to external factors in the environment that motivate firms to modify themselves to survive and be
successful (DiMaggio & Powell, 1983; Hu et al., 2007; Meyer & Rowan, 1977). This study

extends the neo-institutional theory research that has mostly been conducted in other aspects, such
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as website adoption (Flanagin, 2000), IT adoption (Tingling & Parent, 2002), electronic data
interchange adoption (Teo et al., 2003), IT investment decisions (Hu & Quan, 2006), ERP
assimilation (Liang et al., 2007), IS practices (Hu et al., 2007), and security culture (Hassandoust
et al., 2020), rather than the performance of ISP. The research findings of this study confirmed
the relationship between external factors and the participation level of senior managers in the
context of ISP. Coercive and mimetic mechanisms were found to significantly promote the

participation of senior managers in ISP, leading to a higher level of ISP effectiveness.

Drawing on the transformational leadership framework, this study examined the role of
transformational leadership in ISP enforcement and ISP effectiveness. Although several studies
have focused on the role and optimal performance of transformational leadership in organisational
commitment (Dvir et al., 2002; Judge & Piccol, 2004; Kark et al., 2003; Lowe et al., 1996;
Podsakoff et al., 1990; Price & Weiss, 2013) and emphasised the critical role of employees’
commitment to IS management (Bulgurcu et al., 2010; D’ Arcy et al., 2009; Herath & Rao, 2009;
Puhakainen & Siponen, 2010; Vance et al., 2012), there has been inadequate attention to how
transformational leadership can promote the management and effectiveness of IS in organisations.
This study’s finding regarding the positive influence of transformational leadership on ISP
enforcement and ISP effectiveness extends the transformational leadership framework in the
context of ISP. Previous studies have focused on deterrence theory, which suggests employees
tend to reduce IS violations as a result of top management support in developing and ensuring the
certainty of sanctions and the severity of sanctions (Beebe & Rao, 2005; Kankanhalli et al., 2003;
Knapp et al., 2007). In line with IS deterrence studies, this study extends the literature by
confirming that transformational leadership can work as a mechanism to promote IS disincentives
by providing employees with enough understanding of the benefits and costs of compliance and
violating behaviours and optimally enforcing IS deterrents without damaging the relationship
between leaders and followers. For instance, transformational leaders that demonstrate high
performance expectations of their subordinates can enhance followers’ awareness and sense of
responsibility towards excellence and quality and minimise the chance of IS threats that can
severely damage an organisation’s financial status and reputation (Ahmad et al., 2019; EY, 2020;

ISACA, 2019). Transformational leaders can also provide specific examples of compliant and
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non-compliant 1S behaviours to illustrate the benefits and costs of compliance within an
organisation. This helps employees to understand the net benefits/losses of criminal acts against
IS, thus preventing them from committing those acts and promoting safe behaviours in the
workplace (Ahmad et al., 2019; Beebe & Rao, 2005; Kankanhalli et al., 2003). Transformational
leadership can promote relational leadership by focusing on the bonds between leaders and
followers and also the relationship with stakeholder groups (Podsakoff et al., 1990). Therefore,
transformational leadership creates subordinates trust and respect as well as an open environment
in which to share IS-related knowledge, implement IS practices, and advance IS management

(Moon et al., 2018). The unique findings of this study are presented in Table 7.1.
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Table 7.1

Summary of Theoretical Contributions of This Study

What is Known from the Literature

Unique Findings of this Study

Previous studies have discussed the role of
senior management in enhancing the
effectiveness of IS by improving employees’
compliance (Bulgurcu et al., 2010; Herath &
Rao, 2009; Ifinedo, 2012; Puhakainen &
Siponen, 2010; Vance et al., 2012) and
developing effective ISP (Kankanhalli et al.,
2003; Knapp & Ferrante, 2014; Knapp et al.,
2007; Steinbart et al., 2018). However, most
IS research has been conducted on an
individual level instead of a managerial level.

This study explored the managerial and
organisational-level factors involved in ISP
effectiveness. It also investigated the role of
external factors in motivating senior
management to participate in ISP and the
impact of adopting transformational
leadership to promote ISP enforcement. The
research findings suggest that external factors
can improve ISP effectiveness by influencing
the participation of senior manages in ISP.
Adopting transformational leadership can also
promote ISP effectiveness through the
mediator role of ISP enforcement.

Previous studies have suggested that external
factors can influence the participation of top
management in ISP practices and in turn lead
to organisational decisions such as website
adoption (Flanagin, 2000), IT adoption
(Tingling & Parent, 2002), electronic data
interchange adoption (Teo et al., 2003), IT
investment decisions (Hu & Quan, 2006),
ERP assimilation (Liang et al., 2007), and IS
practices (Hu et al., 2007). Previous studies
have also investigated the role of institutional
forces in top management beliefs and
participation in organisational activities
(Barton et al., 2016; Hassandoust et al., 2020;
Liang et al., 2007)

This study further enhances the existing
models in the literature and confirmed the
importance of external factors, especially
coercive and mimetic mechanisms, in senior
management involvement in ISP practices
within an organisation.

Previous studies have illustrated the positive
impact of transformational leadership on
organisational commitment and performance
(Dvir et al., 2002; Judge & Piccol, 2004; Kark
et al., 2003; Lowe et al., 1996; Podsakoff et
al., 1990; Price & Weiss, 2013).

This  study extends transformational
leadership studies in the ISP context through
its finding that the adoption of
transformational leadership can improve ISP
effectiveness in an organisation. Moreover,
ISP enforcement can strengthen the
relationship between transformational
leadership and ISP effectiveness.

7.3. Practical Contributions

In terms of practice, the results provide managers with an overall understanding of and effective

guidance in IS management. This research also suggests practical implications for the
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development, implementation, and enforcement of ISP to achieve the highest level of ISP

effectiveness.

The research findings provide a better understanding of the critical external factors that may
significantly influence ISP effectiveness. Empirical studies have argued that organisations’ losses
due to the negligence of employees (Chang & Lin, 2007; Chen et al., 2012; Hassandoust et al.,
2020) can be mitigated by the role and support of senior managers. An implication of this study
is that senior managers are recommended to actively participate in ISP, including developing,
communicating, and enforcing it to drive IS efficiency. Liang and colleagues (2007) highlight the
role of top management in the assimilation of IT innovations. In the context of security
assimilation, Barton and colleagues (2016) recommended that governmental regulation and
industry requirements can increase the level of commitment of senior managers. The information
shared among government organisations and industry groups in IS security can foster senior
management participation in ISP and advance the ISP of organisations. Managers should seek to
understand the external factors related to IS and the business value of ISP as this will positively
impact their level of commitment to organisational 1ISP. With a higher level of participation in
security activities, managers can gain a better understanding of the security policies and practices
required in their organisations and be better able to provide more related training and coaching,
incentives, and appropriate support for employees to drive ISP effectiveness. Among three types
of external mechanisms that influence the effectiveness of ISP, mimetic forces were found to be
more dominant, which indicates that senior managers are more likely to be influenced by other
organisations in the industry. Apart from the compulsory requirements of governmental
regulators, senior managers might find it helpful to promote ISP practices and protocols adopted
in other organisations to compete with them and survive in the market. This study may provide
senior managers and organisations with a better understanding of factors from the external
environment that influences organisational decisions. Organisations can evaluate and take
advantage of these mechanisms to motivate the commitment of senior managers in ISP and

enhance ISP management.
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Empirical evidence suggests that employees’ non-compliance behaviours might be a result of
management and organisational level issues, such as organisations’ use of ineffective security
awareness programmes, or because ISP is not successfully enforced (Bulgurcu et al., 2010; Herath
& Rao, 2009; Kajtazi et al., 2018). Rather than considering that the effectiveness of ISP is
dependent on employees’ compliance, this research might be able to provide an effective strategy
for investigating the root cause of ISP issues from different aspects and supports top management
in creating, implementing, and controlling ISP, ultimately increasing an organisation’s well-being
and economic wealth. According to the findings of this study, the adoption of transformational
leadership can effectively improve ISP enforcement. Transformational leaders are found to
successfully obtain employees’ trust and respect. Leaders can transfer, support, and inspire
employees with the visions and benefits of ISP and thereby achieve collective agreement on ISP.
Managers are suggested to clearly communicate the perceived costs and the severity of non-
compliance activities to employees to help reduce IS misuse behaviours. This research found that
six key behaviours of transformational leadership — identifying and articulating a vision,
providing an appropriate model, fostering the acceptance of group goals, presenting high
performance expectations, and providing individualised support and intellectual stimulation —
should be considered as a guideline for senior managers in an organisation, especially when
launching, implementing, and monitoring organisational ISP. Furthermore, certifications in 1S
and the job tenure of senior managers in a management role can also provide a useful direction
for the board of management. Managers who participate with more certification in 1S and more
years in a management role were shown to more effectively manage ISP with the necessary
knowledge and experience. Organisations can consider managers’ certifications and job tenure
when initiating or implementing a new ISP. The results indicated that the knowledge, experience,
and especially the leadership of senior managers play a critical and crucial role in improving ISP
effectiveness. The research findings might help organisations when evaluating the competence of

senior managers and constructing a human resources development plan.

In the context of the banking and finance sector, the intensive amount of sensitive information
this sector deals with requires organisations to develop and maintain the effectiveness of IS to

reduce severe losses due to IS violations (Teh et al., 2015; Von Solms, 2001). Chang and Ho
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(2006) found that the ISP effectiveness of financial companies is extremely sensitive to losses
from IS threats, while Muhammad Shoukat and Urooj (2019) reported the consequences of
cybercrime incidents and raised the need for 1S awareness in the banking sector. Therefore, this
study underscores the importance of IS and security techniques in minimising the chance of IS
breaches in the financial industry. The research findings also highlight the critical role of external
factors, senior management, and ISP enforcement in the financial industry that should be taken
into consideration by senior managers when seeking to develop effective IS management. In order
to reduce the chance of IS losses by financial firms, losses which are considered more severe than
in other industries, banks and financial institutions are suggested be aware of the external factors
in the market such as forces from governmental regulation (e.g., SBV), financial associations,
competitors, and customers. Furthermore, IS enforcement is both necessary and inevitable when
seeking to minimise leakages and losses of information. This study confirms that transformational
leadership behaviours can promote IS protocol and policy enforcement within organisations.
According to the findings, setting a high-performance expectation is recommended as it
emphasises the need for zero non-compliance activities and empowers employees to comply with
ISP. Therefore, this research helps financial firms better understand the driving factors in ISP
effectiveness in organisations and provides them with a list of managerial factors that should be

taken into consideration to minimise losses.

7.4.  Limitations of the Study and Future Studies

Despite the useful implications for research and practice, this study also has limitations that need
to be addressed in future studies. First, the cross-sectional design of using a single point of time
in the data collection method, as opposed to taking a longitudinal approach, might restrain the
implications of this study. Adoption and implementation of IS might take a long time to execute
and may change over time, while external factors might vary over industries and periods.
Moreover, there might be some difficulties in drawing causal relationships based on cross-
sectional data (Rindfleisch et al., 2008). Therefore, this creates a need for future studies to observe
changes in the evaluation of senior managers over time through a longitudinal study. The causal
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relationships between neo-institutional mechanisms, transformational leadership, and ISP

effectiveness can be strengthened by using a longitudinal study design.

Second, the respondents of this study were managers in financial firms in Vietnam only, which
could represent a sample selection bias. Therefore, the generalisation process of this study’s
findings is limited. Vietnam is a developing country with a socialist state that might differ from
other developed or capitalist countries. The State Bank of Vietnam has power over financial
institutions’ operational activities that might dominate other external factors and bias the research
findings. Future studies need to be conducted in the context of other countries to generalise the

findings of this study.

Third, the measurement strategy of this research could have resulted in bias as the respondents
were managers who evaluated the ISP themselves. The results might be different if ISP was
assessed by employees of organisations. Thus, future studies might conduct research on both

managerial and employee perspectives (multi-level study) to extend the implications.

7.5.  Concluding Remarks

This study applied neo-institutional theory and the transformational leadership framework to
examine ISP effectiveness in an organisation. The study utilised an explanatory approach with
the data collected from managers who were aware or in charge of ISP in financial firms in
Vietnam. The research provides a comprehensive review of the IS management framework by
examining the role of senior management participation in ISP and ISP enforcement in relation to
the efficiency of ISP. This research provides theoretical and practical contributions by applying
neo-institutional theory to investigate the external factors that influence ISP effectiveness and
using the transformational leadership framework to evaluate the role of transformational
leadership in relation to the effectiveness of ISP in an organisation. From a practical point of view,
the results of this study provide organisations with knowledge of external factors that affect ISP
effectiveness and the importance of managers’ knowledge, experience, and leadership skills in IS

management.
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1. Update the Information Sheet with the new title of the research.

Non-standard conditions must be completed before commencing your study. Non-standard
conditions do not need to be submitted to or reviewed by AUTEC before commencing your
study.

Standard Conditions of Approval

1. The research is to be undertaken in accordance with the Auckland University of
Technology Code of Conduct for Research and as approved by AUTEC in this
application.

2. A progress report is due annually on the anniversary of the approval date, using the EA2
form.

3. A final report is due at the expiration of the approval period, or, upon completion of
project, using the EA3 form.

4. Any amendments to the project must be approved by AUTEC prior to being
implemented. Amendments can be requested using the EA2 form.

5. Any serious or unexpected adverse events must be reported to AUTEC Secretariat as a
matter of priority.

6. Any unforeseen events that might affect continued ethical acceptability of the project
should also be reported to the AUTEC Secretariat as a matter of priority.

7. It is your responsibility to ensure that the spelling and grammar of documents being
provided to participants or external organisations is of a high standard and that all the
dates on the documents are updated.

AUTEC grants ethical approval only. You are responsible for obtaining management approval
for access for your research from any institution or organisation at which your research is being
conducted and you need to meet all ethical, legal, public health, and locality obligations or
requirements for the jurisdictions in which the research is being undertaken.

Please quote the application number and title on all future correspondence related to this project.

For any enquiries please contact ethics@aut.ac.nz. The forms mentioned above are available
online through http://www.aut.ac.nz/research/researchethics

(This is a computer-generated letter for which no signature is required)

The AUTEC Secretariat
Auckland University of Technology Ethics Committee
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Participant Information Sheet

Date Information Sheet Produced:

02 Sep 2020

Project Title

The Role of External Mechanisms and Transformational Leadership in Information Security
Policy Effectiveness: A Financial Industry Perspective

An Invitation

Greetings, my name is Thai Pham. | am a master student at Auckland University of Technology
(AUT). Currently, I am conducting research on information security policy effectiveness and |
would like to invite you to participate in this study. Your participation is voluntary and will take
approximately 15 minutes of your valuable time. You are not obligated to participate in this
research and able to stop the survey at any time before completion. | am conducting a draw in
which 20 respondents will win a $25 gift card from Amazon.

What is the purpose of this research?

This research project plans to investigate the impact of institutional factors and transformational
leadership elements on the effectiveness of information security policy in a financial firm.
Institutional factors refer to environmental factors motivate firms to modify themselves according
to those factors to be succeed in the market. Transformational leadership refers to mechanisms of
the leaders that push the followers to achieve beyond expectation but still engage in strong
emotional connection with followers. The findings of this research might be used for publication.
How was | identified and why am | being invited to participate in this research?

You have been invited to participate in this project because you currently work for a financial
firm (bank/ financial company) in Vietnam who are at management level and in charge or aware
of information security policies of your firm. Your input will be valuable in helping to
investigating the important elements affecting the effectiveness of information security policies.
How do | agree to participate in this research?

Your participation in this research is voluntary (it is your choice) and whether or not you choose
to participate will neither advantage nor disadvantage you. You will be sent a survey link. You
are able to withdraw from the study at any time. If you choose to withdraw from the study, then
you will be offered the choice between having any data that is identifiable as belonging to you
removed or allowing it to continue to be used. However, once the findings have been produced,
removal of your data may not be possible.

What will happen in this research?

You will be invited to a 15-minute online survey. The purpose of the survey is to ask about your
demographic information (such as age, gender, etc) and your evaluation on institutional factors,
transformational leadership elements and your company’s information security policies
effectiveness. | assure you that you will not be identified in any reports or publications from this
study. | am conducting a draw in which 20 respondents will win a $25 gift card from Amazon. At
the end of the survey, you will be redirected to a website where you can enter the prize draw.
Only complete answers will be included in the draw and the winners will be randomly selected
when the data collection is done.

What are the discomforts and risks?

There will not be any discomforts or risks in this research because the interview questions ask
about your evaluation regarding information security policies without identifying who you are.
Your participation is voluntary.

How will these discomforts and risks be alleviated?
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Your answers will not be shared with anyone else outside of this research team. You can withdraw
your data up to the end of data collection.

What are the benefits?

The benefit for you could be the opportunity to reflect on the current status of your organisation’s
information security policies. The findings will help your company find out the most important
institutional factors and the key transformational leadership elements that significantly influence
the information security policy effectiveness as well as their implication.

How will my privacy be protected?

Your participation is voluntary. All the data you provide will remain confidential. No party or
person other than the research team will have access to the data. After the project is completed,
all the information will be securely destroyed after a period of six years.

What are the costs of participating in this research?

There are no costs to you for participating in this research except for approximately 15 minutes
of your time for answering the survey, which is much appreciated.

What opportunity do | have to consider this invitation?

You will be given at least one month to fill up the web survey since you have received the survey
link. If there is any further information or clarification required, you can directly contact the
primary researcher on his details below.

Will | receive feedback on the results of this research?

Respondents can access the findings of this research project from Mar 2021 to May 2021 via
OneDrive shared folder (https://autuni-
my.sharepoint.com/:f:/g/personal/tdq1974 autuni_ac_nz/EuHz-7LEQP5A0W-
GMJgfyUgBhqg6sp0SrAbHJALEZ-Da5Ug?e=UJMhff)

What do I do if | have concerns about this research?

Any concerns regarding the nature of this project should be notified in the first instance to the
Project Supervisor, Farkhondeh Hassandoust, ferry@aut.ac.nz, (09) 921-9999 ext 5419.
Concerns regarding the conduct of the research should be notified to the Executive Secretary of
AUTEC, ethics@aut.ac.nz, (+649) 921 9999 ext 6038.

Whom do | contact for further information about this research?

Please keep this Information Sheet for your future reference. You are also able to contact the
research team as follows:

Researcher Contact Details:

Thai Pham, Tdq1974@autuni.ac.nz, +840384233633

Project Supervisor Contact Details:

Farkhondeh Hassandoust, ferry@aut.ac.nz, (09) 921-9999 ext 5419.

Approved by the Auckland University of Technology Ethics Committee on 07/09/2020,
AUTEC Reference number 20/229.
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Appendix C — Participants Information Sheet — Vietnamese version
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Bang Thong Tin Pap Vién

Thai gian xuét ban

02 Théang Chin 2020

Mé dau

Tiéu dé

Vai tro cua Nhitng Co ché Bén ngoai va Nguyén ly Lanh dao Chuyén doi trong Sy hiéu qua cua
Cac chinh sach An toan Thong tin: Dugi gdc nhin cia nganh Tai Chinh

Loi moi

Thén chao, t6i tén la Pham Viét Thai. T6i la sinh vién dang theo hoc Thac si tai truong Auckland
University of Technology (AUT). Hién tai, t6i dang lam mot khao sat vé su hiéu qua cua céc
chinh sach an toan thong tin va mudn moi anh/chi 1am mét bai phong van. Sy tham gia cua anh/chi
la hoan toan tu nguyén va sé tén 15 pht thoi gian quy béau ‘cua anh/chi. Anh/chi khong bat budc
phai tham gia cugc phong van nay va co thé dung phong van vao bét ky thoi diém nao trude khi
két thic cude phong van. S& c6 mot giai thuong tri gia $25 phiéu mua hang tir Amazon cho 20
dap vién may man duoc lya chon ngau nhién.

Muc dich cia cugc nghién cieu nay la gi?

Cudc khao sat nay s& nghién ctru vé tac dong cua nhiing nhan té thé ché va nguyén 1y lanh dao
chuyen ddi 1én su hiéu qua cua cac chinh sach an toan thong tin trong t6 chuc tai chinh. Nhan té
thé ché 1a nhitng nhan té bén ngoai thuc day doanh nghiép diéu chinh dé phu hop véi nhitng nhan
t6 do dé thanh cong trén thi truong. Nguyén Iy 1anh dao chuyén ddi 1a nhimg co ché caa lanh dao
dé dong vién nhan vién hoan thanh vuot mong doi c&c muc tiéu dé ra nhung van duy tri mdi quan
hé chat ch& véi nhan vién. Két qua cua cudc nghién ctru ndy sé c6 thé dugc xuat ban.

Tai sao anh/chi lai dwgc mai dé tham gia cudc nghién cieu nay?

Anh/chi dugc moi tham gia cudc nghién ciu nay vi anh/chi dang 1am viéc tai mot céng ty tai
chinh & Viét Nam & vi tri quan Iy va c6 hiéu biét ciing nhu trach nhi¢m vé an toan thang tin tai
cong ty cua anh/chi. Nhitng thong tin anh/chi cung cap s& rat gia tri trong viéc tim hiéu cac yéu
t6 quan trong anh huéng téi sw hidu qua cia cac chinh sach an toan thong tin.

Anh/chi s& tham gia vao cudc nghién ciru nay thé nao?

Su tham gia cua anh/chi trong cudc nghién ctru ndy tu nguyén (thé theo su lra chon cuaa anh/chj)
va cudc phong van nay sé khong cé bat ky anh huong nao téi anh/chi. Anh/chi s& dugc nhan mot
duong dan cua cudc khao sat. Anh/chi cé thé thoat khoi cuoc phong van bat ky ldc nao. Néu
anh/chi chon ngirng phong van, anh/chi s& dugc lya chon giira viéc tiép tuc cho phép ngudi nghién
ctu str dung thong tin anh/chi cung cap cho cudc phong van hoic xoa toan bo thong tin d6 khoi
cudc phong van. Tuy nhién, néu nhu két qua cua cudc phong van di duoc hoan thanh, viéc x6a
thong tin d6 c6 thé s& khong thé thuc hién.

Chuyén gi sé dién ra trong cuéc nghién ciu?

Anh/chi s& dugc moi vao mét cudc phong van truc tuyén dai 15 phat. Muc dich cua cudc phong
van 1a hoi vé thdng tin nhan khau hoc cua anh/chi (vi du nhu giéi tinh, tudi, v.v.) va sy danh gia
ctia anh chi vé nhirng nhan té thé ché, nguyén ly quan ly chuyén doi va su hiéu qua cta céc chinh
sach bao mat cua cong ty anh/chi. Téi xin dam bao rang danh tinh cua anh/chi s& khong duoc dé
cap dén ¢ bat ky bao cao hay xuat ban nao tir nghién cau nay. Sau khi phong van két thc, s& co
mot giai thuong tri gia $25 phiéu mua hang tr Amazon cho 20 dép vién may man dugc lya chon
ngau nhién. Vao cudi cudc phong van, anh/chi s& dugc chuyén toi mot trang web ma anh/chi c6
thé tham gia trang thuong. Chi nhitng bai phong vain hoan thanh tron ven mai dugc tham gia rit
tham triing thuéng va ngudi tring thudng s& dwoc chon ngau nhién khi viéc thu thap dit liéu hoan
thanh.

Nhirng rii ro va anh hwéng la gi?
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S& khong c6 bét ky anh huong hay rai ro gi trong nghién ciu nay bai vi toan bo cau hoi phong
van chi nghién cau vé cac chinh sach an toan thong tin, khdng hé tiét 16 bat ky théng tin ca nhan
nado cua anh chi. Sy tham gia caa anh chi la hoan toan tuy nguyén.

Nhitng rii ro va anh hwéng dé sé dwoc giai quyét nhu thé nao?

Cau tra loi cua anh/chi s& khong duoc chia sé voi bat ky ai ngoai nhom nghién ctiu khao sat nay.
Anh/chi c6 thé thu héi lai théng tin cua anh/chi trude khi cudc phong van két thic.

Loi ich caa cugc nghién ciru nay la gi?

Loi ich cua viéc tham gia vao cudc phong van nay la anh/chi c6 thé danh gia tinh trang hién tai
cua cac chinh sach an toan thong tin trong cong ty anh/chi. Ngoai ra, két qua cua cudc phong van
s& tim ra nhan t4 thé ché quan trong nhat va yéu té quan trong nhat trong nguyén ly quan ly chuyén
ddi s& anh huong toi sy hiéu qua cua céc chinh sach bao mat va céc tng dung cua no.

Thong tin c& nhan cia anh/chi sé dwgc bao quan thé nao?

Su tham gia cua anh/chi la hoan toan tu nguyén. Moi thong tin anh/chi cung cip s& duoc gitr bi
mat. Khong bt ky to chirc hay c& nhan nao ngoai nhém nghién ciru c6 quyén truy cap vao dit liéu
cua anh/chi. Sau khi nghién cau két thic, toan bd théng tin s& duoc tiéu huy mét cach an toan
trong thoi han 6 nam.

Chi phi cho viéc tham gia nghién ciru 1a gi?

Anh/chi s& khdng ton bat ky chi phi nao khi tham gia cudc phong van nay ngoai trir 15 phit thoi
gian tra 1oi cau hoi, nhém nghién ciu rét tran trong su tham gia va thoi gian cua anh/chi.
Anh/chi s& ¢é co hdi gi néu dong y tham gia vao cuc nghién ciu nay?

Anh/chi s& c6 thoi gian 1 thang d& hoan thanh cudc phong véan ké tir IGc nhan dwoc duong dan
phong van. Néu anh/chi can thém bat ky thdng tin nao, anh/chi c6 thé lién hé truc tiép nguoi
nghién ctru chinh qua thong tin ca nhan bén dudi.

Anh/chi c6 nhan dwoc két qua cia cudc nghién cieu nay hay khong?

Anh/chi c6 thé tim thay két qua cua cudc nghién ctru ndy tir thang 3 nam 2021 t&i thang 5 nim
2021 o duong dan nay (https://autuni-
my.sharepoint.com/:f:/g/personal/tdq1974 autuni_ac_nz/EuHz-7LEQP5A0W-
GMJgfyUgBhg6sp0SrAbHJALEZ-Da5Ug?e=UJMhff)

Anh/chi s& lam gi néu c6 bat ky van dé nao lién quan téi cudc nghién ciu?

Bat ky vin d& nao lién quan téi du 4n nay nén dugc thong bao cho Quan Ly Du An, tién si
Farkhondeh Hassandoust, email ferry@aut.ac.nz, (09) 921-9999 ext 5419.

Moi véan dé lién quan dén viéc thyc hién nghién ctru nén duoc théng bao cho Thu Ky Diéu Hanh
cua AUTEC, ethics@aut.ac.nz, (+649) 921 9999 ext 6038.

Ai 12 nguoi lién hé dé biét them thdng tin vé cudc nghién cieu nay?

Kinh mong anh/chi giir Bang Thong tin nay dé tién tham khao trong twong lai. Anh/chi c6 thé lién
hé véi nhdm nghién ciru qua thong tin dudi day

Thong tin lién lac ngwoi nghién cau

Thai Pham, Tdq1974@autuni.ac.nz, +840384233633

Thong tin lién lac Quan Ly Dy An

Farkhondeh Hassandoust, ferry@aut.ac.nz, (09) 921-9999 ext 5419.

Puoc phé duyét béi Uy Ban Pao Pirc Auckland University of Technology vao ngay
07/09/2020, s6 tham chiéu AUTEC 20/229
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Appendix

D — Questionnaire — English version

Criteria Question
Please provide information about your background below.

1. Are
a.
b.

you currently working in a company listed in financial sector?
Yes
No

2. What is your role in your organisation?

~ooo0oe

g.
h.
3. Are
a.
b.

Chief Executive Officer

Chief Information Officer

Chief Information Security Officer

A manager in IT department

A manager in Security department

Any type of manager who is in-charge or aware of policies related to information
security in your organisation — Please specify

Other - Please specify

No management positions

you in-charge or aware of information security policies in your organisation?
Yes

No

Demographic Question
4. What is your gender?

a.
b.
c.

Male
Female
Prefer not to say

5. What is your age?

a.
b.
C.
d.
e.

Under 20 years
21-30 years
31-40 years
41-50 years
Above 50 years

6. What is your education level?

a.
b.
C.
d.

High School Diploma
College

Bachelor
Postgraduate/Master or above

Control Variable
7. How many years have you been working in financial industry?

ThP OO T TP2O0T® TP2ODT®

Less than 1 year
1-5 years

5-10 years

10-15 years

More than 15 years

ow many years have you been working at management level in a financial firm?

Less than 1 year
1-5 years

5-10 years

10-15 years

More than 15 years

ow many certificates do you have in relation to information security?

0

1 please identify

2 please identify

3 please identify

4 please identify

More than 5 please identify
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10. How many training or education days relating to information security do you take per

year?

a o0

b. 1-

c. 5-10

d. More than 10

Main Questionnaire
The following questions seek your opinion about the information security policies (ISP) of your
current company. Choose the number that most closely indicate the extent to which items
represent your current company’s ISP
Please pay attention to the below points:
You may come across similar questions in the next sections. We need to include similar questions
to establish statistical reliability and validity.
ISP stands for Information Security Policies

Please indicate Scale Source

Coercive Mechanism Strongly Disagree -1 | (Liang et
to Strongly Agree -7 | al., 2007)

1. The local government requires our organisation
to use ISP

2. The industry association requires our
organisation to use ISP

3. The local competitive conditions require our
organisation to use ISP

Mimetic Mechanism

Our main competitor who have adopted ISP

(question 4, 5, 6)

4. have greatly benefitted

5. are favourably perceived by others in the same

Strongly Disagree - 1
to Strongly Agree - 7

industry
6. are favourably perceived by their suppliers and
customers
Normative Mechanism Very Low - 1 to Very
Please indicate (question 7, 8, 9) High - 5
7. the extent of ISP adoption by your organisation’s
suppliers
8. the extent of ISP adoption by your organisation’s
customers

9. the extent to which the government’s promotion
of ISP influences your organisation to use

Top Management Participation

The senior management of our organisation actively

(question 10, 11, 12)

10. articulates a vision for the organisational use of
ISP

11. formulated a strategy for the organisational use
of ISP

12. established goals and standards to monitor the
use of ISP

Avrticulate Vision Strongly Disagree - 1 (Viator,

to Strongly Agree - 7 2001)

Strongly Disagree - 1
to Strongly Agree - 7

13. I create an interesting picture of the future for our
organisation’s ISP practice area

14. | have a clear understanding of where we are
going in terms of ISP

15. I inspire other employees with my ISP related
plans for the future of our organisation
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16. 1 am able to get other employees committed to
my ISP related dream of the future of our
organisation

17. 1 am always seeking new opportunity to improve
our organisation’s ISP

Provide Model

Strongly Disagree - 1
to Strongly Agree - 7

18. In terms of ISP compliance, I lead by "doing"
rather than "telling".

19. In terms of ISP compliance, | lead by examples
and best practices

20. In terms of ISP compliance, | provide good
model for other employees to follow.

Fostering Acceptance Strongly Disagree - 1 (Viator,
to Strongly Agree - 7 2001)
21. | foster collaboration between my team and
information security team.
22. | develop team attitude and spirit among
employees in order to comply with ISP.
23. | encourage employees to be "team player" in
relation to ISP compliance
24. | encourage all teams to work together for the
same goal towards the ISP compliance.
High Performance Expectation Strongly Disagree - 1
to Strongly Agree - 7
25. | show employees that | expects a lot from them
regarding ISP compliance
26. | insist only on the best performance (zero ISP
non-compliance)
27. 1 will not settle for the second best, when it
comes to ISP compliance
Provide Individualised Support Strongly Disagree - 1
to Strongly Agree - 7
28. I respect my employees’ feelings regarding ISP
related activities
29. | behave in a way that is thoughtful of my
employees’ personal needs regarding ISP related
activities
Intellectual Stimulation Strongly Disagree - 1
to Strongly Agree - 7
30. | provide my employees new ways of
approaching ISP issues to make them think about
possible solutions
31. | force my employees to rethink some of their
ISP related ideas.
ISP Enforcement Strongly Disagree - 1 (Knapp et
to Strongly Agree - 7 al., 2006)

32. Employees caught violating ISP are appropriately
corrected

33. Information security rules are enforced by
sanctioning the employees who break them

34. Repeat security offenders are appropriately
disciplined

35. Termination is a consideration for employees
who repeatedly break security rules
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SETA Program Strongly Disagree - 1 (Chen et
to Strongly Agree - 7 al., 2015)

36. In my organization, employees are briefed on the
consequences of modifying organisation’s data in
an unauthorized way.

37. My organization educates employees on their
information security responsibilities.

38. In my organization, employees are briefed on the
consequences of accessing information systems
that they are not authorized to use.

ISP Effectiveness Strongly Disagree -1 | (Hsu et al.,

to Strongly Agree - 7 2015)

39. The ISP achieves most of its goals.

40. The ISP accomplishes its most important
objectives.

41. Generally speaking, information in our
organisation is sufficiently protected.

42. Overall, the ISP is effective in our organisation.
43. The information security program (policy) has
kept our organisation’s security losses to a

minimum.

Marker Variable: Please be patient and assist us by answering the following set of questions.
They refer to Brand Image. Please answer these questions based on your ‘gut’ feeling. The exact
answer is not important to us — but it is required for statistical calibration of the earlier
guestions.

Please consider your attitudes towards Vietnam Airlines' marketing and advertising campaigns
from all media such as TV, Internet, magazines, radio and sponsorship activities. How much do
you agree or disagree with each of the following statements about Vietnam Airlines?

Strongly Disagree Disagree Neutral Agree Strongly Agree

Thinks outside the square - - . s ~
Are warm and engaging - - r 'S ~
Are daring - . p ~ ~
Are spirited - - 'S ~ ~
Are imaginative - r ~ ~ ~
Are up-to-date - r s ~ ~

Thank You for Completing Our Survey!
Thank you for taking time out to participate in this survey. We truly value the information you
have provided. Your responses are vital for our research.
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Appendix E — Questionnaire — Vietnamese version

Ciu héi diéu kién
Vui long cung cép thong tin vé 1y lich ctia anh/chi qua nhitng cau hoi dudi day
11. Anh/chi c6 dang lam viéc cho mét cong ty tai chinh ¢ Viét Nam khong?
c. Co
d. Khdng
12. Vai tr6 cua anh/chi trong cong ty 1a gi?
Gidm ddc diéu hanh
Giam d6c Cong nghé thong tin
Giam dbc An toan thong tin
Quan 1y trong bo phan Cong nghé thong tin
Quan ly trong bd phan An toan thong tin
Céc vi tri quan 1y khac — ngudi c6 hiéu biét hay trach nhiém vé cac chinh sach an
toan thong tin ctia cong ty — Vui long ghi 1o vi tri
g. Cac vi tri khac — Vui long ghi 10 vi tri
h. Khong phai vi tri quan ly
13. Anh/chi c6 trach nhiém hodc hiéu biét vé cac chinh sach an toan thong tin cua cong ty

~ooo0oe

khong ?
a. Co
b. Khéng

Céu héi vé nhan khéu hoc
14. Giéi tinh cta anh/chi 1a gi?

a. Nam
b. Ni
c. Khéc

15. Anh/chj bao nhiéu tu6i?
a. Du6i 20 tudi
b. 21-30 tudi
. 31-40 tudi
d. 41-50 tudi
e. Trén 50 tudi
16. Trinh d6 hoc van ctia anh/chi 1a gi?
a. Trung Hoc Phd Thong
b. Cao Pang
c. Pai Hoc
d. Sau Dai Hoc/ Thac si hoac cao hon
CAc bién kiém soat
1. Anh/chi da lam viéc trong nganh tai chinh bao nhi€u nam ?
a. Duéi 1 nam

b. 1-5nam
c. 5-10nam
d. 10-15 nam

e. Trén 15 nam
2. Anh/chi da lam viéc & vi tri quan 1y bao nhi€u nam?

a. Du6i 1 nam
b. 1-5nam

Cc. 5-10 nam

d. 10-15 ndm
e. Trén 15 nam

3. Anh/chi c6 bao nhiéu chung chi lién quan t&i an toan thong tin

1- Vui long ghi ro

2- Vui long ghi rd

3- Vui long ghi ro

4- Vui long ghi rd

Nhiéu hon 5- Vui long ghi 3

4, AIlh/Chl da tham dy bao nhiéu budi hudng dan lién quan téi an toan thong tin hang nim?

xT o oaQ
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e. 0

f. 15
g. 5-10
h.

Nhiéu hon 10

Bang cau héi chinh

Nhiing cau hoi dudi day s& hoi ¥ kién anh/chi vé cac chinh sach an toan théng tin (CSATTT) ctia
cong ty hién tai cuia anh/chi. Vui long liwa chon con s thich hop nhit miéu ta mirc d6 cac cau hoi
thé hién tinh trang hién tai ctia cong ty anh/chi

Vui long chii y nhirng diém dudi day

Anb/chi s& gap nhiing céu hoi gin giong nhau & muyc dudi. Chung ti can thém vao nhing cau
hoi gan giéng nhau dé ting cuong muc do tin ciy va xac thyuc trong théng ké

CSATTT - céc chinh s&ch an toan théng tin

Vui long danh gia Scale Source

Co ché Ep bugc Hoan toan khéng dongy -1 | (Liang
téi Hoan toan dong y - 7 etal.,

1. Chinh quyén dia phuong bat budc cong ty 2007)

ching tbi phai st dung cdc CSATTT

2. CAc t6 chirc trong linh vuec tai chinh bat budc
cbng ty ching téi phai sir dung cac CSATTT

3. Tinh hinh canh tranh ni dia bat bugc cong ty
ching t6i phai st dung cdc CSATTT

Co ché Bit chwéc

Déi tha canh tranh chinh cuaa ching tdi sir dung céc

CSATTT (céu hdi 4,5,6)

4. dat duoc rat nhiéu loi ich tot.

5. duoc ghi nhan tdt boi cac cong ty khac trong
cung linh vyc.

6. dugc ghi nhan tét bai khach hang va nha cung
cap.

Co ché Quy chuan

Vui long danh gia

7. muc do ap dung cac CSATTT cuia cac nha
phan phdi cua cong ty ching toi

8. mirc do ap dung cadc CSATTT cua khach hang
cua cong ty chung toi

9. mirc d6 ma chinh quyén khuyén khich sir dung
CSATT trong cdng ty chiing toi

Sw Tham gia ciia Quan ly cap cao

Cac quan ly cap cao trong cdng ty ching tdi tich

cuc (cau hoi 10, 11, 12)

10. truyén tai tim nhin cho toan b cong ty vé viéc
su dung CSATTT

11. xay dung chién lugc cho toan bo cong ty vé
viéc sir dung CSATTT

12. dat ra nhitng muc tiéu va tidu chuan dé quan ly
viéc sir dung cac CSATTT

Truyén tai TAm nhin Hoan toan khong dong y -1 | (Viator,

téi Hoan toan dong y - 7 2001)

Hoan toan khﬁng‘dﬁng y-1
téi Hoan toan dongy - 7

Rét thip — 1 t¢i Rat cao - 5

Hoan toan khﬁng‘d(‘”)ng y-1
téi Hoan toan dongy - 7

13. Tai tao ra nhiing buc tranh thi vi vé twong lai
cua cbng ty ching t6i vaoi cac CSATTT.

14. Toi hiéu rd ching t6i dang huéng téi diéu gi
trong viéc xay dung CSATTT

15. Tai truyén cam hing cho cac nhan vién khac
vé ké hoach xay dung CSATTT cho tuong lai
cua cbng ty chung toi
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16. T6i co thé dat duoc su dong tinh cua cac nhan
vién khéc trong viéc xay dung tuong lai cta
cbng ty chung t6i vai cac CSATTT

17. 1 am always seeking new opportunity to
improve our organisation’s ISP

18. Tai ludn tim kiém co hoi méi dé phat trién
CSATTT cua cong ty ching toi

Cung cap Hinh mau

Hoan toan khéng dong y -1
toi Hoan toan dongy - 7

19. Lién quan téi viéc tudn thu CSATTT, t6i chi
dao qua viéc “hanh déng” hon 1a “sai bao”

20. Lién quan ti viéc tuan thu CSATTT, toi chi
dao qua céc’vi du cu thé va céc bién phép thuc
hanh t6t nhat.

21. Lién quan t¢i viéc tuan thu CSATTT, toi cung
cap nhitng hinh mau tét dé cac nhan vién khac
noi theo.

Thuc day sw Pong thuan

Hoan toan khong dongy -1
téi Hoan toan dongy - 7

22. Tbi thuc day su hop tac gitra nhom cua toi va
cac nhém lién quan téi ATTT

23. Toi phat trién tinh than va thai do caa nhom
trong viéc tuan tha CSATTT

24. T6i dong vién phéq vién tich cuc tré thanh mot
phan khdng thé thicu trong viéc tuan tha
CSATTT

25. Toi dong vién tat ca cac nhom dé lam viéc
cung nhau cho lgi ich chung cua cbng ty vé cac
CSATTT

Y&u cau vé Ning suat cao

Hoan toan khong dongy -1
téi Hoan toan dongy - 7

26. T6i the hién cho céc nhan vién thy rang toi
mong doi rat nhiéu tir ho trong viéc tuan thu
CSATTT

27. Toi luon nhan manh vé viéc hoan thanh tot
nhat (khdng c6 bat ky vi pham nao lién quan
t6i CSATTT)

28. T6i khong chap nhan bat ky vi pham nao lién
guan téi CSATTT

Cung cip Nhiing hd trg' Ca nhan

Hoan toan khong dongy -1
té¢i Hoan toan dongy - 7

29. T6i tbn trong cam xuc cta nhan vién cia minh
vé nhitng van dé lién quan dén CSATTT

30. Moi hanh dong cua t6i deu cho thay sy quan
tam cua tdi t6i nhu cau ca nhan cua nhan vién
vé nhitng van dé lién quan dén CSATTT

Sw Khich I¢ Tinh than

Hoan toan khong dongy -1
té¢i Hoan toan dongy - 7

31. T6i cung cap cho nhan vién cia minh nhiing
hudng di mai trong viéc tiép can nhiing van dé
lién quan tai CSATTT va gilp ho tim ra huéng
giai quyét phi hop.

32. Toi yéu cau nhan vién phai tich cyc suy nghi
da chiéu vé nhirng van d¢ lién quan toi
CSATTT

(Viator,
2001)
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Nhitng Bit bugc trong CSATTT Hoan toan khong dong y -1 | (Knapp

téi Hoan toan dong y - 7 etal.,
33. Nhén vién vi pham CSATTT phai duwoc sira 2006)
chita mét cach thich dang.
34. Nhing quy dinh vé CSATT phai dugc dam
bao bang viéc xir phat nhan vién vi pham
35. Nhitng nhan vién tai vi pham céc van dé lién
quan toi CSATTT phai bi ky luat thich dang.
36. Xem xét bugc cho thdi viéc nhirng nhén vién
tai vi pham CSATTT nhiéu lan
Sw Hiéu qua cia CSATTT Hoan toan khong dong y -1 | (Chen
téi Hoan toan dong y - 7 etal.,
37. Cac CSATTT dat duoc hét cac tam nhin da 2015)

duoc dé ra.

38. Cac CSATTT dat duoc nhitng muc tiéu quan
trong cua cong ty.

39. Théng tin trong cong ty dugc bao mat tot

Céac CSATTT trong cong ty dat dugc hiéu qua cao. | Hoan toan khéng dong y -1 | (Hsu et

téi Hoan toan dong y - 7 al.,

40. Cac CSATTT giam thiéu ti da cac thiét hai 2015)
cho céng ty.

41. Vui long danh gia

42. Co ché Ep buéc

43. Chinh quyén dia phuong bat budc cong ty
ching ti phai st dung cdc CSATTT

44. Céac td chire trong linh vuc tai chinh bat bugc
cbng ty ching téi phai sir dung cac CSATTT

Bién danh d4u: Kinh mong anh/chi kién nhan va hd tro chling t6i hoan thanh bai phong van
bang cach tra 10i nhitng cau hoi dudi ddy. Nhitng cau hoi d6 lién quan téi hinh anh thuong hiéu.
Vui 16ng tra loi nhitng cAu hoi d6 dya trén cam nhan ca nhan caa anh/chi. Két qua cua cau tra
161 chi sir dung cho viéc hiéu chuan y nghia théng ké caa cac cau hoi phia trén.

Vui long dénh gia cac chién dich marketing va quang cdo cua American Airline tir tat ca cac
phuong tién thdng tin: TV, Internet, bao chi, radio va cac hoat dong tai trg. Anh/chi dong y hay
khong dong y vai cac danh gia dudi day ve American Airlines?

Hoan toan khéng dongy Khéng dongy Trung lap Pongy Hoan toan dong y

C6 nhiing suy ~ ~ ~ ~ ~
nghi dot pha

Hap dan - - - - -
Giau y nghia ~ ~ ~ ~ ~
tinh than

Giau sy tudng ~ ~ ~ ~ ~
tuong

Hién dai e e e { e

Chén thanh cam on sy tham gia ciia Anh/chi vio cudc phéng van!
Cam on anh/chi da danh thoi gian quy bau dé hoan thanh bai phong van nay. Ching toi rat danh
gi4 cao nhing thong tin anh/chi cung cap. Cau tra 10i cia anh/chi 14 hoan toan thiét yéu cho bai
nghién ctru ciia ching toi.
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