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ABSTRACT ARTICLE HISTORY
In large-scale emergencies and disasters, real-time situation Received 1 May 2024
awareness around health resources can be lifesaving.  Accepted 4 September 2024

Understanding the situation at hand, the pressing needs and the
actions needed often using information systems that require Crit .

q ritical care resources; surge
manual data entry. Relying on humans to enter data manually response; real-time situation
during surge response is both error-prone and an impediment to awareness; automation;
the critical requirement of real-time situation awareness. This UHE-RFID
paper explores the potential of Ultra-High Frequency Radio
Frequency Identification (UHF RFID) technology to automate the
process of manual data entry followed in providing situation
awareness related to critical care resources during surge
response. Using design science, an RFID-based prototype was
developed to identify and track intensive care resources in real-
time. The system was tested in a simulated hospital ward
environment to understand deployment challenges and a
dashboard was developed to reflect real-time data from multiple
sources simultaneously. When properly deployed, UHF RFID can
be a viable approach to automating critical care reporting during
surge response. Automating routine processes can enhance data
quality and minimise workload on health professionals leading to
better patient care and evidence based decision-making.

KEYWORDS

1. Introduction

Timely, reliable, and complete health information is critical for efficient and effective
healthcare delivery. Quality information enables health professionals to make
informed decisions, leading to improved health outcomes especially during surge
response when resources are often limited. In health, surge capacity is defined as ‘a
measurable representation of a health care system’s ability to manage a sudden or
rapidly progressive influx of patients within the currently available resources at a
given point in time’ (Diplomates 2005). It does not imply additional capacity, but
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rather a capability known as ‘surge response capability’ which is a function of avail-
able resources and resource demand (Kelen and McCarthy 2006). In large-scale emer-
gencies and disasters, surge response entails situation awareness around the available
resources, the expected needs, and the required actions. One of the most critical data-
sets that need to be timely and accurately reported during surge response relates to
intensive care capacity (Pilcher et al. 2021). Intensive care units (ICU) provide critical
medical care to the most severely injured or ill patients in crisis. However, ICU beds
are globally low with hospitals even in developed countries having few or no ICU beds
to cater for surge needs (World Population Review 2023). In 2021, there were four
ICU beds per 100,000 in New Zealand; a percentage which in normal circumstances
provides only 15 to 25 ICU beds that are capable of accepting emergency patients
nationwide (Quinn 2021). These statistics raise the question of what happens in the
case of a large-scale emergency such as a natural disaster or in a potential future pan-
demic. In such scenarios, a national oversight of ICU capacity should be shared across
emergency and critical care providers for effective utilisation of these limited
resources. During surge response, datasets around critical care capacity need to be
accurately and timely reported to ensure a coordinated response. This includes
efficient and coordinated inter-hospital patient transfer, optimal resource mobilis-
ation, and early emergency preparedness. ICU patients receive special care delivered
by a range of specialists, including physicians, anaesthesia and surgery residents,
nurse practitioners, nurses, and pharmacists (Pronovost et al. 2003). For an ICU
bed to be considered available, it needs to be equipped, staffed, and unoccupied by
a patient. In fact, ICU capacity is dependent upon staff availability more than the
availability of equipment (Pilcher et al. 2021). Ideally, a ventilated ICU patient
requires 1:1 nurse: patient ratio, whereas patients in High Dependency Unit
(HDU) may be cared for under a 1:2 nurse:patient ratio (New Zealand Nurses Organ-
isation 2020). Higher ratios may be adequate in step-down units where patients stay
prior to being moved from the ICU to the general ward. These ratios explain why low
ICU capacity is associated with high mortality rates (Wilcox et al. 2020). During
infectious disease outbreaks when patients are required to be individually isolated,
ICU admission becomes even more complex (Maves et al. 2019). These consider-
ations emphasise the need for careful management of the limited number of ICU
beds during surge response. Therefore, datasets that facilitate decision-making in
regard to ICU admissions should be reported in a structured, timely, and reliable
manner.

1.1. Reporting ICU datasets

Aggregate datasets can be reported using minimum datasets (MDS). An MDS is a col-
lection of standardised datasets focused on selected aspects of a single topic and sup-
ported by a data dictionary that explains its associated meanings, usage, and format
(McDaniel and McDaniel 1994). Datasets are made up of data elements each with a
specific code, name, definition, and a set of possible values. This structured reporting
approach, built upon specific information requirements, is both cost-effective and
efficient (Ahmadi and Mirbagheri 2019). During COVID-19, datasets pertaining to
the number of probable and confirmed cases, reinfections, recovered cases, and
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deaths were continuously collected and shared nationally (Te Whatu Ora 2023).
However, a gap was realised relating to the inability of health professionals to have a
national oversight of available critical care resources in real time (Pilcher et al.
2021). In Australia and New Zealand, this gap was addressed by developing an infor-
mation system that collects and disseminates a minimum dataset of critical care
resources. Nevertheless, the system requires nurses to manually enter ICU capacity
data twice a day into a centralised platform. This approach is prone to human
errors, does not reflect data in real-time, and adds to the workload on nurses who
are already stressed and stretched (Young et al. 2021). In 2020, shortages in the
health workforce have been estimated at 15 million health workers globally (Boniol
et al. 2022). These shortages can be attributed the growing need for care by ageing
populations, limited training capacities, and increased disease burden requiring
long-term medical care (Machitidze 2022). In New Zealand, the current gap in
nurses and midwives is estimated at 4800 nurses and 1050 midwives (The New
Zealand Nurses Organisation 2023). Health staff shortages and resource constraints
are leading factors to patient harm as nurses become less focused on the details and
more prone to errors (Machitidze 2022; World Health Organization (WHO) 2023).
Relying on nurses to enter data manually under stressful circumstances such as
large-scale emergencies and disasters amplifies the chances of error and impedes the
requirement of real-time reporting.

Throughout the first two years of the COVID-19 response in New Zealand, lock-
downs were enforced whenever there was a notable surge in cases to contain the
spread of the virus in order to cautiously manage the limited health resources.
Between March 2020 and December 2021, a four-tier alert level restrictions system
was implemented in New Zealand where levels 3 and 4 constituted forms of lockdown
(New Zealand Government 2023). The first lockdown was national and took place
between March 25th and May 13th, 2020. Subsequently, regionalised alert levels
were implemented. To examine the timeliness and reliability of manual data entry
during surge response, historic data was retrieved from the national information
system that was used during COVID-19 to report critical care resources in New
Zealand. The extracted data was reported by 17 tertiary, metro, regional, private,
and paediatric hospitals over four periods of lockdown during which all parts of the
country were either in level 3 or 4. Reporting for the first lowdown was considered
in this study from the 9th of April, 2020. This search revealed substantial data gaps
confirming that manual data entry during surge response is neither an efficient nor
reliable approach to constructing a holistic picture of available critical care resources.
In many instances, even ICUs that reported data daily did so once a day instead of the
required twice. Figure 1 below shows the percentage of days (in blue) during which
ICU patients were manually reported by each one of the 17 hospitals in relation to
the total duration of each lockdown period. The orange colour in contrast, indicates
data gaps related to manual reporting of ICU patients during the same lockdown
periods.

Considering these reporting gaps, it is evident that an automated, reliable, and timely
approach to health capacity situation awareness is required. Such a system would facili-
tate decision-making with regard to resource utilisation, patient care coordination, and
decompression of pressure on healthcare systems as the number of patients increases in
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Figure 1. Gaps in manual reporting of ICU data.

crisis. This study explores the potential of utilising Ultra-High Frequency Radio Fre-
quency Identification technology (UHF RFID) in automating ICU capacity reporting
to achieve real-time situation awareness.
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Figure 2. Basic components of an RFID system.
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1.2. Radio frequency identification technology (RFID)

Radio-frequency identification (RFID) technology uses electromagnetic fields to auto-
matically identify, and track tags attached to a person or object, thus creating a real-
time location system (Mehta et al. 2020). The basic components of an RFID system
consist of an RFID reader, antenna, tags with unique identification numbers, and a
middle-ware (Figure 2).

When an RFID system is activated, the reader emits radio waves via its antenna. If an
RFID tag exists within the reader’s range, it receives the radio waves and responds by
transmitting back a unique identification serial number or data to the reader. There
are two types of RFID tags; active and passive. While active tags have their power
source, passive tags draw power from the RFID reader’s radio waves. Due to the
absence of an external power source, passive tags are small in size, lightweight, cost-
effective, and have no electrical expiration (Khan et al. 2009). An RFID middle-ware
acts as an intermediary between the reader and the user application. It processes the
data obtained by the reader and delivers it to the back-end applications. The collected
data can be stored in a database or integrated into other software systems. In contrast
to bar-codes, RFID technology functions without the need for a direct line of sight,
enabling data reading across distances ranging from a few centimeters to several
hundred meters without the need for human intervention (El Khaddar et al. 2011).

1.3. RFID tag data

RFID tag identifiers can be serial numbers assigned by a manufacturer, or Electronic
Product Code (EPC) identifiers. In addition to the unique tag identifier, RFID tags can
contain data fields such as product descriptions, batch numbers, expiration dates, or
other information specific to the tagged item. Some RFID tags have a user memory
that can store custom data such as access control data.

EPC identifiers use unique global serial numbers to identify items down to the level
of an instance and its location (GS1 2014). EPC identifiers include Global Location
Numbers (GLN), Global Returnable Asset Identifiers (GRAI), and Global Service
Relation Numbers (GSRN) (GSI n.d.). GLNs are the global standard for identifying
physical, functional, and digital locations. GRAIs are used for identifying individual
items (e.g. beds), and GSRNSs are used to identify the relationship between an organi-
sation offering services and the provider/recipient of the service, such as a nurse in
relation to their work settings (hospital/department). EPC identifiers are combined
with RFID and other communication systems through an internet-based global
system known as the EPCglobal Network to track and trace individual items. This
system uses the EPC identification numbering scheme with a database component
known as an Electronic Product Code Information Service (EPCIS) that stores individ-
ual item data and event reads (GS1 New Zealand n.d.). EPCs are essential for facilitat-
ing the Internet of Things (IoT) and establishing the framework for effortless
identification and tracking of objects and individuals. Hospitals can achieve real-
time monitoring of the location, status, and utilisation of ICU assets by attaching
RFID tags containing unique EPCs to them. This enables automatic identification of
assets upon entry to or exit from a facility.
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1.4. Types of RFID systems

RFID systems are categorised into low-frequency (LF), high-frequency (HF), ultra-high
frequency (UHF), and microwave RFID systems based on their frequency range. (LF)
RFID systems operate at a frequency that ranges between 30 and 300 kHz and are less
affected by liquids and metals due to their large wavelength (Costa et al. 2021a). (HF)
RFID systems operate at frequencies around 13.56 MHz. This larger reading range com-
pared to low-frequency RFID makes them suitable for applications that require faster
data exchange, such as contactless smart cards (Weis 2007). Ultra-high frequency
RFID systems operate with a frequency range of 860 to 960 MHz. Nevertheless, UHF
RFID are susceptible to interference from materials like metal and water (Kabachinski
2005). Finally, microwave RFID systems operate at the microwave frequency of 2.45
GHz. Their long reading range makes them suitable for vehicle access management
and asset tracking (Zhang et al. 2017).

In this study, a form of passive UHF RFID technology known as RAIN RFID will be
considered. It enables long-distance identification and tracking of items. The acronym
RAIN (derived from RAdio frequency IdentificatioN) highlights the link between UHF
RFID and the cloud, where RFID-based data can be stored, managed, and shared via
the Internet (RAIN Alliance n.d.). Unlike traditional barcode systems that require
line-of-sight scanning, RAIN RFID enables bulk reading of tags from a distance, even
when the tags are not directly visible to the reader. RAIN RFID have several applications
in various sectors including healthcare owing to numerous advantages such as scalability,
extended reading distance, rapid data transfer, and easy deployment (Costa et al. 2021a).
In addition, RAIN RFID tags are cost-effective because they do not have an internal
power source. They draw power from the radio frequency signals emitted by RFID
readers and can be rapidly read simultaneously. Utilising a UHF RFID standard
defined by GS1 standards system and the International Organisation for Standardisation
(ISO), RAIN RFID guarantees interoperability and global accessibility.

1.5. RFID in healthcare

The RFID technology has brought about significant changes across various industries
worldwide. The use of RFID for localisation and sensing is gaining increasing popularity
particularly in the realm of IoT where high demand exists for low-power, cost-effective
wireless devices. Integrating RFID with IoT has led to significant advancements across a
range of disciplines. Beyond simple identification, RFID has been utilised for measuring
leaf temperature in crops, detecting cracks in structures, and identifying moisture intru-
sion in vehicle assembly lines (Costa et al. 2021b). Food sensing is another significant
research area that uses RFID to detect physical and chemical parameters (Mostaccio
et al. 2023). In healthcare, RFID technology has been employed for real-time monitoring
of medical equipment and pharmaceuticals, ensuring the protection of patient infor-
mation, and tracking physiological data (Abugabah et al. 2020; Costa et al. 2021b;
Mohammad et al. 2022). RFID has recently been utilised in gesture recognition and
fine-grained trajectory tracking where precise and detailed monitoring of the path or
movement of an object or person can be tracked over time (Shang et al. 2023). This
level of precision is useful for healthcare applications such as monitoring patient
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movements. In potentially high-risk situations or when limited means of emergency
communication exist, RFID has been deployed to ensure staff safety (Mehta et al.
2020). Innovative RFID applications are currently in use for infection prevention and
control, reducing medical errors and for protective measures such as monitoring the
state of wounds by using ‘smart bandages’ to provide continuous data on the healing pro-
gress (Yamashita et al. 2018; Garg et al. 2020; Islam et al. 2022; Profetto et al. 2022). The
COVID-19 pandemic is seen as a catalyst for raising the profile of RFID. RFID-based
applications have been widely used in contact tracing to identify and locate individuals
who have been in close contact with COVID-19 patients (Weizman et al. 2020; Rajasekar
2021). Recent research has been conducted to develop an electronic health record system
that incorporates RFID technology to automate real-time patient identification, thereby
achieving synchronisation across healthcare facilities (Pandey et al. 2023). Collectively,
these applications underscore RFID’s transformative impact on patient safety and oper-
ational efficiency in healthcare settings.

2, Methodology

This work is underpinned by design science. Design science is a validated methodology
in information systems research that provides technology-based solutions to relevant
business problems (Hevner et al. 2004; Peffers et al. 2007). It focuses on how things
ought to be rather than how things are (Simon 1996). To explore the feasibility of auto-
mating manual reporting of critical care capacity, a prototype system was developed
using RAIN RFID. The prototype aims to provide a hands-free, accurate, and reliable
system that identifies and tracks ICU beds, patients, devices, and equipment by creating
an event that answers the questions: What is it, where is it, what is happening, and at
what time? The prototype consists of an RFID reader, two antennas representing
different locations, and several on-metal tags to identify and track items. A dashboard
was developed using Python to read the tag data collected by the reader, store it in a

Figure 3. RFID prototype set up in a simulated hospital ward.
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central database, and present it in a user-friendly layout that can be accessed by
different stakeholders from different locations. The prototype was tested in a simulated
hospital ward environment (Figure 3) for feasibility and reliability in terms of signal
loss. Testing outcomes are discussed in light of the data quality of manual reporting
(Figure 1).

2.1. Prototype configuration and data flow

The prototype compromises an Impinj R700 RFID UHF Reader, two A5010 Far Field
antenna, and several ICU dummy items representing ICU beds, patients, PPE, and equip-
ment. Initially, passive ultra-high frequency AD237 tags (70 x 15 mm) were fixed to ‘ICU
items’ that need to be identified and tracked. The reader antenna, a Slimline A5010 circular
polarised antenna, was placed at a central location to ensure maximum coverage and
efficient capture of the tags. When exposed to the radio waves emitted by the antenna,
the tags’ circuits are activated, prompting them to transmit a back-scatter signal containing
the Electronic Product Code (EPC) ID to the reader. Communication between the antenna
and the reader is enabled by means of an SMA to RP TNC cable, which consistently trans-
mits the data. The reader compiles this information into a convenient CSV file at a pre-
determined frequency i.e. reporting interval. The reporting interval is the time segment
for which data availability is required (real-time). The CSV file includes an entry for
each read tag consisting of a timestamp, EPC value, name of the antenna, and the operating
frequency. These entries correspond to the item identifier (e.g. ICU bed), the time the
tagged item was last spotted by the antenna, the name of the antenna which can be
renamed to reflect its location (e.g. ward #1), and the operating frequency of the reader.
Table 1 below is a snapshot of the CSV file obtained from the reader.

A dashboard software was developed using Python to make sense of the RFID data in
the CSV file. The dashboard presents tabular and visual representations that provide
healthcare professionals and administrators with a real-time overview of ICU available
resources. The dashboard software carefully assigns each EPC value in the CSV file to
a specific ICU resource. All antennas used in the prototype have unique IDs that
signal which specific tag has been picked up by a particular antenna. The software
adeptly deciphers these EPC values and antenna assignments to ensure accurate and
timely updates of the corresponding status of the resources on the dashboard.

Figure 4 illustrates the data flow of the RFID prototype. This level of precision and
automation streamlines resource management within the ICU, allowing for more
effective allocation and real-time monitoring. Over time, historical data accumulates
by regularly collecting identification and tracking data of the tagged ICU items
making it possible to reflect fluctuations in the number of patients over time. These
dynamic representations facilitate evidence-based decision-making thus helping to opti-
mise resource allocation and improve ICU operations.

Table 1. CSV file obtained from the reader.
Timestamp EPC Antenna Frequency

2023-10-11T19: 39:58.0509710+13:00 E200001D3712014920307E1E 1 924.25
2023-10-11T19: 49:58.0520730+13:00 E20020756505020716206D86 2 924.25
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Figure 4. RFID Prototype configuration and data flow.

2.2. The dashboard data

The datasets selected for developing the dashboard are extracted from the national infor-
mation system used for reporting ICU capacity in New Zealand. These datasets are a
subset of the critical care resources minimum dataset. The subset is chosen as a proof
of concept for the ability of UHF RFID to reflect ICU data reliably in real-time. These
datasets include the number of ICU patients, HDU/ICU 2 patients, open-staffed and
equipped ICU bed spaces, spare ventilators, and ICU PPE stock. Table 2 lists the selected
data elements and their definitions.

3. Testing the prototype

The prototype system was tested in a simulated hospital ward environment. Testing
aimed at exploring deployment challenges in a simulated ward and the ability of the
dashboard to reliably report, in real-time, what the tagged items are, their locations,
and when each item was last seen. A dashboard was developed to calculate numbers
related to availability.

Table 2. Selected ICU-related datasets.

Data elements Definition

ICU patients # patients receiving at least 1:1 nursing care (e.g. invasive
ventilation/CRRT/ECMO)

HDU/ICU 2 patients (under the care of ICU) # Patients receiving 1:2 nursing care e.g. invasive monitoring

and/or minimal support
Presently open staffed and equipped ICU bed spaces (incl.  # of beds that are fully staffed to provide care
vacant and occupied ICU beds)
Spare ventilators Total# of intensive care ventilators not currently in use. Does
not include transport ventilators
ICU PPE stock (low < 3 days, medium + up to 7 days, OK  Stock of personal protective equipment (PPE) available in
+ more than 7 days) the ICU
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Testing was done in two stages. In the first stage, the A5010 circular polarised far field
antenna was positioned at the centre of the simulated hospital ward environment to
capture all tags within its range. When the radio waves from the antenna activated the
tags’ circuits, the EPC IDs encoded in the tags were scattered back to the antenna. The
identification data was transmitted from the antenna to the reader using a connecting
cable. A CSV file that includes the EPC values of the tags was generated by the reader.
The software dashboard, written in Python, read the CSV file, decoded the EPC values
(e.g. patient, bed, equipment type), and updated the hospital resources tables in the dash-
board. In this first testing stage, AD 237 RG tags with a read range of > 4.57 m (15 ft)
were used. Despite the dashboard’s ability to reflect accurate real-time data, the
system’s performance was significantly inconsistent. Some tag signals were lost despite
tags existing within the antenna reading range and other tag signals kept fluctuating.
It was concluded that the performance and read range of the UHF RFID prototype
system were negatively impacted by the presence of metal objects in the surrounding
environment.

In stage two, the AD 237 RG tags were replaced with Confidex M4E/MQT on-metal
tags, and the antenna placement was tested extensively to achieve consistent perform-
ance. On-metal tags design includes a layer that isolates the tag from the metal surface
to prevent signal interference. The Confidex M4E/MQT on-metal tags specifications
are shown in Table 3.

The Confidex MAE/MQT on-metal tags have a circular radiation pattern (Figure 5).
Consequently, the RFID reader does not need to be positioned on the same plane or
at the same height as the RFID tags. Moreover, the orientation of the tag is unrestricted.
These features made a significant improvement in the system’s performance as all tags
were read and reflected in the dashboard consistently. These changes were detrimental
to the successful deployment of the RFID prototype in an ICU-simulated environment
where metal objects, including hospital beds, are usually present.

Tagged items were mobilised to reflect the changes on the dashboard in real time.
Figure 6 shows how the captured EPC IDs are presented in the dashboard using
simple logic to provide situation awareness around ICU capacity. The dashboard ident-
ifies the type of item to which the tag is attached (what is it? bed, ventilator, patient, etc.),
its location depending on where the antenna is placed (where is it? exact ward), and the
time at which the item has been spotted by the antenna (what time? providing both real-
time and historical data over time). The data is then integrated into a dashboard that

Table 3. On-metal tags specifications.

Tag dimensions 115 x 30 x 3.9 mm’?
Weight 12 gram
Operational frequency ETSI 856-869 MHz
FCC 902-928 MHz
Operating temperature —35°C to +85°C/—31°F to +185°F
Ambient temperature —35°C to +85°C/—31°F to +185°F
Water resistance IP68 -- well-protected against dust and can withstand submersion in water

No Physical or performance changes in:
-- 168 h Sulfuric acid (10%, pH 2) exposure
Chemical resistance -- 168 h Motor oil exposure
-- 168 h Saltwater (salinity 10%) exposure
-- 1 h NaOH (10%, pH 13) exposure
Acetone should be avoided.
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Figure 6. Critical care resources dashboard.

creates the logic to answer questions, including which beds are unoccupied and where,
how many patients are currently present in a certain ICU, what are the levels of PPE
in stock, etc. (what is happening?). The dashboard logic assumes that unoccupied beds
within an ICU ward (the antenna reading range) are all functional and available for
use. The time interval for updating the dashboard can be programmed as required.

In this prototype, the location of the antenna indicates the location of the ICU ward. In
Figure 6, hospital A and B data refer to the items identified and tracked by antenna A and

antenna B respectively.

4, Discussion

Although ICU capacity data can often be accessible at a regional or specific administra-
tive level, it may not be readily accessible or efficiently obtainable on a national scale in
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large scale emergencies and disasters. The lack of interoperability among health infor-
mation systems leads to under-utilisation of resources and adversely affects the quality
of patient care (Torab-Miandoab et al. 2023). This was exemplified by the difficulty in
acquiring timely and reliable national oversight of ICU resources in real-time. While
reporting such information twice a day may suffice under normal circumstances, it
might not be adequate in large-scale emergencies and black swan events. Using UHF
RFID, the reader can be programmed to read tags as often as required enabling real-
time reporting instead of twice a day and reducing the numerous phone calls needed
to arrange patient transfers. In addition, automating manual reporting prevents
human error and enhances the quality of historical ICU capacity data that can be used
in contingency planning.

The nursing shortages experienced worldwide and in New Zealand can have signifi-
cant implications for both costs and patient outcomes. Occupational stress and
burnout have been identified as primary factors contributing to the alarmingly high
rates of nurse turnover (Labrague et al. 2018). To increase job satisfaction and maintain
a stable nursing workforce, it is critical to adopt strategies that minimise the nursing
workload. Sustaining a stable nursing workforce mitigates the cost and time associated
with recruiting and training new staff. Moreover, retaining experienced nurses lowers
the risk of costly errors and operational delays thereby enhancing patient outcomes
which are found to be significantly impacted by the effectiveness of charge nurses
(Krugman and Sanders 2016). A study on nurses’ time allocation and multitasking of
nursing activities revealed that 10% of nurses’ time is spent on non-nursing activities
(Yen et al. 2018). In the current study, a nurse estimated that manually reporting ICU
resources requires an average of approximately 20 minutes per day (10 minutes per
reporting session). This adds up to more than 120 hours per hospital and more than
2,068 hours across all hospitals that were required to contribute to the national reporting
system. Bughin et al. stated that automating record-keeping and administrative tasks will
result in a decline in the demand for office-support staft in the coming years. Similarly,
streamlining workflows through RFID technology can substantially reduce costs and
improve care outcomes by enhancing the accuracy and effectiveness of both clinical
and administrative procedures (Paaske et al. 2017; Buettner et al. 2020). Utilising
RFID to automate repetitive administrative tasks has the potential to support charge
nurses in focusing on leading the front-line workforce, improving the management of
departmental operations, and utilising their much-needed clinical skills more effectively.
When resources are limited and clinical nurses are faced with the need to perform man-
agerial tasks, automation not only saves valuable time which can be used for patient care,
but also ensures consistency and completeness in reporting thereby supporting both
nurses and the overall quality of care.

Although the initial cost of establishing a fully functioning system can be relatively
high, RFID may yield a significant return on investment over time (The Danby Group
n.d.). For example, a single RFID reader despite its relatively high cost, can communicate
with numerous tags thereby effectively distributing the cost over multiple uses (Shang
et al. 2023). An RFID system’s initial implementation cost includes the cost of its com-
ponents, installation, integration, and training costs. Ongoing operational costs comprise
maintenance, tag replacement, and energy consumption. Nevertheless, the long-term
advantages in accuracy, efficiency, and productivity render RFID a cost-effective solution
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for many industries. Hence, the initial consideration for adopting an RFID solution
should not be ‘how much will it cost?” but rather an evaluation of the potential
‘Return on Investment’ (ROI) especially during surge response. To gain a comprehensive
understanding of the ROI, it is essential to account for not only the upfront costs but also
the potential costs associated with inaction. Qualitative benefits such as the time saved for
life-saving efforts and the enhancement of decision-making capabilities during periods of
significant stress, though not easily quantifiable, are of critical importance. RFID’s signifi-
cant potential for ROI is reflected in the growing adoption of RFID by health organisa-
tions and the increasing investment in the healthcare information technology sector
worldwide (Grand View Research n.d.). In 2023, the global RFID tag market was
valued at USD 15.8 billion and is projected to reach USD 40.9 billion by 2032 (Printed
Electronics Now 2023). In the health domain, the medical RFID technology market is
expected to reach $14.65 billion by 2030 globally with Asia Pacific expected to have
the fastest growth rate in the coming years (Grand View Research n.d.). These figures
demonstrate the level of innovation introduced by RFID in various sectors, including
healthcare.

Healthcare systems are characterised as complex adaptive systems (CAS) due to their
nested organisational inter-dependencies (Begun et al. 2003). In such complex systems,
the flow of information is frequently hindered by issues related to interoperability; the
ability of systems or system components to exchange and use information effectively
(Geraci 1991). Key challenges in achieving interoperability include hardware and soft-
ware incompatibility, conflicting data definitions, and divergent terminologies (Benson
and Grieve 2021). These barriers impede the seamless transfer of information across
various segments of the healthcare system, ultimately impeding the integration and
efficiency of healthcare delivery. Standardisation can address interoperability challenges
by establishing uniform protocols, data definitions, and terminologies thus minimising
the number of connections required to link different systems (Benson and Grieve
2021). GS1 EPCs global standards were used in the development of the current UHF
RFID prototype to facilitate interoperability and enhance global visibility of assets
(GS1 New Zealand n.d.). Introducing a new component into the intricate ecosystem of
hospital medical systems may pose challenges related to system integration. These chal-
lenges must be addressed to prevent disruptions in patient care. The proposed RFID
system requires ongoing interactions and information exchange with critical systems
such as Electronic Health Records (EHR) and Hospital Information Systems (HIS).
Such interdependencies must work seamlessly when the system is implemented.
Modern technologies such as application programming interfaces (APIs), cloud
servers, and middleware solutions can enable the proposed system to connect seamlessly
with other systems. Furthermore, containerisation and Robotic Process Automation
(RPA) solutions can create automated workflows to reduce manual intervention and
error. Certainly, clear and inclusive user interfaces and adequate training for support
staff are essential for the successful implementation of RFID systems.

The ICU is a dynamic and rapidly evolving environment (Anderson and Halpern
2016). The technology that supports both the patient and equipment within an ICU is
often distributed in one - or hybrid -- of three traditional configurations: headboard
configuration where most electrical outlets are located on the wall behind the head of
the bed, column configuration where supplies are placed on one or more possibly
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mobile pillars or columns, and boom configuration where supplies are delivered via
articulating arms attached to the ceiling or wall (Yodice 2020). The need for interoperable
systems that facilitate the seamless integration of information and real-time data collec-
tion is emphasised in contemporary ICU design (Pérez-Fernandez et al. 2020). In smart
ICUs, advanced connectivity features such as automatic identification tags and data
transmission units embedded in medical devices are also integrated to enable seamless
data exchange within a network (Anderson and Halpern 2016). To ensure a reliable
and efficient implementation of the RFID components in an ICU environment, the phys-
ical layout including how patients and equipment are co-located needs to be considered.
While this prototype provides an experiential rather than observational experience to test
the viability of RFID in an ICU environment, a full-scale mock-up is necessary to reveal
how the patient care workflows may impact the deployment of RFID and vice versa.
As a proof of concept, the logic of the dashboard was built on the basic assumption
that unoccupied beds within an ICU ward (antenna reading range) are considered func-
tional and available for use. On-metal tags were used to enable the visibility of ICU beds
in the centralised dashboard, and simple logic was used to determine which beds are
available by comparing the number of trackable ICU patients to the number of available
ICU beds. Nevertheless, in practice, the integration of sensors into RFID tags brings
added functionalities that enable more complex scenarios to be addressed. RFID tags
that can assess the operational status of ICU equipment, including monitors and venti-
lators, as well as measure the weight or temperature of a bed surface, are now available
(Bibi et al. 2017). Moreover, tag reading intervals can be programmed and actions can be
triggered based on pre-defined rules. Hence, the potential to identify whether an ICU bed
is occupied at any given time can be achieved with appropriate tags and logic that
accounts for all possible scenarios. Considering that every RFID application presents
unique constraints and requirements, feasibility studies within the operational environ-
ments are critical to determine the most appropriate frequencies and tags (Costa et al.
2021b). Building the logic for a full-fledged automated system requires accounting for
all pertinent factors associated with calculating ICU bed availability. This requires con-
sultation with ICU professionals and should be based on health response policies and
other medical considerations. For instance, if a patient is transferred from the ICU for
surgery or physiotherapy, the dashboard should be programmed to ensure that the
RFID system does not recognise the bed as available. Most importantly, an ICU bed
cannot be considered available without being adequately staffed (Pilcher et al. 2021).
Although RFID is a fundamental necessity for the Internet of Things (Jia et al. 2012;
Alvarez Lépez et al. 2018), apprehensions exist regarding the privacy and security of
RFID applications (Rosenbaum 2014; Munoz-Ausecha et al. 2021). To address these con-
cerns, authentication and encryption mechanisms are incorporated into RFID systems to
secure data transmission between the tag and the reader. Authentication protocols are
designed to verify the identity of RFID tags and prevent unauthorised access to their
data. In contrast, encryption schemes are designed to protect the data transmitted
between RFID tags and readers from eavesdropping, tampering, or modification
(Munoz-Ausecha et al. 2021). In the health context, the sensitive and personal nature
of medical information puts heavy emphasis on privacy and security. The current
RFID prototype gathers and transmits aggregate datasets that do not include individual
patient data. This is not to underestimate the importance of privacy and security but
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rather to emphasise the need to follow a risk-averse approach when considering RFID as
a solution for a given problem in healthcare. In 2009, The European Commission pub-
lished a recommendation for implementing privacy and data protection principles in
RFID-supported applications (Reding 2009). This recommendation requires RFID oper-
ators to conduct a Privacy and Data Protection Impact Assessment (PIA) before an RFID
application is deployed to help understand the application’s privacy and data protection
aspects. The RFID PIA framework suggested categorising RFID applications into four
levels: applications that do not process personal data and where tags are only manipu-
lated by users, applications where no personal data is processed but tags are carried by
individuals, applications which process personal data but where tags themselves do
not contain personal data, and applications where tags contain personal data (Mahinder-
jit-Singh et al. 2011). The level of security in an RFID system depends on various factors,
including the type of RFID technology used, the specific implementation, and the
measures taken to protect it. Hence, it is paramount to identify the potential risks associ-
ated with RFID technology before implementing it on a large scale. A large implemen-
tation scale therefore may be an indication of robustness and system safety. In North
America, the large number of companies engaged in developing RFID platforms and
sophisticated healthcare infrastructure placed the region at the forefront of the RFID
healthcare market with 44.50% in 2022 (Grand View Research n.d.). Safeguarding secur-
ity and privacy issues, managing initial and ongoing costs, and overcoming technical
complexities are more likely to adopt positive implications in the future for the healthcare
industry (Abugabah et al. 2020).

5. Conclusion

In situations of large-scale emergencies and disasters where health system capacity and
critical medical resources are limited, a national oversight of available resources can lit-
erally save lives. UHF RFID can automate manual data entry of ICU capacity by identify-
ing what a tagged item is, where it is located, and when it was last seen. This hands-free
technology which does not require a clear line of sight, is fit for purpose for real-time data
communication eliminating the need for human intervention. However, technical feasi-
bility needs to be conducted to identify the right types of equipment that would yield
maximum efficiency and fine-tune system performance. Implementing real-time situ-
ation awareness via automation can bring significant benefits to the health sector includ-
ing evidence-based decision-making, minimising the workload on health professionals,
and improving patient care.
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