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Abstract

With the rapid development of artificial intelligence technology, ChatGPT has become 
an important  platform  for  information  exchange  and  data  acquisition.  This is  a  
systematic literature review in compliance with PRISMA guidelines and is also a  
master dissertation. It organises and evaluates existing research results in the field of 
"Opportunities and Challenges of Privacy Protection in ChatGPT". As for how to 
conduct this systematic literature review under PRISMA guidelines is to familiarise 
myself with the PRISMA 2020 checklist and its essential items. I obtain the checklist 
and explanations for each item from the official PRISMA website or related 
publications. I also use a systematic and comprehensive approach to search for relevant 
studies. I will document my search strategy, databases used, search terms, and any filters 
applied. This is to ensure my search covers the time frame and study designs specified 
in my protocol.  

The purpose of this dissertation is to provide as comprehensive information as possible 
on the risks and opportunities faced by ChatGPT in terms of privacy protection. At the 
same time, this dissertation also puts forward solution suggestions based on existing 
literature as much as possible. In general, this graduate dissertation  is  mainly  to  help  
ChatGPT  provide  scientific  strategies in the field of privacy protection, help the 
healthy development of the network, and protect the security of personal information 
on the network.  

As for how to enhance ChatGPT privacy protection, there are many methods. One of 
the most important thing is how to process data through machine learning algorithms. 
The second point is whether the network's privacy policy meets the needs. In addition, 
improve users' privacy protection awareness is also vital. Besides, it is very important 
to strengthen users' compliance with relevant regulations. At the same time, in response 
to ChatGPT's privacy protection challenges, the dissertation also discusses how data is 
collected, how people inadvertently leak their own information, excessive use of 
artificial intelligence, insufficient transparency of personal information, users' trust in 
the system, etc.   

Based on the above, this dissertation will use prospect theory to analyse the topic for 
graduate dissertation, which will be introduced in the following chapters. The 
application of prospect theory can provide valuable reference for user behaviour. At the 
same time, analysing the topic of the dissertation by combining prospect theory can also 
help solve research problems and provide directions for future development.  

Finally, in response to the research questions of the paper, at the end of the article, 
various related literature to summarise a series of suggestions for privacy protection of 
ChatGPT will be combined. Also, The limitations of the current research and proposed 



future research directions will also be pointed out. This article contributes to the 
discussion of privacy issues in the digital generation. The main purpose is to provide 
users with an easy-to-understand framework and provide some inspiration for future 
artificial intelligence developers to improve their privacy protection functions.  
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1. Introduction   
 
The evolution of artificial intelligence (AI) technology has transformed the way we 
communicate. AI equipped chatbots like ChatGPT are playing a major role in that 
change (Al-Amin et al., 2024). Going back to the history of ChatGPT, this advanced 
chatbot, or what we called “Chat Generative Pre-trained Transformer”, a large language 
model, was first released in November 2022 by OpenAI (Roumeliotis & Tselikas, 2023).  
  
Different from normal chatbots, ChatGPT can not only communicate smoothly with 
users in a way that is close to natural human dialogue, but also can handle various 
complex language tasks. According to Roumeliotis and Tselikas (2023), it has advanced 
features such as automatic text generation, automatic question answering, and 
automatic content summarisation. These functions allow ChatGPT to show great 
potential and value in multiple application scenarios such as automated content creation, 
customer service, and rapid information summary. At the same time, ChatGPT will 
collect certain data while talking to users, this involves user privacy issues, which 
means that users have the right to decide whether and to what extent they share their 
specific personal information with ChatGPT (Naghiyev, 2024).  
  
However, as ChatGPT technology develop, users’ privacy protection concerns grow. 
Since ChatGPT’s technology relies on large data sets and user interactions that may 
contain sensitive information, the integration of ChatGPT into digital interactions in 
daily life urgently requires us to take a deeper look at their impact on privacy 
(Roumeliotis & Tselikas, 2023). According to Table 1, since ChatGPT was released in 
2022, its users have increased nearly 8 times until 2023. This growth rate was amazing. 
As the system become more popular, understanding the protection of privacy becomes 
critical. There is a great need that we evaluate the challenges and opportunities that 
ChatGPT may face in the context of privacy protection.  
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Table 1: OpenAI's model history 

  
Note. Since the advent of ChatGPT, its user parameter data has changed. From 
365DataScience，by Fabio Duarte, 2024, Explodingtopics. Copyright free. Reprinted 
with permission.  
  
As for why the research is worth studying is mainly because the release of ChatGPT has 
triggered deep personal concerns about privacy protection. ChatGPT collects and 
processes large amounts of user data, which raises concerns about data breaches and 
misuse. For example, the users of ChatGPT, when they communicate and interact with 
it, they will inadvertently share a lot of personal information, such as personal 
preferences, personality traits and even sensitive data about personal privacy (Xu et al., 
2014). User trust is a crucial factor for the widespread adoption of AI technologies. If 
users do not trust that their data will be handled securely, they are less likely to use these 
platforms (Elman, 2019).According to the Edelman Trust Barometer Report, data 
breaches can significantly reduce consumer trust in brands, and therefore reduce users 
(Elman, 2019). If a similar incident occurs in ChatGPT, in the process of these users 
using ChatGPT, if they discover that the content of his or her conversation with 
ChatGPT has been leaked or abused, other users may also have concerns about the 
technology, causing ChatGPT to lose users (Charfeddine et al., 2024).   
  
Additionally, ChatGPT’s decision-making process may be uncharted territory for users. 
The complexity of ChatGPT privacy policies often makes it difficult for the normal user 
to understand, which partly reflects a lack of transparency (Khowaja et al., 2024). Users 
of ChatGPT may want to know how ChatGPT uses their data to generate responses and 
whether the data is used for other purposes, and this lack of transparency may lead to 
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users feeling distrustful of how their data is handled (Choudhury & Shamszare, 2023). 
With the development of technology, ChatGPT's technology may be used to create 
wrong information or conduct some serious network attacks, and these attacks will 
threaten the privacy and security of users. For instance, some people with worse 
intentions may use ChatGPT to generate realistic fake news or scam emails to induce 
users to disclose sensitive information (Falade, 2023).  
  
In addition, as ChatGPT technology continues to advance, its functions have become 
powerful. That is to say, ChatGPT's ability to handle complex tasks is constantly 
increasing. It enables of processing and generating text up to 200,000 words long for 
now, making it capable of complex tasks such as long-form writing, translation, and 
coding (Haleem et al., 2022). Also, according to Figure 1, it is obvious that compared 
to other platforms, ChatGPT’s user growth rate is very fast. This means that ChatGPT 
not only improves efficiency, but also makes its users increasingly rely on the intelligent 
systems. However, this dependency also means that ChatGPT users must have greater 
trust in these systems to properly handle their personal information (Zaman, 2023).  
  
Figure 1: Time taken to reach 1 million users 

  
Note. The time it takes for different mainstream programs to reach 100 million users 
since the release of ChatGPT. From Reuters, Similarweb, by Fabio Duarte, 2024, 
Explodingtopics. Copyright free. Reprinted with permission.  
  
Therefore, there is a great need that we conduct a comprehensive evaluation of ChatGPT 
to ensure that it can respect and protect user privacy while providing efficient services. 

https://www.reuters.com/technology/chatgpt-traffic-slips-again-third-month-row-2023-09-07/
https://www.reuters.com/technology/chatgpt-traffic-slips-again-third-month-row-2023-09-07/
https://www.reuters.com/technology/chatgpt-traffic-slips-again-third-month-row-2023-09-07/
https://www.similarweb.com/website/chat.openai.com/#overview
https://www.similarweb.com/website/chat.openai.com/#overview
https://www.similarweb.com/website/chat.openai.com/#overview
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At the same time, we also need to consider how to find the right balance between 
technological innovation and privacy protection to ensure that the development of 
ChatGPT can benefit users. This is because by identifying and solving privacy 
protection challenges, we can provide guidance for the innovation of ChatGPT and 
other similar technologies, promote technological development while protecting user 
rights (Ali et al., 2023).   
  
Moreover, studying the opportunities and challenges of ChatGPT in privacy protection 
is not only of great significance to its users, but also has a profound impact on the 
researchers.   
  
For researchers, ChatGPT and its privacy issues provide them with new research 
directions, including data security and user behaviour analysis. As ChatGPT model 
becomes more complex, researchers can study how to ensure the fairness and 
transparency of data, avoid embedding bias in training data (Ray, 2023). Besides, with 
the development of ChatGPT, ethical issues have become increasingly prominent. 
While ChatGPT can continuously enhance its service skills by using a vast quantity of 
training data, it will never be able to match humans' depth of comprehension and 
application capabilities (Wu et al., 2023). In the first batch of user tests, ChatGPT even 
made remarks such as insulting users and inducing users to divorce (McIntosh et al., 
2023). Also, although there is discussion about the challenges or opportunities that 
ChatGPT may bring to users, specific governance strategies and specifications are not 
yet complete (Gill & Kaur, 2023). Despite privacy issues in AI being a popular research 
area, a systematic literature review has not been conducted on the privacy issues 
associated with large language models like ChatGPT(see Table 2) , which indicates that 
there is a research gap (Zhang & Tur, 2024).  By conducting a systematic literature 
review, this dissertation will also provide a structured overview of the current state of 
research, identify key trends, and highlight areas that require further investigation. 

 
  

Table 2: Previous (systematic) literature review related to ChatGPT 

Source  Research type  Aims  Findings  Limitations  

(Alsharida et 
al., 2023)  

Systematic  
Literature  
Review (SLR)  

Evaluate and 
synthesise 
cybersecurity 
theories and 
models, 
independent 
variables, 
target 
variables,  

According to 
research, the 
two theories 
that are most 
frequently 
applied in the 
analytical 
literature are 
the Theory of  

The majority 
of research is 
not general and 
is centred on 
the individual, 
particularly 
students and 
end users.  
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  moderator 
variables, 
techniques, etc. 
to provide a 
multiperspective 
understanding 
of human 
cybersecurity 
behaviour.  

Planned  
Behaviour  
(TPB) and  
Protection  
Motivation 
Theory (PMT). 
Moderator 
factors were 
not used in 
76% of the 
studies that 
were analysed 
to look at the 
link between 
predictor and 
target 
variables. The 
majority of 
research is 
done on an 
individual 
basis, mostly 
with end users 
and students. 
Mobile devices 
and social 
media are the 
most often 
used 
instruments for 
researching 
cybersecurity 
behaviour in 
people.  

 

(Ayinde et al.,  
2023)  

Literature  
Review (LR)  

Explore  
ChatGPT as an 
important tool 
in 
organisational 
management,  

ChatGPT has a 
significant 
impact on 
organisational 
operations and 
decision- 

While there  
has been much  
discussion on 
ChatGPT's 
efficacy as an  
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  and examine 

its 
multifaceted 
impact in 
organisations 
through a 
literature 
review.  

making 
processes by 
simplifying 
data processing 
and information 
generation 
processes. At 
the same time, 
it also  
poses social,  
economic and 
legal 
challenges.  

organisational  
management  
tool, a 
thorough 
literature study 
is required to 
deepen the 
research.  

(Kayser &  
Telukdarie,  
2024)  

Literature  
Review (LR)  

This article 
uses the TAM 
framework to 
analyse the 
variables that 
influence the 
acceptance and 
adoption of 
AI/GPT in the 
accounting 
industry, such 
as external 
factors, 
attitudes about 
AI, and 
perceived 
utility and 
simplicity of 
use.  

The adoption of 
AI/GPT can 
bring significant 
benefits to 
people, such as 
improved 
efficiency, 
accuracy, and 
support for 
decisionmaking, 
but it also 
brings 
challenges to 
people, such as 
high investment 
costs, increased 
demand for 
professional 
talents, and data 
privacy and 
security issues.  

The scope of 
the article 
analysis is in 
the accounting 
field and has 
certain 
limitations.  
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(Stahl & Eke,  
2024)  

Systematic  
Literature  
Review (SLR)  

Apply the 
ethical method 
of analysing 
emerging 
technologies 
to  
systematically 
examine the 
benefits and 
concerns that 
ChatGPT may 
bring.  

Although 
ChatGPT  
presents 
significant 
ethical 
challenges in 
the areas of 
social justice, 
individual, it 
can also have 
positive effects 
on society and 
ethics.  

As technology 
use cases 
develop, a 
broad, 
balanced  
ethical 
approach must 
be applied 
consistently in 
order to 
realise 
benefits and 
handle ethical 
dangers.  

  
  
So studying the privacy issues of ChatGPT will help readers deeply explore and respond 
to ChatGPT ethical challenges.  
  
Therefore, based on these above, this dissertation raises two research questions are as 
follows:  
  
1. What are ChatGPT's main challenges and opportunities in the context of 
privacy protection?   
2. What measures can ChatGPT implement to ensure the protection of user 
information?   
  
Besides, this dissertation adopts the form of a systematic literature review and in 
accordance with the PRISMA recommendations (Page et al., 2021) to conduct research 
on "Opportunities and Challenges of Privacy Protection of ChatGPT". The purpose is 
to comprehensively collect and evaluate the existing literature on the challenges, 
opportunities and possible solutions faced by ChatGPT in terms of privacy protection. 
At the same time, providing ChatGPT with scientific, evidence-based suggestions and 
strategies in the field of privacy protection to promote the healthy development of 
technology and ensure the security of personal information. This process involves the 
systematic search, screening, evaluation and synthesis of relevant research evidence to 
have a thorough awareness of the field's present situation and potential future directions. 
Therefore, based on the above, the search keywords of this dissertation are set as: 
((generative AND "pre-trained" AND transformer* OR chatgpt OR "large language 
models" OR "LLM*") AND (opportunit* OR barrier* OR challenge*) AND (privacy 
OR security*)). Since ChatGPT was launched in 2022, the literature evaluation of this 
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dissertation is set from 2022 to 2024. Also, this dissertation will conduct a systematic 
literature review based on the following databases: Science Direct, Scopus, Springer 
Link.  
   
In order to study the topic of the dissertation, the theoretical framework adopted in this 
paper is based on prospect theory. To clarify, prospect theory is a psychological theory 
that was proposed by Amos Tversky and Daniel Kahneman in 1979, which aims to 
describe people's behaviour when they make decisions in the face of risk and 
uncertainty (Kahneman & Tversky, 2013). People generally have a greater aversion to 
losses than to an equal gain. In the context of ChatGPT privacy protection, users may 
be more concerned about the negative impact of data leakage than its potential benefits. 
It will enable user sharing their data (Wu et al., 2024). 
 
Therefore, under this situation, prospect theory is very suitable for analysing this 
problem. It can also help us understand users’ risk preferences when they make 
decisions. Additionally, most of the people they make decisions based on their gains or 
losses. Under ChatGPT's research, users' privacy preferences may be related to their 
initial expectations for privacy or based on their previous experiences. For example, if 
users are experienced before, they may have higher expectations for ChatGPT's privacy 
protection measures (Wang et al., 2023). Also, people are often unclear about the 
probability of something happening.  They may overestimate the possibility of some 
low-probability things happening. (Goyal & Miyapuram, 2019). When use ChatGPT, 
users may be more concerned about the minimal risk of privacy leakage, while ignoring 
more positive results. According to prospect theory, people may be more willing to take 
some risks when influenced by possible rewards. From this aspect, this can be used to 
analyse ChatGPT’s behaviour towards user privacy protection. For example, they may 
be more likely to take risks to protect themselves from privacy leakage rather than to 
obtain additional service features (Zaman, 2023).  
 
Also, prospect theory emphasises the situation of decision-making, which is dependent. 
That is to say, the same choice by people may lead to different decisions in different 
situations (Stahl & Eke, 2024). At the same time, prospect theory believes that people's 
decisions will change over time or their decisions will change when the situation 
changes. These help me analyse how ChatGPT users’ attitudes towards its privacy 
protection methods together with the development of technology and the occurrence of 
privacy incidents.  
  
In conclusion, it is very appropriate to use prospect theory to analyse the topic 
"Opportunities and Challenges of ChatGPT in Privacy Protection". It provides us with 
a framework for deeply understanding of how users make decisions in terms of privacy 
protection in ChatGPT.   
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2.Methodology  
  
In this methodology part, We list the systematic literature review methodology used in 
this dissertation, to better study the two research questions listed in this dissertation.  
  

2.1.Methodology  
  
This section serves as the basis for a systematic literature review and will provide a 
detailed description of the research process to better understand the topic. The goal of 
this part is to fully grasp the topic of ChatGPT in privacy protection area. To meet this 
goal, this article conducted a systematic collection and structured analysis of existing 
literature based on the systematic literature review methods and guidelines proposed by 
Templier and Paré (2015). Besides, this dissertation collected and synthesised relevant 
academic research and papers that explore ChatGPT in privacy protection. These 
guidelines help reduce subjective bias in the analysis of the literature on this topic. 
Moreover, the dissertation adopted the PRISMA framework proposed by Page et al. 
(2021) as a conceptual structure to guide the dissertation research part. This framework 
provides a structured perspective for analysing ChatGPT privacy protection and helps 
identify key topics, trends, and research gaps. Through the combination of the 
systematic literature review and the framework of the PRISMA guideline,  the article 
will be able to give an objective analysis based on these knowledge.  
  

2.2.Eligibility criteria (Inclusion, exclusion criteria)  
This article used several inclusion and exclusion criteria to make sure that the systematic 
literature evaluation part would only include the most relevant articles. In Table 3 we 
can see the inclusion and exclusion criteria that must be strictly met by each article 
during the step of screening.  
  
  
  
  
  
  



                                                              11|Page  
  

 

 

 
 
Table 3: Eligibility criteria (Inclusion and exclusion criteria) 

 
  Inclusion criteria  Exclusion criteria  

1  The time range of the article should be between 2022-
2024.  
  

Articles before 2022 
(exclusive 2022).  

2  The keywords of the article should include:((generative  
AND "pre-trained" AND transformer* OR chatgpt OR  
"large language models" OR "LLM*") AND  
(opportunit* OR barrier* OR challenge*) AND (privacy 
OR security*)).  
  
  

Articles with other 
irrelevant keywords.  

3  Articles should be written in English.  
  

Articles in other languages.  

4  Articles which are peer-reviewed journals or conference 
articles.  

Books, magazines   

5  The article needs to measure user privacy protection, 
ChatGPT's privacy protection challenges, ChatGPT's 
privacy protection opportunities, that is also to say, the 
abstract of the article must at least mention ChatGPT's 
privacy protection challenges OR ChatGPT's privacy 
protection opportunities OR AI Chatbot.   

Other measurements.  

  

2.3.Data sources and Search strategy  
  
This stage is focusing on formulating and implementing plans and results for paper 
retrieval and collection, which is an important part of the research process. The key of 
this stage is to apply appropriate search terms and select suitable databases to collect 
the required information and documentation. A well-designed search strategy is 
essential to collect comprehensive and relevant information and is also important for 
me to ensure that the research can be conducted efficiently.  
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First, based on previous research exploration, we carefully selected a series of keywords 
to search on Google Scholar. The reason why we choose these keywords was that they 
are more relevant to the research topic. The keywords were specifically designed to 
capture the main themes and concepts in the research, ensuring that the retrieved 
information was highly relevant to the research objectives. In addition to building 
search terms, choosing the right database is also crucial for me. In this dissertation, the 
selected information platforms include Scopus, Science Direct and Springer Link. All 
these databases are highly regarded for their extensive collection of academic literature 
in multiple subject areas.  
  
As a result of the initial search in Google Scholar, following keywords were identified:  
  
- "generative"  
- "pre-trained"  
- "transformers"  
- "ChatGPT"  
- "large language models”, “LLMs”  
- "opportunities”  
- "barriers"  
- "challenges"  
- "privacy"  
- "security"  
  
The search results of Google Scholar confirmed that these carefully selected keywords 
were closely related to the research questions. Based on this finding, these keywords 
were used for further searching of Scopus, ScienceDirect and Springer Link databases. 
Also, the resulting search query will be in the following format:  
  

Scopus / Science Direct/ Springer Link ((generative AND "pre-trained" AND 
transformers OR chatgpt OR "large 
language models" OR "LLMs") AND 
(opportunities OR barriers OR 
challenges) AND ("privacy" OR  
"security"))  

  
When searching the three databases, we used different search strings. This is because 
Science Direct does not support the use of the asterisk (*) wildcard character in its 
search function. In order to solve this problem, we removed these wildcard characters 
to fit its search requirements.  
  
Next, in developing the search strategy, inclusion and exclusion criteria were 
established. These criteria are extremely important in filtering search results, ensuring 
that only the most relevant and highest quality studies are included. Inclusion criteria 
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detail the specific criteria that need to be met for retrieved documents, such as type of 
publication, language, and date of publication. The search will focus on studies be 
published or will be published between 2022 and 2024, establishing a clear time frame. 
This time frame has happened from the time when ChatGPT was released to now, which 
allows us for a comprehensive review of research in this field.  
  
After filtering based on keywords and time (the second and third items in the inclusion 
and exclusion tables), among them, 6696 were initially screened by Science Direct, 
1666 were initially screened by Scopus, and 708 were eligible by Springer Link.  
  
According to the inclusion and exclusion criteria 4, we conducted a screening and 
selected articles in all the field. we found: Science Direct has 6255 articles, Scopus has 
1454 articles, and Springer Link has 369 articles which meet the inclusion criteria.  
  
As is showed on the inclusion and exclusion criteria 5, we conducted the final screening 
and found that: Science Direct has 9 articles, Scopus has 9 articles, and Springer has 1 
article.  
  
After screening the reference sections of N = 9 + 9 +1 = 19 articles, we obtained 8 more 
articles. Then after deleting and merging duplicate articles, there were a total of N = 6 
+ 7 + 1 +8 = 22 articles. At the same time, since the article studied ChatGPT, when 
reading the entire article carefully, these 22 articles all meet the requirements.  
  

2.4.Search results    
  
The methods and the related search results of the systematic literature review and the 
number of eligible articles collected at each stage is shown in Figure 2, and the criteria 
will meet Table1.  
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Figure 2: PRISMA flow diagram 
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Scopus (n= 1666 )   
Science  Direct(n= 6696 )   
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meet criteria  2 1 ,    and 3.   

Records excluded**   
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Reports not retrieved   
n =  ( 992 )   
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Reports not retrieved   
n =  ( 8059 )   

Duplicate records removed   
= n  (   5   )   

Records first   round   screened to  
meet criteria  5 .   

*Since the articles we obtained were not sufficient according to the 
PRISMA guidelines, in order to make up for this shortcoming, we 
found some more articles from the references of the finally screened 
articles to support the topic of the article. 
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3. Descriptive analysis  
  
During the research journey, three widely recognised databases were used: Scopus, 
Science Direct and Springer Link to collect academic literature closely related to our 
research topic. The extensive literature resources held by these databases are crucial for 
in-depth exploration of the opportunities and challenges in ChatGPT privacy protection 
field, as shown in the previous table. We identified several documents that were directly 
related to my research interests, and the frequency of their appearance in Scopus, 
ScienceDirect and Springer Link highlighted their relevance to my academic topic. The 
significant relevance of these materials to the aims of my inquiry is evident. According 
to Figure 3, in particular, other very relevant articles selected from the references 
following the article contributes the vast majority of literature resources (approximately 
36.4%), followed by the documents from the Scopus database, the proportion of articles 
that meet the requirements is about 31.8%.  
  
Figure 3: Distribution of studies by databases 

  

 
  
At this stage, this dissertation implemented a two-stage classification process: first by 
research areas and second by research methods. The first round of classification focuses 
on domain classification, which allows researchers to observe the distribution of data 
across different research areas. Such a classification process promotes a deeper 
understanding of the research topics and assesses their connections to the research 
questions.  
  
In addition, this step provides important statistical basis for in-depth analysis. By 
categorising data into domains, it will be able for us to organise and interpret 
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information in an orderly manner, which helps uncover patterns, trends, and 
relationships within the data set. The preliminary classification work laid a solid 
foundation for subsequent analysis and ensured the consistency of the research methods 
used with the research objectives. Overall, the classification by research area not only 
enriches the data set but also provides researchers with key insights in subsequent 
analysis and interpretation.  
  

Figure 4: Distribution of research domain 

  

 
  
  
According to Figure 4, among the total 22 articles, the topic "Privacy" was the most 
popular one, which with 9 articles, accounting for about 41%. Followed by "LLM 
(Large Language Model) security and privacy", there are 6 articles in total, accounting 
for 27% of the total selected articles. Next is the topic of "Cybersecurity", with a total 
of 4 articles that meet the criteria, accounting for 18% of the total. Furthermore, there 
are two articles under the topic of "AI security and privacy " (accounting for 9%), and 
one article under the topic of "Human feedback on privacy" (the lowest proportion, only 
5%).   
  
In the second round of classification work, we focused on classifying the methods used 
in the study, which have been adopted by other researchers in research on similar topics. 
We gained deeper insights into current research trends by identifying each research area 
and examining the specific research instruments used in their application. This 
categorisation step allowed us to examine the existing research landscape, identify 
possible research gaps, and capture the current state of knowledge in the field. By 
deconstructing the research methods used by other scholars, we gleaned key 
information about the methods, techniques, and tools used, which was essential to 
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delving deeper into topics of interest. This methodological categorisation gave us a 
broader perspective and help us understand the context of the research at a deeper level. 
It served as a platform for making comparisons, exploring new methods, and possibly 
improving existing research methods. The insights gained from this classification 
process provided a solid foundation for the construction of the subsequent framework 
of this study, ensuring that the research methods used are consistent with current trends 
and knowledge areas.  
  
  

Figure 5: Distribution of research methods 
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According to Figure 5, we can clearly see from the chart that among all the selected 
articles, the majority of articles use qualitative research of detailed classification 
methods, with 8 articles. This is followed by 7 articles on literature review as a research 
method. The least amount of articles are quantitative research of data collection and 
survey as research methods, with 6 and 1 articles respectively.  
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4.Synthesis and results  
  

4.1.Synthesis  
  

In the vast field of academic research, the importance of the synthesis stage cannot be 
underestimated, as it served as the cornerstone for building a comprehensive 
understanding of the subject matter (Alvesson & Kärreman, 2011). It is vital to the 
research process itself, bridging the gap between an initial exploration of a topic or 
claim more comprehensive conclusions that answer my original questions. At this stage 
of synthesis, the main activity becomes to carefully summarise what are wise lessons 
learned and relevant for my research area.  

But it is not just the process of literally extracting details on dissertation; an intuitive 
analytical mind must locate those unwritten relationships. This process assists us to 
organise this huge collection of data and do systematic review on it, one by one 
information collected can be considered within the study flow. The integration lends a 
coherence and organisation to the analysis, which was essential for building evidence 
in making persuasive arguments.  
  
Furthermore, the synthesis stage of the dissertation involved a high level of engagement 
with the material, where we can critically evaluate the relevance of each source. we can 
also learn the critical thinking through this stage (Saini & Shlonsky, 2012). Besides, this 
evaluation was important for us to build the reliability of the research findings.  
  
Additionally, we can identify gaps in the existing literature during synthesis step. It also 
enabled us to consider how the research might contribute to these gaps. Moreover, this 
stage provided an opportunity for us to reflect on the research methodology. It allowed 
us considering whether any adjustments are necessary to ensure the study's objectives 
were met (Saini & Shlonsky, 2012).  
  
In essence, the synthesis stage was a transformative phase where raw data and literature 
are transformed into a coherent and meaningful way. It not only answers the research 
questions, but also contributes to the broader body of knowledge within the academic 
community (Klag & Langley, 2012). Also, this stage is not just about summarising. It is 
about synthesising information into a form that is both informative and persuasive, 
setting the stage for the final presentation of the research findings.  
  
The first task of the synthesis stage is to review and evaluate all the related data. This is 
a process which need me to be very careful. It also lays the foundation for us to 
understand the research landscape. This includes not only the original data in the 
literature, but also the views, theoretical frameworks, and empirical results of other 
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researchers. This comprehensive review ensures that the view of the topic is relative 
objective.  
  
Next, we need to categorise this information by several key words : topic, methodology, 
and findings. This helps us better understand the connections and differences between 
studies. Categorisation is an important step in the synthesis process, as it organises the 
various array of data into manageable segments. This organisation can compare 
research methods more clearly, and can also find something different. Besides, it is 
helpful for us to find any research gaps during the time when summarising literatures.  
  
In addition to categorisation, researchers need to have critical thinking during the stage 
of synthesis. As for us, it involves many ways. It includes the comparison of different 
research methods to evaluate its possible advantages and limitations. Also, it includes 
analysing the result of the research to find differences. Critical thinking is important, as 
it challenging assumptions and questioning the status quo. It is also important for us to 
build a solid foundation on the research.   
  
In conclusion, the synthesis step is a complex but valuable process. It requires us much 
analytical skills and critical thinking. We can set the stage for a meaningful contribution 
to the academic research through this step. So, We assessed the information and 
identified key findings during the synthesis. At the end, we found 22 studies. This may 
include us comparing different sources, organising data into appropriate categories, and 
exploring connections between the information been collected.  
  
The results of the analysis showed that a review of these 22 studies are highly related 
to the research topic. They provided in-depth insights into ChatGPT’s opportunities and 
challenges for privacy protection, and also attract many scholar’s attention in this area. 
These studies, which focus on a wide range of disciplines, are very helpful for us to 
better understand the research topic. We can also learn the complexities involved in 
safeguarding user privacy within AI-driven chat platforms like ChatGPT.  
  
These elements are generally considered to be the core of current development of 
ChatGPT. They are crucial to solving various problems within the privacy protection 
area. Findings from these studies highlight the need for a multifaceted approach to 
privacy protection. For example, technological innovation, legal frameworks, ethical 
considerations, and user education. The integration of these elements is seen as 
important for the advancement of privacy-preserving technologies. They are also as best 
practices in the industry for the development.   

It is worth us noting that all of these selected articles emphasise the importance of 
privacy protection, which indicates that privacy protection is an important role. The 
scholars are agreed on the tide—that privacy is fundamental in an era which they call 
digital. The studies have highlighted several problems like how data breaches are 
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becoming increasingly sophisticated, the sheer enormity of personal user-generated data 
and the necessity to advance encryption & anonymisation methods on this information.  

Moreover, the studies have discussed the opportunities that ChatGPT and similar AI 
technologies present for improving privacy protection. These include the use of 
machine learning algorithms to detect and prevent unauthorised access to user data. It 
also includes the development of privacy-improving technologies such as differential 
privacy, and the process of compliance with privacy regulations.  
  
The systematic analysis showed that, people such as technologists, policymakers, and 
users should take more attention on the measures of privacy protection. This 
collaborative effort is important for fostering trust in AI systems and is also essential 
for ensuring that the benefits of AI are realised by people without compromising the 
privacy rights of individuals.  
  
In conclusion, the synthesis of these 22 studies has not only showed the current state of 
privacy protection in the context of ChatGPT but has also pointed the way forward for 
future research and development. Besides, the findings serve as a call to action for the 
AI community to put privacy in the first consideration. This can help people innovate 
in the field of privacy-preserving technologies.  
  
In addition, 11 studies revealed users' continued concern about privacy of ChatGPT and 
its impact on network security. This finding established an important correlation, 
indicating that users' trust in their privacy is closely related to information and data 
sharing practices in the field(Okey et al., 2023; Wu et al., 2023; Pasupuleti et al., 2023; 
Alawida et al., 2023; Prasad et al., 2023; Khowaja et al., 2024; Goldstein et al., 2023; 
Voelkel & Willer, 2023; Gupta et al., 2023; Derner & Batistič, 2023; Hu & Chen, 2023). 
Also, there are 12 studies on the opportunities and challenges of security risks of the 
LLMs (Large Language Models) model with ChatGPT as a typical example, which 
shows that ChatGPT under the LLMs model still has many system vulnerabilities and 
may leak privacy (Yao et al., 2024; Wu et al., 2023; Pasupuleti et al., 2023; Morales et 
al., 2024; Negri-Ribalta et al., 2024; Khowaja et al., 2024; Goldstein et al., 2023; 
Voelkel & Willer, 2023; Derner & Batistič, 2023; Li et al., 2023; Zhang et al., 2024; 
Ferrag et al., 2024). What's more, 8 studies show the interaction between data sharing 
and trust, law, and personal ethics of GEN AI/AI with ChatGPT as a typical example, 
which shows that ChatGPT also needs to consider the impact on users at the ethical 
level (Khalid et al., 2023; M et al., 2024; Sai et al., 2024; Alawida et al., 2023; Prasad 
et al., 2023; Ouyang et al., 2022; Gupta et al., 2023; Hu & Chen, 2023).  
  
Delving deeper into the opportunities and challenges of privacy protection in ChatGPT, 
three prominent features emerged repeatedly. Transparency is a fundamental principle 
for implementing privacy protection, and privacy issues due to lack of transparency 
were cited 12 times in the selected studies (Khalid et al., 2023; Okey et al., 2023; Wu 
et al., 2023; Pasupuleti et al., 2023; Alawida et al., 2023; Prasad et al., 2023; Khowaja 
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et al., 2024; Ouyang et al., 2022; Voelkel & Willer, 2023; Li et al., 2023; Zhang et al., 
2024; Ferrag et al., 2024). Data leakage during model training is another key feature, 
which was emphasised 22 times, which means all of the articles mentioned that point. 
Also, users' concerns about the leakage of their personal information led to distrust of 
AI software such as ChatGPT, which was mentioned 11 times (Okey et al., 2023; Wu 
et al., 2023; Pasupuleti et al., 2023; Alawida et al., 2023; Prasad et al., 2023; Khowaja 
et al., 2024; Goldstein et al., 2023; Voelkel & Willer, 2023; Gupta et al., 2023; Derner 
& Batistič, 2023; Hu & Chen, 2023). These numbers convincingly verify the prevalence 
of privacy issues in GEN AI/AI products such as ChatGPT. Therefore, it is clear that 
studying the opportunities and challenges of ChatGPT in privacy protection has made 
a positive contribution to cultivating users' trust on the Internet.  
  
Through a comprehensive analysis of 22 studies, it can be found that protecting user 
privacy and limiting real information sharing and data sharing on the Internet are crucial 
in the field of big data models such as ChatGPT. At the same time, these aspects have 
attracted widespread attention and are crucial to solving relevant privacy or data 
protection issues within the industry. In addition, the interaction between information 
and data sharing of ChatGPT and the concept of user trust has been widely explored in 
the selected studies, highlighting significant correlations. In the field of ChatGPT 
technology, transparency, data leakage, and user trust have become prominent features 
that are always present in ChatGPT-related GEN AI/AI research. These characteristics 
help to establish a relatively positive impact in LLMs field.   
  
Overall, the comprehensive stage of the research allows me to have a deeper 
understanding of key findings, patterns, and trends, providing valuable insights for 
advancing the field of ChatGPT privacy protection.  
  

4.2.Analytic results  
  
In this section, we discuss the research questions listed previously in the paper that are 
addressed in the final selection of 22 articles. According to the introduction in the 
methodology section, the selection range of the articles is from 2022 to 2024, and the 
selected articles should discuss artificial intelligence/ChatGPT security or privacy. This 
part is the analysis results and is very important for understanding the topic and research 
questions. Because the analysis results directly demonstrate the value and significance 
of the research, they are the empirical basis on which research questions or hypotheses 
are answered, proving the necessity and importance of the research. Additionally, the 
results of the analysis provide support for the arguments presented in the paper. Without 
solid data analysis, the dissertation's claims may appear hollow. By analysing the results, 
we can better understand the data and findings of the study. At the same time, this helps 
readers evaluate the validity of the study and the practical application of the findings.  
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Regarding the topic of this dissertation, we raised the following two research questions:  
  
1.What are ChatGPT's main challenges and opportunities in the context of privacy 
protection?   
2.What measures can ChatGPT implement to ensure the protection of user 
information?   
  
Based on these two research questions, we sorted out the 22 articles that were finally 
screened, and we came to the following results:  
  
ChatGPT's main opportunities in the context of privacy protection  
  
1.Enhanced privacy measures: Artificial intelligence models like ChatGPT, 
especially carefully designed machine learning algorithms and deep learning networks, 
have powerful data processing capabilities and can be trained to identify and delete 
sensitive information, thereby helping to protect user privacy on multiple levels (Khalid 
et al., 2023; McIntosh et al., 2023; Wu et al., 2023; Pasupuleti et al., 2023; Negri-
Ribalta et al., 2024; Sai et al., 2024; Prasad et al., 2023; Gupta et al., 2023; Hu & Chen, 
2023). Artificial intelligence (AI) models have the capacity to learn from vast data sets 
in order to recognise particular patterns and attributes of sensitive data, including 
financial, health, and personally identifiable information. (Khalid et al., 2023). At the 
same time, when processing a huge amount of data, AI tools like ChatGPT can 
automatically classify the data and distinguish sensitive data from other data so that 
different processing measures can be taken (Wu et al., 2023). In addition, for data that 
needs to be shared or made public, using AI models can implement data desensitization 
techniques. For example, replacing, masking, or generalising personal identifiers to 
protect personal privacy. Of course, artificial intelligence (AI) can help with the 
implementation of access control policies while people tracking and recording data. It 
is to guarantee that only authorised users can access sensitive data. (Ouyang et al., 
2022).  
  
2.Customised privacy policy: ChatGPT’s AI technology can assist in creating 
personalised privacy policies and guidelines that match individual user preferences. In 
other words, in order to understand the user's privacy preferences, an AI model similar 
to ChatGPT can track and analyse users' adjustments to privacy settings in different 
situations. In addition, the AI technology used in ChatGPT can dynamically adjust 
privacy policies based on users' real-time feedback and behavioural changes. It aims to 
ensure that they always meet users' personal needs (Khalid et al., 2023; Wu et al., 2023; 
Pasupuleti et al., 2023; Negri-Ribalta et al., 2024; Sai et al., 2024; Alawida et al., 2023; 
Prasad et al., 2023; Gupta et al., 2023). This AI technology can provide suggestions to 
help users enjoy a customised service experience. At the same time, it can protect users’ 
personal privacy.  
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In general, artificial intelligence technologies can provide users with more personalised 
privacy services through these functions. They can also help users keep their privacy 
rights while enjoying digital services. In this point of view, it is an opportunity for 
ChatGPT.  
  
3.Education and awareness raising: ChatGPT can be used to teach its users and 
inform them about privacy rights. It can also be used to teach users how to protect their 
data online. That is to say, ChatGPT can help its users understand the basic concepts 
and importance of privacy by providing tutorials and information (M et al., 2024; 
NegriRibalta et al., 2024; Sai et al., 2024; Prasad et al., 2023; Goldstein et al., 2023). 
In addition, as privacy regulations continue to change, AI can help users stay updated 
with the latest legal requirements. Also, AI can help users make sure that their privacy 
settings meet the law (Hu & Chen, 2023). This point is another opportunity for ChatGPT.  

  
4.Automated compliance: AI can help organisations make sure privacy regulations by 
monitoring data flows and recommending necessary actions. Specifically, the AI 
technology used in ChatGPT can conduct Privacy Impact Assessment (PIA). It can also 
predict the potential impact of data processing activities on personal privacy (Khowaja 
et al., 2024; Goldstein et al., 2023). This is very convenient for ChatGPT users or 
organisations. It can also provide training modules to increase employees' awareness of 
privacy regulations and reduce the risk of broken rules (Gupta et al., 2023).  
  
ChatGPT's main challenges under privacy protection  
  
1.Data collection：The AI models used by ChatGPT often require large amounts of 
data to train, which may raise concerns about how user data is collected and used. This 
model may require collecting data from a variety of sources, including online 
behavioural data, social media interactions, transaction records, etc. The types of data 
may include text, images, audio and video (M et al., 2024; Pasupuleti et al., 2023; Sai 
et al., 2024; Alawida et al., 2023; Gupta et al., 2023; Derner & Batistič, 2023). In 
addition, to lower the risk of privacy leaks, AI researchers and developers, taking 
ChatGPT as an example, usually use data anonymisation technologies, such as data 
desensitisation, differential privacy, etc., to protect user identities from being identified 
(M et al., 2024; Negri-Ribalta et al., 2024; Alawida et al., 2023; Hu & Chen, 2023).  
Since the technology is not particularly popular yet, it is a relatively big challenge for 
ChatGPT.  
  
2.Inadvertent disclosure: If not managed properly, ChatGPT's language model can 
inadvertently disclose personal information during interactions. A more detailed 
explanation is that when processing queries containing sensitive information, if the 
ChatGPT model is not properly trained and constrained, it may leak the user's personal 
information, such as name, address, phone number, etc. (Pasupuleti et al., 2023; Voelkel 
& Willer, 2023). Additionally, users may share private details in conversations with 
models, expecting to be treated confidentially. If the model fails to properly handle this 
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information, it may violate the user's privacy (Wu et al., 2023; Negri-Ribalta et al., 2024; 
Ouyang et al., 2022; Gupta et al., 2023; Derner & Batistič, 2023). These should be 
developed by ChatGPT.  
  
3.Abuse of AI：ChatGPT and other similar chat systems use a series of advanced 
artificial intelligence technologies. They include machine learning and deep learning 
(McIntosh et al., 2023). These technologies can provide useful information and advice 
for people. However, they can lead a range of privacy and security risks. For example, 
bad actors may use chat system technology to induce users to provide sensitive 
information (Pasupuleti et al., 2023; Voelkel & Willer, 2023). In addition, ChatGPT may 
be used for social attacks to gain users' trust. It may attack their users’ system for 
personal information (Yao et al., 2024; Wu et al., 2023; Pasupuleti et al., 2023; Voelkel 
& Willer, 2023; Gupta et al., 2023; Derner & Batistič, 2023). What’s more, the text 
generated by the ChatGPT may be used to create fake content. For example, fake news 
or fake identities, which may have serious results for users and society (Li et al., 2023).  
  
4.Transparency and explainability: The communication and strategic progress 
between ChatGPT and its users may be unclear. It makes difficult for ChatGPT users to 
know how their data are used, which is also an important aspect for privacy protection. 
To explain this, it is often unclear for its users when ChatGPT generating answers 
through the internal algorithms. This means that ChatGPT users may not fully 
understand how the model processes their requests (Wu et al., 2023; Pasupuleti et al., 
2023; Morales et al., 2024; Gupta et al., 2023; Derner & Batistič, 2023). In addition, 
ChatGPT may collect users’ preferences and behavioural data to provide personalised 
services and suggestions. This step may cause its users feel conflicted between enjoying 
a personalised experience and protecting personal privacy. Especially during the 
training process, ChatGPT may use a large amount of data, including its user-generated 
content (Li et al., 2023; Zhang et al., 2024; Ferrag et al., 2024). As a result, users of 
ChatGPT may lack understanding of how this data is used for model training. They may 
have questions about whether their data will be accessed or shared with third parties. 
All these points are challenges for ChatGPT privacy protection.  
  
5.Breach of trust: It may lead to the loss of user trust if the ChatGPT system is unstable. 
This is because a system breach may result in sensitive user data being catched by 
unauthorised third parties. For example, personal information, communication records 
and personal preferences (Pasupuleti et al., 2023; Zhang et al., 2024; Ferrag et al., 2024). 
In addition, ChatGPT users’ trust in its system is based on its security and privacy 
protection capabilities (Wu et al., 2023; Pasupuleti et al., 2023). Once the system is 
compromised, ChatGPT users may lose confidence in the entire platform or even 
similar technologies. In order to prevent these risks, relevant personnel of ChatGPT 
must adopt a security strategy, which is also very big challenge for ChatGPT (Yao et al., 
2024; M et al., 2024; Alawida et al., 2023; Prasad et al., 2023; Khowaja et al., 2024; 
Goldstein et al., 2023; Hu & Chen, 2023; Zhang et al., 2024; Ferrag et al., 2024).  
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Measures that ChatGPT can implement to ensure the protection of user information  
  
1.Data encryption:  It cannot be read because ChatGPT user data is encrypted during 
transmission and storage to ensure that even if the data is intercepted. Specifically, it is 
necessary to have regular security audits and have evaluations of encryption measures 
to ensure that encryption algorithms and key management strategies comply with 
current security standards (M et al., 2024; Sai et al., 2024; Alawida et al., 2023; Prasad 
et al., 2023; Khowaja et al., 2024; Li et al., 2023; Hu & Chen, 2023).  

  
2.Access control: Implement strict access control policies to ensure that only authorised 
person have access to user data. Also, the access is logged and monitored. Specifically, 
it is to determine that ChatGPT's access control policy complies with relevant laws, 
regulations and industry standards. For example, the standard GDPR. Or ChatGPT 
should conduct regular security training for employees who use it to increase their 
awareness of the importance of data protection. Besides, they can also educate them on 
how to handle data securely (Pasupuleti et al., 2023; Khowaja et al., 2024; Ferrag et al., 
2024).  
  
3.Anonymisation: ChatGPT related personnel can remove personal identifiers from the 
data used to train and improve ChatGPT. They can also ensure user-specific information 
not be traced back to an individual. Besides, before the data is used for model training, 
ChatGPT can also through technical means to reduce privacy risk. For example, the 
replacement, masking or generalisation, remove or modify personal identification 
information in the data. During this process, ChatGPT can ensure that the 
anonymisation step complies with relevant privacy protection laws and regulations, 
such as the anonymisation requirements in GDPR (Pasupuleti et al., 2023; Alawida et 
al., 2023; Khowaja et al., 2024; Voelkel & Willer, 2023; Li et al., 2023; Hu & Chen, 
2023; Ferrag et al., 2024). By taking some comprehensive methods, the privacy rights 
of ChatGPT users can be effectively protected. While providing the required data 
support for the training and improvement of ChatGPT's AI model, ChatGPT can achieve 
a balance between the reasonable utilisation of its user data and privacy protection.  
  
4.Data minimisation: ChatGPT can only use the minimum amount of the data which 
is required to complete the task. Also, the time to keep the task should not be too long. 
ChatGPT can set storage periods for different types of data. Once the data exceeds its 
validity period or is no longer needed, they will be deleted or anonymised (Wu et al., 
2023; Sai et al., 2024). Moreover, ChatGPT takes appropriate security measures during 
data processing to make sure its users' information been protected. For example, 
encryption and security protocols. They aim at preventing data from being leaked or 
misused during processing (Wu et al., 2023; Sai et al., 2024; Khowaja et al., 2024; Li 
et al., 2023). By implementing these measures, ChatGPT can make sure that data 
collection meets its business needs. It can also minimise potential risks to the privacy 
of its users.   
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5.Privacy by design: It is a fundamental aspect of the technology that ChatGPT’s AI 
system take privacy considerations into the design step. It can make sure the privacy 
protection. In other words, ChatGPT gradually designs an interface that is easy for its 
users to understand and operate. Also, it can allow users to easily manage their privacy 
settings, including data collection sharing. Moreover, ChatGPT provides its users with 
a clear privacy policy and data processing instructions. It allows users to understand 
how their data is processed and protected by the AI system (Wu et al., 2023; Khowaja 
et al., 2024). Through these measures, the ChatGPT system can consider user privacy 
at every stage of design and implementation. It’s also a way of protecting users' privacy.  
  
6.Regular check: ChatGPT’s AI system can conduct regular security check to identify 
and resolve potential security vulnerabilities. It will find and give response to the secure 
problem according to the complexity of the system (Morales et al., 2024; Alawida et al., 
2023).  
  
7.User agreement: ChatGPT's data capture should follow their user agreement, making 
sure users understand how their data will be used. More important among this is data 
sharing and transferring. ChatGPT can inform their users and get their agreement 
before sharing or transferring data to third parties (Alawida et al., 2023; Prasad et al., 
2023; Goldstein et al., 2023). At the same time, ChatGPT needs to inform its users when 
there are changes to the privacy policy (Pasupuleti et al., 2023; Voelkel & Willer, 2023).  
  
8.Transparency: ChatGPT aims to be fully transparent with users on what data 
practices we follow — both concerning how the data is acquired, used and safeguarded. 
ChatGPT explains exactly what data is being collected (what kind of data, how often it 
will be stored and under which conditions). At the same time, informing users in detail 
about how data is used to provide them with various services; improve user experience, 
and conduct research and analysis, etc. (Wu et al., 2023; Khowaja et al., 2024; Li et al., 
2023; Hu & Chen, 2023; Ferrag et al., 2024).  
  
9.Incident response plan: By adding an advanced monitoring service to capture data 
for ChatGPT. Therefore, ChatGPT is able to catch it if something were to behave 
unexpectedly (Alawida et al., 2023; Prasad et al., 2023; Goldstein et al., 2023).  
  
10.Legal Compliance: ChatGPT AI systems are developed to comply will all 
applicable data protection regulations. Users should trust ChatGPT to ensure the right 
methods are used when data is transferred between countries (Wu et al., 2023; 
Pasupuleti et al., 2023; Morales et al., 2024; Alawida et al., 2023; Khowaja et al., 2024; 
Goldstein et al., 2023; Voelkel & Willer, 2023; Zhang et al., 2024; Ferrag et al., 2024).  
  
11.User control: The ability of users to access their data as well as correct or delete it 
when using ChatGPT. They can erase the data once they are done with it or permanently 
when user objects to processing of their personal data (Pasupuleti et al., 2023; Sai et al., 
2024; Prasad et al., 2023; Khowaja et al., 2024; Hu & Chen, 2023; Ferrag et al., 2024).  
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12.Security updates: ChatGPT will keep system updates regularly to make sure user 
data security and system stability. These updates include, fixing for known security 
vulnerabilities, improved encryption technology and improved user authentication 
processes (Morales et al., 2024; Alawida et al., 2023). Through these measures, 
ChatGPT can respond to new and emerging security threats. In addition, ChatGPT can 
monitor the latest network security trends and attack methods. It can quickly respond 
and take corresponding protective measures to make sure that its users' privacy and 
information security are protected (Morales et al., 2024; Alawida et al., 2023; Khowaja 
et al., 2024; Goldstein et al., 2023; Hu & Chen, 2023; Ferrag et al., 2024).  
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5.Discussion  
  

5.1.Theoretical background  
  
We adopted Prospect Theory as an analytical framework to discuss the research topic. 
The reason why we use this theory is to gain a deeper understanding of users' behavioral 
decisions when they face privacy risks and benefits. Also, Prospect theory, proposed by 
psychologists Daniel Kahneman and Amos Tversky, highlights people's nonlinear 
psychological awareness when evaluating potential losses and gains (Levy, 1992). This 
theory provides me with a unique perspective to find how users make balances between 
the risk of privacy leakage. Also, it shows us the convenience brought by using 
ChatGPT.  
  
The discussion part of this dissertation will be based on the results of 22 systematic 
literature reviews. We will use prospect theory to explain users' attitudes and behaviors 
towards privacy protection. At the same time, we will analyse how users perceive the 
privacy protection measures provided by ChatGPT and explore how these affect their 
awareness for privacy risks. In addition, we will discuss how ChatGPT uses prospect 
theory to optimise the user decision-making process.  
  
We aim to find ChatGPT’s opportunities in privacy protection through this discussion. 
We want to explore how to improve user trust by designing privacy protection policies. 
We will also explore the challenges that may be faced when implementing these 
strategies. Our goal is to provide a more comprehensive privacy protection framework 
for ChatGPT.  
  
The result indicates the significant potential shown by ChatGPT for privacy protection, 
while also raising some key challenges. In discussing these findings, we will focus on 
how technological advances provide new opportunities for privacy protection. We will 
explore how existing research can provide guidance for ChatGPT’s privacy protection. 
Also, we will discuss the applicability of these in different cultural and legal contexts.  
  
In conclusion, We hope to provide the academic and practical communities with a 
comprehensive perspective on the privacy protection issues of ChatGPT. We also hope 
to provide valuable insights for future research and practice. Our goal is to promote an 
indepth understanding of the privacy protection of ChatGPT and promote the 
development of related technologies to ensure that the security and privacy of user data 
are protected to the greatest extent.  
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5.2.Discussion of results under prospect theory  
  
ChatGPT's main opportunities in the context of privacy protection  
  
When discussing ChatGPT's opportunities for privacy protection, We draw on prospect 
theory to analyse how users perceive and respond to privacy protection measures. 
Prospect theory emphasises people's decision-making behaviour in the face of potential 
losses (such as privacy leaks) and potential gains (such as personalised services) (Levy, 
1992). Similar to the analysis of research results section, We still discuss from four 
perspectives:  
  
1.Enhanced privacy measures: According to prospect theory, users generally prefer 
avoiding losses over gaining gains of equal value. Therefore, ChatGPT can significantly 
reduce users' concerns about privacy leaks by enhancing privacy measures, such as 
using machine learning algorithms to identify and delete sensitive information. This 
loss reduction strategy is consistent with users’ risk aversion psychology, thereby 
increasing users’ trust and satisfaction with ChatGPT.  
  
Besides, the result resonates with the research by Dwivedi et al. (2019), who 
emphasised the importance of machine learning algorithms in identifying and handling 
sensitive information. However, my study goes further to suggest that AI model like 
ChatGPT's application in data classification and de-identification techniques may be 
more effective than traditional methods, a point that has not been fully explored in the 
existing literature.  
  
2.Customised privacy policy: Prospect theory states that individuals' perceptions of 
options influence their decisions. ChatGPT allows users to adjust privacy settings 
according to their own preferences. It does this by providing customised privacy 
policies, which not only meets users' needs for control, but also reflects the emphasis 
on user choice. This personalised experience can enhance users’ sense of gain, thereby 
increasing their loyalty to the platform.  
  
Similarly, Gerasimou and Limniotis (2024) discussed the necessary of personalised 
privacy settings. My research extends this viewpoint by demonstrating that users' 
demands for personalised privacy policies are closely related to their privacy 
preferences and behavioral patterns.  
  
3.Education and awareness raising: Combined with Prospect theory, users' 
understanding and awareness of privacy rights often affect their acceptance of privacy 
protection measures (Acquisti et al., 2020). ChatGPT helps raise users' awareness of 
privacy by educating users, providing real-time interaction. This kind of education can 
reduce users' uncertainty about privacy protection, thereby building positive 
expectations in users' minds. It is consistent with the perspective of reducing 
decisionmaking uncertainty in prospect theory.  



                                                              30|Page  
  

  
Our findings align with Li et al. (2023), who argued that education is key to raising user 
privacy awareness. And I further discovered that real-time interaction and feedback 
provided by AI platforms like ChatGPT can more effectively educate its users. This is 
also a point that is less frequently mentioned in existing literature.  
  
4.Automated compliance: Prospect theory also highlights the reference point effect in 
the decision-making process. That is, how users evaluate outcomes based on a certain 
reference point. Also, ChatGPT helps its users and organisations comply with privacy 
regulations by automating compliance measures. For example, conducting privacy 
impact assessments and monitoring data flows in real time. Thereby setting a reference 
point for compliance. This compliance not only reduces potential legal risks, but also 
provides its users with security and trust.  
  
Our research meets Smith et al. (2024) in recognising the role of automated tools in 
making sure privacy regulation compliance. Also, my study further explores the 
potential of AI technology in conducting privacy impact, which is an important addition 
to the existing literature.  
  
In summary, the opportunities of ChatGPT in privacy protection can be further 
understood through prospect theory. By reducing users' concerns about privacy leaks, 
ChatGPT can not only meet users' needs for privacy protection, but also build a positive 
image in users' minds. Under these methods, ChatGPT can improve user trust and 
satisfaction. These measures meet the perspectives of choice perception, education and 
compliance in prospect theory. They provide strong theoretical support for the future 
development of ChatGPT. By comparing my research with existing literature, I not only 
validate current theories but also provide new perspectives and insights into the study 
of privacy protection. The results highlight the potential of AI technology in privacy 
protection and point out areas that require further research.  
  
  
ChatGPT's main challenges in the context of privacy protection  
  
We can analyse how users perceive potential privacy risks when discussing the privacy 
protection challenges of ChatGPT through prospect theory. Prospect theory says that 
individuals evaluate potential losses differently than gains. It provides us with a 
framework to understand user behaviour under privacy (Levy, 1992). So, I discuss from 
the following perspectives based on the analysis results section before:  
  
1.Models like ChatGPT needs good volumes of data for training. It may raise user 
concerns about data collection and management. Prospect theory posits that people 
might weigh the costs of privacy invasion due to data collection more heavily than the 
benefits resulting from enhanced AI performance (Liao et al. 2020). It may not be 
widely understood because the use of data anonymisation technology is critical. This 
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technology will also lead to a trust gap. ChatGPT increasing transparency and clearly 
explaining data practices to users can help solve this perceived loss and build customer 
trust.  
  
2.The potential disclosure of personal information during interactions with ChatGPT 
can be seen as a loss in prospect theory (Lily et al., 2023). And if the data is leaked, as 
users trust them with a high degree of privacy protection. This loss can potentially be 
avoided by ensuring that ChatGPT is well trained to sequester sensitive information. It 
is also helpful to keep the user trust.  
  
3.While AI could equally be used for malicious purposes — as a way to mislead users 
into revealing their private data, deploy social engineering attacks. It is a real loss 
aversion play for users. It is also possible that the abusiveness is subject to limited 
scrutiny because prospect theory predicts users are more loss-averse with respect to 
losses of such abuse as compared to gains in AI (Jhala et al., 2019). Hence, there is need 
for robust security mechanisms and user education to prevent these losses while 
retaining that true AI value.  
  
4.Through the view of prospect theory, the decision-making process of ChatGPT can 
be seen as a privacy risk. Users may feel a loss of control over their data if they cannot 
understand how their data is being used (Kanbach et al., 2023). It can also help users 
perceive less loss and feel more in control if ChatGPT give efforts to provide clear 
information about data usage.  
  
5.It is considered an important negative outcome in prospect theory when the system of 
ChatGPT brocken. It means that ChatGPT will lose a lot of user. (Remountakis et al., 
2023). So, it’s important to implement a security strategy to prevent this loss.  
  
The study refers the work of Liu et al. (2021), who listed the importance of system 
security in maintaining user trust. My research further indicates that security strategies 
and emergency response plans are important to preventing crises of confidence. It is a 
point emphasised in existing literature.  
  
The results of the dissertation showed consistency with the existing literature in several 
aspects. These verified the reliability of the study and the applicability of the existing 
theory. However, we also found some differences, which may be explained by several 
factors:  
  
1.The development of technology: New algorithms and applications are constantly 
emerging with the rapid development of AI technology. This may cause my research 
results to be different from earlier literature in some aspects.  
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2.Changes in user behaviour: User attitudes and behaviours toward privacy may 
change over time and circumstances. This may lead to differences in my findings from 
past research.  
  
3.Differences in research methods: Different studies may use different methodologies, 
which may affect the consistency of my research results.  
  
Our research not only verifies existing theories, but also provides new perspectives and 
insights for ChatGPT research by comparing with existing literature. The results of the 
discussion also highlight the potential of AI technology in privacy protection. It points 
out areas that need further exploration in future research.   
   
In summary, by addressing these challenges through enhancing transparency, 
strengthening security measures, and conducting user education, ChatGPT can strive to 
minimise losses and establish a stronger foundation of trust with its users.   
   
What measures can ChatGPT take to ensure the protection of user information?  
   
When discussing the measures taken by ChatGPT in terms of privacy protection, we 
can analyse the impact of these measures on its users. Specifically, these measures 
manifest in the following aspects:   
   
1.Using data encryption to lower the perceived losses that users of ChatGPT could face 
(in prospect theory terms). This is because data security with use of encryption by itself 
reduces the chance of a given hack turning into genuine informational collections 
(Gundu, 2023). It may give users a perception of security since they are encrypted, 
which might alleviate privacy breach concerns among ChatGPT user base.  
  
2.ChatGPT users can trust in access control policies of each time. They do this by 
mitigating unauthorised access risks (Al-Hawawreh et al., 2023).  
  
3.By doing anonymisation, user data of ChatGPT is no longer tied to individual 
identities. This system does not overlap with any of the problems related to privacy 
violations which ChatGPT users may have. This is considered as loss aversion in 
prospect theory (Binhammad et al., 2024).  
   
4.The data minimisation rule reduces users’ perception of privacy invasion, avoiding 
unnecessary amount of collected information. This can be seen as privacy protective by 
users and relates to the theories of prospect theory (Luo et al., 2021).  
  
5.The improvement of privacy protection should be achieved by the construction and 
design of ChatGPT itself. Because this shows that users’ interests have been considered 
by developers when designing the product (Baldassarre et al., 2020).    
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6.Regular security checks can increase user confidence in the ChatGPT system under 
prospect theory. This is because it shows that ChatGPT is actively looking for and 
resolving potential security issues (Chowdhury et al., 2023).  
  
7.Respecting ChatGPT user consent according to the prospect theory would be an 
important aspect involved in reducing how much amount of perceived privacy invasion 
that users are exposed to. It also makes users feel like they are in control of how their 
data is being used.   
  
8.Demonstrating transparency in light of the prospect theory can alleviate uncertainty 
about privacy related risks with ChatGPT users. That is because transparency gives the 
users to know how their data was used and kept safe.  
  
9.Someone who uses ChatGPT might be less worried about data breaches if they know 
there is a response plan in place, according to the prospect theory. This is because the 
plan ensures a way to react instantly and reduce further damages.    
  
10.Adherence to data protection laws should result in greater user confidence that their 
information is being protected by law. In turn, this means ChatGPT fulfills external 
norms and requirements (Wang et al. 2023).  
  
11.Users remain in charge of their data and can know what is being done on with it— 
what they see, correct or delete. With this policy, ChatGPT can increase user satisfaction 
by protecting their privacy. It also can be a control mechanism. Simultaneously, it is 
also connected to the prospect theory (Liang & Xue 2009).  
  
12.Regular security updates can reduce user concerns about emerging security threats.  
This shows that ChatGPT has been putting efforts to keep user data safe and secure.   
   
In general, the measures taken by ChatGPT in terms of privacy protection are consistent 
with the principles of prospect theory. These measures are designed to reduce users’ 
awareness of privacy risks. Moreover, they also increase users’ confidence and 
satisfaction with privacy protection. Through these ways, ChatGPT can protect user 
privacy and maintaining user trust and satisfaction. However, we need to note that 
although these measures significantly reduce the risk of ChatGPT user information, no 
system can guarantee absolute security.  
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6.Conclusion, limitations, and future research  
  

6.1.Conclusion  
  
The dissertation has provided an analysis of the opportunities and challenges in 
ChatGPT privacy protection. It has been built through a systematic literature review 
way. It shows that ChatGPT offers significant potential for improving privacy measures 
and it also faces challenges. For example, data collection concerns, abuse of AI and 
transparency issues.  
  
Additionally, prospect theory enhanced the comprehension of both behaviour and 
decision-making processes of users. ChatGPT can promote trust and satisfaction by 
making users less risk-averse and more self-confident. The policies proposed, such as 
data encryption and privacy by design come naturally from the insights of prospect 
theory.  
  
To sum up, ChatGPT under privacy protection direction has many opportunities and 
significant challenges. It should balance the technologies innovations and user privacy 
rights in its development stage. With a focus on privacy preservation, ChatGPT can still 
evolve into one of the most reliable platforms in AI.  

6.2.Limitations  
  
However, there are some major limitations of this study. First, the research is limited to 
studies available from 2022–2024. It is not compiling the most recent developments in 
the field. It also has to be pointed out that using other research to do so makes the 
dissertation liable as whatever bias and viewpoints of past literature exist. The study 
was also limited to English-language materials, potentially missing other important 
input from non-English outlets.  
  
Furthermore, the application of prospect theory as an analytical framework may not 
fully capture the complexity of all user behaviours and motivations regarding privacy. 
The study also does not account for cultural differences in privacy perceptions and 
decision-making, which could influence the result of the findings.   

6.3.Future research  
  
Future research can build through this dissertation, which may include:  
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1. Expanding the scope of literature to include more recent publications and 
nonEnglish sources. This is to have a more comprehensive and global perspective 
on ChatGPT's privacy protection.  

2. Conducting empirical studies to assess user perceptions and behaviours regarding 
privacy in ChatGPT directly, which can provide primary data to complement the 
secondary data analysed in this review.  

3. Investigating the impact of cultural differences on privacy attitudes and decision-
making in the context of AI chat platforms like ChatGPT.  

4. Exploring the long-term effects of privacy protection measures on user trust and the 
adoption of AI technologies.  

5. Assessing the effectiveness of different privacy protection strategies and their 
implications for the design and implementation of AI systems.  

6. Examining the role of policy and regulation in shaping privacy protection in AI, 
considering the rapid evolution of technology and the legal landscape.  

  
By pursuing these methods, future research can contribute to a deeper understanding of 
the intricate relationship between ChatGPT, AI, privacy, and user trust, ultimately 
informing the development of more effective privacy protection strategies in the era of 
advanced artificial intelligence.  
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