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Abstract
Purpose – Smart health monitoring systems (SHMSs) have encountered resistance and limited adoption by 
various stakeholders. This study aims to investigate the impact of data governance on the associated privacy 
concerns in relation to barriers, thereby mitigating users’ resistance to SHMSs.
Design/methodology/approach – This mixed-methods study draws on innovation resistance theory and data 
governance mechanisms. We developed a research model based on 20 qualitative interviews with individuals 
from multiple stakeholder groups and empirically tested the model using 277 valid responses from potential and 
current SHMS users, collected through an online questionnaire survey.
Findings – The findings reveal that data governance mechanisms–incorporating legislative protection, cultural 
and religious differences (procedural data governance mechanisms), transparency, and trust (relational data 
governance mechanisms)–are more influential than accountability and responsibility (structural data 
governance mechanisms) in reducing user resistance to SHMSs. Privacy concerns significantly influence 
functional barriers to SHMSs and ultimately positively affect users’ resistance to SHMSs. Cultural and religious 
differences and trust mechanisms are significantly associated with privacy concerns among users with a high 
personal innovativeness level.
Research limitations/implications – The study extends innovation resistance theory by integrating data 
governance, showing how theoretical models can be practically adapted for diverse health information 
technology (HIT) contexts. The findings offer societal implications, informing policies that promote SHMS 
development with robust privacy protections, inclusive design and trust-building governance.
Originality/value – This is a pioneering study that extends innovation resistance theory by integrating data 
governance, demonstrating how theoretical models can be tailored to address diverse needs within the HIT 
domain.
Keywords Innovation resistance theory, Data governance, Privacy concerns, Functional barriers,
Smart health monitoring
Paper type Research article

1. Introduction
Smart health monitoring systems (SHMSs) have emerged as a prevalent form of digital 
surveillance technology, utilizing real-time monitoring and sensor-based health applications to 
track users’ vital signs and daily health conditions (Almujally et al., 2023). These systems
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include devices such as blood glucose wearables and electrocardiogram (ECG) monitors, 
which are crucial for the functionality of SHMSs (Stavropoulos et al., 2020). The rapid growth 
of SHMSs in recent years can be attributed to innovations in digital surveillance technologies 
(Clarke, 2019) that have shown a variety of anticipated benefits, including improved 
communication between patients and healthcare providers, lower costs for professional visits, 
and more effective diagnostic and treatment processes, among others (Salehi-Amiri et al., 
2022). The global SHMS market, valued at USD $190 billion in 2024, is projected to grow to 
USD $474 billion by 2032 (GlobeNewswire, 2023; Market.Us, 2023).

Despite significant investments based on their anticipated benefits, SHMSs have faced 
resistance and limited diffusion from multiple stakeholders. A global mHealth review found 
that over half of end-users reported issues that prompted them to uninstall the services, with 
many leaving 1-star ratings (Haggag et al., 2022). These challenges stem from various barriers, 
including resistance to change, concerns about trustworthiness, fatigue and technostress, lack of 
ability to operate smart devices, and transition costs (Iyanna et al., 2022; Talwar et al., 2023).

Among the cited barriers to SHMS adoption, the psychological barrier of privacy concerns 
stands out (Pal et al., 2019; Smith et al., 2011). Multiple global reports (e.g. Accenture.com, 
2020; Capterra.com, 2021; Fortune.com, 2023) highlight privacy concerns as the primary factor 
driving consumers’ resistance to the adoption of SHMSs and reluctance to share health data with 
healthcare professionals. These concerns are primarily linked to the surveillance technologies 
embedded in SHMS systems. In particular, such technologies often create confusion or 
uncertainty regarding responsibility in the event of personal health data loss and the assurance of 
protecting and properly using these data within the surveillance framework. Ambiguities in data 
regulation policies further complicate this issue, as they often fail to clearly define accountability 
(Duckert and Barkhuus, 2022; Princi and Kr€amer, 2020). These uncertainties are deeply 
connected to data governance, which is responsible for assigning authority and control over 
data, as well as overseeing the authority through decision-making in data-related matters 
(DAMA International, 2009; Janssen et al., 2020; Plotkin, 2020).

Alongside privacy concerns, other potential barriers causing resistance to innovative 
technologies have been explored, such as the complicated environments of SHMSs, security 
issues, complexity of innovation, and lack of perceived value (Chouk and Mani, 2019; Prakash 
and Das, 2022). Privacy concerns can amplify or lead to functional barriers across various 
health information technology (HIT) contexts. For example, privacy concerns have been 
shown to limit the perceived value of Internet of Things (IoT)-based smart home services (Kim 
et al., 2017). In a transformed health ecosystem, the complexity and dynamic nature of the 
system can further intensify privacy and security challenges (Ruotsalainen and Blobel, 2022). 
Although both psychological and functional barriers contribute equally to resistance to 
SHMSs, privacy concerns have been found to positively correlate with functional barriers, 
such as perceived technical complexity and the value of smart health products (Dhagarra et al., 
2020; Kim et al., 2017; Mani and Chouk, 2017). Moreover, effective data governance plays a 
critical role in managing privacy concerns, mitigating risks, and balancing competing interests 
within the complex landscape of health data sharing across multidisciplinary contexts 
(Knoppers and Thorogood, 2017).

To dissect these barriers to SHMSs, it is essential to understand their origins and impacts in 
order to mitigate them through effective data governance and relevant means (Hunter et al., 
2020). However, a review of recent research reveals a notable gap: few studies have explicitly 
examined how data governance can alleviate privacy concerns and other barriers resulting in 
users’ resistance to SHMSs (Chibuike et al., 2024; Davidson et al., 2023; Yaqoob et al., 2022). 
The review analysis is presented in Table S1 of the supplementary document, accompanied by 
a brief explanation.

Against this backdrop, we explore the role of data governance in relation to the concerns 
and barriers causing resistance to SHMS adoption, drawing on innovation resistance theory 
(Ram and Sheth, 1989) and data governance mechanisms (Abraham et al., 2019). The research 
questions (RQs) that drive this study are: (RQ1) What are the contributing elements of data
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governance mechanisms in relation to users’ resistance to SHMSs? And (RQ2) How and in
what ways do data governance mechanisms influence individuals’ concerns and barriers in
terms of mitigating SHMS resistance? This study extends innovation resistance theory through 
the integration of data governance mechanisms, a novel approach that responds to the growing 
complexity of user concerns about SHMSs.

By doing so, it not only broadens the scope of the theory but also refines our understanding 
of how psychological and functional barriers co-evolve through the lens of privacy concerns. 
In particular, we show that relational governance mechanisms (e.g. transparency and trust) are 
theoretically positioned to influence sustained engagement and reduce resistance, particularly 
by building user confidence and relational trust, a nuance not fully explored in existing models. 
While our study is cross-sectional, the findings highlight associations that align with this 
proposed mechanism. This integration offers a theoretical bridge between technology 
resistance literature and data governance research, highlighting governance as an active, 
moderating influence, rather than a passive concept. Practically, these insights guide both 
policymakers and service designers in addressing privacy, complexity, and value-related 
resistance in SHMS environments.

2. Literature review
2.1 Concerns and barriers related to SHMSs
In highly innovative contexts such as SHMSs, the phenomenon of technology adoption 
resistance often arises from the interplay of privacy concerns, usage barriers, perceived 
complexity, and the recognition of value. Privacy has emerged as a persistent social concern 
linked to the development of innovative information technologies that enable pervasive 
surveillance, the creation of large-scale databases, and the rapid global distribution of 
information (Nissenbaum, 2010; Timan and Albrechtslund, 2018). However, recent 
developments such as the integration of blockchain and federated learning have been 
proposed to enhance privacy preservation in digital health systems, offering secure, 
decentralized, and collaborative models of patient data sharing that balance data utility with 
confidentiality (Alsamhi et al., 2024). Privacy concerns, as psychological barriers against 
undesirable intrusion during surveillance activities (Harris, 2020; Solove, 2006), are people’s 
perceptions of what happens with the data they provide or share with others (B�elanger and 
Crossler, 2011; Crossler and B�elanger, 2019). Due to their ability to capture detailed 
contextual information about individuals, the use of surveillance or monitoring applications 
without appropriate privacy protection mechanisms increases privacy concerns and, therefore, 
leads to resistance against smart health applications (Pirzada et al., 2021; Prati et al., 2019).

Previous studies have also reported various functional barriers that result in the failure and 
rejection of new technologies. Complexity barriers (e.g. contact tracing or mobile payment) 
can challenge users with low technical skills or limited experience, as compared to 
conventional methods (Kaur et al., 2020; Prakash and Das, 2022), while value barriers arise 
when users perceive the costs of adoption to outweigh the benefits (Iyanna et al., 2022; Mani 
and Chouk, 2017). Research has investigated the direct effects of both psychological and 
functional barriers on resistance to smart technology innovations (Chouk and Mani, 2019; 
Hew et al., 2019; Prakash and Das, 2022). Notably, privacy concerns have also been found to 
correlate with functional barriers that can ultimately influence users’ resistance (e.g. Dhagarra 
et al., 2020; Kim et al., 2017; Mani and Chouk, 2017). For example, privacy issues have been 
associated with perceived sacrifice, which in turn affects the perceived value of smart home 
products (Kim et al., 2017).

2.2 Data governance for SHMSs
Prior research suggests that data governance mechanisms can help mitigate user resistance to 
technology adoption (Abraham et al., 2019). Data governance mechanisms refer to control
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mechanisms and procedures used to manage health data and support responsible data sharing 
—allowing access when necessary, restricting it when not, and ensuring the privacy and 
confidentiality of all stakeholders (DAMA International, 2009; Janssen et al., 2020). These 
mechanisms are widely recognized as effective tools for addressing user privacy concerns, 
particularly in technology-driven, data-intensive environments, with demonstrated impact 
across healthcare (Abraham et al., 2019), e-commerce (Trampusch, 2024), Fintech-embedded 
banking (Wang et al., 2023), and AI-driven contexts (Lewis and Moorkens, 2020).

Data governance mechanisms can be categorized into structural, procedural, and 
relational mechanisms. Structural mechanisms focus on identifying key decision-makers 
and their roles and responsibilities regarding data ownership, cost management, and value 
assessment (Abraham et al., 2019; Tallon, 2013). These mechanisms are characterized by 
formalized roles, rules, and clear reporting structures (Abraham et al., 2019). Central 
themes include accountability and responsibility, which are closely tied to institutional 
obligations and decision authority (Abraham et al., 2019). Procedural mechanisms 
encompass the operational rules and safeguards that govern how data is managed, accessed, 
and shared. These mechanisms are designed to ensure that data is shared appropriately and 
lawfully, recorded reliably and accurately, used ethically and effectively, and held securely 
and confidentially (Borgman et al., 2016; Schneider et al., 2023). In particular, procedural 
mechanisms aim to support data-related issue management across legislative, cultural, 
religious, and technical innovation processes (DAMA International, 2009). Relational 
governance mechanisms facilitate collaboration among stakeholders by focusing on key 
areas such as communication, training, and coordinated decision-making (Abraham et al., 
2019). These mechanisms are instrumental in building trust, with transparency often 
serving as a critical component of relational trust-building (Elahi et al., 2019; Mabillard 
et al., 2021). Accordingly, this study considers trust and transparency as central elements of 
relational governance mechanisms, while remaining open to other emergent themes 
identified through interview findings.

Given the importance of exploring salient elements across multiple levels to address the 
privacy issues that lead to customers’ resistance to SHMSs, numerous scholars have 
investigated multi-level antecedents to this resistance (e.g. Iyanna et al., 2022; ParkKim et al., 
2022; Xu, 2019). However, there is insufficient information on how these contributing 
elements can be mitigated through regulatory mechanisms, underscoring the need for data 
governance-based solutions (Chibuike et al., 2024; Davidson et al., 2023).

2.3 Innovation resistance theory
Innovation resistance theory, developed by Ram and Sheth (1989), explains the reasons behind 
customers’ resistance to adopting innovations despite their perceived desirability and 
necessity. It assumes that individuals resist adopting modern technologies either because these 
technologies require customers to potentially change from a satisfactory existing state or 
because they contradict customers’ belief structure (ParkWerder et al., 2022; Ram and Sheth, 
1989). According to the theory, the main reasons for innovation resistance can be categorized 
as psychological and functional barriers (Ram and Sheth, 1989). These barriers, such as 
perceived privacy concerns, complexity, value, usage, and risk, have consistently been 
identified as key antecedents of resistance to SHMS, regardless of their interrelationships (e.g. 
Chouk and Mani, 2019; Kim et al., 2017; Prakash and Das, 2022).

This study draws on innovation resistance theory to understand barriers that influence 
SHMS resistance. We focus on privacy concerns as a key psychological barrier, and include 
three widely recognized functional barriers: usage, complexity, and value barriers (Chouk and 
Mani, 2019; Kim et al., 2017). These barriers have been consistently cited in digital health 
resistance literature as primary determinants of user hesitation. Other barriers such as risk, 
tradition, and image are not included due to their limited empirical relevance in the SHMS 
context or their conceptual overlap with the selected constructs.
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3. Mixed-method research design and results
This study followed a post-positivist research paradigm (Creswell and Poth, 2018), using a 
sequential two-stage mixed-methods design comprising both qualitative and quantitative 
analyses (Creswell and Plano Clark, 2018). This specific methodology was selected because of 
its key methodological advantages, including its ability to facilitate a comprehensive 
understanding and synthesis of insights derived from qualitative and quantitative dimensions, 
thereby balancing depth and breadth (Venkatesh et al., 2013). Our mixed-methods approach 
was structured around a developmental purpose with two study phases (Study 1 and Study 2). 
Study 1 was a qualitative study, the findings of which were used to develop a suitable set of 
constructs, establish relationships among these constructs in the form of a model, and propose 
a corresponding set of hypotheses. In Study 2, these hypotheses were tested using a 
quantitative method (Venkatesh et al., 2016).

3.1 Study 1: qualitative study design
Study 1 followed an explorative research approach with purposive sampling to recruit 
participants familiar with SHMSs (Creswell and Poth, 2018). The study involved 20 
qualitative interviews with individuals from multiple stakeholder groups, including front-line 
healthcare providers, government health authorities, technology providers, and end-users with 
either direct user experience or a strong interest in smart devices. Participant demographics are 
provided in Table S2 (in the supplementary document), where 10 interviewees are identified as 
end-users. The interviews aimed to identify key contextual factors related to data governance 
mechanisms and innovation resistance theory to inform the development of the research model 
and hypotheses. Participants discussed various SHMS scenarios, ranging from clinical trial 
applications to commercially available monitoring devices such as glucose monitors.

Guided by Taylor et al. (2016), the semi-structured interviews averaged 45 min. Each 
session began with warm-up demographic questions, such as participants’ familiarity with the 
described SHMS. The discussion then moved to research-focused questions derived from the 
literature and tailored to the smart health context, particularly data governance mechanisms 
(Abraham et al., 2019). Participants were invited to reflect on factors influencing resistance to 
SHMSs, including structural governance elements. For example, they were asked, “What 
factors (or characters) should be included in the reporting structure to protect your data privacy 
and address concerns when they arise?”

Following previous studies (e.g. Coert et al., 2021; Fox and Hoy, 2019; Matt et al., 2019; 
Zuzul, 2019), data collection ceased after 20 interviews, as no new insights emerged, 
indicating theoretical saturation (Glaser and Strauss, 1967). All interviews were audio-
recorded and fully transcribed. The first author coded the transcripts in NVivo v12, and the 
second author reviewed the coding and analysis. We then conducted a thematic analysis to 
identify key themes and patterns related to data governance mechanisms that mitigate users’ 
concerns and resistance to SHMSs. Thematic analysis is a common method for analyzing and 
reporting patterns or themes in qualitative data (Braun and Clarke, 2006).

3.2 Developing and hypothesizing SHMS users’ resistance model
From the reviewed literature and interview results, we identified seven key elements across 
three aspects of data governance mechanisms in relation to privacy concerns about SHMSs: 
accountability and responsibility (structural mechanisms); legislative protection, cultural and
religious differences, and traceability (procedural mechanisms); transparency and trust
(relational mechanisms). These elements addressed RQ1 and informed the development of the 
quantitative model to answer RQ2. Table S3 (see the supplementary document) presents 
selected quotes that illustrate key constructs and relationships.

Accountability and responsibility are considered two critical elements of structural data 
governance mechanisms, as they pertain to institutional obligations and decision-making 
authority (Abraham et al., 2019). Accountability refers to stakeholders being asked to account
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for their actions to an authority (van Donge et al., 2022). In health information systems, 
accountability involves assigning legal responsibility to an organization that handles personal 
health data in SHMSs, ensuring that any contracted partners to whom it provides this data are 
compliant, regardless of their location (Pearson and Charlesworth, 2009). One participant 
(p#4) remarked, “Accountability sounds important, but honestly, as a regular user, I don’t
really notice it or even know it’s there. That makes it difficult for me to really care or support the
system development.” She (p#4) added, “For the same reason, it’s hard to see how it
[accountability] could meaningfully help address my privacy concerns.” Another participant
(p#5) stated that, “To keep health data safe and handle any related issues, it’s really important
to have clear [accountability]. In this way, everyone involved knows who’s ultimately
responsible if something goes wrong, which helps everyone feel more supported and secure.”

Responsibility is the overall relationship of the system with all its stakeholders, which 
involves being accountable for actions and fulfilling obligations or commitments (Dahlsrud, 
2008; Ebrahim and Buheji, 2020). It has crucial implications for addressing data-related 
concerns, such as ethical dilemmas, fear, and dependence associated with emerging 
technologies in healthcare (Someh et al., 2019). As an element of structural data 
governance mechanisms, most participants emphasized the importance of responsibilities 
and roles in an SHMS context from a management perspective. For example, a participant 
(p#11) stated that their company complied with relevant laws and regulations (such as the 
General Data Protection Regulation (GDPR)) by assigning a data protection officer to oversee 
and supervise data-related issues within their organizations. Another participant (p#2) stated, 
“We have mechanisms for responsibility in charge of privacy violations in a digital innovation
context.” He explained that if an individual user had a concern, they should be able to make a 
complaint and direct that concern to an officer who must use their authority to resolve the 
concern. He added, “From the view of stakeholders’ collaboration, responsibility-based
mechanisms help increase the entire quality of the service and simplify complicated processes
among various stakeholders.” Thus, we posit the following hypotheses:

H1. The structural data governance mechanisms of accountability are negatively 
associated with users’ privacy concerns in relation to their resistance to SHMSs.

H2. The structural data governance mechanisms of responsibility are negatively 
associated with users’ privacy concerns in relation to their resistance to SHMSs.

Procedural mechanisms address operational processes, compliance, and implementation 
standards (Schneider et al., 2023; Tallon, 2013). In this study, legislative protection, cultural 
and religious differences, and traceability were categorized under procedural mechanisms. 
Legislative protection covers rights to information, restrictions on the use of data governance 
mechanisms, information technology (IT) security legislation, and support for the legal 
implementation of data governance (Weber, 2010). Legislative protection mechanisms play a 
crucial role in addressing privacy concerns, preserving personal autonomy, and mitigating 
skepticism toward technical innovations (Gasser et al., 2020; Nguyen et al., 2022; Princi and 
Kr€amer, 2020). All interviewees emphasized the importance of legislative protection in SHMS 
data management. Many were confident in their familiarity with local Privacy Acts and related 
codes or in their capability to access the acts for more legal information to address the potential 
issues about personal data and SHMS technologies. A participant (p#5) expressed, “Effective 
legislative protection mechanisms can influence how users look at the value of the smart
service . . . it is because robust health data protection mechanisms are critical for the overall
value derived from data . . . and it is very helpful to simplify the process of our data protection
activities when complying with the GDPR framework.” Thus, we posit the following
hypothesis:

H3. The procedural data governance mechanism of legislative protection is negatively 
associated with users’ privacy concerns in relation to their resistance to SHMSs.
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While cultural and religious sensitivity may feel relational, its implementation tends to be 
procedural which is focused on compliance, standardization, and embedded workflows 
(Abraham et al., 2019). A typical case would be the issue management when giving care to 
dying patients and defining the death process as a very tiring event with a scary end (Karadag 
et al., 2019). Characterized as procedural safeguards for managing cultural and religious issues 
(DAMA International, 2009), cultural and religious differences play a pivotal role in shaping 
innovativeness, risk tolerance, and receptiveness to change. Such differences serve as critical 
elements in the design and effectiveness of procedural governance mechanisms (Schneider 
et al., 2023). These elements shape interpretations of privacy-related issues and influence 
people’s attitudes and behaviors when they use healthcare monitoring devices (Karadag et al., 
2019; Smith et al., 2011). Nearly all interviewees highlighted the significance of cultural and 
religious differences in relation to associated concerns with SHMSs. One participant (p#9) 
stated, “Cultural differences and religious diversity really need to be considered throughout
the whole implementation process. It’s about making sure people understand that their data is
being collected, being held, and being accessed, and making sure that they’re happy with all
that fits. These things need to be carefully monitored, not just written down on paper.”
Thus, we posit the following hypothesis:

H4. The procedural data governance mechanisms of cultural and religious differences are 
positively associated with users’ privacy concerns in relation to their resistance 
to SHMSs.

Traceability aids in identifying interconnectedness and enhancing analysis between SHMS 
devices and their data owners (Lomotey et al., 2017). However, improper use of traceability 
has limitations in health data management. This can lead to consumer concerns and anxiety 
when consumers realize they are being traced, as various service providers can access their 
sensitive health data (Chouk and Mani, 2019; Ismail et al., 2020). Our interview findings 
showed that traceability is a critical topic that potentially influences individuals’ concerns 
about data protection practices among stakeholders. A participant (p#10) stressed, “To be able 
to use that device within New Zealand, we have to switch off the voice recognition part, but
there were questions such as can I be listened or can I be tracked?” On the other hand, it is
noteworthy to learn that traceability can contribute to the enhancement of health data 
protection practices and increase the service value of smart monitoring. One participant (p#4) 
pointed out, “They [service providers] will be able to monitor improper data transfer
processes. This [traceability] can avoid or detect unauthorized behaviors and increase the
data protection ability of the system [SHMS] .. . . In this sense, the tracing ability simplifies
management and collaboration processes among service providers and reduces the feeling
that the service is too complex to understand.” Thus, we posit the following hypothesis:

H5. The procedural data governance mechanism of traceability is positively associated 
with users’ privacy concerns in relation to their resistance to SHMSs.

Relational mechanisms are grounded in trust-building, transparency, and sustained 
engagement over time. Transparency and trust are central to this category (Borgman et al., 
2016; Xu, 2019). Interview findings highlighted transparency and trust as two critical 
elements of relational data governance mechanisms that could mitigate concerns related to the 
use of personal data in SHMSs. Transparency involves making everything visible, indicating 
openness or open communication to establish trustworthiness (Kim et al., 2014). Transparency 
is closely associated with various issues surrounding users’ resistance to SHMS usage, 
including mistrust, control, perceived privacy and security concerns, and cultural 
considerations (Talal et al., 2019; Van Zoonen, 2016). Although prior research indicates 
that the impact of transparency varies according to individual privacy preferences 
(Bemmann et al., 2022), one participant (p#2) nonetheless highlighted its importance, 
noting, “You can always provide really clean and clear explanations, including a lot of detail,
and that will give, like most people, won’t care to go into that level of detail. But for the people
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that do, it’s good to have that there and available for them.” Moreover, one participant (p#5)
mentioned, “When we collect personal data from customers, we need to clearly explain our
aim, behaviors . . . why we have to use it. By making the whole data sharing process open and
transparent . . . customers can better understand the benefit or value from using it [device] and
reduce reluctance to cooperate with us.” Thus, we posit the following hypothesis:

H6. The relational data governance mechanism of transparency is negatively associated 
with users’ privacy concerns in relation to their resistance to SHMSs.

Trusting beliefs have been identified as a predictor that influences the forming of 
psychological obstacles, such as fear of technological complexity and discomfort when 
being monitored by service providers (Elahi et al., 2019; Puntoni et al., 2021). Trust is 
important in data governance practices as it ensures the establishment of successful 
relationships and the management of risks and uncertainties (Abraham et al., 2019; Chang and 
Fang, 2013). One interviewee (p#7) remarked, “Overall, trust is an extremely important thing.
It can even have a direct impact on the health index of the elderly.” Another interviewee (p#4)
stated, “Trust can boost users’ confidence in its potential value of the service and minimize
perceived risks or difficulties, thereby encouraging users to give it a try.” Thus, we posit the
hypothesis:

H7. The relational data governance mechanism of trust is negatively associated with 
users’ privacy concerns in relation to their resistance to SHMSs.

Privacy concerns related to personal data use are important psychological barriers that have 
contributed to users’ resistance to new information technologies (e.g. Hew et al., 2019; Zhu 
et al., 2022). Further, privacy concerns may result in functional barriers that eventually impact 
consumers’ acceptance of health monitoring devices (Sun et al., 2024). In terms of the 
association between privacy concerns and usage barriers, perceived risk including privacy 
may affect functional barriers such as the perceived usefulness of smart home applications 
(Hubert et al., 2019; Wang et al., 2020). One participant (p#9) shared, “In my experience, 
people often struggle with using a separate reading device rather than using their phone.
They have to plug that into a computer and upload it, which can be especially challenging for
older individuals to get the information onto the website. Ideally, they would come into the
clinic, and the staff could assist them using a computer, but that requires a driver and ITaccess
to . . .. I think very few people are willing to do this partly due to privacy concerns.” Thus, we
posit the following hypothesis:

H8. Privacy concerns are positively associated with usage barriers in relation to users’ 
resistance to SHMSs.

Innovative technologies often require significant changes that conflict with existing usage 
patterns, creating complexity barriers. Similarly, privacy concerns can generate complexity 
barriers when individuals struggle to interact with SHMSs due to the complexities of data 
governance mechanisms for sharing and protection (Eagleson et al., 2017; Friedman and 
Ormiston, 2022; Prakash and Das, 2022). As one participant (p#1) noted, “People have 
privacy concerns based on assumptions that ask for better protection, better security, and
better configurability. For example, when you access Facebook’s settings, you’ll find a variety
of options—not because Facebook created them, but because users, driven by demand, pushed
for them. I can see a similar trend unfolding in digital health contexts.” Thus, we posit the
following hypothesis:

H9. Privacy concerns are positively associated with complexity barriers in relation to 
users’ resistance to SHMSs.

In terms of privacy concerns with value barriers, users’ psychological states can help predict 
how they perceive the value of healthcare systems (Li et al., 2023). One participant (p#2) 
emphasized the challenge between privacy and functional barriers, “[Despite the purpose of
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reducing privacy concerns], potential users may find it complex to understand complicated
legislative terms . . .. It’s quite often to be asked to give more consents . . . it could deter them
from recognizing the potential value of a smart device . . . or matching up with new rules.” An
interviewee (p#13) noted, “I feel like the value of my smart device really drops when I start
getting anxious about the privacy of my health information.” In addition, one participant (#9)
shared, “Privacy worries can make people hesitate to trust this service because, deep down,
there’s always that fear of personal information slipping out. When users feel their data isn’t
safe, it’s hard for them to see the real value in using it.” Thus, we posit the following
hypothesis:

H10. Privacy concerns are positively associated with value barriers in relation to users’ 
resistance to SHMSs.

Prior research shows that functional barriers positively affect resistance to innovative 
technologies (e.g. Mani and Chouk, 2017; Prakash and Das, 2022). For example, research 
indicates that a significant barrier to smart device usage is the concern that the device battery 
may quickly drain and require frequent recharging (Prakash and Das, 2022). Similarly, the 
interview results suggested that usage barriers are critical factors in customers’ resistance to 
SHMSs. For instance, one participant (p#12) noted, “Some patients found it challenging to 
remember to recharge or set up a smart device . . . which could deter them from wearing it.”
Thus, we posit the following hypothesis:

H11. Usage barriers are positively associated with users’ resistance to SHMSs.

Perceived complexity refers to the degree to which consumers perceive a technology or 
application to be difficult to use (Anshu et al., 2022). Recent literature on innovation resistance 
has identified complexity as a key factor contributing to users’ reluctance to adopt smart 
services (Chibuike et al., 2024; Mani and Chouk, 2017, 2018). Reflecting this notion, one 
participant (p#4) expressed, “I find the appearance of the app looks a bit cluttered . . .. I think it
should have a simpler design . . . it is complicated for me to manage my health data properly,
for example, uploading the records in the correct location and removing them after a period for
my privacy purpose.” Thus, we posit the following hypothesis:

H12. Complexity barriers are positively associated with users’ resistance to SHMSs.

Value barriers develop when consumers perceive innovation as incapable of delivering better 
functionalities than alternative options using the same economic resources (Hew et al., 2019; 
Iyanna et al., 2022). This understanding also matches interview comments in this study, where 
one participant (p#18) noted, “I need to understand the value of new technology, whether it’s
actually beneficial for my health compared to the way I used to manage my treatment. If it
doesn’t appeal to me or offer something better, why should I use it?” Thus, we posit the
following hypothesis:

H13. Value barriers are positively associated with users’ resistance to SHMSs.

In the context of SHMSs, self-efficacy reflects an individual’s confidence in their capabilities 
to successfully perform a specific task, thus helping users overcome various functional barriers 
(Kumari and Kumar, 2023; ParkKim et al., 2022). Technical self-efficacy may indirectly affect 
the relationship between the extent to which individuals view usage of digital health 
innovations as part of their identity and their adoption of these technologies (Maddah et al., 
2024; Reychav et al., 2019). In line with the literature, one participant (p#3) shared her 
opinions about self-efficacy and usage barriers, noting that, “My mother, who’s still alive and is 
89, lacks confidence in her ability to use new technology. She doesn’t even want the Internet in
her house because she finds it difficult to maintain and it’s giving access to her information.”
Another participant (p#18) shared, “I’ve found that protecting my personal data privacy often
means going through countless settings or giving disclaimers to others. These steps make me
feel overwhelmed and powerless. Technically, I don’t feel capable of handling it all, and it just
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makes me want to give up on using them.” Technical self-efficacy may also moderate the 
impact of the perceived difficulty or complexity in adopting digital health services (Mensah 
et al., 2022). Aligned with the extant literature, one participant (p#7) noted, “I’ve heard that 
some of our customers have stopped using the monitoring device because the battery keeps
running out. They found it frustrating, and they were just unable to manage the upkeep.” Users
with high self-efficacy are confident in their use of technology. They can resist using 
technologies that do not suit their needs and instead use those that do, or wait until other 
opportunities present themselves. However, such users are more likely to recognize the value 
of health monitoring applications (Okazaki et al., 2013). Similarly, our findings also revealed 
the self-efficacy effects on the relationship between value barriers and users’ resistance to 
SHMSs. One participant (p#19) highlighted, “Many times, if I don’t have strong skills in 
operating high-tech products, it does affect my judgment of their value. So I tend to think they
can’t really help me. At the same time, if I anticipate that the device offers little value to me, I
definitely won’t be willing to use it.” Based on the above statements, hypotheses are proposed 
as follows:

H14(a-c). Self-efficacy moderates the effects of (a) usage barriers, (b) complexity
barriers, and (c) value barriers on users’ resistance to SHMSs.

Based on the extant literature and qualitative results, as well as the posited hypotheses, we 
propose a concern mitigation data governance model targeting SHMS users’ resistance, as 
shown in Figure 1.

3.3 Study 2: quantitative study design
Following a mixed-methods design, Study 2 empirically tested the proposed model (Figure 1) 
among individuals familiar with an SHMS or currently using an SHMS technology. An online 
questionnaire survey webpage was developed using the Qualtrics platform. We launched the 
webpage link and handled participant recruitment using a professional agency—Prolific. 
Based on a statistical power analysis with G Power v3.1 software, a sample size of 208 was 
regarded as suitable for the complete model (Faul et al., 2007). Overall, 277 valid responses 
were collected between October and November 2024 after filtering out incomplete and 
unqualified responses. The demographic information is presented in Table S4 (see the
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Figure 1. Concern mitigation data governance model targeting resistance to SHMSs. Note(s): The model 
includes three types of data governance mechanisms: structural (accountability, responsibility), procedural 
(legislative protection, cultural and religious differences, traceability), and relational (transparency, trust). 
Source(s): Authors’ own work
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supplementary document). The hypothesis-related measurement items were developed from 
sources examined in previous research (Chang and Fang, 2013; Gajanayake et al., 2016; 
Henkens et al., 2021; Karadag et al., 2019; Khalil et al., 2022; Khanra et al., 2021; Laukkanen 
et al., 2007; Lwin et al., 2007; Mani and Chouk, 2017; ParkWerder et al., 2022; Prakash and 
Das, 2022; Son and Kim, 2008; Trkman et al., 2023; Wu et al., 2021; Xu, 2019). The items are 
presented in Table S5 (see the supplementary document). These constructs of the model were 
measured via a five-point Likert scale spanning from 1 (strongly disagree) to 5 (strongly 
agree). All the constructs are first-order reflective constructs. The measurement and structural 
models were tested using Partial Least Squares-Structural Equation Modeling and SmartPLS 
v4 software.

3.4 Quantitative results
The model was evaluated using standard criteria for indicator reliability, internal consistency, 
convergent validity, and discriminant validity (Chin, 2009). After the adequacy of the 
measurement model, the structural model was assessed by examining collinearity among the 
exogenous constructs (Hair et al., 2019). Table S6 (see the supplementary document) reports the 
final measurement results after removing items with low loadings (RESP2, CURE3, TRUS1, 
TRUS2, and PRIV3). Discriminant validity was examined using the Heterotrait-Monotrait 
(HTMT) criterion (Hair et al., 2023). The HTMT values and construct correlations are reported 
in Table S7 and Table S8, respectively (see the supplementary document). Bootstrapping with 
5,000 subsamples at a 5% significance level was used to test the significance of path coefficients 
(Hair et al., 2019). The results of this analysis are shown in Figure 2.

The test results did not support H1 (β 5 0.093, p 5 0.214) and H2 (β 5 0.011, p 5 0.907), 
showing that accountability and responsibility were not significant structural data governance 
mechanisms affecting privacy concerns in SHMS contexts. This quantitative finding contradicts 
the general understanding among various stakeholder groups, especially non-consumers. 
However, it aligns with the minority view of consumer study participants (individual users), who 
paid limited attention to these structural elements during the interviews. In other words, the 
mechanisms related to accountability and responsibility might be significant only if individual 
users are engaged in policy formulation and evaluation during the development phase, rather 
than at the usage stage (Tallon, 2013).

The results supported H3 (β 5 �0.211, p 5 0.000), showing that legislative protection was 
a significant procedural data governance mechanism that negatively affected privacy concerns
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0.300***
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Figure 2. Structural model results. Note(s): *p < 0.05, **p < 0.01 and ***p < 0.001. Source(s): Authors’ 
own work
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in SHMS contexts. This result was in line with many studies that suggest a negative influence 
of legislative protection on customers’ privacy concerns in various health informatics 
environments (e.g. Nguyen et al., 2022; Xu, 2019). The results supported H4 (β 5 0.215, 
p 5 0.000), showing that cultural and religious differences were significant procedural data 
governance mechanisms positively affecting privacy concerns. These findings aligned with 
prior literature. For instance, Kulyk et al. (2020) confirmed the effect of cultural differences on 
privacy and security risk perceptions in smart health environments across three countries.

However, the results did not support H5 (β 5 �0.085, p 5 0.230), showing that traceability 
was not a significant element affecting privacy concerns in SHMS contexts. This aligns with 
insights from qualitative findings and prior literature, suggesting traceability has a dual 
effect—it can deter counterfeiting, although it may simultaneously raise privacy concerns 
(Jamil et al., 2020). The results supported H7 (β 5 �0.201, p 5 0.000), confirming that trust 
had a negative impact on privacy concerns in SHMS contexts. Despite the reverse causality 
between trust and privacy concerns discussed in previous literature (Smith et al., 2011), the 
findings of this study were consistent with existing literature in information systems contexts 
(e.g. Belanger et al., 2002; Esmaeilzadeh, 2018; Fox and James, 2021). For instance, Fox and 
James (2021) found that users’ privacy concerns decreased as trust perceptions of health 
technology vendors increased. However, the test results did not support H6 (β 5 0.188, 
p 5 0.004), as they indicated that greater transparency actually heightened privacy concerns in 
SHMS contexts.

The results supported H8 (β 5 0.248, p 5 0.000), H9 (β 5 0.144, p 5 0.009), and H10 
(β 5 0.300, p 5 0.000). Supporting similar perspectives in existing studies (e.g. Sivakumar 
et al., 2024; Sun et al., 2024), these results suggested that privacy concerns were a significant 
factor that positively affected usage barriers, complexity barriers, and value barriers in relation 
to SHMSs. Furthermore, the test results confirmed further hypotheses: H11 (β 5 0.165, 
p 5 0.002), H12 (β 5 0.168, p 5 0.019), and H13 (β 5 0.437, p 5 0.000). These findings were 
consistent with existing studies on a wide range of new technologies. For example, 
Prakash and Das (2022) also found that value and complexity barriers are positively related to 
citizens’ resistance to using digital contact tracing apps.

In addition, the results supported H14c (β 5 0.194, p 5 0.004), showing that self-efficacy 
moderated the effect of value barriers on users’ resistance to SHMSs. Self-efficacy can be used 
to determine the value of technology because it influences customers’ willingness to co-create 
value within the system (Anshu et al., 2022; Bandura, 1989). However, the results did not 
support H14a (β 5 �0.036, p 5 0.537) and H14b (β 5 �0.057, p 5 0.362), indicating that 
self-efficacy did not moderate the effects of usage barriers and complexity barriers on users’ 
resistance to SHMSs. This may be attributed to the fact that most survey participants reported 
confidence in their ability to operate SHMS devices and likely considered their usage as 
familiar and straightforward. Previous research has reported similar results in various digital 
contexts. For example, in the context of mobile applications, Kumari and Kumar (2023) found 
that the conditional indirect effects of usage and complexity barriers on user resistance were 
not significantly different between individuals with high and low self-efficacy.

The non-significant effects of age, gender, and education suggest that resistance to SHMSs 
may be more strongly shaped by perceived barriers and governance-related concerns than by 
basic demographic factors. This aligns with prior research indicating that in technology 
adoption contexts involving health and privacy, psychological and contextual factors often 
outweigh demographic influences (Kim et al., 2017).

Personal innovativeness refers to an individual’s willingness to try new technologies 
(Agarwal and Prasad, 1998), which is a key factor influencing an individual’s response to 
technological innovations (Hong et al., 2014). It plays a crucial role in determining which 
individuals are more likely to adopt new technologies earlier than others (Agarwal and Prasad, 
1998). Building on this, we conducted a multi-group analysis (MGA) to examine the variations 
in level classifications of personal innovativeness and their influence on users’ resistance 
to SHMSs.
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3.4.1 Multi-group analysis. Personal innovativeness refers to an individual’s willingness to 
try new technologies (Agarwal and Prasad, 1998), which is a key factor influencing an 
individual’s response to technological innovations (Hong et al., 2014). It plays a crucial role in 
determining which individuals are more likely to adopt new technologies earlier than others 
(Agarwal and Prasad, 1998). Building on this, we conducted a MGA to examine the variations 
in level classifications of personal innovativeness and their influence on users’ resistance to 
SHMSs. MGA, a non-parametric significance test, was used to examine whether path 
coefficients differed between two groups (high versus low personal innovativeness with 
technology) were significant. Two datasets were created by grouping participants into “high” 
(agree/strongly agree) and “low” (disagree/strongly disagree). Given that partial measurement 
invariance was confirmed through the Measurement Invariance of Composite Models 
(MICOM), MGA was conducted following Shrout and Bolger’s (2002) guidelines. The 
p-value was specifically examined to determine the significance of different group-specific 
path coefficients, where values < 0.50 or >0.95 indicate significant differences (Karahoca 
et al., 2018; Sarstedt et al., 2011).

The MGA results showed that several relationships were significant only for individuals with 
high personal innovativeness. For this group, cultural and religious differences were significantly 
associated with privacy concerns (β 5 0.258, p 5 0.000), and trust was also significant 
(β 5 �0.211, p 5 0.001). Privacy concerns significantly predicted usage barriers (β 5 0.288, 
p 5 0.000) and complexity barriers (β 5 0.154, p 5 0.009). Both usage barriers (β 5 0.172, 
p 5 0.003) and complexity barriers (β 5 0.194, p 5 0.012) significantly increased resistance to 
SHMS. Self-efficacy moderated the effect of value barriers on resistance (β 5 0.204, p 5 0.002). 
None of these relationships were significant for the low-innovative group.

4. Discussion
Drawing on innovation resistance theory and data governance mechanisms, the study employed 
a developmental mixed-methods research approach. The qualitative findings from Study 1 
suggest that seven salient elements of data governance mechanisms influence users’ privacy 
concerns in relation to users’ resistance to SHMSs: accountability, responsibility, legislative 
protection, cultural and religious differences, traceability, transparency, and trust. Although
Study 1 identified seven key elements through qualitative inquiry, only a subset demonstrated 
statistical significance in Study 2. This does not indicate a lack of rigor in the qualitative phase. 
Instead, it reflects the nuanced distinction between perceived relevance (qualitative insight) and 
statistically significant predictive power (quantitative validation). The development of our 
model was still rather exploratory, and the individual factors within the model derived from 
interview data were not guaranteed to be empirically salient when tested as part of a full model. 
Thus, the inclusion of non-significant constructs ensures model completeness and strengthens 
our theoretical contributions by identifying boundary conditions for each governance 
mechanism’s effect. The findings in Study 1 also support the relationships between privacy 
concerns and functional barriers that ultimately influence users’ resistance to SHMSs. Based on 
these qualitative findings, in Study 2, we developed a research model and quantitatively tested 
it. Guided by Venkatesh et al. (2013, 2016), three meta-inferences were extracted that represent 
an integration of the findings of the entire study.

4.1 Meta inferences and theoretical implications
4.1.1 Meta-inference 1: procedural data governance is the most effective mechanism for
immediate resistance reduction in the use of SHMSs through its legislative, cultural, and
religious aspects. The study indicates that procedural data governance mechanisms including 
legislative protection and cultural and religious sensitivity, have a notably more substantial 
impact on mitigating user resistance to the use of SHMSs. In contrast, structural mechanisms 
like accountability and responsibility have a lesser effect. This finding contradicts existing
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studies in various digital contexts that highlight the direct impact of structural mechanisms in 
reducing privacy concerns. This divergence arises because of prior studies’ focus on general 
digital contexts (e.g. general e-commerce or smart services), where users have broader 
expectations of long-term organizational transparency and compliance.

In contrast, SHMSs deal with highly sensitive health data, requiring immediate and visible 
reassurances to address unique user anxieties tied to privacy and ethical data handling. This 
shifts the emphasis from structural trust mechanisms to procedural safeguards that offer direct, 
contextually relevant solutions. For instance, Elahi et al. (2019) argued that accountability 
mechanisms are crucial for protecting the privacy of smart service users as they ensure users 
are not deceived and violated. Kayhan and Davis (2016) suggested that a service provider’s 
responsibility for a violation (e.g. a data breach) is an influential element associated with 
privacy concerns. However, in the smart health context, accountability and responsibility 
elements often remain invisible, but can be brought to light through regulatory enforcement, 
such as punitive measures outlined in the GDPR (Elahi et al., 2019; Sivakumar et al., 2024). 
This invisibility stems from the reactive nature of structural mechanisms, which only becomes 
apparent after incidents (e.g. data breaches) happen. SHMS users, however, require proactive 
assurances to alleviate their initial fears about data misuse (Haggag et al., 2022). Aligned with 
these considerations, the lack of significant effects as shown in our findings suggests that 
accountability and responsibility are perceived as more institutional-level or abstract 
constructs. Users might not directly associate with their personal experience of privacy risk. 
These structural mechanisms may only become salient when users are involved in governance 
processes or aware of specific breaches (Tallon, 2013). As such, their perceived relevance may 
be limited during routine SHMS use. Instead, procedural mechanisms fulfill this need by 
offering clear and perceivable actions that instill confidence before any incident happens, 
making them more immediately effective.

Procedural governance directly addresses privacy concerns by establishing and 
implementing clear, actionable safeguards and guidelines for data use that are readily 
perceivable by users. This direct impact builds confidence among users in terms of their data 
privacy and security, effectively mitigating any psychological and functional barriers to adopting 
SHMSs. In SHMS adoption, where the stakes involve personal health data, immediate trust is 
paramount. Procedural mechanisms such as legislative protections and culturally sensitive 
practices provide users with an assurance of safety and ethical treatment, overcoming the 
psychological hurdles that often prevent engagement with health monitoring systems. Therefore, 
procedural governance mechanisms provide an immediate, visible means to lower resistance by 
empowering users with a sense of control and a clear understanding of data handling practices.

The non-significant relationship between traceability and privacy concerns shown in the 
findings may be due to the ambivalent nature of traceability. While traceability mechanisms 
are often designed to enhance security and system integrity, they may also increase user 
awareness of continuous surveillance and data tracking. This duality—also observed in prior 
work (Jamil et al., 2020)—could lead users to view traceability as both protective and 
intrusive, thereby weakening its net impact on privacy concerns.

While legislative protection and cultural/religious sensitivity emerged as significant 
procedural mechanisms in mitigating privacy concerns, it is important to recognize that their 
effectiveness may vary depending on the maturity of the SHMS ecosystem. In early-stage or 
pilot deployments—like those common in current settings—regulatory frameworks may still 
be evolving, and users may not yet fully perceive long-term governance practices. Additionally, 
traceability, although theoretically positioned as a privacy-enhancing feature, was not 
supported in our model. This suggests that users may not view traceability as beneficial at 
this stage, potentially due to limited transparency about its implementation, or concerns that 
such monitoring could actually increase perceived surveillance. As SHMS platforms mature 
and trust in system-level safeguards grows, the role of these mechanisms may also shift.
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4.1.2 Relational mechanisms and their role are influential in long-term resistance
reduction through trust. Relational data governance mechanisms, particularly trust, are found 
to be more influential than structural mechanisms in fostering acceptance of SHMSs. While 
procedural mechanisms provide immediate assurance, relational mechanisms help build 
sustained confidence by fostering trust over time (Borgman et al., 2016; DAMA International, 
2009). This distinction is because procedural mechanisms focus on short-term, visible 
safeguards that address immediate user concerns, whereas relational mechanisms operate 
through repeated interactions and user engagement over time (Hernandez-Ortega et al., 2022). 
This approach fosters deeper psychological comfort and ongoing acceptance, which is 
particularly important for SHMSs that require consistent user participation.

Unlike structural mechanisms, which typically focus on accountability after incidents or 
violations, relational mechanisms proactively engage users by communicating the value and 
security of their participation. This proactive engagement fosters a sense of partnership and 
collaboration, which is essential for sustaining long-term trust. These mechanisms concentrate 
on increased knowledge and understanding as well as clear communication of mutual benefits 
among stakeholders (Frangopoulou et al., 2024; Vigurs et al., 2021). In other words, trust-
focused mechanisms foster mutual understanding and real collaboration among stakeholders 
toward shared goals (Chatfield and AlAnazi, 2015). This collaborative approach is critical in the 
SHMS context, where users may initially feel vulnerable due to the sensitive nature of their 
health data. By addressing these vulnerabilities through relational mechanisms, SHMS 
providers can encourage long-term usage and engagement. The findings align with previous 
research highlighting the importance of trust-building strategies in addressing privacy concerns 
in various health information technologies (e.g. Lambillotte et al., 2022; Oulasvirta et al., 2014; 
Trkman et al., 2023; Xu, 2019). Therefore, structural mechanisms typically operate at an 
organizational level with limited direct visibility amongst users. In contrast, relational 
governance engages users on a personal level through long-term repeated interactions. This 
makes it a critical factor for sustained SHMS adoption and usage. This long-term focus ensures 
that relational mechanisms go beyond reactive enforcement and instead foster ongoing 
relationships between users and providers, which improves trust over time.

While relational governance mechanisms such as trust are found to play a significant role in 
reducing resistance over time, the role of transparency appears to be more complex. Contrary 
to expectations, our results show that greater transparency is associated with increased privacy 
concerns. Transparency is generally assumed to build trust and lessen uncertainty. However, 
too much transparency or presenting it ineffectively can have the opposite effect. When users 
are exposed to detailed information about how their data is collected, stored, or shared— 
especially in highly sensitive health contexts—they may become more conscious of the risks 
involved (Xu, 2019). In such cases, transparency may amplify rather than alleviate privacy 
concerns, particularly if it reveals complex data flows or broad third-party access. This aligns 
with findings in prior research suggesting that too much transparency without adequate 
reassurance or user control can result in information overload or heightened risk perception 
(Elahi et al., 2019; Mabillard et al., 2021). Moreover, privacy perception is sometimes highly 
individualized, varying across users with different privacy predispositions, so the impact of 
transparency largely depends on individual preferences (Awad and Krishnan, 2006; Bemmann 
et al., 2022). Therefore, transparency must be carefully designed—not simply to inform, but to 
empower and reassure users—especially in high-stakes domains like SHMSs.

4.1.3 Privacy concerns indirectly contribute to user resistance to SHMSs that have been
transformed into multipliers for functional barriers. Our findings show that while privacy
concerns alone may not directly cause users to reject SHMSs, they significantly contribute to 
resistance by intensifying functional barriers related to usability, complexity, and perceived 
value. This finding differs from previous studies that position privacy concerns as direct 
predictors of user resistance (e.g. Kaur et al., 2020; Prakash and Das, 2022). This difference 
may be because of the unique dynamics of SHMSs, where privacy anxieties often manifest 
indirectly, amplifying other barriers, such as the perceived difficulty of using the system or
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doubts about its benefits. For instance, anxiety over data privacy often translates into 
heightened sensitivity toward the complexity and perceived risks associated with SHMSs 
(Deutsch et al., 2011; Galvin and DeMuro, 2020). Users’ psychological preoccupation with 
data misuse or lack of control may make even well-designed SHMSs appear overly complex or 
intimidating (Wilson et al., 2021). This psychological lens highlights the importance of 
addressing privacy indirectly through usability-focused measures. Privacy concerns can lead 
users to view data-sharing requirements as overly complicated or intrusive, which, in turn, 
diminishes the perceived value of the system (e.g. Hubert et al., 2019; Shaw and Sergueeva, 
2019). This cascading effect transforms privacy concerns into a multiplier for other barriers 
rather than an isolated resistance factor. As a result, these systems are perceived as more 
burdensome and less beneficial, indirectly fueling users’ resistance to SHMSs.

Recognizing privacy concerns as an underlying contributor to functional barriers 
underscores the need for targeted strategies to reduce user resistance. Effective data 
governance practices, such as robust legislative protections and transparent data handling 
practices, can help alleviate complexity-related barriers. For example, transparency 
mechanisms, such as providing users with clear, comprehensible privacy policies and 
demonstrating security measures, can bridge the gap between user anxiety and functional 
understanding. By addressing privacy concerns, organizations can minimize perceptions of 
system complexity and highlight an SHMS’susability and value. This proactive approach can 
not only lower resistance but also reshape the user experience, turning privacy management 
into an enabler, rather than a constraint.

In summary, this study advances the current understanding of innovation resistance by 
incorporating data governance, illustrating how innovation resistance theory can be adapted to 
meet the varied demands of the HIT sector. It contributes by highlighting the unique challenges 
that SHMSs face in handling highly sensitive health data, challenges that necessitate 
immediate, visible reassurances to ease user concerns about privacy and ethical data use. 
In contrast, emphasizing long-term relational strategies supports ongoing engagement 
between users and providers, fostering trust gradually through sustained interaction rather than 
solely through reactive measures.

4.2 Implications for practice and society
This study serves as a valuable resource for practical applications. It builds upon innovation 
resistance theory by integrating data governance, demonstrating how theoretical models can 
be tailored to address diverse needs within the HIT domain. Our findings show that cultural 
and religious differences significantly influence privacy concerns, reinforcing the importance 
of context-aware policy design. Policymakers and healthcare institutions should develop 
culturally responsive data-sharing protocols, including localized consent models, multilingual 
interfaces, and sensitivity to gender norms in healthcare delivery (Karadag et al., 2019). 
These adjustments can reduce procedural friction and help users feel more respected and 
protected when using SHMSs. Understanding these differences (e.g. digital literacy among 
diverse groups/cultures) can guide the development of user interfaces and support systems that 
are culturally and linguistically adapted to meet the specific needs of diverse user groups, thus 
reducing perceived complexity. Cultural and religious considerations should be integrated into 
the procedural aspects of data governance. For instance, healthcare providers could implement 
customized consent forms and privacy notices aligned with cultural norms surrounding 
information sharing in order to enhance trust. This would show respect for the user’s cultural 
background, which can be crucial for systems like SHMSs that handle sensitive personal 
health data. This level of customization would not only mitigate privacy concerns but also 
address potential resistance due to cultural mismatches.

Given the significant role of trust as a relational mechanism, providers must prioritize long-
term engagement strategies that go beyond compliance. These may include transparent 
explanations of data practices accompanied by user control options, ongoing user education,
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and personalized support. Additionally, based on the results of our MGA, communication 
strategies should be tailored to users’ levels of personal innovativeness, ensuring that both 
early adopters and more hesitant users feel confident and informed. Healthcare providers and 
technology providers can leverage insights from this study to collaboratively develop effective 
communication strategies that address privacy concerns based on various levels of personal 
innovativeness. When developing data governance policies, government authority policy 
makers can also consider the differential impacts on groups in relation to their personal 
innovativeness. Policies should not only be equitable but also sufficiently flexible to address 
these varied impacts effectively. For instance, insights regarding procedural mechanisms can 
be applied in regions with different regulatory and cultural contexts.

The findings that self-efficacy significantly moderates the effect of value barriers on users’ 
resistance highlights a critical insight for healthcare providers: building user confidence in 
SHMS technology can reduce perceived value-related concerns and, ultimately, resistance. 
Practical strategies might include onboarding tutorials, live demonstrations, and personalized 
user support to boost perceived self-efficacy. In addition, the MGA revealed that data 
governance mechanisms were less effective for users with low personal innovativeness. This 
suggests that a “one-size-fits-all” approach to policy communication or system design may fall 
short for more hesitant users. Practically, SHMS providers could consider simple screening 
tools (e.g. short surveys) to assess innovativeness levels and deliver differentiated support— 
such as more guided onboarding or community-based engagement strategies—for users less 
open to new technologies.

Beyond practical applications, the findings of this study carry important societal 
implications. By highlighting how data governance mechanisms—particularly procedural 
and relational mechanisms—affect users’ privacy concerns and resistance, this research 
contributes to shaping public attitudes toward trust and transparency in digital health systems. 
For example, the significance of cultural and religious differences suggests that SHMS 
implementation must be culturally adaptive. In regions with strong religious norms or diverse 
linguistic populations (e.g. Middle Eastern countries or multilingual Asian societies), 
procedural adjustments (e.g. culturally tailored consent models or language-localized user 
interfaces) can improve acceptance. In terms of regulatory diversity, countries with weaker 
legislative frameworks (e.g. emerging markets with limited data protection laws) may need to 
rely more on relational trust-building strategies—such as visible provider commitments and 
community engagement—to reduce privacy concerns in the absence of robust formal 
protections. Over the long term, these insights can guide policy development to ensure that 
SHMS platforms evolve alongside appropriate privacy safeguards, inclusive design practices, 
and trust-enhancing governance structures.

5. Conclusions, limitations, and future directions
Drawing on innovation resistance theory and data governance mechanisms, this mixed-method 
study explored the elements contributing to resistance to SHMSs and how data governance 
mechanisms influence individuals’ concerns and barriers. We proposed a concern mitigation 
data governance model to address SHMS users’ resistance and offered actionable insights for 
healthcare providers, technology providers, and policymakers. This study has several 
limitations, including the potential for sample selection bias. Because the data were collected 
in New Zealand and Australia, they may reflect regional or cultural factors, such as trust in 
government, health system structures, or privacy rules, that may not be generalizable to other 
regions. Future research should examine how data governance influences privacy concerns and 
resistance across different cultural, institutional, and regulatory contexts. Future research could 
validate the proposed model in non-Western contexts, where differences in regulatory maturity 
and cultural expectations around health data may yield distinct patterns of resistance.

Further studies could apply the model to other health monitoring technologies (e.g. mental 
health and wellbeing apps, remote rehabilitation systems, and telemedicine platforms) to
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examine whether similar governance and resistance dynamics emerge across different 
contexts. It would be beneficial to explore whether privacy concerns have a direct effect on 
user resistance, beyond their indirect influence through other barriers. This study surveyed 
only individual users. Future research could include other stakeholders, such as healthcare 
professionals and technology providers, for a fuller view of SHMS resistance and adoption. It 
should also examine the experiences of actual SHMS users, not just potential ones.
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