A NOVEL BLOCKCHAIN-BASED
INCENTIVE MECHANISM TO
MITIGATE INEQUALITIES FOR
PRESCRIPTION MANAGEMENT
SYSTEM

A THESIS SUBMITTED TO AUCKLAND UNIVERSITY OF TECHNOLOGY
IN PARTIAL FULFILMENT OF THE REQUIREMENTS FOR THE DEGREE OF

DOCTOR OF PHILOSOPHY

Supervisors
Dr Alan T. Litchfield

Dr Brian Cusack
August, 2023

By
Arshad Khan

School of Engineering, Computer and Mathematical Sciences



Abstract

The research proposes a BlockPres framework and an incentive mechanism based on
blockchain technology. The aim is to encourage participation and the use of healthcare
services. The integration of advanced technologies has led to the development of a
smart healthcare system, which is increasingly recognized as essential in meeting the
needs of today’s society. The literature review identified challenges in the Prescription
Management System (PMS), an essential aspect of the healthcare system. It also found
that trust, affordability, and accessibility contribute to unequal access to services. There-
fore, such disparities create disadvantages in different communities when accessing
healthcare services.

The BlockPres framework is created and introduced in this study as a solution to
the issues in the prescription management system in New Zealand. It utilizes a novel
incentive mechanism that rewards patients for actively participating and engaging with
healthcare services. Tokens can be earned by patients whenever they participate and
engage with the PMS, and spent on other healthcare services or for purchasing products.
Tokens can also be transferred to others to assist them in obtaining additional healthcare
services.

The blockchain technology incorporated into BlockPres provides immutability,
decentralization, accountability, and security features, for increasing equal access and
participation by easy to use authorization and authentication for healthcare providers

and patients. Moreover, BlockPres empowers the under-served by providing them
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control and access to their records.

The researcher formulated questions and hypotheses around the problem, and the
proposed solution. The study adopted and adapted Design Science Research Methodo-
logy (DSRM) to be the guiding framework for the research. DSRM consists of three
primary phases: problem identification, solution design, and evaluation. In the problem
identification phase, the study identified the issue and formulated research questions
that led to the development of the BlockPres Artefact in the solution design phase. The
evaluation phase of DSRM has validation to verify the proposed artefact and incentive
mechanism.

To answer the research questions and validate the proposed solution, an evaluation
of the BlockPres artefact was completed. The evaluation involved two stages. First,
a simulation was performed using the Ethereum blockchain. It tested the successful
completion of transactions and the performance rates, and confirmed the efficiency and
effectiveness of blockchain for a prescription management system. Secondly, based on
the simulation results, a BlockPres prototype was developed to evaluate the solution
and incentive mechanism. The results showed that the artefact improved motivation and
community engagement, trust, and perceptions of PMS and health services. However,
it is recommended that industry experts test the artefact in future work to validate its

effectiveness in a live environment.
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Healthcare Information System (HIS) is the process of storing and analysing patient
health records to improve patient treatment, track the causes of diseases, manufacture
effective medicines, and establish prevention agendas. The start of data management
includes documenting patient complaints, diagnoses, and the corresponding treatment
that is manually introduced in a health record. With the development of digital data,

Electronic Health Records (EHRs) came into existence (Jamie, 2019). EHRs are often
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required to be shared among different healthcare organisations, medical drug manu-
facturers, pharmacists, medical insurance providers, researchers and patients for total
health care. The Healthcare Information System (HIS) consists of a range of information
systems, including the Prescription Management System (PMS) (Cartwright-Smith et
al., 2016).

This study focuses on the New Zealand PMS and issues related to underserved
communities, in particular, the Maori and Pasifika peoples. Research indicates that
under-served communities experience unequal access to HIS and, given the broad range
of systems that people may interact with, this study specifically addresses the PMS.
There are indications that as people experience unequal access, they also become disen-
gaged from the services provided. Factors resulting in patients becoming disengaged
include, a lack of trust, the cost of treatment and prescriptions, and the cost of transport,
and distances to the healthcare providers (Cartwright-Smith et al., 2016; Howe et al.,
2018; Meng et al., 2018).

The process of storing and transferring patient data across multiple entities is
complicated by a heterogeneous and poorly integrated information systems standards
(such as for historical prescriptions) (Cartwright-Smith et al., 2016). This is not a new
problem and there have been attempts by Howe et al. (2018) at solving this problem
before. The PMS environment is crucial for maintaining an accurate prescription record
and mechanisms to share them across healthcare providers. In this study, the proposed
system problem is addressed with blockchain technology. Blockchain technology is a
distributed ledger that maintains its transaction history across a decentralised network
of nodes that retain copies of the ledger. The Blockchain is updated using a one of a
large range of consensus based protocols. In that sense, there is an expectation that
there is no trust in the community but that all contributing members have trust in the
efficacy of the consensus protocol. The ledger then provides immutable transaction logs

and they are typically open to public scrutiny (Nakamoto, 2008).
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This study uses Blockchain technology to enable an incentive mechanism to encour-
age and attract patients to participate and engage with the PMS. They receive forms
of compensation that may be exchanged for the cost of future prescriptions, doctor
visits and so on. The study proposes a Blockchain based PMS, named BlockPres,
that addresses the issues identified and seeks to resolve the lack of trust and poor
perceptions of the healthcare system by Maori and Pasifika peoples. The Healthcare
Information System (HIS) involves the storage and analysis of patient health records to
enhance patient treatment, track disease causes, create effective medicines, and establish
a prevention agenda. Data management previously involved manually documenting
patient complaints, diagnoses, and corresponding treatments in health records. However,
with the advent of digital data, Electronic Health Records (EHRs) emerged (Jamie,
2019). EHRs need to be shared among various healthcare organisations, medical drug
manufacturers, pharmacists, medical insurance providers, researchers, and patients,
for effective healthcare. The HIS encompasses several information systems, including
the Prescription Management System (PMS) (Cartwright-Smith et al., 2016), which is
the focus of this study. The study specifically addresses issues related to under-served
communities, particularly the Maori and Pasifika peoples, who often experience unequal
access to HIS. The study suggests that unequal access leads to disengagement from
healthcare services due to several factors, such as lack of trust, cost of treatment and
prescriptions, distance to healthcare providers, and so on.

The challenge of storing and transferring patient data across multiple entities is
complicated by a heterogeneous and poorly integrated information systems environment.
Blockchain technology is a proposed solution to this problem. Blockchain technology is
a distributed ledger that maintains its transaction history across a decentralised network
of nodes that retain copies of the ledger. The Blockchain is updated using one of a
large range of consensus-based protocols, ensuring trust in the efficacy of the consensus

protocol. This study proposes the use of Blockchain technology to develop an incentive
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mechanism for patients to participate in the PMS and receive compensation that may be
exchanged for the cost of future prescriptions and doctor visits. The study introduces a
blockchain-based PMS, called BlockPres, to address the issues identified and resolves
the lack of trust and poor perceptions of the healthcare system in the Maori and Pasifika
communities.

The organisation of Chapter 1 is as follows: Section 1.2 provides an overview of the
problem that is identified in Chapter 2. Section 1.3 describes the methodology that is
adopted for this research. Section 1.4 presents the contributions of this research, and

finally, Section 1.5 outlines the overall structure of the thesis chapters.

1.2 Problem Definition

A range of factors identifies a group as being an under-served community. In addition
to the factors that have been identified, behaviour in under-served communities tends
to exhibit disengagement from healthcare services. In this section, the factors that are
related to this study and the problem area are defined. However, communities in other
cultural or geographic regions may identify different sets of factors contributing to
their relationships with HIS. A common factor that affects a patient’s perception and
trust towards the system is a personal belief held that the healthcare system treats the
patient unfairly or does not provide equal access to services. This results in the patient
becoming disengaged from the healthcare system. This may be because the patient sees
the public health system as hostile and alienating and that may be a consequence of the
patient’s inability to pay the cost of treatment and prescriptions. Also a patient living in
a rural area may experience high transport costs or difficulties in getting to a hospital or
clinic, and others have difficulty in taking leave from family and work commitments.
There are also personal and cultural beliefs that run counter to established med-

ical practices (Graham et al., 2020). Over the past several decades, developments in
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technology have seen a rapid growth of digital devices and technologies to improve
HIS (Steyn et al., 2021). However, groups that are considered to be under-served have
also emerged over the same period (Goslee et al., 1998). This includes under-served
Maori and Pasifika groups with limited access to digital infrastructure (Graham et al.,
2020). Factors that typify these groups, amongst others, are long-term medical or
disability issues and cultural or language barriers. Additional problems in under-served
communities arise as they often believe that the system treats them differently from
what may be described as a “served” community. Consequently, lack of trust emerges
and the unwillingness to make use of healthcare systems available results. In all these
cases, social impacts arise when an unequal level of access to digital platforms exists,
and in the current environment results in an unequal level of healthcare delivery (Collins
etal., 2017).

The level of health and well-being amongst Maori populations is well documented
(Colijn et al., 2017; Lawson, 2019), for example). Studies repeatedly show that there
exists wellness gaps between Maori and non-Maori and that these include lifestyle
factors, levels of existing health conditions and the life expectancy gap is more than
eight years between the groups. Rates of smoking tobacco amongst the Maori is
50% higher than non-Maori, resulting in a mortality rate of up to 10%. Successive
governments have made promises to reduce inequities over the past decades, but the
problem continues to increase and healthcare systems fail to overcome equity problems
in all population groups (Goodyear-Smith et al., 2019) . In addition, while recent
developments and reforms in the delivery of healthcare services have been made, the

problem of accessibility remains, which contributes to inefficiencies and inequalities.
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1.3 Methodology

In order to design and develop a BlockPres artifact as a solution to the research problem
described above, the Design Science Research (DSR) methodology is adopted (Dresch
et al., 2015). This methodology framework is used because it allows the extension of
boundaries in human and organisational capabilities by creating new and innovative
artifacts. For this study, the DSR process is comprised of the following three phases:
problem identification, solution design and evaluation, as depicted in Figure 4.1. Each
phase comprises different steps (Furda et al., 2019; Wieringa et al., 2012). The design
process incorporates the definition of the problem statement and the design of an Artifact
as a conceptual model, which is then refined as a logical model that is evaluated in an
iterative process of instantiations to determine the quality of the logical model. The
primary purpose of this process is to produce an effective system in the form of a

blockchain-based PMS.

1.4 Research Contribution

This Ph.D. research has made several significant contributions to the field of Blockchain

analysis. The following are the contributions of this research:

* In Chapter 2, Conducting a systematic literature review to identify issues in the
current healthcare system in New Zealand, including security and privacy, data
heterogeneity, counterfeit drugs, prescription issues, and unequal access to the
prescription system. The study aims to formulate research questions by examining

unequal access to the PMS.

* In Chapter 3, a Blockchain technology-based literature review is analysed to
mitigate unequal access or inequality in healthcare. The Chapter 3 explores the

potential of Blockchain technology in the healthcare system and studies relevant
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to healthcare. Additionally, Chapter 3 examines incentive mechanisms proposed

for other purposes and how they can be applied to this study.

* In Chapter 6, proposes an incentive mechanism to encourage under-served com-
munities to participate in the delivery of healthcare services, and potentially
reducing the financial burden on them and allowing them to claim incentives for

discounts, payment for medication, or other healthcare services.

* In Chapter 5, designes and developes the BlockPres framework using DSR
methodology,. This provides a blockchain-based solution to the issues in the
current healthcare system, and specifically the prescription management system.
The proposed framework is developed based on the New Zealand healthcare
system. It is designed to enhance the overall perception of Maori and Pasifika
peoples towards HIS and PMS, and increase their trust levels toward healthcare
providers. The Chapter 5 also includes the development of a BlockPres prototype
based on the proposed framework in Chapter 5 and the incentive mechanism
in Chapter 6, which is included in Appendix 1. The BlockPres framework also
changes patient behavior by altering perceptions about inequality or unequal
access and encourages under-served communities to participate in and use the
healthcare system. The proposed patient-centric approach allows patients to
control parts of their records and the authorisation process, in order to increase
trust levels. Healthcare providers can only access patients’ records if the patients

are willing to provide access authorisation.

* In Chapter 7, the prototype is evaluated to reconcile with the theoretical findings
of Chapter 2. The analysis of the evaluation of the BlockPres framework indicates
that Blockchain technology can enhance the engagement and participation of
Maori and Pasifika by providing security and privacy, the authority over records,

improving trust levels, and offering incentive benefits.
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1.5 Thesis Structure

The thesis is presented in eight chapter and are structured below:

e Chapter 1: Provides an overview of the thesis, including the healthcare system
background, problem definition, methodology, contribution of the study, and

thesis structure.

o Chapter 2: Presents a theoretical review of the literature, adopting a systematic
literature review and PRISMA method to identify issues in the healthcare in-
formation system, such as security and privacy, counterfeit drugs, prescription
problems, and unequal access. The chapter 2 focuses on unequal access to PMS

and formulates research questions and hypotheses.

e Chapter 3: Reviews technological solutions to mitigate inequality in the prescrip-
tion system, focusing on Blockchain technology, and explores research articles
to study proposed systems and frameworks. It also discusses incentivisation

protocols using Blockchain technology.

o Chapter 4: Discusses the research methodology adopted for the study, using Design
Science Research Methodology as a framework to build an artifact. The chapter 4

proposes methods to evaluate the research questions.

e Chapter 6: Proposes a blockchain-based incentive mechanism using formal meth-
ods and cryptographic techniques to motivate Maori and Pasifika financially and

engage them into the proposed system.

e Chapter 5: Develops BlockPres design and architecture using Archimate, an open
and independent enterprise architecture modeling language that provides a visual

representation and Framework for describing, analysing, and communicating
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the structure, behavior, and relationships of an organisation’s architecture com-

ponents. Chapter 5 includes the internal and external design of the BlockPres

artifact.

o Chapter 7: Presents an evaluation of the proposed BlockPres artifact and incentive
mechanism, using the Ethereum network to test the performance of the artifact.
The prototype is developed and presented in Appendix 1. Chapter 7 also evaluates

the trust level of the system and reconciles the hypothesis with the findings.

e Chapter 8: Finally, Chapter 8 concludes the research and discusses limitations and

future research to enhance the proposed BlockPres artifact.
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Literature Review Part 1: Problem

Identification

2.1 Introduction

o Literature search process

o Cultural analysis of Maori and Non Maori in
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Healthcare Information system
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Literature Review Part | : Problem = = = = o ®
L]
o Prescription management system challenges

Identification

Research questions and hypotheses

Chapter 2 presents a systematic literature review of HIS research. A range of articles
are identified covering various issues related to HIS, such as security and privacy, data
transparency, data heterogeneity, counterfeit and substandard drugs, and an inequity in
the prescription management system (PMS). However, the study’s focus is narrowed

down to unequal access to PMS, particularly among the Maori and Pasifika communities.

11
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This lack of access is a significant cause of prescription problems, including wrong
dosage, wrong medication, and prescription cloning, specifically in these communities.
The Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA)
method was applied to establish the literature for the research. By following the
PRISMA guidelines, the study was able to identify and decompose the data and identify
gaps and problems within the scope of the thesis. The most relevant articles are selected
by taking the research papers from higher-ranked journals and conferences.

Systematic Reviews have been widely used in healthcare research for a long time
and have become increasingly popular more recently (Chitu, 2015). The PRISMA
method, used by (Moher et al., 2009), is a widely accepted approach for ensuring a
high level of rigor in reporting theoretical and scientific research. Many studies have
adopted the PRISMA methodology in healthcare research, including (Gagnon et al.,
2015; Datta et al., 2017; Agbo et al., 2019). Rezaeibagha et al. (2015) used the PRISMA
method to systematically review HIS security and privacy requirements and described
access control policies. Additionally, West et al. (2014) used the PRISMA method to
investigate visualisation techniques on EHR data to find valuable knowledge that can
increase efficiency and provide effective ways to deal with patients. Similarly, Braun et
al. (2013) adopted the PRISMA method to explore the deployment and development of
mobile technologies to strengthen health service delivery and the healthcare community.
They also noted that mobile technology facilitates health education and improves
program monitoring. These studies demonstrate the effectiveness of the PRISMA
method in the healthcare field for literature selection.

This study also adopted the PRISMA method and the PRISMA protocols. The
PRISMA method was modified to use in the IS domain, specifically regarding the
capture and recombination of raw data. PRISMA has a 12-step process for analysing
data, including: identifying protocols, establishing acceptance and rejection criteria for

papers and studies, identifying sources of information, developing a search strategy,
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selecting studies, determining data collection methods, identifying potential variables
that may affect the selection, assessing bias risks in individual studies, evaluating
bias risks in the overall collection of studies, summarising study results, synthesising
findings, and applying other forms of analysis.

The chapter is organised as follows: Section 2.2 covers the literature search process
and the use of various online libraries to find articles related to keywords. Section 2.3
presents cultural analysis of Maori and Non-Maori in New Zealand. This section
provides the differences face by Maori is discussed. Section 2.4 defines healthcare
information system (HIS) and how HIS works. Section 2.5 on page 35 discusses various
issues and problems in healthcare information systems. Section 2.5.5 on page 38
presents a specific research problem and conducts a comprehensive literature review.
Section 2.5.5.3 on page 41 addresses system challenges related to unequal access or
inequality in PMS. The research questions, objectives, and hypothesis are presented in

section 4.3 on page 95.

2.2 Literature Search Process

In this section, a systematic literature search process of the research on HIS is presented.

To begin, the study reviewed articles to address the following questions

e How cultural differences and other factors affect Maori health in New Zealand

healthcare system?
* What are the issues and problems associated with HIS?
» What solutions blockchain technology provide to HIS?
* Does the paper present a blockchain solution or propose a proof of concept?

PRISMA is the systematic review methodology used in the study to search for
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articles on the above questions. The majority of the articles reviewed were from
reputable journals or high-ranking conference proceedings, with a small number of
patents also included. The study searched the databases from IEEE, PubMed, Springer,
ACM, Elsevier, and Scopus to find high-quality research papers and used a consistent
set of keywords. The literature review was divided into two phases. In the first
phase, the study reviewed papers related to HIS and its issues, using keywords such
as "Healthcare Information System current issues," "E-health issues," "Healthcare
Information System issues," and "Electronic healthcare record." In the second phase, the
study reviewed papers that discussed blockchain technology and its potential solutions
for HIS, using keywords such as "blockchain technology for Healthcare Information
System," "blockchain Solutions for Healthcare issues," and "blockchain technology
architecture." This division of the literature review aimed to separate studies on HIS
issues from those on proposed solutions and existing studies based on blockchain

technology.

2.2.1 Article Inclusion and Exclusion Criteria

Initially, Figure 2.1 presents the process of retrieving articles from online libraries and
screening them. A significant number of articles were eliminated due to duplication, and
a majority were also excluded after reviewing the titles and abstracts. The remaining
articles were then reviewed and evaluated for eligibility.

The following general inclusion criteria were applied:

1. High rank journals and conferences
2. Period range, 2000-2018
3. Articles relevant to the primary subject or theme of the study

4. Written in English.
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Figure 2.1: PRISMA Literature Review Chart

2.2.2 Search Analysis

The study identified 571 studies. As shown in Figure 2.2 on the next page, the most stud-
ies were obtained from online libraries such as Association for Computing Machinery
(ACM), Elsevier, Springer, The Institute of Electrical and Electronics Engineers (IEEE),
Scopus, and PubMed. After removing duplicate articles, 565 articles were suitable
for screening. The study applied article inclusion and exclusion criteria as outlined in
section 2.2.1 on the preceding page on the preceding page. As a result, 455 articles were
excluded as they were not related to healthcare or Distributed Ledger Technologies. The
remaining 110 articles were then classified according to subject and keyword discovery.
These classifications identified problem areas in HIS such as security and privacy, data

transparency, data heterogeneity, counterfeit and substandard drugs, unequal access to
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HIS, and prescription issues.

B Others
& Scopus 18, 3%

W Springer
111, 18%

B Elseveir
135, 22%

B ACM
228,37%

W Springer PubMed mIEEE BACM ®Elseveir % Scopus M Others

Figure 2.2: Source and Percentage of Papers

The literature review was divided into two phases. In phase 1, the study reviewed 37
papers related to research problems and issues in HIS. Several challenges were found
during the literature review process, such as security and privacy, data transparency,
data heterogeneity, prescription issues and unequal access in HIS with underserved
people. In phase 2, the study reviewed 48 papers related to blockchain technology
and how it may potentially address these issues. Many of the papers present solutions
based on Smart Contracts, consensus algorithms using Proof of Work (PoW) or Proof
of Stake (PoS), or other types of blockchain technology. Most approaches use Ethereum
as a platform, PoW for consensus and public blockchains. It is interesting to note that
researchers are considering alternative consensus algorithms for specific use cases and
the number of private and hybrid DLTs is increasing.

Table 2.1 on page 18 presents the results of a review of literature that involved 85
unique highquality articles published between 2000 and 2018. Most of the publications

were published in journals or in high-rank conferences proceedings. Some patents and
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other literature were also included and reviewed during data gathering. Table 2.1 on
the following page shows that most of the publications were published in high impact

factor journals and most were published recently between 2015 and 2018.
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2.3 Cultural Analysis of Maori and Non-Maori in New

Zealand

Significant differences in health outcomes between indigenous and non-indigenous
people exist in various regions (Who, 2013). According to the World Health Organisa-
tion, indigenous people are those who have a particular identity in a specific community,
and the community identifies them as one of their own. These people are believed to
be culturally associated with early settlers of a particular region and therefore have
links to various natural resources and territories (Charters, 2019). Also, indigenous
people have particular cultural beliefs that cut across their social, economic and political
practices (Axelsson et al., 2016). Reid et al. (2005) states that efforts put in place for
many decades to improve the health of indigenous people have been in vain, as these
disparities in health have increased rather than diminish .

According to Charters (2019), increased health problems among the indigenous
people is a significant issue for this century. Health among indigenous people is
considered a matter that violates the rights of humans, and this is against various global
principles, which include the Red Cross and Red Crescent Societies (Paine et al., 2016).
According to Hobbs et al. (2019), the first and second article in the United Nations
Declarations that speaks on the privileges of indigenous people, and it is clear that
these people have the right to full enjoyment and the right not to be discriminated
because of their origin or culture. The United Nations (UN) world congress concerning
indi-genous people held in 2014 September, made a commitment that it would strive to
offer non-biased psychological and general health services to indigenous people (UN,
2014).

Initially, New Zealand did not support the United Nations Declaration on the Rights
of Indigenous Peoples (UNDRIP). However, three years later, the country accepted

the declaration (Harris et al., 2015). Anderson et al. (2006) says that Maori is a group
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of people, who are known to be the early settlers of New Zealand, who arrived from
Polynesia around 1000 years ago. The Treaty of Waitangi, which was a political
agreement between the Maori and British Empire was signed in 1840 to protect the
rights of the Maori people (Anderson et al., 2006). The population of Maori was
100,000, and this was fifty times more than the settlers who were only 2000 in number
(Theunissen, 2011). The translation of treaty from English to Maori has significant
variances and this led to challenges in implementing and understanding the treaty. Also,
the agreements defined in the treaty were not met, and this led to Maori becoming
colonised and the minority. It resulted in them losing their land and reduced food
resources (Theunissen, 2011).

The Treaty of Waitangi was the only sure way that Maori people could be protected.
However, the rights of Maori were not observed, and this resulted in disparities in
health between the settlers and the Maori (Anderson et al., 2006). Despite efforts
by the government to make sure the rights of the Maori were observed. The health
disparities are still visible as the population of Maori now constituting only 14% in New
Zealand. The rights of the under-served populations are often put aside in favour of
populist policymaking, for example, removing the right of prisoners to vote. The largest
group of prisoners are Maori, and that group is excluded from the democratic process
(Theunissen, 2011). Therefore, all the factors discussed above are causes impacting

Maori health. The next section discusses Maori health status.

2.3.1 Maori health status

According to the World Health Organisation, there is a correlation between colonisation
of land to the health status of people who are involved (WHO, 2017). These people tend
to have decreased health status as compared to their neighbours. This is not only been

seen among the Maori but other communities in the world such as indigenous peoples.



Chapter 2. Literature Review Part 1: Problem Identification 28

In New Zealand, these health disparities exist between Maori and Pasifika (Eriksson et
al., 2017). During the beginning of the seventeenth century, life expectancy is longer in
Maori than for Britain (Anderson et al., 2006). However, as the original settlers of New
Zealand were colonised, health disparities increased, and this resulted to the emergence
of new disease among the Maori such as tuberculosis (Harris et al., 2015; Robb et al.,
2017).

According to (Paine et al., 2016), poor health among Maori also resulted from
British influences that curbed native languages among children in schools. Marriott et
al. (2015) state that losing land by Maori was a blessing in disguise as it was noted that,
various diseases did not inflict those who lost their land as compared to those who did
not lose their land. Moreover, this affected children the most, with 50% of the deaths
involving infants. From 1938, the health status among the Maori gradually increased,
and this was attributed to national systems that were concerned about the welfare of the
whole of society (Rahiri et al., 2018).

Paine et al. (2016) state that, despite the increase in life expectancy, the differ-
ence between Maori with other communities in still large. Currently, Maori lead
in the prevalence of both chronic diseases such as asthma, cancer and other non-
communicable diseases (Gurney et al., 2020), as compared to nonMaori, whose rates of
non-communicable disease decreased (Rabhiri et al., 2018). Maori experienced various
challenges and access to health services was one. This resulted in the availability and
affordability of healthcare. This is as a result of the cost of going to seek healthcare
and lack of time to leave work and go to the hospital (Eriksson et al., 2017). It has also
been identified that, as compared to non-Maori, Maori wait for a long time in hospitals,
and this slows down the entire treatment process (Gurney et al., 2020). Also, there
is less likelihood that healthcare providers refer Maori to a specialist as compared to
non-Maori.

(Deng et al., 2020) also adds that cancer chances are higher among Maori, and there
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is 77% percent likelihood that a Maori would die from the disease as compared to a non-
Maori. Social-economic conditions, lifestyle and availability of access for health care
are significant factors that affect Maori health and some reasons for health disparities
between Maori and Non-Maori (Rabhiri et al., 2018). (Charters, 2019) says there is a
link between racial discrimination and poor health among Maori and nonMaori. This is
evident, according to (Ryks et al., 2019; Litchfield & Khan, 2021), who reported that
Maori recorded the highest number of discriminatory cases from healthcare providers.
They felt like their cultural understanding about healthcare is undermined, and in one

way or the other, this affects their health (Rabhiri et al., 2018).

2.3.2 Factors Affect Maori Health

This section highlights the factors that affect Maori health because of inequalities in the

healthcare system. The factors are socio-economic, lifestyle, and the healthcare system.

2.3.2.1 Socioeconomic Factors

The disparities among the socioeconomic status of Maori and non-Maori has been said
to play a considerable role in the resulting disparities in the health status of the two
groups of people (Eriksson et al., 2017). In the past, Maori lost most of their resources
to colonisation (Denison et al., 2018). This affected Maori education, healthcare, and
employment that collectively resulted in poor health outcomes. Many studies, (Rahiri et
al., 2018; Eriksson et al., 2017; Paine et al., 2016), show a link between social practices
and health outcomes. In their studies, non-Maori have fewer health issues as compared
to Maori, and this may play a role in explaining health disparities. Despite these studies
showing a link between socioeconomic status and health, it is not the only factor that

determines health, and there are many other factors which may create disparities.
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2.3.2.2 Lifestyle Factors

Richardson et al. (2016) State that lifestyle factors gained more attention than so-
cioeconomic factors. At first, since the former requires much less social and political
change. However, the researcher warns that using a lifestyle approach in social policies
can decontextualise behavior and encourage victim-blaming. Instead, according to
Tompkins (2017) , lifestyle factors should be regarded as a result of numerous distal
determinants of health (for example, social, institutional, political, legal, and cultural
factors). Tobacco consumption, hazardous drinking, obesity, and poor nutrition (Collins
et al., 2017; Denison et al., 2018; Theunissen, 2011; Gurney et al., 2020). Maori People
in New Zealand have consistently had higher rates. Despite the fact that several public
health initiatives have been implemented to reduce inequalities between these groups,
Maori People keep showing trends that deviate from policy targets (Rabhiri et al., 2018).
Deng et al. (2020) state that people with a right level of health awareness and income
appears to be sensitive to the advice of relaxation or healthy lifestyles.The government
should therefore focus on implementing evidence-based policies that protect Maori,
such as reducing the presence of unhealthy food outlets in areas where many Maori live.
Additionally, Zawaly et al. (2019) supports this argument in the context of oral health-
care, pointing out that while the government funds other health services, individuals are

often expected to pay non-subsidised premiums for dental care (Rabhiri et al., 2018).

2.3.2.3 Health Care System Factors

Many deaths that could have been prevented by adequate healthcare occur among Maori
and Pasifika populations, even when healthcare services are available (Al-Busaidi et
al., 2018). This suggests that gaps in ethnic wellbeing continue to exist regarding
accessing and utilising healthcare (Paine et al., 2016). Theodore et al. (2019) found

that Maori have unmet health needs, specifically in relation to cardiovascular diseases.
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Despite a relatively higher number of Maori being hospitalised due to heart disease, they
receive lower levels of interventional treatment compared to non-Maori (Al-Busaidi
et al., 2018). Providing elective operations is also a concern and could help improve
these adverse outcomes. Similarly, while Maori and Pasifika have lower cancer survival
rates than other ethnic groups, a small proportion of these health differences can be
explained at diagnosis (Rahiri et al., 2018). The remaining differences can be attributed
to disparities in healthcare service access, such as access to prescription management
or secondary healthcare, as well as cultural safety and norms, particularly the attitudes
of healthcare professionals towards Maori and the acceptability of visiting healthcare
providers among ethnic minorities groups (Al-Busaidi et al., 2018).

Came et al. (2017), stated that the level of co-morbidity among each ethnic group is
counted, which may have prevented treatment. As a result, they account for a portion
of the observed health disparities. Theodore et al. (2019) investigate ethnic health
disparities in healthcare access and quality as well. According to the researchers, Maori
are twice as likely as non-Maori to disregard healthcare services due to high medication
prices or living in the country side (Al-Busaidi et al., 2018; Came et al., 2017; Theodore
et al., 2019). Access of healthcare system especially to PMS may have high disparities
because of the Universal Health System in New Zealand, it is not free but subsidised
and patients are expected to contribute to the fee and that is the problem for many low
income people. It is also state that in the public system, there are significant waiting

lists for non-emergency healthcare. (Deng et al., 2020).

2.4 Healthcare Information System

This section presents an overview of HIS and how HIS works and What are the key
features of HIS. Significant variances exist in the definition of the term HIS (Boonstra

et al., 2014; Ahern et al., 2006; Howe et al., 2018). There is no standard definition for
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this term worldwide but key features give meaning to the concept of HIS. The following

definitions for HIS apply in the context of this doctoral research:

 HIS refers to information about a patient’s health that is stored electronically in a

computer system (Grandia, 2017).

 HIS contains various patient’s records, including personal data, treatment details,
underlying diseases, and diagnosis procedures, radiological reports, and other

details, including dates of next appointment(Kohli et al., 2016).

HIS is a secured system, which means that specific healthcare workers can only
access it with authorisation from the institution. According to Kombe et al. (2018) the
advantages of a HIS system, among others, include offering a platform to run healthcare
services, reducing the time taken for patient care at a health center, enhancing workflow,
and maintaining the confidentiality of patient’s information by ensuring that only the
right people get access. There is significant variation in the definition of the term HIS
(Boonstra et al., 2014; Ahern et al., 2006; Howe et al., 2018). However, despite the lack
of a standard definition, certain key features are essential for understanding the concept
of HIS. In the context of this doctoral research, the following definitions are used for
HIS.

HIS refers to electronically stored information about a patient’s health in a computer
system (Grandia, 2017). HIS contains various patient records, including personal
data, treatment details, underlying diseases, diagnosis procedures, radiological reports,
and other details, such as dates of following appointments (Kohli et al., 2016). HIS
is a secure system accessible only by authorised healthcare workers. According to
Kombe et al. (2018), some advantages of HIS systems include providing a platform for
healthcare services, reducing patient care time at a health center, improving workflow,
and maintaining patient confidentiality by ensuring that only authorised individuals

have access to patient information.
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According to Roehrs et al. (2017), HIS is a collection of information about indi-
viduals receiving healthcare that is generated and stored electronically. The Healthcare
Information and Management Systems Society (HIMSS) defines HIS as a safe, up-
todate, and patient-centered source of information for healthcare workers (Fatima et
al., 2018). Kohli et al. (2016) say that HIS supports healthcare providers by providing
timely information that improves evidence-based healthcare decisions. Automating
many aspects of healthcare such as patient care and communication, minimises errors
made by healthcare teams. Incorporating HIS into other areas such as billing, disease
surveillance, and quality of care improves efficiency in these areas within the healthcare
setting (da Conceicao et al., 2018). In summary, HIS is an electronic system that
provides a platform for maintaining records and other relevant information. Securing
access to this system means that it is only accessible to a few healthcare staff, reducing
errors that are common in hand-written or hardcopy medical records. Some of the

critical features of HIS are listed in the following sub-sections.

2.4.1 Key Features of HIS

There are four classifications of features in HIS: Clinical, functional, secure, and
technological features. These features ensure the quality of the system’s functions and

make them useful (Nelson et al., 2016).

2.4.1.1 Clinical features:

One of the clinical features of HIS should be the ability for healthcare staff to access
real-time information about health records, disease profiles, and other beneficial medical
results (Howe et al., 2018). Warning signs that alert healthcare staff to a relevant event
that occurs with a patient are also a clinical feature of HIS. This may include red

flags that notify healthcare staff of potential issues (Ahern et al., 2006). Atanasovski
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(2018) designed a general HIS architecture and discussed the clinical features and
the connectivity of stakeholders with the system. Hence, clinical features take into
consideration all medical inputs available in the HIS, which are meant to protect the

well-being of patients.

2.4.1.2 Functional Features

Functional features ensure that HIS tasks are practical and efficient (Qi et al., 2017).
Fatima et al. (2018) state that the functionality of the HIS system determines its effect-
iveness in helping staff and the hospital accomplish tasks quickly and in minimum time.
The HIS should provide features enabling hospital staff to run tasks from remote areas,
such as the bedside or hospital administration, as well as clinical departments (Gursel et
al., 2016). According to Nelson et al. (2016), HIS systems use specific definitions that
are consistent with international guidelines and hence consistent with other systems.
Functional features provide information about patients’ billing and charges and improve

the effectiveness of healthcare tasks by the staff.

2.4.1.3 Security features

Patients’ information is confidential and should not be accessed by unauthorised persons.
Al-Dhafian et al. (2017); Chen et al. (2016) state that security features play a role in
ensuring that information about a patient is only accessed in the right way, for the proper
purpose, and by the right person. Additionally, security features enable the system
to identify the details of the staff who access the patient’s information and the date
and time of access. Security features enhance the security of data in a HIS system,

improving the system’s effectiveness (Fatima et al., 2018).
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2.4.1.4 Technological features

Technological features are components of the HIS system that include hardware, soft-
ware, and a network system. These features allow information to be entered into the
system effectively and shared among other organisations while maintaining the confid-
entiality of the information (Gursel et al., 2016). Sharma et al. (2006) discussed a core
structure and network architecture that shows the technological connectivity of different

entities such as hospitals, pharmacies, labs, web servers, private networks in HIS.

2.5 Issues in Healthcare Information Systems

This section discusses issues identified in the healthcare system using the PRISMA
method. The study reviews the literature, selects PMS issues for further research, and
finds different issues related to PMS. Other issues include: Security and Privacy, Data
transparency, and Data heterogeneity. These issues are discussed in the following

sub-sections.

2.5.1 Security & Privacy

HIS is often installed onto centralised systems, providing a single failure point in many
attack scenarios (Patil et al., 2014; Schatz et al., 2017). Also, data reliability is lost when
data are altered maliciously or accidentally. This may affect the veracity of clinical trials
or negatively impact clinical decisions (Zhang et al., 2010). Furthermore, the greater the
number of points of access to patient information, the increased risk of intrusion (Terry
et al., 2000). For example, sensor networks for in-home patient monitoring provide data
security and integrity challenges where data may be intercepted wirelessly (Shortliffe et
al., 2000).

Privacy issues may arise with mobile apps and devices because they are often
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provided by third-party vendors. For example, privacy breaches or the unintended use
of very sensitive patient data Viceconti et al. (2015). Also on selling data to other
providers or big data aggregators (Cardenas et al., 2013), and data creep where new uses
are found for data than what the data were originally collected for. Data in the hands
of unknown providers, whose motive is likely to be profit-driven, removes effective
control of personal information from the patient or authorised parties (Tsai et al., 2016).
For example, recently, the approach towards data in most jurisdictions has been very
loose, with few standards or statutory regulations (Cardenas et al., 2013). Consequently,
the use of tracking software and cookies on websites has fallen out of favor because,
for example, patients fear that insurance companies might change their coverage after

discovering what online information they have accessed.

2.5.2 Data Transparency

Patients may be justifiably concerned that their information is not handled openly
or transparently (Kelman et al., 2002). Patients may be equally concerned that their
confidentiality may be breached without their knowledge and that decisions may be
made regarding service provision or treatment without their input. When data ownership
is in doubt, such concerns lead to a lack of trust in healthcare providers and systems
vendors (Miriovsky et al., 2012). Doubts about who is accountable for the protection and
proper management of data identify questions about staff and management capability,
whether the system is fit for purpose, and whether transactions are auditable (Mashima
et al., 2012). However, data owners may not be willing to provide open access for
such assessments Colijn et al. (2017); Das et al. (2016), and this casts further doubt
on the intentions. Furthermore, trust is an issue in publishing results of studies and
clinical trials (John et al., 2012; Hartung et al., 2014), where data may be accidentally or

maliciously altered or lost, and there may be a lack of redundancy or data unavailability
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occurs. Also, published results may vary from the intended study goals by adding bias,
for example, removing or adding data or stopping the data collection at a beneficial

point.

2.5.3 Data Heterogeneity

The HIS environment is heterogenous, and data exchange is difficult (Reid et al., 2005).
A factor in heterogeneity is the range of systems that exist in even relatively coherent
environments. However, hospitals may have hundreds of unique information systems
built without regard to data sharing, thus creating problems when sharing data across
organisational (Middleton et al., 2013). Heterogeneity also affects the scalability of
platforms where different systems must be optimised equally well. Also, if data are to
be mined effectively and if the information presented to clinicians acquires appropriate
context and accuracy, a consistent data structure is required (Tsai et al., 2016). Therefore,
data processing provides a range of issues, from capturing data at the right time before
it loses value, to transforming data to a consistent format for analysis (Yin et al., 2015).
Often, data requires significant preprocessing to make it usable, such as from imaging

machines, sensor networks, and monitoring equipment.

2.5.4 Counterfeit and Substandard Drugs

Counterfeit drugs pose a significant problem for the general population, particularly in
developing countries (Rebiere et al., 2017; Fadlallah et al., 2016). Julian et al. (2009) and
Fenoff (2009) point out that the primary reason behind this issue is the poor condition
of the drug supply chain management, which makes it easy for counterfeit drugs to be
produced, distributed, and consumed on a large scale (Tim et al., 2013). These drugs
are either poorly manufactured and distributed, which can lead to intoxication, or they

do not contain the proper drug dosage, which is vital for treating a problem and can lead
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to drug resistance (Fenoff, 2009). These counterfeit drugs are sold in the drug market
under the name of well-reputed drug companies (Fenoff, 2009). According to WHO
(2017), these drugs may not pose a significant problem when taken in limited doses
but pose a significant life-threatening risk when used to treat serious diseases. Several
studies have reported that counterfeit drugs for treating health problems such as cancer,
hypertension, contraception, painkillers, antibiotics, and other major prescribing drugs
are creating problems and may lead to life-threatening issues (Dégardin et al., 2014;
Rebiere et al., 2017; dos Santos et al., 2019).

According to WHO (2017); Beverley (2014), 1 out of 10 medical products produced
in developing and under-developed countries are counterfeit and substandard. (Nayyar,
2019) says that some low-level companies produce Counterfeit and Substandard Drugs
(CSDs) to make a substantial profit, and they made the factories to create those drugs.
Another study reveals that most drugs are made with cheap ingredients, and some drugs
include dangerous ingredients that cause health problems for patients (Dégardin et al.,
2014). However, Who (2017); dos Santos et al. (2019); Dégardin et al. (2014); Nayyar
(2019), state that authorities are responsible for controlling these CSDs from entering
the drug supply chain process, but some dishonest suppliers and lowlevel companies
find ways to enter the healthcare system.Who (2013) estimates that over 1 million
deaths are recorded yearly due to counterfeit and substandard drugs. Fenoff (2009) also
states that more than 0.7 million people die from tuberculosis and malaria because of

CSDs.

2.5.5 Prescription Management System and Its Challenges

This section briefly defines PMS and its usage in HIS, and unequal access to PMS and
the associated challenges. It also report incidents and complaints related to these issues

reported by the Health and Disability Commissioner in New Zealand.
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Figure 2.3: Issues in HIS

2.5.5.1 Definition of PMS

Hamlin et al. (2016) define PMS as an electronic, computerised system used by doctors,
nurses, physicians, and clinicians to enter, review, modify, and prescribe medications.
Keene et al. (2016) states that PMS is supported by the main Computerised Physician
Order Entry (CPOE) system, which include other systems such as decision support
systems and clinical support systems to share the characteristic feature of automating
the ordering process for medications. CPOEs range from simple systems with a limited
set of medications that can be prescribed to complex systems with various forms of
decision support, including warnings and reminders for the medical doctor on various

aspects of the prescribing process (Jamie, 2019).

2.5.5.2 Current Practices in PMS

Electronic prescriptions have been available in New Zealand since 2015, according to
the Ministry of Health, and the number of E-prescriptions has increased dramatically
in recent years. E-prescriptions have several advantages over paper prescriptions,
including greater accuracy, efficiency, and security. The Ministry of Health in New
Zealand manages electronic prescriptions, known as (EPS) Electronic Prescription
Service. It eliminates the need for paper prescriptions and allows EPS to send the
prescription directly to the pharmacies electronically. Prescribers must register to use

the EPS and get access to secure online portals or software which allows for generating
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electronic prescriptions. It can be dispensed in the same way as paper prescriptions; once
the prescription is generated, it is sent to the patient’s chosen pharmacy electronically.

Additionally, in improving the prescribing and dispensing process, E-prescriptions
provide many benefits for patients. Such as, patients can select the pharmacies to
their prescriptions to be sent, which will further reduce the process of collecting the
prescriptions from the doctor’s office physically. Patients with mobility or those living
in rural or rural areas can get a considerable benefit from it. Many benefits are associated
with prescription management systems and can reduce the error of medications. They
are not immune to errors. However, some research shows that prescription errors can
be made due to these systems when used. Below are various studies confirming that
prescription errors exist in New Zealand’s healthcare system and have affected patients’
lives.

The study of Leitch et al. (2021), conducted a retrospective review of 40,000
patient records from 54 general practices in New Zealand and identified 466 cases
of medication-related harm. The study found that medication-related harm was a
significant problem in New Zealand general practice, with a prevalence of 1.2% per
year. The study found that medication-related harms are the most common adverse
drug reactions, prescribing errors, and medication non-adherence. There are higher
risks for medication-related harm to specific patients, including older adults, multiple
medication in-takers, and those with chronic conditions. With regard to the factors that
are related to medication-related harm, various issues related to prescribing, dispensing,
and monitoring medications have been identified by various authors.

According to Yang et al. (2021), This study found that prescribing errors were
common in New Zealand general practice, with 2.3% of all prescriptions having at
least one error. The authors noted that the use of electronic prescribing systems could
reduce the incidence of errors. The review of Goodyear-Smith et al. (2019), identified

several medication safety issues in New Zealand primary care, including prescribing
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errors, medication-related adverse events, and medication non-adherence. According to
the Manias,Kinney,Cranswick, and Williams (2014) research, in New Zealand, most
common errors were found in medication, with 16.7% of all medication orders having
at least one error. Studies of Robb et al. (2017) stated that the most common adverse
events in New Zealand were medication errors. The survey of Halcomb et al. (2015),
found that medication safety was a concern, with many respondents reporting that they
had experienced medication errors or near misses.

According to Halcomb et al. (2015), prescribing errors were common in a New
Zealand tertiary hospital, with 18.7% of all medication orders having at least one error.
Jamie (2019), discussed and analyzed reports of medication safety incidents in New
Zealand primary care and found that prescribing errors were the most common type of
incident. Haua et al. (2019), states that prescribing errors were common in New Zealand
hospitals, with medication omissions and incorrect dosages being the most frequent
types of errors. In New Zealand, per year, 1.2% errors occurred in general practice, as the
above studies prove. It also brought attention to significant problems of prescription and
medication errors. The prevalent types of harm were adverse drug reactions, medication
non-adherence, and prescribing errors. Most older patients with chronic conditions
were at higher risk of experiencing harm. Factors contributing to medication-related

harm included difficulties with prescribing, dispensing, and monitoring medications.

2.5.5.3 Unequal Access to PMS

For various reasons, a group of people or underserved communities may become
disengaged from the healthcare system. One reason is the belief that the healthcare
system mistreats patients or does not provide equal access to services, which affects
patients’ perceptions and trust towards the system, leading to disengagement. Other
reasons for disengagement may include the inability to afford the cost of treatment and

prescriptions, difficulties and high costs of transport to hospitals or clinics for patients
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in rural areas, inability to take leave from work or personal beliefs that conflict with
established medical practices. This study focuses on the prescription management
system and issues related to perceptions of inequality in relation to the fulfillment of
prescriptions by patients.

Advancements in technology have resulted in a rapid increase in digital devices and
technologies aimed at improving healthcare information systems (HIS) (Stephen, 2000).
However, Goslee et al. (1998) highlighted certain groups of people, such as underserved
Maori and Pasifika communities, who have limited access to digital infrastructure due
to factors like long-term medical or disability issues, cultural or language barriers, and
slow internet speeds in rural areas. These inequalities in access to digital platforms can
lead to disparities in healthcare delivery, as pointed out by (Engelhardt, 2017).

The social impact of these disparities is significant, as they result in unequal levels
of access to healthcare. The inequalities between Maori and non-Maori in New Zealand
have received significant scholarly attention, as evidenced by a substantial body of
literature (Lawson, 2019). Studies have found that Maori individuals experience poorer
lifestyles and health outcomes than non-Maori counterparts, with a life expectancy gap
exceeding eight years. Furthermore, Maori have higher smoking rates than non-Maori.
Despite the government’s commitments over the last decade to reduce these disparities,
the problem has only worsened. According to Goodyear-Smith et al. (2019), the system
has yet to effectively address the disparity between Maori and non-Maori populations.

Recent developments and reforms in the healthcare industry have been made, but the
problem persists in the system. According to Dawson et al. (2019), factors contributing
to inequity in healthcare, specifically in PMS, include prescription cost, physical access
to the system, timely care provision, acceptability, and cultural factors. The study
by Lawson (2019) found that mental illness among Maori and Pasifika has increased
due to ethnic disparities. The study included 15,822 respondents who responded to a

questionnaire to assess the risk of depression and anxiety. The study’s outcome showed
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that underserved people are underdiagnosed with mental illness due to inequality (Harris
et al., 2018). However, Lane et al. (2019) argue that inequalities among Maori and
Pasifika exist outside the healthcare system. Tupai (2018) also examined the inequality
problem in New Zealand and found that healthcare services cost twice as much for
Maori compared to non-Maori people. It is hypothesised that limited and unequal access
to HIS for Maori is due to an inadequate healthcare system, affecting Maori health
and disengaging them from the healthcare system. The study of Sheridan et al. (2011)
revealed that Maori and Pacific’s people experience significant disparities in access to
primary healthcare services compared to non-Maori and non-Pacific populations, which
results in worse health outcomes for these groups.

The study also identified various factors contributing to these inequities, including
socioeconomic status, racism and discrimination, cultural barriers, and limited access
to appropriate health services. As per Neville et al. (2022), there are several barriers
to participation, including language and communication, cultural differences in health
beliefs and practices, and a lack of understanding of the healthcare system. Furthermore,
the paper mentions that many older Pacific people face socioeconomic challenges, such
as poverty and limited access to transportation, which can limit their ability to access
healthcare services. Figure 2.3 on page 39 depicts the issues identified during the

literature review process.

2.5.5.4 Other Factors Associated With Unequal Access

Inadequate access and inequality in the prescription management system can signific-

antly negatively impact the Maori population. These impacts can include:

* Decrease trust: When the healthcare system is perceived as unfair or biassed,
trust in healthcare providers may decrease. Patients may require additional time

to seek medical care and adhere to treatment plans, which results in improved
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health outcomes. (Lawson, 2019) .Maori and Pasifika individuals in New Zealand
lack confidence in the healthcare system due to the inequalities and disparit-
ies they have encountered as a result of systematic racism and discrimination
(Ellison-Loschmann et al., 2006). As a result, these communities have experi-
enced substantial health disparities and believe that their healthcare needs are not
being met adequately. Inequalities in the healthcare system that affect Maori and
Pasifika include unequal access to healthcare services, a lack of culturally compet-
ent healthcare providers, and an absence of culturally appropriate services (Harris
et al., 2018). These factors have contributed to health disparities between these

communities and non-Maori/Pasifika populations citeeriksson2017inequities.

* Loss of status: Maori’s may feel that their cultural identity and values are not
respected by the healthcare system, resulting in a loss of status and cultural pride.
This can lead to a lack of representation, disrespect, and discrimination against
Maori culture and heritage in healthcare (Harris et al., 2018; Eriksson et al.,

2017).

* Racial bias: Inequality and lack of access in the prescription management system
could be considered racial bias. This may increase Maori discrimination and
marginalisation within the healthcare system (Al-Fageh et al., 2018; Eriksson
et al., 2017). It can also contribute to the need for greater understanding and

awareness of the unique health needs of the Maori population.

* Loss of value: When healthcare services are not accessible or equitable, the Maori
community’s health may be undervalued, resulting in poorer health outcomes.
Socioeconomic factors and a lack of healthcare access may worsen this. (Puaar et

al., 2018; Eriksson et al., 2017).
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* Class difference: Inequalities in the prescription management system can con-
tribute to developing of different classes in the Maori community. Those who
can afford private healthcare may receive better care, whereas those who can-
not face barriers to care access. This can prolong health disparities among

Maori’s (Almutairi et al., 2018; Eriksson et al., 2017).

* Cultural differences: This may also contribute to cultural differences between
communities. The healthcare system’s lack of representation and respect for
Maori culture and heritage of representation and respect for Maori culture and
heritage within the healthcare system can perpetuate cultural stereotypes and
misunderstandings. This can contribute to a lack of comprehension and awareness
of the unique health needs of the Maori population (Neuspiel et al., 2013; Eriksson

etal., 2017).

2.5.5.,5 Example Cases in PMS

A prescription error is an avoidable situation that leads to unnecessary medication
use or harm to the patient (Hatch et al., 2011). Recent studies have shown that many
prescription errors occur due to inadequate use of HIS. This leads to wrong dosages,
medication errors, and unequal access to HIS for Maori (Tran et al., 2019). These
systems were intended to reduce medication dosage errors but instead contribute to
prescription errors (Health & Commissioner, 2018). Studies have found that errors
can include the omission of life-saving medications and potentially cause moderate
to severe harm (Puaar et al., 2018; Almutairi et al., 2018; Aldridge, 2016). Research
shows that more than 770,000 injuries and deaths occur annually due to adverse drug
events (ADEs), often resulting from errors in prescription lists (Al-Fageh et al., 2018).
In addition, when a patient’s prescription history is incomplete at admission, it can lead

to complications such as prolonged hospital stays or deaths. Problems with Prescription
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Management Systems (PMS) are standard worldwide and can result in deaths (Kohn et
al., 2000). In New Zealand, studies have shown that prescription errors have increased
from 7.8% to 30% among Maori in the last decade. Research suggests that these errors,
such as wrong dosages, wrong medications, and prescription cloning, are caused by
inequalities in PMS. People in under-served communities may be unable to afford
prescriptions, leading them to resort to illegal means, which can further contribute to
the problems (Tavva et al., 2011; Phalke et al., 2011; Karna et al., 2012).

According to Cavell et al. (2019) report, healthcare professionals, such as doctors,
clinicians, and nurses, write and control prescriptions for patients. Wittich et al. (2014)
state that prescription errors are responsible for one death out of 854 Maori inpatients
and 1 out of 131 outpatients. Children are particularly vulnerable to these errors, as their

physiology, size, and disability make them more susceptible (Neuspiel et al., 2013).

2.5.5.5.1 Report Cases: Martin (2018) reports that a midwife obtained cloned
prescriptions by using other people’s names to acquire medication. The medications
included 100 x 50mg Tramadol tablets with two repeats, Ibuprofen, Paracetamol and 20
x 60mg Codeine phosphate tablets. Wall (2019) noted that the midwife was addicted to
Tramadol, and the doctor would always give her electronic prescriptions. She would
then change the dates on the prescription and print them out before visiting different
pharmacies to obtain the medication. This incident occurred to avoid doctor’s fees and
highlights that the high cost of healthcare can lead to patients disengaging from the
system. Robb et al. (2017) report that 28% of patients in six district health hospitals in
New Zealand have experienced some form of prescription problems. Approximately
30% of these patients are primary care patients treated by general practitioners, dentists,
and community pharmacies. However, it is unknown what percentage of this harm is dir-
ectly caused by prescription problems. A study by the Safety Commission NewZealand

(2017) found that 12% of adverse events in New Zealand’s public healthcare centers are
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related to medication taken without prescriptions or in wrong doses, which can lead to
severe damage such as death or disability. Furthermore, a survey by Robb et al. (2017)
found that 8% of adverse events were caused by wrong dosages and wrong types of
prescriptions taken by patients without consulting doctors. Research on the causes and
types of medications involved in these events is published (Walls et al., 2004).

Patients may disengage from PMS due to perceptions of inequality and a lack of
trust in the system, often resulting from negative experiences. According to a report by
Health and Commissioner (2018), 310 complaints were registered from 2009 to 2016,
with examples such as: a woman who has prescribed the wrong medication (Salazopyrin
instead of Pentasa), which led to hospitalisation with diagnosed liver dysfunction, a
child with cerebral palsy who has prescribed an incorrect dosage of a muscle relaxant
(Baclofen) resulting in three hospital visits with increased seizures and shortness of
breath, a woman with breast cancer who has prescribed the wrong dosage of a five-year
course of Tamoxifen and a three-month prescription of Tenoxicam, a medication used
for treating joint pain and a resident of a community residential mental health service
who was given a high dose of a medication called Antipsychotic Clozapine, despite
having never taken it before (Health & Commissioner, 2018).

Additionally, the study gathered data from a source Health and Commissioner (2018)
and analysed it using descriptive analyses. The results are presented in Figure 2.4
on the following page, 2.5 on page 49, and Figure 2.6 on page 50. These figures
demonstrate that prescription problems exist within PMS. Figure 2.7 on page 51 shows
that inappropriate medication and wrong dosage are the primary contributors to patient
prescription problems. The data and figures indicate that prescription problems are a

major cause of inequality and patient disengagement from the system.
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Figure 2.4: Setting of Prescribing Errors
(Health & Commissioner, 2018)

Healthcare setting Number of prescription Proportion of prescription
errors errors

General practice/medical 61 55%
Centre

Public hospital 41 37%

Private hospital 2 2%

Prison 2 2%

Residential ages care 3 3%
facility

Other settings 2 2%

Total 111

Table 2.2: Setting of Prescribing Errors
(Health & Commissioner, 2018)

2.6 Research Question(s) and Hypotheses

This section presents research questions arising from the literature review and hypothes-
ises generated for a theoretical model. The literature reviewed by using the PRISMA

method in section 2.2 identified issues in HIS (Gagnon et al., 2015). The study focuses
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Figure 2.5: Classes of Medications
(Health & Commissioner, 2018)

Medication class Number of prescription Proportion of prescription
errors errors
Antibiotics 26 23%
Psychotropic medications 21 19%
Opioids 15 14%
Analgesics 11 10%
Cardiovascular medications 8 7%
Steroids 6 5%
Antifungal 5 5%
Chemotherapy drugs 3 3%
Anticoagulants 3 3%
Total 111

Table 2.3: Classes of Medications
(Health & Commissioner, 2018)

on unequal access to PMS and associated problems for Maori  and Pasifika. The

following are the research questions formulated according to the challenges.
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Figure 2.6: Types of prescription errors
(Health & Commissioner, 2018)

Types of error Number of errors Proportion of errors
Inappropriate medication 61 55%
Wrong dose 23 21%
Failure to prescribe 10 9%
Wrong drug 7 6%
Monitoring errors 7 6%
Other errors 5 5%

Total 111

Table 2.4: Types of prescription errors
(Health & Commissioner, 2018)

RQ1 What issues exist within current prescription practices?

(a) How do prescription issues manifest?
(b) What are the current practices to counter these issues?

(c) Are current practices effective in HIS?

RQ2 What are the reasons for unequal access to Maori in PMS?
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Figure 2.7: Contributing factors in Prescription Errors
(Health & Commissioner, 2018)

(a) Are current PMS accessible and engageable to Maori and Pasifika?

(b) Are Maori and Pasifika trusting the current PMS?

2.6.1 Hypothesis

At this stage, six hypotheses are constructed to address the questions. The hypotheses
are not final, as Design Science Research allows us to refine the hypotheses during the

evaluation phase of the research later on.

H1 The current prescription practices in HIS are ineffective and error-prone.

H2 The impact of unequal access to PMS affects the health outcomes of Maori and

Pasifika, as it also contributes to their disengagement from healthcare services.

H3 The unequal access to PMS among Maori and Pasifika undermines the system’s

trustworthiness.

H4 The prescription system’s inadequacy contributes to both prescription errors and

the disengagement of Maori and Pasifika.
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2.7 Conclusion

The PRISMA method is used in this research to systematically review the literature
and identify the challenges in HIS. To guide the research, first specific questions were
identified which are used throughout the thesis. This chapter highlights that the main
challenges in the healthcare system are: security and privacy concerns, lack of data
transparency, data heterogeneity, counterfeit and substandard drugs, and unequal access

to PMS.

e How do cultural differences and other factors affect Maori health in the New

Zealand healthcare system?
* What are the issues and problems associated with HIS?
* What solutions does blockchain technology provide to HIS?
* Does the paper present a blockchain solution or propose a proof of concept?

This Chapter 2 focuses on two main questions: How do cultural differences and
other factors affect Maori health in the New Zealand healthcare system? What are
the issues and problems associated with HIS? The study specifically focuses on the
issue of unequal access or inequality in the PMS. Additionally, it includes references
to papers and reports and government-controlled department articles in section 2.5.5
on page 38 that raise questions about strong cases of unequal access in the healthcare
system. Systematic literature analysis found that most studies are linked to unequal
access and inequality in PMS. This chapter identifies key points that contribute to the

thesis’ overall direction:

» Systematic Literature review.

* Cultural analysis of Maori and Non-Maori health status in New Zealand healthcare

system and factors contributing to Maori health.
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» HIS issues and their relevance with New Zealand healthcare system.
* PMS and its challenges.
* Research Questions and Hypothesis.

The Chapter 2 aims to review the current literature and identify gaps in HIS. There-
fore, Chapter 3 specifically addresses the question, "What solutions does blockchain
technology provide for HIS?" and examines whether the literature presents a block-
chain solution or proposes a proof of concept. Additionally, it identifies the numerous
information issues in the healthcare information system. It focuses on the problems
Maori and Pasifika face regarding medication and prescriptions in the prescription
management system. These problems include the distance from the healthcare system
due to inequality or unequal access and disengagement due to a lack of trust. There-
fore, this chapter concludes that the Prescription management system needs a robust
technological solution to overcome these issues. The following chapter will discuss

blockchain technology architecture and potential solutions for addressing these issues.
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Technology

Literature Review Part Two:
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Chapter Preliminaries.

Blockchain technology

Taxonomizing Blockchain technology
Blockchain applications

Blockchain layers

Smart contract

Existing Work

Blockchain in healthcare.

Technological solutions provided by the blockchain.
technology.

Blockchain-based incentive mechanism.
Theoretical Model of the study

Chapter 2 employed the PRISMA method to conduct a systematic literature review

(SLR) for this research project. The literature review is divided into two phases. Phase

1 examined the literature on the healthcare information system and PMS, focusing

on issues such as inequality and unequal access to PMS, engagement, and trust of an
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under-served community. Based on the findings from Phase 1, research questions were
formulated in Section 4.3. Chapter 3 presents Phase 2 of the literature review, which
focuses on blockchain technology. It provides background information on blockchain
technology and its consensus algorithms. It also discusses the purpose and potential uses
of blockchain technology in the field of HIS. Additionally, it critically analyses studies
that have adopted blockchain technology in healthcare and the proposed frameworks,
as well as incentive mechanisms proposed in these studies to overcome the challenges
identified in Phase 1 of the literature review.

The organisation of the chapter is as follows: Section 3.2 presents an overview of
blockchain technology and discusses the core component of the technology, applications,
layers, and smart contract. Section 3.3 on page 65 discusses existing work in the area of
HIS. Section 3.4 on page 72 presents technological solutions given by the Decentralised
ledger technology in different fields of study, including healthcare. In the context of this
study, blockchain-based incentivisation studies are discussed in section 3.5 on page 75.
The theoretical model is presented in section 3.1 on page 78, and the chapter concludes

with a literature review summary.

3.2 Chapter Preliminaries

This section presents a brief introduction to blockchain technology foundation, and

cryptographic methods.

3.2.1 Blockchain Technology

Blockchain technology is a distributed, decentralised ledger system that enables secure
and visible transactions, and it is the fundamental technology behind digital currencies
like Bitcoin and other virtual assets (Nakamoto, 2008; Buterin, 2015). A digital ledger

containing transaction records is replicated and distributed throughout the network of
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computer systems that constitute the blockchain (Patel, 2018). Each block within the
chain has multiple transactions. Whenever a new transaction occurs, it is recorded on
each participant’s ledger (Brodersen et al., 2016a), and the distributed ledger is main-
tained by multiple participants in the decentralised database. Blockchain technology
possesses several distinguishing characteristics, including its ability to facilitate secure
and traceable transactions. Transactions are grouped into blocks and added to the chain
sequentially, in a time-stamped manner (Rabah, 2017). The chain of blocks is highly
resistant to tampering and revision because of its cryptographic security. Transactions
are also transparent, allowing all users to view the blockchain’s transaction history. Fur-
thermore, the immutability of the blockchain guarantees that once a block is appended
to the chain, it cannot be modified, thereby preserving the transactions’ integrity on the
blockchain (Christidis et al., 2016). However, Transactions on public blockchains like
Bitcoin or Ethereum can be stuck in a queue for an extended period due to factors such
as network congestion, limited block space, low transaction fees, network upgrades, fee
estimation errors, rapid price fluctuations, complex smart contracts, and external events.
Miners prioritize transactions with higher fees, and during times of high demand or
network activity, lower-fee transactions can experience delays in confirmation.

There are different cryptographic techniques used by blockchain technology, but
those relevant to BlockPres are discussed below. Hashing is a fundamental component
in blockchains (Christidis et al., 2016; Patel, 2018; James, 2018). A hash function is
a cryptographic technique that converts input into a deterministic fixed-length value.
Azaria et al. (2016) state that there are several hashing algorithms to protect data,
such as MD4, MD5, MD6, SHA256, and so on. Moreover, a hash function may be
irreversible (one way), meaning a person cannot discern from the output what the input
was (Gokalp, 2018). Trying to decrypt a hash using a brute force method, requires
trying every possible input (Brodersen et al., 2016a). This would be too costly in most

circumstances.
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Another core component of the blockchain architecture, the Merkle tree, provides
the internal block data structure and hashing process. The tree nodes are collected
together to form disjoint clusters, where two leaf nodes are hashed, then two branch
nodes that each have hashed leaf nodes are hashed, and so on up through the tree until
the tree’s root is reached. Data is not tampered with in the process because the Merkle
tree can reach any node downwards through the hash pointers (Cartwright-Smith et al.,
2016). The process strength is that the tree’s hashing algorithm can be rerun at any
point to produce the same result, verifying that the contents in the leaf nodes have not
changed.

The third essential component that is addressed in this paper is digital signatures
which are the methods that ensure the integrity and security of information stored in the
blockchain network. These apply public/private key signatures to ensure the integrity
and security of, in this instance, patient records in the BlockPres. Digital signature
serves as identity and to detect modification in transit. However, Once the origin of
a record is secured using a digital signature it is impossible to alter or modify the
record and this provides non-repudiation (Sharma et al., 2018). Protocols and algorithm
blockchains are used to make the network trustworthy and reliable. One of them is
Proof of work and Proof of stake.

Proof of Work (PoW) is a method many blockchain networks use to verify trans-
actions and maintain network integrity. Using computational power, miners compete
to solve complex mathematical puzzles, and the first miner to do so is rewarded with
newly created cryptocurrency. This puzzle, known as a "hash," involves nonce that com-
bine with other block data and generate a block hash. While PoW prevents fraudulent
transactions and secures the network, it is resource and energy-intensive due to the high
computational power required by miners (Gupta et al., 2020). On the other side, POS is
also used to validate transactions and create new blocks in the blockchain network. The

validators in POS are the ones who hold a certain amount of cryptocurrency and stake in
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the network. Moreover, They must put up a certain amount of cryptocurrency as a stake,
which they will lose if they attempt to validate fraudulent transactions. Validators are
then randomly selected to validate new blocks and are rewarded with transaction fees
and newly minted cryptocurrency. PoS is less resource-intensive and energy-intensive
than PoW and is used in many blockchain networks such as Ethereum 2.0 and Cardano.

(Saad et al., 2020).

3.2.2 Taxonomising Blockchain Technology: Characteristics and

Applications

This section presents the taxonomy of blockchain technology and its characteristics and
features of are discussed. Blockchains can be broadly classified into two categories
based on network permissions: public and private blockchains. Public blockchains,
also known as permissionless blockchains, allow anyone to join the network, access
its content, submit new transactions, write new blocks to the ledger, or verify the
correctness of existing blocks (Wiist & Gervais, 2018). Moreover, allowing anyone
to join the network may increase untrusted participants in the network is possible at
the cost of blockchain performance. This type of blockchain uses POS and POW to
validate transactions and is relatively computationally expensive to deter malicious
activity. Some examples of public blockchains are Ethereum, Bitcoin, and Zcash (Bano
et al., 2019).

On the other hand, Private blockchains only allow approved users can connect to the
network, submit transactions, or update the ledger. Private blockchains are maintained
and operated by the organisation, and permissions are granted on a need-to-know basis.
This type of blockchain uses a Byzantine fault tolerance consensus algorithm in which
most users are trustworthy. Hyperledger fabric and R3 Corda are excellent examples of

private blockchains. Several consensus protocols are proposed for Permissioned and
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permissionless blockchains, such as POW and POS, Byzantine fault tolerance, Proof of
service, and extended versions of the consensus protocols. Proof of work is the most
common consensus protocol used in public blockchains.

Smart contracts are computer programmes that execute on a blockchain network
to facilitate and enforce participants’ agreements without the need for third-party. The
Internet of Things (IoT) is one of the applications where smart contracts can be utilised.
Ethereum is the most prevalent permissionless platform for smart contracts, whereas
Hyperledger is the most common permissioned platform for smart contracts. (Alharby
et al., 2019, 2018). However, Most blockchain networks use Public addresses to send a
transaction instead of actual identities to identify the user in the network. According to
(Kuo et al., 2019), this process does not ensure the authenticity of transactions as it is
possible to track and trace the transactions made by the user by examining the address.
Platforms like Dash, Zcash, and Monero are designed in a way that is difficult to track
and trace. In this study, IPFS is used to store patients information. In addition, Every
platform has different features. For example, some support smart contracts, and some
are not (Kuo et al., 2019; Alharby et al., 2018, 2019; Zhang et al., 2016c).

Blockchain technology aims to secure data while making it accessible to authorised
users. This is performed via various characteristics, such as keeping a ledger of
all transactions and nodes in the network can not make changes in data. Data is
also encrypted to prevent unauthorised access. Access to the data requires a specific
identification key, adding an extra layer of security (Abouelmehdi et al., 2018).

EMR systems typically allow clinicians to control patient medical data and access
it through medical staff without the patient’s authorisation. Incorporating blockchain
features in medical data management gives patients control over who has access to
their information using a key signature. Additionally, blockchain systems track all data
access actions, making it easy to identify any unauthorised changes. Data integrity and

trustworthiness are crucial in healthcare systems, and blockchain technology can ensure
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that data is accurate, updated, and secure. It also allows for sharing of credible informa-
tion among patients, insurance companies, and healthcare institutions. Furthermore, the
blockchain system is space-efficient and requires minimal computational resources, as
the verification process is done through record nodes.

Decentralization, transparency, and immutability are key blockchain features that
enable effective measures to ensure payments are tied to service value and deter illegal
transactions. Decentralization ensures that no single entity has control, transparency
provides visibility into transactions, and immutability prevents alteration of recorded
data. These features collectively enhance accountability and security in payment
processes. .For example, a patient may key in reimbursement for a health practitioner
to be processed only when the set conditions are reached on the blockchain features.
This will ensure or build trust between a patient and the healthcare provider. Attaching
a financial penalty into the system would reduce medical errors among healthcare
providers, as most would be more careful to avoid a penalty charge. Blockchain would
ensure that all the previous medical history and tests of patients are available in the
system and can be accessed upon request. This would prevent redundancy of repeating
the same tests during treatment (Ahmed et al., 2018; Ananth et al., 2018)

Blockchain technology can provide adequate measures to ensure payments are
made based on service value and prevent illegal transactions. For instance, a healthcare
provider can set conditions on the blockchain to pay patients reimbursement. This can
help build trust between patients and healthcare providers. Additionally, attaching a
financial penalty to the system can reduce medical errors among providers, as they will
be more cautious to avoid penalty charges. Blockchain also allows easy access to a
patient’s medical history and previous test results, preventing an unnecessary repetition

of tests during treatment (Ahmed et al., 2018; Ananth et al., 2018).
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3.2.3 Blockchains Applications

This section briefly overviews blockchain technology and its various uses, includ-
ing the cryptocurrencies Bitcoin, Ethereum and the open-source blockchain platform

Hyperledger.

3.2.3.1 Bitcoin

The first and most well-known permissionless blockchain platform is Bitcoin. It func-
tions as a distributed cryptocurrency system with no centralised authority. Bitcoin
proposes PoW as its consensus protocol to achieve a global blockchain state in a non-
trusted environment. However, to maintain the blockchain state, PoW requires more
computations power, making it an inefficient protocol. Numerous alternative cryptocur-
rencies have emerged since Bitcoin’s success, some of which use different consensus

protocols. (Alharby et al., 2018; Agbo et al., 2019).

3.2.3.2 Ethereum

Ethereum is a computerised and user-friendly interface that allows the coding of de-
centralised systems without interference from external parties. It employs the "Proof
of Work" protocol, but there are plans to switch to the "Proof of State mechanism."
This means that in the future, individuals can participate in the mining process and
will only be limited by the stake cost. Compared to Proof of Work, Proof of State is
more energy-efficient and transparent, as only those with the set stake can participate
in mining. However, there exists the potential for those with a larger stake to manip-
ulate transactions dishonestly. Ethereum Virtual Machines are used to generate and
execute smart contracts, and they operate publicly without third-party influence or fraud.
Serpent, Solidity, and other accessible languages are used to code in Ethereum, and

development is done using the truffle framework. Lastly, Ethereum can maintain a
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stable state despite network conditions.

3.2.3.3 Hyperledger

Hyperledger is a collaborative open-source project that aims to improve permissioned
blockchains. It provides numerous modules and tools for developing blockchain plat-
forms. As variants of Hyperledger, various permissioned blockchain systems, such as
Fabric, [roha, Sawtooth, and Indy, have been developed, each with its own architecture
and consensus protocol. Fabric, the first blockchain platform capable of executing smart

contracts, employs Kafka as its consensus protocol (Androulaki et al., 2018).

3.2.4 Blockchain Layers

Blockchain technology comprises several layers, each with its specific function. The

main layers of a blockchain are described in the following sub-sections.

3.2.4.1 The Application Layer:

This layer is the topmost layer of a blockchain and is responsible for interacting with
users. It is the interface through which users interact with the blockchain network.
Applications built on a blockchain, such as decentralised exchanges, wallets, and smart
contracts, are part of the application layer (Wang et al., 2019; Alharby et al., 2018,
2019).

3.2.4.2 The Smart Contract Layer:

The smart contract layer is responsible for executing the logic of a blockchain applic-
ation. Smart contracts are self-executing contracts with the terms of the agreement

written into code. They are used to automate processes and enforce the rules and
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penalties around an agreement. They are executed by the network nodes and stored on

the blockchain (Badr et al., 2018).

3.2.4.3 The Consensus Layer:

The consensus layer ensures the validity of all transactions and the security of the block-
chain. The consensus layer ensures that the blockchain’s integrity is not compromised
and that all nodes concur on the network’s state. The consensus algorithm a blockchain
uses can vary and include proof-of-work, proof-of-stake, and others (Wang et al., 2019;

Alharby et al., 2018, 2019).

3.2.4.4 The Network Layer:

This layer must maintain the communication between the nodes on the blockchain
network. By broadcasting transactions and blocks to the nodes, it ensures that the nodes

have a consistent view of the blockchain (Gervais et al., 2016).

3.2.4.5 The Storage Layer:

This layer is responsible for the blockchain’s data storage. This includes transactions,
blocks, and other data. The storage layer can be implemented using various technologies

such as a distributed file system or a distributed database (Bocek et al., 2017).

3.2.4.6 Incentive layer :

The incentive layer establishes an incentive structure and distributes rewards to miners
who maintain the blockchain ledger using the blockchain’s cryptocurrency. This frame-
work is necessary to preserve the permissionless nature of the blockchain. The incentives
should compensate the miners fairly for the work they do and motivate them to behave

ethically. In addition, they protect the system from common Ethereum attacks such as
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DDoS (Alharby et al., 2018, 2019). In many blockchain systems, rewards are linked
to the generation of blocks and the completion of transactions, referred to as reward
and transaction fees, respectively. There can be significant variations in rewards based
on the particular blockchain; for example, in Ethereum, a reward in the form of stale
blocks is offered even if they do not enter the blockchain when conflicts get resolved.
When a miner is rewarded, their balance increases.

The application layer is the interface between the user and the blockchain. The smart
contract layer is responsible for executing the logic of the application. The consensus
layer ensures the integrity of the blockchain. The network layer provides communication
between the nodes on the blockchain network. It is important to note that all the layers
of blockchain technology are not necessarily different and separate. The distinction
between layers is primarily conceptual and can help understand a blockchain’s different

functions.

3.2.5 Smart Contract

Smart contracts are small programmes installed on the blockchain that execute specific
business logic in response to changes in the blockchain or network topology (Kumar
et al., 2018). The author of Sadouskaya (2017) suggests employing smart contract-
enabled blockchain to establish trust and regulate access to [oT devices. MedRec, a
blockchain and smart contract-based prototype, was proposed by Ekblaw et al. (2016)
to address security issues and ensure the integrity and authenticity of electronic health
records. In Agbo et al. (2019), a smart contract was developed to store metadata
about record ownership, permissions, and data integrity, execute policies, and permit
legitimate transactions to modify data. The original intent of smart contracts was to
represent traditional written contracts in a way that eliminates the need for trusted third

parties, such as lawyers, to ensure that contract criteria are met (Dagher et al., 2018).
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Nevertheless, smart contracts can be any programme that executes business logic that is
suitable for installation on a blockchain.

A smart contract is a program that outlines a set of rules that must be met for
it to execute. These rules, or constraints, are set in stone once the contract is in-
stalled on an immutable blockchain, eliminating the need for an intermediary to ensure
compliance(Zhou et al., 2018). However, However, the immutability feature of block-
chain technology can make it difficult to fix errors in the contract. Ethereum is a
widely-used blockchain platform known for implementing smart contracts written in a
language called Solidity(Kumar et al., 2018). Ethereum’s developers develop Solidity,
which is also used by other blockchain platforms. Moreover, Other programming
languages like Java and Python can also be used to write smart contracts on specific

blockchain platforms.

3.3 Existing Work

This section discusses research and proposed solutions to improve the effectiveness and

performance of HIS through the use of blockchain technology.

3.3.1 Blockchain in Healthcare

In the HIMS environment, sensitive private data are the norm and are distributed
between healthcare providers as a matter of course (Cartwright-Smith et al., 2016).
Of concern to providers is limited data accessibility, incomplete data where patients
may suffer actual harm (Meng et al., 2018; Han et al., 2018; Liu et al., 2017), data
provision is timely, and of a form that is compatible with the receiver (Raghupathi et
al., 2014). For example, timely access to patient data is important to ensure continuous
and correct treatment (Gokalp, 2018), and the presentation of patient data transfers

between healthcare providers or treatment facilities (Yang et al., 2015). This raises
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two issues: what data providers require to be shared, and whether systems are in place
to seamlessly share the data (Peterson et al., 2016). To define relationships between
providers, MedRec applies smart contracts where relevant data are preserved on the
ledger. In addition, MedRec empowers the patient such that the patient may choose
to reject or accept the patient-provider relationship (Azaria et al., 2016; Ekblaw et
al., 2016). Shared management of patient records ought to lead to greater control of
personal records by the patient themselves (Sujansky et al., 2010; Wu et al., 2017;
Sadiku et al., 2018).

The security of data held by providers is important where measures are required
to detect and prevent intrusion (Omar et al., 2017). Often, it is inadequate standards
that are applied to authentication methods that result in breaches, for example through
poor access control policies (Dias et al., 2018), credential sharing, or weak passwords.
To address these issues, Zhang et al. (2016b) propose two protocols for DLTs, one to
improve IEEE 8.02.15.6 and establish secure links for mobile devices with unbalanced
computational requirements, the other to distribute healthcare data among Pervasive
Social Network (PSN) devices. Alternatively, making it more difficult to discern access
control privileges with smart contracts Dagher et al. (2018) or with cryptographic
signatures Xia et al. (2017b) may provide the same level of security but with less
overhead. DLTs can also provide a decentralised and consensus-based approach to
privacy, security measures, and patient data tracking (Dorri et al., 2017; Brodersen et al.,
2016a; Han et al., 2018). Abouelmehdi et al. (2018) suggest data integrity is maintained
when a decentralised architecture employed by DLTs, with no single point of failure
and very high levels of redundancy, is deployed.

The blockchain’s implied immutability means that once records are appended to
the chain, they cannot be altered easily (Vimercati et al., 2007). While this presents
advantages like the prevention of unauthorised changes, it also means that errors may

be more difficult to correct in subsequent additions. In such a scenario, an error in
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data requires a new record to be appended and any interface that reads and reports on
the DLT must be able to retrieve the latest entry. In this way, the usability of a HIMS
plays a critical role in patient safety to minimise error rates. Factors to consider when
improving HIMS include naturalness, consistency, error prevention, minimisation of
cognitive load, interaction efficiencies, feedback mechanisms, effective use of language,
and customisability or flexibility (Howe et al., 2018), thus giving caregivers, healthcare
providers, clinicians, and technicians more time for individual patients (Alshamari,
2016). Additionally, instances exist where the quality or veracity of data may only be
assured if there is third party notarisation on a smart contract, for example, when a
biomedical database is queried, the enquirer may need assurance that the data are valid
(Kleinaki et al., 2018).

The volume of data in HIMS across the range of health services is enormous, com-
plex, and heterogeneous. Furthermore, the number of dependent and independent HIMS
that are poorly integrated, the constant updates to existing data, inconsistent data repres-
entation and data structures, missing and incomplete data, and the difficulty in finding
the required answers in large data sets returned from queries make knowledge discovery
difficult and expensive (Hosseinkhah et al., 2009). DLT solutions are presented, for
example, to provide an enterprise bus or as a searchable index (Gokalp, 2018; Zhang et
al., 2017b; Jiang et al., 2018). In addition, applications around supply management and
provenance tracking are mooted for DLTs and a special case for this is the tracking of
drugs by using a chain of custody to trace where drugs have been (Sylim et al., 2018),
and provenance tracking to trace counterfeit drugs that may have found their way into
the supply chain (Bell et al., 2018). Another example of how accurate returns on queries
facilitate knowledge acquisition from data is pandemic or epidemic identification by
isolating, discovering, and driving change for environmental conditions that impact
public health (Rabah, 2017).

Where patients pay directly for healthcare services and where insurance may be
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used to reimburse costs, the insurer needs assurance that costs are accurate and not
inflated (Nardi et al., 2016). Incorrect billing is also a result of inconsistencies in
recorded data, inaccuracies in patient medical histories, and patient information not
shared with healthcare providers and stakeholders (Gokalp, 2018). DLT public ledger
provides transparency and ensures accuracy in billing (Patel, 2018). Furthermore, if
the patient can take ownership of their health record, then the patient should be able
to exercise greater control over expenses and make decisions based on the financial
impact of healthcare costs (Kaur et al., 2018). For example,Rabah (2017) argues that
smart contracts can be applied to a patient’s healthcare record as a means of alerting
providers of treatments or tests that have already been undertaken or additional tests
and treatments they may not be necessary. The table 3.1 on the following page shows
that there is no such study propose for prescription issues and access management
considering Maori and Non Maori people who are facing inequity problem in healthcare
system . Most studies focused on security and privacy, access control of patients data,

and authentication.
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3.4 Technological Solutions Provided By DLTs

The first approach to the use of DLTs involves some variation of a financial or value-
based transactional system (Peters et al., 2015), for example in order to secure transac-
tion integrity, Noyes (2016a) described how to build a peer-to-peer financial multiparty
computation market. Whether DLT's influence will be significant is open to discussion,
and it is questionable whether the hype will outlast the energy required to make the
promise a reality. However, Microsoft and IBM have committed significant investment
into the development of platforms for designing and building apps on DLTs (Cengiz,
2018; Microsoft, 2019). Investment trading platforms provide opportunities for fraud
but, the public ledger provides opportunities to develop apps to resolve risk management
issues and reduce the cost of auditing where blockchain provides a basis for speedier
verifiable data retrieval, improving decision making in areas such as share trading
(Pilkington, 2016; Morini, 2016).

Apart from financial systems, Internet-based applications are moving towards de-
centralisation and the deployment of microservices. Areas such as e-health, the maritime
industry, logistics management, Radio Frequency Identification integration, smart grids,
smart homes, and many more developments have emerged (Atzori et al., 2010; Miorandi
et al., 2012). These approaches provide an avenue for the adoption of new business
models, such as Distributed Autonomous Corporations (DACs) with decentralised
transaction processing in which participants are motivated to interact with sensors and
from the sharing of data, earn income from cryptocurrency coin distribution (Zhang et
al., 2015). However, the decentralised environment creates a complex set of security
and privacy problems and to address this (Hardjono et al., 2016) propose a method of
proof of manufacturer as a means of providing privacy on loT devices. Further privacy
measures can be designed with DLT in identity services, and supply chain and device

management Jaag et al. (2017).
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DLTs are also being used for rewards-based loyalty schemes where customers earn
cryptocurrency coins for performing specific tasks. For example,Gogerty et al. (2011)
describe a cryptocurrency, Solarcoin, from which households earn by contributing
electricity to a grid by producing electricity using solar panels. In another example,
cryptocurrency coins are suggested as a reward system for students that complete
learning tasks (Devine, 2015), however, such a system opposes accepted pedagogical
practice and as such, is unlikely to be adopted on any scale.

Cryptocurrencies have their genesis in the domain of libertarians and so issues
that relate to the inhibition of personal expression and activity have found solutions
in DLTs. For example, Namecoin provides a platform for censorship resistance, de-
centralisation of Transport Layer Security TLS (HyperText Transfer Protocol Secure
HTTPS ) certificate validation, and seeks to provide applications for voting, and not-
ary verification (Kraft et al., 2019), the use of DLTs in other social functions such
as marriage registration, income taxation systems, and patent management have been
proposed and some effort has been made toward achieving these goals (Akins et al.,
2014), albeit with limited success. In addition, reputation is important for organisa-
tions and individuals and is easily lost, thus the proliferation of social media-based
feedback systems, from Google and Facebook to Trip Advisor has become important
to grow and reinforce reputation. However, such systems present weaknesses such as
the motivation of the poster, false/misleading postings, or troll activity. To provide
motivation, a rewards-based approach may encourage greater participation (Carboni,
2015). Such an approach provides a transparent record that is difficult to alter or falsify,
and incorporates an identity verification system. As we are all too aware, academic
integrity is tied to reputation and Sharples et al. (2016) propose an educational record
and reputation system that rewards researchers and provides a means for verifying the
authenticity and the sources of research data.

The use of DLTs in the verification of identity is extended to the actualisation of
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property rights without recourse to legal means (Ishmaev, 2017). The principle is
that data are stored on the blockchain and records are verified as part of the mining
process. However, such a system relies on trust that the data are correct and that errors or
omissions are rectified before they are committed to the chain. Presently, most attempts
at developing this type of solution have been met with failure, from the implementation
of the system to acceptance by the parties involved. Personal privacy is also a concern,
not just for those that are libertarian. In the US, a lasses fair approach to the collection
and ownership of personal data has led to a proliferation of large repositories from
which personal information is traded. Other jurisdictions have seen this spread as a
problem and sought to limit the scope of the collection, for example, Europe’s GDPR.
Zyskind et al. (2015) suggest a technological solution through a decentralised personal
data management system that provides authentication of data ownership.

In another instance in which data are proposed to be stored on a blockchain for
security, Noyes (2016a) stores various signatures to enhance fault tolerance and the
reliability and trustworthiness of security infrastructures. Given the processing overhead
required to update and search virus databases, a rapid and community-based method for
finding matched signatures may be useful but the added processing power required to
validate the entry of data onto a blockchain may negate any advantages. DLT solutions
designed to verify authenticity and provenance appear to present more successful
outcomes than most. Supply chain management is an area that is complex and verifying
product sources, stock movement, and package destinations are difficult and provide
opportunities for DLTs.

Lu et al. (2017) gives an example of product traceability in China. However, such
systems must integrate with existing current and legacy systems, where the system must
be transparent and tamper-proof, be updatable, and decisions need to be made about
what will be stored on the blockchain. Food products provide a special case for the use

of this type of system, ensuring products are fresh, have been properly handled, meet
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local import standards to reduce issues of food-borne illness, and reduction of fraud

and falsified data (Ahmed et al., 2017).

3.5 Blockchain Based Incentivisation

This section presents studies that propose incentive mechanisms and schemes for
different applications. In a reputation-based system, each user is assigned a score that
reflects their likelihood of behaving honestly. This score can identify misbehaving
users by others in the network (Mousa et al., 2015; Pouryazdan et al., 2017; Kantarci
et al., 2015; He, Wu & Khosla, 2006). For example, a user may use a "watchdog" to
monitor their peers’ behavior. If any misbehavior is detected, the user can broadcast the
uncooperative reputation of that peer to others in the network (He et al., 2006). Some
reputation systems also use a combination of centralised evaluations and collaborative
reputation values based on votes (Zhong et al., 2003). However, reputation systems can
also have drawbacks such as lack of formal specification and analysis of incentives,
potential for selfish users to collude, and vulnerability to Sybil and whitewashing attacks
(Feldman et al., 2006).

By exchanging services based on their prior contributions, barter-based schemes like
Tit-for-Tat (Buttyan et al., 2007; Rahimzadeh et al., 2017; Lee et al., 2015) encourage
mobile users to collaborate. These incentives have been suggested as a mechanism for
DTNs and to prevent free-riding in video streaming applications in studies like (Buttyan
et al., 2007) and (Rahimzadeh et al., 2017) . These schemes are constrained, though, in
that they can only be used in applications with lengthy sessions and might not be able
to satisfy the various service requirements of users (Ning et al., 2011).

In Credit-based systems, such as those proposed by(Zhong et al., 2003; Zhang et
al., 2016a; B. B. Chen & Chan, 2010; Wang et al., 2016), a central authority assigns

virtual money to each user. When a user needs help from others, they must pay a
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certain amount of virtual money to the helper. However, as the payments are based on
user reports, selfish users may attempt to cheat the system to maximise their benefits.
Efforts have been made to counteract such cheating behaviors, such as the cheat-proof
credit-based system proposed by (Zhong et al., 2003) and the use of pricing strategies in
game theory frameworks by (Felegyhazi et al., 2006) and (Zhang et al., 2016a). These
schemes, however, assume that the routing path is determined prior to data transmission,
making it difficult to predict who will be rewarded and how much will be paid. Other
credit-based schemes of interest include those proposed by (Zhu et al., 2008) and
(B. B. Chen & Chan, 2010). A layered incentive scheme for dynamic routing in DTNs
was proposed by (Zhu et al., 2008) . To generate new layers, the sender generates a
base-layer message containing the payment policy, and intermediate nodes append a
non-forged digital signature. According to the payment policy, these messages are sent
to a trusted center for validation and payment assignment.

The proposed mechanism in this study focuses on generating and verifying secure
layered messages but needs to include a detailed pricing strategy. Other credit-based
incentive schemes, such as those proposed by (B. B. Chen & Chan, 2010) and (Bogliolo
et al., 2012), have emphasized pricing strategies to prevent selfish actions from res-
ulting in more significant rewards. However, these schemes rely on central trusted
authorities that do not exist in P2P applications and have yet to propose a secure virtual
digital currency system. This study aims to propose a blockchain-based incentive
mechanism/protocol to encourage underserved communities to participate in and use
the healthcare system and be rewarded for their services. However, the study already
formulated research questions related problems identified in Chapter 2 on page 11,
section 3.5. In reference to chapter 3, this Chapter formulated questions and hypotheses

in context of technological solution to the problems identified in Chapter 2.

RQ3 How can unequal access and inequality be solved through Blockchain technology?
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(a) How can Blockchain technology be applied to engage patients with PMS?
(b) How can Blockchain technology be applied to build patients’ trust?

(c) How can Blockchain technology be applied to mitigate inequalities and

ensure the participation of patients in PMS?

RQ4 How specifically to build a Blockchain-Based incentive mechanism to mitigate

unequal access and inequalities in PMS?

RQ5 How the proposed system will be evaluated.

HS5 The proposed Blockchain based framework reduces prescription errors and in-

equality in the healthcare system.

H6 The Proposed incentive mechanism increases engagement and participation in

PMS, improving healthcare outcomes and better patient experiences.

H7 By providing equal access to Maori and Pasifika, the proposed PMS system

enhances the level of trust in the system

3.6 Theoretical Model of the Study

According to Maxwell (2005), a theoretical model is used in research to specify the
relationship between concepts and theories from the literature review. It also helps to
guide the research direction by defining the research problem and allowing the researcher
to generalise and interpret the research idea in order to approach a feasible solution.
The theoretical model also highlights key variables and examines their relationship by
formulating research questions and hypotheses (Trochim, 2006). In this research, the
model’s focus in Figure 3.1 on the next page is on the inequality in access to PMS and

the associated problems. It examines the disengagement of patients from the system due
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to trust and the cost of healthcare services, and how patients’ perceptions of inequality

in the healthcare system contribute to health disparities among Maori and non-Maori in

PMS.
Wrong disengaged
Dosage from PMS
Trust
Prescription Wrong | / ,
management Medications > :::g;: [ blockchain
system
K Cost of health technology based
services / incentivization
A protocol
L medications
Prescription
Cloning
Inequality

Figure 3.1: Theoretical Model

3.7 Conclusion

In conclusion, Chapter 3 examines literature related to blockchain technology and its
potential to address unequal access and inequality issues in Prescription Management
Systems (PMS). The studies reviewed discuss various protocols, schemes, frameworks,
and security models, primarily focusing on security and privacy. However, few stud-
ies specifically address the issue of unequal access and inequality in healthcare and
PMS. The study aims to propose an incentive mechanism to encourage participation,
sharing, and trust in the PMS using blockchain technology. The literature suggests that
blockchain technology can minimise problems related to unequal access and inequality
in healthcare and PMS. Research questions have been formulated in the context of

blockchain technology and the proposed incentive mechanism for the thesis.

e Chapter Preliminaries.
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Blockchain Layers.

Blockchain in healthcare.

* Technological solution provided by the blockchain. Technology.

¢ Blockchain-based incentive mechanism.

» Research Question in the Context of BC.

» Theoretical model of the study.

Chapter 3 provides a background on the potential of blockchain technology in
healthcare. In chapter 4, methods will be developed based on the research questions

formulated in chapter 3.
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4.1 Introduction
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In Chapter 2, an SLR is presented and explains the significance of the theoretical
framework for a HIS by focusing on the prescription management system and its re-
lated issues. It further defines different challenges in PMS, namely unequal access,
inequalities, and engagement of the under-served communities. Chapter 3 presented
blockchain technology architecture and its uses for the HIS solutions. Further, it also
reviewed blockchain based studies and prevalent incentive mechanisms. Thus, the re-

search questions were formulated for blockchain technology solutions for ways through

80
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which unequal access, inequalities and disengagement of under-served communities
can be investigated. Chapter 4 provides an overview of the design of the study, in-
cluding the research framework, and methodology adopted to guide the process steps.
It reiterates the research questions and hypotheses derived in Chapters 2 and 3, and
elaborates the decisions made to make the research functional, and achievable. The
Design Science Research Methodology (DSRM) is adopted and customised for high-
level process guidance and a consistent reference framework. In this way the research
is systematic and follows the learning from many other researchers on how to build and
make innovations through technology applications. Specific methods used to test the
hypotheses are defined, including the mapping of methods to specific hypotheses where
some hypotheses require more than one method for testing. Evaluation methods are
also elaborated to fill specific operational gaps in the high-level DSRM.

The organisation of this chapter includes a presentation of the chosen methodology
and research process in Section 4.2 the question and hypotheses in Section 4.3.3, and

the correlation between questions, hypotheses, and methods in Section 4.4.

4.2 Methodology

The research methodology used in this study is called DSR, which stands for "Design
Science Research." DSR is a methodology that provides a structured approach to identi-
fying a research problem and then designing an artifact or solution to that problem. This
process is effective and it has been used in many research studies in the past. The DSRM
also involves evaluating the design and presenting the results. DSRM is considered
as a solution-oriented methodology, which means it focuses on creating solutions to
problems. Additionally, it contains a rational decision cycle which is a process used to
answer knowledge questions. This methodology is supported by many research studies

and is widely accepted and followed in the research community. Examples of research
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studies that have used DSR include those by (Furda et al., 2019; Wieringa et al., 2012;
Walls et al., 2004; Markus et al., 2002), DSR is widely acknowledged and utilised as a
research methodology in various prominent research domains. The authors highlight
numerous communities of practice that are dedicated to DSR, which include the Associ-
ation for Information Systems (AIS),Design Research Society, Design Special Interest
Group (SIGSAND), AIS Systems Analysis and Information Science Institute (ISI).
Additionally, they also mention several research centers and laboratories that focuses
on DSR, such as the Center for Design Research at Stanford University, UT Institute of
Design at Illinois Institute of Technology, and ISEing-Information Systems Evaluation
and Integration Group at Brunel University. The study plans to design and develop a
framework using DSR (as depicted in Figure 4.1) to address a research problem. DSR
helps to expand human and organisational capabilities through the creation of new and
innovative Artifacts (Dresch et al., 2015). The DSR process is divided into three phases:
problem identification, solution design, and evaluation. The research process starts by
identifying a problem and then designing and proposing a blockchain-based solution.
Once the solution is proposed, then the proposed solution is evaluated. Every action
taken is followed by an evaluation to determine its effectiveness, and the results of this
evaluation can lead to progress in the next stage or a return to the previous stage for
improvement (Peffers et al., 2007; Hevner et al., 2010; Venable et al., 2012).

In this research, the following mechanisms are used to evaluate the design processes:

* In section 4.2.1.2.2, the researcher employed formal methods to assess the incent-
ive mechanism of the BlockPres Artifact. Formal methods employ cryptographic
techniques to ensure the protection of information and communication between
patients and healthcare providers, as well as the patient wallet where tokens are
stored. Additionally, consensus approaches utilising blockchain technology are

employed to guarantee transparency, immutability, and trust.
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* Model-based testing is used to assess both the functional and non-functional
behavior of the system. This approach ensures the reliability and robustness of

the system.

* In Chapter 7, the study developed the BlockPres Prototype, which employed the
Ethereum blockchain and rosbsten network to implement the framework. The

prototype is presented in Section A.

* Quantitative approaches were utilised to evaluate the data collected from the
BlockPres prototype. In BlockPres, the researcher created several accounts for
patients, hospitals, GPs, and pharmacies to test the artifact’s usability. Statistical
methods such as standard error, straight line fit, and R-square were utilised to
calculate different variations. However, the study still needs to evaluate BlockPres’
usability by gathering feedback from experts, which will be included in future

work.

In scientific research projects, methods are tailored to the specific project require-
ments. One potential starting point for creating a set of procedures for design science in
information systems is the method used in design research. The issue addressed in Sec-
tion 2.3 on page 39 is the lack of equal access, inequality in prescription management
systems, and disengagement of under-served communities. The proposed solution is a
blockchain-based prescription management system framework and incentive mechan-
ism to address these issues and promote engagement and participation of under-served
communities. Furthermore, Hevner et al. (2010) discusses the following guidelines in
table 4.1 on page 85. In this research, these steps are used to propose a blockchain
based solution to mitigate inequality and improve engagement and participation in the

HIS.

» Chapter 2 presents the problem identification process, which identifies specific

problems within the context of DSRM.
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* The second phase of the DSR methodology is to produce an artifact, and in

Chapter 5, the study proposes the BlockPres artifact.

* The proposed artifact is designed to address the inequality problem in the PMS and
improve engagement and participation among Maori and Pasifika communities.

For this reason, the study proposes an incentive mechanism.

* The proposed artifact is evaluated against the research questions and hypotheses
formulated in Chapter 2. The testing results of the developed prototype demon-
strate its effectiveness and usefulness in record management and building patient

trust.

* The study contributes to the body of knowledge by publishing journal and confer-

ence papers.

The study followed the DSRM guidelines of (Hevner et al., 2010) and customised

it to the context of this research as discussed above.
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Problem identification

A specific problem must be identified in order to provide a
solution through the creation of an artifact.

Artifact Design

The research must produce a functional artifact.

The significance of the
artifact in relation to the
issue to the Problem

The goal of the research is to create an artifact that can
effectively solve the problem at hand

Evaluation of the Arti-
fact.

The proposed artifact must be evaluated, proven through
testing, and justified in its effectiveness. The artifact should
demonstrate usefulness.

Research Contributions

The research must make a distinct and meaningful addition
to existing knowledge in the field.

Research Rigour

The solution artifact should be developed and evaluated
using thorough and systematic methods.

Communicating the Re-
search Results

The design science research should be communicated clearly
and effectively to both technical and business-focused audi-

ences.

Table 4.1: DSRM Guidelines
Hevner et al. (2010)
Chapter 4 introduces a methodology for designing a research study in the field of
Health Information Systems (HIS) utilising a chosen method of information systems.
The methodology includes a series of steps that can be followed for a successful

outcome.

4.2.1 DSRM Steps

The initial phase of the research methodology for designing a HIS (Health Information
System) is to identify a problem area and establish the objectives of the study. This
phase includes several steps such as problem identification, literature review, and pre-
evaluation of relevance. The literature review is conducted using the PRISMA method,
as detailed in Section 2.1 on page 15, which reveals various issues highlighted in
Section 2.5.5 on page 38. The study focused on the problems faced by the prescription
Management System (PMS), and these problems are identified through a Systematic

literature review. This study’s main focus is to address unequal access in PMS to
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Figure 4.1: Design Science Research Methodology

underserved communities. These communities have a distrustful perception of the
healthcare system due to existing inequalities, leading to their disengagement. The key

points of the problem statement are:
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* According to research by Graham et al. (2020); Gilmour et al. (2016) , under-
served communities perceive the healthcare system as mistreating them or provid-
ing unequal access to healthcare services, which leads to a decrease in trust
towards Patient Management Systems (PMS). These communities often exper-
ience inequalities in the treatment they receive from healthcare professionals,
such as differences in body language, facial expressions, and mispronounced
names. Additionally, during the COVID-19 outbreak in New Zealand, under-
served communities, particularly Maori and Pasifika, had poorer access to the
healthcare system in terms of vaccination policies, and were among the highest
unvaccinated communities (Steyn et al., 2021). These types of inequalities lead
to disengagement from the healthcare system and negatively impact their health

and well-being. Key points are:

* The underserved community may become disengaged due to their low income,

which makes it difficult for them to pay for most prescriptions.

* Most District Health Boards (DHBs) have different systems in place and patient
records are not centralised, creating problems for the underserved community as

they have to repeat treatments and feel disengaged.

Currently, the New Zealand Patient Management System (PMS) is centralised across all
DHBs, but each DHB operates its own information system, which leads to incomplete
information sharing and further disengagement among the underserved communities.
A technological solution is required to address the aforementioned problems. The
following sections discuss blockchain technology as a solution to these problems. The
RQs and hypotheses are formulated in chapters 2 and 3 of the literature review and
presented in Section 4.3. The research gap mapping also identifies the limitations and

the proposed solution.
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Figure 4.2: Research Gap Mapping

4.2.1.1 DSRM-Solution Design

The second phase of the DSR process deals with solution design, which is divided into
two steps: Artifact design and relevant literature review. The literature review step in
this phase is different from the one conducted during the problem identification phase of
the research process. In phase 2, the focus is on relevant scientific articles to understand
the proposed solution for the problem identified in the literature review and the work
that has been done related to the proposed solution. This entry point aims to support the
design of the Artifact, which is documented in the literature review and implemented
in the methodology section to ensure that the design solution achieves the research
objective. The resultant Artifact is a novel blockchain-based Incentive mechanism to

mitigate unequal access or inequality in the Patient Management System (PMS). To
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design and build a solution, the study first designs a framework, secondly proposes the
concept of an incentive mechanism, and then develops a blockchain-based decentralised
application. The blockchain development process follows the DSR methodology and

consists of the following sub-sub-section steps:

4.2.1.1.1 Blockchain Ideation: The primary objective of this step is to design a
high-level framework for blockchain-based systems and how all the stakeholders and
components interact within the framework. Figure 4.3 illustrates a comprehensive view
of the proposed framework. This section describes the process of making the framework.
Firstly, when a new patient visits a hospital or GP for treatment, the healthcare provider
registers the patient’s information in the healthcare system. The patient is then assigned
to a specific doctor for a check-up. At the same time, the patient receives instant
incentives in the form of tokens in their wallet for registration, which improves patient
engagement and can be used to acquire things. Secondly, if patients experience any
unfair behavior from healthcare providers such as lack of attention, delayed treatment,
or neglect, they can use blockchain to sign a smart contract called a Fair Contract
with healthcare providers before receiving health treatment and prescriptions. The
purpose of this contract is to prevent inequality, unethical treatment, or discrimination.
Additionally, the contract will be signed using an API when accessing a patient’s profile
or entering a patient’s details immediately after assigning a doctor or nurse to the patient.
The rules for this contract are discussed under the Fair Contract section

In the second scenario, if patients experience mistreatment or misbehavior, they can
use an API to report the situation to the blockchain network through a Smart Contract.
A verification layer will verify the patient’s identity. The complaint will be broadcaste
to all members, such as the hospital, GPs, District Health Boards (DHBs), and the
Ministry of Health in the blockchain network through the Smart Contract. Then, the

Ministry of Health can analyse the complaint using a verification layer and the smart



Chapter 4. Research Methodology 90

555 Q

, .
7 putients AN

Vi N Distributed Network

=== H

|
|
|
e | 5 \
3] | ]
e = =
o I I
8 2 z . LS
§gi=-=>, £ -7~ ! 5§ . e
5 a T £ 9 | mm e » I QO
o< 1
g oS 9
o3 (-1
- EE
[
\ @»n

QLA VDDV RD
\

BLOCKCHAIN NETWORK

Figure 4.3: Holistic view of Proposed Framework

contract on blockchain technology to examine the patient and healthcare provider’s
history. The history will be examined to check if the patient or healthcare provider
faces any abnormalities or issues or if any past incident between both parties led to
this complaint. In addition, patients can trace and track their appointment time and
duration of treatment and later provide a review regarding the experience or treatment
they received. Patients will have full access to the system and can access records. The
third scenario is that the healthcare system is disengaged, and multiple systems run
in different DHBs, which causes problems. Blockchain technology makes the record

decentralised and available to all healthcare providers under one system.

4.2.1.1.2 Technical Proof of Concept: Framework Evaluation: This step aims to

design an incentive mechanism, create a laboratory prototype based on the Framework
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designed in the solution design section of the DSR process, and conduct a pilot test
using dummy healthcare data. Additionally, the study included stakeholders and experts
to gather feedback on the prototype design and its potential usefulness in the healthcare

system.

4.2.1.2 DSRM-Evaluation

The DSRM framework proposed by Pries-Heje et al. (2008) is utilised to evaluate the
proposed research. An ex-post evaluation approach is adopted for this study, which
involves testing the artifact in an artificial simulation environment. Several researchers
validate this approach in their studies, including (Pries-Heje et al., 2008; Venable, 2006;
Venable et al., 2012) and (Walls et al., 2004). As this approach is employed after the
design and development of the artifact, the evaluation is conducted in chapter 7. Dummy
accounts are created in order to test the artifact. The logical simulation of the model
and the use of formal methods for framework validation in the form of an incentive
mechanism presented in Chapter 4, assure consistency in the approach. According to
March et al. (1995); Hevner et al. (2010) and Hevner et al. (2010), the Framework and
methods proposed during research are classified as artifacts. In the field of Design
Science Research (DSR), both models and methods are recognized as types of artifacts,
as established by (Aken, 2004) and (Kotzé et al., 2015). In Design Science Research,
artifacts refer to the tangible outputs of the research process designed and created to
address a particular problem or challenge. Different types of artifacts can be created in

Design Science Research, including the examples in the following sub-sub-sections:

4.2.1.2.1 Typesof Artifacts: According to Kotz¢ et al. (2015), the outcome of DSR
is the Proposed artifact. However, Kotz¢ et al. (2015) have identified various categories

of artifacts.
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* Prototype: The development of the prototype is based on the Framework designed

for the study.

* Methods: Artifacts related to developing algorithms and practices to solve the

problem.

* Models: These artifacts consist of statements or propositions employed to clarify

a group of constructs to address the research problem.

* Constructs: The construction of symbols, concepts, and syntax are presented in a

specified way to produce an artifact and incorporate the problem.

* Framework : A framework is an interconnected set of models and methods that are
used to develop and evaluate solutions for a particular problem. The framework
provides a design that directs the development of the artifact and ensures that the
solution is effective and meets the desired requirements. A framework can be
used to develop various Artifacts, including software systems, algorithms, and

practices.

4.2.1.2.2 Formal Modelling : The formal methods are used to evaluate the proposed
Framework within the context of Design science research methodology. Formal methods
are utilised as a validation tool to ensure the correctness and reliability of a system.
The formal methods are used to analyse system behavior by applying mathematical
techniques. This process allows for finding potential errors and flaws in the design. By
using formal methods to validate the system, the researcher needs to evaluate the system
against the evidence and check whether the system behaves as intended and is free of
errors that can lead to failures.

Easterbrook et al. (1998) adopted formal methods to design spacecraft fault pro-

tection systems. This approach is beneficial in safety-critical applications, such as
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aerospace and healthcare, where the consequences of system failure can be severe
(Clarke et al., 1981; Queille et al., 1982) (Kripke, 2007). In this study, different types

of formal methods are used to evaluate the Framework.

4.2.1.2.2.1 Cryptographic Techniques: Cryptographic techniques are the core
of blockchain technology and have four objectives: confidentiality, integrity, authen-
tication and authorisation, and non-repudiation. As per Omar et al. (2017), encryption
techniques protect information and communication from unauthorised access. Addi-
tionally, a digital signature prevents user data and information from being spoofed or
forged. According to Benkaouz et al. (2015), user data and information integrity is
guaranteed through a cryptographic technique known as hash functions. The techniques

are an integral part of blockchain technology and are discussed in the next section.

4.2.1.2.2.2 Consensus Approaches: This section of the study discusses the use
of blockchain technology as a decentralised network of nodes that provides transpar-
ency, security, trust, privacy, and immutability. According to Ali et al. (2017), no
central authority controls or validates transactions. Alharby et al. (2018) states that
consensus protocols validate and verify all transactions and decentralise the technology.
In blockchain technology, a consensus algorithm is a mechanism that allows nodes in a
distributed network to agree on the state of the ledger even in the presence of faulty or
malicious nodes. A consensus algorithm’s primary goal is to ensure that all network
nodes have a consistent view of the ledger and that any new transactions added to the
ledger are valid and agreed upon by the network. (Ali et al., 2017; Noyes, 2016b).

Proof of work is a popular consensus algorithm in blockchain technology, and
it is used by the Bitcoin blockchain. Nodes in a PoW system compete to solve a
complex mathematical puzzle. The first node to solve the puzzle receives newly minted

cryptocurrency as well as the ability to add a new block of transactions to the blockchain.
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Once the block has been added to the network, other nodes must validate it to ensure
that it follows the system rules and that the transactions contained in the block are valid.
(Mingxiao et al., 2017; Bhardwaj et al., 2020).

Proof-of-Stake (PoS) is a consensus algorithm used by Ethereum and other block-
chain networks. In a Proof of Stake consensus algorithm, nodes holding a certain
amount of cryptocurrency are selected to validate transactions and generate new blocks
based on their network stake. This technique is frequently regarded as more energy-
efficient than PoW because it does not require the same amount of computational
power to solve mathematical puzzles (Lepore et al., 2020). Additionally, the study pro-
poses a BlockPres incentive mechanism to build equality, and trust, provide incentives,
and ensure engagement and participation. The BlockPres incentive mechanism is dis-
cussed to overcome inequality, unequal access, and disengagement of an Underserved

Community.

4.2.1.2.3 Model Based Testing : Model-Based Testing (MBT) is a system testing
methodology that involves generating and executing test cases based on models of
the system being tested. The main idea behind MBT is that you can test the system’s
behavior more systematically and comprehensively by creating system models. MBT
tests different systems’ functional and nonfunctional behavior and evaluates their per-
formance. It also ensures that the system works as per requirements and is reliable and

robust. (Krichen et al., 2004, 2006a, 2006b).

4.2.1.2.4 Quantitative Approach : The quantitative approach uses statistical meth-
ods to analyse participant data using structured tools like questionnaires. This approach
aims to find correlations between variables and establish relationships between them
in a population. Numeric data is gathered and employed to comprehend the social

significance. However, proposed research in the information system field does not
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involve participants and instead focuses on developing a framework and mechanism
as Artifacts, and evaluating the validity of these artifacts. The research uses statistical
methods to evaluate the results, such as Standard Error, straight line fit, and R-square,

to calculate transaction variation (Creswell et al., 2017; Dixon-Woods et al., 2005).

4.3 Research Question(s)

This section presents research questions formulated based on the literature review in
Chapter 2 and Chapter 3, along with hypotheses based on a theoretical model. The
literature review uses the PRISMA method in Section 2.1 to identify issues in HIS
(Gagnon et al., 2015). The study identified challenges such as inequality, lack of access
to PMS, and disengagement of an underserved community. The following are the

research questions formulated based on these challenges.
RQ1 What issues exist within current prescription practices?

(a) How do prescription issues manifest?
(b) What are the current practices to counter these issues?

(c) Are current practices effective in HIS?
RQ2 What are the reasons for unequal access to Maori in PMS?

(a) Are current PMS accessible and engageable to Maori and Pasifika?

(b) Are Maori and Pasifika trusting the current PMS?

RQ3 How can unequal access, distrust, and disengagement be solved through block-

chain technology?

(a) How can blockchain technology be applied to engage patients with PMS?

(b) How can blockchain technology be applied to build patients’ trust?
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(c) How can blockchain technology be applied to mitigate inequalities in PMS?

RQ4 How specifically to build a blockchain-based incentive mechanism to mitigate

unequal access and inequalities in PMS?

(a) How the proposed system will be evaluated?

4.3.1 Hypotheses

At this stage, six hypotheses are constructed to address the questions.

H1

H2

H3

H4

HS5

H6

H7

H8

The current practices of prescriptions in HIS are not effective and efficient for the

Underserved Community compared to other communities.

Unequal access to PMS contributes to a higher incidence of prescription problems.

Inequalities in PMS with the Underserved Community make the system untrustful

and lead to disengagement from the system.

The cost of healthcare services and prescriptions leads to disengagement from

the healthcare system.

The proposed system for PMS provides equal access to an Underserved Com-

munity and increases the trust factor in the system.

Using the proposed incentive mechanism, the participation, and engagement of
the Underserved Community can be increased, enhancing the trust level in the

prescription system.

The proposed Framework is usable in the prescription system and can be used in

practice.

The prototype is more productive and user-friendly for patients and healthcare

providers.
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The hypotheses presented above will be tested using various methods discussed
in the next section 4.3.2. The questions and hypotheses are all related to the main
problem identified in the literature review. Studies and evidence suggest that unequal
access, inequality, and disengagement caused by trust levels make the prescription
system vulnerable for the under-served community. The development and testing
of the proposed blockchain-based incentive framework, according to the formulated

hypotheses, can help assess the redress of these issues.

4.3.2 Methods for Testing Hypotheses

This section presents methods for testing the hypotheses which fit the research meth-
odology’s context. The methods listed below are designed as approaches for testing
the hypotheses. The following methods are proposed for testing the hypotheses in the

context of the research methodology:

* M1 : Explore the current prescription practices in HIS using SLR.

* M2: Developing a framework to improve PMS using the DSR approach principles,

including formal methods.

* M3: Explore consensus algorithms to suit the scenario best and perform better in

healthcare.

» M4: Explore different incentive mechanisms and propose an incentive mechanism

to minimise PMS issues within the DSR principles.

* MS: Explore approaches to develop Proof of Concept in the form of Decentralised

Application within the support of M2, M3, M4, and within the context of DSR.

* M6: Explores different standard quantitative approaches to evaluate the prototype

and get feedback from the relevant and industry people.
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4.3.2.1 Method 1

Method 1 (M1) involves conducting secondary research in the form of a literature review
using the SLR and PRISMA methodologies. This involves referring to external sources,
particularly peer-reviewed journals and conference papers that discuss Blockchain in
Healthcare, as well as related issues such as inequality, unequal access, trust, and disen-
gagement within the PMS system. Recent articles are also considered to stay updated
on current inequality and unequal access issues. This study aims to comprehend the
essence of the existing problem, establish the problem domain, and create a classific-
ation system. The literature review is conducted from a concept oriented perspective
rather than an author-centric one, as suggested by (Webster et al., 2002). This method
examines current prescription practices and the challenges faced by the underserved
communities in the prescription system. Additionally, this method tests hypotheses H1,

H2, H3, and H4 within the principles of SLR and DSR.

4.3.2.2 Method 2

M2 is a method for defining the conceptual structure and specifications of a blockchain
based prescription management framework. As a result, a conceptual overview of the
framework is validated at a high level, which is subsequently verified utilising the formal
techniques of POW and POS. Other cryptographic techniques like Zeroknowledge Proof
and digital signature are also used to evaluate the framework’s security and efficiency
in terms of cost and speed. The framework is then compared to an incentive mechanism

approach.

4.3.2.3 Method 3

The proposed incentive mechanism is developed in this method. M3 addresses the

processing details of the blockchain-based prescription management framework and
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how the incentive mechanism functions within the framework. It also examines how
the incentive mechanism can benefit under-served communities by promoting patient
participation and engagement. Algorithms are developed to demonstrate the framework
and incentive mechanism’s processing approaches, and the steps are illustrated using a

flowchart.

4.3.2.4 Method 4

Method 4 builds on the approaches presented in Method 3 but specifically focuses on
how a blockchain-based incentive mechanism can develop a decentralised application
(DApp) that provides access and equality in secure communication and storage of
information using IPFS (InterPlanetary File System) through blockchain. IPFS offers a

secure environment for storing patient data and providing access.

4.3.2.5 Method 5

M35 is focused on creating a proof of concept (PoC) for the blockchain-based prescrip-
tion management system (PMS). This method incorporates a sample application and
algorithms into the PMS architecture. Subsequently, the system’s computational feasib-
ility is evaluated by utilising formal methods. A logical simulation of the framework is
also included in this approach. Additionally, a prototype will be developed as part of

the evaluation and PoC.

4.3.2.6 Method 6

This method involves evaluating the framework and incentive mechanism through expert
feedback. A standard quantitative model is used to gather information from experts,

either through a questionnaire or interview.
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4.3.3 Relationship Between Research Questions, Hypotheses, and

Methods: Mapping

Methods are developed in section 4.3.2 on page 97 for testing hypotheses that are
formulated to address research questions. These three elements are interrelated, and
their relationships and dependencies are mapped and presented in Figure 4.3.3. The
map shows how four hypotheses are used to investigate three research questions and how
five methods are used to test the hypotheses. It also depicts the connections between the
hypotheses and research questions, as well as the methods used to test each hypothesis.

The research process includes two methodological approaches: DSR (Design Science

Research) and Formal Methods.
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Figure 4.4: Relationship Between Research Questions, hypotheses, and Methods
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4.4 Conclusion

The research process is adaptable, and changes may be made to the initially established
criteria as the research progresses. For example, the research questions may be reviewed
and revised. It is anticipated that earlier stages of the research process may require
adjustments, and therefore it is expected. Developing research questions, hypotheses,
testing methods, selecting research methodology, and determining the research process
all contribute to a structured and planned approach to initiating research. This chapter
overviewed the various steps involved in Design Science Research (DSR). Research
questions and hypotheses have been constructed to contribute to this research. Addi-
tionally, research methods have been proposed to answer the research questions and
test the hypotheses in the context of DSR. At each research stage, the research design
serves as a guide for the next step. Therefore, the research problem must be defined
at this p oint, and the high-level specifications and requirements of the proposed PMS
framework must be established. Chapter 5 presents the design and architecture of

BlockPres Artifact using Archimate Modeling language.
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Chapter 2 defined the problem of unequal access and inequality in the PMS in
Section 2.5 and Section 2.5.5. Moreover, Chapter 2 presented a systematic literature
review of HIS and established Research Questions and Hypotheses to mitigate the
problems, and Chapter 3 discussed blockchain technology as a technological solution

in Section 3.3.1 and 3.4 as an effective solution. Therefore, In Chapter 4, the DSR

102
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methodology was presented for conducting the research, designing, and evaluating the
solution. The methods are designed to address the formulated research questions are
also outlined in Chapter 4. Thus, Chapter 5 presents the design solution in the context
of DSRM for the problem described in Chapter 2. This Chapter presents the design
and architecture of the proposed solution in the form of BlockPres, a blockchain-based
PMS. First, some of the concepts used in the development of BlockPres are discussed
in Section 5.2 followed by a design of the Blockpres in Section 5.2.1, the system is
broken down into the business, application, and technology layers, with a diagram using
ArchiMate and an explanation of the key components of each layer. Section 5.3 presents
the Blockpres framework. It describes the physical entities and their relationship in the

context of the PMS.

5.2 BlockPres Internal Design

This section presents BlockPres architecture that is designed and developed to mitigate
the problems of PMS discussed in section 2.5.5 on page 38. The Incentive mechanism
is designed in the BlockPres Artifact to answer the questions formulated in Chapter 2in
the context of problems and challenges. Moreover, blockchain technology is adapted to
design a BlockPres Artifact. The researcher discussed blockchain applications and char-
acteristics in section 3.2.2 on page 58 to better understand the technology in the context
of PMS problems. In addition, the researcher presents several other research studies
in section 3.3.1 on page 65 and 3.5 on page 75 to design a blockchain-based solution
for equal access in PMS. Therefore, this section discusses the internal architecture,
consisting of software and information technology components and the different layers.
The architecture is designed using ArchiMate, and it is used to create diagrammatic and
visual representations of the system. The ArchiMate tool provides a holistic view of all

the system components and how the components work together. Moreover, the internal
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design and architecture follow the process, design, and construction of (Gutiérrez et al.,

2020) to develop the BlockPres internal design and architecture.

5.2.1 Design of the System

This section describes the BlockPres design, including its components and layers.
Layered views are created in ArchiMate 3.1 to show the connections between the
components and layers, as shown in FigurevrefBlockPresSystemDesign. BlockPres is
intended to increase patient engagement and participation by offering incentives through
blockchain technology. The architecture of BlockPres is composed of the following
layers: application components, technology services, technology, application services,
process services, processes, and presentation. The characteristics of these layers are

covered in the subsequent sections.

5.2.1.1 Technology Layer

The technology layer of the system includes the hardware components used to support
the system’s functionality. These include communication equipment and servers used
for medical record storage and management. The medical records are saved on the
blockchain, which makes them accessible to all participants on the network. TThe
proposed design includes several types of servers, which are listed in the following

sub-sub-sections.

5.2.1.1.1 Microservices Servers: A specialised server that runs one or more mi-
croservices.Microservices are a software development technique in which a large applic-
ation is constructed as a collection of small, independent, and loosely coupled services
that communicate over a network. A microservices server in a prescription management
system would host one or more microservices responsible for specific functions within

the system. These microservices could include:
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* A microservice for communication with the blockchain network

Each microservice is responsible for a specific task that can be developed, deployed,
and scaled independently. The independent nature of the microservices allows more
flexibility by enabling other microservices to be updated with out affecting the rest of
the system. Moreover, The microservices server in a BlockPres artifact can play an im-
portant role in the functionality of the proposed system by allowing other microservices
to communicate with each other in blockchain network. It would also enable the system
to be more resilient, scalable, and flexible, as each microservice can be developed and

deployed independently without affecting the overall system.

5.2.1.1.2 Database Servers: Database Servers are utilised to store patients’ medical
records on the network. While healthcare facilities may have their systems, they must
be able to exchange information with BlockPres bidirectionally. This would enable the
transfer of locally stored patient data to the network and grant access to participating

nodes.

5.2.1.1.3 Blockchain Servers: The blockchain network comprises smart contracts
that act as an interface for configuring network entities and regulating their connec-
tions with one another to establish a dependable blockchain network. The consensus
mechanism is critical to the operation of a blockchain network. The proposed design
recommends using either Proof of Authority or Proof of Work as the consensus protocol,

depending on their strengths and features.

5.2.1.1.4 [IPFS Server: IPES servers involve healthcare providers uploading patient
records to the local database, as described in the Database Servers section. Subsequently,
the blockchain network receives the records’ location. Prescription files and other data

files are loaded onto IPFS. Some of IPFS’s benefits include its lower upload costs
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compared to the blockchain network and shorter transaction times. Additionally, it

enables healthcare providers to access patients’ records offline.

5.2.1.2 Technology Services Layer

The technology layer offers various services, including blockchain, IPFS, and database
services. It says how information is transmitted within the technology sub-layer and its

application elements.

5.2.1.2.1 Blockchain Services: Blockchain service functions include:

* Backend tasks such as web hosting are executed.

 Establishing a blockchain connection serves dual purposes. Firstly, it acts as a
wallet that assigns unique identities to system nodes for smart contract interactions.
Secondly, it connects architectural layers to the blockchain layer (e.g., Ethereum),

enabling actions and information retrieval from local databases.

* The blockchain is utilised as an information storage for healthcare data, including
medical prescriptions and patient records (treatments, medicines administered,

etc.) from hospitals, pharmacies, and other medical facilities.
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5.2.1.2.2 Microservices Services: The web service acts as an intermediary between
different layers of an architecture and the server. It is responsible for several key tasks
to ensure the smooth functioning of the architecture. Firstly, it establishes connections
between the layers, which can either be unidirectional or bidirectional and synchronous
or asynchronous, depending on the requirements (Li et al., 2021).

Secondly, the web service implements a web communication and delivery protocol
to access the functionalities offered by the suggested architecture. This protocol ensures
the seamless exchange of data and information between the different layers (de Almeida
et al., 2022).

Thirdly, the web service encrypts prescription records to ensure the confidentiality
and security of sensitive patient information. This is necessary to protect patients’
personal health information and ensure their privacy. (de Almeida et al., 2022).

Finally, the web service synchronises the prescription records from local hospital
databases that store the prescription records within the blockchain. This allows for easy
access and retrieval of the prescription records and ensures that they are updated in

real-time (Li et al., 2021).



Chapter 5. Prescription System Design and Architecture 109

web technology services )

Microservices services @)

A
Service standard
messaging

transport

Service Service
messaging composition
Service Service

description registry

Figure 5.3: Web Technologies Services

5.2.1.2.3 IPFS Services: The IPFS (InterPlanetary File System) protocol is a critical
tool that helps the upper layer of architecture in storing large files. Large files can be
challenging to store and retrieve efficiently in a blockchain network. The IPFS protocol
provides a solution by distributing the storage burden to address this. Blockchain
stores only the keywords and file hashes instead of storing the patient’s file on the
blockchain network. This process reduces the time and costs of retrieving and storing
the data. Moreover, IPFS provides offline access to the patient’s files even if one entity
is not connected to the network. IPFS controls and manages all types of records in a
decentralised manner, and no entity in the network controls the data. IPFS removes
multiple copies of the same record, reducing congestion in the network and improving

efficiency (Zareen et al., 2021; Doan et al., 2022).

5.2.1.2.4 ERC20services: The ERC-20 token is used as an incentive in the proposed
system to encourage patients to use the prescription management system and share
healthcare records honestly with healthcare providers.

The ERC-20 token is a digital asset developed by an organisation specialising in

technology. The tokens can be used for various purposes, such as rewarding patients
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for engaging and participating in the Healthcare system and using healthcare services,
completing specific tasks, or giving users the right to vote on decisions. In the beginning,
the ERC-20 tokens are sold to investors through an initial coin offering (ICO) to raise
funds for the newly launched tokens. The Ethereum community approved the ERC-20
as a standard to ensure the interaction of tokens (Morales et al., 2020).

The ERC-20 smart contract has six functions and two events, as shown in figure 5.4.
The Total-Supply function indicates the total number of tokens in the smart contract,
and the second function shows the number of tokens owned by an account. The Transfer
function enables an address to send tokens to another address. The Transfer-From and
Approve functions work together to allow an address to send tokens on behalf of another
address. The Approve function permits a token owner to approve an address and allow
the receiving account to spend the tokens. The Transfer-From function permits the
receiving account to send the tokens. The Allowance function allows the token owner
to see the number of tokens the receiver still has and can withdraw from the account.
The execution of functions such as Transfer-From, Approve, and Transfer triggers the
event phase. Sending ERC-20 tokens to an address using the Transfer operation, where
the address does not have smart contract code to interact with the address, leads to the

loss of tokens. The EOA event can make the operation secure (Chen et al., 2020).

5.2.1.2.5 Database server Services: The database services mentioned in the fig-
ure 5.5 refer to computer systems that manage and store healthcare providers’ medical
information and patient health records. These services control and regulate access to the
databases where every healthcare provider must store patient records locally. In other
words, these database services act as gatekeepers for accessing patient information and
ensure that the information is securely stored, organised, and protected. The database
services listed in the figure are examples of such systems used in the healthcare industry

(Schmidt et al., 2019).
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5.2.1.3 Application Component Layer

This comprises four components: PMS component, smart contracts, security, synchron-
isation, and encryption. These components provide the platform for users and promote

the privacy and security of the platform. These functions are highlighted as follows:

5.2.1.3.1 PMS components: The PMS component is composed of a healthcare pro-
vider, an HL7 component, healthcare data standards, data acquisition, data repositories,

and a zero-knowledge proof (ZKF) Component.

 Healthcare Provider:
The healthcare provider manages the structure of data for records, such as the
various sections and fields that may be contained in the records. They are only

responsible for the records stored in the healthcare provider’s database.
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e Health Level Seven (HL7):
This is a group of global standards that provide guidance on the transfer and
sharing of data among healthcare service providers. The standards are used in the

exchange, sharing, integration, and retrieval of health information in electronic
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format. Adopting these standards supports healthcare management and practices,

evaluation, and delivery of services.

» Data Acquisition:
Data is made available to accountability or learning systems through various
means, such as abstracting from paper records, entering directly into a computer
system, and reusing data that was collected through different systems. Information
capture takes various forms, such as free text and clinical imaging, such as x-
rays, motion video, and binary e-data representations, such as laboratory values,
operational status, and device settings. Other forms include waveforms, graphical

codes, and clinical encoding (Salem et al., 2019).

* Data Repositories:
A data repository is a database for collecting and storing patient health inform-
ation from various sources. It is optimised for storing and retrieving patient
information and is used to support healthcare delivery, clinical decision-making,

and surveillance support.

» Zero Knowledge Proof (ZKF):
Zero-knowledge proof (ZKF) is a cryptographic method used to verify the in-
formation without revealing any additional information beyond the fact that the
information is true. In this study, the patient’s privacy is also a key concern in the
BlockPres artifact. Using ZKF, healthcare providers can view patients’ informa-
tion in compliance with specific criteria, e.g., being older than 18 or having some
medical problems. Without revealing any other information, the provider can

access patients’ information. This process ensures the patient’s privacy (Banerjee

et al., 2022).
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5.2.1.3.2 Authorisation Component: This Component is responsible for assigning
roles to entities, providing access to system users, issuing keys to users, and registering
and verifying the user accessing the records from the healthcare provider database and

blockchain.

Authorization component)

l:illj Authorization component

Admin —O
component

Permission —( Verification
component component

key

component —O

I

Figure 5.7: Authorization component

* Admin Component :
This Component manages role assignments for system participants. Every re-
gistered participant in the system is assigned a specific function, such as doctor,
patient, administrative, or other roles, which entails different levels of access that
correspond to the assignment of predetermined permissions to achieve simplicity

by establishing user access to clinical data for patients.

e Permission Component:
The permission component manages access requests for patient clinical informa-
tion. Requests may be issued by doctors or other entities, but only if the approval
is given by the patients or the family doctor. When approved, it establishes a
relationship between the record of the patient and the participant whose request

was approved.
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* Key Component :
The core component manages and creates user accounts, allowing them to parti-
cipate in transactions and communicate within the blockchain network. Unlike
traditional systems, which use a password/user combination for authentication,
the blockchain utilises accounts with cryptographic pairs of private and public
keys as access credentials. As a result, every user must have an associated account
in the blockchain with their private and public keys as their access information.
The core component also generates the private and public keys used by the encryp-
tion component for encryption purposes. The accurate creation, administration,
and verification of these keys are critical for the successful implementation of

EMR encryption (Gutiérrez et al., 2020; Mamun et al., 2022).

e Verification Component:
The authentication component is in charge of registering and validating various
system actors, such as doctors and hospitals. During the registration process, a
user is assigned a name, password, and access level, with default limited access.
This Component also generates private and public keys for use in interacting
with the blockchain, which are saved in the user’s system account for future use.
The keys are later used as encryption keys, with the public Key stored in the
blockchain for information sharing between system users and the private Key
kept secure with the user. The user will use the assigned password, username,
and private key to gain access to the system (Gutiérrez et al., 2020; Mamun et al.,

2022).

5.2.1.3.3 Smart Contract Component: The Ethereum smart contracts are used to
create digital versions of medical records stored on the network by various entities. The
contracts contain information about record ownership, authorised entities, permissions,

and patient prescriptions. The blockchain transactions include cryptographically signed
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instructions for managing properties, and the smart contract functions enforce policies
through legitimate transactions that modify the data. The rules can be structured to
enforce any regulations related to medical records as long as they can be expressed
computationally. For example, a policy may require separate consent transactions from
the patient and healthcare professionals before granting viewing access to a third party
(Khatoon, 2020; Gutiérrez et al., 2020).

The smart contract system can instruct workflows and incentivisation processes,
with functions for authorising entities and verifying patient tokens. Smart contracts
stored on the blockchain can be designed with various conditions, from managing
access permissions to offering incentives. Data authorisation rules are defined in the
smart contracts and help track actions from origin to completion with unique IDs.
The processes are well-defined and embedded within the smart contracts, eliminating
the need for centralised entities to manage and approve operations, and reducing
administration costs. The medical records are stored in a local database for performance
and economic reasons, and the data’s hash is committed to the blockchain as part of the

block’s data aspect (Pham et al., 2018).

5.2.1.3.4 Encryption and Synchronisation Component This section discuses to

ensure that PMS record is encrypted and synchronised on the Blockchain network.

encryption & synchronization componer}k

g Encryption and synchronization component
records

local database blockchain

encryption

component O Em

encrypted records component
p % IPFS

Keyword
transfer
index

Figure 5.8: Encryption and Synchronisation Component
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* Encryption Component: Cryptography is the process of encoding information
to keep it confidential for authorised individuals only. There are two types of
encryptions in cryptography. Secret key encryption uses one key for encrypting
and decrypting the data, known as symmetric encryption. On the other side,
public key encryption uses two different keys. The public key is shared with the
concerned parties, and the private key is secret.. The BlockPres system employs
public key cryptography as it offers higher security and extra caution must be

taken while sharing the private key with users.

» Keyword Transfer Index: Once the registration is completed, the patient’s in-
formation is saved in a local database. The keyword transfer index then sends
keywords of the patient’s prescription to the blockchain. When a healthcare
provider views the patient’s records, they only see the keywords, which retrieve
the actual records from the provider’s local database, reducing the cost and time

of storing large files on the blockchain and retrieving the records.

5.2.1.3.5 Synchroniser Component: The synchroniser component acts as an in-
termediary between the healthcare facilities’ internal databases and the blockchain
network. It works by temporarily storing the blocks and transactions that need to be
sent to the blockchain, before finally transmitting them. Additionally, it ensures that
the tokens generated for patients are properly synchronised with their wallets, enabling

them to keep track of their medical records and information on the blockchain.

5.2.1.4 Application Services Layer

The application layer makes the services provided by its component parts accessible.
These services consist of authorisation, execution of smart contracts, PMS services,
security encryption, and synchronisation. These services are used by the BlockPres

process layer and are supported by the PMS, encryption, security, and synchronisation
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components. The application’s security service comprises key management, authentica-

tion, and permission services.

5.2.1.5 Application Processes Layer

The layer implements three processes to make BlockPres architecture functional: au-
thorisation, user and incentives, and prescription record. The processes are described as

follows.

5.2.1.5.1 User Processes: The healthcare provider begins by registering the user
and then verifying their identity. The system utilises the verification services from
key, authentication, and administration components. If the request is for "creation,"
the patient is rewarded and the user’s data is registered and supported by the data
registration service provided by the authentication component. The patient receives
the private key for storage after the system generates the public and private keys for
the blockchain. Access is determined based on the user’s type and role and granted by
the administrative component. The transaction is completed through the application

services of the synchronisation and encryption component, which obtain, encrypt,
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and save transaction information on the blockchain. For requests other than creation,
such as updates or reads, the user’s data is verified using the data registration service
from the authentication component and the request is processed. The transaction
is completed through the application services of the synchronisation and encryption
component, which encrypt and save the transaction information on the blockchain and

local database.

5.2.1.5.2 Authorisation Processes: Healthcare service providers, such as doctors
or hospitals, initiate the process by requesting access to the patient’s prescription record.
The patient or authorised guardian authenticates themselves using the authentication
service from the key, authentication, and role component. The patient then uses the
CRU (Create, Read, Update) functionality to grant access to new users and modify
or update access to his or her medical data based on the access service provided by
the role component. The transaction is finalised by the application services of the
synchronisation and encryption component, which obtain the transaction data, encrypt

it, and store it in both the blockchain and local database.

5.2.1.5.3 Incentives Processes: Incentive processes in the application processes
layer of anachronistic model in prescription management systems involve rewarding
patients or users for participating in the process. This layer is responsible for man-
aging the application processes that are performed within the BlockPres system, and

incentivising patients is one way to encourage their engagement.

5.2.1.5.4 Prescription Record Processes: A patient visits a provider of medical
services to start the process. Then, using the authentication service provided by the
key, role, and authentication components, the provider authenticates themselves. The

system determines whether the provider is authorised to view, create, or modify the
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patient’s medical records. The provider can perform CRU (Create, Read, Update)
operations on the patient’s ER through the Electronic Medical Record (EMR) application
service, which is supported by the obfuscator, HL7, and the synchronisation and
encryption application services from the synchronisation and encryption components,
if the provider is authorised to access the EMR. The role component’s system access
service typically makes it possible for medical service providers to request access to
the EMR if they are unable to access the patient’s records. The synchronisation and
encryption application services obtain the transaction data, encrypt it, and save it in

both the blockchain and local database. This completes the transaction in either case.

5.2.1.5.5 Processes Services Layer: The layer exposes the services provided by
the process layer. The presentation layer uses these services to advance the processes.
There are two classes of these services: process security services and EMR services.
These services are available to users, who can then rely on the processes offered in the

process layer for functionality.

5.2.1.6 Presentation Layer

The presentation layer is the output layer of the system. It contains the browser-
supported web client through which users can access the system. In addition, interfaces
for patients, clinical use, and administrative use are included. These interfaces make it
possible to manage and consult EMR, local and administrative entities, and adminis-
trative functions. Local administrative staff in healthcare facilities use the interface for
tasks such as assigning a physician to a patient. The administrative entities interface is

used to create or update system users.
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5.3 BlockPres External Framework

In this section, the BlockPres external framework is presented. The researcher defines
the internal architecture of the BlockPres in Section 5.2. The internal and external
framework and architecture are based on the proposed studies in section 3.3.1 and 3.5.
Since the overall BlockPres framework is extensive, this will only address those related

to hospital and GP generated prescriptions are defined.

5.3.1 System Components

This section provides descriptions of the entities or system participants involved in
BlockPres. In order to enhance the efficiency of patient treatment and to build trust in
the system, healthcare providers want to share patient healthcare records with peers.
The framework consists of system components that include the New Zealand Ministry
of Health (MOH), healthNZ and healthcare providers such as doctors, nurses, hospitals

and pharmacies (Key health sector organisations and people, 2021).

5.3.1.1 Ministry of Health (MOH)

Controls the healthcare system running in New Zealand. All healthcare providers and
pharmacies are registered with MOH. In BlockPres, MOH generates parameters for

healthcare providers and provides a unique public key.

5.3.1.2 HealthNZ

Exists in each district to control and manage healthcare providers and pharmacies.
HealthNZ is responsible for the integration of services provided to healthcare providers

and patients.
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5.3.1.3 Healthcare providers

Medical service providers who provide medical services to patients. The healthcare
providers consist of medical staff such as doctors and nurses. Medical staff have
access to local computer systems and HIS. In BlockPres, the doctor enters patient data
and the data are copied to a hospital server. The local database maintains a private
blockchain that verifies incoming blocks. The doctor broadcasts unique keywords
generated from individual patient records to a public blockchain. Patient registration and
prescription records are stored locally. When a healthcare provider receives a request
from another healthcare provider to a access patient record, the public blockchain

provides authentication of the entity.

5.3.1.4 User

Users are patients in the system and are the primary entities in BlockPres. Patients
can either register online to see the doctor or visit in person to obtain an appointment.
Each user obtains a public key called a National Health Index (NHI) to interact with
the healthcare provider or doctor. The specific NHI number is evidence that the patient

receives the treatment and the doctor then generates the record.

5.3.2 System Design and Workflow

The BlockPres framework and its workflow Figure 5.10 is divided into the following
three sections: the application layer, data storage layer and service layer. The figure
describes the patient’s registration and prescription process from a healthcare provider
to a pharmacy and how patients obtain incentives, and registration provides permission

to their records. The capability to store data on blockchain and IPFS is also included.
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Figure 5.10: BlockPres Framework.

5.3.3 BlockPres Application Layers

The application layer provides an Application Programming Interface (API) for the

system participants. The system participants are denoted by the following.

Patients  PTw(PTy, PTy, PTs, ... PT,,)
Doctors DTy (DTy, DTy, DT3,...DT,,)
Nurses Ng(Ny, Noy N3, ... Ny)
Hospitals Hy(Hy,Hs, Hs, ... Hy,,)

Pharmacies PHy(PH,, PH,,PHs,... PH,,)
Figure 5.11 illustrates the booking and registration process. When the patient, P71,

is registered with BlockPres, they are provided with public and private identifiers (IDs).

The IDs allow for further interactions on the system and the authorisation of events as
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they occur. The patient, PT, obtains an appointment online by using the API or he
can travel straight to the hospital. Figure 5.12 illustrates the consultation process and
Figure 5.13 presents the prescription process of patients traveling from the healthcare

provider to the pharmacy.
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Figure 5.11: BlockPres booking and registration process.
5.3.4 BlockPres Data Storage Layer

Participant records are stored at the data storage layer. When a patient, PT, visits a
hospital Hx or general practitioner GP Sk for service, the Hx administrator registers
the patient’s presentation information; otherwise, the patient P77 registers %online
with a device and using the API Figure 5.11.

Algorithm 1 presents the patient registration to the diagnostic service process.
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Figure 5.13: BlockPres prescription process.

For any case, a Registry Contract, RC (part of the Smart Contract, SC), is required to be

signed. The patient, PT, provides personal information and presentation information
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in the RC. During the consult, the doctor, DT, assesses the patient, PT}, and, where
it is required, prescribes treatment or makes a request for further testing (Figure 5.12).
When a doctor, DT, prescribes medication or makes a request for tests (Figure 5.13),
a transaction will result and consists of the IDs for the doctor (DT ), patient (PT),

details of medications or tests, dosage instructions and a timestamp.
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Algorithm 1: Patient visits the Hospital/GP for a specific problem

1 PTyRegistration — online or visit hospital //patients register to hospital
2 while (register==true) do

3 PTx - PKp||SKp||RC

4 H(PTg,) — medical_record

5 end

6 DT check PT) : decrypt record — auth

7 if PTx == serious then

8 Admitted (PTy ) == hospital

9 | Update_record (DB(H,) - PUy,.(keyword))
10 else

11 Prescribe (medication) - PT

12 | Update_record (DB(H,) —» PU,.(keyword))

13 end

14 PTyvisits > PHy(get Record)(PTk) : auth( PTk)||PKp||SKp

15 if (PTy == true) then

16 Deliver - medication : Update_record( DB(PH;) —» PU.(keyword))
17 else

18 (PTk == false) then

19 Discard: process_medication

20 Deliver— medication: Update_record DB(H;) - PU,.(keyword)

21 end

When the transaction is assembled, the record is stored in a transaction pool to be
added to a block in a D B for the hospital H . When the pooled transactions have been
validated, they are added to a public ledger. Note that no patient data are added at this

point. The public ledger can only contain a record of the smart contract’s existence.
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A patient, PT%, may then visit a pharmacy or other healthcare providers Al-
gorithms 2 and 3 and provide the public key to grant access to the prescription trans-
action Figure 5.14. The pharmacy will use the patient’s (P71 ) private key to decrypt
the transaction. The service agent cannot have access to the key itself because this
is an automated process. A record of the completed prescription is created, which is
encrypted using the patient’s (P71 ) private key and stored on a single chain and then

submitted to the public chain.
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Figure 5.14: BlockPres data storage process.

5.3.5 BlockPres Service Layer

In this layer, data are stored in a second layer by healthcare providers and uploaded to a

public blockchain, PUbc, to provide services to the healthcare provider (Figure 5.15).
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Algorithm 2: Accessing patient’s record from a different healthcare provider
Input: PTx,NHI, Hy,ID, PTj,,, keyword Index
Output: patients record

1 Hy—» PUy.» PTx NHI - Kw

2 while (search KW ==true) do

3 | if Hy — grant_Access ||PT N HI ==(true) then
4 KW - PITNHI - KFEY == (authorize);
5 Verify_ Hy, - PT' NHI == true;

6 else

7 ‘ f

8 end

9 alse;

10 return;
11 end

The lower layer, [, holds encrypted data from patients and information is stored in a
healthcare provider database, D B, and then the data are broadcasted to the decentralised
and distributed network. The selected systems are responsible for verifying the blocks of
data before forwarding them to the public blockchain, PUbc. In this phase, the patient’s
(PT¥) record is stored in a public blockchain (PUbc), for example, the InterPlanetary
File System (IPFS) (Ismail et al., 2020; Fan et al., 2018; Brodersen et al., 2016b). IPFS
is a Distributed File System (DFS) that operates as an alternative to the Domain Name
System (DNS) that currently dominates the Internet. IPFS promises to distribute the
World Wide Web and render it more efficient. IPFS is appropriate for this solution
because it can store large files and the data can be retrieved using keywords or a hash of
the related content (Christidis et al., 2016; James, 2018; Bell et al., 2018).

Figure 5.16 illustrates communication and transaction processes between entities
in the healthcare system and Algorithm 3 describes the process of obtaining patient
records from various hospitals. When a third-party provider such as a pharmacy needs to
access a patient record, permission is obtained from the patient (P7%). The healthcare
provider sends a service request to the public blockchain, PUbc, and then to a healthcare

provider, Hp. The process of accessing the data is secured by public encryption with
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Algorithm 3: Patient’s visits to a different hospital

1 //Patients visit to a different hospital P7;Registration — online or visit hospital
while (register==true) do

PTx(H,) —» PKp||SKp||RC

H(PTg) — medical_record

DTy check PTy : decrypt record — auth

if PTx == new(true) then

treatment (H»)||PTx

Update_record (DB(Hy) - PUy.(keyword))

10 else

11 PTx == new(false) then

12 Request (get_record) (PTx) - PUy.(keyword) >~ DB(Hs) :

13 Request_accepted (get_record)||encrypt(PTx _record)

14 treatment — medication/test: Update_record DB(Hs) — PUy,. (keyword)
15 end

2
3
4
5 end
6
7
8
9

search keywords (James, 2018; Linnet, 2018). The healthcare provider must sign the
patient’s PTx RC on the SC' and then sign a Permission Contract to access the patient’s
PTy data. In order to access the patient’s (P7Ty) data, a Permission Contract (PC)
is used to sign an agreement between healthcare providers and to obtain confirmation
from the patient (P71 ) before sharing their data with other providers. Moreover, this
phase includes an incentive mechanism (Algorithm 4) to encourage patients to use the
healthcare system and to behave honestly when sharing medical records with healthcare
providers. In return, patients will obtain incentives as Ethereum tokens by using the
ERC-20 protocol (Gervais et al., 2016; Buterin, 2015). Patients can use the tokens
earned wherever they may be redeemed to obtain discounts on healthcare charges,

to purchase coffee in a coffee shop, to purchase apparel from clothing stores and so on.
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Figure 5.16: BlockPres transaction processes.

The BlockPres framework provides critical functions. The first function is to
enhance equality across the PMS. Secondly, the network is decentralised and thus

records are distributed since the blockchain is highly redundant (Vasin, 2014; Hussein
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et al., 2018). Every network node receives an updated copy of all records (Zhou
et al., 2018; Zhang et al., 2017b). Thirdly, the system provides integration, which
enhances integrity and trust. The fourth function is to provide an incentive mechanism
to encourage patients to participate and use the healthcare system and to behave honestly

to obtain rewards in tokens.

Algorithm 4: Patient Obtaining Incentives

Input: Grant_access, PT, DT, Hy, KW

Output: tokens transferred

Hy - PUy,.—- H - KW

while (register==true) do

if Authorize_ PT — Grant_access == (true) then
H, — Get_access||key|| PT;
PT — Token — MyEtherWallet == (confirmed);

else

end
return

10 end

=T CHEES - 7 O SR

5.3.6 IPFS Services in BlockPres

This section presents Interplanetary File System (IPFS) services in the proposed Block-
Pres Artifact. The purpose of IPFS is to store, share and access the record in a secure

and encrypted manner.

5.3.6.1 Storing Data on IPFS

The registration is the first step to start storing data on IPFS, and it is already discussed
in Section 5.3.3. This is the beginning of the Process of storing prescription records
for patients. This Process comprises several components, including a local database,
authentication, synchroniser, data encryption, and IPFS upload. The synchroniser

is responsible for uploading data from the local database to the blockchain network,
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including unique search keywords, strings, and file hash. If the user is not logged into
the blockchain network, the file hash will remain in a queue until the user logs in. Once
logged in, the file hash will be uploaded to the blockchain network, and both the file
hash and file will also be uploaded to the IPFS.

ﬂ
4
i 4. obtain IPFS Hash
patients l
5. authorization request 5. sending hash to get data
accept or deny 6. Decrypt Record
token in wallet 7. Extract Record

¢7smart contract
Dap 2. Request Record
Authorization of H2 P 3(_1fi|e hash
share record 4. smart contract sign
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1. etheruem address and public key Request record by H2

< i Etheruem netwrok
|
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Figure 5.17: Storing Process using IPFS

5.3.7 Accessing Data on IPFS

To access patient prescription records stored on both the blockchain and IPFS, healthcare
providers require the patient’s Ethereum address, private key, and file hash. When
a request is made to IPFS for a patient’s prescription record, the patient receives
authorisation notifications on the decentralised application. Patients are given the
option to either provide authorisation or deny the request. If authorisation is granted,
patients receive incentives through tokens, which can be used to obtain discounts on
prescriptions or purchase items from shops. Furthermore, in this scenario, the Record
Access Contract is revoked, and POW validates the request to ensure that the transaction
requested is legitimate once the patient grants authorisation. Healthcare providers

access the records using the file hash and the patient’s private keys from IPES.
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Figure 5.18: Accessing Process using IPFS

5.3.8 Sharing Data using IPFS

Healthcare providers hp; share patients’ records based on requests received by the other

healthcare provider hp,.

ﬂ
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Figure 5.19: Sharing Process using IPFS

Consider a scenario where a patient visits a healthcare provider hp, in another city
for treatment. During the visit, healthcare provider hp, requests access to the patient’s
previous medical history and records. To do so, healthcare provider hp, contacts

healthcare provider hp;, who had previously treated the patient, and requests the
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patient’s records. However, to access the records, the patient’s consent and authorisation
must be obtained to share their records with healthcare provider Ap,. Once the patient
grants consent and authorisation, they receive incentive tokens, and healthcare provider
hps receives the patient’s private key to access the records.

Healthcare provider hps, then updates the patient’s new treatment or prescription
report to the blockchain network and IPFS. To ensure the privacy of patients’ data, the
system uses Zero-Knowledge Proof to safeguard patients’ privacy while sharing and

accessing prescription records among healthcare providers and pharmacies.

5.3.9 Algorithms’ Description

In this section, the algorithms used for storing, accessing and sharing data on IPFS are
described one by one. Algorithm 5 discusses how data stored in the IPFS and hashes
are generated and stored in the blockchain. Once the data is stored in IPFS, it checks
the authentication and the permission level assigned to every new medical entity M,,,;.
If the medical entity is authorised, a patient-medical pair is formed. Data is accessed
and shared according to the permission levels (Algorithm 6, ranging from O to 2. 0

means no data sharing, while 2 means maximum data sharing.
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Algorithm 5: Algorithm of Storing Data on IPFS

1 Initialisation
2 Inputs: Patient data F,,,, Patient ID P;p, Medical entity M.,,;, Medical
entity’s 1D MentID

3 Output: Send data to the M. nt
4 for (Each P;p = 1, ..., n) do
5 Check for the authorization of the patient
6 if Patient is authorised then
7 | Ask for the data to be saved
8 else
9 ‘ Discard the patient
10 end
11 end
12 for (Each M., ip = 1, ..., m) do
13 Check for the authorisation of the medical entity
14 if Entity is authorised then
15 ‘ Entertain the data request
16 else
17 | Discard the medical entity
18 end
19 end
20 for Data uploaded by authorised patient do
21 Store the information in IPFS

22 Assign hash to each file stored in IPFS

23 Send the hash value to the blockchain

24 end

25 for Each new incoming file retrieval request do

26 Check for the authorisation of the M,,;. Check for the permission level of
Ment

27 if M., is verified and Permission level = O then

28 ‘ Do not create a P;p and M.,,;;p pair for data sharing

29 end

30 if M., is verified and Permission level = I then

31 ‘ Create a P;p and M,,,;;p pair and share basic information

32 end

33 if M., is verified and Permission level = 2 then

34 \ Create a P;p and M,,,;;p pair and share all information

35 end

36 end

37 End
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Algorithm 6: Algorithm of Access and Share Patients Record on IPFS

1 Initialisation

2 Inputs: Patients, Medical entities (Hospitals, Clinics, GPs) My, My, ..., M,
3 Output: Medical Entity Access Patients Record

4 for M, Request M, for P, record do

5 M, check authentication of M,

6 M, Check P, record in system

7 if P, record found then
8 | Proceed further
9

else
10 ‘ Not found
11 end
12 end

13 for M, Request Py for authorisation using Zero Knowledge Proof and Public
Key Encryption Schemes do

14 if P, Granted Access then

15 Proceed further

16 M5 Granted Access to M;

17 Update DB and IPFS

18 P, Gets Incentives (Token) in Wallet
19 else

20 P, denied Access

21 end

22 end

5.4 Conclusion

In conclusion, system design and architecture are crucial aspects of software engineering
and information technology that aim to provide specific functionality by creating
standalone units or components that work together. Using a modeling language such as
ArchiMate allows for creating visual representations of systems and their components,
facilitating better organisation and management. Layered architecture is a widely
used method for designing and implementing IT systems. The design of BlockPres is
presented using archimate, which aims to improve patient engagement and participation
by providing incentives using blockchain technology.

The BlockPres framework is a comprehensive system for mitigating inequality and
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patient engagement using incentives. Moreover, sharing patient healthcare records with
healthcare providers, consisting of various system components, such as the New Zealand
Ministry of Health (MOH), HealthNZ, healthcare providers, and users. The framework’s
design and workflow involve three sections: the application layer, data storage layer,
and service layer. The system allows doctors to enter patient data and broadcast unique
keywords generated from individual patient records to a public blockchain. Patients are
given a National Health Index (NHI) public key to interact with the healthcare provider
or doctor. The system stores participant records at the data storage layer. The lower
layer, H1, holds encrypted data from patients, which are stored in a healthcare provider
database and then broadcasted to the decentralised and distributed network. Moreover,
IPFS is used to store PMS and patient records securely. Altogether, patients will be
incentivised throughout the process using the proposed framework. The BlockPres
framework can improve the patient engagement process using incentivisation and the
efficiency of patient treatment and build trust in the healthcare system. The next chapter
discusses and presents the construction of the proposed incentive mechanism within the

BlockPres Artifact.
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The theoretical aspect of the technological solution in the form of blockchain techno-
logy is established in Chapter 3. Blockchain solutions are discussed in the sections 3.2.2,
3.3.1 and 3.5. However, instead of inequality, engagement, and participation in PMS,
studies focused on other issues. As a result, this study proposes an incentive mechanism
to reduce inequality while increasing engagement and participation. Chapter 5 de-
scribes the design and architecture of the BlockPres Artifact. This chapter describes the

Artifact’s internal architecture using Archimate language modeling, providing insight

139
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into how the Artifact works. This chapter also presents BlockPres’s external design, as
well as the functionality of its components and the incentives for engaging with HIS.
The proposed solution as an incentivisation mechanism for the PMS is presented
in this chapter 6. The concept of incentivisation and its potential impact on patient en-
gagement in healthcare is explored in Section 6.2. The incentive mechanism to address
unequal access is discussed in section 6.3 on page 144. The proposed incentivisation
mechanism is discussed in Section 6.3.1 on page 146, and a concrete construction of the
mechanism using formal modeling is presented in Section 6.3.2 on page 147. Finally,
a security analysis is completed to ensure a secure incentive process from patient to

provider as well as secure data transmission.

6.2 Defining Incentivisation and Patients Engagement

The BlockPres Artifact is used to explain how patients can be incentivised to engage
and participate. Section 3.5 discusses various studies proposing different incentivisa-
tion systems, including a reputation-based system discussed by (Mousa et al., 2015;
Pouryazdan et al., 2017; Kantarci et al., 2015), in which users are assigned a score
reflecting their behavior, and those with lower scores are considered dishonest. Other
incentivisation systems, such as barter-based schemes and credit-based systems, are
also discussed in Section 3.5. All of these systems are designed to improve users’ beha-
vior and participation. This section follows the existing studies to design an incentive
mechanism in Section 6.3 that can encourage patients to engage and participate.

In this section, the concept of patient engagement through incentivisation is defined.
While the incentivization process is briefly discussed in chapter 4, this section elaborates
on how incentivisation is implemented within the BlockPres Artifact.

Incentivisation and patient engagement processes can be effective strategies to

address these inequalities and improve access to healthcare services for the Maori, as
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presented in Figure 6.1 on the following page. Incentivising health providers to increase
the accessibility and quality of care for Maori individuals can help reduce disparities
in health outcomes. Additionally, engaging Maori patients in healthcare can help
build trust and increase their participation in preventive care and health services. This
can include education, awareness campaigns, and culturally-sensitive approaches to
healthcare delivery. Improving access to technology, such as electronic prescriptions,
can also help reduce barriers to care and increase access to healthcare services for
Maori.

Incentives can be an effective method for improving patient behavior, attitude, and
identity in prescription management. By providing rewards or positive reinforcement
for desired actions or outcomes related to medication adherence, incentives can increase
trust and value in the prescription management system among patients and healthcare
providers.

One way incentives can improve patient behavior is by encouraging adherence to
medication regimens. Lack of consistency is another tricky situation in the healthcare
system as it may lead to adverse effects such as inadequate health outcomes and surged
costs. However, providing incentives for following the medication prescriptions can
help improve the patient’s health. This may include tokens, gift cards, and discounts.

Incentives help improve patients’ attitudes and have a feeling of self-assurance
arising from an appreciation of one’s abilities or qualities. For example, suppose a
patient regularly monitors their health conditions and strictly follows the prescribed
medications. In that case, they should be rewarded with financial incentives to care for
themselves. This may lead to healthy and positive change. Such kind of rewards in
the form of incentives will make them think they are not being left out or victimised.
They will take better care of their health to achieve those incentives. By encouraging
collaboration and cooperation between patients, providers, and payers, incentives

can help boost trust and value in the prescription management system. For instance,
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providing rewards to healthcare professionals that collaborate to coordinate patient care
can help to increase the continuity and standard of care. Similarly, rewarding patients
who actively engage in their care and participate in decision-making can encourage

shared accountability for health outcomes.
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Figure 6.1: Conceptual Model

Additionally, Loss of status and class differences may lead to how incentives can be
used in the Prescription management system. For example, Loss of status can lead to
specific changes in patients’ behaviors, and they may change their patterns of medication
and may not take good care of their health. People who may feel disconnected from
or feel that they may lose status might hesitate to participate. For example, a patient
offered incentives or rewards to take medication for a chronic condition may be hesitant
to participate if they feel that having the condition is an accepted part of their cultural
or social identity.

Eliminating class differences leads people to consider taking part in the incentives

in PMS. For example, if a patient is given protocol, is taken care of in an exceptional
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manner, and is treated well towards the special incentives offered, they may likely want
to participate. While on the other hand, patients with a lower economic background
can be convinced by providing them with highly valued gifts and opportunities like
traveling.

Healthcare providers must consider and understand these biases when designing
incentive programs for patients, especially for Maori and Pasifika, in the context of
this study. Moreover, If cultural and social sensitives are kept in mind, it can increase
trust and value in the prescription management system. Providing incentives can also
empower Maori and Pasifika and help towards better healthcare outcomes. For example,
Instead of providing them with materialistic incentives, it could be oriented around
education and self-care. Considering these types of incentives may result in better
outcomes than material ones. Additionally, Racial bias can affect how incentives are
perceived and used in underserved communities, particularly communities divided
by color. Moreover, Studies show that underserved communities are less likely to
participate in clinical trials, even when offered financial incentives, due to a lack of trust
in the healthcare system and concerns about exploitation.

While designing incentive programs, another thing to be kept in mind is health
literacy. Patients with poor health literacy can require assistance comprehending and
participating in incentive programs. Healthcare providers should consider providing
education on using incentives and understanding the patients at all levels. Staff should
be well trained to provide the patients and people with appropriate information with
low health literacy. The staff can use different techniques such as diagrams, demos,
and pictures, break down complex information into smaller and understandable blocks,
and, most importantly, use plain language. They may use other tools to help understand
patients.

Moreover, Providers of such incentive programs must and should be able to adjust

the program’s needs according to the patients, what they want, and what kind of
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incentives they require. Also, involving patients in designing the incentive program can
be a good way to ensure that the program is tailored to their specific needs and accessible
reasonable, and appropriate to them. Trust, values, class contrasts, loss of status, and
racial bias can be generally exacerbated by unequal access to patient prescription
management systems. Inequal access to prescription management systems can have
several negative consequences for patients. For example, Underserved communities
with lower socioeconomic backgrounds need equal access as they are getting a different

treatment level than others.

6.3 Incentive Mechanism to Mitigate Unequal Access

This section describes an incentivisation mechanism to mitigate the negative effects
of unequal access to healthcare services. Perceptions that prevent engagement in
fulfilling prescriptions may be overcome if patients are encouraged to participate
through incentivisation. In this study, a system that incorporates cryptocurrencies might
show positive benefits if an incentivisation scheme was introduced to the prescription
fulfillment process. The incentive is to earn tokens as a reward for successfully filling
prescriptions. The the tokens may be redeemed for health services, products, etc. It is
also possible that the patient can send their earned tokens to others to help them obtain
additional services.

The incentive platform is built on a cryptocurrency blockchain with a specifically
designed incentivisation protocol. Algorithm 4 incentivises or rewards patients access-
ing their records. When a patient signs up for the service using the API (Figure 6.2),
the patient’s account creates a unique address for authorisation and identification. A pa-
tient crypto wallet is installed, which enables the patient to receive rewards from the
system. It is also necessary to link the system to appointment bookings and prescription

repeats. The cases below show how the incentive is accounted for with respect to the
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Figure 6.2: BlockPres incentive mechanism.

patient’s wallet.

Case 1 Whenever patients visit a healthcare provider or doctor for treatment and re-
gister with healthcare providers, the patient receives a reward (token). The work-

flow of the incentivisation process is illustrated in Figure 5.15.

Case 2 When a patient is issued a prescription from the doctor and then visits a
pharmacy to obtain the medication, the pharmacy enters the patient’s NHI to
obtain the prescription. The access request alerts the doctor for authorisation
and, at the same time, the patient receives an authorisation request. The patient
receives a reward for authorising access with respect to obtaining a prescription

from the pharmacy.

Case 3 Whenever the patient visits other healthcare providers or doctors, for example,
in cases of emergency, the doctor accesses the patient’s previous record or history
of treatments and prescriptions. The doctor requests the patient’s healthcare

provider to grant access to the patient’s record. In this case, the patient will
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receive permission requests from their healthcare provider doctor:“the provider,
ABC, needs to access your record. Do you give permission?”” Once the patient’s

permission is obtained, the patient will receive a reward.

Case 4 When the healthcare provider shares a patient record for any purpose with
any other healthcare provider, doctor, and organisation, the patient will receive

incentives (tokens) for permission to access the record.

6.3.1 Proposed Incentive mechanism

This process ensures the patients’ engagement using incentivisation. Also ensure
the secure engagement of users and data transmission in a blockchain, an encryption
technique is used, where four entities are connected with their private blockchain, and
these blockchains are further connected with the public blockchain. The communication
(Message) is encrypted using the public key, and the decryption will be performed
using the private key. The whole process from start to end guarantees the secure
incentivisation process to engage patients and data transmission as the private key has

not to be disclosed. The following are the steps for blockchain encryption:

* Entity A sends a message M to entity B using its own public key, C'4 = E4(M)

» Entity B starts sending the request to A, entity A then generates one time key

PKAHB
 Entity A sends C4 and PK 4., to the agent.

» The agent transforms the ciphertext C'4 to C'p using the already generated key
PK 4., here, Cp is referred to as a ciphertext generated from message M using
public key of entity B. agent is transferring the message and cannot get the

plaintext.
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 The ciphertext Cp is delivered to entity B

» The entity B decrypts the ciphertext C'z using its own private key to get the

plaintext M.

6.3.2 Construction of Incentive Mechanism

This proposed incentive mechanism is based on proxy encryption technique to secure
incentive mechanism and sharing the prescritiop data on the block chain of the hospital.
It also provides data privacy with zero knowledge proof.There are system manager
SY'S,,, hospital H;, patients F; are the participants in the network. Health management
department is acting as a trusted third-party system manager SY'S,,, who is responsible
in generating the master key and system parameters. Initially hospital [; registers with
the system manager SY'S,, and generates its private and public keys, patients F; also
need to register and generate their public and private keys with the system manager
if they want to see the doctors in the hospital. After the patient visit doctor complete
the diagnosis and publish the result in the blockchain. Server verify them, if they have
passed the verification process, the medical diagnosis/results of the P; will be stored in
the block chain of the hospital H; if any doctor needs to check the history of particular
patient P;, the doctor and the patient need to apply to the system manager SY'.S,, at
the same time. SY S, then generates the master key and convert the medical history
record re-encrypted by the doctor’s public key, into ciphertext. The SYSm sends this
ciphertext to the doctor. This incentive mechanism includes enrolment phase, hospital
join phase (for doctors and patients both), authentication and authorisation phase, data

storage phase, data synchronisation phase, incentivisation phase.
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6.3.2.1 Enrolment Phase

* SY Sm initialise a security parameter 1*(k € N), here we need to select two
multiplicative groups G; and G5 along with bilinear map e, both groups have the

same prime p and g is generated from G;.
* Three secure hash functions are generated by system manager.
(a) Hash; : {0,1}% » Gy,
(b) Hashy: Gy - {0,1}F
(c) Hashg: Gy + {0,1}% + {0,1}*P - Z*
* A random function

a. F': Gy + Gy {0,1}F - {0, 1}sp=sP1|{0, 1}*PL, where sp and spl are the security

parameters

. Now, as the system master key, system manager SY'S,, selects x € Zy ran-

domly.

Set public key Y = ¢*.

. Select random numbers ¢, go, 7, ¥y, z € G1.

p7g7g17g27uavadu}/’7 Hash 1 Hash 2

Publish
Hasha F7 Sp, SplGlG2

* Patient P;, randomly select x; € Z; as a private key.

«  Compute the public key PK,; = g’ - The hospital H, randomly select z, € Zj,

as the private key and its public key is set as PK, = g*.

*  The doctor D, randomly selects xp € Z,, as private key and compute its public

key PKp = gP.
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6.3.2.2 Patient Joining Phase

Following are the steps that are required to be followed, if any patient P, wants to see a

doctor in the hospital H;.

P, sends the identity I D, to the hospital server H,.

 Server assign a doctor D to check the patient F;.

. Server randomly select O € Z; as an evidence for patient he is going to see.
* Sends 0 to P, and store it for doctor D.

* During the visit patient P, see the doctor D and present 0 as a consent to make a
diagnosis. This information will be used to access the patient history records. D

generates the result R and grant token ¢; € T'.
* Patient randomly selects X, € Z;.
 Computes patient’s pseudo identity P/P = Ep (ID, ® 0,/ 0,).
* D inputs PK;, Y, m,t; randomly.

e Selectr ¢ Z;.

* Computes.
a. Cy =pf
b. Cy = PK}

c.U=o(p,ps)
d. Cg = HaShg(U),

e. K=0(g,9)"

f. Cy=([F(K,C1,C5)] F(K,C1,C5)],, @ R)

-

g. h=Hash; (C1,C3,Cy)
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h. Cs = (zhyz)"
i. Hence, the ciphertext of R is C) = C', Cs, C5, Cy, C
j- Dsends PP, PIP t; to P, securely

k. D computes X,; = E; (8 |ID,| P'P|IDp) using H; public key and send it to the

server of the hospital.

6.3.2.3 Authentication and Authorisation Phase (Data Storage Phase)

The doctors join the system from different department and have different professional
knowledge. Therefore, a light weight and robust consensus mechanism is used. It will
provide a necessary agreement on a single data value. It also provides agreement on
a single state network among distributed process. In data storage process, doctors act
as a delegate to broadcast and record data that is generated by them in the blockchain
network. The hospital server works as a verifier to provide reliability. One credit
score scheme is also set up for hospital and doctors. SY' S.S,, and hospital server are
allowed to check the effectiveness of every doctor record, if doctor enters a wrong
record, one credit score will be subtracted. Any doctor with lowest credit score will
be terminated from the hospital. Hospital is also supervised by SY'S,, and allowed to
punish the hospital over wrong behaviour. Doctors have a right to report any wrong
behaviour of the hospital to the SY'S,,. - Doctor D generates patients P, medical record

CL = (017 027 O3a 047 05)
* Data is broadcasted in a private blockchain of the H,.

*  Hospital server H, is verifier because SY'S,, supervised it.

*  The server decrypts the ciphertext X ,; using hospital H, private key to check

the identity of the doctor and patient.

If the verification is successful, data is transferred to the blockchain and all the
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other nodes connected to the blockchain, update the records. Following is the figure
represents the general structure of the blockchain. Following are the important steps to

follow:

* Medical data is broadcasted in a private blockchain of a hospital by the doctor D.

* Datais verified by the hospital server after every minutes.

» After this verification, 10 correct records are added in a new block of a blockchain.

All the connected nodes of the blockchain will update the record and store data.

6.3.2.3.1 Utilisation of Cryptographic Keys in BlockPres: In this section, the util-
isation of cryptographic keys is described. Cryptographic keys play a significant role
to ensure data privacy (Guo et al., 2018; Zheng et al., 2018). Public/private key pairs
are used to provide P; transaction confidentiality when the record traverses untrus-
ted channels (Rohr et al., 2018; King et al., 2012). In BlockPres, there are multiple
entities P, D;, Nx, AD, PHg and NSk and thus the system creates keys for each
entity using a cryptographic method called El Gamal (Omar et al., 2019; Wood, 2014;
Victor et al., 2019). The key pair of an entity is symbolised by P K}, and S K}, where
PK,, is a public key of an entity and SK}, is a private or secret key of an entity.
Moreover, the S K}, must be kept secret by the entity, while P K}, can be distributed
among healthcare providers and other entities in the system. Therefore, the public key
setis PKy, = (PK,,PK,, PK3, PKy,... PK}). The secret or private key relation is
established between entity A and B by using a secure algorithm (for example, AES)
(Victor et al., 2019). A Diffie-Hellman key exchange mechanism is responsible for
establishing keys before communication occurs between A and B and it is only known
to the entities communicating with one another (Dyson et al., 2020; Ropsten Testnet Ex-

plorer, 2021; Zheng et al., 2017). The keys are required to ensure the integrity, security



Chapter 6. Proposed Incentive Mechanism 152

and authenticity of the transactions when both entities generate transactions (Ismail et

al., 2020; Zheng et al., 2018).

6.3.2.3.1.1 Transactions Patterns: In BlockPres, a set of attributes is defined
as a transaction related to the P; prescription record and information inside the record
is encrypted with SK between the sender and receiver. In this case, the sender and
receiver can be P;, D;, healthcare providers and vice versa. There are three types of
the transactions described in the following sections: Genesis transaction (1'zge,), DB

transaction (I'X pp) and PU,, transaction (T’ X py, ).

6.3.2.3.1.2 Genesis Transaction: Genesis transaction (1'zg.,,) (Equations (6.1)
and (6.2)) creates the first hash in a new blockchain. Initially, the transaction is created
when the P, registers and is stored in a hospital database. The D B stores data from the

connected department in a hospital, for example, a surgical dept where the following is

the case:
TxGen is a genesis transaction created by any user in the
system,;
txid is a transaction ID;
Pid is a patient ID;
SKP is a secret key;
PKP is a public key;
SC 1s a smart contract;
DB is a private database;

Signsl, s2,s3,s4,...sn 1is a message signed by the patient/doctor using a
private key which contains attributes related patients

medical record.

Txgen = Reg([ Fname, Lname, Add, |, SK P, PK P, SC, Sign) (6.1)
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TxGen = enc([txid, PTid, Sign(sy, S, 83, S4, - - - Sn, PKP)],SKP,DB)  (6.2)

Equation (6.2) is the encrypted transaction created by the users in using a private key.

6.3.2.3.1.3 Local Database Transaction: In order to store the prescription

record, F;, in the hospital DB and for validation, this transaction (Equation (6.3)) is
created by the healthcare provider: D;, Nx and administration. The transaction can be
represented as a tuple where, in addition to the previous variables, the following are
included:

Txpp 1s a DB transaction created by any user in the system;

D; is a Doctor ID;

SKd is adoctor secret key;

PKd is adoctor public key.

TxDB =enc([txid, PTid, Sign(sl, s2,$3,s4,...sn, PKP)]|,SKP,[D;, SKd, PKd,

Sign(sl, s2,s3,s4,...sn, DB)
(6.3)

Equation (6.3) is the encrypted transaction created by the healthcare providers to

store the patient record using the private key.

6.3.2.3.1.4 Public Blockchain Transaction: Healthcare providers generate this
transaction (Equation (6.4)) to upload patient records as keywords to IPFS, which works
as a PUbc in the system. The transaction accesses the record at a healthcare provider if
and only if the patient has a prescription record. This transaction is represented as a

tuple below.
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TxPUbc is a public blockchain transaction;
Kw is a keywords search by healthcare providers in a PUbc;

PRd 1s a patient record.

TxPUbc = enc([tzid, PTid, PK P],[ D21 D, PKd, Sign, kw,SC, DB], PUbc)
(6.4)
In the transaction above, H; sends a request to H; DB from PUbc to access a
specific patient record. By signing SC using a public and private key, the transaction in
(6.5) represents the reply from H;, providing the patient record and allowing H access
to the patient record. Please confirm if the brackets are correctly added. If not, please

revise.

TxPUbc = enc([tzid, Pid, PK P],[ DI D, PKd, Sign, kw,SC, DB, PRd], PUbc)
(6.5)
6.3.2.4 Data sharing & Synchronisation Phase

Patient P visits the hospital H, to see the doctor D. Doctor D needs to access patient
history in the hospital H to identify the diagnosis. Data synchronization phase includes

the following steps are required to be executed using the input:

e PK,=¢/and PKp = g

If the doctor gets the permission of P,
* D and F, sends private keys and identities to the SY'.5,,
« SYS,, computes the re-encryption key rk;_,p = xp/x; mod p

* SYs,, sends extraction instruction about patient P, medical records to the

hospital Hy,
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*  The server of Hy sends encrypted history records to the SY S,

e SYS S, initially computes h = Hashs (C,C3,C,) if o (Cy, PKy, jatyz) =

0 (g1, C2C5) includes

* SY's,, computes Cy = C;ijD = PK7, sends the ciphertext Cp = (Cy, Cy, C3, Cy, C5)

to D using the server of H,
* P, computes P, = g"

a. P, = (géLj)l/xj Hash; (PK[) and sends

b. Pz = (P, P») to the server of H, where r € Z5 as a random number

* The server of H, make sure ¢ (C}, PK,;z"yz) = 0 (g1, C2, C5) include the server
computes P = P,/ Hash; (Ufl) to ensure C3 = Hash, (Cy, P) is true, if not, the

session 1s terminated

* D computes K = o (Cg,g)l/w if [F (k,C1,C3)],,p, = [Cil,,_,, then D recov-

ers m = [Cy],,, ® [F (k,C1,C3)],,, otherwise the session will be terminated.

spl?

6.3.2.5 Incentivisation Phase

The incentivisation program will be offered to patient P, and P, to encourage them to

use the hospital services. Following are the key steps that are required to be followed:

P, sends PP and PLgD to P41 41 and then
* Py j+1 send P and Pff{ to Py;
* D select a secret integer 7),; € Z,, and a prime number z € Z; randomly

e Compute o = z~ mod p

° SL‘ = ganJ and 71] = gamj
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» Pjsend (2,S5,;,T1;) to Si41,j+1 - Sia1j+1 randomly

Select 1¢y1541 € Zy;

» Compute o = 271 mod p

* Sps1je = g7+ and

* Sends message (Sis1j+1, Ti+1j+1) to Py

* P,j computes k,; = T}1],,,

a. MAC); = MACy,; (Tij, &, Sirje1, PER je1, Ij)
b. Sends M ACj; to Pryiji

c. Then Pl+1j+1

1j+1
d. Computes k1541 = T"“ It

e. MAC) 101 = MAC1501 (P

I+1j+1>

f. If MACl+1j+1 = MACL]‘ contains PL+1j+1

SZ+1]+1, Tl]> Q Il])

Slj7Tl+1]+1> kl+lj+17

g. Compute MACZ = MACki41541 l] ’

+15+1
]l+1j+1

h. Send it to P,;, otherwise session will be terminated

e Pj; computes MACle = MACy,; ( Sijy Tiv1j41, k:l,Il])

lj

a. If MACY, = MAC},,;,, is True

b. The P;; computes the session key K = S/
c. The ciphertext K = Ej,; (k)

d. Sends K = Ey,;(K)

e. Sends Kto P17+ 1

f. If not, then session will be terminated.
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P, 1541 decrypt ciphertext K to get the session key K, if incentivisation tokens
I,; and I, are same, the correct incentive will be given to the patient P, using

the following protocol

_ metli+l +i+lnej — ML
a. k1= TLj = gomtarlng = T k,j

I+1j+1 ~

6.4 Security Analysis

In this section the security analysis is completed as part of the the incentive mechanism

which secures the incentivisation process, resists attacks. and proves robustness.

6.4.1 Mutual authentication

This security analysis is based on mutual authentication process where only authentic-
ated patient P, can exchange the information with SY'S,,.SY S, then verifies that the
patients is legitimate using the following protocol.
1 ID
P, =a,5—b, (Pz +Ej)
Smj
=aLbL (KL)
Therefore, it is not possible for a malicious user to know the value of a,, b, because

of strong authentication, hence SY'S,,, achieves the authentication of patient P,

6.4.2 User Anonymity

It is not possible for an attacker to know and produce this unique identity for each
user as this identity will be stored on the blockchain. This identity is same as storing
the public key in a public blockchain. In every authentication step, P, pseudo-identity
PIP = En, (ID, ® 0,|0,) is accepted instead of actual identity. Additionally, during data

sharing and synchronisation phase, H, stores pseudo-identity P/” in the blockchain
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which does not disclose patient ID, therefore, the identity of patient is hidden, and this

scheme prove anonymity.

6.4.3 Non-Repudiation

To achieve the non-repudiation in the system, patient credential is stored in the block-
chain with some unique characteristics, such as uniqueness, unforgeability and difficult
to replicate. Furthermore, this scheme provides a strong feature of revocation and update
of patient credential. Therefore, if any patient losses his/her app, the system immediately
performs revocation and block all the access and revoke credentials. This functionality
also added in the blockchain ledger. Hence, this scheme supports nonrepudiation in

blockchain.

6.4.4 Impersonation Attack

This scheme provide security if any attacker tries to impersonate, if any attacker A,
impersonate patient P, and tries to create a valid request with the key K,;, where K,
represents shred key between patient P, and system manager SYS,,. Therefore, the
authentication will be achieved using Auth h,; = Hash, (P, | K;| T,||S;). Computing the
key a;, by, P is difficult in Z.

6.5 Conclusion

This chapter specifies the proposed incentivisation mechanism for the prescription
system to address inequality. The contributing factors to the inequality, such as trust
and value, loss of status, class differences, and racial bias, are explained and show that
the factors play an important role in leading to inequality in the prescription system.

Incentivisation and patient engagement are proposed as effective solutions to address



Chapter 6. Proposed Incentive Mechanism 159

the inequalities and improve access to healthcare services for Maori people. Therefore,
Incentives can improve patient behavior, attitude, and identity, increase trust and value
in the prescription system, and promote collaboration between patients, providers, and
payers. The proposed incentivisation mechanism and its concrete implementation are
presented using formal methods to prove the solution mathematically. Additionally,
security parameters are analysed to ensure the secure and trustworthy provision of the

incentivisation process and patient data to healthcare providers.
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Evaluation of Proposal

7.1 Introduction
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Experiment 1: Premilinary simulation for Blockchain
environment.

Experiment 2: Validation of the BlockPres
Framework

IPFS experiments

Security and Privacy analysis

Testing trustworthiness of BlockPres

Testing Incentivization

Hypothesis conclusions

Answers to the questions and sub-questions
Discussion

In Chapter 2, questions and hypotheses were formulated, which served as the basis

for designing the BlockPres system architecture and framework in Chapter 5. The

previous Chapter 6 presents the construction of an incentive mechanism in the context

of BlockPres Artifact using cryptographic techniques. Chapter 7 evaluates the Artifact

and incentive mechanism proposed.

A prototype for a blockchain-based prescription management system is developed

and tested to evaluate the artifact and incentive mechanism using simulated data. The

160
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BlockPres framework and prototype are evaluated using experimental results on the
Ethereum network, which is implemented using the Solidity language in the Remix
integrated development environment. Initially, a preliminary blockchain simulation
is conducted to test the blockchain technology’s performance, followed by the experi-
mental results for the BlockPres system. Hypotheses are evaluated to determine their
acceptability in relation to the literature review and the study’s findings. Moreover,
research questions and sub-questions are answered accordingly. Finally, a discussion is
presented to reconcile the study’s contributions.

Chapter 7 is structured as follows. Section 7.2.1 presents the system specification
and simulation environment, while Section 7.2.2 presents the preliminary results of
the Ethereum blockchain’s performance. The evaluation of the BlockPres framework
is presented in Section 7.2.3, and the experimental results for IPFS are presented in
Section 7.2.4. Section 7.3 discusses the security and privacy analysis of the proposed
system, while Section 7.13 evaluates the trust level of the BlockPres system. Hypotheses
conclusions are presented in Section 7.5 on page 198, and Section 7.6 on page 207
evaluates the hypotheses from the literature by answering the research questions and
sub-questions. Finally, a discussion section reconciles the findings with the literature

review chapters.

7.2 Experimental Results

This section presents an evaluation of the BlockPres framework and model. Sec-
tion 7.2.1 details the simulation preparation, the environment and system specifications.
Section 7.2.2 presents the preliminary simulation to validate the effectiveness of an
instantiation of the model. When satisfied with the performance of the blockchain,
an instantiation of BlockPres is presented in Section 7.2.3 and the effectiveness of the

model is assessed.
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7.2.1 System Specification and Simulation Environment

The evaluation uses the Ethereum network to perform a simulation of BlockPres.
The Ethereum network provides more features than the bitcoin network (Ropsten
Testnet Explorer, 2021; Zheng et al., 2017), for example, the application of smart
contracts and scripting through Solidity (Kamel Boulos et al., 2018; Ismail et al., 2020),
that Ethereum consumes less computational power to validate transactions (Rahman
et al., 2019; Gordon et al., 2018), Ethereum is able to validate more transactions per
second than bitcoin (Gordon et al., 2018) and the capability to build Decentralised
Applications (DApps).

This simulation makes use of the Remix Integrated Development Environment
(IDE), which uses the Solidity language to simulate the creation and use of Smart
contracts (Kamel Boulos et al., 2018). In addition, Ganache is also used, which is
a blockchain-based environment that provides virtual accounts that are linked to the
Remix IDE and enables the execution of smart contracts. The ability for Ganache to
produce unique IDs, the provision of mining processes to validate transactions and the
ability to write the transactions to the blockchain provides the core functions in the
simulation. Moreover, every virtual account has predefined amounts in the form of ether
stored. Virtual accounts use these predefined ether amounts as a cryptocurrency (Ismail
et al., 2020). The third important component is MetaMask, which is a browser extension
that provides connectivity with Ganache and the Remix IDE (Dong et al., 2019).
The initial simulation is run on a local machine with the following specifications:
Macbook Pro, HDD volume of 500 GB, 16 GB of RAM, CPU is a X64-based Intel

processor running at 1.61 GHz and a 64-bit operating system.
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7.2.2 Experiment 1: Preliminary Simulation for Blockchain Envir-

onment

To verify that a blockchain can process a sufficient number of service requests, two
months of Ethereum transactions have been analysed (Rahman et al., 2019). The evalu-
ation assesses the performance metrics block size, number of transactions per block,
transactions per second, total number of transactions, median confirmation time and av-
erage block size.

The data shown in below figures illustrates Ethereum blockchain performance during
the simulation. The blockchain grew at a more or less constant rate, at 2.686 GB per
day Figure 7.1, but during that period the median confirmation time was less constant
in Figure 7.2, although the overall median confirmation time is 10.2 min per block.
The number of unique transactions per block is 2200 Figure 7.3 and the average block
size is 1.2 MB Figure 7.4. In terms of average speed, the Ethereum blockchain network
executed six transactions per second Figure 7.5 with a total number of transactions
processed per day of 360,000 Figure 7.6.

Consideration of the raw data allows a summary conclusion that Ethereum is suffi-
cient to cope with the needs of BlockPres. This solution meets the basic requirements of
BlockPres and satisfies the needs of storage and retrieval of patient records in a secure

and trusted environment.
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Figure 7.1: Ethereum block size growth
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Figure 7.4: Transaction confirmation time

70



Chapter 7. Evaluation of Proposal

166

transactions-per-second

9
8
7
6
5
4
3
2
1
0
S S S Q Q S O S Q
O L A
\ o\ Q0 ) o o o) o AN
¥ N 2 N Vv >
Figure 7.5: Number of transactions per second
Total number of transactions
400000
350000
300000
250000
200000
150000
100000
50000
0
0 10 20 30 40 50 60

Figure 7.6: Total number of transactions

70



Chapter 7. Evaluation of Proposal 167

7.2.3 Experiment 2: Validation of the BlockPres Framework

Gas is a fundamental component of the Ethereum blockchain and its use impacts
transaction speed and computational power (Rahman et al., 2019; Dong et al., 2019).
There is an assumed difference in cost if Proof of Work (PoW) or Proof of Stake (PoS)
are used. On the Ethereum network, each time a transaction is completed, a smart
contract is executed and a cost is incurred measured as gas. The amount of gas consumed
is the cost of mining blocks and sending them to the blockchain network. The unit
of gas depends on the size of the block or smart contract complexity. For example,
a simple transfer may use as much as 21,000 gas whereas a more complex transaction
such as that seen in a complicated financial transaction could use more than 1,000,000
gas (Yanwei et al., 2019). These issues have largely been resolved on the Ethereum
ecosystem but the potential remains for excessive transaction costs.

Each unit of gas has a price referred to as the “gas price”. Gas prices are denoted in
Gwei (Daniel & Roth, 2021), where 1 ETH = 108 Gwei. Given a Gwei price of five,
a 21,000 gas transaction would cost 21,000 x 5 = 105,000 Gwei. The transaction cost

can be calculated by using Equation (7.1) (Yanwei et al., 2019).

Total Cost Gwei = Gas Used x Gas Cost (7.1)

A comparison of PoW and PoS is carried out on the simulation and shown in
Table 7.1 and Figure 7.7. PoW is shown as the blue bars and PoS as the orange bars in

the figure.
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Table 7.1: Comparison of Transactions per second, PoW vs. PoS.

Transaction PoS PoW
Per Second (Transaction) (Transaction)
0.5 2.5 0.5
1 3.6 0.8
1.5 4.2 1.8
2 5.1 3.1
2.5 54 3.5
3 6.2 4.3

Table 7.1 shows a comparison of PoS versus PoW transactions per second. Overall,
the present data show that PoS takes less time to validate a transaction, such that, in 0.5
s, PoS validates 2.5 transactions compared with PoW which validates 0.5 transaction
or that it takes around twice as long to process the first transaction. The gap closes
over longer periods but, on the face of it, the appearance is that PoS is somewhat more

time efficient.

7 -

y =0.7086x + 2.02
6 - R?=0.9806
5 A

transactions
w
1

0.5 1 1.5 2 2.5 3

Transaction per second

Figure 7.7: Comparison of transaction speed between PoW and PoS.
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SE = % (1.2)

A Standard Error (SFE) is calculated (Equation (7.2)) where SE represents the
standard deviation of the transactions and total number 7 of transactions per second.
The standard deviation shows the variability and dispersion of the transactions. The SE
of PoW is +0.86 and PoS is +1.54, indicating that the mean value of transactions is
close to the actual mean value and that, relatively, the error rate of PoW is less than PoS.

The Straight-line fit and R? are applied to calculate the variation in transactions.
The value y = 0.7086x shows the difference in time when transactions increase and 2.02
represents the y — intercept. The value of R? at 0.9806 implies a correlation between
transaction and time.

The smart contract deployment cost is set as a default gas price of ten (10) gwei.
Various applications of smart contracts consume different amounts of gas. Table 7.2 and
Figure 7.8 illustrate the gas consumption of the two consensus mechanisms simulated
in the system. To calculate the transaction cost and execution cost of PoS and PoW, two
algorithms are deployed on the smart contract. The minimum transaction and execution
gas of PoS is 3,000,000 with a file size of 75 kb. The minimum transaction gas for
PoW is 28,000,000. The experimental analysis shows that PoS is more efficient than
PoW in terms of gas consumption on both the transaction and execution of blocks and
processing of smart contracts. The POW requires a lot of computational power to verify

blocks and needs significant execution time.
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Table 7.2: Comparison of Smart Contract deployment cost of PoS vs. PoW.

2*File Size (kb) PoS PoW
Gas (mill.) Gas (mill.)

12,098 2.0 51.0
6098 1.5 45.0

3043 1.2 40.0

2034 1.0 35.0

456 6.0 31.0

75 3.0 28.0
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Figure 7.8: Comparison of smart contract deployment cost of PoW and PoS.

In Figure 7.8 SE , the straight-line fit and R? are calculated. The SFE shows the
variability and dispersion of the smart contract deployment cost for PoW and PoS.
The SE of PoW is +46 x 106 for file size 12,098 kb; +41 x 10° for 6086 kb; +35 x 106
for 3043 kb; £32 x 108 for 2034 kb; +27 x 108 for 456 kb; and +23 x 108 for 75 kb.
The SE of PoS is +16 x 10 for file size 12,098 kb; +12 x 10 is for 6098 kb; +9 x 10° for
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3043 kb; +7 x 106 for 2034 kb; +4.5 x 106 for 456 kb; and +2 x 106 for 75 kb. The SE
implies that the mean value of deployment cost is close to the actual mean value and that
the deployment cost of PoW is relatively high compared with PoS. The straight-line
fit (y) and R? are calculated to determine the change in deployment cost. The y value
shows the difference in cost when the file size increases in both PoS and PoW. The R?
value shows the correlation between cost and file size.

The smart contract includes the functions to add, delete, access and retrieve files
(Figure 7.9 and Table 7.3). The gas is consumed whenever a healthcare provider adds
a file to the Blockchain network, deletes an existing file from the network with the
permission of the record owner, access a file when a patient visits another healthcare
provider and retrieves it. Here, the files are prescriptions generated by the healthcare
provider and uploaded to the smart contract. Figure 7.9 and Table 7.3 present the

minimum transaction and execution cost of functions deployed on smart contracts.

Table 7.3: Gas consumption cost to add, delete, access and retrieve files.

2*File Size (kb) Functions (as Gas Consumed)

Add File Delete File Access File Retrieve File

6098 56,334 29,110 79,900 79,110
3043 51,023 27,990 58,009 16,012
2034 46,800 25,120 37,100 14,540
456 36,610 22,231 9210 12,203

75 24,022 20,021 7001 10,012
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Figure 7.9: Gas consumption cost to add, delete, access and retrieve files.

The S'E calculated for the gas consumption cost of the add function is +43,432 for
6098 kb; £38,993 for 3043 kb; +35,003 for 2034 kb; +26,321 for 456 kb; and +15,022
for 75 kb. SE for the delete function is +£24,011 for 6098 kb; +£19,012 for 3043 kb;
+15,001 for 2034 kb; +14,210 for 456 kb; and +13,211 for 75 kb. The SE for access
functions is +65,900 for 6098 kb; +49,324 for 3043 kb; +33,021 for 2034 kb; +6003
for 456 kb; and +5541 for 75 kb. S'E for the retrieve function is +71,122 for 6098 kb;
+12,431 for 3043 kb; +12,001 for 2034 kb; +9229 for 456 kb; and +7671 for 75 kb.
SFE implies that the mean value of gas consumption cost of functions is close to the
actual mean. The straight-line fit is 74,623e and R? is 0.902 calculated as the change in
Gas consumption and correlation between Gas and file size.

Figure 7.12 and Table 7.4 show a comparison of transaction latency and throughput.
Transaction latency (Figure 7.12a) is how much time it takes for a miner to validate
a transaction. The latency is calculated as an average of transactions (Equation (7.3))

run on the simulated system and measured in milliseconds (ms). The average time
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to validate transactions is 2343 ms and miners validate five transactions in 9234 ms.
The SE calculated for Figure 7.12a are 0.5 transactions in £932 ms, 1 in +1912, 2 in
+2401, 3 in £3405 , 4 in £4532 and 5 in £7098. The straight fit line is 878.26, which
shows the change in latency, and R? is 0.9357, which shows a correlation between
latency and transactions.

Total time

Latency = m (73)

Table 7.4: Transaction latency and throughput.

Latency Throughput
Transactions Latency (ms) Patients Throughput (ms)
0.5 1123 5 300
1 2343 10 500
2 3000 20 1300
3 4590 25 1600
4 6712 30 2400

5 9234 40 3000
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Figure 7.11: Transaction throughput

Figure 7.12: Comparison of transaction latency and throughput.
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Figure 7.10: Transaction latency

Throughput (Figure 7.12b) is how much time it takes for a transaction be validated

and is the average of the total time it takes to process transactions over the overall total
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of time (Equation (7.4)).

Total Time tx
Th hput = ————— 7.4
roughpu Total Time 74

The simulation data in Section 7.2.2 shows that as the number of users increase,
the throughput also increases in a linear fashion. This provides some evidence of
the efficiency of the BlockPres system. The SE of transactions over throughput are
five transactions in +300 ms, 15 in £900 ms, 25 in +600 ms, 30 in +£1900 ms, 35
in £2400 ms and 40 in £3000 ms. The straight fit line is 377.38, which shows the
change in throughput, and R? is 0.9856, implying a correlation between throughput
and transactions.

The transaction and execution cost of adding entities to the smart contract Table 7.5
and Figure 7.13 are calculated as Gwei. The entities are hospitals, doctors, pharmacies
and associated functions such as the adding of prescriptions, modification of prescrip-
tions and so on. The cost varies depending on what consensus algorithm is used to
perform the smart contract functions. The transaction and execution cost of adding an
entity is 260,000, verifying an entity is 125,000, adding and modifying costs are 105,000
and 85,000, respectively, and the costs of adding a pharmacy are 95,000 and 86,000.
The S'E for the transaction and execution costs of adding a hospital are 250,000 and
+210,000; costs for adding a doctor are +280,000 and +230,000; costs for verifying a
doctor are +100,000 and +90,000; costs for adding prescription are +7000 and +6530;
costs for modifying prescription are 9500 and +6430; and costs for adding a pharmacy
are +6400 and +6210. By highlighting the difference between transaction and execution
cost, the straight-fit lines for transaction and execution costs are 38.2411 and 32.1808.
RR? is 0.7621 for the transaction cost and 0.7904 for execution cost, which indicates a

correlation between execution cost and transaction cost.
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Table 7.5: Function cost comparison for transactions and execution.

Function Transaction Cost Execution Cost
Add hospital 290,000 240,000
Add doctor 330,000 270,000
Verity doctor 130,000 120,000
Add prescription 100,000 90,000
Modify Prescription 110,000 80,000
Add pharmacy 95,000 86,000
350000 330000
300000 29009?_ 70000
250000 f‘.‘?‘)db"'--..
200000
150000
100000
50000
0

Add hospital add doctor  verify doctor add modify add pharmacy

prescription  prescription
y = 38241170261

= -0.259
R?=0.7621 W transaction cost M execution cost y = 321808e™5%
R?=0.7904

Figure 7.13: Function cost comparison for transactions and execution.

7.2.4 IPFS Experiments

In this section, the experiments of IPFS services in "BlockPres" prototype are performed,
and the results are discussed.

7.2.4.1 Experiment 1: Records Uploading Speed

This section presents the experiments conducted on IPFS services in the "BlockPres"

prototype and the resulting discussion.
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The first experiment, "Experiment 1: Records Uploading Speed," focused on the
upload speed of patients’ records and the size of the files on IPFS. In this experiment,
51 patient records were uploaded to IPFS after being first uploaded to the blockchain
network using Smart Contract and then sent them to IPFS using synchroniser. To
determine the upload speed, the study selected 11 patients with different record numbers,
namely 1, 5, 10, 15, 20, 25, 30, 35, 40, 45, and 51. Figure 7.14 and Table 7.6 present
the results, showing that the upload speed for patient records of the latients is 1221ms,
1837ms for 5%, 1734ms for 10, 1234ms for 15%, 1704ms for 20, 1765ms for 25t,
1234ms for 30, 1356ms for 35, 1523ms for 40t, 2109ms for 45%, 2476ms for 51t.
To assess accuracy and efficiency, the study calculated the standard error using Equation

1, measuring the difference between the actual mean value and the experimental values.

SE = % (1)

The SE of patients uploading speed for latient is +1012ms, +1534ms for 5%,
+1401ms for 10t, +907ms for 15%, +1509ms for 20, +1402ms for 25, +901ms for
30t +1123ms for 35t +1278ms for 40, +1845ms for 451, £2106ms for 511, The
straight fit line is y = 13.3x+1320.3, which shows the change and effect in patients and
uploading speed in Equation 2. The R? is 0.2217, which shows the correlation between
patients and uploading speed in Equation 3.

Similarly, Figure 7.15 and Table 7.6 show the calculated uploading speed of different
file sizes. The uploading speed of file size 75kb is 1321ms, 456kb is 2423ms, 2034kb
is 3145ms, 3043 is 3397ms, 6098kb is 3865ms, 12098kb 4796ms is measured. It is
proved that the proposed "BlockPress" prototype efficiently uploads patient records on
IPES. Further, the SE of filesize 75kb is £1045ms, £2509ms for 456kb, +3156ms for
2034kb, +3334ms for 3043kb, +£3790ms for 6098kb, +5012ms for 12098kb. The SE
implies that the mean value of patients uploading speed and filesize speed on IPES is

close to the actual value. The straight fit line (regression analysis) using Equation 2 is y
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= 62.227x + 1813.4 to show the change and effect when values increase, R? is 0.9559,

implying a correlation between values in patients and uploading speed Equation 3.

Y= f(X5,0) +e (2)

X(T-7)(U-9)

Correl(X,Y) = Y (Z-2)2%(y-7)?

3)
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Figure 7.14: Patients Records Uploading Speed in IPFS
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Figure 7.15: Patients file size (Uploading) Speed in IPFS

7.2.4.2 Experiment 2: Records Accessing Speed

The records accessing speed of patients and file sizes are measured in this section.

This experiment analyses the accessing speed whenever a healthcare provider wants to



Chapter 7. Evaluation of Proposal 179

Patients Record Uploading Speed on IPFS File Size Uploading Speed
Patients | Uploading SE (v) R? File Size | Uploading SE (v) R?
Speed speed
(ms) (ms)
1 1221 1012 | 51*%13.3x+1320.3 | 51*0.2217 | 75kb 1321 1045 | 51%62.227x + 1813.4 | 51*0.9559
2 1123 1204 90kb 1498 1502
3 1402 1432 110kb 1590 1634
4 1602 1234 150kb 1783 1823
5 1837 1534 190kb 1903 1934
6 1245 1456 250kb 2032 2098
7 1129 1354 356kb 2345 2465
8 1398 1434 456kb 2423 2509
9 1409 1232 510kb 2545 2534
10 1734 1401 656kb 2690 2696
11 1387 1543 1012kb | 2852 2812
12 1229 1398 1256kb | 2920 2856
13 1767 1698 1540kb | 2980 2985
14 1343 1357 1623kb | 2996 2990
15 1234 907 1756kb | 3040 3050
16 1538 1876 1812kb | 3045 3050
17 1934 2143 1856kb | 3060 3045
18 1984 1675 1915kb | 3095 3056
19 1893 1765 1956kb | 3115 3098
20 1704 1509 2034kb | 3145 3156
21 1234 1354 2256kb | 3195 3165
22 1123 1365 2343kb | 3220 3190
23 1543 1609 2596kb | 3260 3190
24 1345 1209 2612kb | 3290 3245
25 1765 1402 2796kb | 3312 3320
26 1980 1843 2856kb | 3345 3312
27 2190 2209 3043kb | 3397 3334
28 2020 1934 3496kb | 3456 3387
29 1398 1432 4056kb | 3498 3420
30 1234 901 4512kb | 3538 3490
31 2209 2390 4896kb | 3656 3690
32 2409 2233 5024kb | 3690 3620
33 1109 1309 5456kb | 3745 3823
34 1187 1321 5696kb | 3776 3720
35 1356 1123 5812kb | 3820 3813
36 1943 2034 6098kb | 3865 3790
37 2309 2309 7056kb | 4043 4101
38 1340 1232 7956kb | 4290 4020
39 1456 1521 8896kb | 4368 4490
40 1523 1278 9345kb | 4456 4390
41 1765 1903 9856kb | 4489 4409
42 2276 2392 10366kb | 4533 4501
43 1309 1490 10669kb | 4570 4521
44 2423 2321 10996kb | 4604 4612
45 2109 1845 11256kb | 4648 4534
46 2134 2032 11490kb | 4678 4686
47 2234 2320 11634kb | 4699 4646
48 2523 2634 11856kb | 4730 4690
49 1456 1320 11912kb | 4765 4770
50 1478 1322 12098kb | 4796 5012
51 2476 2106 12156kb | 4856 4830

Table 7.6: Patients Records Uploading Speed On IPFS And File Size Uploading Speed
On IPFS
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access patient records from other healthcare providers. The fluctuation of speed Fig 7.16
depends on the number of patients and file size of patients’ records. Also, it depends
on the blockchain network and system specification. In Figure 7.16 and table 7.7,
1434ms speed is measured for latient, 1674ms for 51, 1589ms for 10®, 1490ms for 15%,
1233ms for 20, 1789ms for 25, 1434ms for 30, 1578ms for 35th, 2389ms for 40,
2234ms for 45", 2498ms for 51 The SE for latients is +1254ms speed, +1309ms for
5t 11324ms for 10%, £1298ms for 15, +1089ms for 20, +1634ms for 25%, +1265ms
for 30, +1354ms for 35, +2165ms for 40, £1978ms for 451, +2245ms for 51 The
S E indicates that the speed is close to the mean speed. The straight fit line is y=10.787x
+1310 to show that patient increase can change and affect speed. The R? 0.2154 implies

the correlation between patients and speed.

3000

y =10.787x + 1310
R?=0.2154

2500

N
o
S
1<)

Accessing Speed
. .

@ S G

3 8 S

o o o

o

1 3 5 7 9111315171921232527293133353739414345474951

Patients

e Accessing speed em— SE

Figure 7.16: Patients Records Accessing Speed in IPFS
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Patients Record Accessing Speed On IPFS File Size Accessing Speed on IPFS
Patients | Accessing] SE (v) Rr? File Size | Accessing] SE (y) Rr?
Speed speed
(ms) (ms)
1 1434 1254 | 51*10.787x + 1310 | 51*0.2154 | 75kb 1421 1309 | 51*104.79x +293.37 | 51*0.8011
2 1232 1190 90kb 1445 1335
3 1345 1378 110kb 1466 1353
4 1564 1434 150kb 1487 1367
5 1674 1309 190kb 1512 1390
6 1254 1109 250kb 1543 1422
7 1143 1290 356kb 1567 1445
8 1453 1532 456kb 1589 1467
9 1365 1423 510kb 1622 1489
10 1589 1324 656kb 1643 1531
11 1623 1612 1012kb | 1698 1597
12 1243 1201 1256kb | 1734 1654
13 1667 1721 1540kb | 1787 1680
14 1365 1289 1623kb | 1815 1698
15 1490 1298 1756kb | 1845 1734
16 1411 1398 1812kb | 1868 1754
17 1561 1631 1856kb | 1875 1768
18 1789 1831 1915kb | 1899 1798
19 1300 1345 1956kb | 1912 1822
20 1233 1089 2034kb | 1953 1843
21 1623 1591 2256kb | 1989 1877
22 1523 1590 2343kb | 2012 1932
23 1678 1723 2596kb | 2045 1976
24 1723 1604 2612kb | 2076 1995
25 1789 1634 2796kb | 2098 2009
26 1323 1490 2856kb | 2123 2045
27 1233 1287 3043kb | 2156 2198
28 1222 1132 3496kb | 2273 2245
29 1678 1343 4056kb | 2387 2376
30 1434 1265 4512kb | 2512 2456
31 1365 1432 4896kb | 2567 2498
32 1811 1989 5024kb | 2599 2534
33 1900 1903 5456kb | 2657 2598
34 1422 1565 5696kb | 2699 2645
35 1578 1354 5812kb | 2742 2679
36 1234 1198 6098kb | 2799 2724
37 1809 1856 7056kb | 3203 3198
38 2321 2454 7956kb | 3789 3723
39 1453 1390 8896kb | 4621 4509
40 2389 2165 9345kb | 4919 4824
41 1233 1321 9856kb | 5032 5087
42 1567 1609 10366kb | 5306 5313
43 1876 1634 10669kb | 5592 5378
44 1900 2043 10996kb | 5745 5643
45 2234 1978 11256kb | 6023 5993
46 2344 2598 11490kb | 6145 6132
47 1354 1534 11634kb | 6226 6245
48 1223 1434 11856kb | 6328 6367
49 1344 1254 11912kb | 6454 6423
50 2300 2234 12098kb | 6512 6499
51 2498 2245 12156kb | 6597 6545

Table 7.7: Patients Accessing Speed On IPFS And File Sizes Accessing Speed On IPES
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The speed of filesizes is measured in Figure 7.17 and table 7.7, the speed of
75kb file size is 1421ms, 456kb is 1589ms, 2034kb is 1953ms, 3043kb is 2156ms,
6098kb is 2799ms, 12098kb is 6512ms. The SE of 75kb is +1309ms, +1467ms for
456kb, +1843ms for 2034kb, +2198ms for 3043kb, +2724ms for 6098kb, +6499ms
for 12098kb. The S E shows that the actual file size and speed values are close to the
simulated values. The straight fit line is y= 104.79x + 293.37, implying that an increase
in file size can change and affect the speed. The R? 0.8011 shows the correlation

between file size and speed.

7.2.4.3 Experiment 3: Records Sharing Speed

Figure 7.18 and Table 7.8 show the speed of patient records shares among healthcare
providers. The calculated speed of latient record is 5021ms, 5267 for 5", 5467ms for
10, 5682ms for 15™, 3109ms for 20, 3609ms for 251, 5489ms for 30™, 4598ms for
35t 5809ms for 40, 5289ms for 451, 4209ms for 51 The SE of latients is +4812ms,
+4909ms for 5, +5112 for 10%, £5345ms for 15%, +2809ms for 20, +£3223ms for 25,
+5200ms for 30%, £3901ms for 35%, £5601ms for 40", +4810 msfor 45%, +4019ms
for 51 There is a close margin between experimental values and S'E values. The values
in Figure 7.18 and table 7.8 show that the SE' is somehow close to the actual values.
The straight fit line is y=3.7618x + 4277.1, indicating the effect and change of speed
over increasing patients. The R? is 0.0032, indicating the correlation between sharing
speed and patients.

The sharing speed of file size on IPFS in Figure 7.19 and Table 7.8 shows that
the minimum sharing speed for filesize is 1801 for 75kb and the maximum is 9567
for 12156kb. The minimum SE of sharing speed for filesize 75kb is 1502, and the
maximum is 9018 for 12156kb. The cause and effect of patients’ over-sharing speed are
y=172.73 + 455.63, and R? is 0.9404, which indicates the correlation between sharing

speed of filesize and patients.
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Patients Record Sharing Speed On IPFS File Size Sharing Speed On IPFS
Patients | Sharing | SE (v) R? File Size | Sharing | SE (v) R?

Speed speed

(ms) (ms)
1 5021 4812 | 51*3.7618x +4277.1 | 51*0.0032 | 75kb 1801 1502 | 51*%172.73x + 455.63 | 51*0.9404
2 4521 4209 90kb 1823 1534
3 3423 3245 110kb 1842 1555
4 5234 5145 150kb 1888 1599
5 5267 4909 190kb 1945 1643
6 3234 2909 250kb 2065 1734
7 5356 5167 356kb 2189 1854
8 4534 4267 456kb 2267 1923
9 2312 2134 510kb 2276 1965
10 5467 5112 656kb 2373 2054
11 5478 4909 1012kb | 2434 2110
12 5490 5298 1256kb | 2554 2189
13 3411 3265 1540kb | 2698 2298
14 2721 2456 1623kb | 2787 2388
15 5682 5345 1756kb | 2893 2487
16 5603 5376 1812kb | 2967 2576
17 5530 5176 1856kb | 2998 2598
18 3300 3211 1915kb | 3045 2654
19 3220 3144 1956kb | 3076 2689
20 3109 2809 2034kb | 3243 2734
21 5634 5433 2256kb | 3389 2865
22 5609 5366 2343kb | 3449 2898
23 5430 5243 2596kb | 3634 3043
24 5390 5117 2612kb | 3712 3076
25 3609 3223 2796kb | 3812 3290
26 3909 3676 2856kb | 3933 3323
27 4390 4187 3043kb | 4163 3576
28 4709 4400 3496kb | 4409 3843
29 5609 5211 4056kb | 4829 4109
30 5489 5200 4512kb | 5189 4412
31 3245 3022 4896kb | 5218 4632
32 5709 5234 5024kb | 5406 4843
33 5823 5434 5456kb | 5794 5189
34 5890 5643 5696kb | 5945 5375
35 4598 3901 5812kb | 6034 5495
36 4857 4567 6098kb | 6185 5578
37 4739 4587 7056kb | 6545 6104
38 3498 3245 7956kb | 6945 6536
39 3098 2867 8896kb | 7629 7384
40 5809 5601 9345kb | 7841 7598
41 5845 5612 9856kb | 8108 7862
42 5698 5323 10366kb | 8472 8094
43 5487 5345 10669kb | 8634 8248
44 5376 5134 10996kb | 8839 8413
45 5289 4810 11256kb | 9023 8598
46 3687 3345 11490kb | 9134 8697
47 3845 3612 11634kb | 9245 8756
48 3598 3245 11856kb | 9334 8876
49 4598 4210 11912kb | 9461 8963
50 4573 4409 12098kb | 9534 8999
51 4209 4019 12156kb | 9567 9018

Table 7.8: Patients Sharing Speed On IPFS And File Sizes Sharing Speed On IPFS
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Figure 7.18: Patients Records sharing speed on IPFS
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Figure 7.19: Patients filesize sharing speed on IPFS

7.2.4.4 Experiment 4:Smart Contract Gas Consumption Using IPFS

This section presents experimental results of smart contract Gas consumption of upload-
ing records, gas consumption of accessing records, and Gas consumption of sharing
records using IPFS. The unit of Gas consumption is gwei, and used in the rest of the
section.

Figure 7.20 and table 7.9 shows the smart contract Gas consumption of uploading
patients’ records on IPFS. The minimum Gas consumption is 21,000gwe: for one
patient, and the maximum Gas is 40,023gwei. Gas consumption increases linearly
when more patient records are uploaded. The fluctuation in figure 7.20 indicates that
different sizes of records are uploaded to IPFS. The S E of minimum Gas consumption

is 19,000gwei, and the maximum is 34,890gwei. The values of S E are slightly lower
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than the experimental values. The straight fit line is y=172.14x+23080 to show the
linear change and effect of patients’ Gas consumption. The R? is 0.255, indicating the

correlation between Gas consumption and patients.
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Figure 7.20: Smart Contract Gas consumption of uploading patients record on IPFS
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Figure 7.21: Smart Contract Gas Consumption of patients file size (uploading) on IPFS

The Gas consumption of different file sizes of patients is calculated in Figure 7.21
and Table 7.9. The Gas of the minimum file size is 12,021 gwez, and the maximum
is 54,012gwei. The SE of the minimum file size is 10,023gwet, and the maximum is
51,023gwei. The straight fit line is y=7857x+4685.9, which indicates the change in
Gas consumption when file sizes increase, and R? is 0.985, implying the correlation
between Gas consumption and file sizes. Fig 7.21 shows that when file sizes increase

while uploading, the Gas consumption increases linearly.
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SC Gas for Uploading Patients Records On IPFS SC Gas Consumption for File Sizes On IPFS
Patients | Gas SE (v) R? File Size | Gas SE (v) R?
(gwer) (gwet)
1 21,000 19,000 | 51*172.14x + 23080 | 51*%0.255 | 75kb 12,012 10,023 | 51%20.75x + 3720.9 | 51%0.9147
2 23,301 19,500 90kb 13,567 11,538
3 20,012 17,543 110kb 14,303 12,156
4 21,023 18,987 150kb 15,983 13,730
5 22,212 18,002 190kb 16,947 14,765
6 24,023 21,034 250kb 17,875 15,657
7 26,943 22,342 356kb 18,345 16,342
8 23,092 19,092 456kb 19,876 17,576
9 22,503 18,321 510kb 20,654 17,980
10 27,000 23,090 656kb 21,342 18,487
11 24,034 20,923 1012kb | 21,998 18,996
12 26,981 22,782 1256kb | 22,876 19,956
13 29,034 26,902 1540kb | 24,343 21,432
14 23,054 21,220 1623kb | 24,980 21,988
15 22,093 18,345 1756kb | 25,654 22,475
16 24,054 20,890 1812kb | 26,343 22,998
17 29,234 22,902 1856kb | 26,994 23,546
18 27,023 22,123 1915kb | 27,435 24,234
19 31,923 26,909 1956kb | 27,997 24,878
20 28,034 24,023 2034kb | 28,543 25,453
21 23,094 18,789 2256kb | 30,121 26,345
22 33,043 28,892 2343kb | 31,462 28,120
23 24,045 18,543 2596kb | 32,768 29,876
24 26,000 22,234 2612kb | 33,897 30,543
25 27,092 24,012 2796kb | 34,864 31,793
26 35,023 28,034 2856kb | 35,654 32,987
27 26,023 20,432 3043kb | 37,234 34,987
28 27,045 22,043 3496kb | 39,423 36,984
29 24,043 18,034 4056kb | 43,483 40,905
30 23,980 18,034 4512kb | 47,654 45,463
31 26,043 20,345 4896kb | 49,543 48,943
32 28,032 21,546 5024kb | 51,735 50,363
33 29,123 24,934 5456kb | 55,353 54,095
34 36,032 30,242 5696kb | 59,352 57,043
35 38,034 32,043 5812kb | 62,543 60,234
36 25,054 20,043 6098kb | 65,094 63,543
37 24,023 20,123 7056kb | 67,432 65,705
38 29,043 24,987 7956kb | 74,435 72,943
39 32,043 27,045 8896kb | 81,434 80,345
40 34,098 28,954 9345kb | 85,345 84,098
41 32,093 27,045 9856kb | 89,425 87,439
42 39,093 34,890 10366kb | 93,438 90,435
43 40,023 33,834 10669kb | 95,342 92,543
44 35,094 32,034 10996kb | 98,054 94,535
45 38,093 32,943 11256kb | 101,453 | 97,934
46 24,098 20,923 11490kb | 103,954 | 99,985
47 25,098 19,903 11634kb | 105,435 | 101,854
48 26,035 19,789 11856kb | 107,685 | 103,435
49 25,093 20,543 11912kb | 106,435 | 104,543
50 24,093 19,234 12098kb | 106,998 | 104,986
51 29,032 24,098 12156kb | 107,463 | 105,986

Table 7.9: Smart Contract Gas Consumption Of Uploading Patients Records On IPFS
and Smart Contract Gas Consumption Of File Sizes On IPFS
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Figure 7.22 and table 7.10 show the Gas consumption of smart contracts while
sharing patients’ records using IPFS. The minimum Gas for one patient is 19,021 gwez,
and the maximum Gas for one patient is 46,023 gwei. Some records cost gas because of
the file size or complex computational calculations. The minimum S E of one patient
is 17,023gwesi, and the maximum is 45,934gwei. In fig 7.22 and table 7.10, some
values are high from the experimental values, and some are low. The straight fit line is
y=403.8x+16387, which shows the cause and effect of sharing patients’ records over
Gas consumption. The R? (0.4732) indicates the correlation between sharing patient

records and Gas consumption.

60,000 y =403.8x + 16387
R?=0.4732

50,000 T
40,000 A A | .
30,000

20,000

10,000

Sharing gas consumption patiente records

1357 9111315171921232527293133353739414345474951
ien
Smart contract Gas... patients
SE

Figure 7.22: Smart Contract Gas consumption of sharing patients records on IPFS
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Figure 7.23: Smart contract gas consumption of patients filesize (sharing) on IPFS

Figure 7.23 and table 7.10 implies the Gas consumption of file size on IPFS. It
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SC Gas for Sharing Records On IPFS SC Gas Consumption for File Sizes On IPFS
Patients | Gas SE (v) R? File Size | Gas SE (y) R?
(gwei) (gwei)
1 19,021 17,023 | 51*403.8x + 16387 | 51*0.4732 | 75kb 1321 1045 | 51%1717x + 17554 | 51*%0.9628
2 21,034 19,098 90kb 25,987 21,978
3 22,034 18,232 110kb 26,987 22,879
4 19,043 17,098 150kb 28,232 24,432
5 20,054 17,092 190kb 30,432 26,345
6 24,024 | 22,023 250kb 32,987 28,453
7 25,065 21,023 356kb 34,543 30,546
8 21,032 19,103 456kb 36,022 38,032
9 23,076 14,243 510kb 37,342 39,094
10 24,123 15,035 656kb 38,783 40,435
11 21,234 16,780 1012kb | 40,432 42,984
12 26,023 | 22,342 1256kb | 42,104 44,232
13 28,034 | 24,340 1540kb | 43,987 45,234
14 23,043 | 20,978 1623kb | 44,893 46,934
15 22,043 19,234 1756kb | 45,879 47,904
16 21,023 18,232 1812kb | 46,234 48,354
17 28,043 | 24,933 1856kb | 46,654 44,345
18 25,023 | 22,032 1915kb | 47,234 48,395
19 25,024 | 21,024 1956kb | 47,684 43,543
20 26,043 22,023 2034kb | 48,022 43,054
21 29,024 | 28,023 2256kb | 49,876 50,453
22 32,023 | 29,943 2343kb | 50,584 47,934
23 24,023 21,024 2596kb | 52,453 49,943
24 25,024 18,546 2612kb | 53,987 54,935
25 22,024 | 24,024 2796kb | 54,904 56,943
26 34,024 | 36,034 2856kb | 55,453 52,945
27 36,024 | 40,024 3043kb | 57,110 53,043
28 27,023 30,043 3496kb | 59,034 61,543
29 24,024 | 28,023 4056kb | 62,903 63,945
30 28,024 | 25,034 4512kb | 65,345 63,043
31 38,034 | 33,034 4896kb | 68,264 69,043
32 36,044 | 40,453 5024kb | 69,456 67,943
33 40,034 | 44,035 5456kb | 72,754 69,043
34 24,024 | 20,024 5696kb | 73,102 73,342
35 26,024 | 28,543 5812kb | 74,935 75,234
36 28,024 | 23,043 6098kb | 75,765 76,456
37 29,654 | 34,044 7056kb | 76,345 77,945
38 30,923 34,034 7956kb | 80,342 79,954
39 43,024 | 37,983 8896kb | 85,345 86,934
40 42,034 | 44,034 9345kb | 88,341 85,834
41 46,023 | 49,034 9856kb | 91,345 93,095
42 32,024 | 28,065 10366kb | 94,205 92,654
43 30,033 29,034 10669kb | 96,546 97,095
44 26,024 | 30,043 10996kb | 98,345 99,054
45 23,022 | 20,032 11256kb | 100,543 | 100,987
46 24,024 | 27,024 11490kb | 102,843 | 99,843
47 28,024 | 30,043 11634kb | 104,546 | 105,934
48 32,024 | 38,043 11856kb | 105,876 | 103,342
49 38,024 | 30,043 11912kb | 106,875 | 107,843
50 36,024 | 32,043 12098kb | 108,000 | 102,342
51 43,024 | 45934 12156kb | 110,453 | 109,435

Table 7.10: Smart Contract Gas Consumption Of Sharing Patients Records On IPFS,
Smart Contract Gas Consumption Of Sharing Records Of Different File Sizes On IPFS
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shows that the minimum Gas is 25,000gwer for file size 75kb, and the maximum Gas is
110,453 gwes for 12156kb. However, the S E is different from the experimental values.
the minimum S'FE for 75kb file size is 21,032gwei, and the maximum is 109,435qgwe:
for 12156kb. The straight fit line is y = 1717x + 17554, and R? is 0.9628 showing a
strong correlation between file size and Gas consumption.

Figure 7.24 and table 7.11 represent smart contract Gas consumption of accessing
patients’ records when interacting with IPFS. The hashes of patient records are stored
on a blockchain network, and files transfer to IPFS to minimise the cost of storing files
on the blockchain network. The smart contract deployed on the blockchain network
interacts with IPFS whenever healthcare providers need to access patients’ records, and
it needs to be done by spending Gas. The minimum Gas consumption for accessing
a patient’s prescription record is 24,000gwei, and the maximum Gas consumption is
54,943 gwei. The Gas consumption varies from patient to patient and their previous
prescription history. If patients have long prescription history and healthcare providers
want to access it, it will cost more Gas due to large files and high computational power.
Moreover, it also depends on the protocol used to validate the transaction. If POW is
used, then the Gas will be higher than POS. Further, the S E for Figure 7.24, shows that
the minimum S E of the patient is 26,032gwet, and the maximum is 49,893 gwei. The
fluctuation of values shows that the S'E is close to the experimental Gas values. The
straight fit line is y = 340.82x + 25629, showing the change in Gas consumption when
patient records increase, and R? is 0.3242 indicating the correlation between accessing
Gas consumption and patient records.

Figure 7.25 and table 7.11 shows the gas consumption of different file sizes accessed
by healthcare providers. As presented in above Figure 7.25, patient records size or
file size matter in increasing gas consumption, and that can be seen in figure 7.25 and
table 7.11. The minimum Gas is 28,000gwe: for a file size 75kb, and the maximum is

124,435 gwer for 12156kb. It is noted that Gas consumption increases linearly whenever
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SC Gas for Accessing Records On IPFS SC Gas Consumption for File Sizes On IPFS
Patients | Gas SE (y) R? File Size | Gas SE (y) R?
(qwer) (qwet)
1 1221 1012 | 51*340.82x + 25629 | 51*%0.3242 | 75kb 1321 1045 | 51*2132.6x + 11828 | 51%0.9441
2 23,032 | 20,342 90kb 28,453 | 27435
3 24,023 | 25,034 110kb 28,994 | 29,943
4 25,023 | 23,023 150kb 29,543 | 30,436
5 24,023 19,893 190kb 30,102 | 29,432
6 23,023 | 22,032 250kb 30,654 | 29,894
7 25,054 | 21,032 356kb 31,324 | 31,984
8 26,234 | 28,903 456kb 31,987 | 30,874
9 26912 | 22,323 510kb 32,543 | 33432
10 23,032 | 25,202 656kb 33,974 | 32,232
11 27,023 | 20,212 1012kb | 36,754 | 37,673
12 28,024 | 30,323 1256kb | 38,432 | 36,743
13 32,043 | 35,564 1540kb | 40,342 | 41,987
14 26,025 | 24,543 1623kb | 41,987 | 40,324
15 25,043 | 23,943 1756kb | 43,123 | 42,984
16 36,024 | 38,903 1812kb | 44,342 | 41,874
17 38,024 | 34,923 1856kb | 44,987 | 41,987
18 32,024 | 29,043 1915kb | 46,192 | 45,343
19 33,943 | 30,423 1956kb | 46,765 | 44,324
20 42,032 | 44,932 2034kb | 47,453 | 48,543
21 38,043 | 39,943 2256kb | 49,324 | 47,109
22 32,022 | 28,943 2343kb | 50,213 | 51,329
23 44,032 | 42,932 2596kb | 52,654 | 49,324
24 39,032 | 38,943 2612kb | 54,231 | 50,094
25 47,023 | 48,943 2796kb | 55,543 | 54,987
26 43,024 | 39,943 2856kb | 56,509 | 54,876
27 44,029 | 39,943 3043kb | 58,435 | 55,354
28 49,342 | 53,943 3496kb | 61,432 | 62,987
29 35,043 | 32,543 4056kb | 64,824 | 61,320
30 24,043 | 21,943 4512kb | 67,453 | 63,234
31 26,043 | 22,943 4896kb | 69,654 | 67,106
32 27,043 | 22,676 5024kb | 71,805 | 72,043
33 29,043 | 32,984 5456kb | 74,345 | 73,094
34 30,033 | 29,943 5696kb | 76,543 | 75,345
35 34,035 | 39,943 5812kb | 78,985 | 79,434
36 38,043 | 32,943 6098kb | 80,032 | 79,434
37 45,025 | 39,345 7056kb | 82,095 | 83,032
38 42,043 | 43,234 7956kb | 88,875 | 87,343
39 52,043 | 49,893 8896kb | 98,435 | 94,943
40 54,035 | 47,432 9345kb | 103,987 | 101,843
41 34,035 | 36,432 9856kb | 107,094 | 104,984
42 38,053 | 36,654 10366kb | 108,453 | 107,874
43 39,043 | 38,345 10669kb | 112,094 | 111,893
44 34,024 | 35954 10996kb | 115,345 | 114,873
45 43,034 | 44,234 11256kb | 119,343 | 120,343
46 44,024 | 47,434 11490kb | 120,984 | 119,303
47 51,032 | 53,543 11634kb | 121,843 | 118,980
48 49,043 | 46,234 11856kb | 122,893 | 119,893
49 28,043 | 27,094 11912kb | 123,323 | 120,890
50 29,043 | 28,943 12098kb | 123,987 | 121,938
51 32,043 | 34,894 12156kb | 124,435 | 122,465

Table 7.11: Smart Contract Gas Consumption Of Accessing Patients Records On IPFS,
Smart Contract Gas Consumption Of Accessing Records Of Different File Sizes On
IPFS
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Figure 7.24: Smart Contract Gas consumption of patients accessing records on IPFS
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Figure 7.25: Smart contract Gas consumption of patients file size (accessing)on IPFS

file sizes increase. The minimum S'E is 27,435gwer for filesize 75kb, and the maximum
SE is 122,465gwes for filesize 12156kb. The straight fit line is y=2132.6x + 11828,
showing the change in Gas, and R? is 0.9441, representing the correlation between Gas
and file size.

To sum up, smart contract Gas consumption experiments of uploading, sharing,
and accessing patient’s records and Gas consumption of different file sizes. It is noted
that uploading patients’ records and files is the lowest Gas consumption as healthcare
providers do not need to interact with other healthcare providers or patients while
uploading patient records. On the other hand, Gas consumption for sharing patient
records is slightly higher due to patient and healthcare provider authorisation. It took

longer to share the patient’s records. However, accessing patient records and file size
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Gas consumption is relatively higher than sharing records as it involves more processes,
i.e., patients authorisation, revoking permission, and incentivisation. The incentivisation
process takes more computational time, power, and Gas to attract patients to participate

in the proposed BlockPres system.

7.2.4.5 Experiment 5:Resource Utilisation

Figure 7.26 and table 7.12 represent the system’s resource utilisation during exper-
imentation of the BlockPres prototype. The parameters used to test the system are
memory(RAM), CPU usage, Disk usage, and Traffic in and out. The minimum memory
usage is 4MB for 75kb, and the maximum is 23Mb for 12098kb. The minimum CPU
usage is SMB for 75kb, and the maximum is 87MB for 12098kb, the disk throughput is
6MB for 75kb and 190MB for 12098kb. The traffic-in is 8MB for 75kb and 346 MB
for 12098kb. The traffic-out is IMB for 75kb and 660MB for 12098kb. The resource
utilisation experiments instigate that the system remains controllable during performed
experiments. Whenever smart contracts interact with IPFS, the CPU and memory usage
go high, and the Traffic out is high while accessing large files.

700
y=-17.143x + 90.333
600 R*=0.76
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400

300
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Figure 7.26: Resource Utilisation of Proposed system
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Filesize | Memory | CPU | Disk Throughput | Traffic-in | Traffic-out
12098 23 87 190 346 660
6098 13 67 156 321 543
3043 6 12 17 21 27
2034 4 5 8 10 10.4
456 4.5 6 7 9 10
75 4 5 6 8 9

Table 7.12: Resource Utilisation Of Blockpres Using Smart Contract And IPFS

7.2.4.6 Experiment 6:Computational Speed of Encryption Schemes

The Figure 7.27 experiment shows the computational speed of different encryption-
decryption schemes used during an interaction between smart contract and IPFS. The
comparison is carried out between AES (128), AES (256), and SSS. The computation
speed of AES(128) is 5.2, and AES (256) is 9.3. on the other hand, SSS computational
speed is 2.4, the lowest among other schemes. These schemes are differentiated based
on computational speed as AES (128) perform 2!2® different combination of keys to
decrypt a file. Similarly, AES (256) performs 226 combinations of keys to decrypt
a file. However, the computational speed is less as there are no key combinations.

The BlockPres uses SSS for records and file encryption-decryption on IPFS as the

computational speed of SSS is better than other schemes.

Figure 7.27:

Computational Time (ms)

AES128

AES256

e ENcCryption Decryption

SSS

Computational Speed of AES(128), AES(256) and SSS
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7.3 Security and Privacy Analysis

Security and privacy are essential to every system, especially in healthcare. The data
should be handled with considerable privacy and protected from access by medical
entities deemed malicious. This section considers the blockchain-based secure storage
of patients’ prescription records using IPFS. However, simultaneously, the security and
privacy of the blockchain-based system using IPFS are important to be considered and
proved using various threat scenarios.

Theorem 1 : It is assumed that entities may access the PMS within IPFS with no
consent of the medical entity. That attacker may not be capable of reading the medical
information.

Proof : In the proposed blockchain-based solution for the prescription management
system, all prescription records are secured in IPFS through a unique symmetric key
for every medical entity. Symmetric encryption based on a 256-bit system, such as
public-key encryption and zero-knowledge Proof;, is used to ensure that it is difficult for
an attacker to make guesses of such keys and maintain the privacy of medical entities.
Although the adversaries may guess medical entities’ symmetric keys, decrypting all
files is difficult. The keys matching the medical entities are protected and stored within
the secure public key encryption on IPFS. Because the keys are secured via medical
entities’ public key, to obtain the keys, the medical entity or adversaries will first access
them through public key encryption. With the adoption of zero-knowledge Proof,
medical entities will ensure not to disclose entity information.

Theorem 2: Assuming that an adversary gets patients’ NHI or Ethereum address
to access or misuse prescription records. No adversary can misuse a patient’s NHI or

Ethereum address, claim a prescription, or misuse the information.
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Proof : The adversary must fulfill the requirements sets implementing zero-
knowledge Proof to use the patients’ information at a health services provider. Cross-
check permission from the patients will also take place to get authorisation. The digital
signature will also ensure the patient’s identity. The current implementation of the
smart contract enables the contract owner, such as HealthNz or MOH, to trace and track

patients’ accounts when the patient’s record is accessed without authorisation.

7.4 'Testing Trustworthiness of BlockPres

This section presents the evaluation of BlockPres using a trust scoring system proposed
by (John et al., 2018), which defines trust as a function of Persistence (P), Competence
(Cp), Reputation (Re), Credibility (Cr), and Integrity (Ig). The proposed trust score
can be calculated using Equation 7.5, where K is the Trust Equating Factor or Trust
Normalisation Constant. Each parameter is normalised to a unit value, and the Trust
Normalisation Constant is 0.2 since all parameters have equal weights. Persistence is
measured through the stability and consistency of the platform, where stability refers to
the platform’s ability to provide appropriate resources or data for a user’s request, and
consistency refers to the platform’s ability to respond whenever it receives a request
from the patients with the possible resource. The average turnaround time required
by the system to process requests and the average response time is used to measure
competence. Information accessibility (I) and compatibility (C) are the two criteria for
evaluating reputation. (C). The accuracy and potency of the system’s findings for users
are measured by credibility. The availability (A) and confidentiality (C) of the system

are the two parameters used to determine the integrity of the system. (Cf).

TrustScorel = F(P, OP,RE,CR,Ig) = K(P+ Rg + CR + IG + Cp) (75)
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7.4.1 Trustability co-efficient of variation

The trust score is determined by utilising the trustworthiness coefficient of variation
as introduced in (John et al., 2018). To assess the reliability of data and transactions,
the section used a trustworthy coefficient of variation from (John et al., 2018). This
includes evaluating transaction latency and throughput across various file sizes. The
normalised values in Table 7.13 on the next page elevate the trust score level because
dummy data and simulations can influence the results. The trust score, response time,

throughput, and latency will likely be higher in actual real-time scenarios.

7.4.2 Incentivisaion

The patients in Blockpres are provided with tokens that can be used for registration and
completing various processes, such as accessing records, prescriptions, and medication.
The number of tokens a patient receives depends on the healthcare provider. It varies
for different tasks, such as 1 token for registration, 2 for authorisation, 2 for completing
prescribed medication, etc. The healthcare provider can determine the value of each
token. Patients can redeem these tokens for discounts or purchase anything they
desire. The distribution of tokens is presented in Table 7.14 on page 198. This system
incentivises patient participation and engagement and helps reduce healthcare costs by

allowing patients to earn or receive tokens.
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Table 7.13: Trust Score calculation

Patient.id File Size Trust Score
1 75kb 0.8100
2 90kb 0.8112
3 150kb 0.8156
4 250kb 0.8212
5 510kb 0.8290
6 1012kb 0.8342
7 1540kb 0.8398
8 1812kb 0.8423
9 1915k 0.8534
10 2343kb 0.8599
11 2856k 0.8634
12 4056kb 0.7034
13 5024kb 0.6500
14 7056kb 0.2341
15 8896kb 0.7013
16 9496kb 0.3021
17 9856kb 0.8945
18 10996k 0.2
19 10596k 0.2322

20 11856kb 0.8870
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Table 7.14: Incentive distribution

Event Tokens Distribution (On Ave.)
Registration 1 token
Authorisation 2 tokens
Completed Prescribed medication 2 tokens
Share files 2 tokens
Engagement and participation 1 token

7.5 Hypothesis Conclusions

The present thesis study uses and evaluates Design Science Research Methodology.
The methodology involves four main steps: problem identification, solution design,
evaluation, and summarising results. Chapter 2 formulates a set of hypotheses to test
the researcher’s artifact, which is developed based on the literature review presented
in Chapter 2. This section evaluates the rationale between the questions, hypotheses,
and findings from Chapter 2 and experimental results from Chapter 8.3. The results
obtained from evaluating theory, prototype experimental results, and formal modeling
of the incentive mechanism are also discussed. The methodology adopted in this
part is based on the Quasi-judicial (Cardozo et al., 2010) approach, which employs
rational argumentation to support or refute the hypothesis. The weight of judgment is
considered while arguing against the hypothesis. Table 7. 15 summarises the hypothesis

1 evaluation for this research.
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Table 7.15: Hypothesis 1 Conclusion

H1: The current prescription practices in HIS are

ineffective and error-prone.

For

Against

Chapter two of the study utilised a Systematic Lit-
erature Review (SLR) to investigate the research
hypothesis. To address the hypothesis, various meth-
ods are used, and method M1, described in sec-
tion 4.3.2.1 on page 98, is utilised to find the solution.
The study also examined several related studies on
current prescription practices in Section 2.5.5.2 on
page 39. These studies indicated that medication er-
rors or harm resulting from medication are a signific-
ant issue in New Zealand. Furthermore, the evidence
presented in sections 2.5.5.5 on page 45 and 2.5.5.3
on page 41 supports the claim that current practices

are prone to errors.

After conducting a Sys-
tematic Literature Review,
the thesis developed a hy-
pothesis that some stud-
ies suggest the current pre-
scription system may ad-
dress prescription issues,
but there is uncertainty
surrounding this claim.
However, the majority of

studies supported the HI.

Verdict: There is insufficient evidence to reject
the hypothesis.

The study adopted the PRISMA method in Sec-
tion 2.2 on page 13 and Figure 2.1 on page 15 to
conduct a systematic literature review, which suppor-

ted Hypothesis 1 and assist it in being accepted.




Chapter 7. Evaluation of Proposal 200

Table 7.16: Hypothesis 2 Conclusion

H2: The impact of unequal access to PMS affects
the health outcomes of Maori and Pasifika, as it also
contributes to their disengagement from healthcare

services.

For Against

Chapter 2 supports H3 in section 2.5.5.3 on page 41, | After conducting research
citing research articles and reports from health and | and reviewing the relevant
disability commissioners. Additionally, other factors | literature, information has
contributing to unequal access and disengagement of | yet to be found that refutes
Maori and Pasifika are identified in section 2.5.5.4 on | the hypothesis.

page 43. The challenges Maori and Pasifika face are
illustrated with real-life cases in section 2.5.5.5 on
page 45. In Chapter 3, M1 is developed to validate
the hypothesis.

Verdict: There is insufficient evidence to reject
the hypothesis.

The validation of H2 is based on a thorough review
of the relevant literature, and the facts and figures
presented in the section 2.5.5.3 on page 41 provide

support for H2 and contribute to its acceptance.




Chapter 7. Evaluation of Proposal 201

Table 7.17: Hypothesis 3 Conclusion

H3: The unequal access to PMS among Maori and

Pasifika undermines the system’s trustworthiness.

For Against

Chapter 2 on page 11 validates the correlation | After conducting research
between trust and disengagement with unequal ac- | and reviewing the relev-
cess and other contributing factors, as discussed in | ant literature, no inform-
Section 2.5.5.4 on page 43. Multiple sources have | ation has been found that

verified this correlation refutes the hypothesis.

Verdict: There is insufficient evidence to reject
the hypothesis.

The validation of H3 is based on a thorough review of
the relevant literature. The facts and figures presen-
ted in section 2.5.5.5 on page 45 support H3 and

contribute to its acceptance.

Table 7.18: Hypothesis 4 Conclusion

H4: The prescription system’s inadequacy contrib-
utes to both prescription errors and the disengage-

ment of Maori and Pasifika.

For Against
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Table 7.18: Hypothesis 4 Conclusion

H4: The prescription system’s inadequacy contrib-
utes to both prescription errors and the disengage-

ment of Maori and Pasifika.

In Chapter 2, Section 2.5 on page 35, various is-
sues present in healthcare information systems, in-
cluding security and privacy concerns, data transpar-
ency, data heterogeneity, counterfeit and substandard
drugs, and prescription management system issues.
These issues highlight the inadequacy of the health-
care system. Furthermore, Section 2.3.2 on page 29
validates that Maori health status has declined due
to disparities in the system. In Chapter 3, The valid-

ation of H4 is supported by the M1 method.

After conducting a Sys-
tematic Literature Review,
the thesis developed a hy-
pothesis that some stud-
ies suggest the current pre-
scription system may ad-
dress prescription issues,
but there is uncertainty
surrounding this claim.
However, the majority of

studies supported the HI.

Verdict: There is insufficient evidence to reject
the hypothesis.

The validation of H4 is based on a thorough review
of the relevant literature, and the facts and figures
presented in the section 2.5.5 on page 38 provide

support for H4 and contribute to its acceptance.
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Table 7.19: Hypothesis 5 Conclusion

HS:The proposed framework reduces prescription

errors and inequality in the healthcare system.

For Against

In Chapter 4 on page 80 ,Section 4.2.1.1 on | After developing the pro-
page 88 and figure 4.3 on page 90 presented solu- | posed BlockPres frame-
tion design where the solution is proposed to satisfy | work, the results are gener-
H1,H2,H3,H4. In chapter 5 on page 102, BlockPres | ated on dummy data, and
framework is proposed in Section 5.3 on page 121. | the result can be different
The results show in Section 7.2.3 on page 167 that | if the framework is imple-
the proposed system can reduce prescription errors | mented in a real environ-
by providing patient authority, and smart contracts | ment.

can bring equality in the form of records. In Chapter

4, M2 is used to validate the H5.

Verdict: There is insufficient evidence to reject
the hypothesis.

The validation of H4 is based on a thorough review
of the relevant literature related to blockchain tech-
nology, and the framework and results presented in

the section 7.2.3 on page 167 provide support for H4

and contribute to its acceptance.




Chapter 7. Evaluation of Proposal

204

Table 7.20: Hypothesis 6 Conclusion

H6:The Proposed incentive mechanism increases
engagement and participation in PMS, leading to
improved healthcare outcomes and better patient ex-

periences.

For

Against

The literature review in Chapter 3 on page 54 sug-
gests that various incentive mechanisms have been
proposed in different fields to enhance user engage-
ment and increase participation, as discussed in Sec-
tion 3.5 on page 75. In chapter 6 on page 139, de-
veloped an Incentive mechanism and explained the
incentivisation and engagement process. Moreover,
the formal method is adopted to construct the incent-
ive mechanism.

In Chapter 7 on page 160, the effectiveness of the
Blockpres system is evaluated by creating a proto-
type and conducting experiments. The results of the
experiments are presented in Section 7.2 on page 161,
which demonstrate that the proposed system can in-

deed improve engagement.

After developing the pro-
posed BlockPres frame-
work, the study construc-
ted an incentive mechan-
ism, and Chapter 7 results
are generated on dummy
data. The result can differ
if the framework is imple-
mented in a real environ-

ment.
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Table 7.20: Hypothesis 6 Conclusion

H6:The Proposed incentive mechanism increases
engagement and participation in PMS, leading to
improved healthcare outcomes and better patient ex-

periences.

Verdict: There is insufficient evidence to reject
the hypothesis.
The validation of H6 is based on the experimental

results and the prototype development, which sup-

port H6 and contribute to its acceptance.

Table 7.21: Hypothesis 7 Conclusion

H7: By providing equal access to Maori and Pasifika,
the proposed PMS system enhances the system’s

trust level.

For Against
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Table 7.21: Hypothesis 7 Conclusion

H7: By providing equal access to Maori and Pasifika,
the proposed PMS system enhances the system’s

trust level.

Chapter 5 on page 102 presents the Blockpres | However, to establish the
framework, which addresses the issues identified | system’s trustworthiness,
in Chapter 2 on page 11. In Chapter 6 on page 139, | it needs to be tested in real-
an incentive mechanism is proposed, and Chapter 7 | time settings, and external
on page 160 includes experimental results. The sys- | opinions are necessary.

tem’s trust is evaluated using the trust score system
proposed by John et al. (2018), and the results are
promising, indicating a high level of trust based on
the trust score. However, it should be noted that
the trust score has not been tested in real-time scen-
arios and requires actual patient data to validate its

effectiveness.

Verdict: Not Accepted

To validate H7, the Trust score system is utilised.
However, it requires expert feedback and real-time
usage to calculate the trust level accurately. H7 has
not been fully achieved or accepted. Further testing

and validation are necessary
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7.6 Answers to the Questions and Sub-Questions

This section answers the questions and sub-questions formulated in chapter 2 on page 11

, section 4.3 on page 95. There are four questions and seven sub-questions.

RQ1 What issues exist within current prescription practices?

(a) How do prescription issues manifest?
(b) What are the current practices to counter these Prescription issues?

(c) Are current practices effective in HIS?

To address the first question and its sub-questions, the study utilised an SLR
and PRISMA methodology outlined in Chapter 2. Section 2.2 on page 13 aided
in finding relevant articles and narrowing down the research problem. For sub-
question 1, the study examined various reports from government entities and
other studies to gather facts and figures to find prescription issues discussed in
section 2.5.5 on page 38. The effects of prescription issues on Maori and Pasifika
communities were explored in section 2.5.5.2 on page 39. The sub-questions were
validated by citing a number of studies in chapter 2 on page 11. Sub-question 2
was addressed by discussing several practices used to counter prescription issues,
such as the Prescription Monitoring Program, Pharmacovigilance, and Electronic
Prescription Service, in section 2.5.5.5 on page 45. However, the current practices
were insufficient, as validated by H1 and H2 in section 7.5 on page 198. For
sub-question 3, the study examined current practices in section 4.3 on page 95
and identified issues in the healthcare system in section 2.5 on page 35 using
various studies and health and disability reports. Overall, the three sub-questions
revealed the existence of issues in the healthcare system related to prescription

services.
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RQ2 What are the reasons for unequal access to Maori in PMS ?

(a) Are current PMS accessible and engageable to Mdaori and Pasifika?

(b) Are Maori and Pasifika trust the current PMS ?

Chapter 2 on page 11 validates sub-question 4 by presenting evidence
that highlights the lack of proper access to PMS for Maori and Pasifika
communities due to various reasons such as cultural differences, inequality,
cost, racial bias, and values. The relevant evidence is discussed in the

section 2.5.5.4 on page 43, and H1 is formulated to address this sub-question.

Additionally, sub-question five is identified in Chapter 2, and a hypothesis
is formulated to answer the question. The literature review evaluates and
validates this sub-question. The section 2.5.5.4 on page 43 further discusses
that trust is an important issue in the current PMS, and it is associated with

the unequal access experienced by Maori and Pasifika communities.

RQ3 How can unequal access, distrust, and disengagement be solved through block-

chain technology?

(a) How can blockchain technology be applied to engage patients with PMS?
(b) How can blockchain technology be applied to build patients’ trust ?

(c) How can blockchain technology be applied to mitigate inequalities in PMS
?
Chapter 3 on page 54 analysed the characteristics and potential applications
of blockchain technology in section 3.2.2 on page 58, specifically it has
potential to address healthcare issues. To address sub-question 3, a block-
chainbased solution is proposed in Section 4.2.1.1 on page 88, in the context
of DSRM to address unequal access, distrust, and disengagement in the pre-

scription management system. To answer sub-question 6, the study proposes
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an incentive-based mechanism to engage Maori and Pasifika populations,
which is outlined in chapter 6 on page 139. Various incentivisation methods
are proposed and validated in section 3.5 on page 75. Noting that the studies
were conducted in different fields and areas. Regarding sub-question 7, the
incentive mechanism proposed in Chapter 6 on page 139 is implemented
through the development of a DApp (Decentralised Application) prototype,
and experimental testing is conducted in section 7.2 on page 161 . Trust
levels are calculated using the trust scoring system proposed by (John et al.,
2018) without user feedback. However, the trust level is high based on the
values. Additionally, sub-question 8 aims to provide equality to Maori and
Pasifika by granting patients the authority to provide access to their health-
care records to healthcare providers. blockchain technology’s Decentralised
and inter-operable nature ensures that inequality is not possible, as everyone

can see and follow updates.

RQ4 How specifically to build a blockchain-based incentive mechanism to mitigate

unequal access and inequalities in PMS?

(a) How the proposed system will be evaluated?

In response to question 4 and sub-question 8, a blockchain-based incentive
mechanism is constructed in chapter 6 on page 139, and a DApp prototype
is developed to evaluate the mechanism. The prototype is evaluated through
experimental results in section 7.2 on page 161 of the same chapter 7 on page 160.
Based on the results, the prototype performs well, and the smart contract and
decentralisation features minimise inequality. While patient and expert feedback
would be helpful for further system evaluation, due to time constraints, the study

will conduct this aspect of the evaluation in future work.
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7.7 Discussion

This section presents the findings and contribution of the research. The literature
review has been conducted focusing on the context of New Zealand using a Systematic
Literature review. SLR allows the researcher to break down the problem into sub-
problems in section 2.1 on page 11. The study uses PRISMA methods to make the article
selection manageable. In Chapter 2, the study contributed the following points. The
study identified various issues within the New Zealand healthcare system, highlighting
problems that need to be addressed to improve inequality and prescription issues.
The study conducted a cultural analysis of Maori and Non-Maori populations in New
Zealand, focusing on disparities in health outcomes. The World Health Organisation
(WHO) has recognised these disparities as a significant concern. The study also
examined factors contributing to poorer health outcomes for Maori, as detailed in
Section 2.3.2 on page 29. Chapter 2 on page 11 of the study focused on issues related to
the prescription management system, including unequal access. Chapter 2 provided the
foundation for the formulation of research questions and hypotheses. It also established
a connection between Chapter 2 on page 11 and Chapter 3 on page 54, which explored
different blockchain technologies. Chapter 3 on page 54 provided a comprehensive
overview of blockchain and its applications in finance, supply chain management,
voting, and digital identity verification. The study drew on existing research to develop
a blockchain-based incentive mechanism to address these issues, using formal methods
to construct the incentive mechanism in Chapter 6 on page 139. The study also utilised
cryptographic techniques to share patient information securely. The prototype is built
using the Ethereum platform with Rosten and Metamask.

The findings of the study are presented in Chapter 7 on page 160 and are backed by

the literature reviewed in Chapter 3 on page 54. Chapter 3 on page 54 also identified
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various methods and tools for developing the prototype and evaluated different per-
formance parameters such as throughput, latency, cost, and access time. Furthermore,
the trust scoring system is identified to test the level of trust in the proposed system.
This is a crucial part of the system’s testing, as there was no other way to measure the
trust level except by obtaining feedback from experts and patients. Chapter 3 proposes
methods for incentivisation, and this study explicitly selects a token system for patients
as a recommended approach. Chapter 3 on page 54 also outlined the security and
privacy frameworks that supported the study in designing a secure system for patient
data. These findings served as the basis for the development of the architecture and

helped to reconcile the study’s results with the original problem statement.

7.8 Conclusion

In chapter 7, the findings of chapter 2 and 3, and the proposed incentive mechanism
is evaluated and tested to answer the research questions and hypothesis which were
presented in chapter 4 on page 80. Chapter 7 is crucial for the thesis as research
questions and hypotheses are reconciled with the experimental and theoretical data to
get answers. In section 7.2.2 on page 163, a simulation of blockchain technology is
performed to assess the performance using the Ethereum network. It is clear from the
test that blockchain technology can answer the questions formulated in section 4.3 on
page 95. Moreover, experiments have been conducted to evaluate the BlockPres system
and use different metrics to test the system in the context of questions and hypotheses.
The experimental results show the efficiency and effectiveness of the proposed system.
It is also a cost-effective solution for the current healthcare system. Moreover, an
incentive mechanism is also calculated, and the tokens will be given to each patient who
participates in and use the healthcare system. Trust is also tested and calculated using a

trust score system which shows the system can be trustworthy according to the score
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calculation. However, experts must test it for a real trust data. The hypothesis conclusion
is also presented in section 7.5 on page 198 to report whether the hypothesis is accepted
or rejected against the evidence. The questions and sub-questions are answered in the
context of DSR methodology. The discussion section reconciled the findings with the
literature review.

Chapter 7 evaluated and tests the proposed incentive mechanism and the findings
of Chapter 2 and 3 in relation to the research questions and hypothesis presented in
Chapter 4 on page 80. The chapter is of utmost importance as it involves experiments to
test the research questions and hypotheses. Section 7.2.2 on page 163 performs a simu-
lation of blockchain technology using the Ethereum network to evaluate its performance
in answering the questions formulated in Section 4.3 on page 95. The experiments
conducted to evaluate the efficiency and effectiveness of the proposed BlockPres system,
used different metrics to test it in the context of the research questions and hypothesis.
The results show that the proposed system is cost-effective and trustworthy, as indicated
by the score system, although further expert testing needs to be done. Additionally,
the incentive mechanism is calculated, and tokens will be awarded to each patient who
participates in and uses the healthcare system. The hypothesis conclusion is presented
in Section 7.5 on page 198 to report whether the evidence supports or refutes the hypo-
thesis. The questions and sub-questions are addressed within the context of the DSR
methodology. Finally, the discussion section reconciles the findings with the literature

review.
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In Chapter 7, the proposed BlockPres Artifact is evaluated. The research questions
and hypotheses are evaluated using experimental and theoretical results. Moreover,
the trust level of the system is evaluated using a trust scoring system. The research
questions and hypothesis are verified and reconciled with the findings in chapter 2
and 3 on page 54 using Quasi judical methods in section 7.5 on page 198. However,
to conclude the thesis, the researcher summarises the research by identifying the key

points, challenges, and areas for further research. Therefore, chapter 8 is structured
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as follows: Section 8.2 presents a thesis summary from chapter 2 to chapter 8. The
challenges faced by the researcher throughout the study are discussed in section 8.3 on
page 217. Section 8.4 on page 218 is concluded by discussing the future work of the
study.

Chapter 7 presents the evaluation of the BlockPres Artifact , and experimental
results are used to evaluate the research questions and hypotheses. Additionally, the
trust level of the system is evaluated using a trust scoring system. The findings in
chapter 2 and 3 on page 54 are verified and reconciled with the help of Quasi-judicial
methods in section 7.5 on page 198. The researcher concluded the thesis by summarising
the study, challenges, and future research areas. Chapter 8 is structured as follows:
Section 8.2 summarises the thesis from chapter 2 to Chapter 7. The challenges faced
by the researcher throughout the study are discussed in section 8.3 on page 217. The

future work of the study is discussed in section 8.4 on page 218.

8.2 Research Summary

This section summarises the literature, problem identification, proposed BlockPres
framework, and incentive mechanism. Moreover, the research methodology in the form
of DSRM is evaluated. The main objective of Chapter 2 is to identify the gaps and
problems in the New Zealand healthcare system. Therefore, the study adopted the DSR
methodology to conduct different phases of the research. The main goal is to mitigate
inequality and improve the disengagement and participation rates of Maori and Pasifika
in the healthcare system using a Blockchain-based incentive mechanism.

In Chapter 2, the research used the PRISMA method to systematically review the
literature and identify challenges in HIS. The study has focused on the healthcare
system in New Zealand. It has identified several issues, including security and privacy

concerns, data heterogeneity, counterfeit and substandard drugs, and unequal access
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to PMS in section 2.5 on page 35. Moreover, the study has examined how cultural
differences and other factors affect Maori health in the New Zealand healthcare system
and the issues and problems associated with HIS. The study focused on unequal access
or inequality in the healthcare prescription system and identified reports and studies
supporting the above issues in section 2.5.5.2 on page 39. The study formulated
questions and a hypothesis in section 3.5 on page 76, and based on the RQs and
Hypothesis, the researcher mapped a theoretical framework. Therefore, The study
highlighted the need for a robust technological solution to address the issues Maori and
Pasifika face regarding medication and prescriptions in the prescription management
system. Chapter 3, explores Blockchain technology’s potential to address unequal access
and inequality issues in the Prescription Management Systems (PMS) and healthcare.
The literature suggests that Blockchain technology can offer solutions to minimise
these problems by providing a secure and open platform for data sharing, incentivising
participation, and enhancing trust. Chapter 3 overviews Blockchain technology, its
characteristics, applications, layers, and use in healthcare. Moreover, it also explored
the incentive mechanism proposed by authors in different research areas. It helped the
researcher to design a Blockchain-based incentive mechanism to encourage participation
and sharing in the PMS. Therefore, the research questions formulated in the context of
Blockchain technology and the proposed incentive mechanism were the main focus of
the thesis.

Chapter 4 highlights the importance of adapting the research process as it progresses
and making necessary adjustments to research questions, hypotheses, and testing meth-
ods. The Design Science Research (DSR) approach provides a structured and planned
methodology for conducting research. The chapter provides an overview of the various
steps involved in the DSR methodology, including problem identification, solution
design and development, and solution evaluation. It also emphasises the importance

of selecting appropriate research methods to answer the research questions and test
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the hypotheses. Chapter 6 defines the proposed incentivisation mechanism for the pre-
scription system to mitigate inequality in the healthcare system for Maori and Pasifika.
Moreover, the factors contributing to inequality, such as trust, value, loss of status, class
differences, and racial bias, are explained by unequal access. The proposed incentiv-
isation mechanism and its implementation are presented, along with formal methods
to prove the solution mathematically. The Chapter 6 also analyses security parameters
to ensure the secure and trustworthy provision of incentivisation processes and patient
data to healthcare providers. In Chapter 5 the BlockPres framework is presented as a
solution to mitigate inequality and improve patient engagement in the healthcare system
using incentives and Block-chain technology. The system architecture is communicated
using ArchiMate, which allows for better organisation and management of the various
system components. The system workflow involves three layers: application, data
storage, and service. The framework aims to incentivise patients throughout the process
and increase the efficiency of patient treatment. It has the potential to improve patient
engagement and build trust in the healthcare system. Hence, the BlockPres framework
is promoted as a comprehensive and promising solution to address the challenges faced
by the healthcare system. Chapter 7 of the thesis evaluates the proposed artifact and
incentive mechanism. The experiments to test the research questions and hypothesis are
presented in Chapter 4.

The chapter provides a comprehensive analysis of the efficiency and effectiveness
of the BlockPres artifact, along with the incentive mechanism and trust score system.
The results show that the proposed artifact is cost-effective, efficient, and trustworthy,
potentially improving patient engagement and participation in the healthcare system.
Moreover, the hypothesis tests and conclusions presented in Section 7.5 on page 198,
indicate that the evidence supports the hypothesis, and the research questions and
sub-questions are addressed within the context of the DSR methodology. Finally, the

discussion section reconciles the findings with the literature review, highlighting the
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significance of the research and its contribution to the field of healthcare IT.

8.3 Research Challenges

The primary challenge faced by the researcher in this novel study is the need for more
relevant literature and research papers available in digital libraries that highlight the
issue of unequal access or inequality in the healthcare prescription system. Despite
conducting a thorough search, the researcher found it difficult to locate published articles
focused on the New Zealand healthcare system and highlighted the issue of unequal
access or inequality. Additionally, the researcher encountered a challenge related to
the emerging field of Blockchain technology, as only a few studies had implemented
Blockchain technology in healthcare. Most of the research available was theoretical.
Furthermore, no published studies explored the adoption of Blockchain technology as a
potential solution to address the issue of unequal access or inequality.

Secondly, the researcher faced challenges when designing and developing the
BlockPres framework and incentive mechanism. The researcher encountered difficulties
during the prototype development and implementation phase, as there needed to be more
studies that implemented Blockchain technology for reference. Consequently, it took
time to select the right platform for implementation and tools for the Artifact . Thirdly,
this research is supported by Orion Health, and it was challenging to convince them to
continue supporting financially and provide support on time. Lastly, the university’s
financial recovery plan resulted in the redundancy of most of the supervisors, which
significantly impacted the researcher’s progress and the ability to continue research on

the project.
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8.4 Future Work

This section presents several potential areas of research that could be pursued to enhance
and expand upon the findings outlined in this thesis. The following opportunities are

worth considering.

8.4.1 Enhancement of BlockPres Framework

In Chapter 4, the researcher proposed the BlockPres framework as a solution to mitigate
the issue of inequality or unequal access in the healthcare system using blockchain
technology. The current framework requires improvements to keep up with the ongoing
changes in the New Zealand healthcare system. The framework is initially designed
based on the proposed infrastructure of healthcare, where all the District Health Boards
(DHBs) merged to form one NZ Health entity, with all the hospitals and healthcare
providers operating under it, as described in section 5.3 on page 121. However, with

the possibility of future changes, the framework will need to adapt accordingly.

8.4.2 Expert Evaluation of BlockPres

In Chapter 4, the researcher proposed the BlockPres artifact, and in Chapter 6, proposed
an incentive mechanism using blockchain technology. The researcher developed the
BlockPres artifact using the Ethereum platform, created dummy patient accounts, and
generated data to test the system, as described in Section 7.2 on page 161. However, the
artifact needs expert feedback to improve its effectiveness. Additionally, it is essential
to test the artifact on actual patients and real-time data to identify areas for improvement.
As per the DSR methodology described in Section 4.2 on page 81, the artifact iteration
process can be a part of the evaluation process. Due to time constraints, the artifact

iteration process will be considered in future work.
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8.4.3 Platform Concerns

The researcher used the Ethereum platform to implement the BlockPres artifact. Eth-
ereum was chosen as the platform for BlockPres due to its secure and reliable infra-
structure, smart contract feature, open-source nature, and compatibility with existing
blockchain standards, making integrating with other healthcare systems easier. This
allows for the automation, transparency, and security factors which are crucial in the
healthcare industry. However, Ethereum has potential drawbacks that may affect the
working of the BlockPres Artifact, such as scalability issues, costly gas fees, complexity,
and energy consumption. However, these drawbacks can be addressed with context
focused planning, design, and implementation, such as using development frameworks
or experienced developers to address complexity or implementing layer two solutions or
other blockchain platforms to address scalability issues. Moreover, other platforms can

be explored to migrate the platform such as hyperledger fabric and IBM blockchain.

8.4.4 Consensus Mechanism

This study uses Proof of stake as a consensus mechanism in the Ethereum platform
to achieve distributed consensus and to achieve distributed consensus and validate
transactions on the network. In PoS, network participants, also known as validators, are
chosen to create a new block based on the amount of cryptocurrency they hold and are
willing to "stake" or lock up for some time. However, some POS issues exist, such as
security vulnerabilities, slashing, and fairness concerns. These can be minimised by

using the delegated Proof of stake or Proof of authority mechanisms.

8.4.5 Enhancement of Proposed Incentive mechanism

In Chapter 6, the researcher proposes an incentive mechanism to mitigate the disen-

gagement of Maori and Pasifika who face barriers accessing the healthcare system,
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particularly the prescription management system, as discussed in Chapter 2. The pro-
posed mechanism would provide financial benefits to those who struggle to afford
healthcare expenses by distributing tokens that can be used for discounts or purchases,
depending on the healthcare provider. However, this mechanism has not yet been tested
in a real-world environment and may need to be refined based on feedback from health-
care providers. Additionally, there is a need for greater effectiveness in distributing and

using the tokens.

8.5 Conclusion

This research study proposed a blockchain-based incentivisation mechanism to address
the inequality and unequal access faced by Maori and Pasifika in the New Zealand
healthcare system. A Design Science Research Methodology (DSRM) and a systematic
literature review were used in the study to identify gaps and problems in the New
Zealand healthcare system, explore the potential of blockchain technology in healthcare,
and design and evaluate a blockchain-based incentivisation mechanism for prescription
management systems. The BlockPres framework was presented in the study as a
comprehensive and promising solution to the healthcare system’s challenges. The
proposed Artifact and incentive mechanism were evaluated effectively indicating their
potential to improve patient engagement and participation in the healthcare system.
Despite the difficulties encountered during the research, the study has made an important
contribution to the field of healthcare IT by proposing a novel solution to the problem

of inequality and unequal access in the healthcare system.
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Appendix A

Additional information here

A.1 Introduction

This section presents BlockPres prototype developed based on framework and incentive
mechanism. The prototype is evaluated in chapter 7. Below are presentation of the

proposed BlockPres Artifact .

A.1.1 Prototype

Decentralised Application (Dapp) is developed based on the framework proposed in
Chapter 5. The web browser is built with react.js. The DApp interacts with the smart
contract by using the Ethereum network via a javascript API called Web3.js. The web
browser push files by interacting with the IPFS network. The IPFS stores the files in the
.txt file in the Dapp, uploaded by the medical entity with patients’ permission. Figure
A.1 and Figure A.2 presents the sign-in form where medical entities can login and use
the system. The sign-up is not included as MOH and HealthNz can do this to register
entities. Figure A.3 shows patients registration log; a healthcare provider can do this
to enroll patients and provide the public and private keys. The receptionist forwards

patients to a concerned doctor, and Figure A.4 where the doctor login and analyses the
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patient’s condition and prescribe a prescription if it is a new patient. If the patients have
a medical history, the doctor will request the concerned healthcare provider to access or
share patients’ records. The doctor then uploads the prescription to IPFS and store the
file hash on the blockchain network. Also, send a prescription to the pharmacy. The
doctor can see the patient record, patients address, timestamp, and IPFS link as shows
in Figure A.5.

The Figure A.7 shows that the pharmacy login page where the pharmacy can see
patients’ prescription records and can send a permission request to patients and doctors.
In Figure A.8,pharmacy sends permission request to patients and patients can login or
scan QR code to give permission to pharmacy in Figure A.6. The patients can scan QR

codes or log in to permit the pharmacy.

BlockPres

A Blockchain | Decentralized based Prescription Managemnet System

A ayatem on Blockehain wihere patientsa oan do their prescrigtion management very securely

BlockPras 2 Al laghts reserved. 2027

Figure A.1: BlockPres API
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Username / Email / Wallet ID

Password

QR code

Figure A.2: Login Page

ADD A PATIENT

Enter Patient's Name
Enter Patient's Nationality
Enter Patient's Birth Place
Enter Patient's Date

Enter Public Address

OR

Open QR code Scanner

Click on button to read Qr data

Figure A.3: Patients Registration Page



Appendix A. Additional information here

243

DOCTOR'S LOGIN:

Upload Prescription :-

Choose file | No file chosen

Create new Prescription:-Self=E Rl o)1 (o]g)

Enter Public Address

Open QR code Scanner

IO
o)

Click on button to read Qr data

Figure A.4: Doctor Login Page

You have uploaded these...

Patient Name Patient Address Timestamp IPFS link

You can view these...

Patient Name Patient Address IPFS link

Figure A.5: Information Log
BlockPress Token Balance : 6.5

Prescription Address Name Role  Timestamp Revoke  Permit

QmeP5wTeaMjEvb2dGxscjAashZhdteJRJzaCAB2VBXIPHH  OxE74b52dC1348E76747c3870755B60d5EICABB8ec  doctor!  Doctor  23-6-2021

Figure A.6: Patients Permit and Revoke Permission
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PHARMACIST'S LOGIN:

UPLOAD PRESCRIPTION :-

Choose file | No file chosen

Enter Public Address

OR

Open QR code Scanner

Click on button to read Qr data

Figure A.7: Pharmacy Login Page

Permit

Enter Public Address

OR

Open QR code Scanner

Click on button to read Qr data

Figure A.8: Doctor and Pharmacy send Permission to patients Page
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