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Abstract 

Wireless mesh networks are becoming an attractive solution for providing low-cost 

Internet access citywide. However, network attack is a critical and destructive 

behaviour in such networks, and is an extensive problem worldwide. 

This thesis aims to identify the behaviour of different network attacks and their 

defence mechanisms, as well as their effective measurements. It mainly focuses on 

different protocols and models to figure out how the attacks behave and also evaluates 

various attacks. By doing so, some sort of advance consolidate can be exert to the 

existing defence solutions to handle with the network attacks and strengthen the 

network system to better understand the characteristics of cyber attacks, and the 

impact of cyber attacks on a wireless network. First, a simple simulation is conducted 

to study the various network attacks on basic topology structure with varying nodes 

and links. The purpose of this experiment is to understand the characteristics of the 

attack itself, and to get some insight into the network topology structure. 

Besides that, in this thesis, the real attacks in a wireless mesh network have been 

reviewed. Furthermore a simple attack model has been implemented by simulation in 

the OMNeT++. The purpose of this thesis is not only to do research on network 

attacks, but our ultimate aim is to have a better understanding of a network’s defence 

against cyber-attacks by optimizing the network structure so we can increase the 

security level of the network structure.
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Chapter 1 

Introduction 

1.1	Background	

In recent years, many security risks have emerged due to the “open” channel, which 

makes a network vulnerable to many network attacks, especially in the MANET 

(Mobile Ad Hoc Network). Due to its mobility and having no fixed nodes, it is highly 

possible that a simple attack is easier for an attacker. Besides that, the reduction of 

security workforces in the field of MANETs also makes the networks increasingly 

exposed to danger [1, 2]. Too many research texts concentrate on the theoretical 

classification of security risks, but they are not really useful to build attack detection 

systems for networks. For those reasons, it is clear that the suppression of these 

vulnerabilities and creating defences against these potential attacks is essential. 

 

Previous work has quantified attacks, such as Blackhole attack, Collision attack, 

Delay attack and Eavesdropping attack, in wireless mesh networks [4]. Some of these 

attacks may have similar behaviours but different motivations. But in general, these 

attacks in MANETs can be divided into two groups: the active and passive, or they 

could be classified as the external and internal. In the second chapter, we address 

those attacks and give a more detailed description of them.  

 

One of the best ways to get close to these real network attacks is to put them into your 

own design topology as the attack scenarios by simulating and seeing what happened. 

The purpose of the simulation is to understand the true effect of a new protocol, 

mechanism, network service and attacks. Normally the simulations are used to test 

network protocols and some complex systems; by doing so, the simulation framework 
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can offer a good compromise between cost and complexity. When it comes to a large 

network such as the Internet, the role of simulation is increasingly obvious [7]. 

Besides that, the use of a simulation framework is not only focused on the 

understanding level for network or protocols. In some situations, the framework is 

also necessary to act as the attacker in order to test your own system’s security level. 

 

NETwork attacks (NETA) is a framework which is intended to simulate a huge 

amount of attacks in heterogeneous networks using OMNeT++ [9]. OMNeT++ is one 

of the most used simulators due to the huge amount of frameworks and simulation of 

a large and growing set of overlay networks for evaluation purposes. NETA is 

intended to become a useful framework for researchers focused on the field of 

network security. Its flexible design is appropriate for the implementation and 

evaluation of many types of attacks, doing it accurately for the benchmarking of 

current defence solutions under the same testing conditions, or for the development of 

new defence techniques. NETA is based on the INET framework, which provides 

precise implementations of many different protocols in the computer networking 

protocol stack, as well as models for mobility, battery consumption, channel errors, 

etc [48]. 

 

The general idea is to develop models in OMNET++ implemented as new nodes 

which can strike attacks: attacker nodes. In order to do this, the attacks are managed 

by the so-called attack controllers. These controllers manage one or more modules of 

a NETA framework attack node by sending control messages [13, 14]. These 

messages are sent from attack controllers to specific modules that implement a 

modified behaviour for the attack. They are called hacked modules hereafter. For 

implementing this modified behaviour, these hacked modules are inherited or 

replicated from INET modules and conveniently modified to obey the orders of attack 

controllers. 

The OMNET++ 4.x Integrated Development Environment is based on the Eclipse 

platform, and extends it with new editors, views, wizards, and additional functionality 
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[16]. OMNET++ adds functionality for creating and configuring models (NED and ini 

files), performing batch executions, and analyzing simulation results, while Eclipse 

provides C++ editing, SVN/GIT integration, and other optional features (UML 

modelling, bug tracker integration, database access, etc.) via various open-source and 

commercial plug-ins. OMNET++ is an extensible, modular, component-based C++ 

simulation library and framework, primarily for building network 

simulators. ”Network" is meant in a broader sense that includes wired and wireless 

communication networks, on-chip networks, queuing networks, and so on. 

Domain-specific functionality such as support for sensor networks, wireless ad-hoc 

networks, Internet protocols, performance modelling, photonic networks, etc., is 

provided by model frameworks, developed as independent projects. OMNET++ offers 

an Eclipse-based IDE, a graphical runtime environment, and a host of other tools [9]. 

There are extensions for real-time simulation, network emulation, alternative 

programming languages (Java, C#), database integration, System C integration, and 

several other functions. 

1.2 Motivation	

According to Sánchez-Casado’s case study of evaluating the effects of Network 

attacks, several general ideas about the development model of the NETA framework 

were mentioned [27]. A node was applied to act as the attacker node which can attack, 

and also the attack controllers were in charge of managing the attacks. These 

controllers send the control messages to ensure the attack was executed; besides that, 

these messages also can be seen as the hacked modules which obey the orders from 

the hackers [2, 4]. There are two rules which should be followed in building the 

framework process. Firstly, every base framework which is used must not be modified. 

Secondly, try to modify the original code as little as possible. 

 

In 2012, Dini and Tiloca undertook a study about attack simulation frameworks for 

wireless sensor networks [23], which indicated that it is necessary to build an attack 
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simulation framework to describe attacks and to do a quantitative evaluation based on 

their network behaviour and also their performance. Another simulation example is 

Riley’s work in 2003 [26]; the simulator called Georgia Tech Network Simulator 

(GTNetS) includes simulation models of a number of popular protocols at the 

application, transport, network, and link layer. 

 

A black hole attack in a mobile ad hoc network was simulated with ns-2 in 

Al-Shurman, Yoo, & Park’s work in 2004, which used the AODV source code for the 

network simulator [3]. Solutions like finding more routes to the destination and 

verifying the authenticity of the node were mentioned. Also, another article indicates 

that the mobile ad hoc network (MANET) is particularly vulnerable because of its 

fundamental characteristics like open medium and dynamic topology [25]. So there 

will be many security problems in wireless MANETs that need to be solved. 

 

To better understand the characteristics of cyber attacks and the impact of cyber 

attacks on a wireless network, first, we planned to simulate some different network 

attacks addresses on the basic topology structure, and after that we came back to test 

the structure by adjusting the nodes or links of topology.  

1.3	Contribution	

This thesis focuses on the evaluation of the effect of network attacks on wireless mesh 

networks. We conducted different attacks as well as altered different structures of 

topologies which resulted in significant new knowledge. These contributions can be 

summarised as follows: 

Firstly, by studying the basic attack simulation packet under NETA, we launched the 

attack on our own design topology and successfully modified some original NETA 

simulation parameters to make our experiment more thorough than the example of the 

simulation packet itself [2]. In the dropping attack simulation packet, as well as the 

delay attack simulation packet, we increased the number of nodes from three to 
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twelve as well as the connection links which from two to twenty. The first part of the 

case study will discuss the changes and describe this process in detail. 

Secondly, we used the first part’s result to speculate about the most effective 

parameter and apply three more complex topologies which have similar features in 

different aspects. After that, we successfully imported these three topologies into the 

Gephi (a topology analysis tool) which gave us more convincing metrics results [10]. 

By analysing the data, we confirmed our hypothesis that the high value betweenness 

centrality node as well as the lower value of clustering coefficient nodes is the critical 

access points in the whole topology which can result in more serious damage than 

others when they turn into the compromised nodes. And there is one metric that 

showed the score of a single node which marked the importance of each node in the 

whole topology structure. 

1.4	Thesis	structure	

 
 
 
 

 

 

 

 

 

 

 

 

 
Figure 1.1 Thesis Structure 

This research required thorough knowledge in the area of network attacks and defence. 

The initial stage of this research was to identify problems and the scope of the 

Chapter 1 Motivation and 
Contribution 

Chapter 2 Background and 
Literature Review 

Chapter 3 Topology and 
Metrics   

Chapter 4 Simulation Study 

Chapter 5 Conclusion and 
Future Work 
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experiment by carrying out an extensive review and assessment of the existing 

literature covering the area of network attacks and defence. Literature publications 

were gathered from the main credible sources of professional academic databases 

such as IEEE, ACM, Science Direct, and Springer. A qualitative survey on literature 

publications was carried out thoroughly by conducting critical analysis and 

comparison of the advantages and disadvantages of the existing solutions. Then, new 

theoretical and analytical models of network attacks and defences were proposed. The 

description of the problem solving procedure of the proposed model was created and 

validated using simulation tools. This was followed by detailed simulation and 

comparison analysis studies of the behaviours of network attacks and defences.  

 

In Chapter 2, the thesis background material about this thesis topic, such as the 

background of wireless mesh networks and the attacks in wireless mesh networks, and 

also the concepts of simulations which include the simulator review and their 

comparison are considered. The simulation packet and graph analysis tool like NETA, 

Akaroa2 and Gephi will be discussed in this chapter too because of their importance 

for the simulation. Additionally, three attacks will be mentioned in the context of 

NETA; the attack scenarios in the NETA packet can be divided into three. The delay 

attack, the dropping attack and the sinkhole attack are the three main network attacks 

in the NETA simulation packet. The dropping attack was chosen as the experiment 

attack for the case study.  

 

The third chapter is focused on the topology because it widely connects to the real 

network design and wireless mesh networks. Topologies that will be discussed in this 

section are: the bus topology, which is also known as the line topology; the star 

topology; the ring topology; and, the most well used topology nowadays, the mesh 

topology. After the comparison of each topology, the next section in this chapter will 

lay out several metrics of the mesh topology which are the key analysis parts for the 

results and also will be the content of the results section of the thesis. Nine metrics 

will be discussed in this section, and each one of them is the analysis component for 
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the topology evaluation in the case study chapter, which will be shown in the chapter 

on the results of the case study.  

 

The fourth chapter is the case study and it is also the key contribution in this thesis. 

There are three parts in this chapter: the topologies part will show a self-design 

structure for the primary step simulation as case study one. Case study two is focus on 

the further study of three mesh topologies which have some similar characteristics. A 

summary of case study is located at part three. 

The last chapter is the conclusion and ideas for future research which will lay out the 

results and conclude with the tables and graphs of the case study. 
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Chapter 2  

Background  

2.1	Wireless	Mesh	Network	

Wireless Mesh Networks (WMNs) play an important role of offering a decent 

solution to building a wireless internet connection in a typical area. This technology 

can save a lot of money compared to the old-school WiFi, as WMNs can allow the 

whole network to develop in a promising way [1, 2]. In a regular Wifi network, plenty 

of wireless hot spots are needed for effective deployment, especially when further 

extending coverage of the network, as there are many more wireless hot spots that 

need to be added. This can cost a lot of extra money. In wireless mesh networks, it is 

possible to use only one wireless hot spot along with several wireless transit access 

points. These access points must rely on the wireless hot spots to deal with the traffic 

because there is no connection between these access points and those in the wired 

infrastructure [8]. However, the cost of transit access points is much cheaper than the 

cost of wireless hot spots, which means the wireless mesh network is quite 

economical. There are two situations where the WMNs are suitable to be installed [9]. 

The first one is that if there is no data cabling in the building for the wireless hot spots, 

and the second situation is that there is a need to build a temporary wireless network. 

However, the wireless mesh network is not suitable for large area deployment because 

of two reasons. The first one is because there might be interference when 

communication starts, which might be overcome by setting up multi-channel access 

points. The second reason is there are no security guarantees that the system is still 

safe when the deployment of WMNs slows down. In the following section, the 
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security challenges of WMNs will be listed, and also the possible solutions to secure 

the WMNs will be discussed. 

In recent years, because of the increasing demands of internet communication and 

multimedia streaming, such as voice stream and video stream, there has been quite a 

huge development of wireless mesh network technology. This is mainly because a 

wireless mesh network can provide considerable support for the wired backbone for a 

reasonable price. Not only are WMNs more cost-effective, but they also have the 

ability to self-organize and self-heal, they can cover large areas, can be deployed 

quickly, and are easily installed. Besides those advantages, the WMNs are also 

effective in the large area application cases such as networking broadband and 

management of disasters [8, 13, 15 and 17]. They can also be set up without relying 

on the capacity of channels by using multi-hop communications. There are three 

components in a typical wireless mesh network: the mesh routers, the mesh clients, 

and the internet gateways which are known as the access points. The internet gateway 

is used as a bridge connecting the wired network to the top level of the hierarchy. The 

mesh router, however, is nothing more than a way to help the access points 

inter-connect by using their wireless links. The mesh route manages the traffic of 

mesh clients to the internet gateways, and the mesh clients are connected to their 

neighbour mesh routers with the multi-hop fashion.  

The study of wireless mesh networks has been popular in recent years, and most 

studies address the protocol for routing purposes. However, the security issues of 

wireless mesh network, which are the critical parts for the new application of wireless 

mesh networks, is not as well addressed. There is a significant need for privacy 

protection and security mechanisms in this domain. In general, the wireless mesh 

network aims to help large quantities of data transmit between individual wireless 

transceivers like nodes. These individual nodes are cheap, reliable and resilient; the 

only duty for them is to forward the message to their next node. Because of this, these 

nodes make it possible to transmit information over large distances, even over rough 

terrain. The wireless mesh network itself can be very reliable because each node is 

connected to its neighbour nodes, and when one node is taken down for some reason, 
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the neighbouring nodes will carry on forwarding information by find another possible 

way to go. This is called the self-organizing feature. By adding extra nodes, the total 

capacity of a wireless mesh network can be expanded. It can use in mobile devices too. 

The message will be transferred from the initial device to the final destination by the 

shortest path, and that is why the wireless mesh network can be much cheaper than 

the classic network.  

There are several security issues that need to be addressed in wireless mesh networks. 

First, the links in the wireless mesh network can be actively and passively attacked. 

Taking the passive attacks as an example, it could compromise confidentiality which 

could result in corrupted availability and authentication. Beside the links, the nodes in 

the wireless mesh network can be easily compromised from attacks inside and outside 

of the network because of a lack physical protection. Finally, because of the 

changeable feature of nodes, also known as self-organizing, the trust relationships 

between nodes can change regularly too.  

The second security challenge is about the multi-hop routing. The attacker can insert 

false routing messages or alter the replicated node by changing its state or initiate a 

DoS attack to affect the routing part of the wireless mesh network.  

The third challenge is the fairness. In a wireless mesh network, the majority of nodes 

act as a message transferor which is highly reliant on the nodes surrounding the initial 

one [13]. If the manager increases the number of nodes between the sender and the 

destination node, the bandwidth sharing can be easily decreased. In order to overcome 

this threat, the optimal configuration can be an effective way to optimize the 

bandwidth in the wireless mesh network. By giving the computation power to the 

nodes, it is possible to address the scheduling to make sure the per-client fairness and 

expand the bandwidth utilization in the wireless mesh network. 

2.2	Wireless	Mesh	Network	Attacks	

In this section, we will discuss some main attacks that occur in the wireless mesh 

network, such as DoS attack, blackhole/sinkhole attack, wormhole attack, and others 
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[29, 31]. Some of these attacks can be the bridge for others, like the wormhole attack. 

It can cooperate with other attacks like blackhole and HELLO flooding attacks, which 

can cause significant damage to the topology, and significantly reduce the transfer 

performance. A summaries of the attacks is given below.  

 

Denial of Service attack, also known as the DoS attack, is launched by intentional 

failure or external malicious behaviour. Normally when a DoS attack happens, the 

centralized resource is flooded during the operation so that the system is no longer 

able to perform actions correctly [21, 22 and 23]. In a DoS attack, there is an even 

more severe threat called distributed DoS attack, which is caused by several 

compromised nodes. These nodes are located inside the same network and collude 

together in order to slow down the network and cause some serious damage. For 

example, SYN flooding is one type of DoS attack.  Denial of service attack is a 

common problem on the Internet nowadays. Not only the individual Internet user, but 

also governments and companies suffer when facing this attack. People use this attack 

to suppress others, like the people who rely on their web presence for doing business; 

a DoS attack can cause serious information loss or a huge loss of revenue. Even worst, 

the number of DoS attacks is still growing; there are on average 27.9 attacks every 

hour due to this problem [40, 41, 47]. However, there is a way to mitigate this type of 

attack. Normally, the DoS attack can reduce the usability of a network by sending a 

large quantity of data, known as flooding the packets [27]. In this case, the remote 

service can be the biggest victim of an attacker. By configuring the network, it can be 

an effective way to mitigate this attack. With the increasing number of attacks, the 

security challenge for the network will be serious because in the transport network as 

the big role in today’s communication system, the network itself can allow a large 

number of users online at the same time.  

 

Many things can be done with the internet, such as online shopping, trading and 

internet banking, and these activities need strong security protocols in order to protect 

users from various types of attacks. Most DoS attacks directly damage the individual 
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nodes and force them to accept their own service such as the web servers or providing 

some other straight access point [30, 32]. 

Besides the DoS attack, another serious attack type is called a routing attack, which 

can lead to several different attacks such as a wormhole attack and a sinkhole attack. 

For example, the routing table overflow attack intentionally creates non-functioning 

nodes to prevent other new paths, and it tries to push the protocol into a serious 

situation and it is can lead to a DoS attack as well [51, 55]. Another example is the 

wormhole attack which the receivers attack selectively to another location in the same 

network in order to act as a tunnel to resend those packets back to the network. 

Besides the wormhole attack, the blackhole or sinkhole attack is also a common 

routing attack. The malicious nodes announce they have the shortest path to the other 

node and try to intercept as many as they can [47]. Another attack named Byzantine 

attack which makes the compromised routing are not been scanned by insert their 

malicious nodes.  

 

In a blackhole attack, the ultimate goal is to attract the traffic as much as possible 

from the whole topology to go through the compromised node [73]. Once the attack 

takes place in the centre of a topology, it can lead to many other attacks because no 

matter when the packets follow the nodes along, its path has many chances to tamper 

with application data. Normally, the blackhole attacks show their respect to the 

routing algorithm in order to give more attention to the surrounding nodes [34]. For 

example, one adversary could make an advertisement with a high quality route to a 

station. With the knowledge of end-to-end, some of the other protocols try to verify 

the quality of it [59, 62]. As long as there is powerful transmitter adversaries that can 

make the signal reach the destination station by a single hop, the neighbour will 

forward their packets right through this adversary [55]. At the same time, this 

adversary also creates a lot of attention by attracting all the traffic which goes through 

the compromised node [51]. By taking control of the traffic in the selected area, it is 

not difficult to modify the packets from all of the nodes which are located in the 

topology area. One of the biggest reasons why the sensor network is so susceptible to 
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the blackhole attack is that in the entire network, there is only one final destination or 

one station. Once the compromised node can create an effective path to the station, it 

is easy to attract most nodes surrounding it, which has no better path to choose [66, 68 

and 69]. 

 

The impersonation attack also puts a wireless mesh network in grave danger, as once 

the authentication of parties is no longer being supported, it will give the 

compromised node a chance to join the network and send incorrect routing 

information, and even masquerade as some other trusted nodes [64, 65]. As long as 

the compromised node can get into the management system, it can change the 

configuration of the authorised users.  

 

Another attack called Sybil attack can exist in the network with more than one 

identity to other nodes. The fault-tolerant multi-path routing and distributed storage 

can be extremely reduced by the Sybil attack. Besides the damage to the network, the 

Sybil attack is also the enemy of routing protocol too [36, 37]. The nodes are often 

told to exchange coordinate information with the surrounding nodes by the 

location-aware routing in order to route the geographically addressed packets 

efficiently. Normally, one node is willing to accept a single coordinate from their 

individual neighbour node, but the Sybil attack can be accepted more than once 

because of its multiple identities [75]. 

 

A wormhole attack is like there is a single node standing between two other nodes 

which prevents them from forwarding messages between them, but actually this single 

node is sending fake information to tell those two nodes they are actually the 

neighbour nodes [35]. This attack can work with the blackhole attack too. Once the 

compromised node announces it has a high quality path to the final station, the traffic 

is easily collected and goes through it as long as other path appears to be less 

attractive. And when the blackhole attack is on the other side of a wormhole attack, 

even the compromised node may stop sending information to the station. The exit of 
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the wormhole is always far from where the information is intended [70, 74]. By 

convincing two distant nodes that they are located next to each other, the wormhole 

attack can cooperate with many other types of attacks and it can be usually used in 

combination with forwarding or dropping. 

 

The HELLO flood attack is another attack against the network, as the nodes are 

required to say HELLO to others in order to prove their neighbour relationship in 

many protocols. Once the node receives this kind of message, it can prove it’s in the 

right position [38]. However, this can be fooled by a laptop-class attacker which has 

high-quality transmission power because it can convince each and every single node 

that the compromised node is their neighbour due to its powerful performance [76, 77 

and 78]. The compromised nodes do not need to draw all the traffic in order to launch 

the HELLO attack [40]. It only needs to use the power to make sure every node 

received their packets, and also this attack can be broadcast along with the wormhole 

attack. Interestingly, the HELLO flooding attack is not like the usual flooding of 

sending the message over a multi-hop topology; a single hop is enough for the 

HELLO flooding attack to broadcast the message to all the nodes that act as the 

receivers [71, 72]. 

 

2.3	A	Review	of	Simulation	Tools		

2.3.1 OMNeT++  

According to study [23], OMNeT++ is open-source and open-architecture simulation 

environment which has powerful GUI support and simulation panel. It use language 

C++ and use it to provide the simulation class library. Beside the C++ language, 

another language is NED which the description of the topology of the network is 

written by the NED. These two languages can be loaded dynamically during the 

translated process by using a tool under OMNeT++ [12]. Based on the Eclipse 
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platform, the OMNeT++ simulation IDE extends it with new editors, views, wizards, 

and other functionality, which adds functionality in order to create and configure 

models (NED and INI files), also perform batch executions and analyze the 

simulation results. While Eclipse realizes C++ editing, SVN/GIT integration and 

other optional functions (UML modelling, bug-tracker integration, database access, 

etc.) by various open-source and commercial plug-ins, the environment will be 

instantly recognizable to those at home with the Eclipse platform. 

 

By defining the Simulation Perspective, it is specifically designed for simulations. 

The Simulation Perspective contains a set of conveniently choosing views, which is 

arranged for easier creating NED, INI and MSG files [17]. This perspective is 

preferred for those people who are working with INI and NED files a lot, while other 

perspectives are aimed for different tasks as C ++ development or debugging. 

 

OMNeT++ is a kind of framework approach, which is not directly provide the 

simulation components for computer networks, queuing network, or other areas, it 

provides the basic machinery and tools to write this kind of simulation [11]. Support a 

specific application field of various simulation models and frameworks such as 

liquidity framework or INET framework. Developements of these models is 

completely independent of the OMNeT++, and follow their own release cycles [24]. 

Simulation model for the first time since its launch, the development of various 

individuals and research groups several areas, including: wireless and private network, 

sensor network, IP and IPv6 network, MPLS, wireless channel, peer-to-peer networks, 

storage area network (SAN), optical networks, queuing network, file systems, high 

speed interconnect (InfiniBand), and so on. Simulation model of port in real life like 

Linux quagga routing protocol implementation daemon or BSD TCP/IP stack, others 

have directly to OMNeT++ written [6]. In this thesis, section below will discuss in 

detail the project. In addition to the university research organizations and non-profit 

research institutions, companies such as IBM, Intel, Cisco, Thales and wide used 

OMNeT++ in the commercial success or internal research project. 
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OMNeT++ is an open source, based on the component of modularization and open 

architecture of discrete event simulation environment [13, 14, and 16]. Academic and 

non-profit use is free of charge. The main application field is simulation of 

communication network, but its general and flexible architecture is it can be used in 

other areas of simulation of complex IT systems, queuing network or hardware 

architecture. OMNeT++ is not a network simulator, but the current popular network 

simulation platform in the scientific community as well as the industrial countries, 

which builds a large user community [19]. OMNeT++ runs on Linux and other 

UNIX-like systems and Windows XP, Win2K OS platform. OMNeT++ is consisted 

of (1) the graphical network editor: a graphical web editor which allows graphic 

topology architecture, network to create the file (NED) language (2) the kernel library: 

a simulation kernel library contains the object definitions used to create the topology 

(3) the command line interface: including graphical and command line interface 

simulation execution model (4) documents. There are two types of modules: simple 

and compound module. Composite module is a set of simple modules. These modules 

assembled into larger components and model USES an advanced network. 

 

Large-scale networks are allowed. Modules communicate by message exchanges. For 

example, these messages may represent the queuing network packet communications 

network or work [26]. They from a simple module sent to another simple module, 

directly to the destination or in a predefined path. Information exchange through the 

gates and the connection OMNeT++ provides a possibility to modify the existing 

models or create a new object classes probably from basic object classes (module, 

door, connection, etc.) [28]. Module type can be stored in a separate file. This allows 

the user to set of existing module type and the component library. OMNeT++ 

achieves deterministic modelling formalism. But it also handles the continuous and 

discrete random variables to random model [20]. OMNeT++ has a separate window 

text output for each module. Scheduled news can be seen with the development of the 
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simulation, the Event - by - the Event. Perform the animation. The simulation results 

in the implementation of the graphical display. 
 

2.3.2 ns-2  

The ns-2 is developed by university of California, Berkeley, a public sphere 

event-driven network simulator. Part of the NS - 2 is currently brewing (virtual 

Internet test bed) project (fermentation). NS - 2 to simulate a small network. NS - 2 

based on the three languages: TCL script simulation wrote, OTCL defines the 

simulation parameters, c + + realize the scheduler [39]. NS - 2 outputs can be 

produced: general trace file format, the non-aligned movement trace file format, 

personalized tracking files. Ns - 2 are cheap, complex scenes is very easy to test, can 

quickly get the results, and popular support platform and agreement. Main drawback 

is that the real-time system is too complicated model and scalability issues. 
 

2.3.3 ns-3 

Ns - 3 network simulator is a discrete event simulator mainly engaged in research and 

teaching. Ns - 3 project started in 2006, is an open source project.ns-3 has been 

developed to provide an open, extended network simulation platform for research and 

education network. Briefly, NS-3 packet data networks are operating mode, and 

perform, and to provide an analogue simulation engine for users [67]. Some reasons 

to use NS-3 include performing research, more difficult or impossible to perform on a 

real system to study in a high degree of control, repeatable environment system 

behaviour and how the network works [61]. Users will notice that the available model 

set ns-3 focuses on how Internet protocols and network modelling work, but ns-3 is 

not limited to Internet-based systems; some users using the NS-3 in a 

non-Internet-based system modelling. 
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NS-2 has a more diversified than non-contributed modules NS-3, because of its long 

history. However, NS-3 in the study of more detailed models of several popular areas 

(including complex LTE and WiFi models), which supports the realization of the code 

range of high-fidelity model admits very wide [60, 61]. Users may be surprised to 

learn that the entire Linux network protocol stack node in ns-3 package, using direct 

code execution (DCE) framework. NS-2 models can sometimes be ported to ns-3, 

especially if they have been implemented in C ++ [63]. 

2.3.4 OPNET  

An overall framework is developed to simulate and evaluate performances of all kinds 

of wired and wireless communication networks and distributed systems, and can be 

implemented on Windows 2000, XP, Linux and Solaris platforms. The graphical tools 

are included for scenarios and models conception, scenarios simulation, data 

collection and data analysis. The OPNET simulation from within project includes a 

series of scenarios. This project is through the OPNET is also known as the central 

project editor interface [43, 44]. All of the available function may access from the 

editor. It provides an access to other editor, put forward function includes nodes and 

the process model to create and build a packet format, and create the filter and 

parameters. OPNET provides many additional features include a high level 

architecture (HLA) module, which allows communication between the various 

simulators. OPNET allow layered model by defining a set of sub models represent a 

subnet or of network [57]. Modelling is done in the modelling environment and it is 

composed of three areas. (1) Network domain. It defines the communication network 

topology to simulate. (2) The node domain. Defined domain instantiation of node 

network domain, namely elements connected to the network, can send and receive 

data (3) process area domain to describe the process of each module (processor or 

queue) user programmable. They perform process or task of visualization and analysis 

of the results and analysis tools and filter editor. Analysis tools are designed 

according to the results of simulation or a series of simulations. The project editor 
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shows the simulation results. OPNET model modularity is a critical infrastructure 

assets model bringing the possibility to define and add a new model to simulate a 

specific infrastructure [48]. New parameter can also be specified for model 

behaviours (which may occur in the infrastructure, management, processing, etc.). 

Infrastructure, which namely can distinguish between process models, describe the 

code or program module associated to a node or link. However, this tool is quite 

complex, especially in the specific components to be developed [53, 56]. 
 

2.4	Simulator	comparison	

The discussion includes the comparison with respect platform, interaction with other 

simulators, visualizes action capabilities and scalabilities of different network 

simulator. Each has its own characteristics and suitable for different cases. Simulator 

should be chosen according to the study of motivation. Researchers must consider 

different programming languages, which simulates driving events over the pros and 

cons of time, based on the component or object-oriented architecture, the complexity 

of the simulator, and functions with and without other design options the same. The 

NS-2 and the OMNeT++ open source side must be the best choice for research in 

most cases. NS-2 is the most popular simulator of academic research, but usually 

complicated by its critics [45, 50]. However, it is mainly made research community. 

The OMNeT++ is gaining popularity in the education and industrial sectors. Instead, 

OMNeT++ NS-2 has a well-designed and powerful simulation engine GUI. The 

following table is a summary of these simulators functions [52]. 
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Table 2.1 Comparison of simulation tools studied 

Feature OMNeT++ Ns-2 Ns-3 Opnet 

Language 

supported 

C++ C++/OTCL C++/OTCL C++/jAVA 

License Open source Open source Open source Commercial 

GUI support Good Poor Decent Excellent 

Time taken to 

learn 

Moderate Long Long Long 

Platform Linux, mac-os, 

unix 

Unix, mac-os, 

Microsoft 

window 

cygwin 

Unix, mac-os, 

Microsoft 

window 

cygwin, 

FreeBSD 

C, C++, Opnet 

modeler 

software 

	

2.5	Simulation	model	 	

2.5.1 Neta  

Network attacks (NETA) is designed to simulate OMNeT++ ++ heterogeneous 

network attacks using the framework. Since the in-depth study in the field of network 

security, within this framework, we try to provide a useful tool to promote the 

development of the estimated impact, damage, cyber attacks, and possible defences 
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[2,8]. This tool has the ability to directly prove a defence technology to prevent cyber 

attacks effectiveness (detection or response), or a different defence technology 

between many other applications. NETA is an INET2.1.0 basic framework. Because 

Universal and scalable architecture NETA, and a huge amount of attack could be 

implemented in each protocol layer. NETA trying to become the basic reference tool 

for simulated network attacks and implement. It provides free access to the research 

community under the GPL license. 

 

NETA is scalable and provides a new and heterogeneous network attacks have 

developed a high degree of versatility. Its purpose is to save the development of attack 

used for testing purposes in the effort, resulting in network security field, as a useful 

tool for the research community [2]. Parallel Simulation is a way to divide up the 

simulation model and simulate different part of it processors [8]. 

Three main components of an attack are included in NETA framework: (i) attack 

controllers, (ii) control messages, and (iii) hacked modules. 

 

(1) Attack Controllers  

The controller is to control the onset of the attack execution module. They can be 

configured directly in the .ini file, they have the following properties: - attack type 

(string): The name used to identify attacks. It should label located NA.ned file 

corresponds. - Active (Boolean): It indicates whether an attack is in analog or inactive. 

- The startTime (double): In this attack simulation starts. - End time (double): In this 

attack stops. - Attack specific parameters: function-specific attacks based on different 

configuration parameters. 

 The processes implemented by an attack controller for attack Ai in an attacker node 

can be listed as:  

1. To get involved in the attack Ai, perform different hacked module.  

2. Activation message is sent at startup, and can contain configuration information of 

the node activation exploits hackers module? 
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3. To send a message to cancel the deactivation of hacking attack node module by the 

end of time. 

 

(2) Control Messages  

These messages are involved in the implementation of the attack from the attacker 

hacked module sends the controller. Activation and deactivation of the information 

required to transmit their attack. In addition, these messages contain configuration 

information needed to perform the attack. It remarks the control message is sent 

directly to a hacked module is very important. This is the realization of our design 

principles in Article 2 is the best choice: "To minimize hacked to modify the original 

code module." 

 

(3) Hacked Modules  

These are modified to attack module. For example, packet dropping attacks often need 

to modify the IP forwarding module one. Therefore, dropping the attack execution 

means NETA of IPv4 module, it appears as a black module has been modified. Please 

note that there is only one hacked each modification module, rather than the 

implementation of hacking attacks for each module. If two different attacks need to 

modify the same module, the module will only exist individually invasion. For 

example, as it will be shown that both the delay and drop attacks are related to the 

IPv4 module. Therefore, we need to perform two attacks a single invasion IPv4 

module. The design by only including their attack control framework designed to 

improve flexibility, allowing more than one attack while performing, for example, 

delay and drop attacks can be triggered by the same node.  
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Figure 2.1- Comparison between an original node and its attacker in 

NETA 

Fig. 2.1 shows the differences between a normal node and an attacker node. The 

normal node is composed of simple and compound modules communicating among 

them. The attacker node is composed of the same number of modules but now 

controller modules are added. In addition, some of the modules are replaced by 

hacked modules, in order to allow the execution of attack behaviours when triggered 

by attack controllers. 

 

There are normally four components in each scenario’s layout: 

• attacker[numDroppers] : NA_AttackerAdhocHost  

Attacker wireless ad hoc host. Modificated from Wireless Host module. Redefined 

from INET framework and used as attacker host. To implement an attack you must 

include the corresponding attack controller module in the attacker host. This attack 

could be including N attacks controllers to implement several simultaneous attacks. 

The current attack controllers included are: 

NA-DroppingAttack (dropping attack controller) 

NA_DelayAttack (dropping attack controller) 
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NA_SinkholeAttack (dropping attack controller) 

• node[numHosts] : NA_AdhocHost 

 

Wireless ad hoc host. Modificated from WirelessHost module. Redefined from INET 

framework and used as normal host. It is used as a simple AdhocHost like in INET 

framework. These hosts never behave as attacker host. The only difference regards 

AdhocHost is that in this case they are using the MA framework architecture 

• channelControl : ChannelControl 

 

ChannelControl has exactly one instance in every network model that contains mobile 

or wireless nodes. This module gets informed about the location and movement of 

nodes, and determines which nodes are within communication or interference distance. 

This info is then used by the radio interfaces of nodes at transmissions and it must be 

named as "channelControl" inside the network. 

• configurator : IPv4NetworkConfigurator 

 

The module is assigned an IP address, and static routing IPv4 network. Number 

assigned to each interface IP address, subnets consider trying to take, can also 

optimize the routing tables generated by combining the routing entries. Configuration 

supports manual and automatic address assignment and combinations thereof. You 

can provide an address and subnet mask to partially uncertain, and trying to configure 

a single node on the LAN to automatically complete them within the same subnet. It 

also supports the manual route, shortest path and follows the automatic route. By 

default, the configuration adds a default route, if applicable (for example, the host) 

and performs routing based on the subnet. Hierarchical routing can be set up by using 

only a fraction of the number of nodes compared configuration items. Configurator 

also is optimized for large networks significantly reduce the size of the routing table, 

routing tables. Most of the features described above can be opened and closed using 

NED rotation parameters. For more information (interface addresses and network 



 

 33 

mask templates, manuals, routing, etc.) may be in a separate XML file is configured 

to perform the entire network. 

 

Akaroa is the original 2 (Akaroa 1) as described as the redesign and improved version. 

Like Akaroa 1 Akaroa 2 is written in an object-oriented C ++ and Unix workstations 

running through LAN connection. It provides automatic general simulation program 

for parallel execution, the simulation output data analysis and simulation 

automatically stops automatically, to achieve the end result of the precision required. 

 

Akaroa simulation package that can automatically generate and MRIP parallel 

program activation control process during the random simulation. Since then, we 

research activities in this area are concentrated in :( that is used to determine the 

accuracy of the estimation method for distributed development quality analysis) 

design Akaroa, automatic coverage analysis method is more efficient and 

user-friendly version by including other above-average estimated increase in Akaroa 

function. The interdisciplinary nature of the study, involving issues related to 

computer science and statistics. 

 

However, division of it is very difficult due to its nature, and if the model does not 

divide easily, the relevant part of the cost of communication for a given simulation 

model simulation can be even longer. Akaroa 2 develops different methods [6-7] 

Application of multiple replicated in parallel or MRIP. Instead of dividing the 

simulation model, multiple independent instances of given models are executed 

simultaneously on different processors. The Akaroa 2 is generally used on the local 

network. 

 

What are the principles to prevent any one group being distributed in the host 

simulation can reach each other over the Internet. Communication between a Akaroa2 

simulation process requires only a very low bandwidth, and mostly one-way, so 

network latency less impact [9]. In theory, therefore, there should be differences in 
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performance between local or wide area network is unlikely. To test, simulate 

Akaroa2 run on PlanetLab are separated geographically research network node. 

Because the use of TCP / IP protocol to achieve this is very simple as the 

communication protocol. In addition to shooting to start the simulation time increased 

slightly, but no significant difference in simulation speed, as forecast. 

2.5.2 Attack scenarios 

Delay attack 
 
In this attack, a malicious node delays may be observed for IP data packets. This can 

impact different QoS parameters (end-to-end delay, jitter, etc.), causing a unreliable 

network performance. The list of parameters in our implementation of the delay attack 

is: 

 

*delay Attack Probability (double): Delayed data packet, the default 

probability is defined between 0 and 1, it is set to 0, which means that for the 

normal behaviour of the attacker node (no additional delay for any packet). 

*delay Attack Value (double): Apply to a specific packet delay time. Note 

that this parameter can be specified by a statistical distribution. For this 

reason, it is defined as volatile, i.e., each time it is accessed been modified. 

By default, it follows with 0.1 seconds 1 second on average, the standard 

deviation of the normal distribution. 

 

The original module is modified to strike the delay attack is also IPv4. We rename 

hacked module as NA IPv4. 

 
Dropping attack 
 
In the IP dropping attacks, this behaviour intentionally dumped node, has a certain 

probability of the received IP packets instead of forwarding them, disrupting normal 
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network operations. Depending on the application, it can open the network is much 

slower due to the presence of retransmission, so that the node waste more energy and 

resources to achieve our main parameters drop attacks: 

 

*dropping Attack Probability (double): the probability of dropping a packet, 

defined between 0 and 1. By default, it is set to 0 which makes the attacker 

node to behave normally. 

 

The original module is modified to strike the dropping attack is IPv4. We make the 

hacked module renamed as NA IPv4. 

 

 
 

Figure 2.2- Structure of simple dropping attack scenario 

 
Sinkhole attack 
 
In sinkhole attacks, false routing information is sent by malicious nodes, it is claimed 

that it has one of the best route, and through it cause other nodes to route packets sent 

out. Here, the attacker forged the route reply (RREP), in order to attract traffic. 

Sinkhole attack parameter list is as follows: 
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* sinkholeAttackProbability (double): the probability of answering a RREQ 

message with a fake route reply (RREP), defined between 0 and 1.  

* sinkOnlyWhenRouteInTable (bool): if set to true, the sinkhole only sends 

fake RREP to requests for those that the attacker node has a valid route, for 

example, routes existing in its routing table. Otherwise (false value), the node 

sends fake RREP to any RREQ message arriving 

* seqnoAdded (double): the fake sequence number generated by the attacker 

node. It is added to the sequence number differently each time, if it is 

specified as a statistical distribution. By default, it follows a uniform 

distribution with values between 20 and 30. 

* numHops (int): the fake number of hops returned by the attacker. By default, 

it is set to 1, it shows that the attacker reaches the end of the communication 

in a single hop.  

 

The original module is modified to strike the sinkhole attack is AODVUU. We make 

the related hacked module is renamed as NA AODVUU. 

 

The sinkhole attack has two different cases, showing how the sinkhole attack works 

under two circumstances: whether the attacker knows the route to the final destination 

or not (SimpleSinkholeRoute and SimpleSinkholeNoRoute respectively). Through 

adding a value between 50 and 60, both scenarios the sink-hole node fakes the 

sequence number, which hops to 1. 
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Figure 2.3- Structure of SimpleSinkholeRoute attack scenario 

 
In the SimpleSinkholeRoute scenario (Fig. 2.3) there are 5 nodes: 4 normal NA 

AdhocHost and 1 NA AttackerAdhocHost. First, node A communicates with nodeD 

through the attacker between 0 and 1 s. Then, when the attacker has been known to 

join the route, the Node B is also a request for communication with the node D. Even 

know a hop routing node, Node B will choose, because of its reply to the false attack 

hop. 
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.

 
 

Figure 2.4- Structure of SimpleSinkholeNoRoute attack scenario 

 

Fig. 2.4 shows the SimpleSinkholeNoRoute scenario, also with 4 NA AdhocHost 

nodes and 1 NA AttackerAdhocHost. Here, the attacker is selected as the next hop by 

node A because that the attacker sends a fake reply even though it does not know the 

route to the destination.  

2.6 Gephi  

The main function of Gephi is to provide a exploration platform for network topology 

with complex structures. As far as a topology concerned, a complete topology 

structure is made of different nodes, edges and relationship between them. For further 
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development, the Gephi can import, manipulate, filter and export topology by its 

developed module [10]. Besides that, in order to process multi-task, Gephi uses 3D 

rendering through a graphics card of a PC and the nodes can be added along with the 

images and there is no overlapping as well. Algorithm allows data to be moulded by 

the user, including involving speed, gravity, repulsion, automatic stabilization, inertial 

and sizing real-time motion. These algorithms are easy to choose and ensure that any 

user can benefit from the work of real-time functions [15]. These help to digest large 

amounts of data, such as the Semantic Web plug-in, which allows for a particular 

SPARQL, the query language, by searching for large files DBpedia, the database 

Wikipedia entries, including. 

 

Using Gephi based on two popular items in connection with Google page ranking 

algorithm to find the republic of the 19th century's most influential novels and 

literature. In the letter, the Republic closer look shows the incredible range, it is 

possible to use Gephi. The site offers a list of letters and the relationship between the 

great thinkers in the history of Europe few.  

 

In short, Gephi is a unique project in the history of the world. If history is to track the 

processing of information in the digital age it is an important need to find new and 

useful methods [18]. Like Gephi application allows a person by improving the 

graphics and data visualization (Bastien) their perception. If you use this application 

came to the forefront of important conclusions can be found. However, Gephi never 

in the history of the body, unless the effort into learning and networking, graphics and 

a variety of digital tools to achieve their full potential [46]. 
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Chapter 3 

Topology modelling and Metrics 

3.1	Background	 	

Network topology is map of the physical location of the computers’ in a network 

linked by cables. Using the correct topology is very important because each topology 

has its own advantages and disadvantages. In this section, we will focus on the 

topology analysis among four main types: bus topology, also known as the line 

topology; star topology; ring topology; and mesh topology. The features of each 

topology will be listed, along with their advantages and disadvantages. After 

introducing each topology, the metrics for topology analysis will be discussed. Nine 

metrics will be clearly defined as it will also show in the results located in the case 

study chapter. They are: average degree, weighted degree, network diameter, graph 

density, connected component, clustering coefficient, eigenvector centrality, path 

length and Hyperlink-Induced Topic Search (HITS). In the network diameter, there 

are three parameters which belong to this metric: betweenness centrality, closeness 

centrality, and eccentricity. The betweenness centrality is the main parameter which is 

closely related to topology structure evaluation. 

3.2	Design	and	comparison  

3.2.1 Bus topology 

As shown in Figure 3.1, computers are connected linearly through a single bus 

topology or more cables. A network utilizing a bus topology is called a "bus network", 
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which was the prototype of Ethernet networks. Ethernet 10Base2 (also known as 

thin-net) is used for bus topology.  

 
Figure 3.1- Example of bus topology structure 

 
As the cheapest way to connect computers for the development of a workgroup or 

departmental LAN, bus topology has the disadvantage that a single loose connection 

or cable break can bring down the entire LAN. 

Termination is an important issue in bus networks. Electrical signals sent from the 

computer are free to travel the entire length of the cable. Without termination, when 

the signal reaches the end of the wire, it may bounce back up and travel back down 

the wire. When the signal echoes back and forth along an unterminated bus, it is 

called ringing. A terminator absorbs energy and stops reflections. 

Advantages of the bus topologies:  

·It is easy to use and understand 

·It is also inexpensive 

·It is easy to expand and join the cable network by allowing it to travel longer 

distances with a repeater that amplifies the signal 

Disadvantages of bus topologies: 

Because the network components do not coordinate with each other in order to allow 

time to transfer information, bus topology creates too much network traffic through a 

lot of slow computers. It is very difficult to solve this problem, because the cable 

breaks or loose connections can cause reflections and reduce overall functionality of 

the network.  
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3.2.2 Star topology 

A star topology links the computers by individual cables to a central unit, usually a 

hub or switch, as in Figure 2. In a star topology, the network nodes are connected by 

points to a central node (also known as the central switching station; it is usually a 

hub or switch) for the transmission of information to the destination node by the 

central node. The central node performs a centralized communications control 

strategy, and therefore the central node is quite complex; its burden is much heavier 

than the nodes’. In a star network, in any two nodes, communication through the 

central node must be controlled. 

 
 

Figure 3.2 Example of star topology structure 

Advantages of star topology are:  

·The failure of a single point of attachment affects only one device and will not affect 

the entire network,  

·The centralized networking equipment can reduce costs in the long run,  

And increase ease of network monitoring and management.  

·It allows several cable types in the same network with a hub that can accommodate 

multiple cable types. 
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Disadvantages of star topology are:  

·Because of central node burden, a "bottleneck" can form and cause failure, which   

affects the whole network  

·It requires a lot of cables 

·Installation is difficult 

·The maintenance workload is high  

3.2.3 Ring topology 

Ring topology uses a common cable to form a closed loop. Each node is directly 

connected to the ring, so the transmission of information is in a certain direction along 

the ring from one node to another. A ring interface generally consists of a transmitter, 

a receiver, a controller, and the wire line receiver. In the ring topology, a transmission 

data control authority “token” surrounds a unidirectional transmission in the back, and 

each node must be received through a judgment node and issued to the node reception, 

otherwise data is sent back to the ring to continue down the path. 

  
Figure 3.3- Example of ring topology structure 

Advantages of ring topology are:  

·All computers have equitable access to other parts of the network 

·The network continues to function at a slower speed even after capacity is exceeded 
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Disadvantages of ring topology are:  

·Node failure will cause the entire network to cease functioning 

·It is difficult to troubleshoot  

·The join node and the withdrawal process is complex 

3.2.4 Mesh topology 

In a mesh topology, each computer on the network has redundant data paths, as shown 

in Figure 3.4. This topology means that each node is interconnected mainly via a 

transmission line, and each node is connected to at least two other nodes. This results 

in high reliability, but its structure is complicated, costs to implement are high, and it 

is difficult to manage and maintain. Consequently, this topology is not often used for 

LAN. 

  
Figure 3.4 Example of mesh topology structure 
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3.3.	Metrics	of	mesh	topology	 	

3.3.1 Average degree 

In the research of graphics and networks, the network node degree is the number of 

other nodes connected to it and the degree of probability distribution in the whole 

network. The degree of a node in the network (sometimes called the error connection) 

is based on the number of connections from an edge node to other nodes [42]. In a 

network orientation, this means that the edge node points in one direction from one 

node to another node, and then there are two different node degrees: one degree is the 

number of incoming edges, and the other degree is the number of outgoing edges. 

3.3.2 Degree distribution 

The degree distribution of a network, referred to as the number of connections, is 

known as the edges [49, 54]. If the network is directly connected, then the edges 

travel in one direction from one to another. As long as the network is directed, there 

are two different degrees contained: the in-degree which indicates the incoming edges 

and the out-degree for the outgoing edges. 

 

( )
n
nkP x=  

The degree distribution ( )kP  of a network can be defined in the network with the 

degree k. If there are n nodes in a network and xn  of them have degree k. 

3.3.3 Weighted degree 

The degree of a node is the number of relations (edges) it has. The weighted degree of 

a node is similar to the content of degree which is also based on the number of edges 

for a node, but is affected by the weight of each edge. It shows the sum of the weight 
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of the edges. 

For example, a node with four edges with 1 weight (1+1+1+1=4) is equivalent to a 

node with two edges that weigh 2 (2+2=4), or a node with two edges that weighs 1 

and one edge that weighs 2 (1+1+2=4), or a node with one edge that weighs 4 (4=4), 

and so on.  

3.3.4 Betweenness centrality  

Betweenness centrality indicates a node's centrality in a network. It is equivalent to 

the number of all the other nodes on the shortest path through all the vertices. This 

concept is widely used, including in computers and social networking, biotechnology, 

transportation and scientific cooperation. 

The simplest way to measure this metric is to take the shortest path from all nodes to 

others on the topology and if one node is to go through each path, one point is added 

[58, 79]. So, when all the paths have gone through one from the other, there is a 

ranking of nodes based on the number of paths that went through it. A high number 

means a high betweenness centrality. This metric indicates how often a node is 

choosing a shortest path between two nodes in the network: 
 

( ) ( )
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=
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( )vwu ,σ  is the number of shortest paths from the start node to the target node that pass 

through node v, and wu ,σ  is the total number of shortest paths from start node to 

target node. 

3.3.5 Closeness centrality 

Key nodes in the network core are close to the centre. Closeness centrality is defined 

as the inverse of the fair, which in turn, is the sum of all the other nodes’ distance 
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[99,100 and 102]. If the distance between nodes in the disconnected parts of the 

network is unlimited, the measure cannot be applied with a trip member network.  

This metric indicates how long it will take for messages from one node to reach other 

nodes in the topology. 
 

( ) ( )
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The equation above shows the average shortest path from node u to all other nodes v. 

Because not all nodes are reachable from node u, it is appropriate to take the average 

of the paths. 

3.3.6 Eccentricity 

In mathematics, the eccentricity is a parameter associated with every conic section. It 

can be defined as a measure of how much the conic section deviates from being 

circular [80, 82]. For example, the eccentricity of a circle is zero. The eccentricity of 

an ellipse is between 0 and 1. The eccentricity of a parabola is 1, while the 

eccentricity of a hyperbola is above 1. Two conic sections are similar  when they 

share the same eccentricity. 

Any conic section is the locus of points with invariable distances to a point (the focus) 

and a line. That ratio of distances is eccentricity, commonly termed as e. 

The eccentricity can also be defined from another perspective, which is the 

intersection of a plane and a double-napped cone associated with the conic section. If 

the cone is set up to have a vertical angle, the eccentricity is: 

 

°≤≤°<<= 900,900,
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Where β is the angle between the plane and the horizontal, while α is the angle 

between the cone's slant generator and the horizontal. If the value of β is 0, then the 

plane section is a circle form, and if β=α, then it is a parabola.  

3.3.7 Graph density 

Imagine everyone in the Facebook network is represented on a node graph. Users who 

expressed a shared friendship graph edges. When a user has increased the potential 

edge pattern density ratio (i.e., the user can have more friendships) what is increased 

with respect to a limited number of potential edges. 

 

Graph density will be defined as the ratio of the number of edges and possible number 

of edges from an academic point of view [81, 83]. If I like the Facebook user services, 

they may calculate 100 as the edge for me, but if I only have 5 edges formed, then I 

have a relatively low pattern density. By increasing the number of edges of the pattern 

density, it can be increased and the interests of various densities occur from such an 

increase. For an undirected graph, the graph density can be defined as:  

( )1
2

−
=

VV
E

D  

For the directed graph, it is: 

( )1−=
VV
E

D  

Where E is the number of edges and V is the number of vertices in the graph. The 

maximum number of edges is % ( )1−VV , so the maximal density is 1 and the 

minimal density is 0. 
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3.3.8 Connected component 

In graph theory, since any two vertices are associated with each other by paths, 

a connected or unconnected component is an undirected graph and is not connected to 

additional vertices in the super graph [97, 98]. The number of connected components 

plays an important role in a graph. In topological graph theory, it can be interpreted as 

the zeroth Betti number of the graph. In graph theory, it equals the multiplicity of 0 as 

an eigenvalue  of the Laplacian matrix of the graph [101, 104].  

3.3.9 Clustering coefficient 

Social networking has an important nature of clustering.  People tend to have friends 

who are also friends with each other, resulting in the presence of the edge sets of 

many people, whereas people randomly selected from a series would have a much 

smaller number of edges between them. To measure a clustering of social networks, a 

common measure is the clustering coefficient [84, 85, 86 and 88]. The clustering 

coefficient is the largest cluster, when a network of disjoint faction is exactly zero, 

there is no clustering. Clustering in the network can be done in a variety of ways, but 

a common approach to do this is to check the triangle, that is, to check when the two 

sides share a node [103]. In a high clustering network, it is likely there will be a 

presence of the third edge, so that the three edges form a triangle. Although the 

clustering coefficient is often used, in fact, there are two variants of it which may 

have very different values. 

 

Variant (1) – Clustering coefficient C1 is defined as two incident edges are finished 

with a third probability triangle formation. The two sides share a vertex. In this case, 

we can check whether there is a third edge formed such that all three edges form a 

triangle. On the edge of such an event, it is completed by the third edge to form a 

triangle, which is equal to the ratio of the clustering coefficient (Variant 1). 
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Variant (2) – First, calculate the local clustering coefficient c(u) for each node u as 

follows:  Let c(u) be the proportion of neighbours of u that are connected.  In other 

words, c(u) is the probability that two friends of u are friends with each other in a 

social network.  Then the clustering coefficient (Variant 2) is defined as the mean of 

all local clustering coefficients in the network. 

In graph theory, the clustering coefficient is a measure of the nodes of the graph that 

together measure the degree [87, 89 and 90]. There is evidence that in most real-world 

networks, particularly social networks, nodes tend to create a close relationship 

between the relatively high densities of population characteristics. The likelihood 

tends to establish a tie between two random nodes and then the average probability 

increases. The clustering coefficient for node u (undirected) is: 
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The clustering coefficient of node u (directed) is: 
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Where E is the set of edges, and uk  is the total degree of node u.  

3.3.10 Eigenvector centrality 

Eigenvector centrality is used to measure the influence of a node in a network as the 

node’s importance in a network is based on a node’s connections. It assigns relative 

scores to all nodes in the network from the idea that connections to high-scoring 

nodes contribute more to the score of the node than that to low-scoring nodes.  
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3.3.11 Path length 

The average path length is a concept of network topology, and is defined as all 

possible steps shortest path network node for the average number of edge. It is a 

measure of the information on the web, or mass transfer efficiency [92, 94 and 96]. 

Along with the clustering coefficient and degree distribution, average path length is a 

robust measure of network topology. Some examples are: the average path length will 

guide you from one site to another place or you will have to pass exchanges, on 

average, with a complete stranger. It should not be confused with network diameter 

which is defined as one of the longest geodesic. 

 

The negotiable network can be easily distinguished from one by average path length, 

which is complicated and inefficient, so a shorter path length is needed. However, the 

average path length is simply what the path length will most likely be. The network 

itself might have some very remotely connected nodes, and many nodes which are 

neighbours of each other [95].  

3.4	Summary	of	Metrics	

This section layout the summary of the metrics which show in the section above, it 

indicated their name, definition and some of those equations. However, the specific 

explanation of each equation is discussed in the related metric part in the former 

section. 
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Table 3.1Summary of Metrics 

Metric Definition of the Metric  Equation of the Metric 

Average degree the average number of other 
nodes connected to it and the 
degree distribution of 
probability distribution in the 
whole network 

 

Degree 
distribution 

the number of connections it 
has to other nodes over the 
whole network 

( ) α−≈ kkF  

Weight degree the degree of a node is the 
number of relation (edge) it 
has 

 

Betweenness 
centrality 

the number of all other nodes 
in the shortest path through all 
the vertices 

( ) ( )
∑

≠≠∈

=
wvuNwu wu

wu v
v

,, ,

,CB
σ
σ

 

Closeness 
centrality 

the inverse of the fair, which, 
in turn, is the sum of all other 
nodes of the distance 

( ) ( )
∑

≠∈

=
vuNu N

vuv
,

,CC γ  

Eccentricity a measure of how much the 
conic section deviates from 
being circular 

°≤≤°<<= 900,900,
sin
sin

βα
α
βe

 
Graph density measure how close the 

network is to complete ( )1
2

−
=

VV
E

D  

Connected 
component 

determine the number of 
connection components in the 

network 

 

Clustering 
coefficient 

averages how nodes are 
embedded in their 
neighbourhood 

( )
( ) ( ) ( ){ }

( )1
,,,

−⋅

∈∧∈∈
=

uu kk
EwuEvuEwv
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Eigenvector 
centrality 

the influence of a node in 
a network 

 

Path length all possible steps shortest path 
network node for the average 
number of edge 
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3.5	Case	study	of	Metrics	

This section is shown how these metric perform on a simple topology which have four 

nodes and five links. The topology is tested with five metrics which contain calculate 

equations in section 3.4.  

 

 
Figure 3.5 Topology for metric test 

 
 
 
 
 

Table 3.2 T Fives metric results 

Node ID Eccentricity Closeness 
Centrality 

Betweenness 
Centrality 

Clustering 
Coefficient 

Graph 
Density 

Node 1 1 1 0.5 0.667  
0.833 Node 2 2 1.333 0 1 

Node 3 2 1.333 0 1 
Node 4 1 1 0.5 0.667 
 
As the graph density as an example, in this topology there are five edges which are 

node 1 to node 2, node 1 to node 3, node 1 to node 4, node 2 to node 4 and node 3 to 
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node 4. As the topology show above, there are four vertices. According to the 

equation of graph density: 
 

( )1
2

−
=
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E

D  

Where the E indicated number of edges and V represent number of vertices, the 

density of this topology is: 
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Chapter 4 

Case Studies 
In this chapter, the main focus of our narrative is to assess the impact of topology 

structures on the attacks performance. In the first part of study, we will use simple 

topology for proof-of-concept:  turn each node into the attack access point 

individually, then observe what different impact it has on the attack performance 

because their different locations. The comparison of results will be obtained and also 

the factors constituting the presumed result will be analyzed. Then we will study more 

complex topologies to validate these impacts. We use Gephi network analysis tool to 

measure the different characteristics of the topology. The aim is to see whether our 

demonstrate results and the hypothesis which we address before are match reasonable. 

 

In second part of this chapter there are three more complex topologies to be compared 

in pairs. All of these three have the same numbers of nodes, and two of them have the 

same number of connection paths through layers of contrast and after that we 

conclude the characteristics of each one of them. Compared to the first experiment, 

this time we change the order of the conduction, we first import the three topologies 

into Gephi for parameter analysis and sum up the corresponding parameters, and then 

import the topologies into the OMNeT++ for attack simulation. The aim is to prove 

that the simulation result is associated with the corresponding topological metrics 

which have been selected for evaluation. 

4.1	Case	study	I	

The first case study focused on evaluating the position of an attacker in a 

multi-connect network, compared with the single line topology which is the attacker 
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and several nodes on the same line. The topology in the case study was more complex, 

as there were 12 nodes in the network and some of them connected with multiple 

neighbour nodes.  

 

In order to evaluate how the position of the attacker has a different effect on the final 

output, we changed a normal node into an attacker node one by one, with the different 

locations of the attacker, in order to get a clear picture for the final output.  

 

 

 
Figure 4.1 Twelve nodes mesh topology for Case Study I 

4.1.1 Simulation Scenario  

Figure 4.1 above shows the 12 nodes the packet received in a situation with no 

attacker in the network. The destination node was Node 11, and due to some nodes 

being connected to several node around it, there are also many back paths in the 

topology, and that is why there was a number of collisions during the packet delivery, 

which the blue bars stand for. The case study used the dropping attack as an example, 

with the dropping probability setting as 0.5 and simulation time 30s. The simulation 
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area was 1000*1000, message length was 512B and the routing protocol was 

AODVUU. The dropping attack node was intended to receive the packet from the 

formerly normal nodes but not forward it.	  

4.1.2 Result Analysis  

Basically, the topology structure is shown in Figure 4.1 above, the node 11 is set as 

the destination node and each node will send packet to the destination node using their 

route, clearly, the node 9 connect with multiple neighbour nodes which is more than 

others. The next step is changing this normal node into the attacker node one by one 

and collects the result of those different cases. We collect all cases list them through a 

line chart. 
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Figure 4.2 Packet lost value of eleven attack positions in Case Study I 

 
According to Figure 4.2, four positions had their packets lost; they are position 0, 

position 1, position 2 and position 9 and they lost packets 8, 9, 9 and 18 respectively. 

Clearly, Node 9 is the most critical node in this topology, as when it changed into the 

attacker’s node, there were 18 packets lost during the simulation process.  
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Node 1 and Node 2 both lost 9 packets and 8 packets were lost when Node 0 became 

the attacker. Looking back to the first graph where there was no attacker, the packets 

received shows how the nodes work in a normal situation in comparison. The green 

bars of Node 0, Node 1, Node 2 and Node 9 were higher than the average nodes, 

which mean there were more packets passing through those four nodes. But there 

were also unexpected cases in this topology too; Node 10 received more packets than 

Node 0, Node 1, Node 2 and Node 9, but when Node 10 changed into the attacker 

node, there were no packets lost during the simulation period. 
 
As previously discussed, the study looked at 12 nodes with one attacker in the 

topology. According to the result of the experiment, it showed that the Nodes 1, 2 and 

9 were more critical than other nodes because when they turned into the attack nodes, 

dropped more packets during the transfer process. The basic topology is still like the 

graph below with 12 nodes connected   with each other in different ways, some of 

them connect with multiple neighbour nodes and some of them do not.  

 

In this study, we aimed to discover how the network performed when there were two 

attackers in the network, so two nodes were turned into the attacker nodes while the 

others stayed the same.  In general, there were 12 nodes which two out of 12 became 

attack nodes and one out of 12 was the final node. We changed the two attacker nodes 

from time to time and constructed a chart which shows all the dropping results. 
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Table 4.1 Dropping value of randomly changing two nodes into attackers 
in Case Study I 

 

 

 

 

In this chart, we can get an initial picture about the dropping results and it shows that 

when Node 1, Node 2 and Node 9 were one of the attacker nodes, there were more 

packets discarded. The effect of Node 9 can not be seen clearly in this chart. The 

following line chart sums up the entire dropping packet picture, with the same nodes 

combined with the other nodes which performed as the attackers. 
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Figure 4.3- Dropping value summary for each node of Case Study I 

 

According to the line chart above, it is clear that when Node 2 and Node 9 are one of 

the attackers, they can discard more packets during the whole packet passing process 

with 264 and 272 passes respectively. They are followed by Node 0, Node 1, Node 7 

and Node 10 with 134, 145, 144 and 143 passes respectively. Node 3, Node 4, Node 5 

and Node 6 had the fewer passes with 88, 98, 85 and 107 respectively. Lastly, when 

Node 8 was one of the attackers, it had the worst dropping behaviour with only 64 

values in total. 

 

Compared with the former case study, this time Node 7 and Node 10 had more impact 

on the final output performance, instead of there is no dropping at all when they act as 

single attack in the network. Besides that, it is clear that when one more attacker was 

added into the network, the dropping ratio rose, and more importantly, when Node 2 

became one of the attackers, it almost caught up with the performance of Node 9, 

which outperformed the other nodes in the first case study.  

 

Then we imported the topology into Gephi which can perform in-depth analysis of 

parameters with mathematical formulas. The imported topology is shown below: 
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Figure 4.4- Case Study I Topology imported GUI in to Gephi 

 
 
After importing the topology into the analysis software, we collected all the parameter 

evaluations (see Table 4.2) and the three distributions (betweenness centrality 

distribution, eccentricity distribution and closeness centrality distribution) and the 

results are shown below: 

 
 

Figure 4.5 Betweenness centrality distribution of Case Study I 
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Figure 4.6 Eccentricity distribution of Case Study I 

 

 
Figure 4.7 Closeness centrality distribution of Case Study I 

 
In these three distribution graphs, we find that in betweenness centrality distribution, 

Nodes 1, 2 and 9 had higher values compared with the other nodes with 9.833, 8.5 and 
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20.337 respectively. According to the first experiment, Nodes 1, 2, and 9 also had a 

larger number of packets lost during the attack simulation process with values of 9, 9 

and 18 respectively. So, betweenness is an effective metric to measure the attack 

nodes in this case. 
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Table 4.2 Metrics results of Case Study I topology 
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From the example above, we can infer the location of some critical nodes is the key to 

the whole topology structure. We can deduce some obvious differences from the 

parameters of these nodes and better understand why some nodes are so important. 

4.2	Case	study	II	

The second case study focused on testing the metric performance of each node and 

making a comparison with their dropping status. Moreover, there are three topologies 

in this case study which have slight differences among them. First of all, they all had 

29 nodes and the first two topologies shared the same amount of links too. The 

differences between them are the first one was relatively narrow in overall structure, 

and the second was squarer. However, the third figure compared to the previous two 

had a smaller amount of links, but it covered more dimensions than the other two. 

4.2.1	Three	Topologies	

From the topology structure below, it can be seen that three of the topologies 

consisted of 29 nodes connected by 68, 68, and 57 links accordingly. The topology 

structures are shown below:  

 
Figure 4.8 Structure of topology A: 29 Nodes and 68 links 
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Figure 4.9 Structure of topology B: 29 Nodes and 68 links 

 

 
Figure 4.10 Structure of topology C: 29 Nodes and 57 links 
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4.2.2	Result	Analysis	

Next, we import these three topologies into Gephi for parameter evaluation and then 

put them into OMNeT++ for attack simulation, and the results shows below: 

 

 

 

 

 

 

 
Figure 4.11 Topology A with nodes label 
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Figure 4.12 Topology A Packet dropping count 

 

In topology A, 29 nodes had been attacked each time in OMNeT++ with a dropping 

attack during the simulation process. As the graph shows above, there were a lot of 

different values on each node, and each value bar had slightly value float too. We 

selected nodes 5, 11, 12, 19, 21, 22 as a sample. These six nodes can be seen as 

having the most dropping value with more than 100, and there were more than 200 

values for Node 12, which was the highest. After that, we put topology A into the 

Gephi for nodes evaluation, and the results are shown in the next few pages. 

According to the table on the next page, we noticed that Nodes 5, 11, 12, 19, 21 and 

22 have greater value of betweenness centrality distribution with 63.006, 57.579, 

100.203, 53.095, 53.237, and 61.113, respectively. 
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Figure 4.13 Clustering coefficient and Eigenvector performance of 

Topology A 

 
Beside the betweenness performance of each node in the topology A, this figure 

shows the clustering coefficient of each node and their eigenvector score as well. 

According to the definition of clustering coefficient, it measures how nodes are 

embedded in their neighbourhood. As Figure 4.1.3 shows, Node 12 and Node 22 had 

the lowest clustering coefficient value which almost reached 0.3. Following that were 

Node 5, Node 9, Node 11, Node 15, Node 18, Node 19 and Node 21 which stayed at 

around a 0.4 value. 

The eigenvector provided the analysis of influence of each node in the whole network 

which directly shows the importance of each node in the topology. From this figure, 

Node 12 scored 1 which means it is the most important node, while Node 22 is nearly 

0.9, in second place. As a converse layout in this figure, the node which has the 

lowest clustering coefficient value has a more influential position in the topology. In 

topology A, Nodes 5, 11, 12, 19, 21 and 22 had more influence than other nodes and 

can cause more damage to the whole network when they turn into compromised 

nodes. 
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Table 4.3 Metric results of first fifteen nodes of topology A 
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Table 4.4 Metric results of rest fourteen nodes of topology A 
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Figure 4.14 Topology B with nodes label 
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Figure 4.15 Topology B Packets dropping count 

 

In topology B, 29 nodes had been attacked each time in the OMNeT++ with a 

dropping attack during the simulation process. As the graph above shows, there were 

a lot of different values on each node, and each value bar had a slightly float too. We 

selected Nodes 14, 15, 18, 19, 23 as an example. These five nodes can be seen as 

having the most dropping value from 100 to 250 and there node 18 had a value over 

200 , which was the highest. After that, we put topology B into the Gephi for nodes 

evaluation, and the results are in Table 4.5 and 4.6. According to the table, Nodes 14, 

15, 18, 19, 23 had greater values of betweenness centrality distribution with 68.147, 

50.555, 84.707, 63.881, and 69.267 respectively. 



 

 74 

 

0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9

1
1.1

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29

Node ID

V
a
l
u
e

Clustering Coefficient
Value

Eigenvector Score

 
Figure 4.16 Clustering coefficient and Eigenvector performance of 

Topology B 

This figure shows the clustering coefficient of each node and their eigenvector score 

in topology B. As Figure 4.16 shows, Nodes 6, 18, 21, and 23 had the lowest 

clustering coefficient value which almost reached 0.3. Following that were Nodes 8, 9, 

11, 13, 14, 15, 19, 20, and 24 which stand around a 0.4 value. 

 

From this figure, Node 18 scores 1 which means it is the most important node, while 

Node 14 was second place at nearly 0.95. So, in the case of topology B, Nodes 14 and 

18 had more influence than the other nodes so these two nodes can cause more 

damage to the whole network when they turn into compromised nodes. 
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Table 4.5 Metric results of first fifteen nodes of topology B 
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Table 4.6 Metric results of rest fourteen nodes of topology B 
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Figure 4.17 Topology C with nodes label 
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Figure 4.18 Topology C Packet dropping count 

 
 
In topology C, 29 nodes had been attacked each time in the OMNeT++ with a 

dropping attack during the simulation process. As the graph above shows, there were 

a lot of different values on each node, and each value bar had a slight value float too. 

We selected Nodes 4, 8, 13, 15, 16, 22, 26, and 27 as examples. These eight nodes 

had the highest dropping value from 100 to 300 this time and there were more than 

300 values for Node 15, which was the highest. After that, we put topology C into the 

Gephi for nodes evaluation. According to the table on the next page, we noticed that 

Nodes 4, 8, 13, 15, 16, 22, 26, and 27 had greater values of betweenness centrality 

distribution too with 52.793, 79.293, 58.765, 146.541, 61.755, 79.728, 50.639, and 

76.233 respectively. 
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Figure 4.19 Clustering coefficient and Eigenvector performance of 

Topology C 

This figure shows the clustering coefficient of each node and their eigenvector score 

in topology C. As Figure 4.19 shows, Node 15 had the lowest clustering coefficient 

value, which was below 0.3. Following that were Nodes 3, 6, 8, 13, 16, 19, 22, 24, 

and 27, which had a value around 0.4. 

 

From this figure, Node 15 scored 1, which made it the most important node. So, in the 

case of topology C, Node 15 had the most influence which made it the most critical 

node in the whole network when it turned into a compromised node. 
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Table 4.7 Metric results of first fifteen nodes of topology C 
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Table 4.8 Metric results of rest fourteen nodes of topology C 
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Table 4.9 Five metric comparison of three topologies 

 
Topology 
Name 

Average 
Degree 

Average 
Weight 
Degree 

Average 
Clustering 
Coefficient 

Average 
Path Length 

Graph 
Density 

Topology A 4.69 4.69 0.492 3.062 0.167 

Topology B 4.759 4.724 0.475 2.833 0.17 

Topology C 3.862 3.862 0.585 3.475 0.138 

 
The table above shows five topology evaluation parameters which make a comparison 

of these three similar topologies. From this table, the degree metric indicated the 

number of links, known as edges in the structure, which topology A and B had nearly 

the same value of around 4.7, while topology C had a value of 3.862. According to the 

number of links of each topology at the very beginning, there were 68 links in both 

topology A and B, while there were 57 links in topology C.  

 

The average clustering coefficient however shows how nodes are embedded in their 

neighbourhood. From this table, topology B had the better performance with a 

clustering coefficient of 0.475, followed by topology A with 0.492, and 0.585 for 

topology C. As well as in average path length, topology B still remained the smallest 

with 2.833, while topology A and C were 3.062 and 3.475 respectively. These two 

metrics depend on how close the nodes engaged with each other, which can generally 

be inferred from the shape of these three structures. Topology B is more centralized 

than topology A despite having the same number of links and nodes. Topology C’s 

structure was located more widely with even fewer links. 

4.3	Summary	of	case	study:	 	

In Case Study 1, a topology with 12 nodes had been simulated under a dropping 

attack, and after transforming each node into the attackers, the whole packet loss 
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value was summarized and listed in Figure 4.2. Figure 4.3 along with Table 4.1 

indicated the total dropping performance when two random attackers were place in 

the topology. According to the metric analysis result from Figure 4.5 and Table 4.2, it 

is clear that the nodes which have high betweenness centrality distribution drop more 

packets when they turn into the compromised nodes (attackers). To sum up the first 

case study, it can be said that the betweenness centrality distribution is one of the 

metrics that could show the importance of each node in the whole topology. 

 

The second case study, however, showed more metric evaluations in each topology. 

Three topologies were introduced which had similar features. All three topologies had 

29 nodes and Topology A and B had 68 links while Topology C had 57 links. The 

difference between Topology A and B is they had a slightly different structure 

arrangement; Topology A’s layout was a rectangle and Topology B’s was a circle. 

After that, we analysed the betweenness distribution, clustering coefficient, and 

eigenvector of each node in each topology, along with their packets dropping 

performance. The results showed that the nodes which had the highest packets 

dropping value all had higher betweenness distribution and lower clustering 

coefficient value and had a large score in the eigenvector. Last but not least, we used 

five metrics to compare these three topologies and the comparison results are located 

in Table 4.9. According to the performance of the average clustering coefficient, 

average path length and graph density, the overall performance of Topology B is 

better than the other two and it had less dropping value as well. However, the decent 

performance of Topology B in these areas does not make it stand out from some other 

metric measures such as average degree and average weight degree, as the statistical 

data of Topology A and B is almost equal with each other.  
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Chapter 5 

Conclusions and future work 

5.1	Conclusion	

In this section, we summarized the main contribution of each chapter and give a final 

conclude about how metric have influence on the topologies. Besides that, some 

discussion about further study is mentioned as well. 

 

In the second chapter, we indicated three major network attacks which we used for the 

simulation in this thesis. They are delay attack, dropping attack and sinkhole attack. 

By introducing them in the second chapter, we have a better understanding of the 

characteristics of the three attacks and each attack has different effects and purposes. 

With intuitive attacks, their main purpose is to interfere with the flow of data from the 

sender’s side to most terminals through some delay or dropping function. 

 

In the third chapter, we discussed the four different types of topology structures. They 

are linear, star, ring and mesh topology. These four topologies have their own 

advantages and disadvantages, and it is clear that these factors become the weak link 

for cyber attackers to target their attacks towards systems. Compared with these four 

topology structures, we are more likely familiar with the structure of the first three 

because they are more simple and intuitive. However, because the structure is too 

simple, that is, most of the nodes connected to each other with one single link, once 

an attack happens in a certain part of structure, the entire topology could be paralyzed. 

So compared to the previous three structures, the fourth mesh topology structure has 

more diversified links between the nodes and the connection between the nodes will 
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be more complicated, so when a node is attacked, there will be other paths to choose 

from. 

 

Chapter 3 also describes the contents of a number of metrics and simulation 

parameters that is part of the experimental analysis section of this thesis. The purpose 

of this chapter was to objectively assess the relationship between the whole topology 

and each node or the adjacent node, including distance, number of links, the amount 

of coverage and so on. Through these acquisition parameters, we can be more 

intuitive about which node has a more important position; normally these nodes are 

often act as an important key for attack and defence. 

 

Chapter 4 is the core of this thesis, as we compared a series of experiments and data in 

this chapter. The first example is our own design topology structure, which contained 

12 nodes and 20 links. We launched the attack at each node in this topology. Attack 

type was implemented as a dropping attack. According to the final result, by 

comparing with each node, the Nodes 1, 2 and 9 had more missing packets during the 

attack process with 9, 9, and 18 packets respectively. Then, we attacked any two 

nodes in this topology structure at the same time. Through simulation and data 

summary, we constructed a table to summarize all the packet loss results. The two 

experiments showed similar results. We speculated whether these three nodes had 

some kind of significant different parameter values compared with others. 

 

We imported this topology into analysis software for more in-depth evaluation. We 

used Gephi which can analyze mathematical formulas and categories for each node of 

this topology. We put the results of the evaluation in the fifth chapter. Through 

analysis, we found that the Nodes 1, 2, and 9 had a greater betweenness centrality 

distribution with 9.833, 8.5, and 20.333, respectively. In order to verify the reliability 

of the conclusions reached at the beginning of the case studies, we changed the order 

of the experiment. The difference was that we introduced another three topologies 

which had several similar features in their architecture. They all had 29 nodes and the 
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first two had the same amount of links too, but with a slightly different range of 

structural coverage. The third topology had 57 links, while the former two had 68. 

 

First, we carried out these three topology structure analyses by evaluating each node. 

In the first topology map, Nodes 5, 11, 12, 19, 22 had a large betweenness centrality 

distribution with 63.006, 57.579, 100.203, 53.095, 53.237, and 61.113, respectively. 

In the second topology map, Nodes 14, 15, 18, 19, and 23 had larger measurement 

values with 68.147, 50.555, 84.707, 63.881, and 69.267 respectively. In the third 

topology map, the measures of the larger nodes were 4, 8, 13, 15, 16, 22, 26, and 27. 

Measurement values were 52.793, 79.293, 58.765, 146.541, 61.755, 79.728, 50.639, 

and 76.233 respectively. 

 

Interestingly, in the third topology, it can be observed that Nodes 5, 10, 21, and 25 

have no betweenness centrality distribution which has the value of 0. In the third 

topology, the position of these four nodes is all located in the corner and have only 

two links. The most linked node in Topology C is Node 15 which owns eight links at 

the same time. From the betweenness distribution results, it has the highest value in 

all three topologies with 146.541 and its dropping amount is the largest with 291 

values. Then we put these three topologies into OMNeT++ simulation software for an 

attack simulation. The results matched our previous conclusions, that the betweenness 

centrality distribution determines the flow of data throughput within connected nodes, 

and that means the higher betweenness centrality distribution leads to nodes becoming 

critical. And because of that, those critical nodes are more likely to become the targets 

of attack, so they also need more protection.  

 

Through these experiments, it is not difficult to find these important nodes have a 

substantially greater amount of links. The majority of their positions is at the centre of 

the structure. And by studying the three topologies, we can find the structure and the 

amount of links play a vital role in the topology, although the first two share the same 

nodes and links, there are fewer packets lost in the second topology. By comparing 
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these two structures, we can find that the second topology has more square or round 

coverage area. The first one is more elongated. And a third one is like a cross 

topology and has the fewest links on four small branches. The results show that the 

nodes which have a high packets dropping value all have higher betweenness 

distribution and lower clustering coefficient values and have a large score in the 

eigenvector. Last but not least, we used five metrics to compare these three topologies 

and the comparison results are located in Table 4.9. According to the performance of 

the average clustering coefficient, average path length and graph density, the overall 

performance of Topology B is better than the other two and it has a lower dropping 

value as well. However, the decent performance of Topology B can not be concluded 

clearly from some other metrics such as average degree and average weight degree as 

the statistical data of Topology A and B are almost equal with each other. 

By this phenomenon, we can preliminary conclude that when two topologies have the 

same amount of links, the more centralized structure topology is more secure. And the 

metrics such as betweenness centrality, clustering coefficient and eigenvector can 

more effectively show which nodes are more critical in the network. And the metric 

of average clustering coefficient, average path length and graph density can give 

convincing proof of the better topology while metrics like average degree and average 

weight degree can not. 

5.2	Future	work	

Throughout this research, we have collected a large number of topology measurement 

data, and although this thesis involved the conduction of many experiments, we still 

need more in-depth discussion in many fields. Those possibilities for further studies 

are listed below: 

 

1: We need to simulate more different types of attacks on the same topology in order 

to have a better evaluation of defence ability. In this thesis, the dropping attack is 
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chosen in the simulation process. However, due to the different characteristics and 

attack purposes, the metrics evaluation results might be different too.   

 

2: We need to simulate more realistic attack scenarios, such as adjusting the topology 

architecture during the attack or launch more than one attack in the same topology at 

the same time. In the simulation part of this thesis, one single attack was launched 

during the whole simulation process. However, the situation might be more complex 

in the reality which has several attacks at the same time. As previews review, the 

wormhole attack, as an example, usually works with other attacks such as blackhole 

attack [91, 93].   

 

3: We need to design more defensive means to protect topology; after all, the ultimate 

goal of the study of is to protect wireless networks from network attacks. This thesis 

focuses on the evaluation about how attacks affect the topology. By analysis the 

metrics results, some metrics can be defined have much affection on the attacks. 

However, there is no further discussion about how to take protective measures on the 

topology. 
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Appendix 

This appendix shows how to import a topology into the Gephi and generate metric 

analysis results. This graph below is the main UGI of Gephi. 

 
Figure 1: The GUI of Gephi 0.9.1 

 
In the GUI of Gephi: there are main five parts: Appearance, Layout, Graph, Context, 

Filters and statistics. And there are three operate mode at the top: Overview, Data 

Laboratory and Preview.  
 
 



 

 105 

 
 

Figure 2: Create a new project in Gephi 0.9.1 
 
The next step is creating a now project by click the file icon at the left-top corner. 

There are two ways to import a topology. One is use a CSV. File to import from 

outside, and the second way is to enter the node and edges information manually. As 

an example of this part, we use a simple topology with four nodes and four edges. 
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1: Using a CSV. File 

 
Figure 3: Edit the CSV File in Excel 

 

There are two files needs to input from the Excel as CSV File, the nodes file and the 

edges file. As the figure 3 shows, the node s file contain the Node ID and Node Label 

while in the target file contains Source and Target which shows the forwarding path 

from node to node. 
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Figure 4: Import the nodes and edges 

 

In the data laboratory, the nodes and edges button is under data tables, and there is a 

function called import spreadsheet beside that. By click it, you can import the nodes 

CSV File and edges CSV File.  
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Figure 5: The graph structure of the example topology 

 

When successful import the node file and edge file, the topology graph dragging in 

the graph panel. As the figure 5 shows, there are four nodes and four links in this 

topology. 
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2: Import the topology manually 

 
Figure 6: Draw the topology by adding nodes and link edges with the pencil tool 

As the figure 6 shows, nodes can be added by using the node pencil as well as the 

edges can be added by edge pencil. When four nodes and four edges all input by the 

tools, the graph shows as follow: 

 
Figure 7: The example topology structure import manually 
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When the topology is imported into the Gephi, the next step is to analysis the 

topology by using the statistics function. 

 
Figure 8: The statistics function of Gephi 0.9.1 

 
As the figure 8 shows, there are four analysis part in the statistics function which are 

Network Overview, Node Overview, Edge Overview and Dynamic. In the network 

overview, there are seven metrics which are average degree, average weight degree, 

network diameter, graph density, modularity, pagerank and connected components. 

The average clustering coefficient and eigenvector centrality are located in the node 

overview while the path length is in the edge overview. Lastly, the nodes, edges, 

degree and clustering coefficient are in the dynamic part. 
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As the network diameter metric as an example, when running the network diameter, a 

graph distance report is generating and shows analysis result like betwenness 

centrality distribution and some other evaluation graph.  

 

Figure 9: The analysis report of network diameter as an example 

 

This appendix can be used as a simple tutorial to show how to import the topology 

into the Gephi and generate the analysis results. 
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