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ABSTRACT

Information security is a critical issue today. According to Cisco (2019), the
increasingly popular services such as ‘“e-commerce, mobile payments, cloud
computing, Big Data and analytics, [oT, Al, machine learning, and social media”,
all increase cyber risks for users and businesses (p.16). Further compounding, the
seriousness of information security threats is the increasing number of exploitable
vulnerabilities found in most systems today. According to Katos et al. (2019), there
were 2377 exploitable vulnerabilities or 8.65% of the total vulnerabilities identified
in the study, that were found in mobile communication systems in 2018 and half of
2019. Vulnerabilities are found in systems in all business sectors, including critical
sectors like energy, financial, and health. That is the challenge that many
organisations faced today; how to effectively protect their information assets given
the information security threats they are facing.

From the Tonga organisations’ perspective, information security became
critical after the launching of the submarine cable in 2013. The submarine cable
brought unprecedented change to the ICT services risk profile. The submarine cable
not only lowers the cost of ICT services dramatically but also facilitates the
launching of the 3G and 4G services in the country. While affordable ICT services
mean more people and organisations take advantage of the services, unfortunately,
the majority lack awareness of the information security threats that come with those
technologies. Therefore, the majority are unprepared to protect their systems and
the confidentiality, integrity and availability of their information.

Accordingly, this study aims to investigate the question “Is the holistic
approach provided by ISO 27001 the best approach for Tonga organisations, given
their unique organisational factors and threat environment, to establish effective
information security?” In light of findings by recent information security studies,
this study theorises that implementing ISO 27001 is the best approach (compared
to ad-hoc approaches) for Tonga organisations to improve their information security
and to protect their information against known and unknown information security

threats.



The most direct method to answer the research question is to compare the
information security of organisations who have implemented ISO 27001, against
those who have not. However, time limitation and the lack of organisations in Tonga
who have implemented ISO 27001 prevented the researcher from doing the direct
approach to the study. Instead, the study theorises that the main research question
can be answered by addressing a second question; “What are the impacts of
implementing ISO 27001 on Tonga organisations’ information security
management and information security?” Answering the first by answering the
second question is viable because according to the findings in chapter 4, Tonga
organisations by default are using ad-hoc approaches for their information security
that is run by their IT departments and with a purely technological focus. Therefore,
analysing the impacts of implementing ISO 27001, by default, compares holistic
approaches (ISO 27001) against ad-hoc approaches (Tonga organisations’
information security) to determine the best method. Not only that, but analysing the
impacts of implementing ISO 27001 on Tonga organisations’ information security
also includes analysing organisational factors, such as, resources availability, and
the effect on Tonga organisations’ ability to implement ISO 27001, thereby
providing a comprehensive answer to the main study question.

Analysing the impacts of implementing ISO 27001 calls for a gap analysis
of Tonga organisations’ information security, against ISO 27001 requirements. The
study provided the ISO 27001:2013 and the Appendix controls to a group of experts
for feedback. The IT security experts from different organisations in Tonga
compared the documentation to the state of their organisations’ information
security. The collected data were then quantitatively analysed using SPSS (version
27) to retrieve statistics about each organisations’ information security metrics.
After quantitatively analysing the data then it was coded and qualitatively analysed
using NVivo (release 1.0). The qualitative analysis aimed to identify information
security-related rich concepts which could provide context to the previously
retrieved statistics.

The gap analysis compared the outcomes of the quantitative and qualitative
analysis against ISO 27001 requirements. The main focus is on how each approach

(i.e. Tonga organisations’ ad-hoc approaches versus ISO 27001 holistic approach)



addresses different dimensions and Critical Success Factor(s) (CSF) of information
security to minimise information risks to organisations’ information assets.
Moreover, the study established 14 hypotheses based on the research questions
above and findings from recent information security studies reviewed in chapter 2,
to guide the gap analysis. The study uses the outcome of the gap analysis (identified
gaps) to test its hypotheses regarding the impacts (i.e. gaps) in implementing ISO
27001 in Tonga organisations’ information security. Consequently, several findings
emerged.

Firstly, the study affirmed that implementing of ISO 27001 will have
significant positive impacts on the ability of Tonga organisations to address
dimensions and CSFs of information security. The study reaches that conclusion
because it identified substantial gaps between Tonga organisations’ information
security and ISO 27001 requirements. This means, implementing ISO 27001 will
have significant positive impacts on Tonga organisations’ ability to manage their
information security effectively.

Secondly, the study affirmed that implementing ISO 27001 will have
significant positive impacts on different characteristics of efficacious information
security processes, and the Tonga organisations’ ability to establish comprehensive
information security. The study reaches that conclusion after surmising that by
implementing ISO 27001, Tonga organisations’ information security will be able to
do positive things that their current ad-hoc approaches failed to do. These are: 1.
Address dimensions and CSF of information security to minimise risks to an
organisations’ information assets. 2. Establish a continually improved information
security system to keep up with changes to the organisations’ information assets
and threats environment. 3. Align their information security processes with their
business processes.

This study contributes to research knowledge by providing an overview of
findings by existing information security studies on information security and
information security standards. Furthermore, it gives an overview of what
information security looks like in organisations in small countries like Tonga. It also
provides organisations with an overview of the benefits of implementing ISO 27001

on their information security. Specifically, employing systematic, holistic



Vi

approaches, as provided by the ISO 27000 family of standards, is the best and most
effectual way to address the ever-changing information security threats
organisations face today. Finally, this study demonstrated the use of both
quantitative and qualitative analysis to do a gap analysis of different organisations’
information security, which is a departure from the usual maturity models-based

studies.
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CHAPTER 1

INTRODUCTION

1.0 BACKGROUND

The dynamic nature of information security threat landscapes and the pervasiveness of
information and communications technologies in today’s society makes assessing and
managing information security a priority for organisations. According to Cisco (2019)
“Visual Networking Index: Forecast and Trends, 2017-2022”, in 2022, there will be an
estimated 28.5 billion devices connected to the internet (from 18 billion in 2017), 14.6
billion M2M (machine to machine) connections and smartphones will generate 44% of
all Internet traffic. Hence, one of the most significant sources of information security
threats is hardware and software vulnerabilities. Recent studies on information security
threats and impacts of hardware vulnerabilities include studies by Chen et al. (2019),
Gupta et al. (2019) and Wu (2020). Each study explores a specific type of attack that
exploits hardware or software vulnerabilities. According to ENISA (2019), there were
2377 exploitable hardware vulnerabilities or 8.65% of the total (known) vulnerabilities
in 2018 and the first half of 2019. Technological innovations and progress while
beneficial to organisations, they also introduce vulnerabilities which added to the

complexity and dynamics of an organisations’ threat environment.

While technological vulnerabilities are significant threats, Human-based
threats, especially insider threats, also pose danger to organisations. A study by Smyth
et al. (2019) looked at the definition of “insiders”, the risks they posed, and examples
of publicized incidences of information security breaches by insiders that cost targeted
companies millions of dollars. Insider threats are hard to detect and defend because the
perpetrators have access and have intimate knowledge of the organisations’
information systems. The seriousness of the problem is illustrated by the findings that
human errors account for 95% of information security breaches in organisations

(Vasileiou & Furnell, 2019).



Another recent development that complicates information security for
organisations today is the pervasive use of cloud computing both by individuals and
organisations. Cloud computing is attractive; it allows individuals and organisations to
access resources and technologies they otherwise could not afford to purchase or build,
support and manage themselves. Unfortunately, cloud computing tends to multiply
information security risks. A survey by Kumar and Goyal (2019) identified 12 top
threats and vulnerabilities at every layer of the cloud architecture. Notable examples of
those vulnerabilities include the Google docs vulnerability, and the phishing attack on
Salesforce.com (Bhardwaj & Kumar, 2011). The anonymity of the cloud also presents
challenges; for instance, attackers can host tools, create fake profiles to hide data and
identities, and it allows a malicious individual to collaborate and share expertise,
toolkits and information with others (Dahbur et al., 2011).

Further compounding information security challenges for organisations is the
constant progress of Information and Communications Technology (ICT)
infrastructure and the rapid and unending digital technologies innovations. The
complexity in technologies has led to “change in the cyberattacks forms, functions, and
sophistication” (Tounsi & Rais, 2018, p. 212) over the years. Therefore, it is critical for
organisations to look for ways to address information security threats in a systematic
and holistic manner. Spremi¢ (2013) argued the importance of holistic approaches to
information security where everyone in the organisation is involved, and not just the
technical staff. To treat information security purely as a technological issue is no longer
sufficient to combat information security threats (Arbanas & Zajdela Hrustek, 2019;
Soomro et al., 2016). Furthermore, Culot et al. (2019) argued that information security
standards provide a "structured approach to cybersecurity” (p. 83), especially the NIST
framework and the ISO 27001. Both frameworks “promote a clear definition of roles
and responsibilities, encourage a substantial involvement of business leadership and
promote risk management practices” (p. 83).

It is a view also held by Singh et al. (2014) who noted a shift in information
security literature (in the past decade from 2014), Information security management
(ISM) is no longer considered purely as an Information Technology (IT) department

2



responsibility. Instead, it is a collective responsibility because information security
involves management, cultural, organisational and behavioural aspects which cannot
be addressed by existing technological focused, ad-hoc approaches.

Instead, information security requires an "holistic approach that applies
multiple mechanisms for aligning organisational and sociological factors within the
organisation combined with technological competencies” (Arbanas & Hrustek, 2019,
p. 140). One of the main objectives of establishing Information security standards is to
provide a standardized holistic approach to information security (Pinheiro & Ribeiro,
2005). Specifically, implementing the ISO 27001 standard allows organisations to
establish coordinated and balanced information security processes aligned to their
specific organisational and information security objectives and requirements (BSI,

2017a, 2020a).

1.1 MOTIVATION

In the early 1990s, only a handful of companies (mostly banks) and government
departments in Tonga had computer systems. Most of those systems were either
standalone or have private satellite connections to overseas partners or central offices.
In the middle of the 1990s, more and more companies had PCs, but most were still
either standalone or connected to a private network. It was in the late 1990s that
information technology awareness and usage expanded with the introduction of the
first Internet Service in the country by Cable and Wireless PLC in 1997.

ICT development (which fuels the widespread usage of technologies) took a
significant leap in 2000 after the Tonga Communications Corporation (TCC) took over
from Cable and Wireless PLC (‘Ofa, 2008; Pacific Islands Report, 2000) and the
government granted TONFON a license to operate in the country. TCC launched its
Global System for Mobile (GSM) network in 2001 and the TONFON in 2002. In
addition to GSM, TCC also launched an ADSL and a WiMAX network in 2006. In
2007 Digicel purchased TONFON (‘Ofa, 2011) and improved their systems and

services resulting in stronger competition leading to better and cheaper services. In



2013, TCC launched 3/4G, fibre and ADSL networks and Digicel launched a 3G
network both in anticipation of the launching of the submarine cable.

When the submarine cable was launched in 2013 (World Bank, 2013), ICT
services had already reached every inhabited island in the country. The only limitation
to services was the links to the remote islands which were still satellite-based. The
launching of the submarine cables between the main island and outer islands (World
Bank, 2019) in 2018 removed that limitations, meaning ICT services that were only
available in the main island were now available all over Tonga. The onslaught of new
technologies, services, and information availability, with the lack of awareness of those
technologies’ and associated risks and threats, lead to new challenges affecting both
individuals and organisations (Laulaupea’alu & Keegan, 2019).

The submarine cable brought unprecedented change to the ICT services
landscape and consequently, Tonga’s information security threats landscape. Tonga is
now part of an ever-increasing interconnected world and fast Internet access which
brings with it higher risks of information security attacks and related crimes (Rudolph
et al., 2020; Standards Australia, 2020). Finau et al. (2013) provided detailed examples
of such attacks in the Pacific. For Tonga, the researcher has played significant roles in
the development of ICT services since 1999, and was aware and was involved in
investigations by police and Tonga Computer Emergency Response Team (CERT) of
attacks, information security breaches, and electronic crime investigations in Tonga.
The affordable and reliable services mean organisations are increasingly dependent on
ICT services and information systems for their daily operations. The devastating and
costly impacts of the submarine cables breaking in 2018 (Westbrook, 2019) highlighted
increasing dependence on the technology. In direct contrast, the loss of the Intelsat
satellite in 2005, cutting off all communications to many pacific islands (Gregory &
Binning, 2005), was barely noticeable because not only were ICT technologies
capabilities at the time limited, but the service was too expensive for many users as
well.

While the satellite and the submarines cables incidences are rare; they
highlighted several essential realities. First, organisations today, both public and
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private, are greatly dependent on ICT and information systems. Second, a successful
attack on major ICT and information systems in the country, apart from the financial
cost, could cause significant disruption to government and private organisation
operations. Finally, it is not a question of if but when significant and repeat attacks will

occur that will have significant effect on the country.

1.2 RESEARCH AIM

Given the dynamic nature of information security threats today and the organisations’
ever-growing dependence on IT, Tonga organisations need a new approach to
information security to protect their information assets. It is no longer enough to
assume that no one is interested in compromising their organisations’ information.
Studies have shown that threats can either be malicious or non-malicious
(human errors). Attackers either want to take something out or just utilize an
organisations’ resources for their purposes (Jouini et al., 2014; Jouini & Ben Arfa
Rabai, 2016; Jouini & Rabai, 2018). Specifically, all it takes to compromise an
organisation’s information assets, are a reliable connection (to the organisation) and
vulnerable assets (technological vulnerabilities or by human error). Implementing
information security standards allows organisations to establish an ISM system which
employs a systematic, holistic approach to information security based on proven,
widely accepted information security best practices. Therefore, the study aim is to
investigate whether implementing ISO 27001 is the best approach for Tonga
organisations to establish information security to protect their information assets by
analysing the gaps between their current information security practices and ISO 27001

requirements.

1.3 THESIS STRUCTURE

This chapter provides a brief overview of information security, information security
threats, and information security challenges faced by organisations today, especially
Tonga organisations. It provides readers with a sense of the magnitude of the challenges

faced by Tonga organisations today, and therefore, why the study is relevant and



necessary. The last two sections discuss the aim of the research and the overall structure
of the thesis, respectively.

In chapter 2, the study reviews information security, threats and challenges
faced by organisations today, as well as proposed approaches to address them. The
review provides a brief history of ISO with a detailed analysis of its ISO 27000 family
of information security standards and a discussion of how organisations can assess
information security standards. Moreover, it also provides a detailed analysis of ISO
27001 as well as some of the more prominent Information security associations today
and their contribution to information security. Finally, a look at other information
security standards and frameworks such as COBIT, ITIL and PCI-DSS, and how they
relate to information security.

In chapter 3, the first step was to establish a research design to govern all
research processes and then construct a research model based on the outcomes of the
literature review in chapter 2 and the study objective. Based on the analysis of the
research model, the researcher establishes several research questions, which in turn
form the basis for hypothesis. The research questions and hypothesises determined the
study research method, research data, and data collection tools.

The findings of the study, i.e. Tonga organisations’ information security current
practices, are presented in chapter 4. A comparative analysis of those findings is made
against the ISO 27001 requirements in chapter 5. The results and analysis are followed
by a discussion of the findings and the comparative analysis in relation to the study’s
research questions, hypotheses, and research limitations, in chapter 6.

Finally, chapter 7 provides a summary of the study, recommendations for
organisations’ information security based on the study findings, and suggestions for

further studies.



CHAPTER 2

LITERATURE REVIEW

2.0 INTRODUCTION

Information security is a topic that has attracted a lot of attention due to the devastating
impacts and consequences of Information security breaches (von Solms & von Solms,
2018; Swinhoe, 2020). Organisations are also more vulnerable to information security
threats because organisation threat landscapes are getting more complex and
challenging. This is compound by the shortage of skilled staff, and the increasing
number of information security incidents (Cisco, 2020).

Information security was previously known as computer security, and defined
as protecting computers, the information contained in them, and everything connected
(building, network, disks and tapes). The Morris worm attack, as well as other virus
and worm attacks during the 1980s and 1990s, brought computer security to the
forefront and the attention of scholars, governments, and Technology organisations. It
was then considered a technology problem to be solved by technology people.
Consequentially, countermeasures were technological and focused mostly on computer
security, communications security and physical security (Lehtinen & Gangemi Sr,
2006; Russell & Gangemi Sr, 1991).

The proliferation of Internet services, communications technologies and
devices changed the security focus to information rather than devices (Price, 2002).
Approaches to information security were also changing, as illustrated by Wood et al.
(2000), who argued for a holistic approach to cyber defence. The study focused on
critical infrastructure protection (i.e. power, military information systems, and others)
from cyber warfare rather than information security. However, it presented a model that
addressed information security as a set of coordinated processes that are management
driven and includes planning, implementation, and information sharing (between
organisations) in stages. This is a model found in information security standards like

ISO 27001 today.



Several other studies around the same time noted the need for a holistic
approach to information security because they pointed out that information security has
technical and non-technical components. It included factors like information security
awareness, and organisation culture (Martins & Elofe, 2002), as well as other factors
documented by von Solms (2001) and Vroom and von Solms (2004). This has impacts
on the efficaciousness of information security measures (Siponen, 2000). Two other
vital factors are the organisations’ management involvement in the information security
processes (Knapp et al., 2006), and organisations establishing a comprehensive risk
management program (Gerber & von Solms, 2005).

Moreover, studies around that period pointed out that holistically addressing
information security is better. It is more efficacious than ad-hoc approaches many
organisations employed at the time and still employ today (Eloff & Eloff, 2003b). That
is why information security standards like ISO 27001, and others are important. They
offer comprehensive processes of managing information security, and employ
internationally accepted information security best practices that address information
security critical success factors (CSF) (Al-Ahmad & Mohammad, 2013; R. Von Solms,
1999). This allows organisations to provide effectual protection for their information
assets and processes.

The investigation of links between implementing information security
standards and establishing efficacious information security processes, provide a
theoretical basis for this study. The remainder of this chapter focuses on reviewing past
information security studies that concern different aspects of information security
standards, information security management (ISM), and effective information security.
Section 2.1 examines information security standards and frameworks as well as
organisations that authored or support those standards and frameworks. Section 2.2
explores assessing information security standards, while section 2.3 takes a detailed
look at the ISO/IE 27001, and security control frameworks are in section 2.4. Finally,
a summary of the findings and a conclusion are in section 2.5 and section 2.6,

respectively.



2.1 STANDARDS FOR INFORMATION SECURITY

The oxford dictionary definition of a standard is “a level of quality, especially one that
people think acceptable”. Standards for Information security specifies a set of
processes (requirements) an information security management system (ISMS) must
achieve. It ensures a (desirable) level of (measurable or perceived) quality of
information security (Tofan, 2011) and therefore, business partners, customers, and
suppliers can accept verification using second or third party auditing.

Information security standards are generally accepted information security
principles that address information security from a very high-level viewpoint. The
information security principles should provide clear information security features,
assurances, and practices that are essential for protecting organisation information
assets (Swanson & Guttman, 1996). To understand the impact of implementing ISO
27001, a user needs to understand information security standards, the roles they play,
and why they are vital for organisation information security. According to Fal’ (2010),
information security management (ISM) standards developed by the International
organisation for standardization (ISO) has two main focus. The protection of
organisations’ information that existed in various forms, and the development of
protection mechanisms to mitigate damages caused by inadequate protection.

Implementing information security standards, such as an ISMS based on the
framework, has challenges which lead to organisations completely ignoring them or
they try to implement them but fail (Al-mayahi & Mansoor, 2012; Alshitri & Abanumy,
2014). The last 30 years has a growing number of information security associations
formed to address those challenges mostly by sponsoring research, providing training
for technical but also management staff, and certification programs to verify and
demonstrate information security professionals’ skills and knowledge of information
security.

Consequentially, section 2.1.1 reviews the International Organisations for
Standards (ISO) contributions to the development of organisations’ information
security. Specifically, the ISO 27000 family of standards. Section 2.1.2 reviews

information security contribution of some of the more well-known information security
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associations today. Specifically, their training and certification programs, standards,
frameworks and models. Finally, section 2.1.3 provides a summary of the section

findings.

2.1.1 INTERNATIONAL ORGANISATION FOR STANDARDS

The international organisation for Standard or ISO is an independent international non-
governmental organisation for standards. ISO was formally established in 1947 with
67 technical committees and released its first standard in 1951. ISO standards are
market-driven and based on standards developed by its members. These are standards
that have been tested and proven at national negotiations. ISO standards cover broad
fields, like banking, Information Technologies, International shipping, health, food,
environments and many others (Heires, 2008; ISO, n.d.). According to ISO (2019), at
the time of the report, it has 164 members, 249 technical committees, and 22500
international standards. Today, ISO is one of the oldest and most active standards
organisations. Though voluntary, ISO standards are well known and widely adopted by
many organisations around the world, and in some cases, countries have incorporated

them into their regulations (Heires, 2008).

21.1.1 ISO 27000 STANDARDS

An ISO primary information security standard is the ISO 27000 family of standards
(BSI, 2020a). The first standard ISO released was the ISO 27002 (BSI, 2017b) which
provides code of practice for security controls. ISO released ISO 27001 (BSI, 2017a)
after releasing ISO 27002; with ISO 27001 containing the same security controls as
ISO 27002. ISO 27002, however, does not specify requirements like ISO 27001;
instead, it provides guidelines on how organisations can select and implement
appropriate security controls according to their needs. Figure 2.1 depicted the
relationships between ISO 27001 and the rest of ISO 27000 standards.

The ISO 27000 family of standards are divided into three categories with ISO
27000, providing an overview of the ISMS as well as terms and definitions (BSI,

2020a). The first category of standards are standards specifying requirements which
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include ISO 27001, 27006 and 27009 (BSI, 2020a). ISO 27006 specifies requirements
for accreditation of certification bodies that provide ISMS audits, and ISO 27009
specify requirements for modifying ISO 27001 security controls to meets sector-
specific requirements.

The second category, according to ISO 27000, is standards specifying general
guidelines for implementing an ISO 27001 based ISMS (BSI, 2020a). These standards
include ISO 27002, 27003, 27004, 27005, 27007, 27008, 27013, 27014, 27016, and
27021. All provide guidance (detailed explanation and examples) on different aspects
of an ISMS to help organisations understand and correctly implement 27001
requirements (BSI, 2020a).

Among the second category of standards are ones which are provided to help
organisations understand every aspect of ISO 27001 requirements (BSI, 2020a). For
instance, ISO 27002 provides detailed guidelines on ISO 27001 security controls, while
ISO 27003 provides detailed guidelines on the general requirements (requirement 4 to
10) (BSIL, 2017d), and ISO 27005 provides guidelines on the risk management
processes (BSI, 2011). As noted by ISO 27003, “ISO/IEC 27003, ISO/IEC 27004 and
ISO/IEC 27005 form a set of documents supporting and providing guidance on
ISO/IEC 27001:2013” (BSI, 2017d, p. 6).

Like any business project, organisations need to weigh the resources it spends
on establishing an ISMS against its benefit to the company, i.e. return on investment
(BSI, 2014). ISO 27016 help organisations' senior management to prepare an
information security business case for implementing an ISO 27001 based ISMS.
According to ISO 27016, ISMS should support organisations’ objectives and “cost and
benefit decisions should relate to the expected benefits from achieving a risk reduction
by the deployment of planned controls” (BSI, 2014, p. 11).

Another important component of organisations’ information security is setting
up a proper information security governance structure (Stoll & Breu, 2012). A properly
set up governance structure with assigned roles and responsibility will help
organisations manage their information security processes in a coordinated and
systematic manner (Von Solms, 2005). While organisations can use other governance

11



frameworks for setting up their governance structure, they also use the ISO 27014. It
provides guidelines to help organisations set up an information security governance
structure with assigned roles and responsibilities to manage the information security
(BSL, 2013). To help organisations identify and fill the roles needed for effectual
management of their information security, ISO provides ISO 27021. It provides
guidelines on ISMS’s roles intended outcome and required knowledge and skills.
Competence areas include information security, ISMS planning, operation, support,
performance evaluation, and continuous improvement. (BSI, 2017¢).

For an ISMS to remain relevant, it must be able to adapt to changes in an
organisations threat environment, requirements, and objectives (Haufe et al., 2016).
The ISO 27000 family of standards comes with several standards to help organisations,
continually improve their ISMS. For instance, ISO 27004 (BSI, 2016a) allows
organisations to monitor and measure the performance of their ISMS. Furthermore,
ISO 27007 helps organisations managed their ISMS by providing guidelines on how
they can audit their ISMS internally (BSI, 2020b). Internal auditing helps an
organisation to keep track of ISMS processes and performance. According to Pompon
and Pompon (2016), “Internal audit exists to make the organization’s security program
stronger” (p. 277).

Another vital aspect of ISMS management is the ability of an organisation to
monitor, assess and modify their security controls (Zeb et al., 2018). ISO provides ISO
27008 for that reason. It provides guidelines to help organisations monitor, assess and
modify their information security control to improve their performances or align with
their changing requirements and objectives (BSI, 2019b). The final standard in the
second category is the ISO 27013 standard (BSI, 2020a). It provides guidelines on how
to integrate ISO 27001 and ISO 20000-1. ISO 20000-1 specifies requirements for
service management, comparable to ITIL. ITIL is a code of practice and not a standard
(AXELOS Limited, 2019; BSI, 2015c). Service management focuses on service value
creation. Under service management, information security is a service which facilitates
co-value creation by protecting organisations’ information assets (Agutter, 2019;
AXELOS Limited, 2019).
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Adapted from analysis of BSI (2020a) and BSI (2017a)

The third category of standards, according to ISO 27000 standards, are
standards that specify sector-specific guidelines and requirements (BSI, 2020a).
Organisations should adopt them in conjunction with ISO 27009 (BSI, 2016b). ISO
27009 provides requirements for modifying the ISO 27001 security controls. Sector-
specific standards include ISO 27010, which specify requirements for information
sharing between organisations (BSI, 2015b). ISO 27011 specifies additional
requirements for telecommunications organisations (BSI, 2016c¢). ISO 27017 specifies
other requirements for cloud services both (cloud customers and providers) (BSI,
2015d). ISO 27019 specifies additional requirements for the energy industries (BSI,
2020c), and ISO 27018 which provides a code of practice for protection of personally
identifiable information (PII) in public clouds acting as PII processors (BSI, 2019a).

Among the sector-specific standards, ISO 27018 requires further analysis due
to the importance of protecting individuals' online identity and their privacy. Personal
identifiable information (PII) is any information that a third-party can use to identify a
users' identity (BSI, 2019a). For example, name, ID number (social security number,
licenses, company ID), phone and mobile number, residential or employment address,
and others. It is even more crucial when such information is stored in the cloud and
potentially misuse and abuse if it is leaked to the public (Katsuno et al., 2016).

PII inclusion in the European Union GDPR (General Data Protection
Regulation) and the US Family Educational Rights and Privacy Act (FERPA), which
gives users right to erasures (i.e. delete their PII upon request), illustrates the
significance of the issue. Kelly et al. (2019) discussed the regulation (GDPR article
17), compliance challenges faced by organisations in tracking and erasing every piece
of PII on request and suggests methods to help small organisations with hybrid (private
and public) clouds to comply with the regulation. A similar study by Katsuno et al.
(2017) discuss ways for educational institutions to protect students PII stored in public
clouds while still in compliance with the FERPA. Specifically, ISO 27018 helps
organisations who are cloud service providers to safeguard not only the privacy of their

information but also that of their customers, suppliers and business partners.
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2.1.1.2 ISO 27000 CONTENT

ISO formalises the ISO 27000 family of standards for information security by releasing
of ISO 27000:2009. It provides an overview of an ISMS, summary of the roles of each
standard, as well as terms and definitions used by the standards (BSI, 2020a). ISO
27000 defined an ISMS as a systematic approach for “establishing, implementing,
operating, monitoring, reviewing, maintaining and improving an organisation’s
information security to achieve business objectives” (BSI, 2020a, p. 11). Information
security is risk management; therefore, organisation information risks are assessed,
analysed, prioritized, and then risk treatments are implemented according to the
organisations' risks acceptance level (Blakley et al., 2001).

ISO 27001 sections 4, 5, 6, and 7 specified the requirements for establishing an
ISMS. Furthermore, section 8 sets the requirements for ISMS operation, while section
9 and 10 specified the requirements for monitoring, reviewing, maintaining and
improving the (BSI, 2017a). Earlier versions of the ISO 27000 refer directly to
employing the Plan-Do-Check-Act (PDCA) improvement cycle on each of the
implementation stages (Disterer, 2013); however, the latest version removed references
to the PDCA improvement cycle. The ISO 27000 family of standards put great
emphasis on the establishment sections because they deal with issues that are CSF for
implementing an ISMS as listed in ISO 27000 section 4.6 (BSI, 2020a). A literature
review by Tu and Yuan (2014) and Alnatheer (2015) of studies between 1998 to 2011
found that CSF affecting information security include business alignment; organisation
support; Information Technology (IT) competence; risk management, information
security policy, and performance evaluation. A more recent literature review by
Arbanas and Hrustek (2019) which includes studies up to 2018 identified the same CSF
with three additional factors, information security culture, budgeting and legislative
pressure.

All these CSF are in-line with ISO 27000 “critical success factors” (BSI, 2020a,
p. 17) and are addressed in the establishment sections of the ISMS requirements. For
instance, the organisation context section, addressed the identifying of organisations’

information security needs, both internally and externally (legislation, partners)
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(Humphreys, 2016). This process helps tailor an ISMS according to individual
organisation requirements. For example, Kaban and Legowo (2018) discuss
implementing ISO 27001 for a private bank, Velasco et al. (2018) discusses
implementing ISO for a manufacturing company, and Fajar et al. (2018) discusses
implementing ISO 27001 for a company utilizing cloud services. By understanding the
organisation context, organisations can define the scope of their ISMS according to
their requirements and business objectives, thus aligning information security
processes with their business objectives (BSI, 2017d).

Another very important, or perhaps the most critical factor for information
security management is management involvement, without which ISMS projects
cannot start (Alshitri & Abanumy, 2014). Section 5 of ISO 27001 specifies
requirements for leadership involvement in an ISMS with additional guidelines
provided by ISO 27014 and ISO 27016 (BSI, 2013, 2014, 2017a). Management
involvement at a minimum ensures the establishment of an information security
governance structure, information security policy, and resources availability. They are
also crucial in driving positive, active information security organisation culture.
Without a positive, vibrant information culture where everyone in the organisation is
involved in a meaningful way in information security, information security measures
will not be efficacious (Mousavi & Kumar, 2019; Wiley et al., 2020).

Organisations need comprehensive information security to protect their
information assets which means organisations need to close all possible attack routes
from inside and outside the organisation. The challenge is to ensure all parts of an
organisation information security infrastructure work together because any weak link
would compromise the whole organisation and its information assets (Boyle & Panko,
2015). An essential part of a comprehensive information security plan is risk
assessment (Eroglu & Cakmak, 2016). This is included in ISO 27001 planning and
operation requirements, with guidelines provided by ISO 27005. A literature review by
Li et al. (2016) identified four stages of the risk assessment process, which are assets
recognition, threats identification, vulnerabilities identification, and risk analysis. That
is in-line with ISO 27005 risk assessment processes, which Pan and Tomlinson (2016)
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concluded that ISO 27001 provides a more accurate definition of each risk assessment

stage than other risk assessment standards they studied.

2.1.2 INFORMATION SECURITY ASSOCIATIONS

Information security associations provide training, research and certification programs,
with the aim of developing industry-ready information security professionals, ready to
help organisations to plan, implement and manage their information security (ISACA,
n.d.-a; ISC2, n.d.-c; SANS, n.d.-e). An analysis of cybersecurity certifications by Davis
(2019) points out that information security is a new multi-disciplinary field; making it
hard to create courses that meet both academic standards and industry needs.
Furthermore, the fact there is no global body overseeing (i.e. standardized)
certifications, means each information security organisation focuses on what they think
essential for information security.

The lack of information security skilled professionals was highlighted by
Northcutt (2005) when he discussed his experience working with information security
staff and their lack of practical information security skills which led him to get involved
in developing the Global Information Assurance Certification (GIAC) for SANS. A
report by Assante et al. (2011) noted the shortage of skills information security
professionals in the US, the drop in the number of university students enrols in
computer science programs and the urgent need to train more information security
professionals. A survey by the International Information System Security Certification
Consortium (ISC2) also found that 56% of organisations surveyed believe there is a
workforce shortage (Suby & Dickson, 2015).

The studies above emphasize the crucial role information security organisations
play in the awareness, training, and educating of organisations, organisations’ leaders
and their staff on important aspects of information security. Information security
organisations provide training for organisation leaders, middle management and
technical staff to help organisations establish effective information security. Section
2.1.2.1 provides brief backgrounds on some of the most notable information security

association today. Section 2.1.2.2 discusses the information security offerings of each
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organisation in 2.1.2.1, and section 2.1.2.3 provides an analysis of information security

associations’ certification programs.

21.2.1 ORGANISATIONS

This section provides a brief background on some of the most notable information
security associations today and a brief summary of their contribution to information
security. They provide training and certification programs, authored frameworks,
standards and models. Specifically, this section will discuss SANS in section
2.1.2.1.1, ISC2 in section 2.1.2.1.2, ISACA in section 2.1.2.1.3 and CSA in section
2.1.2.1.4.

21211 SANS
The SANS (Sysadmin, Audit, Network, and Security) Institute was established in 1989,

and is a cooperative research and education organisation. The programs have since
reached 16500 security professionals; educating 30000 security professionals each
year. In their words, SANS is by far the largest and most trusted source of information
security training in the world. Furthermore, SANS offers programs that enable security
professionals, system administrators, and network administrators to share lessons
based on their experiences and find solutions to the problems they faced (SANS, n.d.-
e).

SANS research and teaching programs are its main contribution to information
security. It helps organisations to raise greater awareness of the importance of
establishing effective information security as well as training information security
professionals to facilitate the establishment of effective information security. The
strength of its research and training programs are due to contributions by security
practitioners from corporations, government agencies and universities from around the
world (Thomas & Stoddard, 2011).

SANS also offers short-term training courses, both online and in-person and
degree programs via it's SANS technology institute. It also offers several professional

certifications for information security professionals covering different areas of
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information security, from management, audit, legal and technical areas like cyber
defence, forensics and incident response and others (SANS, n.d.-c). Furthermore,
SANS offers resources which are free to the public including its Information Security
Reading Rooms (SANS, n.d.-d), Information Security Policy Project (free Security
policy templates), and Internet Storm Centre (Internet early warning system) (SANS,

n.d.-b).

21212 ISC2

The International Information System Security Certification Consortium (ISC2) is an
international non-profit organisation for security professionals with more than 150,000
certified members. It provides training, certification and peer networking for security
professionals all over the world. ISC2 was established in 1989 and began by collecting
and distilling both local and international information security information relevant to
information security professionals. The database of collected information is known as
its Common Body of Knowledge (CBK). CBK was finalised in 1992 and offered its
first CBK-based certification in 1994 (ISC2, n.d.-b).

ISC2 certifications and training focus on each domain (area) of information
security specified by its CBK. According to ISC2, they continually updated their CBK
to reflect changes in organisations’ information security environment (ISC2, n.d.-a;
Stringer, 2008). According to a survey by ISC2 of 12000 security professionals in 2012,
the affiliation organisation that matter most in terms of career development in the
information security field is ISC2 with 66%. SANS was second with 32%, 31% for
ISACA, 18% for OWASP, 16% for IEEE, and 13% for CSA (Suby & Dickson, 2015).

21213 ISACA

ISACA, formerly known as the Information Systems Audit and Control Association
but now known only by its acronym is a non-profit, independent membership
association. ISACA provides certifications, standards, frameworks, and models and
also publishes a technical journal, the ISACA Journal. Today ISACA has 145000

members in 180 countries. It represents a broad range of services. ISACA was first
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incorporated as an association in 1969 as EDPAA or Electronic Data Processing
Auditors Association (ISACA, n.d.-a). According to ISACA, their goal is to use their
globally accepted research and guidance, credentials and community collaboration to
help professionals and organisations around the world realize the positive potential of
technology (ISACA, n.d.-m).

ISACA held its first conference in 1973 and released its first regular
publication, the Electronic Data Processing (EDP) auditor. It published its compilation
of guidelines, procedures, best practices, and standards for conducting an EDP audit
entitled "Control Objectives” in 1977. Between 1992 and 1996, ISACA made
significant revisions to the document and changed the name to the Control Objectives
for Information and Related Technologies (COBIT) (Lainhart, 2018). COBIT is an IT
governance framework. It is one of the more popular IT governance and management
framework today. ISACA has since added several other standards, frameworks and
models that address areas like IT assurance, IT risks, and others to its portfolio of
standards, frameworks and models (ISACA, n.d.-1).

ISACA also offers certification programs for IT practitioners. The first
certification program was the Certified Information Systems Auditor (CISA)
certification program, which was launched in 1978. CISA aim was to certify
information technology internal and external auditors’ knowledge and skills. Two years
later, in 1981, they held the first CISA exam (ISACA, n.d.-a). Today, in addition to
CISA, ISACA offers certifications on risk management, cybersecurity and other related

areas (ISACA, n.d.-k).

21214 CSA

Cloud Security Alliance (CSA) is an International organisation founded in 2008; it is
the world-leading organisation in cloud computing security. Its focuses are on defining
and raising awareness of best practices to ensure a secure cloud environment. CSA
members consist of cloud solution providers and enterprises. Executive members
include companies like Microsoft, Google, Oracle, Huawei and others (CSA, n.d.-a,

n.d.-c)
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CSA provides cloud security assurance programs which include a certification
program for cloud solution providers, cloud users’ certification, and a professional
certification on cloud security. CSA hosts webinars and training around the world as
well as funds cloud-related research by researchers from around the world (CSA, n.d.-
e). As more and more services are moving to the cloud, CSA plays a vital role in the
security of cloud computing. They contribute to the training of cloud security
professionals and research and development of specific cloud security controls for

cloud-based information security frameworks (CSA, n.d.-d, 2019b, 2020).

2.1.2.2 PROPRIETIES

While a few of the information security associations authored standards, frameworks,
and models, targeting different aspects of information security, their main and common
contributions to information security are through their training and certification
programs. This section focuses on examining ISA's information security offerings and
their contributions to the development of effective information security. Specifically,
this section will discuss SANS contributions in section 2.1.2.2.1, ISC2 contributions in
section 2.1.2.2.2, ISACA contributions in section 2.1.2.2.3 and CSA contributions in
section 2.1.2.2.4.

21221 SANS

According to its website, SANS is the largest source for information security training
and certification. It offers 400 multi-day courses in 90 cities around the world, a work-
study program for security professionals. SANS also runs the Information Security
Reading Room, which is a database of more than 3000 research papers on information
security covering 111 different research areas (SANS, n.d.-d). The research papers are
free to organisations and the public, and it is a source of information on the latest studies
on information security (SANS, n.d.-d). SANS research contributes to its common
body of knowledge from which it bases its training and certification programs.

Furthermore, SANS research also contributes to the development of the CIS Security
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Control, which is a security control framework containing widely accepted security
controls based on organizations' information security practices (SANS, n.d.-f).

SANS training and research support its main certification program, called
GIAC (Global Information Assurance Certification). GIAC was started in 1999 to
validate the real-world skills of organisations’ information security professionals.
GIAC certifications have seven categories, six of which focus on specific areas of
information security such as cyber defence, penetration testing, incident response and
forensics, industrial control systems, management, and developers (GIAC
Certifications, n.d.; SANS, n.d.-c). Moreover, GIAC Certifications focuses on teaching
information security professionals practical skills in the areas mentioned above
(SANS, n.d.-a).

According to Northcutt and Frisk (2007), GIAC certifications distinguish from
other certifications due to three factors. GIAC does not give certification without exam
(grandfathered); each student exam is unique, i.e. no two students sit the same exam
because exams are auto-generated from a pool of questions. Moreover, GIAC
certification programs are overseen by a meritocracy-based advisory board, which
consist of certified candidates who achieved a mark of 90 or above in their exam (Pike,
2008).

SANS also supports the Centre for Internet Security (CIS) security controls
framework through its training and research programs. The CIS Security Controls
contains 20 controls covering the different areas of hardware, software, network access
and so on. Many of the controls map directly to ISO 27001 controls (SANS, 2016).
According to SANS (n.d.-d), the security controls are efficacious because they are
derived from the most common attack patterns highlighted in the leading threat reports

and vetted across a vast range of community, government and industry practitioners.

21222 ISC2

The ISC2 main contribution to information security is through its training and
certification programs, annual reports on information security and a skills framework

called NICE. ISC2 training and certification programs cover various areas of

22



Information Security according to the eight domains of their Common Body of
Knowledge (CBK) (ISC2, n.d.-a). The domains include security and risk management,
asset security, security architecture and engineering, communication and network
security, identity and access management, security assessment and testing, security
operations, and software development security (Warsinske et al., 2019).

CISSP (Certified Information System Security Professional) is ISC2’s oldest
professional certification program (Suby & Dickson, 2015). It is the first information
security certification program accredited by ANSI to the ISO 17024 standard (Gregory
& Miller, 2018). Unlike other ISC2 training and certification programs which focus on
a particular domain, CISSP covers all eight domains of the CBK.

According to ISC2, CISSP certified information security professional
demonstrate their skills and knowledge in effectively designing, implementing and
managing a best-in-class cybersecurity program (ISC2, n.d.-e). The book titled “The
Official (ISC)2 Guide to the CISSP CBK Reference” by Warsinske et al. (2019) covers
ISC2’s CBK domains in detail as well as specific requirements for passing the CISSP
certification exam. Several papers (Davis, 2019; Smith, 2005; Tittel, 2006) considers
CISSP as among or if not the best certification program available today. ISC2 also
offers other certifications programs like CCSP, which enable information security
professionals to demonstrate their skills and knowledge in designing, managing and
securing cloud environment’s data, applications and infrastructure (ISC2, n.d.-b).
HCISPP enable Information security professional to demonstrate their proven skills
and expertise in healthcare information security and privacy (ISC2, n.d.-h). Finally,
SSCP is for information security professionals to exhibit their advanced technical skills
and expertise in implementing, monitoring and administering IT infrastructure (ISC2,
n.d.-1; Stringer, 2008).

ISC2 (certified) members are supported by its “Professional Development
Institute” which provide training as part of its continuing education programs because
(ICS) ? certification programs require certified members to recertify every three years
(ISC2, n.d.-d). In addition to its certification and training programs, ISC2 maintained
and released several survey reports on Information Security. The reports are available
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to the public including “Cybersecurity Workforce study”, “Cyber Security Assessment
in mergers and acquisition”, “Securing the partner ecosystem”, and “Women in
cybersecurity”. The reports provide organisations and individuals with an overview of
the current status of Information Security (ISC2, n.d.-c).

Finally, ISC2 authored and released a skills framework called NICE. The
framework maps the ISC2 information security domains (areas like management and
risks management) to tasks and the skills required. The framework intention is to make
it easier for employers to restructure their information security program and to hire the
right people for the right job. The ISC2 training and certifications programs provide
the basis for its NICE skills framework (ISC2, n.d.-d).

21223 ISACA

ISACA provides both professional certifications programs as well as information
security standards, frameworks and models. ISACA initial focus is auditing,
specifically IT and information security auditing (ISACA, n.d.-a). IT and information
security auditing is increasingly becoming an essential part of information security and
businesses operations because of increased dependence of organisations on IT and the
growing threats to organisations' information assets (Al-Moshaigeh et al., 2019). The
importance of information security auditing leads to many CPA (certified public
accountant) programs integrating information security auditing into their programs or
recommends CPAs taking one of the publicly available information auditing
certifications like ISACA’s CISA certification program (Jadhav, 2018).

The ISACA CISA (Certified Information Security Auditor) certification
program is one of the few certifications that focuses on information security auditing
(ISACA, n.d.-c). CISA covers five knowledge domains, 1. The process of auditing
Information Systems. 2. Governance and Management of IT. 3. Information Systems
Acquisition, Development and Implementation. 4. Information Systems Operations,
Maintenance and Service Management. 5. Protection of Information Assets (Davis,

2019).
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Furthermore, according to ISACA, the program distinguishes itself from other
programs due to several factors, no grandfathering options (certified via work
experience), ANSI accredited according to ISO 17024 standards, and it has a
requirement for recertification. Members recertify their skills and experiences by
reporting to ISACA 25 CPE (Continuous professional education) hours and by paying
an annual fee (ISACA, n.d.-c).

In addition to the CISA programs, ISACA offers other certification, listed in
ISACA (n.d.-b). CRISC is for information security professionals to demonstrate their
skills and knowledge in information security risk management and to implement and
to maintain information systems controls (risk treatment) (ISACA, n.d.-g). CISM aim
is to help Information technology professionals demonstrate their skills and knowledge
in IT governance, program development and management (ISACA, n.d.-d). CGEIT is
for Information technology professionals to demonstrate their skills and expertise in IT
governance (ISACA, n.d.-b). CSX-P, according to ISACA, is for information security
professionals to demonstrate their ability to perform globally validated, cybersecurity
skills, covering five primary cybersecurity functions. Identify (threats), Protect, Detect,
Respond, and Recover (from attacks) (ISACA, n.d.-h).

In addition to its training and certification programs, ISACA also provides
standards, frameworks and models. For instance, COBIT is one of the most widely
implemented Enterprise IT governance and management framework (ISACA, n.d.-f).
Furthermore, ISACA also provides a risk management framework called “Risk IT” to
help organisations manage their information security risks. They also offer an
information security auditing and assurance framework which provides best practices
guidance for information security audit and assurance (ISACA, n.d.-}).

Moreover, ISACA is also the author of Business Model for Information
Security (BMIS) (ISACA, n.d.-1) and Capability Maturity Model Integration (CMMI)
(ISACA, n.d.-e). BMIS is a model that takes a business-oriented approach to
information security (Lawrence, 2017). “CMMI is a performance improvement model
for organizations and projects that want to achieve increasingly better performance and
address and solve business challenges” (CMMI Institute, 2018, p. 6).
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21224 CSA

CSA focus is primarily on the security of cloud infrastructure, data and services and
not on information security in general as with other information security associations.
Their certification programs and training, therefore, focus only on cloud computing
security (CSA, n.d.-e).

The cloud security alliance main security program is its STAR open
certification framework for cloud providers (CSA, n.d.-b). The program allows cloud
security providers to certify their cloud infrastructure security against the CSA cloud
controls matrix. CSA cloud controls matrix is a code of practice of security controls for
cloud security (CSA, 2019¢). The STAR program has three levels. Level one is self-
assessment, i.e. cloud providers access their own compliance, level 2, is when third-
party auditors assess organisations' compliance, and level 3, is when cloud providers
cloud solutions are continuously audited both by the cloud provider and by third-party
auditors. While STAR is a voluntary framework, CSA provides the CAIQ (continuous
assessment initiative questionnaire) tools (CSA, 2020) to allow cloud consumers to
assess a cloud provider’s level of compliance, which can force cloud providers
compliance if cloud consumers demand it.

CSA also provides training and certificate programs aimed at cloud information
security professional. Cloud CCSK, is a 2-day course and a certification program.
Launched in 2011, it is the oldest cloud certification available today (Davis, 2019). It
is aimed at Information security professionals to learn the best practices and
recommendations for securing an organisation for the cloud covering all 14 domains in
the CSA’s security guidance v4.0 (CSA, 2017). CSA split the course 60/40 between
technical and business-driven content. The CCSK Plus version of the certification is
CCSK plus practical labs. The certification exam is an open book exam, made up of 60
questions to be completed in 90 minutes (Thompson, 2018). In addition to CCSK, CSA
also launched a new certificate called CCAK in 2020. According to CSA, CCAK is
"the only credential for industry professionals that demonstrates expertise in the

essential principles of auditing cloud computing systems" (CSA, 2019a, para. 1).
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CSA also offers training courses like its ACSP training course (CSA, n.d.-b).
ACSP is a technical, practical course focusing on cloud security and applied Develops
(development, security, operation) for enterprise-scale cloud deployments.
Specifically, ensuring security is integrated into the development and operation of
cloud processes and not an add-on. ACSP focuses only on PaaS processes and does not

cover SaaS, IS policies, IS risks or other governance-related issues.

2.1.2.3 CONTENT

Information security is becoming an indispensable part of organisation operations due
to their dependence on information assets and technologies. Therefore, having or to
have access to skills information security professionals is critical for the successful
management and operation of information security functions and consequently, an
organisations' resiliency. Unfortunately, today as Furnell et al. (2017) concluded; “the
current and future demand for cyber-security skills looks likely to be outstripping
supply” (p. 5). They point out that there are two issues organisations faced when it
comes to hiring information security professionals, (1) the level of professionalism
(skills, experience, and others) for information security professionals, (2) recognising
the skills they need and finding people with those skills.

Today, there two pathways to addressing information security skills shortages.
Students attend educational institutions and earn a formal degree in information
security or attend training and get a professional certification on information security
from one of the many information security certifications available today (Bishop &
Frincke, 2004). The advantage of formal degrees is that students will have a more in-
depth theoretical knowledge of information security. However, they are not necessarily
qualified practitioners ready to work in information security (Furnell et al., 2017, p. 6).
Professional certification is aimed to provide the supporting knowledge and skills for
students to become qualified practitioners. Initially, people were sceptical of the
viability and usefulness of certification (Rode, 2004; Smith, 2005). However,
certification programs have developed and today play a vital role in training skilled

Information security professionals. Most of the certification programs focus on
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demonstrating skills and knowledge regarding a specific (technical or managerial)
skillset or area. ISA based their certifications areas of emphasis on their goals and a
common base of knowledge (CBK) (Davis, 2019).

For instance, the SANS GIAC purpose is to assure organisations that GIAC
certified members have the appropriate knowledge and skill required to fill roles in
critical areas of information security. They formulated the program based on feedback
collected from technical professionals and managers on what they think an information
security professional should know (Northcutt, 2005). Consequently, instead of focusing
on general knowledge of information security, GIAC certifications address specific
areas of information security. For instance, audit, incident response and handling,
firewalls and perimeter protection, intrusion detection, forensics, hackers’ techniques,
and operating systems security as well as application security like Apache, MySQL,
and PHP (Northcutt, 2005).

Today, GIAC certifications has seven categories: Cyber defence, Penetrating
(pen) testing, Incident response and forensics, management, audit and legal, Developer,
Industrial Control System and GSE (GIAC security expert) (SANS, n.d.-c). Apart from
several certifications under the management, audit and legal category, the majority of
GIAC certification are technically oriented. For instance, cyber defence focuses on
protecting hosts and networks; therefore, the topics covered are technical like host
hardening and firewalls. Incidents response and the forensics focus on forensics tools
and methods. Penetration testing, focuses on ethical hacking tools and techniques.
Certifications under the management, audit and legal category, covers managing the
technical aspect of information security (e.g. GSLC) but also governance (e.g. GSTRT)
(GIAC Certifications, n.d.).

In contrast, ISC2 is an association by information security professionals for
information security professionals; therefore, the primary focus of its certification is a
high-level view of information security. For instance, its CISSP (Certified Information
Systems Security Professionals) (ISC2, 2020) is based on ISC2's eight security
domains for enabling information security professionals to demonstrate their
knowledge and skills in all eight different areas of information security. The security
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domains include security and risks management, software development software,
security operations, asset security, secure architecture and engineering, identity and
access management, communication and network security, security assessment and
testing (ISC2, n.d.-a). As ISC2 states, CISSP enables candidates to demonstrate they
can effectively design, implement and manage cybersecurity programs. Most of ISC2
training and certification programs work together to facilitate (a pathway for) members
passing its CISSP certifications.

One central point of difference between ISC2 and SANS certifications is ISC2
CCSP certification (ISC2, n.d.-b)which SANS does not have any comparable
certification. CCSP, together with CSA's CCSK, is the only certifications available that
deals with cloud security. CCSP according to ISC2, enable candidates to demonstrate
their “advanced technical skills and knowledge to design, manage and secure data,
applications and infrastructure in the cloud using best practices, policies and
procedures established by the cybersecurity experts at (ISC)*” (para. 2). CCSK
contrastively, enables candidates to demonstrate their “competency in key cloud
security issues through an organisation that specializes in cloud research” and their
“technical knowledge, skills, and abilities to effectively use controls tailored to the
cloud” (CSA, n.d.-a, " What are the benefits of earning your CCSK?").

Thompson (2018) provides a detailed comparison of the CCSP and CCSK
certifications. He concluded that while CCSK has been around for a long time, it
remains ‘“highly relevant to security professionals who are seeking a course that
delivers a general tactical and strategic understanding of the challenges and advantages
of cloud” (“Concluding Thoughts on CCSK”). He also added that while CCSP expands
the discussion on strategic issues, “it doesn’t get into the same depth of tactical
discussion that is found in the CCSK” (“Concluding Thoughts on CCSP”).

While SANS, ISC2 focuses on information security in general and CSA focus
only on cloud computing, ISACA focuses mostly on auditing. While in recent years it
has branched out to other areas, its main focus is still in auditing, management and
governance. Their certification programs are prime examples. For instance, CISA,
which focus on auditing and controls, is still their main certification. Their other
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programs include CRISC, focuses on risk management and control, CISM focuses on
ISM, CGEIT focuses on enterprise governance of IT, and its newer certification
programs, CSX-P, which focuses on cybersecurity and CDPSE which focuses on
privacy (ISACA, n.d.-c).

Despite criticism that certifications do not train information security
professionals fast enough and not providing students with relevant experiences needed
by organisations (Beveridge, 2019), information security associations are still offering
more and more certifications today. Whilst all certification programs are all information
security-related the focus and content of each information security association
certification program is largely dependent on their purpose (Vasileiou & Furnell, 2019).
The diversity is beneficial as all contribute to the development of information security
professionals' skills in different areas of information security which is vital to
organisations being able to establish effective information security (Alshitri &

Abanumy, 2014).

2.1.3 REVIEW

Information security required a holistic approach that deals with different dimensions
of information security. Information security standards like the ISO 27000 family of
information security standards, provides standards to help organisations develop an
effective ISM that addresses all dimensions and success factors of information security.

The ISO 27000 main standard is ISO 27001, which provides requirements for
an information security framework that organisations can follow to establish an
information security management (ISM) system to manage their information security
in a systematic, holistic manner. The rest of ISO 27000 standards provide guidelines to
help organisations implement ISO 27001 according to their organisations’
requirements, resources and information security and business objectives.

One of the major hindrance for organisations implementing and maintaining an
effective ISM system and subsequently, effective information security is the lack of
skilled information security staff. Information security associations help in this area by

providing training and certifications programs to train information security
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professionals and provide organisations with proven skilled information security
professionals when they need to fill various information security roles in their
organisations.

Apart from providing training and certification programs, Information security
associations also contribute by funding information security research, and authoring
reports on the current status of information security. Some ISA also authored standards,
frameworks and models to assist organisations with establishing effective ISM and

consequently, effective information security.

2.2 ASSESSING INFORMATION SECURITY STANDARDS

It is postulated that for an information security standard to be successful, it must be
able to answer ‘yes’ to several questions. Are businesses successfully using the
standard? Are businesses benefiting, i.e. seeing a return on investment, from
implementing the standard? Do the standards help organisations protect their
information assets at an affordable price? Can other organisations affirm via third-party
auditing that an organisation implementing the standard is secure enough to do business
with? (Humphreys, 2011). Specifically, a major determining factor of a standard
success is its measurability.

Standards provide a frame of reference for organisations to measure their
standardized systems, products, and services against. For organisations to meet their
security requirements and be able to confidently established business relationships with
other organisations, it is necessary to develop a common standard as a frame of
reference for participating organisations. A common standard of recognized
information security best practice ensures desirable information security characteristics
like confidentiality, integrity, availability, and non-repudiation of organisations’
information assets (Herath et al., 2010; Tofan, 2011).

Assessing a standard is essential to ensure organisations’ implement and are
compliant with standards’ requirements, and to ensure organisations achieve the
desirable characteristics of the standard they chose to implement. A good example is

the International English Language Testing System (IELTS) English exam. Passing
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IELTS exam has two effects. First, passing the exam ensures student they have
achieved a certain level of English proficiency (i.e. speak, read and write in English).
Second, passing IELTS reassure others (i.e. immigration officials, education
institutions) that you have achieved a certain level of English proficiency to enable you
to work, run a business, or study in an English-speaking country (Dooey & Oliver,
2002).

Assessing an information security standard, ensure organisations implement the
best security practice required by the standard as well as assess its effectiveness in
protecting organisations’ information assets (desirable characteristics or outcome). For
the purpose of understanding how to assess standards, subsequent sections will look at
type, motivation and criteria for accessing information security standards in section
2.3.1. Section 2.3.2 looks at assessment metrics. Section 2.3.3 look at examples of

standards assessments and Section 2.3.4 looks at certification or third-party assessment.

2.2.1 CRITERIA

To identify the criteria for assessing an information security standard, one must first
understand the purposes and objectives. According to Fal’ (2010), the purposes of
developing information security standards is (1) to protect organisations’ information
that existed in various form and (2) to develop protection mechanisms to mitigate
damages due to inadequate information protection. Specifically, a standard based
information security management (ISMS) should ensure the Confidentiality, Integrity
and Availability of an organisations’ information (BSI, 2020a; Tofan, 2011).

The criteria, therefore, for assessing information standards should provide
answers to the question. How can a standard demonstrate it can achieve the objectives
of protecting organisations’ information? Or as Humphreys (2011) put it, what makes
a successful information security standard? He answered his question with a list of
criteria which include businesses being able to use the standard successfully.
Companies saw financial (ROI) and other benefits from using the standard. Businesses

being able to protect their critical assets at an affordable price. Businesses being able
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to use the standard regardless of sector and able to demonstrate ““fit-for-purpose” via
independent audit.

While Mr Humphrey criteria are valid on their own, they are too narrow and do
not address critical areas like an organisations’ culture, security policy, and risk
management. Furthermore, compliance or independent auditing only concerns the
management of information security, and “technical audit requirements to prove that
something is secure or not is outside the scope of the certification body” (Broderick,
2006, p. 10). Instead, information security standards, either process or control based,
must address four crucial areas to be effective. Standards must employ a holistic
approach in section 2.2.1.1. Standard’s functions and objectives must align with
organisations’ processes, priorities and goals in section 2.2.1.2. Standards must use
comprehensive risks management processes in section 2.2.1.3, and standards must have

continuous improvement processes in section 2.2.1.4.

2.2.1.1 HOLISTIC APPROACH CRITERIA

A holistic approach to information security means “security from the beginning”, i.e.
security is not an add-on but an integral part of the organisations’ processes. It means
“proactive security”, i.e. proactively assessing the likelihood of attackers exploiting
vulnerabilities and threats (Freeman, 2007). A holistic approach addresses what Von
Solms and Von Solms (2004) refers to as the ten deadly sins of information security or
critical success factors (CSF) in this study. Soomro et al. (2016), Arbanas and Hrustek
(2019) provide recent literature reviews of these factors.

Specifically, assessing a standard should include evaluating how well the
resulting framework addressed information security” CSF. For instance, the
organisations’ internal and external requirements; management involvement;
information security policies; organisations’ culture or rather challenges organisation
cultures presents; information security awareness; organisation of information security
within organisations; and integration of information security processes with

organisation processes.
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2.2.1.2 BUSINESS ALIGNMENT CRITERIA

Another criterion to consider when assessing a standard is how well the resulting
framework can align its objective with organisations’ goals. Business alignment is
critical to the effectiveness of information security. A lack of alignment between IT and
business groups objectives leads to a security plan that does not reflect the needs of the
business (Soomro et al., 2016). Information security objectives cascade down from
stakeholders’ goals and requirements to businesses’ objectives and needs, and then to
information security objectives and needs (Yunis et al., 2019). Herath et al. (2010)
provide a detailed study on balancing and aligning business objectives and goals using
a balanced scorecard model. Essentially, business-security alignment means businesses
objectives, values and needs, determined acceptable level of risk and therefore, risk
management and treatment processes but not the other way around (Tu et al., 2014).
This means organisations should assess standards on how well they can align the

functions and objectives with their business objectives and goals.

2.2.1.3 RISK MANAGEMENT CRITERIA

The next criterion is risk management. The argument by Blakley et al. (2001) that
information security is information risk management is accepted as the starting point
for any security activity. The problem lies not with their reasoning but the risk
management process itself. Traditionally, the risk management primary focus was the
identification and evaluation of risks to protect physical assets such as infrastructure
and hardware (Gerber & von Solms, 2005). However, this is no longer enough given
the pervasive use and organisations’ overly reliance on technologies. As Bunker
(2012), argued that “organisations need to manage information in a way that is both
practical and cost-effective as well as being secure, maximizing the reduction in
information risk™ (p. 21). Specifically, consider information risks from every possible
source, for instance, physical or environmental, people, culture, management and
organisational risks, and technological risks (Papadaki et al., 2008). Consequently,
organisations should assess standards on how effectively their risks assessment,

analysis and treatment processes, are gained.
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2214 CONTINUOUS IMPROVEMENT CRITERIA

The final criterion is continual improvement. It is critical to assess standards, based on
how well they can adapt to changes in an organisation information security
environment, requirements and objectives. According to Humphreys (2016), the core
of the continuous improvement processes is change. This is changes to ensure
organisations are managing information security risks, to protect their information
assets at all times. “While it is not easy to predict future development in the information
security arena, it is clear that there must be continuous improvement in information

security standardization and management”.

2.2.2 METRICS

Metrics involved at least two aspects that is, the measure and one or more reference
points; and when it is compared for a meaningful result. (Krag, 2009). Combining data
from metrics create indicators which provides useful information that metrics cannot
provide on its own (Herrera, 2005). A measure is a one-time view of a measured
parameter; for instance, five attempted unauthorized access, or percentage of
unpatched vulnerabilities (Kajava & Savola, 2005).

Effective metrics and indicators depend on useful measurements. A good
measure has several desirable properties, such as being clear, easy to use, objective,
and repeatable (Atzeni & Lioy, 2006; Wang et al., 2008). Effective metrics are one that
aligned with business goals and security objectives. It must have quantifiable values,
simple to measure and results comparable. Metrics should enable corrective actions,
security improvement and should target a certain audience, i.e. metrics for technical
audiences should bedifferent from metrics for non-technical audiences (Ahmad et al.,
2014).

With information security, however, developing effective metrics are not
always easy due to the complexity and diversity of information security processes,
therefore, it may not always be possible to formulate useful measurements and metrics

for every information security process (Atzeni & Lioy, 2006).
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Why is an information security metric important? Simple answer: one cannot
manage what they cannot measure (Baker et al., 2007). Longer answer: The
motivations for many studies and organisations’ establishing effective information
security metrics are for several reasons. Including but not limited to, the ability to
quantify the effectiveness of information security programs, ability to improve
information security processes’ efficiency, provide useful information to assist
management in their decision-making processes, and minimized costs and maximize
ROI (Atzeni & Lioy, 2006; Baker et al., 2007).

Organisations today rely heavily on their information assets not only for their
day to day operations but also for the (business) resiliency and continuity (i.e. being
able to bounce back after a disaster). That means the (business) survival is more and
more dependent on the security and resiliency of their information assets (“Comments
on Standards in Information Security, Disaster Recovery, Business Continuity and
Business Resilience,” 2007). Hence, organisations need to ensure the effectiveness of
their information security in protecting their information assets. To do that, they need
to develop effective metrics.

One of the significant challenges, organisations face when developing effective
information security metrics is coming up with measurements and metrics that could
provide quantifiable answers to questions such as:

e How secure are the organisation information assets?

e How one knows when their information assets are secure?

e What are the most cost-effective solutions?

e How to calculate the degree of risks?

e How accurate are the risks predictions?

e s the security program headed the right direction? (Krag, 2009).
Despite studies and progress in developing effective information security metrics,
many of the metrics still do not provide adequate answers to the questions above. They
still suffer limitations and shortcomings identify in 2005 by Ju An Wang, (2005). For

instance, he posits that security metrics are (in many cases) qualitative rather than
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quantitative, subjective and lack timing aspects. It mostly focuses on measuring
security now, which can be meaningless tomorrow.

His arguments and security metrics weaknesses he identified still hold today
and remain significant challenges for organisations in developing effective information
security metrics, for instance, developing useful metrics for information security
assessment based on maturity levels. Information security maturity models provide a
consistent, and repeatable way to measure process progress, from an initial state or
level until it reaches a final maturity state (reach the process objective(s)) (Hohan et
al., 2015; Proeng¢a & Borbinha, 2018). The maturity factors, however, are in many
cases, qualitative and therefore, factor assessments can be subjective. Even quantitative
metrics have qualitative aspects based on subjective analysis, and qualitative metrics
tend to measure process progress rather than its effect. Process outcomes, i.e. degree of
assets protection because you a process reached a maturity level N, is still mostly based
on subjective analysis.

The remainder of this section reviews two different approaches to establishing
metrics for measuring information security management system (ISMS) performances.
Section 2.2.2.1 reviews the goal-question-metric approach and the section 2.2.2.2

reviews maturity model-based metrics approach.

2221 GQM

One of the popular approaches to establishing information security assessment models
is the Goal-Question-Metric (GQM) approach. GQM is a top-down approach starting
with setting information security goals, asking one or more questions, i.e. identifying
indicators, about each goal; whereby answers to questions lead to the attainment of
those goals and choosing one more metrics that answer each question (Koziolek, 2008).
Organisations’ information security goals depending on an organisations’ context
include evaluating and improving ISMS processes, improvement of information
security processes and an organisation’s process integration, and provide data to justify

and validate information security costs (Tashi & Ghernaouti-Hélie, 2007).
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One advantage of the GQM approach is that there is a direct link between
metrics and goals which allows organisations to collect data according to their goals,
hence reducing measurement overheads (Dalton, 2019; Koziolek, 2008). Implementing
GQM involves four phases, planning, definition, data collection, and interpretation
(Koziolek, 2008). The planning phase, in the context of information security standards,
involved identifying ISMS processes that should be a target for assessment. In other
words, one could integrate a GQM planning phase with the ISMS planning phase.
Ideally, for ISMS, all processes should be a target for assessment and improvement
(Wright, 2006). The definition phase involved establishing goals, questions and metrics
according to organisations’ information security objectives. The data collection phase
involves collecting data and measurements according to goals, questions and metrics
established during the definition phase. The final stage, the implementation phase,
involves interpreting the data according to the metrics established earlier (Koziolek,
2008).

In their paper, “Proactive security metrics for Bring Your Own Device (BYOD)
in ISO 27001 supported environments”, Hajdarevic et al. (2017) use a GQM approach
to establish security metrics to measure the effect, i.e. risks from BYOD. In their study,
they selected ISO 27001 BYOD related controls then identify goals, formulate
questions and derive metrics from measuring the effectiveness of controls in
minimising risks from BYOD enabling policy. Other studies use GQM to develop
metrics for assessing information security, for example Gongalves et al. (2016). They
proposed using GQM to develop metrics to determine information security quality of
services, with goals derive using DEMO, a communicative action model. Halabi and
Bellaiche (2017) use GQM to develop measurable metrics to quantify the performance
of cloud information security services. Weldehawaryat and Katt (2018) use GQM to
define information security, assurance metrics based on vulnerabilities and an

organisations’ information security requirements.
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2.2.2.2 MATURITY MODEL

Another type of metrics utilized by many studies uses maturity models. The first
maturity model, CMM or the Capability Maturity Model, was developed in 1986 to
access capabilities of software companies. The model success is the reason why
researchers studied and adapted it to different fields like business process, Information
technology (IT), and information security (Proenca & Borbinha, 2018). Maturities are
discrete states or degrees along a path of evolutional progress of capabilities (being
mature, capable, and secure). From ad-hoc and chaotic to discipline, organise and
secure (Le & Hoang, 2016; Proenca & Borbinha, 2018).

Information security maturity models can either be processes, controls, best
practices oriented or hybrid (Alencar Rigon et al., 2014). For instance, O-ISM3 has
five capabilities levels; namely, initial, managed, defined, controlled, optimized. The
maturity levels are the same as the capabilities levels; however, organisations can select
security policies, either from O-ISM3 predefined security processes or from an
information security standard according to their resources and requirements. Factors
for each maturity level can either be processes, i.e. ISMS processes, controls or policies
oriented. A detailed analysis and comparison of existing maturity models can be found
in studies by Hohan et al. (2015) and Le and Hoang (2017).

In addition to adopting existing maturity models, organisations can develop
their own maturity model that best fit their resources and requirements. For instance,
after analysing several maturity models for assessing an ISO 27001 based ISMS,
Proenca and Borbinha (2018) proposed a new maturity model, they argued best fit ISO
27001 requirements. Their new model consists of five levels adopted from the PDCA
improvement cycle (which ISO 27001 uses). The levels are initial, planning,
implementation, monitoring and improvement. Requirements or factors for each level
follow the requirements for each PDCA phase. Other maturity models either developed
for specific purposes or to overcome limitations with existing models, can be found in
a literature review study by Rabii et al. (2020).

Using information security maturity models allows organisations to identify

gaps, 1.e. current state of its information security (Schmid & Pape, 2019) and areas that
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need improvement. It also helps organisations management processes, risk assessments
and support improvements of internal processes and controls (Alencar Rigon et al.,

2014).

2.2.3 EXAMPLES

This section discusses studies that focus on practical assessments of information
security standards. Since the ISO 27000 family of standards are the most widely
adopted information security standard today, most of the case studies reviewed here
use it as the reference standard. Specifically, the case studies reviewed below provide
examples of how studies and organisations assess information security standards.

For instance, Al-mayahi and Mansoor (2012) conducted a gap analysis of
several e-government departments in the UAE to determine their level of compliance
with the ISO 27001 standards. To make it easier to identify and allocate responsibilities
for implementing and managing security controls within each department, they group
the security controls domains (categories) into three categories, management, technical
and operational controls. For example, the responsibilities for the management controls
could be allocated to management, technical responsibilities to IT and operational
responsibilities to human resources. Each of those sections will then be responsible for
the department’s compliance for the controls allocated to them.

To conduct the gap analysis, they first established a maturity model based on
the COBIT maturity model. The maturity values of the model were based on a
departments' information security requirements, i.e. what they expect from their ISMS.
For example, at maturity level zero: no acknowledgement of the needs for controls. At
level one: some acknowledgement of the need for security controls. At level two: full
implementation of controls but no documentation. At level three: full implementation
and documentation of controls. At level four: full implementation and documentation
of controls with risk management processes in place and finally at level five: a fully
functioning ISMS with continuous risk management processes in place.

To assess each department compliance, they formulated questions based on

controls allocated to each section within a department then select relevant staft from
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each section of each department and interviewed those using formulated questions.
They use the data collected from the interviews to determine the maturity level of each
section within each department. Sections maturity level scores identify gaps in their
implementation and therefore, actions each section need to take to increase their
maturity level. For instance, if IT who is responsible for the technical controls has a
level three maturity. This means they have not established any risks management and
continuous improvement processes.

The above example demonstrates how a process or control-oriented information
security standard could be accessed in practice using a maturity model. While it does
not directly assess how effective the implemented standard is in protecting information
assets, it does ensure organisations fully implemented the said standard. To access the
effectiveness of an implemented standard, organisations can develop quantitative
metrics using approaches such as GQM. A study by Ahmad et al. (2014) provided a
theoretic example for organisations to develop quantitative metrics to access the
effectiveness of controls and the resulting ISMS as a whole. In their study, they use
GQM to develop metrics based on ISO 27001 security controls. ISO 27001 divided its
security controls into several categories. Each category has one or more control
objectives, and each objective has one or more controls. By turning each security
control into a security goal, they formulate one or more questions whose answers fulfil
that goal. Formulating specific questions allows organisations to develop specific
metrics to measure and provide answers to those question.

For example, one of ISO 27001 controls is “A policy and supporting security
measures should be adopted to manage the risks introduced by using mobile devices”
(BSI, 2017a, p.11). ISO 27001 provided a detailed explanation and guideline on the
purpose and expected outcomes of the control (BSI, 2017b). This helps organisations
formulate questions that lead to metrics that measure the effectiveness of the control.
A question such as, “how many security instances caused by mobile devices”, can lead
to metrics like “daily connected mobile devices”, “daily mobile devices related security

instances”, and others. Those metrics means that the company has to collect data on the
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number of connected mobile devices, the number of mobile devices-related security
instances.

The metrics from all the questions combined provide (1) quantifiable
measurement of each control performance, (2) measurement of each control
effectiveness, (3) can be used as maturity value to measure the overall performance of
the ISMS, (4) and can tailor questions and metrics to measure control’s effectiveness
concerning the organisation security and business objectives. The Nasser and Nasser
(2017) study provides an example of using a quantitative maturity model to assess an
ISMS. They developed a quantitative maturity model based on the COBiT maturity
model to assess the state of information security in the Yemeni Academy for Graduate
Studies with ISO 27001 as the reference standard.

They based the maturity value of each level on information they gathered after
surveying and interviewing staff in the Yemeni Academy. For example, they assigned
a value between 0 and 0.5 for level zero (non-existence). The rest of the maturity levels
include level one, 0.51 and 1.50, level two, 1.51 and 2.50, level three, 2.51 and 3.50,
level four, 3.51 and 4.50, and level five, 4.51 and 5.0. If the average score of all controls
within the domain is <= 0.5, then that domain is assigned maturity level zero, if >=
1.51 and <=2.50 a maturity level one. They calculated the score for each domain by
formulating questions regarding each control. The researchers designed the questions
to gather as much information from Yemeni Academy staff regarding the extent of
security control implementation. Each question is allocated a score depending on the

answers. The average score of all questions is the control maturity value.

2.2.4 CERTIFICATION

Information security standard certification is the process of auditing organisations’
ISM to verify the compliance of their information security processes and procedures to
an information security standard. Certification assessments which are conducted by an
accredited third-party auditing firm provide an international benchmark on assessing

organisations’ information security (Humphreys, 2016). Specifically, organisations
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certified to a standard means they have all implemented the same information security
best practices mandated by that standard.

Certification is a way for organisations demonstrate to business partners,
suppliers, customers and the organisation’s management that (1) the organisation is
applying all information security best practices to protect its information assets. (2) The
organisation’s information security is “fit for purpose”. (3) The organisation is
operating a secure computing environment, employing internationally accepted
security best practices to protect their information assets. (4) Minimising the risk of the
organisation paying fines or compensation from failing to meet national and
international legal and other requirements (Disterer, 2013; Humphreys, 2016).

In addition to its security-related advantages, certification is a way to open new
business opportunities. An organisation which has an internationally certified ISM in
place is more likely to attract more customers and business partners given the high
priorities organisations put on information security today. According to Disterer
(2013), it is a probable reason for the high number of ISO 27001 certified organisations
in Asia. The rationale: US and European companies would more likely to outsource
their operation and services to companies with internationally certified ISMS than to
non-certified companies.

The certification process varies depending on each security standard
requirements and each organisation’s internal processes. For instance, Ferreira et al.
(2014) documented the processes, timeline and challenges the State of Minas Gerais
(Brazil) took in their effort to certify their ISO 27001 based ISMS. The study objective
was to ensure the State’s information security is up to standard to protect their
information assets, processes and services in preparation for the launching of the
State’s electronic invoice system. The certification process involved three phases,
phase I, gap analysis, phase II, implementation, and phase III, auditing. The process
started in 2009, and by the time of their writing, the certification process was still
ongoing. Another similar study on the certification process is the Abu Dhabi Gas

Industries Ltd. (GASCO) Case Study. GASCO employed the same three phases'
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process the State of Minas used, i.e. gap analysis, implementation and auditing. (Abu
Talib et al., 2012).

Several conclusions come from the above studies, including, organisations must
have skilled staff, the certification process can be expensive, and may take a long time.
While theoretically, getting certified has advantages as mentioned earlier, some studies
conclude that certification is more obligatory rather than because of any real business
benefit (Hsu et al., 2016). In other words, certifying standards takes time, and money

and processes vary depending on organisations’ internal processes and requirements.

2.31S0 27001

ISO 27001 is an information security standard which specifies requirements for an
information security management system (ISMS). In 2005, the international
organisation for standards (ISO) adopted BS 7799 part 2 as ISO 27001:2005. In 2013,
ISO released ISO 27001:2013 replacing ISO 27001:2005. ISO 27001 is control-
oriented and is the primary standard in the ISO 27000 family of information security
standards (BSI, 2017a, 2020a; Disterer, 2013). An analysis of ISO 27001 structure is
given in section 2.3.1, security controls in section 2.3.2 and assessments in section

2.3.3.

2.3.1 STRUCTURE

ISO 27001 consists of two major sections. The first section specifies the overall
requirements for an ISMS, and the second, specify the security controls. ISO 27001
has seven major requirements. Organisations’ context, leadership, planning, support,

operation, performance evaluation and improvements (BSI, 2017a).

23.1.1 ORGANISATIONS’ CONTEXT.

The organisations’ context requirements consist of four sub-requirements. (a)
Identifying an organisation information security needs, (b) understanding the needs and
expectations of interested parties, (¢) determining the scope of the ISMS, and (d)

establishing an Information security management system (BSI, 2017a).
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The first two requirements are critical because different organisations have
different information systems and assets, which each has its risks and vulnerabilities.
For instances, a private bank (Kaban & Legowo, 2018) will have other information
assets and priorities than a manufacturing company (Velasco et al., 2018) or a company
utilizing public cloud services (Fajar et al., 2018). Furthermore, by understanding
internal and external requirements, organisations would then be able to define an
accurate scope of their ISMS; their first steps toward establishing an ISO 27001-based
ISMS.

2.3.1.2 LEADERSHIP.

The leadership requirement state that top “management shall demonstrate leadership
and commitment concerning the information security management system” (BSI,
2017a, p. 2). Leadership requirement consists of three sub-requirements; Leadership
commitment, information security policy, information security structure with assigned
roles, responsibilities and authorities. Those three requirements are part of the factors
studies identified as critical success factors (CSF) for implementing an effective ISMS

(Hui-Lin et al., 2014; Kwok & Longley, 1997; Tu et al., 2014).

2.3.1.3 PLANNING.

The planning requirements specifies activities organisations must implement during
the planning phase of implementing an ISO 27001 based ISMS. Like any project, the
planning stage is critical for its success. ISO 27001 based ISMS planning stage includes
risk management operations (i.e. information security risks assessments, and
treatments), and setting the ISMS objectives.

ISO 27001:2013 specifies a risk-based ISMS framework (Humphreys, 2016);
therefore, risk assessment is a critical and vital component of the ISMS. A
comprehensive risk assessment differentiates between effective and ineffective ISMS.
The guidelines for information security assessment for an ISO 27001 based ISMS is
provided by ISO 27005. Risk assessments consist of three processes, risk identification,

risk analysis and risk evaluation.
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Risk identification involves identifying information assets and asking what
attack possibilities that could compromise that asset. The process involves identifying
the organisations’ assets, identifying information security threats, vulnerabilities,
existing controls, and consequences (BSI, 2011). A literature review of information risk
assessments by Pan and Tomlinson (2016) identified the importance of assets
identification in helping organisations identify their risks efficiently. Risk identification
is cover in detail by Wei et al. (2018). ISO 27001, however, avoids going into specifics
because organisations have vastly different information assets.

Risk analysis, on the other hand, answers questions like how serious the risk is
(i.e. risk level) and the likelihood of exploiting vulnerabilities and consequences.
Organisations can conduct preliminary risk analysis using qualitative methods and a
more detail analysis using quantitative methods on more severe vulnerabilities (take
more time) identified by the qualitative methods. ISO 27005 divided risk analysis into
assessments of consequences, assessments of incident likelihood, and risk level
determination (BSI, 2011). A study by Ayatollahi and Shagerdi (2017) conducting
information security risk assessment of hospitals in Iran provides a practical example
of how organisations can conduct risks analysis using qualitative and quantitative
methodologies.

The final stage in the risk assessment process is risk evaluation. In this stage,
organisations decide depending on internal and external requirements, likely
consequences, and what the acceptance level for each risk is. Specifically, information
security risks are organized and prioritised before preparing a risk treatment plan. Risks
prioritization is important for several reasons; organisations do not have unlimited
resources to treat every risk; critical risks are urgent (by consequence or requirements
like legislative and others); and to ensure a systematic risk treatment plan.

ISMS risk treatment processes are concerned with selecting and implementing
security controls to modify risks (Prabhakar & Varati, 2018). A comprehensive risk
assessment output is the difference between having an effective or ineffective risk
treatment plan. According to ISO 27005, risk treatment options include modifying
risks, retaining risks, avoiding risks and sharing (with external parties) risks. Risks
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modifications involved implementing security controls to treat a risk until the risks
reach an acceptable level (for the organisation).

Risks retention concerns with organisations deciding an acceptable level of risk
and whether they merit further action (i.e. risk modification). Risk avoidance applies
to risks that organisations decide that are too costly or time-consuming to treat, or the
risk is too high, therefore, better to remove the sources of those risks. Risks sharing are
risks that organisations share with external partners (service providers, e.g. cloud
solution providers, business partners, and others). The goal of the risk treatment process
is to bring all risks to an acceptable level from an organisation perspective according
to their priorities and objectives (BSI, 2011).

The final stage of ISO 27001 based ISMS planning is setting the ISMS
objectives and a plan to achieve them. The information security objective should tie
together requirements of earlier stages (i.e. organisation internal and external needs,
policy, and risk assessments and treatments). According to ISO 27001, the objectives
should be measurable if practical, communicated to all stakeholders, and kept up to
date. After setting their information security objectives, organisations should formulate
and document a plan on how to achieve those objectives. Once organisations finalized
their information security plan, they can decide on the resources required, staff
responsible, deadlines for completing each of their objectives, and how to measure the

achievement of each objective(BSI, 2017a).

2314 SUPPORT

The fourth requirement is the support requirement. The support requirement consists
of three sub-requirements; resources, competence, awareness, communication and
documentation control. From an ISO 27001 perspective, at this stage, all planning has
been completed and properly documented, ready for the organisation to assess and
allocate resources (financial and staff) for implementing those plans.

For instance, organisations needed to ensure they have the right staff to ensure
successful implementation of their ISMS project. They can either train their own staff

or hire external experts (individuals or consultancy company) (BSI, 2017a). ISO also

47



provides ISO 27021 to help organisations determine the right staff for each of their
ISMS roles. The NICE skills framework by ISC2 is another competence framework
that can help organisations identify the right people for each ISMS role.

It is also critical to communicate details of the ISMS project (motivation and
justification, policy, objectives) internally within the organisation (to ensure everyone
is aware of their roles, and relevant changes to organisations’ processes and procedures,
if any). Organisations at this stage should determine what information they need to
communicate to who and when. For instance, to the government due to legislation
requirements, to business partners due to partnership agreements, and suppliers and
customers (BSI, 2017a).

A well-communicated information security policy facilitates developing a
positive information security culture which is critical to the effectiveness of an ISMS.
A well-implemented and maintained ISMS is useless if employees do not support and
follow information security processes and procedures (Stewart & Jiirjens, 2017).
Therefore, a well-formulated information security awareness program can have
positive effects on an organisations’ information security culture and vice versa (Wiley
et al., 2020).

Finally, organisations must ensure the continuous maintenance of
documentation of all processes (ISMS scope, policy, plans, controls selections, and
others) using a versioning system. A well-formulated and updated documentations help
with internal auditing, management review, external auditing for certification (if
desired), and review by business partners, new staff to get up to date with the project

quickly, and continuous improvement of the ISMS.

2.3.15 OPERATION

The operation requirements specify activities organisations must perform during the
operation phase of an ISMS. Activities include implementing the risk treatment plan,
ensures updated documentation, and ensure organisations determined their outsourced
processes (i.e. to solution providers, business partners, and others). Security controls

are in place to manage those processes (BSI, 2017a). An important part of the operation
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phase is regular risk assessment since it contributes to the long term continuity, and the
effectiveness of the ISMS. Continuous, regular risks assessment is critical due to the

changing nature of threats and vulnerabilities (Stewart et al., 2015).

2.3.1.6 MONITORING, MEASURING, ANALYSIS AND EVALUATION.

These requirements dictate processes for “monitoring, measuring, analysis and
evaluation” (BSIL, 2017a, p. 7) of the ISMS, doing regular internal audit and
management review. ISO 27004 and ISO/IEEE 15939:2017 provide detailed
explanation of the measurement model used, guidelines, and examples on how to
monitor, measure, analyse and evaluate the ISMS (BSI, 2016a, 2017¢c). A
comprehensive measurement and evaluation plan helps organisations not only to
evaluate the ISMS implementation but also to assist management with their decision
making regarding the future of the ISMS project.

The ability to measure and evaluate the ISMS processes enable organisations
to measure the overall effectiveness of the ISMS project by identifying and measuring
information security indicators over time. Indicators or targets are measured
information value when measuring a particular entity (project, processes, and controls).
For instance, the percentage of ISMS completion and the information security
incidents; such information will give the organisation indication on the effectiveness
of the ISMS. Another target/indicator is the percentage of policy reviewed or
percentage of policy reviewed and the information security incidents. Those are
measurement targets/indicators for policies (an identity). For internal usage,
measurements can be done by the internal auditing teams or by second party
information security auditors. ISO 27007 provides guidelines for internal auditing

(BSI, 2020b) both for internal auditors (first-party) and external auditors (second

party).

2.3.1.7 CONTINUOUS IMPROVEMENT

The continuous improvement requirements emphasise the need for organisations to

improve their ISMS continuously. Continuous improvement is critical for the continued
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effectiveness and relevancy of the ISMS. Organisations’ compliance (to ISMS policies
and requirements) is not a product but a continuous process that needs continual
maintenance (review, modify and update) to gather data on the dynamism of the
organisation information security environment (H. Stewart & Jiirjens, 2017).

The 2005 version of ISO 27001 continuous improvement was based on the
PDCA improvement cycle with auditing as the tool for measuring the ISMS
performance for management review. Auditing as a tool for continuous improvement,
however, was criticized because its focus is mainly on measuring an organisations’
compliance (with policies and best practices). It does not measure the effectiveness of
audited policies and best practices. Another criticism is that auditing results depend
mainly on the skills and experience of auditor(s) as well as other factors which makes
auditing output unpredictable (i.e. it’s subjective) and therefore unreliable as a
performance measurement tool (Hohan et al., 2015).

The need for a reliable way to measure the ISMS performance led to the release
of ISO 27004 in 2009 which provides guidelines on how to measure, analysed and
evaluated the performance of an ISO 27001 based ISMS. In doing so, it removed
auditing as the only tool for continuous improvement because organisations can
develop their measurements and metrics to measure the ISMS performance according
to their requirements.

The 2013 version of ISO 27001 (current version) also removed references to
the PDCA improvement model thereby removing the emphasis on the order of
implementation (of the ISMS requirements) (Prabhakar & Varati, 2018; Shojaie et al.,
2014). Organisations, however, can still apply the PDCA improvement cycle by
allocating ISMS requirements to each of the PDCA stages. For instance, The Planning
phase can include the context of the organisation, leadership and planning
requirements, the Do phase can include the support and operation requirements, the
Check phase include performance evaluation requirements, and the Act phase can
include the continuous improvement requirements (Carvalho & Marques, 2019). The
main difference is that auditing is no longer the main tool for continuous improvement.
Studies also proposed using maturity models for measuring, analysis and evaluating
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ISMS performance for continuous improvement (Alencar Rigon et al., 2014; Hohan et

al., 2015).

2.3.2 CONTROLS

Security controls made up the majority of ISO 27001. Specifically, ISO 27001 has 114
security controls divided into 35 objectives and 14 categories. (BSI, 2017b). ISO 27002
provided the same controls but with guidelines on how to select and implement the
security controls (BSI, 2017b). ISO 27001 based ISMS achieves information security
by requiring organisations to select and implement security controls which deal with
an organisations’ information security policies, procedures, processes, organisation
structure, and hardware and software functions (BSI, 2017b). From the organisation
perspective, Humphreys (2016) categorisation of the same security controls provides
an overview of the controls: 1. Policies and procedures. 2. Human resource security. 3.
Access control methods. 4. Operation security. 5. Communications security. 6. Physical
and environmental security.

Table 2.1 lists all the security control categories, objectives for each category
and the number of controls per objective. As noted from the controls objectives in Table
2.1 and appendix A of ISO 27001, the ISO 27001 security controls are generic (BSI,
2017a). They lack specific implementation details because they focus on specifying
control outcomes instead of specific implementation details. It enables organisations
with diverse information environment and needs to implement the standard regardless
of organisations’ type, size and resources. For example, in the UAE, organisations from
different sectors such as banking, health, industries, and government departments all
implement the standard despite their diverse information environment and
requirements (Abu Talib et al., 2012).

A simple analysis of the security controls in ISO 27001 Appendix A,
demonstrates the advantage of leaving specific implementation details to organisations.
For instance, control, A.13.1.1, stated that “Networks shall be managed and controlled
to protect information in systems and applications”(BSI, 2017a, p. 17). It is a statement

of expected outcome rather than specific requirements or processes. For SMEs, for
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example, they can meet the control requirements by merely implementing access
control policies, and layered firewalls detailed by Boyle and Panko (2015).

ISO 27001 security controls lack of specific details mentioned above, led to
criticism that the use of security controls for risk treatments is unclear and complicated
due to their lack of detail, and the number of processes involved (Anttila & Jussila,
2017). While such criticism has merit, the standard is flexible enough for organisations
to adapt and implement it according to their requirements and needs. For instance,
instead of rigidly adhering to the ISO 27001 14 categories, organisations can re-
organise security controls into categories based on threats, information assets risks, and
information assets categories (Shojaie et al., 2014; C. Wang et al., 2018).

Reorganizing security controls into familiar and statically defined categories
allows organisations to understand security controls by putting them into a context
organisations can easily understand and fit into their environment (Shojaie et al., 2014;
Wang et al., 2018). The categorisation of security controls into categories organisations
can understand is a challenge. This includes selecting, documenting and stating “the
relationships between the identified risks and what countermeasures were implemented
— and why” (Wright, 2006, p. 1). A study by Achmadi et al. (2018) shows how
categorisations can help organisations select the appropriate (in terms of cost and
performance) controls according to their requirements. Categorisation and the
flexibility of security controls are especially helpful to SMEs. It allows them to identify,
select and implement security controls relevant to their requirements within their
limited budgets and resources (Shojaie et al., 2014).

Security controls are the risk treatment tools of ISO 27001 based ISMS,
therefore identifying, selecting and implementing the right controls is key for an
effective ISMS (BSI, 2020a). Figure 2.2 below shows the control selection process,
based on an organisation risk treatment plan (output of an organisation risk assessment

process) and their information security objectives.
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Figure 2.2: Controls selection processes

Processes are implied but not specifically stated in ISO 27001.

During the planning phase an organisation conducts risk assessment and analysis of its
information assets according to its business objectives, priorities and requirements, and
has a risk treatment plan as the output. Security controls are selected and documented
according to the risk treatment plan. During the operating phase, organisations
implement the selected controls. These processes are repeated at regular intervals to
keep up with the organisation’s changing information assets and information security
threat environment (BSI, 2017a).

The ISO 27002 standard is provided as a companion standard to the ISO 27001
standard; providing guidelines on control objectives and possible implementation
scenarios. Specifically, the ISO 27002 helps organisations to make informed decisions
on controls, and to select and implement them according to their risk treatment plans.
As aresult, the ISMS will be better aligned with the organisation information security

and business objectives (BSI, 2017b).
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Figure 2.3: Generic controls management cycle in EU organisations

Adapted from Bachlechner et al. (2011)
53



According to ISO 27000, organisations’ objectives should be to “monitor, evaluate and
improve the efficiency and effectiveness of information security controls and to support
the organization’s aims” (BSI, 2020a, p. 16). In other words, security controls
management is a key component of an ISO 27001 based ISMS. According to a study
by Bachlechner et al. (2011), after interviewing information security professionals
from various European organisations regarding their security control management
processes. They came up with a three-phase, generic security control management
cycle in Figure 2.3, which they contended summarised and captured control

management processes employed by participant’s (interviewees) organisations.

Table 2.1: Security controls, objectives and number of controls

Categories Objectives Controls
A.5  Information security (d) Provide management direction and @ 2
policies support in accordance with business
requirements and relevant laws and
regulations
A.6 | Organisation of (a) To establish a management framework @ 5
information security to initiate and control the (b) 2

implementation and operation of
information security within the
organisation

(b) To ensure the security of teleworking
and use of mobile devices.

A.7  Human resources (d) To ensure that employees and (@ 2
security contractors understand their (b) 3
responsibilities and are suitable for the (c) 1

roles for which they are considered

(b) To ensure that employees and
contractors are aware of and fulfil their
information security responsibilities

(c) To protect the organisation’s interests as
part of the process of changing or
terminating employment

A.8 | Asset management (a) To identify organisational assets and (@ 4
define appropriate protection (b) 3
responsibilities (c) 3

(b) To ensure that information receives an
appropriate level of protection in
accordance with its importance to the
organisation

(c) To prevent unauthorized disclosure,
modification, removal or destruction of
information stored on media

A.9  Access control (8) To limit access to information and @ 2
information processing facilities (b) 6
(¢ 1
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A.10

A1

A.12

A3

A.14

Cryptography

Physical and
environmental security

Operations security

Communications
security

Systems acquisition,
development and
maintenance

(b)

(©

(d)
@

(@)
(b)

(©

@

(b)

(©)
(d)
(e)

()
(9)
@)

(b)

(@)

(b)

(©

To ensure authorized user access and to
prevent unauthorized access to systems
and services

To make users accountable for
safeguarding their authentication
information

To prevent unauthorized access to
systems and applications

To ensure proper and effective use of
cryptography to protect the
confidentiality, authenticity and or
integrity of information

To prevent unauthorized physical
access, damage and interference to the
organisation’s information and
information processing facilities

To prevent loss, damage, theft or
compromise of assets and interruption to
the organisation’s operations

To ensure correct and secure operations
of information processing facilities.

To ensure that information and
information processing facilities are
protected against malware

To protect against loss of data

To record events and generate evidence
To ensure the integrity of operational
systems

To prevent exploitation of technical
vulnerabilities

To minimise the impact of audit
activities on operational systems

To ensure the protection of information
in networks and its supporting
information processing facilities

To maintain the security of information
transferred within an organisation and
with any external entity

To ensure that information security is an
integral part of information systems
across the entire lifecycle. This also
includes the requirements for
information systems which provide
services over public networks

To ensure that information security is
designed and implemented within the
development lifecycle of information
systems

To ensure the protection of data used for
testing
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A.15 | Suppliers relationship (d) To ensure protection of the (@ 3
organisation’s assets that is accessible (b) 2
by suppliers

(b) To maintain an agreed level of
information security and service
delivery in line with supplier agreements
A.16 Information security (8) To ensure a consistent and effective @@ 7
incident management approach to the management of
information security incidents, including
communication on security events and

weaknesses.

A.17 | Information security (8) Information security continuity shall be (@ 3
aspects of business embedded in the organisation’s business (b) 1
continuity management continuity management systems

(b) To ensure availability of information
processing facilities
A.18 Compliance (a) To avoid breaches of legal, statutory, @ 5
regulatory or contractual obligations (b) 1

related to information security and of
any security requirements

(b) To ensure that information security is
implemented and operated in accordance
with the organisational policies and
procedures

2.3.3 ASSESSMENTS

Assessing the implemented ISMS is critical to the effectiveness of any ISO 27001
based ISMS (Humphreys, 2016). This section reviewes three types of assessment
identified by previous information security studies and according to the ISO 27001
requirements. First, section 2.3.3.1 reviews gap analysis assessments, section 2.3.32
reviews internal auditing assessments and section 2.3.3.3 reviews external auditing for

compliance.

2.3.3.1 GAP ANALYSIS

Gap Analysis is the process of assessing existing information security against the ISO
27001 requirements. In most cases, studies conduct gap analysis using some type of
survey; either by interviewing relevant staff or by using a questionnaire (Candiwan et
al., 2016). Gap analysis is important not only prior (i.e. as part of planning) (Candra et
al., 2017; Nasser & Nasser, 2017) but also during or after an ISMS implementation, to
give to keep track of the implementation progress or identify areas to improve (Fajar

et al.,, 2018). The studies reviewed below demonstrated two applications of gap
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analysis, i.e. assessment before implementation and assessment during or after
implementing an ISMS.

The first study is by Kurnianto et al. (2018). Their study aimed to identify gaps
in the Ministry of internal affairs, Indonesia’s information security when compared to
the ISO 27001 requirements and controls. The outcomes of their study were the
identification of areas of weaknesses in the Ministry’s information security which they
put together in a roadmap and recommendation to the Ministry for improvement.
Another study was by Al-mayahi and Mansoor (2012). They did a case study of four
government departments in the UAE to “identify the weakness in the existing system
and highlight associated risks to the UAE e-government” (para. 1). The study was part
of the UAE government’s preparation to establish an ISMS for its e-government
services.

The second study by Candiwan et al. ( 2016) demonstrated using gap analysis
as a way to identify areas of improvement of an organisation’s existing ISM. They
conduct the study in response to several security incidents in the organisation. They use
a maturity model to analyse implemented security controls against ISO 27001
requirements. As a result of their analysis, they identified four areas of weaknesses,
which were security policies, human resources security, access control and operational
security. Another gap analysis study aimed to assess and improve an ISMS was by Fajar
et al. (2018). Their case study focuses on assessing the information security of a
company who has already implemented ISO 27001:2013. The motivation for the study
was “to know the extent to which the process has been applied and what actions can be
done to improve the performance of the application of ISO 27001: 2013 (p. 2). Their
study identified several non-compliant security controls which they combined to form

their study’s recommendation to the organisation on areas to improve.

2.3.3.2 INTERNAL AUDITING

Another type of assessment is an internal audit for monitoring the progress of an ISO
27001 based ISM implementation or assessing an existing ISM for improving its

efficiency and effectiveness (Humphreys, 2016). Internal auditing can be conducted by
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an internal auditing team or by business partners, consultancy firms, government, and
other parties that have a vested interest in an organisation having effective information
security (BSI, 2020b).

Internal auditing is an integrated component of any ISO 27001 based ISM
because it is vital the health and continual effectiveness of organisations’ information
security (Broderick, 2006; Humphreys, 2016). In addition to the requirements in ISO
27001, the ISO 27000 family of standards comes with standards to help organisations
effectively audit their ISMS. For instance, ISO 27004, provides guidelines on how
organisations’ can monitor, measure, analyse and evaluate their ISM (BSI, 2016a). An
auditing team can later make use of such data to analyse organisations’ information
security. Another useful standard is ISO 27007, which provides guidance to help an
organisation audit their information security (BSI, 2020b). ISO 27007 guidelines
include how to manage an ISMS auditing programme, how to conduct audits, and also
relevant competencies that ISMS auditors should have (BSI, 2020b). Another useful
standard is ISO 27008, which aimed to help organisations, review and assess
organisations’ implemented security controls (BSI, 2019b).

Organisations can use Internal auditing to assess implemented controls
according to previously established metrics and measurements, according to guidance
provided by ISO 27004 or just assess the implementation status of each control using
gap analysis as discussed in 2.3.3.1. The benefit of assessing controls based on ISO
27004 is that organisations can set goals, objective or target for each control and then
established measurements and metrics to measure the performance of each control
using those measurements and metrics (BSI, 2016a). Readers will find more details on
measuring and auditing of ISO 27001 in a paper by Johnson (2014) and a book by
(Humphreys, 2016).

2.3.3.3 COMPLIANCE AUDITING

The final assessment is the assessment for compliance and certification. In this
assessment, organisations assess their ISMS by how they measure up to ISO 2700

based on seven key elements: establish, implement, operate, monitor, review, maintain
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and improve the ISMS (Tofan, 2011). A third-party, certified auditing body is the only
body allowed to do compliance and certification auditing (Humphreys, 2016). The
credentials, competences of auditors, and other requirements auditing bodies must
fulfil to be able to audit ISO 27001 based ISMS is provided by ISO 27006 (BSIL, 2015a).

While third-party auditing for certification is optional, a study by Park et al.
(2010) on the effect of ISO 27001 certification of organisation performance found that
(1) ISMS certification leads to positive public relations, better corporate image, which
can lead to new customers and sales increase, (2) ISMS certification leads to
information security reliability which leads to transactions stability, (3) ISMS
certification leads to information security reliability which has positive effects on trust,
and (4) ISMS certification helps motivate employees which leads to better employee
capability and awareness of information security. According to Humphreys (2016),
ISO 27001 certification allows organisations “to demonstrate that their information
security was fit for purpose” (p. 16). Consequently, it gives the organisation customers,
business investors, shareholders and trading partners, assurance of the effectiveness of
their information security.

Despite positive appraisal of ISO 27001 certification discussed above, Park et
al. (2010) acknowledge that it is difficult to translate the benefits of effective
information security into (quantifiable) values. Specifically, ISMS certification benefit
organisations, even if those benefits are not measurable. The conclusion is also reached
by Hsu et al. (2016). They concluded, despite major limitations affecting the outcome
of their study, that “the nature of ISO 27001 certification results in significant findings
and that ISO 27001 is more an obligation but a competitive advantage” (p. 4847).

The previous discussion has highlighted the challenges organisations face in being
motivated to certify their ISO 27001 based ISMS because its benefits are hard to
quantify and measure. However, that the benefit of having effective information
security is indisputable and quantifiable in financial value (costs of successful attacks),
service and products quality and availability (customers by secure products and

services), and good business reputation (Boyle & Panko, 2015).
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The challenge is organisations proving their information security is effective.
Producing statistics in many cases, prove nothing, what they need is to be able to
measure their information security against an internationally accepted standard. That is
where ISMS certification is beneficial because certifying an ISMS to an International
Information standard, that contains internationally accepted information security best

practices (Humphreys, 2011; Tofan, 2011), implies effective information security.

2.4 SECURITY CONTROL FRAMEWORKS

The common definition of the framework, according to Stamer et al. (2016), “is a
structure underlying ‘something’ serving a specific purpose”. According to the (Oxford
Learner’s Dictionaries, n.d.), it is “a set of beliefs, ideas or rules that are used as the
basis for making judgements, decisions”. Unlike standards which specify specific
requirements that organisations must implement, an information security framework
provides a conceptual, high-level model of relevant policies, procedures, and
processes, organisational structures, and other relevant factors, that facilitates effective
management of Information Technology (IT), maximizing IT value while minimizing
risks.

To better understand security control frameworks and how they fit in with other
information security frameworks and standards, this section will focus on three of the
most well-known security frameworks today in the following sections. Control
Objectives for Information and Related Technologies (COBIT 2019) in section 2.4.1,
Payment Card Industry Data Security Standard (PCI-DSS 3.1) in section 2.4.2 and IT
infrastructure library (ITIL 4) in section 2.4.3.

2.4.1 COBIT 2019

COBIT is an IT governance framework whose objective is to support understanding,
designing and implementing the management and governance of enterprise IT. ISACA
first released COBIT in 1996 as guidance to auditors. They later added security controls
guidance in 1998 with more functionalities added in subsequent versions in 2000, 2005

and 2007, culminating in the release of COBIT 5 in 2012, as a full framework for all
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governance activities. The latest version, COBIT 2019, was released in 2018
(Harisaiprasad, 2020; Tessin, 2016). According to Lainhart (2018), during the last two
decades, starting from COBIT 5, COBIT focus has shifted to enterprise governance of
information and technology (EGIT) due to organisations increasing dependence on IT
for risk management and value generation.

What is enterprise governance of IT? According to Weill and Ross (2004), IT
governance is the process of “specifying the decision rights and accountability
framework to encourage desirable behaviour in IT” (p. 8). While the above definition
points readers in the right direction, it lacks specificity, which leads to more questions
than answers. It does not provide a complete picture of the why who, and how of IT
governance, for instance, who allocate the decision right or what is desirable behaviour
in IT. Another definition is found in a paper by De Haes and Grembergen (2004), they
provided two definitions one of which is,

IT governance is the responsibility of the Board of Directors and executive

management. It is an integral part of enterprise governance and consists of the

leadership and organisational structures and processes that ensure that the
organisation’s IT sustains and extends the organisation’s strategy and

objectives (para. 2)

A combination of the two definitions, however, provide a clearer definition that
encapsulates all aspects of IT governance. It is the process by which organisations
(specifically, the board of directors and executive management) ensures that their IT
resources (by specifying the decision rights and accountability framework) to help the
organisation fulfil its objectives (while encouraging desirable behaviour to minimize
risks). According to Hamidovic (2010), IT governance has five focus areas: 1.
Delivering value. 2. Risks management. 3. Strategic alignment. 4. Resources
management. 5. Performance measurement. The first two are desirable outcomes of IT
governance (ITG) and the rest are drivers or enablers of IT governance.

IT governance is distinct from IT management, where IT governance is about
assigning roles and responsibilities, i.e. determines who make the decisions, whereas
management is concerned with making and implementing those decisions. Figure 2.5
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depictes a simplified model of IT governance showing the relationship between

governance and management.
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Figure 2.4: ITG Model

Adapted from Calder (2019)

Six principles govern the COBIT governance framework (Braga, 2020; Thomas, 2018).

e providing stakeholders value by using IT to facilitate value creation

e employs a holistic approach

e responsive to change

e has governance structure distinct from management

e tailored to enterprise context (size, resources, and requirements)

e All stakeholders (management, Enterprise Governance of IT (EGIT) board,
auditors, and others) regularly working together constructively.

It means, for instance, that organisations COBIT based EGIT must be responsive to

change. From individual processes and activities to the overall structure of the EGIT.

Furthermore, organisations must tailor EGIT according to their context (objectives and

requirements) to facilitate IT value creation. Specifically, organisations must design

every objective, process, and activity to adhere to the above principles with no

exception.
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The COBIT 2019 consists of the core model, which is made up of 40
management and governance objectives, divided into five domains, one governance
and four management, depicted in Figure 2.6 (Braga, 2020). Each objective has one or
more processes with each process having one or more activities with each activity
assigned a target capability level (i.e. ideal activities outcomes). Moreover, each
objective must have an organisational structure which specifies roles and
responsibilities for the processes and activities. It must also have information flows and
items, to specify how processes relate to other processes (within the objective or other
objectives). Furthermore, each objective must have people skills and competencies
which specifies relevant competences of staff required to implement and manage
processes and activities, to achieve the objective. Finally, each objective must have
culture, ethics and behaviour, which specifies what cultural and ethical behaviours

within the organisations that facilitate the achievement of the objective (Thomas,

2018).

Organizational Processes
structures

Services,
infrastructure and
applications

CORIT Core
Model
(Management
and Governance
objectives)

Information
flows and item

* Policies and
procedures

People, skills
and

competencies Culture, ethics

and behavior

Figure 2.5: COBIT 2019 Core model & Components

Adapted from Braga (2020)

COBIT is an IT governance framework, meaning, it is a framework to govern all areas
of an organisation’s IT, including information security. Therefore, unlike information

security frameworks, it has a much broader focus. Consequently, its coverage of some
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areas are weak (Fazlida & Said, 2015) and not as detail as protocols like ISO 27001 or
PCI-DSS. Several studies (Ozdemir et al., 2014) have attempted to compare these
standards (COBIT, ISO 27001, and ITIL) and expresses sentiments such as “it is
difficult to compare these standards”, and misguided question like “Which one of the
abovementioned standards should be applied to ensure information security?” It is
obvious one cannot compare these standards are they focus on different areas and
therefore, have a different emphasis.

However, a brief analysis of the protocols and frameworks, shows that they are
complementary in many ways and not mutually exclusive (Mataracioglu & Ozkan,
2011). IT governance (COBIT) has the broadest focus since it deals with the overall
governance of IT. IT Services management (ITIL), information security (ISO 27001,
PCI DSS) has a much narrower focus. Figure 2.6 depicted overlapping functions of
different standards within an organisation. As Mataracioglu and Ozkan (2011) stated,
“several standards like ISO 27001, describe the duties more comprehensively than does
COBIT” (p. 112), therefore, should consider standards like ISO 27001 when
implementing EGIT.

IT service Management
Frameworks

(eg ITIL)

Information security
Frameworks
(e.g. ISO/IEC 27001)

IT governance Framework

(e.g. COBIT)

Figure 2.6 Overlapping Standards
Adapted from the reviews of ITIL, COBIT and ISO 27001

What it means is organisations can implement different standards and frameworks to
provide comprehensive governance of organisations IT operations and services while

ensuring the security of their information assets. For instance, Mataracioglu and Ozkan
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(2011) provided a brief overview of how organisations can integrate COBIT and ISO
27001. Kusumah et al. (2014) did a case study integrating COBIT and ITIL. They
concluded that “The suitable information security governance in service management
systems for INTRAC is collaborative integration of COBIT 5 and ITIL framework” (p.
5). Another case study by Fathoni et al. (2019) uses COBIT and ISO 27001 to build an
information security governance system for a bank in Indonesia. The framework was
based on COBIT with ISO 27001 as a guide for the information security aspect of the
established information security governance system.

Other studies have demonstrated that COBIT can be customized to focus on
specific areas instead of all aspects of IT governance. For instance, a case study by
Wolden et al. (2015) uses COBIT as an information security framework. Their study
findings indicate that “with proper management of rules, responsibilities and policy, an
organisation” can “enjoy the effective implementation of the COBIT 5 Information

Systems (IS) security framework” (p. 1851).

2.4.2 PCI-DSS VERSION 3.1
PCI-DSS, which stands for Payment Card Industry Data Security Standard or the PCI

Security Standard, is an information security standard, targeting organisations that
handle credit/debit cardholders’ information. These include major cardholders like
American Express, Visa Inc., and MasterCard (Morse & Raval, 2008). The primary
objective of PCI DSS is the security of the storage, processing and transmission of
cardholders’ data. A study by Morse and Raval (2008) provides details on the card
payment industries, relationships between customers and merchants and the role PCI
DSS plays within the industry, to ensure the security of cardholders’ information.

PCI SSC released PCI DSS version 1.0 in 2005, version 2 in 2010 and version
3.0 in 2013. The current version, 3.2.1, was released in 2018. While initially, PCI DSS
aimed to follow a three years release cycle, this was scrapped after the release of
version 3.0. PCI DSS instead opted for a more frequent update to keep up with the
dynamic nature of information security threats. For instance, PCI SSC released version

3.1 to deal with security threats posed by SSL and an early version of TLS protocols.
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Version 3.1 required organisations to replace SSL and an early version of TLS with
TLS version no earlier than 1.2 or IPsec (Calder & Williams, 2019).

The PCI DSS standard contains “standardised, industry-wide set of
requirements and processes for security management, policies, procedures, network
architecture, software design and critical protective measures” (Calder & Williams,
2019, p. 10). Unlike COBIT and ITIL, which provides a management framework for
organisations to follow, PCI DSS is a standard with specific requirements that
organisations that process, store or transmit cardholders’ data must implement to
comply with the standard.

PCI DSS requirements consist of 6 control objectives and 12 requirements.
Table 2.3 provides a list of control objectives and requirements. In addition to the main
compliance requirements, additional requirements provided in Appendix Al, A2, and
A3 for specific cases. The latest version of the standard, version 3.2.1 allows for more
flexibility in how organisations can implement the standard, for instance, Appendix B
allows organisations to employ compensating control instead of the required control as
long as the risk to cardholder data is minimized. This flexibility is well suited for
organisations with limited resources or circumstance beyond their control; they cannot
implement the full control requirements (PCI SSC, 2018a).

For organisations to comply with the standard, they must implement all
requirements of the standards. These include combinations of technical, management,
and policies requirements. An example of a technical requirement is “organisations
must configure firewall and router to restrict access by untrusted networks to systems
that handle cardholder data”. An example of a policy requirement is “organisations
must have a firewall and router configuration standards”. Specifically, each of PCI
DSS’s requirements consists of sub-requirements which are either technical,
management, policy requirements or information security best practices. Readers will
find additional details on each of the requirements in the standard specification (PCI
SSC, 2018a) and a book by Calder and Williams (2019). A quick reference guide for
the standard can be found at (PCI SSC, 2018b), useful for organisations as a checklist
of requirements they must implement for compliance.
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PCI DSS compliance is critical for the security of cardholders’ data and their
customers. The number of successful attacks on cardholder data illustrates the
importance of cardholder data. Calder and Williams (2019) discuss details of successful
attacks on cardholder data with devastating consequences. Notable examples include

the attack on British Airways, Ticketmaster UK, and Earl Enterprises.

Table 2.2: PCI DSS controls & requirement

Build and maintain a
secure network and
systems

Protect cardholder data

Maintain a vulnerability
management program

Implement strong access
control measures

Regularly monitor and
test networks

Maintain an information
security policy

Adapted from PCI SSC (2018a)

Requirement 1: Install and maintain a firewall configuration to
protect cardholder data

Requirement 2: Do not use vendor-supplied defaults for system
passwords and other security parameters

Requirements 3: protect cardholder stored data

Requirements 4: encrypt transmission of cardholder data across
open, public networks

Requirements 5: protect all systems against malware and regularly
update anti-virus software or programs

Requirements 6: develop and maintain security systems and
applications

Requirements 7: Restrict access to cardholder data by business
need to know

Requirements 8: Identify and authenticate access to system
components

Requirements 9: Restrict physical access to cardholder data
Requirements 10: Track and monitor all access to network
resources and cardholder data

Requirements 11: Regularly test security systems and processes

Requirements 12: Maintain a policy that addresses information
security for all personnel

Consequently, PCI DSS compliance is a requirement of all major global payment
brands. It means that every merchant, service providers and financial institutions that
stores, processes or transmits payment card data in whatever form, regardless of
business type and size, must comply. While PCI SSC does not penalise non-compliance
directly, individual payment brands (provider) for instance, financial institution, have
penalties which may include financial (penalty fee) or operational penalties (suspend

operation) or both.
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For organisations to certify their compliance, they have two options: 1. Conduct
annual on-site security audit by a qualified security assessor (QSA) or internal security
assessor together with results of quarterly network scans by an approved scanning
vendor (ASV) (Coburn, 2010). 2. Conducting and submitting a Self-Assessment
Questionnaire (SAQ) together with quarterly network scans. Whether organisations can
choose option 1 or 2 depends on the number of transactions they process and whether
they have suffered any successful attack (Calder & Williams, 2019). SAQ is a self-
assessment tool provided by PCI SSC to help organisations which handle cardholder
data to internally assess their compliance with the standard (Calder & Williams, 2019).
The requirements for QSA is provided by (PCI SSC, 2008) and ASV qualification and
requirements are specified by (PCI SSC, 2017).

Since PCI DSS has a much narrower focus than other frameworks and
standards, it can be integrated and implemented as part of other frameworks like
COBIT, ISO 27001, and ITIL. For instance, a comparative analysis of PCI DSS and
ISO 27001 requirements (Lovri¢, 2012) reveals PCI DSS requirements are within ISO
27001 requirements. Therefore, ISO 27001 compliance organisations only need “minor
additional work, to also demonstrate their conformance with the PCI DSS” (Calder &
Williams, 2019, p. 50) standard.

While PCI DSS aim is to protect cardholders’ data, it is general enough for
organisations to implement it by itself or as part of other frameworks like ISO 27001
or COBIT to protect their critical data. PCI DSS requirements are much more specific
and therefore actionable than other frameworks; meaning organisations can implement
it quickly as a basis for more extensive implementation with ISO 27001 for example.
Specifically, PCI DSS can be used as an information security framework to protect

organisation information assets and not just cardholders’ data.

2.4.3 ITIL VERSION 4

The IT infrastructure library (ITIL), first published toward to end of the 1980s as a

series of books containing best practices for IT service management (ITSM).

68



According to AXELOS Limited (2019), the maintainer of the guidance, it is the most
widely adopted ITSM guidance in the world.

The UK Government agency, Central Computer and Telecoms Agency (CCTA)
was the agency who created ITIL. They started working on ITIL to develop a common
set of operational guidance to increase efficiencies in Government IT (Cater-Steel et
al., 2009). CCTA later transfer ITIL to AXELOS, who is the current maintainer of the
framework.

ITIL next major update, ITIL V2, consists of two books published in 2000 and
2001 (the Service Support V2 and the Service Delivery V2 respectively). While they
publish additional titles over the years in support of the framework, those two books
remained ITIL authoritative reference. It was not until 2007 that a new version, ITIL
V3, was published. ITIL V3 changes its focus from technology to services with an
emphasis on the five phases of IT Services lifecycle with each phase documented in
one book for a total of five books. ITIL V3 has minor updates in 2011 (Bon, 2019;
Cater-Steel et al., 2009). The current version, ITIL V4, was published in 2019.

A central premise of the framework is that organisations purpose is to create
“value” for their stakeholders by offering services. A value is “the perceived benefits,
usefulness, and importance of something” (AXELOS Limited, 2019, p.21); and service
is “a means of enabling co-creation by facilitating outcomes that the customer want to
achieve, without the customer having to manage specific costs and risks” (AXELOS
Limited, 2019, p. 167). As in the definition of service and value above, “value”, is
always from a stakeholder (subjective) perspective.

For example, if “organisation” means the IT department, the stakeholder is the
finance department. If the finance department staff cannot connect to their Wi-Fi
anymore. The IT department (organisation) provides a service (troubleshooting and
fixing the finance department Wi-F1), the “value” created is that the finance department
can access the Wi-Fi and staff can carry out their tasks. Other stakeholders may include
the CEO who receive financial reports on time and other staff who will be getting paid

on time.
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ITIL based ITSM consists of several key concepts which support value co-

creation (AXELOS Limited, 2019). The concepts include 1. Value co-creation. 2.
Stakeholders which include organisations, service providers, service consumers and
other stakeholders. 3. Products and services. 4. Service relationship. 5. Value:
outcomes, cost and risks.
Value co-creation encourages cooperation between the organisation and stakeholders
in value creation. From the example above, the IT department (organisation) works in
cooperation with the finance department (feedbacks, assistance to accommodate
technical works, and others) and this creates better value than if IT just went in and
fixes what they think is the problem then left.

The concept of Products and services are central to an ITSM because service
creates value and one or more products create a service. Organisations create products
that are valuable to customers using a configuration (combinations) of resources the
organisation have or have access to. These resources include people, technologies,
value stream and processes, and partners and suppliers. The processes of managing
resources, creating products and services and thereby facilitating value creation is the
focus of ITSM.

The concept of “Service relationship” is about providers and consumers
building relationships that enable value co-creation. In a service relationship, both
parties can both be provider and consumer at the same time. From the example above,
the IT department is the organisation and Finance is the stakeholder, instead of just
fixing the Wi-Fi, IT also conduct training for Finance staff on what services IT offers
that will help Finance. In return, Finance (organisation) now can do their job more
efficiently, resulting in faster turnaround time on IT (stakeholder) and others, purchase
orders.

The final concept, value: outcomes, costs and risks, emphasize the economic
and risks factors of value creation. While value co-creation and building service
relationship are important, service providers must and should weigh the costs and risks
associated with providing a service against the Value created. The ITIL 4 service value
system is depicted in Figure 2.7, which is a high-level overview of how all the
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components and activities of an organisation work together to facilitate value creation.
The input can be a demand for a service, or an opportunity (business opportunity) arises
for a service which results in the creation of a service value chain. A service value chain
is a combination of activities that leads to the creation of product and services, which
in turn facilitate values of co-creation.

The six activities are: Plan — ensure a shared understanding of the vision, current
status, and improved direction of all four dimensions and all product and services
across the organisation. Improve - ensure continual improvement of product, service
and practices across all value chain activities and four dimensions of information
security. Engage — good understanding of stakeholders needs, transparency, continual
engagement, and good relationship with all stakeholder. Design and transition — ensure
product and services continually meet stakeholder expectations for quality, cost, and
time to market. Obtain/build — ensure service components are available when and
where they are needed, and meet agreed specifications and deliver and support — ensure
that services and delivered and supported according to agreed specifications and
stakeholders’ expectation (AXELOS Limited, 2019).

As depicted in Figure 2.7, all ITIL activities should be conducted with
consideration of ITIL guiding principles and should be evaluated, directed, and
monitored by a governance body made up of senior management who are responsible
for activities compliance with policies and internal and external regulations. Activities
are supported by ITIL management practices which are resources designed for
performing work or accomplish an objective. ITIL divides its practices into 14 general,
17 service and three technical management practices. All management practices and
the service value chain processes are continually monitored, assess and improved to
ensure the ITSM system keeps up with the changes to remain relevant.

To ensure a holistic approach to service management, the whole ITIL SVS are
subject to the four dimensions of services management, organisations and people,
information technology, value stream and processes, and partners and suppliers. The
organisation and people dimension concerned with human resources and competencies
of staff, culture, organisational structure, roles and responsibilities, all of which are
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central to the success of the ITIL activities. The Information technology dimension is
concerned with information and knowledge and the technologies required by ITSM
activities as well as the relationship between different components. The suppliers and
partners dimension is concerned with integration of suppliers and partners into the
ITSM processes and the value streams and processes dimension concern with how
different parts of the organisation work in a coordinated and integrated manner to

facilitate co-value creation through product and services (Bon, 2019).
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Figure 2.7: ITIL SVS

Adapted from Bon (2019) and AXELOS Limited (2019)

The ITIL focus is on services and value co-creation, as depicted in Figure 2.7. Its
management practices are flexible enough to be easily integrated with other standards.
ITIL does so by not specitying detail processes or procedures. It only specifies the need
for the practice and that organisations implement it with consideration of the ITIL
continual improvement model and ITIL guiding principles to support the service value
chain activities that facilitate value creation.

ITIL flexibility means organisations could integrate other standards like ISO
27001, COBIT and others into its management practices. Kusumah et al. (2014)
provides an example of integrating ITIL and another standard. In their study, they
integrate ITIL and COBIT to develop an assessment model for holistic and integrated

information security governance on a service management system for enterprises. In
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their study, they were able to map one or more ITIL management practices into 26
COBIT processes, essentially replaced ITIL management practices with COBIT
processes.

Another similar study was by Haufe et al. (2016). In their study, they proposed
a new processes framework for ISM by integrating ISO 27001, ITIL and COBIT. To
develop their model, they use ISO 27001 as the base framework and integrate both
ITIL and COBIT into it by analysing each framework processes, eliminate overlapping

processes and then integrated the rest.

2.5 SUMMARY OF ISSUES

The pervasive use of technologies and organisations increasing dependent on it for their
day to day operation give rise to the dynamic nature of organisations’ information
security threat environment. To counter information security threats, organisations
should realise that information security has multiple dimensions, and purely technical
solutions are no longer enough. In fact, given the number of successful breaches and
the financial and operational consequences, one can safely conclude, purely technical
solutions have failed.

Information security needs holistic approaches to assess and manage
information security risks from different dimensions of information security:
management involvement, human factors, and national and organisational information
security culture. The search for holistic approaches to information security leads to the
establishment of information security standards like the ISO 27001 family of standards.
The ISO 27001 and ISO 27000 family of standards specifies an ISM framework
comprised of internationally accepted information security best practices employing a
holistic approach to address the dimensions of information security.

By implementing the standard, organisations would be able to manage their
information security effectively because not only can they address all dimensions of
information security, they can also align information security processes to their

requirements and objectives. More importantly, ISO 27001 helps organisations to
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continuously improve their information security processes to remain relevant and deal
with the organisation dynamic threat environment.

One of the main hindrances to organisations establishing effective information
security is the lack of skilled information security professionals. Educational
institutions are working to fill the gap by offering degree programs in information
security; however, graduates of those programs are not ready as information security
professionals. Information security associations like SANS, CSA, ISACA, ISC2
contribute by offering short term practical courses as well as certification programs.
The fact is that there is no single body overseeing the training and certification
programs. ISA develop their own programs according to their individually maintained
CBK. Consequently, certification programs cover broad areas of information
governance, service management and information security. Some certification program
emphasizes hands-on training and focusing on a single area like GIAC programs and
others like CISSP, which adopt a more broad approach, covering multiple areas in a
single program.

While establishing useful measurement and metrics to measure an ISMS
performance is challenging, it is crucial that organisations establish one in order for
them to be able to monitor and assess ISMS performance. Assessing ISMS performance
is important because it allows organisations to continuously improve their information
security. The first step in assessing an ISMS performance is to identify the criteria for
assessing ISMS effectiveness. According to review studies, common criteria for
assessing the effectiveness of an ISMS include 1. Assessing an ISMS information
security approach, i.e. does it addresses all dimensions of information. 2. Assessing the
ISMS risks management processes. 3. Assessing the ISMS business alignment. 4.
Assessing the continuous improvement processes of an ISMS. Based on those criteria,
organisations can establish measurements and metrics using either GQM or maturity
model approaches then start collecting performance data according to the defined
measurements and metrics.

Finally, organisations can choose from different security frameworks and not
just ISO 27001, to implement an ISMS. While each governance, service management
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and security frameworks have different focuses, they all have information security
component. Therefore, organisations can adopt any of them either as a standalone
framework or integrate it with another framework to implement effective ISM. For
instance, while COBIT is an IT governance framework, and ITIL is a service
management framework, studies have shown they can be adapted to use for ISM on
their own or integrate with ISO 27001. The same for PCI DSS, while its focus is on
protecting cardholders’ data, the standard is flexible enough for organisations to

implement to protect their information assets.

2.6 CONCLUSION

This chapter focuses on reviewing information security studies, organisations,
standardizing bodies, frameworks and standards. The review aimed to provide an
overview of information security challenges organisations face today, and different
information security approaches to address those challenges. Having a clear
understanding of information challenges and different approaches to information
security provides a foundation to allow the researcher to develop a research design and
a research model for the study. Subsequently, the research model facilitates the
development of the research question(s) and hypothesises, which guide the rest of the
study. Consequently, the review focuses on different areas of information security
related to the overall objective of the study.

First, the focus was on reviewing information security standards and
organisations that contribute to their development and maintenance. Specifically, the
review focuses on ISO and the ISO 27000 family of standards of which ISO 27001 is
a member. The aim was to get a better understanding of the standards, their roles in
information security and why they are necessary. Furthermore, the section reviewed
different information security associations, their contribution to information security,
and their role in helping organisations to adopt information security standards.
Specifically, the focus was on their contribution to the training of industry-ready
information security professionals to help organisations improve their information

security either by adopting standards or other appropriate measures.
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Second, the review looked at the “why?” and “how?” of assessing information
security standards. Specifically, the literature review focuses on identifying assessment
criteria and how organisations can develop meaningful measurements and metrics not
only to assess and improve information security processes but also to help management
make informed decisions on the future direction of information security programs. In
other words, understanding how standards are assessed, especially what are the criteria
or characteristic of effective information security, significantly contribute to an
organisation building effective information security.

Finally, the third and fourth sections focus on reviewing various information
security standards and frameworks. ISO 27001 was reviewed in detail in order to
understand its requirements and how it contributes to organisations establishing and
effective information security. The other frameworks reviewed were COBIT, ITIL and
PCIDSS. The aim of the review was to provide an overall picture of different standards
and frameworks, how they related to each other, and the roles they play in
organisations. For instance, understanding COBIT provides a good understanding of
the role and importance of information governance in organisations. Moreover,
understanding ITIL provides a clear picture of IT services management and the roles it
plays in organisations. Finally, reviewing PCI DSS provides an overview of the roles

technical standards play in organisations.
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CHAPTER 3

RESEARCH METHODOLOGY

3.0 INTRODUCTION

Chapter 2 reviewed findings on information security standards and guidelines. The
common consensus among information security studies is that information security has
multi-dimensions. Technical solutions alone are not enough to manage the status of
information security. Information security requires holistic approaches to address all
dimensions and critical success factors for protection. Establishing effective
information security has challenges or factors that are crucial to its success, and without
addressing those factors, the chances for effective information security is minimal.
Implementing information security standards, like the ISO 27001, allows organisations
to establish effective information security in a systematic, and holistic manner
addressing using internationally accepted best practices.

Studies have established a relationship between standards like ISO 27001, and
the resolution of holistic approaches, ad-hoc approaches and information security
effectiveness. Consequently, this research has two objectives:

e Study the current state of information security in key organisations in Tonga

e Study the impacts of Implementing ISO 27001 to determine if it is the best

approach for organisations in Tonga to protect their information assets.

Section 3.1 discusses the research design that guides this study, and Section 3.2
the formulation of a research model that provides the foundation for study. The
discussion focuses on research methodologies in section 3.3, together with studies that
demonstrated those methodologies. Also appropriate methods are identified for use. In
section 3.4, the focus is on data requirements for the study. The chapter finishes with a

discussion of research limitations and a conclusion in sections 3.5 and 3.6, respectively.
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3.1 RESEARCH DESIGN
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Figure 3.1: Research Plan.

This section discusses the plan summarised in figure 3.1, and the processes summarised
in figure 3.2. According to the plan in figure 3.1, the first step is conducting a thorough
review of information security studies on establishing effective information security
management (ISM) and effective information security. Specifically, the criteria for
establishing effective ISM and information security are located. Also the challenges,
and the roles information security standards play in organisations to overcome
information security challenges are described to develop an effective ISM and hence,
effective information security.

Based on the literature review, the researcher selects the standard to focus on,
develops a research model, questions and determines what data to collect, how to
collect it, and from whom. Furthermore, based on reviewing the research models,
questions and data, the researcher determined the most effective data analysis methods
and processes for the study. Finally, the researcher carries out the study, culminating
in the writing and submission of a thesis that documents the processes and findings of

the study.
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The research processes consist of six distinct phases, and Figure 3.2 shows the
complete research processes. It is important to note that while the diagram provides an
accurate depiction of the overall research processes. The phase order of execution may
not always be according to the order depicted. The idea is that each phase is well
defined, logical, and iterative to enable continuous improvement so that the whole
process is responsive to change in response to changes in the research objectives, data,

and findings from the literature review.
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Figure 3.2: Research Processes

The first phase involves the formulation of research problems and objectives. In phase
two, the focus is on reviewing existing studies on information security standards,
especially the ISO 27000 family of standards and the roles it plays in developing an
organisation information security management system (ISMS). In phase 3, the outcome

of the literature review facilitates the establishment of research processes and
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methodologies, as well as determining the data collection process and preparing the
data collection tool. Phase 4 is the data processing phase, where the data is organised,
analysed and presented ready for discussion and formulation of results in phase 5.
Finally, in phase 6, the study presents the findings together with the recommendations

for best practice and further research.

3.2 RESEARCH MODEL
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Figure 3.3: Research Model

The researcher formulated the research model in Figure 3.3, based on the study
objective and findings from studies reviewed in chapter two. Table 3.1 summarises
some of the findings from studies reviewed in chapter two that are relevant to the model

design.

Table 3.1: Studies findings summary

Information security requires a holistic (Bunker, 2012; Da Veiga et al., 2007; Eloff &
approach to be effective because Eloff, 2003a; Freeman, 2007; Gerber & von
e  Ad-hoc approaches are not enough, given  Solms, 2005; Soomro et al., 2016; Spremi¢,
the dynamic nature of technologies and  2013; Stoll & Breu, 2012)
information security threats.
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e  Purely technological solutions failed.
e Information security is multi-dimensional

Information security management is risks
management

Information security frameworks and standard
like the ISO 27001 standard, provides a holistic
approach to Information security

Effective information security requires
effective, continuously improve information
security management

Effective information security is one that aligns
with business requirements and objectives

Effective information security minimizes risks
from all dimensions of information security.

(Blakley et al., 2001; Campbell, 2016; Gerber
& von Solms, 2005; Humphreys, 2008)

(Al-Ahmad & Mohammad, 2013; Fal’, 2010;
Kajava et al., 2006; Kwok & Longley, 1997;
Nasser & Nasser, 2017; R. Von Solms, 1999)

(Chang & Ho, 2006; Humphreys, 2016;
Livshitz etal., 2016; Petri et al., 2010; Zammani
& Razali, 2016)

(Johnson, 2014; Lidster & Rahman, 2018;
Soomro et al., 2016; Tu et al., 2014)

(Da Veiga & Eloff, 2010; Humphreys, 2008;
Tashi & Ghernaouti-Hélie, 2007; R. Von Solms,

1999)

From the literature review alone, one could argue that Tonga organisations information
security would benefit (i.e. made more effective) from Implementing the ISO 27001
standard. However, given diverse factors that influence information security, depicted
in Figure 3.3, a more appropriate response would be to theorize that implementing ISO
27001 is the best way for Tonga organisations to implement effective information

security, which leads to this study’s main research question.

Is the holistic approach provided by 1SO 27001 the best approach for Tonga
organisations, given their unique organisational factors and threats environment,

to establish effective information security?

To understand the question above from a Tonga organisational perspective, there are
several sub questions: A Holistic approach compares to what other approaches? What
is a holistic approach? Why is the holistic approach better? How does ISO 27001 utilise
a holistic approach, and what is effective information security?

In summary, according to studies in Table 3.1, there are two types of
information security approaches: ad-hoc which Information Technology (IT)-based

and technological focused, and holistic which management based and focuses on
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systematic addressing of all dimensions and critical success factors (CSF) for
information security. The studies also show that information security is about
minimizing risks to organisation information assets. Consequently, the best approach
is the one that is more effective in minimizing risks. Therefore, by definition, holistic
approaches, which address risks from all dimensions and CSF of information security,
should be more effective than ones which focus on a single dimension of information
security.

Furthermore, studies also show that information security standards like ISO
27001, employ a holistic approach for addressing all dimensions and factors of
information security. In theory it is an effective framework for managing organisation
information security. In practice, however, studies have shown that factors like lack of
financial and human resources, and others (unique to each organisation, i.e.
organisational factors) can affect the organisational, especially small and medium
enterprises (SMEs), ability to effectively implement ISO 27001. Based on the study
findings summarised above: (a) Organisations’ information security that is IT-based
and technological focused, are by default, using ad-hoc approaches. (b) Analysing the
impact of implementing ISO 27001 by comparing Tonga organisations’ information
security to ISO 27001 requirements, is, in fact, comparing ad-hoc and holistic
approaches.

Therefore, the study can answer the main research question by investigating
and answering a second research question about the impacts of implementing ISO

27001. Specifically,

What are the impacts of implementing ISO 27001 on Tonga organisations

information security management and information security?

The keyword in the question above is "impact", which is defined as "a marked effect
or influence". While impacts can be either negative or positive, the study is only
interested in the positive impact of implementing the ISO 27001. A positive impact
means Tonga organisations are able to protect (by minimising risks to) their

information assets effectively. Therefore, based on the second research question above,
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the research formulates three main hypotheses for the study: one control hypothesis,

HO, and two alternative hypotheses, H1 and H2.

HO: Implementing ISO 27001 is not the right approach for Tonga organisations

given their organisational factors and dynamic threats environment.
The alternative hypothesises are:

H1: Implementing 1SO 27001, given their unique organisational factors and
dynamic threats environment, positively impacts Tonga organisations ability to
develop an effective ISM.

H2: Implementing ISO 27001 and thereby establishing effective ISM, positively

impacts Tonga organisations ability to establish effective information security.

As summarised in Table 3.1, effective information security management (system) is
one that employs a holistic approach to address different dimensions of information
security. Specifically, one can determine the effectiveness of organisations’ ISM by
examining how well they address different dimensions and CSF of information
security. Therefore, since H1 is about effective ISM, it can be broken down for testing
of each dimension and CSF of information security which effective (holistic) ISM
should address. Therefore individual components of H1 are:

Hla: Implementing ISO 27001 positively influence Tonga organisations' top

management involvement in information security.

H1b: Implementing ISO 27001 motivates Tonga organisations to establish a

comprehensive information security policy.

Hic: Implementing ISO 27001 improves Tonga organisations’ information

security awareness.

H1d: Implementing ISO 27001 improves Tonga organisations’ information

security culture.

Hle: Implementing ISO 27001 positively impacts Tonga organisations’ ability to

establish effective risks management.
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H1f: Implementing ISO 27001 improves Tonga organisations’ information
security resources.
H1g: Implementing ISO 27001 motivates Tonga organisations to establish

effective information security governance.

Just as H1 breaks down according to different dimensions and CSF of information
security, H2 can also be broken down according to different characteristics of
information security as depicted in the model in Figure 3.2 and studies summarised in

Table 3.1.

H2a: Implementing ISO 27001 positively impacts Tonga organisations ability to
effectively address different dimensions and CSF of information security.

H2b: Implementing 1ISO 27001 positively impacts Tonga organisations ability to
minimise information security risks to their information assets.

H2c: Implementing 1SO 27001 positive impacts Tonga organisations ability to
continually improve their information security to address future threats.

H2d: Implementing 1ISO 27001 positively impacts Tonga organisations ability to

align their information security with their business requirements and goals.

For an overview of how the study’s questions and hypotheses are related, please refer
to figure 3.4, which provides a visual representation of the research questions and

hypotheses discussed above.
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Questionl: Is the holistic approach

HO: Implementing ISO 27001 is not the right approach Tonga organisations given

provided by ISO 27001 the best their organisational factors and dynamic threats environment.

approach for Tonga organisations, given
their unique organisational factors and

threats environment, to establish H1: Implementing ISO 27001, given their unique organisational factors and dynamic
threats environment, positively impacts Tonga organisations ability to develop

effective information security?

Question2: What are the impacts of
implementing ISO 27001 on Tonga
organisations’ information security
management and information security?

Leads to

r

Implementing ISO 27001:

H2a: positively impacts Tonga organisations ability to effectively
address different dimensions and CSF of information security.
H2b: positively impacts Tonga organisations ability to minimise
information security risks to their information assets.

H2c: positive impacts Tonga organisations ability to continually
improve their information security to address future threats.
H2d. positively impacts Tonga organisations ability to align their
information security with their business requirements and goals.

information security

effective ISM.

H2: Implementing ISO 27001 and thereby establishing effective ISM, positively
impacts Tonga organisations ability to establish effective information security

Implementing ISO 27001:

H1la: positively influence Tonga organisations' top management
involvement in information security.

H1b: motivates Tonga organisations to establish a comprehensive
information security policy.

Hlc: improves Tonga organisations’ information security awareness.
H1d: improves Tonga organisations’ information security culture.
H1le: positively impacts Tonga organisations’ ability to establish
effective risks management.

H1f: improves Tonga organisations’ information security resources.
H1g: motivates Tonga organisations to establish effective information
security governance.

d Hypothesises

10ns an

Research Questi

Figure 3.4
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3.3 RESEARCH METHOD

The research model and hypothesises discussed in the preceding section are important
because they provide three key information points. 1. What to test to achieve this study
objective? 2. What kind of data the tests required? 3. What is the outcome of those test,
i.e. what the study hopes to find. That information, with the different methodologies
discussed in section 3.3.1 and examples from information security studies discussed in
section 3.3.2, allowed the researcher to select the research method for the study in

section 3.3.3.

3.3.1 RESEARCH METHODS

Establishing a research methodology is critical to successes because the quality of
research and its outcome; i.e. whether it yields meaningful results, largely depends on
it. A clear and well-defined methodology enables others to follow the research logic,
making it easy to assess the validity and trustworthiness of the research results (van
Niekerk & von Solms, 2010). Research approaches fall into three main types,
qualitative, quantitative or mixed. Each research type employs a different type of
research method according to the research objectives.

Qualitative research mostly focuses on identifying relationships between
variables in the research question by attempting to answer "why?" and "how?"
questions (Walker, 1997). When it is exploratory, suitable research methods include
case studies or action research methodologies like grounded theory, ethnography,
content analysis, and phenomenological study (Williams, 2011). Other studies have
also suggested other qualitative methods or techniques that include triangulation, i.e.
combining different methods, sources, investigators or theories together, to "develop a
comprehensive understanding of phenomena" (Carter et al., 2014, p. 545)

Among the qualitative methods, grounded theory and case study are the most
utilised methods in information security studies. Case studies involve researchers
studying an event, activity, process or individual. Case studies focus on the study of a
phenomenon in a single organization for a specified period. For example, studies that

are studying the current state of an organisation's information security (Williams,
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2011). Grounded theory, involves systematic comparison of units of data using a series
of structured steps to gradually construct a system of categories which describe an
observed phenomenon (Knapp et al., 2006). For instance, if company A suffers many
cyberattacks (observed phenomena), based on analysis of interviews and survey of
staff; one could gradually build a theoretical model that explains why company A
suffers so many cyber-attacks.

Quantitative research, assumes the existence of variables and relationships. It
attempts to identify the degree of significances of each variable in a scientific way.
Therefore, it focuses mostly on answering "how much?" and "how many?" questions
(Walker, 1997). Quantitative research utilises three research methods; descriptive,
experimental, and casual comparative research methods.

Descriptive research method examines the situation, as it exists in its current
state by identifying "attributes of a particular phenomenon based on an observational
basis, or the exploration of the correlation between two or more phenomena" (Williams,
2011, p. 66). For instance, from the reviewed studies above, descriptive research merely
analysed what the collected data says about the current state of the studied
organisation's information security. Comparative research attempts to examine the
cause and effect relationship between the dependent and independent variables.
Comparative research are most commonly used in cross-cultural studies to study

differences and similarities across societies (Esser & Vliegenthart, 2017).

3.3.2 REVIEW OF STUDIES

This section, based on the methodologies discussed in the preceding section, focuses
on reviewing several studies to identify different data collection, research and data
analysis methodologies utilised in information security studies. Specifically, this
section focuses on reviewing studies that utilise both quantitative and qualitative
methodologies, and studies that utilise only quantitative methodologies and studies that
utilise only qualitative methodologies.

Studies that utilises both quantitative and qualitative approaches include a

study by Khalfan (2004), titled, "Information security considerations in IS/IT
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outsourcing projects: A descriptive case study of two sectors". The study demonstrated
the use of both quantitative and qualitative methodologies in an information security
study. The aim of the study was to analyse and evaluate risks associated with
outsourcing services, which many companies use as a cost-cutting measure.

The study uses a triangulation of sources, questionnaire, interview and
documents from organisations with experience in outsourcing. They design the
questionnaire to gather quantifiable data, hence the exclusive use of closed questions
except for two summary questions at the end. The study combines the interview data
and documents to provide context for data collected using the questionnaire. By
analysing data from three sources, researchers were able to identify, ranked and
documented each risk factor associated with outsourcing as well as providing a
recommendation on measures to mitigate those factors.

Another study that utilises both quantitative and qualitative methodologies was
by Knapp et al. (2006), titled, "Information security: Management's effect on culture
and policy". The purpose of the study was to test several hypothesises on the influence
of top management support for organisation information security culture and
enforcement of policies. The first part of the study utilises a questionnaire with open-
ended questions to collect data from 220 certified information security professionals.
The responses were analysed using the grounded theory method to extract information,
which 12 information security experts evaluated and used to formulate questions for a
second questionnaire. The data from the second questionnaire was quantitatively
analysed using structural equation modelling (SEM) software.

Both studies reviewed above demonstrated various ways of the utilising both
quantitative and qualitative methodologies with triangulation of sources to investigate
a phenomenon or phenomena. Both also demonstrated the use of a qualitative method
like grounded theory as well as using SEM for statistical analysis.

Studies that demonstrated the use of the only quantitative methodology in
information security studies include a study by Yeniman Yildirim et al. (2011). The
study aim was to identify factors influencing ISM in SME. To achieve their objectives,
the researchers collected data from 97 randomly selected SMEs using a questionnaire
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consisting of 49 questions divided into several sections, each of which are probable
factors influencing information security. A participant responds to each question based
on a 5-point Likert scale. The collected data is statistical analysed using SPSS (version
27), a statistical analysis software.

Another study that uses quantitative methodologies was by Dutta et al. (2013),
titled, "Risks in enterprise cloud computing: The perspective of IT experts". The
purpose of the study was to analysed risks associated with cloud computing. The first
part of the study was a comprehensive literature review of risks associated with cloud
computing to develop an ontology of cloud computing risks. They create their
questionnaire using the identified risks with each identified risk results in four types of
questions. Questions consist of a closed question to identify its validity, two 3-point
Likert scale questions to identify the risk probability of occurrence and level of impact,
and a 5-point Likert scale question to determine its frequency of occurrence. The data
collected were statistically analysed to identify for the top 10 critical risks in cloud
computing.

Both studies reviewed demonstrated the use of quantitative methodologies in
information security studies, specifically the use of a questionnaire with Likert scales
and closed questions to collect quantitative data and the use of statistical analysis
software like SPSS (version 27).

Studies that demonstrated the uses of only qualitative approaches in
information security studies include a study by Karabacak et al. (2016), titled, "A
vulnerability-driven cybersecurity maturity model for measuring national critical
infrastructure protection preparedness". As the title implied, the purpose of the study
was to build a maturity model of root causes of Turkey's national critical infrastructure
vulnerability.

They based their study on the result of an earlier study, which concluded that
critical infrastructure assets in Turkey are vulnerable; however, it did not identify why.
To build their model, they utilised data from an earlier study together with data from
nine semi-structured interviews of mid-level managers and employees from the
departments responsible for the critical infrastructure assets. They coded their data and
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analysed using grounded theory methodology to identify the root causes of the
vulnerability. After they identified the root causes, they conducted a Delphi survey of
six subject matter experts to identify criteria and weight for each root cause. The
outcome was a maturity model with root causes as maturity levels; each maturity level
has criteria with an assigned weight according to its degree of influence on the root
cause.

Another study that utilises only qualitative methods was by Albrechtsen and
Hovden (2009). The purpose of the study was to identify, analyse and discuss
information security digital divide between managers and users and its influence on
their perspective on information security risks. They collected the data for their study
by interviewing managers and users from different organisations, of their experience
of information security practices in their respective organisations. After collecting the
data, they analysed it to identify similarity and differences between managers and users'
experiences and therefore, their perspective of information security risks. The
researcher conducted a qualitative comparative analysis of users and managers
responses.

Both studies demonstrated the use of qualitative methodologies to study an
information security phenomenon. Specifically, they demonstrated the use of a Delphi
survey as a data-collecting instrument, expert opinions as data sources, and

comparative analysis as data analysis methodology.

3.3.3 SELECTED METHODS

From the studies reviewed above and in chapter 2, it is observed that quantitative
research with descriptive and or comparative methods are common among information
security standards related studies. It is understandable since in most cases, information
security studies involved investigating a phenomenon or phenomena that involved
multiple dependent and independent variables. This study is no different in that regard
since effective information security is dependent on other factors. However, limitations

of time mean the researcher cannot collect the relevant data for such a study.
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This study intends to conduct gap analysis of Tonga organisation information
security against ISO 27001 requirements. However, due to a limited amount of data
collected, this study will utilise both quantitative and qualitative analysis to identify
and ascribe meaning to those gaps in relations to the relationships between information
security approaches, effective ISM, and effective information security depicted in the
model in section 3.2. The data will be coded first in a format suitable for statistical
analysis using SPSS (version 27) and then be coded again for qualitatively analysis
using N'Vivo (release 1.0). The outcomes of both the statistical and qualitative analysis
will provide a clear picture of gaps in organisation information security against the

requirements ISO 27001.

3.4 DATA REQUIREMENTS

This study needs to collect suitable data during the data collection phase of the research
process to ensure accurate testing of the study’s hypotheses. The data needed for this
study is the current state of Tonga organization information security. Subsequently, the
study collected feedback from Information Technology (IT) experts currently working
in different organisations in Tonga using a response guide on the state of their
organisations’ information security (Note: AUTEC ethics approval for expert feedback
in Appendix A). The response guide consists of guiding questions and guidelines on
(1) topics the experts should talk about and (2) advice on what they should include or
exclude in their response. The topics discussed include information security in general,
information security awareness, information security threats and attacks, incidents
response and forensics, information security resources and culture.

The rest of the section discusses the experts who participated in the study in
section 3.4.1, followed by a discussion of the data collection methods in section 3.4.2,

data processing in section 3.4.3, and data analysis in section 3.4.4.

3.4.1 EXPERT PARTICIPANTS

The Oxford dictionary defines an expert as "a person having a high level of knowledge

or skill in a particular subject". The expert selected for this study is IT professionals
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who have a high level of knowledge of their organization IT environment and
information security. Qualifications for experts include many years of work experience
in their organization and have intimate knowledge of the Information and
Communications Technology (ICT) environment in Tonga. They also must work in a
key organisation in Tonga like telecommunications, financial or government
department, and finally, they have been involved in a major ICT project in Tonga. For
instance, telecommunications projects, e-government projects, or a large project
specific to their organisation.

While it was not a condition, all participants selected for the study held senior
technical or management positions in their respective organisation and therefore are
familiar with their organisations' IT infrastructures, operation and information security

processes as well as the ICT environment in Tonga.

3.4.2 DATA COLLECTION METHODS

Due to travel restrictions, the study relies on collected expert opinions by providing a
response guidance tool consisting of guiding questions to direct the experts’ responses.
As mentioned above, topics cover different aspects of information security like
information security awareness, information security threats and attacks, national and
organizational culture influences and other information security-related topics. Each
expert was provided with a summary of the ISO 27001 key point summary to guide
their responses.

The guiding questions used in the response outline are both questions and
guidelines to direct the expert on the appropriate information he/she should provide.
For example, "After reading the ISO 27001 key point summary, has the organisation
suffered any of information security attacks described? If yes, please provide a list with
brief details of attack and cause (human error, technology failed, hacker, etc.) in
accordance with Appendix A of ISO 27001. Please don't provide information that can
be traced to a particular organisation". In total, there were two response guides; the first

one using Microsoft Excel covering topics like management involvement, information
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security processes, forensics, and threats and attacks. The second one sent as a plain

email covers information security awareness and culture.

3.4.3 DATA PROCESSING METHODS

To start the data processing process, the researcher compiled all the expert responses
into a single Excel file with one column containing the guiding questions, and
subsequent columns contained the experts’ feedback. The second stage is coding the
experts’ feedback for quantitative and qualitative analysis.

Firstly, the researcher coded responses that contain clear cut positive or negative
responses with no extra information using a two-point Likert scale. The scale consists
of 0 for No and 1 for Yes. For example, a response like "we have an information security
plan, we update it regularly." is coded as (‘information security plan', 1). On the other
hand, a response like “we do not have an information security plan”, is coded as
(‘information security plan', 0).

Secondly, responses that contain positive or negative answers but with
qualifiers (conditional responses) were coded using a five-point Likert scale. The scale
includes 1 for “absolute no”, 2 “conditional no”, 3 for “not sure”, 4 for “conditional
yes” and 5 for “absolute yes”. For example, a response like "we have an information
security plan, but it only covers security for X department" will be coded as
('information security plan', 4).

The reasons for having two Likert scales is to extract as much quantitative
statistics as possible from the experts’ feedback. The result of the coding process was
stored in multiple Excel files with each file containing data regarding an aspect of
organisation information security. For instance, awareness, policy, culture and
resources. Each file contains a breakdown of expert responses regarding that particular
topic. The leftmost column contains sub-topics. For example, the resources and assets
file would have rows containing “have certified staff”, “have information security
staff”, and others on its leftmost column. For quantitative analysis, the rest of the

columns contained numbers representing the Likert scale of each expert’s feedback on
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that particular topic. For qualitative analysis, the rest of the columns contain a portion
of expert responses that discussed that particular topic.

Once the coding is done, the files with numbers are imported into SPSS (version
27) for quantitative analysis, while the files with written feedback are imported into
NVivo (release 1.0) for qualitative analysis. The research will then compile the
outcomes of both quantitative and qualitative analysis and present the results in the

next chapter.

3.4.4 DATA ANALYSIS METHODS

The preceding sections discuss the data collection and processing methods.
Specifically, the data processing stage involves coding all expert responses and
importing them to SPSS (version 27) and NVivo (release 1.0). This section discusses
the research data analysis processes.

Figure 3.5 summarises the study data analysis processes. As the diagram shows,
data analysis follows data processing which is discussed in the preceding section. The
data analysis process is divided into two phases—first, the qualitative and quantitative
analysis of expert feedback. Second, analysing the outcomes of the first phase against
ISO 27001 requirements.

The quantitative analysis on the first phase involved calculating the ratio
of positive to negative responses regarding a particular topic as well as calculating the
number of times a concept appears in the expert feedback, expressed in percentages.
The qualitative analysis, on the other hand, is much more involved. It serves two
purposes: explain the why, how and what of the positive and negative answers and
analyse responses that cannot be quantified clearly. For instance, expert feedback about
the culture were hard to quantify, so it was mostly analysed qualitatively. The totality
of both the quantitative and qualitative analysis in chapter 4, provides a complete
picture of how Tonga organizations' information security addresses each dimension or
CSF of information security for an accurate comparative analysis against the ISO

27001 requirements.
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Figure 3.5: Data Analysis Processes

The second phase involved analysing findings from both quantitative and qualitative
analysis against the ISO 27001 requirements. The gap analysis in chapter 5, identifies
the gaps between Tonga organisations’ information security and ISO 27001
requirements. The identified gaps, in turn, identified the impacts of implementing ISO
27001 on Tonga organisations’ information security management and information
security. The researcher then uses the identified impacts to test the study’s hypotheses

in chapter 6.

3.5 LIMITATIONS

This study aimed to examine the viability and applicability of ISO 27001 as a solution
for organisations in Tonga to protect their information assets. Time constraints and
circumstances beyond our control (COVID-19 lockdowns) meant that there were
limitations on the data collection method, which also affect the amount of data
collected.

The plan was to collect feedback from IT experts from different organisations
in Tonga regarding the state of their organisations' information security. Unfortunately,

due to travel restrictions, the researcher could not collect the experts’ feedback in
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person. Unfortunately, due to time limitations, the researcher was left with limited
alternatives. The only option was to collect expert feedback remotely using a response
guide, which consists of guided questions with guidelines to guide experts on their
feedback regarding different aspects (areas) of their organisations’ information security
that are related to the ISO 27001 key points.

While using a response guide to collect feedback should work in theory, in
Tonga, it is always better to talk to people and collect their feedback in person. Tongan
people relaxed attitude towards life in general means people would not always be
willing to spending time responding to issues that they may have little or no interest in.
Fortunately, through collaboration others were willing to help by following up with
participants in person. However, the lack of in-person contact still put significant

constraints on the number of responses received.

3.6 SUMMARY

This chapter discusses different the methods applied to complete the study. The
research design section discusses the overall plan, design and processes involved in
conducting the study. The design emphasizes iterative processes to deal with changes
from other processes. For instance, changes to the research question(s) and or
hypotheses would, in most cases, require re-examining data collection tools, and
research methods and may also involve further literature reviewing.

The objective of this study to investigate whether implementing the ISO/27001
standard is the best approach for Tonga organisations to establish effective information
security. To fulfil the study objective, the researcher developed a research model based
on the literature review in chapter two. The research model depicts the relationship
between information security approaches, effective ISM, effective information
security, and factors that can impact those relationships, according to the reviewed
studies.

The research model facilitates the development of research questions and
hypotheses to help the study achieve its objective. The research questions and

hypothesis determined the type of data needed by the study as well as how types of
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data processing and analysis are most appropriate for testing the hypotheses and
thereby answering the research questions.

Finally, a discussion of data requirements for the study and constraints that may
affect the data collection, processing and analysis processes and subsequently, the
outcome of the study. The data collection utilises response guidance to collect expert
feedback from Tonga organisation information security. The feedback are processed
and analysed, and the result used for gap analysis against the ISO 27001 requirements.
The study uses the identified gaps to test its hypotheses and subsequently answer the

research questions.
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CHAPTER 4

RESEARCH FINDINGS

4.0 INTRODUCTION

This chapter covers the "formulate and discuss field findings" phase of the data analysis
model in the preceding chapter. The model summarises findings on information
security management (ISM) and effective information security and different factors
that influence effective information security. Understanding those relationships allows
the researcher to examine how those factors and relationships would play out within
the context of Tongan organisational information security environments. The model
provides an overview of information security approaches for Tonga organisations
information security environments and organisational factors. It also shows the
influence on effective ISM and therefore, effective information security.

The traditional approach to information security was to treat it as an
Information Technology (IT) issue and therefore it was handled exclusively by the IT
department which in turn relied entirely on technological solutions like firewall, anti-
virus, anti-malware, anti-spam, anomaly detection software, and others. Studies have
long argued that the ad-hoc approach has failed information security because it is multi-
dimensional. For instance, a firewall can protect information assets from outsider
threats, but it cannot protect the same information assets from an employee (human
factor dimension). Specifically, purely technological solutions have failed; therefore, a
new approach is needed (Arbanas & Zajdela Hrustek, 2019; Bunker, 2012; Posthumus
& Von Solms, 2004; Singh et al., 2014).

Studies also argued that information security needed a holistic approach that
provides end-to-end information security which addresses all dimensions of the
information security environment. Establishing effective information security requires
the establishment of effective ISM. Information security standards which contain
internationally accepted information security best practices give a common framework
1.e. standardised ISM framework, which organisations can adapt to establish their own

information security management system (ISMS), tailored according to their
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organisation's needs. ISO 27001 and the ISO 27000 family of standards is one of well-
known and most adopted information security standard available today (BSI, 2017a;
Eloff & Eloft, 2003b; Humphreys, 2011; Rao & Nayak, 2014; R. Von Solms, 1999).

For Tonga, the question is whether Implementing ISO 27001 is the best
approach for organisations to protect their information assets, given their unique
organisational factors and information security threat environment. To identify the
impact of implementing ISO 27001; one needs to examine Tonga organisations current
information security practices and how they handle different dimensions and the
critical success factors (CSF) of information security. For instance, management
involvement, information security policy, positive information security culture, risk
management, training and awareness, defined roles and responsibilities, and
continuous improvement (Arbanas & Zajdela Hrustek, 2019; Chang & Ho, 2006;
Kazemi et al., 2012; Singh et al., 2014; Tu et al., 2014)

This chapter presents the result of the analysis of expert responses regarding
different aspects of their organisation information security and how they address
different dimensions and the CSF of information security. The rest of the chapter
consists of a brief discussion of the expert responses in section 4.1. A brief discussion
of concept diagrams in section 4.2 and code tables in section 4.3. Finally, section 4.4

presents the field findings followed by a summary of the findings in section 4.5.

4.1 EXPERTS RESPONSES

The researcher received a total of 7 responses in all from IT experts in Tonga. The
number of participants seems low, but since Tonga is a small country, they represent
most of the largest (in term of the number of employees and or information assets)
companies and government departments in the country. The participants included two
female and five males which is much better than the female to male ratio of IT
professionals in Tonga. Information and Communication Technology (ICT) in Tonga

is still a male-dominated profession.
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4.2 CONCEPT DIAGRAMS

A concept diagram depicts the relationship between different concepts (Eppler, 2006).
Concept diagrams are used in section 4.3 to depict relationships between different
concepts (codes) extracted from the expert responses regarding a particular topic. For
instance, figure 4.1 depicts codes extracted regarding “information security policy”. It
means that in regard to “information security policy”, some experts’ responded that
they have “no policy”. Experts who said they have no policy also mentioned “but, they

are in draft” or they have an “IT policy”.

otte

No policy IT policy
information 5E|:.|rit'_-,r1_'"
policy —
limited policy
Y
Acceptable Use
O o

have policy

Figure 4.1: A concept diagram

4.3 CODES TABLES

The codes tables used in the findings in section 4.4, contained codes which were used
to construct concept diagrams discussed in the preceding section, 4.2. Combining both
concept diagrams and code tables provides detailed information on the expert responses

regarding a particular topic, i.e. aspects of Tonga organisation information security.

Table 4.1: A codes table

Parent Name Topics/Codes Aggregate  References
Codes\\Policy information security Yes 14

policy
\\information security policy have policy No 2
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limited policy No

1

No policy No 4

\\information security policy\limited policy Acceptable Use Policy No 1
\\information security policy\No policy in draft No 1
IT policy No 1

For instance, Table 4.1 listed all the codes that are used to build the concept diagram in
Figure 4.1. The column “Parent Name” contains the topic and root codes. The
“aggregate” column indicates if references include child references. The column
“references” together with “aggregate == no” means how many expert responses
contained the given code. With “aggregate == yes”, means references equal the
references of the root code plus references of child codes. Specifically, child references
are mostly just duplications of root code references. Therefore, the references of codes
with the aggregate column set to yes do not always specify the number of expert
responses (in which the code was found) since some of those references are more likely
counted more than one time.

For example, on table 4.1, the topic is “information security policy”, which has
three root codes, “have policy”, “limited policy” and “no policy”. The code “have
policy” was found in two responses. The code “limited policy” was found in one
response. The code “no policy” was found in four expert responses. Code “no policy”,
also has two child codes (last two rows), “in draft” and “IT policy”, which were found
in two separate responses (one reference each). If the aggregate column of code “no
policy” was set to yes, its number of references would be six instead of four, i.e. four

references for “no policy” plus two child references, one for “in draft” and one for “IT

policy”.

4.4 FIELD FINDINGS

This section reports the study findings on how Tonga organisations address various
dimensions and critical success factors (CSF) of information security. The findings
include quantitative analysis of expert responses using SPSS (version 27) and
qualitative analysis using NVivo (release 1.0). The outcomes of the qualitative analysis
are summarised using a concept diagram, see section 4.2, together with a list of its

corresponding extracted codes. The list of extracted codes also includes the number of
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references (how many expert responses contained the code) and flags to indicate
whether the number is an aggregate or not. See section 4.3 above for more details.

Section 4.4.1 to 4.4.8 presents the findings from Tonga organisation information
security according to different dimensions and factors of information security. Section
4.4.9 provides an overview of all the findings in the context of an information security
management (ISM), together with analysis of Tonga organisations information security

plan and internal audit activities.

4.4.1 AWARENESS OF INFORMATION SECURITY AND STANDARDS

The findings in this section comprise of statistics and qualitative analysis of experts’
responses regarding Tonga organisations awareness of information security in general
and of information security standards. Table 4.2 summarises the statistics extracted

from expert responses regarding the subject.

Table 4.2: Information security & standards awareness Statistics

Topics No Yes
Awareness of IS standards 57.1% 42.9%
Awareness of ISO 27001 85.7% 14.3%
Attended ISO 27001 or information security training 57.1% 42.9%
Implemented an information security standard 100.0% 0.0%
Interested in implementing an information security standard 0.0% 100.0%
Is information security important to the organisation? 0.0% 100.0%

A vital factor affecting the effectiveness of an organisations’ information security is
their awareness of information security threats, consequences and available solutions
provided by information security standards. Consequently, one area experts provided
feedback on was the organisation overall awareness of information security and
standards, especially for Information Technology (IT) department and management.
According to the statistics in table 4.2, while almost half (42.9%) of the experts are
aware of information security standards and attended information security training
(42.9%), only 14% are aware of ISO 27001. Furthermore, all experts agree that

information security is important to their organisations and their organisations want to
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implement information security standards; however, none of the organisations has any

prior experience in implementing one.
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Figure 4.2: Management & IT awareness qualitative analysis

Derived from codes in Table 4.3

According to the qualitative analysis depicted in Figure 4.2, the experts
overwhelmingly agree (see Table 4.3 below, the code “they aware” has five non-
aggregate references, 1.e. five experts’ responses) that top management is aware of
information security issues in their respective organisation. However, further analysis
of their responses found, that while top management is aware of information security
issues, it is only to "some extend". As one expert noted, they are aware that it could

affect the organisations' performance due to computer failure and data corruption
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caused by "malware and viruses". However, they are not "fully aware" of information
security threats and its implications; otherwise, they would pay more "attention to
information security".

Moreover, IT department awareness of information security is limited to
technical issues as illustrated by the training they attended. The experts indicated their
staff attended PACNOG (PacNOG, n.d.) and APNIC training (APNIC, n.d.), which are
mostly focus on "computer and network security" and not on ISM. The findings
account for the low awareness of ISO 27001, despite the fact it is one of the most
adopted information security standards today.

Analysis of codes in Table 4.3 makes sense of the analysis above. For instance,
row number four, the topic “awareness of information security standards”, there are
two root codes, “awareness” and “no awareness”. Four experts (57.1% in table 4.2
above) stated that their organisations have “no awareness” of information security
standards, while three (42.9%) stated they are aware of information security standards.
Out of those three experts, one expert added management were aware “to some
extend”, one expert said “not fully comply”, and one expert said “general information

security” basics.

Table 4.3: Information security & standards awareness extracted codes

Parent Name Topics\Codes Aggregate References
Codes\\Mgmt-IT-Awareness Staff attending ISOIEC 27001 or = Yes 13

IS trainings

management awareness of Yes 6

information security

Awareness of information Yes 14

security standards
\\Awareness of information security standards = No awareness No

they aware Yes 3
\\Awareness of information security general information security No 1
standards\they aware basics

Not fully comply No 1
\\Awareness of information security to some extend No 1
standards\they aware
\\management awareness of information Not fully aware No 1
security

they aware No 5
\\management awareness of information need introduction topic No

security\Not fully aware
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\\management awareness of information attention to information security | No 1
security\Not fully aware\need introduction

topic
\\management awareness of information affect business performance No 1
security\they aware
to some extend No 1
\\management awareness of information computer & data failed No 1
security\they aware\affect business
performance
\\management awareness of information viruses, malware No 1
security\they aware\affect business
performance\computer & data failed
\\Staff attending ISOIEC 27001 or IS trainings = Computer & Network security No 3
Not ISO 27001 No
PACNOG & APNIC No 2

In other words, while experts said their top management is aware of information
security standards, they also qualify their answers with phrases like “to some extend”,
“not fully aware”, and “information security basics”. They qualify their assertion that
their top management is aware of information security standards or information

security in general.

4.4.2 TOP MANAGEMENT INVOLVEMENT

This section presents the findings extracted from expert feedback on whether their
organisations’ top management is involved in their information security and if they are
involved, what is the extent of the involvement.

Figure 4.3 shows a conceptual diagram of the codes extracted from expert
feedback regarding management involvement in their organisation information
security. As noted by studies, management involvement is essential not only because
ISM needed resources which only top management can authorise, they also influence
organisation information culture (Alnatheer, 2015), and enforcement of information
security policies (Knapp et al., 2006).

According to responses received, 71.4% of the experts said their organisations’
top management is involved in information security. The high number of involvement
is good news. However, according to the qualitative analysis of experts’ responses in
figure 4.3, management involvement extends to only “approving budget, materials”

and projects or only involved when there is a “security problem”. Some experts also
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indicated that top management are only involved in “technical implementation” of

projects or if it is something that is of interest to them personally, i.e. “own interest”.

O

managsment
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Crarn interest O
O approve budge and
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approve projects sacurity program  problems
technical and policy
implementation

Figure 4.3: Analysis of responses about management involvement in IS

Based on codes in Table 4.4

Analysis of the codes in Table 4.4, reveals that on the topic of “management
involvement’ in information security. Out of seven responses, each expert mentions

99 ¢ 99 ¢

something different like “approve budget and materials”, “approve projects”, “creating,
deploying security program and policy”, “on security problems”, “Own interest” and
“technical implementation”. In other words, the extent of management involvement in

information security differs greatly among Tonga organisations.

Table 4.4: Management Involvement extracted codes

Parent Name Topics/Codes Aggregate References
Codes\MGMT management involvement Yes 13
\\management involvement approve budge and materials No 1

approve projects No 1

creating, deploying security program and = No 1

policy

on security problems No 1

Own interest No 1

technical implementation No 1
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4.4.3 INFORMATION SECURITY PoLICY

This section discusses findings based on expert feedback and a previous study
regarding Tonga organisations’ information security policy or the lack thereof.
According to a quantitative analysis of expert responses, 57.1% said their organisations
have an information security policy. That result is in line with a survey conducted in
2016 by Laulaupea'alu and Keegan (2019) in which they found that over half of the
organisations they surveyed said they have an information security policy. While it is
a good sign that the majority of organisations have an information security policy, a
qualitative analysis of the responses in Figure 4.4 reveals a different picture. While
experts agree they have an information security policy, one response added that it is an
“IT policy” while another added that it is an “acceptable use” policy. As noted in
chapter 3, section 3.4.1, these are key companies and government departments. The
discrepancy in expert responses is supported by findings in section 4.4.1, which
indicates a lack of general awareness of information security and standards among

organisations in Tonga, even by experienced IT professionals.
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Figure 4.4: Analysis of responses about IS policy
Based on codes in Table 4.5

Table 4.5: Information security policy extracted codes

Parent Name Codes Aggregate  Number of
References

Codes\\Policy information security policy = Yes 14

\\information security policy have policy No 2
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limited policy No

1

No policy No 4

\\information security policy\limited policy = Acceptable Use Policy No 1
\\information security policy\No policy in draft No 1
IT policy No 1

The codes in Table 4.5 support the findings depicted in Figure 4.4. The code “have
policy” in the second row has two references, i.e. found in two responses. The code
“limited policy” and “no policy” account of remainder of the experts, i.e. five experts
or 71.4% of the organisations. In other words, the number of organisations in Tonga
with an information security policy is very low. Given these are key organisations,
and they employed some of the most experienced IT people, it has implications for

the other organisations not participating in the study.

4.4.4 RESOURCES AND ASSETS

This section presents the findings for Tonga organisation information security
resources and assets. Table 4.6 summarises responses related to organisation human
resources and budget. It is interesting to note that the majority (57.1%) of the
organisations have a budget and only 14.3% of organisations have no information
security budget. In the qualitative analysis in Figure 4.5, one participant indicated that
while they do have a budget, it is "not mandatory" for them to spend it. Another
participant also indicated that their security budget is only for staff salaries and not for

operation and support of an information security program.

Table 4.6: Resources statistical analysis

Topics Absolute Conditional Not Conditional Absolute
No No sure Yes Yes

IS Budget 14.3% 28.6% 0.0% 57.1% 0.0%

IR & Forensics Staff 71.4% 14.3% 0.0% 14.3% 0.0%

Dedicated IS staff 57.1% 0.0% 0.0% 14.3% 28.6%

IS certified staff 85.7% 0.0% 14.3% 0.0% 0.0%

Importance of skilled IS 14.3% 0.0% 14.3% 0.0% 71.4%

staff

For information security staff, 14.3% of organisations have established an "IS section"
with dedicated information security staff, i.e. initiated some formal information

security governance structure. Analysis shown in Figure 4.5 indicates that while many
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of the organisations do not have dedicated information security staff, they do have an
"IT section". Some participants indicated the reason for the lack of dedicated
information security staff is because of "lack of awareness". In contrast, others stated

that having certified information security staff is "not important" to the organisation.

ISP . government datagtaff satary O IS section

Figure 4.5: Analysis of responses about resources and assets

Based on codes in Table 4.7

The lack of financial, human resources and organisational structure in
organisations in Tonga, agrees with findings by Laulaupea'alu and Keegan (2019),
based on a survey of Tonga organisation vulnerabilities, conducted in 2016. In their
study, concerning information security funding, they stated that "Some large
organisations are not allocating funds in their budget to purchase antivirus software for
protection" (p. 189). Concerning skilled staff, they stated that "The results of the survey

showed that 25 % of the organisations in Tonga hire a specialist as a member of staff
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to mitigate threats to organisation's data" (p. 190), which is in line with the data from
this survey.

The information security resources allocated by Tonga organisations do not
seem to be proportionate to the information assets organisations they are looking after.
For instance, according to the analysis in Figure 4.5, some of the organisations involved
in this study look after “financial data”, “government data”, “ISP services” and cloud-
based data (“cloud storage™). Specifically, the assets the experts mentioned are critical
information assets which should be a top priority for organisations to protect.

The analysis of the codes in Table 4.7, while do not necessarily provide new
findings, it does support the analysis in Figure 4.5. For instance, with regard to
“certified staff”, only one expert (1 reference) has something more to say about it, “not
important”. The rest just answer “no”, hence no codes were derived from their
responses. In regard to having dedicated staff, two experts said they have “IT staff”
and others are explained above. In regards to information assets, it is interesting that
two mentioned “financial data” and two mentioned “government data”. The experts
mentioned some very critical financial and government information assets; however,

they were not included for non-disclosure reasons.

Table 4.7: Resources and assets codes

Parent Name Name Aggregate Number of Coding
References

Codes\\Resources Certified staff Yes 8

dedicated staff Yes 11

Information assets Yes 18

Information security budget Yes 9
\\Certified staff Not important No 1
\\dedicated staff lack of awareness No 1

IT staff No 2

IS section No 1
\\Information assets cloud storage No 1

financial data No 2

government data No 2

ISP services No 1

Networks No 5
\\Information security budget Not mandatory No 1

Staff salary No 1
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4.4.5 INFORMATION SECURITY AWARENESS

The findings in this section deal with organisation internal information security
awareness. Specifically, are non-IT staff or are the organisations aware of information
security issues and addressing those issues. Table 4.8 summarises expert responses
regarding information security awareness training and end-to-end information security
awareness. According to their responses, only 42.9 % of organisations have non-IT

departments that are aware of information security-related issues.

Table 4.8: Information security awareness statistics

Absolute No Conditional No Notsure Conditional Yes Absolute

Yes
Other departments 28.6% 0.0% 28.6% 42.9% 0.0%
awareness
awareness training 85.7% 0.0% 0.0% 14.3% 0.0%

42.9% of non-IT department information security awareness is limited to when the IT
department informed them of “malicious email and software”, according to the
qualitative analysis of expert responses in Figure 4.6. The other organisations have
“little awareness”, consider it “not important” or have no awareness at all, i.e. “only
IT” are aware of and are dealing with information security-related issues.

Another important aspect of organisation information security awareness is
their information security awareness training or lack thereof. According to Table 4.8,
85.7% of organisations have no awareness training at all. The lack of awareness
training is related to the IT department and top management lack of awareness of
information security issues and standards as detailed in the findings in section 4.4.1.

The detailed analysis of codes in Table 4.9, do not provide any new findings,
but rather elaborates and supports the findings above. For instance, six experts (85.7%)
indicated “no awareness”. Interestingly, out of those six, one expert indicated they do
have a training budget which they often spend on other areas. Furthermore, other
interesting points not discussed above, including two experts (28.6% of organisations)

indicated that non-IT staff only know about information security when they informed.
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Figure 4.6: Analysis of responses about IS awareness

Based on codes in Table 4.9

In other words, for those organisations, non-IT staff are in the dark on information
security most of the time except when IT decides to inform them of selected

information security issues.

Table 4.9: Information security awareness extracted codes

Parent Name Topic/Codes Aggregate References

Codes\\IS awareness Information security Yes 14
awareness for all staff
Non-IT departments Yes 12
awareness and involvement

\\Information security awareness for all staff awareness email No 1
no awareness No 6

\Information security awareness for all staff\no have training budget No 1

awareness

\\Non-IT departments awareness and involvement not important to them No 1
only IT staff No 1
little awareness and No 1
involvement
inform of malicious email No 2
and software

\\Non-IT departments awareness and involvement\little | need awareness talk and No 1

awareness and involvement presentation

\\Non-IT departments awareness and involvement\not need training No 1

important to them
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4.4.6 INFORMATION SECURITY CULTURE

Cultivating and promotion of positive information security culture is critical since
human behaviour has significant risks to organisation information assets (Alnatheer,
2015; Choi et al., 2018; Mahfuth et al., 2017). Consequently, the experts were requested
to provide feedback on the influence of organisation culture on information security
culture, and what actions their organisations are taking to address any information
security issues that arise due to influence of cultures on information security. Figure
4.7 presents a summary of the findings based on the responses.
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Figure 4.7: Analysis of responses about culture

Based on codes in Table 4.10

According to the feedback received, the Tongan biggest cultural influences are
"family and friends" and "sharing". As one expert put it, "Tongan culture, upbringing

in a Tongan environment and our Tongan values affect information security. (We are)
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living in a Tongan environment, (a) big household full of extended family, sharing
confidential information, sharing password info, etc."

In a sentiment echoed by Semisi et al. (2015), he stated that the three principal
cultural characteristics of Tongan people are 1. Their “desire to build and enhanced
relationship” (p. 6) every chance they get. 2. Basing “their identity with extended
family and community” (p. 6) rather than the individual. 3. “Focus on the present or
the immediate event” (p. 6) and not on less immediate events, and needs. Specifically,
a Tongan by nature finds it harder to deny requests by friends and families, even if
those requests affect organisations’ information security.

According to Figure 4.7, Tongan organisation cultures are directly influenced
by Tongan culture. For instance, participants agree that not only family and friends
influence an organisations' culture, but that staff are relatives and tend to share
passwords and other information. Also, relatives can come into the organisation, and
staff usually let them use the Wi-Fi. Moreover, peoples “relax attitude” leads to "false
assumption"; like thinking that Tonga is a "small nation and everything is secure, no
one wants to steal any information from us". The codes in table 4.10 indicated that two
experts stated that their staff do not follow security procedures, and two indicated staff
have a low awareness of security procedures. Moreover, one expert indicated security
in their organisation, especially information security, is very relaxed, therefore there
are no set procedures for their staff to follow. Only one expert indicated their staff
follow the organisation’s security procedures. One expert was “not sure” of their

organisation’s information security culture.

Table 4.10: Culture extracted codes

Parent Name Topics/Codes Aggregate References
Codes\\culture Cultural measures Yes 8
Organisation culture influences Yes 9
Tonga culture influences Yes
Organisation culture yes 14
\\Cultural measures Nothing No 1
Policy No 2
technical measures No 1
\\Organisation culture influences false assumptions No 1
family & friends influence No 2
relax attitude No 1
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wrong mindset No 1

\\Organisation culture influences\\ share passwords No 2

family & friends influence

\\Tonga culture influences lack of knowledge and awareness No 1
culture of sharing No 2
family and friends No 1

\\Organisation culture Not sure No 1
Staff No 6

\\Organisation culture\\staff relax security No 1
lack awareness No 2
follow procedures No 1
not follow procedures No 2

4.4.7 INFORMATION SECURITY RISK MANAGEMENT

This section presents findings on Tonga organisations’ information security
management. The response guide directed experts to provide feedback on what think
are the information security threats to their organisations, whether they have
experienced any information security attacks, and whether they have done any risk
assessment of their information assets. Discussions of their responses are in the sections
below. Section 4.4.7.1 discusses the findings on organisation information security
threats and attacks, and section 4.4.7.2 discuss the findings on organisation risk

management practices.

44.7.1 ORGANISATIONS THREATS AND ATTACKS PROFILE

Table 4.11 provides statistics of experts’ quantifiable responses regarding information
security threats, attacks, and risks assessments. According to data, 42.9% of
organisations experienced information security attacks while 85.7% said they have
plans to counter such attacks in the future. The percentages do not add up; however,
some experts declined to discuss the attacks. Specifically, more organisations
experienced information security attacks than 42.9% who indicated it. This was
expected as experts were instructed not to talk about information if they violated their
companies’ policies or it can be used to identify their organisation.

A qualitative analysis of expert responses in Figure 4.8 indicated that for
organisations which experienced attacks; they experienced two types of attacks, social

engineering and hacking attacks.
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Table 4.11: Threats and attacks

Absolute No Conditional Not sure Conditional Absolute
No Yes Yes
Any IS Attacks? 0.0% 14.3% 28.6% 42.9% 14.3%
Plan to prevent attacks 14.3% 0.0% 0.0% 85.7% 0.0%

The rest of what they described as attacks were either factors like “no license, human
error”, that facilitate attacks or consequences of attacks like “corrupt data” which was
made worse by having “no backup”. According to participants, security threats include

(3N 19 29 e 99 ¢

“social hacking®, “spam”, “virus”, “network security threats”, and “technology failed”.
The mentioned threats are human factors threats, i.e. mostly facilitating by human
actions or behaviour due to lack of information security awareness, carelessness, or

malicious.
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Figure 4.8: Analysis of responses about IS threats & attacks
Based on codes in Table 4.12
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While the analysis of codes in Table 4.12 does not reveal any new findings it helps to
interpret Figure 4.8. For instance, on the topic of “information security attacks”, three
participants mentioned “human error”, i.e. 42.9% while two participants mentioned
“hacking” or 28.6%. On the topic of “information security threats”, the most common
is “spams” with 57.1%, i.e. mentioned four participants, while “virus” was mentioned
by two participants. As noted in chapter 3, these are key organisations and for two of
them to be hacked (potentially more than two since the others did not want to talk about
it) is a serious problem for Tonga organisations. The findings above are supported by
Laulaupea'alu and Keegan (2019), based on a survey by one of the authors in 2016.
They found similar types of information security threats and attacks. For instance,
according to their findings, 27% of organisations had malicious software attacks, 26%
had problems with spams, six percent had unauthorised access, five percent were

victims of social engineering attacks, and three percent were victims of ransomware

attacks.
Table 4.12: Threats & attacks extracted codes
Parent Name Topics/Codes Aggregate References
Codes\\threats information security attacks Yes 16
information security threats Yes 16
\\information security attacks no license No 1
no backup No 1
social engineering No 1
Hacking No 2
corrupt data No 1
human error No 3
\\information security threats Spam No 4
technology failed No 1
network security threats No 1
Social hacking No 1
virus No 2
4.4.7.2 RISKS ASSESSMENTS

Information security is about minimising information security risks, making risk
management a critical component of any ISMS. Table 4.13 provides expert responses

regarding risk assessments and whether they think their information assets are secure.
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Table 4.13: Risks assessments

Absolute No Conditional Not sure Conditional Absolute
No Yes Yes
Are Information assets 0.0% 14.3% 42.9% 42.9% 0.0%
secure?
Any risk assessments? 42.9% 0.0% 0.0% 57.1% 0.0%

According to the experts’ feedback, 42.9% of organisations conduct no risk assessment,
while 57.1% did. Despite the 57.1% of organisations conducting risks assessments,
42.9% are not sure, and another 42.9% said yes but are still unsure if their information

assets are secure.
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Figure 4.9: Analysis of responses about risks assessments

Based on codes in Table 4.14

Furthermore, according to Figure 4.9, the participant who responded that they do
conduct risks assessments, added they have a "security team" who conducts "active
risks" assessment whilst others indicated it was only a "partial" risk assessment. One

participant stated they do conduct risks assessments and did not comply with the
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international standard. They did not elaborate on which international standard. In other
words, there is no mentioned of any well-defined program and processes involved
despite requesting they provide as much information as possible. It is also interesting
that one expert mentioned “not comply” with international standards despite
organisations (include the experts) lacking information on security standards awareness
according to the findings in 4.4.1. One could assume that the expert uses the phrase
perhaps not literally but to indicate the state and quality of their risks assessments.

As noted in 4.3, Table 4.14 contained codes use to construct 4.9. Analysis of
the codes reveals interesting information. When requested to give feedback on security
of their information assets, three experts (42.9%) discussed “technical security
measures”. In other words, many of the experts and subsequently, organisations in
Tonga still consider information security as primarily, a technological problem that

could be solved by technological means.

Table 4.14: Risk assessment extracted codes

Parent Name Topic/Codes Aggregate References
Codes\\Risks Information assets are secure Yes 13
risk assessments Yes 14
\\Information assets are secure Information from CERT No 1
dedicated staff No 1
technical security measures No 3
unspecified security measures No 1
\\risk assessments Partial No 1
not comply with international standard No 1
conduct risk assessments No 1
by security team No 1
no risk assessment No 3

4.4.8 INCIDENTS RESPONSES AND FORENSICS

This section presents findings on organisation Incident response and forensics activities
according to feedback from the IT experts. Table 4.15 summarises statistics from the

quantitative analysis of expert responses.

Table 4.15: Incident responses and forensics stats

Absolute Conditional Not sure Conditional Absolute
No No Yes Yes
IR & forensics plan 71.4% 0.0% 0.0% 14.3% 14.3%

119



IR & Forensics Staff 71.4% 14.3% 0.0% 14.3% 0.0%
IR & forensics important? 0.0% 0.0% 14.3% 0.0% 85.7%

According to experts, 71.1% have no incident response or forensics plans, 71.4% has
no skilled staff; however, 85.7% of organisations do consider incidents response and
forensics important. Specifically, expert responses to the importance of incident
response and forensics for their organisations do not correspond to organisations’

incident response and forensics activities.
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Figure 4.10: Analysis of responses about Incidents responses and forensics

Base on codes in Table 4.16

The qualitative analysis in Figure 4.10, reveals that of among organisations who did
have a plan, one (one reference, see table 4.16) is only a “partial” plan. For
organisations who do not have any plan, one organisation plans to establish incident
response and forensics plan in the “near future

Furthermore, according to the codes in Table 4.16, “no plan” has four references
and “near future” has one reference, meaning five experts implied they have no incident

response and forensics program, while two implied yes. However, one of that yes is
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“partial” which is considered as yes or no. Therefore, 85.7% of Tonga organisations’
have no incident response and forensics plans. In other words, Tonga organisations lack
any incidents response and forensics plan. Instead, one expert mentioned they rely on
“assistance from CERT” Tonga.

Despite the statistics above, one (one reference, see table 4.16) organisation
mentioned that they do “need expert” to deal with incidents like “malware” and “data
breaches”. The expert goes on to mention that for information security incidents
occurring within their internal network and (Internet Service Provider) ISP services,
they have technical capabilities. The organisation provides “web services”, “email” and
“internet connections” to their customers. In contrast, one expert responded that

incidents response and forensics is “not important” to their organisation now but maybe

“in the future”.

Table 4.16: Incidents response & forensics extracted codes

Parent Name Topics/Codes Aggregate References
Codes\\ISIR Staff with skills in IR and Yes 14
forensics
IR & Forensics plan Yes 14
Is IR and forensics important | Yes 14
to the organization
\R & Forensics plan near future No 1
no plan No 4
Partial No 1
\\Is IR and forensics important to the organization Important No 6
not important No 1
\\Is IR and forensics important to the Need expert No 1
organization\important
\\Is IR and forensics important to the data breaches No 1
organization\important\Need expert
ISP services No 1
Malware No 1
\\Is IR and forensics important to the Email No 1
organization\important\Need expert\ISP services
internet connections No 1
web services No 1
\\Is IR and forensics important to the organization\not in the future No 1
important
\\Staff with skills in IR and forensics no skilled staff No 6
skilled staff No 1
\\Staff with skills in IR and forensics\no skilled staff assistance from CERT No 1
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4.4.9 INFORMATION SECURITY PROCESSES

Establishing effective information security management (ISM) is the first step in
establishing effective information security. Organisations must not only establish an
ISM but must continually monitor, assess and improve it to remain effective. Table 4.17

summarises the statistics on Tonga organisations information security plan and internal

auditing.
Table 4.17: Information security plan & internal auditing stats
Absolute Conditional Not Conditional Absolute
No No sure Yes Yes
Information security Plan 57.1% 0.0% 0.0% 42.9% 0.0%
Internal audit 57.1% 0.0% 0.0% 0.0% 42.9%

Figure 4.11 depicts the relationship between different concepts (codes) extracted from
expert responses regarding organisation information security plan and internal auditing
processes. According to Table 4.17, 57.1% of organisations have no information
security plan, while only 42.9% of organisations conduct internal audits. A qualitative
analysis of figure 4.11 shows that while 42.9% of (or three out of seven) organisations
do conduct internal auditing, only one (see table 4.18, the code “active auditing” has
one reference) have an active internal auditing program. One (see table 4.18, the code
“not comply with international standard” has one reference) other organisation conducts
internal auditing but not according to international standard. If one were to remove the
organisation that conducts auditing but not according to international standards, it
means 71.4% of organisations have no proper auditing program.

Furthermore, according to figure 4.11, on the topic of information security
plans, one (see table 4.18, the code “dedicated staff” has one reference) organisation
has dedicated information security staff, looking after their information security which
is according to their plan. The rest of the experts, instead of talking about their
information security plan, they discussed actions taken by their organisations to address
information security threats. For instance, installing ‘“anti-virus”, conducting

information security “awareness”, “backup daily to cloud” and “firewall upgrade”.
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In other words, then 85.7% of Tonga organisations have no information security
plan. In addition internal auditing activities and information security plans, Figure 4.11
also shows the state of various crucial components of information security, according

to the findings discussed in section 4.4.1 to 4.4.8, regarding required information

security.
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Figure 4.11: Overview ISM processes
Analysis of responses about IS plan and internal audits
Based on codes in Table 4.18
Figure 4.11 provides a visual overview of all the findings discussed in this chapter.
Tonga organisations information security are mostly IT-based, and lacked well defined
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and planned processes. Without well planned, and well-defined processes,
organisations cannot monitor, assess, and measure their information security so they
can improve and adapt it according to changes in the organisation requirements and

objectives or according to changes in the organisation threat environment.

Table 4.18: Auditing & Information security plan extracted codes

Parent Name Topics/Codes Aggregate  References
Codes\\IS process information security audit Yes 13
information security plan Yes 13
\\information security audit active auditing No 1
no auditing No 4
not comply with international standard = No 1
\\information security plan dedicated staff No 1
unspecified No 1
Actions taken No 4
\\information security plan\Actions backup daily to cloud No 1
taken
firewall upgrade No 2
anti-virus No 2
awareness No 1

4.5 SUMMARY

This chapter discussed the findings regarding Tonga organisation information security
based on feedback from IT experts in Tonga. In total, seven IT experts from different
organisations in Tonga were kind enough to participate in this study. The response
guide provided to guide expert feedback contains the topics according to the research
scope of information security. All responses were both quantitative and qualitative
analysed using SPSS (version 27) and NVivo (release 1.0) respectively, and the output
combined and presented in chapter 4, section 4.4.

The findings in section 4.4 are according to the topics in the response guide
provided to the experts. Section 4.4.1 contains the findings regarding organisation
general awareness of information security and information security standards. It is
obvious from those findings alone that Tonga organisations in general lacked sufficient
information security awareness. Section 4.4.2 to 4.4.8 presented findings regarding

each dimension and CSFs of information security.
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The findings confirmed that Tonga organisation information security is mostly
ad-hoc in nature. Tonga organisations information security lacks management
involvement, and many do not have any information security policy. Judging by the
limited resources, information security awareness programs, incidents response and
forensics programs, risk management programs, and information security plans,
information security is not a high priority.

Finally, the findings and overview in section 4.4.9 indicated that Tonga
organisations are not close to establishing an effective ISM. Without effective ISM,
most organisations are not sure whether their information assets are secure or not.
Tonga organisations also lack information security plans and internal audits. Like risk
management, internal audit is vital to the success and effectiveness of any information
security. These things are not only useful in planning, but also in operating and

assessing information security process performance and effectiveness.
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CHAPTER 5

ANALYSIS

5.0 INTRODUCTION

The main research question of this study is “Is the holistic approach provided by ISO
27001 the best approach for Tonga organisations, given their unique organisational
factors and threat environments, to establish effective information security?” As
discussed in section 3.2, the question can be answered by studying the impacts of
implementing ISO 27001 on Tonga organisation information security. Consequently,
the first step is to collect data from Tonga organisations regarding their information
security. Chapter 3 discusses the data collection and analysis and the findings are
presented in Chapter 4.4.

As noted in chapter 3, implementing ISO 27001 has three outcomes, mirrored
by the three hypotheses discussed. The first outcome, organisations in Tonga failed to
implement ISO 27001 due to organisational factors. The second outcome, Tonga
organisations implement an effective information security management system. The
third outcome, Tonga organisations establish effective information security to protect
their information assets.

Consequently, the analysis in this chapter follows the three listed outcomes.
Section 5.1 analyses the dimensions and critical success factors (CSF) of information
security management (ISM), 5.2 analyses characteristics of effective information, 5.3
focuses on the alternative outcomes, and section 5.4 provides a summary of the

analysis.

5.1 ANALYSIS OF EFFECTIVE ISM

This section presents a gap analysis of Tonga organisation information security against
ISO 27001 requirements. Specifically, the analysis compares organisations’ existing
information security with an ISO 27001 based information security. The different

dimensions and CSF of information security are addressed. The sections follow the
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hypotheses Hla to H1lg in chapter 3, specifically, section 5.1.1 to 5.1.9 test hypothesis
Hlato Hlg, respectively.

5.1.1 MANAGEMENT INVOLVEMENT

The gap analysis in this section focuses on analysing the gaps between Tonga
organisation top management involvement in their information security and ISO 27001
requirements. According to the findings in 4.4.2, while 71.4% of the organisations said
top management is involved in information security, qualitative analysis of expert

responses as shown in figure 4.3, reveals that management involvement in information
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Figure 5.1: ISO 27001 Management Involvement Analysis
Adapted from (BSI, 2017a)

In contrast, Figure 5.1 shows ISO 27001 requirements for management involvement,
1.e. leadership requirements. Specifically, according to ISO 27001, the extent of top
management involvement in information security goes beyond just approving budgets

and projects as in the case of Tonga organisations. Top management responsibilities
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under ISO 27001 include ensuring organisations develop an information security
policy, allocating information security resources, establishing information security
governance, and are ultimately responsible for the outcomes of the organisations’
information security programs. Furthermore, according to ISO 27001, top management
must also promote continual improvement, information security processes, people, and
set an example for other leaders to follow when it comes to information security.
Table 5.1 summarises the differences (i.e. gaps) between Tonga organisations’
top management involvement and what ISO 27001 requires. Specifically, Tonga
organisations top management involvement in their information security has gaps
compared to what ISO 27001 requires. Therefore, implementing ISO 27001 will have

a significant positive influence on Tonga top management involvement in information

security.
Table 5.1: Top management involvement gaps analysis

Top management has limited involvement in Required extensive management involvement

Information security

Approve budget Establish information security policy

Approve projects Responsible for defining the scope of
information security management system
(ISMS)

Involve in technical implementation Responsible for information security outcomes

Involve only on issues that of interest to them | Establish governance structure, assigning roles
and responsibilities

Information security awareness programs
Allocate information security resources
Involved in risks management

Responsible for continual improvement of
information security processes

5.1.2 INFORMATION SECURITY POLICY

According to the findings of 4.4.3, while the majority of the organisations said they
have an information security policy, some of them are Information Technology “(IT)

policy” or “acceptable use” as depicted by Figure 4.4. Specifically, the majority of
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Tonga organisations have no information security policy and do not differentiate
between information security policy and “IT policy”.

In contrast, according to ISO 27001 section 5.2, organisations management
shall; 1. Establish an information policy, which among other requirements must include
a commitment to the continuous improvement of the ISM. 2. Organisations must
document their information security policy. 3. Organisations must communicate the
information security policy to the organisation. 4. The information security policy must
be available to other parties.

According to ISO 27003, the information security policy should contain brief
statements specifying the intent and focus of the organisations’ information security.
Organisations’ should align their information security objectives, procedures, and
activities with their information security policy (BSI, 2017d). In other words, from an
ISO 27001 perspective, information security policies are the glue that hold information
security processes together, without which everything is disjointed and uncoordinated.

Table 5.2 summarises the different between Tonga organisations and ISO 27001
in term of information security policy. The gaps between what Tonga organisations
have and effective information security policy, and what ISO 27001 requires, are
significant due to the lack of management involvement as in section 5.1.1 and a lack
of awareness according to findings in 4.4.1. Therefore, implementing ISO 27001 will
provide the necessary awareness and knowledge by establishing a compulsory security
policy requirement, which will motivate Tonga organisations to establish a

comprehensive information security policy that will be beneficial to the organisations.

Table 5.2: Information security policy gaps analysis

Almost half of organisations have no Organisations must develop an information

information security policy security policy

IT and Acceptable use policies Top management is responsible for
establishing an information security policy

No awareness training, see 5.1.3 Communicate Information security policy to
every stakeholder, inside or outside the
organisation.
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Organisations must enforce their Information
security policy.

5.1.3 INFORMATION SECURITY AWARENESS

According to the findings in section 4.4.1 and 4.4.5, Tonga organisations generally
lacked awareness of information security and information security standards. For
instance, a complete lack of awareness of ISO 27001, one of the most well-known
information security standards today. Furthermore, Tonga organisations also lacked
information security awareness training, and very few organisations have any non-IT
department that is aware of information security issues and / or is actively involved in
information security.

Moreover, according to findings in 4.4.6 on addressing influences of Tongan
culture on organisation information security and 4.4.4 on organisation IT staff
information security training, suggest that organisation awareness of information
security is technological. The participants, with few exceptions, refer to technological
solutions when discussing measures they use to address information security issues.
According to ISO 27001 section 7.3, "persons doing work under the organisation's
control", i.e. employees, contractors, business partners, suppliers, must: 1. Aware of the
organisations’ information security policy. 2. Aware of how they contribute to the
effectiveness of the information security. And, 3. Aware of the consequences of not
complying with the organisations’ information security policy.

Moreover, according to ISO 27003, organisations must prepare an awareness
programme with specific messages depending on the audiences. They must include
information security needs and expectations within awareness and training materials
on other topics to place information security needs into relevant operational contexts.
Organisations should run their awareness program at regular intervals. Staff knowledge
and understanding of the awareness message should be verified after each awareness
programme done at random intervals (BSI, 2017d).

Table 5.3 below summarises the differences between Tonga organisation

current information security awareness practices and what ISO 27001 requires. As
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evident from the list of ISO 27001 requirements, there is a significant gap between
organisational information security awareness and what ISO 27001 requires. ISO
27001 requires establishing of awareness programs, but also organisations must run
those awareness programs continuously. Therefore, implementing ISO 27001 will

improve Tonga organisation information security awareness.

Table 5.3: Information security awareness gaps analysis

Lacks awareness of information security and
standards

Lacks information security policies

Lacks awareness training

Lacks end-to-end information security
awareness, i.e. other departments have limited
awareness of information security

Awareness limited to when IT informed them
of malicious emails and software

Organisations must communicate their
information security policy to all internal and
external stakeholders.

Staff must understand, accept and support the
objectives stated in the information security
policy

Train staff to know their roles and how they
can contribute to the effectiveness of
information security

Inform staff of the consequences of not
complying with organisations’ information
security policy

Awareness programme tailor to a particular
audience

Conduct awareness programmes at regular
intervals

Verify staff knowledge, understanding and
awareness of information security after each
awareness session or random sessions.

5.1.4 INFORMATION SECURITY CULTURE

According to the survey findings, Tongan culture influences organisational culture,
which in turn influences the organisations' information security culture. The qualitative
analysis depicted by Figure 4.7 in section 4.4.6, shows that Tonga organisations, while
aware of Tongan culture influences on information security, the majority do not do
anything about it. One cultural factor mentioned by experts is the influence of “family
and friends”. Specifically, employees tend to share their passwords and other
information with family and friends, who sometimes are also co-workers. According

to the findings in 4.4.6, the solution provided includes establishing information security
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policy and technical solutions. The rest either said “do nothing” or did not provide any
feedback.

In contrast, according to ISO 27001 requirements 5.1, 5.2 and 7.3, (1)
organisations will establish an information security policy and (2) awareness programs
to communicate the policy to staff with the support of the organisations' top
management. Also, ISO 27001 section 7.4 stated that organisations "shall determine
the need for internal and external communications relevant to the information security
management system" (BSI, 2017, p. 6). It means, not only organisations must develop
information security processes (as part of an Information Security Management System
(ISMS)) they must also communicate those processes (objectives, requirements, how
it is relevant to them) to both internal and external stakeholders. In other words, ISO
27001 mechanisms for addressing influences of national and organisational cultures on
information security, are via its information security policy requirements and
information security awareness requirements.

Table 5.4 provides a summary of gap analysis of Tonga organisation activities
and ISO 27001 required activities that would contribute to organisations establishing a
positive information security culture. The significant gaps between ISO 27001
requirements and Tonga organisation practices mean that implementing ISO 27001 will

significantly improve Tonga organisation information security culture.

Table 5.4: information security culture gaps analysis

Acknowledge the influence of national culture = Organisations must develop an information

on information security security policy

Acknowledge the influence of organisations’ Organisations’ stakeholders (employees,

culture on information security partners, suppliers) must be made aware of the
policy objective and requirements.

Not addressing the influence information Organisations must establish awareness

security culture on effectiveness of information = programme conducted at regular intervals

security, i.e. “do nothing” instructing stakeholders on how they
contribute to the effectiveness of information
security.

Management must indicate their support of the
Information security policy, and stakeholders
should be made aware of the consequences of
non-compliance.
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5.1.5 INFORMATION SECURITY RISKS MANAGEMENT

The fifth expected outcome of implementing ISO 27001 is that Tonga organisations
will improve their risk management. The findings discussed in section 4.4.7
demonstrated the need for effective information risk management due to information
security threats and the attacks organisations experienced. According to the analysis in
Figure 4.8 and findings by Laulaupea’alu and Keegan (2019), the majority of attacks
like social engineering attacks, spam, and viruses are human factor-based attacks which
cannot be fully addressed by technological solutions alone. It is therefore important
that organisations assess all risks to their information assets to identify appropriate

controls to mitigate those risks.

Risks
Management
Planning &
Operation ! well-defined repeatable
risks assessment
criteria & processes
8.1.2 (a).(b)

repeat 8.2, 8.3

Implement documentations
risks treatment

Risks.
treatment
B.1.3

Risks treatment
plan 6.1.3 {&).{f)

Figure 5.2: ISO 27001 risks management requirements (BSI, 2017a)

According to the analysis of expert responses, Tonga organisation risk
management processes are either non-existent or ad-hoc at best. A fact illustrated by
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the high number of experts (42.9%) who are not sure if their organisations’ information
assets are secure or not. While, according to the statistics in Table 4.13, 57.1% of
organisations did not conduct risk assessments of their information assets, only one
organisation has an information security team that they said conducted active risk
assessments. The ISO 27000 family of standards, reviewed in chapter two, placed
heavy emphasis on risk management. Figure 5.2 showed ISO 27001 required risks
management activities. Within the ISO 27000 family of standards, ISO 27001 provides
the main (risks management) requirements, and ISO 27005 provides guidelines to help
organisations plan and implement their risks management programs. ISO 27001 risk
management processes include risk assessment, risk analysis and risk treatment, with
requirements for conducting risk assessment and treatment during the planning phase
(ISO 27001 section 6.1.2 and 6.1.3) and the operation phase (ISO 27001 section 8.2
and 8.3). More importantly, since ISO 27001 emphasises continuous improvement, risk
management processes under ISO 27001 are also continuing to keep up changes in
organisation requirements, objectives and information security threat environments.
Table 5.5 provides a gap analysis of Tonga organisation risk management
practices, and an ISO 27001 based information security management (ISM), risk
management practices check. The non-existence of Tonga organisation information
security risk management programs means implementing ISO 27001 will have a
significant positive impact on the Tonga organisations’ ability to establish a

comprehensive risk management program.

Table 5.5: Risks management gaps analysis

Almost half of the organisations are not sure if = Organisations must conduct information

their information assets are secure or not. security risks assessment.

Almost half of the organisations never Organisations must conduct information
conducted any information security assessment = security risks analysis based on risks

of their information assets assessments.

Only one organisation conducted “active” Organisations must formulate a risks treatment
information security risks assessment. plan based on their risks analysis.

Organisations must repeat risks management
processes at regular intervals
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5.1.6 INFORMATION SECURITY RESOURCES

The sixth expected outcome of implementing ISO 27001 is that Tonga organisations
will improve information security resources. The statistics in Table 4.6 illustrated
Tonga organisations lack of skilled information security staff and financial resources.
For instance, the majority (74.1%) of participating organisations have no skilled
incident response and forensic staff. In addition, 85.7% do not have certified
information security staff, while 57.1% do not have dedicated information security
staff. Moreover, 42.9% of organisations do not have an information security budget.

Qualitative analysis of organisation resources depicted by Figure 4.5 in 4.4.4
indicated that the resources Tonga organisations are allocating for information security
is not proportionate with the information assets that the participating organisations are
looking after. For instance, financial data, ISP services, and government data. One
interesting point made by one of the participants is their organisations has an
information security budget, but they ‘don't need to spend it’.

According to ISO 27001 section 5.1, organisation top management should
ensure “that the resources needed for the information security management system are
available” (BSI, 2017a, p. 2). Section 7.1 also specified that the “organization shall
determine and provide the resources needed for the establishment, implementation,
maintenance and continual improvement of the information security management
system” (BSI, 2017a, p. 5). In other words, organisations must provide staff to direct
the activities, time to perform activities, financial resources, and technology, and tools
and materials depending on each organisation ISMS needs (BSI, 2017d).

Table 5.6 summarises the gaps analysis in Tonga organisations’ information
security resources and what ISO 27001 requires. The main point is Tonga organisations
will be willing to support an ISO 27001 implementation because it is a proper business
project with: 1. legitimate business reasons why they must make information security
a priority; 2. Well-defined resources needs; 3. a tangible outcome (security of the
organisations’ information assets) which organisations can measure. 4. Well-defined

processes which organisations can integrate with their internal processes. Therefore,
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this gives organisations reasons to invest in improving their information security by

ensuring it has the necessary resources.

Table 5.6: Information security resources gaps analysis

Lacks dedicated and certified information Organisations must provide resources

security staff sufficient to support the implementation and
operation of information security management

Tonga organisations do not prioritise Resources include:

information security judging by the resources e Financial resource

they provided for information security e Personnel

Facilities, and
Technical infrastructure

Lacks of skilled incidents response and top management should assess resource needs

forensics staff during management reviews and set objectives
for continual improvement and monitoring
effectiveness of planned activities

Close to half of organisations do not have an Offer a proper business project with well-

information security budget defined plan, resources, and outcomes which
the organisations can measure & integrate as
part of its business processes

5.1.7 INFORMATION SECURITY GOVERNANCE

According to findings in 4.4.2, first and foremost Tonga organisations lack appropriate
top management involvement in information security. Top management involvement is
necessary since they are the only one who can assign roles and authorities necessary to
properly manage organisations’ information security. The data shows that they also lack
well-defined information security governance, i.e. lack dedicated information, security
staff, according to the findings in 4.2.4 and analysis in 5.1.6. Finally, Tonga
organisations lack properly trained information security professionals according to
findings in section 4.4.1 and 4.4.4. In other words, Tonga organisations’ information
security is mostly governed and run by their IT departments according to the findings
in chapter 4.

The ISO 27001 and the ISO 27000 family of standards put great emphasis on
organisations establishing proper information security governance structures.
According to ISO 27001 section 5.3, part of leadership, i.e. top management

responsibilities is the establishment of an information security governance structure by
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allocating authorities, roles and responsibility. According to ISO 27003, “Top
management ensures that roles and responsibilities as well as the necessary authorities
relevant to information security are assigned and communicated” (BSI, 2017d, p. 9).
Furthermore, the ISO 27000 family of standards also come with ISO 27021, which
provides guidelines on skills (competencies) needed for each information security role.
For instance, relevant leadership skills, communication skills, resources management
skills, and risks management skills (BSI, 2017¢). The guidelines provided by ISO
27021 allows organisations to identify the exact human and financial resources they
need and be able to budget accordingly.

Table 5.7 summarises the gaps between Tonga organisations existing
information security governance, or lack thereof and what an ISO 27001 based ISM
requires. Specifically, implementing ISO 27001 will improve Tonga organisation
information security resources, allowing them to establish effective information

security governance.

Table 5.7: ISG gaps analysis

Lack of top management involvement in Requires extensive top management
information security involvement in information security

Lack of dedicated information security body Requires management to establish an

and information security staff information security governance with assigned

roles and responsibilities

Lack of properly trained information security | Provide specific guidelines on required

staff competencies (i.e. what skills information
security professionals needed to implement
ISO 27001 based ISM). Organisations can
either trained or hire proper information
security staff.

ISM roles are well defined together with what
skills needed for each role

5.1.8 SUMMARY OF ANALYSIS OF EFFECTIVE ISM

The final expected outcome of implementing ISO 27001, is that it will enable Tonga
organisations to effectively manage their information security. The findings in chapter
4 section 4.4.9 show Tonga organisations lack systematic, and organised information
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security processes. Specifically, figure 4.11 summarises the findings regarding Tonga
organisations’ information security.

Tonga organisations lack of information security management processes is
illustrated by the gaps between Tonga information security practices and ISO 27001
requirements, identified by gap analysis in section 5.1.1 to 5.1.7. The identified gaps
mean that implementing ISO 27001 will have significant positive impacts on each of
the areas: management involvement, information security policy, awareness, culture,
risk management, resources and governance. Each of those areas represents various
dimensions or critical success factors of information security. Therefore, implementing
ISO 27001 will allow Tonga organisations to effectively address (positive impacts) the
areas.

Consequently, since according to studies summarise in table 3.1, effective ISM
employs holistic approaches to address various dimensions and critical success factors
of information security that minimise risks to organisation information assets. The
study can affirm the assertion that by implementing ISO 27001, Tonga organisations
will establish effective ISM.

5.2 ANALYSIS OF EFFECTIVE INFORMATION SECURITY

This section focus on gap analysis of factors found in Tonga organisations existing
information security and Tonga organisations ISO 27001 based information security,
that characterise effective information security. The discussion follows the hypotheses,
H2a to H2d in chapter 3.

The characteristics of effective information security according to studies
reviewed in chapter two and those summarised in Table 3.1 include: 1. they are
addressing different dimensions and critical success factors (CSF) of information
security, discussed in section 5.2.1. 2. Minimising information security risks to
organisation information assets, discuss in section 5.2.2. 3. Continuously improve
information security management (IMS), discussed in section 5.2.3 and 4. Business-

aligned information security, in discussion section 5.2.4.
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5.2.1 ADDRESSING DIMENSIONS AND CSF

One of the characteristics of effective information security and an expected outcome
of implementing ISO 27001 is that Tonga organisations information security will be
addressing all the dimensions of human factors, cultural factors, and technological
factors, for information security. According to multiple studies, top management
involvement is one, if not the most important CSF of information security (Arbanas &
Zajdela Hrustek, 2019; Choejey et al., 2016; Diesch et al., 2020; Kazemi et al., 2012;
Mousavi & Kumar, 2019). It is evident from the analysis in 5.1.1 that implementing
ISO 27001 will improve Tonga organisations’ top management involvement in
information security.

Furthermore, improving top management involvement in information security
will have significant positive impacts on other CSF like establishing comprehensive
information security policy (see 5.1.2), establishing positive information security
culture (see 5.1.4), and improving organisations’ information security awareness (see
5.1.3). Addressing the CSF above are critical because they combine to address the
human and sociological dimensions of information security.

As noted in the analysis in section 5.1.2 and 5.1.3, implementing ISO 27001
will result in Tonga organisations establishing a comprehensive information security
policy and awareness programs. Those programs will, in turn, help Tonga organisations
develop a positive information security culture as per analysis in section 5.1.4.
Furthermore, according to analysis in 5.1.7, implementing ISO 27001 will improve
Tonga organisations information security governance. In other words, according to
analysis in section 5.1, implementing ISO 27001 will have significant positive impacts
on how Tonga organisations address various dimensions and the CSF of information

security.

5.2.2 MINIMISED INFORMATION SECURITY RISKS

A crucial expected outcome of implementing ISO 27001 is that Tonga organisations
will be able to minimise risks to their information assets. Risks minimisation is a

critical aspect of effective information security since it is impossible to eliminate all
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negative risks (Boyle & Panko, 2015; Taylor, 2015). Specifically, there is no such thing
as absolute or comprehensive security. The best organisations can hope for, and the
main emphasis of information security is to protect information assets by minimising
risks from information security threats.

As noted by studies reviewed in chapter two and summarises in Table 3.1,
information security is multidimensional, i.e. it is not purely technological but has other
dimensions like human and cultural dimensions. For organisations to effectively
protect their information assets, they must identify and address risks from all
dimensions and not just threats from technology.

According to the analysis in section 5.1 and 5.2.1, Tonga organisations will be
able to implement information security that addresses all dimensions and CSF of
information security by implementing ISO 27001. By addressing and minimising risks
from different dimensions of information security, Tonga organisations will be

improving the effectiveness of their information security.

5.2.3 CONTINUOUSLY IMPROVED INFORMATION SECURITY

One of the expected outcomes of implementing ISO 27001 is that it will enable Tonga
organisations to continually improve their information security. According to
Humphreys (2016), organisations ability to continuously improve their information
security is critical because of the “degree of uncertainty regarding information security
risks in today’s fast-changing business environment means that organisations need to
be proactive and adaptive to the risks brought about by such changes” (Humphreys,
2016, p. 179).

Consequently, in order for Tonga organisations to establish effective
information security, they must be able to establish an ISM that they can continuously
improve. Subsequently, according to the analysis in section 5.1.8, the impact of
implementing ISO 27001 is the ability of Tonga organisations to establish effective
ISM by implementing ISO 27001. Since continuous improvement is part of ISO 27001
requirements (BSI, 2017a), Tonga organisations will be able to establish an ISM that
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they can continuously improve to deal with changing technologies and threat

environments.

5.2.4 INFORMATION SECURITY & BUSINESS OBJECTIVES ALIGNMENT

The last expected outcome of implementing ISO 27001 is that Tonga organisations will
be able to better align their information security with their business requirements and
objectives. In other words, information security “should be a business enabler, adding
value to the business and minimizing the information security risks to help maximize
its business opportunities” (Humphreys, 2016, p. 28). The survey findings discussed in
section 4.2.1 noted the lack of awareness both by management and IT, not only of
information security standards in general but also specific standards like ISO 27001.
The lack of awareness of information security frameworks both by top management
and IT staff means organisation information security will lack cohesion due to the lack
of organised and documented information security processes. For instance, section
4.2.3 discusses organisation information security policy or lack thereof. The lack of
information security awareness is discussed in section 4.2.5. The lack of information
security risk management is discussed in section 4.2.7, and lack of information security
planning is discussed in section 4.2.9. Without a well-defined information security plan
and information security processes; it will be hard for organisation information security
to adapt to change and to align with internal and external requirements, and the business
objectives.

Implementing ISO27001 means organisations will be establishing an ISM with
organised and documented (requirements 7.5) processes with continuous improvement,
as discussed in section 5.2.3 above. Accordingly, "The organisation shall continually
improve the suitability, adequacy and effectiveness of the information security
management system" (BSI, 2017, p. 9). Since ISO 27001 based ISMS processes are
well-planned, well-defined and documented, organisations can integrate their ISMS
processes with their business processes. Therefore, making it easier for organisations
to adapt and align their information security processes and objectives with their

business objectives and requirements, continuously.

141



5.2.5 SUMMARY OF ANALYSIS OF EFFECTIVE INFORMATION SECURITY

According to studies reviewed in chapter 2 and summarises in table 3.1, effective
information security is information security that: 1. Employs a holistic approach to
address various dimensions and CSFs of information security. 2. Minimised risks to
organisations information assets. 3. Continuously improve to remain relevant. 4. Align
with organisation business goals and requirements.

The analysis in sections 5.2.1 to 5.2.4 and 5.1, confirmed that by implementing
ISO 27001, Tonga organisations would effectively manage their information security,
thereby establishing information security that is aligned with their business goals and
requirements. This addresses the various dimensions and CSF of information security
to minimised risks to their information assets, and continuously improve to remain
relevant. Therefore, the study can affirm the assertion that Tonga organisations will

establish effective information security by implementing ISO 27001.

5.3 NOT THE RIGHT APPROACH

The control hypothesis of the study state that that implementing ISO 27001 is not the
right approach for Tonga organisations to improve their information security, given
(because of) their organisational factors and dynamic threat environment. This section
will analyse the validity of such an assertion based on the findings in chapter 4 and
analysis in sections 5.1 and 5.2. The rest of the section focuses on the analysis of
arguments supporting the assertion, section 5.3.1, and analysis of arguments against,

section 5.3.2.

5.3.1 ARGUMENT FOR

The finding that Tonga organisations are lacking in information security resources,
discussed in 4.4.4, is the one that most likely supports this assertion. The Tonga
information security threat environment according to findings in chapter 4, section
4.4.7, 1s not a factor that will inhibit Tonga organisations from implementing ISO
27001, rather they are reasons why Tonga organisations should implement effective

ISM.

142



Out of the organisational factors identified by studies reviewed in chapter two,
lacking resources is one of the more critical factors. According to multiple case studies,
many SME:s either failed to or do not intend to implement ISO 27001 because they lack
either financial resources or skilled information security staff. For instance, a study like
Alshitri and Abanumy (2014) identified a lack of skilled information security
professional, or a study by Gillies (2011) which identified lacking financial resources
as factors inhibiting the adoption of ISO 27001.

Why are those studies findings relevant? They are relevant because Tonga
organisations and government departments are small, and most studies will identify
them as SMEs based on the number of staff and revenue. Consequently, it is logical to
assume that factors affecting other SMEs will affect Tonga’s organisations ability to

implement ISO 27001 as well.

5.3.2 ARGUMENT AGAINST

While findings in 5.3.1 are legitimate findings worthy of consideration, they also raise
several questions: 1. Do Tonga organisations information security lack resources
because organisations generally lack resources? 2. Do Tonga organisations lack
information security resources because of priorities?

According to findings in 4.4.4, Tonga organisations do allocate resources for
information security. For example, 100% of the organisations have IT staff and most
organisations have an information security budget. Furthermore, according to a survey
by Laulaupea'alu and Keegan (2019), 25% of organisations have local information
security specialists, 19% hired specialists from other organisations and 5% hired
overseas specialists.

In other words, from the findings, answers to the questions above are; 1. Tonga
organisations do have resources they just do not spend it on information security. 2.
Tonga do have access to information security professionals, either locally or from
regional countries, that organisations can hire. Instead, what it stands out from the
findings in chapter 4, sections 4.4.1 and 4.4.5, is Tonga organisations lack information

security awareness. Specifically, Tonga organisations lack awareness of information
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security and standards and lack management involvement in information security. As a
result, information security is not a priority for many organisations.

The most telling of the findings is 4.4.4 in which one organisation mentioned
that the organisations have an information security budget, but they ‘don't need to spend
it’. In other words, organisations do provide provisional budgets in case they need it,
but it is not mandatory for IT or information security departments to prepare and submit
an implementation plan and ROI analysis for it. Therefore, one cannot argue with any
certainty that implementing ISO 27001 will be failed because of lack of resources. If
anything, according to 5.1.6, implementing ISO 27001 will improve organisations’

information security resources.

5.4 SUMMARY

This chapter discussed gap analysis of the Tonga existing information security against
ISO 27001 requirements based on three expected outcomes (of Tonga organisations
implementing ISO 27001). The outcomes are: 1. they will establish effective ISM. 2.
Establish effective information security. 3. They failed to implement it, i.e. not the right
approach because of organisation factors like lack of resources.

The analysis in 5.1 is based on the findings by studies reviewed in chapter two
(see Table 3.1) that effective ISM utilises holistic approaches to systematically
addresses all dimensions and CSF of information security. Consequently, the analysis
of Tonga organisation information security against ISO 27001 requirements focuses on
how they address different dimensions and CSF of information security. The analysis
concluded that Tonga organisations would establish effective ISM by implementing
ISO 27001.

Furthermore, the analysis in 5.2 follows on the analysis in 5.1; however, it
focuses on the characteristics of Tonga organisations’ information security and ISO
27001 based ISMS that characterise them as effective information security. The
characteristics include the ability to minimise risks by addressing all dimensions of
information security that are continuously improved, and aligned with organisation

business objectives and requirements. The analysis found that Tonga organisations will
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improve the effectiveness of their information security by implementing ISO 27001.
Tonga organisations information security lacks in critical areas like risk management,
internal auditing, and management involvement and above all, lacks any systematic,
holistic ISM.

According to analysis in 5.3, while there is always a possibility that
implementing ISO 27001 will fail due to lacks of resources, but the findings suggested
that Tonga organisations problems are not resources but lack of information security
awareness. As a result, Tonga organisation information security is still IT and purely
technological based. Because Tonga organisations information security processes are
ad-hoc and lacking in many areas, implementing ISO 27001 will have significant
impact on organisation ISM and effectiveness of their information security in

protecting their information assets.
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CHAPTER 6

DISCUSSION

6.0 INTRODUCTION

This chapter discusses the findings of Tonga information security from chapter 4 and
the gap analysis in chapter 5. The discussion focuses on mapping the findings and gap
analysis to hypotheses in chapter 3, to answer this study research questions.
Furthermore, chapter 4 presents the findings on Tonga information security together
with the gap analysis of the findings against ISO 27001 requirements in chapter 5. This
identifies the impacts of implementing ISO 27001 on Tonga organisation information
security.

Consequently, this chapter presents no new findings or analysis. Instead, the
focus of discussion in section 6.1, is solely on mapping the findings and the gap
analysis to hypotheses and summarise the outcomes of the mappings to answer the
research questions. The rest of the chapter is as follows. Section 6.2 discusses
constraints which may directly or indirectly affect the outcome of this study, and

section 6.3 summarises the discussions of this chapter.

6.1 DISCUSSION OF GAP ANALYSIS

This study aims to determine the best approach for Tonga organisations information
security by comparing the current state of their information security with information
security established and managed by an ISO 27001 based information security
management system (ISMS).

Consequently, this section focuses on discussing the outcomes of the gap
analysis in chapter 5 in relation to the hypotheses in chapter 3. Therefore, section 6.1.1
focuses on answering the study’s second research question, while section 6.1.2 focuses

on answering the study’s main research question.
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6.1.1 RESEARCH QUESTION TwWO

The second research questions asked, “What are the impacts of implementing ISO
27001 on Tonga organisation information security management and information
security?” As discussed in chapter 3, the study will answer the question by focusing on
the analysis of two areas of impact. The first is the impact of implementing ISO 27001
on the effectiveness of Tonga organisations’ information security management. The
second is the impact of implementing ISO 27001 on the effectiveness of Tonga
organisations information security. Subsequently, this study developed two hypotheses,
H1 and H2. HI1 focuses on testing the impacts of implementing ISO 27001 on the
effectiveness of Tonga organisation’ information security management (ISM), while
hypothesis H2 focuses on testing the impacts of implement ISO 27001 on the
effectiveness of Tonga organisation information security.

The rest of this section is arranged as follows. Section 6.1.1.1 focuses on the
impacts of implementing ISO 27001 on the effectiveness of organisation ISM based on
the outcome of testing H1. Section 6.1.1 focuses on the impacts of implementing ISO
27001 on the effectiveness of organisation information security based on the outcome
of testing H2. Finally, Section 6.1.1.3 provides a conclusive summary of the analysis

of question two.

6.1.1.1 EFFECTIVE INFORMATION SECURITY MANAGEMENT

One of the expected outcomes of Implementing ISO 27001, is that given their unique
organisational factors and dynamic threat environment, Tonga organisations will
develop effective Information security management (ISM). The process of testing the
validity of the stated outcome (effective ISM) requires this study to test each
characteristic of an effective ISM, identified in chapter 2 and summarised in table 3.1.
Specifically, testing hypothesis H1 requires testing of hypotheses Hla to Hlg, which
represent the various dimensions and critical success factors (CSF) of effective ISM.
Hypothesis Hla indicates a positive relationship between implementing ISO
27001 and improving Tonga organisation top management involvement in information

security. An assertion that the gap analysis in section 5.1.1, which is summarised in
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Table 5.1, is affirmed. Hypothesis H1b, on the other hand, indicates a direct positive
relationship between implementing ISO 27001 and Tonga organisations establishing a
comprehensive information security policy. The support data is found in the gap
analysis in section 5.1.2, summarises in Table 5.2, and is affirmed.

The third hypothesis Hlc indicates a positive relationship between
implementing ISO 27001 and improving Tonga organisation information security
awareness. The gap analysis in section 5.1.3, is summarised in Table 5.3, confirms the
assertion, indicating significant positive impacts. Furthermore, the hypothesis H1d
indicates a positive relationship between implementing ISO 27001 and improving
Tonga organisation information security culture. The gap analysis in section 5.1.4
agrees indicating implementing ISO 27001 will have significant positive impacts on
organisation information security culture.

The fifth hypothesis Hle indicates a positive relationship between
implementing ISO 27001 and improvement of Tonga organisation risk management.
Whilst hypothesis H1f indicates a relationship between implementing ISO 27001 and
improving Tonga organisation information security resources. Both relationships are
affirmed by the gap analysis in section 5.15 and 5.1.6, respectively. Implementing ISO
27001 will have significant impacts due to the current state of organisation information
security risk management processes and information security resources.

The last hypothesis Hlg indicates a relationship between implementing ISO
27001 and improved organisation governance of information security. The gap analysis
in section 5.1.7, summarised in Table 5.7 not only affirmed a positive relationship but
offers a significant improvement to organisation information security governance due
to Tonga organisations lack of information security governance structure.

Finally, hypothesis H1 indicates a positive relationship between implementing
ISO 27001 and effective ISM. According to studies in chapter 2, effective ISM employs
a holistic approach to systematically address all dimensions and CSF of information
security. Consequently, the study confirmed the positive impacts of implementing ISO

27001 on Tonga organisations’ ability to establish effective information security
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management, based on the outcomes of the testing of hypotheses Hla to Hlg above

and analysis in section 5.1.8.

6.1.1.2 EFFECTIVE INFORMATION SECURITY

The second area that this study theorised that will be impacted by implementing ISO
27001 is the effectiveness of Tonga organisations information security. Effective
information security according to studies reviewed in chapter 2 and summaries in Table
3.1 is one that minimised information risks by assessing and treating risks from all
dimensions of information security, i.e. technological, human, sociological and cultural
dimensions. Furthermore, effective information security is one that is aligned with
organisation business objectives and requirements and is continually improved to
remain relevant. An effective information security today will be useless in a few months
if it is not continually improved to account for changes in organisations’ objectives,
requirements and information security threat environment, due to the rapid changes in
technologies organisations utilise. Consequently, the testing of hypothesis H2 requires
testing how implementing ISO 27001 impacted the above characteristics of Tonga
organisations’ information security. Specifically, testing hypotheses H2a to H2d.

First, hypothesis H2a indicate a positive relationship between implementing
ISO 27001 and Tonga organisations ability to effectively address different dimensions
and critical success factors (CSF) of information security. The analysis in 5.2.1
confirmed such a positive relationship based on the outcomes of the gap analysis in
section 5.1.1 to 5.1.7, which were summarised in section 5.1.8.

Second, hypothesis H2b indicates a positive relationship between
implementing ISO 27001 and Tonga organisations minimising information security
risks to their information assets. The analysis in 5.2.2 affirmed the assertion based on
the significant positive influence of implementing ISO 27001 on Tonga organisation
risk management practices according to analysis in 5.1.5. Moreover, according to the
analysis in section 5.2.1, implementing ISO 27001 allows Tonga organisations to

address all dimensions and CSF of information security.
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Third, hypothesis H2c indicates a positive relationship between implementing
ISO 27001 and Tonga organisations being able to continually improve their information
security. Continuous improvement is critical to the long term effectiveness of
organisation information security. The analysis in 5.2.3 supports a positive relationship
between implementing ISO 27001 and an organisation’s ability to continuously
improve their information security.

The last hypothesis H2d indicates a positive relationship between implementing
ISO 27001 and Tonga organisations being able to better align their information security
with their business and information security objectives requirements. Aligning
information security and business objectives and requirements is critical for the long
term viability of organisations’ information security. Information security on its own is
meaningless (less likely to attract support from top management) unless it helps
organisations achieve their business goals. Analysis in 5.2.4 confirmed a significant
positive relationship between implementing ISO 27001 and organisations’ ability to
align their information security and business objectives and requirements.

Finally, hypothesis H2 indicates a positive relationship between implementing
ISO 27001 and Tonga organisations’ ability to implement effective information
security. The study confirms the positive impacts of implementing ISO 27001 on the
effectiveness of Tonga organisation information security based on the outcomes of

testing of hypotheses H2a to H2d above and the analysis in section 5.2.5.

6.1.1.3 SUMMARY DISCUSSION

Question two asked, “What are the impacts of implementing ISO 27001 on Tonga
organisations information security management and information security?” Section
6.1.1 discusses how implementing ISO 27001 will impact the effectiveness of Tonga
organisations’ information security management (ISM), and 6.1.2 discusses how
implementing ISO 27001 will impact the effectiveness of Tonga organisations’
information security.

The discussions in 6.1.1.1 and 6.1.1.2, of this study can conclusively answer

question two. Which is, implementing ISO 27001 will have a significant positive
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impact on Tonga organisations’ ability to effectively manage their information security
and the effectiveness of their information security. Specifically and more importantly,
implementing ISO 27001 will motivate, influence, and improve top management
involvement in Tonga organisation information security.

Top management will, in turn, allocate needed resources, setup information
security governance structures, and authorise and oversee the establishment of an
ISMS. Developing an information security management (ISMS) will help Tonga
organisations to develop and enforce comprehensive information security policies and
develop information security awareness programs which in turn help them to develop
positive information security cultures. Moreover, developing an ISMS allows
organisations to develop holistic risk management processes to effectively manage
information risks to their information assets and processes.

Finally, developing an ISMS allows organisations to continually improve their
information security to ensure it is aligned with their business goals and account for
rapid changes in organisations’ information security threat environments. In other
words, developing an effective ISMS allows Tonga organisations to establish, manage

and maintain effective information security.

6.1.2 RESEARCH QUESTION ONE

The main research question of this study is “Is the holistic approach provided by ISO
27001 the best approach for Tonga organisations, given their unique organisational
factors and threat environment, to establish effective information security?” As
discussed in chapter 3, while the researcher cannot test and answer the question
directly, it is possible to answer indirectly by answering a second question.

Firstly, according to the findings in chapter 4 and analysis in chapter 5, Tonga
organisations are technologically based, lacked documented processes and lack full
information security governance structures, therefore, they are using ad-hoc
approaches for their information security. Consequently, comparing Tonga organisation

information security to ISO 27001 requirements is comparing ad-hoc approaches to
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holistic approaches. Therefore answering question two in section 6.1.1 is answering
which approach is better.

On that basis, this study is ready to answer the main research question. Given
Tonga’s unique organisational factors and information security threat environment,
implementing ISO 27001 is the best approach for Tonga organisations to establish an
effective ISM to effectively protect their information assets. While lack of resources
could be a hindrance, however, as discussed in 5.3, Tonga organisations do have the

resources to help them successfully implement an ISO 27001 based ISMS.

6.2 RESEARCH LIMITATIONS

In addition to constraints in chapter 3, section 3.5, one major constraint the study
encounter is a lack of information security studies on Tonga organisations information
security or smaller countries in the pacific with comparable organisation environments.
For instance, while reviewing information security studies for Tonga organisations, the
researcher found one paper on information security and one book on
Telecommunications.

The biggest constraint on generalising the results of this study are the obstacles
placed by COVID-19 travel and contact restrictions. The result was that the researcher
had to use other people to talk with the experts in Tonga in a culturally appropriate way.
The sample was to be representative of the biggest organisations in Tonga and not an
opportunity sample. Again the COVID-19 restrictions placed barriers from getting all
the organisations to participate. However, the participants represented a significant
number of the biggest and most influential organisations. As a consequence claims can
be made from the results but all have to be open to discussion and further moderation
by those who did not participate.

The final constraint the study encountered was the lack of formal studies on
professional certifications. The researcher noted during the literature review phase that
1. Papers on professional certifications, the majority, are from a decade ago. 2. Lack of
studies on professional certifications and their effectiveness in producing industry-

ready information security professionals. 3. Many papers comparing different
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professional certifications focuses on their attractiveness to employers rather on the
contents.
While the constraints above are not serious enough to affect the outcome of the

study, they do provide areas for future studies.

6.3 SUMMARY OF DISCUSSION

This chapter discussed the findings in chapter 4 and gap analysis of chapter 5. The
findings and analysis were mapped and used to test assertions raised by hypotheses
developed in chapter 3. Testing and accepting or denying hypotheses’ assertions
provides an overall view of the impacts of implementing ISO 27001 on Tonga
organisation information security.

The discussions identified a significant positive relationship between
implementing ISO 27001 and Tonga organisations being able to effectively address
different dimensions and critical success factors of information security. Consequently,
a significant positive relationship between implementing ISO 27001 and the ability of
Tonga organisations to effectively manage their information security and establish
efficacious information security, is established.

Finally, the chapter includes a brief discussion of limitations that could affect

the ability to generalise from this study.
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CHAPTER 7

CONCLUSION

7.0 INTRODUCTION

This chapter provides a summary of the study in 7.1, recommendations on how
organisations can improve their information security in 7.2, and recommendations for
further studies in 7.3. Finally, section 7.4 provides a brief, conclusive summary of the

study.

7.1 SUMMARY OF THE STUDY

This study contributes to research knowledge by providing an overview of existing
information security studies findings on information security standards. Furthermore,
it provides an overview of what information security looks like in organisations in
small countries like Tonga. Finally, it provides an example of how one can utilise both
quantitative and qualitative analysis to do a gap analysis of organisations information
security against ISO 27001 requirements, which is a departure from the usual maturity
models-based studies.

The literature review in chapter 2 focuses on examining: 1.What is information
security? 2. Why they are relevant? 3. Who is responsible for developing and maintain
information standards? Moreover, chapter 2 discusses information security
associations and their role in helping organisations to develop effective information
security management (ISM) and why and how organisations assess an ISM. Finally,
reviewed information on specific standards and frameworks like ISO 27001, COBIT,
PCI-DSS, and ITIL, is completed. The review should give readers a broader
understanding of information security and roles of information security standards,
frameworks and models. Finally, readers will gain an appreciation of differences and
similarities between information security, Information Technology (IT) governance
and IT service management.

In chapter 3, the focus was to develop a research design and model based on

the studies reviewed in chapter 2. The research model guides the development of the
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study’s research questions and hypotheses. In turn, the research questions and
hypotheses determined the type of research data needed and relevant research methods.
The chapter also discusses the study aim to collect and analyse the data and constraints
which may have an impact on the quality and quantity of data collected.

Chapter 4 focuses on presenting the findings regarding Tonga organisations’
information security, which based on data collected, as discussed in chapter 3 as well
as secondary data. In chapter 5 a gap analysis of the findings in chapter 4 against ISO
27001 requirements is completed. The gap analysis identifies gaps between Tonga
organisations’ current information security and organisations with an ISO 27001 based
information security.

Finally in Chapter 6 the hypotheses are examined based on the findings in
chapter 4 and the gap analysis in chapter 5 to determine whether to reject or accept the
hypotheses assertions. Moreover, chapter 6 includes a brief discussion of constraints
which may affect the outcomes of the study to allow readers to review the findings
discussed in the light of stated limitations. In 6.3, the discussions proposed a significant
positive relationship between implementing ISO 27001 and the effective for Tonga

organisations’ ISM and subsequently, information security.

7.2 RECOMMENDATION

Organisations’ Information security is more critical today than ever due to the often
devastating consequences of information security breaches. Based on this study
findings, and findings of studies reviewed in chapter 2, this study compiles a list of

recommendations summarise in table 7.1.

Table 7.1: Recommendations

Pacific organisations requested that training provided by APNIC and PACNOG
include information security management training since they are the primary
source of Information and Communication Technology (ICT) training for many
organisations in the Pacific.

Tonga organisations still relying on purely technological solutions for their
information security should implement ISO 27001. It is the best way to stay
ahead of information security threats.
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Information security awareness and management involvement in information
security or lack thereof have significant impacts on organisations’ information
security.

Establishing an information security policy is an essential first step toward
implementing effective ISM.

Organisations can be sure of the security of their information assets by
employing holistic approaches to addresses all dimensions and critical success
factors (CSF) of information security

Organisations must address human and sociological dimensions of information
security in order to minimise risks to their information assets.

A comprehensive risks management program make significant differences in
organisations information security.

Information security governance, distinct from IT and information security
management, is a vital part of effective ISM

Rapid changing in technologies means organisations information threats
environment are getting complicated and unpredictable. Therefore,
organisations’ information security needs to keep up (continually improve) to
remain relevant and effective.

Small and Medium Enterprises (SMEs) can implement ISO 27001 successfully,
can just start from where they are and according to the resources they have and
build up their ISM slowly overtime. They do not have to wait around to have
enough resources to implement one huge project.

Organisations should adopt the mind-set that information security is not a
destination but a continuous, never-ending journey.

7.3 FURTHER RESEARCH

Based on limitations discussed in 6.2, this study proposed further research areas which

can not only contribute to Tonga organisations information security but to the general

knowledge of information security.

An area of study that will be valuable for organisations in Tonga and

information security, in general, is a detailed case study of implementing ISO 27001

on several organisations in Tonga. As indicated by the findings of this study,

organisations are willing to implement information security standards, and were willing

to participate in this study.

A case study would not only help them to implement the standard but provide

researchers opportunities to study implementing ISO 27001. It would provide insights
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into influential organisational factors that may affect implementing effective ISM,
unique to Tonga organisations. Not only that, but researchers get a chance to study how
organisations can effectively address those factors to ensure successful implementation
of ISO 27001.

The final possible area for further study is the effectiveness of professional
certification in developing and validating information security professionals’ skills and
expertise. According to reports and studies found during the literature review,
certification programs are mostly compared based on the employability of their
certified members.

Unfortunately, organisations’ hiring practices are not a good indication of
certifications quality and effectiveness. A study in this area allows researchers to
answer questions like how effective are certification programs in producing industry-
ready information security professionals? Are certification programs are the best and
quickest way to develop industry-ready information security professionals? Answering
the questions above are crucial to finding effective ways to address the shortage of

security skills for professionals.

7.4 SUMMARY

The objectives of this study are to: 1. Study the current state of information security in
key organisations in Tonga. 2. Study the impacts of Implementing ISO 27001 to
determine if it is the best approach for Tonga organisations to protect their information
assets.

The findings in chapter 4 illustrated the need for Tonga organisations to
improve their information security. Not only it is ready for change but it also lacks
several key activities of information security. For instance, it requires internal auditing,
risk management, incident response, and forensic capability. The gap analysis between
Tonga organisations’ information security and ISO 27001 requirements in chapter 5
highlights the significant impacts of implementing ISO 27001 on Tonga organisations’
information security due to gaps and security provisions significantly lacking in many

critical areas of information security.
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The discussion of the findings in 6.1 documented the significant improvement
for Tonga organisations ISM and information security if they implement ISO 27001.
Therefore, this study confirmed a positive relationship between implementing ISO
27001 and Tonga organisations’ ability to effectively manage their information
security, thereby establishing information security to protect their information assets
and processes.

In conclusion, this study achieved its objectives by studying Tonga
organisations’ information security and analysing the gaps between it and ISO 27001
requirements. In doing so, it was able to compare two information security approaches,
ad-hoc and holistic. By comparing the strength and weaknesses of both approaches, the
study was able to confirm that implementing ISO 27001 is the best approach for Tonga
organisations to improve the management and effectiveness of their information

security.
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The following activities do not require AUTEC approval:

6.7. Where a professional or expert opinion is sought, except where this is part of a

study of the profession or area of expertise.

- See more detail at:

http://www.aut.ac.nz/researchethics/guidelines-and-procedures/exceptions-to-

activities-requiring-autec-approval-6
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